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Immunization Information System (lIS) Baseline Requirements Traceability Matrix (RTM)
Update Released July 2025

This requirements traceability matrix {RTM) contains draft baseline functional and non-functional requirements for an immunization information system (lIS). The requirements clarify minimum
expectations for what IIS technology must do and how it must operate to support lIS Functional Standards and programmatic and immunization stakeholder needs. The functional requirements describe
intended behaviors of an IIS to support business processes and tasks, by function and capability. The non-functional requirements convey technical requirements related to how a system must operate,
by attribute and sub-characteristic. An embedded I1S Functional Model presents a visual depiction of the core functions, capabilities and attributes of IS and serves as a companion to the requirements.

This RTM is intended to he used by immunization programs as a starting point for the procurement of an IiS platform, module or enhancement. The RTM should be used throughout the system
development life cycle (SDLC) to ensure requirements are met in a final product or system. Immunization programs and IIS may also use the IS Functional Model and the requirements within this RTM to
help assess and identify gaps in current IIS functions, capabilities and technical quality and provide a roadmap for future develapment within or across Jurisdictions.

Contents

Guidance: Using the RTM Step-by-step guidance and helpful hints/notes for using the RTM as part of a procurement process.
Functional Model Draft IIS Functional Model (FM), a visual depiction of IS functions and capabilities and attributes.
FM Descriptions Descriptions of the IS Functional Model functions and capabilities and attributes; also provides an indication of total requirements by function/category.
RTM Format Description of how the RTM is structured for presentation of the requirements.

Requirements by Function/Grouping:

Admin System Requirements related to the function: Administer System

Manage Orgs Requirements related to the function: Manage Organizations and Facilities

Manage Users Requirements related to the function: Manage Users

Interop Requirements related to the function: Support interoperability

Data Quality Requirements related to the function: Ensure Data Quality

Eval Forecast Requirements related to the function: Evaluate & Forecast

Manage Pt Iz Record Requirements related to the function: Manage Patient & Immunization Records

Manage Vaccine [nventory Requirements related to the function: Manage Vaccine Inventory

Data Access Requirements related to the function: Provide Data Access

Non-functional Technical requirements across key attributes

Glossary List of terms used in requirements and their definitions

Crosswalk to FS Compare the Functional Model to the IIS Functional Standards (FS)
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Guidance for leveraging the RTM workbook in a procurement

Suggested steps and helpful hints for inmunization programs and IS when using the IIS Functional Model and requirements within this RTM as part of a procurement and system
development life cycle.

1. Identify the scope of the procurement

-- Are you looking to procure an IIS platform or a specific module or enhancement?

-- Identify which functions and capabilities within the IIS Functional Model may relate to your project scope.

-- What technologies/systems do you have access to within your jurisdiction that will fulfill certain functions/capabilities/requirements?
-- What technologies/systems will need to be integrated with the procured solution?

-- Use the RTM to identify the requirements in scope.

2. ldentify stakeholders/representatives to be included in the requirements review and validation process (and will be included in user acceptance testing)

-- Include people that do the work, i.e., staff from across the 1IS and immunization program who will be using the system/module/enhancement being procured.
-- Include representatives fram IT, as appropriate, e.g., a jurisdictional IT security officer.

-- Consider validating requirements with end users to ensure completeness and accuracy and to inform prioritization.

-- Engage with the procurement office early in the process to fully understand jurisdictional requirements, policies, templates, approval processes, and timelines.

3. Gather existing business process documentation for reference
-- Gather standard operating procedures, documented workflows, business pracess analysis documents, help desk and tickets.
-- These materials will assist in the review and validation of the requirements within the RTM.

4. Kickoff the requirements review and validation process

-- Identify reviewers for the functions and requirements within scope, considering individuals' subject matter expertise.

-- Schedule and conduct a meeting with all stakeholders/representatives to discuss the requirement review and validation plan.
-- Introduce the Functional Model functions, capabilities and/or attributes in scope.

-- Orient the group to the RTM format and contents, including the glossary of terms.

-- Review the project schedule and individual responsibilities.

5. Review and validate requirements

-- Review the requirements by tab with the appropriate program staff and/or impacted stakeholders (consider daily facilitated review sessions). Review the requirements based on

current issues, concerns, challenges to ensure/mitigate current issues, concerns, etc. (using documentation gathered in step 3).
-- Discuss and define jurisdiction-specific needs and requirements. In particular, consider requirements that include 'as per jurisdictional policy,' those indicating 'user-defined
parameters,’ and non-functional requirements where jurisdiction-specific values should be entered.
-- Validate the requirements in terms of their:
* Completeness and accuracy: add jurisdiction-specific requirements in a separate tab {included in the RTM workbook) or as additional rows in the appropriate existing tab.
* Clarity: offer clarifications as comments in the "Comments" column. CDC strongly recommends not altering the wording of the requirements in the RTM.
* Priority: CDC strongly recommends that values listed in the "Priority: E, O (essential, optional}" column remain as is unless jurisdictional law/policy says otherwise.
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6. Approve the final set of requirements
-~ Gain approval of the final requirements from program and jurisdictional IT leadership, as appropriate.
-- Use the "Req. #" column on each tab to assign a unique identifier, which will facilitate traceability throughout the development lifecycle.

7. Include the requirements in the solicitation to inform vendor selection.

-- Conduct a final re-validation of the requirements: what has changed? Are the requirements still accurate and relevant? Have any priorities changed?

-- Work with your procurement office to ensure your requirements are incorporated into your solicitation. Attach or otherwise incorporate the RTM or requirements listing based on
jurisdictional policy.

-- Provide instructions for solicitation respondents to comment on each requirement, using the "Vendor Response" and "Vendor Comments" columns.

— Review responses and conduct due diligence to determine a solution/vendor that best meets your needs.

8. Work with the selected vendor on configuration and specifications, as needed.
-- Ensure that your essential requirements are met.
-- Review vendor system documentation to determine potential gaps for future consideration.

9. Test the delivered solution to ensure requirements are met.
-- Refer to the vendor documentation to control the quality and completeness of the procured salution in meeting the requirements within the RTM.

-- Add columns to the RTM for further traceability of the requirements through the SDLC. For example, 'Script #' and 'Tester' columns can be included to ensure each requirement has a
corresponding test and tester during user acceptance testing.

-- Identify individuals who will be involved in user acceptance testing; ensure these staff are prepared for the testing process and know how to document testing results.

10. Update business processes & documentation, as needed
-- Update standard operating procedures to reflect and refine staff interaction with the new technology.

-- Be sure to train internal staff as well as external end-users.

Helpful Hints and Notes

-- The RTM can be used in conjunction with requirements definition tools, such as task flow diagrams. (For more information on PHII's Collaborative Requirements Development
Methodology visit: https://www.phii.org/crdm)

-- On each tab, high-level requirements are shaded in blue; rows beneath each high level requirement provide further detail.

-- Each requirement should have a unique ID number. Do not change the ID number for requirements provided in this sheet. When adding new requirements, label with jurisdiction
name.



-~ Tabs can be added to the RTM to encompass business processes or business rules within the workbook.

-- Columns can be added to the RTM for further traceability of the requirements through the design, build, test and release activities. For example, a 'Script #'

column can be included to
ensure each requirement has a corresponding test during user acceptance testing.

-- To be most effective in tracking a solution that meets program requirements, the RTM must be maintained throughout the system development life cycle.

-- Requirements must be prioritized to ensure that the most critical ones are initially addressed with available funding. Subsequent prioritization of needs may be warranted to
differentiate those required for Day 1 and those that could be delivered in future releases.

-- Consider using an additional priority designation of 'R' for 'Required by Law' to indicate requirements that stem from jurisdictional laws/administrative rules. Provide a reference to the
statute/rule.
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r Immunization Information System (IIS) Functional Model

The IS Functional Model presents a framework and terminclogy for convaying and communicating the core functions, capabilities and attributes of iiS. These systems,
- whether as a single integrated IIS or as a set of interaperable modules, support public health immunization programs in achieving the €DC 11§ Functional Standards*
and in praviding trusted data and information to improve clinical immunization practice, increase vaccination and reduce vaccine-preventable disease.

The madel also serves as a companion and index ta the IS Baseline Requirements Traceability Matrix (RTM), which provides detailed requirernents across IS
. functions, capabilities and attributes. The RTM and other requirements tools can be found at phil.org/iis-requirements.

for descriptions and functional requirements associated with each.

Administer System Manage Organizations & Facilities - Manage Users

I I S Core Fu nction S a n d ca pa bi l ities These functions and capabilities represent core functionality of 1S, Refer to the 11$ Baseline RTM

Hierarchy configuration User roles & permissions Organization/facitity VFC/vaccine program User search Authentication &
System configuration System alerts search enrollment Add, edit, inactivate user autharization
Add, edit, inactivate Organization/facility Password management
arganization/facility outreach
Suppert Interoperability Ensure Data Quality Evaluate & Forecast
Onboarding Data exchange Patient matching Vaccination avent matching Clinical decision support Coverage reports
Interfaces & deduplication & deduplication

Reminder/recall

Manage Patient & Immunization Records | Manage Vaccine Inventory Provide Data Access
Patient search Add, edit patient Vaccine inventory search Vaccine inventory Standard reports Ad hoc queries & reports
Add, edit patient immunization Add, edit vaccine inventory  reconciliation Print/export reports Cansumer access
demographics Print/export record Vaccine ordering Vaccine transfer
Patient status Mass vaccination Review/approve order Vaccine wastage
Patient consent Vaccine decrementing Vaccine expiration

I IS Att ri butes These attributes represent the technical characteristics of an IS necessary to support immunization programs and stakehalders.

Refer to the IIS Baseline RTM far descriptions and non-functional requirements associated with each.

Performance e L . R .
ififie oy Usability Reliability Security Maintainability Portabifity

« Time behavior « Operability - Availability
* Resaurce utilization = User error protectian
* Capacity = Accessibility

Confidentiality - Analyzability ° Adaptability
* Fault tolerance Non-repudiation
+ Recoverability Accountabifity
Authenticity

* Instatability

* https://www.cdc.qov/vaccines/programs/iis/func-stds.htmi This resource was developed by the Public Health Informatics Institute in 2020, in collaboration with AIRA and CIC, with financial supporl from

€DC under Cooperative Agreement number 6- NU3BOTO00316. Questions, comments and suggestions are welcomed at phil.org/liscontact,




s

Tab Name ¥ of Regs Function Function Description Capability
Adimin System 61 Ad Mi of global system Hierarchy Configuration
System settings and alerts, including set
up of user roles and p System (
User Roles and Permissions
System Alerts
83 M: of ions and O /Facility Search
o facility
and Facilities Add, Edlit, Inactivate
Organization/Facllity
VFC/Vaccine Pragram Enrollment
Organization/Facility O h
Manage Users 35  ManageUsers  Management of user accounts.  User Search
Add, Edit, Inactivate User
Authentication and Autharization
Password Management
65 Support Manage interfaces to exchange Onboarding
p llity datat the IS and other
systems. Interfaces
Data Exchange
32 Ensure Data Dedupl and lid of Patlent Matching and
Quality records, Deduplication
Vaccination Event Matching and
Deduplfication
64 Evaluate and Determine the validity of past Clinical Declslon Support
forecast immunizations administered as a
basis for determining Reminder/Recalt
Immunizations due.
Coverage Reports
Manage Pt [z 83  Manage Patlent Manage patlent demographics and Patlent Search
Record and patlent Immunization record.
Immuntzation Add, Edit Patient Demographics
Records
Patient Status
Patlent Consent
Add, Edit Patient Immunization
Print/Export Report
Mass Vaccination
87 Manage Vaccine  Order publicly-purchased vaccine  Vaccine Inventory Search

Inventary and manage vaccine inventory.

Retum to Cover Page

Capability Description
Return 1o Cover Page

~ ability to define system-wide settings, such as management of code tables
— ability to define and manage user roles and use role permissions to perform a function, actlvity or task

— ahility to broadk

to HiS users upon logging into the system
~ ability to look up and retrieve an organizatien or facility account
— ability to add, edit or inactivate an organization or facility; ability for an organization te initiate enroliment and re-enrollment in the IIS

~ ability to enroll and re-enroll a provider organization in VFC and/or other vaccine program(s)

— ability to com with or facility rep

— ability to define parameters to look up and retrieve a user account
— abillty to add, edit or inactivate a user account

— abllity ta validate a user's dentity, entity and system permissions
— abllity to administer, change and reset user passwords

— ability to establish/re-establish/modify an interface with another information system for the el i h
data

ofd

and/or immuni
— ability to facilitate electronic data exchange with ather information systems, Including EHRs, VTreks, jurisdictional vital records, and the IZ Gateway
— ability to exchange data electronically and monitor and troubleshoot data exchange

and

~ abllity to Identify and ge dupl patient records

— ability to Identify and ge di and p dupll entries

- abillty to evaluate and forecast immunizations for a patient per ACIP guidelines and In alignment with CDSi specifications

— ability to identify and notify patients who are due for ¢ lons {reminder) and/or are past due (recall)

— ability to create reports to support | lzath B 1t at the p and phic levels including reports for the CDC's VFC provider-
level quality Impr program (1QIP}

— ability to look up and retrieve a patient record

— abllity to add, edit or Inactivate a patlent record

- ability to manage the assignment of a specific patient to a provider organization or Jurisdiction

— ability to manage patient agreement to participate in the 1S In accordance with jurisdictional policy
~ abllity to add, edit an Inmunlzation record

— abllity to print or export either a patient or Immunization recard

— ability to capture a large volume of demographic and Immunization data in emergency situations

-- ability to look up and retrieve vaccine doses In inventory
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Tab Name

# of Reqs

65

Function

Provide Data

Parformance

Usabllity

Reliability

Function Description Capability

Add, Edit Vaccine inventory

Vaccine Ordering

Review/Approve Order

Vaccine Dose Decrementing

Capability Description

- ability to vacclne i Y. including ordering, storing and handling, and reconciliation of vaccine doses

— ability to order publicly funded vaccines as authorized
— abllity ta review, edit, and authorize an organization's vacclne order for approval, submission and fuffillment

~ ability to automatically decrement vaccine doses from inventory when matched vaccine doses are reported as administered

Vaccine Inventory Reconclliation — ability to maintain an accurate count of vaccine doses avallable based on doses administered, wasted, transferred, and expired

Vaccine Transfer

Vaccine Wastage

Vaccine Expiration

Provislon of access to data and Standard Reports
Information.

Ad Hoc Querles and Reports
Print/Export Report
Consumer Access

Peﬁoﬁn;n;;ﬁclenw refativeto  Time behavior
the amount of resources used
under stated

utilization
Capaclty

Degree to which a product or Operabliity
system can be used by specified
users to achleve specified goals
with effectiveness, efficlency and
satisfaction in a specified context
of use.

User error protection
Accassibllity

Degree to which a system, product Avallability
or component performs specified
functions under specified
conditions for a specified period of
time.

Fault tolerance
Recaverability

Degree to which a product or Confidentiality
system protects information and
data so that persons or other

Non-repudiation
products or systems have the
degree of data access appropriate
1o thelr types and levels of Accountabllity
authorization.

Authenticity

- ability to transfer vaccine from one VFC provider organization to another in certain situations
~- ability to manage nonviable vaccine reporting
- abllity for notification and management of vaccine inventory expired and due to expire

~ ability to generate pre— d reports available and ble in the 11S

~ ability to create, save and schedule data querles and customized reports on demand
— abllity to generate data to print or use in other systems

~ abllity for authorized consumers to directly access IIS data for which they are authorized

T A et e e - -
T R o N O IS S =D e e o L STt At
— degree to which ther and pr ing times and thi hput rates of a product or system, when performing its functions, meet requirements

~ degree to which the amounts and types of resources used by a praduct or system, when performing its functions, meet requirements

— degree to which the maximum limits of a product or system parameter meet requirements

- degree to which a product or system has attributes that make it easy to operate and control

— degree to which a system protects users agalnst making errors

- degree to which a product or system can be used by people with the widest range of characteristics and capabilities to achieve a specified goal in a
specified context of use

- degree to which a system, praduct or component is operational and accessible when required for use

— degree to which a system, product or component operates as intended despite the p! of hardware or soff faults

— degree to which, in the event of an Interruption or a failure, a product or system can recover the data directly affected and re-establish the desired state
of the system

- degree to which a product or system ensures that data are accessible only to those authorized to have access

~ degree to which actions or events can be proven to have taken place so that the events or actlons cannot be repudiated later

- degree to which the actions of an entity can be tracad uniquely to the entity

~ degree to which the Identlty of a subject or resource can be proved to be the one clalmed
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Tab Name  # of Reqs Function

Function Dascription

Maintainability Degree of effect} and

Portabllity

Capability

efficiency with which a product or
system can be modified to
improve it, correct it or adapt it to
changes in environment, and In
requirements.

ity

Degree of effect! and
efficlency with which a system,
product or companent can be

ed from one h ,

daptabliity

or other | or
usage environment to another.

ity

Return to Cover Paje

Capabiiity Description
—degree of effectlveness and efficiency with which it is possible to assess the impact on a product or system of an intended change to one or more of its
parts, or to dlagnose a product for deficiencies or causes of fallures, or to identify parts to be modified

— degree to which a product or system can effectively and efficiently be ad
environments

d for diff or evol hard, .

or other | or usage

~ degree of effectiveness and efficlency with which a product or system can be fully installed and/or

din a specified



RTM Format
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Req. #*  Capability/Attribute ***Requirement: The 1IS must/should have... Comments Reviewsr notes optiona
Updated [Capability/attribute  |[high- R 51 recommendations for the [Reviewer notes related to; [Draft/priority.
fram the name, System requirement. — Organi2ation of the requirement (in terms of its designation, eg.
previous Configuration”] —Indlcation of relationship to a priority cross- associated capability and/or function) "E"]
version of functional need such as mass vaccination or schoo!l |~ Wording of the requirement
the RTM or reports, -- Misc thoughts]
newly
added.
Updated |[Req.ID] |[[Capability/attribute [detailed requirement] —Suggested recommendations for the [Reviewer notes related to: [Draft priority
from the name, e.g., 'System requirement. — Organization of the requirement (in terms of Its designation, e.g.
previcus Configuration'] —Indication of relationship to a priority cross- associated capability and/or function) “E")
version of functional need such as mass vaccination or school |- Wording of the requirement
the RTM or reports. - Misc thoughts]
newly
added.

*Numbering/identification of individual requirements will accur at the very end of the review and revision process, once requirements are final,
**Priority designations:
E: Essential: Baseline, critical requirement reflective of core functionality/attribute for a viable IIS as defined by CDC.

0: Optlonal: Not essential for all lIS as deflined by CDC.

“4* Rows highlighted in blue indicate a high-level requirement



Function: Administer System

Vendor response: Yes, Yes
Priority: E, 0 'wth customization®, No

Vendor comment(s)
Capability Requirament: The 115 must/shauld... {essential, optional) *Commemt reibres I ¥es with costominmtion: sdieate the anticiphted cost snd tmeling for development and relaags

Fierarchy ability to establivh the IS hierarchy to associste and manage nelationshi brtween entites E The Immunization Informatiin Systems [it5} i configurabile to altow extablishiment and management of hierarchical relationships among

Configuration entities. The Solution's Facility y tila allows for. of within fadlity detalls,

Hierarchy abllity to assoclate user(s) to a facility E Yes The proposed Salution’s Add/Edit Users function enables authorized users to configure access permissions and privilages by user role, add

|Configuration new facilities and establish facility relationshlps, and set up facilities far file exchange and web service access.

Hierarchy ability to associate clinician(s) to a facility £ Yes The proposed Solution allaws for the creation and assignment of clinicians to a facility within the facility profile.

|Configuration

Hierarchy ability to assoclate facllityfacllities to an organization E Yes Facility relationships are configurable within the Add/Edit Facilities function, afiowing the of ips. A

Configuration facility hierarchy map is provided showing visualized relationships.

Hierarchy abiilty to establish geographic jurisdictional hisrarchy E Yes provided by Smarty {formerly named SmartyStreets) allows the proposed Solution to classify data by geographlcal

Canfiguration region. These geographical regions can be used to establish the i h hy. Further, the solution provides the ablity
to designate different types of administrators including Jurisdictiona} Administratars who manage user roles for applicable Centars for
Disease Control and {COC}-funded jt et di can define the criteria and capabilities for user roles
within thelr jurisdiction and then define which roles a given facllity/organization has.

Hlerarchy ability to agRregate data across user-defined hierarchies E Yes The proposed Salution's Fadiilty Hierarchy tile allows i to establish hi of facilities/ ization and/or

Configuration geographlcal regions to allow for user-defined reporting parameters.

System Canfiguration  |abHity to maintain y in 1IS visible to auth: users E Yes |The Vaccine Y and y supports in oriering, and doses ta
Providers, The function is integrated with the CDC's Vaccine Tracking System (VTrcks) for accurate and up-to-date information, streamfines
vaccine ordering and v and reporting capabilities.

Our Vaccine Inventory function provides & single point of for lated v and supports vaccine requests,
management of inventories and transfers, wastage, submission of veccine reports, and compliance with CDC initiatives,

System Canfiguration  [abllity for jurisdictional admin to maintain separate VFC supglied inventary in the IIS E Yes The proposed sofution supports vaccine i y ana li ta Vaccines for Children (VFC} and jurisdictionat
{e.g., state and local) i i program i Itis i with the CDC’s vaccine management and distribution system,
VTreks, to order and manage doses for the VFC papulation, distribute doses, and pravide the accountability reporting required at the State
and federal levels. Our inventory give a lete view of the y for better vaccine management and enable
farecasting future vaccine needs for responsible fiscal management.

System Canfiguration  (abllity for jurisdictional admin to maintain separate jurisdiction supplied inventory E Yes The proposed sclution provides vaccine inventory and iliati to VFCand i {e.g., state and local)

program i dmini use the Vactine Y and
to view and manage inventory for their designated jurisdiction(s).

System Configuration  [abiiity for jurisdictional admin to maintain separate private stack inventory E Yes Jurisdictional administrators use the Vaccine 4 and il to view and manage inventory for their
designated jurisdiction(s}. Both private and public vaccines can be tracked in the vaccine inventory. In addition, as an example of how the
solution applies automation to provide the hest user i the IS features auto- ing for vaccine transfers (i.e.,
Provider A transfers to Provider B) or for Instances in which a vaccine is borrowed or returned from private stock into public stock.

Systam Configuration [ability for Jurisdictional admin to manage cade sets E Yes | The proposed Solution dawnloads and exacutes the latest vaccine cade sets using an automated Interface with the CDC source system. CDC |
notifies us when there is & new coda set. As the 1S Is a Software-as-a-Sarvica (Saas), we can quickly deploy new code sets to the Staging
environment for immedlate testing and approval before release to the P We know depl the latast CDC code
sets in the Solution is mandatory, so the process eli the nead for extenstve fu design creation or watting for
change requasts to undergo Change Control Board (CCB) approval to implement this process, making it faster and less burdensome to
impl In addition, of the Solution enables Jurisdictional Administrators to manage code sets.

|Systern Ci ability for juri admin to update NDC codes E Yes Gainwell actively monitors Clinical Vaccines Administered [CVX) and National Drug Codes (NDCs} ton maintain accurate and up-to-date code
sets. When changes or updates accur in these code sets, we promptly incorporate them into the Solution’s tables. These changes are added
to the Training environment as part of the release process so proper validation occurs before the Prod) i depl, In
addition, the ility of the salution enables icti init to manage code sets.

"Syslem [« ability for juri: admin to update CVX codes E Yes The Solution's allows Jurisdicti o to manage code sets, In addition, Gainwell actively manitors CVX, T
Manufacturer Vaccine Code (MVX), and NDCs to maintain accurate and up-to-date code sets.




Function: Administer System

Regubrement: The (15 must/shoul

Return to Coyer Page

Priority: E, O
(essential, optional)

Veridor response: Yes, Yes

with customization*, No
*Comment required

Vendor camment{s)
11 ¥z with customization: Indicste the arficipated cost and timeiine fior devstosment and relesse.

System Configuration  |shibity for jurisdictional admin to update MVX codes E Yeu The Solution's confij aliows to manage code sets. In addition, Gainwell actively manitors CvX, MVX,
and NDCs to maintain accurate and up-to-date code sets.

[System Configuration  |ability to configure default values to minimize data input E Yes (Our master set of configuration tables contains a specific list of values (LOV) available in the IS, such as language, ethnicity, manufacturer,
and trade name. The configurable LQV tables aliow configuraticn of LOV datasets in the following areas: Inclusion in file exchange and/or
the user interface, file exchange conversion of lagacy values to current code values,

System Configuration |ability to display an error message in the user interface when minimum information required is E Yes The Salution applies data quality business rules at the Individual field (data element) level as well as at the record level. At the overal! record

nat complete level, the Solution verifies the syntax {e.g., format, type, and range of data), performs cross-field and
(e-g., the required data elements are present as for the jurisdiction) of the At the i data element level, edits
are applied to confirm that the data value submitted meets the data quality requirements for that data element.
Based on the configured data quality rules, the Solution automatically validates Incoming data submissions. Depending on the format and
content of the and the for and rejecting data submissions, validation may result in:
» Accepting the entire submission and the included data elements
» Accepting the submission but rejecting data elements that have errors
* Rejecting the entire submission
Emvor messaging can be presented via the user interface {UI} or via file summary reporting with drill-down capabilities. For Ul errors, tha
data validation error message appears with an explanation of what the user needs to do to correct missing/erroneous information.

System C ability to per US Postal and codes E Yes Smarty address cleansing and geocoding service impraves IS data quality in the Solution by aligning address data with the proper United
States Postal Service (USPS) maillng format.

System Configuration |ability to verify validity of addresses {as valid USPS addresses) In the IIS through electronic means E Yes Smarty address cleansing and geacading service improves Ii$ data quality in the solution by aligning address data with the praper United

(e.2., SmartyStreets) States Postal Sarvice {USPS) malling format. Having correct address data helps Gainwell and j te accurate
based reports. Smarty address validation services enable the solution to verify the validity of add) gnize invalid i such
as incorrect postal codes and counties, and either correct or reject incorvect data automatically.

'Sﬁm Canfiguration [ability to geocode addresses E Yes Smarty is used for address cleansing and geocoding to improve solution data quality.

System Configuration  |ability to validate accurate assignment of address to an individual through electronic means (e.g., [+ Yes |Galnwell’s Resldency Verification tool, an optional add-on, allows for an individual's address to be validated for assignment to that

LexisNexis) D
System Configuration [ability for jurisdictional admin to modify facility types according to Immunization program E Yes The data model follows Fast (FHIR) to values from FHIR and Health Level |
descriptions and CDC VFC Program descriptions Saven (HL7) that cover CDC core data elements. Information such as the vaccine, trade name, manufacturer, and other List of Values {Lovs)
are ioaded directly from the CDC’s dsh and may be by authorized users, including dmini: along
with the other demographic and facility type codes and values.
[System Configuration abllity for admin to configure rules data of incoming HL7 E Yes 's Master Data (MDM) appt includes data p to effect a th h, detailed
messages assessment of data presence, quality, format, validity, and consistency so anly clean data Is loaded into modules as data is received from
each identified source. In addition, the IIS offers Jurisdicti and other ized users the ability to configure business
| rules to verify HL7 messages contain the required elements,

System Ct ability ta confi an authorization agr as per policy o Yes As part of the initlal configuration, jurisdictions can specify the text of an authorization agreement or policy, and the interval at which it will
be presented ta the user. The IS can display a user agreement or confidentiality policy as part of login. As part of the Initial configuration,
jurisdictions can specify the text of that agreement or palicy, and the interva! at which It will be presented to the user.

System Ci ability to confi auser asper palicy [+] Yes The solution has an el ic user that is by the juri Including content and expectation of
campliance per jurisdictional policy.

System Configuration |ability to display age in year/month/day format in all age display fields (e.g., 2 years, 4 months, 3 E Yes The proposed solution includes the patient's age in year/month/day format both in the user interface {U1} and respective reports.

days}
?vstem Configuration |ability to pravide optional calendar to select 3 date in a web client o Yes The proposed solution offers an optional calendar for date selections.




Function: Administer System

Vendor response: Yes, Yes
Priority: £, 0 with customization®, No Vendor cammeni{s)
Roquirement: The 15 must/should... (essential, optional) *Comment required

It Yes with customiration: ingicate the snticipated cout snd timelije for develspment and relogsn.

|System Configuration  abulity to sdd patient priority group Indicators E Yes T propused solution afiows patients ta be inciuded In priority groups.

System Configuration  |ability to madify patient priority group indicators E | Yes The proposed solution allows modifications to patient pricrity groups.

[System C: abllity for admin to manage business rules related to data quality E Yes 's Master Data Man: (MBbMm) includes data quality following business rules.
In addition, the Solution is to allow juri i to manage data quality buslness rules such as defining rules for
data completenass.

Systern Ci ability for juri: ional admin ta specify business rules for monitoring data quality E Yes [The Solution allows for of incoming data and allows Jurisdictional Administrators to provide access for vendors or
facilities via Role-Based Access Control (RBAC) to view and address data errors.

System Ci ability for jurisdictional admin to modify business rules for monitoring dsta quality E Yes The proposed Sclution allows for the jurisdiction to modify business rules to allow monltoring of data quality.

Sy_stem € ability to confi the 1 form = E Yes Gainwell designed the (IS to be highly configurable so it meets state-specific needs. Our enrollment process Is customizable, allowing
authorized users to configure values such as the date or interval at which enroliments are tlue, the questions and choices for the enrollment
questionnzire, the available anroliment statuses (e.g., Enrotled, Pending, or Denled), and other content. Additionally, these users manage
the cadence by which a user must comply with user agreements, such as upon login, 30 days, 60 days, 30 days, or annually. Enrcliment-
related configurations are aiso available, such as the ability to configura the Soiution to allow authorized users to hotd vaccine orders until
an 2pproved agreement is in place with the enrolled Provider. This canfirms only approved healthcare Providers can place vaccine orders,

P 8 and to the jurisdi 's rules and
System Configuration  (support rules-based logic to suggest approval or rejection of form based on review of E Yes The enrallment workfiow in the !IS is configurable to apply business rules to automatically evaluate enrollment data and make a rules-based
completed flelds or rejection ion. The Solution has field validation on each part of the warkflow to confirm completion of
required data elements.

Systern Configuration  (ability to manage rules-based loglc for approval or rejection of enrollment form E Yes " [The enraliment workflow is configurable to allow for the management of business rules usad ta auto-approve/reject enrollments,

System Ci i abllity for jun admin to creste enraliment forms based on program requlrements E Yes The proposed Salutlon allows designated users to generate blank form templates, such as the provider enroliment form, for completion and
submission. Gainwell works with jurisdictions to identify other areas that may be relevant for hlank, printable forms.

System C: ability for admin to madify an enraliment form E Yes Authorized users have the ability to generate blank form templates, such as the Provider form, for and
Gainwell warks with Jurisdictions to identify ather areas that may be relevant for blank, printable forms.

System Configuration  (ability to auto-populate existing user information in the |5 with the information on the [+] Yes The IS uses the facilities demographics to auto populate the enrollment demographics.

enrolimant form when creating a new facility in the IS

System Configuration  (ability to auto-populate the ization i ian in the |IS with on the ] Yes The IIS aut: the inf fram the facility for c would allaw for the enroliment to create |

enrollment form when creating a new arganization in the (IS and update facility infarmation when creating a new enrallment/organization.

[System Ce ability for admin to confij vaceine fi business rules [3 Yes Gainwell providas a vactine order forecasting component that brings immense value ta healthcare Providers. it calculates the
recommended order quantity for each NDC each time a Provider initiates a new order. The cslculation is based on varlous essential
parameters, including the average number of doses adminlistered, order frequency, lead time, demand uncertzinty, safety stock

q and the current Y

System Configuration |abillty to appty affective dates to vaccine rules o Yes Promation of application code and data from one environment to ancther occurs following Gainwell’s structured configuration and release
management processes and follows relevant security protocols defined in Gainwell’s System Security Plan (SSP),

System Configuration  (ability to incorporate new vaccines per ACIP into the forecasting algorithm E Yes The vaccines are loaded directly from the CDC. The algorithm Is an Implementation of the Clinical Decision Support for Immunization (CDSJ)

H The CDSi rules are loaded via Extensible Markup Language (XML) files, which include the CDSi test cases and verify the resuits,
We store test cases and versions of the CDSi rules for i when rules are ar altered. Gainwell has obtained
schedules and test cases from as far back as 2011, Key benefits of sur approach are the ease of staylng current, the ease of verifying
changes, and our ability to respond quickly to new vactines or CDSi rule changes. COSi updates accur in near-real time once they are
published from the CDC,




Function: Administer System

Vendor response: Yes, Yes

Priority: E, O with customization®, No Vendor commtitls)

Regubrement: The 115 must/ghould.. {essential, optional) *Commient required I ¥et swith cuntomeratian) Indicats the anticipated cont ind limsidine for devalopment snd rolesse
System Configuration  |ebllity to support 8 record sesrch slgorithin to retum “best matches” P Yes 15 supports the ability to retien best matches s dufined within the uber Input. It willsi50 take o consideration the swapping of
names (i.e., first name entered as last or last entered as first) to return the best possible match
System Configuration  |abllity for jurisdictianal admin to configure the number of search results to be displayed per E Yes isdit can confi the number of searches retumned per jurisdictional policy and is currently defaulted to return no
jurisdictional policy mare than 50 results,
System Configuration (ability for Jurisdictional admin to modify required parameters for patient searches E Yes Jurisdictional Administrators can modify required parameters for patient searches.
|System Configuration [ahility to vestrict certain data from being included in reports such as sensitive demagraphic ) Yes may be from belng included In 115 reports such as the confidential Immunization History Reports, including
informatlon e.g., addrass, phone number, mother's maiden name, Medicaid ID addrass and other patient-specific information.
System Configuration [ability to open multiple screens within tha o Yes The proposed solution enables to manage code sets.
User Roles and ability for jurisdictional admin to manage user roles and permissions by task per Jurisdictional E Yes Authorized administrators can create, add, and manage user roles and permissions within the Add/Edit User tile and Role/Page Access tile.
[Permissions prkicy Following initial user account creation, Jurisdictional Administrators refine the user account by designating one or mare roles and solution
|pages/tasks accessible for each role via the Role/Page Access configuration matrix.
User Roles and ability for Jurisdictional admin to add user roles with distinct permissions E Yes As described in the response above, Junisdictional Agministrators can create, madify, and manage user accounts within their jurisdiction
Permissions using the Add/Edit Users function. Once established, Jurisdicti refine the user account by designating one or more
roles and Salution pages/tasks accessible for each role via the Rale/Page Access configuration matrix.
User Roles and abifity for jurisdictional admin to modify user roles with distinct permissions E Yes Jurisdictional Administrators can madify user roles and permissions using the Add/Edit Users and Role/Page Access configuration tiles.
Permissions
User Roles and abllity for jurisdictional admin to inactivate user roles E Yes The (IS Is to provide of users and site accounts. The solution maintains Patient Active and Inactive Status
Permissions (PAIS) at the healthcare Provider site level and automatically extrapolates and assigns PAIS to a patlent based on relevant data in the system.
The same approach is available for configuring criteria to allow for i and assij of status to other user types
(e.g., facilities, Providers).
Authorized administratars can also performy deactivation manually. WithIn the Add/Edit Users tile, adminlstrators can search to locate one or
more user accounts and deactivate or reactivate the account by updating the Status field to Active or Inactive. The Selution Is also
|configurable ta notify a user by email when their account is activated or deactivated.
User Roles and ability for jurisdictional admin to modify permissions to IS processes and data far specific user € Yes Once user accounts are can refine the user account by designating one or more roles. Further,
Permissions roles can confij the processes and data that users are permitted to access by selecting the appropriste Sclution
pages/tasks by role via the Role/Page Access configuration matrix.
User Aoles and ability for Jurisdictional admin to restrict system functionality by user role E Yes lurisdictional Administratars define the Salution pages/tasks permitted for each user/role by applying configurations on the Role/Page
F issi Access tile.
User Roles and ability for admin to restrict authorized user access to data based on user role E Yes isdicti can conf the and data that users are permitted to access by selecting the appropriate Solution
Permissions pagesftasks by role via the Role/Page Access canfiguration matrix.
User Roles and abillty for jurisdictional admin to enable access ta standard reports based on user role E Yes Access to individual dashboards can be limited by applying Role Based Access Controls {RBAC). Built-In conflgurability allows authorized,
Permissions i i to manage user roles and their i within a jurisdiction. Data access permisslons are
defined at the user account level. Based on the user rale and access permissions, the Sofution provides varying levels of access to
ports/c ds. These i are using the Role/Page Access matrix.
User Rales and labiiity to automatically update all users assigned to a role based on changes made to the E Yes The proposed Solutlan can allow for reak-time creation and editing of roles and permissions ta be applied as a master role via the
Permissions "master” role attributes configuration settings.
System Alerts ability for jurisdictlonal admin to manage system alerts £ Yes Auth d can manage and configure system alerts.




Capability
System Alerts

Function: Administer System

Requiremant: The IS must/should...
ability to view global messages upon logging into the application

Return to Cover Page

Priority: E, 0
(essential, optional}

Vendor rewponse: Yes Yes

with customization®, No
*Comment required

Vendar commantis)
I Yeu with customization: Indicate the amicipated cont and timaline for dovelopment and relesss

E ¥ Banner mssages cin be configured to be displayed on the signin page for global messaging on the home page and sther solution pages.

Banners can be displayed to specific ar multiple users or groups based on configurable criteria. Viewable messages are targeted to users’
organization, role, ar another cohort (e.g., vactine management user roles view one banner upon login, while inventory management user
rofes view another). Banners display prominently at the top of the page.

Systemn Alerts ability for jurisdictional admin to add system alerts for specific IIS users to view when logging o Yes Authorized users can create and modify banner messages to be displayed an the sign-in page for global messaging and by role(s) on the

into application home page and other Solution pages.

System Alerts ability for jurisdictional admin to add global messages E Yes Authorized users can create and modify banner messages to be displayed on the sign-in page for global messaging on the home page and
other Solution pages.

System Alerts ability for Jurisdictional admin to edit global messages E Yes Authorized users can create and modify banner to be di for global

System Alerts ability for jurisdictional admin to globa! E Yes di

Jurisdicti can activate global




Function: Manage Organizations and Facilities

Vendor response: Yes, Yes
Priarity: E, O with customization?, No Vendos comirient|s|

Capabilny Roguirement: The IS must/should heve_ {essential, optional)  *Comment required ¥ Yer with pustomiation: tadicate the sniicpated cost snd timaling for devalopment snd retosse.
|Organkzation/Facliity  |#&lliny to search organisiion/Tavility Information stored in the lIS E Yei theirized acmunistrators can also view the User Faciiities table to Smarch view, nd e organiiations/facliities, thelr status, and
Search associated rofes. . :

O fi y  |ahility for admin to h by user-defined parameters E Yes Authorized administrators can aiva view the User Facllities table to search, view, and edit organizations/facllities, their status, and

Search associated roles.

|
/Facllity  [abllity to clear and re-enter search criterla when searching for an arganization/Facllity E Yes lurisdictlonal administrators can view or sart by facllity Name, PIN, Enrollment Type, Enrollment Year, Status, Action Motes, and Last

Search Updated Date.

Add, Edlt, Inactlvate  [ability for applicant from {nan-par /e to enroll for participation in F Yes Configurable Enrolimera Workfiows: The solution allows to creste tailored to their

Qrganization the IS specific requirements, capturing essential information such as facillty and personnel details, tralning history, and program

quil Online Providers can conveniently submit their enroliment agraements online through a secure
web portal, ellminating the need for paper-based forms and manual data entry, 3 gulda
Providers through the enrcliment process stap by step, providing prompts and for or missing to
confirm are ant on time, Uploads and Verifi Providers can upload supporting
d suchas certificates, and proof, directly within the solution, Administrators can then verify and
review these digitafly, the reviaw process, ¢ Tools: Butit In i tools
enatile to send i updates, and to via emall and system notification and
messaging, keeping them informed about the status of their agreements and additional requirements.

Add, Edlt, Inactivate |ability for applicant from ion to add IS anline E Yes The propased Solutian has a validated {via emall confirmation) and protected page that allows for unenralled users/facilities to submit
electronic Galnwell has this into the core Solution product.

Id, Edit, Inactivate  |ability for applicant from unauthorized org to submit IIS enroliment Information online E Yes The proposed Solution has a validated (via emall confirmation) and protected page that allows for unenrolled users/facilities to submit
rganization electronic Galnwell has this into the core Solution product.

Add, EdRt, Inactivate labllity for applicant from unauthorized org to save partially complete IS enrollment Information [+] Yes The solution allows for 3 partially completed enrollment to be saved In a draft status.

‘Organization

Add, Edlt, Inactivate |ability for applicant from unauthorized org to return to a partially complete IS enroliment Information [4] Yes The solution aliows for a partially to be saved in a draft status to retumn for completion.

Add, Edit, Inactivate  [ability to prevent of s when required field{s) are missing E Yes 'We apply business-rules-based data quality edtts to verify of Rules o allow
users to define rules for what constitutes “complete” by Identifying required and optional data,

\Add, Edit, Inactivate lability to notify the applicant of ns the missing required fields E Yes Based on the configured data quality rules, the proposed solution Vi tes the data submission and retums the
appropriate response, Including notlfying when required Is missing, Error messages are prominently
|displayed at the top of the screen so users can quickly pinpaint the errar and make the necessary correction,

Add, Edit, Inactivate ability to electronically notify applicant that (15 has been E Yes Canfirmatlon messages are displayed ta users upon of The messages are user-

Qrganization friendly and easy tu understand, providing plain-language text and prampting the user to confirm before proceeding.

m, Edit, Inactivate lability for applicant from unauthorized org to edit rejected IIS enroliment information E Yes The applicant will receive an emall notification of the rejected enroliment to altow them to edit and resubmit it for approval, Galnwell

Organlzation has this into the core Solution product.

\Add, Edlt, (nactivate iability for applicant from unauthorized org to resubmit a rejected IS enrollment 1 E Yes Qur proposed Solution will emall the applicant of the rejected IIS enrallment to allow them to edlt and resubmit for approval.

(Organization

|Add, Edlt, Inactivate abllity to capture el slgnature for foran o Yes The proposed Solution's provider process is fully and provides e-slg and an

|Organization warkflow for jurisdictional approval.

Add, Fdit, Inactivate ability for admin to manage ffi Its £ Yes [Our proposed Solution aliows for the Jurisdistional Administrator to configure and manage the facillty enrollment and reenroliment
requiremeants.

\Add, Edit, Inactivate ability for Jurisdictional admin to manage organization/facllity IIS enrallment status E Yes The solution allows quick view, view, and print of enroliments by status; mass axports of enrollments will be configured.

|




Function: Manage Organizations and Facilitles

Haguitement: The 1S must/should have...
[ability for Jurisdictional sdmin to Inactivate an organization

Venai response: Yes, Tes
with customization®, No
*Cpmmast feguired

Vendor commanty)
1 Yun with custemmirgtion: Indicale the anticipated tost and tmaline for devlapmant and felease.

(Organization

| Acd, £4tt, Inactivate Yes Auithy perform within the Add/Edlt facllity tile, administrators can search to locate
i T the account by toggling the Active field.

|The Status drop-down menus and avallable values are configurable within the solutian.

|Add, Edit, Inactivate jability for jurisdictional admin to reactivate an organization Yes |Authorlzed administrators can search to ocate one or more f; / and d or the account by

Organization updating the Status fleld to Active or Inactive.

\Add, Edit, Inactivate ability to stare IS status for an /f: Yes The solution allows for clinic status to be active or Inactive.

(Organization

|Add, Edit, Inactivate ability for jurisdictional admin to [nactivate a facility Yes Authorlzed administrators can search to locate one or more and or the account by

[Organization updating the Status field ta Active or Inactive.

|Add, Edlit, Inactivate ability for Jurisdictional admin to reactivate a facility Yes Authorized administratars can search to locate one or more fa / and or the account by
updating the Status field to Active or Inactive.

|Add, Edit, Inactivate bility for admin to el approve IS Yes Autharized users can review and approve enroliment forms.

(Qrganization

ladd, Edit, Inactivate  [abllity to Include reason for rejecting IS enraliment of an arganization Yes The solution allows for a Jurisdictional Administrator to provide a reason and notes related to enroliment rejections.

(Organization

|Add, Edit, Inactivate  |ability to notify the that the was rejected along with the reason Yes The applicant will receive an email aof the rejected to allow them to edit and resubmit it for appraval.

Organization

[Add, Fdit, Inactivate fability for Jurisdictional admin to manage organization and fadlity records within the 115 i Authorized administraters can search, view, add, and update /i y records according to role-based access defined for

(Organization them,

Add, Edit, Inactivate abllity for jurisdictional admin to add an organization Yes Authorized administrators can search, view, add, and update organization/facility records according ta role-based access defined for

|Organization them.

Add, Edit, Inactivate abllity for Jurisdictianal admin to modify an organization record Yes Authorized administrators can search, vlew, add, and update organization/facility records according to role-based access defined for

Organization them.

Add, Edit, Inactivate  [abllity for Jurisdictional admin to add a facility Yes Authorized administrators can search, view, add, and update organization/facllity records according to role-based access defined for -1

Organlzation them.

Add, Edlt, Inactivate abillty for jurisdictional admin ta medify a facllity record Yes Authorized administrators can search, view, add, and update organlzation/fadility records according to role-based access defined for
them.

Add, Edit, inactivate ability to automatically generate unique facliity IIS ID Yes The proposed solution can generate and assign unique facility IIS IDs.

Add, Edlt, Inactivate ability for jurisdictional admin ta associate a facliity to an organization Yes urisdictional Administrators can assoclate facilities and organizations to establish parent and child relationships and hlerarchy via the

[Organization Facllity Hierarchy function.

\Add, Edit, Inactivate abllity for jurisdictional admin to edit assaclation between a facility an organization Yes Hurisdictional Administratars can edit facillties' and and hierarchy.

[Organization

\Add, Edit, Inactivate abllity ta store multiple unique facllity site IDs assoclated with a particular facllity {to facllitate matehing of facilities between Yes The proposed Solution can capture and ident/fy multiple facllity IDs to allaw for matching between data systems.

[the {1 and other data systems}

Add, Edit, Inactivate lability to capture a facility’s rri:lllng address Yes 1The solution allows for wildcard searches within facility as well as throughout the salution. The proposed Solution captures and
validates the facllity’s malling address using Smarty.

|Add, Edit, Inactivate abliity to capture a facility’s shipping address Yes The proposed Soluton captures and validates the facillty's shipping address using Smarty.

(Organization

Add, EdIt, Inactivate ability to enter contact informatlon for the facllity contact Yes The proposed Solution captures facility contact Infarmation and has the ability for updates.




\Add, Edit, Inactivate

and Faclilties

Requirement: The 1S must/should have...
abdlity to enter contact Information for an optiomal contact

Priority: £, O
(enswntial, optional)

Wosidor response: Yes, You

with customisation®, Mo
*Commant regulied

Vendor comment(i)
H Yeu with cstomimation: indicste the antiopated cas snd Smating for developrrant and raingss.
The proposed Solution aitows for multiple contacts and thelr contact information as well as edits.

\Add, Edit, Inactivate Iablllty to indicate if an Y Is a site where are E Yes Whether a facllity or is a site wh are belng can be captured within the solution’s

(Organization v/

\Add, Edit, Inactivate abllity to Indicate If an organization/facliity s a site where vaccines are stored for redistribution o Yes The proposed Solution captures If a facilfty/organization s a site where vaccines are stared for redistribution on the facility

Organization [demographics.

IAdd, Edit, Inactivate abllity to save {ie, storage and handling, borrowling, temperature logs, E Yas IThe salutlon Includes the abllity to upload, download, and view files to support jurisdictional needs, including storage and handling,

wastage, etc.} to spedific organization/facillty file folder per policy (it allowed), fogs, digital data logger reports, interior vaccine storage units {pictures), exterior vaccine storage

units {plctures) DDL certificate of FQHC or RHC do not unplug {picture), and other documents as needed. These
are stored within the facility d The can easlly view related documents using the fadiity
explorer.

(Add, Edlt, Inactivate  [abllity for jurisdictional admin to retrleve electronic files from provider file falder E Yes [The proposed solution allaws far authorized users to retrieve elactronic files from the pravider file folder.

(Organization

\Add, Edit, Inactivate abllity for jurisdictional admin to record notes related to a organization/facility E Yes Notes can be captured within the organization/facllity.

(Organization

\Add, Edit, nactivate abllity to flag an organization as participating In VFC and/or other user-defined vaccine program(s) E Yes |The proposed Solution provides the abllity to flag a facllity/organization as participating In VFC or other user-defined vaccine programs.

Qrganization within the facility and within

\Add, Edit, Inactivate  |abllity to retrl ff; from scanned farms and automatically fill required data fields with =) Yes [The solutlon can use Amazon Textract, which extracts text, handwriting, layout elements, and data from scanned documents. There js

Organization retrieved information an additiona! expense for this service that is dependent on the number of pages that need to be scanned. Galnwell will need ta have
State volumes provided to add the additional expense for this service,

VFE/Vaccine Program  |ability for an organization to submit vaccine program enroliment Information electronically i Yes IThe solution allows for an organization to entirely complete, submit, and &-sign enroliment forms.

Enroliment

VFC/Vaccine Program  [ability to capture electronic signature for vaccine program enroliment E Yes Electronic slgriatuses can be captured for the vaccine enrollment, The Solution also allows for a user to send an electronic request for

Enroliment [stgnature for a signing authority that Is not an authorized user. Example - Vaceine (s user} vaccine
enrollment and request medical director (not an autharized user) to e-sign.

VFC/Vaceine Program  [ability to access the vaccine program agreement in a separate window from the vaccine program enrcliment E Yes |A viewable and printable version of the vaccine provider is available in a separate window.

Enroliment

VFC/Vaccine Program  [abllity to provide link to the blank formatted vaccine program enroliment form E Yes Blank forms can be and printed.

Enroliment

VFC/Vaceine Program  |abllity for the jurisdictional vaccine program admin to assign a VFC pin number to a newly enrolled VFC site E Yes can assign a VFC PIN to a newly enrolled VFC site.

Enroltment

VFC/Vaccine Program  (abllity to select the type of certified monltoring device belng used to record temperatures E Yes [The proposed Sofution captures unit type, temperature scale, and style and can capture temperature monitaring device being used, |

Enrollment

VFC/Vaccine Program  [ability for the jurisdictional vacdine program admin to document that a facllity has a certificate of calibration for the ] Yes Facllity-specific documentation can be uploaded to suppart the VFC program, Including certificates of calibration.

device

VFC/Vaccine Program  [ability for the jurisictional vaccine program admin to approve a vaccine program enrollment E Yes Jurisdictional Administrators can approve or reject a vaccine program enrollment.

Enroliment

VFC/Vaccine Program  [ability for the jurisdictionat vacclne program admin to enter an expiration date for a vaccine program enroliment E Yes lurisdictions can enter an expiration date for vaceine program enrollment at an overall level or at 3 facility/organization if the

Enrollment \Jurisdiction would llke to manage the vaccine enrollment failities at an individual level.

VFC/Vaccine Program  [abllity for the Jurisdictional vaccine program admin ta document that the vaccine program facility has a routine and E Yes An electronic enrollment workflow enables a vaccine storage, handling, and accountabliity plan. Within the plan, the user i expected

Enrallment lemergency vaccine management plan 'to include details about thelr emergency plans such as power autages.

VFC/accine Program  [abllity for the jurisdictional vaccine program admin to that a facility particlpating In VFC has a VFC Coordinator E Yes Annual training can be marked complete with a date of completion for the primary VFC coardinator.

Enrolment annual training certificate




Function: Manage Organizatlons and Facilitles

Return ta Cover

Vendos responar Yo, Yo

Prindioy: £,.0 wilh cusfomisstion®, No Vendos esmmentis)
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IVFE/Vaccine Program  [abiiity for the jurisdictional vaccine program admin to document that a facllity participating in VFC has a Backup Coordinator E Yes Annusl training can be marked complete with a date of completion for the backup VFC coordinator.
Enroliment annual tralning certificate
VFC/Vaccine Program  [abliity for the jurisdictianal vaccine program admin to add comments during the vaccine program enrollment approval o Yes The allows for to be added during the vaccine program enraliment appraval process.
Enrollment process
VFC/Vaccine Program  [ablity to require the vaccine program faclllty to indicate the number of vaccne storage units being monitored o Yes The proposed Solutlon captures the unlts belng monltored by unft name, unit type, temp scale, and style.
Enroliment
VFCN:ndnz Program  [abllity to require the vaccine program facility to indicate the types of vaccine storage units being monitared o] Yes The proposed Solution captures the units being monitored by unit name, unit type, temp scale, and style.
Enrollment
VFC/Vaccine Program  [abllity to require the vaccine program facliity to indicate whether they store Varicella and MMRY vaccine E Yes Authorized users can Indicate whether the facllity Is frozen vaccine eliglble.
Envollment
VFCAVaceine Program  [ability to enter contact information for the facllity Primary Vaccine Coordinator E Yes yth users can indicate and medify the primary vaccine coordinator and their contact information.
Enrollment
VFG/Vaccine Program  [abllity to enter cantact information for the facllity Backup Vaccine Coardinator E Yes Authorized users can Indicate and modify the backup vaccine and thelr contact
VFC/Vaccine Program  [abllity to enter contact information for the facllity vaccine program Agreement Signatory E Yes The proposed Solution allows the documentation of multiple Facility contacts and slgnatory. It also allows for the signatory to be
Enrollment emailed a copy of the agreement to sign digitally without reguiring the signatory to have a user login,
VFC/Vaccine Program  [abllity to capture the day of the week that a vaccine program facllity may recelve vaccine shipments E Yes The f: /e can Indicate thelr avail by day and time (AM and PM) to recelve vaccine shipments.
Enroliment
VFC/Vaccine Program  [ability to capture the time that a vaccine program facillty may receive vaccine shipments E Yes The indicate thelr by day and time {AM and PM) to receive vaccine shipments.
Enroltment
VFC/Vaccine Program  [abllity to automatically tum off vaccine ordering capabilities for a facllity that does not have an up-to-date vaccine program E Yes Authorlzed users can configure the Solutlon ta disallow ordering when a vaccine enroliment Is not up to date or not in an approved
status.
VFC/Vaccine Program  [abllity to capture required Information for VFC clinician: last name, first name, title, medical license number, NP| number, still| 3 Yes The proposed Solution captures the first, last, title, medical license number, NP, facllity assoclation, slgning authority, and specialty
Enroliment iactive with facility, are they a signatory, speciaity {FP, Peds) during the enrcliment process during the enrollment process.
VFC/Vaccine Program  ability to attach VFC documentation (in multiple formats) such as: VFC training certificatlon, certificate of callbration, medicat E Yes Facllity-speeific documentation can be uploaded within thi
Enroliment llcense, floor deslgn diagram and cther documents
IVFC/Vacclne Program  [abllity for |15 staff to retri files from y fite folder 0 Yes The proposed Solution allows for authorized users to retrieve files from thy lity file folder.
VFC/Vaccine Program  [ablilty to automatically validate ciinictan license number against Professional Licensing Agency record database o - Yes We support NPI AP - for NPI verlfication we would need a state AP) or ather cannectivity to verify as there is no federal licensing
Enroliment avallable. There Is not a federal licensing board to verify medical licanse numbers.
VFC/Vaccine Program |i-bllltv to submit vaccine program re-enraliment data electronically ¥ Yeu A fully eleetronic enrollment wotkfiow allows facilitias/ to submit expected vaccina enroliment Information for
Frrolfment [lurisdictional approval. The proposed Solution allows for enrollment and re enroliment within the vaccine program entirely
electronically.
VFC/Vaccine Program  [abhity to electronieally notify a facllity VFC/vaccine program coordinator of an upcoming need for VFC/vaccine program re- o Yes (The proposed Solution has the abllity for jurisdictianal users to send system messages to facilities about upcoming program
including

VFCAVaccine Program  (abllity for the jurisdictional vaceine program admin to modify the date for online renewal electranic notifications for each E Yes {Jurisdictional Administrators can modify online renewals dates and notifications for the vaccine fprogram.
Enraliment Ivaccine program faciiity
VFC/Vaccine Program  (abllity to suspend ordering capabilities for a facllity pending approval of vaccine program enraliment E Yes The proposed Solution can restrict ordering pending an approved vaccine program enrallment.
Enroliment
VFC/Vaccine Program  abllity to ra-activate ordering capabilities for a facllity when a vaccine program enroliment is approved E Yes Ordering can be reactivated ance an agreement is in an approved status.
Enrollment
[Organization/Facillty  [ability to send al to ffacllity contacts it Yes Electronic can be sent to facility/c tion contacts
Qutreach 3

fi y  [abllity to send a final electronic notffication reminder, re: renewal, to all VFC facllitles that have not completed the renewal E Yes Electronic natifications can be sent to facllizies far ranewals that needed to be completed by thelr expiration date.
lOutreach by thelr expiration date




Function: Manage Osganizations and Facilities

Vendor response: Yes, Yes

Privgay: £, 0 with customization®, No Winhdor comimest|s|

Weguirament: The IS must/shouli have... (eavential, optional)  *Lomment ragulred I Yes whth customimation: Indicats the seticipated con and Hmaling fot devalopinent ynd reieise.

fFacllity  |wbsility to send electronic cammunications drectly fram the IS a Yes Tha has the ability to e leathy send direethy fram frmms Soiution. Gainwell has
Outreach incorporatad this functionality inta the core Immunization Solution product.
Organization/Facliity  [abliity to send electronic communications directly from the 115 to multiple recipients o Yes The proposed Solution has the abillty to y send directly from Solution. Gainwell has
Outreach this into the core Solutian product.
Organization/Facility  abllity to notify more than one user at a participating vaccine program facllity of any vaccine program notification [ Yes The proposed Salution can electronically send communicatians through global banners, {role/: ), and
Qutreach (role/facliity).

Y [ability for the jurisdictional vaccine program admin to customize vaccine program enrollment alerts to particlpating vaccine o No |The proposed Salution can electronically send communications through global banners, (role/f: and direct

Outreach iprogram facilities when needed {role/facllity).
Organtzation/Facility |ability for the jurisdictional vaccine program admin to modify the date for online renewal electronic notifications for each o Yes The proposed Salution has the ability to send directly from i Solution. Galnwell has
Outreach participating vacclne program facility this into the core Immunlzation Solution product.
[ fFacliity  [ability ta notify the vaccine program admin of vaccine program follow-up activities for a new [+) Yes The proposed Solution can electronically send communications thraugh global banners, (roleffacility), and direct
Outreach wvaccine program facility enrolled for 6 months (role/facility).




Capabiliry
User Search

Function: Manage Users

Requirement: The 1S must/should have_.
ability for jurisdictional admin to search for user accounts by user-defined

Return to Cover Page

Priority: E, O
(essential, optional}

Vendor respanse: Yes, Yes

with customization®, No
*Comment requirad

Vendor comment(s)

1 Y with customization Indicate the snticlpated cost and tmaline tor development and reluase,
Authofited adiministrators can search to see whether & user alrsady £xists In the system by using the solution’s
user search options. Gainwell can also configure this as a requlred first stap in the process. In this case, the system
returns possible matches based on the user’s selected (or entered) search criteria or default search criteria.
Authorized administrators alse madify user accounts within the Add/Edit Users function, Designated
administrators can search for user accounts to perform edits for facility assoclation, rales, and other areas as
aliowed by the jurisdiction,

User Search

ability for jurisdictional admin to view all user accounts

Jurisdictional Administratians can use the user account search feature described above to view the user accounts

with their jurisdicti Juri dmini: can view all user accounts associated according
to their jurisdictional privileges.

User Search

ahility for organization admin to search all user accounts associated with thelr
organization

Yes

lurisdictional Administrations can use the user account search feature described above to view the user accounts

with their j Juri ini can view all user accounts associated according
ta their jurisdictional privileges.

User Search

abllity for organization admin to view al! user accounts assaciated with thelr
lorganization

Yes

The user account search feature allows Organizational Administrators to view all user accounts assaciated with
their organization.

User Search

ahility to sort users by user defined-criteria

The Solutien allows authorized users to view and sort user accounts by user-defined
criteria.

Add, Edit, Inactivate User

ability for admin to manage user accounts

Yes

The user account search feature aflows authorized administrators to view user d with their
arganization or jurisdiction. Users then click the pencil icon associated with a glven user account an the search
results screen to edit the account on the Edit Users screen,

Add, Edit, Inactivate User

ability to track the progress of a new user registration

No

This Is currently gart of the Frovider Registration process, avallable from the login screen for jurlsdictions who
choose to utilize it. When a new facility chooses to register, a new user is automatically created as part of that
process, which is monitored through the steps both automatically and then manually within the Pending Facilities
section of the Create/Edit facilities page.

Add, Edit, Inactivate User

ability for admin to add new users

Yes

Gainwell's solution provides a highiy flexible, configurable, and secure account PP +
application administrators can easily create, madify, deactivate/disable user accounts, and manage roles. Within
the solution, authorized administrators manage user and organizational accounts via the solution's flexible

configuration menu options. To add a new user, authorized administrators navigate to the Enter New User page.

Data collected for new user accounts Is confi| ing to jurl This is also where
the administrator designates the user’s high-level role (e.g., Administrator) and sets the user's status {e.g., active).

Add, Edit, Inactivate User

hility for admin to modify user accounts

Authorized adminlstrators madity user accounts within the Add/Edit Users function. Designated administrators car]
search for user accounts to perform edits for facility association, roles, and other areas as allowed by the
Jurisdiction. User searches return results on the Matching Users page. To edt the user account, the administrator
<can click on the pencil icon and access the Edit User page. Clicking the down arrow icon In the Role fleld aliows the

to access a drop-d menu of different organizational roles that can be assigned to the user
account. Authorized Organizational Administrators can view facilities, their status, and associated roles through
the User Facilities table.




Add, Edit, inactivate User ability for admin ta inactivate user accounts Yes Authorized admi can perform Inactivation of user Within the Add/Edit Users tile,
administrators can search to locate ane or more user accounts and deactivate of reactivate the account by
toggling the Active field to Active ar Inactive. Additlonally, admin users can inactivate only the user for certaln
facilities versus the user in its entirety.

The Status drop-down menus and available values are canfigurable within the solution.
The solution is alse conflgurable to notify a user by emali when their account is activated or deactivated.

Add, Edit, Inactivate User ability for jurisdictional admin to Inactivate multiple accounts in one transaction Yes Authorized Jurisdictional Administrators ean view and modify account status through the Add/Edit User function.
Authorized administrators can alsa view and modify the User Facilities table described previously to search, view,
and edit organizations/facilities, their status, and i roles. Update bilities include allowing authorized
users to change the status for one account, multiple accaunts, or all accounts in one transaction.

Add, Edit, Inactivate User abllity for ization admin ta il user accounts iated with their Yes Using the same ji v above, <an inactive user accounts within their

organization organization. Within the Add/Edit Users tile, Organizational Administrators can search to locate one or more user
with thelr ization and d or the account by updating the Status field
to Active or Inactive,

Add, Edit, Inactivate User ability to store reason for inactivation of user account Yes The proposed Solution wifl allow for a reason to be notated for account inactivation,

|Add, Edit, Inactivate User ability for jurisdictional admin ta i an i account Yes Authorized administratars use the Add/Edit Users function to search to locate one or more user accounts

d with their and deacti arr the account by updating the Status field to Active
or Inactive.

|Add, Edit, Inactivate User ability to electronically notify a user that their account is locked {inaccessible) as Yes The proposed solution can natify users that thelr account is inaccessible,

per jurisdictional security policy

|Add, Edit, Inactivate User ability to electronically notify a user that their account is inactive Yes The proposed Solution has the ability to notify users electronically that their account is inaccessible.

\Add, Edit, Inactivate User capture clinlcian activity status (out of state, loss of certification, change of Yes The prop solution hasan A Programming Interface {API) with the National Provider Identification

practice status, other) (NP1) system to capture license status.

|Add, Edit, Inactivate User ability for jurisdictional admin to assign & role to autharized users Yes Authorized administrators can manage user roles and permissions within the Add/Edit User tile and Role/Page
Access tile. Clicking the down arrow ican in the Role field during user account creation or modification allows the

i to access a drop-d menu of different organizational roles that can be assigned ta the user
account.
lurisdictional Adminlstrators refine the user account by designating one or more roles and solution pages/tasks
accessible for each role via the Role/Page Access configuration matrix.

|Add, Edit, Inactivate User ability for organization admin to assign a rele to authorized users within thelr Yes To assign roles to users within their ion, O follow the same process described!

organization above.

{Authentication & ability to authenticate user Yes Identity Federation/Single Sign-on {SS0) will occur through i with the 's Identity and Access

Authorization Management (IAM) capabilities to Identify and authenticate users.

IAuthentication & ability to access the system through an authorized username and password Yes Authorized users log into the solution by emering a valid userneme and password, Users will have forgotten-

IAutharization username and forgotten-password services available on the sign on page.

& ability to suppart access via single-sign in for jurisdictional users Yes

Authorization

Solution integrates with the SSO capability using jurisdictian for login and




program/jurisdiction security policy

Authentication & ability to switch between multiple organizations Yes A user account can be assigned to more than one role, and roles can be assigned to mare than one user account. |
|Authorization When the user logs in, they select the facility/organization account they are logging into from a drop-down menu
of organizations associated to thelr user account via the Switch Facility Screen.
‘When the user selects their organization for the first time, they are presented with the user agreement. After
ing the they are with the solution features and functions associated with the user
permissions set up for their role by the Organizational Administrator, What a user can see and do within the
solution differs based an the organization the user lags into and the role-based permissions defined for that
organization.
Authentication & ability to view jurisdictional palicy agreements Yes Configurability allows the proposed solution ta be easily tailored to meet state-specific needs. Examples of this
Authorization configurability include updating the login process to specify whether or not the user agreement appears, how
often it appears, and the text that is di At a mi users see the jurisdi policy ag upen
first logging in.
Authentication 8 support multi-factor ication per Jur pollcy Yes The proposed Solution provides NIST multi-factor {MFA) for privileg
Authorization and other identified access,
Passward Management ability to ite electronic to user of acoaunt Yes Electronic notifications can be jssued for user credentials for authorized users.
credentials
Password Management ability to electronically notify authorized users of their username Yes Electronic notifications can be issued for authorized users of their
Passward Management abllity to el ically notify ized users of their Y dina Yes Electronic notifications can be issued for auto-generated temporary passwords,
separate notification
Passward Management abllity to generate electronic notification at periodic intervals to authorized users, Yes Electronic notifications can he issued for pending account i and timing of noti ions can be
of their pending account password expiration igured by the Jurisdi ator,
Password Management ability for jurisdictional admin to configure the periadic intervals for generation Yes The proposed Solution has the ability for the jurisdiction to manage notifications for users nearing account
of notifications to authorized users of their pending account password expiration expiration.
Password Management ability to support temporary password which will be required to change during Yes The proposed solution supports required password changes at initial (ogin.
Initial log in
Password Management ability to support temporary password which will expire in X number of days Yes The proposed solution supports jurisdicti policies for p
determined by policy
Password Management abllity for users to change their own passwords per program/jurisdiction security Yes Users can change their own passwaord based an jurisdiction password policies.
policy
Password Management ability far users to reset their password per program/|urlsdiction security palicy Yes Gainwell contracts with a Gartner top-quadrant third-party provider to perform the vulnerability scans and
Password Management ability ta prompt users to change their password at time intervals per Yes Users can reset their own password based on jurisdiction password palicies.




Function: Support Interoperability

Requiremant: The 115 must/should have..,

Return to Cover Page

Priority: E, O
{essential, optional)

Vendor response: Yes, Yes

with customization*, No
*Comment required

Vendor comment(s)
If Yes with customization: Indicata the anticipated cost.and timeling for development and raleass.

to facllitate el data E Ve |Facilities forganizations ca enchange data using COCs WSDL following the HL7 2.5.1 guide.

Onboarding ability to track an organization's/facility's progress through the onboarding process 4] Yes The ization Solution proposed | the 1l function to track facility onboarding
activities and expectations.

Onboarding |ability to capture EHR system specification details i Yes The proposed solution captures the EMR/EHR details including vendor name, version, submission
method, type, and deduct from inventory.

Onboarding ability to create a unique username to assign to the organizations/facilities during the test phase E Yes During the test phase, the solution makes sure usernames are unique and can create and send the
username to the identified email user.

Onboarding ability to create a unique password to assign to the organizations/facilities during the test phase 3 Yes The proposed solutlen can create and electronically send unique passwords to
facilities/organizations during their testing phase.

Onboarding ability to electronically alert the vendor/organization when the certificate for transport is going to E Yes The pregosed Solution has the ability to create and electronically send unique passwards to

explire in X time period facilities/organizations during their testing phase.

Onboarding ability to store digital certificate information € Yes We do not use certificates for individual facility/organizations.

Onboarding ability to validate that the transport layer between the test site and IS is functional E Yes The proposed sclution can validate the transport {ayer between the test site and the [15.

Onboarding ability to validate system connectivity prior to the submission of test data E Yes The proposed selution can validate prior to facilities/organizations test data.

Onboarding ability to identify data formatting errors during testing € Yes Robust reporting and analytics capabilities allow for easy identification and exporting of results of
errors for any data submission.

Onboarding ability to provide test message submission summary report to the EMR vendor E Yes The proposed solution enables exportable HL7 Job Statuses for specified dates (Today, Past 7, Past
14, Past 30, Past 90 days) and custom date ranges.

Onboarding abllity for EHR vendor to view details regarding the processing of test data in terms of errors and E Yes The proposed solution provides the ability for exportabte HL7 Job Statuses (VXU, QBP) for specified

|warnings in the messages dates (Today, Past 7, Past 14, Past 30, Past 90 days) and custom date ranges. These exportabie

reports allow for an additional search ability to view detailed information about errors and warnings.

Onboarding ability for IS authorized staff to review and approve onboarding forms E Yes |Authorized users can review and approve enrollment forms.

Onboarding ability for IIS staff to review and reject onboarding forms E Yes |Authoiized users can review and approve enroliment forms.

Onboarding ability for to edit a rejected onb g E Yes The appiicant wili receive an email netification of the rejected enrollment to allow them to edit and
resubmit it for approval. Authorized users can edit rejected enrollments.

Onboarding ability for applicant to save a rejected onboarding application E Yes

Our proposed solution will email the applicant of the rejected IS enroliment to allow them to edit,
save, and resubmit for approval. Authorized users can save and edit rejected enroliments,




Capability

Function: Support Interoperability

Requirement: The HS must/should have_

Return to Cover Page

Priority: E, O
(essential, optional)

Vendor response: Yes, Yes
with customization*, No
*Comment required

Vendor comment(s)
If Yes with custamization: indl<ate the nticipated cost and timaline for developmant and relesse,

Onboarding ability for applicant to bmit a rejected onh E Yes Authorized users can edit and resubmit rejected enroliments.

Onboarding ability to compare onboarding application informatian to current records to determine most E Yes The proposed solution can view prior enrollment information to compare records and make

current data determinations.

Interfaces ability to Interface with other systems to facilitate electronic data sharing/exchange per E Tes The propesed solution wifl have the ability to view prior enroliment Information to compare records

jurisdictional palicy and make determinations.

Interfaces ability to interface with electronic health record systems E Yes Near- and real-time data exch bilities and interactions with external systems occur in
accordance with our preferred methad using the COC's WSDL.

Interfaces abllity to interface with the Immunization Gateway E Yes Near- and real-time data exchange capabilities with systems such as electronic health record {EHR)
systems, hospital systems, long-term care {LTC) and focal health department {LHD) systems. We will
determine the best approach and interface protocol as we develop and document interface
specifications with each external source system.

Interfaces ability to interface with an that facili patient sch E Yes The proposed Solution is fully compliant with the COC HLZ Version 2.5.1 Implementation Guide for
Immunization Messaging, Release 1.5, using SOAP-based transport by using the standard CDC WSDL
for exch vaccine administration data.

Interfaces ability to exchange data with COC Vaccine Tracking System {VTrck$) based on most current CDC E Yes Data exchange with the national VTrckS accurs via an ExiS interface following current specifications.

ExlS Specifications One of the solution’s core functional areas, Vaccine Inventory Management and Accountability, is
tightly integrated with VTrckS to order and manage doses for the VFC population. It also adapts ta
new VTrckS specifications as they are released.

imterfaces ability to order vaccine via electronic interface with VTreks E Yes The Vaccine Inveniory N and A is enabled through integration
with VTrekS, as described in the previous response. VTrckS integration facilitates the retrieval of
Provider Master Data, Inventory data, order and shipment dates, and vaccine return and wastage
data. It supports Providers and jurisdictions in ordering, managing, and distributing doses.




Function: Support Interoperability Return to Cover Page

Vendor response: Yes, Yes

Priority: €, O with customization*, No
Requirement: The 115 must/should have... (essential, optional)  *Comment required
ability to receive vaccine inventory/shipping information E Yes

Vendor comment{sj
H ¥es with customization: Indicate the anticipatead cost and timaline for dewvalopmaent and release.
The solution provides & single point of reference lor vaccine-related Inventory and supports the
fallowing functions:
* Request vaccines
* Manage vaccine inventories
* Manage vaccine transfers
* Manage vaccine wastage/disposa!
» Create/submit vaccine inventory reports
¢ Communicate and support CDC-requested initiatives

Interfaces

The Vaccine Orders function displays sort and filter options and supparts multiple vaccine ordering
through the Vaccine Order Screen.

&

lon from VTrcks is uploaded in the solution when orders are shipped from the CDC

or other h To prevent Provider acceptance of a shipment before
the shipment is delivered, the solution displays the tracking status, such as In Transit or Delivered.
The sofution also automatically notifies Providers when an order is shipped and includes tracking
information so the Provider can track the shipment until received and confirmed.

When a shi is phy Y ived, they can pare the information to the original order and
confirm receipt via the UL. If the Infc fon ived in the shij differs from what is in the
order, there is an option to edit the information (e.g., different lot number). After verifying recelpt,
the user confirms the shipment, and the information is added to thelr inventory.

Interfaces ability to batch export vaccine inventory for submission to VTrckS E Yes The proposed solution can interface with VTrckS to batch export vaccine inventory.

Interfaces ability to batch export vaccine ordering information for submission to VTrekS E Yes The proposed Solution has the ability to batch export vaccine ordering information for submission to

'VTreks.

Interfaces ability to batch export facility information E Yes Authorized users can batch export facility/organization information.

Interfaces ability to export vaccine return and wastage data ta VTrckS E Yes |Integration with VTrckS enables exchange of vaccine return and wastage data. Jurisdiction benefits

from improvements on the current HIR's capabilities for order processing, reviewing/approving
orders, dose d ing, inventory r transfers, ge, and ion. To provide
the best user experience, reduce the need for manual entry, and mitigate the opportunity for

| mistakes, the solution’s inventory management includes di when
a vaccine is administered, received, returned, or in the case of wastage.

In addition, the proposed solution helps minimize wastage from occurring in the first place. The
vaccine order forecasting functi lcul the ded order quantity for each NDC each
time a Provider initiates a new order. The calcutation is based on various essential parameters,
Including the average number of doses administered, order frequency, lead time, demand
uncertainty, safety stock requirements, and the current inventory,

Using this forecasting tool, healthcare Providers can maintain adequate stock levels without

excessive ordering, effectively p ing wastage and optimizing vaccine distribution. It also

i dates to actively manage inventery and prevent administration of expired

vaccines. By monitoring expiration dates, healthcare Providers can prioritize doses nearing
piration, reducing wastage and achii optimal use of availabl; i




Function: Support Interoperability

Return to Cover Page

Vendor reésponse: Yes, Yes

Priority: E, O with customization®, No Vendor comment(s)
Capability Reguirement: The ITS must/should have.., {essential, optional] *Comment required  if Yes with customization: Indicate the anticipatad cost snd timeline for davelzpmant and relesss.
interfaces. abillty to use the VTrckS-API for file exchange between the IS and VTrcks based on €DC i Yes The immunization Solution proposed is designed for support APIs.
requirements and API file specifications
Interfaces ability to receive data through an interface with jurisdictional vital records system E Yes | The Immisnization Sol proposed Is d fori perablility and can date an
Interface to retrieve this data, Gainwell can provide integration via direct interface with Vital
Records.
Interfaces ability to update IS data from Vital Records far birth events E Yes Birth event data received via the interface with Vital Records (described above) Is stored within the
1 s relational data store, the patient record.
|Interfaces ability to update IIS data from Vital Records for death events E Yes Death event data received via the interface with Vital Records is stored within the salution’s
relational data store, updating the patient record.
Interfaces ability to update IIS data from Vital Records for adoption events E Yes Adoption event data recelved via the interface with Vital Records Is stored within the relational data
store, updating the patient record.
Interfaces ability to update I!S data from Vital Records for name change events E Yes Mame change data received via the interface with Vital Records is stored within the relational data
store, updating the patient record.
Interfaces ability to detect if a newborn record is a potential duplicate in the II5 E Yes Deduplication of patient and immunization records occurs according to a matching algorithm that
i criteria (e.g., which fields to compare) as well as performing phonetic
parison to identify duplicates. The solution permits quick merging as weli as manual merges.
Interfaces ability to use new Vital Record data for matched records to update patient demographic data E Yes Data received via the Interface with Vital Records, including patient demographic data updates, is
verified for data quality and stored within the relational data store, updating the patient record.
interfaces ahility to update the IS with date of death from Vital Records data E Yes Death event data received via the interface with Vital Records is stored within the relational data
store, updating the patient record.
Interfaces ability to prevent updates to IIS records ] Yes The proposed solution can prevent updates to IS records if the information supplied does not meet
specifications.
Data Exchange ability to support real-time data exchange per the CDC HL7 implementation guide E Yes. [The proposed solution provides real-time data exch in li with the CDC HL? Version
2.5.1 Impl ttation Guide for i Release 1.5, using Simple Objects Access
|Pratacot {SOAP)-based transport by using the standard CDC and Immunization (12) Gateway Web
Services Description tanguage (WSDL). In addition, the solution is built on the FHIR framework to
deploy easily when CDC and AIRA publish an 115 FHIR Implementation Guide.
Data Exchange ability to process an HL? message E Yes The proposed solution Is fully compliant with the COC HL7 Version 2.5.1 implementation Guide for
Immunization Messaging, Release 1.5, including the ability ta process incoming Query by Parameter
(QBP) and Unsolicited Vaccination Record Update (VXU) messages.
Data Exchange ability to respond to an HL? message E Yes The proposed solution supports HL? such as {RSP} and Ack led (ACK)
ability to respond to an HL7 message messages.




Function: Support interoperability Return to Cover Page

Vendor response: Yes, Yes

Priority: E, O with customization*, No Vendar commentis)
Regquiremaent: The HS must/should have... {essential, optional) “Comment required W Yed with customization; Indicate the anticipated costand timeline for development snd release.
Data Exchange ability to create an HL7 message E Yes The proposed solution provides the ability to create HL7 messages,

Data Exchange ability to capture IIS Core Data Elements E Yes Data is captured and stored in with the data requi s of the Core Data Elements for

115 F | Standards v5.0 and the req defined in the joint COC and AIRA RTM.

Data Exchange ability to store (IS Core Data Elements E Yes Data is captured and stored in ac with the data requi s of the Core Data Elements for

1S Functi Standards v5.0 and the req s defined in the joint COC and AIRA RTM.

Data Exchange ability to accept last prior version of HL7 messages E Yes Currently only supporting 2.5.1 but if a new version is released we will altow for transitienal periods.

Data Exchange ability to manually correct a submitted record and resubmit for processing [+] Yes The proposed solution will allow for a manual submission of a corrected HL7 message via SOAP

services.

Data Exchange ability to support data exchange in non-HL7 format E Yes The proposed solution is compiiant with the CDC HL7 Version 2.5.1 Implementation Guide for

Immunization Messaging, Release 1.5, using Simple Objects Access Protocol (SOAP)-based transport
by using the dard CDC and (1z) y Web Services Description Language
(WSDL). In addition, the solution s built on the FHIR framework to deploy easily when CDC and AIRA
publish an IS FHIR Implementation Guide. The solution uses HL? and EHIR. The solution also allows
batch file imports via flat tile submissions.

Data Exchange E Yes Patient demographic Information is captured in accordance with Core Data Elements for IIS

Functional Standards v5.0 and the mandatory and optional requirements of the joint CDC and AIRA
RTM. The solution’s data exchange capabilities, described above, offer a variety of options for
iving bulk patlent d hic data into the Solution for updating patient files.

ability to import bulk patient d fi Into 1S
Data Exchange E

Yes Patient demographic information is captured in accordance with Core Data Elements for IS
Functional Standards v5.0 and the mandatory and optional requirements of the joint CDC and AIRA
RTM. The solution’s data exchange capabiiities offer a variety of options for receiving bulk patient
demographic data into the solution for updating patient files.

ability to import bulk jon inf into IS
Data Exchange ability to export routine, I, and Yy ination files (aggregate and de-identified) E Yes

Data quality business rules are applied at the data element level and the record level. Data quality
edits are configured based on federal and state guidelines and j icti b rules. At the
overall record level, the Solution verifies the syntax [e.g., format, type, and range of data), performs
cross-field fons, and evai (e.g., the required data el are present as
designated for the jurisdiction) of the submission. At the individual data element level, edits are
applied to confirm that the data value submitted meets the data quality requirements for that data
element.

Data Exchange abllity to export routine, |, and i files (aggregate and de-identified) o] Yes
automatically via CDC approved system

Gainwell Assist's reporting capabilities include the ability to export reports in a variety of ways. Will
work with jurisdictions to identify and ions with CDC app d ex: 1z
Gateway.

Data Exchange ability to monitor and troubleshoot data exchange E Yes (Gainwall's Saas solution uses a three-pronged approach. We protect from the Cloud, Netwark, and

Hosts to provide data Joss protection.




Capability

Function: Support Interoperability

Requirement: The IS must/should have...
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Priority: E, O
{essential, optional)

Vendor response: Yas, Yes

with customization*, No
*Comment required

Vendor comment(s)
If Yes with customization: Indicate the anticipated tost snd timesiine for devalogmaent and releass

Data Exchange ability to view VXU messages submitted by an organization E Yes The Solution prop p easy-to- und visual dashb: to show the
results of HL7 and other file exchange processing. Autharized users can view dashboards showing
the rates of acceptance/rejection along with other pertinent data.

Data Exchange ability to view HL7 messages for an organization within a defined date range per jurisdictional E Yes HL? messages van be viewed by quick pick date ranges, custom date ranges, and searchable

palicy individual message segments.

Data Exchange ability to view HL7 ACK for an E Yes HL7 messaging {VXU or QBP or ACK is provided in d with CDC-defined standards
and encoding rules.

Data Exchange ability to view i HL7 QBP b | by an E Yes HL7 messaging (VAU or QBP or ACK r ) is provided in e with COC-defined standards
and encoding rules.

Data Exchange ability to view RSP for an E Yes HL7 RSP messaging is provided in accordance with COC-defined standards and encoding rules.

Data Exchange ability to log ack led| ges indicati and errors E Yes The proposed soution tracks the status of submissions and submission warnings and errors and
retains this data according to jurisdictional policy. Gainwell uses this information as part of its overall
data quality analytics to identify common or recurring errors responsible for data quality issues. This
helps inform additional opportunities for improvement in onboarding processes, training, and other
quality initiatives.

Data Exchange ability to retrieve error messages within a specified date range by organization 3 Yes Information on submission warnings and errors is retained in the solution according to jurisdictional
policy. This data is made available for data quality analysis and is searchable by date range,
organization, and other criteria with the File Exchange dashboards. There are robust drill-down
abilities to view and address errors easily.

Data Exchange ability to retrieve acknowledgment messages within a specified date range by organization E Yes Ack led| are ined in the solution according to jurisdictional policy. This data
is made available for data quality analysis and is searchable by date range, organization, and other
criteria,

Data Exchange ability to filter error messages E Yes Authorized users can filter, sort, and drill down to view error messages.

Data Exchange abifity to filter acknowledgement messages E Yes Authorized users can filter, sort, and drill down to view acknowledgment messages.

Data Exchange ability to sort error messages E Yes Autharized users can filter, sort, and drill down to view error messages.

Data Exchange ability to sert acknowledgement messages E Yes Authorized users can filter, sort, and drill down to view acknowledgment messages.




Regquiremont: The IS must/should have...

Return to Cover Page

Priority: E, O
(essential, optional)

Vendor response: Yes, Yes
with customization®, No

*Comment required

Vendor comment(s)
H Yas with customization: indicate the anticipated cost and tmaline for development and relasss.

Patient Matching &  |abilityto prevent duplicate patient records in the IS database Yau Mwllu'ﬁnkmmlﬁﬁ_’mhu # seoring aigorithm that uyes defined eriteria 1o compare avaitable dat. The fslds dsed

1L ion for p are i le. An feature of the solution 15 that it alsa employs phonetic logic to identify sound-
alikes as part of the ded process. The timeli of the ded) approach is markedly faster than that of legacy
solutions and many competitors’ systems.
Automated solution logic Identifies d dupli and can ly merge them using the quick-merge feature or
present them for merging by authorized users. Solution functionality Includes using prebuilt scraens to enable the end user ta
view matched/pended patients and merge or make distinct records, Patient records display on the Patients Needing Review
page.
To further drill down from the Patients Needing Review list, authorized users click the View Merge Detalls button. After
Viewing the records and confirming that they should be merged, authorized users can use the solutior’s quick merge process,
Quick Merge and Manual Merge capabilities exist as well.

Patient Matching & ability to automatically Identify incoming patient records as potential duplicates E Yes Business rules are used to identify and remove redund: records. Deduplication is d in the sol

Deduplication using the scoring a(gorithm and phonetic comparisons described previously in this section, using defined criteria to compare
available data.

Patient Matching & ability to automatically identify existing patient records as potential duplicates E Yes When the selution identifies suspected duplicates, it automatically resolves them based on configured business rules or

Deduplication presents them for resolution by authorized users. In the latter case, the solution provides users with features to merge and
unmerge immunization records based on the identified data following a process similar to the one described previously for
merging patient records.

Patient Matching & ability to icall two or more records E Yes When the Solution identifies d dupli it resolves them based on configured business rules or

Deduplication presents them for resolution by autharized users. In the latter case, the Solution provides users with features to merge and
unmerge immunization records based on the identified data following a process similar to the one described previously for
merging patient records.

Patient Matching & ability to electronic notif of for manual review E Yes The proposed Solution's d process alistof dupli and p it for authorized users to

Deduplication review and merge.

Patfent Matching & ability to automatically match an incoming patient recard with existing records to E Yes The deduplication process is the same whether delivered in real time at the time immunization services are delivered or

Deduplication avoid a duplicate record being created through an automated process at time of data receipt. Regardiess of the method, deduplication of §
data is performed using an automated scoring algorithm to identify suspected duplicates and merge them based on configured|
business rules or present them for merging by authorized users.

Patient Matching & ability to set for patient h E Yes Configurable options allow authorized users to adjust the threshold for file exchange and Ul

Deduplication

Patient Matching & ability to view all potentlal duplicate patient records for an individual patient E Yes Authorized users can view potential duplicate patient records for an Individual simultaneously on the Patients Needing Review

D i i tile. From this page, users can choose to merge one or more records via the Solution’s easy-to-use merge features.

Patient Matching & ability for jur | admin to edit Ids to Increase the probability of 2 match E Yes The Jurisdiction and Gainwell can determine recommendations and needs for updated thresholds.

Deduplication

Patient Matching & ability for jurisdi admin to edit to reduce the p ity of a match E Yes The Jurisdiction and Gainwell can determine recommendations and needs for updated thresholds.

Deduplication

Patient Matehing & ability to flag potentlal duplicate patient records for manual review that cannot be 3 Yes

The solution provides a view of dijplicates and an individual view of clients needing to be merged. Unmerge functionality can
view data recelved since the patients were merged.




Reguirsment: The 15 must/should have...
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Priority: E, O
{essential, apticnal)

Vendor response: Yes, Yes
with customization®, No
*Comment ruguired

Vendar commant|s)
H Yes with customization; indicate the anticipstad cost and timeline for development and release -

Matching &
Deduplication

Patient Matching & . |wbility to view all potential duplicate patient records simultaneously E Yes users can view patient records for an individual simuitaneousiy on the Patients

Deduplication Needing Review tile. From this page, users can choose to merge one or more records via the solution’s easy-to-use merge
features.

Patient Matching & ability for admin to manually merge patient records E Yes Authorized users can choose from a quick-merge and a manual merge capability, in addition to having the option to

Deduplication automatically merge duplicate records.

Patient Matching & ability for ffacility user to lly merge patient records from their E Yes A wizard-like quick merge ¢apabillty enables authorized users to follow a simple process to merge suspected duplicate records.,

lawn or ffacility Alternatively, users can manually merge records by selecting the individual data/flelds to be merged. Unmerging is equally

simplified for ease of use. The Solution also maintains full traceability 50 authorized users can view the audit history and see
the exact point in time when the records were merged and view the Individual original unmerged records.

Patient Matching & ability to manually flag two or more patient records as potentlal duplicates E Yes The proposed solution allows for flagging of two or more patients identified as potential duplicates.

Deduplication

Patient Matching & ability to prevent manual review of records previously i as"nota E Yas Authorized users czn mark records as permanently different (e.g., not duplicate), so that they are not presented again in the

Deduplication Patients Needing Review page as possible duplicates.

Patient Matching & abllity to flag a patient as "not a duplicate” during manual review E Yes Authorized users tan mark records as permanently different, 50 that they are not presented again in the Patlents Needing

Deduplication Review page as possible duplicates.

Patient Matching & ability to malntain "not a duplicate" flag for resolved patient records E Yes Authorized users can mark records as permanently different, 5o that they are not presented again in the Patients Needing

Deduplication Review page as possible duplicates,

Patient Matching & ability to select data elements from the patient records to maintain within the E Yes Authorized users can use & guick plck merge or select data elements for the consolidated record.

Deduplicati record

Patient Matching & ability to retain "pre-merged” records for reference E Yes The Solution full including patient record data before and after merging. Authorized users can

Deduplication view the audit history and see the exact point in time when the records were merged and view the Individual original
unmerged records.

Patient Matching & ability to separate patient records that were incorrectly merged E Yes The Unmerge feature allows a designated user to access a patient's prior merge history and determine if the patient had

Deduplication inadvertently been merged.

Vaccination Event abillty to prevent events at the level Yes A warning message can be displayed stating that the vaccine is a possible duplicate.

Matching & E

Deduplication “

Vaccination Event abil fty to a Identify incoming eventas dupl E Yes The proposed solution has immunization deduplication logic to assist in id yingan i event as possihle

Matching & duplicate.

Deduplication

Vaccination Event ability to automatically select the most accurate vaccination event based on E Yes The proposed solution can deduplicate based on algorithm and/er ownership.

Matching & deduplication rules

Deduplication

Vaccination Event ability to automatically identify existing events as dupli E Yes A rule algorithm is I to identify dupli

events by applying one of the following actions based on the
best vaccination event: keeping current, updating existing, adding Incoming.
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Vendor response: Yes, Yes

Priority: E, O with customization®, No Vendor comment(s)
Requirament: The 115 must/should have.., {essantial, cptional) *Camment reguired If Yes with customization: Indicate the anticipated cost and timeline for development and releass.
Veceination Event ability to manually flag potential duplicate vaccination events for manual review E Yes The solution dispiays potential vaccine duplicates and warns the user if entered in the Ul Additionally, interface exchanges will
Matching &

provide ACKS back to the facility when duplicates are identified.
Deduplication

Vaccination Event ability to display potential duplicate vaccine records for an individual patient E Yes
Matching &
Deduplication

Users can recelve a notification that a vaccine is identified as being a duplicate upon Ul entry of the vaccination event.

Vacclnation Event ability to merge a ination event E Yes The solution displays potential vaccine duplicates and warns the user If entered in the U} Additionally, interface exchanges
Matching & provides ACKS back to the facility when duplicates are identified.

Vaccination Event ability to Hy delete a dupli ination event E Yes The propesed solution allows for manual merging of vaccine events via the solution's merge ability. It also allows for
Matching &

unmerging of vaccine events.
Deduplication

Vaccination Event ability to two or more i i 1 events E Yes Authorized users can manually delete a vacclnation event.

Matching &

|Deduplication

|Vaccination Event abllity to retain *p. ged” or "p nsali vaccination events for reference E Yes Merged patient records can be viewed or edited in the Unmerge Tile.
ing &

Deduplication

|Vaccination Event ability to separate vaccination events that were incorrectly merged or consolidated E Yes Merged patient records can be unmerged from the Unmerge Tile.
Matching &
Deduplication




Clinical Declsion Support

Function: Evaluate and Forecast

Requirement: The 115 must/should have...
abillty to provide immunization clinical decislon support according to ACIP
recommendations

Priority: E, O
(essential, optional)

Vendor response: Yes, Yes

with customization*, No
*Comment requirad

Yes

Vendor comment(s)
1 ¥es with customizaticn: Indicate the anticipated cost and timeline far development and release.

| The Immunization Forecasting component provides clinical degkslon support to inform clinjelans of immunizstions due and
recommended doses for patients based on ACIP guidelines.

s Solution p support for forecasting based on currently available data to
facilitate various initiatives. The solution's reporting component has features to derive forecasted values based on existing
data. The solution enables end users to select the desired forecasting methodology based on specific needs (e.g., ACIP or
other jurisdictional requirements). In addition to supporting automated forecasting, the solution aliows authorized users
to view comprehensive immunization histary. This includes information on historicat usage and orders and details on
previous doses administered and ordered.

One of the key f of the ion Solution proposed for is ks ability to load immunization schedules directly
from the COC as soon as they are published, This near real-time vaccine f ing bility is a significant impr

over traditional systems which require developer support to update the database and business analyst support to update
schedules via the user interface. However, with Gainwell's solution, this process is automated and eliminates the need for
such time-cansuming activities.

Authorized users can access the patfent immunization record within the solution and view forecasted and historlca)

inft fon. This includes the § 1 hedule based on the selected forecasting models, as well as the
patient’s actual immunization history. These models consider factors such as previous doses administered, ordered
vaccines, historical uptake rates, and other relevant data to pravide a comprehensive view of the patlent’s Immunization
status.

Clinical Decision Support

ability to support a vaccine clinical decision support algorithm aligned with
the CDC CDS5i jogic specifications

Yes

The solution is bullt to comply with guidelines provided by the COC’s ACIP, which develops recommendations on how to
use vaccines to control disease in the United States. Vaccines are loaded to the solution directly from the CDC's
implementation of the CDSI specification. The CDSi rules are loaded via XML files which Include the CDSi test cases and
verify the results. The solution will store test cases and versions of the COSi rules for differential comparison when rules
are or altered. Gail has obtained sch and test cases from as far back as 2011. Key benefits of our
approach are the ease of staying current, the ease of verifying changes, and our ability to respond quickly to new vactines
or CDSi rule changes. COSi updates to the salution occur in near-real time once they are published from the CDC.

Clinical Decision Support

abllity for jurisdictional admin to update the CDS rules

Yes

CDSi information is imported directfy from CDC. Special school schedules would allow for the lurisdiction to update.

Clinical Decision Support

ability to evall a patient's' i ization history g to the ACIP
Child and A izati t

Immunizatian Forecasting with clinical decision support is provided based on ACIP guidelines. The Immunization
Forecasting module uses the ACIP Child and Adol i Schedule to eval the patient’s immunization
history.

Clinical Decision Support

ability to eval a patlent's' | ization history g to the ACIP

ded Catch-up i h le for Children and
iAdalescents

The Immunization Forecasting module uses the ACIP Catch-up izati t for Chitdren and
Adol when evaluating the patient’s i ization history.

Clinical Decision Support

ability to eval a patient's' i ization history g to the ACIP
Adult Immunization Schedule

Yes

Forecasting with clinical decision support is provided based on ACIP guidelines. This allows for evaluation of
a patient’s immunization history per the ACIP Immunization Schedule. Forecasting information is available to authorized
users to view current, due, overdue, and upcoming vaccines.

Clinical Declsion Support

ability to generate a vaccine forecast according to the ACIP Child and
IAdol | izati hedule and a patient's immunization history

immunization Forecasting with clinical decision support is provided based on ACIP guidelines as described above.
Guidelines incorporated into the solution include the ACIP Child and Adol izati h and i
history.




Function: Evaluate and Forecast Return to Cover Page

Vendor response: Yes, Yes

Priority: E, O with customization*, No Vendor comment(s)
Requirement: The 115 must/should have... {essential, optional) *Comment required I Yes with customiration: Indicate the anticipated cost and timaline for development and reliass.

Clinical Decision Support  |ability to generate a vaccine forecast ing to the ACIP ded E Yes Immunization Forecasting with clinical decision support is provided based an ACIP guidelines as described above.
[Catch-up Immunization Schedule for Children and Adolescents and a Guidelines incorporated into the solution include the ACIP yded Catch-up Immu Schedule for Children
patient's immunization history and Adolescents and immunization history.

Clinical Decision Suppart  (ability to generate a vaccine forecast according to the ACIP Adult E Yes The i 1 Forecasting provides clinical decision support to inform clinicians of immunizations due and
Immunization Schedule and a patient's immunization history recommended doses for patients based on ACIP guidelines. Guidelines Incorporated into the solution include the ACIP

Adult i hedule and ion history.

Clinical Decision Support  |ability to display and highlight vaccines that are due E Yes Historical and f patient infi tion are vi by authorized solution users. Information highlighted on the
historical and forecasted patient information page includ: ines Due Now, jed, Overdue, Future, and Not
Recommended.

Clinical Decision Support  ability to display and highli ines that are di E Yes The solution displays historical and forecasted patient information based on the forecasting model. Overdue vaccines are

specifically highlighted in their own column, making it easy for users to identlify them guickly.

Clinical Decision Support  |ability to display an indication when a vaccine series is complete E Yes The propesed solution displays the completeness of the serles on various screens and reports.

Clinical Decision Support  (ability to display vaccine-specific contraindications according to CDC lists of o] Yes Contraindications and precautions are incorporated into the forecasting models used in the Immunization Forecasting
vaccine centraindications dule. The Not d section of the solution’s Historical and Forecasted Patient Information page shows how

this logic is used to Identify vaccines as not recommended for a given patient.

Clinical Decision Support  [ability to take into account and pr ions in the vaccine E Yes Contraindications and p are Incorps d into the forecasting models used in the Immunization Forecasting
forecast dule. The Not d section of the solution’s Historical and Forecasted Patient Information page shows how

this logic is used to identify vaccines as not recommended for a given patient.

Clinical Decision Support  [ability to take into account evidence of immunity in the vaccine forecast E Yes The f i p contraindications such as i in its validation and forecasting of vaccinations.

Clinical Decision Support  |ability to generate a forecast of specific vaccines required for Individuals [o] Yes The proposed Salution supports | ing of' quired for persons traveling outside of the US. Gainwell has
who travel outside the US i this functionality into the core ion Solution product.

Clinical Decision Support  ability to malntain historical records of effective dates of previous forecast o] Yes The proposed Solution ins histerical records including previous forecast schedules with effective dates. Gainwell
schedules has incarporated this functionality into the core Immunization Solution product.

Clinical Decision Support |ability to review an immunization schedule that was appropriate at the time 4] Yes The propesed solutian suppons reviewing of i hedules appropriate at the time of submission.
of administration

Clinical Decision Support  |ability to apply an immunization schedule that was appropriate at the time o] Yes The propesed solution supports revi g of i izati hedules appropriate at the time of submission.
of administration

Clinical Decision Support  |ability te account for immune globulins In vaccine forecasting E Yes The forecasting iders the i globulin events.




Clinical Decision Support

Function: Evaluate and Forecast

Requirement: The US must/should have...

Return to Cover Page

Priority: E, O
{essential, optional)

Vendor response: Yes, Yes

with customization*, No
*Camment required

Vendor comment(s)
I Yes with customization: Indicate the anticipated cost and timeling for dovelopment and reluass,

ability to create test cases for reuse during user acceptance testing E Yes Gi fl provides support for | staff throughout UAT, including providing training in readiness for
commencement of UAT activities and assisting with test case creation or adaptation for use during UAT. Test cases
created and used by Gainwell to perform system, Integration, and/or regression testing can be made available for reuse
by jurisdiction during UAT.

Clinical Decision Support  |ability to save test cases for reuse during user acceptance testing E Yes The proposed Solution supports saving test cases for reuse during UAT. Gainwell has incorporated this functionality into
the core Immunization Solution product.

Clinical Decision Support  [ability to compare the expected resutts of the forecasting test case to the E Yes The proposed Solution supports comparing expected versus actual test results for forecasting. Gainwell has incorporated

actual results observed by the tester this functionality into the core Immunization Solution product.

Reminder/Recall ability to generate patient-specific reminder/recall notifications £ Yes Authorized users can configure reminders and recalls using definable criteria. Reminders and recall notifications can be set
up to use age cohorts, vaccine such as dates and lot bers, a CDC-imperted Immunization
schedule, and other data to Inform the distributlon list, timing, method (email or malf), and content of the communication |
Authorized users can configure reminders and recalls within the solution through the Reminder/Recall Configuratlon
[function.

Reminder/Recall ability to select one or more vaccines for generating reminder/recall E Yes Reminders and recall notifications can be set up through the Reminder/Recall Configuration tile to apply vaccine

notifications information such as expiration dates and lot numbers, a CDC-imported immunization schedule, and other data to inform
the distribution list, timing, method {emai) or mail), and content of the communication.

Reminder/Recall ability to view the date the reminder/recall notice was sent to a patient (o] Yes The proposed solution retains a complete history of notices issued to patients. Authorized users can view the
reminder/recall notice history, including the dates when communications were sent to the patient.

Reminder/Recall ability to generate lists of patients In need of a reminder or recall E Yes Authorized users can configure reminder/recall notices within the Reminder/Recall Configuration tile to apply other

notification by organization criteria to define the target aud for the ication, i g selecting patients by

Reminder/Recall ability to generate reminder/recall notifications per consent designation E Yes The proposed solution captures sharlng consent ta include or not include for reminder/recall notifications.

Reminder/Recall abllity to generate patlent-specific reminder/recall notices by user-defined E Yes Patient-specific reminder/recalls can be defined by the user.

parameters

Reminder/Recall ability to generate reminder/recall in user-defined format E Yes The Reminder/Recall function includes reporting that allows for the user to define criteria for reminder/recall notices.
Authorized users can manage templates such as reminder/recall form templates.

Reminder/Recall ability to select the age of the cohort when generating reminder/recall £ Yes Autherized users can confi the cal /schedule for reminder/recall notices and apply other user-defined criterla

natifications such as target audience characteristics, including age cohorts.

Reminder/Recall ability to print patient-specific reminder/recall notices by user-defined E Yes |Editable and exportable reminder/recall notices can be configured by user-defined parameters,

parameters
Reminder/Recall ability to generate patient specific reminder/recalls in a user-defined format E Yes

Authorized users can manage reminder/recall from templates. This is configurable within the Reminder/Recall function.




Function: Evaluate and Forecast Return to Cover Page

Vendor response: Yes, Yes

Priority: E, O

with customization®, No

Vendor comment(s)

Requirement; The IS must/should have... {essantial, optional) *Commaent required I Yes with customizstion: Indicate the sntlcipated cost snd timeline for development and release.
Reminder/Recall ability for an end user to generate patient specific reminder/recalls in 13 Yes Galnwell is deeply familiar with HIPAA, policies, and law and will provide appropriate setup before configuring the
accordance with HIPAA and jurisdictienal law or policy solution.
Reminder/Recall abllity for an end user to print patient specific reminder/recalls in E Yes Gainwell is deeply familiar with HIPAA, policies, and law and will provide appropriate setup before configuring the
accardance with HIPAA and jurisdictional law or policy solution.
Reminder/Recall ability to generate vaccine recall notices by facility based on vaccine name, o] Yes The reminder/recall function will allow for the creation of a user-defined exportable list and generation of emait and mail
vaccination date range, and lot number based on vaccine name [vaccine recall), data range, lot number (recall lats), city, state, county, patient age, provider, and
school.
Reminder/Recall abllity to generate vaccine recall notices by administering provider based on o] Yes The reminder/recall function will allow for the creation of a user-defined exportable list and generation of email and mail
vaccine name, vaccination date range, and lot number based on vaccine name (vaccine recal)), data range, lot number {recall lots), city, state, county, patient age, provider, and
schoal.
Reminder/Recall abillty to set the limit/number of times a patient will receive a [+] Yes This is a selectable filter option within the Reminder/Recall report creation.
reminder/recall
Reminder/Recall ability to modify the limit/number of times a patient will receive a [s] Yes This is a selectable filter option within the Reminder/Recall report creation.
reminder/recall
Reminder/Recall ability to exclude a patient wha has met the limit/number of times to [o] Yes A limit and time interval can be set for a patient to receive reminder/recall notices. =
receive a reminder/recall
Reminder/Recall ability to generate a ist of phone numbers for patients needing 0 Yes The reminder;/recall function will allow a list to be generated to include patient demographics and contact information.
reminder/recall
Reminder/Recall abllity to manually review a patient list for a reminder/recall notification € Yes The Reminder/Recall Configuration tile allows authorized users to configure the reminder/recall notices and apply other
user-defined criteria for the target audience.
Reminder/Recall ability to Hlag patients to exclude befare sending a reminder/recall o] Yes The reminder/recall function will exclude patients.
notification
Reminder/Recall ability to blish a time interval b inder recall notices (e.g., 90 [0} Yes The proposed solution allows for a date {last notice date) to be chosen since the last reminder/recall was run,
days or 60 days)
Reminder/Recall ability to generate a reminder/recall notifications for patients with an active 3 Yes Authorized users can configure reminder/recall notices within the Remlnder/RecaII Configuration tile to apply other
status for their organization criteria to define the target for the ication, i /| active patients by organization,
Reminder/Recall ability to generate reports that include reminder/recall history for specific o] Yes Custom date ranges can be used to generate reminderfrecall reports for individuals.
date range
Reminder/Recalt ability to make all reminder/recail data accessible to authorized users for a [s] Yes Prior reminder/recalls are stored for autharized facility users to view for the prior 30 days.
predetermined period of time
Reminder/Recall ability to aggregate multiple notices going to the same address into one ] Yes The proposed salution provides the ability to aggregate notices to one address.
notification
Coverage Reports ability to generate report(s) displaying information on immunlzation E Yes Using the avallabl d immL history data, auth d users can ge at the
coverage rate(s) among select populations |patient, organization, ZIP code, county, and state levels ta assess coverage rates y for vaccine- pr I
diseases. Users can generate reports to determine i Individuals or select populations who may be
missing immunization requirements, or determine who is susceptible to a vaccine-preventable disease.




Function: Evaluate and Forecast

Return to Cover Pays

Priority1 E, 0

Vendor response: Yes, Yes

with customization*, No

Vendor comment(s)

Requirement: The |15 must/should have... (essential, optional} *Commaent regquired I Yex with customization: Indicate the snticipsted cost snd timeijne for development and release.
Coverage Reports ahility to report(s) for and facilities per CDC E Yes Mandated federal and state reporting are including lon/Faciiy ge reporting per CDC
i Quality Imp: for Providers program guidance on Quality Imp for P id Authorized users can access coverage reporting component
ge among an ffacility patient lati from the Reports tile, and the sel Coverage Dashb from the 's Reports tile.
ICoverage Reports ability to generate report(s) on immunization coverage for a user-defined E Yes From the Reparts tile, autharized users can access the reporting. Selecting the Coverage Dashboard option allows users to
geographic area generate coverage reports by a number of criterla, including geographic region.
Coverage Reports ability to generate report(s) on immunization coverage for a patient cohort E Yes Selecting the Coverage Dashboard option allows users to generate caverage reports by a number of criteria, including
patient cohort.
Coverage Reports abllity to view and modify list of patients to be included in immunization o Yes The proposed Solution allows for user defined criteria to generate an immunization coverage report.
coverage report
ICoverage Reports ability to generate report(s) displaying i ge trends over E Yes Vaccine coverage dashboards provide vi within the Ul and exportable options far vaccine coverage trends.
time, over a selected timeframe
Coverage Reports ability to generate report(s) that display the number of missed opportunities E Yes The Missed Opportunity Report displays the number of missed opportunities for vaccination at a facility over a user-
[for vaccination defined time period. This report also disptays a list of patients who were counted as having had a missed apportunity.
Coverage Reports ability to generate report(s) displaying the number of patients late up-to- E Yes The Late Up to Date Report will display the number of patients who are late up to date for immunization, but up to date as|
date for immunization whao are up-to-date as of today of a user-defined date. This report will also display a list of patients who were counted as having had a missed
opportunity.
Coverage Reports ahility to generate report(s) that display the number of invalid vaccine doses E Yes A custom report will allow the user to select invalid doses as a parameter to be included in the count report.
Coverage Reports abitity to report(s) displaying vaccine rates E Yes A custom report will allow the user to select to select vaccine exemption to be included in the count report.
Coverage Reports ability to report(s) displ. immun coverage by user- E Yes i ge reporting is ble to auth users through the Reports tile.
defined parameters
Caverage Reports ability to generate report(s) displaying immunization coverage by vaccine E Yes The included Custom Coverage Report will allow the user to select vaccine type as a parameter when generating the
type report.
Coverage Reports ability to report(s} displ coverage by age range E Yes The Custom Coverage Report will allow the user to select an age or age range as a parameter when generating the report.
Coverage Reports ability to report(s) displ. ge by ethnicity E Yes The Custorn Coverage Report will allow the user to select ethniclty as a parameter when generating the report.
Coverage Reports ability to generate report(s) g 1 ge by race E Yes The Custom Coverage Report will allow the user to select race as a parameter when generating the report.
Coverage Reports ability to generate report(s) displaying immunization caverage by patient [s] Yes

sex

The Custom Coverage Report will aliow the user to select gender as a parameter when generating the report.




Patient Search

Function: Manage Patlent and Immunization Records

Requirament: The 11S must/should have_.
ability tosearchfar patiant records

Return to Cover Page

Priority: E, O
{essentia), optional)

Vendor respanse; Yen,
Yes with

customization*, No
*Camment required

Vendor comment(s)
I Yoy with customization: Indicats the anticlpated cost and timeline for developmant and relasse.
Autharized users can search for patients based on user input,

Demographics

Patient Search ability to search patient record based on one or multiple user-defined parameters E Yes Autharized users can search patient records based on required and/or muitiple other advanced search criteria.

Patient Search ability to re-search for a patient record by modifying existing search parameters E Yas Authorized users can search patlent records based on required and/or multiple other advanced search criteria and aliows
modification of the search parameters to re-search for patients,

Patient Search abillty to display the list of returned possible patient matches per jurisdictional E Yes Authorized users have the ability to return a list of possible patient matches to support jurisdictional policies.

policy

Patient Search ability to select a patient record from the list of possible patient matches E Yes Authorized users can select a patient from the returned list of possible patient matches,

Add, Edit Patlent ability to add demographic information to a patlent record E Yes Demographic data is retrieved through automated system interfaces, may be updated manually within the UI, and is stored in the

Demographics patient record. Demographic updates can be made automatically via system interfaces and manually through the Ul.

Add, Edit Patient ability to create a new patient record E Yes Authorized users can create a new patient record through web services, flat file, vitals, and manually.

Demographics

Add, Edit Patient abllity to edit demographic information in a patient record E Yes The propesed solution allows for editing of patient demographics automatically through web services and manually through the Ut

Demographics

Add, Edit Patient ability to insert permanent comments in a patient's record that can be viewed based E Yes The Immunization Selution can insert patient comments based on user role/permission managed through rele/page access.

Demographics on role/permission

Add, Edit Patient abllity to dispiay the user who created the permanent comment In a patient's record E Yes The solution provides a history of who created a permanent comment in a patient's record.

Demographics

Add, Edit Patient ability to prevent a patient record from being saved unless required fields are E Yes Galnwell works with the jurisdiction to determine the ition of " (required data el for a glven record to

grap! d, per juri policy configure business rules governing validation according to policy. Once these are igured, we employ rules-based vaiidation and

accept or reject records accordingly. For data entry through the UI, users are presented with on-screen arror messages notifying
them when required information is missing and are unable to save the page until the information is completed.

/Add, Edit Patient ability to automatically notify a user when to submit ani E Yes Users are presented with on-screen error messages notifying them when required information is missing and are unable to submit

Demaographics patient record i information.

Add, Edit Patient ability to store CDC-endorsed core data elements for all patlent records E Yes The solution is y designed to CDC- Core Data Elements for 5 Functional Standards v 5.0

Demographics for patient d grap aswell as events.

Add, Edit Patient ability to store multiple of reported names for each patient to include: first name, E Yes The proposed solitlon ean store multiple names for patlents including first name, middle name, last name, alias, and maiden name.

Demographics imiddle name, last name, alias, maiden name

Add, Edit Patient ability to store multiple patient addresses o Yes The proposed solution allows for multiple sddresses to be stored with effective start and end dates.




| Add, Edit Patient

Function: Manage Patient and Immunization Records

Requirement: The IS must/should have..
ability to support multiple patient address type designations (e.g. primary address,

Return to Cover Page

Priority: E, O
{essential, optional}

customization®, No
*Comment required
Yes

Vendor comment(s)
If Yes with customization: Indicate the anticipsted cost and timeline for devilopmaent and refesse.
The praposed solution can support multiple address types.

Demographics

D h address)
Add, Edit Patient ability to identify effective dates for use of a patient address [+] Yes The proposed Solution allows for effective dates of an address and identification of the primary address.
Demographics
Add, Edit Patient ability to store all historic addresses for a patient [»] Yes The solution steres prior address history for patients.
Demographles
|Add, Edit Patient ability to store country information related to where the patient was born 0 Yes The proposed Solution has the ability to store the country of origin with the Refugee module.
Demographics
[o] Yes Smarty address validation Is used to verify the valldity of addresses, recognize invalid Information such as incorrect postal codes and
counties, and either correct or reject incorrect data automatically.
Add, edit patient ability to flag patient address as a verified United States Postal Service address {e.g.,
grapl via Smarty )
Add, ed!t patient [e] Yes The proposed Solution has the ability to record the date the address had been verified via Smarty for address verifications in the
demagraphics solution.
ability to record date patient address |ast verified as a United States Postal Sarvice
address {e.g., via SmartyStreets)
Add, Edit Patient ability to automatically create a unique patient ID number E Yes The proposed solution creates a unigue patient 1D for each patient.
Demographics
Add, Edit Patient ability to automatically associate patient ID number to the patlent's record E Yes The proposed creates, associates, and displays the patient ID with the patient's record.
Demagraphics
Add, Edit Patient ability to track patlents of all ages per jurisdictional law or policy E Yes | The proposed accommodates patient and immunization record data for patients of ages as approprlate with jurisdictional law or
Demographics policy.
Add, Edit Patient ability to store mother's HBsAg status for a patient [o] Yes The proposed solution allows fur the entry of the mother's HBsAg status for a patient.
Demographics
\Add, Edit Patient ability to store a patient's occupation E Yes The proposed solution captures patient occupation.
Demographics
Add, Edit Patient ahility to designate patient as belonging to a for vaccination [s] Yes The proposed solution provides the ability to designate a patient belonging to a priority group as defined per jurisdiction.
Demographics
Add, Edit Patient ability to store muitiple patient identifiers E Yes The propesed solution can capture multiple patient identifiers.
Demographics
Add, Edit Patient ability to assign patlent records to a cohort E Yes Our configurable solution can assign patient records to one or more cohorts.
Demographics
Add, Edit Patient abllity to assign patient records to multiple cohorts E Yes Our configurable Solutior has the ability to assign patient records to multiple cohorts.
Demographics
Add, Edit Patient ability to view patient records by cohort E Yes

Our configurable solution provides the ability for authorized users to view patients by cohort,




Function: Manage Patient and immunization Records

Requirement: The 115 must/should have

Return to Cover Page

Priority: €, O
(essential, optional)

Vandor response: Yes,
Yes with

customization®, No
*Commant requlred

Vendor comment(s)

M Yeu with customitzation: Indichts the anticipated cost and. timuline for develnpment and relssee.
Add, Edit Patient abillty to remove patient records from a cohort E Yes Dur configurable solution can remove patients from a cohort,
Demographics
iPatlent Status ability to manage patient status at the organization/facility level i3 Yes Status can be ed at the patlent/i v/ i level.
Patient Status ability to store active patient status at the organization/facility level E Yes Status can be stared at the patient/facllity/organization level.
Patient Status ability to store inactive patient status at the organization/facility level E Yes Inactive status can be stored at the patient/facility/organization level,
Patient Status ability to edit active patient status at the organization/facility level E Yes Editing of status information can be performed and stored at the patient/facility/organization level,
Patient Status ability to edit inactive patient status at the organization/facility leve! E Yes Editing of status information can be performed and stored at the patient/facility/organization level.
Patient Status ability to store reason for inactive status of patients at the organizational/facility E Yes A reason can be noted for the inactive status of patients,
level
Patient Status ability to edit multiple patients status in one action Q Yes The proposed Solution allows editing of multiple patients' statuses in one action, Gainwell has incarporated this functionality into
the core Immunization Solution product.
Patient Status ability to manage patient status at the geographic jurisdictional level E Yes Authorized users can capture and manage the patlent’s address and county Information including active/inactive patient status to
correlate geographic [ocation with the patlent's status.
Patient Status ability to store active patient status at the geographic jurisdiction level E Yes Authorized users can capture and manage the patient's address and county informatlon including active/inactive patient status to
correlate geographic location with the patient’s status.
Patient Status ability to store inactive patient status at the geographic jurisdictional level E Yes Autherized users can capture and manage the patient's address and county information including active/inactive patient status to
correlate geographic location with the pat/ent's status.
Patient Status ability to edit active patient status at the geographic jurisdictional level E Yes Authorized users can capture and manage the patient's address and county information including active/inactive patient status to
correlate geographic location with the patient’s status.
Patlent Status ability to edit inactive patient status at the geographic jurisdictional level E Yes Authorized users can capture and manage the patlent's address and county information including active/inactive patient status to
correlate geographic location with the patient's status.
Patient Status ability to stare reason for Inactive status of patients at the geographic jurisdictional o] Yes The proposed solution provides the ability to store the reason for Inactive status, It allows for these statuses: Active, !nactive-
level Unspecified, Inactive-Lost to follow-up (cannot contact), Inactive-Moved or gone elsewhere {transferred), Inactive, Permanently
Inactive (do not reactivate), and Unknown.
Patient Status ability to restrict access to patient records that have been placed in an inactive [o] Yes Controlled through user permissions.
status
Patient Status ability to restrict edits to patient records that have been placed in an inactive status o Yes Controlled through user permissions.




Capahility
Patient Consent

Function: Manage Patlent and Immunization Records

Requiremaont: The {5 must/should have.
abllity to manage patient consent per jurisdictional policy

Return to Cover Page

Priority: E, O
{essential, optional}

Vendor response: Yes,

Yes with
customization®, No
*Comment required

Vendor comment(s)
i Yes with customization: indicate the anticipated rost and timefine for devalopment and relpase
The solution his two options far this, tne belng the Patient Consent oation in patient demographics and the other being a Patient
Locked option, also on the patient demographics screen. The solution adheres to Jurisdictional policy with regard to default consent.

Patient Consent ability to update patient consent on a patient's record E Yes Authorized users can capture and manage the patient's address and county information including active/inactive patient status to
correlate geographic location with the patient’s status.

Patient Consent abillty to opt out a patient from participating In the IS E Yes The proposed solilicn allows for a patient to be opted out. If the jurisdiction ailows, the solution can hash the patient to match ata
|later time in the event the patient would like to opt in.

Patient Consent ability to opt In a patient for participation in the IIS E Yes The proposed solution allows for a patient o be opted out. If the jurisdiction allows, the solution can hash the patient to match at a
later time in the event the patient would Iike to opt in.

Patient Consent abllity to enable access to a patient record per consent designation E Yes Qur configurable solution can enable or deny access based en Jurisdictional requirements for opt infopt out.

Patient Consent ability to enable updates to a patient record per consent designation [ Yes Our configurable solution can enable or deny access based on jurisdictional requirements for opt infopt out.

#udd, Edit Patient ability to add vaccination event Information to a patient recore :E Yes Authorized users update the patient immunization record in real time using the solution’s navigation buttons, shown in black above

Immunization the Immunization History in the following figure. Users can click to add immunization data from inventory or add non-Inventory
|Immunlzation data as services are delivered. Users can also update the record with historical immunization data.

Add, Edit Patient ability to edit vaccine information In a patlent record E Yes Autherized users access the patient record as described above and perform their edits.

Immunization

Add, Edit Patient [ability to mark vaccine information in a patient record for deletion o Yes Deletion of a vaccine administration can be performed by the owning administered facility and/or an authorized role {state

Immunization administrator),

Add, Edit Patient ability to add reason for deletlon of vaccine information in a patient record o Yes The proposed Solution 2llows users to note the reason for deleting vaccine infarmation from a patient record. Gainwell has

Immunization incorporated this functionality into the core Immunization Salution product.

Add, Edit Patient ability to capture vaccine eligibility by vaccine dose for publicly purchased vaccine E Yes The proposed solution captures vactine eliglbility by each administered vaccine dose via HL7 and direct Ul entry.

Immunization

Add, Edit Patient ability to store vaccine eligibility by vaccine dose for publicly purchased vaccine E Yes The proposed solution stores vatcine eligibiiity by each administered vaccine dose via HL7 and direct Ul entry.

Add, Edit Patient ability to report multiple doses administered to the same patient on the same E Yes The system can capture multiple doses administered to the same patlent on the same administration date via the Ul within the

Immunization adminlstration date via the Ut patient add immunization functien,

Add, Edit Patient ability to store all CDC-endorsed core data elements related to vaccine events E Yes The propased solutlon is specifically d to date CDC d Core Data El for IIS Functional d v5.0

Immunization for vaccination events.

Add, Edit Patient ability to enter vaccination substandard or otherwise compromised flag E Yes Vaccinations and lots can be recalled based on sub: {ardy! ines/lots to be flagged.

Immunization

\Add, Edit Patient ability to view submitted vaccination event information on a patient's record E Yes

Immunization

Authorized users ¢an view submitted vaccine event Information on the patlent record.




Function: Manage Patlent and Immunization Records Return to Cover Page

Yas with

Priority: E, O customization*, No Vendor commaent|s)

Capability Requiremant: The IS must/should have.. {essential, optional) = *Comment required i ¥es with customization: indicate the anticipatied cot and timafing for development and relesss,
Add, Edit Patient ability to store adverse ions in with Vaccine and E Yes Patient comments can be stored including adverse reaction types in accordance with ACIP.
i of the ACIP

Add, Edit Patient ability to flag an adverse reaction as having been reported to VAERS E Yes An adverse reaction can be marked as having been reported to VAERS,

Add, Edit Patient ability to store patient vaccination event funding eligibility information E Yes The patient’s funding eligibility is stored per i event via the Ul and HL7 entries.

Immunization

Add, Edit Patient ability to print form for signature of vaccine refusal by patient for each individual o] Yes The proposed solution aliows for medical religious gl atan immunization

Immunization vaccine antigen history level. Configuration needed to include refusal the individual vaccine antigen.

Add, Edit Patient ability to ensure that the default lot number is from the oldest lot when entering an Yes The proposed solution confirms entry via the Ul that the oldest lot is defaulted when entering an administered dose from inventory

izati d dose from inventory to assist in front loading inventory stock.
E
Add, Edit Patient E Yes Vaccine administration to be gardless of vaccine ion and provides a to the user stating an expired lotis
Immunization being administered to a patient.
ability to record of gardless if vaccine has since expired
in inventory

Add, Edit Patient ability to track inations that require adj E Yes |Authorized users can access and print their Inmunization records.

Immunization

[Print/Export Record ability to securely print a patient immunization record Ei Yes The printable version of the patient record Includes the evaluated history.

Print/Export Record ability to include evaiuated history in the printable version of the patient record E Yes The printable version of the patient record includes the evaluated history.

Print/Export Record ability to include the forecast In the printable version of the patient record E Yes The printable version of the patient record includes vaccine forecast Information.

Print/Export Record ahility to include immunity in the printable version of the patient record E Yes The solution includes muitiple patient reports for download or print and can include immunity comments on reports,

Print/Export Record  [abliity to securely export a patient immunization record E Yes The solution provides the abillty to securely export the patient immunlzation record,

Print/Export Record ability to export a patient record In user-defined format o] Yes The proposed solution allows for the user to export patient record In the followi gl types ple (English, Spanish, French,
German}.

iMass Vaccination ability to support mass vaccination operations E Yes [Fhe Mass Vacdnqmwghjm processes to f; ivities in response to a pandemic, disease outbreak,
natural disaster, or ancther public health emergency, along with real-time tools for Implementing those procasses. The solution
requires jurisdiction-defined patient demographic information offline and online during a mass vaccination clinic




Capability
Mass Vaccination

Function: Manage Patlent and Immunization Records

Requiremant: The IS must/should have..
bility ta rapidly capture patient demographic information offline during mass
dlinic for tater upload/savi

Return to Cover Page

Priority: E, O
{essential, optional)

Vendor response: Yes,

Yes with
customization®, No
*Comment requirsd

Vendor comment{s)

11 Yo with customirstion; Indicate the anticipated cost and timeline for development and release.
The Mass Vaccination module includes 1o fa aclivities in toa
natural disaster, or another public health along with real-time tools for impl. those pi
requires jurisdiction-defined patient demographic information offline and online during a mass vaccination cllnic.
The Mass Vacelnation module streamiines the ability to support real-time data entry during a mass vaccination event through rapid
data entry of the patient data Entry fields include First Name and Last Name, Date of Birth, and Gender/Sex.
The twa-di bar-coding will assist in accurately capturing vaccine ot numbiers and expiration dates, inventory
management, and validating and forecasting vaccines. The so{ution supports the digital scanning of vaccine information to distribute
needed immunizations rapidly.
The medule can process real-time data from HL7 messages and flat-file uploads to capture events offline.

, disease
. The solution

Mass Vaccination

ability to rapidiy capture vaccine information offline during mass vaccination clinic E Yes As described above, we provide the capability to rapldly capture vaccine information offline during mass vaccination events for later
for later upload/saving uploading.

Mass Vaccination ability to support rapid capture of patient demographic information during mass E Yes The solution provides the capabiity to rapidly capture demographic information offline during mass vaccination events for later
vaccination clinic uploading.

Mass Vaccination ability to support rapid capture of vaccine information during mass vaccination clinic E Yes [The solution provides the capability to rapidly capture vaccine information during mass vaccination events.

Mass Vaccination ability to administer vaccines during public health emergency without Impacting the o Yes During a Public Health Emergency (PHE), the solution allows mass vaccination event data to be recorded and updated in the patient
patient's status at the organization/facility level record without impacting the patlent’s status at the organization/facility level,

Mass Vacclnation ability for jurisdictional admin to flag/indicate org/facility participation in mass [+] Yes

vaccination event

The proposed solution allows for authorized users to flag a facility that is participating in a mass vaccination event,




Capability

Function: Manage Vaccine Inventory

Requirement: Tha 115 must/should have_,

Priority: E, O

{essential, optional)

“VWendor respona:

Yes, Yes with

customization®, Ne
*Commant

. Vendor commantfs)
M Yy with custamization: indieate the amicipated cost and timefine for developmeont snd releass,

'Vaccine Inventory ability to search inventory by user-defined parameters Thee VTrcks intecface snables population of the inventory Managemant companant with data such as NOC, expiration dates, trade
Search i names, lot numbers, vaceine type, and order numbers. Fitters on the Vaccine Inventory page allow users to define the criteria by which|
they want to search the inventory.
Vaccine Inventory ability to search the inventory by funding source E Yes The proposed solution the funding source associated with each dose. This information helps with financial tracking and
'Search reporting, enabling heaith ions to assess costs and reimk related to i ization acti By
I ing dose-specific information such as lot numbers, expiration dates, and funding sources, the solution provides a
pi ive and detailed app to inventory It alse provides the accurate deduction of vaccines and supports the|
efficient utilization of avail supplies, ing to effective il ices and resource allocation.
Vaccine Inventory ability to search inventory by vaccine type E Yes Filtering capabilities on the Vaccine Inventory page enable users to search inventory by a number of criteria including vaccine type.
Search
Vaccine Inventory ability to search inventory by vaccine iot number E Yes The proposed solution goes beyond basic tracking and incorporates dose-specific details fnr;ccurate deduction for inventory
Search mar It assesses inventory based on specific information associated with each dose, including the lot number, expiration date,
and funding source. The solution enables precise tracking of vaccine batches 50 that the correct Iot is associated with each
ed dose. This capability Is essentlal for effectively ing recalls, identifyi Issues, and maintaining quality
control.
Vaccine Inventory ability to search inventory by vaccine NDC code E Yes Y data received via the VTrckS interface and populated in the system Includes National Drug Code (NDC), expiration dates,
Search trade names, lot numbers, order numbers, and more. Fllters on the Vaccine Inventory page allow users to search Inventory by a
number of criteria including NDC code,
Add, Edit Vaccine ability to manage vaccine Inventory E Yes Integration with VTrch ¥ to be ally into the Provider's vaccine inventory,
linventory Features include inventory management of private and public vaccine supplles, and functionality to export data to VTrckS. Providers
also use the solution to acknowledge receipt of the inventory ftem(s), and the solution automatically updates the inventory
gly.
I y data received via the VTrckS Interface and populated in the system inclucies National Drug Code (NDC), expiration dates,
trade names, lot order and more. s ion Solution supports Provider site-level vaccine inventory
and reconciliati ding to VFC, State, and (ocal Immunization program requirements. Itis integrated with the CDC's
vaccine management and distribution system, VTrekS, to order and manage doses for the VFC population, distribute doses, and
provide the accountabllity reporting required at the State and faderal levels.
Both private and public vaccines can be tracked in the vaccine inventory. Using this functionality means vaccines are being monitored
and used before expiration, lowering the risk of unadministered vaccines. Inventory information includes both the vaccine axpiration
date and how many days until expiration to help jurlsdiction with order ion and Inventary The solution is
highly configurabile, including the ability to conflgure vaccine order sats and help jurisdiction determine which vaccines each facility is
eligible to order. jurisdiction benefits from improvements on the current HiR's capabllities for order processing, reviewing/approving
orders, dose d ing, inventory r , transfers, wastage, and expiration,
Add, Edit Vaccine ability to support visualization of current vaccine inventary E Yes Our inventory tools give jurisdi a view of the inventory for better vaccine management and enable
Inventory Jurisdictions to forecast future vaccine needs for responsible fiscal management. The Vaccine Inventory page shows the current
vaccine inventory.
Add, Edlt Vaccine ability to edit inventory funding source at the lot level E Yes Funding source can be captured both at the lot and the vaccine level.
Inventory
Add, Edit Vaccine ability to edit inventory funding source at the vaccine level E Yes Funding source can be captured both at the lot and the vaccine level,
v
Add, Edit Vaccine ability to add vaccine information to inventory E Yes Integration with VTrekS provides automated updates to the vaccine inventory data, The Vaccine Inventory page also includes an +Add
Inventory New button to allow autharized users to add vaccine information to inventory.




Capability
Add, Edit Vaccine

Function: Manage Vaccine Inventory

Requirement: Tha IS must/should have...
ability to suppert barcode scanning system to electronically upload vaccine inventary

Return to Cover Page

Priority: €, O
{essantial, optional)

Vendor response:
Yes, Yes with

customization®, No
5 i
Yes

Vendor comments)
1 Yes whh customization: Indicate the anticipated cost and. timeling for development and relesse:
The Immunization Solution proposed can suppart 20 & g Systems to y upload inventory. |

Inventory ta the IIS

Add, Edit Vaccine ability to view current inventory list by facility E Yes The filter features on the Vaccine Inventory page allow authorized users to view the inventory list by facility/c

Inventory

Add, Edit Vaccine ability to view current inventory list by organization E Yes The filter features on the Vaccine Inventory page allow authorized users to view the inventory list by facility/organization.

Inventory

Add, Edit Vaccine abiltty for jurisdictional admin to edit fracility I y E Yes The filter features on the Vactine Inventory page allow authorized users to view the inventory list by facility/organization.

Inventory lurisdictional Administrators ean then edit the inventory data for the facility/organization.

Add, Edit Vaceine abllity to manage vaccine borrowed from lots belonging to one funding source to lots [+] Yes Vaccine transfers and borrowing are supported within the UL For example, when Provider A transfers to Provider B or for [nstances in

Inventory belonging to ancther funding source which a vaccine is borrowed or returned from private stock into public stock, the sotution allows the transfers and also auto-
decrements and updates the inventery accordingly.

Add, Edit Vaccine ability to reclassify funding source of borrowed vaccine from private to public or vice e} Yes Vaccine transfers/borrowing is supported within the UL For example, when Provider A transfers to Provider B or for instances in which|

inventory versa for replacement cases a vaccine is borrowed or returned from private stock into public stock, the solution allows the transfers and also auto-decrements and
updates the inventory accordingly.

Add, Edit Vaccine |abllity to view storage capability E Yes The proposed sclution supports and allows for jurisdiction-spacific needs by following the COC's Vaccine Storage and Handling Toolkit,

inventory 2 comprehensive guide that reflects the best vaccine storage and handling practices from ACIP r product informatior|
from vaccine manufacturers, and sclentiflc studies. During the Provider enrollment process, the solution prompts users to provide
specific vaccine storage information, including unit details such as name, type, and scale. This step helps the enrolied Provider
organization accurately report their vaccine storage capabliities, which Is crucial for maintatning the potency and efficacy of vaccines.
Once the jurisdiction approves the Provider organization’s enrollment, the solution offers a new storage screen, This screan altows the|
Provider organization to view and enter additional details regarding their storage units. This could Include specific information about
the capacity, temperature settings, monitoring systems, and specializad features necessary for proper vaccine storage and handling.
By incorporating the €DC's Vaccine Storage and Handling Toolkit and facilitating the Input of detailed storage information, the solution
enhances the quality of vaccine storage practices among Provider organizations. The solution captures multiple vaccine storage types,
along with essential information about the status of each storage unit. This figure is a visual representation of the various storage
options available and their operational statuses that are captured. As part of the cold-chain reporting process, approved users can log
vactine temperatures according to the CDC Jurisdiction req The solution allows users to monitor and document
the temp of vactines to in their efficacy and availabifity for administration. The frequency of temperature {ogging can be|
set to adhere to Jurisdiction guidelines, which may require logging temperatures twice daily.

Add, Edit Vaccine ability te document vaccine storage and handling events such as temperature E Yes The prop solution's ility allows to meet jurisdiction specific storage and handling requirements

Inventory excursions

This includes the ability to establish logging and/or alerts when storage and handling events meet defined thresholds, such as
temperature excursions.




Function: Manage Vaccine Inventory Return to Cover Page

Vendor response;
Yes, Yes with

Priority: E, O customization*, No Vendor commaint(s)

Roguiremaent: The HS must/should have... |essantial, optional) *Comment i Yes with customization; Indicate the anticipated cost and timeting for dovelopment snd relosse.
Add, Edit Vaccine ability to store storage capability E The proposed solution supports and allows for jurisdictional specific needs by following the COC's Vaccine Storage and Handling
Inventory Toolkit, a comprehensive guide that reflects the best vaccine storage and handling from ACIP r i product
information from vaccine manufacturers, and scientific studies.
During the Provider enrollment process, the solution Prompts users to provide specific vaccine starage information, including unit
details such as name, type, and scale. This step heips the enrolled Provider organization accurately report their vaccine storage
capabilities, which is crucial for maintaining the potency and efficacy of vaccines.
Once the jurisdiction approves the Provider organization’s enroliment, the sclution offers a new storage screen. This screen allows the,
Provider organlzation to view and enter additional details regarding their storage units. This could include specific information about
the capacity, temperature settings, monitoring systems, and specialized features necessary for proper vaccine storage and handling.

By incorporating the CDC's Vaccine Storage and Handling Toolkit and facilitating the input of detailed storage information, the solutiony
enhances the quality of vaccine storage practices among Provider organizations.
Provider organizations enter storage infarmation within the Vaccine tile. The solution captures multiple vaccine storage types, along
with essential information about the status of each storage unit. This figure Is a visual representation of the various storage options
available and their operational statuses that are captured. As part of the cold-chain reporting process, approved users can log vaccine
temperatures according to the CDC jurisdiction req . The solution allows users to moniter and document the

P e of vaccines to maintain their efficacy and availability for The freq y of logging can be set
to adhere to jurlsdiction guldelines, which may require logging temperatures twice daily and seven days of in-range temperatures
before placing a vaccine order,

Vaccine Ordering abillty for rule based {ogic to recommend vaccine order quantity E Yes The proposed solution calcul ther ded order quantity for each NDC each time a Provider initiates a new order, The
is based on various pi including the average number of doses adminlstered, order frequency, lead time,|
demand uncertainty, safety stock requiramants, and the current inventory. Using this forecasting tool, healthcare Providers can
maintain adequate stock levels without ordering, ff y p ing wastage and izing vaccine distribution.
Vaccine Ordering ability to aiert user when "reorder r ion" inventory level is reached o Yes The proposed solution allows for users ta be notifled via email or within the solution itself.
Vaccine Ordering ability to pi order with quantlties based on inventory, doses| E Yes The proposed solution can provide recommended arder quantities to facillties based on the facilities' current Inventory levels,
reported as administered to |IS including explring vaccine and reported doses administered,
Vaccine Ordering ability to edit pre-populated order quantity = E Yes Authorized users can edit the recommended order quantity when placing an order. |
Vaccine Ordering ability to order vaccines E Yes Authorized users can create orders within the solution using its cart functionality. On the order summary page, users can see what

[vaccines have been ordered and which orders have been fulfilled/delivered To create an order, users select vaccines to he added to
the virtual cart. The cart on the Vaccine Order screen enables a cart to be created at the organization level so multiple users in that
arganization can add items to a single order.

Vaccine Ordering ability for jurisdictional admin to activate vaccines avallable for ordering E Yes Vaccine order sets can be configured to help jurisdiction determine which vaccines each facility is eligible to order. In addition, the
solution’s Vaccine Ordering workflow Is configurable to require approvals before vaccines can be ordered.

Within the Vaccine Order screen, Approve Date is shown indicating when such approvals were provided.

jurisdiction users can view a list of different reasons for declining orders, so jurisdiction need not spend time typing in the justification,|
The Vaccine Order Approvals screen shows an example of the page jurisdiction apprevers use to review and approve a vaccine order.

Providers receive notifications about actions jurisdiction takes (e.g., approval, decline with reason), This makes it easy to communicate|
with Providers quickly and inform them about what they need to do for the arder to he approved. if declined, the Provider can edit thy
di order and bmit it with the correct information without having to create an entirely new order,




Function: Manage Vaccine inventory

Requirement: The |15 must/should have...

Return to Cover Page

Vendor response:
Yes, Yes with

Priority: E, O

(essential, optional} *Comment

customization®, No

Vendor comment(s)
I Yes with customization: Indicate the antidpstad cost and timeline for. development and release.

Vaccine Ordering ability for jurisdictionai admin to inactivate vaccines avallable for ordering E Yes The Jurisd | Ad canii vactines that are not eligible for ordering.

Vaccine Ordering ability to order publicly-purchased vaccines E Yes Authorized users can order publicly purchased vaccines with an interface with VTrckS.

\Vaccine Ordering ability to view all orders by user-defined parameters [o] Yes The proposed Solution has the ability to view and filter order by status, create date, Approve date, vaccine type and user.

\Vaccine Ordering 2bility to update delivery hours to receive shipments E Yes The proposed solution captures both the facllity hours and the delivery hours to receive vaccine shipments.

'Vaccine Ordering ability to enter a reason for vaccine orders outside the recommended order quantity E Yes If an order is above the recommended quantity, the user can add a comment as to why they are asking for a higher quantity. Orders
undergo jurisdiction review and approval before release.

Vaccine Ordering abllity to search and view past vaccine orders by facility within a specified timeframe E Yes Authorized users can search, view, and filter vaccine orders within a specified time frame.

Vaccine Ordering ability to verify contact information during each order without leaving ordering E Yes Authorized users can record and view the contact information and delivery hours during each ordering workflow.

workflow

Vaccine Ordering ability to update contact Information during each order without leaving ordering E Yes Authorized users can record and view the contact information, facillty information, and delivery hours during the ordering workflow.

workflow Config will allow authorized users to update their contact information without leaving the workflow.

Vaccine Ordering ability to save an unsubmitted order E Yes An ir of the prop: solution s its virtual cart feature, which simplifies the ordering process and prevents
Providers from creating multiple orders for one facility/organization. The cart can stay open for update by one or more authorized
farility users. This p vaccine di from creating orders, while allowing facilities to add vaccines over time
until ready to place the entire order. When ready to submit, users can view the cart, review it, submit it, and the order is automatically
routed to jurisdiction for program review and approval,

Vaccine Ordering abifity to update organization/facility contact information before submitting a vaccine E Yes Authorized users can update facllity contact information before submitting a vaccine order.

order

Vaccine Ordering ability to cancel unsubmitted or unprocessed vaccine orders E Yes Authorized users can cancel unsubmitted or unprocessed vaccine orders using the Cancel button on the Edit Vaccine Order page.

Vaccine Qrdering ability to edit unsubmitted or unprocessed vaccine orders E Yes Authorized users can edit unsubmitted or unprocessed vaccine orders using the Cancel button on the Edit Vaceine Order page.

'Vaccine Ordering ability to save an unsubmitted order after rejection E Yes Authorized users can save rejected orders and filter to easlly view rejected orders by create date.

Vaccine Ordering ability to verify order information before order submitted E Yes Following the Vaccine Order workflow, orders undergo jurisdiction review and approval before release. This allows the jurisdiction to
verify order information. If desired, users can cancel the unprocessed order or approve it for erder processing.

Vaccine Ordering ability for jurisdictional admin to reject a vaccine order E Yes Authorized users including Jurisdictional Administrators can reject a vaccine order from the Vaccine Orders State User page.




Vaccine Ordering

Requirament: The (1S must/should have...
ability for jurisdictional admin to select a reason code when rejecting an order

Return to Cover Page

Priority: €, O
{essential, optional)

endor response:
Yes, Yes with

customization®, No
*Comment

Vendor commant[s)
If Yes with customization: Indécate the anticipated cast snd timaline for development and relesds
lurisdiction users can choose from a list of different reasons for orders, fore the jurisdl need not spend time typing|
in the justification. Approvers use the Vaccine Orders State User Ppage to review and approve a vaccine order and select the
appropriate corresponding reason code.

Vaccine Ordering ability to edit an order after rejection E Yes If declined, the Provider can edit the declined order and resubmit it with the correct information without having to create an entirely
new order.

Vaccine Ordering ability to resubmit an order after rejection E Yes If declined, the Provider can edit the declined order and resubmit it with the correct information without having to create an entirely
new order,

Vaccine Ordering ability to electronically notify the facillty of a rejected order E Yes Providers receive notifications about actions the jurisdiction takes {e.g., approval, decline with reason). This makes it easy to
communicate with Providers quickly and inform them about what they need to do for the order to be approved.

Vaccine Ordering abliity to track the shipping status of orders E Yes The solution seamlessly exchanges data with ¥ TrckS, which facilitates the retrieval of y data, order i and shipment|
data. Information from VTreks Is uploaded in the solution when orders are shipped from the CDC hi or other i
warehouse. To prevent Provider of a shij before the shi is deli d, the solution displays the tracking status,
such as In Transit or Delivered. Users can drill down to view additional shipment detall using a hyperlink displayed with the status.
Clicking the link enables the user to see the actual shipment detail from the carrier.

The solution alse automatically notifies Providers when an order is shipped and includes tracking Information so the Provider can trach
the shipment until received and confirmed.

Vaccine Ordering abliity to verify packing slip information after order is shipped [o] Yes The proposed solution, as part of the acceptance of inventory from VTrckS, will allow verification of the packing slip.

Vaccine Ordering ability to receive electronic notification when order quantity received does not match o Yes The proposed solution provides the ability to issue an automatic notification when the vaccine quantity received does not match the

vaccine order quantlty ordered.

Vaccine Ordering ability to receive electronic notification when vaccine order received is damaged o] Yes [ The proposed solution provides the ability to distribute notifications/alerts to users about their vaccine order,

Vaccine Ordering ability to request shipping label(s} for nonviable vactine subject to return o} Yes The proposed solution allows facilities to request labels and select labe| receipt method {email, mail, or pickup) per CDC requlrements.

Vaccine Ordering ability to search for past vaccine returns within a specified timeframe E Yes |Autharized users can search, fil:er, and view past vaccine returns within a specified time frame, including by status, create date,
approve date, vaccine type and/or user.

Vaccine Ordering abillty to view past vaccine returns within a specified time frame E Yes |Autharized users can search, view, and filter vaccine orders within a specified time frame.

Vaccine Ordering ability to pre-book vaccine orders E Yes Jurisdictional Adminlstrators can set up and provide authorized users the ability to pre-book vaccine orders.

'Vaccine Ordering abifity for jurlsdictional admin to allacate vaccine inventory per user defined E Yes Jurisdictional Administrators can allocate vaczine inventory per user-defined parameters.

parameters

Vaccine Ordering ahility to activate vaccine ordering for all d E Yes The mass vaccination medule provides the ability for autharized users to activate ordering for the or designated facilities.

organizations/facilities during a public health emergency

Vaccine Ordering ability for jurisdictional admin to create order sets E Yes The proposed solution can create vaccine order sets and assign them to facilities.




Function: M

Vaccine Y Return to Cover Page

Vendor response:
Yes, Yes with

Priority: E, O customization®*, No _ Vendar comment(s)
Requirement: The 1S must/should have... {essential, optional) *Comment H Yes with customization: Indicate the anticipated cost and t

imeline for development and release,
abillity fior Jurtsdictional admin to review order E Yes: The Viceine Grdaring workfiow routes orders for urisdiction review and approval

Review/Approve Order [abllity to support a rules-based declsion logic to approve or reject order if above or (o] Yes

The proposed solution can support approval or rejection of an order if it is above or below the recommended order quantity.
below recommended erder quantity

Review/Approve Order |ability for jurisdictional admin to approve order E Yes The Vaccine Ordering Is b

to require appi before vaccines can be ordered.

Review/Approve Order |ability for jurisdictional admin to adjust order E Yes The Vaccine Ordering allows luriscictional Administrators to review and approve vaccine orders hefore the order can be processed. As

part of this process, reviewers can click the pencil icon to edit order information.

Review/Approve Order |abllity for jurisdictional admin to electronically accept VFC vaccine into inventory E Yes The prop solutlon can

y accept shipping reports to populate VFC inventory both manually and automatically.

Review/Approve Order |ability to accept each vaccine product in the IIS after shipment is received E Yes I y data is received via the VTrcks interface and populated in the system.

users can i i see the content of

the shipment, so they know what is arriving. When a shipment is physically recelved, they can compare the information to the original
order and confirm receipt via the solution’s Ul. If the Informatlon received in the shipment differs from what is in the order, there is ar{
option to edit the information {e.g., different lot number). After verifying receipt, the user confirms the shipment, and the information
is added to their inventory.

Vaccine Dose abifity to automatically decrement vaccine doses from inventary when matched E Yes To provide the best user experlence, reduce the need for manual entry, and mitigate the opportunity for mistakes, the salution’s
Decrementing vaccine doses are reported as administered i \2 includes a number of automations, including:

- Automatic decrementing when a vaccine is administered, received, returned, or in the case of wastage

- Automatic adding of vaccine data when the solution receives shipment info from the VTrekS interface

+ Auto-decrementing for vaccine transfers (i.e., Provider A transfers to Provider B) or for instances in which a vaccine Is borrowed or
returned from private stock into public stock

Vaccine Dose ahility to automatically match vaccine doses reported as administered to vaceine E Yes The inventory management component includes a number of ions to facil dose decr
Decrementing doses in Inventory to facilitate dose decrementing
Vaccine Dose ability to automatically decrement vaccine inventory In real-time via HL7 messaging E Yes The inventory management component inc!uées a number of ions to dose decr i gal of the entry
Decrementing hod or interface transfer protocel by which the vaccine administration data is received.
Vacclne Dose ability to automatically decrement vaccine inventory in real-time via Ul data entry E Yes The inventery management component includes a number of to dose decr i of the entry
Decrementing method or interface transfer protacal by which the vaccine administration data is recelved.
Vaccine Inventory ability te reconcile vaccine doses currently in physical storage with vaccine doses E Yes The i Solution prop meets the VFC requi and for dose d Ing. doses in a vial,
| reflected in system inventory vaccine transfars, and lete inventory The illation process is also configurable to accommodate COC

requirements for the frequency of reconciliation. The solution allows authorized users to easlly adjust settings and requirements for
reconcillation for individual or multiple Providers at a time to meet CDC standards.

'Vaccine Inventory ability to document reductions in vaccine inventory due to outgoing vaccine transfers E Yes The Vaccine Dose Decrementing capabilities include the ability to auto-decrement in i
Reconciliation wastage.

of borrowing, , returns, and

Vaccine inventory ability to y di [{ ions in vaccine inventory due to outgeing E Yes The Vaccine Dose Decrementing capabilities include the ability to auto-decrement in instances of borrowing, transfers, returns, and
Reconciliation ivaccine wastage wastage.




Vaccine Inventory
Recontiliation

Function: Manage Vaccine Inventory

Requiremaent: The 115 must/should have
ability to enter current number of vaccine doses on-hand in physical storage

Return to Cover Pajte

Pricrity: £, O
[essantial, optional)

andor response;
Yes, Yes with

customization®, No
*Commant

Vendor comment(s]
I ¥ex with customization: fridicats the anticipated cost snd timeline for developmant and rolnass,
The Vaccine Storage component allows users to view and edit storage (nformation, including the ability to update the number of dose:
on hand in physical storage,

Vaccine Inventory abllity to track and manage doses for vaccines: on hand, administered, wasted, E Yes | The Vaccine Inventary provides prehensive inf 1 about the vaccine inventery, allowin,
Reconciliation expired, ordered, recalled, returned, transferred authorized users to view, track, and manage the inventory. Dose data Is updated via {such as aute- deci ing) or
manually by authorized users through the solutien’s Ul. The flexibility of the Vaccine Inventory Management capability provides
jurlsdictions with a complete picture of vaccines on hand, administered, wasted, expired, recalled, returned, and transferred.
Vacelne Inventory ability to enable removal of recalled |ots from active inventory E Yes The Vaccine inventory is editable by authorized users to allow recalled lots to be inactivated from inventory.
Recanciliation
Vaccine Inventory ability to print a reconciliation worksheet [¢] Yes The proposed solution allows for the printing of a reconcillation worksheet.
Reconciliation
Vaccine Transfers abllity for jurisdictional admin to approve vaccine transfars o es. Authorized users can be I 1§ to RBAC 1o [nitiate VFC vaccine transfers.
Vaccine Transfers ability for jurisdictional admin to Initiate VFC vaccine transfers o} Yes Authorized users can be g g to REAC to initiate VFC vaccine transfers,
Vaccine Transfers ability to accept VFC vaccine transfers ] Yes The proposed solution aliows for the abllity to accept vaccine transfers.
Vaccine Transfers ability for jurisdictional admin to refect vaccine transfers o Yes Authorized users can e configured according to RBAC permissions to reject VFC vaccine transfers.
Vaccine Transfers ability to search and view past vaccine withina ified ti [+] Yes Authorized users can sort and filter vaccine transfers details including transferring and receiving faciities, time frames, acceptance, or
rejections.
Vaccine Transfers ahility for jurisdictional admin to allow for direct vaccine transfer between facilities o Yes The proposed solution allows for the jurisciction to manage through role-based access to allow for direct vaccine transfers amang
without jurisdictional pre-approval, but with jurlsdictional visibility/oversight. facilities. Workflow can be to require Jurisdi pre-app! of or if no pre-appi | is ig , authorized
users have the ability to review transfer activity after the fact at the organization or facility level through mirror access.
Vaccine Wastage ability to manage vaccine wastage A Yes The Vaccine Ty M and A supports of this data. The solution provides autc-
L decrementing In the case of wastage. The Interface with VTrckS includes bidirectional data exchange so that wastage information can
be reported to the CDC.
Vaccine Wastage ability to determine the total cost of wasted vaccine by user-defined parameters E Yes Authorized users can determine the total number of wasted doses by facility, time range, NDC, vaccine, and wastage reason.
Authorized users can view the total number of wasted doses by facility, reason, date, funding program, quantity, cost, and user.
Vaccine Wastage ability for Jurisdictional admin to modify Inventory quantity to reflect wastage E Yes The solution provides auto-decrementing in the case of wastage. Adminlstrators alsa can adjust the inventory through the solution’s
Ul to reflect wasted doses.
Vaccine Wastage ability for jurisdictional admin to assign reasen for inventory wastage E Yes

Authorized users can be managed by the jurisdiction through RBAC to assign reasons for vaccine wastage.




Functlon: Manage Vaccine Inventory

Regquiremant: The IS muit/should have...

Return to Cover Page

Vendor response:
Yes, Yes with

Priority: E, O customization*, No
{essential, optional) *Comment

Vendor comment(s)
Il Yas with customization: indiests the antigipated cost and timeline for development and relasse.

Vaccine Wastage ability to determine the total doses of vaccine wasted by user-defined parameters Authorized users can determine the total number af wasted doses by facility, time range, NDC, vaccine and wastage reason.

|Vaccine Expiration abillty to manage vaccine axpiration E Yes Vaccine Inventory information includas both-;lﬁe vaccine expiration date and how many days until expiration to help jurisdiction with
order coordination and inventory nt. The Gai ion Sofution imp on the current ies for order
processing, reviewing/approving orders, dose decr ihg, inventory r , transfers, wastage, and expiration. This includes!
the abllity to automatically change the vaccine status {active/inactive) based on criteria such as on-hand quantity and expiration date.

Vaccine Expiration ability to alert users to vaccine nearing expiration o Yes The Vaccine Forecasting module highlights users’ vaccines that are nearing expiration.

Vaccine Expiration ability to provide alerts for inventory already explred o] Yes The Vaccine Forecasting module highlights users’ vaccines that have expired.

Vaccine Expiration ability for jurisdictional admin to modify inventary quantity removed from available E Yes Authorized users such as Jurfsdictional Admiristrators can use the Vaccine Inventory Management component’s user-friendly

inventory interface to view and update inventory quantity and other data,




Capability

Functlon: Provide Data Access

Requirement: The IS must/should have...
sbility to generate a report that includes history and forecast

Return to Cover Paje

Priority: E, O
{essential, optional)

Vendor response: Yes, Yes

with customization®, No
*Comment required

[The Active Patient immunization Repart within the Standard Reports tile under the Reports menu meets this requirement.

Vendor commant{s)
W ¥os with customization; Indicate the anticipated cost and timeling far devalopmant and retease.

i Reports ability to generate a data quality report displaying information E Yes |The data analytics and reporting component enabies authorized users to create reports and vit using available data el
on the quality of submitted data [across varlous record types within the solution to asslst in error mitigation.
|Standard Reports ability to generate a report that provides information on E Yes The solution provides a Fite Exchange Dashboard that shows the number of new patients added and updates as well as new
patient and vaccine matching and deduplication administrations.

Standard Reports ability to generate a report that provides infermation on data E Yes The solutien provides a number of reports regarding administration data, patient updates, and HL7 drill-downs for data at rest that are

quality of data at rest exportable in both Excel and PDF,

Standard Reports ahility to generate data quality reports for HL7 submissions E Yes Easy-to-understand visual dashboards are available to show the results of HLZ and other file exchange processing. HL? File Exchange
Analytics dashboards provide visibility for authorized users to view how many transactions processed successfully, how many have
errors, what types of errors are being seen, and more.

Standard Reports ability to generate VFC reports E Yes VFC Reports are avalable within the solution’s data analytic and reparting compenents.

Standard Reports ability to generate a practice-level patient data report for VFC E Yes Authorized users can use ad hoc reports to generate reports about their patient data including immunization, vaccine, and patient-

enrolled sites specific demographlcs.

Standard Reports ability to generate a doses administered report to support E Yes Authorized users can generate a Doses Administered report for authorized users of a facility.

accountability for publicty-purchased vaccine

Standard Reports ability to generate a doses administered report for VFC € Yes Autharized users can generate a Doses Administered report for authorized users of a VFC facility.

enrolled sites

Standard Reports ability to generate VFC provider practice profiles E Yes 'The proposed solution can display a VFC provider profile with demoagraphics and VFC specific identifiers.

Standard Reports E Yes The proposed salution uses data to provide metric dashboards and reports with pertinent information for Immunization
programs. These include vaccine rates, vaccine consumption, ordering system usage, and overall health, The solution’s data analytics
and reporting component can present a variety of visual farmats and complies with federal, State, and local immunization reporting
requirements.

abillty te generate a report showing the total number of select
d each month by facility
|Standard Reports E Yes The Vaccine Dashboard, Vactine Breakup, and Administrations dasht provide vi! of data over a period of time to
iy g and trends.
ability to generate a report displaying a change in vaccine
ation patterns over a selected timeframe
tandard Reports ability to generate duplicate/merge record reports E Yes The solutian provides a vlew of dupli and an ind view of clients needing to be merged. Unmerge functionality can view data
received since the patients were merged.
Istandard Reports abllity to generate reports about IS users E Yes

Authorized users can search for users by facility, name, or email and display name, username, email address, role, status, and last {ogin
date.




Function: Provide Data Access Return to Cover Page

Vendor response: Yes, Yes

Priority: E, O
(essential, optional)

with customization*, No
*Comment required

Vendor comment(s)

Requirement: The 1S must/should have...

H Yes with custombzation: Indicate the anticipated cost and timeling for dovelopment and relesse,

The reparting component provides a number of vaccine-related dashboards that are exportable, including orders by status, orders by
TYpe, inventory running low, Inventory about to expire, and Inventary fikering and sort abilitles.
ability to generate vaccine manﬂnent reports
Standard Reports ability to generate a repart listing/identifying patients who E Yes I The reminder/recall feature allows for an authorized user to create an exportable list of patients who received a recalled vaccine.
received a recalled vaccine
Standard Reports ability to generate a report of patients declining or refusing o Yes The patient comments allow for ingdividual ines to be sel as declining or refusal including start and end times to assist in
determining whether vaccines should be forecasted in the future. The refusal report will allow for an authorized user to generate a list
of patients declining or refusing vaccines.
|Standard Reports ability to generate a report to calculate a facility's average 4] Yes The i Solution prop uses dashboards to allow for exportable data about the facility's average vaccine usage on
vaccine usage administration and ordering.
,Standard Reports ability ta generate VFC accountability reports for managing VFC E Yes Exportable vaccine and i ] ifable to manage vaccine inventaries.
inventories and orders {
Standard Reports E Yes The proposed Solution allows for pinnable dashboards to detail Inventory such as vaccine inventory running low and vaccines about to
expire. The sofution allows for filtering and dynamic search to view vaccine inventory by trade name, NDC, Active, Expiration Date
(within 30 and/ar 60 days and/or expired), inventary on hand min and max, public private funding programs.
ability to vaccine inventory reports
Standard Reports E Yes (Authorized users can view ane or many vaccine inventories and filter to view trade name, NDC, Active, expiration date, inventary on
hand min and max, and funding program.
ability to generate a report that provides/displays infarmation
about current inventory on hand
Standard Reports E Yes The reporting component provides an inventory transaction report by inventory type, quantity, and date.
abllity to generate a report that provides/displays information
about inventory transactions
Standard Reports ability to generate report(s) that display information about ] Yes The proposed solution has robust filtzring to allow for reports on vaccine orders including status {(app , created, d), create
vaccine order history date, approve date, vaccine type, user with each field also easily being sortable.
Reports ability to generate report{s} that display information about E Yes The proposed solution can generate reports about vaccine wastage and returns at both a facility and jurisdictional level.
vaccine wastage and returns
Standard Reports E Yes The solution has rabust filtering to allow for reports on vaccine orders including status {app d, created, sub d) create date,
approve date, vaccine type, user with each field alse easily being sortable.
ability to generate a report that displays the vaccine orders
submitted to VTrckS within a specific timeframe
dard Reports ability to generate a repart providing information about E Yes The solution has robust filtering to allow for reperts on vaccine orders i status (app d, created, create date,
influenza pre-book orders approve date, vaccine type, user with each field also easily being sortable. The soluticn alsc includes a dashboard providing facilities a
view of their all erdered and availabl
Reports ability to query vactine ordering patterns over a selected o Yes The vaccine dashboard provides graphs to show ordering trends over time for specific time intervals or other user-selected timelines.
timeframe to indicate trends
dard Reports ability to generate reports that provide information about ] Yes The proposed solution can generate information about facifity/organization hierarchy.
organizations and facllities




Standard Reports

Function: Provide Data Access

Requirement: The IS must/should have_.
ability for jurisdictional admin to generate report that iists
immunizing facilities

Return to Cover Page

Priority: E, O
(essential, optional)

Vandor response: Yes, Yes

with customization*, No
*Comment required

Vendor comment(s)
M Yoz with custamization; Indicate the apticipstad cost and timsline for duevelopmant and relsase,
Authorized users can generate a report of facilities that are notated as immunization facilities.

Reports

dashboards or similar means

Standard Reports ability for jurisdictional admin te generate a report that 0 Yes Auth d di | A can filter, sort, and view enrollment status of one or many facilities using the facility explorer.
provides information on i/facility ll

Standard Reports ablity for jurisdictional admin ta access utilization of o Yes [The reparting component ¢an be used to configure report/usage statlstics and reporting. Gainwell has incorporated this functionality
report/usage statistlcs into the core Immunization Solution product.

Standard Reports abllity to generate reports that provide information about E Yes horized users can histery for school pl based an jurisdiction requirements.

and thelr historjes for school

compliance

Standard Reports ability to generate report of student exemptions by type E Yes The school reporting component can be used to configure compliancy reports to support school and childcare reporting per jurisdictional
(medical, religious) requirements. Gainwell has incorporated this functionality into the core Immunization Solution.

Standard Reports ability to generate a record of students' immunizations for E Yes Authorized users can generate an immunization histary for schaol compli based on ji requirements.
schoo! purposes

Standard Reports abllity to generate exclusion letters stating which vaccine(s) a E Yes The school reporting component can be used to conflgure compliancy reports to support school and childeare reporting per jurisdictional
student needs to come into compliance with requirements and requirements. Gainwell has incorporated this functionality into the core Immunization Solution.
be permitted to attend school

Standard Reports ability to reports for individual duringa E Yes Authorized users can eports of In d during a mass avent.
mass vaccination event

Standard Reports abllity to generate dases administered reports for priority E Yes Authorized users can generate a report of doses administered to patients belonging to a priority group as defined by the jurisdiction.
groups during a public health emergency

IStandard Reports ability to generate a report that provides information about the E Yes The proposed solution can display the facilities and their active status.
status of the system in terms of total entities

Hoc Queries & abllity to generate querles and reports based on user-defined E Yes [The proposed solution can generate reports using user-defined criteria for custom reporting.

Reports parameters

|Ad Hoc Queries & ability to schedule an ad hoc query to run on a predetermined E Yes Reports can be scheduled to run on a specified cadence determined by the users.

Reports interval (i.e., daily, weekly, monthly, quarterly or annual basis)

Ad Hoc Queries & ability to generate reports with a user-defined report format E Yes Reports can be exported in multiple formats including €SV, XLSX, and PDF.

Reports

Ad Hoc Queries & ability to generate reports across geographic hierarchy levels E Yes Authorized users can generate reports across hierarchy levels.

Reports

Ad Hoc Queries & ability to generate data to inform the public via website E Yes Data can be exported and configured to generate data for public dashboards.




Function: Provide Data Access Return to Cover Page

Vendor response: Yes, Yes

Priority: €, O with customization*®, No Vendor comment(s)
Requirement: The 115 must/should have. [essential, optional) * Comment réquired M Yeq with customination: Indicate the anticipatad cost and timaline for developmant and relesss.
IAd Hoc Queries & ability to store saved report templates Authiorized users can save an ad hoc query and queries can be configured per jurisdictional policies based on retention policies.
|Reports
IAd Hoc Queries & ability to modify saved report templates E Yes The Solution has the ability to save an ad kot query and can be configured per jurisdictional policies based on retention policies.
Reports
\Ad Hoc Queries & ability to inactivate (archive) saved report templates E Yes [The Solution has the ability to save an ad hoc query and can be configured per Jurisdictional palicies based on retention palicies.
|Reports
/Ad Hoc Queries & E Yes |Authorized users can modHy a query.
Reports
ability to modify a query
/Ad Hoc Queries & E Yes |Authorized users can delete a query.
Reports
ability to delete a query
)Ad Hoc Queries & ability to save an ad hoc query E Yes The solution can save an ad hoc query and can be configured per jurisdictional policies based on retention policies.
Reports
IAd Hoc Queries & ability to create a map using geocodes for statistical reporting 4] Yes The propesed Solution leverages the Federal Information Processing System (FIPS) codes for State and Countles. The FIPS codes are
Reports uniquely identified geographic areas. The solution produces a number of graph and map options at the State and County Level. The
solution also leverages Smarty to store longltude and latitude which wauld allow for additional mapping of geographic regions as
needed for reporting. The solution has the data visualization capability to produce a geographical map by county/region.
Print/Export Reports  [ability to export (IS data for use in other systems E Yes The i lution proposed provides a user-friendly Interface that assigns end users the appropriate role to export and print
designated documents and reports.
Print/Export Reports  |ability to export data in user-defined formats E Yes Daita can be exported in formats including CSV, XLSX, and POF.
Print/Export Reports  |ability to export aggregate level de-identified data E Yes IThe solution uses Privacy Protecting Record Linkage (PPAL) to share requested aggregate-level data with authorized entities.
Print/Export Reports  [ability to export record level de-identified data E Yes The solution uses Privacy Protecting Record Linkage (PPRL) to share aggregate-level data with authorized entities.
[Print/Export Reports  |ability to print reports E Yes The salution can print and export reports.
|Consumer Access ability for authorized to access | IIS data per E Yes Authorized consumers can print and export their personal and/or family ion records and fi through Docket.
jurisdictional policy
Consumer Access ability for authorized consumer to print forecast o Yes |Authorized consumers can print and export their parsenal and/or family i records and fi thraugh Docket.




Function: Provide Data Access

Return to Cover Page

Vendor response: Yes, Yas

Priority: E, O with customization®, No Vendor commaent{s)
Requirement: The IS must/should have... |essential, optional) *Commen required M Yes with customization; Indicate the anticipated cost =nd timeling far development and relesse,
[Consumer Access ability for authorized consumer to print patient immunization Authorized consumers can print and export their personal and/for famity i records and f through Docket.
record
IConsumer Access ability for authorized consumer te print an cofficial E Yes Authorized consumers can print and export their personal and/or family i ion records and fi through Docket.
immunization history
IConsumer Access ability for authorized consumer to retrieve a verifiable digital E Yes Authorized consumers can print and export their personal and/or family il i records and fi through Docket.
accine credential without assistance from HS or immunization
program staff
iConsumer Access ahitity for authorized consumer to view immunization forecast E Yes /Authorized consumers can print and export their personal and/or family immunization records and forecasts through Docket.
Consumer Access ability for authorized consumer to view patient information E Yes Authorized consumers can print and export their personal and/or family immunization records and farecasts through Docket.
IConsumer Access ability for authorized consumer to view patient immunization E Yes |Authorized consumers can print and export their personal and/or family il i records and fi through Docket.
record
|Consumer Access ability for patient/patient representative to opt in for [0} Yes The solution allows the patient/patient representative, through HL7, to optinto being Included and receiving reminder recalls. The
reminder/recall notifications provider can also indlcate a reminder/recall within the UI.
IConsumer Access ability for patient/patient representative to opt out of [o] Yes The solution allows the patient/patient representative, through HL7, to opt aut of being included and receiving reminder recalls. The
reminder/recall notifications provider can also indicate a reminder/recall within the UI.




Attribute
Performance

Non-functionat

Sub chmmm:
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Requirement: The 5 must/should...
support a responsive user interface

Priority: E, O
(essential, optional)

Vendor response: Yes, Yes

with customization*, Na
*Comment required

Vendor comment{s)
If Yes with customization: Indicats the anticipated cost and timelina-for development and relesse.
rnspwxﬁm;ess are at the forefront of Gainweil's user design. The Ul is built for ease of use and

d specific user rotes and functions. Galnwell's corporate User Interface and User Experience
IUFIUI(J design team mmmnﬁvda for web- based soll that maxil y and provide a simple, easy experience.
These mmm E lrndml\uﬂ Interface (UI) that features adaptive web design so users can use different devices to connect
with critical immunization informatlon. We alse offer a solution design that supports access by internet b
Edge, Chrome, Firefox, and Safarl. It also provides responsive web design to allow rendering and user access through mobile devl:es
such as smartphones.

il

cady

Performance [Time Behavior suppart application launch, i.e. time between user Initiation E Yes The Solution prop! is d d to perform in accordance with State and Industry performance standards and aflow
and application start, in less than 10 seconds appileation launch to occur within the mutually agreed performance time period of less than 8 seconds.
Performance |Time Behavior support respnnse to a user navigatlon action (e.g., mouse E Yes The proposed sol s d to perform In d with State and industry performance standards and allow navigation via
] 3 g 1} in less than 1 second the user interface within the mutually agreed performance time period.
Performance |Time Behavior suppaort response to process submitted informatlon via E Yes The proposed solution Is des.gn&d to perform in accordance with State and industry performance standards and allow data entry
direct data entry in less than 4 seconds within the mutually agreed performance time period.
Performance |Time Behavior support generation of a standard, pre-configured report in £ Yes Small reports are generated near-real time In the Ul (i.e., cohort) large reports we kick off in the background so the user can use the
less than 30 seconds system and return to the repart once complete,
Performance |Time Behavior support responsive data exchange system interfaces E Yes The proposed solution is designed to gerfarm in aocordance with State and Industry performance standards for HL7 messaging. The
lution also provides near-real-time dashboards displaying system ¢ times of VXUs and QBPs.
Performance |Time Behavior support electronic response to a submitted HL7 message in E Yes 's solution supports dated th usage, and capacity while pr g speeds in with
seconds or less, 95% of the time jurisdiction perfarmance standards.
Performance |Capacity support up to 1000 concurrent users of the user interface £ Yes Gainwell's solution will suppott mandated throughput, usage, and capacity while maintaining pracessing speeds in accordance with
without performance degradation DOH performance standards.
Performance |Capacity support multiple users viewing the same data at the same E Yes Gainwell's solution supparts lated usage, and y while pr g speeds in e with
time performance standards.
Performance |Capacity support users using the same function at the same time E Yes li's solutfon supports fated throughput, usage, and capacity while p ing speeds in accordance with
without degrading IS performance performance standards.
Performance |Resource |support resource-intensive tasks without degrading IS E Yes 's solut pports mandated throughput, usage, and capacity while pr g speeds In accord; with
Litilizat! perf performance standards.
Performance |Resource support user queries via the user interface without E Yes 's solution supports dated throughput, usage, and capacity while maintaining pracessing speeds in accordance with
Utllization degrading IIS performance performance standards.
Performance e support generation of ad hoc reports without degrading IIS E Yes II's soluticin supports d th hput, usage, and capacity while ing pri speeds In ] with
Utilization performance

performance standards.
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Vendor response: Yes, Yes

Priority: E, O with customization*, No Vendor comment(s)
Attribute  Sub Characteristic Requlrement: The IS must/should... {essential, optional) *Comment required If Yes with customization: Indicate the anticipsted cost and timeline for development and release.

Performance [Resource support data extracts without degrading I1S performance i 's solution supparts ghput, usage, and capacity while pr ing speeds in rce with
Utilization performance standards.
Performance |Capacity support efficlent processing of HL7 messages without E Yes Galnwell's suluﬁ_ﬁi\ supports mandated throughput, usage, and capacity while malntaining processing speeds in accordance with
performance d Jatlon, as per | | capacity performance standards.
needs

Performance |Capacity support processing of of HL7 VXU messages per E Yes Gainwell's solution supports mandated throughput, usage, and pacity while p ing speeds in accordance with

without performance degradation performance standards.

Performance |Capacity support processing of of HL7 QBP messages per E Yes i I's sol supports d throughput, usage, and capacity while g p! ing speeds (n accordance with

without performance degradation performance standards.

|Performance |Capacity support permanent storage of records as per jurisdictional E Yes \Galnwell will comiply with State recard retention policles.

Performance |Capacity support storage of unlimited number of organization E Yes Yes, this system has no limit on the number of records; additional storage may apply at extra cost if sizes expand beyond the expected

records amount.

Performance |Capacity support storage of unlimited number of user records E Yes Yes, this system has no limit on the number of records; additional storage may apply at extra cost if sizes expand beyond the expected
amount.

Performance |Capacity support storage of unlimited number of patient records E Yes Yes, this system has no limit on the number of records; additional storage may apply at extra cost if sizes expand beyond the expected
amount.

Performance |Capacity support storage of unlimited number of patient E Yes Yes, this system has no limit on the number of records; additional storage may apply at extra cost if sizes expand beyond the expected

immunization records amount.

Usahllity Accessibilty E Yes The Gainwell UI/UX Team's standard and centralized processes that will be applied for Gainwell’s Inmunization Solution include
ADA/508/Web Content Accessibility Guidelines (WCAG) oversight and testing to maximize accessibility as well as mobile compatibility
testing.

Usabllity Operability suppart best practices far web application session E Yes The proposed solution supports best practices per the OWASP Web Security Testing guide.

management (e.g., cookies, cache) as recommended by the

|Open Web Application Security Project (OWASP)
Usability Operability ability to execute Boolean searches E Yes The search capability considers multiple fields for finding patients {Firstname, Lastname).
Usability Operability ability to execute a wildcard searches E Yes The proposed solution allows for wildcard searches such as partial name search.
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Requirement: The IIS must/should...

Priority: £, 0
{essential, optional)

Vendor response: Yes, Yes

with customization®, No
*Comment required

Vendor comment(s)
1 Yes with custamization: indicate the anticipated cost and timeline for development and release.

User error The prapased solution s deslgned to be easy to use and ive. As deseribed p ly, G: Il applies carp UI/UX best
protection practices to deliver the best possible user P and mil abrasion. Data entry through the Ul is designed to be quick and
easy. To prevent subml: of er or lete inf we apply and configurable rules-based edits. For
I Inwell will work with the jurlsdiction to determine the definition of “completeness” {required data elements) for a given
record to canfigure business rules governing valldation. Once these are configured, we employ rules-based valldation and accept or
reject records accordingly.
Error messages are likewise simplified in the new sclution. For example, In many legacy solutions, error messages are not table-driven
and require a developer to make cade changes to update error messages. In the solutlon, we fallow a table- driven and configurable
|approach, enabling ultimate flexibility in updating message content to meet jurisdiction needs. This is just one example of how we
improve the bility of Gainwell's |
Error messages are prominently displayed at the top of the screen so users can quickly pinpoint the error and make the necessary
correction. Messages displayed to users are configurable.
Usabllity User error asslst in entering data correctly via pick-lists, drop-down E Yes The proposed solution incorporates fearures designed to make it easler for users to complete thelr tasks. These include the ability to
protection boxes, or other easy-to-use options such as predictive text select dates from calendars, use drop-downs and picklists, and other user-friendly options.
Usability User error |indicate required fields for data entry E Yes Required fields are noted as such on the solution’s data entry screens. An asterisk next to a field indicates that data is required. If a
protection user attempts to save or submit data without completing the required informatien, the solution prominently displays an error
message.
Usability User error ability to provide alert when required fields are left blank E Yes As described above, if a user attempts to save ar submit data without completing required information {denoted via an asterisk next
protection to the field), the solution prominently displays an error message.
Usability User error support cross-fleld checks to ensure accuracy of E Yes To prevent sub of er arir Information, we apply standard and configurable rules-based edits. These
protection informatlon where dependencies exist (e.g., warning that a configurable business rules include, for example, required data, age- or date-constrained data, data format (e.g., text or numeric), and
child patient may be receiving an adult vaccine) other criterla.
Usability User error support spell check functlonality with medical terminology o Yes The proposed Solution provides spell check capability incor g medical ter for editing of free-text fields. Gainwell has
protection for all free text flelds incorporated this functionality into the core Immunization Salution product.
Usability User error E Yes The user interface provides important messages to users to help them perform their tasks. Messages include but are not limited to
protection banner messages, alerts/warnings, and errors. The solution supports Americans with Disabilities Act (ADA)-compliant pop-ups. Pop-
ups increase ease of use, as solution users can update data using wizard-like screen pop-ups and menus. For example, when a Provider
is adding or updating patient Information, a pop-up notifies or warns the user and/or allows the Provider to update specific portions of
the information in a quick and easy farmat. This includes error messaging, described above, as well as warning messages.
support differentiation between warning messages {rework
is recommended prior to entry being continued) and error
ages (error must be fixed prior to g)
Usabllity User interface |support alerts related to user interface response time o Yes The proposed Selution supports monitoring of page response time and provides alerts on respensiveness.
Usability User interface support user feedback with a simple indicator for response o Yes The proposed solution provides a progress indi if inf is not provided back immediateh
times between 2-4 seconds
U—sabilitv User interface support user feedback with exp | time and [¢] Yes The proposed Solution supports user feedback of d time to leti
percent-done Indlcator for response times greater than 4
seconds
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Vendor response: Yes, Yes

Priority: €, O with customization*, No Vendor comment(z)
Suhb Characteristic Requirement: The 15 must/should... (essential, optional) *Commant regulred If Yes with customization: Indicite the anticipatad cost and timefine for development and releaze.
Usability User Interface support users in stopping an op d to take The proposed solution allows for a pause and restart of jobs at the user's discretion.
longer than 10 seconds

Usability User interface support users in performing other tasks while walting for [s] Yes The proposed solution allows for repart generation to be independent to allow for other tasks to be performed.
the system to complete tasks expected ta take longer than
10 seconds

Reliability Avallabitity support avallability of the system as per jurisdictional needs 3 Yoz The proposed solution infr; Is designed to conform te jurisdiction and Industry performance standards.

Reliability Avallability support access ta the web application of the time E Yes Gainwell's Saa$ solution supports 99.9% avallability. The solution crosses two AWS Availability Zones (AZ) for maximum availability.

Reliability Avallability support p g of and resp to HL? ges 99.9% E Yes Gainwell's Saa$ solution supports 98.9% availability. The solutlon crosses two AWS Avallability Zones {AZ) for maximum avallability.

of the time

Reliability R hility ability to backup the IS data as per Jurisdictional pollcy E Yes Galnwell's Saa5 solution uses AWS Backup, which adheres to the jurisdiction's backup policy.

Reliability Recoverability support redundancy of the IIS as per jurlsdictional recovery E Yes Gainwell's Saa$ solution supports 99.9% availability. We have configured the solutian to cross multiple AZs te pravide the required

plan redundancy.

Reliability Recoverabllity support real-time failover E Yes Gainwell's 53a$ solution supports 99.9% availability. We have i the solution to cross multiple AZs to provide the required
redundancy.

Reliability Recoverability support the recovery of backed up data as needed E Yes Backup and red p and pi dures wlill be di d b |l and the jurlsdiction.

Reliabllity Recoverabllity support the restoration of IIS data after an outage or loss £ Yes inwell's Saa$ solution uses an team that restores data as needed from the AWS Backup that is taken on a scheduled
basis.

Reliabllity Fault tolerance |support the efficient roll back of software changes as I E Yes |I's Saa$ solution uses an team that restores data as needed from the AWS Backup that Is taken on a scheduled

needed basis.

Security Non-repudiation  |support audit logs for security purposes E Yes The proposed sol p les comprehensive audit logging for system events (e.g., data access, data updates). Audit logging also
occurs in the solution ttself. Gainwett's backup and recovery processes include auditing logging at both the system level and the
product level. Log files, audit trails, and logs of system access requests will be d In pliance with jurisdi and CDC IS
Functional Specifications.

|l supports preh audit logging In alignment with the Gainwell Access Contral Standard (1SPS-002), Logging and
Monitoring Standard, and the Gainwell Information Security Policy.
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Requirement: The 15 must/should...
abllity to electronically notify the system adminlstrator of
unauthorized activity

(essential, optional}

Vendor response: Yes, Yes

with customization*, No
*Comment required

Vendor comment(s)
I Yes with customnltation: Indicate the anticipatad cost and timelina for development and release.

We harness the power of cutting-edge Identity and Access Management {lAM) tools to confirm the solution meets or exceeds the
stringent security standards defined. The solution protects sensitive data, prevents unauthorized access, and maintains the system’s
integrity throughout Its life cycle. The 1AM tools and security policies work in harmony to enforce appropriate controls across varlous
areas, including appl ks, pt infrastructure, and end. security for p The Integrity of
the system and program functionality minimizes the risk of unauthorized access or promise. The solution provides the ability for
automatic notifications to the administrator when unauthorized activity is detected.

results

Security Authenticity ability to track all attempted accesses that fall E Yes The proposed solution pravides the abiiity to track access attempts, whether failed or successful, at the application level,
identification, authentication and authorization
requirements
Security Authenticity abllity to track all accesses that successfully comply with E Yes The proposed solution provides the ability to track access attempts, whether failed or successful, at the application level.
identification, authentication and authorization
requirements
Security Non-repudiation  [ability to maintain audit logs for specified time per E Yes The propased solution captures and maintains system audit logs per jurisdictional policy for security analysis.
jurisdictional palicy
Audit log retentlon periads are canfigurable to meet jurisdictional policy requirements and are managed In accordance with
documented records retention schedules and security governance controls. Logs are retained for the specified timeframe, protected
from unauthorized modification or deletion, and remain accessible for audit, i ), and li purposes with
established retention and security standards.
Security Non-repudiation  |ability for jurisdictional admin to search audit log by E Yes The read-only database will allow for authorized users to search audit log files by function performed.
function performed
|Security Non-repudiation  |ability for jurisdictional admin to search audit log by date € Yes The read-only database will allow for d users to search audit log files by date and time period.
and time period
Security Non-repudiation  |ability for jurisdictional admin to search audit log by date € Yes The read-only database will allow for authorized users to search audit log files by date range.
range
Security Non-repudiation  |ability for jurisdictionat admin to search audit log by user E Yes The read only database will allow for authorized users to search audit log files by user-defined parameters.
defined parameters
Security Non-repudiation  [ability for jurisdictional admin to search audit log by patient E Yes The read-only database wlll allow for authorized users to search and filter audit log files by patient identifiers.
Identifiers
Securlty Non-r | ability for jurisdi admin to filter audit log search by (o) Yes The read-only database will allow for authorized users to filter audit log files by multiple user-defined parameters.
user defined parameters
Security Non-repudiation  [abllity for jurisdictional admin to sort audit log search [v] Yes

The read-only datahase will allow for authorized users ta sort and filter audit log files.
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Vendor response: Yes, Yes

Priority: E, O with customization®, No

Vendor comment(s)
Attribute  Sub Characteristic Requirement: The IIS must/should... {essential, optional) *Comment required If Yes with customization: Indicate the anticipatad cost and timeling for developmant and releass.
? dit data related ta user access/viewing of patient The proposed solution maintains 3 log of changes to the system data, storing data inciuding date, time, and the solution user or site
records in the system taking the actien, when individual-level data In an Immunization solution record is created, viewed, or modified.
Security Integrity store date of user access to a patient record E Yes The proposed soluti intains a log of ch to the system data, storing data including date, time, and the solution user or site
taking the action, when individual-leve! data in an Immunization solution record is created, viewed, or modified.
Security Integrity store time of user access to a patient record E Yes The proposed soluti a log of changes ta the system data, storing data including date, time, and the solution user or site
taking the action, when Individual-level data In an Immunization solution record is created, viewed, or modified.
Security Integrity store user ID of user access to a patient record E Yes The proposed solution maintains a log of changes to the system data, storing data Including date, time, and the solution user or site
taking the action, when indlvidual-level data in an Immunization solution record is created, viewed, or modified.
|Security Non-repudiation | |store audit data related to data changes in the system E Yes The proposed solution mairtains a log of changes ta the system data, storing data Including date, time, and the solution user or site
taking the action, when individual-tevel data in an Immunization solution record is created, viewed, or modified.
Security Non-repudiation  [store 'date received' for data modified in the system E Yes The proposed sol ins a log of ch to the system data, storing data including date, time, and the solution user or site
taking the action, when individual-level data in an Immunization solution record is created, viewed, or modified.
Security Non-repudiation  [store 'time received' for data modified in the system E Yes The proposed solution mai a log of ch to the system data, storing data including date, time, and the solution user or site
taking the action, when individuat-level data in an immunization solution record Is created, viewed, or modifled.
Security Non-repudiation  |store ‘date updated’ for data modified in the system E Yes The proposed solution mai alog of ch to the system data, storing data including date, time, and the solution user or site
taking the action, when Indlvidual-level data in an Immunization solution record is created, viewed, or modified.
Security Non-repudiation  [store ‘time updated' for data madified in the system E Yes The proposed solution maintains a log of changes to the system data, storing data including date, time, and the solution user ar site
taking the action, when Individual-level data in an Immunization solution record is created, viewed, or modified.
Security Non-repudiation  [store user assoclated with data modified in the system E Yes The p d soluti i a log of changes to the system data, storing data including date, time, and the solution user or site
taking the action, when individual-level data in an Immunization selution record is created, viewed, or modified.
Security Integrity automatically enforce session timeout for a user when idle E Yes The propased Solution forces a session timeout at 30 with a | inder that the sesslon is expiring. This is
period is reached configurable for the Jurisdictional Administrator on what the allowable timeout session is.
Security Integrity ability for automatic session timeout to be customized per [+] Yes The proposed solution has a default 30-minute session timeout but allows for the Jurisd| to configure to meet jur
Jurisdictional policy policies.
Security Integrity ability to natify the user the session will expire [+] Yes The proposed solution has a default reminder that the user sesslon wilt expire in 45 ds and displays the d
Security Confidentlality support masking of passwords as they are typed or entered E Yes The proposed Solution supports a password eyeglass that masks the password and but also allows for easy view.
into the user interface
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Vendor response; Yes, Yes

Priority: E, O with customization®, No Vendor comment(s}

Attribute  Sub Characteristic Requirement: The 15 must/should... (essential, optional} *Commant required I Yes with eustorization: Indicate the anticipated cost and fimeline for devalopmant and release,
E ability for system administrator to terminate user ¥ | The: preiposed solution allows for suthorized users 1o terminate user connections.
connections
Security Canfidentlality Safeguard efectronic personally identiflable Information by E Yes Data is encrypted In transport and at rest.

implementing the appropriate technical best practices

Security Confidentiality zbility to encrypt personally identifiable information at rest E Yes The solution provides encryption in transit with Transport Layer Security (TLS) across services.

Security Confidentiality ability to decrypt personally identifiable information at rest E Yes |Gainwell's Saas solution uses AWS Key Management Service (AWS KMS) to encrypt data at rest. Galnwell creates a unique key so only
Gainwell can decrypt the information,

Security Confidentiality ability to encrypt personally Identifiable information during E Yes The solution provides automatic encryption of traffic on the AWS global and regianal networks between AWS secured facilities.
transmission

Confidentiality ability to decrypt personally Identifiable infarmation during E Yes The proposed solution uses HTTPS to secure PIl during transmission. i
Security Integrity ability to maintain firewalls per A{RA's Security Guidance | E Yes Gainwell maintsins network security controls, Including firewalls, in alignment with the Gainwell information Security Palicy, Network
Considerations for | information S Security Standards, and applicable public health security guldance such as AIRA’s Security Guidance Consid for
document information Systems Firewalls are implemented at network perimeters and between security zones to restrict Inbound and outbound
traffic based on defined security rules, least privilege principles, and approved ication pathways, Firewall g are
documented, subject to formal change periodically reviewed for rule optimi: and d through lized
logging and intrusion detection processes ta confirm | with regulatory, ¢ |, and blished security governance
standards.
Security Integrity ability to maintain firewalls for protection of the hosting E Yes Galnwell maintains firewalls 10 protect the hosting network in alignment with the Galnwell Information Security Policy and Network

network Security 1 Network are deployed at system perimeters and between security zones to control inbound and
outbound traffic based on defined security rules, least privilege principtes, and approved communication paths. Firewall configurations
are documented, managed through formal change control processes, and subject to periodic rule review to confirm appropriate
segmentation and traffic restriction. Firewall activity is logged and monitored through centralized securlty oversight processes to
support threat di ion, incident and I with blished security governance standards.

Security Integrity abllity to maintain firewalls for protection of the hosting E Yes inwell fi lls for p

of the hosting environment in alignment with the Gainwell Information Security Policy and
enviranment

Network Security Standards, Firewalls and network security controls are implemented at the perimeter and between segmented

y zones within the hosting environment to restrict traffic based on approved communication paths and least privilege principles.
Firewall configurations are documented, managed through formal change control processes, periodically revi , and i |
through centralized logging and intruslon detection mechanisms to protect the confidentiality, integrity, and availability of hosted
systems and data in accordance with established security governance standards.
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Vendor response: Yes, Yes

Priority: E, O with customization*, No Vendor comment(s)
Attribute  Sub Characteristic Requirement: The IS must/should... {essential, optional) *Comment required 11 Yo with customlzstion: Indicate the anticipated cost and timeline for developmant and refeaszs,
ity to electronically notify the system admin of Galnwell suppons automated security event monitaring and alerting In alignment with the Gainwell Logging and Monitoring Standard
unauthorized activity and the Galnwell information Security Policy. The system generates electronic notifications to designated system administrators when
unauthorized or suspicious activity is detected, Including failed authentication attempts, privilege escalation attempts, policy
! or lous access beh . Alerts are conf| le based on defined security thresholds, are integrated with centralized
|monitoring processes, and support timely investigation and response In accordance with established incident response and security
governance standards.
Securlty |Integrity abliity to support anti-virus protection at current critical E Yes Galnwell supperts antl-virus and endpaint protection controls within the hosting environment in alignment with the Gainwell
patch levels in the hosting enviranment Information Security Policy, Endpoint Protection Standards, and Threat and Vulnerability Management standards. Anti-malware
solutions are deployed across applicable hosting Infrastructure and are maintained at current critical patch and signature levels
through d update h and lized Security agents and defi files are regularly updated,
monitored, and validated to confirm protection against known threats, and related events are logged and reviewed as part of
security monitoring and governance processes.
A inabillt lyzability support event logging £ Yes The d solistion supports -level event logging.
Y
Mail bilit{Analyzability abllity for system admin to enable event logging on all o] Yes This is included in the Application-Static F: the system ad ator can enable this.
servers
bilit{Analyzabil ability for system admin to enable event logging on all [+] Yes This Is included in the A -Static Functionality; the system ad ator can enable this.
devices
N I lyzability ability for system admin to disable event logging on all [¢] Yes This is included in the Appli Static Functionality; the system ad| ator can enable this.
devices
Mai bilit{Analyzability ability for system admin to limit access to event logs, 0 Yes This is Included in the Application-Static F the system ad ator can limit access to event logs, etc.
including System, Application, Web and Database logs
Portability  |Adaptability suppart use of web browsers per jurisdictional policy € Yes The proposed Solution is designed for use in a web browser. In add| we developed the Solution using R Weh Design so
that users can access the Soll through a browser bled device, i ting laptops, tablets, and smartphones.
Portability  |Adaptability support use of current version of web browsers E Yes The proposed solution Is designed for use In a web browser. In addition, we developed the using R Web Design so
users can access the solution through a b bled device, including laptops, tablets, and smartphones.
Portability  |Adaptability support use of last prior version of web browsers E Yes The proposed solution is designed for use in a web browser. In addition, we developed the solution using Respansive Web Design so
users can access the solution thraugh a br bled device, including laptops, tablets, and smartphones.
Portability  |Adaptability support a responsive design that renders properly on E Yes The proposed solution Is designed for use in a web browser. In addi we developed the sol, using R ive Web Design so
multiple devices users can access the sol through a by bled device, including taptops, tablets, and smartphones.
Portability  |Adaptability support web client use on a desktop E Yes The proposed solution is designed for use In a web browser. In addition, we developed the solution using Responsive Web Design so
users can access the sol through a b bled device, Including laptops, tablets, and smartphones.
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Vendor response: Yes, Yes

Priority: E, O with customization*, No Vendor comment{s}

Sub Characteristic Reguirement: The IS must/should... (essential, optional} *Comment required I Yes with customization: Indicate the anticipated cost and timaline for developmant and release.

Portability  |Adaptability support web client use on a faptop The proposed solution is designed for use In a web browser. In addition, we developed the solution using Responsive Web Design so
users can access the solutlon through 2 browser bled device, including laptops, tablets, and smartphones.

Portability  |Adaptability support web client use on a tablet E Yes The proposed solution is designed for use in a web browser. In addition, we developed the solution using Responsive Web Design so
users can access the salution through a bri bled device, including laptops, tablets, and smartphones.

Portability Adaptability support web client use on a smartphone E Yes The proposed solution is designed for use in a web browser. In addition, we developed the solution using R ive Web Design so
users can access the solution through a b bled device, including laptops, tablets, and smartphones.

[Portabllity llability |be ized {e.g., Docker or Kubernetes) to support | E Yes - |The proposed sclution supports containerization {e.8., Docker or Kubernetes); however, the Gainwell (mmunization Solution is already

easy Installation and system updates designed to be easily and rapidly deployed and provide scalability.

Portability ity be inerized for cloud based environments o Yes The proposed solution supports Inerization {e.g., Docker or Kubernetes); h , the ion Solution is already

designed to be easily and rapldly deployed and provide scalabllity.
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Terms and deflnitions used within requirements, Note: For definitions of general terms related to immunizations, see the CDC Vaccines and Immunizations Glassary
For definitions of general terms related to |IS, see the AIRA MIROW Common Vocabulary resources,

Term
Admin

Associate {verb)
Atrest

Audit log

Authorization agreement

Authorized consumer
Authorized user
Automatically
Capture

Cliniclan

Cohort

Contalnerization

Delete

During transmission
Edit

Electronic notification
Electronlc response
Enroll

Event log

Facllity

Immunization Information
System {IIS)

Inactivate

Interface (noun)

Interface {verb)

Interoperate

lurisdictional admin
Jurisdictional vaccine program
admin

Manage

Notification

Refers to a jur admin and or i admin.

a entitfes.

with "link."
Used to refer to data in storage within the IiS.

Also referred to as an audit trall. Used to refer to the tracking of information about system activity and changes, used for security purposes.

Formal or legal agreement by an
data use agreements, user agreements),

and/or using Immunization data and the jurisdiction that outlines terms for participating in the IS per jurisdictional policy {e.g.,

A cansumer authorized to access IS records such as their personal vaccination records or those for individuals for whom they are guardians/care-takers.
Individual authorized to access the system based on their role and affiliation with an lI5-authorized organization.
Ability for the system to take action without manual intervention.

Ability to enter data via user.interface {Ul) or data exch Interface for i di

usage. Does not necessarily imply storage.
A clinician or health care professional who orders and/or administers vaccines {e.g., vaccine ordering provider, vaccine administering provider).

A group of patients of particular interest to an organization and/or facility (e.g., a group of health plan b

a group of group of ind| with the same age).

C izatlon an

along with all Its necessary configuration flles, librarles, and dependencies, ensuring It runs efficlently and without bugs across various computing
environments.

Process by which data are removed from the IIS system, including removal from data table(s]. Synanymous with "purge.”

Used to refer to data being transmitted or actively moved from one location to another.

Global term to reflect ability to modify, update, and change data. For a particular field, this also includes the ability to delete field-level data that is no longer accurate.
Communication/message sent to a user without manual Intervention.

The IiS returns a final resolution, or outcome, of processing the HL7 message with a conformant HL? {Health Level Seven) message.

Process by which an erganization or a facillty Is authorized to participate in an IIS and/or In a jurisdictional Vaccines for Children (VFC} program, per jurisdictional poticy.
Tracking (i.e., storing) information about system activity and changes, used for IT support and maintenance,

Asub

| unit for or)

with multiple I May also be for "or for

with one location. May be synonymous with "site” and “clinic.”

Refers to the application, data and staff that record all immunization doses administered by participating providers to individuals within a given geopolitical area, The application may be a single,
comprehensive system or an integrated system of component modules.

To make Inoperable.

Connection between two or more systems for transmission of data.

Act of securely exchanging data to facilitate data use.

Data are transmitted from one system to be consumed by another.

Jurisdictional IIS staff authorized ta enter and modify information in the 1IS.

Jur vacclne program staff autt

to enter and modify VFC- and vaccine program-related Information In the IS,

Global term used to refer to the ability to add, edit, or otherwise modify information.
A push communication to an authorized user.
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Terms and definitions used within requirements. Note: For definitions of general terms related to immunizations, see the CDC Vaccines and Immunizations Glossary

ions of general te

115, see the AIRA MIRO bula

Order set _

Organization

Organizational admin

Patient

Personally identifiable
information (PHI}

Process

Provider

Provider organlzation

Query

Recall
Re-enroll
Reminder
Report

Store

System admin
System alert
Track

User

User agreement

User-defined parameter

Vaccines for Children (VFC)

provider organization

Vaccine program

A standardized group of supply items that can ordered at one time that create efficiencies in the ordering pracess.

An entity that may provide data to an iS and/or may consume liS data and Information (e.g., provider or, school), An that has an agreement with an IIS that allows for the

submittal and/or retrieval of IS information Is referred to as an lIS-authorized organization (1IS-A0). lIS-AO that originate and are accountable for the cantent of submissions to an IS are referred
to as responsible organizations.

Staff within the organization { e.g., clini, facility, LHD) responsible for maintaining the organization/facility informatien In the IS, including users,

Used to refer to an individual. Synonymous with "client.”

"Any infarmation about an individual maintained by an agency, including (1) any information that can be used to disti or trace an indit I's identity, such as name, social security number,
date and place of birth, mother's maiden name, or biometric records; and (2} any other information that is linked or linkable to an individual, such as medical, educational, financial, and
employment information. (National Institute of Standards and Tec Spacial P 800-34, Guide To Protecting The Confidentiality of Persanally Identifiable Informaticn)

The IIS reads the incoming data and takes appropriate action based on the data submitted and previously known information already In the I{S.

A or non- health care profi | authorized to submit, access and/or use IIS data.

A type of organization that has any b of the following ch p services, r ble for an entity that provid services, y for
an entity that provides vazcination services or reports doses administered on behalf of its members.

A question posed of the IiS data.

A notification sent to individuals who are averdue for a vaccination,

Pracess by which a previously enrolfed organization or facility Is re-authorized to participate in an IIS and/or In a j VFC program, per policy.

A notification sent to individuals who are due to receive a vaccination soon.

System d data or infi

In sultable formats, which may include outputs of queries,
Maintenance of data for potential future use. Note: use of "store" also implies data capture.

Jur ble for of the IIS technol

typically an IT role,

A communication broadcast to authorized users.

Follow the steps of a process to note a modification.

d with an or

authorized to access the IIS system to submit and/or 115 data and infc

(e.g., clinic staff, school nurse).

Agreement b: arepr ive(s} of an

and the jur lining terms for par in the IS, per jurisdictional palicy,

An element selected by a user to deflne the scope of a particular pracess or activity.

A type of provider organization, specifically, a provider arganization that is enrolled in the VFC program.

A prograr and ad
program).

ed by a jurisdiction to provide specified ne(s} to fied

or facilities {e.g., Vaccines for Children {VFC) program and the adult vaccine



Crosswalk to the 1IS Functional Standard: Hetur I
1IS Functional Standards: 2 iis/functional

Draft JIS Functional Standards, v5.0 1S Functional Model Functions 1IS Functional Model Attributes

Manage
Manage Evaluate  Patient and Manage
Administer Organizations Manage Support Ensure Data and Immunizatio  Vaccine Provide
Guildance Statement System _and Facilities Users Interaperability Quality Forecast n Records Inventory Data Access Performance _ Usability  Reliabiti
[LOThe iiSis physiceity snd digitally secured i sccordance with i T — R i -
ipolicles and industry standsrds for protected hesith.
 Security, and er

Security Maintal inabiligy Pnahllity

L e, B Lo LSS BRI, VRS EEVEE Y IR TG X " Ll " » *
1.1The lI5 establishes,

documents, and updates

policies and procedures to

manage the collective

functions, capabilities, and

attributes of an I1S.

1.2The IS establishes and

malntalns the technical |

Infrastructure to securely i

capture, store, and procass |

patient demographic and i

vaceination data consistent H

with established policles and

procedures. }

1.3 The IS provides angoing

training to ensure awareness of

and to promote adherence to

poll d prn:edqrg x X
A. Establish and 120 TheiilS Is physicatly and digial din accordance with
maintain a secure, l for disaster d and
confidential
Immunization
Information System.

Rt S s o ek ¢ x L

2.1 The IIS establishes and
maintains the Infrastructure
needed for disaster aveldance.

-

2.2 The IIS estabiishes and tests
recovery plans bo mitigate
systemdowntime. ! I L
3.0 The 1S definas Servica expoctations between the pigram 7

and the entitie:

ensure system avaiiabii d

- TR EORIERS L L% L ¥ * x X
3.1 The IIS implements service-
level agreements between the
program and the entities
providing information
technalogy and support.

maintains the infrastructure to

{
!
3.2 The liS implements and '
fulfill service-leve) agreements. ] {

4.1 The IS supports the

identification, prevention, and

resolution of duplicate and

fragmented patient

demographic and vaccination

data in accordance with policies

and procedures. X

i quality within the IIS in
B. Continuously accordance with policies and i i
Imp@Ve NS data procedures, x | 3 L L] x e ‘

|
4.2 The IS monitors data i % ! i
|



Crosswalk to the Ii$ Functional Standards
1IS Functional Standards: 3 i iis; jonal d

Draft 11S Functional Standards, v5.0

IS Functional Model Functions 1S Functional Model Attributes
Manage

Manage Evaluate  Patientand  Manage
Administer Organizations Manage Support Ensure Data and Immunizatio  Vaccine Provide

Guidance Statement System  and Facilities Users Interoperability Quality Farecast n Records  Inventory Data Access Performance Usabilt Reliability Maintainability Portability

4.3 The II5 uses electronk tools
to standardize and/or validate
addresses in the 1IS. X

4.4 The lIs dellvers feedback !
and training to IIS partners and

providers to ensure complete, I ,
timely, and accurate patlent ! I |

demographic and vaccination H ' [

Tecords.

4.5 The IIS meets federal and

jurisdictional data quality

metrics, X x
5.0 Managa int for exchange ind integration of duta
§ b tha IS and other in systems in .

5.1'The 1S exchanges data in
accordance with current
interoperability standards
endorsed by CDC for message
content, format, and transport.

1 [ [
C Promote electronic 5.2 The IIS actively recruits, | l

data exchange between enrolls, and anboards (15 l |
the IS and its partners partners and providers for i

| b |
and providers. electronic data exchange. | i X l [

5.3 The lIS actively monitars
and evaluates data submitted
via electronic data exchange. X X

| |
5.4 The HS Investigates and
resaives electronic data
exchange errors and anomalies !
with IS partners and providers. * x
6.0 The iIS supports pediatric, adolescent, snd sduft
; it [ with Advisory C
{immunization Practives {ACIP) recommendations.

B i T R T E

3N R ey

6.1The IIS establishes and

maintains Clinical Declsion

Support {CDS} functionality

consistent with ACIP

recommendations. X

D. Ensure the delivery
of immunization
services reflects current
ACIP
recommendations.

6.2 The IIS establishes and !
malntains Clinical Declsion |

Support fumctionality in t ! !
slignment with CDSI resources | i
published on the CDC website.



Crosswalk to the IS Functional Standards Co "
1S Functional Standards: : X fi

Draft Ji$ Functional Standards, v5.0 1S Functional Model Functions

\IS Functional Model Attributes
Manage
Manage Evaluate  Patientand  Manage
Administer Organizations Manage Support Ensure Data and Immunizatio  Vaccine Provide

Guidance Statement ystem_ and Facilities Users Interoperal Quality Forecast n Records Inventory  Data Acciss Performanca Usability  Refiability Security Maintainabifity Portability
7.0 The IIS ensures sutharized users hava scoess to patient - TEE = =14y = ) I
idemographic sind vaccination dats based on user roles and
{permissions.

7.1 The IS implements
confidentlality policies that
protect the privacy of
individuals whase data are
contained in the system.

B I
'
7.2 The IS Imptements i i
comprehensive account

management polices | |
consistent with Industry l 1
security standards.

7.3 The IS supports technical

attributes for the set up and

access of user roles and

permissions. x X X

7.4 The IS provides user access
In accordance with policies and ) 1

= o |

E. Ensure appropriate

user access to data. 7.5 The IIS supports authorized

115 partners’ and providers'

appropriate access to data in

the 115 for pubtic and

population health purposes

(e.g. childcare, schaols, college,

health plans, dig\ics). - X X X 2 X

7.6 The IS provides training
that covers accessing patient
demographic and vaccination
data.

7.7 The IS identifies and

inactivates user and site

accounts when they are no

longer active or no longer

authorized to access the

sys/t_em.V X X X
i

o 220 L e e L e R S e L o x x
B.1The 1I5 provides consumers
with direct access to
immunization records in
accordance with policies and
procedures. M

8.0 The lis sup

eane
9.1 The IIS provides standard
and ad hoc reports to meet
federal and jurisdictional
reparting mqulrements:
110.0 The IS supports ad-hot quaries of patient demographic
‘and vaccination data. -




Cr Ik to the IS Functional Standard.
115 Functional Standards:

Draft 1S Functional Standards, v5.0 IS Functional Model Functions

Manage
Patient and
Immunizatio

n Records

Manage
Administer Organizations
System  and Facilities

Evaluate
and
Forecast

Manage
Vaccine
Inventary

Manage
Users

Ensure Data
Quality

Support
Interoperability

Guldance Statemant

Provide
Data Access Performance Usabillt

1S Functional Model Attributes

Reliability Maintalnabhility Portability

10.1 The liS supports direct
access for intemal autharized
users to IIS databases for data
extracts and gueries in
accardance with policies and
procedures.

10.2 The li$ supports access to
data for data visualization,
-  Presentation, and anatysis.
41.0Tha liS supports investigstion and reporting of vaccine .
‘adversa events.
pintiten

11.1 The (IS supparts vaccine
adve_rse event investigation. o o x

F. Support the
generation and use of
115 data through various
channels and formats.

11.2 The IS refers users to
appropriate resources to !
support adverse event
X . documentation. e X
112.0 The 115 supports the abikty to generste coverage repbrts
‘that users can secass without nssistance from IS staff. y i

12,1 The lIS provides access to
data to assess vaccination
coverage and identify
vuinerable populations.

12.2 The S manages patient ! l |
status at provider site and i
Jutsdiction levels. i L x

12,3 The II$ provides ilS-related
training on accessing,
generating, and interpreting
reports. _

12.4 The IS supports

compliance with immunization

requirements In childcare,

hoo, and college settings x

13,0 The ilS supports reti i

13.1 The IS supports

conducting reminder/recall

activities without assistance

from IIS staff. X

P E——

140 The IS supparts

and Jurisdi
et Sapey
14.1 The II$ establishes vaccine
program procedures in
accordance to federal and
Jurisdictional policies.



C to the IS F | Standard: Returr {o Cover Page
IS Functional Standards:

1S Functional Model Functions

11S Functional Model Attributes

Manage
Manage Evaluate  Patient and Manage

Administer Organizations Manage Support Ensure Data and Immunizatio  Vaccine Provide

Guidance Statement System and Facilities Users Interoperability Quality Foracast n Records

Inventory Data Access Performance Usabilit iak i Portability

14.2 The IiS supports the |
trucking of efigibllity at the \ !
dose leve! for publicly h j
purchased vaccine, . I

14.3 The IIS generates a report
listing patients that recelved a
non-viable vaccine.

14.4 Tha IIS generates a report i
fisting provider sites that I
received vaccine lots recalled

oy the manutactu

15.bhe 15 supports vicem vestory i
reconciliation sccording to federal and jurisdictional vetcing

&

T B 31 Ll x

f
L
|

15.1 The IIS supports vaccine
inventory management,
tracking, and recondiliation at
the 15 Jurisdiction and provider
site levels. x x
G. Support federal and . I I }
jurisdictional vaccine
program requirements. | i
15 .2 The {IS supports creating
vaccne orders and monttoring
order status.

15.3 The IIS supports reporting
vaccine returns and wastage.

15.4 The IS automatically i
decrements administered doses i
(not historical doses) from . !
— ...y e ||
116.0 The 115 supports deta exchangs with the national Vacdne
TrckingSymemVIrcks). . - L &« =0
16.1 The IS establishes data
exchange with VTrckS in
accordance with ExIS {External
Information System)
specifications, . X

H |
16.2 The IS completes updates { i 1
to ExdS functionality following

16.3 The |IS establishes
automated data exchange with
VTreks. X
17,0 T 1S supports parter srid provider orbaaringand
diseasa




Cr to the IIS Functional dard
IIS Functional Standards:

Draft IS Functional Standards, v5.0 It$ Functional Model Functions

i15 Functional Model Attributes
Manage
Manage Evaluate  Patient and Manage
Administer Organizations Manage Support Ensure Data and Immunizatio  Vaccine Provide

Standard Guidance Statement Systeam and Facilities Users Interoperability Quality Forecast n Records Inventory Data Access Performance Usabilit Security Maint:

17.1 The (IS establishes,
caordinates, and executes
emergency preparedness plans
and procedures In accordance
with federal and jurisdictional
polides.

17.2 Tha 1IS supports expedited
communication and onboarding [
with partners to capture
patient demagraphic and
vacclnation datalnan
emergency.

H. Support response
efforts for vaccine-

preventable disease . .
outbreaks and other 17.3 The IS provides training to

public health onboarded partners. x 5 ‘
emergencies. | ‘ | i .

17.4 The IIS supports vaceine
adminlstration functionality to | |
Include offiine documentation | !
of vaccing adrministration. | ! ox

17.5The IS supports

Integration with tools for

vaccination appointment

scheduling. X

17.6 The IIS supports public t
health Immunization reporting ] !
to federal and Jurisdictional

118.0 The IS particieates in modemization nftietives and

18.1 The (IS coordinates

modemization efforts.
|, Participate in and .

| i
prioritize emerging ; | ’
technologles and 18,2 The lIS plans and executes

standards. efforts that align 115 inttiatives |

i
4
i
i
H
[
x

18.3 The IIS participates in
initiatives to develop standards
and/for




ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: MIS2600000001

Instructions: Please acknowledge reccipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

[X] Addendum No. ] [ ] Addendum No. 6
[ X] Addendum No. 2 [ 1 Addendum No.7
[ X] Addendum No. 3 [ ] Addendum No. 8
[ X] Addendum No. 4 [ ] Addendum No. 9
[ 1 Addendum No. 5 [ ] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. I
further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

Gainwell Technologies LLC

_ Company
B ’:,._/"’ . =
7 =
' Authorized Signature

March 24, 2026

Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
Revised 6/8/2012



Department of Administration State of West Virginia

2019 Washington Street East
Post Office Box 50130 Info Technology

Charleston, WV 25305-0130

Purchasing Division Centralized Request for Proposals

Principal Contact : Adam Moyer, Account General Manager

Vendor Contact Phone: 712-308-0598 Extension:

Proc Folder: 1874842 Reason for Modification:
Doc Description: REQUEST FOR PROPOSAL - IMMUNIZATION INFORMATION SYSTEM |ADDENDUM 1
(11S) TO ADD PRICING PAGES THAT
WERE INADVERTENTLY NOT
INCLUDED

Proc Type: Central Master Agreement

Date Issued Solicitation Closes Solicitation No Version

2026-02-03 2026-03-10 13:30 CRFP 0506 MIS2600000001 2
BID RECEIVING LOCATION

BID CLERK

DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON ST E

CHARLESTON WV 25305

us
VENDOR

“fendor Customer Code: 000000166458

Vendor Name : Gainwell Technologies LLC

Address :

Street : 225 East John Carpenter Freeway, Suite 500

City : Irving

State : Texas Country : United States  Zip : 75062

FOR INFORMATION CONTACT THE BUYER
Crystal G Hustead

(304) 558-2402

crystal.g.hustead@wv.gov

Vendor Signature = :
X 7z - = FEIN# 27-1510177

-

DATE: March 24, 2026

4l offers subject to all terms and conditions contained in this solicitation

Date Printed: Feb 3, 2026 Page: 1

FORM ID: WV-PRC-CRFP-002 2020\05




"~ DDITIONAL INFORMATION

=

(HE STATE OF WEST VIRGINIA PURCHASING DIVISION FOR THE AGENCY, DEPARTMENT OF HEALTH, BUREAU OF
PUBLIC HEALTH- EPIDEMIOLOGY SERVICES, IS SOLICITING PROPOSALS TO ESTABLISH AN OPEN-END CONTRACT
FOR AN IMMUNIZATION INFORMATION SYSTEM (lIS) PER THE ATTACHED DOCUMENTS.

***ONLINE RESPONSES ARE PROHIBITED FOR THIS SOLICITATION***

***QUESTIONS REGARDING THE SOLICITATION MUST BE SUBMITTED IN WRITING TO CRYSTAL.G.HUSTEAD@WV.GOV
PRIOR TO THE QUESTION PERIOD DEADLINE CONTAINED IN THE INSTRUCTIONS TO VENDORS SUBMITTING BIDS***

INVOICE TO

SHIP TO

HEALTH AND HUMAN RESOURCES
BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE
350 CAPITOL ST, RM 206

HEALTH AND HUMAN RESOURCES
BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE
350 CAPITOL ST, RM 206

CHARLESTON WV  25301-3717 CHARLESTON WV  25301-3717

us us

Line Comm Ln Desc Qty Unit of Measure Unit Price Total Price
1 Software

Comm Code Manufacturer Specification Model #

43230000

Extended Description:
See attached Cost Sheet - Attachment A.

Vendor should clearly identify and segregate the cost proposal from the technical proposal in a separately sealed envelope.

**** Online responses have been prohibited for this solicitation. Follow all bidding instructions.

SCHEDULE OF EVENTS
 Line Event Event Date
1 VENDOR QUESTION DEADLINE 2026-02-17

Date Printed: Feb 3, 2026

Page:

2 FORM ID: WV-PRC-CRFP-002 2020\05



Document Phase Document Description Page

REQUEST FOR PROPOSAL -
IMMUNIZATION INFORMATION
SYSTEM (1IS)

MI52600000001 Final

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions



Department of Administration State of West Virginia

2\ ;:1':' ;;",ﬂ,:‘:::';’:mt East Centralized Request for Proposals

/¥ | Post Office Box 50130 info Technology
f |Charleston, WV 25305-0130

Proc Folder: 1874842 Reason for Modification:
Doc Description: REQUEST FOR PROPOSAL - IMMUNIZATION INFORMATION SYSTEM |ADDENDUM 2
(n1s) TO PROVIDE REVISED
ATTACHMENT B
Proc Type: Central Master Agreement
Date Issued Solicitation Closes Solicitation No Version
2026-02-10 2026-03-10 13:30 CRFP 0506 MIS2600000001 3

|BIDRECEN

Al UM

BID CLERK
DEPARTMENT OF ADMINISTRATION PURCHASING

DIVISION
2019 WASHINGTON ST E CHARLESTON wv

25305
us

fulk
T2

iy

Vendor Customer Code: 000000166458
Vendor Name : Gainwell Technologies LLC

Address :
Street : 225 East John Carpenter Freeway , Suite 500

City : Irving

State : Texas Country : United States Zip : 75062
Principal Contact: Adam Moyer, Account General Manager

Vendor Contact Phone: 712-308-0598 Extension:

FOR INFORMATION CONTACT THE BUYER
Crystal G Hustead

(304) 558-2402

crystal.g.hustead@wv.gov

Vendor Signature = =
X ~ ' FEIN# 27-1510177

DATE: March 24, 2026

All offers subject to all terms and conditions contained in this solicitation

Date Printed: Feb 10, 2026 Page: 1

FORM ID: WV-PRC-CRFP-002 202005




THE STATE OF WEST VIRGINIA PURCHASING DIVISION FOR THE AGENCY DEPARTMENT OF HEALTH BUREAU OF
PUBLIC HEALTH- EPIDEMIOLOGY SERVICES, IS SOLICITING PROPOSALS TO ESTABLISH AN OPEN-END CONTRACT
FOR AN IMMUNIZATION INFORMATION SYSTEM (liS) PER THE ATTACHED DOCUMENTS.

***ONLINE RESPONSES ARE PROHIBITED FOR THIS SOLICITATION***

*QUESTIONS REGARDING THE SOLICITATION MUST BE SUBMITTED IN WRITING TO CRYSTAL.G.HUSTEAD@WV.GOV
PRIOR TO THE QUESTION PERIOD DEADLINE CONTAINED IN THE INSTRUCTIONS TO VENDORS SUBMITTING BIDS***

INVOICETOL: ~\SHIP TO

HEALTH AND HUMAN RESOURCES HEALTH AND HUMAN RESQURCES

BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE

350 CAPITOL ST, RM 206 350 CAPITOL ST, RM 206

CHARLESTON WV 25301-3717 CHARLESTON WV 25301-3717

us us

Line Comm Ln Desc Qty Unit of Measure Unit Price Total Price
1 Software

Comm Code Manufacturer Specification Model #

43230000

Extended Description:
See attached Cost Sheet - Attachment A.

Vendor should clearly identify and segregate the cost proposal from the technical proposal in a separately sealed envelope.

**** Online responses have been prohibited for this solicitation. Follow all bidding instructions.

Line Event Event Date

1 VENDOR QUESTICN DEADLINE 2026-02-17

Date Printad: Feb 10, 2026 Page: 2 FORM ID: WV-PRC-CRFP-002 2020\05



partment of Administration State of West Virginia

hasing Divisi
o;: V:::l:ng:‘): ;'t'reet East Centralized Request for Proposals
Office Box 50130 Info Technology

harleston, WV 25305-0130

Proc Folder: 1874842 Reason for Modification:

Doc Description: REQUEST FOR PROPOSAL - IMMUNIZATION INFORMATION SYSTEM |ADDENDUM 3
(s) TO EXTEND OPENING DATE

Proc Type: Central Master Agreement
ate Issued [Solicitation Closes [Solicitation No ersion

2026-03-02 2026-03-24 13:30 CRFP 0506 MIS2600000001 4

BID:RE

BID CLERK

DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON STE

CHARLESTON WV 25305

US

Vendor Customer-‘(.;.c.)l;e: 000000166458
Vendor Name : Gainwell Technologies LLC
Address :

Street : 225 East John Carpenter Freeway, Suite 500
City : Irving
State : Texas Country : United States Zip: 75062

Principal Contact : Adam Moyer, Account General Manager

Vendor Contact Phone: 715.308-0598 Extension: N/A

FOR INFORMATION CONTACT THE BUYER
Crystal G Hustead

(304) 558-2402

crystal.g.hustead@wv.gov

-

v ignat - =
xe“d°’ Signature _ — : FEIN# 27-1510177 DATE: March 24, 2026
= =

All offers subject to aii ;’Eenn;s and cbndit.i;ns contained in this solicitation

Date Printed: Mar 2, 2026 Page: 1 FORM ID: WV-PRC-CRFP-002 2020\05



ADDITIONALINEORMATION: -

THE STATE OF WEST VIRGINIA PURCHASING DIVISION FOR THE AGENCY DEPARTMENT OF HEALTH BUREAU OF
PUBLIC HEALTH- EPIDEMIOLOGY SERVICES, IS SOLICITING PROPOSALS TO ESTABLISH AN OPEN-END CONTRACT
FOR AN IMMUNIZATION INFORMATION SYSTEM (liS) PER THE ATTACHED DOCUMENTS.

***ONLINE RESPONSES ARE PROHIBITED FOR THIS SOLICITATION***

***QUESTIONS REGARDING THE SOLICITATION MUST BE SUBMITTED IN WRITING TO CRYSTAL.G.HUSTEAD@WV.GOV
PRIOR TO THE QUESTION PERIOD DEADLINE CONTAINED IN THE INSTRUCTIONS TO VENDORS SUBMITTING BIDS***

HEALTH AND HUMAN RESOURCES HEALTH AND HUMAN RESOURCES

BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE

350 CAPITOL ST, RM 206 350 CAPITOL ST, RM 206

CHARLESTON WV 25301-3717 CHARLESTON WV 25301-3717

us us

Line Comm Ln Desc Qty Unit of Measure Unit Price Total Price
1 Software

Comm Code Manufacturer Specification Model #

43230000

Extended Description:
See attached Cost Sheet - Attachment A.

Vendor should clearly identify and segregate the cost proposal from the technical proposal in a separately sealed envelope.

**** Online responses have been prohibited for this solicitation. Follow all bidding instructions.

Line Event Event Date

1 VENDOR QUESTION DEADLINE 2026-02-17

Data Printed: Mar 2, 2026 Page: 2 FORM {D: WV-PRC-CRFP-002 2020\05



Department of Administration State of West Virginia

Purchasing Division .
2019 Washington Street East Centralized Request for Proposals
Post Office Box 50130 Info Technology

Charleston, WV 25305-0130

Proc Folder: 1874842 Reason for Modification:
Doc Description: REQUEST FOR PROPOSAL - IMMUNIZATION INFORMATION SYSTEM |ADDENDUM 4
(I18) TO PROVIDE ANSWERS TO
VENDOR QUESTIONS

Proc Type: Central Master Agreement

Date Issued Solicitation Closes Solicitation No Version

2026-03-09 2026-03-24 13:30 CRFP 0506 MIS2600000001 5
BID RECEIVING LOCATION.

BID CLERK

DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION
2019 WASHINGTON ST E
CHARLESTON WV 25305

us
VENDOR

“fendor Customer Code: 000000166458

Vendor Name : Gainwell Technologies LLC

Address :

Street : 225 East John Carpenter Freeway, Suite 500

City : Irving

State : Texas Country : United States Zip : 75062

Principal Contact : Adam Moyer, Account General Manager

Vendor Contact Phone: 712-308-0598 Extension:

FOR INFORMATION CONTACT THE BUYER
Crystal G Hustead

(304) 558-2402

crystal.g.hustead@wv.gov

Vendor Signature —— — - -
X - o < FEIN# 27-1510177

DATE: March 24, 2026

Al offers subject to all terms and conditions contained in this solicitation

Date Printed: Mar 9, 2026 Page: 1

FORM ID: WV-PRC-CRFP-002 2020\05




"\DDITIONAL INFORMATION

(HE STATE OF WEST VIRGINIA PURCHASING DIVISION FOR THE AGENCY, DEPARTMENT OF HEALTH, BUREAU OF
PUBLIC HEALTH- EPIDEMIOLOGY SERVICES, IS SOLICITING PROPOSALS TO ESTABLISH AN OPEN-END CONTRACT
FOR AN IMMUNIZATION INFORMATION SYSTEM (lIS) PER THE ATTACHED DOCUMENTS.

***ONLINE RESPONSES ARE PROHIBITED FOR THIS SOLICITATION***

***QUESTIONS REGARDING THE SOLICITATION MUST BE SUBMITTED IN WRITING TO CRYSTAL.G.HUSTEAD@WV.GOV
PRIOR TO THE QUESTION PERIOD DEADLINE CONTAINED IN THE INSTRUCTIONS TO VENDORS SUBMITTING BIDS***

INVOICE TO SHIPTO

HEALTH AND HUMAN RESOURCES HEALTH AND HUMAN RESOURCES

BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE

350 CAPITOL ST, RM 206 350 CAPITOL ST, RM 206

CHARLESTON WV  25301-3717 CHARLESTON WV 25301-3717

us us

Line Comm Ln Desc Qty Unit of Measure Unit Price Total Price
1 Software

Comm Code Manufacturer Specification Model #

43230000

Extended Description:
See attached Cost Sheet - Attachment A.

Vendor should clearly identify and segregate the cost proposal from the technical proposal in a separately sealed envelope.

**** Online responses have been prohibited for this solicitation. Follow all bidding instructions.

SCHEDULE OF EVENTS 3
Line Event
i1 VENDOR QUESTION DEADLINE

Event Date
2026-02-17

Date Printed: Mar 9, 2026

Page:

2 FORM ID: WV-PRC-CRFP-002 2020\05




Document Phase

Document Description

Page

IMIS2600000001

Final

REQUEST FOR PROPOSAL -
IMMUNIZATION INFORMATION
SYSTEM (liS)

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions




Gainwell Response to the State of West Virginia for Immunization Information System: Bid
Solicitation #: CRFP MIS2600000001; March 24, 2026 g 7' l nwel I

Executive Summary

Gainwell Technologies LLC (Gainwell) is pleased to submit this proposal response to the State
of West Virginia (State) for the modernization and ongoing operation of its Immunization
Information System (lIS). The State seeks a secure, compliant, and future-ready platform that
strengthens immunization tracking, supports public health decision-making, and enables
seamless data exchange across providers, partners, and federal systems. Gainwell's proposed
solution, Gainwell Assist™, is purpose-built to meet these objectives and provides a scalable
foundation that evolves with national standards and public health needs.

West Virginia’s 1iS plays a critical role in safeguarding public health by managing millions of
patient and vaccination records, supporting statewide reporting, and enabling rapid response
during public health emergencies. Gainwell Assist is a cloud-hosted, Software-as-a-Service
(SaaS) solution designed to securely collect, store, and manage immunization data in alignment
with the Centers for Disease Control and Prevention (CDC) IIS Functional Standards,
Advisory Committee on Immunization Practices (ACIP) recommendations, and applicable
federal and state security requirements. Gainwell Assist solution supports high-volume
transactions, robust interoperability, and comprehensive reporting without compromising
performance or data integrity.

Security and compliance are foundational to Gainwell’'s approach. Gainwell Assist is hosted in a
federally compliant cloud environment and incorporates layered physical, technical, and
administrative safeguards to protect sensitive health information. Gainwell Assist aligns with
standards including the Federal Risk and Authorization Management Program (FedRAMP),
National Institute of Standards and Technology (NIST), System and Organization Controls
(SOC) 2, Health Insurance and Portability Act (HIPAA), and Federal Information Processing
Standards (FIPS). Safeguards include comprehensive audit logging, role-based access
controls, encryption of data at rest and in transit,
and resilient disaster recovery capabilities that

support confidentiality, integrity, availability, and Built for West Virginia's Public Health
auditability of 1IS throughout the system lifecycle. Mission

Gainwell’s solution promotes high-quality data « Purpose Built for lIS Compliance.
through automated validation, deduplication, and Designed to meet CDC IIS Functional
governance practices aligned with CDC and AIRA Standards, ACIP guidance, and AIRA
guidance. Real-time interoperability using Health proven practices supporting West
Level Seven (HL7) Version 2.5.1, readiness for Virginia's immunization goals.

Fast Healthcare Interoperability Resources Secure, Standards Driven, and Future
(FHIR), and integration with national systems such Ready. Cloud-hosted Saa$ aligned with
as the CDC Immunization Gateway and VTrckS NIST, SOC 2, and HIPAA, with proven
support accurate, timely, and standards-based HL7 v2.5.1 and a FHiIR-ready
information sharing. These capabilities help architecture.

providers, public health officials, and partners Lower Risk and Predictable Delivery.
deliver coordinated immunization services and A configuration-first approach with
meet federal reporting obligations. included compliance updates reduces
The proposed s Supports a wide range of implementation riSk, controis cost, and
program and stakeholder needs, including vaccine limits fong term maintenance burden.

inventory management, coverage and population-
level reporting, exemption tracking, reminder and
recall activities, and consumer access to immunization records. Optional modules, such as Oral
Health, allow the State to extend the platform to support additional public health initiatives while
maintaining a unified and secure system architecture.
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Role-based training, user-centered design, and configurable workflows promote adoption across
providers, schools, and public health users statewide.

Gainwell proposes a proven phased implementation methodology that supports a smooth
transition from the current lIS to the modernized platform. The approach includes collaborative
planning, agile configuration, rigorous data migration and testing, comprehensive training, and
structured go-live readiness. A proposed 12-month implementation timeline balances speed
with risk mitigation and positions the State for a successful deployment with minimal disruption
to ongoing operations. After implementation, Gainwell provides proactive maintenance,
quarterly compliance updates aligned with CDC and AIRA requirements, and ongoing
operational support to sustain long-term success.

With decades of experience supporting large-scale public health and Medicaid systems
nationwide, Gainwell brings deep domain expertise, disciplined delivery practices, and a strong
record of partnership with federal and state agencies. Gainwell Assist offers West Virginia a
secure, interoperable, and adaptable IS that strengthens public health outcomes, supports
regulatory compliance, and delivers lasting value to West Virginians.

Additional Considerations

At the end of the Contract, Gainwell will grant the State, without additional license fees, a
perpetual license to Gainwell Assist, subject to Gainwell's current license terms and conditions
and exclusive of licenses to third-party embedded components or third-party software required
for the operation of Gainwell Assist, solely for the State’s internal government business
purposes. Continued maintenance and support services, including updates if offered by
Gainwell, will be provided pursuant to Gainwell's then-current terms and conditions for such
services, including applicable maintenance and support fee(s). The continued use of Gainwell
Assist is contingent upon the State obtaining required third-party software licenses and paying
associated third-party license fees as necessary for the operation of the module.
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Section 4: Project Specifications
RFP Reference: Section 4, p. 30

4.1 Background and Current Operating Environment

Background and Current Operating Environment: The West Virginia Department of Health operates an Immunization
Information System (IS) that manages statewide immunization records, supports public health reporting, and enables data
exchange between healthcare providers, pharmacies, and public health agencies. The current solution is vendor-hosted in a
remote cloud environment, providing centralized storage, access control, and secure transmission of vaccination data
required for program management and mandatory federal reporting. The 1IS maintains unigue identifiers for 2,946,001 Patient
Records, 31,928,498 Vaccination Records, and 14,164 User Accounts (Front End and HL7 no login users) to ensure accurate
data linkage, auditability, and role-based access across all system modules.

Gainwell understands and acknowledges the information contained in the 4.1 Background and
Current Operating Environment section above.
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4.2 Project Goals and Mandatory Requirements

Project Goals and Mandatory Requirements: The agency desires an Immunization Information System (IIS) to securely
collect, store, and manage vaccination records within its jurisdiction. The goatl is to improve immunization tracking, enhance
vaccination coverage, and support data-driven public health decision-making. Vendor should describe its approach and
methodology to providing the service or solving the problem described by meeting the goals/objectives identified below.
Vendor's response should include any information about how the proposed approach is superior or inferior to other possible

approaches.

Gainwell affirms and understands the above requirements. The State of West Virigina (the
State) seeks a modern, cloud-hosted Immunization Information System (IIS) that is secure,
confidential, and compliant with required federal and state security standards, including Federal
Risk and Authorization Management Program (FedRAMP) Moderate or High authorization,
Federal Information Processing Standards (FIPS) encryption, System and Organization
Controls (SOC) 2 auditing, and six-year audit-log retention.

The State requires an |IS that aligns with the Centers for Disease Control and Prevention (CDC)
IIS Functional Standards and supports Advisory Committee on Immunization Practices (ACIP)
guidelines and forecasting requirements. The 1IS must improve data quality through
deduplication and consolidation and enable seamless electronic data exchange using standards
such as Health Level Seven (HL7), Fast Healthcare Interoperability Resources (FHIR), and
integrations with electronic health record systems, vital records, and the CDC Vaccine Tracking

System (VTrckS).

The State further prioritizes robust reporting and analytics for coverage assessments, reminder
and recall, exemption tracking, and support for large-scale or emergency vaccination efforts.
Additional objectives include comprehensive vaccine inventory management across Vaccines
for Children (VFC), jurisdictional, and private stock; improved ordering and reconciliation
workflows; and readiness for public-health emergencies supported by National Institute of
Standards and Technology (NIST) SP 800-34-aligned business continuity and disaster recovery
capabilities. Gainwell’'s proposal details the approach and methodology we will use to deliver a
secure, interoperable 1S that advances data quality, improves immunization program
operations, and fulfills the goals outlined in the Request for Proposal (RFP).4.2.1. CDC-Based

Goals and Objectives.

4.2.1 CDC-Based Goals and Objectives

CDC-Based Goals and Obijectives - The following goals and objectives are derived from the CDC's IIS Functional Standards
and related guidance documents. While not mandatory for contract award, these capabilities reflect nationally recognized best
practices and support long-term compliance, interoperability, and public health impact. The Vendor should address these
items to demonstrate alignment with CDC goals and readiness for future federal initiatives.

Gainwell has reviewed and understands the CDC-based goals and objectives outlined by the
State. Our capabilities align directly with these goals and with the State’s readiness for future
federal initiatives. This submission demonstrates how the Gainwell Assist solution aligns with
nationally recognized standards and proven practices to improve immunization program
performance and public health impact.

Gainwell Assist positions the State to meet CDC-based expectations by delivering an 1IS built
for continuous improvement and modernization.
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Gainwell Assist incorporates proven practices reflected in the CDC 1IS Functional Standards
and is designed to adapt as national expectations evolve, supporting future enhancements in
interoperability, data, quality, forecasting, and public-health reporting. It enables the State to
incorporate new CDC guidance and emerging federal requirements without disruption. The table
below summarizes key 1IS capabilities that support the State’s modernization objectives and the
value each capability provides.

Table 1. Core IS Modernization Capabilities
Capability Area How Gainwell Assist Supports Value to State
Data Quality Uses the American Immunization Registry  Improves data accuracy and
Advancement Association (AIRA) Data Quality validation, reduces errors, and
Framework and configurable Public Health  confirms alignment with national
Information Network Vocabulary Access 1IS quality expectations.
and Distribution System (PHIN-VADS)
code sets to maintain accurate, complete,
and timely data aligned with national 1S
standards. —
Continuous Teams participate in AIRA workgroups and  Provides continuous system
Improvement adopt updated AIRA guidance and test improvement aligned with
cases, enabling the IIS to evolve alongside national lIS evolution.
national standards.
Evolving CDC Supports rapid adoption of updated HL7, Keep the 1IS aligned with CDC
Standards FHIR, and AIRA Implementation Guide and AIRA standards without

Modernization and
Scalability

Future Federal

Expectations

Long-Term
Adaptability

Interoperability
Evolution

updates through a flexible interface engine.

Uses cloud, event-driven pipelines to
support high message volumes and
scalable 1IS operations.

Aligns system capabilities with AIRA’s
forward-looking modernization workgroups
to anticipate and accommodate federal
policy shifts.

Uses modular rules, configurable code
sets, and adaptable mapping layers to
support long-term IIS evolution without
disruptive redevelopment.

Adopt an API-first and FHIR-ready design
while supporting scalable HL7 message
processing aligned with AIRA
interoperability guidance.

delays or costly redevelopment.

Enables the IIS to grow and
perform reliably as statewide
data exchange increases.
Reduces redesign risk and
keeps the IIS ready for emerging
CDC and federal requirements.

Provides a future-proof IIS that
adapts to new workflows, data
types, and program changes.

_Im_prc;vés statewide connectivity

and prepares West Virigina for
next-generation data exchange
models.

These capabilities provide West Virginia with a forward-looking 1IS that remains aligned with
national direction, supports long-term compliance, and strengthens the State’s ability to evolve
its immunization program as public-health priorities change.

Gainwell Assist also supports CDC-based expectations through ACIP-aligned clinical decision
logic and forecasting capabilities that enhance the accuracy and consistency of immunization
recommendations across the jurisdiction. These capabilities allow the IIS to evolve with clinical
guidelines and improve data-driven program decisions as national standards advance. By
integrating these functions within a scalable, adaptable platform, Gainwell Assist enables the
State to maintain alignment with CDC objectives and continue improving immunization program
performance as public health needs evolve.
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4.2.1.1. Establish and Maintain a Secure, Confidential Inmunization Information
System

The vendor should describe how their proposed system achieves the following Functional Standards:
4.2.1.1.1. The IS is physically and digitally secured in accordance with policies and industry standards for protected health
information, security, and encryption.

4.2.1.1.1.1. The liS establishes, documents, and updates policies and procedures to manage the collective functions,
capabilities, and attributes of an IIS.

4.2.1.1.1.2. The IIS establishes and maintains the technical infrastructure to securely capture, store, and process patient
demographic and vaccination data consistent with established policies and procedures.

4.2.1.1.1.3. The |IS provides ongaing training to ensure awareness of and to promote adherence to policies and procedures.
4.2.1.1.2. The liS is physically and digitally secured in accordance with industry standards for disaster avoidance, mitigation,
and recovery.

4.2.1.1.2.1. The IIS establishes and maintains the infrastructure needed for disaster avoidance.

4.2.1.1.2.2. The |IS establishes and tests recovery plans to mitigate system downtime.

4.2.1.1.3. The IS defines service expectation between the program and the entities providing information technolagy support
to ensure system availability and uninterrupted data flows.

4.2.1.1.3.1. The IS implements service-level agreements between the program and the entities providing information
technology and support.
4.2.1.1.3.2. The IIS implements and maintains the infrastructure fo fulfill service-level agreements.

Gainwell affirms its commitment to establishing and maintaining a secure, confidential
Immunization Information System (II1S). The sections below describe how our proposed system
achieves the Functional Standards outlined in the RFP.

4.2.1.1.1. Physical and Digital Security of Protected Health Information

The Gainwell Assist solution is a Software-as-a-Service (SaaS) system hosted in the Amazon
Web Services (AWS), a cloud platform that maintains a broad portfolio of industry-recognized
security certifications and compliance attestations. Gainwell will adhere to the State’s Disaster
Recovery (DR) frequency expectations, typically annually. AWS provides robust built-in security
capabilities and services to increase privacy and control network access. These include:

« Next-generation firewalls within Amazon Virtual Private Cloud (VPC) with integrated Web
Application Firewall (WAF) capabilities to manage private network traffic and control access
to applications

» Encryption for data at rest and in transit across services using Transport Layer Security
(TLS)

« Private connectivity options that support dedicated, secure communication between system
components

e Automatic encryption of traffic across AWS global and regional networks between secured
AWS facilities

AWS enables clients to operate securely in the cloud by providing an infrastructure designed
and managed in alignment with federal, state, and industry security frameworks.

Gainwell Technologies



Gainwell Response to the State of West Virginia for Immunization Information System: Bid
Solicitation # CRFP MIS2600000001; March 24, 2026 g 7' I nwel I

The AWS cloud environment supports compliance with regulations and standards such as
Health Insurance and Portability Act (HIPAA), the Federal Risk and Authorization Management
Program (FedRAMP) Moderate baseline, and multiple National Institute of Standards and
Technology (NIST) security and control frameworks. AWS maintains more than 1,800 security
controls across its services and offers a comprehensive suite of security capabilities, including
access control, encryption, logging and monitoring, and threat-detection services to support
security and compliance needs.

Our modern, commercial-off-the-shelf (COTS) solution supports Secure Sockets Layer (SSL)
connectivity through Internet Protocol Security (IPsec) virtual private network (VPN) as the
primary external link. External connections pass through a VPN gateway before entering the
VPC. The architecture uses muitiple AWS Availability Zones so that if one Availability Zone
becomes unavailable, the other Availability Zone can continue to process information. These
Availability Zones are located in separate geographic areas, and the databases are replicated in
real time between database servers in each Availability Zone to reduce the risk of downtime and
data loss. Gainwell provides secure hosting and backup services that meet the State’s security
requirements, including regular backups of State data and systems hosted in the AWS cloud.

4.2.1.1.1.1. Policies and Procedures for Managing IS Functions and Capabilities

The 1IS establishes, documents, and updates policies and procedures to manage its functions,
capabilities, and operational attributes through a structured set of strategies. These strategies
confirm the 1S operates effectively, maintains data quality, and remains aligned with applicable
standards and policies. The sections below summarize how Gainwell Assist supports these
governance and operational needs.

Data Governance and Support for Internal Policy and Procedures. Gainwell applies a
proven approach to data governance that supports the development, documentation, and
management of defined data entities, attributes, data models, and relationships. This approach
promotes consistent interpretation and use of program data and algins with State Data
Governance standards.

Key features include the use of normalized or de-normalized tables for efficient operations,
controls over relationships among database tables, and safeguards to prevent duplicate or
orphan records.

Data Integrity Support. Data integrity is maintained through coordinated database
management, application controls, documented procedures, and security measures. Gainwell’'s
database administrators manage the information model according to established processes,
including data-element naming standards, mapping to logical and physical data models, valid-
value enforcement, and validation algorithms. To protect data in transit, the system employs
strong encryption methods and public/private key pairs to support secure web transactions and
prevent unauthorized modifications.

Managing Additional Requirements. Gainwell is equipped to support new or evolving
governance and compliance requirements by conducting targeted gap analyses to identify
necessary controls. We update or develop policies and procedures to address new
specifications; establish operational processes and controls to support compliance, including
staff training and workflow integration; and collaborate with stakeholders to confirm the
implementation algins with program priorities and expectations.
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4.2.1.1.1.2. Technical Infrastructure for Secure IIS Data Capture and Processing

On the infrastructure side, our Gainwell Assist Solution is deployed in a multi-available zones
AWS cloud environment with disaster recovery capabilities. This architecture maintains
continuity of service even in the rare event of a Availability Zone outage. Security and
compliance are foundational; our solution alighs with NIST 800-53 Rev. 5, SOC 2 Type 2, and

HIPAA standards.

Together, these capabilities provide the State more than an immunization registry. They deliver
a secure, resilient, and user-centered platform that supports public health leaders,
providers, and individuals, while promoting equity and reliability across the State.

The figure below provides an overview of our proposed Gainwell Assist solution for the State.
The core functionality shown will be delivered as part of the base immunization system. Optional
modules (blue color) are available for future expansion and can be incorporated through a
change order. Since these modules are already developed, the State can readily leverage them
as new needs arise. Gainwell will apply relevant standards consistently across the base solution

and other supported modules.
Figure 1. Proposed Gainwell Assist Solution
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Adherence to industry standards: CDC/National Immunization Program (NIP}, National Institute of Standards and Techrology {NIST) 800-53
Rev. 5 (moderate), Centers for Medicare & Medicaid Services (CMS}, Public Health Information Network (PHIN), American immunizalion Registry

Assocition (AIRA), Section 508 comphance. Amernicans wilh Disabilities Act (ADA) compliance

Supportfor multiple languages
Supports provider enroliment and management

Cloud Solution Architecture

Gainwell Assist adapts for reliable operations. Infrastructure virtualization enables Gainwell
Assist to meet capacity and throughput without degradation of performance. We also
incorporated comprehensive physical and system security protocols into the IS infrastructure
that reduce the risk of threat from malicious attacks.
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Gainwell Assist is deployed using an AWS cloud environment that delivers improved throughput
and performance relative to legacy platforms. It combines the benefits of COTS/SaaS with
single-tenant design, providing the security and flexibility needed for West Virginia-specific
operational scheduling and controls.

The front-end application servers run on Amazon Elastic Compute Cloud (EC2) instances.
Traffic is distributed across multiple EC2 instances using Amazon Application Load Balancers to
confirm efficient load handling. The application database uses PostgreSQL, operated through
Amazon Relational Database Services (RDS). Amazon RDS for PostgreSQL simplified
database administration by managing hardware provisioning, database setup, patching,
backups, and scaling, allowing the system to maintain reliable performance with reduced
operational overhead.

As the following diagram illustrates, Gainwell Assist’s standards-compliant cloud architecture
provides firewall protection, load balancing, redundancy, and synchronous replication to keep
the system running smoothly. In the rare event of a server or application issue, the architecture
uses multiple AWS Availability Zones, each with independent power and networking, to enable
seamless failover. This resilient design protects against data loss and minimizes downtime,
delivering continuous availability for West Virginia.

Figure 2. AWS Architecture Diagram
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Key elements in each environment include the Application Server instance and the RDS that
manages database servers in the cloud, with traffic orchestrated using an External Application
Load Balancer. At the database instance level, we have designed Gainwell Assist with the RDS
reporting instance separate from the transaction RDS instance, providing even more power and
resource balancing than within a shared RDS instance. We use advanced monitoring tools to
track throughput and performance and scale the database accordingly. This will help the State
gain both operational efficiency and financial predictability.

Security is built into each layer of the architecture. The system uses multi-layered physical,
system, and network protections, aligned with NIST 800-53, HIPAA, and Internal Revenue
Service (IRS) Pub 1075 standards, to safeguard protected health information against malicious
threats. These protections are continuously monitored, and automated patching and upgrades
allow the State to benefit from the latest safeguards without the burden of manual intervention.
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Gainwell Assist provides the State with a future-proof IIS. Its cloud design supports growth and
adaptation as the State’s immunization program evolves, while maintaining consistent,
uninterrupted service across communities.

Gainwell establishes and maintains the technical infrastructure to securely capture, store, and
process patient demographic and vaccination data through several measures:

¢ Role-Based Access and Single Sign-On (SS0). Defines user access based on role and
supports SSO to applications, verifying users have the appropriate permissions through
integration with identity and access management solutions.

o Data Security and Encryption. Protects data using industry proven practices, including
encryption at rest and in transit with advanced encryption standards (AES-256), helping
safeguard information from unauthorized access and maintains compliance with applicable
standards.

o Security Policies and Compliance: Maintains security policies aligned with International
Organization for Standardization/International Electrotechnical Commission (ISO/IEC) 27001
and NIST guidelines, covering access control, data protection, and incident response.
Conducts regular audits and assessments to support compliance with regulations such as
HIPAA.

o Data Integrity and Management. Enforces data integrity through database and application
management, policies, procedures, and security measures. This includes protections against
modification of data in transit, strong encryption methods, and maintaining audit logs to track
changes.

+ Risk Management and Incident Response. Conducts regular risk assessments to identify
threats and vulnerabilities and implements mitigation strategies. A defined incident response
plan outlines procedures for detecting, reporting, and responding to security incidents,
supported by continuous monitoring and logging.

* Data Governance and Compliance. Promotes data governance throughout the data-
lifecycle, supporting implementation and operations to meet internal and external
requirements, including reporting, regulatory compliance, and privacy policies, working in
alignment with governance frameworks and councils.

4.2.1.1.1.3. Ongoing Training to Support Policy and Procedure Compliance

Gainwell implements its comprehensive role-based Training Plan before go-live. By offering
multiple training formats (online, guided seminar, recorded) and providing clear, plain-language
user manuals, we help users feel confident and prepared. A successful implementation depends
on user readiness, and our methodology trains users effectively while preparing systems and
processes for a smooth go-live.

¢ Role-Based Training Program. We develop and deliver a comprehensive training program
tailored to the needs of each user group. Using a mix of guided online seminars, recorded
sessions, and detailed user manuals, we confirm each user is confident and capable in using

the new IIS.

e Operational Readiness Review (ORR). Before go-live, we conduct a thorough ORR to
validate that the technical, operational, and organizational components are in place. This
includes confirming system performance, support-staff readiness, and workflow validation.
We provide a final ORR report with a clear go/no-go recommendation to support a confident
and successful launch.
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4.2.1.1.2. Physical and Digital Security for Disaster Avoidance, Mitigation, and Recovery

Gainwell Assist is deployed in the East Region of AWS’ cloud environment. Security and
compliance are foundational; we are compliant with NIST 800-53 Rev. 5, SOC 2 Type 2, and
HIPAA standards. Our team’s deployment across multiple AWS Availability Zones provides a
resilient environment that guards against downtime and data loss.

Gainwell employs a comprehensive approach to physical and digital security for the IS,
following industry standards for disaster avoidance, mitigation, and recovery. Gainwell's security
measures are built to exceed standard expectation and provide strong protection and
confidentiality for IS data, as described below.

Gainwell Technologies

Risk Management Assessment. Regular risk assessments identify potential threats and
vulnerabilities and evaluate the likelihood and impact of security risks. Mitigation strategies
are developed from these assessments to reduce risks to acceptable levels.

Policy and Governance. Gainwell develops and maintains security policies aligned with
standards such as ISO/IEC 27001 and NIST guidelines. These policies address access
control, data protection, and incident response. Compliance with HIPAA and other legal
requirements is supported through regular audits and assessments.

Access Control and Identity Management. Role-Based Access Control (RBAC) grants
access based on the principle of least privilege, and Multi-Factor Authentication (MFA) adds
a second layer of verification before accessing sensitive systems.

Data Protection. Data is encrypted in transit and at rest using advanced encryption
standards (AES-256) protections. Sensitive information is masked or anonymized as needed,

especially for testing and analytics activities.

Incident Response and Management. Gainwell maintains a detailed incident response plan
that defines procedures for identifying, reporting, and addressing security incidents.
Continuous monitoring and logging of network and system activity support early identification
of potential issues. Security Information and Event Management (SIEM) tools support
efficient incident handling.

Continuous Improvement. Security audits and penetration tests are conducted regularly to
identify vulnerabilities and remediate them. Client-facing reports from these evaluations
promote transparency and shared improvement of security controls.

Business Continuity and Disaster Recovery. Gainwell's business continuity and disaster
recovery (BC/DR) approach uses a production architecture designed for reliability and
resiliency without single points of failure. AWS Cloud capabilities provide redundancy and
fault tolerance through Availability Zones, allowing operations to continue even if one zone
becomes unavailable.

Physical Security. AWS data centers apply multiple levels of physical protection, including
badge and PIN access, cameras, fire suppression systems, uninterruptible power supply
(OPS) resources, and backup generators. Cameras monitor critical access points with
recordings retained for 30 days, and windows are equipped with alarmed glass-break
sensors. Networks and servers are protected by firewalls and monitored for intrusion
detection.
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4.2.1.1.2.1. Infrastructure Needed for Disaster Avoidance

The IS maintains the infrastructure needed for disaster avoidance through the strategies and
technologies described below. Together, these capabilities support a resilient environment that
delivers continuous availability and protects against potential disruptions.

* AWS Cloud. The infrastructure is architected using AWS Cloud, which supports rapid
deployment of additional servers, memory, and storage as needed. This flexibility supports
ongoing capacity needs and helps maintain business continuity.

¢ High Availability Architecture for Disaster Recovery. The production environment is
designed for reliability and resiliency with no single point of failure. AWS provides
redundancy and fault tolerance using multiple AZs within a region. If one AZ goes down,
operations can continue in another AZ, providing continuous availability.

4.2.1.1.2.2. Establish and Test Recovery Plans

The |IS establishes and tests recovery plans to mitigate system downtime through a
comprehensive Business Continuity and Disaster Recovery (BC/DR) framework. This
framework complies with NIST SP 800-34 Contingency Planning Guide for Federal Information
Systems standards. Key elements include:

o BC/DR Plan. A BC/DR Plan is provided, identifying core business processes included in the
Gainwell Assist Solution in accordance with the State’s requirements.

The plan supports recovery of critical services and includes a notification process in the
event of a disaster. It is updated at least annually to incorporate new functionality.

+ BC/DR Testing. BC/DR Plan testing is conducted as part of operational readiness and
performed annually to demonstrate compliance with service level agreements (SLAs).
Gainwell works with State stakeholders to determine DR test dates. Testing includes
collaboration with State partners to validate connectivity and interoperability for integrated
applications. Test reports are delivered within five business days of the exercise, and BC/DR
Plan updates are provided within one business day when deficiencies are identified. Lessons
learned are documented and incorporated into the Continuous Improvement Plan.

¢ Backup and Restore Procedures: Gainwell's backup and restore procedures for data
hosted in the AWS Cloud support the State’s backup and retention requirements in
accordance with SLAs.

4.2.1.1.3 Service Expectation to Confirm System Availability and Uninterrupted Data Flows

Gainwell Assist’s standards-compliant cloud architecture provides a firewall, load balancing,
redundancy, and synchronous replication to confirm the system is running smoothly. In the rare
event of a server or application issue, our architecture leverages multiple AWS Availability
Zones, each with independent power and networking, to enable seamless failover. This resilient
design protects against data loss and minimizes downtime, delivering continuous availability to
the State. The following diagram illustrates security and data flows within our system

architecture.
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Figure 3. AWS Architecture Diagram
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Key elements in each environment include the Application Server instance and the RDS that
manages database servers in the cloud, with traffic routed through an External Application Load
Balancer. At the database layer, Gainwell Assist uses a dedicated RDS reporting instance
separate from the primary transactional RDS instance, providing stronger performance and
more balanced resource usage than a shared configuration. Advanced monitoring tools track
throughput and performance and allow the database tier to scale as needed. This approach
supports both operational efficiency and financial predictability for the State.

Security is embedded throughout the architecture. The system applies multiple layers of
physical, system, and network protections aligned with NIST 800-53 controls, HIPAA, and IRS
Pub 1075 standards. These protections are continuously monitored, and automated patching
and upgrades help the State benefit from the latest safeguards without manual effort.

Gainwell Assist provides the State with a future-proof IIS by delivering a secure scalable cloud-
based Software as a Service (SaaS) solution that can adapt as the State’s immunization
program evolves while maintaining uninterrupted service across communities.

Gainwell monitors the performance of the Gainwell Assist solution and maintains processes and
procedures to restore systems in the event of partial or full failure, support capacity planning,
and address security risks and vulnerabilities.

4.2.1.1.3.1. and 4.2.1.1.3.2. Service-Level Agreement Implementation

We regularly track performance indicators such as response time, resource availability, central
processing unit (CPU) utilization, network load, memory usage, and application performance to
identify conditions that may affect SLAs or system stability. AWS provides continuous
monitoring of the underlying cloud environment, which complements Gainwell’s oversight.
Gainwell is fully committed to meeting or exceeding each SLA specified in Attachment C of the
RFP.
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4.2.1.2. Continuously Improve IIS Data Quality

The vendor should describe how their proposed system achieves the foliowing Functional Standards:
4.2.1.2.1. The IIS validates patient demographic and vaccination data.

4.2.1.2.1.1. The IIS supports the identification, prevention, and resolution of duplicate and fragmented patient demagraphic
and vaccination data in accordance with policies and procedures.

4.2.1.2.1.2. The IiS monitors data quality within the 1IS in accordance with policies and procedures,
4.2.1.2.1.3. The HIS uses electronic tools to standardize and/or validate addresses in the IIS.

4.2.1.2.1.4. The IIS delivers feedback and training fo IIS partners and providers to ensure complete, timely, and accurate
patient demographic and vaccination records.

4.2.1.2.1.5. The IS meets federal and jurisdictional data quality metrics.

Gainwell verifies continuous improvement of the 11S’ data quality. We describe how our
proposed system achieves the Functional Standards listed in the RFP below.

4.2.1.2.1. Validation of Patient Demographic and Vaccination Data

Gainwell Assist supports data exchange with national systems such as VTrckS via an External
Information System (ExIS) interface, which is part of our Vaccine Inventory Management and
Accountability functional area. Further demonstrating our collaboration with external partners,
our solution complies with CDC IIS Functional Standards and incorporates guidance from AIRA.
Gainwell Assist adheres to data requirements, technical guidance for data transport and
deduplication, and Clinical Decision Support for immunizations (CDSI), also known as vaccine
forecasting. Our approach to data quality aligns with the CDC'’s |IS Data Quality Blueprint and
AIRA’s IIS Best Practices Community of Practice, focusing on data availability, completeness,
and timeliness.

Data quality is built into the system. Through automated deduplication, identity resolution,
and real-time validation of addresses and provider records, Gainwell Assist maintains
clean, accurate, and reliable immunization data for the State and reduces common data-

integrity challenges.

Through Quality Assurance activities, Gainwell develops and executes test plans, manages
defect resolution, and verifies deliverables meet acceptance criteria. Debriefs and joint action
plan sessions with the State accelerate feedback and translate findings into measurable
improvements.

Quality and security are integrated throughout our methodology. From secure coding practices

based on MITRE recommendations and robust testing cycles to a proactive approach to HIPAA
compliance, we protect the integrity and confidentiality of the State’s critical immunization data.

Gainwell is a dedicated partner in supporting the State’s pursuit of future CDC and Office of the
National Coordinator for Health Information Technology (ONC) Data Quality Certification (once

available), providing both the tools and expertise need to achieve these goals:

e Proactive data quality management that reduces errors and provides real-time feedback

e Transparent reporting based on CDC and AIRA metrics that highlights improvement
opportunities
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e Expert quidance from experienced subject matter experts (SMEs), supported by high-
quality documentation

Product Improvement, Service Delivery, and Client Satisfaction Processes

Alongside our implementation methodology, Gainwell Voice™ and Gainwell Assure™ provide
self-monitoring and self-correcting mechanisms that strengthen product quality, service delivery,
and client satisfaction. To support continuous improvement, high-quality service, and strong
client satisfaction, Gainwell uses two key tools:

o Gainwell Voice. Activities include executive-level engagement, client-satisfaction interviews,
customer surveys, |I1S product user groups, and participation in executive councils.

o Gainwell Assure. Independent, in-depth quality and risk reviews performed by account and
delivery leaders. During implementation, these reviews occur once per project phase; during
maintenance and operations (M&Q), they occur annually or more frequent upon request.

Comprehensive Testing and Quality Assurance

Gainwelil’s rigorous, multilayered testing strategy identifies and resolves defects early so we can
deliver a high-quality, reliable, and performant system. We execute the Test Management Plan
and complete multiple cycles of system, integration, interface, and regression testing. We fully
support the State throughout User Acceptance Testing (UAT), including a dedicated UAT
environment and detailed test cases and scripts.

User Adoption and Training

Low adoption by providers, school nurses, and other users can reduce the value of a new
system and affect data quality. Gainwell implements its comprehensive role-based Training Plan
90 days before go-live. By offering multiple training formats (online, guided seminar, and
recorded modules) and developing clear, plain-language user manuals, we help users feel
confident and prepared.

The IS validates patient demographic and vaccination data through the following mechanisms:

« Data Integrity Support. Data integrity is maintained through database and application
management, policies, procedures, and security controls. Database administrators manage
the information model following documented processes that include naming conventions,
alignment to logical and physical data models, valid-value enforcement, and defined
validation rules. Protections include preventing maodification of data in transit using strong
encryption and public/private key pairs for secure web transactions. Audit logs track inbound
and outbound files and record applied changes to maintain data integrity. Original files are
retained for extended periods for reprocessing when needed, and data is stored in
normalized transactional databases to minimize redundancy and preserve accuracy.
Controls prevent duplicate or orphan records.

Data Transmissions and Standards. Data transmissions follow agreed-upon content,
format, metadata, and reference-data exceptions using defined layouts and delivery
methods. The services framework is built for maximum interoperability and follows industry
standards for communications, security, and data formats, including Simple Object Access
Protocol (SOAP), Representational State Transfer (REST) web services, Secure File
Transfer Protocol (SFTP), Transmission Control Protocol/Internet Protocol (TCP/IP), Council
for Affordable Quality Healthcare (CAQH) guidelines, Extensible Markup Language (XML),
JavaScript Object Notation (JSON), and delimited and positional text files.
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o Data Dictionaries and Reference Data. Clear data dictionaries, data rules, and standard
reference data are used across system modules. Master Data Management (MDM) practices
govern reference data, standard data elements, and consistent definitions in alignment with
the State. This approach supports the State’s data-lake integrity by aligning data and
reference standards across as directed and aligning with reference data standards within the
data lake to verify reporting is accurate across environments.

4.2.1.2.1.1. Identification and Resolution of Duplicate and Fragmented IIS Records

The IS supports the identification, prevention, and resolution of duplicate or fragmented patient
demographic and vaccination data through the methods described below. Together, these
capabilities promote data integrity and accuracy in accordance with established policies and

procedures.

Data Integrity Support. Gainwell maintains data integrity through comprehensive database and
application management, documented procedures, and strong security controls. Database
administrators manage the information model using established processes that guide the end-
to-end lifecycle, including data-element naming conventions, alignment to logical and physical
data models, valid-value enforcement, and defined validation algorithms.

Safeguards protect data in transit through strong encryption techniques and the use of public
and private key pairs for secure web transactions. Audit logs document inbound and outbound
files and record applied changes to maintain the integrity of healthcare data. Original files are
retained for extended periods to support reprocessing when needed, and data is stored in
normalized transactional databases to reduce redundancy and preserve accuracy.
Relationships among tables are managed carefully to prevent duplicate or orphan records.

Data Governance and Support. Gainwell applies a proven approach to data governance that
supports internal policies and procedures for documenting, developing, managing defined data
entities, attributes, models, and relationships. This framework promotes consistent use of data
and aligns with the State’s Data Governance standards.

Governance practices guide the structure of data tables, relationships, and definitions across
the 1IS to maintain accuracy and meaning throughout the system.

Database Structures and Controls: Module components are supported by database
structures that set and control data relations using foreign key constraints. The relationships of
data elements within and across business components are enforced by these foreign keys,
preventing data entry without the proper relationships existing first. Additionally, primary keys
are used to prevent internal duplication of data, and orphaned rows are prevented with foreign
key table relationships.

Issue Identification and Resolution. Gainwell uses management and monitoring tools, the
State’s service portal, and escalations from the State’s enterprise call solution to identify and
diagnose support needs. We investigate and resolve issues through a structured process that

incorporates both application and database review. These activities help verify data
relationships are functioning as expected and that system behavior algins with established

policies and procedures.

4.2.1.2.1.2. Monitoring of IIS Data Quality

The 1S monitors data quality in accordance with State policies and procedures through several
mechanisms:
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« Data Governance and Integration. Gainwell coordinates with the State to align existing
governance processes and procedures with the State's Governance Framework. Activities
include applying data standards, sharing metadata, managing data quality, usage, and
security for data management within each module and sharing with external modules and
vendors. Gainwell contributes to the State’s Data Governance initiatives such as enterprise
data modeling, data dictionaries, ETL mappings, and other source-to-target mappings to
record and maintain enterprise data assets. We also establish working relationships with the
State’s governance bodies for review of Data Governance policies, deliverables, metadata,
and interface deliverables.

« Data Integrity and Security. Gainwell maintains data integrity to validate key identifiers and
protect the accuracy of data, including referential integrity. We establish standards for data
masking and de-identification for testing, define AWS settings for intrusion detection and
prevention, unauthorized access, disruptions, and disclosures, and define role-based access
to data while facilitating Single Sign-on (SSO) to applications with the State’s security
management. In addition, Gainwell defines rules and security for data archiving and purging.

« Data Storage and Compliance. Data is stored, archived, retrieved, and purged according to
the State’s security policies, procedures, and standards, with a minimum retention period of
10 years for application, network, system, and perimeter data including logs, files, and
records. Gainwell schedules security and data assessment activities supporting Minimum
Acceptable Risk Standards for Exchanges (MARS-E) 2.0, NIST 800-53 management, and
maintains compliance with updated State Data Policies and Standards.

e Data Catalogs and Metadata Management. Gainwell creates and maintains data catalogs
according to the State’s standards and captures metadata, including business and technical
metadata, supporting the Enterprise Metadata Repository. We work with Integration Services
Layer (ISL) vendors to establish standards for data sharing, maintenance, interfacing, and
reference data usage.

* Audit Logs and Monitoring. Gainwell uses tools such as SIEM, Amazon CloudWatch, and
CloudTrail to manage logs.

Audit logs and data files used for process and system databases are based on user-defined
auditable events and backed up daily to maintain ready access to system data.

¢ Technology Standards and Reporting. We support standard reporting, dashboard, and
SLA/KPI reporting and visualizations for member-related data. Gainwell verifies compliance
with industry standards and integrates data for advanced analytics and reporting.

4.2.1.2.1.3. Electronic Address Standardization and Validation in the IS

Data exchange is seamless and standards-driven, with support for HL7 v2.5.1 and integration
with the CDC’s Immunization Gateway and provider EHRs. This enables real-time, two-way
information sharing that supports coordinated care.

Data quality is built into the system. Through automated deduplication, identity resolution,
and real-time validation of addresses and provider records, Gainwell Assist maintains
clean, accurate, and reliable immunization data for the State.

Gainwell Assist supports data exchange through both flat-file interfaces and HL7 web services.
It is fully compliant with the CDC HL7 Version 2.5.1 Implementation Guide for Immunization
Messaging, Release 1.5, and leverages SOAP-based transport using the standard CDC and
Immunization Gateway (IZ Gateway) Web Services Description Language (WSDL). We
collaborate with the State to define and impiement the required integration with the Master
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Client Index (MCI). Through this integration, Gainwell Assist exchanges demographic records to
verify records are accurately registered, matched, and merged. We have extensive experience
integrating across multiple states, delivering reliable interoperability and accurate client identity
management.

Smarty, a Coding Accurate Support System (CASS)-certified service, is used to standardize
address fields to the United States Postal Service (USPS) format. It validates and cleanses new
address data by cross-checking entries against a comprehensive reference database and
applying data-cleansing algorithms to verify accuracy and standardize formatting. Smarty
corrects issues such as misspelled street names, incorrect postal codes, or incomplete
addresses when possible. It also performs real time validation during data entry and provides
batch validation for imported or migrated data. In addition, Smarty’s embedded geocoding
classifies addresses by geographic region and can recognize and correct or reject invalid postal

codes and counties.

4.2.1.2.1.4. Feedback and Training for Complete and Accurate IIS Records

The IS delivers feedback and training to partners and providers to support complete, timely,
and accurate patient demographic and vaccination records through a comprehensive training
approach. This approach includes evaluating training needs, identifying appropriate participants,
and developing materials that meet user expectations. Gainwell provides qualified training staff
to design, organize, and lead training and education activities, including train-the-trainer
sessions. Training is offered through multiple formats such as in-person and remote instructor-
led sessions, webinars, on-demand video modules, online help, and user documentation.

These resources document technical processes and identifies subject matter expert contacts for
additional support. Training materials and learning path inputs are incorporated into the
Learning Management System (LMS), drawing on proven materials from similar projects. The
training experience is continuously monitored, evaluated, and refined using feedback collected
through post-training surveys. This feedback identifies topics that may need to be revisited and
informs ongoing improvements to training content and delivery.

4.2.1.2.1.5. Federal and Jurisdictional Data Quality Metrics

Our data-management frameworks are built on principles of security, quality, and governance.
We apply rigorous data cleansing, validation, and deduplication processes to maintain a high-
integrity single source of truth. Data is managed in compliance with federal and State
regulations, including HIPAA and NIST standards, and we bring a strong record of collaboration
with federal partners such as CMS, CDC, ONC, and AIRA.

The IIS meets federal and jurisdictional data-quality metrics through the methods listed below.
These methods help the system maintain data integrity, alignment, and compliance with industry

standards.

Data Dictionaries and Standards. Clear data dictionaries, data rules, and standard reference
data are used to support consistent and accurate data management.

Master Data Management (MDM). Gainwell applies Master Data Management practices for
reference data, standard data elements, and definitions to verify data quality and integrity. This
confirms reporting accuracy across environments and supports the State’s data lake integrity.

HL7. Most IIS systems operating in the United States rely on HL7 v2.5.1, guided by AIRA and
CDC implementation guides. This version is optimized for high-volume, transactional
immunization workflows. Key characteristics include:
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Vaccination Update (VXU) messages for reporting administered doses.

Query by Parameter (QBP) messages for requesting a patient’s immunization history.
Response (RSP) messages returning the 1S record.

Acknowledgement (ACK) messages confirming receipt and identifying errors.

Standard code sets including Clinical Vaccine Administered (CVX), Manufacturer Vaccine
Code (MVX), and National Drug Code (NDC).

HL7 v2.5.1 is highly structured and predictable, making it ideal for large-scale IS operations.
Why HL7 Matters for Modern Immunization Systems

HL7 is foundational because it enables:

* Nationwide interoperability across thousands of electronic health records (EHRs) and

providers.

Scalability during outbreaks, pandemics, and high-volume reporting.

Consistency in vaccine coding, patient identity, and clinical detail.

Adaptability as new vaccines, schedules, and reporting requirements emerge.

Future readiness for FHIR-based Application Programming Interfaces (APls) and modern
data exchange models.

HL7 is both the backbone of today's lIS and the bridge to tomorrow’s immunization data
ecosystem.

Data Integration Solutions. The module is configured with the ISL to support required data
exchanges, providing secure and accurate data exchange among business associates, the

State, and federal entities.

Monitoring Tools. Gainwell uses environment monitoring tools that enable compliance with the
State’s technology stack and technical requirements.

4.2.1.3 Promote Electronic Data Exchange Between the IS and its Partners and
Providers

The vendor should describe how their proposed system achieves the following Functional Standards:

4.2.1.3.1. Manage interfaces for exchange and integration of data electronically between the IS and other information
systems in accordance with federal and jurisdictional standards.

4.2.1.3.1.1. The IIS exchanges data in accordance with current interoperability standards endorsed by CDC for message
content, format, and transport.

4.2.1.3.1.2. The IIS actively recruits, enrolls, and anboards IIS partners and providers for electronic data exchange.
4.2.1.3.1.3. The IIS actively monitors and evaluates data submitted via electronic data exchange.
4.2.1.3.1.4. The IIS investigates and resolves electronic data exchange errors and anomalies with 1IS partners and providers.

Gainwell currently serves more than 40 state agencies and 175 Managed Care Organizations
(MCOs).

To perform our coordination of benefits (COB) and payment integrity (PI) services, we have
established data exchange agreements with more than 1,700 trading partners, including
commercial insurance carriers and third-party administrators. We manage an average of
800,000 electronic data file exchanges each month, a testament to our deep integration and
collaboration with a wide array of national and regional organizations. Below are additional
details about our data exchange system.
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4.2.1.3.1. Management of Interfaces for Exchange and Integration of Data

The Gainwell team is deeply versed in the critical frameworks and initiatives shaping the future
of public health data. Our solutions fully support and comply with federal and jurisdictional
standards.

CDC Message Mapping Guides (MMGs)

Our team has direct, hands-on experience implementing and maintaining systems that conform

to CDC MMGs for immunizations (HL7 2.5.1, VXU, QBP) and other public health reporting. Data
exchanged with the CDC and other partners is structured correctly, facilitating accurate national
reporting and surveillance.

Gainwell Assist complies fully with the CDC HL7 Version 2.5.1 Implementation Guide for
Immunization Messaging, Release 1.5. It uses SOAP-based transport with the standard CDC
and Immunization (IZ) Gateway Web Services Description Language (WSDL) and supports flat-
file import and vital records file submission. This compliance continues as part of our
product roadmap. We deliver quarterly compliance releases aligned with CDC’s roadmap,
keeping West Virginia current without extra cost or change orders, a distinct advantage
of Gainwell Assist.

In addition to standards compliance, Gainwell’s interface management approach emphasizes
scalability, resiliency, and operational continuity. The proposed approach employs a structured,
collaborative, and risk-mitigated methodology to support high-volume HL7 message processing
while maintaining efficient error management and continuity of data flow. Through near-real-time
validation, monitoring, and configurable reprocessing workflows, the solution supports the timely
identification and resolution of messaging errors without impeding overall system operations.
This design aligns with the State’s published peak-load assumptions and is intended to
minimize disruption, support continuity of operations, and maintain system performance during
normal operations, peak usage periods, and seasonal surges.

4.2.1.3.1.1. Standards-Based IS Data Exchange

Building on this standards-compliant foundation, data exchange is seamless and
standards-driven, with support for HL7 v2.5.1 and integration with the CDC’s Immunization
Gateway and EHRs. This enables real-time, two-way information sharing that supports
coordinated care.

Further, data quality is built into the system. Through automated deduplication, identity

resolution, and real-time validation of addresses and provider records, Gainwell Assist
helps maintain clean, accurate, and reliable immunization data for the State. This eliminates

many data integrity challenges.

Gainwell Assist is designed with users in mind. A responsive interface supports rural
bandwidth limitations, while dashboards give providers, schools, and public health staff easy-to-
use tools for decision-making.

For the State, the system provides users convenient, secure access to their immunization
records. This is a key step in improving consumer empowerment and public trust.

We collaborate with the State to define and implement the required integration. Through this
integration, our solution exchanges demographic records to confirm client records are
accurately registered, matched, and merged. We have extensive experience in integrating with
MCls across multiple states, delivering reliable interoperability and accurate client identity
management.
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4.2.1.3.3.1.2. lIS Partner Recruitment and Onboarding

Collaborating with Partners

Our project methodology is inherently collaborative. We have decades of experience working
within the intricate ecosystem of public health, fostering strong partnerships with government
agencies; data exchange networks; and national and State to achieve shared goals. We
collaborate with state public health leaders, bringing firsthand knowledge of the State’s
partnership environment.

o Government Agencies. We serve as a trusted technology partner to numerous State
public health departments, Medicaid agencies, and federal bodies such as the Centers for
Medicare and Medicaid Services (CMS) and the CDC. This work involves constant
communication, joint planning, and a deep understanding of government program objectives
and regulatory landscapes.

o Data Exchange Networks. We have successfully integrated our systems with a wide array
of Health Information Exchanges (HIEs), Immunization (1Z) Gateways, and other data

exchange partners.

e National Organizations. We align our work with guidance from national standards-setting
bodies and organizations such as the American Immunization Registry Association (AIRA),
the Public Health informatics Institute (PHII), and HL7 International. This alignment keeps our
solutions compliant and forward-thinking, moving with the future direction of public health IT.

Gainwell brings a strong record of collaboration with federal partners such as CMS, CDC, and
ONC ecosystems. Gainwell Assist includes an evidence-based immunization decision support
solution that aligns with the latest CDC Clinical Decision Support for Immunization (CDSi)
materials. It is test-driven and continually validated through national benchmarking via AIRA.
Gainwell Assist features a forecasting component that imports immunization schedules directly
from the CDC, enabling near-real-time vaccine forecasting without the need for developer or
business analyst support to update the system.

We have managed large-scale, multi-stakeholder implementations, demonstrating our
ability to align technology, governance, and data across complex agency and vendor
environments.

Gainwell Assist supports data exchange with national systems via an External Information
System (ExIS) interface, which is part of our Vaccine Inventory Management and Accountability
functional area. Further demonstrating our collaboration with external partners, Gainwell Assist
complies with CDC 1IS Functional Standards and incorporates guidance from AIRA. In addition,
Gainwell Assist adheres to data requirements, technical guidance for data transport and
deduplication, and Clinical Decision Support for immunizations (CDSi), also known as vaccine
forecasting. Our approach to data quality aligns with the CDC's 1IS Data Quality Blueprint and
AIRA's IS Best Practices Community of Practice, focusing on data availability, completeness,
and timeliness.

Gainwell Assist exchanges data with health information systems in accordance with current
interoperability standards endorsed by the CDC and follows AIRA’s guidance for
acknowledgement (ACK) messages. It fully complies with the CDC HL7 Version 2.5.1
Implementation Guide for Immunization Messaging and supports multiple data exchange
options, including Simple Object Access Protocol (SOAP)-based transport and flat-file import.
Gainwell Assist is architected on the Fast Healthcare Interoperability Resources (FHIR)
framework, providing compatibility with future deployments once CDC and AIRA publish an IS
FHIR Implementation Guide 2.
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Gainwell Assist captures the Core Data Elements for IS Functional Standards v5.0, along with
the mandatory and optional requirements defined by the CDC and AIRA joint requirements
traceability matrix (RTM). This includes capturing required Facility Identifier Data Elements and
Provider Data Elements as part of the primary vaccination event record.

Our Product Team includes leaders with experience in state agencies responsible for
immunization registries and with strong relationships with the CDC and AIRA. Our long-standing
working relationship with CMS and CDC demonstrates our ability to serve as a trusted
integrator across public health and federal health initiatives, experience that uniquely positions
us to support West Virginia’s IS modernization within a broader health ecosystem. For West
Virginians, this means we are prepared to align with the CDC and AIRA and work seamlessly
with national partners to confirm the IS modernization succeeds within West Virginia's overall

health ecosystem.

4.2.1.3.1.3. IIS Electronic Data Exchange Monitoring

The IIS actively monitors and evaluates data submitted via electronic data exchange through
several mechanisms, as described below. These mechanisms verify that data submitted via
electronic data exchange is actively monitored, validated, and managed to maintain data
integrity and quality.

¢ Integration Gateway Monitoring. Gainwell's Integration Gateway and service framework
monitor data file exchanges and record data inbound and outbound metrics. This includes
monitoring the flow of data, applying data validation to inbound and outbound files, and
retaining full files for a defined timeframe for potential reprocessing in the event of errors.
CloudWatch is used to monitor the flow of data and detect errors that may trigger.

¢ Automated File Processing. File processing is fully automated and monitored. Submitting
and receiving solutions must pass data validation testing before receiving approval for
production status. The Integration Gateway continually applies data validation to validate

data quality.

+ Data Validation and Interface Control. Interface Control Documents (ICDs) are established
for Integration Gateway users for nonstandard data exchange. Data partner agreements are
captured and stored for access and retrieval. The system performs initial validations on data
inbound into the system and stores copies of the inbound and outbound files for reprocessing
and troubleshooting with data partners.

» Reporting. Gainwell Assist provides a robust, enterprise-grade reporting framework that
combines standardized regulatory reports with powerful user-configurable reporting tools.
Reports support on-demand execution, automated scheduling (multiple cadence options),
export, and secure sharing for organizational visibility.

4.2.1.3.1.4. IIS Electronic Exchange Error Resolution

The |IS investigates electronic data exchange errors and anomalies with 1IS partners and
providers by using the methods described below. These methods collectively confirm that
electronic data exchange errors and anomalies are promptly identified, to maintain the integrity
and efficiency of data exchanges with IIS partners and providers.

Integration Gateway Monitoring. Gainwell Assist provides a comprehensive File Exchange
Dashboard suite combined with an enterprise-grade Integration Gateway. Jurisdictions receive
real-time visibility into submission volumes, processing status, HL7 error codes, and data quality
metrics. The Integration Gateway monitors inbound and outbound exchanges, applies initial
validations, stores transaction copies for reprocessing, and complies with industry
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interoperability standards. Together, these capabilities provide transparent, auditable, and
standards-compliant data exchange management while enabling rapid troubleshooting and
proactive operational oversight.

Issue Identification and Resolution Teams. Gainwell has teams in place to promptly resolve
issues. These teams include the Gainwell Support Services Module Support Team, which
identifies, investigates, and diagnoses service issues. There is a centralized operations
management center that manages routine operation activities and escalates issues to the
appropriate subject matter experts (SMEs).

Monitoring Tools. Gainwell uses tools that specifically monitor the flow of data and identify
errors.

Continuous Improvement Process/QA Team. This team supports business process
automation improvements and manages product release, reporting, and monitoring with
software quality proven practices. They handle capacity and performance management and
support SLA/KPI performance management.

4.2.1.4 Confirm the Delivery of Inmunization Services Reflects Current ACIP
Recommendations

The vendor should describe how their proposed system achieves the following Functiona! Standards:

4.2.1.4.1. The IIS supports pediatric, adolescent, and adult immunization forecasts consistent with Advisory Committee on
Immunization Practices (ACIP) recommendations.

4.2.1.4.1.1. The lIS establishes and maintains Clinical Decision Support (CDS) functionality consistent with ACIP
recommendations.

4.2.1.4.1.2. The lIS establishes and maintains Clinical Decision Support functionality in alignment with CDSi resources
published on the CDC website.

4.2.1.4.1. ACIP-Aligned Immunization Forecasting

Gainwell Assist fully supports pediatric, adolescent, and adult immunization forecasting
consistent with Advisory Committee on Immunization Practices (ACIP) recommendations and
aligns with CDC Clinical Decision Support for Immunization (CDSi) resources.

The 1IS supports pediatric, adolescent, and adult immunization forecasts consistent with ACIP
recommendations. Gainwell Assist delivers comprehensive immunization evaluation and
forecasting across the lifespan, including:

Pediatric schedules (birth through adolescence)

Adolescent schedules

Adult schedules, including age-based and risk-based recommendations
Catch-up schedules

Four-day grace period logic

Special risk and contraindication considerations

These capabilities align with the CDC CDSi scope, which includes vaccine groups routinely
recommended by ACIP for healthy individuals from birth through age 65+, as well as special-
risk indications. The system evaluates immunization histories and generates:

¢ Evaluation status (valid, invalid, complete)
o Earliest date
¢ Recommended date
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¢ Overdue indicators
¢ Series completion guidance

This allows providers to receive accurate, real-time decision support at the point of care.

4.2.1.4.1.1 Clinical Decision Support Based on ACIP Recommendations

The {IS establishes and maintains Clinical Decision Support (CDS) functionality consistent with
ACIP recommendations. Gainwell’s Clinical Decision Support engine is directly integrated with
CDC ACIP schedules through CDSi logic specifications and supporting data. As ACIP
recommendations evolve, Gainwell:

¢ Rapidly incorporates updated vaccine schedules and dosing guidance
Updates CDS logic in alignment with CDC-published specifications

e Performs full regression testing after each CDSi release

Validates forecasting outputs using CDC test case methodologies

The CDC CDSi framework translates ACIP clinical recommendations into technical logic using:

¢ Logic specifications

e Supporting data

e Test cases

Gainwell uses this framework to verify its forecasting engine consistently produces harmonized,
standards-based outputs. This approach proved critical during the COVID-19 pandemic, when
vaccine guidance and dosing intervals changed frequently. Our structured CDSi integration
process enabled rapid and accurate schedule updates without disruption to providers.

4.2.1.4.1.2 Clinical Decision Support Aligned with CDSi Resources

The IIS establishes and maintains Clinical Decision Support functionality in alignment with CDSi
resources published on the CDC website.

Gainwell Assist aligns fully with CDC CDSi resources:

e Uses CDC logic specifications
Applies CDC supporting data (e.g., minimum age, earliest recommended age, dose intervals)

Executes CDC test cases to validate algorithm outputs
Conducts Assessment, Alignment, and Reporting Tool (AART) validation

Gainwell runs more than 1,400 CDSi test cases to validate compliance and accuracy. After each
new CDSi release:

o A full regression suite is executed

» Forecast outputs are validated against CDC expected outcomes
o AART assessments are performed

¢ Results are documented to confirm continued compliance
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Clinical Decision Support Validation Results

The system has achieved Complete Validation Status for Clinical Decision Support across CDC
assessment measures, including:

Evaluation Status for pediatric, adolescent, and adult groups

Earliest Date Accuracy for pediatric, adolescent, and adult groups
Recommended Date Accuracy for pediatric, adolescent, and adult groups
Use of standard vaccine codes (CVX, MVX, NDC)

Support for up-to-date (UTD) logic and forecasting workflows

This confirms:
e Full forecast accuracy for pediatric, adolescent, and adult groups

e Accurate earliest-date and recommended-date calculations In Lockstep with

o Complete support for evaluation logic across age groups Emerging

¢ 100% compliance with CDC CDSi validation measures gfqlﬂre:’nents and
anaaras

Gainwell Assist meets
the 12 Clinical Decision

Ongoing Governance and Maintenance

Gainwell maintains a formal CDS governance process that Support Validation

includes: measures in the AIRA

» Monitoring ACIP updates Qgggergz;eél?l{&slan

¢ Reviewing CDC CDSi release notes Complete Validation

e Updating logic specifications 2025 assessment,

o Executing automated regression testing demonstrating alignment

 Conducting AIRA AART reassessments gl(t;erc‘:?atlt‘i)on:sl -

e Documenting validation results immunization decision

CDSi resources are designed to improve accuracy, consistency, support. Our Product

and timeliness of immunization forecasting. Gainwell’s structured Support team regularly

integration approach supports continued alignment with national :;‘:ﬁuﬂc‘;‘ﬁ t::"?;;ew "

standards and consistent forecasting outputs. CDC and AIRA updates

Gainwell recognizes that jurisdictions, including West Virginia, may and even hosts an IIS

have State-specific vaccination policies, school entry requirements, Advisory Council where

or programmatic forecasting rules that differ slightly from national customers share

CDSi guidance. practices, learn about
upcoming

Gainwell Assist includes configurable forecasting parameters that enhancements, and

allow jurisdiction-specific business rules where permissible. These contribute feedback to

variations are managed through structured change-management the product roadmap.

processes.

4.2.1.5 Confirm Appropriate User Access to Data

The vendor should describe how their proposed system achieves the following Functional Standards:

4.2.1.5.1. The IIS ensures authorized users have access fo patient demographic and vaccination data based on user roles
and permissions.

4.2.1.5.1.1. The IS implements confidentiality policies that protect the privacy of individuals whose data is contained in the
system.

4.2.1.5.1.2. The IIS implements comprehensive account management policies consistent with industry security standards.
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4.2.1.5.1.3. The IIS supports technical atributes for the set up and access of user roles and permissions.
4.2.1.5.1.4. The IIS provides user access in accordance with policies and procedures.

4.2.1.5.1.5. The IIS supports authorized IIS partners' and providers' appropriate access to data in the lIS for public and
population health purposes (e.g. childcare, schools, college, health plans, clinics).

4.2.1.5.1.6. The IS provides fraining that covers accessing patient demographic and vaccination data.

4.2.1.5.1.7. The IIS identifies and inactivates user and site accounts when they are no longer active or no longer authorized to
access the system.

4.2.1.5.2. The IIS supports authorized public access to official immunization records.

4.2.1.5.2.1. The IS provides consumers with direct access to immunization records in accordance with palicies and
procedures.

Gainwell's proposed Gainwell Assist solution enables appropriate user access to data, as
described below.

4.2.1.5.1. Authorized User Access to Patient Demographics and Vaccination Data

The IIS verifies that authorized users can access patient demographic and vaccination data
based on user roles and permissions through several mechanisms:

¢ Role-Based Access Control. Access to systems and data is granted according to the
principle of least privilege. This role-based security model allows authorized users to update
data and records change history. Users must authenticate before accessing only the data or
functions for which they are authorized.

e Single Sign-On (SS0). The system integrates with external portals using an SSO server
based on Security Assertion Markup Language (SAML) or OAuth 2.0. This integration
supports role- and activity-based access and works with the identity and access
management (IAM) solution to provide users the appropriate permissions.

o Security Policies and Compliance. Gainwell develops and maintains security policies
aligned with industry standards such as ISO/IEC 27001 and NIST guidelines. These policies
address control, data protection, and incident response. Compliance with regulations such as
HIPAA is supported through scheduled audits and assessments.

o Data Protection. Data is encrypted in transit and at rest using Advanced Encryption
Standards (AES-256) protections. Data masking and anonymization are applied when
needed to support privacy and security.

¢ Incident Response and Management. A documented incident response plan outlines
procedures for detecting, reporting, and managing security incidents. Continuous monitoring
and logging of network and system activities support rapid identification of potential issues.

These measures verify that only authorized users can access sensitive patient demographic
and vaccination data based on their roles and permissions.

4,2.1.5.1.1. Confidentiality Procedures

The IIS implements confidentiality policies to protect individual privacy through several
measures:

« Data Protection and Encryption. Gainwell applies Advanced Encryption Standards (AES-
256) to protect data in transit and at rest, reducing the risk of unauthorized access.
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e Access Control and Identity Management. Access to systems and data follows the
principle of least privilege, giving users only the permissions needed for their roles. Multi-
Factor Authentication (MFA) adds a second layer of verification before accessing sensitive
systems.

o Data Masking and Anonymization. Sensitive data is masked or anonymized, especially for
testing and analytics, to support privacy and security across environments.

¢ Incident Response and Management. Gainwell maintains a documented incident response
plan outlining procedures for detecting, reporting, and addressing security incidents.
Continuous monitoring and logging of network and system activity support early identification
of potential security incidents.

4.2.1.5.1.2. Comprehensive Account Management Policies

Gainwell implements account management policies consistent with industry security standards
through several components that protect sensitive information and systems:

Policy and Governance. Gainwell establishes and maintains security policies aligned with
industry standards such as ISO/IEC 27001 and NIST guidelines. These policies address access
control, data protection, and incident response. Compliance with regulations such as HIPAA is
supported through regular audits and assessments.

Access Control and Identity Management. Gainwell uses Role-Based Access Control
(RBAC) to grant system and data access based on the principle of least privilege. Multi-Factor
Authentication (MFA) adds an additional verification step before users access sensitive
systems.

Continuous Monitoring and Reporting. Gainwell uses monitoring tools and processes to
maintain ongoing compliance. Deviations or findings are tracked and resolved through the Plan
of Action and Milestones (POA&M) process, and updates are shared with stakeholders as
required.

Governance Framework and Compliance Management. Gainwell’'s governance framework
aligns with industry-recognized standards, including NIST SP 800-53, HIPAA, I1SO 27001, and
SOC 2 Type 2. This framework guides the design, implementation, and monitoring of security,
privacy, and operational controls. A dedicated compliance team oversees adherence to legal,
regulatory, and contractual requirements through regular audits, assessments, and training.

Continuous Improvement. Gainwell conducts ongoing risk assessments and audits to identify
opporiunities for improvement.

Policies and procedures are updated in response to changes in laws, regulations, or industry
standards. Automation and advanced monitoring technologies support efficient and accurate

compliance activities.

4.2.1.5.1.3. Technical Attributes

The IIS supports technical attributes for configuring and accessing user roles and permissions
through several mechanisms, outlined below. These mechanisms provide secure and controlled
access that aligns with compliance and security standards.

* Role-Based Access Control (RBAC). Access to systems and data is granted according to
the principle of least privilege, giving users only the permissions needed for their roles.
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This approach restricts access to assets, systems, software, and applications a user
supports. Granular authorizations govern viewing, editing, and sharing. Access is granted
only when a documented business justification is provided.

» Single Sign-On (SSO) Integration. Gainwell Assist integrates with external portals using an
SSO0 server based on Security Assertion Markup Language (SAML) or OAuth 2.0. This
integration supports role-and activity-based access and connects with the identify and
access management (IAM) solution to assign appropriate rights.

» Identity Management. Gainwell Assist uses centralized web services for identity, credential,
and access management. The system creates and shares a file of user types and rights
available in the application. SSO establishes a security profile for each user, defining which
applications and functions they may access. A structured approval process governs the
granting of access privileges, which are reviewed regularly to maintain proper confidentiality
and access availability.

e Security and Compliance. Gainwell maintains security policies aligned with industry
standards such as ISO/IEC 27001 and NIST guidelines. These policies address areas
including access control, data protection, and incident response. Compliance with HIPAA is
supported by scheduled audits and assessments.

¢ Technical Controls for Data Security. The module protects data through identity-
management controls, access-enforcement mechanisms, threat and vulnerability
management, and data-security processes. Access is based on role and activity to control
exposure to member data, and select users receive least-privileged administrative access to

further limit permissions.

4.2.1.5.1.4. User Access

The IIS provides user access in accordance with policies and procedures. The system
integrates with external portals using SSO based on Security Assertion Markup Language
(SAML) or OAuth 2.0, supporting role-based and activity-based permissions. It also integrates
with the identity and access management (IAM) solution to confirm users receive the
appropriate level of access. Gainwell maintains security policies aligned with industry standards,
such as ISO/IEC 27001 and NIST guidelines, which address access control among other key
areas of information security. The |IS further supports data security through role-based access
controls and administrative safeguards, including policies and training, that limit use and
disclosure of confidential information to what is necessary for job responsibilities.

4.2.1.5.1.5. Authorized IIS Access

The IS supports authorized partners’ and providers’ access to data for public-health and
population-health purposes.

Gainwell Assist accommodates clinical and utilization data for members enrolled in managed-
care benefit plans, providing a resource for population-health management across the served
population.

Authorized users can access claims-based information, which offers a comprehensive view of a
member’s history, including encounters and claims stored in the system. Gainwell Assist also
supports role-based access to data and integrates with SSO-enabled applications to verify that
users have the appropriate access.
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4.2.1.5.1.6. lIS Training

Gainwell's comprehensive role-based Training Plan covers access to patient demographic and
vaccination data. By offering multiple training formats (online, guided seminars, and recorded
sessions) and providing clear, plain-language user manuals, we help users feel confident and

prepared.

A successful implementation depends on user readiness, and our methodology prepares users,
systems, and processes for a smooth go-live.

¢ Role-Based Training Program. We develop and deliver a comprehensive training program
tailored to the needs of each user group. Using guided online seminars, recorded sessions,
and detailed user manuals, we help users become confident and capable with the new IIS.

o Operational Readiness Review (ORR). Before go-live, we conduct a full ORR to validate
that technical, operational, and organizational components are ready. This includes
reviewing system performance, support-staff readiness, and workflow validation. A final ORR
report provides a clear go/no-go recommendation to support a successful launch.

4.2.1.5.1.7 IS User and Site Account Inactivation

The IIS identifies and inactivates user and site accounts using role-based access control
(RBAC) and related security measures. Access to systems and data is granted according to the
principle of least privilege, giving users only the permissions required for their roles. This model
restricts access to the assets, systems, software, and applications that users directly support
and limits access to administrative tools through RBAC.

Gainwell’s role-based security framework requires authentication before entities can transmit or
request information. Authorized users may update data, and changes are logged to maintain
accountability.

Regular risk assessments and security audits support compliance with privacy and security
standards. Technical controls for identity management, access enforcement, threat and
vulnerability management, and data-security processes contribute to identifying and disabling
accounts that are inactive or no longer authorized.

4.2,1.5.2. lIS Support of Authorized Public Access to Inmunization Records

Gainwell provides comprehensive maintenance, operations, and enhancement services for II1S
in the cloud through the Gainwell Assist platform, a cloud-based Software as a Services (SaaS)
solution that algins with CDC Functional Standards and AIRA guidance.

The platform is deployed across multiple states and supports large-scale modernization by
transitioning extensive immunization-record datasets from legacy IIS environments. For
example, in one state, we migrated 72.7 million records without disrupting providers operations
during go-live, and in another state, we are migrating 195.3 million records while preserving
data integrity and seamiless continuity with HIE systems.

4.2.1.5.2.1 Direct Access to Immunization Records

Gainwell Assist is designed for intuitive use. A responsive interface supports rural bandwidth
limitations, and dashboards give providers, schools, and public health staff clear, easy-to-use
tools for decision-making. The system gives individuals convenient and secure access to their
immunization records, strengthening user empowerment and supporting public trust.
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4.2.1.6. Support the Generation and Use of IS Data Through Various Channels
and Formats

The vendor should describe how their proposed system achieves the following Functional Standards:

4.2.1.6.1. The HS supports the reporting needs of federal and jurisdictional immunization programs.

4.2.1.6.1.1. The |iS provides standard and ad-hoc reports to meet federal and jurisdictional reporting requirements.
4.2.1.6.2. The IS supports ad-hoc queries of patient demographic and vaccination data.

4.2.1.6.2.1. The IS supports direct access for internal authorized users to IS databases for data extracts and queries in
accordance with policies and procedures.

4.2.1.6.2.2. The lIS supports access to data for data visualization, presentation, and analysis.

4.2.1.6.3. The IS supports investigation and reporting of vaccine adverse events.

4.2.1.6.3.1. The lIS supports vaccine adverse event investigation.

4.2.1.6.3.2. The IIS refers users to appropriate resources to support adverse event documentation.

4.2.1.6.4. The IS supports the ability to generate coverage reports that users can access without assistance from IS staff.
4.2.1.6.4.1. The lIS provides access to data to assess vaccination coverage and identify vulnerable populations.
4.2.1.6.4.2. The lIS manages patient status at provider site and jurisdiction levels.

4.2.1.6.4.3. The lIS provides HS-related training on accessing, generating, and interpreting reports.

4.2.1.6.4.4. The IIS supports compliance with immunization requirements in childcare, school, and college settings.
4,2.1.6.5. The IS supports reminder/ recall activities.

4.2.1.6.5.1. The IS supports conducting reminder/recall activities without assistance from IS staff.

Gainwell’s proposed system supports the generation and use of 1S data through various
channels and formats. Following are our responses to the Functional Standards listed in the

RFP.
4.2.1.6.1. Support Reporting of Federal and Jurisdictional Inmunization Programs

Gainwell Assist supports federal and jurisdictional immunization-program reporting through a
comprehensive and flexible reporting framework. Reports can be generated on-demand,
scheduled for automated delivery, published in a secure role-based reporting portal, or
transmitted externally through secure transport mechanisms such as the Immunization (1Z)
Gateway or Secure File Transfer Protocol (SFTP), based on the State’s preferred workflows and
federal reporting needs.

The solution supports recurring operational, compliance, inventory, and surveillance reporting
across daily, weekly, monthly, quarterly, and annual schedules. Examples include:

¢ Monthly CDC reporting (e.g., influenza, COVID-19, and other required submissions)

¢ Annual Immunization Information System Annual Report (IISAR)

e Quarterly CDC [IS-NIS reporting

¢ Monthly leadership statistics and performance metrics

» Operational monitoring reports (e.g., organizations with no recent data-exchange activity)

¢ Daily disease-specific counts and demographic summaries (e.g., COVID-19, Mpox)
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¢ Daily job-status and data-exchange monitoring reports

* Weekly inventory accountability reports

¢ Weekly vaccine-administration report files

Reports may be delivered through:

s Secure in-system, permission-based access

Automated report generation and publication

Secure file transfer via SFTP

e Transmission through the I1Z Gateway, when required for federal workflows

This flexible, multichannel reporting model helps jurisdictions meet federal requirements,
program oversight needs, executive reporting expectations, and public-health surveillance
objectives in a timely, secure, and auditable manner.

4.2.1.6.1.1. Standard and Ad Hoc Reporting

The IIS provides standard and ad-hoc reports to meet federal and jurisdictional reporting
requirements. Gainwell’s 1IS solution includes a comprehensive suite of configurable standard
reports designed to support clinical operations, public health oversight, regulatory compliance,
inventory management, data quality monitoring, and program performance evaluation. These
reports offer structured, statewide visibility into immunization activity, patient status, provider
performance, vaccine usage, inventory accountability, adverse-event tracking, and data-
exchange health.

Standard reports include multi-facility aggregation, statewide roll-up, time-period comparisons,
and export functions. Reports are role-based, configurable by date range and organizational
scope, and designed to support both operational users and executive stakeholders. Taken
together, this framework allows jurisdictions to monitor immunization coverage, maintain
compliance with federal and state requirements, manage vaccine inventory and funding
programs, evaluate data quality, and support informed public-health decision-making.

4.2.1.6.2 Ad Hoc Queries

The IS supports ad hoc queries of patient demographic and vaccination data. Gainwell Assist
includes a Custom Report Module that allows authorized users to perform these queries
without technical assistance. Users can build custom reports by selecting filters across multiple

data domains, including:

+ Patient Demographics. Status, priority group, birth date range, county, city, ZIP code, area,
and other demographic attributes

o Facility Filters. Facility name, PIN code, district, and multi-facility selections

o [Immunization Data. Vaccine group, lot number, trade name, mass-vaccination event, and
other vaccination-specific attributes

Reports can be generated in two formats:
o List View. Detailed record-level resuits
o Count View. Aggregate counts and summarized data

This flexibility supports both operational and high-level reporting needs. The system allows
users to:
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o Create and save report templates

» Schedule reports for automated execution (single or recurring cadence: daily, weekly, or
monthly)

¢ Define start and end dates
¢ Manage report visibility
e Archive or delete templates

Reports can be sorted, filtered, and configured to meet jurisdiction-specific needs. This self-
service reporting capability enables users to generate targeted, real-time insights on patient
populations, vaccination coverage, compliance monitoring, and program performance.

Together, these features confirm the IIS fully supports ad hoc querying and flexible analysis of
demographic and immunization data in alignment with Functional Standards.

4.2.1.6.2.1 Direct Database Access for Authorized Users

Gainwell supports controlled, direct database access for authorized internal users in accordance
with jurisdictional policies, security standards, and data governance procedures. Authorized
users receive secure, read-only access to the IS reporting-database environment through an
approved database-query interface.

4.2.1.6.2.2. Data Access for Visualization and Analysis

The IS supports access to data for visualization, presentation, and analysis. Gainwell Assist
provides several mechanisms to support these needs for authorized users.

Within the IIS, users have access to interactive dashboards and configurable reports that
present immunization, inventory, demographic, and data-exchange metrics in visual and
structured formats. These dashboards and reports support real-time monitoring, analysis, and
operational oversight through sortable tables, aggregated counts, and time-based comparisons.

For expanded analytical needs, the system provides:

e Export of report data in standard formats for use in external visualization tools
* Secure, role-based access to reporting datasets for advanced querying
Scheduled report generation for recurring analytical reviews

Aggregation of multi-facility and statewide data

Authorized internal users may also receive controlled, read-only access to the reporting-
database environment, supported by a detailed data dictionary and schema documentation.
This access allows jurisdictions to integrate IS data into enterprise analytics platforms,
business-intelligence tools, and visualization solutions in alignment with governance and
security policies.

Through these combined capabilities, including interactive dashboards, configurable reporting,
export functionality, and secure analytical access, the IS supports comprehensive data
visualization, presentation, and analysis. These features help jurisdictions meet federal,
jurisdictional, and executive reporting needs with actionable information.

4.2.1.6.3. Support Investigation and Reporting of Vaccine Adverse Effects

Gainwell Assist supports comprehensive documentation, investigation, and reporting of vaccine
adverse events at the individual-immunization level.
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Users record adverse reactions directly within the associated immunization record through a
structured Immunization Reaction module. Users can:

s Select standardized reaction terms. These may include vaccine-specific adverse-reaction
classifications.

¢ Document reaction dates.
e Flag events for review.

¢ Record whether the event was reported to the Vaccine Adverse Event Reporting System
(VAERS).

e Capture the date reported to VAERS.
¢ Identify the reporting facility.

This structured documentation supports traceability, clinical review, audit readiness, and public-
health investigation activities. To support federal reporting requirements, the system provides a
direct link to the VAERS submission portal so providers can quickly submit adverse-event
details. The IS also includes standard reports to support monitoring and oversight, including:

o VAERS Report. Generates a list of patients with documented adverse events that have been
reported to VAERS.

+ Not Reported to VAERS Report. Identifies documented adverse events that have not yet
been reported, supporting follow-up and compliance monitoring.

These reporting capabilities help jurisdictions monitor adverse-event documentation, support
timely federal reporting, and enable investigation workflows. Together, these features provide a
structured, auditable, standards-aligned approach to adverse-event documentation and
reporting that supports CDC guidance, VAERS requirements, and jurisdictional quality
assurance processes.

4.2.1.6.3.1 Vaccine Adverse Event Investigation

Gainwell Assist supports structured documentation, investigation, and oversight of vaccine
adverse events at the individual immunization level. Users record adverse reactions using
standardized reaction classifications. Fields capture reaction dates, reporting status to VAERS,
reporting dates, and the reporting facility. Users may also flag events for review to support
clinical and public-health investigation.

The system provides a direct link to the VAERS submission portal to facilitate federal reporting
and includes monitoring reports that track events already reported and those pending
submission. This structured, auditable approach supports traceability, timely reporting, and
effective investigation workflows in alignment with CDC and VAERS requirements.

4.2.1.6.3.2 Resources for Adverse Event Documentation

Gainwell Assist provides structured tools and configurable resources to support accurate,
consistent, and compliant documentation of vaccine adverse events. The system includes
standardized reaction terminology within the Immunization Reaction module, allowing events to
be recorded using clinically appropriate classifications. Key data elements such as reaction
date, VAERS reporting status, reporting date, and reporting facility are captured directly within
the immunization record to support completeness, traceability, and audit readiness.

To support federal compliance, the IS includes a direct link to the VAERS submission portal
and provides monitoring reports to track documented events and their reporting status.
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Gainwell Assist also includes a configurable Support and Related Links area where
jurisdictions can publish resources relevant to their adverse-event investigation processes, such
as State guidance documents, reporting workflows, or CDC reference materials. The 1I1S
includes a document-repository capability, allowing jurisdictions, when required, to upload
and store completed VAERS forms or supporting documentation within the system for
authorized viewing. This approach keeps documentation centralized, accessible to permitted
users, and retained according to jurisdictional policies.

Together, these configurable tools and resources support standardized and transparent
adverse-event documentation and reporting, helping jurisdictions meets CDC guidance, VAERS
requirements, and local process needs.

4.2.1.6.4. Self-Service Coverage Reporting

The IS supports the generation of coverage reports that users can access without assistance
from IS staff. Gainwell Assist enables authorized users to independently create immunization
coverage reports through both standard coverage reports and a configurable custom-reporting
module. Users can define age cohorts, vaccine groups, date ranges, geographic areas, and
facility-level filters to calculate and analyze coverage rates.

Users may generate reports in detailed list format or aggregated count format to support both
patient-level review and population-level analysis. Coverage reports can be filtered by
demographic attributes such as county, ZIP code, age range, provider or facility, funding source,
vaccine group, and up-to-date status.

To promote user independence, the system includes integrated on-page guidance and
contextual help that explain available filters, report parameters, and expected outputs. This
embedded support reduces reliance on technical staff and improves report accuracy and

usability.

The [IS enforces robust Role-Based Access Control (RBAC). Jurisdictional administrators
define which reports are available to each user role and control the scope of accessible data.
For example:

o Statewide or multi-facility coverage reports can be restricted to public-health leadership or
designated analysts.

¢ Facility-level users may be limited to generating reports only for their organization or
assigned geographic area.

* Access to sensitive demographic or aggregated statewide data can be restricted in
accordance with jurisdictional policy.

Reports may be executed on demand or scheduled for recurring automated generation on daily,
weekly, or monthly intervals. Saved templates allow users to quickly reproduce commonly used
analyses, and outputs can be securely exported for presentation or further analysis.

These capabilities confirm coverage reporting is self-service, secure, policy driven, and
appropriately scoped to each user’s role, supporting informed public health decision-making
while maintaining strict data governance controls.

4.2.1.6.4.1 Data Access for Vaccination Coverage and Population Vulnerability Assessment

Gainwell Assist includes an integrated Immunization Quality Improvement Program (IQIP)
reporting module that helps jurisdictions assess vaccination coverage, evaluate performance
against national standards, and identify vulnerable or under-immunized populations.
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The system provides baseline IQIP assessment standards aligned with CDC guidance and
allows authorized users to adjust age ranges, vaccine groups, dose counts, and up-to-date
criteria to meet jurisdictional reporting needs. This flexibility supports customized coverage
analyses within a single reporting workflow and eliminates the need to generate multiple
separate outputs.

Users can generate multiple report formats, including:

Assessment summaries

Patient listings for targeted outreach
Provider report cards

Up-to-date with one visit analysis
Multi-year trend reports

To support geographic and population-level analysis, the 1IS includes interactive coverage
maps that display vaccination rates by county or statewide region. Color-coded thresholds help
users quickly identify areas with lower coverage. By integrating configurable IQIP reporting,
demographic filtering, multi-year trend analysis, and geographic coverage mapping, the IIS
provides jurisdictions with actionable data to:

Monitor vaccination coverage rates

Identify gaps and inequities

Target outreach and quality improvement efforts
Support data-driven public health interventions

These capabilities allow jurisdictions to independently evaluate immunization coverage and
proactively identify populations or regions at risk.

4.2.1.6.4.2 Managing Patient Status

Gainwell’s 11S solution supports comprehensive patient status management at both the provider
site and jurisdiction levels. The system enables a one-to-many status affiliation model,
allowing a patient to have status designations associated with multiple facilities while
maintaining a single jurisdiction-level record. Authorized users may assign and manage
standardized patient status values, including:

Active

Inactive, Unspecified

Inactive, Lost to follow-up (cannot contact)

Inactive, Moved or gone elsewhere (transferred)

Inactive, Permanently inactive (do not re-activate or add new entries to this record)
Unknown

This flexible framework enables provider sites to manage their active panels while allowing the
jurisdiction to maintain broader population oversight and record continuity.

The system also supports bulk patient status updates, enabling jurisdictions or authorized
provider administrators to efficiently update large patient cohorts based on defined criteria such
as absence of recent immunizations, transferred patients, or inactive panels. Bulk-update tools
promote operational efficiency and maintain audit logging and role-based controls. Patient
status values can also be used in reporting and filtering to:

e Generate lists of inactive or lost-to-follow-up patients
e Identify patients who require outreach
s Exclude permanently inactive records from coverage calculations
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¢ Support panel management and quality improvement activities

Through multi-level status management, a configurable affiliation model, and bulk-update
capabilities, the IIS supports accurate patient tracking across facilities while supporting both
provider-level operations and jurisdiction-wide public health oversight.

4.2.1.6.4.3 lIS-Related Training

Gainwell provides comprehensive training and user support to help authorized users confidently
access, generate, and interpret IS reports. The system includes a detailed user manual with
step-by-step instructions that guide users through the report creation process. These materials
explain how to configure filters, select appropriate parameters, and interpret the data elements
required for accurate outputs. High-level training sessions demonstrate reporting workflows,
outline proven practices, and explain how report selections affect results and coverage

calculations.

In addition to formal training materials, the IIS includes integrated on-page help and contextual
guidance. These embedded tools offer real-time explanations of report fields, filter options, and
output types based on user selections. This guidance supports correct usage and reduces
reliance on technical staff.

4.2.1.6.4.4 Compliance with Immunization Requirements

Gainwell Assist includes a fully integrated School and Childcare Compliance Module
designed to support jurisdiction-specific immunization requirements for K-12 schools, childcare
facilities, and higher education institutions. Gainwell collaborates with each jurisdiction to
configure the module in accordance with State immunization laws, exemption policies, reporting
timelines, and compliance thresholds. The system supports both submission and query,
allowing schools and authorized users to securely upload and review student immunization
data. Key capabilities include:

e Creation and maintenance of school roster lists

e Grade-level tracking, including K-12 and homeschool

¢ Total enrollment tracking by grade

Configurable exemption categories such as medical, religious, provisional
Automated compliance calculations based on State-defined rules

Standard compliance outputs include:

o Student List. Listing of enrolled students

o Student Immunization History List. Students with associated immunization records
¢ Immunizations Due Report. Students missing required vaccines

¢ Exclusion Letter Generation. Automated notices for students overdue for vaccine
requirements, according to jurisdiction policy

The system supports school and childcare audit reporting that displays:

Total enrollment counts

Students with certificates of immunization
Provisional certificates

Medical and religious exemptions
Students without acceptable certificates
Grade-specific compliance summaries
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These reports provide clear visibility into adherence rates and quickly help jurisdictions identify
compliance gaps. Through configurable business rules, automated reporting, roster-based
tracking, and exclusion workflows, the IIS enables jurisdictions to monitor and enforce school
and childcare immunization requirements while supporting streamlined reporting for educational

institutions.

4.2.1.6.5. Reminder/Recali Activities

Gainwell Assist includes a comprehensive Reminder/Recall module that enables jurisdictions
and authorized provider sites to proactively identify and notify patients that are due or overdue
for immunizations. The system supports both vaccine-based reminder/recall and vaccine lot
recall workflows. Authorized users can generate targeted reminder reports using configurable
criteria, including:

Immunization due status (due, overdue, upcoming)

Specific vaccine groups needed

Vaccine groups to display on the report

Lot number for recall events

Vaccination date ranges

Administering facility or clinician

Inclusion or exclusion of inactive patients

Exclusion of patients previously contacted within a defined time frame

Users can apply detailed facility and patient filters, such as:

Facility name or district

Age ranges and birth date ranges
County, city, ZIP code, and State
Race, ethnicity, and gender

Reminder and recall outputs may include:

Patient letters for outreach

Patient listings for follow-up activities
Aggregate reports for authorized designees
Targeted lot recall reports when applicable

These capabilities help jurisdictions and providers conduct efficient outreach campaigns,
support quality improvement initiatives, address coverage gaps, and respond to vaccine recalls.
Configurable filters and Role-Based Access Controls (RBAC) confirm reminder and recall
activities are scoped to each user's authorized population.

4.2.1.6.5.1 Reminder/Recall Activities without Assistance

Gainwell Assist enables authorized users to conduct reminder and recall activities
independently, without assistance from IIS staff. The self-service Reminder and Recall module
allows users to define outreach criteria, generate reports, and initiate follow-up workflows
directly within the 1IS. Output options include patient letters, patient listings, and aggregate
reports for designated staff. For vaccine safety events, lot-based recall reporting is also

available.
Reminder and recall functions are available through a role-based, permission-controlled

interface. Integrated on-page guidance and reporting filters help users understand selection
criteria and expected outputs, supporting independent execution of outreach campaigns.
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These self-service capabilities confirm that providers and jurisdictional staff can efficiently
conduct targeted reminder and recall efforts to improve vaccination coverage and address gaps
without relying on technical or administrative IIS support.

4.2.1.7. Support Federal and Jurisdictional Vaccine Program Requirements

The vendor shouid describe how their proposed system achieves the following Functional Standards:

4.2.1.7.1. The lIS supports management and quality assurance functions for federal and jurisdictional vaccine programs.
4.2.1.7.1.1. The IS establishes vaccine program procedures in accordance with federal and jurisdictional policies.
4.2.1.7.1.2. The IIS supports the tracking of eligibility at the dose level for publicly purchased vaccines.

4.2.1.7.1.3. The IiS generates a report listing patients that received a non-viable vaccine.

4.2.1.7.1.4. The IIS generates a report listing provider sites that received vaccine lots recalled by the manufacturer.

4.2.1.7.2. The IIS supports vaccine inventory management and reconciliation according to federal and jurisdictional vaccine
program requirements.

4.2.1.7.2.1. The IIS supports vaccine inventory management, tracking, and reconciliation at the IIS jurisdiction and provider
site levels.

4.2.1.7.2.2. The lIS supports creating vaccine orders and monitoring order status.

4,2.1.7.2.3. The IS supports reporting vaccine returns and wastage.

4.2.1.7.24. The IS automatically decrements administered doses (not historical doses) from active inventory.
4.2.1.7.3. The IIS supports data exchange with the national Vaccine Tracking System (VTrckS).

4.2.1.7.3.1. The IIS establishes data exchange with VTrckS in accordance with ExIS (External Information System)
specifications hitps:/fwww.cdc.govivircks/php/aboutfexis-functionality.htmi#cde generic section 1-exis-functionality.

4.2.1.7.3.2. The lIS completes updates to ExIS functionality following publicafion of specifications.
4.2.1.7.3.3. The IIS establishes automated data exchange with VTrckS.

Gainwell’s proposed system supports federal and jurisdictional vaccine program requirements,
as described below in our responses to the Functional Standards.

4.2.1.7.1. Support Management and Quality Assurance Functions

Gainwell Assist uses tools such as the Aggregate Analysis Reporting Tool (AART), CDC
implementation guides, and staff participation in workgroups including the Measurement for
Assessment and Certification Advisory Workgroup (MACAW) and Immunization Gateway (1Z
Gateway) program to advance Health Level Seven (HL.7) standardization.

These activities position Gainwell as a strong partner to the 1Z Gateway, the CDC, and the
State. Our team understands the |Z Gateway roadmap and the opportunities it creates for
federal reporting and cross-jurisdictional data sharing.

Our solution is designed for high-volume processing. Gainwell Assist supports up to 2.5 million
HL7 messages per day, including approximately 500,000 Vaccination Update (VXU) messages,
and two million Query by Parameter (QBP) messages, without performance degradation. Built-
in scalability allows the system to expand quickly to meet increasing demand for larger
transaction volumes, more HL7 throughput, and additional users. Gainwell will collaborate with
the State to test and transition the anticipated 1,000 HL7 connections to the modernized
Gainwell Assist Solution.
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4.2.1.7.1.1. Vaccine Program Procedures
Gainwell will provide system support for the following:

¢ Near and Real-Time Data Exchange. The IIS exchanges data with external systems using
the preferred transport method and the CDC WSDL.

o Compliance with CDC HL7 Guidance. The system follows the CDC HL7 Version 2.5.1
Implementation Guide for Immunization Messaging, Release 1.5, using SOAP-based
transport by using the standard CDC WSDL and IZ Gateway.

¢ Robust Reporting and Analytics. The IIS provides tools to identify, analyze, and export
data submission errors.

¢ Patient Demographic Capture. The |IS captures demographic information in alignment with
the Core Data Elements for [IS Functional Standards Version 5.0 and the mandatory and
optional requirements of the joint CDC and AIRA Reference Test Message (RTM).

e Audit Logging. The IIS maintains a log of system data changes, including date, time, and
the user or site responsible when individual-level immunization data is created, viewed, or

modified.

Gainwell will determine the best approach and protocol as we develop and document interface
specifications with each external source system.

4.2.1.7.1.2. Tracking of Eligibility
Gainwell Assist includes the following system components to support eligibility tracking:

¢ Vaccine Inventory Management and Accountability. The system integrates with the CDC
Vaccine Tracking System (VTrckS) to order, track, and manage doses for Vaccines for
Children (VFC) and non-VFC populations. The module supports dose management,
distribution, and required State and federal accountability reporting.

o [Immunization Forecasting. Gainwell Assist provides clinical decision support to show
clinicians upcoming and recommended immunizations based on CDC Advisory Committee

on Immunization Practices (ACIP) guidance.

4.2.1.7.1.3. Report Listing Patients
Gainwell confirms the 11S generates a report listing patients who received a non-viable vaccine.

4.2.1.7.1.4. Report Listing Provider Sites

Gainwell Assist provides functionality to deliver reminder and recall notices at the provider,
State, county, regional, and territory levels. The system supports clear, efficient communication
between jurisdictions, providers, and patients. Gainwell Assist generates patient-specific
reminder and recall notifications, helps providers identify age-group cohorts for targeted
outreach creates patient lists and schedule calendars for reminder and recall activities, and
generates vaccine-recall notices by administering provider.

Jurisdictions can use these capabilities to target populations and improve immunization rates.
The system can support reminders for single vaccine or multiple vaccines, and the resulting lists
provide leadership with actionable data to guide public-health interventions.
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4.2.1.7.2. Support Vaccine Inventory Management and Reconciliation

Gainwell Assist is modular and highly configurable, enabling jurisdictions to customize and scale
the system to meet functional and budgetary needs. The solution includes Vaccine Inventory
Management and Accountability and integrates with the CDC Vaccine Tracking System
(VTrckS) to order and manage doses for the Vaccines for Children (VFC) and other funding
streams. The system supports dose management, distribution, and the accountability reporting
required at State and federal levels. Reporting capabilities also include inventory auditing to
support accountability for the distribution and use of publicly purchased vaccine supplies.

4.2.1.7.2.1. Vaccine Inventory Management, Tracking, and Reconciliation

Gainwell Assist provides data exchange with the national VTrckS through an External
Information System (ExIS) interface. Vaccine Inventory Management and Accountability is a
core functional area of the solution and is tightly integrated with VTrckS to order and manage
doses for the VFC population. Gainwell Assist will also adapt to new VTrckS specifications as
they are released.

4.2.1.7.2.2. Creating Orders and Monitoring Status

Gainwell Assist supports a variety of data exchange protocols including data exchange with the
national VTrckS via an ExIS interface to retrieve Provider Master Data, inventory data, order
date, and vaccine return and wastage data. Vaccine Inventory Management and Accountability
is a core functional area of the solution and is tightly integrated with VTrckS to order and
manage doses for the VFC population.

4.2.1.7.2.3. Reporting Vaccine Returns and Wastage

Gainwell confirms the 1IS supports reporting vaccine returns and wastage. In addition, Gainwell
affirms the 11S automatically decrements administered doses (not historical doses) from active
inventory.

4.2.1.7.3. Support Data Exchange with National Vaccine Tracking System (VTrckS)

Gainwell follows a structured integration planning approach that includes defining specifications
for each solution interface in the form of Interface Control Documents (ICDs). We carefully
assess integration needs for each external system and identify the best and most efficient
interface protocol. Gainwell Assist supports a variety of data exchange protocols including data
exchange with VTrckS through an ExIS interface to retrieve Provider Master Data, inventory
data, order date, and vaccine return and wastage data.

Vaccine Inventory Management and Accountability is a core functional area of the solution and
is tightly integrated with VTrckS to order and manage doses for the VFC population.

4.2.1.7.3.1. Data Exchange with VTrckS

Gainwell Assist supports a variety of data exchange protocols including data exchange with
VTrckS through an ExIS interface to retrieve Provider Master Data, inventory data, order date,
and vaccine return and wastage data.

4.2.1.7.3.2. Updates to ExIS

Gainwell confirms the IS completes updates to ExIS functionality following the publication of
specifications.
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4.2.1.7.3.3. Automated Data Exchange

Gainwell Assist supports a variety of data exchange protocols including data exchange with
VTrckS through an ExIS interface to retrieve Provider Master Data, inventory data, order date,

and vaccine return and wastage data.

4.2.1.8. Support the Response Efforts for Vaccine-Preventable Disease Outbreaks
and Other Public Health Emergencies

The vendor should describe how their proposed system achieves the following Functional Standards:

4.2.1.8.1. The IIS supports partner and provider onboarding and vaccine management during vaccine-preventable disease
response and/or public heaith emergencies.

4.2.1.8.1.1. The liS establishes, coordinates, and executes emergency preparedness plans and procedures in accordance
with federal and jurisdictional policies.

4.2.1.8.1.2. The IIS supports expedited communication and onboarding with partners to capture patient demographic and
vaccination data in an emergency.

4.2.1.8.1.3. The HIS provides training to onboarded partners.

4.2.1.8.1.4. The IIS supparts vaccine administration functionality o include offine documentation of vaccine administration.
4.2.1.8.1.5. The lIS supports integration with tools for vaccination appointment scheduling.

4.2.1.8.1.6. The IIS supports public health immunization reporting to federal and jurisdictional authorities.

The IIS supports the response efforts for vaccine-preventable disease outbreaks and other
Functional Standards.

4.2.1.8.1. Support Partner and Provider Onboarding and Vaccine Management

Gainwell affirms the IS supports partner and provider onboarding and vaccine management
during vaccine-preventable disease response and/or public health emergencies.

4.2.1.8.1.1. Emergency Preparedness Plans and Procedures

Gainwell establishes, coordinates, and executes emergency preparedness plans and
procedures in accordance with federal and jurisdictional policies. Gainwell Assist is cloud-based
and uses multiple regions within the Amazon Web Services (AWS) infrastructure. It can mitigate
service disruption or degradation proactively by shifting application processing to one region
while another is being updated. In this way, the cloud infrastructure minimizes the need for
solution downtime.

When production outages are necessary, we will obtain the State’s approval beforehand and
provide notice at least five working days before the scheduled outage. Issues requiring
correction in a shorter period will require mutual agreement between the State and Gainwell.
We will report urgent or emergency system outages through the RFP-specified escalation
procedures.

4.2.1.8.1.2. Expedited Communication and Onboarding

On the infrastructure side, Gainwell Assist is deployed in a multiregional AWS cloud
environment with disaster recovery that exceeds standard requirements. This maintains
continuity of service even in the rare event of a regional outage. Security and compliance are
foundational and we are compliant with NIST 800-53 Rev. 5, SOC 2 Type 2, and HIPAA

standards.
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4.2.1.8.1.3. Training to Onboarded Partners

Gainwell provides training to onboarded partners. Our staff train State personnel on system-
configuration management so they can assist with, and if desired eventually take ownership of,
configuration activities. Gainwell staff also receive internal training to support effective
knowledge transfer and promote long-term self-sufficiency within the State team.

Our methodology emphasizes configuration over
customization, accelerating implementation while reducing Compliance Continuity with
long-term risk. For the State, this means new business no Suprises

rules and CDC requirements can be impiemented through
settings, not code changes. Our data migration discipline
combines automation and manual stewarding, so |IS data
is accurate and trusted on day one. Our integration
discipline supports standards-based HL7 and FHIR
connectivity with providers and the CDC. Our user
adoption discipline emphasizes role-based training,
multilingual support, and a user-centered design.

Gainwell Assist delivers
configuration-driven updates,
eliminating reliance on costly
change orders. Quarterly

releases already incorporate
CDC and ACIP requirements,
keeping the State compliant
without added expense or

A key differentiator is that our approach delivers more operational disruption.
upfront, without relying on costly change orders. Unlike
vendors that charge for each CDC or ACIP update, our
roadmap is already aligned with federal requirements, and quarterly compliance releases are
included at no additional cost. This keeps the State compliant without unexpected expense or

rework.

4.2.1.8.1.4. Vaccine Administration Functionality

The IIS supports vaccine administration functionality, including offline documentation
capabilities. It provides mass vaccination functionality that enables the creation of both public
and private vaccination events, along with reporting capabilities on vaccines administered.

To streamline data entry, the system supports 2D barcode scanning for both vaccines and
patient identification, enabling efficient and accurate capture of administration details. In offline
scenarios, Gainwell Assist offers a downloadable Excel-based data capture tool that allows
users to document vaccine administrations without system connectivity. Once connectivity is
restored, the data can be easily uploaded to populate administration records within the IIS.

4.2.1.8.1.5. Tool Integration

The IIS supports integration with tools for vaccination appointment scheduling, including
requiring jurisdiction-defined patient demographic information online or offline during a mass
vaccination clinic and supporting digital scanning of vaccine information.

4.2.1.8.1.6. Public Health Reporting

Gainwell has direct, hands-on experience implementing and maintaining systems that conform
to CDC MMGs for immunizations (HL7 2.5.1, VXU, QBP) and other public health reporting. Data
exchanged with the CDC and other partners is structured correctly, facilitating accurate national
reporting and surveillance. Gainwell Assist complies fuily with the CDC HL7 Version 2.5.1
Implementation Guide for Immunization Messaging, Release 1.5. It uses SOAP-based transport
with the standard CDC and 1Z Gateway WSDL and supports flat-file import and vital records file

submission.
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This compliance continues as part of our product roadmap: We deliver quarterly
compliance releases aligned with the CDC’s roadmap, keeping the State current without
extra cost or change orders, a distinct advantage of Gainwell Assist.

4.2.1.9. Participate in and Prioritize Emerging Technologies and Standards

The vendor should describe how their proposed system achieves the following Functional Standards:
4.2.1.9.1. The HS participates in modernization initiatives and emerging technologies.

4.2.1.9.1.1. The liS coordinates modernization efforts.

4.2.1.9.1.2. The HS plans and executes efforts that align HS initiatives with modemization priorities.
4.2.1.9.1.3. The liS participates in initiatives to develop standards and/or capabilities.

Gainwell participates in and prioritizes emerging technologies and standards. We describe
below how our proposed system achieves the Functional Standards.

4.2.1.9.1. Participate in Modernization Initiatives and Emerging Technologies

The Health System (HS) participates in modernization initiatives and emerging technologies.
Gainwell Assist is aligned with CMS modernization initiatives and supports emerging
technologies and industry standards, including Fast Healthcare Interoperability Resources
(FHIR) and enhanced security requirements. Gainwell continually evaluates emerging
technologies to enhance Gainwell Assist via a dedicated technology council, led by the Chief
Technology Officer and subject matter experts (SMEs). This council identifies and recommends
advancements and has pursued innovation in Artificial Intelligence (Al)-driven solutions,
commercial-off-the-shelf (COTS) tools, process improvements, and infrastructure
modernization.

4.2.1.9.1.1. Modernization Efforts

Gainwell coordinates modernization efforts and meets clients at their current stage in the
modernization timeline, providing either limited or fuli-scale support based on each client's
initiatives. We integrate technologies across diverse environments and bridge the gap between
legacy and modern operations through reengineered business processes. Our team delivers
these transformations by managing the detailed work required to move programs forward
efficiently and reliably.

4.2.1.9.1.2. Plans and Executes Efforts Aligned to HS Initiatives and Modernization Priorities

Gainwell is a strong proponent of the CDC’s Data Modernization Initiative. Our architectural
principles promote interoperability through standards-based application programming interfaces
(APIs) such as FHIR, strengthening data linkage across systems, and support a resilient,
adaptable public health infrastructure. Gainwell Assist helps agencies move from siloed systems
to an integrated, response-ready ecosystem designed to modernize data exchange and improve

statewide coordination.

Our methodology is proven in practice. It is the same disciplined approach we are using in
multiple states to implement the Gainwell Assist Immunization Registry. In each implementation,
modernization involves moving jurisdictions from legacy to on-premises IS platforms to a cloud-
based, configurable SaaS solution that supports CDC and AIRA standards, seamless
interoperability with HIEs and EHR systems, and greater resilience and scalability.
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These projects show the methodology works in both large states with high transaction volumes
and rural environments with unique operational needs. With this customized implementation

methodology, West Virginia gains the following benefits:
o Predictability. Tested tools, templates, and governance structures reduce risk.

» Adaptability. Tailored processes support rural connectivity needs and State-specific vaccine
distribution workflows.

¢ Speed and Compliance. Quarterly compliance releases maintain alignment with CDC,
ACIP, and AIRA requirements without added enhancement costs.

By adopting this methodology, West Virginia selects a path built on partnership, proven
technology, and predictable success. Our expert team and disciplined approach deliver an 1S
that enhances public health and delivers lasting value West Virginians.

4.2.1.9.1.3. Initiatives to Develop Standards and Capabilities
The IS participates in initiatives to develop standards and capabilities through several activities:

+ Data Governance and Standards Alignment. Gainwell collaborates with the State during
the Foundation Layer requirements phase to review existing governance processes and align
them with the State’s Governance Framework. This work includes adopting enterprise-wide
standard data definitions and semantics in accordance with State Data Policies and
Standards. Gainwell contributes to enterprise data-governance initiatives such as data
modeling, data dictionaries, Extract-Transform-Load (ETL) mappings, and source-to-target
mappings to maintain enterprise data assets. We also establish integration and
communication expectations with ISL modernization vendors and partners

o Data Management and Security. Gainwell defines role-based access to data and supports
Single Sign-On (SSO) integration with the State’s security policies, procedures, and
standards. Gainwell schedules security and data assessment activities supporting Minimum
Acceptable Risk Standards for Exchanges (MARS-E) 2.0, NIST 800-53, and other security
frameworks. We maintain compliance with updated State Data Policies and Standards
through regular security reviews.

¢ Integration and Communication. Gainwell works with ISL vendors to establish standards
for data sharing, maintenance, interfacing, and reference data usage. We develop Interface
Control Documents (ICDs) for data exchanges with appropriate partners and document data
validation requirements, content, delivery, and format. Gainwell also defines rules for audit-
log and auditable-event management and supports data archiving using tools such as SIEM
and cloud monitoring solutions that feed into SLA/KPI dashboards.

These activities demonstrate Gainwell's participation in initiatives to develop standards and
capabilities, focusing on data governance, security, integration, and communication within the
State’s environment.

4.2.2. West Virginia Specific Goals and Objectives

The following goals and objectives reflect West Virginia's specific public health priorities, operational workflows, and
stakeholder feedback. These capabilities are not required for confract award but are highly desirable. The Vendor should

describe their methodology or approach to accomplishing these goals and objectives.
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Gainwell's methodology and approach to accomplish West Virginia’s specific public health
priorities, operational workflows, and stakeholder feedback goals and objectives is set forth

below.
4.2.2.1. System Optimization, Innovation, and Interoperability

OEPS seeks to promote continuous improvement and efficiency within the HS. The intent of this section is for Vendors to
propose optional features, methods, or enhancements that demonstrate innovation, streamline system performance and
improve data quality and interoperability. The following support this goal.

4.2.2.1.1. The Vendor should describe any processes or practices in place for sharing beneficial system improvements or
enhancements, developed through work with one jurisdiction, and later offered fo their broader customer base at no additional
costs. The response should include:

4.2.2.1.1.1. The Vendor should describe how they evaluate and determine whether a customization or optimization may be
broadly beneficial.

4.2.2.1.1.2. The process and timeline for releasing such enhancements to all customers.

4.2.2.1.1.3. Any govemnance, release management, or communication procedures that ensure jurisdictions are informed of
available improvements.

4.2.2.1.1.4. Vendors should describe any examples of recent improvements or enhancements provided to customers at no
additional cost.

4.2.2.1.2. The Vendor should describe their approach and methodology for achieving an error and hold queue for HL7
messages, or for providing an easy way to identify and sort rejected messages.

4.2.2.1.3. The Vendor should describe their approach or methodology for automating updates and synchronization of code
sets with CVX, MVX, and NDC tables.

4.2.2.1.4. The Veendor should describe their approach or methodology to bulk loading, activating, and deactivating providers,
facilities, and users.

Gainwell’'s approach to Immunization Information System (lIS) modernization includes system
optimization, innovation, and broad interoperability, as described below:

o System Optimization. Gainwell uses a Continuous Improvement Process supported by a
Quality Assurance team to manage product releases, provide reporting support, and monitor
system performance. This team leads capacity and performance management, SLA/KPI
monitoring, and business process automation improvements. Gainwell also conducts
quarterly client-facing innovation sessions to review cloud operations, spending, sizing, and
performance, promoting ongoing optimization.

¢ Innovation. Gainwell empowers clients with innovative technologies and solutions to
improve health and human services outcomes. Our tools help organizations deliver high-
quality programs while improving efficiency and operational agility.

For example, Gainwell’s Pharmacy Solutions illustrate our ability to lower the total cost of
care while supporting improved patient outcomes.

e Data Extraction and Interoperability. Gainwell’s technical solutions support the State’s
diverse healthcare ecosystem, including health organizations, remote clinics, pharmacies,
and CDC systems. Gainwell Assist provides seamless integration with the CDC IZ Gateway,
SMART Health Cards, HL7 v2.5.1 messaging. The Mass Vaccination module is optimized for
rural providers operating in low-bandwidth environments. Gainwell’s platforms support high-
volume data exchange and integrate seamlessly with thousands of external systems,

including:

Gainwell Technologies 45



Gainwell Response to the State of West Virginia for Inmunization Information System: Bid
Solicitation # CRFP MIS2600000001; March 24, 2026 g Al nwe "

— Electronic Medical Record (EMR) and Electronic Health Record (EHR) platforms
— State-level Health Information Exchanges (HIEs)
— Vital records systems and Managed Care Organizations (MCOs)

Gainwell completes the mapping of product fields and data extraction logic in the necessary
Structured Query Language (SQL) scripts. Gainwell has successfully transitioned from legacy
systems using automated ETL tools and rigorous validation protocols. These scripts extract data
from the database, then systematically send the extracted data to Gainwell’s Data Migration
Server for import into Gainwell Assist. This enables secure, cloud-based data management,
using Gainwell’s position as one of Amazon Web Services (AWS) largest public sector
customers of comprehensive cloud computing.

4.2.2.1.1. Process for Sharing Beneficial System Improvements or Enhancements

Following are descriptions of Gainwell’s processes or practices for sharing beneficial system
improvements or enhancements.

4.2.2.1.1.1. Evaluate and Determine Customization or Optimization

Gainwell evaluates and determines whether a customization or optimization may be broadly
beneficial through a comprehensive approach that involves several key strategies:

¢ Product Development Model. Gainwell embraces a true product development model that
incorporates user and client feedback directly into the Gainwell Enterprise™ solution and
client roadmaps. This approach includes holding quarterly user group sessions with clients to
gather insights and recommendations, confirming solutions are innovative and tailored to
client needs.

* Gainwell Assure Reviews. Gainwell conducts Gainwell Assure reviews for each system
development life cycle (SDLC) phase and at least four (4) times a year for current and
planned implementation projects. These reviews focus on immediate improvement actions
and involve detailed program and project execution level reviews. They include confidential
interviews with customer and Gainwell program leads, holistic reviews based on project data,
and the development of action-oriented project quality and risk summaries. The resulting
Gainwell Assure Summary Report identifies actionable improvement steps to enhance
service quality.

o Advisory Council. Our national Gainwell 1S Advisory Council features lead personnel from
our immunization projects. They meet regularly to discuss upcoming regulatory and industry
changes and to share insights to meet these new program requirements effectively. The
Advisory Council is a rich resource our Account Delivery Team personnel uses to share new
ideas and the latest thinking to improve service to our customers.

Gainwell also has a dedicated IS Strategy Executive and other Advisory Support Team
members whose responsibilities include keeping our Product Support Team and customers
informed about upcoming CDC, AIRA, and IIS Best Practices Community of Practice
initiatives. This position also serves as a liaison with the State on Gainwell and [IS Advisory

Council activities.

+ Emerging Technologies and Innovations. Gainwell continually evaluates emerging
technologies to enhance the Gainwell Enterprise solution through a dedicated technology
council led by the Chief Technology Officer and subject matter experts. This council identifies
and recommends advancements in Al-driven solutions, COTS tools, process improvements,
and infrastructure modernization.
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¢ Regular Product Releases. Gainwell deploys major product releases three times per year,
allowing clients to adopt new features and updates at their convenience. These updates are
rigorously vetted and tested to enable quality and reliability, with additional testing conducted
in dedicated client environments to confirm seamless integration and optimal performance.

4.2.2.1.1.2. Process and Timeline for Releasing Enhancements

Gainwell has a structured process and timeline for releasing enhancements to its customers.
We update our products through releases to address federal and industry changes and
incorporate enhancements for customers while maintaining solution configurations. The release
management process includes rigorous vetting and testing by Gainwell’s centralized product
development team to provide high standards of quality and reliability. Additional testing is
conducted in dedicated client environments to confirm seamless integration and optimal
performance tailored to client needs. For immediate requirements, patches are made available
on a three-week cycle to address critical updates, and hotfixes are delivered on an ad hoc basis

to quickly resolve urgent issues.

Gainwell’s release management approach includes managing release preparation and review,
building documentation, acquisition, testing and test environments, and closure activities. The
company adheres to the State’s standards for release and deployment and proven practices for
separation of duties between development, testing, and deployment. The continuous integration
(Cl) and continuous delivery (CD) pipeline supports quick packaging and delivery of new
releases to clients in a cloud environment, including updated release documentation and
training.

Once installed during non-production hours, except for emergencies, the application of local
configuration and data stores takes place in hours, and validation of configuration changes with
smoke testing and local testing takes about a week.

4.2.2.1.1.3. Jurisdictions Informed of Available Improvements

Gainwell employs several governance, release management, and communication practices to
keep jurisdictions informed of improvements and ongoing system enhancements.

¢ Governance and Compliance Management. Gainwell has a comprehensive governance
framework and compliance management processes to verify adherence to applicable laws,
regulations, and contractual obligations related to the provision of services to customers.
This framework enables Gainwell to meet additional requirements from entities such as the

CDC.

¢ Release Management and DevOps Methodology. Gainwell maintains a formal release and
deployment management processes and procedures for new or changed services.

The product is usually updated three times a year to address federal and industry changes
and incorporate enhancements for customers. This process includes release preparation and
review, build documentation, acquisition, testing, and closure activities. Gainwell adheres to
the State’s IT standards for release and deployment and proven practices for separation of
duties between development, testing, and deployment. The CI/CD pipeline supports quick
packaging and delivery of new releases to clients in a cloud environment, including updated
release documentation and training.

o Continuous Improvement and Innovation Management. Gainwell maintains a prioritized
log of Continuous Improvement Process (CIP) technical innovation changes and tracks and

reports them quarterly.
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The Quality Assurance / Continuous Improvement Process (QA/CIP) and Innovation
Managers collaborate with the State, other module vendors, and Gainwell staff to support
ongoing innovation, maturity, and improvements to technology, processes, and analytical
and reporting capabilities.

o Customer Satisfaction Measurement. Gainwell measures client satisfaction through
frequent and open communication, including formal and informal discussions with clients to
gauge satisfaction and seek feedback on performance. Formal mechanisms for feedback
include regularly scheduled status meetings, solution release management team meetings,
and meetings between clients and senior Gainwell account leadership. Client feedback is a
critical input to Gainwell’s continuous process improvement activities in the quality
management practice.

4.2.2.1.1.4. Examples of Recent Improvements or Enhancements

Gainwell Assist brings the advantage of quarterly releases, at no additional cost, to keep current
with CDC and AIRA requirements and codes. The Gainwell Immunization Solution Product
Team also routinely reviews the product and recommends new functionality, updates to
configurations, and updates to supporting business processes to enable efficient and effective
use and to continue complying with laws and regulations. Enhancements not included in the
quarterly releases can be implemented using enhancement pool hours.

Gainwell will develop and execute a detailed implementation plan for IS enhancements to
maintain compliance and meet or exceed standards and specifications. Our solution supports a
variety of options for exchanging data via integration with external source systems, including
HL7, SOAP (with CDC and IZ Gateway WSDLs), and flat file. OQur solution is COTS-based and
relies heavily on standards-based protocols, so we can quickly adopt new integration methods,
protocols, and formats, as needed, to provide ongoing support.

Gainwell maintains longstanding, active involvement with AIRA, CDC, ACIP, and other IIS-
focused organizations, which allows us to stay informed about current and emerging
enhancement needs and upcoming CDC requirements. We understand the urgency associated
with these changes and recommend enhancements to the modernized solution that keep it
aligned with the State’s immunization goals. We also make required updates as promptly as
possible.

As part of our ongoing support, Gainwell remains current on national standards and new
regulatory requirements that affect immunization systems. Our Solution Product Support
personnel engage continuously with the Gainwell Maintenance and Operations (M&Q) team to
review updates and enhancements through regular releases and the established product

roadmap.

Our SaaS delivery model includes centralized development of product enhancements supported
by a focused Product Team that works closely with local account delivery teams to support
multiple customers. We also maintain a nationwide workgroup of immunization service delivery
experts to support customers and define new product capabilities. We provide the following
comprehensive range of cloud-based SaaS solutions designed to modernize healthcare and

human services:

e Gainwell Assist™ supports human services e Gainwell WholeHealth™ focuses on population
and public health programs through person- health management by using data and analytics
centered, data-driven capabilities. These include to target high-risk groups proactively and
IIS, early intervention systems for children with improve preventive care.

special needs, and solutions that support
Women, Infants, and Children (WIC) programs.
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Gainwell Assist is the future-ready SaaS
solution we propose for the State’s IIS.

e Gainwell Provider+™ enhances provider
experiences by optimizing workflows and
improving care delivery.

e Gainwell Connect™ is a cloud-based systems
integration and interoperability solution that
helps Medicaid agencies modernize their legacy
systems and meet federal standards.

e Gainwell Enterprise™ is a core Medicaid
platform that modemizes claims, encounters,
and financials using intelligent automation and
interoperability. It helps agencies streamline
operations and improve payment integrity.

e Gainwell Genius™ Al- and machine learning
(ML)-driven analytics solution that transforms
healthcare data into actionable insights.

o Gainwell Rx™ optimizes medication
management to reduce costs and improve
patient outcomes.

g-siinwell

e Gainwell Go™ User Experience expands user
access through member and provider portals,
management portals, mobile apps, and Gabby,
our virtual assistant.

e FraudCapture® is a Saa$S solution that
identifies fraud, waste, and abuse (FWA)
through intuitive, mobile-friendly dashboards
with clear visualization and drill-down
exploration tools.

Special Investigative Unit (SIU) Services is
optional expert support for fraud and abuse
investigations.

e Estate Recovery Services helps agencies
recoup payments efficiently and transparently.

Coordination of Benefits (COB), Third-Party
Liability (TPL), Payment Integrity (Pl), Cost
Avoidance, and FWA optimize financial
management and payment processes for the
State. These solutions help the State manage
its financial resources effectively, reduce
unnecessary expenses, verify compliance with
regulations, and maintain the integrity of its
payment processes.

4.2.2.1.2. Approach and Methodology for Achieving Error and Hold Queue for HL7 Message

The 11S employs a high-performance, scalable approach to HL7 message processing that
minimizes reliance on traditional error and hold queues while still providing robust error

management and visibility.

Drawing on lessons learned during the COVID-19 pandemic, the system is designed for rapid,
high-volume message acceptance and processing, reducing bottlenecks and eliminating
unnecessary gueuing even at peak load for large populations. Messages are processed near
real time, with intelligent validation applied at multiple stages to confirm data quality without

impeding throughput.

For error handling and management Gainwell Assist provides comprehensive monitoring and

remediation capabilities, including:

* Advanced search and filtering tools that allow users to quickly identify and isolate messages
based on job status, error codes (e.g., HL7 ERR segments), severity, vaccine group, and

other attributes.

* Detailed job-level visibility, including message control IDs and error locations, to support

efficient troubleshooting and resolution.

o Configurable dashboards that display system performance metrics such as message
throughput, response times, and submission trends.

» Real-time status tracking of VXU message processing, enabling users to quickly identify and

address failed or rejected messages.

Additionally, the IIS supports flexible reprocessing workflows, allowing corrected messages to
be resubmitted without manual re-entry. This approach enables efficient error management
while supporting continuous data flow and sustained system performance.
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Overall, the methodology emphasizes high establish, minimal processing delay, proactive
monitoring, and user-driven error resolution, confirming reliable HL7 message ingestion
without dependence on large backlog queues.

4.2.2.1.3. Approach or Methodology for Automating Updates and Synchronization of Code Sets

Gainwell Assist integrates directly with the CDC source system allowing for timely downloading
and execution of the latest vaccine code sets as they are released. Current Procedural
Terminology (CPT), Vaccines Administered (CVX), and National Drug Code (NDC) codes are
supported by our Solution using the CDC'’s Vaccine Code Sets and crosswalks. Integration with
the CDC system allows Gainwell to be notified automatically when there is a new code set. With
Saa$, we can quickly deploy new code sets to our Staging environment for immediate testing
and approval before release to the Production environment. Deploying updated CDC code sets
is @ mandatory requirement, and our process streamlines this work by removing the need for
extensive functional-design documentation or waiting for change-control board approvals. This
approach accelerates implementation and reduces the burden on the State.

4.2.2.1.4. Approach or Methodology to Bulk Loading, Activating, and Deactivating Providers,
Facilities, and Users

The approach or methodology to bulk loading, activating, and deactivating providers, facilities,
and users in an IS involves several key components and processes:

¢ For activation and deactivation, the system leverages configurable status fields and effective
dating, allowing records to be enabled or disabled individually or in bulk without data loss.
Administrative users can also manage these updates through role-based access controls

within the application interface.

¢ Where required, automated workflows can be configured to support scheduled or event-
driven updates (e.g., onboarding new providers or deactivating inactive users), confirming
alignment with external systems such as provider registries or identity management
solutions.

This approach provides a flexible, scalable methodology for managing large volumes of

provider, facility, and user records while maintaining data quality, auditability, and operational

efficiency.

4.2.2.2. Implementation Plan

OEPS seeks to have a seamless fransition from existing IIS to new lIS. The intent of this section is for OEPS to evaluate how
comprehensive and established the Vendors Implementation Process is. The Vendor should provide a comprehensive
description of their approach and methodology for implementing the proposed IIS and migrating existing data. The response
should include, but is not limited to, detailed information on the following:

The Vendor's proposed Implementation Plan will be evaluated under Section 4.2.2.2. The finalized Project Plans and
Schedule shall adhere to this Implementation Plan in accordance with Section 4.2.3.7, subject to Agency review and
approval. Any deviations must be documented, justified and approved by the Agency.

4.2.2.2.1. Overall project management strategy and implementation timeline.

4.2.2.2.2. The environment setup, which consists of the following: Production, Test, and Development servers.
4.2.2.2.3. System configuration and workflow customization.

4.2.2.2.4. Data migration strategy, including:

4.2.2.2.4.1. Existing IS data migration.
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4.2.2.2.4.2, User and roles migration.

4.2.2.2.4.3. Provider, Facility, and Organization migration.

4.2.2.2.4.4. Program enrollment migration.

4.2.2.2.4.5. Existing Interface migration and testing.

4.2.2.2.5. Change request management process.

4.2.2.2.6. Roles and responsibilities of vendor and client teams.

4.2.2.2.7. Risk mitigafion strategies and contingency planning.

4.2.2.2.8. Training, support, and knowledge transfer during implementation.

Gainwell understands the State would like a seamless transition from the existing IS to a new
IIS. We describe our implementation process in our responses to the requirements below.

4.2.2.2.1. Project Management Strategy and Implementation Timeline

Phase 1: Project Initiation Planning. The foundation of a successful project is a meticulously
crafted plan. Within 30 days of contract award, we initiate this phase to establish project
governance, refine plans, and align with the State.

e Collaborative Kickoff. We facilitate a project kickoff meeting to introduce our dedicated
project team, establish clear roles and responsibilities, and validate the project scope, goals,
and communication plan.

e Master Project Management Plan (MPMP). We deliver a comprehensive MPMP that serves
as the project's blueprint. This living document includes a detailed work plan/schedule,
resource plans, a risk management plan, a change management process, and clearly
defined entrance/exit criteria for each project phase.

Phase 2: Agile System Design and Configuration. This phase focuses on translating the
State’s requirements into a fully configured system. Using an agile approach, we work in sprints
to configure, demonstrate, and refine the IIS.

e Requirements Refinement and Traceability. We conduct workshops with State
stakeholders to validate functional and technical requirements via demonstration-driven
requirements validation approach. This process confirms that each requirement is mapped,
configured, tested, and delivered.

o lterative Configuration and Demonstrations. Our team configures our base IS platform to
meet West Virginia's specific needs for the Registry, Vaccine Management, Reporting, and
Integration modules. A key strength of our platform is its high configurability, which requires
minimal custom development. At the end of each sprint, we conduct demonstrations for the
State to highlight progress and gather feedback, so the system evolves in lockstep with the

State’s vision.

Phase 3: Seamless Data Migration and Integration. The integrity of historical and incoming
data is paramount. Our proven data migration and interface development methodology mitigates
risk and facilitates a seamless transition.

e Low-Risk Data Migration. We execute the Data Conversion and Migration Roadmap, using
our powerful Extract-Transform-Load (ETL) tools and processes honed over dozens of
similar state projects. Our process includes extensive data profiling, validation, and multiple
mock conversion cycles to achieve and verify the accuracy and completeness of the more
than 1.6 million patient records and 17.6 million vaccination histories.
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¢ Uninterrupted Interface Transition. We recognize the critical importance of the active HL7
connections. Our dedicated interface team works directly with provider groups and State staff
to transition the existing interfaces to the IIS, preventing disruption in data flow. We also
apply our deep expertise with the |1Z Gateway and VTrckS so these national connections are
robust and fully compliant.

Phase 4: Comprehensive Testing and Quality Assurance. Our rigorous, multilayered testing
strategy delivers a high-quality, reliable, and performant system.

e Multitiered Testing Cycles. As outlined in our Test Management Plan, our team conducts
comprehensive testing, including unit, system, integration, interface, and regression testing.
We resolve the identified defects to the State’s satisfaction before User Acceptance Testing
(UAT).

e Collaborative User Acceptance Testing (UAT). We provide full support to the State during
the UAT phase, including providing a dedicated UAT environment, detailed base product test
cases/steps, and onsite or remote assistance for users. This collaborative approach results
in a system fully vetted and approved by the individuals that use it daily.

Phase 5: User-Centric Training and Go-Live Readiness. A successful implementation hinges
on user readiness. Our methodology trains users and prepares systems and processes for a
smooth go-live.

* Role-Based Training Program. We develop and deliver a comprehensive training program
tailored to the specific needs of each user group. Employing a variety of methods, including
guided online seminars, recorded sessions, and detailed user manuals, we see that each
user is confident and competent in using the new lIS.

e Operational Readiness Review (ORR). Before go-live, we conduct a thorough ORR to
validate the technical, operational, and organizational components are in place. This includes
confirming system performance, as well as supporting staff readiness and workflow
validation. We provide a final ORR report with a clear go/no-go recommendation, so the
launch can be confident and successful.

Phase 6: Smooth Deployment and Proactive M&0O (Go-Live and Beyond). Our responsibility
extends far beyond implementation. We are committed to providing exceptional ongoing
support, maintenance, and continuous improvement for the life of the contract.

o Seamless Go-Live. Following the detailed Implementation and Rollout Pian, we deploy the
fully tested and approved IS into the production environment. Our team provides heightened
Hypercare support during the initial post-launch period to address issues rapidly. Hypercare
includes a comprehensive support model that is part of Gainwell's Command Center
approach. It provides pre-launch and post go-live support for business-as-usual readiness,
customer service, quality assurance (QA), and accelerated issue resolution. This support
model is designed to enable end users to transition smoothly to the long-term operating
model.

s Proactive Maintenance and Operations (M&0). We execute the Post-Production Support
Plan, delivering on the Service Level Agreements (SLAs) for system availability,
performance, and support. Our dedicated M&O team handles routine maintenance, applies
patches and upgrades, manages help desk escalations, and keeps the system compliant
with evolving CDC standards, including ACIP schedule changes and CDSi logic updates.

e Driving Value Through Consortium Leadership. As a leader in the 1IS community,
Gainwell facilitates a robust consortium of its state partners.
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We integrate West Virginia into this group, providing a platform to take advantage of
enhancements developed for other states, share proven practices, and collaborate on future
IIS innovations. The State benefits from a consortium model and enables the IS to remain a

leading-edge system.

Timeline to Go-Live

In response to the State’s RFP, we propose a 12-month implementation timeline for Gainwell
Assist. We believe a 12-month implementation, which is common among IIS projects, is justified
to support high quality and to accommodate a number of critical tasks. The critical tasks
needed for a successful go-live include tailoring configurations to the State’s needs; conducting
system and user acceptance testing; data migration; training and onboarding users and data
providers; risk reduction; and more. The following high-level timeline illustrates our proposed 12-
month implementation.

Figure 4.  High-Level Project Timeline

& Project Start Months .Go Live Project End &
-1 1 2 3 4 5 G 7 8 ) 16 1% 12 13 14 15 16 ese "7 18 119 120

1. Project Initiation and Planning
[ e |

2. Aglle System Design and Configuration

3. Data Migration and Integration

4. Testing (SIT), Traln & Complete UAT

5. Train-The-Trainer and Go-Live Readiness
——

8. Stabilization and M&O

4.2.2.2.2. Environment Setup

Overall, the AWS cloud solution allows for rapid deployment of additional servers, memory, and
disk space when needed, confirming that logical environment requirements are continually met.
The architecture is elastic to accommodate dynamic workloads, and capacity planning is
performed to verify business demands and SLAs are met.

An automated deployment process is used to create each environment, starting with a dataset
that does not contain Protected Health Information (PHI). The configuration is customized for
the State, allowing for a working system at the earliest stage of implementation.

The environment setup for Production, Test, and Training is designed to meet the needs of the
State using Amazon Web Services (AWS) cloud solutions, as described below.

Production Environment

The production environment uses real data and is part of a shared hybrid cloud setup. This
environment is architected for reliability and resiliency with no single point of failure, enabling
99.95% uptime. AWS provides redundancy and fault tolerance using Availability Zones, which
are discrete data centers with redundant power, networking, and connectivity.

Test Environment
The test environments consist of the following:

 System Integration Testing (SIT). This environment uses de-identified or synthetic data
and is part of a shared hybrid cloud setup.
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* User Acceptance Testing (UAT). The UAT environment, also known as the Stage
environment, uses both de-identified/synthetic and real data and is part of the shared hybrid

cloud setup.

¢ Operational Readiness Testing (ORT). This environment uses de-identified/synthetic and
real data and is part of the shared hybrid cloud setup. It is fully turned off once conversion
and ORT activities are completed to optimize cloud consumption expenditures.

Training Environment
The Training environment is used for training users using deidentified or synthetic data.

4.2.2.2.3. System Configuration and Workflow Customization

Configuration

We understand each public service agency has unique business processes and operational
needs. Our SaaS platform is highly configurable and allows agencies to tailor workflows, user
interfaces, business rules, notifications, and reporting modules using built-in configuration tools
without requiring custom code. This level of configurability confirms Gainwell Assist remains
suitable for a wide range of program requirements while maintaining long-term stability,
upgradeability, and supportability.

For needs extending beyond features currently available in the product, such as new or evolving
State requirements, Gainwell works collaboratively with clients to assess requirements, prioritize
enhancements modules, and incorporate changes through a governed product and
configuration process. This approach enables agencies to adapt the system to changing State
policies while protecting the integrity of the core product and confirming consistent, predictable
performance over time.

Gainwell’s SaaS delivery model includes centralized development of product enhancements
supported by a dedicated Product Team. This team works closely with local account delivery
teams and client stakeholders to understand State specific requirements, validate solutions, and
deploy enhancements in a controlled and secure manner.

In addition, Gainwell maintains a nationwide work group of immunization service delivery
experts who collaborate across jurisdictions to identify emerging needs, define new product
capabilities, and confirm solutions reflect best practices and regulatory expectations.

4.2.2.2.4. Data Migration (including 4.2.2.2.4.1. - 4.2.2.2.4.5.)

The IS employs a proven, secure, and scalable methodology for data migration, drawing on
experience fransitioning hundreds of millions of records from legacy IS systems across multiple

states.

Our Data Conversion and Migration Roadmap begins with a comprehensive assessment of
West Virginia’s existing data sources, including 1S records, provider and facility data, user roles,
and program enrollment information. We work collaboratively with the State to evaluate data
structures, files, data marts, and warehouse environments to define the optimal migration
strategy, including data mapping, transformation rules, and validation criteria.

Our migration methodology follows a structured, repeatable lifecycle consisting of:
o Data extraction and profiling from legacy systems and external sources.
+ Data mapping and transformation design, aligned to the target IS data model.
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o Automated data validation and cleansing to confirm accuracy and completeness.

¢ Deduplication and record matching to maintain a single, longitudinal patient and provider
record.

* Manual data stewardship and quality review for exception handling and validation.
e Secure data transfer and processing within a scalable, cloud-based environment.

A key component of our approach is iterative validation and close collaboration with the
State. We conduct multiple rounds of data validation, reconciliation, and user acceptance
testing, providing detailed reports and data samples for State review at each stage. This
approach promotes transparency and enables the State to confirm that migrated data meets
expectations for accuracy, completeness, and usability. We recognize that IS data represents
not just records, but an individual's immunization history, and we prioritize preserving its
integrity with the highest level of accuracy and confidence.

To further reduce risk, we perform multiple mock migrations (trial conversions) using full and
incremental datasets to validate transformation logic, data quality, and system performance.
Prior to go-live, we execute a final production migration and reconciliation, including
detailed comparison reports and formal State review and sign-off to confirm completeness and

accuracy.

Our approach also includes a clearly defined cutover strategy, confirming continuity of
operations and minimal disruption to providers and end users. We maintain contingency and
rollback procedures throughout the migration process to safeguard data integrity and confirm
rapid recovery in the event of issues.

We leverage extensive experience interfacing with external systems, including EHRs (e.g., Epic,
Cerner), HIEs, vital records, and MCOs, to efficiently extract and normalize data. Our cloud-
based infrastructure, supported by AWS, enables high-performance processing of large data
volumes while maintaining strict security and compliance standards.

This structured, collaborative, and risk-mitigated approach supports the delivery of migrated
data that meets established expectations for accuracy, completeness, validation, and readiness
for use at go-live, while minimizing disruption and supporting continuity of operations.

4.2.2.2.5. Change Request Management Process

Gainwell follows a structured change-management process. Change requests are logged,
tracked, and monitored until resolution and closure following this structured process. For
example, the configurable aspects of Gainwell Assist are managed through change control.
Approved changes are implemented following our configuration management process in
preparation for promotion to Production following release management protocols.

4.2.2.2.6. Roles and Responsibilities of Vendor and Client Teams

To support a smooth and orderly transition of system functions and data, Gainwell will provide a
comprehensive Transition Plan outlining the activities required for transferring contracted
responsibilities to the new vendor or back to the State. The State and the selected vendor will
work collaboratively to verify successful data migration, testing, and overall system readiness.
The table below summarizes the key responsibilities for each team.
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Table 2.

Category

Data Migratian

Governance and Project

User Acceptance Testing (UAT)

Management

State and Gainwell Responsibilities

State Responsibilities

Provide complete, current
production data for migration
and validation

Support database queries,
extracts, and clarify data
structures and legacy schema

Lead planning, coordination,
and execution of UAT
Develop and manage UAT
test cases and workflow
scenarios

Coordinate participation from
business users and
stakeholders

Execute UAT cycles,
document results, validate
fixes, and provide timely
approval and sign-off

Participates in governance
activities, attend status
meeting, review deliverables,
and make timely decisions

4.2.2,2.7. Risk Mitigation Strategies and Contingency Planning

Gainwell has strategies to mitigate project risk, as described below.

gunwell

~ Gainwell Responsibilities

Lead data-mapping sessions
with State stakeholders
Develop and run ETL scripts
for conversion, cleansing, and
loading

Coordinate end-to-end
migration timelines,
dependencies, checkpoints,
and environment readiness
Preform pre- and post-
migration validation, produce
reconciliation reports, and
resolve discrepancies before
UAT and go-live

Provide core product test
cases to support the State’'s
UAT design

Support UAT execution
through issue triage, defect
analysis, environment
preparation, data staging, and
functional guidance

Assist with UAT status
reporting, including defect
metrics and test-execution
statistics

Resolve UAT defects and
support retesting and final
validation B

Maintain the project plan,
schedule, migration timeline,
and UAT calendar

Provide regular status reports,
risk logs, issue logs, and
mitigation recommendations
Identify risk early and
coordinate mitigation and
dependency management
with the State

Accurate and Secure Data Migration. Using our migration framework, we successfully
transitioned hundreds of millions of records from legacy IIS systems in other states. Our
approach combines automated data validation, deduplication, and manual stewardship to

deliver clean, accurate, and ready-to-use data from day one.

User Adoption. Resistance to new workflows is a risk. We deliver a customized Train-the-
Trainer program for West Virginia’s providers and public health staff. Gainwell Assist features
role-based user interfaces (Uls), multilingual support, and an integrated help desk.
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This allows providers and public health staff across remote regions to quickly adopt and
benefit from the system.

e Disaster Recovery. Our Team’s deployment across multiple AWS Availability Zones
provides a resilient environment that guards against downtime and data loss.

e Cost Predictability. Quarterly compliance releases are included, avoiding costly upgrades
for CDC or ACIP changes.

e Key Risk Areas and Mitigation Approaches. Designing, installing, and maintaining
unsupported or free open-source components can result in limited maintainability or
challenges in meeting security requirements, and potential for escalating costs. Gainwell
mitigates these risks by avoiding unsupported open-source technology for core functionality,
protecting stability, performance, and security.

¢ Rural Access. Remote providers with intermittent
connectivity may face delays. asynchronous HL7 queueing Risk Mitigation by
prevents data loss. Design

Our approach reduces

We log, track, and manage general project risks using our West Virginia's risk with:

project risks, actions, issues, and decisions (RAID) tool. This
tool allows staff to document potential risks with mitigation
strategies and project issues with resolution plans. We will
regularly review these risks and issues with the State during

* Proven deduplication
accelerators for large
dataset migrations

status reporting and meetings, seeking approval before ¢ Command Center
implementing mitigation or resolution plans. Hypercare support for
. . . \ 90 days post-go-live
Gainwell will employ a program-wide solution that reduces e CDC IS Certificati
project risk by using consistent, repeatable processes and alignment :) rlr:ZZtlon
documentation specific to IS projects, establishing clear project federal requirements

management communication, monitoring, and reporting, while
maintaining a common understanding of project responsibilities.

4.2.2.2.8. Training, Support, and Knowledge Transfer During Implementation

Gainwell develops and delivers a comprehensive, role-based Training Plan using a variety of
methods to meet diverse user needs.

We conduct a formal Operational Readiness Review (ORR) to confirm the technical,
operational, and organizational components are ready for a successful launch. We implement
our comprehensive, role-based Training Plan 90 days before go-live. By offering multiple
training formats, including online, guided seminar, and recorded sessions, and developing clear,
plain-language user manuals, we enable users to be confident and prepared.

Focus on the End User

We understand the system’s success depends on its adoption by diverse users. Our
comprehensive Training Plan is tailored to the specific needs of each user group, including
State staff, healthcare providers, and school nurses. We use a variety of training methods, and
provide robust, plain-language user manuals and ongoing Tier 2 help desk support so users can
be confident and competent in using the new system.

A successful implementation depends on user readiness. Our methodology trains users and
prepares systems and processes for a smooth go-live.
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* Role-Based Training Program. We develop and deliver a comprehensive training program
tailored to the specific needs of each user group. Employing a variety of methods, including
guided online seminars, recorded sessions, and detailed user manuals, allows us to confirm

each user is confident and competent using the IIS.

¢ Operational Readiness Review (ORR). Before go-live, we conduct a thorough ORR to
validate that the technical, operational, and organizational components are in place. This
includes confirming system performance, support staff readiness, and workflow validation.
We provide a final ORR report with a clear go/no-go recommendation, so the launch can be
confident and successful.

Additional Considerations

At the end of the Contract, Gainwell will grant the State, without additional license fees, a
perpetual license to Gainwell Assist, subject to Gainwell's current license terms and conditions
and exclusive of licenses to third-party embedded components or third-party software required
for the operation of Gainwell Assist, solely for the State’s internal government business
purposes. Continued maintenance and support services, including updates if offered by
Gainwell, will be provided pursuant to Gainwell's then-current terms and conditions for such
services, including applicable maintenance and support fee(s). The continued use of Gainwell
Assist is contingent upon the State obtaining required third-party software licenses and paying
associated third-party license fees as necessary for the operation of the module. 4.2.2.3.
Vaccine Exemption Functionality

OEPS seeks to enhance its IIS with robust vaccine exemption tracking and reporting capabilities. The intent of this section is
for OEPS to evaluate how comprehensive and configurable the Vendor's IIS exemption functionality is, and how well it
supports jurisdictional needs for school-entry compliance, public health reporting, and exemption management.

The Vendor should provide a detailed description of their approach, system capabilities, and configuration options related to
vaccine exemptions. The response should include, but is not limited to the following:

4.2.2.3.1. Ability to record exemptions by vaccine or disease category.

4.2.2.3.2. Support for exemption types: permanent, temporary (with expiration date), and provisional (with review date).
4.2.2.3.3. Support for exemption reasons: medical, religious, philosophical.

4.2.2.3.4. Linkage of exemption records to patient demographics (e.g., age, race/ethnicity, geography).

4.2.2.3.5. Reporting capabilities by school, grade, district, exemption type, and compliance status.

4.2.2.3.6. Integration with school! roster functionality and support for longitudinal fracking.

4.2.2.3.7. Configuration options for jurisdiction-specific exemption workflows and review processes.

Following is a description of Gainwell’s approach, system capabilities, and configuration options
related to vaccine exemptions.

4.2.2.3.1. Record Exemptions by Vaccine or Disease Category

Gainwell Assist supports the recording and management of immunization exemptions at the
vaccine or disease category level. The solution provides configurable, role-based permissions
that control which user roles may view, enter, edit, or manage exemption records.

The system supports multiple exemption types, including medical, philosophical, and provisional
exemptions. Exemption types and associated business rules are configurable to align with
jurisdictional requirements. Exemptions may be recorded at both:
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¢ Individual (Patient) Level. Allows exemptions to be applied to specific vaccines or disease
categories.

e School Level. Enables authorized school users to document and manage applicable
exemptions in accordance with defined permissions.

Exemption records are maintained with appropriate audit tracking to verify data integrity,
accountability, and compliance with program requirements.

4.2.2.3.2. Support for Exemption Types

Gainwell Assist supports the documentation and management of jurisdiction-defined exemption
types within the patient immunization record, including medical, philosophical, religious (if
applicable), provisional, and temporary exemptions with jurisdiction-defined expiration or review

dates.

The system enables authorized users to record exemption status and maintain associated
documentation. For provisional situations, supporting documentation (such as provisional
certificates) may be recorded and maintained within the system to support compliance tracking
and verification activities.

Through reporting and data extraction capabilities, jurisdictions may identify individuals with
documented exemptions to support operational follow-up and oversight processes, consistent
with program policy. Role-based access controls confirm that only authorized users may enter,
update, or view exemption information, maintaining appropriate data governance and
confidentiality safeguards.

4.2.2.3.3. Support for Exemption Reasons

Gainwell Assist provides comprehensive support for configurable exemption types to meet
jurisdictional and program-specific requirements. The system supports standard exemption
categories, including medical, philosophical, religious (if applicable), provisional, and temporary
exemptions with jurisdiction-defined expiration or review dates.

4.2.2.3.4. Link Exemption Records to Patient Demographics

Gainwell Assist links exemption records directly to the patient's demographic profile within the
system, confirming exemptions are fully integrated with individual-level data for reporting,
analysis, and compliance monitoring.

The solution supports robust reporting capabilities that allow exemption data to be analyzed by
a wide range of demographic and geographic attributes, including:

County

City

ZIP code

State

Vaccine group
Vaccine trade name

Using configurable custom reporting features, authorized users may generate reports that
combine exemption status with demographic data to support public health analysis, school
compliance monitoring, and jurisdictional oversight.
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Reports may be scheduled with user-defined recurrence rates (e.g., one-time, daily, weekly, or
monthly) and can be configured for automated distribution to selected individuals or role-based
groups. Report visibility and distribution are controlled through role-based access permissions to
provide appropriate data security and confidentiality. Report generation and distribution
activities are audit-trailed to support compliance and accountability requirements.

4.2.2.3.5. Reporting Capabilities by School, Grade, District, Exemption Type, and Compliance Status

Gainwell Assist provides role-based access and reporting capabilities to childcare and school
staff to assist in disease investigation and control. It provides the necessary reporting and
analytics capabilities that accurately outline coverage rates for vaccine-preventable diseases to
help the State, schools, and childcare facilities pinpoint individuals lacking immunizations and
who are therefore susceptible to outbreaks.

4.2.2.3.6. Integration with School Roster Functionality

Our School Record Management module can be configured for both school and childcare
functionality. This module improves compliance rates through immunization requirements.
School nurses and staff can use this module to review a child’s existing immunization records
and enter medically verified historical immunizations that are missing in their IIS.

The State determines the documents to be considered as proof of medically verified historical
immunization. Users can generate reports to determine compliance, identify individuals that may
be missing immunization requirements, or determine who is susceptible to a vaccine-
preventable disease. The benefits providers will realize by promoting this module will be seen
with the increased accuracy and completeness of immunization records. Data collected from
schools and daycares can be configured to monitor compliance in geographic areas of
excellence or areas of further opportunity for outreach and health education.

4.2.2.3.7. Configuration Options for Jurisdiction-Specific Exemption Workflows and Review
Processes

The configuration options for jurisdiction-specific exemption workflows and review processes
include the following features:

Configurable Workflows. The enhanced configurability of workflows reduces manual
processing and increases transparency into tasks at hand, allowing users to create tasks
automatically or manually to address specific workflow needs.

Workflows can be configured to meet specific needs, such as error queues, review and
approvals, employing a hierarchical, role-based approval process to route electronic work
objects through multiple system and user actions.

Task Management and Notifications. This allows alerts and reminders to be configurable to
display in the user workspace or sent through email, triggering conditionally or at intervals.

4.2.2.4. Coverage Reporting and Population Definition

OEPS seeks to ensure that the lIS supports accurate, flexible, and jurisdictionally relevant coverage rate reporting. The intent
of this section is for OEPS to evaluate how well the Vendor's system defines and applies demographic population parameters
for immunization rate calculations, and how configurable the reporting tools are for public health analysis.

The Vendor should provide a comprehensive description of their approach to coverage reporting and how the system
supports jurisdiction-specific reporting needs. The response should include, but is not limited to, detailed information on the

following:
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4.2.2.4.1. Ability to define and document the demographic population used for rate calculations (numerator and denominator).
4.2.2.4.2. Support for jurisdictional filtering by state, county, or other geographic boundaries.

4.2.2.4.3. Ability to generate reparts refiecting:

4.2.2.4.3.1. Complete vaccine series.

4.2.2.4.3.2. Initiation of series (1 or more doses).

4.2.2.4.3.3. Final dose needed to complete a series.

4.2.2.4.3.4. Configuration options for customizing report parameters and aligning with CDC and state-defined coverage
metrics.

4.2.2.4.4. Configuration options for customizing report parameters and aligning with CDC and state-defined coverage metrics.

Following is an overview of Gainwell's coverage reporting and how the system supports
jurisdiction-specific reporting needs.

4.2.2.4.1. Define and Document Demographic Population Used for Rate Calculations

Gainwell's integrated IQIP reporting module helps jurisdictions clearly define how vaccination
rates are calculated by walking users through the definition of both the denominator and the
numerator. The system allows users to configure who is included in the denominator population
by selecting criteria such as:

e Age range (e.g., 24—35 months)

¢ Birth date range

¢ Geographic location (county, city, ZIP code, district, statewide)
e Facility or provider

e Patient status (active, inactive, etc.)

o Demographic attributes (race, ethnicity, gender)

Example denominator: Children aged 24-35 months living in a specified county. Once the
denominator group is set, the system calculates the numerator using selected vaccine criteria
and “up-to-date” (UTD) definitions. Example numerator: The number of children within the
denominator group who are UTD for the selected vaccine or vaccine series.

The IQIP module allows users to:

Define required dose counts per vaccine

Apply UTD logic consistent with CDS forecasting

Select individual vaccines or combined series measures
Generate assessment reports and multi-year trend analyses
Export documentation that shows how rates were calculated

The 1IS documents both the numerator and denominator criteria within each report
configuration, providing clear transparency into how vaccination rates are calculated. This
allows jurisdictions to explain how coverage rates are derived and supports consistency with
program and federal reporting standards.

4,2.2.4.2. Jurisdictional Filtering

Role-base access empowers users to filter data elements directly within the user interface to
improve outcomes for underserved populations through dynamic coverage reports and
interactive dashboards.
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The IS supports jurisdictional filtering by State, county, ZIP code, or other geographic
boundaries, enabling precise geographic analysis and targeted, community-based immunization

interventions.

Custom reports offer robust filtering options, including facility name, district or county, patient
status, patient demographics, vaccine group, lot number, trade name, and vaccine event. These
options give users flexible, user-driven insights to support data-informed decision-making.

Reports can be saved and scheduled with configurable start and end dates, along with recurring
delivery options. Users may also control access by selecting specific individuals or roles
authorized to view each report, supporting secure and appropriate distribution.

4.2.2.4.3. Ability to Generate Reports (including 4.2.2.4.3.1. - 4.2.2.4.3.3)

The 1QIP report function enables authorized users to generate customized reports for specific
age groups and target populations. Users can define parameters such as an “as of” birth date or
a specific date range to accurately assess immunization status over time. IQIP functionality also
allows users to select individual vaccine antigens or entire vaccine series for more tailored

analysis.

Similar to custom reporting, IQIP reports include robust filtering options such as facility, district,
city, state, race, ethnicity, gender, and other demographic criteria. Users can choose from
multiple report formats such as assessment summaries, patient listings, provider report cards,
and “up-to-date with one visit” reports. Once generated, the report status appears on the |IQIP
page along with the total number of records included. Users can view or download the
completed report for further analysis and action.

The 1QIP feature supports targeted evaluation of specific populations and helps jurisdictions
identify under-immunized groups. These insights guide focused outreach strategies and inform
local quality-improvement plans that align with broader statewide immunization goals.

4.2.2.4.4. Configuration Options for Customizing Report Parameters

The configuration options for customizing report parameters and aligning with CDC and State-
defined coverage metrics in an IS are extensive and include several functionalities:

e Predefined Parameters and Ad Hoc Reporting. Users can choose from predefined
parameters, singly or in combination, to generate user-customized reports. Ad hoc reporting
provides visibility into business and operational data, allowing users to configure and run
their own reports to analyze various aspects of operations.

Interactive and ad hoc reports can be exported to Microsoft Word, Microsoft Excel, and PDF.
Users can view, subscribe to, and manage reports as well as maintain data sources and
security settings.

s Operational Reporting and Dashboards. The State can quickly access reports and
dashboards to set data filters and date ranges, creating targeted subsets of data. Reports
can be generated on a regular schedule or ad hoc basis and include appropriate audit trails.
Operational reporting through dashboards delivers detailed information for monitoring

activities.

e Role-Based Security and Alerts. Reporting privileges are role-based and define who may
review or update specific materials based on their project role. Dashboards alert users to
service level agreement (SLA) threshold issues, processing trends, and program-
management concerns. Security measures protect data and systems.
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4.2.2.5. Support Scalable Data Exchange and Reporting via Read Replica
Integration
The proposed 1IS should support integration with the jurisdiction’s data warehouse Data Bridge (Attachment H), through the
use of a read replica. This architecture is intended to facilitate secure, scalable data exchange between applications, while
enabling flexible development of automated reparts and analytical workflows. By leveraging a read replica, the jurisdiction

aims to minimize vendor-dependent development efforts and ensure timely access to immunization data for cross-system
use, public health analysis, and operational reporting.

The Vendor should describe how their proposed HS supports the use of a read-only replica of the production database to
facilitate reporting, analytics, and external system access. Responses should address the following:

4.2.2.5.1. Whether the solution includes a read-only replica or equivalent mechanism to support downstream data access.
4.2.2.5.2. The typical update frequency of the replica (e.g., near real-time, hourly, daily)

4.2.2.5.3. How read-only access is managed to avoid performance or integrity impacts on the production environment.
4.2.2.5.4. The Vendor's approach to configuring, deploying, and maintaining the replication process.

4.2.2.5.5. Support services provided for monitoring, troubleshooting, and ensuring data consistency between environments.
4.2.2.5.6. Availability of documentation describing the replication architecture, update cadence, and access protocols.
4.2.2.5.7. Methods for enabling secure, efficient querying by authorized users.

4.2.2.5.8. Methods for quantifying volume of data interfaced inbound and outbound from primary database, whether via
established interface traffic, or one time data extracts.

Gainwell understands the above Scalable Data Exchange and Reporting via Read Replica
Integration requirements. Following are our responses to these requirements.

4.2.2.5.1. Read-Only Replica Inclusion

Gainwell Assist supports downstream data access through the use of read-only repositories.
Select events are published in real time to a centralized event management hub, where
downstream systems can subscribe to these events. This allows downstream systems to store
information in read-only repositories used in business processes that require data from muitiple

domains.

4.2.2.5.2. Update Frequency of the Replica

The typical update frequency of the replica in an 1IS is near real-time. This verifies that no data
is lost after it has been committed to the disaster recovery (DR) replication databases.

4.2.2.5.3. Management of Read-Only Access to Avoid Performance/Integrity Impacts

The 1S uses several mechanisms {0 manage read-only access and protect performance and
data integrity in the production environment:

¢ Role-Based Access Control. Granting access based on the principle of least privilege,
verifying users receive only the permissions required for their roles and limiting write access

to authorized individuals.
o Integration Services. Enabling scalable, service-based business event models that share

data across disparate systems in real-time, publishing selected events to a centralized hub
where downstream systems subscribe and store data in read-only repositories.
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+ Data Governance Controls. Maintaining normalized transactional databases to minimize
redundancy, enforcing foreign key constraints to protect data relationships, and preventing
duplicate or orphan records to preserve integrity.

¢ Monitoring Tools. Tracking data flows, detecting errors, and generating alerts for long-
running or blocking processes that may affect performance or user experience.

4.2.2.5.4. Approach to Configuring, Deploying, and Maintaining Replication Process

As the following diagram illustrates, our solution’s standards-compliant cloud architecture
provides a firewall, load balancing, redundancy, and synchronous replication to keep our
solution running smoothly. In the rare event of a server or application issue, our architecture
leverages multiple AWS Availability Zones, each with independent power and networking, to
enable seamless failover. This resilient design protects against data loss and minimizes
downtime, delivering continuous availability for West Virginia.

Figure 5. AWS Architecture Diagram

AWS Cloud

3 Reblication

USERS Web
Application
Firewall (WAF)

| | ALB Security Group

| ] Application Security Group DB Security Group

Key elements in each environment include the Application Server instance and the Relational
Database Service (RDS) that manages database servers in the cloud, with traffic orchestrated
using an External Application Load Balancer. At the database instance level, we have designed
Gainwell Assist with the RDS reporting instance separate from the transaction RDS instance,
providing more power and resource balancing than within a shared RDS instance.

We use advanced monitoring tools to track throughput and performance and scale the database
accordingly. This will help the State gain both operational efficiency and financial predictability.

Security is built into each layer of the architecture. The system uses multi-layered physical,
system, and network protections, aligned with NIST 800-53, HIPAA, and IRS Pub 1075
standards, to safeguard protected health information against malicious threats. These
protections are continuously monitored, and automated patching and upgrades mean the State
benefits from the latest safeguards without the burden of manual intervention.

Gainwell Assist provides the State with a future-proof IIS: cloud, secure, and elastic. It will grow
and adapt as the State's immunization program evolves, while maintaining uninterrupted service
across each community.
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4.2.2.5.5. Services Provided for Monitoring, Troubleshooting, and Confirming Data Consistency
Between Environments

Gainwell provides several support services for monitoring, troubleshooting, and verifying data
consistency between environments in an [IS:

e Environment Monitoring. Gainwell uses a selection of tools for environment monitoring.

o Data Consistency and Governance. Gainwell coordinates with the State to confirm data
integrity across environments. This includes aligning reference data standards in the data
lake to verify reporting accuracy, maintain data integrity to validate key identifiers, and
protect data accuracy, including referential integrity. Gainwell also establishes standards for
data masking and de-identification for testing, defines AWS settings for intrusion detection
and prevention, and manages role-based access to data.

¢ Incident and Event Management. Gainwell delivers incident and event management,
service management, and technical support through experienced teams. The Centralized
Operations Management Center provides 24x7x365 production support for incidents related
to the Gainwell environment supporting the State. It manages and categorizes events,
detects incidents, manages routine operational activities, and reports on the status or
performance of the liS.

+ Issue Identification and Resolution. Gainwell has teams in place to promptly resolve
issues. The 1S Support Team identifies, investigates, and diagnoses service issues, while
the Centralized Operations Management Center manages routine operational activities and
coordinates events and incidents. The Technical Team provides advanced user support, and
the Cloud Operations Team offers 24x7 technical support.

4.2.2.5.6. Documentation Describing Replication Architecture, Update Cadence, and Access

Protocols

Documentation describing the replication architecture, update cadence, and access protocols is

as follows:

+ Replication Architecture. The production environment is architected to provide continuous
availability using a multi-Availability Zone architecture, which allows operations to continue if
one Availability Zone goes down. Database replication is used to commit transactions across
both Availability Zones, providing redundancy and fault tolerance.

¢ Update Cadence. Periodic snapshots of the production environment to support backups and
restore capabilities. This is a regular update cadence for maintaining system integrity and
disaster recovery.

o Access Protocols. The integration with external portals uses an SSO server with Security
Assertion Markup Language (SAML) or OAuth 2.0 for role-based access. Additionally,

standard data exchange formats such as SOAP and RESTful web services, SFTP, and
Transmission Control Protocol/Internet Protocol (TCP/IP) are used for communications and

data exchange.
4.2.2.5.7. Methods for Enabling Secure, Efficient Querying by Authorized Users
The methods for enabling secure, efficient querying by authorized users are as follows:

¢ Role-Based Access Control (RBAC). Access to systems and data is granted based on the
principle of least privilege, verifying users have only the necessary permissions for their

roles.
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This approach confines access to assets, systems, software, and the applications they
support, providing granular authorizations for access, preview, editing, and sharing. Roles
are configurable to specific needs and affiliated with user groups for managing common
access needs by business unit or job roleftitle.

e Single Sign-On (SSO) Integration. The modules are integrated with external portals using
an SSO server with SAML or OAuth 2.0. This integration provides role-and activity-based
access and integrates with the identity and access management (IAM) solution to provide
users the appropriate access.

¢ Multi-Factor Authentication (MFA). MFA is implemented to add an extra layer of security,
requiring users to provide multiple forms of verification before accessing sensitive systems.

» Data Protection Measures. Data is encrypted both in transit and at rest using advanced
encryption standards (AES-256) to protect it from unauthorized access. Sensitive data is
masked or anonymized where necessary, especially for testing and analytics purposes, to
provide privacy and security.

e Auditability and Monitoring. Auditability is built into solutions, including platform changes,
financial transactions, and history tracking. Cloud auditing tools such as AWS CloudWatch
and CloudTrail are used to audit and track changes within the platform. Penetration testing
and application vulnerability scans are employed to identify and mitigate vulnerabilities.

e Governance and Review Processes. Governance covers data management, data security,
data integrity, and data quality control, verifying quality controls are part of the process.

4.2.2.5.8. Quantifying Volume of Data Interfaced Inbound and Outbound

The methods for quantifying the volume of data interfaced inbound and outbound from the
primary database include:

e Integration Gateway Monitoring. Gainwell's Integration Gateway and service framework
monitor data file exchanges and record inbound and outbound metrics. This system supports
the receipt and handling of complex interchange transactions, including financial payment
processing. It performs initial validations on data inbound into the system and stores copies
of the inbound and outbound files for reprocessing and troubleshooting with data partners.

o Audit Logs. Audit logs track the inbound and outbound original files as well as applied
changes in audit tables to maintain data integrity. These logs help in maintaining the integrity
of healthcare data by storing original files for an extended time for potential reprocessing.

+ Automated Monitoring and Validation. File processing is fully automated and monitored.

The Integration Gateway continually applies data validation to inbound and outbound files
with external data partners, retaining full files for a defined time frame for potential
reprocessing in the event of errors. CloudWatch is used to monitor the flow of data in and

out.

o Audit Trails. The IIS produces audit trails related to data and content, stored within a robust
table structure. These trails contain specific date and time stamps indicating when
information was added or modified, and identifies the individual who made the change.
Extract-Transform-Load (ETL) and Electronic Data Interchange (EDI) logs accompany files to
identify the number of records inbound and outbound and describe errors found in
processing the files.
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4.2.2.6. Database Schema and Data Dictionary

To support jurisdictional oversight, data governance, and future system enhancements, the OEPS seeks increased
transparency into the structure and logic of the proposed US. Access to a comprehensive database schema and data
dictionary enables public health programs to better understand how immunization data is stored, validated, and exchanged.
The Vendor should provide a complete database schema and data dictionary for the proposed IS solution. These artifacts
should include:

4.2.2.6.1. Entity-relationship diagrams or equivalent schema documentation.
4.2.2.6.2. Field-level definitions, including data types, constraints, and allowable values.

4.2.2.6.3. Definitions of key tables, such as patient records, vaccination events, inventory, exemptions, and school roster
modules.

4.2.2.6.4. Mapping to CDC HL7 v2.5.1 standards, where applicable.
4,2.2.6.5. Versioning and update protocols for schema changes over time.

For more than 50 years, Gainwell and its predecessor companies have been at the forefront of
designing, implementing, and maintaining large-scale government healthcare solutions. A core
component of this work has always been the meticulous documentation of complex database
schemas. Gainwell will provide a database schema and data dictionary for the proposed IS
solution, as described below. Our team will work closely with the State’s subject matter experts
(SMEs) to gain an understanding of the current database schemas, data dictionaries, business
rules, and hidden data interdependencies.

4.2.2.6.1. Entity-Relationship Diagrams

The Database Administrator updates databases and data dictionaries, resolves issues, and
manages schema, performance tuning, and capacity planning.

While aspects of the migration work can be automated, some aspects require manual
intervention and adjustments to both database schema objects and database code. Our
automated tools for data conversion enable us to migrate data from the existing solution to
Gainwell Assist for the State in a manner that retains the integrity of essential data and mitigates
the risk of data loss.

4.2.2.6.2. Field-Level Definitions

Field-level definitions will be included. These include data types, constraints, and allowable
values. Gainwell provides an automated data dictionary tool that contains codes, code tables,
definitions, position definitions, and other descriptors of data collection and display of Gainwell
Assist as well as a detailed mapping of legacy fields to the new database fields.

4.2.2.6.3. Definitions of Key Tables

Definitions of key tables, such as patient records, vaccination events, inventory, exemptions,
and school roster modules will be included.

4.2.2.6.4. Mapping to CDC HL7 v2.5.1 Standards

Gainwell Assist is fully compliant with the CDC HL7 Version 2.5.1 Implementation Guide for
Immunization Messaging, Release 1.5, using SOAP-based transport by using the standard CDC
WSDL. Gainwell Assist also supports flat-file import and vital records file submission.
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It is built on the FHIR framework to deploy easily when CDC and AIRA publish an |IS FHIR
Implementation Guide. We continually maintain and assess Gainwell Assist’s HL7 capability to
provide conformity with the latest AART guidelines.

4.2.2.6.5. Versioning and Update Protocols for Schema Changes

Gainwell confirms versioning and update protocols will be performed for schema changes.
Sample artifacts are available upon request and will be delivered during implementation in
accordance with the approved Project Plan.

4.2.2.7. Oral Health Module

To advance the State's commitment to health equity, the IIS should include an Oral Health module that supports school-based
dental screening, documentation, and reporting. This module is intended to reduce disparities in access to preventive oral
heaith services, particularly among underserved student populations.

If provided, the module shouid include the following capabiiities:

4.2.2.7.1. Roster Integration - Students should be linkable to schools via rosters, enabling targeted outreach and reporting
by school, grade, and county. This supports identification of geographic and demographic gaps in oral health coverage.

4.2.2.7.2. Dual Workflows:

4.2.2.7.2.1. Dental Professionals should be able to enter administered oral health records directly into the IIS, ensuring timely
documentation of care.

4.2.2.7.2.2. School Nurses should be able to enter historical records and manage rosters, supporting continuity of care and
retrospective data entry.

4.2.2.7.3. Reporting Capabilities - The modules should support reporting that:
4.2.2.1.3.1. ldentify students with or without oral health records.

4.2.2.7.3.2. Filters by urgency of care, school. Grade. And county to prioritize outreach and follow-up for high-need
populations.

4.2.2.7.4. User Access and Permissions - The Oral Health module should leverage the system's role-based access control
framewaork as defined in the HS Base Line Requirements RTM. Specifically:

4.2.2.7.4.1. Dental Professionals should be assigned appropriate roles and included in the provider dropdown menu.
4.2.2.7.4.2. School Nurses must be granted access to oral health reports and health service functionality.

4.2.2.7.4.3. The permissions "Enable Oral Health Reports" and "Enable Health Service™ should be assignable individually or
in bulk, using the system's master role update capability.

4.2.2.7.4.4. Jurisdictional administrators must be able to configure, modify, and inactivate roles and permissions in
accordance with jurisdictional policies.

Gainwell fully supports the State's commitment to advancing health equity and reducing
disparities in access to preventive oral health services.

Our IS solution includes an optional Oral Health module designed specifically to strengthen
school-based dental screening programs, improve documentation, and expand visibility into oral
health needs across student populations, particularly those who have historically experienced
barriers to care. The module integrates seamlessly with the IIS and uses the same secure,
role-based framework used across the platform.
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4.2.2.7.1 Roster Integration

Gainweli’s Oral Health module provides full roster integration, enabling students to be linked to
their schools through automated or batch roster uploads. This functionality supports:

o Targeted outreach to students based on school, grade, county, or other demographic
attributes

« |dentification of geographic and population-specific gaps in oral health coverage
¢ Streamlined management of school-based screening events
» Improved continuity of care for students who move between schools or districts

This roster-based approach confirms that oral health data can be analyzed in the same equity-
driven manner as immunization and other public heaith indicators.

4.2.2.7.2 Dual Workflows

Workflows are designed to integrate and automate processes across different modules,
providing streamlined management and resolution of tasks and cases. They support both
manual and automated interactions, enabling efficient and accurate handling of business

processes.

Workflow Management. Gainwell Assist offers configurable workflows tailored to meet the
specific needs of the State. The solution includes features such as error queues, budget
reviews, approvals, and capitation adjustment processing tasks. The Workflow Manager
employs a hierarchical, role-based approval process, routing electronic work objects through
multiple system and user actions.

4.2.2.7.2.1 Dental Professional Workflow

Dental professionals can document administered oral health services directly within the IS
using a streamlined, role-specific workflow. This supports real-time entry of screenings,
assessments, and preventive services, providing timely and accurate capture of care delivered
during school-based or community events.

4.2.2.7.2.2 School Nurse Workflow
School nurses are provided with a dedicated workflow that enables them to:

o Enter historical oral health records
o Manage and update student rosters

e Support retrospective documentation for students who receive services outside school-based
programs

This dual workflow design confirms both clinical and school-based personnel can contribute to a
compiete and accurate oral health record.

4.2.2.7.3 Reporting Capabilities

The Oral Health module consists of robust reporting tools that allow jurisdictions to monitor oral
health outcomes and identify disparities across student populations. Reporting capabilities are
outlined in the following sections.
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4.2.2.7.3.1 Students With or Without Oral Health Records

Users can generate reports to identify students who have documented oral health screenings or
services, as well as those who lack records. This process supports targeted outreach and follow

up.
4.2.2.7.3.2 Filters for Urgency, School, Grade, and County

Reports can be filtered by:

o Urgency of care (e.g., immediate need, routine follow-up)
e School
e Grade
¢ County

These filters help prioritize outreach to high-need populations and support equity-focused
program planning.

4.2.2.7.4 User Access and Permissions

Gainwell’'s Oral Health module uses the IS’ existing role-based access control (RBAC)
framework, providing secure and appropriate access aligned with jurisdictional policies.

4.2.2.7.4.1 Dental Professional Roles

Dental professionals can be assigned appropriate roles and will appear in the provider
dropdown menu for documentation and reporting purposes.

4.2.2.7.4.2 School Nurse Access

School nurses can be granted access to oral health reports and health service functionality,
enabling them to manage rosters and enter historical records.

4.2.2.7.4.3 Assignable Permissions

Permissions such as “Enable Oral Health Reports” and “Enabie Health Service” can be
assigned individually or in bulk using the system’s master role update capability, which
simplifies administration across large school districts or provider networks.

4.2.2.7.4.4 Jurisdictional Control

Jurisdictional administrators maintain full authority to configure, modify, or inactivate roles and
permissions following local policies and governance requirements.

The IIS will include an Oral Health module that supports school-based dental screening,
documentation, and reporting. Role-based access controls allow you to determine who can use
specific features, confirming access aligns with local policy and governance standards.

4.2.2.8. Next-Generation Interoperability with FHIR Standards

To support national interoperability initiatives, future system enhancements, and public health modernization, the OEPS
seeks vendor commitment to advancing immunization data exchange through adoption of HL7 Fast Healthcare
Interoperability Resources. While HL7 v2.5.1 remains the mandatory baseline, FHIR support provides increased flexibility,
transparency, and scalability for secure, standards-based exchange of immunization data with IIS partners. Establishing a

Gainwell Technologies 70



Gainwell Response to the State of West Virginia for Immunization Information System: Bid
Solicitation #: CRFP MIS2600000001; March 24, 2026 g 1 I nwel I

clear methodology and roadmap for FHIR adoption ensures the proposed solution can evolve alongside emerging federal and
jurisdictional priorities.

The Vendor should describe their methodology for supporting the HL7 FHIR standard for immunization data exchange as an
optional, innovative feature. The response should detail the following:

4.2,2.8.1. FHIR Standard Support: Which FHIR Release (e.g., R4) the system supports for public health, specifically for the
electronic exchange of immunization data.

4.2.2.8.2. Required Resources: The Vendor should demonstrate capabilities for securely generating and receiving data
using the HL7 FHIR Immunization resource, which represents vaccine administration events, and the HL7 FHIR Immunization
Recommendation resource, which conveys patient-specific immunization forecasting and recommended actions. These
resources must be implemented in alignment with the applicable FHIR Release (e.g., R4) to ensure consistency with national

interoperability standards.
4.2.2.8.3. Roadmap and Timeline: A detailed plan, including a project roadmap and timeline, for the development and

testing of FHIR-based data exchange capabilities. This should confirm FHIR support will be implemented as an addition to, or
in parallel with, the existing mandatory HL7 v2.5.1 interfaces.

4.2.2.8.4. APl Documentation: Confirmation that comprehensive, public-facing AP! documentation for ali FHIR endpoints wil
be provided to the Agency and potential lIS partners.

At Gainwell, we develop solutions designed for interoperability, agility, and scalable
delivery with a flexible architecture. Gainwell Assist provides integration services that are
compatible with public, hybrid, and multi-cloud environments. interoperability has become
increasingly critical as the industry shifts to improve patients’ access to their medical data. At
the heart of our systems integration platform are real-time and near-real-time data exchanges,
managed file transfer, SSO, and identity relationship management. Built-in enterprise
architecture capabilities equip the State for current and future challenges. Our systems
integration and interoperability offerings include:

¢ Interoperability/FHIR
¢ Electronic Data Interchange (EDI)
* Systems Integration (SI)

Gainwell Assist is fully compliant with the CDC HL7 Version 2.5.1 Implementation Guide for
Immunization Messaging, Release 1.5, using SOAP-based transport by using the standard CDC
WSDL. Gainwell Assist also supports flat-file import and vital records file submission. It is built
on the FHIR framework to deploy easily when CDC and AIRA publish an IS FHIR
Implementation Guide. We continually maintain and assess the Gainwell Assist’s HL7 capability
to provide conformity with the latest AART guidelines.

Gainwell Assist leverages tools such as AART, CDC implementation guides, and staff
participation in work groups such as Measurement for Assessment and Certification Advisory
Workgroup (MACAW) and |Z Gateway to help in achieving HL7 standardization to be a valuable
partner to the IZ Gateway project, CDC, and the State. We understand the roadmap for I1Z
Gateway and the other opportunities it will provide in federal reporting and cross-jurisdictional
sharing efforts.

Gainwell Assist is built for efficient processing of 2.5 million daily HL7 messages, up to 500,000
daily HL7 VXU messages, and approximately two million HL7 QBP messages per day without
performance degradation. Gainwell Assist’s built-in scalability makes it possible to scale to high
volumes quickly with little to no configuration needed for spinning up additional instances of its
various components to meet increasing demand from projected growth of transaction and data
volumes, HL7 messages, and number of users.
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Gainwell will work with the State to test and then redirect the anticipated 1,000 HL7 connections
to the implemented modernized Gainwell Assist Solution.

4.2.2.8.1. FHIR Standard Support

FHIR is an evolving standard developed and maintained by HL7. Individual resources, such as
immunization, are included in published FHIR specifications; however, many components have
not yet reached normative status for the full range of use cases. As a result, finalized FHIR
guidance for immunization scenarios continues to mature.

As part of the Gainwell Assist roadmap, we are committed to continuing to align with and
implement applicable FHIR standards as they mature, verifying our COTS solution remains
compliant; interoperable; and aligned with industry practices and support for public health.

4.2.2.8.2. Required Resources

Gainwell Assist exchanges data with health information systems in accordance with current
interoperability standards endorsed by the CDC and follows AIRA’s guidance for
acknowledgement (ACK) messages. It fully complies with the CDC HL7 Version 2.5.1
Implementation Guide for Immunization Messaging and supports multiple data exchange
options, including Simple Object Access Protocol (SOAP)-based transport and flat-file import.
Gainwell Assist is architected on the Fast Healthcare Interoperability Resources (FHIR)
framework, providing compatibility with future deployments once CDC and AIRA publish an IS
FHIR Implementation Guide 2.

Gainwell Assist captures the Core Data Elements for IIS Functional Standards v5.0, along with
the mandatory and optional requirements defined by the CDC and AIRA joint requirements
traceability matrix (RTM). This includes capturing required Facility Identifier Data Elements and
Provider Data Elements as part of the primary vaccination event record.

Our Product Team includes leaders with experience in state agencies responsible for
immunization registries and who have strong relationships with the CDC and AIRA. Our long-
standing working relationship with CMS and CDC highlight our ability to serve as a trusted
integrator across public health and federal health initiatives. This experience uniquely positions
us to support the State’s 1IS modernization in a broader health ecosystem.

4.2.2.8.3. Roadmap and Timeline

Gainwell maintains a detailed plan, including a project roadmap and timeline, for the
development and testing of FHIR-based data exchange capabilities. However, Gainwell’s
roadmap is proprietary information. As such, we can only share the roadmap with Gainwell

clients.

4.2.2.8.4. APl Documentation

Gainwell confirms that comprehensive, public-facing AP! documentation for HL7 FHIR-based
endpoints will be provided to the Agency and to potential IS partners.

Our Immunization Solution is architected on a FHIR-ready framework and is designed to
support future adoption of HL7 FHIR standards for immunization data exchange, consistent with

emerging CDC and AIRA guidance.
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As part of this commitment, Gainwell will make available full APl documentation, including
endpoint specifications, payload schemas, authentication requirements, sample request and
response patterns, and error-handling guidance, for implemented FHIR Immunization and
Immunization Recommendation resources. These materials will be delivered in a format suitable
for both technical and non-technical stakeholders and will be accessible to authorized IS
partners to support integration, interoperability, and testing.

In addition, as Gainwell deploys FHIR capabilities in alignment with the project’s roadmap, the
Agency will receive up-to-date, versioned AP| documentation and release notes detailing
enhancements, updates, and new endpoints. This verifies transparency, consistency, and ease
of adoption for trading partners and system integrators throughout the lifecycle of the IIS.

4.2.3. Mandatory Project Requirements

The following mandatory requirements relate to the goals and objectives and must be met by the Vendor as a part of its
submitted proposal. The Vendor should describe how it will comply with the mandatory requirements and include any areas
where its proposed solution exceeds the mandatory requirement. Failure to comply with mandatory requirements will lead to
disqualification, but the approach/methodology that the vendor uses to comply, and areas where the mandatory requirements
are exceeded, will be included in technical scores where appropriate. The mandatory project requirements are listed below.

Gainwell affirms and acknowledges the above RFP requirements. The sections below outline
our proposed approach and methodology to meeting the Mandatory Project Requirements.

4.2.3.1. Vendor Compliance Requirements

Vendors must ensure their proposed system meets all essential requirements outlined in Attachment B - HS Baseline
Requirements RTM as required by the CDC. Vendors are required to provide a response to each field under the column
labeled Vendor Response, including those related to aptional functionality.

As part of the technical submission, Vendors must provide printed, bound physical copies of their completed RTM responses.
The printed copies must include the following RTM pages:

4.2.3.1.1. Administer System
4.2.3.1.2. Manage Organizations and Facilities

4.2.3.1.3. Manage Users

4.2.3.1.4. Support Interoperability

4.2.3.1.5. Ensure Data Quality

4.2.3.1.6. Evaluate and Forecast

4.2.3.1.7. Manage Patient and Immunization Record

4.2.3.1.8. Manage Vaccine Inventory

4.2.3.1.9. Provide Data Access

4.2.3.1.10. Non-functional

Vendors are responsible for ensuring that the printed version is complete, legible, and organized in a manner that allows
evaluators to readily verify compliance with each requirement.

Gainwell has completed the Requirements Traceability Matrix (RTM) and has provided printed
copies in accordance with the RFP specifications.
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The RTM includes detailed vendor responses describing how Gainwell Assist meets the
mandatory requirements and, in several areas, provides additional capabilities aligned with the
State’s stated objectives. Summaries of these responses for each RTM section are provided
below for reference.

4.2.3.1.1. Administer System

Gainwell's |IS provides a highly configurable platform that allows jurisdictions to manage
organizational structures, update code sets, tailor enroliment workflows, and enforce
data-quality rules. Integrated automation such as geocoding, real-time address validation,
VTrckS inventory integration, and continuous CDSi/ACIP updates reduces manual work and
improves accuracy. Robust role-based access, configurable alerts, and flexible search and
reporting tools strengthen governance and usability.

4.2.3.1.2. Manage Organizations and Facilities

Gainwell’s IIS offers a fully configurable enroliment and program-management workflow that
streamlines provider onboarding through online enrollment with e-signature, automated form
validation, and comprehensive natifications. Secure document-management tools support
facility and VFC documentation, while flexible organization features enable activation, hierarchy
management, multiple site IDs, contact updates, and address validation. The system also
captures VFC coordinator details, training records, and storage plans, with automated controls
that adjust ordering based on enroliment status.

4.2.3.1.3. Manage Users

Gainwell’s 1IS provides a secure, role-based user-management framework that allows
authorized administrators to add, modify, inactivate, and reactivate user accounts; assign roles
and permissions; switch organizational context; and issue account-status notifications, with
actions fully audited. Configurable tools, including the Add/Edit Users interface and Role/Page
Access matrix, support precise control of user access. The system incorporates SSO, MFA,
temporary passwords, self-service resets, and expiration reminders aligned with jurisdictional
security policies.

4.2.3.1.4. Support Interoperability

Gainwell's IIS provides a fully interoperable, standards-aligned framework that supports CDC
HL7 2.5.1 messaging, SOAP/WSDL transport, FHIR-ready architecture, and integrations with
the |Z Gateway, EHR systems, vital records, and VTrckS. The solution streamlines onboarding
with credential issuance, transport validation, formatting checks, and edit/resubmit workflows,
and offers dashboards to monitor VXU, QBP, ACK, and error trends. It supports bulk and
real-time data exchange, deduplication, automated vital-records updates, and configurable
exports for routine or emergency reporting. Strong analytics, error-handling, and flexible
workflows provide scalable, CDC- and AlIRA-aligned interoperability for day-to-day operations
and mass-vaccination response.

4.2.3.1.5. Maintain Data Quality

Gainwell's 1IS provides a comprehensive, configurable deduplication framework that uses
scoring logic, phonetic matching, and customizable comparison fields to identify potential
duplicate patient and vaccination records.
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Authorized users can review matches on a centralized Patients Needing Review page, select
retained data elements, perform quick-merge or manual merge/unmerge actions, and mark
records as non-duplicates. The system preserves full audit history, retains pre-merged records,
and issues warnings or HL7 ACK feedback when incoming events appear duplicative.
Configurable match thresholds and mirrored logic for vaccination events further strengthen data
quality and transparency.

4.2.3.1.6. Evaluate and Forecast

Gainwell’s 1IS provides fully automated, ACIP-compliant clinical decision support using CDC'’s
CDSi logic, updated in near real time to generate accurate Child/Adolescent, Catch-up, and
Adult forecasts. The system identifies due, overdue, future, and completed vaccines;
incorporates contraindications, precautions, immunity evidence, and travel-related guidance;
and allows jurisdictions to adjust CDS rules. It supports test-case creation and
expected-vs-actual comparisons for UAT. Configurable reminder/recall tools and extensive
coverage and quality-improvement reporting, aligned with CDC IQIP measures, further
strengthen public-health workflows.

4.2.3.1.7. Manage Patient and Immunization Record

Gainwell’s 11S delivers comprehensive, configurable functionality for managing patient and
immunization records, including advanced search options, full support for CDC Core Data
Elements, multi-name/address management, and address verification through Smarty. Users
can add audited comments, manage cohort assignments, and apply facility- or jurisdiction-level
status controls with bulk-update options. Immunization management supports adding, editing,
and deleting events; capturing eligibility, funding, adverse reactions, refusals, and VAERS
indicators; and enforcing lot-usage rules. The system also enables secure printing/export,
multilingual outputs, and streamlined mass-vaccination workflows, providing a robust,
policy-aligned patient-record management solution.

4.2.3.1.8. Manage Vaccine Inventory

Gainwell’'s 1IS provides a fully integrated, automated vaccine inventory management module
that supports ordering, tracking, reconciliation, returns, and wastage in alignment with CDC
VTrckS and Vaccines for Children (VFC) requirements. The system maintains dose-level
tracking, automates dose decrementing and shipment ingestion, and generates reorder
recommendations based on usage and safety-stock rules. Jurisdictions can manage ordering
permissions, allocations, transfers, and shipment verification, supported by robust alerts and
dashboards for wastage, expirations, and accountability. Barcode scanning, offline/online
mass-vaccination workflows, temperature-monitoring features, Role-Based Access Control
(RBAC), and full audit logging confirm accuracy, security, and compliance across inventory

operations.

4.2.3.1.9. Provide Data Access

Gainwell's 1IS delivers a mature, scalable reporting and data-access framework that supports
extensive standard reports and highly configurable ad hoc queries across major IS functions,
with export options in CSV, Excel, and PDF. Users can filter, sort, schedule, drill down, and
generate geographic or hierarchical reports using Federal Information Processing Standards
(FIPS) codes and geocoded data. The system supports batch exports, de-identified Privacy-
Preserving Record Linkage (PPRL) sharing, and consumer access to personal records and
digital credentials.
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Granular RBAC and comprehensive audit logging confirm secure, compliant access to reports
and data elements, aligning with CDC, AIRA, HIPAA, and jurisdictional standards.

4.2.3.1.10. Non-functional

Gainwell's IIS provides a modern, cloud-hosted platform that meets non-functional requirements
for performance, usability, reliability, security, maintainability, and portability. The system
delivers fast response times, supports high-volume throughput, and maintains 99.9% availability
through AWS multi-AZ redundancy. It offers Americans with Disabilities Act (ADA) and Web
Content Accessibility Guidelines (WCAG) compliant usability, strong reliability with structured
backup and recovery, and robust security through Multi-Factor Authentication (MFA), Single
Sign-On (SSO), RBAC, encryption, and comprehensive audit logging. Configurable business
rules, automated code-set updates, and moduiar architecture support maintainability, while
responsive design and broad browser compatibility confirm portability.

4.2.3.2. System Compatibility Requirements

The 1IS must be designed to operate reliably and efficiently within a variety of standard computing environments.
4.2.3.2.1. The (IS must be cloud based software with hosting provided by the vendor.

4.2.3.2.2. The IS must be fully compatible with major, up-to-date web browsers including but not limited to Google Chrome,
Mozilla Firefox, Microsoft Edge, and Safari.

4.2.3.2.3. The 1IS must operate efficiently on standard desktop and laptop computers without requiring specialized hardware
or software instalfations.

4.2.3.2.4. The IS must be accessible without requiring elevated user permission or local software installation. Only a
supported web browser and internet access should be required for full functionality.

Gainwell's proposed Solution operates reliably, securely, and efficiently across a wide range of
standard computing environments. Our Solution is fully cloud-based, scalable, and engineered
to perform consistently without requiring specialized local hardware or elevated permissions.

4.2.3.2.1. Cloud Based Software

The IS Solution is delivered as vendor-hosted, cloud-based software. The 1IS solution is
deployed within cloud environments that maintain FedRAMP Moderate or High authorization,
consistent with State security requirements and the defined authorization boundary

Documentation confirming FedRAMP authorization for the hosting environment can be
provided, including Authorization to Operate (ATO) documentation or the applicable listing on
the FedRAMP Marketplace.

Hosting architecture follows Gainwell’s enterprise information security policies and aligns with
federal cybersecurity frameworks such as NIST SP 800-53 and FIPS-validated encryption
requirements for protection of data at rest and in transit. The solution operates within U.S.-
based data centers and supports the confidentiality, integrity, availability, and auditability

controls required for systems processing protected health information and other sensitive data
4.2.3.2.2. Compatibility with Major, Up-to-Date Web Browsers

The proposed lIS Solution performs effectively across the following supported browsers:
Microsoft Edge, Google Chrome, Mozilla Firefox, and Safari.
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4.2.3.2.3. Operate Efficiently on Standard Desktop and Laptop Computers

Gainwell will work collaboratively with the State to configure and validate the Solution’s
integration, confirming compliance with security and access control requirements. Gainwell
Assist does not require specialized hardware or software. The only requirement is the use of
modern, up-to-date web browsers.

4.2.3.2.4, Accessibie Without Elevated User Permission or Local Software Installation

As mentioned above, Gainwell will work collaboratively with the State to configure and validate
the Solution’s integration. This confirms compliance with security and access control
requirements.

4.2.3.3. Service Level Agreement

Service levels, response times, resolution targets, and associated penalties shall be governed by the Service Level
Agreement (SLA) provided as a separate attachment to this RFP. (Attachment C)

Gainwell affirms and acknowledges the above RFP requirement.

4.2.3.4. Maintenance and Support

The vendor shall provide annual maintenance and support services for all implemented system components, including
software, databases, interfaces, and infrastructure. These services must include:

4.2.3.4.1. Help desk support available during standard business hours (Monday-Friday, 8:00 AM-5:00 PM local time}, with
documented escalation procedures.

4.2.3.4.2. Bug fixes and security patches delivered within industry-standard timeframes, with critical vulnerabilities addressed
promptly.

4.2.3.4.3. System performance monitoring and proactive issue resolution for all hosted or managed environments.

4.2.3.4.4. Version upgrades and compatibility assurance for all vendor-supplied components, ensuring continued compliance
with CDC and state inferoperability standards.

4.2.3.4.5. Documentation updates reflecting any changes made during the maintenance period.

Gainwell will provide system support for the RFP-required elements including:

« Near- and real-time data exchange capabilities and interactions with external systems occur
in accordance with preferred method using CDC's WSDL..

e Compliance with the CDC HL7 Version 2.5.1 Implementation Guide for Immunization
Messaging, Release 1.5, using SOAP-based transport by using the standard CDC WSDL

and IZ Gateway.

» Robust reporting and analytics capabilities allow for easy identification and exporting of
results of errors for data submission.

o Patient demographic information is captured in accordance with Core Data Elements for 11S
Functional Standards v5.0 and the mandatory and optional requirements of the joint CDC
and PHIl RTM.

e Maintaining a log of changes to the system data, storing data including date, time, and the
solution user or site taking the action, when individual-level data in an Immunization Solution
record are created, viewed, or modified.
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We will determine the best approach and interface protocol as we develop and document
interface specifications with each external source system. Please refer to the RTM for more

details on our proposed System Support.

4.2.3.4.1. Help Desk Support During Standard Business Hours

Gainwell's Level 2 help desk support is available Monday - Friday from 8:00 a.m. to 5:00 p.m.
local time, with after hours from 5:00 p.m. to 10:00 p.m. local time for critical issues only. Our
help desk support approach uses the capabilities of our cloud services, data services, computer
networks, storage systems, telecom, software applications, and reporting systems to provide
fast and accurate resoiution to user technical questions and resolve problems in accordance

with the State’s performance standards.

4.2.3.4.2. Bug Fixes and Security Patches Delivered Within Industry-Standard Timeframes

We follow a formal change management process defined in our internal ISPS-010 — Change
Management Standard, which requires system upgrades, including feature releases, patches,
and security updates, be planned, documented, reviewed, and approved in partnership with the
State. This verifies compatibility with operational requirements and minimizes service
disruptions.

4.2.3.4.3. System Performance Monitoring and Proactive Issue Resolution

Gainwell uses the AWS Cloud environment, which is architected to deliver the uptime
availability under its SLA. AWS achieves this through a highly resilient design that includes:

¢ Continuous monitoring and proactive incident response, which allow for early detection and
rapid resolution of potential issues before they impact service delivery.

o Multiple AZs within each AWS region, each operating as an independent, physically separate
data center with its own power, networking, and cooling. This confirms system continuity
even in the event of localized disruptions.

e Redundant compute, storage, and networking resources, designed to eliminate downtime
caused by component failure.

s Load balancing and automated failover mechanisms that seamlessly redirect workloads in
case of disruption, delivering uninterrupted operations.

s Self-healing infrastructure that automatically adapts to fluctuations in demand and recovers
from faults without human intervention.

Building on this foundation, we will apply our healthcare technology expertise and proven
operational practices to extend AWS’ reliability. The Gainwell team will configure, monitor, and
manage these environments to meet or exceed the availability requirements of the State. Our
approach combines AWS’ resilient infrastructure with our robust governance, proactive
performance monitoring, and healthcare-specific security and compliance framework.

4.2.3.4.4. Version Upgrades and Compatibility Assurance for Vendor-Supplied Components

The Gainwell team will work collaboratively with the State to determine the content, timing, and
scheduling of system upgrades, including coordination of changes across development, test,
and production environments. As mentioned above, system upgrades, including feature
releases, patches, and security updates, will be planned, documented, reviewed, and approved
in partnership with the State.
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4.2.3.4.5. Documentation Updates Reflecting Changes Made During the Maintenance Period

As mentioned above, we follow a formal change management process defined in our internal
ISPS-010 — Change Management Standard, which requires system upgrades be documented.

4.2.3.5. Data Storage

The Vendor must store ail IIS data - including backups, logs, and metadata - exclusively within data centers physically located
in the continental United States of America (U.S.). No data may be transmitted, processed, or stored outside U.S. borders,
including U.S. Territories, at any time, including but not limited to during disaster recovery, failover, or support operations. The
Vendor must provide documentation verifying U.S.-based data residency and maintain compliance with applicable federal and
state data protection laws and regulations.

4.2.3.5.1. Business Continuity and Disaster Recovery (BCP/DR): The Vendor must maintain a documented Business
Continuity Plan and Disaster Recovery plan for the IS environment. Requirements include:

4.2.3.5.1.1. Plan Documentation: Vendor shall provide copies of its BCP and DR plans to the Agency within 60 calendar
days of contract execution and upon request thereafter.

4.2.3.5.1.2. NIST Alignment: Plans must be aligned with the most current version of NIST SP 800-34 (Contingency Planning
Guide for Federal Information Systems) or successor publications, throughout the contract term.

4.2,3.5.1.3. Annual Testing: Vendor must conduct annual BCP/DR testing (tabletop or live fallover exercises) and provide a
summary report of results, corrective actions, and remediation timelines to the Agency within 30 calendar days of test

completion.

4.2.3.5.1.4. U.S. Data Residency: All BCP/DR activities, including backups, failover, and recovery operations, must comply
with Section 4.2.3.5 data residency requirements (U.S.-based only).

4.2.3.5.1.5. Continuous Improvement: Vendor must update its BCP/DR plans within 60 calendar days of lessons learned
from testing, incidents, or material changes to the hosting environment.

4.2.3.5.1.6. Certification: Vendor must annually certify to the Agency that its BCP/DR plans remain current, tested, and
compliant with federal and state requirements.

The State’s data and systems information, and the components and services associated with
Gainwell’s IIS delivered to the State, remain in the continental United States.

Gainwell Assist is deployed in the East Region of AWS’ cloud environment. Security and
compliance are foundational; we are compliant with NIST 800-53 Rev. 5, SOC 2 Type 2, and
HIPAA standards. Our team’s deployment across multiple AWS Availability Zones provides a
resilient environment that guards against downtime and data loss.

Our solution is hosted in the AWS US East 1 (Virginia) primary data center, with our secondary data center
in AWS US West 2 (Oregon).

4.2.3.5.1. Business Continuity and Disaster Recovery (BCP/DR)
In the following sections, Gainwell affirms that it meets the requirements of the RFP.

4.2.3.5.1.1. Plan Documentation

Gainwell affirms and acknowledges the above RFP requirement and agrees to provide copies of
its Business Continuity Plan (BCP) and Disaster Recovery (DR) within 60 calendar days of

contract execution.
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4.2.3.5.1.2. NIST Alignment

Gainwell's continuity program follows HIPAA, NIST, CMS, Disaster Recovery Institute
International (DRII), and other state and federal standards.

4.2.3.5.1.3. Annual Testing

Gainwell provides one annual DR exercise and one annual BC exercise. The assigned Gainwell
DR Manager, along with the Gainwell account team, collaborate with the State to schedule the
first exercises. Based on that initial date, they set the annual cadence for the subsequent
exercises.

The systems and applications in scope for DR protection are in scope for the exercise. The
State can, for exercises, set the scope to focus on specific applications or a subset of the whole
[IS environment. The servers, databases, and applications in scope for recovery are recovered,
validated, and then thoroughly tested with approved application test scripts. Testing evidence is
gathered and provided along with the post-exercise summary report. The State is welcome to
participate in the exercise and application testing if desired.

Aside from the one annual live exercise, the State may also request a tabletop exercise.
Additional live and tabletop exercises may be requested at an additional cost.

The live DR exercise is conducted in a manner that isolates the DR environment so production
will remain up and active and not be affected by the DR exercise. Gainwell provides an Exercise
Scope and Objectives document to the State for approval before the exercise. Post-exercise
activities include lessons-learned sessions, resolution of issues, Disaster Recovery Plan (DRP)
updates as required, and providing the State with an Exercise Summary Report.

The DR and BC plans are also reviewed before exercises and updated if and as needed for
currency and accuracy. They are reviewed again after the exercise and updated if and as
needed based on the results of the exercise.

4.2.3.5.1.4. U.S. Data Residency

As mentioned above, the State’s data and systems information, and the components and
services associated with Gainwell's IIS delivered to the State, remain in the continental United

States.

4.2.3.5.1.5. Continuous Improvement
Gainwell affirms and acknowledges the above RFP requirement.

4.2.3.5.1.6. Certification
Gainwell affirms and acknowledges the above RFP requirement.

The IS establishes and tests recovery plans to mitigate system downtime through a
comprehensive Business Continuity/Disaster Recovery (BC/DR) framework. This framework
complies with NIST SP 800-34 Contingency Planning Guide for Federal Information Systems
standards. Key elements of this framework include:

+ Disaster Recovery Environment. The system provides a DR environment in the AWS East
region with Availability Zones for resiliency. This confirms system resiliency and the recovery
strategy used to achieve the 24-hour recovery time objective (RTO) and one-hour recovery
point objective (RPO).
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e BC/DR Plan. A BC/DR Plan is provided, identifying core business processes included in the
Gainwell Assist Solution in accordance with the State’s requirements. This plan supports
recovery of critical services and includes a notification process in case of a disaster. The plan
is updated at least annually to incorporate new functionality.

o BC/DR Testing. Testing of the BC/DR Plan is supported as part of operational readiness
and conducted annually to demonstrate compliance with SLAs. Coordination with the State is
done to identify DR test dates. During testing, collaboration occurs with State partners to
validate connectivity and interoperability for integrated applications. Lessons learned are
tracked and contribute to the Continuous Improvement Plan.

o Backup and Restore Procedures. Gainwell's procedures for backing up and restoring data
in the AWS Cloud support the State’s backup and retention requirements in accordance with

SLAs.

4.2.3.6. Data Ownership

4.2.3.6.1. The vendor must agree that the Agency retains full ownership of all data.

4.2.3.6.2. The Vendor must agree that all data related to the execution of the contract is collected on behalf of, and remains
the sole property of, the Agency.

4.2.3.6.3. The Vendor must agree to provide privacy and security safeguards to protect all data from any use or disclosure for
any purpose other than the described within this solicitation.

4.2.3.6.4. The Vendor must return the entire dataset in a specified format upon request or contract termination at no additional
cost and in a format specified by the Agency to ensure usability and accessibility.

4.2.3.6.5. The Vendor must cooperate with the Agency and any subsequent Vendor should the contract, which is the subject
of this RFP, be terminated, and to deliver any and all data, documentation, and associated work products fo the Agency or its
designee within thirty (30) working days of receipt of notice of confract termination.

4.2.3.6.6. The Vendor must destroy all data in the System at the end of the contract and/or upon the request of the Agency in
accordance with the mast current version of the National Institute of Standards and Technology (NIST) Special Publication
800-88. Destruction of data shall not begin prior to receipt of written authorization from the Agency Project Manager and must
be completed within 30 days of receipt of that authorizafion.

4.2.3.6.1. The Agency Retains Full Ownership of Data

State data is owned by the State and will remain the property of the State. Gainwell is permitted
to use such State data solely for the purposes set forth in the contract and for no other purpose.
At no time will Gainwell access, use, or disclose State data for a purpose except as expressly
and specifically agreed to in writing by the State.

4.2.3.6.2. Data Related to the Execution of the Confract is Collected on Behalf of, and Remains the
Sole Property of, the Agency

Gainwell agrees that data related to the execution of this contract is collected solely on behalf of
the Agency and remains the exclusive property of the Agency. Gainwell acknowledges that it
does not obtain, retain, or assert ownership or proprietary interest in such data.
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4.2.3.6.3. Provide Privacy and Security Safeguards to Protect Data

Gainwell agrees to provide comprehensive privacy and security safeguards to protect Agency
data from use or disclosure for a purpose other than those expressly described in this
solicitation and the resulting contract. Our commitments include the following controls and

practices:

» Security Governance and Compliance. We maintain an enterprise security program
aligned to HIPAA, NIST 800-53, and SOC 2 Type 2, and operate our Saa$S solution within an
AWS environment designed and managed against these standards. This framework governs
access control, data protection, incident response, auditability, and continuous monitoring.

¢ Least-Privilege, Role-Based Access and Strong Authentication. Access to systems and
data is restricted by RBAC and the principle of least privilege, enforced with Single Sign-On
(SAML/OAuth 2.0) and MFA. User permissions are reviewed regularly; inactive or
unauthorized accounts are promptly inactivated.

e Encryption of Data In Transit and At Rest. Confidential data is encrypted using
industry-standard cryptography (e.g., AES-256) at rest and Transport Layer Security (TLS) in
transit to prevent unauthorized disclosure or alteration.

¢ Monitoring, Logging, and Auditability. We employ continuous monitoring and centralized
logging (e.g., CloudWatch/CloudTrail/SIEM) to detect anomalous activity, provide traceability,
and support investigations. Audit logs record access and changes to data and are retained

per policy.

4.2.3.6.4. Return Dataset in a Specified Format Upon Request or Contract Termination

Gainwell will return the Agency’s full dataset upon request or at contract termination at no
additional cost. Data will be delivered in the format specified by the Agency to allow continued

usability, accessibility, and seamless transition.

4.2.3.6.5. Cooperation with the Agency and Subsequent Vendor

Gainwell will fully cooperate with the Agency and subsequent vendor in the event of contract
termination. We will deliver required data, documentation, and work products to the Agency or
its designated recipient within thirty working days of receiving notice of termination, providing a
smooth and timely transition at no additional cost.

4.2.3.6.6. Destruction of Data in the System at the End of the Contract

The Gainwell team follows the State’s internal Media Sanitization Standard (ISPS-004), which
aligns with NIST SP 800-88 Revision 1. Electronic media containing Protected Health
Information (PHI), Personally Identifiable Information (Pll), Payment Card Industry (PCl),
Criminal Justice Information (CJl), or other sensitive data is subject to secure sanitization or
destruction before disposal. Sanitization methods may include cryptographic erasure,
degaussing, or physical destruction, depending on the media type and data classification.

We will work with the State to define acceptable forms of disposal documentation. This may
include a Certificate of Media Disposal, third-party attestation, or chain-of-custody
documentation, depending on the media type and disposal method. Records of media
sanitization events will be retained according to our internal retention policy and the State’s
contractual requirements.
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4.2.3.7. General Project Requirement

Vendor must host an initial planning session(s) with the Agency within 30 days after project start date, with the goal to finalize
the praject plan and schedule.

4.2.3.7.1. The Vendor's finalized Project Plan and Schedule must adhere to the Implementation Plan proposed in Section
4.2.2.2, subject to Agency review and approval.

4.2.3.7.2. Any deviation from the proposed Impiementation Plan must be documented, justified, and approved by the Agency.

4.2.3.7.3. The Vendor shall not assess, invoice, or otherwise charge the Agency for any fees, including but not limited to
annual licensing, subscription, hosting, maintenance, or support fees, during the Implementation Period. Payment for
implementation services shall be tied to the successful completion of mutually agreed-upon implementation milestones
established during the initial planning sessions and incorporated into the approved Project Plan. No milestone payment shall
be due until the Agency has verified and approved completion of the corresponding milestone. Final implementation payment
shall be made only upon the Agency's formal written Acceptance of the fully implemented 1iS solution, as defined in Section
"Acceptance Criteria.” No recurring or annual fees shall begin or accrue until the system has been fully implemented,
operational, and accepted by the Agency.

4.2.3.7.3.1. Milestone Definition and Approval: All implementation milestones must be jointly developed during the initial
planning sessions and incorporated into the Vendor's Project Plan. Each milestone must include:

4.2.3.7.3.1.1. A clear description of required deliverables

4.2.3.7.3.1.2. Objective acceptance criteria

4.2.3.7.3.1.3. Documentation requirements

4.2.3.7.3.14. A proposed payment amount tied to that milestone.

4.2.3.7.3.2. No Unilateral Changes: The Vendor may not add, remove, modify, subdivide, or consolidate milestones without
the Agency's prior written approval. Any attempt to alter milestone definitions or payment amounts without approval is void
and unenforceable.

4.2.3.7.3.3. Verification Before Payments: No milestone payment shall be due until the Agency verifies that all deliverables
and acceptance criteria associated with that milestone have been fully met. Verification shal be documented in writing by the
Agency.

4.2.3.7.3.4. No Partial or Conditional Payments: The Agency will not issue partial payments for partially completed
milestones. Milestone payments are all-or-nothing and contingent upon full completion and Agency approval.

4.2,3.7.3.5. No Recurring Fees Before Final Acceptance: Regardless of milestone progress, annual, recurring,
subscription, hosting, maintenance, or support fees will not begin or accrue until the Agency issues formal written Acceptance
of the fully implemented IIS solution.

4.2.3.7.3.6. Milestone Failure and Remediation: If the Vendor fails to meet a milestone, the Agency may issue a Notice of
Deficiency. The Vendor must remediate all deficiencies at no additional cost and resubmit the milestone for Agency
verification. The Agency may repeat any testing or review necessary to confirm remediation.

4.2.3.7.4. Liquidated Damages for implementation Delays: The Agency reserves the right to assess liquidated damages if
the Vendor fails to meet any mutually agreed-upon implementation milestone by the approved milestone due date. In such
cases, the Agency may assess liquidated damages in the amount of $500.00 per calendar day until the milestone is
completed and verified by the Agency. For delays in achieving final system Acceptance, the Agency may assess figuidated
damages at a rate of $1,000.00 per calendar day. Total liquidated damages shall not exceed ten percent (10%) of the total
implementation costs.

Milestones are not valid untif formally approved in writing by the Agency.

Gainwell affirms and acknowledges the RFP requirement. During the planning phase, the
Gainwell Team refines and publishes an updated Project Management Plan (PMP) and Project
Work Plan in collaboration with the State.
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We also collaborate with the State to develop and finalize other planning deliverables, such as a
comprehensive RTM containing solution requirements confirmed by the State.

4.2.3.7.1. Project Plan and Schedule to Adhere to the Implementation Plan

Gainwell affirms and acknowledges the RFP requirement. The PMP and Schedule will adhere to
the proposed Implementation Plan and will be developed in collaboration with the State.

4.2.3.7.2. Deviation from Proposed Implementation Plan

As mentioned above, the PMP and Schedule will adhere to the proposed Implementation Plan
and will be developed in collaboration with the State.

4.2.3.7.3. No Assessment, Invoice, or Other Charge the Agency for Fees

Gainwell agrees to this requirement. We will not charge fees during the Implementation Period,
and payments will be tied solely to Agency-approved milestone completion. No recurring or
annual fees will begin until the system is fully implemented, operational, and formally accepted
by the Agency.

4.2.3.7.3.1. Milestone Definition and Approval including 4.2.3.7.3.1.2 - 4.2.3.7.3.1.4

Gainwell affirms that implementation milestones will be jointly developed with the Agency during
the initial planning sessions and incorporated into the finalized Project Plan. Each milestone will
follow a structured, transparent approval process to provide clarity, accountability, and
alignment with Agency expectations. For each implementation milestone, Gainwell will provide:

e Clear Description of Required Deliverables. Each milestone will include a detailed
breakdown of deliverables, including system configurations, documentation, testing outputs,
training materials, and related implementation activities.

* Objective Acceptance Criteria. Each milestone will define measurable, objective criteria
that demonstrate successful completion. These criteria will provide the Agency with a clear
basis for verifying milestone fulfillment before approval.

¢ Documentation Requirements. Milestones will include required supporting documentation,
such as design specifications, test results, configuration logs, training records, and
implementation artifacts, enabling full transparency and traceability.

¢ Proposed Payment Amount Tied to the Milestone. Gainwell will assign a
milestone-specific payment amount, aligned with the level of effort, scope, and deliverables
included within that milestone. No payment will be due until the Agency formally verifies
successful completion.

Milestones developed through this process are not considered valid or actionable until formally

approved in writing by the Agency, and no work or billing against a milestone will proceed

without the Agency’s explicit written approval.

4.2.3.7.3.2. No Unilateral Changes

Gainwell affirms and fully accepts this requirement. We agree that implementation milestones
may only be changed with the Agency’s prior written approval. Gainwell will not add, remove,

modify, subdivide, or consolidate milestone without such approval, and we acknowledge that

attempt to alter milestones or payment terms without written authorization from the Agency is
void and unenforceable.
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We will maintain strict change-control discipline and confirm that milestone-related updates are
documented, jointly reviewed, and formally approved by the Agency before implementation.
4.2.3.7.3.3. Verification Before Payments

Gainwell affirms and fully accepts this requirement.

4.2.3.7.3.4. No Partial or Conditional Payments
Gainwell affirms and fully accepts this requirement.

4.2.3.7.3.5. No Recurring Fees Before Final Acceptance
Gainwell affirms and fully accepts this requirement.

4.2.3.7.3.6. Milestone Failure and Remediation

Gainwell affirms and fully accepts this requirement.

4.2.3.7.4. Liquidated Damages for Implementation Delays

Gainwell affirms and acknowledges the RFP requirement regarding Liquidated Damages for
Implementation Delays.

4.2.3.8. Vendor Staffing

The awarded Vendor will provide staffing resources to successfully complete the implementation tasks, including system
configuration, customization, testing, training, and go-live support tasks to meet Agency requirements. The Vendor's internal
palicies and procedures for hiring must comply with:

4.2.3.8.1. WV Office of Technology Policies (https:/ftechnology.wv.gov/policy-govemance/ot-policies)

4.2.3.8.2. Agency Office of Shared Administration the Office of Management Information Services (OMIS) Policy #0529
(Attachment D): Vendor/Contractor Employee Background Check Policy)

4.2.3.8.3. OMIS Procedure #OP-35 (Attachment E): Vendor/Contractor Employee Background Check Procedure), and
Appendix A (Attachment F)

Gainwell’s PMP will contain a Project Staffing Plan detailing staff responsibilities including time
commitments, qualifications, and specific relevant experience required. The State requires an
expert staffing strategy to complete the requirements of the RFP. It is crucial that a vendor’s
team offers:

o Deep technical knowledge in COTS-based solution implementation
e Proven experience in delivering an IS solution on time
¢ A work ethic that produces efficiencies through day-to-day collaboration

Gainwell team members bring valuable gualities and skills to the project. We have worked
diligently so our staffing solution recognizes the value and specific needs of each person. Our
solution incorporates communication activities, knowledge transfer, organizational change,
retention, learning, and development. Our staffing strategy is outlined in the following pages. We
offer:

e Technical expertise in developing and operating healthcare solutions.
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» A team of lIS professionals who deliver solutions on time. The team we bring to the State
comprises healthcare professionals with expertise in each aspect of the requirements
detailed in the RFP.

s A workplace culture that strengthens the State’s commitment to collaboration and
transparency. Our team will work side by side with the State to fully understand both the
benefits and challenges of the system in place today, which best facilitates the Gainwell team
to deliver exactly what the State needs. This understanding brings continuity to the proposed
Solution and minimizes disruptions.

Descriptions of our proposed staff roles are given in the following table.
Table 3. Proposed Staff Roles

Role

Skills and Responsibilities

Account General
Manager

Develops and cultivates strong customer relationships at the State executive
level
Accountable for overall customer delivery to the State

Acts as the primary point of contact (POC) with the State for activities related to
contract administration, including being able to legally bind Gainwell with State
agreements

Provides oversight and management for account leadership for this contract

Identifies digital transformation ideas and methods of providing services to
respond to changing strategies and regulations

Project Manager

Gainwell Technologies

Verifies that maintenance and operations groups provide support as contractually
required

Serves as primary daily contact to interact with the State’s IS Manager and
project team; facilitates and prepares materials for weekly status meetings

Keeps the State’s [IS Manager informed of interactions with State staff and
escalates issues to the Gainwell Account General Manager and executive team

Delivers contract performance measures, reporting and tracking documents, and
other documents to State-authorized personnel, as required

Verifies that deliverables are developed and submitted as required and obtains
State approval for contractual deliverables

Manages the project scope to confirm deliverables meet the definition as
approved by the State

Manages the project using the approved project management methodology and
system lifecycle

Maintains the project repository including project work plan, issues list, and
project deliverables

Manages the delivery of Tier 2, Tier 3, and Emergency level Help Desk support
beginning with go-live and continuing throughout the duration of the contract
Provides transition support during the Design, Development, and Implementation
(DDI) phase of the modernized Immunization Solution

Manages and tracks activities during the development, testing, and
implementation phases for the new Immunization Solution

Delivers contract performance measures, reporting and tracking documents, and
other documents to State-authorized personnel, as required

Verifies that deliverables are developed and submitted as required and obtains
State approval for contractual deliverables
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Role

Skills and Responsibilities

Manages the project scope to confirm deliverables meet the definition as
approved by the State

Maintains the project repository including project work plan, issues list, and
project deliverables

| 'lTechnical Lead/
Developer

Reviews coding and design changes to verify adherence to project standards
Leads the technical design for changes and configurations

Verifies that design, construction, and unit testing of developers meets Gainwell
standards

Updates technical support documentation required for changes and
configurations assigned

Participates in application walkthroughs as requested

Reviews requirement documents and test plans for understanding and accuracy,
including working with the lead business analyst to answer questions or make
modifications when needed

Provides Tier 2 and Tier 3 support for known technical problems and issues as
reported by Help Desk technicians

Conducts peer review design walkthroughs and peer code review walkthroughs
for work assigned

Provides transition support during the Maintenance and Operations (M&O) phase
of the modernized Immunization Solution

Account Delivery
Lead

Responsible for customer delivery to the State
Oversees issue resolution and project scope changes
Provides oversight and management for delivery of services for this contract

Chief Security
Engineer

Provides security and compliance expertise, direction, and leadership

Works with Gainwell leadership to identify and establish applicable compliance
requirements

Provides recommendations on security staffing and resources

Oversees completion of relevant work products and documentation
Establishes and designs the necessary end-to-end security controis for the
account

Makes sure compliance with policies and security standards is followed, as
spelled out in the contract

Works with the Gainwell Security Practice to identify gaps in the operating model
and available controls and capabilities when compared to the established
compliance requirements

Provides specific technical expertise, direction, and leadership to implementation
team for specific tasks

Provides information, strategies, and guidance on security and privacy-related
technologies, methods, and tools for the project team

Coordinates with other project security resources and account-level security
resources, such as Security Team and project managers, to confirm execution
plans are progressed

Tracks progress of execution activities and milestones related to security
compliance across in-scope accounts and provides guidance when appropriate

Gainwell Technologies
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Role Skills and Responsibilities

¢ Provides specific technical expertise, direction, and leadership to other project
team members as it relates to a compliance requirement or deliverables for the

project
¢ Evaluates the proposed capabilities and deliverables by verifying them against
existing standards and procedures

Account ¢ Defines and enables the tools and services to be implemented in Gainwell's
Infrastructure cloud infrastructure
Lead ¢ Performs scans and audits of cloud infrastructure to verify compliance with

standards and performance requirements
¢ Remediates findings of scanning and auditing processes

Director of + Monitors and evaluates product progress at each stage of the process
Product e Consuits with the Product team and Delivery team

¢ Defines the vision for the team’s product

e Creates a product roadmap based on this vision

Product Advisor e Transforms data management processes to enhance data integrity
/ Project ¢ Implements Lean methodologies to streamline workflows and eliminate process
Manager waste

o Works closely with marketing, sales, and engineering to confirm business case
and customer satisfaction goals are met

Principal » Reviews coding and design changes to verify adherence to project standards
App ||_cat|on » Performs technical design for changes and configurations
Architect

e Confirms that design, construction, and unit testing meet Gainwell standards

¢ Participates in application walkthroughs as requested

e Reviews requirement documents and test plans for understanding and accuracy,
including working with business analysts to answer questions or make
modifications when needed

¢ Provides support for known technical problems and issues

o Participates in peer review design walkthroughs and peer code review
walkthroughs for work assigned

Developers e Reviews coding and design changes to verify adherence to project standards
e Performs technical design for changes and configurations
« Confirms that design, construction, and unit testing meet Gainwell standards
« Participates in application walkthroughs as requested

» Reviews requirement documents and test plans for understanding and accuracy,
including working with business analysts to answer questions or make
modifications when needed

* Provides support for known technical problems and issues

¢ Participates in peer review design walkthroughs and peer code review
walkthroughs for work assigned

Business o Develops and submits deliverables as contract requires and Gainwell Project
Analysts Manager directs
¢ Consults with customers to elicit and document requirements and design screen
mockups
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Role Skills and Responsibilities

Database o
Administrator

Meets the project schedule and milestones as defined in the work plan and the
contract

Confirms that design and system testing meet Gainwell standards
Successfully completes testing as assigned and verify that testing meets
Gainwell standards

Appropriately reports and records environment or application issues found
Executes testing and walkthroughs for work assigned

Conducts application walkthroughs with the State, as required

Completes and updates design documents, test plans, and other documentation,
as prioritized

Verifies that databases and data dictionaries are updated according to specified
schedules

Works with team members to resolve database questions or problems
Creates and maintains database schema definitions, performance tuning
procedures, and capacity planning

Collaborates with other systems and operations units to maximize the value of
the data and determine the impact of changes on the project

Coordinates systems resource availability with database analysts, system and
application developers, and other users

Maintains industry-recognized policies, procedures, and standards relating to
database management

Business .
Analyst/ Trainer

Assists with development of the Gainwell Training Plan under the guidance of the
Project Manager

Assists with training needs assessment and other training planning activities
Develops training materials in coordination with Gainwell Product Team and
Account Team

Conducts in-person and remote instructor-led training, including providing Train-
the-Trainer training to designated State personnel

Help Desk °
Support
Specialist o

Coordinates with the State’s Division Help Desk and Vaccine Systems Unit for
the hand-off of service requests from the State to Gainwell

Provides support for timely resolution of Immunization Solution related service
requests escalated from the State

Logs, tracks, and monitors Help Desk service requests within the designated
tracking tool

4.2.3.8.1. West Virginia Office of Technology Policies

Gainwell affirms that its hiring policies and procedures comply with the West Virginia Office of
Technology Policies.

4.2.3.8.2. Agency Office of Shared Administration the Office of Management Information Services

(OMIS) Policy #0529

Gainwell affirms it will comply with OMIS Policy #0529.
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4.2.3.8.3. OMIS Procedure #OP-35

Gainwell will partner with West Virgina and follow the process outlined in OMIS Procedure OP-
35, OMIS Vendor and Contractor Employee Background Check Process while adhering to
applicable laws, regulations, and client policies.

4.2.3.9. Project Manager

The awarded Vendor will provide a project manager, and the Agency will engage a project manager during the system
implementation phase.

Gainwell affirms it will provide a dedicated Project Manager to lead and coordinate
implementation activities, and acknowledges that the Agency will also engage the Project
Manager during the system implementation phase. As mentioned above, the skills and
responsibilities of our proposed Project Manager will be as follows:

» Verifies that maintenance and operations groups provide support as contractually required

e Serves as primary daily contact to interact with the State’s IS Manager and project team;
facilitates and prepares materials for weekly status meetings

» Keeps the State’s [IS Manager informed of interactions with State staff and escalates issues
to the Gainwell Account General Manager and executive team

¢ Delivers contract performance measures, reporting and tracking documents, and other
documents to State-authorized personnel, as required

¢ Verifies that deliverables are developed and submitied as required and obtains State
approval for contractual deliverables

» Manages the project scope to confirm deliverables meet the definition as approved by the
State

e Manages the project using the approved project management methodology and system life
cycle

« Maintains the project repository including project work plan, issues list, and project
deliverables

¢ Manages the delivery of Tier 2, Tier 3, and Emergency level Help Desk support beginning
with go-live and continuing throughout the duration of the contract

e Provides transition support during the DDI phase of the modernized Immunization Solution

* Manages and tracks activities during the development, testing, and implementation phases
for the new Immunization Solution

¢ Delivers contract performance measures, reporting and tracking documents, and other
documents to State-authorized personnel, as required

o Verifies that deliverables are developed and submitted as required and obtains State
approval for contractual deliverables

¢ Manages the project scope to confirm deliverables meet the definition as approved by the
State

* Maintains the project repository including project work plan, issues list, and project
deliverables
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4.2.3.10. Comprehensive and Role-Specific Training Plan

The awarded Vendor must not only provide training materials but also submit a comprehensive, documented training plan.
The goal is to ensure all user groups achieve full proficiency and maintain it throughout the contract term.

The Vendor's response must include and detail the following mandatory requirements:

4.2.3.10.1. Role-Specific Training Strategy: The Vendor shall propose a detailed training plan tailored to the distinct needs
and responsibilities of the following primary user roles (at minimum):

4.2.3.10.1.1. OEPS | Agency Administrator: Focus on system configuration, data quality monitoring, advanced reporting,
and system maintenance tasks.

4.2.3.10.1.2. Provider Office Staff/ End-Users: Focus on day-to-day data entry, search/query functions, clinical decision
support usage, and basic troubleshooting.

4.2.3.10.1.3. School Nurses/ Public Health Partners: Focus on roster management, exemption fracking, and public health
follow-up workflows.

4.2.3.10.2. Training Deliverables: The Vendor must provide current, digital, and user-specific training resources, including
but not limited to:

4.2.3.10.2.1. Training Deliverables: The Vendor must provide current, digital, and user-specific training resources, including
but not limited to:

4.2.3.10.2.1.1. On-demand video insfructions or demonstrations for each user role.
4.2.3.10.2.1.2. Digita! user guides or manuals for both functional and technical reference.

Gainwell will deliver a comprehensive, fully documented, and role-specific Training Plan
designed to confirm each IIS user group achieves and sustains system proficiency throughout
the life of the contract. Our approach integrates structured training development, multi-format
delivery, user readiness validation, and ongoing support mechanisms. Gainwell’s Training Plan
exceeds the requirement by providing a structured, repeatable, and long-term training
framework that:

* Helps each user group become fully proficient
o Supports ongoing retention and refreshing of system knowledge

e Evolves in alignment with changing requirements, system enhancements, and CDC/AIRA
updates

o Keeps documentation and support resources accessible and current
¢ Gives the State continuous visibility into user readiness and competency

This approach enables users to achieve proficiency before go-live and maintain it throughout
the duration of the contract.

4.2.3.10.1 Role-Specific Training Strategy

Gainwell has developed a comprehensive training program tailored to the specific needs of
each user group. Employing a variety of methods, including guided online seminars, recorded
sessions, and detailed user manuals, we see that each user is confident and competent in using
the Solution. Gainwell has included a detailed Training Plan as part of the Implementation Plan
deliverables that we will supply after contract award.
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4.2.3.10.1.1.0EPS | Agency Administrator

Gainwell will deliver a targeted training program specifically designed to equip OEPS Agency
Administrators with the knowledge and skills required to configure the 1S, oversee data quality,
produce advanced reports, and support ongoing system maintenance. This training aligns fully
with our role-based methodology, which includes instructor-led sessions, recorded modules,
and clear, plain-language user documentation.

Training Focus Areas

+ System Configuration and Role Management. Administrators will receive focused
instruction on configuring jurisdiction-specific settings, workflows, and RBAC. This includes
managing user permissions and applying least-privilege and RBAC controls to provide
secure, compliant access across the 1IS.

o Data Quality Monitoring. Training will cover the tools and processes used to monitor and
maintain 1S data quality, including deduplication practices, address standardization, and the
use of audit logs and dashboards to identify and resolve data integrity issues.

¢ Advanced Reporting and Analytics. Administrators will learm to create, scheduie, and
distribute advanced reports using the system’s reporting tools, including operational, ad hoc,
and dashboard-based reporting capabilities. Training will also include managing report
security and providing data for internal and external stakeholders.

o System Maintenance and Operational Readiness. Gainwell will train administrators on
their responsibilities in system monitoring, issue escalation, and operational readiness
activities. This includes an overview of SLAs, alerts, operational dashboards, and their role in
the change and release management processes.

4.2.3.10.1.2. Provider Office Staff/ End-Users

Gainwell will deliver a role-based training program tailored to Provider Office Staff / End-Users
who perform day-to-day data entry, patient search/query, use clinical decision support (CDS) for
vaccine forecasting, and conduct basic troubleshooting. Training will be provided through
instructor-led sessions, recorded micro-modules, and plain-language user manuals to promote
consistent adoption and self-sufficiency. Training focus areas inciude:

e Day-to-Day Data Entry and Record Management. End-users will be trained to accurately
enter patient demographic and vaccination information using the IIS interface and configured
workflows. Instruction emphasizes completeness, accuracy, and prevention of duplicate or
fragmented records.

o Search and Query Functions. Participants learn efficient methods to locate patient records,
review immunization history, and access relevant clinical information. Hands-on practice is
conducted in training or UAT environments that mirror production and use
de-identified/synthetic data.

e Clinical Decision Support (CDS) Usage. End-users will be instructed on interpreting
ACIP-aligned CDS forecasting, which includes identifying due or overdue vaccinations and
understanding recommended next steps to support clinical decision-making during patient
encounters.

¢ Basic Troubleshooting and Support Pathways. Training includes guidance on resolving
common user issues, identifying when to escalate, and preparing effective help-desk
submissions. Users are shown how to leverage Hypercare office hours and standard support
channels following go-live.
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4.2.3.10.1.3. School Nurses/ Public Health Partners

Gainwell will deliver a role-specific training program tailored to School Nurses and Public Health
Partners, with a focus on roster management, exemption tracking, and public health follow-up
workflows. Training will follow our established role-based methodology, using instructor-led
sessions, recorded modules, and clear, plain-language user documentation to build confidence
and consistency across diverse public health settings. Training focus areas include:

o Roster Management. Training will prepare School Nurses and Public Health Partners to
manage student rosters using the School Record Management module. Users will learn to
review immunization records, add medically verified historical doses, identify students who
are non-compliant, and generate roster-based reports for school and district-level analysis.
These capabilities support accurate tracking of child and adolescent immunization status.

+ Exemption Tracking. Learners will receive instruction on navigating exemption records,
including how to identify students with exemptions, interpret exemption status within school
workflows, and use exemption-related reports. This includes role-appropriate access to
exemption data and reporting to support compliance monitoring.

e Public Health Follow-Up Workflows. Training will cover the use of IIS tools to identify
individuals who lack required vaccinations, are susceptible to vaccine-preventable disease,
or are overdue for routine immunizations. Users will learn how to generate follow-up lists,
apply geographic or demographic filters, and support targeted outreach based on
immunization gaps. These workflows assist with disease control and community-level public
health intervention.

4.2.3.10.2. Training Deliverables including 4.2.3.10.2.1 - 4.2.3.10.2.2.

Gainwell will provide current, digital, and role-specific training resources that confirm each IIS
user. Users include administrators, clinical providers, school and childcare staff, public health
personnel, and technical teams. They will have access to clear, intuitive, and on-demand
guidance. Our approach emphasizes accessibility, self-service leaming, and continuous
updates aligned with product enhancements and CDC/AIRA changes.

Gainwell will deliver a full library of role-based, on-demand video modules designed to support
each user’s job functions within the 11S. These modules will be accessible through the user
portal and will include:

o Task-based demonstrations including entering vaccinations, running coverage reports,
onboarding partners, and managing exemptions.

¢ Role-specific walkthroughs for providers, school nurses, administrators, help desk staff,
inventory managers, and public health analysts.

¢ Scenario-based demonstrations showing real-world public health use cases.

o Closed-captioned and accessible content.

Video content is updated as part of our quarterly release cycle to confirm alignment with new
features, regulatory updates, and usability enhancements. Gainwell will provide comprehensive
digital user guides and technical reference manuals, each tailored to a specific audience and
delivered in searchable, downloadable formats including PDF/HTML.
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4.2.3.10.3. Post-Implementation Support and Refreshers

The Vendor must outline the type and duration of support and fraining to be provided after the system's Go-Live date. This
must include:

4.2.3.10.3.1. Post-Implementation Support: A defined period of enhanced dedicated support to resolve user-adoption issues
and ensure smooth transition.

4.2.3.10.3.2 Annual Training Refreshers: A plan for providing annual or on-demand refresher training modules and updated
documentation to cover new system features, version upgrades, and changes to federal or jurisdictional standards.

Following go-live, Gainwell provides a comprehensive, multi-layer post-implementation support
and training program designed to allow system stability, user confidence, and continued
proficiency across stakeholder groups.

4.2.3.10.3.1. Post-Implementation Support

Immediately following go-live, Gainwell initiates a 90-day Hypercare period staffed by dedicated
technical, functional, and training resources. During this time, we provide:

¢ Real-time issue triage and resolution with accelerated response times

» Hands-on support for providers, schools, and public health users as they begin live
operations

» Daily or weekly status checkpoints with OEPS, depending on State preference

¢ Prioritized defect remediation and rapid deployment of fixes

e Dedicated trainers available for refresher demonstrations or workflow clarification

This enhanced support phase confirms system users have the assistance they need as they

transition into production use and that issues are promptly addressed to maintain confidence
and continuity.

4.2.3.10.3.2. Annual Training Refreshers

Gainwell will provide annual and on-demand refresher training modules to confirm users remain
proficient as the system evolves. Training materials including on-demand videos, updated user
guides, and workflow-specific job aids are maintained in the Learning Management System
(LMS) and updated whenever new features, version upgrades, or changes to CDC, AIRA, ACIP,
or jurisdictional standards are introduced. Refresher content is delivered through recorded
sessions, digital documentation updates, and role-based micro-training modules to confirm
users have timely access to current information.

4.2.3.11. Privacy

Privacy:

4.2.3.11.1 The Vendor must comply with all relevant State and Federal Data Privacy Laws, Regulations, and Policies.
4.2.3.11.2. The IIS must maintain an internal audit log of all user access and activity, including logins, data additions, edits,
deletions, and exports. The Agency is required to keep the data for 6 years and Vendor must provide this to the agency at

designated timeframes or upon request. Access to audit logs shall be limited to authorized Agency staff and may be used for
compliance monitoring or investigation of suspected breaches.
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4.2.3.11.3 If a data breach is discovered or suspected Vendor shall immediately follow the process outfined in the most
recent version of the Office of Management Information Services Incident Reporting and Response Procedures, (Attachment
G) {htlps:/fwww.wvdhhr.org/mis/policies/Incident Reporting and Response.pdf)

4.2.3.11.4 The Vendor shall ensure that data maintained on behalf of the IIS is not used, released, or sold without specific
authorization of the Agency, regardless of whether the data has been de-identified or included with a limited data set.

4.2.3.11.5. The Vendor must certify that it is not currently under investigation by any state or federal authority for a breach of
data security.

4.2.3.11.6. The Vendor must disclose whether it has been involved in any breach of data security and provide details relating
to the causes of the breach and the mitigating actions taken in response to the breach.

4.2.3.11.7 The vendor must disclose details of any previous or current investigation by any state or federal authority, including
investigations that did not result in formal sanctions, related to privacy or security of patient information. The details must
include the resulfing correcive action plan or details of the final resolution, including the assessment of any fines or other

sanctions against the Vendor.

4.2.3.11.7.1. The State reserves the right to request supporting documentation or conduct independent verification. Failure to
disclose relevant investigations may result in disqualification, contract termination, or other remedies.

4.2.3.11.8. The Vendor must certify that it has never been convicted of, charged with, or is under investigation for, violation of
any criminal law, or violation of any civil law governing health care fraud, abuse, or waste.

4.2.3.11.9. The Vendor must certify that it foes not employ any individuals who have been excluded or debarred by the federal
or any state government from participating in any federal or state programs or contracts.

4.2.3.11.10. The Vendor shall not use the IIS data for analytics, AI/ML fraining, model development, or any secondary
purpose without explicit written approval from the State.

Gainwell is committed to protecting the confidentiality and integrity of 1IS data. Our approach
follows strict federal and state privacy requirements, confirming the Agency retains full
ownership of information and that no data is accessed, shared, or repurposed without explicit
authorization. 11S data remains securely stored within U.S.-based AWS data centers, supported
by robust safeguards including encryption, role-based access, audit logging, and continuous
monitoring. Through disciplined governance, rapid incident response, and NIST-aligned privacy
practices, we provide a secure and compliant environment for managing the State’s
immunization data.

4.2.3.11.1 Compliance with State and Federal Data Privacy Laws, Regulations, and Policies

Gainwell confirms its compliance with relevant State and Federal Data Privacy Laws,
Reguiations, and Policies.

4.2.3.11.2. Internal Audit Log

The Gainwell team confirms the proposed solution will support audit logging, retention, and
reporting capabilities as outlined by the State, including detailed event capture, secure log
storage, and integration with the State's Security Information and Event Management (SIEM)

solution when applicable.

Our Audit Logging and Monitoring Standard (ISPS-009) requires the collection of detailed audit
logs for relevant systems, including user and system activity such as record creation,
modification, deletion, viewing, printing, and search actions, as well as login and logout events.
Each log entry includes the user ID, timestamp, network location, the data accessed, and when
applicable, the record’s state before and after changes.
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Audit logs are retained online for at least 90 days and archived for a minimum of six years in
accordance with internal compliance policies. These logs are for internal use only and are
maintained to support compliance monitoring, incident response, and regulatory investigations
as required by our policies and applicable contract terms.

4.2.3.11.3. Data Breach

Gainwell acknowledges the requirement and shall follow the process outlined in Attachment G
of this RFP.

4.2.3.11.4. Data Maintenance

Gainwell acknowledges and affirms that data maintained on behalf of the Solution is not used,
released, or sold without specific authorization from the State.

4.2.3.11.5. Investigation

Gainwell certifies that it is not currently under investigation by a state or federal authority for a
breach of data security.

4.2.3.11.6. Data Security Breach

In September 2022, Gainwell detected and responded to a ransomware incident affecting an
isolated and limited part of its Information Technology systems. The company promptly took the
impacted environment offline, launched an investigation with cybersecurity experts, eliminated
the threat, and notified law enforcement. Affected services were promptly restored, and there
was no evidence that data was extracted. Following the incident, Gainwell further enhanced our

security measures.

4.2.3.11.7. Investigation Disclosure

Gainwell received and responded to formal Requests for Information (RFls) from the
Department of Health and Human Service Office of Civil Rights (OCR) in response to the

following:
» Unauthorized access to vendor’s system due to social engineering (November 2020)
e A mis-mailing event involving one of Gainwell’s third-party contractors (December 2020).

e Two related instances of unauthorized access to a vendor’s system due to social engineering
(March 2022).

e Reportable breach incident caused by a system configuration issue (February 2022).

» Unauthorized access to vendor’s system due to social engineering (May 2022).

o Unauthorized access to vendor’s system due to social engineering (May 2023).

After responding to OCR and cooperating with their investigations, these incidents were closed
without findings or penalties. No corrective action plans were imposed.

4.2.3.11.7.1. Supporting Documentation

Gainwell acknowledges the State’s right to request supporting documentation or conduct its own
independent verification.
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4.2.3.11.8. Vendor Certification of Legal and Regulatory Compliance

Gainwell certifies that it has never been convicted of, charged with, nor is under investigation for
violation of a criminal law, or violation of a civil law governing health care fraud, waste or abuse.

4.2.3.11.9. Certification Regarding Excluded or Debarred Personnel

Gainwell certifies that it does not employ individuals who have been excluded or debarred by
the federal or any state government from participating in any federal or state programs or
contracts.

4.2.3.11.10. Written Approval Consent

Gainwell uses client data strictly for purposes defined within the contract and in accordance with
applicable federal, state, and contractual data protection requirements. IIS data is processed
solely to deliver contracted services and support authorized public health functions. Gainwell
does not use |IS data for analytics outside the contracted scope, artificial intelligence or
machine learning training, model development, or secondary purposes without explicit written
approval from the State.

Data governance controls, access restrictions, and documented use limitations are enforced
through the Gainwell Information Security Policy, Data Protection Policy, and role-based access
controls. Contractual data use restrictions are embedded within operational procedures and
technical safeguards to promote adherence to State-approved purposes and protect the
confidentiality and integrity of [IS data.

4.2.3.12. Security and Audit Compliance
Security and Audit Compliance

Gainwell maintains a comprehensive security and audit compliance program aligned with the
Gainwell Information Security Policy, Logging and Monitoring Standard, Threat and Vulnerability
Management standards, Secure Development Standard (ISPS-013), and System Acquisition,
Development, and Maintenance Security Standard (ISPS-15). The IIS solution supports formal
security governance, centralized monitoring, documented control implementation, and periodic
internal and independent assessments. Audit logging captures security-relevant events
including authentication activity, administrative actions, data access, and configuration changes,
and logs are retained in accordance with jurisdictional policy and contractual requirements.

Gainwell supports audit readiness through maintained compliance artifacts such as System and
Organization Controls (SOC) 2 Type Il reports, independent penetration testing reports,
documented vulnerability remediation tracking, and formal incident response documentation.
Security controls are subject to periodic review, centralized monitoring, and defined escalation
procedures. Audit evidence can be provided under appropriate confidentiality controls to
demonstrate adherence to applicable federal, state, and contractual cybersecurity and
compliance requirements.

Gainwell Technologies 97



Gainwell Response to the State of West Virginia for Immunization Information System: Bid
Solicitation #: CRFP MIS2600000001; March 24, 2026 g ;1 I nwel I

4.2.3.12.1. Federal Security Compliance Requirements

Federal Security Compliance Requirements: The Vendor must ensure the IIS solution complies with applicable federal
cybersecurity standards, including:

Gainwell aligns the 11S Solution with applicable federal cybersecurity standards in accordance
with the Gainwell Information Security Policy, Secure Development Standard (ISPS-013),
Threat and Vulnerability Management standards, and System Acquisition, Development, and
Maintenance Security Standard (ISPS-15). Gainwell’s enterprise security program is structured
around the NIST 800-53 control framework and incorporates supporting guidance from NIST
800-61 (Incident Response) and NIST 800-218 (Secure Software Development Framework).
Security controls are documented, formally governed, periodically reviewed, and subject to
internal oversight processes including vulnerability management, access control enforcement,
logging and monitoring, encryption management, and secure change control.

Where contractually required, Gainwell supports environments aligned to FedRAMP Moderate-
equivalent control baselines and implements Federal Information Processing Standards (FIPS)-
validated cryptographic mechanisms for protection of data at rest and in transit. Compliance
artifacts such as SOC 2 Type Il reports, independent penetration testing reports, and
documented security policies are maintained and can be provided under appropriate
confidentiality controls. Gainwell's security governance structure promotes ongoing adherence
to applicable federal cybersecurity standards through documented procedures, centralized
monitoring, and defined incident response processes.

4.2.3.12.1.1. FedRAMP Authorization

FedRAMP Authorization: The solution must be FedRAMP Maderate or High authorized at the time of contract award. Vendors
must provide proof of FedRAMP authorization (ATO letter or listing on the FedRAMP Marketplace). Cloud providers must also
maintain FedRAMP Moderate or High authorization; SOC 2 Type |l may be submitted only as supplemental evidence.

Gainwell's enterprise security program aligns to the NIST 800-53 control framework and
supports deployment within cloud environments that maintain FedRAMP Moderate or High
authorization. Where the IS solution is hosted within a FedRAMP-authorized cloud service
provider (CSP), Gainwell leverages that provider's FedRAMP Moderate or High Authorization to
Operate (ATO) as documented on the FedRAMP Marketplace. Documentation such as the
CSP’'s FedRAMP authorization status and supporting security artifacts can be provided under
appropriate confidentiality controls. SOC 2 Type Il reports and related assessments are
maintained as supplemental assurance evidence consistent with the RFP requirement.

Gainwell as an application vendor does not independently hold a FedRAMP Authority to
Operate (ATO) unless the specific IIS deployment is sponsored and authorized under a federal
agency FedRAMP authorization boundary. If the RFP requires the application itself to hold a
FedRAMP Moderate or High ATO at time of award, that status depends on the selected hosting
architecture and authorization scope. Gainwell can deploy within a FedRAMP-authorized
environment and support required federal security controls; confirmation of full FedRAMP
authorization at award is contingent upon the hosting and authorization boundary defined for the

contract.
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4.2.3.12.1.2. FIPS 140-2/3 Validated Cryptography

FIPS 140-2/3 Validated Cryptography: All cryptographic modules used for data at rest and in transit must be validated under
NIST's Cryptographic Module Validation Program (CMVP).

Gainwell implements encryption controis in alignment with the Gainwell Information Security
Policy and the Gainwell Encryption Standard. Cryptographic mechanisms used to protect data
at rest and in transit leverage modules validated under NIST'’s Cryptographic Module Validation
Program (CMVP), consistent with FIPS 140-2 or FIPS 140-3 requirements, depending on the
hosting environment and applicable federal guidance. Encryption in transit is enforced through
secure protocols such as TLS 1.2 or higher using FIPS-validated libraries, and encryption at rest
is applied at the storage, database, or disk layer using validated cryptographic modules.

Cryptographic configurations are governed through documented key management procedures,
controlled access to encryption keys, and centralized security oversight. Validation status of
underlying cryptographic modules can be confirmed through CMVP listings for the applicable
cloud service provider or platform components, and documentation can be provided under
appropriate confidentiality controls in support of contract requirements.

4.2.3.12.1.3. Transport Layer Security (TLS)

Transport Layer Security (TLS): All IIS data exchanges, including connections to CDC's 1Z Gateway, must use TLS in
accordance with the most current version of NIST SP 800-52 (Guidelines for the Selection, Configuration, and Use of TLS
Implementations). At minimum, the iIS must support TLS 1.2 and TLS

1.3 at contract award. Vendors must demonstrate the ability to implement newer TLS versions or configurations within 12
months of publication by NIST or CDC. All TLS implementations must use cryptographic modules validated to FIPS 140-2 or
FIPS 140-3 under NIST's Cryptographic Module Validation Program (CMVP) and must employ only approved cipher suites.

Gainwell supports Transport Layer Security (TLS) for IIS data exchanges in alignment with the
Gainwell Information Security Policy, the Gainwell Encryption Standard, and applicable federal
guidance including NIST SP 800-52. External and system-to-system communications, including
connections to CDC'’s IZ Gateway, are configured to support TLS 1.2 and TLS 1.3 at contract
award. TLS configurations use FIPS 140-2 or FIPS 140-3 validated cryptographic modules
under NIST’s Cryptographic Module Validation Program (CMVP), and only approved cipher
suites are enabled in accordance with federal security guidance and platform capabilities.

TLS configurations are governed through documented configuration management and security
review processes. Gainwell maintains the capability to adopt updated TLS versions, protocol
configurations, or approved cipher suite changes following publication of revised guidance from
NIST or CDC, subject to platform support and formal change management. Security
configurations are reviewed periodically to promote alignment with current federal standards

and evolving cryptographic requirements.

4.2.3.12.4. Ongoing Compliance

Ongoing Compliance: Vendors must maintain compliance with evolving federal cybersecurity standards throughout the
contract term and report any changes to FedRAMP authorization, FIPS validation, or TLS support within 30 days.

Gainwell maintains ongoing compliance with evolving federal cybersecurity standards through
several key processes and strategies, including:
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» Gap Analysis and Policy Updates. Conduct thorough gap analyses to identify additional
requirements and controls necessary to meet specifications from the State or CMS. This
includes developing or updating policies and procedures to address new requirements.

¢ Process Implementation and Stakeholder Collaboration. Establish operational processes
and controls to achieve compliance, including staff training and integration into existing
workflows. Work closely with stakeholders to verify the implementation aligns with
expectations and priorities.

+ Security Risk Management. Employ a comprehensive security risk management process
that includes ongoing risk assessments and audits to identify areas for improvement. This
area regularly updates policies and procedures based on changes in laws, regulations, or
industry standards.

* Monitoring and Reporting. Perform static and dynamic code, application, and compliance
scans monthly, along with on-call scans as needed. This minimizes the potential effect of
threats by addressing technical, environmental, and personnel aspects holistically.

» Security Audit Reports and Mitigation Plans. Provide annual security audit reports using
SSAE 18 SOC 2 Type I, including a Plan of Action and Milestones (POA&M) to remediate
deficiencies found during audits. Address major deficiencies with mitigation plans to correct
noncompliance issues.

Through these measures, Gainwell maintains ongoing compliance with evolving federal
cybersecurity standards through its enterprise security governance and compliance
management programs. Gainwell’s security framework aligns with recognized federal standards
including NIST SP 800-53, FedRAMP security baselines, FIPS-validated cryptographic
requirements, and NIST guidance for TLS implementations. Security policies, control mappings,
and operational procedures are periodically reviewed and updated through formal governance
processes to maintain alignment with updated federal and state cybersecurity requirements
throughout the contract term.

Gainwell's compliance program includes continuous monitoring of regulatory and framework
updates affecting FedRAMP authorization status, FIPS cryptographic validation, and TLS
protocol requirements. When material changes occur to the hosting environment, authorization
status, or supported cryptographic or transport security configurations, Gainwell provides
notification to the State within thirty calendar days and supplies supporting documentation
describing the change and its impact on the system’s security posture. This governance model
promotes sustained alignment with evolving cybersecurity standards while maintaining
transparency with the State regarding compliance status.

4.2.3.12.2. SOC 2 Type |l Audit Report

SOC 2 Type Il Audit Report

4.2.3.12.2.1. The awarded Vendor shall provide a current SOC 2 Type |l audit report within 60 calendar days of the contract
execution. The report must cover a review period ending no more than 12 months prior to submission and demonstrate
compliance with the Trust Services Criteria for Security, Availability, Confidentiality, and Privacy.

4.2.3.12.2.2. The vendor shall provide an updated SOC 2 Type ii audit report annually within 30 calendar days of the contract
anniversary date for the duration of the confract term. The State reserves the right to review and approve the sufficiency of
the report and may request additional documentation or clarification in the event of material changes to the Vendor's hosting

environment or security posture.

4.2.3.12.2.3. ISO/IEC 27001 certification may be submitted as supplemental evidence of organizational security maturity but
does not substitute for the SOC 2 Type Il requirement or the State's U.S. data residency policy.
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In the following sections, Gainwell confirms its ability and willingness to provide current System
and Organization Control (SOC) 2 Type |l audit reporting at the frequency required by the State.

4.2.3.12.2.1. SOC 2 Audit Compliance

Gainwell acknowiedges the SOC 2 Type Il requirement and will provide the report when audit
conditions are met, with interim assurance artifacts (e.g., SOC 2 Type |, bridge letter, or
attestation) available as appropriate.

SOC 2 Type Il Audit Report

Gainwell maintains a mature information security and compliance program aligned with the SOC
2 Trust Services Criteria for Security, Availability, Confidentiality, and Privacy. Gainwell has
completed a SOC 2 Type | audit, which can be made available upon request. A SOC 2 Type |l
audit is dependent upon the existence of live production environments over a sufficient review
period, as certain required audit evidence is not available until the State environments are
operational.

Following contract execution, Gainwell will work to provide the required SOC 2 Type Il audit
once the necessary operational conditions are met. If a finalized SOC 2 Type Il report covering
a review period ending no more than twelve months prior is not available within 60 calendar
days of contract execution, Gainwell will provide appropriate alternative assurance
documentation, which may include:

e The completed SOC 2 Type | report

¢ Confirmation of SOC 2 Type Il audit scope and status; and/or

o A bridge letter or written attestation describing Gainwell's control environment and ongoing
compliance efforts.

Upon completion of the SOC 2 Type i audit and subject to standard confidentiality and
distribution restrictions, Gainwell will provide the finalized report to the State.

4,2.3.12.2.2. SOC 2 Audit Report

Gainwell acknowledges the RFP requirements regarding SOC 2 Type Il Audit Reports and will
provide an updated audit report on an annual basis within 30 calendar days of the contract
anniversary date for the duration of the contract term.

4.2.3.12.2.3. ISO/IEC 27001 Certification

Gainwell acknowledges the RFP requirement and will provide ISO/IEC 27001 certification as
supplementary evidence of organizational security maturity.

4.2.3.12.3. Penetration Testing and Vulnerability Management

Penetration Testing and Vulnerability Management: The Vendor must perform third-party penetration testing of the hosted 11S
environment on an annual basis, in compliance with NIST 800-53 standards. A detailed report of findings and remediation
actions shall be submitted to the State within 30 calendar days of test completion. The Vendor shall mainfain a documented
vuinerability management program and address alf critical or high-risk findings within 30 calendar days, unless otherwise

approved by the State.

Gainwell performs independent third-party penetration testing of hosted environments on an
annual basis in alignment with NIST Special Publication (SP) 800-53 security control
expectations and applicable federal security guidance.
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The annual assessment includes testing of network infrastructure, application layers,
authentication and access controls, and encryption mechanisms. Testing is conducted by
qualified independent security firms, and a detailed report documenting findings, risk ratings,
and remediation actions is produced upon completion. Consistent with the RFP requirement,
Gainwell will provide the State with a detailed penetration testing report and documented
remediation status within thirty calendar days of test completion.

In addition, Gainwell maintains a documented vulnerability management program aligned with
the Gainwell Information Security Policy, Threat and Vulnerability Management standards,
Secure Software Development standards, and the NIST 800-53 control framework. The
program includes continuous vulnerability scanning of infrastructure and applications, risk-based
classification of findings, formal tracking and remediation workflows, and defined escalation
procedures for critical issues. Critical and high-risk vulnerabilities are remediated within thirty
calendar days unless an alternative remediation plan is formally documented and approved by
the State. Where remediation cannot be completed within the required timeframe, Gainwell
documents compensating controls, performs formal risk review, provides written justification and
a defined remediation timeline, and seeks State approval prior to closure.

4.2.3.12.4. Secure Software Development Lifecycle (SSDLC) Practices

Secure Software Development Lifecycle (SSDLC) Practices: The Vendor must adhere to secure software development
lifecycle (SSDLC) practices fo ensure the IIS is developed, maintained, and operated in accordance with federal cybersecurity

standards. Requirements include:

Our secure application development processes are governed by ISPS-013 — Software Security
and Secure Development Standard, which integrates leading industry frameworks and federal
guidance into our Secure Software Development Lifecycle (SSDLC). This includes conformance

with the OWASP

Top 10 for web application vulnerabilities, the NIST SP 800-218 Secure Software Development
Framework (SSDF), and ISO/IEC 27034 for application security structure and validation.

4.2.3.12.4.1. Documented SSDLC Process

Documented SSDLC Process: The Vendor shall maintain and provide documentation of secure development lifecycle
practices, aligned with NIST SP 800-218 (Secure Software Development Framework) or equivalent.

Gainwell acknowledges the requirement. As mentioned above, Gainwell’'s SSDLC includes
conformance with the NIST SP 800-218 SSDF.

4.2.3.12.4.2. Static and Dynamic Application Security Testing (SAST/DAST)

Static and Dynamic Application Security Testing (SAST/DAST): The Vendor must perform SAST scans integrated into the
development pipeline for every code commit or build and DAST scans at least quarterly, and following any major release or
production update. The Vendor must provide remediation plans for all identified vulnerabilities, with crifical and high-risk
findings resolved within 30 calendar days, unless otherwise approved by the Agency.

Gainwell complies with the requirement to perform comprehensive Static and Dynamic
Application Security Testing (SAST/DAST) as part of our secure software development lifecycle.
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SAST Integration into the Development Pipeline

We integrate automated SAST scans directly into our CI/CD pipeline, confirming codes commit
and build, undergoing security review before it can progress to later stages of development or
deployment. This continuous scanning approach enables early detection of vulnerabilities and

prevents insecure code from entering the production path.

DAST Execution Cadence

In alignment with the requirement, Gainwell performs Dynamic Application Security Testing at
least quarterly and additionally after major releases or production updates. These scans
evaluate the running application for real-world, exploitable vulnerabilities, confirming continuous

protection of the production environment.

4.2.3.12.4.3. Vuinerability Management Integration

Vuinerability Management Integration: Findings from SAST/DAST must be incorporated into the Vendor's vulnerability
management program, with remediation timelines consistent with Section 4.2.3.12.2.

Identified vulnerabilities are logged, triaged, and addressed through a formal remediation
process. Gainwell prepares and provides detailed remediation plans for findings, including root
cause, mitigation strategy, and expected resolution timelines. Critical and high-risk
vulnerabilities are remediated within 30 calendar days, unless an alternative timeline is formally

approved by the Agency.
4.2.3.12.4.4. Third-Party Component Security

Third-Party Component Security: The Vendor must track and document all third-party libraries and modules, ensuring they
are updated and free of known critical vulnerabilities.

Gainwell maintains a rigorous third-party component security program as part of our Secure
Software Development Lifecycle (SSDLC).

In compliance with the requirement, we track, document, and continuously monitor third-party
libraries, frameworks, and modules used within the |1S solution. This includes both open-source
and commercial components. Gainwell maintains a complete, continuously updated inventory of
third-party components integrated into the solution. This documentation includes component
versions, dependencies, licensing details, and security status, confirming accountability and full
transparency.

4.2.3.12.4.5. Continuous Monitoring

Continuous Monitoring: The Vendor must implement continuous monitoring practices consistent with FedRAMP and NIST
guidance, including automated code scanning and penetration testing at least annually.

We maintain full transparency with the Agency through routine reporting on scan results,
remediation activities, and risk posture. This includes providing evidence of completed
SAST/DAST scans, remediation verification, and continuous improvement actions within our
secure development lifecycle.
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4.2.3.12.5. Cloud Provider Attestations

Cloud Provider Attestations: If the Vendor utilizes a third-party cloud service provider, the Vendor shall provide:

4.2.3.12.5.1. Documentation confirming that the cloud provider maintains FedRAMP Moderate or High authorization; SOC 2
Type Il may be submitted only as supplemental evidence.

4.2.3.12.5.2. Evidence that ali IIS data is stored and processed exclusively within U.S.-based data centers, in compliance with
federal government and West Virginia's cybersecurity and data residency requirements.

4.2.3.12.5.3. Supports compliance with applicable Executive Branch and Office of Management Information Services (OMIS)
Security Policies.

When a third-party cloud service provider (CSP) is used, Gainwell leverages cloud
environments that maintain documented security attestations consistent with federal and
industry requirements. Gainwell obtains and maintains current compliance artifacts from the
CSP, including FedRAMP authorization status (Moderate or High where applicable), SOC 2
Type |l reports, FIPS 140-2/3 cryptographic validation documentation, and relevant NIST control
alignment evidence. These attestations are reviewed as part of Gainwell’s third-party risk
management and supplier security governance processes.

Cloud provider compliance documentation can be provided under appropriate confidentiality
protections, including ATO letters, FedRAMP Marketplace listings, SOC reports, and security
responsibility matrices that define shared control responsibilities. Gainwell’'s governance
program includes periodic review of CSP compliance status, monitoring of authorization
updates, and formal risk evaluation processes to maintain alignment with contractual, federal,
and jurisdictional cybersecurity requirements.

4.2.3.12.5.1. FedRAMP Confirmation

Gainwell provides documentation confirming that the CSP maintains FedRAMP Moderate or
High authorization status. This documentation includes the cloud provider’s current
Authorization to Operate (ATO) letter or official listing on the FedRAMP Marketplace that verifies
the authorization level and status. Where required, Gainwell provides the relevant FedRAMP
authorization package documentation under appropriate confidentiality controls.

SOC 2 Type |l reports may also be provided as supplemental assurance documentation;
however, FedRAMP Moderate or High authorization documentation serves as the primary
evidence of federal security compliance, consistent with the RFP requirement.

4.2.3.12.5.2. U.S.-based Data Centers

Gainwell deploys the 1IS solution within U.S.-based data centers consistent with federal
cybersecurity requirements and West Virginia data residency requirements. Hosting architecture
is configured to restrict data storage, processing, backups, logging, and disaster recovery
environments to U.S. geographic regions only. Gainwell can provide documentation from the
CSP confirming U.S. region deployment, data residency configuration, and geographic
restrictions as part of the hosting architecture.

Data residency controls are governed through documented cloud configuration standards,
contractual requirements with the cloud provider, and third-party risk management oversight.
Region restrictions are enforced through infrastructure configuration settings and monitored
through change management and security review processes to promote ongoing compliance
with federal government and State of West Virginia cybersecurity and data residency

obligations.
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4.2.3.12.5.3. OMIS Compliance

Gainwell supports compliance with applicable Executive Branch and Office of Management
Information Services (OMIS) Security Policies.

4.2.3.12.6. Vendor Attestation Form

Vendor Attestation Form:

The State reserves the right fo request updated attestations annually or upon material changes to the Vendor's operations or
hosting environment. All vendor attestations are subject fo verifications under Section 4.2.3.12.8. Audit and Attestation

Requirements.

4.2.3.12.6.1. The awarded Vendor shall complete and submit a Vendor Attestation Form within 30 calendar days of contract
execution, certifying compliance with the following:

The State reserves the right to request updated attestations annually or upon material changes to the Vendor's operations or
histing environment. All vendor attestations are subject to verifications under Section 4.2.3.12.8. Audit and Attestation

Requirements.

4.2.3.12.6.1.1. U.S -based data residency and transmission restrictions.

4.2.3.12.6.1.2. SOC Type Il audit submission timelines.

4.2.3.12.6.1.3. Penetration testing and vulnerability remediation protocals.

4.2.3.12.6.1.4. Cloud provider compliance.

4.2.3.12.6.1.5. All applicable state and federal cybersecurity policies and standards.

4.2.3.12.6.1.6. All applicable state and federal information security and privacy requirements.
Gainwell acknowledges and affirms that the State reserves the right to request updated
attestations annually or upon material changes to Gainwell’s operations or hosting environment.

We understand attestations are subject to verifications under Section 4.2.3.12.8. Audit and
Attestation Requirements.

4.2.3.12.6.1. Vendor Attestation Form

If awarded the contract, Gainwell will complete and submit a Vendor Attestation Form within 30
calendar days of contract execution.

4.2.3.12.6.1.1. U.S.-based Residency and Transmission Restrictions

Gainwell’'s Vendor Attestation Form will certify compliance with U.S.-based data residency and
transmission restrictions.

4.2.3.12.6.1.2. SOC Audit Submission Timelines

Gainwell's Vendor Attestation Form will certify compliance with SOC Type Il audit submission
timelines, as the IIS must be running in the production environment for at least six (6) months.

4.2.3.12.6.1.3. Penetration Testing and Vulnerability Remediation Protocols

Gainwell’s Vendor Attestation Form will certify compliance with penetration testing and
vulnerability remediation protocols.

4.2.3.12.1.4. Cloud Provider Compliance
Gainwell’'s Vendor Attestation Form will certify compliance with Cloud provider compliance.
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4.2.3.12.6.1.5. State and Federal Cybersecurity Policies and Standards

Gainwell's Vendor Attestation Form will certify compliance with applicable state and federal
cybersecurity policies and standards.

4.2.3.12.6.1.6. State and Federal Information Security and Privacy Requirements

Gainwell’'s Vendor Attestation Form will certify compliance with applicable state and federal
information security and privacy requirements.

4.2.3.12.7. Incident Response (IR) Policy and Plan Requirements

Incident Response (IR) Policy and Plan Requirements: The Vendor must maintain and provide documentation of its own
incident response (IR) policy and plan, in addition to following the Agency's incident response procedures in 4.2.3.11.3..
Requirements include

Gainwell creates a Solution-specific Security Plan, which provides Gainwell’s overall security
management strategy, and details Gainwell's approach and techniques for protecting the
Solution. As part of our Security Plan, Gainwell details an Incident Response strategy,
addressing security incidents and findings, including the following.

Interruption of Service, Including Denial of Service Attacks. Typically, interruption of service
is treated as noncompliance with a performance metric and would be covered under SLA
performance management rather than security; however, if an interruption occurred as a result
of a security incident such as a distributed denial-of-service (DDoS) attack, Gainwell treats the
instance as a Security Incident and handles it according to our Incident Response Plan.
Gainwell’'s security protocols defined in our Security Plan includes solutions to prevent or
mitigate DDoS attacks from occurring. Gainwell's Incident Response Plan is as follows:

Incident determination

Initial response and investigation

Interim reporting

Incident remediation

Final reporting

Incident remediation follow-up and lessons learned

4.2.3.12.7.1. NIST Alignment

NIST Alignment: The Vendor’s IR policy and plan must be aligned with the most current version of NIST SP 800-61
(Computer Security Incident Handling Guide) or successor publications.

Gainwell confirms that the proposed solution is aligned with the most current version of NIST SP
800-61.

4.2.3.12.7.2. Ongoing Updates

Ongoing Updates: The Vendor must update its IR policy and plan within 6 months of any NIST revision or federal mandate
affecting incident response practices.

Gainwell affirms that it will update its Incident Response (IR) policy and plan within six months
of a revision to applicable NIST publications or a new federal mandate impacting incident
response practices.
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This commitment aligns with the requirement outlined in the RFP, which specifies timely
updates to confirm continued compliance with evolving federal cybersecurity guidance, including
NIST SP 800-61 and successor publications. To meet this requirement, Gainwell will:

¢ Monitor NIST, federal, and sector-specific cybersecurity updates through our enterprise
compliance program and dedicated cybersecurity governance team.

o Assess regulatory or standard updates for impact to our IR procedures, incident handling
workflows, escalation models, and communication plans.

¢ Revise IR policies and procedures within the required six-month window, incorporating
mandated updates into our documented processes, technical playbooks, and staff training
materials.

¢ Integrate updates into coordinated incident response operations shared with the Agency,
confirming aligned detection, reporting, containment, eradication, and recovery activities.

o Document revisions and make the updated IR plan available to the Agency upon request,
along with required annual certifications.

This disciplined update cycle is supported by Gainwell's broader continuous improvement and
security governance practices, which include regular audits, vulnerability assessments, tabletop
exercises, and lessons-learned integrations. These mechanisms confirm our IR posture remains
current, actionable, and fully aligned with federal expectations.

4.2.3.12.7.3. Integration with Agency Plan

Integration with Agency Plan: The Vendor must demonstrate how its IR plan complements and integrates with the Agency's
incident response procedures, ensuring coordinated detection, reporting, containment, eradication, and recovery.

Gainwell’s Incident Response (IR) plan is designed to fully complement and integrate with the
Agency’s procedures by aligning detection, reporting, containment, eradication, and recovery
activities with the coordinated processes required in the RFP. Our IR framework synchronizes
with the Agency’s response steps through shared monitoring and alerting, required incident
reporting workflows, and collaborative containment and recovery actions.

4.2.3.12.7.4. Testing and Exercises

Testing and Exercises: The Vendor must conduct annual incident response exercises (e.g., tabletop or simulated breach
scenarios) and provide summary reports of findings and corrective actions to the Agency within 30 calendar days.

Gainwell will conduct annual incident response exercises, including tabletop and simulated
breach scenarios, and will provide the Agency with summary reports of findings and corrective
actions within 30 calendar days, as required.

4.2.3.12.7.5. Availability

Availability: The Vendor must make its IR policy and plan available to the Agency upon request and certify compliance
annually.

Gainwell will make its IR policy and plan available to the Agency upon request and will certify
compliance annually, as required.

Gainwell Technologies 107



Gainwell Response to the State of West Virginia for Immunization information System: Bid
Solicitation #: CRFP MIS2600000001; March 24, 2026 g ;I I nWel I

4.2.3.12.7.6. Continuous Improvement

Continuous Improvement: The Vendor must incorporate lessons learned from incidents and exercises into its IR plan within
60 calendar days of identification.

Gainwell will incorporate lessons learned from incidents and incident-response exercises into its
IR plan within 60 calendar days of identification, as required, to support continuous
improvement.

4.2.3.12.8. Audit and Attestation Requirements

Audit and Attestation Requirements: The State reserves the right to audit or request attestation regarding any security
controls required under this contract. The Vendor shall;

Gainwell maintains a structured security governance and audit readiness program aligned with
the Gainwell Information Security Policy, Secure Development Standard (ISPS-013), Threat and
Vulnerability Management standards, and Logging and Monitoring Standard. Gainwell supports
the State’s right to audit and to request formal attestation regarding security controls required
under the contract. Upon receipt of a written request, Gainwell provides documented policies,
control descriptions, configuration standards, testing summaries, vulnerability remediation
status, encryption documentation, and formal attestation statements that reflect the current
security control environment.

Audit coordination is managed through established governance processes to promote accurate,
secure, and timely delivery of requested materials. Gainwell collaborates with the State to
facilitate structured evidence review sessions, compliance walkthroughs, and controlled
documentation exchanges under appropriate confidentiality protections. This approach
promotes transparency into implemented security controls while preserving system integrity,
operational security safeguards, and regulatory compliance obligations.

4.2.3.12.8.1. Provide Evidence at No Cost

Provide Evidence at No Cost: Supply system documentation, policies, configurations, testing results, audit reports, or other
evidence necessary to verify compliance at the State's request, without additional cost.

Gainwell maintains comprehensive security documentation and compliance artifacts as part of
its established governance and audit readiness program. Upon written request from the State,
Gainwell provides relevant system documentation, security policies, configuration standards,
penetration testing summaries, vulnerability management status reports, and formal attestation
materials necessary to validate compliance with contractual security requirements.
Documentation is supplied under appropriate confidentiality protections and in alignment with
defined contractual obligations.

Direct access to internal system logs or unrestricted internal security reports is not provided;
however, Gainwell collaborates with the State to furnish structured reports, executive
summaries, and controlled evidence packages that address the requested control areas.
Requested compliance evidence is delivered at no additional cost to the State, consistent with
contractual commitments and established security governance practices.
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4.2.3.12.8.2. Timely Response

Timely Response: Provide requested evidence within 30 calendar days of the State's request, unless otherwise approved in
writing by the Agency.

Gainwell supports timely audit and compliance reporting in accordance with contractual
obligations. Upon receipt of a formal written request from the State, Gainwell provides
requested documentation, structured compliance reports, attestations, and audit overviews
within thirty calendar days, unless an alternative timeframe is approved in writing by the Agency.

Requests are tracked through established governance and coordination processes to promote
accurate, complete, and secure delivery of evidence. Where requested materials require
compilation or redaction to protect sensitive internal security information, Gainwell coordinates
with the State to provide appropriate documentation within the required timeframe while
maintaining system integrity and confidentiality controls.

4.2.3.12.8.3. Independent Verification

Independent Verification: Permit the State or its designated third-party auditor to conduct independent verification of security
contrals, including site visits or technical assessments, with reasonable notice.

Gainwell supports independent verification of security controls consistent with contractual audit
rights and established security governance practices. Upon reasonable written notice, Gainwell
cooperates with State-led reviews and third-party auditor assessments by providing structured
documentation, control attestations, security program overviews, and compliance artifacts
necessary to demonstrate adherence to contractual and regulatory requirements. Gainwell
facilitates remote technical validation sessions, evidence reviews, and detailed walkthroughs of
implemented security controls under appropriate confidentiality protections.

Where site visits or technical assessments are requested, coordination is conducted in advance
to align with operational security safeguards and hosting environment requirements. For cloud-
hosted environments, physical data center access follows the applicable provider's security and
authorization policies. Gainwell works collaboratively with the State to arrange appropriate
verification mechanisms that provide meaningful transparency into security controls while
maintaining system integrity, data protection obligations, and regulatory compliance.

4.2.3.12.8.4. Ongoing Attestation

Ongoing Aftestation: Complete and submit updated attestation forms annually, or upon material changes to the Vendor's
hosting environment, security posture, or compliance status.

Gainwell maintains a formal security governance and compliance management program that
includes documented attestation processes aligned with contractual and regulatory
requirements. Updated security attestation forms can be completed and submitted on an annual
basis and upon material changes to the hosting environment, security controls, compliance
posture, or authorization status. Changes that may affect contractual security commitments are
evaluated through established change management and risk review processes, and updated
attestations are prepared to reflect the current control environment.

Material changes to infrastructure, hosting configuration, authorization boundary, or security
certifications are documented and reviewed through centralized governance oversight.
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Where such changes occur, Gainwell coordinates with the State to provide updated attestations
and supporting documentation in accordance with contract requirements and defined reporting

timelines.
4.2.3.12.8.5. Future Standards Alignment

Future Standards Alignment: Ensure that audits and aftestations remain aligned with the most current versions of applicable
federal and state cybersecurity standards (e.g., NIST, FedRAMP, FIPS, OMIS policies).

Gainwell maintains a structured security governance program that tracks updates to federal and
state cybersecurity standards and incorporates revisions into its control framework through
formal policy review and change management processes. Security policies, control mappings,
audit procedures, and attestation documentation are periodically reviewed and updated to align
with the most current versions of applicable standards, including NIST publications, FedRAMP
baselines, FIPS cryptographic requirements, and relevant state-specific security policies such
as OMIS guidance where applicable.

When federal or state standards are revised, Gainwell evaluates the impact to the hosting
environment, security posture, and contractual obligations through documented risk assessment
and governance review. Audit methodologies and attestation materials are updated accordingly
to reflect the current control environment and regulatory expectations, and updated
documentation can be provided to the State under appropriate confidentiality protections.

4.2.3.12.8.6. Remediation Obligation

Remediation Obligation: Address any deficiencies identified during audits or attestations within 60 calendar days, or as
otherwise approved by the Agency, and provide written confirmation of remediation.

Gainwell maintains a formal corrective action and remediation management process aligned
with the Gainwell Information Security Policy, Threat and Vulnerability Management standards,
and Secure Development Standard (ISPS-013). When deficiencies are identified through audits,
attestations, or security assessments, findings are documented, risk-rated, and tracked through
established remediation workflows. Remediation activities are prioritized based on risk impact
and contractual obligations, and corrective actions are implemented within sixty calendar days
unless an alternative timeline is approved in writing by the Agency.

Following remediation, Gainwell provides written confirmation detailing the corrective actions
taken, validation steps performed, and current control status.

Where remediation requires phased implementation or architectural modification, Gainwell
documents interim compensating controls and coordinates with the Agency regarding approved
timelines. This structured approach promotes accountability, transparency, and alignment with
contractual and regulatory security requirements.

4.2.3.13. Acceptance Criteria

4.2.3.13.1. General Acceptance Requirement: The Agency will issue written Acceptance of the 1S solution only after verifying
that all functional, technical, security, interoperability, and performance requirements defined in this Solicitation have been
fully met. No portion of the system shall be considered Accepted until all Acceptance activities are completed and approved in
writing by the Agency.

Gainwell affirms and fully accepts this requirement.
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4.2.3.13.2. Acceptance Testing

Acceptance Testing: The Vendor must support and participate in Agency-led Acceptance Testing, which includes but is not
limited to:

All defects identified during Acceptance Testing must be remediated by the Vendor at no additional cost to the Agency.
4.2.3.13.2.1. Functional testing of all modules and workflows

4.2.3.13.2.2. Data migration validation

4.2.3.13.2.3. Interface and interoperability testing (e.g., HL7, FHIR, lIS-to-lIS, HIE, EHR connections

4.2.3.13.2.4. Performance and load testing

4.2.3.13.2.5. Security and access control verification

4.2.3.13.2.6. User acceptance testing (UAT) with Agency-designated staff

Gainwell fully supports and will actively participate in Agency-led Acceptance Testing activities.
We recognize Acceptance Testing as a critical step to confirming solution quality, stability, and
readiness. Gainwell agrees that defects identified during Agency-led Acceptance Testing will be
remediated at no additional cost, and we will work collaboratively with Agency staff to validate
successful correction. Our approach includes full participation in each required testing area, as
described below.

4.2.3.13.2.1. Functional Testing

Gainwell conducts comprehensive, muitilayered testing, including unit, system, integration,
interface, regression, accessibility, security, performance, load, data conversion, and User
Acceptance Testing (UAT), to verify that application modules and workflows meet approved
requirements. We use a structured Test Management Plan to guide test activities and provide
traceability and documentation throughout the process.

4,2.3.13.2.2. Data Migration Validation

Data migration is performed using a proven, low-risk methodology that includes data profiling,
cleansing, multiple mock conversions, and rigorous validation reporting. During Acceptance
Testing, Gainwell will validate data integrity with the Agency and correct discrepancies at no
additional cost.

4.2.3.13.2.3. Interface and Interoperability Testing

Gainwell will participate in Agency-led interface and interoperability validation for required
connections, including HL7 v2.5.1, FHIR (as applicable), 11S-to-IIS exchange, HIEs, EHR
vendors, and the CDC’s IZ Gateway. Our interface testing covers message transport, content
validation, acknowledgments, error-handling workflows, and real-time or batch processing
requirements. We confirm discrepancies are remediated to meet CDC and AIRA interoperability
standards.

4.2.3.13.2.4. Performance and Load Testing

Gainwell performs performance and load testing using dedicated environments and
industry-standard tools to validate responsiveness, throughput, scalability, and SLA compliance
under production-like conditions. Our architecture is designed to scale quickly and handle
high-volume transactions, including millions of HL7 messages per day, without degradation.

Gainwell Technologies 111



Gainwell Response to the State of West Virginia for Immunization Information System: Bid
Solicitation #: CRFP MIS2600000001; March 24, 2026 g-i nwell

4.2.3.13.2.5. Security and Access Control Verification

Gainwell will participate in security and access control verification activities required by the
Agency. Our Solution uses role-based access control, Single Sign-On (SAML/OAuth 2.0), MFA,
and detailed audit logging to confirm that only properly authorized users can access data. Our
security testing includes:

Validation of user roles and permissions

Authentication and session control testing

Penetration testing support

Verification of encryption, audit logging, and incident response workflows

4.2.3.13.2.6. UAT

Selected State staff will be responsible for executing test plans on solution enhancements. State
staff will also be needed to perform UAT. Additionally, time may be required before the UAT if
the State wishes to develop independent UAT plans. Timing and effort needed for UAT depends
on the items included in a release. State staff and the Gainwell Project Manager will have an
agreed-on time frame to complete each UAT cycle.

4.2.3.13.3. Acceptance Criteria

Acceptance Criteria: The IIS solution will be deemed acceptable only when alf of the following conditions have been met:

4.2.3.13.3.1 All system functionality is fully implemented as described in the Vendor's approved Implementation Plan and the
requirements of this Solicitation.

4.2.3.13.3.2. Al required interfaces are operational, exchanging data accurately and consistently with Agency-designated
systems.

4.2.3.13.3.3. All defects classified as Critical or High severity are resolved, and no Medium or Low defects materially impact
system operation or Agency workflows.

4.2.3.13.3.4. All documentation is delivered, including system architecture, configuration guides, user manuals, training
materials, and administrative procedures.

4.2.3.13.3.5. All security controls are implemented and validated, including authentication, authorization, audit logging, and
compliance with Agency security standards.

4.2.3.13.3.6. The system operates in the Agency's production environment without material errors for a mutually agreed-upon
stabilization period (e.g., 30 days).

4.2.3.13.3.7. The Vendor has met all contractual deliverables, including reporting, project management, and communication
requirements.

Gainwell acknowledges and affirms the Acceptance Criteria as detailed in this RFP.

4.2.3.13.3.1. Implementation

System functionalities must be fully implemented as described in the Vendor's approved
Implementation Plan and the requirements of this Solicitation. This includes delivery of modules,
features, workflows, and configurations identified as in-scope.

4.2.3.13.3.2. Operational Interfaces

Required interfaces must be fully operational, exchanging data accurately and consistently.
Completion of interface testing, demonstrated ability to send, receive, and process data in the
correct formats, frequencies, and protocols.

Gainwell Technologies 112



Gainwell Response to the State of West Virginia for Immunization Information System: Bid
Solicitation #: CRFP MIS2600000001; March 24, 2026 g ;1 | nwel I
4.2.3.13.3.3. System Classifications

Defects classified as Critical or High severity must be fully resolved. Additionally:

¢ No Medium or Low severity defects may materially impact system operation, data integrity,
reporting, or Agency workflows.

o The Agency must validate and approve defect closure through regression testing or user
acceptance testing.

4.2.3.13.3.4. Documentation Delivery

Required documentation must be delivered in final, examples include:

¢ System architecture diagrams, data models, data dictionary documents, and user manuals.

« Training materials such as slide decks, job aids, videos, and quick-reference guides.

¢ Documentation must be complete, accurate, and updated to reflect the final production
configuration.

4.2.3.13.3.5. Implementation of Security Controls

Required security controls must be implemented and validated, and comply with Agency
standards and applicable regulations. This stage also includes the completion of security
testing, including vulnerability scanning, penetration testing, and remediation of findings.

4.2.3.13.3.6. Stabilization Period

Continuous system availability meeting agreed-upon uptime requirements, this includes:

o No recurring or systemic issues that disrupt user workflows or data processing.

e Vendor responsiveness to issues identified during stabilization, including timely remediation
and communication.

4.2.3.13.3.7. Contractual Deliverables

Completion of reporting obligations, such as status reports, risk logs, and performance metrics
and adherence to project-management requirements, including confirmation that contractual
commitments including technical, administrative, and operational, have been satisfied.

4.2.3.13.4. Formal Acceptance

Formal Acceptance: Upon successful completion of all Acceptance activities, the Agency will issue a written Notice of
Acceptance. Only upon issuance of this Notice may the Vendor invoice for implementation-related fees. No annual, recurring,
subscription, hosting, or maintenance fees may begin prior to Acceptance.

Gainwell acknowledges and accepts the Formal Acceptance requirements as detailed in the
RFP.
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4.2.3.13.5. Rejection and Retesting

Rejection and Retesting: If the system fails to meet any Acceptance Criteria, the Agency will issue a Notice of Rejection
identifying deficiencies. The Vendor must comrect all deficiencies at no additional cost and resubmit the system for Acceptance
Testing. The Agency reserves the right to repeat any portion of testing necessary to validate corrections.

Gainwell acknowledges and accepts the Rejection and Retesting process as detailed in the
RFP.

4.2.3.13.6. Prorated Annual Fees Post-Implementation

Prorated Annual Fees Post-Implementation: Upon the Agency's formal written Acceptance of the fully implemented 1S
solution, the Vendor may invaice only for the prorated portion of the annual licensing, subscription, hosting, maintenance, or
support fees corresponding to the remainder of the current contract year. Under no circumstances may the Vendor invaice for
a full annual fee for a partial contract year. Proration shall be calculated based on the number of days remaining in the
contract year following the date of Acceptance.

Gainwell acknowledges and accepts the Prorated Annual Fees Post-Implementation
requirement as detailed in the RFP.

4.2.3.13.7. Annual Fee Billing Limits and Advance Billing Requirements

Annual Fee Billing Limits and Advance Billing Requirements: Following completion of the prorated billing period described in
Section 4.2.3.13.6, the Vendor may invoice the Agency for no more than twelve (12) months of annual licensing, subscription,
hosting, maintenance, or support fees for any given billing period. Under no circumstances shall the Vendor invoice the
Agency for multiple years of annual fees in a single flump-sum invoice. Annual fees shall be billed only in advance for the
upcoming twelve (12) month period, or, at the Vendor's option and subject to Agency approval, in quarterly installments billed
in advance for the upcoming quarter. The Vendor shalf not invoice for any period beyond the next twelve {12) months, nor for
any period that has not yet commenced.

Gainwell acknowledges and accepts the Annual Fee Billing Limits and Advance Billing
Requirements as detailed in the RFP.
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4.3. Qualifications and Experience

Qualifications and Experience: Vendor should provide information and documentation regarding its qualifications and
experience in providing services or solving problems similar to those requested in this RFP. Information and documentation
should include, but is not limited fo, copies of any staff certifications or degrees applicable to this project, proposed staffing
plans, descriptions of past projects completed (descriptions should include the location of the project, project manager name
and contact information, type of project, and what the project goals and objectives where and how they were met.), references
for prior projects, and any other information that vendor deems relevant to the items identified as mandatory below.

Gainwell brings a broad portfolio of public healthcare technology, services, and clinical
expertise, with deep experience in each area. Thirteen current IIS clients nationwide experience
the benefit from having not just an immunization registry vendor, but a true partner that
collaborates with states on public health, often providing technology enhancement, operations,
and cloud transformation under ongoing contracts. We have worked alongside several state
programs for decades, learning their needs, advising on strategies, and recommending
solutions to better serve their populations, improve their return on investments, and rooting out
fraud, waste, and abuse. We get to know the State’s organization, goals, concerns, processes,
and people, enabling us to be a trusted partner.

4.3.1. Qualifications and Experience Information

Qualifications and Experience Information: Vendor should describe in its proposal how it meets the desirable qualifications
and experience requirements listed below.

In the following sections, Gainwell describes how it meets the desired qualifications and
experience requirements.

4.3.1.1. Business

Business: The Vendor should briefly describe the company's core business, background, and experience in providing IT
solutions to government health and human services agencies.

Gainwell’s Established Presence and Proven Partnership in West Virginia

Gainwell brings a long history of successful collaboration with the State of West Virginia,
delivering mission-critical health and human services solutions that support the State’s Medicaid
program, its providers, and its members. Our operational footprint in West Virginia is extensive,
and our teams have deep familiarity with the State’s policies, priorities, and program needs. This
experience positions Gainwell as a trusted partner capable of supporting the State's evolving
vision for integrated, equitable, and high-performing health systems.

Comprehensive Medicaid Enterprise Support
Gainwell currently operates and supports multiple core components of West Virginia’s Medicaid
enterprise, including:

* Medicaid Management Information System (MMIS) Claims, Encounters, and Financials
(CEF). Gainwell provides the foundational MMIS capabilities that support claims processing,
financial management, and program integrity functions across the Medicaid program.
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o Fiscal Agent Services. We serve as the State’s fiscal agent, confirming accurate, timely,
and compliant financial operations.

* Pharmacy Point-of-Sale (RX POS). Gainwell processes pharmacy claims for Medicaid,
Children’s Health Insurance Program (CHIP), and foster care members, confirming real-time
adjudication and uninterrupted access to medications.

¢ Prescription Drug Rebate Administration. Our team manages the full drug rebate lifecycle,
supporting accurate invoicing, collections, and financial reconciliation.

Provider and Member Support Services

Gainwell delivers a full suite of provider and member support functions to confirm smooth
program operations and high-quality service delivery:

e Provider Enroliment and Screening. We manage provider onboarding, screening, and
ongoing compliance activities.

¢ Provider Services. Our teams support providers with training, issue resolution, and program
guidance.

e Provider and Member Portals. Gainwell maintains secure, user-friendly portals that
streamline access to program information and self-service tools.

¢ Member Services. We support members through responsive customer service, program
education, and issue resolution.

o Call Center Operations. Gainwell operates call center services that meet or exceed
service-level expectations for both providers and members.

¢ Mailroom Operations. Our mailroom services confirm timely processing of inbound and
outbound correspondence, supporting program integrity and operational efficiency.

Multi-Tenant Support for West Virginia and the U.S. Virgin Islands

Gainwell supports West Virginia's partnership with the U.S. Virgin Islands through multi-tenant
applications that serve both jurisdictions. This shared-services model demonstrates our ability to
deliver scalable, secure, and cost-effective solutions that meet the needs of diverse populations
while maintaining jurisdictional autonomy.

Additional Program Support Capabilities

Beyond core MMIS and operational services, Gainwell provides specialized program support
that strengthens the State’s oversight and service delivery, including:

¢ Early intervention program support
Third-Party Liability (TPL) services
Recovery Audit Contractor (RAC) services
Residency verification services

These capabilities reinforce Gainwell’'s role as a comprehensive partner supporting the full
Medicaid lifecycle from eligibility and enroliment to claims processing, program integrity, and
member services.
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National Leader in Public-Sector Health Technology

Gainwell is the nation’s premier provider of Immunization Information Systems (11S), bringing
over 30 years of unparalleled experience and a sterling reputation to the State of West Virginia.
Our singular focus on health and human services in the public sector gives us a deep
understanding of the unique challenges and objectives of our government partners.

o Unmatched Scale and Experience. We support solutions for 52 U.S. states, territories, and
Washington D.C. With a workforce of over 13,000 professionals and 50 + years of
experience, Gainwell is firmly committed to long-term public health.

e Proven Success in Complex Environments. We have a proven track record of
successfully implementing and modernizing large-scale complex public health registries.

¢ Technical and Interoperability Leadership. Our solutions align with modern standards
including SMART Health Cards and FHIR, and we support seamless data exchange with the
Centers for Disease Control and Prevention’s (CDC’s) IZ Gateway. We have successfully
integrated hundreds of EHR systems using bidirectional messaging, enabling providers to
both query and update registries with accurate, near-real-time data.

e Dedicated Expertise. Gainwell’s 1IS Center of Excellence includes over 120 full-time
specialists with an average of 10 years of |IS experience, including certified HL7 interface
developers and interoperability subject matter experts (SMEs). This specialization is
unmatched in the industry, meaning we have the knowledge the State seeks in an 1IS
provider. The following figure provides an overview of our capabilities and experience.

Figure 6.  Gainwell Experience Overview
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Our team includes certified HL7 interface developers and interoperability SMEs who specialize
in onboarding, routing logic, and standards-based data exchange. We are confident in our ability
to coliaborate effectively with the State, ramp up quickly, and provide a reliable, scalable, and
modular solution that supports the State’s public health objectives now and into the future.
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Gainwell’s Experience: A Decade of Proven Leadership in Public Sector Cloud Solutions

For more than 10 years, Gainwell has been at the forefront of providing secure, cloud-based
hosting for public sector health and human services solutions. Our experience, which includes
hosting over 90 Health and Human Services solutions in Amazon Web Services (AWS) and
Microsoft Azure, has enabled us to develop a best-in-class methodology that streamlines
implementation, release management, and testing for our clients.

Pioneering Immunization System Cloud Migration

We are leaders in modernizing critical public health infrastructure. Since beginning our focused
cloud migration for 11S in 2020, we have successfully transitioned seven state immunization
registries to a secure and scalable cloud environment. With this specialized experience, the
State can be confident that Gainwell provides a seamless and efficient transition for its most

critical systems.

A key advantage of our AWS cloud architecture is the ability to scale on demand. Its intelligent
design enables the system to automatically adjust to traffic fluctuations, such as during a public
health emergency or a back-to-school rush, providing high performance and cost-efficiency that
traditional on-premise solutions cannot match.

Unparalleled Scale and Exclusive Health and Human Services Focus

Gainwell is dedicated to serving government agencies across 52 states and U.S. territories. We
are the trusted advisor supporting 52 states for solutions impacting millions of lives daily, which
demonstrates our domain expertise. Gainwell supports:

¢ 3.8 million Medicaid providers served annually
e 1.7 billion immunization records maintained, covering 163 million + lives
¢ 120 Medicaid system implementations

From Medicaid Management and Systems Interoperability to Analytics and Public Health, our
focus is on health and human services. This exclusive dedication allows us to deliver innovative,
next-generation cloud technologies that simultaneously reduce costs, improve patient
outcomes, and enhance the provider experience.

4.3.1.2. Corporate Identity

Corporate Identity: The Vendor should provide the identity of any parent corporation, including address, phone and fax
numbers, federal employer identification number (FEIN) or tax ID number, company website, and contact email. Provide the

identity of any subsidiaries, as applicable.

Legal Entity / Vendor Name
Gainwell Technologies LLC

Parent Corporation
Gainwell Acquisition Corporation

Parent Corporation Address
225 East John Carpenter Freeway, Suite 500
Irving, Texas 75062
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Phone Number
214 453 3000

Fax Number
469 320 5153

Federal Employer Identification Number (FEIN)
27 1610177 (Gainwell Technologies LLC)
85 1850812 (Gainwell Acquisition Corporation)

Company Website
https://www.gainwelltechnologies.com

Primary Contact Email
amoyer@gainwelltechnologies.com

Subsidiaries

Gainwell Technologies LLC operates as a wholly owned subsidiary of Gainwell Acquisition
Corporation. No additional subsidiaries are proposed for this engagement.

4.3.1.3. Organization and Structure

Organization and Structure: The Vendor should provide an overview of ifs organizational operating structure and describe the
operational and functional relationships of the business units of its organization as they relate to the Vendor's proposal and
the Agency's stated needs and requirements. Organizational charts are helpful supplements to the descriptions.

Gainwell's leadership and teams work closely with customers and each other to enable the
underserved to get top-quality healthcare. Our management philosophy reflects a commitment
to enabling our people to deliver on our mission to empower customers through innovative
technologies and solutions to deliver great health and human services outcomes. Achieving this
objective requires clear lines of accountability and an ongoing commitment to service excellence
and continuous improvement.

Our organization chart shows the Gainwell operating structure. We are committed to
maintaining the highest standards of corporate governance, essential for sustained success and
long-term stakeholder value. The organization chart for the Gainwell Technologies LLC
subsidiary that serves the State appears below.
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Figure7.  Gainwell Technologies Corporate Leadership
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Organizational and Operational Structure

Success is not simply a factor of adopting the right technology; it is also about enlisting a
capable and skilled project team with a drive for success and incorporating the tools and
methods to help promote that success. This subsection describes our operational/delivery team
structure and responsibilities as well as lines of authority and escalation paths.

Michael Connolly
Chisf Operating Officer

Gainwell Operational/Delivery Team Structure

Our delivery team brings the needed experience and qualifications to the project, is available to
start on contract day one, and remains appropriately allocated until the contract period ends.

The following figure presents our proposed project organization and the staff who provide the
services requested in the RFP. The chart illustrates the lines of authority within the project team.

Figure 8.  Project Organization Chart
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4.3.1.4. Locations

Locations: The Vendor should describe the geographical locations of their firm at the national, regional, and local levels, as
applicable. ldentify all locations that will be used to support a resuitant contract and the operations managed from these
locations. Clearly identify any overseas locations which may be used to support the resultant contract. No State or Federal
data may be stored on servers or systems outside of the United States of America (U.S.), inciuding U.S. Territories.

Gainwell has nearly 13,000 employees and offices dispersed throughout the United States,
including an office in West Virginia at 1201b Greenbrier St. Charleston, WV 25311.

Gainwell has a long-standing and trusted partnership with the State of West Virginia, delivering
mission-critical Medicaid and health and human services solutions that support the State, its
providers, and its members. With an extensive operational footprint and teams deeply familiar
with West Virginia's policies, priorities, and program requirements, Gainwell is well positioned to
support the State’s vision for an integrated, high-performing, and equitable Medicaid enterprise.

This work is supported by Gainwell's established in-State presence, including its West Virginia
office located in Charleston, reinforcing Gainwell’s commitment to local engagement,
responsiveness, and long-term partnership with the State.

Gainwell currently operates and supports multiple core components of West Virginia’s Medicaid
ecosystem, including the Medicaid Management Information System (MMIS) Claims,
Encounters, and Financials (CEF), Fiscal Agent services, Pharmacy Point of Sale processing
for Medicaid, CHIP, and foster care populations, and full Prescription Drug Rebate
Administration. In addition, Gainwell provides comprehensive provider and member support
services such as provider enroliment and screening, provider services, secure provider and
member portals, call center operations, member services, and mailroom operations. These
support services confirm continuity, compliance, and high-quality service delivery across the

program.

Beyond these core functions, Gainwell delivers specialized program support including Early
Intervention services, Third-Party Liability (TPL), Recovery Audit Contractor (RAC) services,
and residency verification. Gainwell also supports a shared, multi-tenant service model serving
both West Virginia and the U.S. Virgin Islands, demonstrating the scalability, security, and
cost-effectiveness of its solutions while maintaining jurisdictional independence.

Gainwell has 45 offices and five data centers in the continental United States and two offices in
U.S. territories. Our immunization team works remotely from locations throughout the
continental United States. The data and system information components and services for our
solution are located within the continental United States.

Gainwell’s Account Manager and Project Manager are available to travel onsite as needed.
Also, numerous project activities are scheduled to occur onsite. These include a kickoff meeting,
several weeks of face-to-face requirements and design sessions, and training activities.

After implementation, Maintenance and Operations activities are coordinated remotely. In
addition to regular weekly calls, we propose to conduct quarterly onsite planning and review
meetings with the State. These onsite visits help promote the health of the relationship. This
commitment involves having key staff visit the State’s offices for two to three days each quarter.
The onsite time is used to review recent activities and developments, facilitate planning, and
conduct a quarterly review of relevant legislation and regulatory changes.

The solution fully complies with data center and architecture requirements, standards, and
federal and State guidelines, rules, and regulations.
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US East and US West Regions are discrete data centers with redundant power, networking, and
connectivity, allowing for seamless failover should an incident occur. As a result, Gainwell
provides more highly available, fault tolerant, and scalable production applications and
databases than a single data center could accommodate.

Gainwell U.S. Office Sites

o Albany, NY e ElPaso, TX * Rancho Cucamonga, CA
e Anchorage, AK ¢ Frankfort, KY e Reno, NV
e Atlanta, GA e Hamilton, NJ ¢ Reston, VA
¢ Augusta, ME ¢ Indianapolis, IN » Richmond, VA
e Austin, TX o Irving, TX ¢ Ridgeland, MS
¢ Baton Rouge, LA e Janesville, WI e Rochester Hills, M|
e Bengaluru, India e Lenexa, KS ¢ Roseville, CA
e Boise, ID e Little Rock, AR ¢ St. Thomas, VI
e Camp Hill, PA ¢ Madison, WI e San Juan, PR
e Charleston, WV ¢ Montgomery, AL e Tallahassee, FL
e Chennai, India e Newark, DE e Topeka, KS
¢ Conway, AR e Oklahoma City, OK e Warwick, RI
s Denver, CO ¢ Phoenix, AZ e Washington, DC
e Dublin, OH ¢ Raleigh, NC ¢ West Sacramento, CA
e East Hartford, CT e Rancho Cordova, CA ¢ Williston, VT
Data Centers
¢ Las Vegas, NV
¢ QOrlando, FL
¢ Richardson, TX
e Salt Lake City, UT
e Scottsdale, AZ

4.3.1.5. References

References: The Vendor should provide three (3) references from system implementation projects or systems in operations
within the last five (5) years that demonstrate the Vendor's ability to achieve the goals and objectives in Section 4.2 and meet

the requirements in the RFP.

Vendors may provide only one (1) reference per project performed and should include details about the Project such as
project goals and objectives, general functionality, implementation timefine, and length of time the system has been in

operation if applicable.

Gainwell has successfully delivered numerous implementations across the country to fulfill a
wide range of client needs. The following representative projects have been in operation within
the last five years and illustrate our ability to achieve the goals and objectives in RFP Section

4.2 and the RFP requirements.

Table 4. Reference 1 - Maryland

Organization Name Maryland Department of Health - Prevention and Health Promotion
Administration - Center for Immunization

Project Goals and Gainwell maintains, supports, and enhances Maryland's immunization registry,

Objectives ImmuNet. Since its adoption, InmuNet has been customized to align with
evolving federal and State program requirements.
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The system is hosted in the AWS Cloud through a third-party supplier. Gainwell

provides end-to-end support for the ImmuNet application and its associated

services, including installation, upgrades, enhancements, and monitoring.
General o Delivers a fully functional 1IS that meets the needs of diverse user groups
Functionality and complies with critical CDC IS Functional Standards.

¢ Expands provider access to immunization records, supporting timely care
delivery and public health decision-making.

¢ Provides an intuitive and user-friendly IT tool that enhances end-user
productivity and supports the State's long-term goals for scalability and
adaptability. Strengthens data quality and enhances the State’s ability to
access, analyze, and leverage vaccination data stored within the 1IS.

e Maintains clearly delineated development, testing, and production
environments, with physical network separation where necessary to provide
secure configuration and operations.

¢ Implements a robust Change Management process to govern modifications
made to the system environment. Changes to the ImmuNet application are
managed by Gainwell using a structured, secure process to safeguard
system integrity.
Implementation Project 1: Gainwell designed and implemented the architectural components of
Timeline AWS to host the ImmuNet application and services in the cloud. In addition, we
migrated the ImmuNet codebase to operate on Red Hat JBoss Enterprise
Application Platform (EAP) running on the Linux operating system.
Project 2: Implemented muitiple enhancements to support the State’s response
to the COVID-19 pandemic, ongoing fall respiratory vaccine-preventable
diseases, and State-funded vaccine program.
Length of Time in We have supported ImmuNet for more than 14 years.
Operation

Table 5. Reference 2 - North Carolina

Organization Name North Carolina Department of Health and Human Services

Project Goals and The North Carolina Immunization Registry (NCIR) is a secure, web-based

Objectives clinical tool which is the official source for North Carolina immunization
information. The NCIR takes the place of outdated handwritten charting of
immunizations administered in the state. Immunization providers may access
recorded immunizations administered in North Carolina, regardless of where
the immunizations were given.

General » Gives patients, parents, health care providers, schools, and childcare

Functionality facilities timely access to complete, accurate and relevant immunization data

e Assists in the evaluation of a child's immunization status and identifies
children who need (or are past due for) immunizations

o Assists communities with assessing their immunization coverage and
identifying areas of under-immunization

o Fulfills federal and state immunization reporting needs

Implementation Began 2013 through 2026 (new contract for new DIIS system in progress)
Timeline

Length of Time in We have supported NCIR for over 13 years.

Operation
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Table 6. Reference 3 - New York
Organization Name New York Department of Health

g-unwell

Project Goals and  Gainwell has been a trusted partner in supporting New York State’s

Objectives Immunization Information System (NYSIIS) since the system’s inception,
enhancing NYSIIS to adapt to evolving program needs and public health
requirements. We are responsible for the ongoing maintenance and updates of
NYSIHS. While the servers are hosted and maintained by the New York State
Department of Health (NYS DOH), the Gainwell team coordinates closely with
our internal Information Technology Services (ITS) staff to provide optimal
server performance, reliability, and timely updates. Gainwell supports a broad

range of activities, including:

¢ Maintaining and updating infrastructure and software components
¢ Installing new modules and implementing enhancements based on user and

program requirements
o Supporting upgrades to the latest HL7 standards

¢ Adapting to evolving data transport mechanisms for secure and efficient data

exchange

e Expanding dashboards, tracking capabilities, and reporting tools for internal

staff and external users
e |mproving data quality, completeness, and usability

General Offered solution products installed and operational, including:

Functionality + Base IR product
¢ Lead module
¢ Connection for Hearing

« Data exchange enhancements and dashboard reporting

e Assessment, Feedback, Incentives, and eXchange (AFIX) and Immunization

Quality Improvement for Providers (1QIP)

» Data tracking (enhanced job monitor and reporting for data exchange)

e Multiple reports (ad hoc, reminder recall etc.)

» Vaccines For Children (VFC) ordering and prebooking
e VFC reporting

e VFC enrollment

e Vaccine Tracking System (VTrckS)

¢ Vaccine inventory — auto deduction

e Vaccine maintenance (module to enable easy addition and modification of

vaccine codes)
e Temperature logs (for user to enter into 11S)
s School reports
» Health maintenance organization (HMO) query
* Mass vaccination entry

» Hi 7/data exchange: Unsolicited Vaccination Record Update (VXU), Query for

Vaccination Record (QBP)

Implementation Initial confract implementation began in December 2006. At that time, Gainwell
Timeline operated under the name EDS and played a key role in the development of
NYSIIS throughout 2007. The system officially went live in January 2008.

Length of Time in We have supported NYSIIS for more than 18 years.
Operation

Gainwell Technologies
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4.3.2. Mandatory Qualification/Experience Requirements

Mandatory Qualification/Experience Requirements - The following mandatory qualification/experience requirements must be
met by the Veendor as a part of its submitted proposal. The Vendor should describe how it meets the mandatory requirements
and include any areas where it exceeds the mandatory requirements. Failure to comply with mandatory requirements will lead
to disqualification, but areas where the mandatory requirements are exceeded will be included in technical scores where
appropriate. The mandatory qualifications/experience requirements are listed below

Gainwell affirms that we meet the mandatory qualifications and experience requirements
identified in this solicitation.

4.3.2.1. Organizational Experience with Immunization Information Systems (lIS)

The Vendor must demonstrate organizational experience with Immunization Information Systems (IIS) or similar large-scale
public health data systems in enterprise healthcare or public health settings, in compliance with all federal and state
regulations within the five (5) years prior to this bid opening. Vendors may use one (1) or more of the references provided in
response to Section 4.3.1.5. To satisfy this requirement.

Gainwell demonstrates extensive and ongoing organizational experience delivering,
maintaining, and enhancing large-scale Immunization Information Systems (II1S) and public
health data systems in enterprise healthcare and public health environments, fully compliant
with applicable federal and state regulations. This experience spans multiple jurisdictions and
includes continuous operational support within the five (5) years preceding this bid opening.

Maryland Department of Health - Center for Inmunization (ImmuNet)

Gainwell has supported Maryland’s Immunization Information System, ImmuNet, for more than
14 years and continues to provide end-to-end system support within the last five years. Gainwell
maintains, supports, and enhances ImmuNet to align with evolving federal and State program
requirements. The system is hosted in the AWS Cloud through a third-party supplier, with
Gainwell responsible for installation, upgrades, enhancements, monitoring, and ongoing
operations.

ImmuNet delivers a fully functional IS that meets CDC IS Functional Standards, expands
provider access to immunization records, strengthens data quality, and supports secure,
scalable operations through clearly separated development, testing, and production
environments. Gainwell also enforces a robust change management process to confirm system
integrity and regulatory compliance.

North Carolina Department of Health and Human Services (NCIR)

Gainwell has supported the North Carolina Immunization Registry (NCIR) for over 13 years,
including continuous support during the past five years. NCIR is the State’s official, secure, web-
based immunization registry, providing healthcare providers, schools, childcare facilities, and
public health stakeholders with timely access to complete and accurate immunization data.

Gainwell's support enables NCIR to meet federal and State reporting requirements, assess
immunization coverage, identify under immunized populations, and replace legacy, paper based
immunization tracking. Support has been continuous from 2013 through 2026, with a new DIIS
system currently in progress.
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New York Department of Health (NYSIIS)

Gainwell has served as a trusted partner supporting the New York State Immunization
Information System (NYSIIS) since its inception and has provided uninterrupted support for
more than 18 years, including the most recent five-year period. Gainwell is responsible for the
ongoing maintenance, enhancement, and modernization of NYSIIS while coordinating closely
with New York State Department of Health IT staff.

Support includes infrastructure and software maintenance, HL7 upgrades, secure data
exchange enhancements, reporting and dashboard expansion, vaccine inventory management,
VFC program support, mass vaccination entry, and improvements to data quality and usability.
NYSIIS has been operational since January 2008 and continues to evolve to meet changing
public health demands.

Summary

Across Maryland, North Carolina, and New York, Gainwell demonstrates proven, recent, and
sustained experience delivering IIS solutions that support millions of records, diverse user
communities, complex integrations, and stringent regulatory requirements. These engagements
clearly satisfy the requirement for organizational experience with Immunization Information
Systems or similar large scale public health data systems within the five (5) years prior to this

bid opening.
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Appendix A — Contract Exceptions

Gainwell has provided contract exceptions as follows.

Section 2 Paragraph 22: Exceptions and Clarifications

Gainwell respectfully requests discussion concerning the following RFP items and General Terms
and Conditions in an effort to clarify each parties responsibilities with regard to contractual
obligations.
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RFP Requirement,
Term, or Condition

Proposed Modification, Alternative, or
Exception

Reason for
Proposed
Modification,
Alternative,
or Exception

Section 3 — General
Terms and Conditions

"Subcontractor” means any individual or entity
that enters into a contract with the Vendor to
perform either a material portion or all of Vendor’s

Suggested edit
to clarify which
entities should

Section 2 Definitions obligations under the contract. Notwithstanding not be

the foregoing, a Subcontractor.is not: considered
New Definition contractors.

1.an individual or entity that is engaged by Vendor

to provide (a) services on a leveraged basis either

globally or regionally for multiple Vendor

customers; (b} IT Infrastructure, network. storage,

hosting, or telecommunications services; {c)

software or software support services; (d)

contingent or supplemental staff; (e) professional

services: or [f) back office services;

2. a Vendor affiliate; or

3. an ordinary course of business vendor
Section 3 — General “Vendor Confidential Information” means ali non- | Suggested edit
Terms and Conditions public information provided by Vendor under this | to add a

Contract which would be reasonably understood definition of
Section 2 - Definitions | t0 be confidential under the circumstances of Vendor

disclosure and includes without limitation all Confidential
New Definition Information.

materials, processes and process flows, programs
software systems and documentation, information
management systems, code, logic. analytical
methodologies and algorithms, reports, analyses,
data, associated proprietary forms of data
organization and reports, all Vendor Pre-Existing
Material. or any other information, or other work
product whether or not disclosed to the State by
or on behalf of Contractor pursuant te this
Contract.

Section 3 — General
Terms and Conditions

Section 2 — Definition

New Definition

“Vendor Pre-existing Materials" means software,
intellectual property or other proprietary data
owned by Vendor prior to the effective date of this
Contract, intellectual property in any works
developed by Vendor independently of this
Agreement and any derivatives or modifications.

Suggested edit
to add a
definition of
Vendor Pre-
existing
materials.
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RFP Requirement,
Term, or Condition

Proposed Modification, Alternative, or
Exception

Reason for
Proposed
Modification,
Alternative,
or Exception

| Section 3 — General g Suggested edit
Terms and Conditions 5 finie T toadd a
” [ definition of
Section 2- Definitions N ( Work Product.
| [ Proj
New Definition i 5
9]
WOrkK; any d p
(iv) ion; {v)
9] Yy U |
Section 3 — General Buy : Edit made to
Terms and Conditions | Cvber Liability Insuram—:e in an_amo'unt of: align with
$10,000,00000 pereeetd F\"'E-H::E‘Claﬂ‘ Vendor's Cyber
Section 8 - Insurance Liability
insurance policy
thatison a

“claims made”
basis.

Section 3 — General
Terms and Conditions

Section 12 - Acceptance

ACCEPTANCE: Vendor's signature on its bid, or
on the certification and signature page,
constitutes an offer to the State that cannot be
unilaterally withdrawn, signifies that the
product or service proposed by vendor meets
the mandatory requirements contained in the
Salicitation for that product or service, unless
otherwise indicated, and signifies acceptance of
the terms and conditions contained in the
Solicitation unless otherwise indicated.

Suggested edit
to clarify that
Vendor has
presented
exceptions for
consideration as
part of its RFP
response.




RFP Requirement,
Term, or Condition

Section 3 — General
Terms and Conditions

Section 20 - Time

Proposed Modification, Alternative, or
Exception

Reason for
Proposed
Modification,
Alternative,
or Exception
Edit made to
align with
Vendor’s
understanding
that all
applicable
deadlines are
articulated in the
applicable
contract
documents.

Section 3 — General
Terms and Conditions

Section 27 - Assignment

ASSIGNMENT: Neither this Contract nor any
monies due, or to become due hereunder, may
be assigned by the Vendor without the express
written consent |

v |} of the Agency, the
Purchasing Division, the Attorney General's
office {as to form only), and any other
government agency or office that may be
required to approve such assignments.

Edit made to
allow for certain
permitted
assignments
through
corporate
transactions or
operation of law.

Section 3 — General
Terms and Conditions

Section 28 - Warranty

WARRANTY: The Vendor expressly warrants that
the goods and/or services covered by this
Contract will: (a) conform to the specifications,

Edit made to
align the
Indemnification
provision with an

drawings, samples, or other description existing
furnished or specified by the Agency; and (b) be agreement
merchantable and fit for the purpose intended. between the
The Vendor disclaims all other warranties, State and
including those of merchantability and fitness for | Vendor
a particular purpose. ;and {c}-befreefrom
Section 3 — General Edit made to
Terms and Conditions i 5 provide for the
_ % protection of
Section 30 — Privacy, ' . Vendor
Security and e Confidential
Confidentiality = Information.
HErMit tne L any d Y

Add a new Section
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RFP Requirement,
Term, or Condition

Section 3 — General
Terms and Conditions

Section 36 -
Indemnification

Proposed Modification, Alternative, or
Exception

INDEMNIFICATION: The Vendor agrees to
indemnify, defend, and hold harmless the State
and the Agency, their officers, and employees
from and against: (1) Any claims or losses for
services rendered by any subcontractor, person,
or firm performing or supplying services,
materials, or supplies in connection with the
performance of the Contract; {2) Any claims or
losses resulting to any person or entity injured or
damaged by the Vendor, its officers, employees,
or subcontractors by the publication, translation,
reproduction, delivery, performance, use, or
disposition of any data used under the Contract
in a manner not authorized by the Contract, or
by Federal or State statutes or reguiations; and
(3) Any failure of the Vendor, its officers,
employees, or subcontractors to observe State
and Federal laws including, but not limited to,
labor and wage and hour laws. Vendor's
cumulative liability to thestate under or relating to

this contract in the aggregate over the term hereof

shall be limited to actual damages and shall in no
event exceed the amounts paid bythe state to
Vendor during the preceding twelve (12} calendar
months for that portion of the statement of work
or contractual agreement for the services or
deliverables directly causing the damages, and in
no event shall either party be liable to the other for
any indirect, special, incidental. exemplary or
conseguential damages (including; without
limitation, lost profits or goodwill) related to this
contract or resulting from the use or inability to
use the software products and/or services, or
based on the loss of or cost of recavering any data
or database, or arising from any cause of action
whatsoever, including contract, warranty. tort,
strict liability; indemnity or negligence, even if a
party has been notified of the possibility of such
damages. Vendor shall be liable to the state for
only those actual damages which are directly and
solelv caused by Vendor

Reason for
Proposed
Modification,
Alternative,
or Exception
Edit made to
provide a
limitation of
liability cap and
consequential
damages
exclusion.
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RFP Requirement,
Term, or Condition

Proposed Modification, Alternative, or
Exception

Reason for
Proposed
Modification,
Alternative,
or Exception

Section 4 — Project Formal Acceptance: Upon successful completion of =~ Edit made to
Specifications all Acceptance activities, the Agency will issue a provide for
written Notice of Acceptance. Only upon issuance = default
423134 of this Notice may the Vendor invoice for acceptance.
implementation-related fees. No annual, recurring,
| subscription, hosting, or maintenance fees may
begin prior to Acceptance. |f. up o}
ptanc g t P Agency
I e enc
Y P Agency t
fying Agency that th
D [ : the Agency with
\ b If
Agency lotice
urth otificatio Agency.
Attachment C - Service | p performance Standard: Edit made to
LeveliagreRments Monthly uptime must be 2 99.95% (Down less than .allgn it
. 43 minutes and 50 seconds per month). lndus.try
Section 1(b) and (c) practice.

c. Retainage:

99.0%—99.525% uptime: 51% of monthly invoice
95.0%—98.99% uptime: 255% of monthly invoice
< 95.0% uptime: 15010% of monthly invoice

Attachment C - Service

Level Agreements

New Definition

Edit madetoa
maximum “at
risk” amount.
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RFP Requirement,
Term, or Condition

Attachment C - Service
Level Agreements

Proposed Maodification, Alternative, or
Exception

Excused Performance: Vendor shall not be
responsible for a failure to meet any Service Level
to the extent provided below:

Reason for
Proposed
Modification,
Alternative,
or Exception
Edit made to
provide excused
performance as

RaNcntion 1, State or State’s third-party contractor’s acts, i e\(jnts
errors or omissions. State and State third party 3:;5(;;,?
contractors will include other contractors.
control.
2. Willful misconduct or violations of law by the
State or its third-party contractors.
3. Service or resource reductions requested or
approved by the State and agreed to by the
Parties through the Change Control Process;
provided that Contractor has previously notified
State in writing as part of such Change Control
Process that the implementation of such request
would result in such failure to meet the Service
Level.
Attachment C - Service | singie Incident: If a single incident results in the Edit made to
Level Agreements failure of Vendor to meet more than one (1) provide |
Service Level Agreement (SLA), the State shall clarification in
New Definition have the right to select any one of such multiple dealing with ‘
SLA defaults for which it will be entitled to receive | Multiple SLAs
Retainage. The State shall not be entitled to a failures arising
Retainage for each of such SLA default. For from a single ‘
event.

purposes of this metric a “Single Incident” means
the occurrence of something that results in an
unplanned interruption to or a guality reduction
of a service.
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REQUEST FOR PROPOSAL
CRFP MIS2600000001

Immunization Information System

Points Allocated to Cost Proposal is 30

Proposal 1: Step 1 - 81,000,000/ $1,000,000 = Cost Score Percentage of 1 (100%)
Step 2 — 1 X 30 = Total Cost Score of 30

Proposal 2. Step 1-$1,000,000 / $1,100,000 = Cost Score Percentage of 0.909091 (90.9091%)
Step 2 — 0.909091 X 30 = Total Cost Score 0f 27.27273

6.8. Availability of Information: Proposal submissions become public and are available for review
immediately after opening pursuant to West Virginia Code §5A-3-11(h). All other information
associated with the RFP, including but not limited to, technical scores and reasons for
disqualification, will not be available until after the contract has been awarded pursuant to West
Virginia Code of State Rules §148-1-6.3.d.

By signing below, I certify that I have reviewed this Request for Proposal in its entirety; understand the
requirements, terms and conditions, and other information contained herein; that I am submitting this
proposal for review and consideration; that I am authorized by the bidder to execute this bid or any
documents related thereto on bidder’s behalf: that I am authorized to bind the bidder in a contractual
relationship; and that, to the best of my knowledge, the bidder has properly registered with any State
agency that may require rcgistration.

Gainwell Technologies LLC -~ ;/ : 2
(Company)
Mark Knickrehm, Chairman and Chief Executive Officer

(Representative Name, Title)

712-308-0598
(Contact Phone/Fax Number)

March 24, 2026
(Date)

Revised 07/01/2021



