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Our Mission at Concourse

To empower governments to serve their citizens better through modern,
secure technology.

We believe public sector agencies deserve the same quality of software that powers the best
private sector organizations. Concourse exists to bridge that gap—delivering technology that
improves government service delivery for all citizens.
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Executive Summary

Concourse is pleased to submit this technical proposal in response to CRFP 0506
MIS2600000001 for a comprehensive Immunization Information System (11S) to serve the
West Virginia Bureau of Public Health (BPH), Epidemiology Services. We understand that
West Virginia requires a modern, cloud-hosted IiS platform that meets the full scope of the
CDC IIS Functional Standards v5.0 and the 674 baseline requirements defined in the 1IS
Baseline Requirements Traceability Matrix (RTM), supporting the state's immunization
program operations, Vaccines for Children (VFC) program management, and public health
emergency response capabilities.

Concourse proposes a purpose-built, cloud-native IIS platform designed to address all nine
core |IS functional areas — System Administration, Organization and Facility Management,
User Management, Interoperability, Data Quality, Evaluate and Forecast, Patient and
Immunization Record Management, Vaccine Inventory Management, and Data Access —
along with the full complement of non-functional requirements spanning performance,
usability, reliability, security, maintainability, and portability. Our platform is designed to
reliably integrate with EHR systems, the CDC Vaccine Tracking System (VTrckS), the
Immunization Gateway, West Virginia Vital Records, and other data exchange partners via
standards-compliant HL7 messaging.

Our implementation approach includes a structured 40-week phased methodology

encompassing discovery and requirements validation, system configuration, migration of

West Virginia's existing 2.9 million patient records and 31.9 million vaccination records,

interface development and testing, comprehensive training for BPH staff and {IS partners,

and user acceptance testing through go-live stabilization. Concourse brings proven

experience delivering enterprise-scale, multi-stakeholder government technology platforms

— including statewide systems serving 600+ agencies — and a commitment to working ‘
collaboratively with West Virginia's immunization program to deliver a system that improves

vaccination coverage, strengthens data quality, and supports the state's public health

mission.

Pricing will be provided in a separate cost proposal as required by the RFP.
Key Highlights

« 674 Requirements Addressed Comprehensive response to all functional and
non-functional requirements in the 1IS Baseline Requirements Traceability Matrix (RTM),
covering all 12 functional categories



» CDC Standards Compliance Platform designed to meet CDC |IS Functional

Standards v5.0, CDSi clinical decision support specifications, and ACIP immunization
schedule guidelines

« Full Data Migration Proven methodology for migrating 2.9M patient records, 31.9M
vaccination records, and all non-patient data with comprehensive quality assurance

« Enterprise Interoperability HL7 messaging, VTrckS integration, Vital Records
interface, EHR onboarding, and Immunization Gateway connectivity

« 40-Week Implementation Structured six-phase implementation with dedicated training,
UAT, and post-go-live hypercare support



Understanding of Requirements

Concourse has thoroughly reviewed the complete solicitation including the original CRFP
MIS2600000001, Addendum 1, Addendum 2, and the revised Attachment B — II1S Baseline
Requirements Traceability Matrix (RTM) released July 2025. We understand that the West Virginia
Bureau of Public Health, Epidemiology Services, requires a replacement Immunization Information
System that will serve as the authoritative statewide registry for all immunization doses
administered to individuals within West Virginia's jurisdiction.

Scope and Mission-Critical Nature

West Virginia's IIS is a mission-critical public health infrastructure that supports the state's
immunization program across multiple dimensions: recording and consolidating immunization
records for the state's population, managing the Vaccines for Children (VFC) program and
publicly-purchased vaccine inventory, providing clinical decision support to healthcare providers,
generating coverage reports to identify undervaccinated populations, and supporting rapid
response during vaccine-preventable disease outbreaks and public health emergencies. Any
replacement system must maintain continuity of these critical operations while modernizing the
technology platform.

Functional Requirements Summary

The RTM contains 674 total requirements organized across the following functional areas and
non-functional attributes:

Functional Area Requirement Count  Key Capabilities

Administer System 61 Hierarchy configuration, system
configuration, user roles/permissions,
system alerts

Manage Organizations & 83 Organization/facility search, enroliment,

Facilities VFC/vaccine program enrollment,
outreach

Manage Users 35 User search, add/edit/inactivate,

authentication & authorization, password
management



Support Interoperability 65

Ensure Data Quality 32

Evaluate & Forecast 64

Manage Patient & Immunization 83
Records

Manage Vaccine inventory 87
Provide Data Access 65
Non-Functional 99

Data Migration Complexity

Onboarding, EHR/VTrckS/Vital Records
interfaces, HL7 data exchange

Patient matching & deduplication,
vaccination event matching &
deduplication

ACIP clinical decision support,
reminder/recall, coverage reports

Patient search, demographics, consent,
immunization events, mass vaccination

Inventory search, ordering,
review/approval, dose decrementing,
reconciliation, wastage -

Standard reports, ad hoc queries,
print/export, consumer access portal

Performance, usability, reliability, security,
maintainability, portability

We understand that West Virginia's current 11S contains approximately 2.9 million patient records
and 31.9 million vaccination records accumulated over the life of the existing system. In addition,
non-patient data inciuding user accounts, provider site records, organization enroliment records,
and VFC program data must be migrated to the new platform. The migration must preserve data
integrity, maintain all historical vaccination records, and undergo thorough quality assurance

validation before the new system goes live.

Interoperability Requirements

The lIS must support bidirectional data exchange with multiple external systems using
standards-compliant protocols. Key integration points include:

» Electronic Health Record (EHR) systems via HL7 messaging (VXU, QBP, RSP, ACK message

types)
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» CDC Vaccine Tracking System (VTrckS) via ExIS specifications for vaccine ordering, inventory,
returns, and wastage reporting

« West Virginia Vital Records system for birth, death, adoption, and name change event
processing

» Immunization Gateway for interstate data exchange
» Patient scheduling applications

« CDC-approved systems for routine, seasonal, and emergency vaccination data reporting

Key Stakeholder Groups

We recognize that the 1IS serves diverse stakeholder groups with distinct access needs and
workflows, including: jurisdictional administrators (BPH epidemiology and IT staff), organizational
administrators (local health departments, hospital systems), facility-level users (clinics, pharmacies,
provider offices), VFC/vaccine program coordinators, authorized consumers seeking their personal
immunization records, and EHR vendor technical staff managing data exchange connections. The
system's role-based access control, multi-tiered administration, and consumer portal must
accommodate all of these user populations.



Proposed Solution

Concourse proposes a modern, cloud-native Immunization Information System built on a scalable,
containerized architecture designed to meet the full scope of West Virginia's 674 RTM
requirements and align with the CDC IIS Functional Standards v5.0. Our solution addresses all
nine core |IS functions and six non-functional attribute categories through an integrated platform

approach.

Platform Architecture Overview

Cloud-Native Design

Containerized deployment using Docker and
Kubernetes for reliable availability, horizontal
scaling, and streamlined updates. Hosted on
U.S.-based cloud infrastructure meeting all
data residency requirements.

HL7 Messaging Engine

Standards-compliant HL7 processing engine
supporting VXU, QBP, RSP, and ACK message
types per CDC implementation guides.
Designed to process up to 200 VXU and 8,000
QBP messages per hour.

Patient Matching & Deduplication

Configurable probabilistic and deterministic
matching algorithms with adjustable thresholds,
automated consolidation, manual review
workflows, and pre-merge record retention.

Functional Solution Components

System Administration

Responsive Web Application

Section 508-compliant web interface accessible
from desktop, laptop, tablet, and smartphone.
Responsive design adapts to device form factor
while maintaining full functionality.

CDSi Forecasting Engine

Clinical Decision Support engine aligned with
CDC CDsSi logic specifications, supporting
ACIP Child and Adolescent, Catch-up, and
Adult immunization schedules with
contraindication and immunity awareness.

Consumer Access Portal

Secure, authenticated portal enabling
authorized consumers o view immunization
records, print official histories, access
forecasts, and retrieve verifiable digital vaccine
credentials.

The platform provides comprehensive administrative capabilities including configurable
organizational hierarchy to model geographic jurisdictional levels and the relationships among

organizations, facilities, providers, and users. Jurisdictional administrators can manage code sets



Concourse

(NDC, CVX, MVX codes), configure data validation rules for incoming HL7 messages, define
enrollment form templates and approval logic, manage patient priority group indicators, and
maintain business rules governing data quality monitoring. The system supports address
standardization per USPS conventions with electronic address verification and geocoding.

Organization & Facility Management

The solution supports the full lifecycle of organization and facility enroliment in the 1S, from initial
electronic application through jurisdictional review and approval. Organizations can submit
enrollment information electronically with required field validation and automated notifications for
incomplete or rejected submissions. The VFC/Vaccine Program enrollment workflow captures all
required information including clinician credentials, facility vaccine storage capabilities, coordinator
designations, electronic signatures, and training certifications. The platform automatically manages
ordering privileges based on enroliment status and expiration dates.

User Management & Authentication

Role-based access control enables jurisdictional administrators to define and manage user roles
with granular permissions governing access to data, functions, and reports. The system supports
username/password authentication, configurable password policies (expiration intervals,
complexity requirements, temporary passwords), and electronic credential notifications. The
platform is designed to support single sign-on integration and multi-factor authentication based on
jurisdictional policy requirements.

Interoperability & Data Exchange

The interoperability framework includes a structured onboarding workflow for connecting EHR
vendors and provider organizations, with test environment provisioning, transport layer validation,
data formatting verification, and test message summary reporting. The HL7 data exchange engine
supports processing, responding to, and creating HL7 messages with comprehensive message
logging, error tracking, and troubleshooting tools. The VTrckS interface supports vaccine ordering,
inventory reporting, facility data exchange, and return/wastage reporting via ExIS specifications.
The Vital Records interface processes birth, death, adoption, and name change events with
automatic patient record updates and newborn duplicate detection.

Data Quality & Deduplication

The patient matching and deduplication engine uses configurable matching algorithms with
adjustable probability thresholds to identify potential duplicate patient records — both incoming and
existing. Automated consolidation resolves clear matches, while ambiguous cases are flagged for
manual review with side-by-side comparison displays. The system retains pre-merged records for
reference and supports separation of incorrectly merged records. Vaccination event deduplication
operates independently using event-level matching rules to prevent duplicate immunization entries.
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Clinical Decision Support & Forecasting

The CDSi-aligned forecasting engine evaluates patient immunization histories against ACIP Child
and Adolescent, Recommended Catch-up, and Adult Immunization Schedules. The system
generates vaccine forecasts considering contraindications, precautions, evidence of immunity, and
immune globulin administration. Vaccines due and overdue are highlighted, and series completion
is indicated. Jurisdictional administrators can update CDS rules and incorporate new vaccines per
ACIP guidance. The platform includes test case creation and comparison tools for user acceptance
testing of forecasting logic.

Reminder/Recall & Coverage Reporting

The reminder/recall module generates patient-specific notifications based on configurable
parameters including vaccine type, age cohort, consent designation, and organization. The
coverage reporting engine generates reports per CDC Immunization Quality Improvement for
Providers (IQIP) guidance, with breakdowns by geographic area, patient cohort, vaccine type, age
range, ethnicity, and race. Reports display coverage trends over time, missed opportunities, and
vaccine exemption rates.

Patient & Immunization Record Management

The patient record module supports comprehensive demographic data capture aligned with
CDC-endorsed core data elements, multiple patient identifiers, cohort assignment, and patient
status management at both the organization/facility and geographic jurisdictional levels. Patient
consent management supports opt-in/opt-out per jurisdictional policy. The vaccination event
module captures all CDC-endorsed core data elements including vaccine eligibility, lot information
(defaulting to oldest lot), adverse reactions with VAERS reporting flags, and
substandard/compromised flags. The mass vaccination module supports rapid data capture with
offline capability for emergency situations.

Vaccine Inventory Management

The vaccine inventory management module provides end-to-end support for publicly-purchased
vaccine lifecycle management. Inventory is searchable by user-defined parameters, funding
source, vaccine type, lot number, and NDC code. The ordering workflow includes rule-based
quantity recommendations, jurisdictional review and approval, order tracking, and
rejection/resubmission workflows. Dose decrementing occurs automatically in near real-time via
both HL7 messaging and Ul data entry. Inventory reconciliation tools support physical count
comparison, wastage documentation, transfer management, and expiration tracking. The system
interfaces with VTrckS for centralized vaccine ordering and inventory reporting.
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Data Access & Reporting

The platform provides a comprehensive reporting suite including pre-configured standard reports
(historyfforecast, data quality, VFC accountability, school compliance, mass vaccination, vaccine
management), ad hoc query builder with scheduling capability, and data export in user-defined
formats. Reports can be generated across geographic hierarchy levels and saved as templates for
reuse. The consumer access portal enables authorized individuals to view and print their
immunization records, access forecasts, and retrieve verifiable digital vaccine credentials without
assistance from IS staff.



Technical Approach

Architecture & Infrastructure

The proposed IIS platform is built on a modern, containerized architecture using Docker and
Kubernetes orchestration, enabling reliable deployment, horizontal scaling, and efficient resource
utilization. The platform is hosted on U.S.-based cloud infrastructure with all data residing within
the United States in compliance with federal and state data residency requirements.

Infrastructure Design Principles

The platform architecture is designed around the following principles: high availability through
redundant infrastructure and failover capabilities; horizontal scalability to accommodate peak
usage and growing data volumes; defense-in-depth security with encryption at rest and in
transit; containerized deployment for consistent, repeatable deployments and efficient
updates; and comprehensive monitoring for proactive issue identification and resolution.

Performance & Capacity

The platform is designed to meet or exceed the performance requirements specified in the RTM:

Performance Metric

RTM Requirement

Platform Design Target

Application Launch

Ul Navigation Response

Direct Data Entry Processing

Standard Report Generation

HL7 Message Response

Concurrent Ul Users

HL7 VXU Throughput

< 10 seconds

< 1 second

< 4 seconds

< 30 seconds

< 5 seconds (95th percentile)

Up to 1,000

200 messages/hour

Designed to meet this threshold

Designed to meet this threshoid

Designed to meet this threshold

Designed to meet this threshold

Designed to meet this threshold

Designed to support without
degradation

Designed to support without
degradation



HL7 QBP Throughput 8,000 messages/hour Designed to support without
degradation

Record Storage Unlimited Scalable cloud storage with no
record limits

Security Architecture

The IS handles protected health information (PHI) and personally identifiable information (PI1)
requiring comprehensive security controls. Our security approach includes:

« Encryption at Rest All PllI/PHI encrypted using » Session Management Configurable session

industry-standard algorithms in the database timeouts, password masking, and session
and storage layers expiration notifications per jurisdictional policy

« Encryption in Transit TLS encryption for all « Firewall & Network Security Maintained per
data transmissions including HL7 messaging, AIRA Security Guidance Considerations for
web application traffic, and AP calls Immunization Information Systems with

« Authentication & Authorization Role-based network and hosting environment protection

access control with configurable user roles, « Anti-Virus & Patching Current critical patch
permissions, and session management per levels maintained in the hosting environment
OWASP best practices with regular security updates

« Audit Logging Comprehensive audit trails « Intrusion Detection Electronic notification to
tracking user access, data modifications, system administrators of unauthorized activity
authentication attempts, and administrative with comprehensive tracking of failed and
actions with jurisdictional admin search and successful access attempts

filter capabilities

HL7 Interoperability Engine

The HL7 messaging engine is a core component of the 1IS platform, supporting bidirectional data
exchange with EHR systems, the Immunization Gateway, and other health information systems.
The engine is designed to:

» Process VXU (Vaccination Update) messages containing patient demographic and vaccination
event data

« Respond to QBP (Query By Parameter) messages with RSP (Response Segment Pattern)
messages containing patient immunization records

« Generate ACK (Acknowledgment) messages with error and warning details for sender review
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« Support data exchange per the CDC HL7 implementation guide and accept the last prior
version of HL7 messages

« Support non-HL7 data exchange formats for bulk import/export operations

» Provide comprehensive message logging, error tracking, acknowledgment management, and
troubleshooting tools

« Monitor data exchange health with configurable alerts for connection issues and error patterns

VTrckS Integration

The platform integrates with the CDC Vaccine Tracking System (VTrckS) via the ExIS (External
Information System) specifications to support:

« Electronic vaccine ordering with rule-based quantity recommendations and jurisdictional
approval workflows

 Vaccine inventory reporting including batch export of inventory, ordering information, and facility
data

« Vaccine return and wastage data submission
« Shipping information receipt and order status tracking

« Automatic ordering capability activation during public health emergencies

Vital Records Interface

The platform interfaces with the West Virginia Vital Records system to receive and process life
event data including birth events (with nhewborn duplicate detection), death events (with date of
death updates), adoption events, and name change events. Matched Vital Record data is used to

update patient demographic information in the IiS, maintaining the accuracy and currency of
patient records.

Data Migration Methodology

Our data migration approach follows a structured methodology designed to ensure complete,
accurate transfer of West Virginia's immunization data:

« Data Assessment & Mapping: Comprehensive analysis of the source system's data structures,

identification of all data elements to be migrated, and creation of detailed field-level mapping
specifications

» Extraction: Systematic extraction of 2.9M patient records, 31.9M vaccination records, and

non-patient data (user accounts, provider sites, organization records, VFC enroliment data)
from the current 1IS



» Transformation & Cleansing: Data format normalization, code set translation, address
standardization, and identification of data quality issues for remediation

» Loading & Validation: Incremental loading into the new platform with automated validation
checks at each stage to verify record counts, data integrity, and referential consistency

« Quality Assurance: Side-by-side comparison testing of migrated records against source data,
statistical sampling validation, and stakeholder sign-off prior to go-live

« Reconciliation Reporting: Detailed migration reconciliation reports documenting record counts,
data quality findings, transformation rules applied, and any records requiring manual review

Accessibility & Portability

The platform meets United States Access Board Section 508 Standards for accessibility, ensuring
the system can be used by people with the widest range of characteristics and capabilities. The
responsive web design renders properly on desktop, laptop, tablet, and smartphone devices and
supports current and prior versions of major web browsers per jurisdictional policy. The
containerized architecture (Docker/Kubernetes) supports efficient installation, updates, and
portability across cloud environments.
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Implementation Timeline & Milestones

Concourse proposes a 40-week (approximately 10-month) phased implementation approach
designed to ensure thorough requirements validation, careful data migration, comprehensive
interface testing, and adequate training before go-live. This timeline accounts for the complexity of
migrating 34.8 million total records, building and testing multiple external interfaces, and training
diverse stakeholder groups.

Phase Weeks Duration Key Activities

Phase 1: Discovery & 1-4 4 weeks PMO establishment, requirements validation,

Planning data migration assessment, integration
architecture, detailed project schedule

Phase 2: System 5-12 8 weeks Platform configured for WV policies, user

Configuration roles, workflows, CDSi rules, reporting,
consumer portal, Oral Health Module

Phase 3: Data 13-20 8 weeks Data extraction, cleansing, migration of 2.9M

Migration & Validation patient and 31.9M vaccination records, QA
validation, reconciliation

Phase 4: Interface 21-28 8 weeks HL7 interfaces, VTrckS, Vital Records, EHR

Development & Testing onboarding, Immunization Gateway,
integration testing

Phase 5: Training & 29-34 6 weeks Admin training, end-user training, VFC staff

Knowledge Transfer training, 11S partner training, train-the-trainer,
documentation

Phase 6: UAT, Go-Live 35-40 6 weeks User acceptance testing, defect resolution,

& Stabilization

Go/No-Go decision, production deployment,
hypercare support

Phase 1: Discovery, Requirements Validation & Project Planning (Weeks 1—4)

The project begins with establishment of the Project Management Office (PMO) and project
governance structure. Concourse will conduct requirements validation workshops with WV BPH
stakeholders to review all 674 RTM requirements, confirm jurisdictional policy parameters (consent



policies, data retention rules, session timeout values, password complexity requirements, etc.), and
document any West Virginia-specific requirements beyond the CDC baseline. This phase also
includes a detailed assessment of the current IIS data structures to develop the migration mapping
plan, an inventory of all existing interfaces to plan the integration architecture, and creation of the
detailed project schedule with milestones and acceptance criteria.

Phase 1 Deliverables

» Project Management Plan PMO structure, governance, communication plan, risk
management framework

+ Requirements Validation Report Confirmed RTM responses, jurisdictional policy
parameters documented

- Data Migration Plan Source data assessment, field-level mapping, transformation rules,
QA approach

« Integration Architecture Interface inventory, connection specifications, testing strategy

« Detailed Project Schedule Phase-level milestones with acceptance criteria and
dependencies

Phase 2: System Configuration & Customization (Weeks 5-12)

During this phase, the IIS platform is configured to reflect West Virginia's specific jurisdictional
policies, organizational structure, and operational workflows. Configuration activities include
establishing the geographic and organizational hierarchy, defining user roles and permissions,
configuring enroliment forms and approval workflows, setting up CDSi forecasting rules per current
ACIP guidelines, configuring standard and ad hoc reporting templates, establishing data quality
business rules and monitoring thresholds, and configuring the consumer access portal. Optional
features including the Oral Health Module and Read Replica environment are also configured
during this phase.

Phase 3: Data Migration & Validation (Weeks 13-20)

This critical phase encompasses the complete migration of West Virginia's immunization data. The
migration follows an iterative approach with multiple test migrations before the final production
migration. Each iteration validates record counts, data integrity, transformation accuracy, and
system performance under production data volumes. Particular attention is given to patient
deduplication quality post-migration, vaccination event linkage integrity, and preservation of
historical audit trails. A comprehensive reconciliation report is produced and reviewed with BPH
stakeholders before proceeding.
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Phase 4: Interface Development & Testing (Weeks 21-28)

All mandatory interfaces are built, tested, and validated during this phase. The HL7 messaging
engine is configured and tested with representative EHR vendor connections. The VTrckS
integration is activated and tested end-to-end for vaccine ordering, inventory reporting, and
wastage/return submission. The Vital Records interface is established for birth, death, adoption,
and name change event processing. The EHR onboarding framework is deployed with test
environment provisioning, transport layer validation, and test message processing capabilities.
Integration testing verifies data flow accuracy and error handling across all connected systems.

Phase 5: Training & Knowledge Transfer (Weeks 29-34)

The comprehensive training program is organized by stakeholder group to ensure relevant,
role-specific instruction:

« Jurisdictional Administrator Training: System configuration, user management, data quality
monitoring, CDSi rule management, reporting administration

» Organizational Administrator Training: Facility enroliment, user role assignment,
organization-level reporting, patient record management

o End-User Training: Patient search and record management, vaccination event entry, inventory
management, standard report generation

+ VFC/Vaccine Program Staff Training: Vaccine ordering, inventory reconciliation, wastage
reporting, VFC enroliment management, VTrckS interface operations

s |IS Partner/EHR Vendor Training: Onboarding process, HL7 message testing, error resolution,
data exchange monitoring

« Train-the-Trainer: Curriculum delivery skills and materials for BPH staff to conduct ongoing
training for new users and IS partners

All training materials, user guides, and knowledge base documentation are delivered as part of this
phase.

Phase 6: User Acceptance Testing, Go-Live & Stabilization (Weeks 35-40)

The UAT environment is provisioned with fully migrated production data, enabling WV BPH staff to
validate the system against real-world scenarios and workflows. Concourse provides dedicated
support during UAT for test execution guidance, defect documentation, and resolution. Following
successful UAT completion and a formal Go/No-Go decision checkpoint with BPH leadership, the
system is deployed to production. A dedicated hypercare team provides intensive post-go-live
support to monitor system performance, resolve any issues, and ensure a smooth transition to
standard maintenance and support operations.



Team Structure & Qualifications

Concourse will assemble a dedicated implementation team with expertise spanning public health

information systems, HL7 interoperability, data migration, cloud infrastructure, and government

technology delivery. The team structure is organized to provide consistent, accountable leadership

throughout the project lifecycle.
Project Team Organization

Project Management Office

Dedicated project manager providing
single-point-of-contact accountability, project
governance, schedule management, risk
mitigation, and stakeholder communication
throughout the implementation.

Data Migration Team

Specialists in healthcare data migration
focused on extraction, transformation,
validation, and quality assurance for the 2.9M

patient and 31.9M vaccination record migration.

Training & Change Management

Training specialists developing and delivering
role-specific curricula for jurisdictional admins,
organizational admins, end users, VFC staff,
and IS partners.

Ongoing Support Organization

Solution Architecture

Technical architects responsible for platform
configuration, integration architecture, data
model design, and ensuring all 674 RTM
requirements are addressed in the system
design.

Integration Engineers

HL7 interoperability specialists responsible for
building, testing, and activating all interfaces
including EHR connections, VTrckS, Vital
Records, and the Immunization Gateway.

Quality Assurance

Dedicated QA team supporting UAT planning,
test case development, defect tracking, and
go-live readiness assessment.

Following go-live, Concourse maintains a standing support organization providing:

« Help Desk Support Responsive support for
system issues, user questions, and
troubleshooting

- Maintenance & Patching Regular security
patches, bug fixes, and platform updates

« Infrastructure Monitoring Continuous

monitoring of cloud infrastructure, application
performance, and data exchange health

« Disaster Recovery Maintained backup and

recovery capabilities per jurisdictional recovery
plan with failover support



« Version Upgrades New feature releases, CDC « CDSi Updates Ongoing updates to clinical
standard updates, and ACIP schedule changes decision support rules as ACIP
incorporated into the platform recommendations evolve
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Requirements Traceability Matrix (RTM) Response
Approach

Concourse has reviewed all 674 requirements in the revised Attachment B — IIS Baseline
Requirements Traceability Matrix and will provide detailed responses in the Vendor Response and
Vendor Comments columns as specified in the RTM format. Our response approach is
summarized below.

Response Methodology

For each requirement in the RTM, Concourse provides one of the following responses in the
Vendor Response column:

« Yes The requirement is supported by the » No The requirement is not supported by the
platform as delivered, without customization platform; accompanied by explanation in

« Yes with Customization The requirement is Vendor Comments column where applicable

supported with configuration or customization;
Vendor Comments column includes description
of the approach and timeline for development
and release

Requirement Coverage Summary by Functional Area

The Concourse |IS platform is designed to address the full scope of the RTM across all functional
areas. The platform's architecture supports all Essential (E) priority requirements across the core
IIS functions — Administer System, Manage Organizations & Facilities, Manage Users, Support
Interoperability, Ensure Data Quality, Evaluate & Forecast, Manage Patient & Immunization
Records, Manage Vaccine Inventory, and Provide Data Access — as well as the non-functional
requirements for Performance, Usability, Reliability, Security, Maintainability, and Portability.

Alignment with CDC IS Functional Standards v5.0

The proposed platform is designed to support all nine goals of the CDC IS Functional Standards
v5.0:

Goal Description Platform Alignment
A Establish and maintain a Encryption, access controls, audit logging, disaster
secure, confidential lIS recovery, and service-level infrastructure
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B Continuously improve IIS Patient matching, deduplication, address validation,

data quality data quality monitoring and business rules

C Promote electronic data HL7 engine, EHR onboarding, VTrckS, Vital Records,
exchange Immunization Gateway interfaces

D Ensure delivery reflects CDSi-aligned forecasting engine with configurable
current ACIP rules and schedule support
recommendations

E Ensure appropriate user Role-based access control, authentication, consumer
access to data portal, policy agreement management

F Support generation and use Standard reports, ad hoc queries, coverage reports,
of IS data data export, public dashboards

G Support federal and VFC enroliment, vaccine ordering, inventory
jurisdictional vaccine management, VTrckS integration, dose tracking

program requirements

H Support response efforts for  Mass vaccination, emergency ordering activation,
emergencies priority group tracking, expedited onboarding
| Participate in emerging Containerized architecture, modern AP1 design,

technologies and standards responsive design, digital vaccine credentials

The completed RTM with detailed Vendor Responses for all 674 requirements is provided as a
companion document to this technical proposal.



Quality Assurance & Risk Management

Quality Assurance Framework

Concourse employs a structured quality assurance framework throughout the implementation
lifecycle to ensure the delivered IS meets West Virginia's requirements and stakeholder

expectations.

» Requirements Traceability All 674 RTM « Integration Testing End-to-end testing of all
requirements are tracked from validation interfaces with production-representative data
through configuration, testing, and acceptance and error scenario coverage
to ensure complete coverage « User Acceptance Testing Structured UAT with

« Configuration Reviews Stakeholder review test scripts mapped to RTM requirements,
checkpoints at each major configuration dedicated vendor support, and formal defect
milestone to verify alignment with jurisdictional tracking and resolution
policies « Go/No-Go Decision Framework Defined

« Data Migration QA Multi-iteration test acceptance criteria and stakeholder sign-off
migrations with statistical sampling, record process before production go-live

count validation, and side-by-side comparison
before final migration

Risk Management Approach

Key implementation risks and our mitigation strategies include:

Risk Area Risk Description Mitigation Strategy

Data Migration Complexity of migrating 34.8M Multiple test migrations,
records with potential data quality comprehensive validation framework,
issues statistical sampling, reconciliation

reporting, stakeholder review

Interface Connectivity = Dependency on external system Early interface inventory, parallel
readiness (EHRs, VTrckS, Vital development tracks, phased activation,
Records) fallback to existing connections during
transition



Stakeholder Adoption

Schedule

Requirements Scope

Diverse user base with varying
technical proficiency

40-week timeline requires
disciplined execution

674 requirements spanning 12
functional areas

Role-specific training curriculum,
train-the-trainer program,
comprehensive documentation,
hypercare support period

Weekly status reporting, milestone
checkpoints, risk escalation protocol,
contingency buffer in UAT phase

Requirements validation workshops in
Phase 1, structured change control
process, prioritized delivery approach
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Addendum Acknowledgment

Concourse acknowledges receipt of all addenda issued for solicitation CRFP MIS2600000001 and

has incorporated the modifications into this technical proposal:

« Addendum No. 1 Addition of pricing pages
(Attachment A — Cost Sheet) that were
inadvertently not included in the original
solicitation. Acknowledged and incorporated
into our separately sealed cost proposal.

« Addendum No. 2 Provision of revised

Attachment B (IIS Baseline Requirements
Traceability Matrix). Acknowledged and the
revised RTM has been used as the basis for
our technical requirements response.

A signed Addendum Acknowledgement Form is included with this submission.

Concourse's Approach

I Bespoke quality, off-the-shelf speed.

Concourse combines deep public sector expertise with modern software development practices to
deliver solutions that meet government requirements without the typical delays and complexity of

legacy contractors.

Security-First Development

Security is at the heart of everything we build.
From architecture decisions to deployment
pipelines, we design with compliance and data
protection as foundational requirements, not
afterthoughts.

User-Centered Design

Our discovery process focuses on
understanding the needs of end users—the
government staff and citizens who will interact
with the system daily. We ensure solutions are
intuitive and practical, not just technically
compliant.



Agile Delivery with CI/ICD API-First & Modular Components

We work in agile sprints with continuous We build reusable, independent components
integration and continuous delivery, enabling that allow for flexible customization, faster
rapid iteration and frequent feedback cycles. integration with your existing systems, and
This means you see your user-specific version future-proof solutions tailored to your needs.

in a fully-operational context early and often,
not just at the end.

Cloud-Native Infrastructure No Legacy Technical Debt
We leverage AWS for scalable, secure We're not weighed down by legacy systems,
infrastructure with modern frameworks ensuring speed and agility in every project.

(including Next.js and React) and streamlined
deployments. We can also deploy on Google
Cloud Platform or Microsoft Azure based on
your requirements.

How We Work With You

» We undertake a collaborative discovery process to ensure we're configuring our system to meet
your exact needs.

» You'll have a dedicated project team working closely with you throughout delivery, and a
dedicated account manager post-delivery to ensure ongoing improvements and questions are
quickly addressed.

» We integrate directly with your team's communication channels (such as Microsoft Teams) to
facilitate faster feedback and more transparent collaboration.

o Change requests and scope adjustments are welcomed—we discuss openly to ensure we're
always aligned with your evolving needs.



Your Project Team

Our dedicated team brings decades of combined experience in technology, public work, and
program management. Each member is committed to ensuring your success with the Concourse
platform.

Thomas Smyth
Yale University, B.A. « 14+ Years in Software - 300+ Municipal & K-12 Clients

Thomas brings more than 14 years of experience building and scaling
technology-driven organizations, with a background that blends strategy, technical
development, and public-sector-focused business growth. He has worked with over
300 municipalities and K-12 school districts, gaining deep insight into the unique
challenges and requirements of public sector technology. After years working across
startups and enterprise software environments, he founded Concourse to bridge the
gap between high-quality commercial technologies and the needs of government
buyers. Today, he leads the company's mission to help agencies procure smarter,
faster, and more affordably through a streamlined, value-driven approach.

Rapolas Binkys

Brown University, B.S. - 11+ Years as Founder & Consultant - Al & Workflow Automation
Expert

Rapolas brings 11+ years in tech as a founder, consultant, and investor. He leads the
full product lifecycle at Concourse: from defining requirements to overseeing
engineering and development. His deep expertise in automating workflows, Al, and
deployments ensures project success. Rapolas has led teams across a broad range
of customers and scopes, bringing a pragmatic, results-oriented approach to building
secure, scalable systems that drive efficiency for the public sector.

Ajay Menon
Duke University, B.S. - 6+ Years in Product Strategy *+ Tech Deployments & Configuration

Ajay brings 6+ years of experience advising tech enterprises on product strategy, with
hands-on experience in technology deployments and configurations. He leads
successful client implementations at Concourse, working closely with agencies to
scope their technology needs and develop innovative, secure solutions. Ajay also
heads the education vertical, ensuring that schools and universities receive tailored,
high-value technology solutions.




Mike Mumma

Georgetown University, B.A. + 10+ Years in Tech & Consulting - Government Technology
& Public Policy

Mike brings 10+ years of experience in tech and consulting, including significant work
in the public sector. With a background in government technology and public policy,
he helps public sector agencies source the best-fit technology solutions while
navigating the complexities of procurement. He brings a consultative approach to
each engagement, built on years of experience working with both fast-growing
startups and structured vendor ecosystems. At Concourse, he oversees customer
success and delivery operations, serving as the primary relationship leader for
strategic accounts.

Kelsey Shaner

8+ Years in Operations + Contracting & Compliance « Full Procurement Lifecycle

Kelsey brings 8+ years of operational experience focused on technology, with a strong
mix of technical know-how and business development skills. She spent time in the
FinTech space before moving into GovTech, where she's found real fulfillment helping
public agencies navigate procurement and implement impactful technology solutions.
At Concourse, she streamlines contracting and compliance processes for SaaS
projects, aligning configuration, documentation, and reporting with agency
requirements and SLAs. Kelsey manages the full procurement process from initial
opportunity through contract award.



Concourse

Government Technology Delivery Experience

Concourse has successfully delivered technology solutions to government agencies nationwide.
Below are relevant examples of our work:

State of Oklahoma

Delivered a statewide solicitation and contract management platform for the State of Oklahoma,
powering 600+ state agencies and municipalities to manage statewide contracts, solicitations, and
usage reporting across 3,000+ suppliers. The platform features centralized oversight of mandatory
statewide contracts and agency-specific agreements, streamlined bid processes serving multiple
agencies, and a unified vendor portal with integrated financial and fee tracking. Implementation
completed in under 60 days, demonstrating Concourse's ability to deliver complex,
multi-stakeholder government platforms at scale.

City of Owosso, Michigan

Built a community engagement portal enabling City Hall staff and city agencies to communicate
more effectively with citizens. Features include surveys and feedback tools, a map-based 311-style
system for citizens to log concerns with geographic location context, and streamlined workflows for
city staff to track, triage, and respond to submissions. Demonstrates Concourse's capability in
building citizen-facing portals with map-based reporting — directly analogous to IIS consumer
access and geographic coverage reporting.

West Virginia Department of Health & Human Resources

Provided Udemy Business cloud-based learning platform to the West Virginia DHHR — the same
parent agency as the Bureau of Public Health issuing this IS solicitation. Deployed 101 licenses
for the Office of Management Information Services, supporting workforce upskilling and
professional development through on-demand, self-paced learning across technical, business, and
soft-skill domains. Demonstrates an existing, successful delivery relationship with the buying
organization.




West Virginia Office of Technology

Provided Virtru for Email with Data Protection Gateway and Virtru Secure Share to the WV Office
of Technology, deploying enterprise-scale email encryption and secure file transfer for 2,750 users.
The solution provides centralized policy enforcement, granular access controls, and audit logging
to protect sensitive information — directly relevant to the HIPAA/PI security and non-repudiation

requirements of the 1IS. Demonstrates enterprise-scale security deployments within West Virginia
state government.

Maryland Health Benefit Exchange

Provided Pingldentity (ForgeRock) access management, directory, and identity gateway modules
for the MDThink healthcare exchange platform. The suite provides centralized authentication and
authorization with adaptive risk evaluation, federation, and push-based authentication scaled for
25,000 internal access modules and 1.5 million external identities. Directly analogous to IIS
multi-tier user management spanning jurisdictional administrators, organizational administrators,
provider users, and consumer access.

Company Information

Company Name Concourse Tech Inc.

Contact Person Kelsey Shaner, Contracting & Compliance Lead

Phone (646) 305-9964

Email sales@concoursetech.com

Address 169 Madison Ave, Suite 15520, New York, NY
10016

DUNS Number 119359641

CAGE Code 09E17



Concourse

The information confained in this document is proprietary and confidential. We reqguest redaction of all proprictary
and confidential information in response fo any open records requests. © Concourse Tech Inc. 2026. All rights
reserved,
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BID RECEIVING LOCATION

BID CLERK
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Vendor Name : Concourse Tech Inc
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City : New York
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ADDITIONAL INFORMATION

THE STATE OF WEST VIRGINIA PURCHASING DIVISION FOR THE AGENCY, DEPARTMENT OF HEALTH, BUREAU OF
PUBLIC HEALTH- EPIDEMIOLOGY SERVICES, IS SOLICITING PROPOSALS TO ESTABLISH AN OPEN-END CONTRACT
FOR AN IMMUNIZATION INFORMATION SYSTEM (IIS) PER THE ATTACHED DOCUMENTS.

***ONLINE RESPONSES ARE PROHIBITED FOR THIS SOLICITATION***

**QUESTIONS REGARDING THE SOLICITATION MUST BE SUBMITTED IN WRITING TO CRYSTAL.G.HUSTEAD@WW.GOV
PRIOR TO THE QUESTION PERIOD DEADLINE CONTAINED IN THE INSTRUCTIONS TO VENDORS SUBMITTING BIDS***

INVOICE TO

SHIP TO

HEALTH AND HUMAN RESOURCES
BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE
350 CAPITOL ST, RM 206

HEALTH AND HUMAN RESOURCES
BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE
350 CAPITOL ST, RM 206

CHARLESTON WV 25301-3717 CHARLESTON WV 25301-3717

us us

Line Comm Ln Desc Qty Unit of Measure Unit Price Total Price
1 Software

Comm Code Manufacturer

Specification Model #

43230000

Extended Description:
See attached Cost Sheet - Attachment A.

Vendor should clearly identify and segregate the cost proposal from the technical proposal in a separately sealed envelope.

**** Online responses have been prohibited for this solicitation. Follow all bidding instructions.

SCHEDULE OF EVENTS
! Line Event Event Date
2026-02-17

i VENDOR QUESTION DEADLINE
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e s e

Date Printed: Feb 10, 2026

Page:

2 FORM 1D: WV-PRC-CRFP-002 2020\05
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ADDITIONAL INEORMATION. .

THE STATE OF WEST VIRGINIA PURCHASING DIVISION FOR THE AGENCY DEPARTMENT OF HEALTH BUREAU OF
PUBLIC HEALTH- EPIDEMIOLOGY SERVICES, IS SOLICITING PROPOSALS TO ESTABLISH AN OPEN-END CONTRACT
FOR AN IMMUNIZATION INFORMATION SYSTEM (lIS) PER THE ATTACHED DOCUMENTS.

***ONLINE RESPONSES ARE PROHIBITED FOR THIS SOLICITATION***

=*QUESTIONS REGARDING THE SOLICITATION MUST BE SUBMITTED IN WRITING TO CRYSTAL.G.HUSTEAD@WV.GOV
PRIOR TO THE QUESTION PERIOD DEADLINE CONTAINED IN THE INSTRUCTIONS TO VENDORS SUBMITTING BIDS***

[INVOIEETTE 3 , %
HEALTH AND HUMAN RESOURCES HEALTH AND HUMAN RESOURCES
BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE
350 CAPITOL ST, RM 206 350 CAPITOL ST, RM 206
CHARLESTON WV 25301-3717 CHARLESTON WV 25301-3717
us us
Line Comm Ln Desc Qty Unit of Measure Unit Price Total Price
1 Software
Comm Code Manufacturer Specification Model #
43230000

Extended Description:
See attached Cost Sheet - Attachment A.

Vendor should clearly identify and segregate the cost proposal from the technical proposal in a separately sealed envelope.

+ Online responses have been prohibited for this solicitation. Follow all bidding instructions.

Event Date
1 VENDOR QUESTION DEADLINE 2026-02-17

Date Printed: Feb 10, 2026 Page: 2 FORM ID: WV-PRC-CRFP-002 202005



SOLICITATION NUMBER : CRFP MIS2600000001
Addendum Number: 2

The purpose of this addendum is to modify the solicitation identificd as
(“Solicitation™) to reflect the change(s) identified and described below.

Applicable Addendum Category:
[ ] Modify bid opening date and time
[ | Modify specifications of product or service being sought
[ | Attachment of vendor questions and responses
[ | Attachment of pre-bid sign-in sheet
[¢'1 Correction of error

[ | Other

Description of Modification to Solicitation:
1. To provide a revised Attachment B

No other changes

Additional Documentation: Documentation related to this Addendum (if any) has been
included herewith as Attachment A and is specifically incorporated herein by reference.

Terms and Conditions:

1. All provisions of the Solicitation and other addenda not modified herein shall remain in
full force and effect.

2. Vendor should acknowledge reccipt of all addenda issued for this Solicitation by
completing an Addendum Acknowledgment, a copy of which is included herewith.
Failure to acknowledge addenda may result in bid disqualification. The addendum
acknowledgement should be submitted with the bid to expedite document processing.

Revised 6/8/2012
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immunization Information System (IIS] Baseline Requirements Traceability Matrix (RTM)
Update Released July 2025

This requil bility matrix (RTM} Ins draft baseline functionat and functional for an fi f system {1IS). The requirements
clarify mi P for what 115 technology must do and how {t must operate to support 115 Functional Standards and and i kehold:
needs. The fi f describ ded beh of an 115 to suppert business processes and tasks, by function and The fi r
convey technical requirements refated to hew a system must te, by and sub-ch istic. An embedded IS Fi Model p a visual of the
core functions, capabilitfes and attributes of IS and serves as 2 to the requls
This RTM Is ded to be used by prog asa starting paint for the procurement of an IIS platform, medufe or enh The RTM should be used

f L the system d life cycle {SDLC) to ensure requirements are met in a final product or system. Immunization programs and 1S may also use the {IS Functional

Madel and the requirements within this RTM to help 2ssess and identify gaps in current IS functions, capabilities and technical quality and provide a roadmap for future
development within or across Jurisdictions,

Contents

Guidénce: Using the RTM  Step-by-step guidance and helpful hints/notes for using the RTM as part of a procurement process.
fi 1] § Oraft 15 Functional Model [FM), a visual depiction of 1S functions and capabilities and attributes.
£M Descriptions D of the lIS Functlonzl Model functions and capabilities and attributes; also prevides an indication of total req: by function/categ
ATM formar Description of how the RTM Is structured for ion of the

Requirements by Function/Grouping:

Admin System Requirements related to the function: Administer System

Mansge Orgs Requirements related to the fi ge O and Facilities

Manage Users Requirements related to the function: Manage Users

interogy Requirements related to the f : Support perabili

Pata Quality feguirements related to the function: Ensure Data Quality

Evaf Forecust Requirements related to the function: Evaluate & Forecast

M I d Requirements related to the i M; Patient & Records

Mzpagre Vaccine inventory Requirements related to the : M Vaccine v

nts Access Requirements refated to the function: Provide Data Access

HNon-functions! Technical across key

Glosspry Uist of terms used in req and their defj

Crogswialk to BS Compare the Functicnal Model to the |15 Futictional Standards (£S)

PUBLIC HEALTH
INFORMATICS

INSTITUTE



Guldance for leveraging the RTM workbook In a procurement
Suggested steps and helpful hints for immunization programs and 1IS when using the IIS Functional Mode! and requirements within this RTM as part of a procurement and system
development life cycle.

1. Identify the scope of the procurement

-- Are you looking to procure an IIS platform or a specific module or enhancement?

-- Identify which functions and capabilities within the IIS Functional Model may relate to your project scope.

-- What technologies/systems do you have access to within your jurisdiction that will fulfill certain functions/capabilities/requirements?
-- What technologies/systems will need to be integrated with the procured solution?

-- Use the RTM to identify the requirements in scope.

2, identify stakeholders/representatives to be included in the requirements review and validation process {and will be included in user acceptance testing)

-- Include people that do the work, i.e., staff from across the IS and immunization program who will be using the system/module/enhancement being procured.
- Include representatives from IT, as appropriate, e.g., a jurisdictional IT security officer.

-- Consider validating requirements with end users to ensure completeness and accuracy and to inform prioritization.

- Engage with the procurement office early in the process to fully understand jurisdictional requirements, policies, templates, approval processes, and timelines.

3. Gather existing business process documentation for reference
-- Gather standard operating procedures, documented workflows, business process analysis documents, help desk and tickets.
-- These materials will assist in the review and validation of the requirements within the RTM.

4, Kickoff the requirements revlew and validation process

-- Identify reviewers for the functions and requirements within scope, considering individuals' subject matter expertise.

-- Schedule and conduct a meeting with all stakeholders/reprasentatives to discuss the requirement review and validation plan.
-- Introduce the Functional Mode! funictions, capabilities and/or attributes in scope.

-- Orient the group to the RTM format and contents, including the glossary of terms.

-- Review the project schedule and individual responsibilities.

5. Review and validate requirements
-- Review the requirements by tab with the appropriate program staff and/or impacted stakeholders (consider daily facilitated review sessions). Review the requirements based
on current issues, concerns, challenges to ensure/mitigate current issues, concerns, etc, (using documentation gathered in step 3).
-- Discuss and define jurisdiction-specific needs and requirements. In particular, consider requirements that include 'as per jurisdictional policy,’ those Indicating 'user-defined
parameters,' and non-functional requirements where jurisdiction-specific values should be entered.
-- Validate the requirements in terms of their:

* Completeness and accuracy: add jurisdiction-specific requirements in a separate tab (included in the RTM workbook) or as additional rows in the appropriate existing tab.

* Clarity: offer clarifications as comments in the "Comments" column. CDC strongly recommends not altering the wording of the requirements in the RTM.

* priority: CDC strongly recommends that values listed in the "Priority: E, O (essential, optional)” column remain as is unless jurisdictional law/policy says otherwise.

6. Approve the final set of requirements
-- Gain approval of the final requirements from program and jurisdictional IT leadership, as appropriate.
-- Use the "Req. #" column on each tab to assign a unique identifier, which will facilitate traceability throughout the development lifecycle.

o

P



7. Include the requirements in the solicitation to inform vendor setection.
-- Conduct a final re-validation of the requirements: what has changed? Are the requirements still accurate and relevant? Have any priorities changed?

- Work with your procurement office to ensure your requirements are incorporated into your solicitation. Attach or otherwise incorporate the RTM or requirements listing based
on jurisdictional policy.

- Provide instructions for solicitation respondents to comment on each requirement, using the "Vendar Response” and "Vendor Comments” calumns.
-- Review responses and conduct due diligence to determine a solution/vendor that best meets your needs.

8. Work with the selected vendor on configuration and specifications, as neaded.
-- Ensure that your essential requirements are met,
-- Review vendor system documentation to determine potential gaps for future consideration.

9. Test the delivered solution to ensure requirements are met.

- Refer to the vendor documentation to control the quality and completeness of the procured solution in meeting the requirements within the RTM.

-- Add columns to the RTM for further traceability of the requirements through the SDLC. For example, ‘Script #' and 'Tester' columns can be included to ensure each requirement
has a corresponding test and tester during user acceptance testing.

-~ Identify individuals who will be involved in user acceptance testing; ensure these staff are prepared for the testing process and know how to document testing results.

10. Update business processes & documentation, as needed
-- Update standard operating procedures to reflect and refine staff interaction with the new technology.

-- Be sure to train internal staff as well as external end-users.

Helpful Hints and Notes

-- The RTM can be used in conjunction with requirements definition tools, such as task flow diagrams. {For more information an PHIl's Collaborative Requirements Development
-- On each tab, high-level requirements are shaded in blue; rows beneath each high level requirement provide further detail.

jurisdiction name.

-- Tabs can be added to the RTM to encompass business processes or business rules within the workbook.

-- Columns can be added to the RTM for further traceability of the requirements through the design, build, test and release activities. For example, a 'Script #' column can be

-- To be most effective in tracking a solution that meets program requirements, the RTM must be maintained throughout the system development life cycle.

differentiate those required for Day 1 and those that could be delivered in future releases.

-- Cansider using an additional priority designation of 'R' for 'Required by Law’ to indicate requirements that stem from jurisdictional laws/administrative rules. Provide a
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8, Immunization Information System (lIS) Functional Model

The lIS Funclional Model presents a framework and terminolody for conveying and communicating the care runclians, capahilities and attributes of 11S. These systems,
whether as 4 single integrated IS or as a set of Interoperable modutes, support public health immunization programs ir achieving the CDC IS Functlonal Standards®
and in providing trusted data and information to improve clinical immunization practice, increase vaccination and reduce vaccine-preventable disease.

The mode! also serves as a companion and index to thé I1S Baseline Requirements Traceablilty Matrix (RTM), which provides detailed requirements acrass IS
functions, capabilities and attributes. The RTM and other requirements tools can be found at phil.org/lis-requirements.

These functions and capabilities represent core functionality of |S. Refer to the IS Baseline RTM

HS Core Functions and Capabilities

for descriptions and functional requirements associated with each.

Administer System

Manage Organizations & Facifities

Manage Users

Hierarchy configuration
System configuration

Suppert Interoperahility

User roles & permissions |

Organization/facility VFC/vaccine program User search Authentication &
System alerts search enroliment Add, edit, inactivate yser  3uthorization
| Add, edit, inactivate Organization/facifity Password management
organizationfiacility outreach

Ensure Data Quality Evaluate & Forecast

Onboarding
Interfaces

Manage Patient & Immunization Records

Data exchange Patient matching

& deduplication

Vaccination event matching
& deduplication

Clinical decision support
Reminder/recall

Coverage reports

Manage Vaccine inventary Provide Data Access

Patient search
Add, edit patient
demographics
Patient status
Patient consent

Add, edit patient Vaccine inventory search Vaccine inventory Standard reparts Ad hoc queries & reports
immunization Add, edit vaccine inventory reconciliation Print/export reports Consumer access
Print/export record | Vaccine ordering Vaccine transfer
Mass vaccination | Review/approve order Vaccine wastage |

| - Vaccine decrementing Vaccine expiration

lIS Attributes

Performance
Efficiency

* Time behavior
* Resource utilization
» Capacity

These attribules represent the technical characteristics of an 1IS necessary 10 support immunization pragrams and stakeholders.
Reler to the 11§ Basellne RTM for descriplions and nan-functional requirements associated with each.

Usability Refiability Security Maintainability Portability

= Operability
= User error protection
= Accessibility

+ Availability
* Fault tolerance
* Recoverability

» Confidentiatity
* Non-repudiation
+ Accountabilily
» Aulhenticity

= Analyzability

« Adaptability
» Installability

= httpm/frewwedc.gov/vaccines/programs/ils/ func-stds.htmi

This resource was developed by the Public Health Informatics Institute in 2020, In ceuaboratton wllh AIRA and CDC, wllh financial support from
€DC under Cooperative Agreement number 6- NU3BOTO00315. Questions, ts and are al phii.

Qf




IS Functional Model descriptions

Admin. Adr
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of global system Hierarchy Configuration -~ ability to create hierarchy that informs the geograp levels within the jurisdiction and among orgar , facilities, p d
System System settings and alerts, includingset Sy Conflgurati -~ ahility to define system-wide settings, such as management of code tables
up of user rales and permissions.  User Roles and Permisslons  — ability to define and manage user roles and use role permissions to perfarm a function, activity or task
System Alerts -~ ability to broadcast communication to (IS users viewable upon logging into the system
Manage Orgs 83  Manage M of orgi ions and Organization/Facility Search -- ability to look up and retriave an organization or facifity account
Organizatlons  facility accounts, Add, Edit, Inactivate ~ abllity to add, edlt or inactivate an organization or facility; ability for an organization to initiate enroli and re-enroll inthe IS
and Facllitles VFC/Vacrine Program -- ability to enroll and roll a provid In VFC and//or other vaccine program(s)
Organlzation/Facllity -- ability to with org ffacility rep
Manage Users 35 Manage Users M| of user User Search -- ahility to define parameters to fook up and retrieve a user account
Add, Edit, Inactivate User  — ability to add, edit or inactivate a user account
Authentication and -- ability to validate a user’s Identity, entity and system permissions
Passward Management -- ability to administer, change aned reset user passwords
Intergn 65  Suppornt Manage interfaces to exchange  Onboarding -~ ability to establish/re-establish/modify an interface with another information system for the h of d phic and/or ]
Interoperabliity  data b the IS and other  Interfaces ~ abllity to facilitate electronic data exchange with other information systems, Including EHRs, VTrekS, jurisd vital records, and the 12 Y
systems. Data Exchange = ability to exch data electr ity and and troubleshoot data exchange
Data Quplity 32  Ensure Data Deduglication and ik of Patlent hing and ~ ability to Identify and ge duplicate and p | dugpfi patient d
Quallty records, Vaccinatien Evant Matching - ability to identify and duplicate and p entries
Eval Forecast 64  Evaluate and Determine the validity of past Clinical Declslon Support -~ ability to eval and fi ‘ izations for a patient per ACIP guldelines and in alj with CDSI specificati
Forecast Immunizations administered asa  Remlinder/Recall -~ ability to identify and notify patlents who are due for upeoming Immunizations (reminder] and/for are past due {racalf)
basis for determining Coverage Reparts - ability to create reports to support immu B at the pi and geographic levels Including reports for the CDC's VFC
Manage Ptiz 83  Manage Patiant M patient demographics and Patient Search - ability to look up and retrieve a patient record
Record and patient immunization record. Add, Edit Patient - ability to add, edit or inactivate  patient record
immunization Patlent Status -- ability to manage the assignment of a specific patient to 2 grovid g or jut
Records Patlent Consant « ability to manage patient agreement to participate In the 1S In dance with jurisd policy
Add, Edit Patient - ahility te add, edit an immunization record
Print/Export Report - ahility to print or export either a patlent or immunization recard
Mass Vaccinatian - ability to capture a large volume of demographic and data in Y
Mangge. 87 Manage Vacdne  Order publicly-purchased vaccine  Vatdine Inventory Search -~ ability to laok up and retrieve vaccine doses in inventory
Vacane v Y and ge vaccine | Y- Add, Edit Vactine fnventory -- ability to manage vaccine inventory, including ordering, storing and handing, and reconciliation of vaccine doses
Vaccing Ordering -~ abllity to order publicly funded vaccines as authorizad
Review/Approve Order -- abllity to review, edit, and authorize an arganization's vaccine order for approval, submisslon and fulfillment
Vaccine Bosa Dacremanting - abllity to automatlcally decrement vaccine dasas fram inventory whan matched vaceine dosas ars reported as sdministered
Vaccine Inventory -- ability to maintain an accurate count of vaccine dases avallable based on doses admi ed, wasted, ferred, and expired
Vaccine Transfer -- ability to transfer vaccine from ane VFC provider org: ion to her In certain situati
Vaccine Wastage - ability to manage nonviable vaccine reporting
Vaccine Explration -- ability for notification and Bt of vaceine y expired and due to expire
Data Access &5 Provide Data Pravision of access to data and Standard Reports -~ abllity to g te pr fig reports ble and ble in the IS
Access information. Ad Hoc Queries and Repiorts - ability to create, save and schedule data quaries and customized reparts on damand
Print/Export Report -~ ahility to generate data to print or use in cther systems
Consumer Access ability for

t authorized consumers to directly access 115 data for which they are authorized
30 :.:..-‘F..‘....J. ’ — :.! I - ‘—'-'1.—.:', .- il Deser

L _— Al A
Time behavior ~ degree to which the response and processing system,

|URL 4=,

, when p

functional the amount of resources used Resourca utlilzation -- degree to which the ts and types of used by a preduct or system, when perf B Its functions, meet req

under stated condltions. Capacity - degree to which the maximum limits of a product or system parameter meet requirements
Usability Degree to which a product or Operabllity - degree to which 2 product or system has attributes that make it 2asy to operate and control

system cen be used by specified  User error protection ~degree to which a system protects users against making errors

users to achleve specified goals  Accessibllity --degres to which a product or system can be used by people with the widest range of characteristics snd capabilities to achleve a specified goal Ina
Rellability Degree to which a systam, product Availabliity -~ degree to which a system, product or pH Is op | and ble when req i for use

or companent performs specified  Fault tolerance -- degree to which a system, product or component of; asi ded despite the g of hard ar sof faults

functions under specified Racoverabllity ~~degree ta which, in the event of an interruption or a fallure, a product ar system can recover the data directiy affected and re-establish the desired
Security Degree to which a product or Confidentiality —degree to which & product or system ensures that data are accessible only 10 those authorized to have access

system pi Infi and N pud —degrae to which actions or events can be proven to have takan place sa that the svants or actions cannct be repudiated later

data so that persons or other Accountability - degree ta which the actions of an entity can be traced uniguely to the entity

products or systems have the  Authenticity ~ degree to which the Identity of & subject or resource can be proved to be the one claimed



1IS Functional Model descriptions Retum to Cover Page

Capabllity Dezcription

Tab Name H ol Regs Funetion
Maintalnabllity  Degree of effectiveness and Analyzability - degree of effectiveness and efficiency with which it Is possible to assess the impact on a product or system of an Intended change to one or more of its
Portabllity Degree of effectiveness and Adaptshility — degree to which a product or system can effectively and efficiently be adapted for different or evolving hardware, software or other operational or
efficiency with which a system, Installability - degree of effectiveness and efficiency with which a product or system can be successfully installed and/or uninstalied In a specified environment



RTM Format R v P

Vendor response; Yes, Ventlar conment(s}
Yes with If Yas with customization: Indicate
custormization®, No  the anticipated cost and tinteline far
*Comment required devefopment and refease,

[Capability/attribute {detalled requirement] --Suggested jations for the req . |[R notes related to: [Draft priority
from the name, e.g., 'System --tndication of relatianship to 2 priority crass- ~0 of the req {in terms of its deslignation, e.g.
pravious Configuration’] functional need such as mass vaccination or school  |associated capability end/ar function) "E"]
version of reports. - Wording of the requirement
|the RTM ar -~ Mise thoughts)
newly
added.

*Numbering/identification ef individual requirements will oeeur at the very end of the review and revision process, once requirements are final.

**Priority designations:

E: I: Baseline, criticaf req reflective of core fi lity/attribute for a viable 1S as defined by CDC.
O: Optional: Not essential for all IIS as defined by CRC.

** Rows highlighted in blue indicate 2 high-leve! requirement



Fonction: Administer System

Hisarchy Configurstion | ability 1o assaciate wserls] to 4 faciliy

Hi ation to avsociste chnesan(y) to & leality

Hievarchy atien | ability 1o sssodate i 1o an
n | esidiy 1o Ie dats acrnss user-gefined hierarchiey

tem Configutation for ol admin lo malntain separate VEC 1 Inventary in the IS

¥ Configurabion  [ability for jurisdictionsl sdmin to maintain separate jurisdiction supplied inventory

Configuration | ability lor purivdictional sdemin to maintain sle private slock inventony

tmm Comfiguration foe i sfmin to updase NDC codes E

iom Configusation fior il sdmin to y CVX cades E
System Conflguration fou jurisdictionat admin ko update MVX codes E
System Configuration  |ability 1o divglay an error message in the wer nterlace when uuuﬁﬂhnﬂlm_

System Configurstion | sbility 10 standardize addresses per US Povtal conventoos and codes

ISpnm Configurstion  |ability 1o verdy validity of sddredses (a5 valid USPS addresves] in the IS through dn:nni(mu-l (8- Hmmuﬂ

System Configuration_|ability 1o geotods addresses

Systam C ability lo validete arcurste suip of address ta an through lc meant (e, LevisMeis)

System Configurstion  [abllity for jurisdictionsl admin to madify fscility tyaes according to Immuniraion program descriptions and COC VFC Program descriplions
Systemn Configuiation |ability for jurndictional admin to configure rules geveming data validation of i HLT mesvages

System Configuration flity 10 configure an suthariation g 4 as per jurndictional policy

[Systeim Configutaton _|abiify to configure 3 use agreement a5 per juriud

poley
ability to display age in yeatimonth/diy lormat in sll spe diiplay Beldy [e.g., 2 vean, & months, 3 danl

|System Configuiation | sbiity to provide optional calendar to sebect 2 dite in 3 web cllent

System Configuration | abllity o add patient priotity group indicators

mlmlo|m|e|a|m|m|c|m|m|m|m

Svneann uminn Mnhmndlhmhmadwm p indicaton

vnu:munﬁ;m n |wpnnl-.-lunlﬂmh iy hmmlnlw datn qualit
- T pursdictonal admin 10 modity business rules for manits dats qualty
tmﬂrulu-lun e 1 SUEE  aporovsl of 1ejection of snioliment fotm baved on feview of compited Nrids
aumm sanage rules-baved logic fos approwal or rejoction of enrgliment form

lqmcunﬁmlmn ty for mﬂmmumnm!mlmmmmmmum

-w Tor jutisdictional sdmin to madify an enoliment fotm

thmmnggm Whmuﬂmnﬂum Informatian i the 115 with the informstion on the snrollment form when creating o new Lacility in the 15
o]

Q|C|m|m|m|m

System Configuistion  |abiliry bo sut the imformation in the (15 with information on the snroliment fnim when & new arpanication i the 115
tem ration  ability In whfecive duies 1o vecone nibe )
System Configeration | abiity 1o mcorporate new vaccines per ACIP into the v m E
Configusation fot wilmin to configure the number of search results to be dliplayed per ictional poficy E
System Configuration  |ability for jurisdictional ssmin 1o uired parameten for wearches [3
User Rales and { ‘*.;.mmumhumwmmmu

User Rofes and Per ability for Wlu.llnll admin 1o modify uier m«mmunmw.

E

E

Uier Roles and Pen (ability for jurisdictional admin ta inbeivate wet 1oies E
User Roles and Permix: fos jurhdictional sdmin 1o siond 10 115 -‘dlnlusggn:mrmh E
User Roles and Tor jurndiciional sdmin to restrict lity by user rofe E
User Roles and ot sddmin (o restrict suthorized uter acceit 1o dats based oa user rote E
User Roles and ability for admin (o enable access 1o standard reporn baied on wier roke E
User Roles and sbility Lo automal L all uvers av 10 & role based on changes made 1o the “master” role attributes E
System Alerts 1o view global m uj ng inlo the lon E
tem Alerts albiity fior jurisdictional admin 1o add_system alarti for apecific 1S aien (o view whan Into ap [)
System Alerts for jurisdictional admin to sdd E
System Alerts lor jurisdictionsl admin to edit E
E

|sm|mAk-m abiility for 18l admin 1o insctivate global meiteper




lon/Tatllity mbnwmnmummnmm

acllity | abiiity 19 tloat and re- enter tosrch critarie whiem searchieg for an organistian/acility

Add, Tt insstivaie ability far Fram unauthetied 2 aetd WS enadrren infarmanion anlne E
Add. EdL. tnactivale  [ability bor Tramm unsytharised oy ta submil i) enrofiment informatian oniing E
Add, Edit, Inactrvate ibility far applicant frarm unauthomaed erg to wve pompiete 115 paralimear 1mForm lan Q
[ Add. €A Inactivate  |ability lov aspiizant frem unsutharized erg bn returm (2 8 parilsily camplate i1 enrodmer micrmatian L]
Mg, e, fractivate |ty ta prevent submission rtr i when requined fiekdisl e maning E
Add, EhL imactraste m»-hm—mmmmﬂnmhmmmmp;mmmmm E
(Rdd_tdn, Inactvate | | 595ty 0 electrenicaliy motify anpheant that RS enrolinent B sabe el E
A3, a1 inactivale | bty for spsicant Iram ymsutharted org s w6t rejected HS anrolmant infssmafion E
[Add, L1, imactivate | shiliny bor apavicant Iiom wnsuthoriced ong to revsmil 4 o S enrelment E
. wmﬂmmww!ﬂum“ﬂu _9
tl-wlu adonin 1 manege organization/Teciity {15 snralimes! statut
sdmin ta lnsctinte an arganitaticn

nlumn rindietinn el sdimin 13 reactivate an organicstion

statu for an ang il

admin ta inactivate o ity

i admin to reactivate  facilvy

(449, £, tnactivate [ ability for furisdichonal dmin 1o slivetanically appraes 15 enrallment

ity b Include reanan for ref 1g 118 amrdimest of an arganization

Ihmhﬂmmﬂhlmmmm-nrm ang wilh the seesan

umhmmumumm srganization

w|m|m|mm|m|m]| ol m

ablliry lor pundictianal sdmin to edit ssacistion batwesn o feciity an srganriation

shifivy to verw multple unigue facilty Uie 108 Mssciated with 3 garticidar faciity (10 Fikiate matching of Tacitios babwean tha 15 and other dats systeme]

E

[ Add, Edit, inactivate ity for Jurisdictionsl adrein to madify 3n crgasiiation record 3
Add, L, tnactivate abllity for jurlsdictional admis to sdd 8 E
| Add, L4, Inactivate gty for jurisdictionsl admin ta madity » laciity incond E
LTy 10 automaticaiy genetate unigus facility 1510 E

abitity far jurisdicional sdrrin 1o assctate a facliity 1o an crganization 3

€

E

abifity to capture 3 laciliny's matlng addrens

atility 1o capture s licily s hizpirg sddren

SETIRY 10 entef cantact intarmation for the Laoiity contact

ability 18 entes contact infarmation for an eotanal contac

o inifizata il bn organigation/Taciity is & Tte where immunisalong are sdmnkitered

abvlliny to ingizate ¥ sn erganiemion/facity b o wite where vastine are Wored for redirbution

ability Lo trer documents 1 e.. snrelment/s ey and handiing borrewing, temperature ioge wastage, eic | v file folder per poticy

abiuty for jurisdicunnsl admis 1o retriess ehectranic fitey from provider e foldes

ability for jurivdictionat admin to recerd aates redsted to & orgnnitationfleciivy

ity (0 flat 40 organization 41 Barticioatieg in VEC and/ioe other vuat defined viczine pragramis)

1 retritvr avon/taciiy information fram scanmed forms and sutematically 1l requited ditd ields with retrieved information

1 ww-uimunl: sty for vaccine program enreliment

10 3CT#2s the VICLING BrOETAM Sgreamant in 3 swgarate windaw (10m the vaceine peogram erroilmant
a ability ta provids link to the blank lorma pragram aranlimant form

L/ Vaccne anm ity For the furitdictiansl wiccine program sémin to sialgn a VIT pin aumber b s newly saralled WIT il

wmmmnmmmmm il b record lemprratuim

\FE/Vactine Brogram | ability far the fu ional vaceine program sdmin 1o decument that a faci muumnunmnmmwmmmmm

m Muwlhmmwmmmm 10 apgrove & vazeing ervailirman

m ahilley tar the [wrisdictlanal vacdine program admin 1o enter an mdlﬂ-rlmn ram enrsliment

shillty for the rtianal vecelse pro dﬂ-hmﬂmmm nigram facilify has a reuiifne and emegency vaoing management plan

(VTC/Vacrine Pragran | ability for 1 |uriedictional waceine p itmin to documant thet 2 facility puticpsting In VFC has & VIC Coordingtar snnual training certiticsty

-l Mh]wﬁﬁhﬂimm“hmmnlﬂwmahwrmtmmr-nuilrﬂuunllknu

Far the |urirdictisnal vacoine oragram admin to sdd commuents during the vacting crogram oaraliment o procass

ﬁwwmwmwm ciliry to indocate the nurmbier of vecring st units bairg montared

mumhmmm-mw f vacone st T B ing monitnred

10 regquire the sacoine o tacitity to indfeate whethar they stere Vargels snd MMV vactine

mum-mumhummmm

fr ko anber comtact Inkarmatizn for the fadity Baciup Viectine Coondinator

m ity 10 witer contact infarmation for the feclity vacoine program Agresment Sgnatory

[VECSvatcine Program | ahiaity 16 c3Turs 1he day of the weeh that s vacxine program aciily ma faceres vscting thipmants
m 1o eastury Lhe L that § vacsing pragrm facity may Mmosive vacoine Wpments
mu tormaticafly turn oM vacting cazakisties lar 3 Bacility thin does rol have 8 us-10-Gate vaccine orogram snroiment
'1a captune regusred informatian fer VFC chnician: Lent first nanme, tithe, medical Beenus number, NP numbes, xtill sctive with {sclity, sre they & tgnatory, speclalty (17, Pedi)

.wnummm|hmmmm:mmmmmummum.mmmmmmumm
Taiser

[T/ Vaccine Pregram | abviity for i5 s4uil s reirievs slecer Irom srganistionhaciiny

\I!U\an!m umummum.ﬁumummnu_.u-_m_ 'ummmmm




Funciton: Monags Ormilyations wd Fackities

ity Lo abectronically nobity & Lacity VG vacting program coondinator of an uncoming need for VEC/vacdne program re-sntsdmant

Veador response. Yas, Yes
with customization®, Ha
*Comment requred

Vendor comment(s)

i Yes with customizstinn: lndiate the articipated costand
timating for development and release.

Wiy for the jursdictionat vaceine peogram admin to modify the date for online fenewal electronic notification far #ch vustine program (aginy
[VIE Vacone Program_|

> infity bo suspend oviering capabliitis for a faciiity pending appeovil of vaccine program

abd vy to e actiente Aapabiiied for u Lciny whan & viciine progrem pnralmeni b sgpioeed

Graanisstion/Factiey __|sbily to send a finsl shectronic

Oy thoen7 neifity  |ability to send electronie communications directly fram the IS

abilify to send sloctranie communications directly fram the 1S ta multipte reciplants

ability to notify mora than one user at & patticipating vaccing program facliity of any vaccine program notitication

Organiration/Taciity | sbility Tor the Jutisdictions] vaccing program admin to customize vaccine program enroliment alerts to parlicipating waccine pragram faclitins wheh needed
Organization/Faciltty ability for the furlsdictional vaccing program admin to modiy the date for anlina renews! electronic notificalions [or each partizipating vaccine pragram faolity

| Orgamizasisn Tasiiity | sty to elactronicely notity the Jurisdictional vacting srogram sdmin of vactine frogram follow-up activities for 3 new vaccing pragram taciey enrolled for 6 months

o
€
E
E
news), to all VFC fecilitles that have not complated the rrnrwal by their sapsiration date E
0
Q
[]
[]
0
4}




Function: Manage Users

Baturn to Cover Page

User Search ability for jurisdictional sdmin 10 view all user accounts E
Uner Search |-umlu-“wmmmum.uwmn.mnmwm. 3
Lier Search mmﬂmmmm-wnmmmmnwlm |3
Urer Search ability to sor usars by user defined.criiens o
Add, Edit, Inactvate User ability 1o track the of 2 new user athen (]
Add, Edit, Inactivate User |abliity for admin Lo add new users. £

For admin to modily user sccounts E
Add, £di, Inactivate Usar .m for admin 1o inactivate user accounts E
Add, Edit, Inactivate User mmwmlwamulmnﬂ|m-numlm [+]
Add, Edit, inactivate User mwmlm-mmumuwhm-wum E
Add, Edit, Inaciivate User uhﬁhl-nmmhmwdwm €
Add, Edit, Inactivate User tor admin to reactivate an inactivated account E
Add, Edit, Inactivate User 1o notify a user that their account is locked o utlsdictional security 1]
Add, Edit, Inaxtivate User ability to ol dly ity 3 user that their account is lanetive ]
Add, Edit, Inactivate User ure clinician activity status dnm-.lmuluummm e of practce atatus, other) (2]
Add, Edit, Inactivate Usar ability for ional admin to A roly 18 authorired ulers E
Add, Edit, Inactivate User for tien admin to & & rode 1o authverized users within their ation E
Authentication [k Autharization |ability to accen the syitem thro an authoraed username and paswword £
Authentication & Authorization) to Acciss via in for jurisdietional users 0
Authenticalion & Authorization) to swilch between multiple organizations [*]
Authentication & Authorization |ability to view jurisdictional policy agreements 3
Authentication & Authorization|suppert multi-facto suthentication per juridictional paticy o

Password emant

ability 1o electronically notily authorired users of their uiername

E
Password Management ability to elettronicalty natily ised uners of their temp password in a separate notificatio €
| Password Management |abiity to genetate electronic notifi at periadic intervals to amtharized users of their pending account password expiration E
Password Ma ]abﬂlly for Jurisdicl adminta configure the pericdic intervals for generation of ngiffications 1o auth  users of thelr pending account expiration "]
Password M n ability to support v password which will be requited to change during tnitial lo; in E
Password Management abllity to supnon temporary password which will enpire in X number of days datermined by pelicy |3
Patsword Management ability for usets to change their awn passwords per program/jurisdiction security policy £
Password M ability for users to reset their per program/jurisdiction security pnlky 4
Paaword Nl.l_na.gmzm ahilnv 10 promipl users 1o change their password at time intervals per d security policy E




Function: Support interopersbility

Onboarding to track an arganization's/facillty’'s progress through the onboarding process =)
Onboarding ability to creste a unigue ame to assign to the ong: finciiities during the test phasa E
Onboarding ability to create a unique rd 1o assign to the lons/facilities during the test phase E
Onboording abllity to al lly alart the vendor/organization when the certificate for is golng to expire In X time period E
Onboardi ability 10 store digital certificate Inf E
Onboarding ability to validate that the layer b the test site and 115 is functional E
Ontk ding abllity to validate system ity prior to the ion of tost data £
Onboarding ability to identify data formatting errors during testing 3
Onboarding abllity to provide test b y report to the EMR vendor 3
Onboarding ability for EHR vendor to view details regacding the pr ing of Lest data in terms of errors and: warnings In the £
Onboarding ability for 115 autharized staff te review and spprove onboarding forms E
Onboard ability for |15 staff to review and reject onboarding forms 13
Onboarding ability for nmﬂm to edit a rejected onboarding application E
Onboarding abliity for appl 10 save a rej d ont g 2pple E
Onboardi ability for applicant to a d enboarding appll £
Onbaarding to onboarding application Infarmation ta current records to determine most current dats E
1 abllity ta Intarface with alsctronic health record E
Intarfaces ability to intarface with the Immunization Gateway E |
|intarfaces @ 1o interface with an application that facilitates patient scheduling
f sbility to order vaccine vis sl ic Intorface with VrekS E
Interfaces ability 1o receive vaceine | v/! I E
f; ability 1o batch export vaccine § y for to VTrcks E
U abilty 1o batch export vaccine g ini for to VTrekS E
Interfaces ability to batch export facility infs E
nbility to export vaceine return and dats to VTrckS E
Intarfaces ability to update 15 dats from Vital Recovds for birth events E
Interfaces |ability to update IS data from Vital Records for death events E
Interfaces ability to update !5 data from Vital Records for adoption events £
interfaces ability to update |IS data from Vital Records for name change avants E
Intarfaces ability to detect if 3 nawbormn record laa fal in the |5 E
1 ability to use new Vital Record data for hed records to update patient d hic data €
Interfaces ability to update the lIS with date of death from Vital Records data E
Intarfaces ability to prevent 1o |15 records 0
Data Exch ability 1o process an HL7 [
|Data Exct ability 1o d to an HL7 message E
|Data Exch ability to create an HL7 E
[Data Exchange ability to capture 115 Core Data Elemonts £
[Data Exct ability 10 store 1IS Care Data E
|nm Exchange ability 1o sccept last prior varsion of HL7 messages E
Date Excha ol to manually cormect 2 submitted record and resubmit for processing =}
Data 7 ability to import bulk patient demographic Inte 15 £
Data ability to impert bulk fi ion inte 1S E
hu Exchange ability to export routine, |, snd y files (aggregate and de-identified) E




Functlion: Support interoperability

Data Exchange ability to export routine, seasonal, and emargency vaccination flles [aggregate and de-identified) automatically via COC approved [}
Data £ ability to view VXU b d by an org: E
Data Exchange ability to view HL? for an lzation within a defined date range per Jurisdi | policy E
Data El:hll'g abllity to view HL7 ACK 3 for an I E
Data Exchange ability to view | ing HL? QBP sbmitted by an org k E
Data Exch ability to view RSP j foran E
Data Exchange ability to log ack led, indi gs and errors E
IDa!.l Exchange ability to retriave error within a specifi=d date range by E
[Eu Exchange ability to ratri L led, within a spacified date range by arganization E
|oata Exchange ability to filter error messages E
Data Exchangs abllity to filter ack lad, L E
Data Exchange abllity to sort etror E
Data Exch ahility to sort ack lad| E




Vendor response: Yes, Yes Vendor comment{s)

Priority: £, O with customization?, 8o If Yes with customization: Indicate the anticipated cost and
{essentiat, optional) *Comment required timeline for development and release.

Patlent ing & ability to ¥ @ patient recards as

T e £
Patient Matching & ability to automatically identify existing patient ds as p f dupl| E
Patieit Matching &  {ability to autornatically consolidate two or more duplicate records E
|Patient Matching & ability to gensrate electronic notification of p | dugpl for | review 3 |
Patiem Matching & ability to sutomatically match an incoming patient record with existing records to svoid a duplicate record being created 3
Patient Matching & nbility to view all Tal dupli patient records for an ndividual patient simul ly E
Patient Matching & ability for jurlsdictional admin to edit thresholds to Increase the probability of » maich E

Patient Matching & ability for jurisdictional admin to edit thresholds to reduce the probability of & match E

Patient Matching & _|abllity to view all p

| d patient records simul ly E

Patient Matching & ability for admin to manually merge patlent records E
Patient hing & ability for I/ facility user to Ily merge patient records from their own /facility E
Patient Matching & ability to Ity flag two of more patlent records as potential dupl E
Patient Matching & abitity to pravent manua! review of records pr ly ind d as "not a dup!i " E
Patient Matching & ability to flag a patient as "not a duplicate” during manual review 13
Patient Matching & ability to in “not a d "* flag for fved patient records €
Patient Matching & ability to select data el from the patient records to maintain within the consolidated record £
Patient Matching & ability to retain “pr ged” ds for ref £
E

Patient Matching & ability to separate patient records that were incorrectly merged
Vaccination Event >

| bﬂity y Identify . vaccination ntas p

| d E

Vaccination Event ability to lly select the most accura ination event based on deduplication rules €
Event abllity to ically identlfy { { events as potential duplicates E

Vaccination Event ability to manually flag lal dupl| vaccination events for manual review E
Vaccination Event ability to display fal dupl vaccine ds for an individual patient E
Vacel Event ability to ily merge a dupt {on avent E
\ Event ability to Hly delete a dupl) event E
| Vaccination Event ability to lly consclidate two or more ion events E
V. Event ability to cetain *pre 1 or "pr lidated"” ion events for refi E
Vaccination Event ability to sep events that were incorrectly d or consol d E




Clinical Decision Support

Function: Evatuate and Forecast

ability to support a vaccine clinical decision support algorithm atigned with the CDC CDSI logic specifications

Clinical Decision Support

ability for jurisdictional admin to update the CD5 rules

Clinical Decision Support

ability to eval a patient’s' immunization history according to the ACIP Child and Adal

Clinical Decision Support

abllity to evaluate a patient's' i lon history according to the ACIP Recornmended Catch-up

Clinical Decision Support  [ability to evaluate a patient's’ immunization history according to the ACIP Adult immunization Schedule
Clinical Decision Support  |ability to generate a vaccine forecast according to the ACIP Child and Adolescent Immunization Schedule and
Clinical Decision Support  |ability to generate a vaccine forecast according to the ACIP Rec ded Catch-up ion Schedul
Clinical Decision Support  |ability to g tea ine fi ding to the ACIP Aduit! ization Schedule and a patient's

Clinical Decision Support

ability te display and highlight vaccines that are due

Clinical Decision Support

ability to display and highlight vatcines that are averdue

Clinical Decision Support

ability to display an indication when a ine series is pl

Clinical Decision Support

ability to display ine-specific indicati ing to CDC lists of vaccine contraindications

Clinical Decision Support

ability to take into account contraindications and precautions in the vaccine farecast

Clinlcal Decision Support

ability to take into account evidence of immunity in the vaccine forecast

{Clinical Decision Support

ability to a foracast of spetific vaccines required for individuals who travel ide the US

Clinical Decision Support

ability to maintain historical records of effective dates of previous forecast schedules

Clinical Decision Support

ability to review an i schedule that was appropriate at the time of administration

Clinical Decision Support

ability to apply an i i hedule that was appropriate at the time of admi

Clinical Decision Support

abllity to fori lobulins in ine for g

|Clinical Decislon Support

ability to create test cases for reuse during user acceptance testing

{Clinleal Decision Suppart

abllity to save test cases for reuse during user acceptance testing

Cllnlca Decision Support

Reminder/Recall

ability to compare the expected results of the forecasting test case to the actual results observed by the

abllity to select one or more vaccines for generaing reminderfrecall notifications

mimimimOQlO(Q|O|mim|Oo|mim|m|m|m|m|m|m|m|m|m

!_Remmderﬂ!uall ability to view the date the reminder/retall notice was sent to a patient o
@n'm:ler{&mll abllity to generate lists of pati in need of a reminder ar recall notification by organtzation E
Reminder/Recall abllity to generate reminder/recall notifications per consent designation E
Reminder/Recall ahility to generate reminder/recall in user-defined format E
|Reminder/Recall ability to select the age of the cohort when ting der/recall notificati E
[Rumlndummll ability to print patient-specific reminder/recall notices by user-defined paramet: E
|Reminder/Recall ability to generate patient specific reminder/recalls in a user-defined format £
|Reminder/Recall ability for an end user ko generate patient specific reminder/recalls in accordance with HIPAA and E
Reminder/Recall ability for an end user to print patient specific reminder/recals in accordance with HIPAA and jurisdictional E
Reminder/Recall ability to generate vaccine recall notices by facility based on vaccine name, vaccination date range, and (ot o
Lu.emiudm‘nuall abllity to get ine recali by administering provider based on vaccine name, vaccination date [¢]
|Fl.emmﬁﬂfsmll ability to set the limit/number of times a patient will receive a reminder/recall [+
|Reminder/Recall ability to modify the limit/number of times a patient will receive a reminder/recall o
IRmIﬂderil ability to exclude a patient who has met the limit/number of times to receive a reminder/recall [}
Reminder/Recall ability to generate a list of phone numbers for patients needing reminder/recall [«]
Reminder/Recall ability to flag patients to exclude before sending a reminder/recall notification [+]
|Rernlndu[llenﬂ ability to blish a time interval b inder recall (e.g., 90 days or 60 days) Q
‘Rmindar}‘ﬂmll ability to a inder/recall notifications for pati with an active status for their i E
IH /Recall ability to generate reports that include reminder/recafl history for specific date range ]




apabil
Remindar/Recall

Funiction: Evaluate and Forecast

fshauld have...

ability to make all reminder/recall data accessible to ined period of time

Priority: £,Q

I, opti *Comment required

Vendor response: Yes, Yes Vendor comrmentis)
with customization®, No I Yes with customization: Indicate the anticipated cost and
timeline for development and release,

Reminder/Recall

ility to zate multiple notices to the same address into one notification

ability to generate report(s) for organizations and facilities per c Immunization Quality Improvement for

Coverage Reports

te report(s) displaying

Coverage Reports E

Coverage Reports abllity to generate report(s) on immunization coverage for a user-defined geographic area [3

Coverage Reports abllity to generate report(s) on immunization coverage for a patient cohort 3

Coverage Reports ability to view and modify list of patients to be included in immunization coverage report []

Coverage Reports ability to gi te report(s) displaying immunization coverage trends over time, over a selected timeframe E

Coverage Reports abllity to generate report(s) that display the number of missed opportunities for vaccination E

Coverage Reports ability to g te report(s) displaying the ber of pati late up-to-date for immunization who are up- E

Coverage Reports ability to generate report{s) that display the number of invalid vaccine doses E [
E

bility to exemption rates

Coverage Reports abllity to g report(s) displaying - ge by type |3
Coverage Reports ability to g report(s) displaying ization coverage by age range E
Coverage Reports ability to g report{s) displaying immunization coverage by ethnicity E
Coverage Reports ability to g report(s) displaying immunization c ge by race E
Coverage Reports ability to g 12 report(s) displaying i tion coverage by patient sex 0




Function: Manage Patient and Immunization Records B i i P

Vendor response: Yes, Yes Vendor cornmant(s)
with customization®, No  IF Yes with customization: Indicate the anticipated cost and
*Comment required timeline for development and release,

Pmien Search ilt search paﬂent record haed an gne or multiple user-defined pararneters E
Patient Search ability to re-search for a patient record by modifylng existing search parameters E
E
E

Patient Search ability to display the list of returned possible patient matches per jurisdictional policy
Patlent Search ablfity to select a patient record fram the list of possible patient matches

Add, Edit Patient ability to create a nw patiet record

E

Add, Edit Patient ability to edit demographic information in a patient record E
Add, Edit Patient ability to insert permanent comments in a patient's record that can be viewed based on E
Add, Edit Patient ability to display the user who created the permanent comment in a patient's record E
Add, Edit Patient abllity to prevent a patient record from being saved unless required fields are campleted, per E
Add, Edit Patient ability to aL ically notify a user when attempting to submit an incomplete patient record E
Add, Edit Patient ability to store CDC-endorsed core data elements for alf patient records E
Add, Edit Patient ability to store rultiple of reported names for each patient to include: first name, middle name, last E
Add, Edit Patient abllity to store multiple patient addresses o]
Add, Edit Patient ability to support multiple patient address type designations {e.g. primary address, vacation address) [+]
Add, Edit Patient ahility to identify effective dates for use of a patient address o
Add, Edit Patient ability to store all historic addresses for a patient (0]
Add, Edit Patient ability to store country information related to where the patient was born 0
{demographics |SmartyStreets) 0
Add, edit patient SmartyStreets) o]
Add, Edit Patient ability to automatically create a unique patient ID number E
Add, Edit Patient ability to automatically associate patient iD number to the patient's record E
Add, Edit Patient ability to track patients of ali ages per jurisdictional law or policy E
Add, Edit Patient ability to store mother's HBsAg status for a patient ¢}
Add, Edit Patient ability to store a patient's occugation E
Add, Edit Patient ability to designate patient as belongingtﬂm for vaccination [+
Add, Edit Patiant abifity to store multiple patient identifiers E
Add, Edit Patient ahility to assign patient records to a cohort E
Add, Edit Patient ability to assign patient records to multiple cohorts E
Add, Edit Patient ability 1o view patient records by cohort E
Add, Edit Patient ability to remove patient records from a cohort E

|Patient Status 7 ability to store ctivepatient status at the organizion/cl“ty level

E
| Patient Status ability to store inactive patient status at the organization/facility level E
Patient Status ability to edit active patient status at the organization/facility level E
Patient Status ability to edit inactive patient status at the organization/facility level E
Patient Status ahility to store reason for inactive status of patients at the organizational/facility tevel E
Q

Patient Status

ability to edit multiple patients status in one action

Patie u : ability to stare active patient status at the geographic jurisdiction level

E
Patient Status ability to store Inactive patient status at the geographic jurisdictionat leve €
Patient Status ability to edit active patient status at the geographic jurisdictional level E
Patient Status ability to edit inactive patient status at the geographic jurisdictional level £
Patient Status ability 10 store reason for inactive status of patients at the geographic jurisdictional level o]




Function: Manage Patient and immunization Records

Vendor comment|s}
If Yes with customization: Indicate the anticipated cost and
timeline for development and release.

Vendor response: Yes, Yes
with customization®, No

Capability Requirement: The 118 must/st Tui *Comment required

|Patient Status

abllity to restrict access to patlent records that have been placed in an inactive status

|Patient Status

Patient Consent

ahility to restrict edits to patient records that have been placed in an Inactive status

Patient Consent

Add, Edit Patlent

ability to enable updates to a patient record per consent designation

ability to edit vaccine Information In a patient record

abllity to update patient consent on a patient's record E

Patient Consent ability to opt out a patient from participating in the 115 E
Patient Consent ability to opt in a patient for participation In the 1IS E
Patient Cansent abllity to enable access to a patient record per consent desi) i E
E

€
Add, Edit Patient ability to mark vaccine information in a patient record for deletion 0
Add, Edit Patient ability to add reason for deletion of vaccine information in a patient record o
Add, Edit Patient ability to capture vaccine eligibility by vaccine dose for publicly purchased vaccine E
Add, Edit Patient ability to store vaccine eligibility by vaccine dose for publicly purchased vaccine E
Add, Edit Patient abllity to report multiple doses administered to the same patient on the same administration date E
Add, Edit Patient ability to store alf CDC-endorsed core data elements refated to vaccine events E
Add, Edit Patient ability to enter vaccination substandard or otherwise compromised flag E
Add, Edit Patient ability to view submitted vaccination event information on a patlent’s record E
Add, Edit Patient ability to store adverse reactions in accordance with Vaccine Recommendations and Guidelines of E
Add, Edit Patient ability to flag an adverse reaction as having been reported to VAERS E
Add, Edit Patient ability to store patient vaccination event funding eligibllity information ) E
Add, Edit Patient ability to print form for signature of vaccine refusal by patient for each individual vaccine antigen [+
Add, Edit Patient ability to ensure that the default lot number is from the oldest lot when entering an administered E
Add, Edit Patient ability to record administration of vaccination regardless if vaccine has since expired in inventory E
Add, Edit Patient abllity to track vaccinations that require adjuvant E
Print/Export Record ability to include evaluated history in the printable version of the patient record E
Print/Export Record ability to include the forecast in the printable version of the patient record £

Print/Export Record

ability to Inciude tmmunity in the printable version of the patient record

ability to export a patient record in uset-ded forrn = S—— -

ion offline duri mass vaccination clinic for

Mass Vaccination ability to rapidly capture p grap E
Mass Vaccination ability to rapidly capture vaccine information offline during mass vaccination clinic for later E
Mass Vaccination ability to support rapid capture of patient demographic information during mass vaccination clinic E
Mass Vaccination ability to support rapid capture of vaccine information during mass vaccination clinic E
Mass Vaccination ahility to administer vaccines during public health emergency without impacting the patient's status 0
Mass Vaccination ability for jurisdictional admin to flag/indicate org/facility participation in mass vaccination event )




Function: Manage Vacdne lnventory Return 1o Cover Page

Vandos comment(s)
Vendor response: Yes, Yas 1f Yes with customization: Indicate the

wilh customiration®, 8o anticipated cost and (imeling for development
*Comment required and releasa

Vac: nelmllor\f

ability to search the ¥ by funding source

€
Vaccine Inventory |abitity to search ir by vaceine type E
| Vaccine Inventory ability to mrch inventery by vaccine lot number 13
Vaccine Inventory ahility to search inventary by vaccine NDC code E
Add, Edin Vaccine ability to support visualization of current vaccine inventory E
Add, Edit Vaccine a to edit invantory funding source at the lot level E
Add, Edit Vaccine ability to edit lnventory funding source at the vaccine level E
Add, Edit Vacéine ability to add vaccine inf to E
Add, Edit Vaccine ]abllltv 1o support barcade mnnlnx systeim to altctmnlcallv upload vaccing inventory ta the IS [+]
Add, Edit Vaccine abiiity to view current inventory Iisl by facility E
Add, Edit Vaccine ability te view current inventory list by E
Add, Edit Vaccine ability for juri: admin to edit i; ffacility inventory E
Add, Edit Vaceine |ability to manage vaccine borrowed from lots hi‘nn_n_ingmont funding source to fots belanging to another funding source [+]
Add, Edit Vaccine al ta reclassify funding source of borrowed vaccine from private to pubic or vice versa for replarement cases o]
Add, EdIt Vaechng to dacument vaccine storage and handling events such as E
Add, £dit Vaccing abillty ta store storage capabil £
Vaccine Ordering ability to alert user when "reorder dation® y lovel is reached o
Vactine O_an! ability to pi order with d quantities based on 1 y, doses as dioirs E
Vacting Order ability to edit pre-populated arder i E
Vaccine Oniulu ability for Judsdictional adimin to activate for ardering
Vaczine Ordeting abiity for | admib to inacth lable for orderl

Waccine Qrdering

ahility to order publicly-purchased vaccines
Vaccine Ordeting |lhi1mc 1o view all orders by user-defined parameters

Vaceine Ordering ability to update defivery hours to receive sh

Vaceine Ordering ability to enter a reason for vaccine orders outside the ded orderquantity
Vaczine Grdering ubility ta search and view past vaceine arders by facility within 3 specified timeframe
Vaccine Ordering ability to verify contact infarmation during each order without leaving ordering workflow
Vaccing Ordering ability to update contact information during each order without leaving g

Vaccine Ordering ability to save an b dorder

Vaceine Ordering ability to update /Tacitity contact inf before sub g 3 vaccine order
Vaccine Ordering ability to cancel uns: of vaccine orders

Vactine Drdering ahility to edit b d or vaccine orders

Vaccine Ordering ability to save an unsubmitted order after rejection

Vaccine Ordering ability to verify order information before order itted
Vaccine Ordaring |Ih-ﬂ for Jurisdkctional admin to reject a vaccine order

| Vaccine mﬂn; ability for | admin to salect a reason code when refecting an order

| Vaccine tmhr_la ability to edit an order after rejection

| Vaccine Ordering |ability to resubmil an ordar after rejection

|Vaccine Ordering ability to electronically notify the facitity of & rejected arder

| Vaccine Ordering ‘Ibi"_l! to track the shipping status of arders

Vaccine Ordering ability to verify packing slip Infc after order is shipped

\r__.u:lnu Dydering abillty to receive electronic natiffeatlon when order ived doas not match vaccing erder
Vaccine Ordering ability to recelve el natification when vaccine order recelvad is damaged
Vaccine nmﬂ abilRy ta request shipping label(s) for ble vaccine subject 1o return
|Vaccine Orde ab:Hity to search for past vaccine returns within a specified

| Vaccine Ordering abli#ty to view past vaceine retums within a specified time frame

|Vacclne Ordesing ability to pre-book vaccine arders

|Vaccine Ordering ability for jusisditional admin to alocate vaccine Invento ntory per user defined parameters
| Vaczine Orderi abikity to activate vaccine ordering functionality for all designated om-nlzallonsffa:lllu-s duling a public hvalth emergency
Vacelne Ordering e

ability fo_L admin to create order sets

mimmim|m|m|o|g|e|o|m|m|m|m|m|m]|m]|«o|m|m|;|m; ;oo |w o lolmm|.




Faivction: Miisge Vactiie iventory

Vendar comment{s)
Vendor respanse: Yes, Yes Hf Yes with customization; Indicate the

with customization®, No  anticlpated cost and timeline for devetopment
*Comment required and release,

i [App Order |ability to wpport & rules-based decision logic to approve of reject ordor if above or below ded order quantity

Aeview/Approve Order |abllity for jurisdi | admin to approve order
| Reviow/Approve Order |abiliity for jurtsdictional admin to adjust order
[Review/Approws Order |ability for jurisdictions] admin to el lcally accept VFC vatcine into
m hillity 1o acoept sach vaccine product In the 115 after ship Is recelved

abi y o automatically match vaccine doves reported as adminitored 1o vaccing doses In inventory to lacilitate dose decrement
ability 1o automatically decrement vaccine (nventary in realtime via HLT i
abllity 1o astomatically decrement vaceing inventory in real-time via Ul data entry

ability to di 'humm dmmmMm {i
ability to clectronically document reductions in vaccine inventary due 1o ing vaccine wastage

ahility to enter current number of vaccine doses on-hand in physical sorage
!Eht I ¥ ability to track and marage doses for i on hand, wastod, expired, ordered, recalled, d, T ]
Vaccine Inventony

abllity to enable semeval of recalled lats fram active inventory
ability to print & reconciliation workshest

Qlm|m|m|m|m

Vaccine Transters abllity for jurtsdictional admin to Infiate VFC vacting
Vaccine Transfors |ability to accept VFC vaccine i

Vaccine Transfers abllity for jurisdictional admin to mject vaccine transfers

Vaccine Translers abllity to warch and view past vaccine fors within a specified timeframe
Vaccine Transfers

o|a|o(o|o

Vaczine Wastage ablliry 1o determine the total cost of wasted vaccine by user<efined parameten E
Vaccine Wastage ability for jurisdictianal admin to modify ¥ Quantity o reflect wastage E
Vaccine Wastage abllity for | | admin 1o assign reason for invantory wastage E
| Vaccine W & 1o dotermine the totsl doses of vescine wasted by usar-defined parametors E
Vaccine ability to alert users to vaccine nearing axpiration

Vaccine E fon a to provide alerts for alroady axpired
Vaccine Expi ability for jurisdictional admin to medify inventory quantity removed from available inventory

mlo|o




Function; Provide Data Access eturn to P

Vandor respante: Yes, Yes

Vendor comment(s)
with customization®, No  If Yes with customization: Indicate the anticipated cost and
*Comment required timeline for development and release.

Standard Rts

ability to generate a report listing/identifying patients who received a recalled vaccine

Standard Reports abllity to generate a report that provides information on patient and vaccine matching and E
deduplication
|Standard Reports |ability 1o generate a report that provides infarmation on data quality of data at rest E
Standard Reports ability to generate data quality reports for HL? submissions E
Standasrd Reports ability to generate a practice-level patient data report for VEC enrolled sites E
Standard Reports ability to generate a doses administered report to support accountability for publicly- E
{purchased vaccine
Standard Reparts ability to generate a doses administered report for VFC enrolled sites E
Standard Reports ability to generate VFC provider practice prefiles E
Standard Reports ability to generate a repart showing the total number of select vaccines administered each E
month by facifity
Standard Reports abifity to generate a report displaying a change in vaccine administration patterns over a E
selected timeframe

Standard Reports

abllity to generate regort of student exemptions by type {medical, religious)

Standard Reports ability to generate a report of patients declining or refusing vaccinations Q
Standard Reports ability to generate a report to calculfate a facility's average vaccine usage (o]
Standard Reports hand E
Standard Reports transactions E
Standard Reports ability to generate report(s) that display information about vaccine order history [e]
Standard Reparts ability to generate report{s} that display information about vaccine wastage and returns E
Standard Reports specific timeframe E
Standard Reports ability to generate a report providing information about influenza pre-baok orders E
Standard Reports ability to query vaccine ordering patterns over a selected timeframe to indicate trends [¢)
Standard Reports ability for jurisdictional admin to generate report that lists immunizing facilities 0
Standard Reports ability for jurisdictional admin to generate a report that provides information on 0

Standard Reports

|ability to generate a record of students' immunizations for school purposes

Standard Reports

Standard Reports

ability to generate exclusion letters stating which vaccine(s) a student needs to come into

ability to generate doses administered reports for priority groups during a public heaith




Functioh: Provide Data Access

Ad Hoc Queries & ability to schedule an ad hoc query to run on a predetermined Interval {i.e., daily, weekly, E
Ad Hoc Queries & ability to generate reports with a user-defined report format E
Ad Hoc Queries & a3bility to generate reports across geographic hierarchy levels E
Ad Hoe Queries & ability to generate data to inform the public via website dashboards or similar means E
Ad Hoc Queries & abllity to stare saved report templates E
Ad Hoc Querles & ability to modify saved report templates E
Ad Hoc Queries & ability to inactivate {(archive) saved report templates E
Ad Hoc Querles & ability to modify a query E
Ad Hoc Queries & ability to delete a query E
Ad Hoc Queries & ability to save an ad hoc query 3
Ad Hoc Queries & ability to create a map using geacodes for statistical reporting 0
Print/Export Reparts  |ability to export data in user-defined formats E
Print/Export Reports ability to export aggregate level de-ldentified data E
Print/Export Reports  |abllity to export record level de-identified data £
Consumer Access abllity for authorized consumer to print forecast (o]
Consumer Access ability for authorized consumer to print patient immunization record E
Consumer Access ability for authorized consumer to print an official immunization history E
Consumer Access ability for authorized consumer to retrieve a verifiable digital vaccine credential without E
Consumer Access ability for authorized consumer to view immunization forecast E
Consumer Access ability for authorized consumer to view patient infarmation E
Consumer Access ability for authorized consumer to view patient immunization record E
Consumer Access ability for patient/patient representative to opt in for reminder/recatl notifications o]
Consumer Access ability for patient/patient representative to opt out of reminder/recall notifications (]




Non-functional Return t Page

Vendor responsa: Yes, Yes Vendor comment{s}
with customization®. No  If Yes with customization: Indicate the anticipated
*Tomment requlred costand timeline for development and release

support apglication launch, Le. time b user Initiation and appli start, In less than 10 seconds E
Performance [Time Behavior |support ¢ o a user navigation action (e.g.. mouse movement, keypresses, navigation) in less than 1. E
Perf e |Time Behavi PP D top submitted infi ion via direct data entry in less than 4 seconds E
Performance |Time Behavior {support generation of a standard, pre-configured report in less than 30 seconds 3

Performance [Time Behavior _[supportelectronic response to: submited HL message In  seconds or less, 95% of the time g e e = — ———

Performance |Capacity support multiple users viewing the same data at the same fime 3
Performance |Capacity support users using the same funclion at the same time without degrading IiS performance E
Performance |Resource pport user queries via the user interface without degrading 115 perf E
|Performance |Resource pport g of ad hoc reports without degrading IiS perfs £
Performance |Resource support data extracts without degrading IS performance E

| rt processing of up to 200 of HL7 VXU messages per mrwmlumlmdw

Capacity support processing of up to §000 of HL7 QBP messages per hour without performance degradation
Performance |Capacity pp ge of unlimited ber of ization records E
{Performance |Capacity pport ge of unlimited number of user records E
{Performance |Caparity pport storage of unlimited ber of patient records E
|Performance |Capacity support storage of unlimited number of patient iImmunization records E
Usability Operability ability to execute Boalean searches E
Usability Operabllity ability to execute a wildcard searches E
Usability User errar assist in ing data correctly via pick-lists, drop-down boxes, or other easy-to-use options such as predictive E
Usahility User error indicate required fields for data entry E
Usability User errar ability to provide alert when required fields are left blank E
Usability User error support cross-field checks to ensure accuracy of infarmation where dependencies exist {e.g., warning that a child E
Usability User error support spell check f lity with medical inology for all free text fields o]
Usability User error error messages (error must be fixed prior to continuing) E

Usabllity User interface pport user feadback with a simple indicator for r d

P times bety -4 [»)
Usability User interface support user feedback with expected resp time and percent-done indicater for response imes greater than ]
Usability User interface pport users In stopping an operatl P i to take longer than 10 seconds 0

User interface support users in performing other tasks while waiting for the system to complete tasks expected to take longer Q

support access to the web application 99 9% of the time
support processing of and response to HL? messages 99.9% of the time

pport real-time fail
pport the recovery of backed up data as fed E
Rellability support the restoration of 115 data after an outage or loss E




Non-functional Return to Cover Pare

Vendor respanse: Yas, Yas Vendar comment(s)

with customization®, No  [f Yes with customization: [ndicate the anticipated
*Comment required cost and timefine for development and release.

er.uritv

Integrity ability ta electronically notify the syst imini of unauthorized activity E

Security Authenticity ability to track all attempted accesses that fail identification, authenti and authorizatian requirements E
Security Authenticity ability to track ali that Fully ly with identification, authentication and authorization E
Security Non-repudiation  |ability to maintain audit logs for specified time per jurisdictional policy E
Security Non-repudiation  |ahbllity for Jurisdictional admin to search audit log by function performed E
i Nan: iati ability for jurisdictional admin to search audit log by date and time period E
Security Non-repudiation  |ability for jurisdictional admin to search audit log by date range E
i Non-r Jiati abiiity for jurisdictional admin to search audit log by user defined parameters E

5 ity Non diati ability for jurisdictional admin to search audit log by patient identifiers E
Security Non-repudiation  |akiility for jurisdictional admin to filter audit log search by user defined parameters o
]

Nor-repudiation _ |ability for jurisdictional admin to sort audit log search results

store date of user aceess to a patient record

Integrity

E

Integrity stone time of user access to a patient record E

Security Integrity store user ID of user access to a patient record E
Security Non-repudiation  |store ‘date received’ for data modified in the system E
]Securitv Non-repudlati store ‘time received' for data madified in the system E
Non-repudiation  |store ‘date updated' for data modified in the system 3
Non-repudiation  |store ‘time updated’ for data modified in the E

€

Non-repudiation |store user associated with data modified in the system

Integrity ability for i t to bec ized per juri | policy
integrity ability to natify the user the ion will expire o]
Security Confidentiality support masking of passwords as they are typed or entered into the user interface E
ri Confidentfality abitity to encrypt personally identifiabte information at rest E
| Security Confidentiality ability to decrypt personally identifiable information at rest E
Security Confidentiality ability to encrypt personally identifiable information during transmission E
Securlt | Confidentiality ability to decrypt personally identiliable information during transmission E

rity Integrity ability to maintain firewalls for protection of the hosting network
abllity to maintain firewalls for protection of the hosting environment

ty for system admin to enable event logging on all servers

Aai bilitfAnalyzability Sbility for system admin to enable avent logging on all devices
Maintainabliitj Analyzability ___|ability for system admin to disable event logging on alldevk
ability for system admin to limit access to event logs, including System, Application, Web and Database logs

PF use of ion of web b s
support use of last prior version of web browsers

A4

wieb client use on a desktop




Non-functional Return to Cover Page

Vendor response: Yes, Yes Vendor comment(s)

f with customization®, No  (fYes with custamization: Indicare the anticipated
Attributy Sub Characteristic ¥ 1:1 st fs y {essential, optional) *Commentregulrat cost and timeline for development and releasa,

{Portability  |Adaptability support web client use on a laptop E
Portability  |Adaptability support web client use on a tablet E
Portability  |Adaptability support web client use on a smartphone E

Portability  |Installability be containerized for cloud based environments (]




Glossary of Terms _ o o ' ‘ Return to Cover Page
Terms and definitions used within reguirements. Note: For definitions of general terms related to immunizations, see the CDC Vaccines and immunizations Glossary

For definitions of general terms related to (IS, see the AIRA MIROW Common Vocabulary resoutces.

Term Definition

Admin Refers to a jurisdictional admin and organizational admin.

Associate (verb) Establish a relationship between entities. Synonymous with “link."

At rest Used to refer to data in storage within the lIS.

Audit log Also referred to as an audit trail. Used to refer to the tracking of information about system activity and changes, used for security purposes.

Authorization agreement Formal or legal agreement between an organization submitting and/or using immunization data and the jurisdiction that outlines terms for
participating in the IIS per jurisdictional policy (e.g., data use agreements, user agreements).

Authorized consumer A consumer authorized to access IS records such as their personal vaccination records or those for individuals for whom they are
guardians/care-takers.

Authorized user Individual authorized to access the system based on their role and affiliation with an lIS-authorized organization.

Automatically Ability for the system to take action without manual intervention.

Capture Ability to enter data via user interface (U1) or data exchange interface for immediate usage. Does not necessarily imply storage.

Clinician A clinician or health care professional who orders and/or administers vaccines (e.g., vaccine ordering provider, vaccine administering provider).

Cohort A group of patients of particular interest to an organization and/or facility (e.g., a group of health plan members, a group of students, group of
individuals with the same age).

Containerization Containerization packages an application along with all its necessary configuration files, libraries, and dependencies, ensuring it runs efficiently
and without bugs across various computing environments.

Delete Process by which data are removed from the IS system, including removal from data table(s). Synonymous with "purge.”

During transmission Used to refer to data being transmitted or actively moved from one location to another.

Edit Global term to reflect ability to modify, update, and change data. For a particular field, this also includes the ability to delete field-level data
that is no longer accurate.

Electronic notification Communication/message sent to a user without manual intervention.

Electronic response The 1IS returns a final resolution, or outcome, of processing the HL7 message with a conformant HL7 (Health Level Seven) message.

Enroll Process by which an organization or a facility is authorized to participate in an IS and/or in a jurisdictional Vaccines for Children (VFC) program,

Event log Tracking (i.e., storing) information about system activity and changes, used for IT support and maintenance.

Facility A sub-organizational unit for organizations with multiple locations. May also be synonymous for "organization" for organizations with one

immunization Information System  Refers to the application, data and staff that record all immunization doses administered by participating providers to individuals within a given
Inactivate To make inoperable.

Interface (noun) Connection between two or more systems for transmission of data.
Interface (verb) Act of securely exchanging data to facilitate data use.

Interoperate Data are transmitted from one system to be consumed by another.
Jurisdictional admin Jurisdictional IIS staff authorized to enter and modify information in the IIS.

Jurisdictional vaccine program admir Jurisdictional vaccine program staff authorized to enter and modify VFC- and vaccine program-related information in the IIS.
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Terms and definitions used within requirements. Note: For definitions of general terms refated to immunizations, see the CDC Vaccines and Immunizations Glossary

For definitions of general terms related to lIS, see the AIRA MIROW Common Vocabulary resources.

Term
Manage
Notification
Order set
Organization
Organizational admin
Patient
Personally identifiable information
Process
Provider
Provider organization
Query
Recall
Re-enroll
Reminder
Report
Store
System admin
System alert
Track
User
User agreement
User-defined parameter

Definition
Global term used to refer to the ability to add, edit, or otherwise modify information.
A push communication to an authorized user.
A standardized group of supply items that can ordered at one time that create efficiencies in the ordering process.
An entity that may provide data to an 1iS and/or may consume |IS data and information (e.g., provider organization, school). An organization
Staff within the organization (e.g., clinic, facility, LHD) responsible for maintaining the organization/facility information in the IiS, including
Used to refer to an individual. Synonymous with "client.”
“Any information about an individual maintained by an agency, inclUding (1) any information that can be used to distinguish or trace an
The HS reads the incoming data and takes appropriate action based on the date submitted and previously known information already in the IIS.
A vaccinating or nan-vaccinating health care professional authorized to submit, access and/or use IiS data.
A type of organization that has any combination of the following characteristics: provides vaccination services, responsible for an entity that
A question posed of the IS data.
A notification sent to individuals who are overdue for a vaccination.
Process by which a previously enrolled organization or facility is re-authorized to participate in an I1S and/or in a jurisdictional VFC program, per
A notification sent to individuals who are due to receive a vaccination soon.
System generated data or information available in suitable formats, which may inciude outputs of queries.
Maintenance of data for potential future use. Note: use of "store" also implies data capture.
Jurisdictional administrator responsible for oversight of the IS technology, typically an IT role.
A communication broadcast to authorized users.
Follow the steps of a process to note a modification.
Individual associated with an organization authorized to access the IS system to submit and/or consume IIS data and information (e.g., clinic
Agreement between a representative(s) of an organization and the jurisdiction, outlining terms for participation in the IS, per jurisdictional
An element selected by a user to define the scope of a particular process or activity.

Vaccines for Children (VFC) provider A type of provider organization, specifically, a provider organization that is enrolled in the VFC program.

Vaccine program

A program managed and administered by a jurisdiction to provide specified vaccine(s) to specified arganizations or facilities (e.g., Vaccines for
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ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: MIS2600000001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to cach addendum received)

[v'] Addendum No. 1 [ 1 Addendum No.6
[v'] Addendum No. 2 [ ] Addendum No.7
[v"] Addendum No. 3 [ ] Addendum No. 8
[ 1 Addendum No. 4 [ 1 Addendum No.9
[ ] Addendum No. 5 [ 1 Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. I
further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the spccifications by an official addendum is binding.

Concourse Tech Inc

Company

‘-V £ /b;}’&v/l/el]/w

0 Authorized Signature

March 4, 2026
Datc

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
Revised 6/8/2012






Department of Administration
Purchasing Division

=) | 2018 Washington Street East
B/ # |Post Office Box 50130
Charteston, WV 25305-0130

State of West Virginia
Centralized Request for Proposals
Info Technology

Proc Folder: 1874842

Reason for Modification:

Doc Description: REQUEST FOR PROPOSAL - IMMUNIZATION INFORMATION SYSTEM ADDENDUM 3

(1s) TO EXTEND OPENING DATE
Proc Type: Central Master Agreement
Date Issued Solicitation Closes Solicitation No Version
2026-03-02 2026-03-24 13:30 CRFP 0506 MIS2600000001 4

DEPARTMENT OF ADMINISTRATION
PURCHASING DIVISION

2019 WASHINGTON STE
CHARLESTON WV 25305
us

Vendor Customer Code:

Vendor Name ; Concourse Tech Inc

Address :
Street : 169 Madison Ave., Suite 15520

City : New York
State: NY
Principal Contact : Kelsey Shaner

Vendor Contact Phone; 646-305-9964

Country : USA Zip: 10016

Extension:

FOR INFORMATION CONTACT THE BUYER
Crystal G Hustead

(304) 558-2402
crystal.g.hustead@wv.gov

Vendor / ﬂ,@/]
Signature X -

FEIN# 92-0732705 DATE March 4, 2026

All offers subject to all terms and conditions contained in this solicitation

Date Printed: Mar 2, 2026

Page: 1 FORM ID: WV-PRC-CRFP-002 2020\05




ADDITIGNAINFORMATION s

THE STATE OF WEST VIRGINIA PURCHASING DIVISION FOR THE AGENCY, DEPARTMENT OF HEALTH, BUREAU OF
PUBLIC HEALTH- EPIDEMIOLOGY SERVICES, IS SOLICITING PROPOSALS TO ESTABLISH AN OPEN-END CONTRACT
FOR AN IMMUNIZATION INFORMATION SYSTEM (lIS) PER THE ATTACHED DOCUMENTS.

***ONLINE RESPONSES ARE PROHIBITED FOR THIS SOLICITATION***

***QUESTIONS REGARDING THE SOLICITATION MUST BE SUBMITTED IN WRITING TO CRYSTAL.G.HUSTEAD@WV.GOV
PRIOR TO THE QUESTION PERIOD DEADLINE CONTAINED IN THE INSTRUCTIONS TO VENDORS SUBMITTING BIDS***

INVOIGEION T i s 7 2 SHIBTO: oo P st v

HEALTH AND HUMAN RESOURCES HEALTH AND HUMAN RESOURCES

BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE

350 CAPITOL ST, RM 206 350 CAPITOL ST, RM 206

CHARLESTON WV 25301-3717 CHARLESTON Wv  25301-3717

us us

Line Comm Ln Desc Qty Unit of Measure Unit Price Total Price
1 Software

Comm Code Manufacturer Specification Model #

43230000

Extended Description:
See attached Cost Sheet - Attachment A.

Vendor should clearly identify and segregate the cost proposal from the technical proposal in a separately sealed envelope.

**** Online responses have been prohibited for this solicitation. Follow all bidding instructions.

Event Date
1 VENDOR QUESTION DEADLINE 2026-02-17

Date Printed: Mar 2, 2026 Page: 2 FORM ID: WV-PRC-CRFP-002 2020\05




SOLICITATION NUMBER: CRFP MIS2600000001
Addendum Number: 3

The purpose of this addendum is to modify the solicitation identified as
(“Solicitation™) to reflect the change(s) identified and described below.

Applicable Addendum Category:

[v'] Modify bid opening date and time

[ | Modify specifications of product or service being sought
[ | Attachment of vendor questions and responses

[ | Attachment of pre-bid sign-in sheet

[ | Correction of error |

[ | Other

Description of Modification to Solicitation:
1. To extend proposal opening date to 03/24/2026 at 1:30 PM ET

***Answers to vendor questions will be provided in a forthcoming addendum***

Additional Documentation: Documentation related to this Addendum (if any) has been
included herewith as Attachment A and is specifically incorporated herein by reference.

Terms and Conditions:

1. All provisions of the Solicitation and other addenda not modificd hercin shall remain in
full force and effect.

2. Vendor should acknowledge receipt of all addenda issued for this Solicitation by
completing an Addendum Acknowledgment, a copy of which is included herewith,
Failure to acknowledge addenda may result in bid disqualification. The addendum
acknowledgement should be submitted with the bid to expedite document processing,

Revised 6/8/2012



ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: MIS2600000001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

[v] Addendum No. 1 [ 1 Addendum No.6
[v] Addendum No.2 [ ] Addendum No.7
[v] Addendum No.3 [ 1 Addendum No.8
[ 1 Addendum No. 4 [ ] Addendum No.9
[ 1 Addendum No.5 [ ] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. I
further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

Concourse Tech Inc

Company

Kilsoud hawn o1

U Authorized Signature

March 4, 2026

Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
Revised 6/8/2012



,f_xttachment 1

FEDERAL FUNDS ADDENDUM
2 C.F.R. §§ 200317 - 200.327

Purpose: This addendum is intended to modify the solicitation in an attempt to make the contract
compliant with the requirements of 2 C.F.R. §§ 200.317 through 200.327 relating to the expenditure of
certain federal funds. This solicitation will allow the State to obtain one or more contracts that satisfy
standard state procurement, state federal funds procurement, and county/local federal funds procurement
requirements.

Instructions: Vendors who are willing to extend their contract to procurements with federal funds and
the requirements that go along with doing so, should sign the attached document identified as;
“REQUIRED CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY CONTRACTS UNDER
FEDERAL AWARDS (2 C.F.R. § 200.317)”

Should the awarded vendor be unwilling to extend the contract to federal funds procurement, the State
reserves the right to award additional contracts to vendors that can and are willing to meet federal funds
procurement requirements.

Changes to Specifications: Vendors should consider this solicitation as containing two separate
solicitations, one for state level procurement and one for county/local procurement.

State Level: In the first solicitation, bid responses will be evaluated with applicable preferences
identified in sections 15, 15A, and 16 of the “Instructions to Vendors Submitting Bids” to establish a
contract for both standard state procurements and state federal funds procurements.

County Level: In the second solicitation, bid responses will be evaluated with applicable preferences
identified in Sections 15, 15A, and 16 of the “Instructions to Vendors Submitting Bids” omitted to
establish a contract for County/Local federal funds procurement.

Award: If the two evaluations result in the same vendor being identified as the winning bidder, the two
solicitations will be combined into a single contract award. If the evaluations result in a different bidder
being identified as the winning bidder, multiple contracts may be awarded. The State reserves the right to
award to multiple different entities should it be required to satisfy standard state procurement, state
federal funds procurement, and county/local federal funds procurement requirements.

State Government Use Caution: State agencies planning to utilize this contract for procurements
subject to the above identified federal regulations should first consult with the federal agency providing
the applicable funding to ensure the contract is complaint.

County/Local Government Use Caution: County and Local government entities planning to utilize this
contract for procurements subject to the above identified federal regulation should first consult with the
federal agency providing the applicable funding to ensure the contract is complaint. For purposes of
County/Local govemment use, the solicitation resulting in this contract was conducted in accordance with
the procurement laws, rules, and procedures governing the West Virginia Department of Administration,
Purchasing Division, except that vendor preference has been omitted for County/Local use purposes and
the contract terms contained in the document entitled “REQUIRED CONTRACT PROVISIONS FOR
NON-FEDERAL ENTITY CONTRACTS UNDER FEDERAL AWARDS (2 CF.R. § 200.317)” have
been added.




FEDERAL FUNDS ADDENDUM

REQUIRED CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY
CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317):

The State of West Virginia Department of Administration, Purchasing Division, and the Vendor
awarded this Contract intend that this Contract be compliant with the requirements of the
Procurement Standards contained in the Uniform Administrative Requirements, Cost Principles,
and Audit Requirements found in 2 C.F.R. § 200.317, et seq. for procurements conducted by a

Non-Federal Entity. Accordingly, the Parties agree that the following provisions are included in
the Contract.

1. MINORITY BUSINESSES, WOMEN'S BUSINESS ENTERPRISES, AND LABOR SURPLUS AREA FIRMS:
(2 CF.R. §200.321)

a. The State confirms that it has taken all necessary affirmative steps to assure that
minority businesses, women's business enterprises, and labor surplus area firms are
used when possible. Those affirmative steps include:

(1) Placing qualified small and minority businesses and women's business
enterprises on solicitation lists;

(2) Assuring that small and minority businesses, and women's business enterprises
are solicited whenever they are potential sources;

(3) Dividing total requirements, when economically feasible, into smaller tasks or
quantities to permit maximum participation by small and minority businesses, and
women's business enterprises;

(4) Establishing delivery schedules, where the requirement permits, which
encourage participation by small and minority businesses, and women's business
enterprises;

(5) Using the services and assistance, as appropriate, of such organizations as the
Small Business Administration and the Minority Business Development Agency
of the Department of Commerce; and

(6) Requiring the prime contractor, if subcontracts are to be let, to take the
affirmative steps listed in paragraphs (1) through (5) above.

b. Vendor confirms that if it utilizes subcontractors, it will take the same affirmative
steps to assure that minority businesses, women's business enterprises, and labor
surplus area firms are used when possible.

2. DOMESTIC PREFERENCES:
(2 CF.R. § 200.322)

a. The State confirms that as appropriate and to the extent consistent with law, it has, to
the greatest extent practicable under a Federal award, provided a preference for the
purchase, acquisition, or use of goods, products, or materials produced in the United



States (including but not limited to iron, aluminum, steel, cement, and other
manufactured products).

b. Vendor confirms that will include the requirements of this Section 2. Domestic
Preference in all subawards including all contracts and purchase orders for work or
products under this award.

c. Definitions: For purposes of this section:

(1) “Produced in the United States™ means, for iron and steel products, that all
manufacturing processes, from the initial melting stage through the application of
coatings, occurred in the United States.

(2) “Manufactured products” means items and construction materials composed in
whole or in part of non-ferrous metals such as aluminum; plastics and polymer-based
products such as polyvinyl chloride pipe; aggregates such as concrete; glass,
including optical fiber; and lumber.

3. BREACH OF CONTRACT REMEDIES AND PENALTIES:
(2 CF.R. §200.327 and Appendix II)

(a) The provisions of West Virginia Code of State Rules § 148-1-5 provide for breach of
contract remedies, and penalties. A copy of that rule is attached hereto as Exhibit A
and expressly incorporated herein by reference.

4. TERMINATION FOR CAUSE AND CONVENIENCE:
(2 C.F.R. § 200.327 and Appendix II)

(2) The provisions of West Virginia Code of State Rules § 148-1-5 govern Contract
termination. A copy of that rule is attached hereto as Exhibit A and expressly
incorporated herein by reference.

5. EQUAL EMPLOYMENT OPPORTUNITY:
(2 C.F.R. § 200.327 and Appendix II)

Except as otherwise provided under 41 CFR Part 60, and if this contract meets the definition
of “federally assisted construction contract” in 41 CFR Part 60—1.3, this contract includes the
equal opportunity clause provided under 41 CFR 60—1.4(b), in accordance with Executive
Order 11246, “Equal Employment Opportunity” (30 FR 12319, 12935, 3 CFR Part,
1964-1965 Comp., p. 339), as amended by Executive Order 11375, “Amending Executive
Order 11246 Relating to Equal Employment Opportunity,” and implementing regulations at
41 CFR part 60, “Office of Federal Contract Compliance Programs, Equal Employment
Opportunity, Department of Labor.”

6. DAVIS-BACON WAGE RATES:
(2 C.F.R. § 200.327 and Appendix II)



Vendor agrees that if this Contract includes construction, all construction work in excess of
$2,000 will be completed and paid for in compliance with the Davis—Bacon Act (40 U.S.C.
3141-3144, and 3146-3148) as supplemented by Department of Labor regulations (29 CFR
Part 5, “Labor Standards Provisions Applicable to Contracts Covering Federally Financed
and Assisted Construction”). In accordance with the statute, contractors must:

(a) pay wages to laborers and mechanics at a rate not less than the prevailing wages
specified in a wage determination made by the Secretary of Labor.
(b) pay wages not less than once a week.

A copy of the current prevailing wage determination issued by the Department of Labor is
attached hereto as Exhibit B. The decision to award a contract or subcontract is conditioned
upon the acceptance of the wage determination. The State will report all suspected or
reported violations to the Federal awarding agency.

ANTI-KICKBACK ACT:
(2 C.F.R. § 200.327 and Appendix IT)

Vendor agrees that it will comply with the Copeland Anti-KickBack Act (40 U.S.C. 3145), as
supplemented by Department of Labor regulations (29 CFR Part 3, “Contractors and
Subcontractors on Public Building or Public Work Financed in Whole or in Part by Loans or
Grants from the United States™). Accordingly, Vendor, Subcontractors, and anyone
performing under this contract are prohibited from inducing, by any means, any person
employed in the construction, completion, or repair of public work, to give up any part of the
compensation to which he or she is otherwise entitled. The State must report all suspected or
reported violations to the Federal awarding agency.

CONTRACT WORK HOURS AND SAFETY STANDARDS ACT
(2 C.F.R. § 200.327 and Appendix IT)

Where applicable, and only for contracts awarded by the State in excess of $100,000 that
involve the employment of mechanics or laborers, Vendor agrees to comply with 40 U.S.C.
3702 and 3704, as supplemented by Department of Labor regulations (29 CFR Part 5). Under
40 U.S.C. 3702 of the Act, Vendor is required to compute the wages of every mechanic and
laborer on the basis of a standard work week of 40 hours. Work in excess of the standard
work week is permissible provided that the worker is compensated at a rate of not less than
one and a half times the basic rate of pay for all hours worked in excess of 40 hours in the
work week. The requirements of 40 U.S.C. 3704 are applicable to construction work and
provide that no laborer or mechanic must be required to work in surroundings or under
working conditions which are unsanitary, hazardous or dangerous. These requirements do not
apply to the purchases of supplies or materials or articles ordinarily available on the open
market, or contracts for transportation or transmission of intelligence.

RIGHTS TO INVENTIONS MADE UNDER A CONTRACT OR AGREEMENT.
(2 C.F.R. § 200.327 and Appendix II)



10.

11.

12

13.

If the Federal award meets the definition of “funding agreement” under 37 CFR § 401.2 (a)
and the recipient or subrecipient wishes to enter into a contract with a small business firm or
nonprofit organization regarding the substitution of parties, assignment or performance of
experimental, developmental, or research work under that “funding agreement,” the recipient
or subrecipient must comply with the requirements of 37 CFR Part 401, “Rights to
Inventions Made by Nonprofit Organizations and Small Business Firms Under Government
Grants, Contracts and Cooperative Agreements,” and any implementing regulations issued by
the awarding agency.

CLEAN AIR ACT
(2 CF.R. §200.327 and Appendix II)

Vendor agrees that if this contract exceeds $150,000, Vendor is to comply with all applicable
standards, orders or regulations issued pursuant to the Clean Air Act (42 U.S.C. 7401-7671q)
and the Federal Water Pollution Control Act as amended (33 U.S.C. 1251-1387). Violations
must be reported to the Federal awarding agency and the Regional Office of the
Environmental Protection Agency (EPA).

DEBARMENT AND SUSPENSION
(2 C.F.R. § 200.327 and Appendix II)

The State will not award to any vendor that is listed on the governmentwide exclusions in the
System for Award Management (SAM), in accordance with the OMB guidelines at 2 CFR
180 that implement Executive Orders 12549 (3 CFR part 1986 Comp., p. 189) and 12689 (3
CFR part 1989 Comp., p. 235), “Debarment and Suspension.” SAM Exclusions contains the
names of parties debarred, suspended, or otherwise excluded by agencies, as well as parties
declared ineligible under statutory or regulatory authority other than Executive Order 12549,

BYRD ANTI-LOBBYING AMENDMENT

(2 C.F.R. § 200.327 and Appendix II)

Vendors that apply or bid for an award exceeding $100,000 must file the required
certification. Each tier certifies to the tier above that it will not and has not used Federal
appropriated funds to pay any person or organization for influencing or attempting to
influence an officer or employee of any agency, a member of Congress, officer or employee
of Congress, or an employee of a member of Congress in connection with obtaining any
Federal contract, grant or any other award covered by 31 U.S.C. 1352, Each tier must also
disclose any lobbying with non—Federal funds that takes place in connection with obtaining
any Federal award. Such disclosures are forwarded from tier to tier up to the non-Federal
award.

PROCUREMENT OF RECOVERED MATERIALS
(2 C.F.R. § 200.327 and Appendix IT; 2 C.F.R. § 200.323)

Vendor agrees that it and the State must comply with section 6002 of the Solid Waste
Disposal Act, as amended by the Resource Conservation and Recovery Act. The
requirements of Section 6002 include procuring only items designated in guidelines of the



14.

Environmental Protection Agency (EPA) at 40 CFR part 247 that contain the highest
percentage of recovered materials practicable, consistent with maintaining a satisfactory level
of competition, where the purchase price of the item exceeds $10,000 or the value of the
quantity acquired during the preceding fiscal year exceeded $10,000; procuring solid waste
management services in a manner that maximizes energy and resource recovery; and
establishing an affirmative procurement program for procurement of recovered materials
identified in the EPA guidelines.

PROHIBITION ON CERTAIN TELECOMMUNICATIONS AND VIDEO
SURVEILLANCE SERVICES OR EQUIPMENT.

(2 C.F.R. § 200.327 and Appendix II; 2 CFR § 200.216)

Vendor and State agree that both are prohibited from obligating or expending funds under
this Contract to:

(1) Procure or obtain;

(2) Extend or renew a contract to procure or obtain; or

(3) Enter into a contract (or extend or renew a contract) to procure or obtain equipment,
services, or systems that uses covered telecommunications equipment or services as a
substantial or essential component of any system, or as critical technology as part of
any system. As described in Public Law 115-232, section 889, covered
telecommunications equipment is telecommunications equipment produced by
Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of
such entities).

(1) For the purpose of public safety, security of government facilities, physical
security surveillance of critical infrastructure, and other national security
purposes, video surveillance and telecommunications equipment produced by
Hytera Communications Corporation, Hangzhou Hikvision Digital
Technology Company, or Dahua Technology Company (or any subsidiary or
affiliate of such entities).

(i) Telecommunications or video surveillance services provided by such entities
or using such equipment.

(iii) Telecommunications or video surveillance equipment or services produced or
provided by an entity that the Secretary of Defense, in consultation with the
Director of the National Intelligence or the Director of the Federal Bureau of
Investigation, reasonably believes to be an entity owned or controlled by, or
otherwise connected to, the government of a covered foreign country.

In implementing the prohibition under Public Law 115-232, section 889, subsection (f),
paragraph (1), heads of executive agencies administering loan, grant, or subsidy programs
shall prioritize available funding and technical support to assist affected businesses,
institutions and organizations as is reasonably necessary for those affected entities to
transition from covered communications equipment and services, to procure replacement
equipment and services, and to ensure that communications service to users and customers is
sustained.



State of West Virginia

By:

Printed Name:

Title:

Date:

Vendor Name:

By: Concourse Tech Inc

Printed Name:  Kelsey Shaner W 1/‘@1/(_31

. Operations M
Title: perations Manager

Date: March 4, 2026




EXHIBIT A To:
REQUIRED CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY
CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317):

W. Va. CSR § 148-1-5



West Virginia Code of State Rules
Title 148. Department of Administration
Legislative Rule (Ser. 1)
Series 1. Purchasing

W. Va. Code St. R. § 148-1-5
§ 148-1-5. Remedies.

Currcntness

5.1. The Director may require that the spending unit attempt to resolve any issues that it may
have with the vendor prior to pursuing a remedy contained herein. The spending unit must
document any resolution efforts and provide copies of those documents to the Purchasing
Division.

5.2. Contract Cancellation.

5.2.1. Cancellation. The Director may cancel a purchase or contract immediately under any one
of the following conditions including, but not limited to:

5.2.1.a. The vendor agrees to the cancellation;

5.2.1.b. The vendor has obtained the contract by fraud, collusion, conspiracy, or is in conflict
with any statutory or constitutional provision of the State of West Virginia;

5.2.1.c. Failure to honor any contractual term or condition or to honor standard commercial
practices;

5.2.1.d. The existence of an organizational conflict of interest is identified;

5.2.1.e. Funds are not appropriated or an appropriation is discontinued by the legislature for
the acquisition;

5.2.1.f. Violation of any federal, state, or local law, regulation, or ordinance, and

5.2.1.g. The contract was awarded in error.



5.2.2. The Director may cancel a purchase or contract for any reason or no reason, upon
providing the vendor with 30 days’ notice of the cancellation.

5.2.3. Opportunity to Cure. In the event that a vendor fails to honor any contractual term or
condition, or violates any provision of federal, state, or local law, regulation, or ordinance, the
Director may request that the vendor remedy the contract breach or legal violation within a time
frame the Director determines to be appropriate. If the vendor fails to remedy the contract breach
or legal violation or the Director determines, at his or her sole discretion, that such a request is
unlikely to yield a satisfactory result, then he or she may cancel immediately without providing
the vendor an opportunity to perform a remedy.

5.2.4. Re-Award. The Director may award the cancelled contract to the next lowest responsible
bidder (or next highest scoring bidder if best value procurement) without a subsequent
solicitation if the following conditions are met:

5.2.4.a. The next lowest responsible bidder (or next highest scoring bidder if best value
procurement) is able to perform at the price contained in its original bid submission, and

5.2.4.b. The contract is an open-end contract, a one-time purchase contract, or a contract for
work which has not yet commenced.

Award to the next lowest responsible bidder (or next highest scoring bidder if best value
procurement) will not be an option if the vendor’s failure has in any way increased or
significantly changed the scope of the original contract. The vendor failing to honor contractual
and legal obligations is responsible for any increase in cost the state incurs as a result of the re-
award.

5.3. Non-Responsible. If the Director believes that a vendor may be non-responsible, the
Director may request that a vendor or spending unit provide evidence that the vendor either does
or does not have the capability to fully perform the contract requirements, and the integrity and
reliability necessary to assure good faith performance. If the Director determines that the vendor
is non-responsible, the Director shall reject that vendor’s bid and shall not award the contract to
that vendor. A determination of non-responsibility must be evaluated on a case-by-case basis and
can only be made after the vendor in question has submitted a bid. A determination of non-
responsibility will only extend to the contract for which the vendor has submitted a bid and does
not operate as a bar against submitting future bids.

5.4. Suspension.



5.4.1. The Director may suspend, for a period not to exceed 1 year, the right of a vendor to bid
on procurements issued by the Purchasing Division or any state spending unit under its authority
if;

5.4.1.a. The vendor has submitted a bid and then requested that its bid be withdrawn after
bids have been publicly opened.

5.4.1.b. The vendor has exhibited poor performance in fulfilling his or her contractual
obligations to the State. Poor performance includes, but is not limited to any of the
following: violations of law, regulation, or ordinance; failure to deliver timely; failure to
deliver quantities ordered; poor performance reports; or failure to deliver commodities,
services, or printing at the quality level required by the contract.

5.4.1.c. The vendor has breached a contract issued by the Purchasing Division or any state
spending unit under its authority and refuses to remedy that breach.

5.4.1.d. The vendor’s actions have given rise to one or more of the grounds for debarment
listed in W. Va. Code § 5A-3-33d.

5.4.2. Vendor suspension for the reasons listed in section 5.4 above shall occur as follows:

5.4.2.a. Upon a determination by the Director that a suspension is warranted, the Director
will serve a notice of suspension to the vendor.

5.4.2.b. A notice of suspension must inform the vendor:

5.4.2.b.1. Of the grounds for the suspension;

5.4.2.b.2. Of the duration of the suspension;

5.4.2.b.3. Of the right to request a hearing contesting the suspension;

5.4.2.b.4. That a request for a hearing must be served on the Director no later than 5
working days of the vendor’s receipt of the notice of suspension;



5.4.2.b.5. That the vendor’s failure to request a hearing no later than 5 working days of
the receipt of the notice of suspension will be deemed a waiver of the right to a hearing
and result in the automatic enforcement of the suspension without further notice or an
opportunity to respond; and

5.4.2.b.6. That a request for a hearing must include an explanation of why the vendor
believes the Director’s asserted grounds for suspension do not apply and why the vendor
should not be suspended.

5.4.2.c. A vendor’s failure to serve a request for hearing on the Director no later than 5
working days of the vendor’s receipt of the notice of suspension will be deemed a waiver of
the right to a hearing and may result in the automatic enforcement of the suspension without
further notice or an opportunity to respond.

5.4.2.d. A vendor who files a timely request for hearing but nevertheless fails to provide an
explanation of why the asserted grounds for suspension are inapplicable or should not result
in a suspension, may result in a denial of the vendor’s hearing request.

5.4.2.e. Within 5 working days of receiving the vendor’s request for a hearing, the Director
will serve on the vendor a notice of hearing that includes the date, time and place of the
hearing.

5.4.2.f. The hearing will be recorded and an official record prepared. Within 10 working
days of the conclusion of the hearing, the Director will issue and serve on the vendor, a
written decision either confirming or reversing the suspension.

5.4.3. A vendor may appeal a decision of the Director to the Secretary of the Department of
Administration. The appeal must be in writing and served on the Secretary no later than 5
working days of receipt of the Director’s decision.

5.4.4. The Secretary, or his or her designee, will schedule an appeal hearing and serve on the
vendor, a notice of hearing that includes the date, time and place of the hearing. The appeal
hearing will be recorded and an official record prepared. Within 10 working days of the
conclusion of the appeal hearing, the Secretary will issue and serve on the vendor a written
decision either confirming or reversing the suspension.



5.4.5. Any notice or service related to suspension actions or proceedings must be provided by
certified mail, return receipt requested.

5.5. Vendor Debarment. The Director may debar a vendor on the basis of one or more of the
grounds for debarment contained in W. Va. Code § 5A-3-33d or if the vendor has been declared
ineligible to participate in procurement related activities under federal laws and regulation.

5.5.1. Debarment proceedings shall be conducted in accordance with W. Va. Code § 5A-3-33¢
and these rules. A vendor that has received notice of the proposed debarment by certified mail,
return receipt requested, must respond to the proposed debarment within 30 working days after
receipt of notice or the debarment will be instituted without further notice. A vendor is deemed
to have received notice, notwithstanding the vendor’s failure to accept the certified mail, if the
letter is addressed to the vendor at its last known address. After considering the matter and
reaching a decision, the Director shall notify the vendor of his or her decision by certified mail,
return receipt requested.

5.5.2. Any vendor, other than a vendor prohibited from participating in federal procurement,
undergoing debarment proceedings is permitted to continue participating in the state’s
procurement process until a final debarment decision has been reached. Any contract that a
debarred vendor obtains prior to a final debarment decision shall remain in effect for the current
term, but may not be extended or renewed. Notwithstanding the foregoing, the Director may
cancel a contract held by a debarred vendor if the Director determines, in his or her sole
discretion, that doing so is in the best interest of the State. A vendor prohibited from participating
in federal procurement will not be permitted to participate in the state’s procurement process
during debarment proceedings.

5.5.3. If the Director’s final debarment decision is that debarment is warranted and notice of the
final debarment decision is mailed, the Purchasing Division shall reject any bid submitted by the
debarred vendor, including any bid submitted prior to the final debarment decision if that bid has
not yet been accepted and a contract consummated.

5.5.4. Pursuant to W.Va. Code § 5A-3-33e(e), the length of the debarment period will be
specified in the debarment decision and will be for a period of time that the Director finds
necessary and proper to protect the public from an irresponsible vendor.

5.5.5. List of Debarred Vendors. The Director shall maintain and publicly post a list of debarred
vendors on the Purchasing Division’s website.

5.5.6. Related Party Debarment. The Director may pursue debarment of a related party at the



same time that debarment of the original vendor is proceeding or at any time thereafter that the
Director determines a related party debarment is warranted. Any entity that fails to provide the
Director with full, complete, and accurate information requested by the Director to determine
related party status will be presumed to be a related party subject to debarment.

5.6. Damages.

5.6.1. A vendor who fails to perform as required under a contract shall be liable for actual
damages and costs incurred by the state.

5.6.2. If any commodities delivered under a contract have been used or consumed by a spending
unit and on testing the commodities are found not to comply with specifications, no payment
may be approved by the Spending Unit for the merchandise until the amount of actual damages
incurred has been determined.

5.6.3. The Spending Unit shall seek to collect damages by following the procedures established
by the Office of the Attorney General for the collection of delinquent obligations.

Credits
History: Filed 4-1-19, eff. 4-1-19; Filed 4-16-21, eff. 5-1-21.
Current through register dated May 7, 2021. Some sections may be more current. See credits for

details.
W.Va. C.SR. § 148-1-5, WV ADC § 148-1-5
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EXHIBIT B To:
REQUIRED CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY
CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317):
Prevailing Wage Determination

V] — Not Applicable Because Contract Not for Construction
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Software as a Service Addendum

1. Definitions:

Acceptable alternative data center location means a country that is identified as providing
equivalent or stronger data protection than the United States, in terms of both regulation
and enforcement. DLA Piper’s Privacy Heatmap shall be utilized for this analysis and may
be found at https//www.dlapiperdataprotection.com/index.html ?t=world-
map&c=US&c2=IN.

Authorized Persons means the service provider's employees, contractors, subcontractors
or other agents who have responsibility in protecting or have access to the public
jurisdiction’s personal data and non-public data to enable the service provider to perform
the services required.

Data Breach means the unauthorized access and acquisition of unencrypted and
unredacted personal data that compromises the security or confidentiality of a public
jurisdiction’s personal information and that causes the service provider or public
jurisdiction to reasonably believe that the data breach has caused or will cause identity
theft or other fraud.

Individually Identifiable Health Information means information that is a subset of health
information, including demographic information collected from an individual, and (1) is
created or received by a health care provider, health plan, employer or health care
clearinghouse; and (2) relates to the past, present or future physical or mental health or
condition of an individual; the provision of health care to an individual; or the past, present
or future payment for the provision of health care to an individual; and (a) that identifies
the individual; or (b) with respect to which there is a reasonable basis to believe the
information can be used to identify the individual.

Non-Public Data means data, other than personal data, that is not subject to distribution
to the public as public information. It is deemed to be sensitive and confidential by the
public jurisdiction because it contains information that is exempt by statute, ordinance or
administrative rule from access by the general public as public information.

Personal Data means data that includes information relating to a person that identifies
the person by first name or first initial, and last name, and has any of the following
personally identifiable information (Pll): government-issued identification numbers (e.g.,
Social Security, driver’s license, state identification card); financial account information,
including account number, credit or debit card numbers; or protected health information
(PHI).

Protected Health Information (PHI) means individually identifiable health information
transmitted by electronic media, maintained in electronic media, or transmitted or
maintained in any other form or medium. PHI excludes education records covered by the
Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g,
records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a
covered entity in its role as employer.
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Public Jurisdiction means any government or government agency that uses these terms
and conditions. The term is a placeholder for the government or government agency.

Public Jurisdiction Data means all data created or in any way originating with the public
jurisdiction, and all data that is the output of computer processing or other electronic
manipulation of any data that was created by or in any way originated with the public
jurisdiction, whether such data or output is stored on the public jurisdiction’s hardware,
the service provider’'s hardware or exists in any system owned, maintained or otherwise
controlled by the public jurisdiction or by the service provider.

Public Jurisdiction Identified Contact means the person or persons designated in writing
by the public jurisdiction to receive security incident or breach notification.

Restricted data means personal data and non-public data.

Security Incident means the actual unauthorized access to personal data or non-public
data the service provider believes could reasonably result in the use, disclosure or theft
of a public jurisdiction's unencrypted personal data or non-public data within the
possession or control of the service provider. A security incident may or may not turn into
a data breach.

Service Provider means the contractor and its employees, subcontractors, agents and
affiliates who are providing the services agreed to under the contract.

Software-as-a-Service (SaaS) means the capability provided to the consumer to use the
provider’s applications running on a cloud infrastructure. The applications are accessible
from various client devices through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The consumer does not manage or control the
underlying cloud infrastructure including network, servers, operating systems, storage or
even individual application capabilities, with the possible exception of limited user-specific
application configuration settings.

2. Data Ownership: The public jurisdiction will own all right, title and interest in its data
that is related to the services provided by this contract. The service provider shall not
access public jurisdiction user accounts or public jurisdiction data, except (1) in the course
of data center operations, (2) in response to service or technical issues, (3) as required
by the express terms of this contract or (4) at the public jurisdiction’s written request.

3. Data Protection and Privacy: Protection of personal privacy and data shall be an
integral part of the business activities of the service provider to ensure there is no
inappropriate or unauthorized use of public jurisdiction information at any time. To this
end, the service provider shall safeguard the confidentiality, integrity and availability of
public jurisdiction information and comply with the following conditions:
a) The service provider shall implement and maintain appropriate administrative,
technical and physical security measures to safeguard against unauthorized
access, disclosure or theft of personal data and non-public data. In Appendix A,
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b)

f)

the public jurisdiction shall indicate whether restricted information will be
processed by the service provider. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the
service provider applies to its own personal data and non-public data of similar
kind. The service provider shall ensure that all such measures, including the
manner in which personal data and non-public data are collected, accessed, used,
stored, processed, disposed of and disclosed, comply with applicable data
protection and privacy laws, as well as the terms and conditions of this Addendum
and shall survive termination of the underlying contract.

The service provider represents and warrants that its collection, access, use,
storage, disposal and disclosure of personal data and non-public data do and will
comply with all applicable federal and state privacy and data protection laws, as
well as all other applicable regulations, policies and directives.

The service provider shall support third-party multi-factor authentication integration
with the public jurisdiction third-party identity provider to safeguard personal data
and non-public data.

If, in the course of its engagement by the public jurisdiction, the service provider
has access to or will collect, access, use, store, process, dispose of or disclose
credit, debit or other payment cardholder information, the service provider shall at
all times remain in compliance with the Payment Card Industry Data Security
Standard (“PCl DSS”) requirements, including remaining aware at all times of
changes to the PCI DSS and promptly implementing all procedures and practices
as may be necessary to remain in compliance with the PCI DSS, in each case, at
the service provider's sole cost and expense. All data obtained by the service
provider in the performance of this contract shall become and remain the property
of the public jurisdiction.

All personal data shall be encrypted at rest and in transit with controlled access.

Unless otherwise stipulated, the service provider is responsible for encryption of
the personal data.

Unless otherwise stipulated, the service provider shall encrypt all non-public data
at rest and in transit, in accordance with recognized industry practice. The public
jurisdiction shall identify data it deems as non-public data to the service provider.
At no time shall any data or process - that either belong to or are intended for the
use of a public jurisdiction or its officers, agents or employees — be copied,
disclosed or retained by the service provider or any party related to the service
provider for subsequent use in any transaction that does not include the public
jurisdiction.

The service provider shall not use or disclose any information collected in
connection with the service issued from this proposal for any purpose other than
fulfilling the service.

Data Location. For non-public data and personal data, the service provider shall
provide its data center services to the public jurisdiction and its end users solely
from data centers in the U.S. Storage of public jurisdiction data at rest shall be
located solely in data centers in the U.S. The service provider shall not allow its
personnel or contractors to store public jurisdiction data on portable devices,
including personal computers, except for devices that are used and kept only at its
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U.S. data centers. With agreement from the public jurisdiction, this term may be
met by the service provider providing its services from an acceptable alternative
data center location, which agreement shall be stated in Appendix A. The Service
Provider may also request permission to utilize an acceptable alternative data
center location during a procurement’s question and answer period by submitting
a question to that effect. The service provider shall permit its personnel and
contractors to access public jurisdiction data remotely only as required to provide
technical support.

4. Security Incident or Data Breach Notification: The service provider shall inform the
public jurisdiction of any confirmed security incident or data breach.

a)

Incident Response: The service provider may need to communicate with outside
parties regarding a security incident, which may include contacting law
enforcement, fielding media inquiries and seeking external expertise as defined by
law or contained in the contract. Discussing security incidents with the public
jurisdiction shall be handled on an urgent as-needed basis, as part of service
provider communication and mitigation processes defined by law or contained in
the contract.

Security Incident Reporting Requirements: The service provider shall report a
confirmed Security Incident as soon as practicable, but no later than twenty-four
(24) hours after the service provider becomes aware of it, to: (1) the department
privacy officer, by email, with a read receipt, identified in Appendix A; and, (2)
unless otherwise directed by the public jurisdiction in the underlying contract, the
WVOT Online Computer Security and Privacy Incident Reporting System at
https://apps.wv.gov/ot/ir/Default.aspx, and (3) the public jurisdiction point of
contact for general contract oversight/administration. The following information
shall be shared with the public jurisdiction: (1) incident phase (detection and
analysis; containment, eradication and recovery; or post-incident activity), (2)
projected business impact, and, (3) attack source information.

Breach Reporting Requirements: Upon the discovery of a data breach or
unauthorized access to non-public data, the service provider shall immediately
report to: (1) the department privacy officer, by email, with a read receipt, identified
in Appendix A; and, (2) unless otherwise directed by the public jurisdiction in the
underlying contract, the WVOT Online Computer Security and Privacy Incident
Reporting System at htips:/apps.wv.gov/ot/ir/Default.aspx, and the public
jurisdiction point of contact for general contract oversight/administration.

5. Breach Responsibilities: This section only applies when a data breach occurs with
respect to personal data within the possession or control of the service provider.

a)

Immediately after being awarded a contract, the service provider shall provide the
public jurisdiction with the name and contact information for an employee of service
provider who shall serve as the public jurisdiction’s primary security contact and
shall be available to assist the public jurisdiction twenty-four (24) hours per day,
seven (7) days per week as a contact in resolving obligations associated with a
data breach. The service provider may provide this information in Appendix A.
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b) Immediately following the service provider's notification to the public jurisdiction of

a data breach, the parties shall coordinate cooperate with each other to investigate
the data breach. The service provider agrees to fully cooperate with the public
jurisdiction in the public jurisdiction’s handling of the matter, including, without
limitation, at the public jurisdiction’s request, making available all relevant records,
logs, files, data reporting and other materials required to comply with applicable
law and regulation.

Within 72 hours of the discovery, the service provider shall notify the parties listed
in 4(c) above, to the extent known: (1) date of discovery; (2) list of data elements
and the number of individual records; (3) description of the unauthorized persons
known or reasonably believed to have improperly used or disclosed the personal
data; (4) description of where the personal data is believed to have been
improperly transmitted, sent, or utilized; and, (5) description of the probable
causes of the improper use or disclosure.

The service provider shall (1) cooperate with the public jurisdiction as reasonably
requested by the public jurisdiction to investigate and resolve the data breach, (2)
promptly implement necessary remedial measures, if necessary, and prevent any
further data breach at the service provider's expense in accordance with
applicable privacy rights, laws and regulations and (3) document responsive
actions taken related to the data breach, including any post-incident review of
events and actions taken to make changes in business practices in providing the
services, if necessary. .

If a data breach is a direct result of the service provider’s breach of its contract
obligation to encrypt personal data or otherwise prevent its release, the service
provider shall bear the costs associated with (1) the investigation and resolution of
the data breach; (2) notifications to individuals, regulators or others required by
state or federal law; (3) a credit monitoring service (4) a website or a toll-free
number and call center for affected individuals required by state law — all not to
exceed the average per record per person cost calculated for data breaches in the
United States in the most recent Cost of Data Breach Study: Global Analysis
published by the Ponemon Institute at the time of the data breach (or other similar
publication if the named publication has not issued an updated average per record
per cost in the last 5 years at the time of the data breach); and (5) complete all
corrective actions as reasonably determined by service provider based on root
cause. The service provider agrees that it shall not inform any third party of any
data breach without first obtaining the public jurisdiction’s prior written consent,
other than to inform a complainant that the matter has been forwarded to the public
jurisdiction’s legal counsel and/or engage a third party with appropriate expertise
and confidentiality protections for any reason connected to the data breach. Except
with respect to where the service provider has an independent legal obligation to
report a data breach, the service provider agrees that the public jurisdiction shall
have the sole right to determine: (1) whether notice of the data breach is to be
provided to any individuals, regulators, law enforcement agencies, consumer
reporting agencies or others, as required by law or regulation, or otherwise in the
public jurisdiction’s discretion; and (2) the contents of such notice, whether any

5
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type of remediation may be offered to affected persons, and the nature and extent
of any such remediation. The service provider retains the right to report activity to
law enforcement.

6. Notification of Legal Requests: The service provider shall contact the public
jurisdiction upon receipt of any electronic discovery, litigation holds, discovery searches
and expert testimonies related to the public jurisdiction’s data under this contract, or which
in any way might reasonably require access to the data of the public jurisdiction. The
service provider shall not respond to subpoenas, service of process and other legal
requests related to the public jurisdiction without first notifying the public jurisdiction,
unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a) In the event of a termination of the contract, the service provider shall implement
an orderly return of public jurisdiction data within the time period and format
specified in the contract (or in the absence of a specified time and format, a mutually
agreeable time and format) and after the data has been successfully returned,
securely and permanently dispose of public jurisdiction data.

b) During any period of service suspension, the service provider shall not take any
action to intentionally erase any public jurisdiction data.

c) In the event the contract does not specify a time or format for return of the public
jurisdiction’s data and an agreement has not been reached, in the event of
termination of any services or agreement in entirety, the service provider shall not
take any action to intentionally erase any public jurisdiction data for a period of:

o 10 days after the effective date of termination, if the termination is in
accordance with the contract period
¢ 30 days after the effective date of termination, if the termination is for
convenience
e 60 days after the effective date of termination, if the termination is for
cause
After such period, the service provider shall have no obligation to maintain or
provide any public jurisdiction data and shall thereafter, unless legally prohibited,
delete all public jurisdiction data in its systems or otherwise in its possession or
under its control.

d) The public jurisdiction shall be entitled to any post-termination assistance generally
made available with respect to the services, uniess a unique data retrieval
arrangement has been established as part of the Contract.

e) The service provider shall securely dispose of all requested data in all of its forms,
such as disk, CD/ DVD, backup tape and paper, when requested by the public
jurisdiction. Data shall be permanently deleted and shall not be recoverable,
according to National Institute of Standards and Technology (NIST)-approved
methods. Certificates of destruction shall be provided to the public jurisdiction.

8. Background Checks: The service provider shall conduct criminal background checks
in compliance with W.Va. Code §15-2D-3 and not utilize any staff to fulfill the obligations

6
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of the contract, including subcontractors, who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony
or misdemeanor offense for which incarceration for up to 1 year is an authorized penalty.
The service provider shall promote and maintain an awareness of the importance of
securing the public jurisdiction’s information among the service provider's employees and
agents.

9. Oversight of Authorized Persons: During the term of each authorized person’s
employment or engagement by service provider, service provider shall at all times cause
such persons to abide strictly by service provider’s obligations under this Agreement and
service provider’s standard policies and procedures. The service provider further agrees
that it shall maintain a disciplinary process to address any unauthorized access, use or
disclosure of personal data by any of service provider's officers, partners, principals,
employees, agents or contractors.

10. Access to Security Logs and Reports: The service provider shall provide reports
to the public jurisdiction in CSV format agreed to by both the service provider and the
public jurisdiction. Reports shall include user access (successful and failed attempts),
user access IP address, user access history and security logs for all public jurisdiction
files and accounts related to this contract.

11. Data Protection Self-Assessment: The service provider shall perform a Cloud
Security Alliance STAR Self-Assessment by completing and submitting the “Consensus
Assessments Initiative Questionnaire” to the Public Jurisdiction Identified Contact. The
service provider shall submit its self-assessment to the public jurisdiction prior to contract
award and, upon request, annually thereafter, on the anniversary of the date of contract
execution. Any deficiencies identified in the assessment will entitle the public jurisdiction
to disqualify the bid or terminate the contract for cause.

12. Data Center Audit: The service provider shall perform an audit of its data center(s)
at least annually at its expense and provide a redacted version of the audit report upon
request. The service provider may remove its proprietary information from the redacted
version. A Service Organization Control (SOC) 2 audit report or approved equivalent sets
the minimum level of a third-party audit. Any deficiencies identified in the report or
approved equivalent will entitle the public jurisdiction to disqualify the bid or terminate the
contract for cause.

13. Change Control and Advance Notice: The service provider shall give 30 days,
advance notice (to the public jurisdiction of any upgrades (e.g., major upgrades, minor
upgrades, system changes) that may impact service availability and performance. A
major upgrade is a replacement of hardware, software or firmware with a newer or better
version in order to bring the system up to date or to improve its characteristics.

14. Security:
a) At a minimum, the service provider's safeguards for the protection of data shall
include: (1) securing business facilities, data centers, paper files, servers, back-up
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systems and computing equipment, including, but not limited to, all mobile devices
and other equipment with information storage capability; (2) implementing network,
device application, database and platform security; 3) securing information
transmission, storage and disposal; (4) implementing authentication and access
controls within media, applications, operating systems and equipment; (5)
implementing appropriate personnel security and integrity procedures and
practices, including, but not limited to, conducting background checks consistent
with applicable law; and (6) providing appropriate privacy and information security
training to service provider's employees.

b) The service provider shall execute well-defined recurring action steps that identify
and monitor vulnerabilities and provide remediation or corrective measures. Where
the service provider’s technology or the public jurisdiction’s required dependence
on a third-party application to interface with the technology creates a critical or high
risk, the service provider shall remediate the vulnerability as soon as possible. The
service provider must ensure that applications used to interface with the service
provider’s technology remain operationally compatible with software updates.

¢) Upon the public jurisdiction’s written request, the service provider shall provide a
high-level network diagram with respect to connectivity to the public jurisdiction’s
network that illustrates the service provider's information technology network
infrastructure.

15. Non-disclosure and Separation of Duties: The service provider shall enforce
separation of job duties, require commercially reasonable non-disclosure agreements,
and limit staff knowledge of public jurisdiction data to that which is absolutely necessary
to perform job duties.

16. Import and Export of Data: The public jurisdiction shall have the ability to securely
import, export or dispose of data in standard format in piecemeal or in entirety at its
discretion without interference from the service provider. This includes the ability for the
public jurisdiction to import or export data to/from other service providers identified in the
contract (or in the absence of an identified format, a mutually agreeable format).

17. Responsibilities: The service provider shall be responsible for the acquisition and
operation of all hardware, software and network support related to the cloud services
being provided. The technical and professional activities required for establishing,
managing and maintaining the environments are the responsibilities of the service
provider.

18. Subcontractor Compliance: The service provider shall ensure that any of its
subcontractors to whom it provides any of the personal data or non-public data it receives
hereunder, or to whom it provides any personal data or non-public data which the service
provider creates or receives on behalf of the public jurisdiction, agree to the restrictions,
terms and conditions which apply to the service provider hereunder.

19. Right to Remove Individuals: The public jurisdiction shall have the right at any time
to require that the service provider remove from interaction with public jurisdiction any
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service provider representative who the public jurisdiction believes is detrimental to its
working relationship with the service provider. The public jurisdiction shall provide the
service provider with notice of its determination, and the reasons it requests the removal.
If the public jurisdiction signifies that a potential security violation exists with respect to
the request, the service provider shall immediately remove such individual. The service
provider shall not assign the person to any aspect of the contract without the public
jurisdiction’s consent.

20. Business Continuity and Disaster Recovery: The service provider shall provide a
business continuity and disaster recovery plan executive summary upon request. Lack of
a plan will entitle the public jurisdiction to terminate this contract for cause.

21. Compliance with Accessibility Standards: The service provider shall comply with
and adhere to Accessibility Standards of Section 508 Amendment to the Rehabilitation
Act of 1973.

22. Web Services: The service provider shall use web services exclusively to interface
with the public jurisdiction’s data in near real time when possible.

23. Encryption of Data at Rest: The service provider shall ensure hard drive encryption
consistent with validated cryptography standards as referenced in FIPS 140-2, Security
Requirements for Cryptographic Modules for all personal data.

24. Subscription Terms: Service provider grants to a public jurisdiction a license to:
a. Access and use the service for its business purposes;
b. For SaaS, use underlying software as embodied or used in the service; and
c. View, copy, upload, download (where applicable), and use service provider's
documentation.

25. Equitable Relief: Service provider acknowledges that any breach of its covenants or
obligations set forth in Addendum may cause the public jurisdiction irreparable harm for
which monetary damages would not be adequate compensation and agrees that, in the
event of such breach or threatened breach, the public jurisdiction is entitled to seek
equitable relief, including a restraining order, injunctive relief, specific performance and
any other relief that may be available from any court, in addition to any other remedy to
which the public jurisdiction may be entitled at law or in equity. Such remedies shall not
be deemed to be exclusive but shall be in addition to all other remedies available at law
or in equity, subject to any express exclusions or limitations in this Addendum to the
contrary.



Version 11-1--19

AGREED:

Name of Agency: Name of Vendor: Concourse Tech Inc
Signature: Signature: Kf’/{ A‘{f{ A Wdﬂ
Title: Title: Operations Manager

Date: Date: March 4, 2026
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Appendix A

(To be completed by the Agency’s Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum. Required information not identified prior to execution
of the Addendum may only be added by amending Appendix A and the Addendum, via Change

Order.)

Concourse Tech Inc

Name of Service Provider/Vendor:

Name of Agency: YWV Department of Health Office of Epidemeology

Agency/public jurisdiction’s required information:

1.

Will restricted information be processed by the service provider?
Yes [
No [ |

If yes to #1, does the restricted information include personal data?

Yes E

No

If yes to #1, does the restricted information include non-public data?

Yes E

No

if yes to #1, may the service provider store public jurisdiction data in a data center in an
acceptable alternative data center location, which is a country that is not the U.S.?

Yes g
No
Provide name and email address for the Department privacy officer:

Name: Chris Snyder

Email address: Chris.s.snyder@wv.gov

Vendor/Service Provider's required information:

6.

Provide name and contact information for vendor's employee who shall serve as the public
jurisdiction’s primary security contact;

Name: Kelsey Shaner

Email address: sales@concoursetech.com
646-305-9964

Phone Number:

11
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Immunization Information System (IIS) Functional Model

The IS Functional Model presents a framework and terminolagy for carveying and communicaling the core functions, capabilities and attributes of I1S, These systems,
whether as a single integrated I1S or as a set of interaperable madules, support public health immunization programs in achieving the CDE IS Functional Standards*
and in providing trusted data and information to improve clinical immunization practice, increase vaccination and reduce vaccine-preventable disease.

The madel also serves as a companion and index Lo the 11§ Baseline Requirements Traceabifity Matrix (RTM), which provides detailed requirements across IS
tunctions, capabilities and attributes. The RTM and other requirements tools can be found at phii.org/iis-requirements.

H HH These functi d biliti t functionality of IIS. Refer to the IS Baseline RTM
IIS Core Functions and Capabilities  Tocsuncions an caabies roresent coretnchionlty of 1. Reer o the s Baseline

Administer System Manage Organizations & Facilities Manage Users

Hierarchy canfiguration User roles & permissions Organization/facility « VFC/vaccine program User search Authentication &
System configuration System alerts search enrollment Add, edit, inactivate user  authorization

Add, edit, inactivate Organization/facility Password managemenl
organizationffacility outreach

Support Interoperability Ensure Data Quality Evatuate & Forecast

Onboarding Data exchange Patient matching Vaccination event matching ’ Clinical decision support Coaverage reporks
Interfaces & deduplication & deduplication I Reminder/recall
Manage Patient & Immunization Records Manage Vaccine Inventory Provide Data Access
Patient search © Add, edit patient ‘ Vaccine inventory search Vaccine inventary | Standard reports Ad hoc queries & reports
Add, edit patient immunization Add, edit vaccine inventory  fecondiliation Print/export reparts Consumer access
demographics Print/export record Vaccine ordering Vaccine transfer
Patient status Mass vaccination Review/approve order Vaccine wastage
Patient consent ‘ Vaccine decrementing Vaccine expiration
I IS Att ‘b t These attributes represent the technical characteristics af an ItS necessary to support immunization programs and stakeholders.
rl u es Refer ta the IS Baseline RTM for descriptions and non-functional requirements assaciated with each.

Performance s T A e W o
i Usability Reliability Security Maintainability Portability

« Time behavior * Operability = Availability « Confidentiality * Analyzability = Adaptability
* Resource utilization = User error protection « Fault tolerance * Nan-repudiation ® Installability
« Capacity © Accessibility * Recoverability * Accountability

« Authenticity

* https://www.cdc.gov/ ograms/iis/ html This resource was developed by Lhe Public Health Informalics Institute in 2020 in collaboralion wilh AIRA and CDC, with financial support from
€DC under Cooperative Agreement number - NU38CTO00315. Questions, comments and suggestions are welcomed at phii.org/liscontact
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