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| ADDITIONAL INFORMATION

Addendum No 2 is issued for the following reasons:

1) To clarify a response given to Question No 29 of the Technical Questions that was published in Addendum No 1. per attached.

--no other changes--

**** Online responses have been prohibited for this solicitation, if you have questions contact the Buyer - Toby Welch @

toby.l.welch@wv.gov

See attached instructions for requirements for responding.

INVOICE TO

SHIP TO

ATTORNEY GENERAL'S OFFICE
1900 KANAWHA BLVD E
BUILDING 1 RM E-26

ATTORNEY GENERALS OFFICE
1900 KANAWHA BLVD E
BUILDING 1 RM E-26

CHARLESTON WV 25305 CHARLESTON WV 25305

us us

Line Comm Ln Desc Qty Unit of Measure Unit Price Total Price
1 Cloud based Telephony service

Comm Code Manufacturer Specification Model #

43222800

Extended Description:
Cloud Based Telephony System:

Vendors MUST fill out Cost Sheet included as an attachment. Cost must be separated and labeled separately of the technical

response.

**ONLINE SUBMISSIONS OF REQUESTS FOR PROPOSAL ARE PROHIBITED**

SCHEDULE OF EVENTS
Line Event Event Date
1 Questions are due by 3:00 p.m. 2023-10-03
Date Printed: Oct 10, 2023 Page: 2 FORM iD: WV-PRC-CRFP-002 2020\05
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Addendum No 2 - CLOUD BASED
TELEPHONY SYSTEM

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions




REQUEST FOR PROPOSAL

CRFP AG0O2400000002
Cloud Based Telephony System

By signing below, I certify that I have reviewed this Request for Proposal in its entirety; understand the
requirements, terms and conditions, and other information contained herein; that I am submitting this
proposal for review and consideration; that I am authorized by the bidder to execute this bid or any
documents related thereto on bidder’s behalf; that I am authorized to bind the bidder in a contractual
relationship; and that, to the best of my knowledge, the bidder has properly registered with any State
agency that may require registration.

Medtel Communications LLC
(Company)

Bryan Webb, President & CEO
{Representative Name, Title)

941-751-7780 / 941-933-1113
(Contact Phone/Fax Number)

10/10/2023
(Date)

Revised 07/01/2021



DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract,

(Printed Name and Title) _Bryan Webb, President & CEO

(Address) __ 4732 E State Rd 64, Bradenton, FL 34208

(Phone Number) / (Fax Number) _941-751-7780

(email address) _bwebb@medtelcom.com

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, I certify that: I have reviewed this Solicitation/Contract in its entirety; that 1
understand the requirements, terms and conditions, and other information contained herein; that
this bid, offer or proposal constitutes an offer to the State that cannot be unilaterally withdrawn;
that the product or service proposed meets the mandatory requirements contained in the
Solicitation/Contract for that product or service, unless otherwise stated herein; that the Vendor
accepts the terms and conditions contained in the Solicitation, unless otherwise stated herein; that
I am submitting this bid, offer or proposal for review and consideration; that this bid or offer was
made without prior understanding, agreement, or connection with any entity submitting a bid or
offer for the same material, supplies, equipment or services; that this bid or offer is in all respects
fair and without collusion or fraud; that this Contract is accepted or entered into without any prior
understanding, agreement, or connection to any other entity that could be considered a violation of
law; that I am authorized by the Vendor to execute and submit this bid, offer, or proposal, or any
documents related thereto on Vendor’s behalf; that I am authorized to bind the vendor in a
contractual relationship; and that to the best of my knowledge, the vendor has properly registered
with any State agency that may require registration.

By signing below, [ further certify that I understand this Contract is subject to the
provisions of West Virginia Code § 54-3-62, which automatically voids certain contract
clauses that violate State law;: and that pursuant to W. Va. Code 54-3-63, the entity
entering into this contract is prohibited from engaging in a boycott against Israel.

Medtel Communications, LLC

(Company) ! u

(Signa f Authorized Representative)
Bryan Webb, President & CEO

(Printed Name and Title of Authorized Representative) (Date)
941-751-7780 / 941-933-1113

(Phone Number) (Fax Number)
bwebb@medtelcom.com

(Email Address)

Revised 8/24/2023



ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CRFP AGO2400000002

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by
completing this addendum acknowledgment form. Check the box next to each addendum
received and sign below. Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

[X] Addendum No. 1 [} Addendum No. 6
[} Addendum No. 2 [] Addendum No. 7
[[] Addendum No. 3 [] Addendum No. 8
[[] Addendum No. 4 [[J Addendum No. 9
[[] Addendum No. 5 [[] Addendum No. 10

1 understand that failure to confirm the receipt of addenda may be cause for rejection of this bid.
I further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor's representatives and any state personnel is not binding. Only
the information issued in writing and added to the specifications by an official addendum is

binding.

Medtel Communications, LLC
Company

Authosfg%ignature

10/12/2023
Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite
document processing.

Revised 8/24/2023



ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CRFP AGO24-002

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

[x ] Addendum No. 1 [ ] Addendum No.6
[x 1 Addendum No. 2 [ 1 Addendum No. 7
[ 1 Addendum No.3 [ 1] Addendum No. 8
[ ] Addendum No. 4 [ ] Addendum No. 9
[ 1 Addendum No.5 [ ] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. 1
further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

Medtel Communications LLC

Company
% Authorized Signature
10/10/2023
Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
Revised 6/8/2012



S
ACORD»”
1 : CERTIFICATE OF LIABILITY INSURANCE 8/3/2023

BETHANYWHITE
DATE (MM/DD/YYYY)

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

ConTACT Bethany White

PRODUCER | NAME: . _ -
M1 Longwator Drve oo oes In: (W, £x: (617) 847-3900 (02 no)(617) 847-1422
Suite 10 ADBHESS: o
Norwell, MA 02061 INSURER(S) AFFORDING COVERAGE | NAIC #
| | Insurer A : Federal Insurance Company 120281
INSURED | msurer B : ACE American Insurance Company 122667
Medtel Communications LLC | nsurer ¢ : Endurance American Insurance Company 10641
2511 Corporate Way INSURER D :
Palmetto, FL 34221 ——
INSURER E : - -
INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR ADDL|SUBR

rvPE oF NsuRANCE T ARy
A X COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s 1,000,000
CLAIMS-MADE - OCCUR 36042704-EUC 3/24/2023 | 3/24/2024 | DRMKCE IO RENTED o) s 1,000,000
_ MED EXP (Anyoneperson) | § 10,000
L PERSONAL&ADVINJURY s 1,000,000
GEN'L AGGREGATE LIMIT APPLIES PER: | GENERAL AGGREGATE s 2,000,000
X poLicy ‘:l ES D Loc | PRODUCTS - COMP/OP AGG _ $ 2,000,000
OTHER: : $
A AUTOMOBILE LIABILITY ' _ {%‘g"ggé'i‘é'gﬁ‘f'NG'—E LIMIT s 1,000,000_
ANY AUTO 23-73597272 3/24/2023 | 3/24/2024 gopILY INJURY (Per persan) | $
| OWN [ ] SCHEDULED
AUTOS ONLY | | AUTOS BODILY INJURY (Per accident) §
X | HIRED X | NON-QWNED PROPERTY DAMAGE
*  AUTOS ONLY 7> | AUTOS ONLY _(Per accident) % o
$
A X umeretauas | X occur | EACH OCCURRENCE s 5,000,000
| EXCESS LIAB | c|_A|Ms.MADEI 7818-47-75 3/24/2023 3/24/2024 | AGGREGATE s i
DED | RETENTION $ Aggregate $ 5,000,000
A WORKERS COMPENSATION X PER OTH-
AND EMPLOYERS' LIABILITY STATUTE | | ER
| any PROPRIETOR/PARTNEREXECUTIVE (24) 71836317 412212023 | 412212024 | e pcciDENT $ 1,000,000
OFFIGER/MEMBER EXCLU D N/A _E.L. EACH ACCIDENT |
(randatory in NF E.L. DISEASE - EA EMPLOYEE $ 1,000,000
If yes, describe under fi— i 1.000.000
DESCRIPTION OF OPERATIONS below | E.L. DISEASE - POLICY LIMIT | § IV,
B Cyber Liab/ Tech E&O | D94965585 10/3/2022 | 10/3/2023 |Aggregate 5,000,000
C ExcessCyber/Tech E& | |PRX30011648301 10/3/2022 = 10/3/2023 |Aggregate Limit 5,000,000

hedute, may be attached if more space is required)

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES !IACORD 101, Additional Remarks S
Insurer: Chubb /Policy Number: 8263-5989 09/01/2022 - 09/01/2023

Employment Practices Liability: 3,000,000 Aggregate Limit
Crime Coverage / Employee Theft: 1,000,000 Limit

Evidence of Insurance

CERTIFICATE HOLDER

CANCELLATION

Evidence of Insurance

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

MAAT1Y.

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



% Medtel

Communications

All the Features You Need on One Platform *. % y

Medtel's business phone system combines phone
service, messaging, presence, chat, and conferencing
on a single cloud-based platform. Whether you require
desk phones, softphones (PC) or smartphone apps, our
suite of products and services are configured to suit the
needs of your business.

Our Solutions
Business Phone Audio & Video Microsoft Teams
System Contact Conter Conferencing Integration
Work from Anywhere
Make and receive work calls from your desk phone,
mobile device, computer, or tablet.
Why Medtel?
» Allin one platform with voice, chat, audio and video conferencing About Medtel
= VolP Business Phone Service with 40+ advanced features Medtel Communications is a pioneer

. : . . . , in the telecommunications industry,
= Simple, all-inclusive pricing for predictable, low monthly cost s o

providing a cloud-based unified

» Real-time call analytics and reporting for actionable insights communications platform that
includes voice, IVR, contact center,

« Easy setup and configuration with admin and user portals and video conferencing solutions for

. businesses worldwide.
* Geo-redundant network for secure, reliable service

Medtel Communications Response - CRFP AG0O2400000002
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SECTION 4: PROJECT SPECIFICATIONS

4.2.1. Goals and Objectives

4.2.1.1 Replace all on-premises server devices with a cloud-based solution for the Agency's
telephony requirements.

MedTel's M-Cloud solution is cloud-based and does not require premise-based servers.

4.2.1.2 Maximize security against all potential information technology risks by accessing all cloud-
based security capabilities relative to the solution.
Refer to:

e Medtel Communications - Attachment A - Security

e Medtel Communications - Attachment D - Data Protection Policy & Procedures

¢ Medtel Communications - Attachment H - Security Architecture

4.2.1.3 Acquire the most cost-beneficial solution accommodating all of the needs and desires of
the Agency at the time of deployment.

Refer to: Medtel Communications — Attachment C - Pricing

Medtel Communications Response - CRFP AG02400000002
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4.2.2. Mandatory Project Reguirements

4.2.2.1 Security

(Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.2.2.1, 4.2.2.1.a., 4.2.2.1.a.1, 4.2.2.1.b.1,
4.2.2.1.c.1)

Refer to:
e Medtel Communications - Attachment A - Security
* Medtel Communications - Attachment D - Data Protection Policy & Procedures
e Medtel Communications - Attachment H - Security Architecture

Medtel's M-Cloud system is protected against unauthorized access through a combination of encrypted
usernames and passwords, along with whitelists and blacklists. These measures are implemented at the
User, Admin, and Installer levels. Hacking and other cyberattacks are also prevented through the same
combination of security measures. In the event of a cybersecurity incident, Medtel has a disaster recovery
and business continuity plan in place, ensuring that operations can continue smoothly. Encryption
standards for voice and data traffic are listed in the Security Architecture document. Regular security
assessments and audits are conducted on the Medtel Cloud platform, with cyber-attack sources
automatically blacklisted. Medtel also has a dedicated security team, chaired by the Data Protection
Officer, which monitors the VoIP system and responds to security incidents. Compliance with industry
regulations such as GDPR, HIPAA, and PCI DSS is ensured through the Medtel Communications Data
Protection Policy and Procedures document. Sensitive customer data is handled and secured according
to the procedures outlined in this document as well. Authentication and access controls for the VolP
system are described in the Security Architecture document. Medtel Cloud PBX is hosted in the AWS
environment, guaranteeing adherence to high security standards.

When it comes to call encryption, Medtel uses WebRTC technology. This means that call setup signaling
occurs via WebSockets using Transport Layer Security (TLS), ensuring complete privacy and data
integrity. Once the call begins, voice packets are encoded using Secure Real-Time Protocol (SRTP),
providing encryption, message authentication, integrity, and replay protection. As a result, VoIP calls
made through Medtel are more secure than traditional phone network calls.

For file transfers, Medtel employs SFTP (SSH FTP). This protocol encrypts both commands and data
during transmission, ensuring that all data and credentials are secure as they pass through the internet.
SSH (Secure Shell) is a highly secure protocol used for remote system access and command execution.
Since SFTP is an extension of SSH, it leverages the same secure channel for secure file transfers.

In conclusion, Medtel prioritizes security by implementing various measures such as advanced
encryption, redundant storage, 24/7 threat monitoring, and secure protocols like WebRTC for calls and
SFTP for file transfers. These security practices ensure that client data remains protected and
inaccessible to unauthorized individuals.

Medtel Communications Response - CRFP AG0O2400000002
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" SRTP Advanced Encryption Standard (AES) ~ SFTP {SSH FTP)

| Sesmeoniad e Counteg | F8-Mode Transport Layer Security (TLS)

Enterprise-Grade Security

Medtel's comprehensive approach to security utilizes the Amazon Web Services (AWS) Platform. Your
data is protected by 256-bit Advanced Encryption Standard inside redundant storage at several physical
locations for both security and availability purposes. Since our team also monitors threats and audits our
systems around the clock, you’ll never need to worry about a data breach.

Call Encryption

Calls are made using WebRTC technology, which means signaling for call setup is executed using
WebSockets via TLS to provide complete privacy and data integrity. As soon as the call starts and
someone begins speaking, voice packets are encoded in SRTP (Secure Real-Time Protocal). It ensures
encryption, message authentication, integrity, and replay protection so that any sniffed packets cannot be
deciphered. Overall, your VoIP calls are safer and more secure than calls over a traditional phone

network.

FTP Encryption

SFTP, also known as SSH FTP, encrypts both commands and data while in transmission. This means all
your data and credentials are encrypted as they pass through the internet. SSH is a protocol that allows
you to remotely connect to other systems and execute commands from the command line. SSH is how
most servers in the world are administered, so the protocol is very secure. SFTP was created as an
extension of SSH to transfer files through the secure channel (SSH).

Medtel’s preferred phone hardware provider, Yealink, is not on the FCC ban list.

4.2.2.2 Third Party Integration
(Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.2.2.2, 4.2.2.2.a.1)

MedTel's M-Cloud system offers voicemail transcription with voicemail to email as well as the ability to
send voicemails or recorded calls to an FTP server. Archiving services are available (for an additional fee)
that can be accessed through the Admin Portal. All voicemails can be accessed and downloaded through

the Admin Portal.

4.2.2.3 Agency Support
(Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.2.2.3, 4.2.2.3.a, 4.2.2.3.a.1)

Refer to: Medtel Communications - Attachment F - Cloud SLA

Medtel Communications Response - CRFP AG02400000002
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Technical Support is available, Monday through Friday from 8:00 am to 8:00 pm. After-hours support is
available 24/7/365. All support calls received during normal business hours are handled through
completion. Calls received after hours will be prioritized based on service-affecting issues, versus non-
service-affecting issues. Medtel resolves most service issues within our High, Medium, and Low-priority
policies. Service issues out of our control, such as Acts of God, Internet Provider outages, etc. may fall
out of tolerance. Our Technical Support can be reached at 800-404-9941 or by emailing us at
Techsupport@medtelcom.com. This email address automatically generates a case in MedTel's Customer
Relationship Management software, thereby expediting case assignment and responses.

4.2.2.4 Training
(Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.2.2.4, 4.2.2.4.a.1)

Before going live, the administration training will be completed and can be scheduled with a notice of 3-5
days. The initial training session for administrators can be conducted either remotely through a video
conference with screenshare or in-person. It is recommended to conduct administrator training sessions
remotely to provide hands-on training to end-users at their workstations. If needed, additional Q&A
sessions can be arranged by Medtel's Technical Support team. We also have a library of Training Videos
and manuals covering all the important aspects of our products and features. Custom videos can be
requested as well.

4.224b
Group Training will be conducted prior to go-live and can be completed in-person. Scheduling will
coincide with the implementation schedule to ensure staff is trained in advance of the go-live date.

4.2.2.4.b.1
Medtel provides comprehensive training materials including web-based user manuals, videos, and
guides:

+  Medtel M-Cloud Admin and End-User Training

* Medtel Insights Training

* Medtel Help Center

On-site training can be available as required during or just prior to the initial installation. Training can also
be scheduled for any time at the Client's request with a 3-5 Day advanced notification. We do prefer the
“Train the Trainer” approach as it ensures that our clients can become autonomous.

4224.c
Medtel offers individual and group training sessions on-site and remotely. Most training can be conducted

remotely. Recordings of remote training sessions can be provided as needed.

4224d

Medtel offers scheduled and unscheduled remote training by simply calling our Technical Support number
800-404-9941. If it is a small, refresher, or Q&A situation it can be handled on the spot. If it is a deeper
dive, new employee, or new Admin you will be able to schedule it at that time. In most situations, all
questions will be answered with just one call.

Medtel Communications Response - CRFP AGO2400000002
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4.2.2.5 Prior Solution Deployment

(Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.2.2.5, 4.2.2.5.a)

4.2.2.5.a

Medtel Communications has deployed thousands of similar solutions. Our platform allows us to serve any
client not only with a robust VOIP Phone system, but we also deploy and develop IVR systems for
thousands of pharmacies nationawide, reporting Systems for call management, Hosted Fax, Texting,
voicemail management, and campaigns through our Insights web portal.

4.,2.2.6 Solution Features and Granular Control

(Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.2.2.6, 4.2.2.6.a)

4.2.2.6
Attachment B

4.2.26.a
Medtel Communications M-Cloud solution includes all the following features:

Call Analytics

Call Forwarding

Call Hold

Call Lists

Call Park

Call Transfer

Call Waiting

Caller ID

Conference Calling

Desktop Integration (Web Phone)

Do Not Disturb

E911 Service (service must be able to accommodate more than one physical address) Any DID
can be a 911 number.

Import/Export of Directories

Number Porting (Transfer our existing phone number to the VolP system. Must include our 558
numbers, 681 numbers, and 1-800 numbers in mass) Mobile Integration (Medtel Cloud App)
Phone Book via common contacts for both system and individual users.

Quality of Service (QoS)

Re-dial

Ring Groups

Softphone (Web Phone is Brower Based.

Voice Calls

Voicemail

Medtel Communications Response - CRFP AG02400000002
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Medtel Communications Product Line-Up and Supported Services

M-Cloud Business Phone Features
*  API for CRM Integration
= Automated Attendant (400
Included)
«  Call Management
= Anonymous Call
Rejection
= Cali Barring, upto 7
levels
= Call Blacklisting
*  Call Distribution
*  Call Flow Modes
{Based on Bus

Hours)

*  Call Forwarding

»  Call History

* CallHold

= (Call Listen, Intrude,
and Whisper

»  Call Logging

= Call Monitoring

*  Call Park

= Call Pick-up/Call
Pick-off

= Call Routing
= Call Queues
»  Call Scheduling
«  Call Transfer
= Call Waiting (internal
and external)
= Caller ID
*  Chrome Web Browser
Extension (softphone)
« Cloud-based PBX
+  Company Directory
* Do Not Disturb
«  HD Call Quality
*  Hotline Button
*  Hot Desking
»  Hunt Groups
= Mobile App (iOS and Android)
*  Multi-Device (desk phone,
mobile, or web phone)
*  Music on Hold
» Paging & Intercom
«  Phone Programming
+ Ringing Modes
= Web Phone (via Web Portal &
Chrome Ext)
»  Unlimited Calling US &
Canada
*  Voicemail (425 Boxes)
*  Voicemail to Email with
Transcription
< Web Portal

Collaboration Tools
¢ Audio Conference Bridges
(Includes 2 bridges, upto 7
participants per bridge)
»  Unique bridge number
and access codes
*  Host controls
(Mute/Unmute/End)
= Instant Messaging
*»  Presence
= Video Conferencing
=«  Upto 70 Participants
«  Active Speaker or
Mosaic View
*  Audio Conference
Bridge
¢ Bandwidth Adaptation
and Reporting
«  Click-to-Join with Web
Browser {(doesn’t
require additional

software)

*  Group and Private
Chat

*  Host Controls
(Mute/Unmute/Record)

+  Screen Sharing
¢« Send Invites to Email,
Google Calendar,

Office 365, or
Outlook.com

»  Video Conference
Recording

«  YouTube

Broadcasting
= YouTube Video
Sharing

| Contact Center
Includes Al M-Cloud Business Phone
Features, Plus:
e 200 Agents
*  Agent Priority Routing
e Agent Skill Sets, up 50
*  Agent and Supervisor
Login/Out
*  Agent Wrap-up Time
*  Auto Attendant (300)
= Advanced Call Distribution,
Management, and Routing
*  Custom Hold Messages
«  Performance Indicators
*  Reporting and Analytics
«  Skill Set/Agent
Reports
* Longest/Average
Wait Times
*  Longest/Average Call
Times
*»  Maximum Call
Volume
= Abandoned Calls
= Skill Set Mailboxes
«  Supervisory Tools: Listen-in,
Intrude, and Whisper
*  Wall Boards with Real Time
Performance Stats by Agent or
by Skill Set Pool
*  Call Queues
*  Answered Calls
*  Abandoned Calls
*  Calls Answered by
Voicemail
*  Calls Forwarded
= Web Portal

Medtel Communications Response - CRFP AG02400000002
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(Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.2.2.6, 4.2.2.6.b)
Medtel Communications solution includes all the following features:

e Video Calls: video conferencing is available in Medtel's web-based user portals, but we do not
support VOIP Video Phones.

o Instant Messaging: Chat/instant messaging is available within the M-Cloud User portal and the
Medtel Cloud Mobile App.

e Fax over IP is managed through the Medtel Insights Portal

e Music on Hold is managed through the M-Cloud Admin Portal

e Paging via System Phones: We have a PBX-based Paging System and can program Yealink
Phones for multicast paging which utilizes your network instead of utilizing the PBX.

e Blacklist Calls from Specific Numbers

e Call Pick-up/Call Pick-off

e Click-to-Dial: this feature is available through our web-based user portal and Chrome extension.

4.22.6
(Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.2.2.6, 4.2.2.6.¢)

With Admin access and Training the Admin user can control, configure, and adjust every functional aspect
of your phone system:

Blacklist Calls from Specified Numbers: The Medtel Communications VolP system allows calls to be
blacklisted, or blocked, directly from the phones themselves as well as from the Admin Portal. Numbers
that were backlisted from a phone can only be removed at the phone. Once a number is added, it will
remain there until removed by the user or administrator. Blacklisting prevents incoming calls.

Hacklst numbers

Blacklisting numbers in the M-Cloud Admin Portal

Call Barring with up to 7 Levels:

Our system allows barring numbers by entering the area code, prefix, or exact number via the Admin
Portal. We also allow restrictions based on individual phones that can restrict a phone to internal only,
national, or international dialing plans. This feature only limits outbound calling. It is not a restriction for
Inbound calling like Blacklisting or call blocking referenced above. Unlike Blacklisting or blocking this
feature must be configured in the Admin Portal. Standard users will not have access to this feature from
their phone.

Medtel Communications Response - CRFP AG02400000002
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Barred Numbers

Barred Numbers in the M-Cloud Admin Portal

Call Lists (Missed, Dialed, Received): There are three ways to access this information; via the phone
“History Button”, the M-

Cloud User Portal Call Log, or the Admin Portal Call Log. All three options are easy to retrieve depending on
the user access level. Reports for missed calls, dialed calls, and received calls are all available. Each user
will receive an email that gives them access to their individual M-Cloud User Portal. From the User Portal,
the user will click on the Call Logs Icon. System Administrators may log into the Admin Portal and navigate
to the Logs section to access these reports.

Call Log view in the M-Cloud User Portal

Call Log view in the M-Cloud Admin Portal

Call Recording: Call Recording can be enabled and managed as follows:

Medtel Communications Response - CRFP AG0O2400000002
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+ Call Recording is enabled on an individual extension basis. The options are Inbound Only, Outbound
Only, Internal Only as well as Inbound and Outbound with or without Internal calls.

» The system Admin Portal allows you to select the notification to be enabled. It beeps at the beginning
of the call to alert the user that the call is being recorded. Call recording on a phone can be enabled
User Control, via the Display button on the phone, can be enabled as well. This allows a user to
choose what calls to record within the parameters set in the System Admin Portal.

« There are multiple ways to store recorded calls. They can be sent to an email, FTP Server (provided
by the customer), or Archiving. MedTel’s servers have a finite storage capacity, and an FTP storage
solution is recommended.

o

Call Record view in the M-Cloud Admin Portal

Our system allows Listen, Whisper, and Intrude. All three features can be used independently orin
conjunction with Call Recording. Permissions are set through the System Admin Portal by authorized
personnel:

+ The Listen feature allows you to listen to another without either party knowing. This can be accessed
via the press of a button or dialing a code.

+ The Whisper feature allows you to listen to the call and speak with the user without the external party
hearing you. This could be used in a coaching scenario.

» The Intrude feature allows an authorized to Barge/Intrude into any call at the touch of a button or
entry of a code.

Whisper and Intrude view in the M-Cloud Admin Portal

Medtel Communications Response - CRFP AG02400000002
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Browser-Based System Programming: Medtel Communications System Admin portal is only accessible
via web browser. Chrome is the recommended browser. System Administrators have access to the

following settings in the M-Cloud Admin Portal:

User Management: Administrators can create, modify, and delete user accounts, as well as manage
their access levels and permissions.

Call Routing: Administrators can configure call routing rules, such as call forwarding, call blocking,
and caller ID settings.

System Settings: Administrators can configure system settings, such as time and date settings, call
recording settings, and network configuration.

Voicemail Settings: Administrators can configure voicemail settings, such as voicemail

greetings, voicemail o email settings, and message playback options.

Call Management: Administrators can manage call queues, call groups, and call center settings.
Reporting and Analytics: Administrators can view reports and analytics on call usage, call quality, and
other metrics to optimize their VoIP system's performance.

MedTel's Admin Portal provides full control to administrators, allowing them to make administrative
changes and customizations to meet the needs of the organization.

F -

L J

Dashboard View in the M-Cloud Admin Portal
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(Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.2.2.6.c, 4.2.2.6.d, 4.2.2.6.¢)

Medtel Communications’ preferred brand is Yealink. Yealink VOIP Telephones and conference phones
support a range of use cases with best-in-class audio performance, HD audio, noise filtering, with multiple
built-in microphones and expandable microphone capabilities. Attendees can hear and be heard with
equitable clarity.

4.2.2.7 IP Routing | Filtering Device
(Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.2.2.7, 4.2.2.7.a)

MedTel's M-Cloud phone system is a cloud-based system that does not require the onsite installation of
servers. MedTel's User and Admin portals are accessible via an internet connection and web browser using
a personal computer (PC). End users have the option of utilizing desktop phones which are connected to the
system via ethernet cables, MedTel's Web Phone (accessible via internet-connected PC with web browser),
or MedTel's Mobile app installed on the end-user’s mobile phone (Android and iPhone compatible).

4.2.2.8 Solution Engineer Access

(Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.2.2.8, 4.2.2.8.a, 4.2.2.8.a.1, 4.2.2.8.a.2)

Access to development and solution platform Engineers is available and requests should be submitted via
MedTel's Technical Support Management. Email and direct number to be provided. MedTel’s Technical
Support engineering and development will always be accessible by the authorized point of contacts.
Development of new or requested features outside of the scope of this RFP can always be requested,
discussed, and planned. Developmental timelines in this case are subject to an acceptable timeline for
resource allocation.

4.3. Qualifications and Experience

(Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.3.1, 4.3.1.1, 4.3.1.2, 4.3.1.3)

Medtel Communications is an innovator in the telecommunications industry, providing cloud-based unified
communications, contact center, and collaboration tools for businesses nationwide. Medtel is built upon a 50-
year history of telecommunications innovation and experience. The company began with the design and
manufacturing of traditional PBX phone systems, leading to the development of an enterprise-class proprietary
cloud communications platform.

Medtel is committed to helping businesses adapt to ever-changing workplace demands for communication and
collaboration by providing extremely reliable, easy to use, stable products and software applications. Medtel
Communications delivers successful communication solutions to organizations in the private, public, and
government sectors.

Medtel's M-Cloud Solution is scalable and can meet the demands of the State of West Virginia's requirements
based on user count and call volume.

Addmonally, Medtel’s M-Cloud Platform offers the following benefits:

All in one platform with voice, chat, audio, and video conferencing
VolIP Business Phone Service with 40+ advanced features
Real-time call analytics and reporting for actionable insights

Easy setup and configuration with admin and user portals
Geo-redundant network for secure, reliable service

Medtel Communications Response - CRFP AG02400000002
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Our teams of engineers, developers, and support personnel are highly skilled in implementing and supporting
telecommunications and cloud solutions. More importantly, they are dedicated to the delivery of quality
products and services.

Full legal name of the company: Medtel Communications LLC
Year business was established: 2013

Medtel Communications recognizes this is an incredible opportunity to not only be the RIGHT solution far the
State of West Virginia’s telephone system but the most SCALABLE in the industry. As you will see from our
RFP submission, a few things will stand out versus others that you look at in this process:

Technical Perspective - Medtel’s product will meet the needs of the State of West Virginia. The
system is completely scalable supporting the initial rollout for first 200 phones in the Attorney
General’s Office; as well as the expansion across the State to the nearly 10,000 additional users.

Customer Support — Medtel’s support for our customers is second to none in the industry. Currently,
when a customer needs support, there is no multi-step Interactive Voice Response System that takes
a customer 20 minutes to receive help. We have more of a ‘white glove’ support system where
phones are answered by a live person (in the United States) on a 24/7 basis. Depending on the
severity of the issue, the call is routed to the right support team for quick resolution.

Product Innovation — At Medtel, we pride ourselves on continuously evaluating our products,
determining what our customers need and ensuring our products evolve to meet the needs of our
customers. Our company has been built on a solid base of customers that continues to grow every
day. The State has our commitment that we will continue to provide a product that meets your needs
today and will continue to evolve in the future.

Training — Medtel is dedicated to ensuring your users are properly trained on the telephony systems
functions to ensure they are productive and getting the maximum benefit from the system.
Depending on the audience, these can be a mix of ‘On-site, In-Person’ Training to Online Webinars
and Short Videos if that proves to be more efficient for your employees. Medtel is committed to your
success on this project.

Financial Value — As you will see in the proposal, the price is extremely competitive if not below that
of the competition. However, we differentiate ourselves with the Quality of our Product, our Product
Innovation, Live Person Support, and our Training. We are giving a significant discount on all the
equipment needed by the State of West Virginia as well as keeping our monthly pricing and training
at very competitive levels.
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Medtel Communications Selected to Deploy COVID-19 Emergency Contact
Centers for Two County Government Offices in North Carolina

Union County Government, headquartered in Monroe, NC, supports upwards
of 200,000 citizens. The county’s IT Department was tasked with establishing a
COVID-19 Vaccine Hotline and Contact Center for Union County Health Services.

Steve Farrell, Senior Systems Analyst for Union County, engaged Medtel
Communications to build and rapidly deploy a Contact Center solution capable
of processing hundreds to thousands of calls during hours of operation.

“Medtel was able accommodate our quick-turnaround time with

professionalism while demonstrating a commitment to customer
service.” - Steve Farrell, Senior Systems Analyst for Union County

a Pender County Government, headquartered in Burgaw, NC, is a government entit
F /) that supports over 52,000 residents. Pender County Health and Human Services
Department had an immediate need to open a dedicated phone line for COVID-19

g vaccine inquiries and appointments.
P.:EQ.NENECR R. Earl Moore, ITS Operations Manager, and Doug Shipley from Pender County we

referred to Medtel Communications by Union County officials, based on the succes:
their own COVID-18 Hotline. The Medtel Communications platform was the right fit
the project because it was cost-effective, easy-to-use, with appealing features and
capabilities. Since the deployment, the Pender County Health Department has take
thousands of calls from residents seeking information about vaccines.

“Medtel worked with us to rapidly deploy our contact center. Within
days, we were able to activate our COVID response center and begin

taking calls. Medtel was there every step of the way offering advice and

support. Because of this successful rollout, we are expanding with a
secondary contact center for our Health Department.” - R. Earl Moore,
ITS Operations Manager, Pender County

Health Department Call Center Covid-19 Call Center

Daily Average: 185 Daily Average: 400

Average Maximum Wait Time: 1 Minute  Average Maximum Wait Time: 6 Minutes
Maximum Callers in Queue: 13 Maximum Callers in Queue: 115
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4.4. Oral Presentations

(Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.4.1, 4.4.2, 4.4.3, 4.4.4, 4.4.5)
Medtel Communications has completed a live sales presentation, product demonstration/test system,

Q&A, and product training. Additional presentations and live product demonstrations can be scheduled as
required.

4.5 Attendant Console/ Hunt Group

{Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.5.1, 4.5.2, 4.5.3, 4.5.4)

MedTel’s business phone system manages up to 20 unique Groups and 50 Unique Skill sets per
individual system. Each individual System can accommodate up to 400+ users and can be networked
together to accommodate multiple locations behaving as 1. Every individual system has 100 Auto
Attendants that can be programmed to interact with any user, group, skill set, or User.

System settings are managed in the Admin Portal. All System Administrators will be trained to make
changes to the phone system. Medtel Technical Support can also be contacted to assist with programming
adjustments as needed. The phone system will be designed and configured based on information
specified during the system design session prior to going live.

+ All Groups and Skillsets can be programmed for Ring All, Priority Routing or Cyclic Routing. They can
also be programmed for different ring cadences that allows users to audibly discern call origin.

« Queues are also available but call waiting must be disabied for this feature to work as intended. Call
routing using groups and auto attendants can be configured to work like queues.

« Call routing can be programmed to accommodate different scenarios and schedules based on user
availability or temporary circumstances (vacations, on-call personnel, assignments, answering
services, etc.) with Auto Attendants.

Automated Attendant/Voice Menus: Medtel Auto Attendants are used to direct calls, external or internal, to
the extension, group or skillset required. Each system has up to 400 Auto Attendants available. Each Auto
Attendant allows callers to navigate through a series of pre-recorded options using their phone's keypad.
With an Auto Attendant, callers can:

+ Select options from a pre-recorded menu: Callers can listen to a pre-recorded menu of options and
select the appropriate option by pressing a number on their phone's keypad or by using voice
recognition technology.

* Receive automated responses: Callers can receive automated responses that provide them with
information, such as business hours, directions, or website links.

» Be directed to the appropriate department or extension: Callers can be directed to the appropriate
department or extension based on their selection or based on pre-defined rules, such as time of day
or caller ID.

* Leave voicemail messages: Callers have the option to leave voicemail messages if the party is not
available.
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4.6 Warranty
Yealink Statement of Standard Product Warranty the Product is warranted for twelve (12) months from the date

of purchase from an Authorized Reseller based on terms and conditions outlined in this Statement of Standard
Product Warranty. This warranty against defects is offered to the Consumer of the Product as defined under
United States Consumer law rights. The Products come with guarantees that cannot be excluded under the
United States Consumer law rights. The Consumer is entitled to a replacement or refund for a major failure and
for any compensation for any other foreseeable loss or damage. The Consumer is also entitled to have the
Product repaired or replaced if the Product fails to be of acceptable quality and the failure does not amount to a
major failure.

The Standard Product Warranty only applies to Product sold, installed, and serviced by Medtel
Communications or its Authorized Resellers, and only where the products are used and serviced within united
states. Warranty cover is offered by Medtel Communications and is limited to the repair or replacement of the
faulty item and does not cover any corresponding labor charge associated with this activity. Warranty service
will only be provided if a valid proof of purchase is presented when a Warranty Claim is requested. The
Standard Product Warranty only appilies if the Product has been installed and used in accordance with the
manufacturer’'s recommendations (as noted in the installation and operating instructions) under normal use and
reasonable care in the opinion of Medtel Communications.

The Standard Product Warranty covers normal use only and does not cover damage, malfunction or failure
resulting from use of non-genuine parts and accessories, incorrect voltages, accident, misuse, neglect,
shipping, build-up of dirt or dust, abuse, mal-adjustment of customer controls, mains supply problems,
thunderstorm activity, liquid ingression, infestation by insects or vermin, tampering or repair by unauthorized
persons, exposure to abnormally corrosive conditions or any foreign object or matter having entered the
Product.

For Warranty Claim enquiries, please contact the following:

» Medtel Communications at 4732 E State Rd 64 Bradenton, FL 34208

e 941.757.3484 LOCAL, 800.434.8358 TOLL FREE, 800.404.9941 SUPPORT
The Standard Product Warranty is only available to the original purchaser of the equipment. Proof of purchase
should always be retained, and it is the responsibility of the Company to provide in making a Warranty Claim.
The Standard Product Warranty cannot be transferred to the new owner due to resale of the Product. Repaired
or replaced Product will be warranted for the remainder of the Warranty Period or 30 days from the date of the
replacement, whichever is longer. The Standard Product Warranty does not apply if the Product serial numbers
have been removed, modified, or altered in any way.

The Standard Product Warranty does not extend to any costs associated with delivery, handling, insurance or
installation of the Product and its repair or replacement, does not extend to any damage or loss incurred during
its repair or replacement, and its associated transit.
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4.7 Project Timeline
{Reference CRFP 1500 CRFP AG02400000002, Section 4, 4.7, 4.7.1, 4.7.2)

471
Medtel's installation interval is 30-45 days from contract signing.
Refer to: Medtel Communications - Attachment | — Medtel Communications Onboarding Process

4.7.2
Medtel's implementation process is generally completed within 30-45 days of contract signing.

e Based on a 4-week timeline, administrative and staff training will be completed at the mid-way point
to ensure personnel is trained in advance of the target go-live date.

o Number porting requests will be submitted once Medtel receives signed LOA document(s) with all
porting phone numbers. Number porting typically takes 10-14 business days if there are no issues
with the losing carrier. Medtel has a contingency plan using number forwarding in case of delays
during the porting process to ensure the transition is seamless.

¢ Equipment is shipped to the designated shipping address once the PBX is configured. A Medtel
technician will reach out to guide your staff through set up and testing of device connectivity ahead
of the go-live date

Onboarding Deployment Timeline

O T T wex4
Design Sasslon with your
Signed Order Medtel Onboarding Specialist
Raview Systam Prefarences New Equipment Shipping Sysu‘ m DcphymmA
Submet LOA (i portng numbers) :l:'wklonhomm Verily Port Completian
Schesls instaiation Date System Testing
Training
M-Cioud System Design and Configuration
We're huiiding your phone sysiam
Number Porting Process
{10 - 14 Day Window)
Schedute Design Systam Review Systam Complete
:nuhn with Frefiminary Testing Tranglbon to Medtel Technical
‘our Onbaarding Support 30- aftev go-live
Speciafist Guided Equipmant dat? -days go-i
Registration (remats)
Y Medtel
Communicotions
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4.8 Delivery and Return

4.8.1 Shipment and Delivery: Vendor shall ship the Contract Items after notice to proceed. Vendor shall
deliver the Contract Items within twenty-one (21) working days after receiving notice to proceed. Contract
ltems must be delivered to Agency at State Capitol Building 1 Room E26 Charteston, WV25305.

4.8.2 Late Delivery: The Agency placing the order under this Contract must be notified in writing if the
shipment of the Contract ltems will be delayed for any reason. Any delay in delivery that could cause
harm to an Agency will be grounds for cancellation of the Contract, and/or obtaining the Contract Items

from a third party.

4.9 Travel

4.10 Contract Manager
4.11 Vendor Default
4.12 Remedies
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4.2.2.1 Security
Medtel Communications

ATTACHMENT A

1. How do you protect against unauthorized access to the VolP system and its data?
In addition to the standard AWS data protection mechanisms, a combination of encrypted
usernames and passwords and Medtel Cloud whitelists and blacklists protect against

unauthorized access at the User, Admin, and Installer levels. Please see the attached Security
Architecture document for further detail. (Attachment B)

2. What measures do you have in place to prevent hacking and other cyberattacks on the
VolP system?

Hacking and other cyberattacks are prevented by a combination of encrypted usernames and
passwords and Medtel Cloud whitelists and blacklists. After three false registration attempts or
an excessive amount of registration attempts in a short amount of time, also known as a brute

force attack, access to that particular portal form the offending IP Address is blocked. Please
see the attached Security Architecture document for further detail. (Attachment B)

3. What is your disaster recovery and business continuity plan in case of a cybersecurity
incident?
The Medtel Disaster recovery and business continuity plan is attached. (Attachment E)

4. What encryption standards do you use to secure voice and data traffic?

The encryption standards used are listed in the Security Architecture document attached.
(Attachment B)

5. Do you perform regular security assessments and audits of your VoIP system?

Medtel performs regular security assessments and audits of the Medtel Cloud platform.
Addresses from which cyber-attacks are detected are automatically blacklisted.

6. Do you have a dedicated security team that monitors the VolP system and responds to
security incidents?

The Medtel Data Protection Officer chairs quarterly security meetings.

7. How do you ensure compliance with industry regulations such as GDPR, HIPAA, or PCI
DSS?

The Medtel Communications Data Protection Policy and Procedures document is attached.

Medtel Communications Response - CRFP AG02400000002 - Attachment A.docx
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10.

(Attachment C)

What are your policies and procedures for handling and securing sensitive customer
data?

Procedures are described in the attached Medtel Communications Data Protection Policy and
Procedures. (Attachment C)

What authentication and access controls do you have in place to restrict access to the
VolIP system?

Authentication and access controls are described in the attached Security Architecture - Medtel
Cloud PBX document. (Attachment B)

Can you provide evidence of your security certifications and compliance with industry
standards?

Medtel Cloud PBX is hosted in the AWS environment where the highest security standards
apply.

Medtel Communications Response - CRFP AG02400000002 - Attachment A.docx
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4.2.2.1 Security

Medtel Communications Attachment D
Data Protection Policy & Procedures

1 Policy Statement

Medtel Communications (hereinafter referred to as the “Company”) needs to collect personal
information to effectively carry out our everyday business functions and activities and to provide the
products and services defined by our business type. Such data is collected from employees,
customers, suppliers and clients and includes (but is not limited to), name, address, email address,
data of birth, IP address, identification numbers, private and confidential information, sensitive
information and bank/credit card details.

In addition, we may be required to collect and use certain types of personal information to comply with
the requirements of the law and/or regulations, however we are committed to processing all personal
information in accordance with the General Data Protection Regulation (GDPR) and any other relevant
data protection laws and codes of conduct (herein collectively referred to as “the data protection laws”).
The Company has developed policies, procedures, controls and measures to ensure maximum and
continued compliance with the data protection laws and principles, including staff training, procedure
documents, audit measures and assessments.

Ensuring and maintaining the security and confidentiality of personal and/or special category data is
one of our top priorities and we are proud to operate a ‘Privacy by Design’ approach, assessing
changes and their impact from the start and designing systems and processes to protect personal
information at the core of our business.

2 Purpose

The purpose of this policy is to ensure that the Company meets its legal, statutory and regulatory
requirements under the data protection laws and to ensure that all personal and special category
information is processed compliantly and, in the individuals, best interest.

The data protection laws include provisions that promote accountability and governance and as such
the Company has put comprehensive and effective governance measures into place to meet these
provisions. The aim of such measures is to ultimately minimise the risk of breaches and uphold the
protection of personal data. This policy also serves as a reference document for employees and third-
parties on the responsibilities of handling and accessing personal data and data subject requests.

3 Scope

This policy applies to all staff within the Company (meaning permanent, fixed term, and temporary staff,
any third-party representatives or sub-contractors, agency workers, volunteers, interns and agents
engaged with the Company in the United States or overseas). Adherence to this policy is mandatory
and non-compliance could lead to disciplinary action.

3.1 Definitions
= ‘“Biometric data’means personal data resulting from specific technical processing relating to the
physical, physiological or behavioural characteristics of a natural person, which allow or confirm

Medtel Communications Response — CRFP AG02400000002 — Attachment D - Data Protection
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the unique identification of that natural person, such as facial images or dactyloscopic data.

¢ “Binding Corporate Rules” means personal data protection policies which are adhered to by the
Company for transfers of personal data to a controller or processor in one or more third
countries or to an international organization.

e “Consent” of the data subject means any freely given, specific, informed and unambiguous
indication of the data subject’s wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data relating to him or her.

e “Data controller” means, the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the processing of
personal data.

o “Data processor” means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller.

¢ “Data protection laws” means for the purposes of this document, the collective description of the
GDPR and any other relevant data protection laws that the Company complies with.

¢ “Data subject” means an individual who is the subject of personal data
o “GDPR” means the General Data Protection Regulation (EU) (2016/679)

e “Genetic data” means personal data relating to the inherited or acquired genetic characteristics
of a natural person which give unique information about the physiology or the health of that
natural person and which result, in particular, from an analysis of a biological sample from the
natural person in question.

+ “Personal data” means any information relating to an identified or identifiable natural
person(‘data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person.

e “Processing” means any operation or set of operations which is performed on personal data or
on sets of personal data, whether or not by automated means, such as collection, recording,
organization, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction.

+ “Profiling” means any form of automated processing of personal data consisting of the use of
personal data to evaluate certain personal aspects relating to a natural person, in particular to
analyse or predict aspects concerning that natural person’s performance at work, economic
situation, health, personal preferences, interests, reliability, behaviour, location or movements.

» “Recipient” means a natural or legal person, public authority, agency or another body, to which
the personal data are disclosed, whether a third party or not. However, public authorities which
may receive personal data in the framework of a particular inquiry in accordance with Union or
Member State law shall not be regarded as recipients; the processing of those data by those
public authorities shali be in compliance with the applicable data protection rules according to

Medtel Communications Response — CRFP AG02400000002 — Attachment D - Data Protection
Policy & Procedures



% Medtel

Communications

the purposes of the processing.

e “Supervisory Authority” means an independent public authority
e “Third Party” means a natural or legal person, public authority, agency or body other than the
data subject, under our direct authority

3.2 General Data Protection Regulation (GDPR)

As the Company processes personal information regarding individuals (data subjects), we are obligated
under the General Data Protection Regulation (GDPR) to protect such information, and to obtain, use,
process, store and destroy it, only in compliance with its rules and principles.

3.2.1 Personal Data
Information protected under the GDPR is known as “personal data” and is defined as:

“Any information relating to an identified or identifiable natural person; an identifiable natural person is
one who can be identified, directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, an online identifier or to one or more factors specific to
the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.”
The Company ensures that a high level of care is afforded to personal data falling within the GDPR’s
‘special categories’ (previously sensitive personal data), due to the assumption that this type of
information could be used in a negative or discriminatory way and is of a sensitive, personal nature to
the persons it relates to.

In relation to the ‘Special categories of Personal Data’ the GDPR advises that:

“Processing of personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for
the purpose of uniquely identifying a natural person, data concerning health or data concerning a
natural person’s sex life or sexual orientation shall be prohibited — unless one of the Article 9 clauses

applies.”

3.2.2 The GDPR Principles
Article 5 of the GDPR requires that personal data shall be:

1. processed lawfully, fairly and in a transparent manner in relation to the data subject
(‘lawfulness, fairness and transparency’)
2. collected for specified, explicit and legitimate purposes and not further processed in a

manner that is incompatible with those purposes; further processing for archiving purposes
in the public interest, scientific or historical research purposes or statistical purposes shall, in
accordance with Article 89(1), not be considered to be incompatible with the initial purposes
(‘purpose limitation’)

3. adequate, relevant and limited to what is necessary in relation to the purposes for which
they are processed (‘data minimisation’)
4. accurate and, where necessary, kept up to date; every reasonable step must be taken to

ensure that personal data that are inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay (‘accuracy’)

5. kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed; personal data may be stored for
longer periods insofar as the personal data will be processed solely for archiving purposes
in the public interest, scientific or historical research purposes or statistical purposes in
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accordance with Article 89(1) subject to implementation of the appropriate technical and
organizational measures required by this Regulation in order to safeguard the rights and
freedoms of the data subject (‘storage limitation’)

6. processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organizational measures (‘integrity
and confidentiality’).

Article 5(2) requires that ‘the controller shall be responsible for, and be able to demonstrate,
compliance with the data protection laws principles’ (‘accountability’) and requires that firms show how
they comply with the principles, detailing and summarising the measures and controls that they have in
place to protect personal information and mitigate the risks of processing.

3.3 US Data Protection Authority

At the federal level, the US Federal Trade Commission (FTC) uses its authority to protect consumers
against unfair or deceptive trade practices, to take enforcement actions against businesses for
materially unfair privacy and data security practices.

3.4 Data Protection Officer

Where the Company has appointed a designated DPO, we have done so in accordance with the GDPR
requirements and have ensured that the assigned person has an adequate and expert knowledge of
data protection law. They have been assessed as being fully capable of assisting the Company in
monitoring our internal compliance with the Regulation and supporting and advising employees and
associated third parties with regards to the data protection laws and requirements.

4 Objectives

We are committed to ensuring that all personal data processed by the Company is done so in
accordance with the data protection laws and its principles, along with any associated regulations
and/or codes of conduct laid down by the Supervisory Authority and local law. We ensure the safe,
secure, ethical and transparent processing of all personal data and have stringent measures to enable
data subjects to exercise their rights.

The Company has developed the below objectives to meet our data protection obligations and to
ensure continued compliance with the legal and regulatory requirements.
The Company ensures that; —

. We protect the rights of individuals with regards to the processing of personal information

. We develop, implement and maintain a data protection policy, procedure, audit plan and
training program for compliance with the data protection laws

. Every business practice, function and process carried out by the Company, is monitored for
compliance with the data protection laws and its principles

. Personal data is only processed where we have verified and met the lawfulness of
processing requirements

. We only process special category data in accordance with the GDPR requirements

. We record consent at the time it is obtained and evidence such consent to the Supervisory
Authority where requested
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All employees are competent and knowledgeable about their GDPR obligations and are
provided with in-depth training in the data protection laws, principles, regulations and how
they apply to their specific role and the Company

Individuals feel secure when providing us with personal information and know that it will be
handled in accordance with their rights under the data protection laws

We maintain a continuous program of monitoring, review and improvement with regards to
compliance with the data protection laws and to identify gaps and non-compliance before
they become a risk, affecting mitigating actions where necessary

We monitor the Supervisory Authority, European Data Protection Board (EDPB) and any
GDPR news and updates, to stay abreast of changes, notifications and additional
requirements

We have robust and documented Complaint Handling and Data Breach controls for
identifying, investigating, reviewing and reporting any breaches or complaints with regards
to data protection

We have appointed a Data Protection Officer who takes responsibility for the overall
supervision, implementation and ongoing compliance with the data protection laws and
performs specific duties as set out under Article 37 of the GDPR

We have a dedicated Audit & Monitoring Program in place to perform regular checks and
assessments on how the personal data we process is obtained, used, stored and shared.
The audit program is reviewed against our data protection policies, procedures and the
relevant regulations to ensure continued compliance

We provide clear reporting lines and supervision with regards to data protection

We store and destroy all personal information, in accordance with our retention policy and
schedule which has been developed from the legal, regulatory and statutory requirements
and suggested timeframes

Any information provided to an individual in relation to personal data held or used about
them, with be provided in a concise, transparent, intelligible and easily accessible form,
using clear and plain language

Employees are aware of their own rights under the data protection laws and are provided
with the Article 13/14 information disclosures in the form of a Privacy Notice

Where applicable, we maintain records of processing activities in accordance with the Article
30 requirements

We have developed and documented appropriate technical and organizational measures
and controls for personal data security and have a robust Information Security program in
place

5 Governance Procedures
51 Accountability & Compliance
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Due to the nature, scope, context and purposes of processing undertaken by the Company, we carry
out frequent risk assessments and information audits to identify, assess, measure and monitor the
impact of such processing. We have implemented adequate and appropriate technical and
organizational measures to ensure the safeguarding of personal data and compliance with the data
protection laws and can evidence such measures through our documentation and practices.

Our main governance objectives are to:

. Educate senior management and employees about the requirements under the data
protection laws and the possible impact of non-compliance

. Provide a dedicated and effective data protection training program for all employees
. Identify key stakeholders to support the data protection compliance program
. Allocate responsibility for data protection compliance and ensure that the designated

person(s) has sufficient access, support and budget to perform the role

. Identify, create and disseminate the reporting lines within the data protection governance
structure

The technical and organizational measures that the Company has in place to ensure and demonstrate
compliance with the data protection laws, regulations and codes of conduct, are detailed in this
document and associated information security policies.

5.1.1 Privacy by Design

We operate a ‘Privacy by Design’ approach and ethos, with the aim of mitigating the risks associated
with processing personal data through prevention via our processes, systems and activities. We have
developed controls and measures (detailed below), that help us enforce this ethos.

Data Minimization

Under Article 5 of the GDPR, principle (c) advises that data should be ‘limited to what is necessary’,
which forms the basis of our minimalist approach. We only ever obtain, retain, process and share the
data that is essential for carrying out our services and/or meeting our legal obligations and only retain
data for as long as is necessary.

Our systems, employees, processes and activities are designed to limit the collection of personal
information to that which is directly relevant and necessary to accomplish the specified purpose. Data
minimization enables us to reduce data protection risks and breaches and supports our compliance
with the data protection laws.

Measures to ensure that only the necessary data is collected includes:
. Electronic collection(i.e. forms, website, surveys etc) only have the fields that are relevant to
the purpose of collection and subsequent processing. We do not include‘optionalfields, as
optional denotes that it is not necessary to obtain

. Physical collection(i.e. face-to-face, telephone etc) is supported using scripts and internal
forms where the required data collection is ascertained using predefined fields. Again, only
that which is relevant and necessary is collected

. We have SLA’s and bespoke agreements in place with third-party controllers who send us
personal information (either in our capacity as a controller or processor).These state that
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only relevant and necessary data is to be provided as it relates to the processing activity we
are carrying out

. We have documented destruction procedures in place where a data subject or third-party
provides us with personal information that is surplus to requirement

. Forms, contact pages and any documents used to collect personal information are reviewed
every 3-months to ensure they are fit for purpose and only obtaining necessary personal
information in relation to the legal basis being relied on and the purpose of processing

Pseudonymisation

We utilise pseudonymisation where possible to record and store personal data in a way that ensures it
can no longer be attributed to a specific data subject without the use of separate, additional information
(personal identifiers). Encryption and partitioning is also used to protect the personal identifiers, being
kept separate from the pseudonymised data sets.

When using pseudonymisation, we ensure that the attribute(s) being removed and replaced, are unique
and prevent the data subject from being identified through the remaining markers and attributes.
Pseudonymisation can mean that the data subject is still likely to be identified indirectly and as such,
we use this technique in conjunction with other technical and operational measures of risk reduction
and data protection.

Encryption

We utilise encryption as a further risk prevention measure for securing the personal data that we hold.
Encryption with a secret key is used to make data indecipherable unless decryption of the dataset is
carried out using the assigned key.

We utilise encryption via secret key for transferring personal data to any external party and provide the
secret key in a separate format. Where special category information is being transferred and/or
disclosed, the Data Protection Officer is required to authorise the transfer and review the encryption
method for compliance and accuracy.

Encryption is delivered with Eset Deslock + and where necessary Windows Bitlocker.

Restriction

Our Privacy by Design approach means that we use company-wide restriction methods for all personal
data activities. Restricting access is built into the foundation of the Company’s processes, systems and
structure and ensures that only those with authorisation and/or a relevant purpose, have access to
personal information. Special category data is restricted at all levels and can only be accessed by staff
members who are obligated to perform processing as part of the customer service or development
team.

Hard Copy Data
Due to the nature of our business, it is sometimes essential for us to obtain, process and share
personal and special category information which is only available in a paper format without
pseudonymising options. Where this is necessary, we utilise a tiered approach to minimise the
information we hold and/or the length of time we hold it for. Steps include: —
. In the first instance, we always ask the initial data controller to send copies of any personal
information records directly to the data subject

. Where step 1 is not possible or feasible, we will obtain a copy of the data and if applicable
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redact to ensure that only the relevant information remains (e. when the data is being
passed to a third-party for processing and not directly to the data subject)

. When only mandatory information is visible on the hard copy data, we utilise electronic
formats to send the information to the recipient to ensure that encryption methods can be
applied (e. we do not use the postal system as this can be intercepted).

. Recipients (e. the data subject, third-party processer) are reverified and their identity and
contact details checked

. Once confirmation has been obtained that the recipient has received the personal
information, where possible (within the legal guidelines and rules of the data protection
laws), we destroy the hard copy data and delete the sent message

. If for any reason a copy of the paper data must be retained by the Company, we use a
physical safe to store such documents as opposed to our standard archiving system

5.1.2 Data Protection Audit

The policy of the Company is to carry out company wide data protection audits to better enable us to
record, categorise and protect the personal data that we hold and process. The aim of the audit audit is
to identify, categorise and record all personal information obtained, processed and shared by the
Company in the capacity of controller/processor and to compile on a central register such information
which includes: —

. What personal data we hoid
. Where it came from

. Who we share it with

. Legal basis for processing it
. What format(s) is it in

. Who is responsible for it?

. Disclosures and Transfers

5.2 Legal Basis for Processing (Lawfulness)

At the core of all personal information processing activities undertaken by the Company, is the
assurance and verification that we are complying with Article 6 of the GDPR and our lawfulness of
processing obligations. Prior to carrying out any personal data processing activity, we identify and
establish the legal basis for doing so and verify these against the regulation requirements to ensure we
are using the most appropriate legal basis.

The legal basis is documented on our information audit register and in our Privacy Notice and, where
applicable, is provided to the data subject and Supervisory Authority as part of our information
disclosure obligations. Data is only obtained, processed or stored when we have met the lawfulness of
processing requirements, where: —
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The data subject has given consent to the processing of their personal data for one or more
specific purposes

Processing is necessary for the performance of a contract to which the data subject is party
or in order to take steps at the request of the data subject prior to entering into a contract

Processing is necessary for compliance with a legal obligation to which we are subject

Processing is necessary in order to protect the vital interests of the data subject or of
another natural person

Processing is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the Company

Processing is necessary for the purposes of the legitimate interests pursued by the
Company or by a third party (except where such interests are overridden by the interests or
fundamental rights and freedoms of the data subject which require protection of personal
data, in particular where the data subject is a child).

5.2.1 Processing Special Category Data

Special categories of Personal Data are defined in the data protection laws as:

Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical
beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose
of uniquely identifying a natural person, data concerning health or data concerning a natural person’s
sex life or sexual orientation shall be prohibited — unless one of the Article 9 clauses applies.

Where the Company processes any personal information classed as special category or information
relating to criminal convictions, we do so in accordance with Article 9 of the GDPR.
We will only ever process special category data where: —

The data subject has given explicit consent to the processing of the personal

Processing is necessary for the purposes of carrying out the obligations and exercising
specific rights of the controller or of the data subject in the field of employment and social
security and social protection law

Processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

Processing is carried out in the course of its legitimate activities with appropriate safeguards
by a foundation, association or any other not-for-profit body with a political, philosophical,
religious or trade union aim

Processing relates to personal data which are manifestly made public by the data subject

Processing is necessary for the establishment, exercise or defence of legal claims or
whenever courts are acting in their judicial capacity

Processing is necessary for reasons of substantial public interest
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. Processing is necessary for the purposes of preventive or occupational medicine, for the
assessment of the working capacity of the employee, medical diagnosis, the provision of
health or social care or treatment or the management of health or social care systems and

services
. Processing is necessary for reasons of public interest in the area of public health
. Processing is necessary for archiving purposes in the public interest, scientific or historical

research purposes or statistical purposes in accordance with Article 89(1)

Where the Company processes personal information that falls into one of the above categories, we
have adequate and appropriate provisions and measures in place prior to any processing. Measures

include: —
. Verifying our reliance on Article 9(1) GDPR prior to processing

. Documenting the Article 6(1) legal basis relied upon from processing on our Processing
Activities Register (where applicable)

. Having an appropriate policy document in place when the processing is carried out,
specifying our: —

. procedures for securing compliance with the data protection laws principles

. policies as regards the retention and erasure of personal data processed in reliance on the
condition

. retention periods and reason (i.e. legal, statutory etc)

. procedures for reviewing and updating our policies in this area

Please refer to our Retention & Erasure Policy for further guidance and procedures.

5.2.2 Records of Processing Activities

As an organization that processes personal & special category data which could result in a risk to the
rights and freedoms of individual the Company maintains records of all processing activities and
maintains such records in writing, in a clear and easy to read format and readily available to the
Supervisory Authority upon request.

Acting in the capacity as a controller (or a representative), our internal records of the processing
activities carried out under our responsibility, contain the following information: —

. Our full name and contact details and the name and contact details of the Data Protection
Officer. Where applicable, we also record any joint controller and/or the controller’s
representative

. The purposes of the processing

. A description of the categories of data subjects and of the categories of personal data

. The categories of recipients to whom the personal data has or will be disclosed(including

any recipients in third countries or international organizations)
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. Where applicable, transfers of personal data to a third country or an international
organization(including the identification of that third country or international organization and
where applicable, the documentation of suitable safeguards)

. Where possible, the envisaged time limits for erasure of the different categories of data

. A general description of the processing security measures as outlined in section 12 of this
document(pursuant to Article 32(1) of the data protection laws)

Acting in the capacity as a processor (or a representative), our internal records of the categories of
processing activities carried out on behalf of a controller, contain the following information: —
. The full name and contact details of the processor(s) and of each controller on behalf of
which the processor is acting, and, where applicable, of the controller’s or the processor's
representative, and the data protection officer

. The categories of processing carried out on behalf of each controlier

. Where applicable, transfers of personal data to a third country or an international
organization(including the identification of that third country or international organization and
where applicable, the documentation of suitable safeguards)

. A general description of the processing security measures as outlined in section 13 of this
document(pursuant to Article 32(1) of the data protection laws)

5.3 Third-Party Processors
The Company utilise external processors for certain processing activities (where applicable). We use
information audits to identify, categorise and record all personal data that is processed outside of the
company, so that the information, processing activity, processor and legal basis are all recorded,
reviewed and easily accessible. Such external processing includes (but is not limited to): —

. IT Systems and Services

. Legal Services

. Debt Collection Services

. Human Resources

. Payroll

. Hosting or Email Servers

. Credit Reference Agencies

. Direct Marketing/Mailing Services

We have strict due diligence and Know Your Customer procedures and measures in place and review,
assess and background check all processors prior to forming a business relationship. We obtain
company documents, certifications, references and ensure that the processor is adequate, appropriate
and effective for the task we are employing them for.
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We audit their processes and activities prior to contract and during the contract period to ensure
compliance with the data protection regulations and review any codes of conduct that they are
obligated under to confirm compliance.

The continued protection of data subjects’ rights and the security of their personal information is always
our top priority when choosing a processor and we understand the importance of adequate and reliable
outsourcing for processing activities as well as our continued obligations under the data protection laws

for data processed and handled by a third-party.

We draft bespoke Service Level Agreements (SLAs) and contracts with each processor as per the
services provided and detail: —

. The processors data protection obligations

. Our expectations, rights and obligations

. The processing duration, aims and objectives

. The data subjects’ rights and safeguarding measures

. The nature and purpose of the processing

. The type of personal data and categories of data subjects

Each of the areas specified in the contract are monitored, audited and reported on. Processors are
notified that they shall not engage another processor without our prior specific authorisation and any
intended changes concerning the addition or replacement of existing processors must be done in
writing, in advance of any such changes being implemented.

The Processor Agreement and any associated contract reflects the fact that the processor: —

. Processes the personal data only on our documented instructions

. Seeks our authorisation to transfer personal data to a third country or an international
organization (unless required to do so by a law to which the processor is subject)

. Shall inform us of any such legal requirement to transfer data before processing

. Ensures that persons authorised to process the personal data have committed themselves
to confidentiality or are under an appropriate statutory obligation of confidentiality

. Takes all measures to security the personal data at all times

. Respects, supports and complies with our obligation to respond to requests for exercising
the data subject’s rights

. Assists the Company in ensuring compliance with our obligations for data security,

mitigating risks, breach notification and privacy impact assessments
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. When requested, deletes or returns all personal data to the Company after the end of the
provision of services relating to processing, and deletes existing copies where possible

. Makes available to the Company all information necessary to demonstrate compliance with
the obligations set out in the agreement and contract

. Allows and supports audits, monitoring, inspections and reporting as set out in the contract

. Informs the Company immediately of any breaches, non-compliance or inability to carry out
their duties as detailed in the contract

5.4 Data Retention & Disposal

The Company have defined procedures for adhering to the retention periods as set out by the relevant
laws, contracts and our business requirements, as well as adhering to the GDPR requirement to only
hold and process personal information for as long as is necessary. All personal data is disposed of in a
way that protects the rights and privacy of data subjects (e.g. shredding, disposal as confidential waste,
secure electronic deletion, hard drive destruction) and prioritises the protection of the personal data in
all instances.

Please refer to our Data Retention policy

6 Data Protection Impact Assessments (DPIA)

Individuals have an expectation that their privacy and confidentiality will be upheld and respected whilst
their data is being stored and processed by the Company. We therefore utilise several measures and
tools to reduce risks and breaches for general processing. However, where processing is likely to be
high risk or cause significant impact to a data subject, we utilise proportionate methods to map out and
assess the impact ahead of time.

Where the Company act as the Controller and must or are considering carrying out processing that
utilises new technologies, and/or where there is a likelihood that such processing could result in a high
risk to the rights and freedoms of data subjects, we always carry out a Data Protection Impact
Assessment (DPIA) (sometimes referred to as a Privacy Impact Assessment).

Pursuant to Article 35(3) and Recitals 84, 89-96, we consider processing that is likely to result in a high
risk to include: —

. Systematic and extensive evaluation of personal aspects relating to natural persons which is
based on automated processing, including profiling, and on which decisions are based that
produce legal effects concerning the natural person or similarly significantly affect the
natural person(s)

. Processing on a large scale of special categories of data

. Processing on a large scale of personal data relating to criminal convictions and offences

. Systematic monitoring of a publicly accessible area on a large scale (i.e. CCTV)

. Where a processing operation is likely to result in a high risk to the rights and freedoms of
an individual
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. Those involving the use of new technologies
. New processing activities not previously used
. Processing considerable amounts of personal data at regional, national or supranational

level, which could affect many data subjects
. Processing activities making it difficult for the data subject(s) to exercise their rights

Carrying out DPIAs enables us to identify the most effective way to comply with our data protection
obligations and ensure the highest level of data privacy when processing. It is part of our Privacy by
Design approach and allows us to assess the impact and risk before carrying out the processing, thus
identifying and correcting issues at the source, reducing costs, breaches and risks.

. The DPIA enables us to identify possible privacy solutions and mitigating actions to address
the risks and reduce the impact. Solutions and suggestions are set out in the DPIA and all
risks are rated to assess their likelihood and impact. The aim of solutions and mitigating
actions for all risks is to ensure that the risk is either: —

. Eliminated
. Reduced
. Accepted

Please refer to our external DPIA Procedures for further details.

7 Data Subject Rights Procedures
7.1 Consent & The Right to be Informed

The collection of personal and sometimes special category data is a fundamental part of the
products/services offered by the Company and we therefore have specific measures and controls in
place to ensure that we comply with the conditions for consent under the data protection laws.

The data protection law defines consent as; ‘Any freely given, specific, informed and unambiguous
indication of the data subject’s wishes by which he or she, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to him or her’.

Where processing is based on consent, the Company have reviewed and revised all consent
mechanisms to ensure that:

. Consent requests are transparent, using plain language and is void of any illegible terms,
jargon or extensive legal terms

. It is freely given, specific and informed, as well as being an unambiguous indication of the
individual’s wishes

. Consent is always given by a statement or a clear affirmative action (positive opt-in) which
signifies agreement to the processing of personal data

. Consent mechanisms are upfront, clear, granular (in fine detail) and easy to use and
understand
. Pre-ticked, opt-in boxes areneverused
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. Where consent is given as part of other matters (e. terms & conditions, agreements,
contracts), we ensure that the consent is separate from the other matters and isnotbe a
precondition of any service (unless necessary for that service)

. Along with our company name, we also provide details of any other third party who will use
or rely on the consent

. Consent is always verifiable, and we have controls in place to ensure that we can
demonstrate consent in every case

. We keep detailed records of consent and can evidence at a minimum:

. that the individual has consented to the use and processing of their personal data

. that the individual has been advised of our company name and any third party using the
data

. what the individual was told at the time of consent

. how and when consent was obtained

. We have ensured that withdrawing consent is as easy, clear and straightforward as giving it

and is available through multiple options, including: —

. Opt-out links in mailings or electronic communications

. Opt-out process explanation and steps on website and in all written communications

. Ability to opt-out verbally, in writing or by email

. Consent withdrawal requests are processed immediately and without detriment

. Controls and processes have been developed and implemented to refresh consent,
especially those relating to parental consents

. For special category data, the consent obtained is explicit(stated clearly and in detail,
leaving no room for confusion or doubt) with the processing purpose(s) always being
specified

7.1.1 Consent Controls

The Company maintain rigid records of data subject consent for processing personal data and are
always able to demonstrate that the data subject has consented to processing of his or her personal
data where applicable. We also ensure that the withdrawal of consent is as clear, simple and
transparent and is documented in all instances.

Where the data subject’s consent is given in the context of a written declaration which also concerns
other matters, the request for consent is presented in a manner which is clearly distinguishable from
those matters, in an intelligible and easily accessible form, using clear and plain language. All such
written declarations are reviewed and authorised by the Data Protection Officer prior to being
circulated.
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Consent to obtain and process personal data is obtained by the Company through: —

. Face-to-Face

. Telephone

. In Writing

. Email/SMS

. Electronic(i.e. via website form)

Any electronic methods of gaining consent are regularly reviewed and tested to ensure that a compliant
Privacy Notice is accessible and displayed and that consent is clear, granular and utilises a
demonstrable opt-in mechanism. Where consent is obtained verbally, we utilise scripts, checklists to
ensure that all requirements have been met and that consent is obtained compliantly and can be
evidenced.

Electronic consent is always by a non-ticked, opi-in action (or double opt-in where applicable), enabling
the individual to provide consent after the below information has been provided. This is then followed
up with an email, SMS or written confirmation of the consent to process, store and share the personal
information.

Privacy Notices are used in all forms of consent and personal data collection, to ensure that we are
compliant in disclosing the information required in the data protection laws in an easy to read and
accessible format.

7.1.2 Alternatives to Consent

The Company recognise that there are six lawful bases for processing and that consent is not always
the most appropriate option. We have reviewed all processing activities and only use consent as an
option where the individual has a choice.

When reviewing the processing activity for compliance with the consent requirements, we ensure that
none of the below are a factor: —

. Where we ask for consent but would still process it even if it was not given{or withdrawn).If
we would still process the data under an alternative lawful basis regardless of consent, we
recognise it is not the correct lawful basis to use

. Where we ask for consent to process personal data as a precondition of a service we are
offering, it is not given as an option and consent is not appropriate

. Where there is an imbalance in the relationship, i.e. with employees

7.1.3 Information Provisions
Where personal data is obtained directly from the individual (i.e. through consent, by employees,
written materials and/or electronic formats (i.e. website forms, subscriptions, email etc)), we provide the
below information in all instances, in the form of a privacy notice: —
. The identity and the contact details of the controller and, where applicable, of the controller’s
representative

Medtel Communications Response — CRFP AG02400000002 — Attachment D - Data Protection
Policy & Procedures



7z

Medtel

Communications

The contact details of our data protection officer
The purpose(s) of the processing for which the personal information is intended
The legal basis for the processing

Where the processing is based on point (f) of Article 6(1)“processing is necessary for the
purposes of the legitimate interests pursued by the controller or by a third party”,details of
the legitimate interests

The recipients or categories of recipients of the personal data(if applicable)

If applicable, the fact that the Company intends to transfer the personal data to a third
country or international organization and the existence/absence of an adequacy decision by
the Commission

where the Company intends to transfer the personal data to a third country or international
organization without an adequate decision by the Commission, reference to the appropriate
or suitable safeguards the Company has put into place and the means by which to obtain a
copy of them or where they have been made available

The period for which the personal data will be stored, or if that is not possible, the criteria
used to determine that period

The existence of the right to request access to and rectification or erasure of, personal data
or restriction of processing concerning the data subject or to object to processing as well as
the right to data portability

Where the processing is based on consent under points (a) of Article 6(1) or Article 9(2), the
existence of the right to withdraw consent at any time, without affecting the lawfulness of
processing based on consent before its withdrawal

The right to lodge a complaint with the Supervisory Authority

Whether providing personal data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract, as well as whether the data subject is obliged to provide
the personal data and of the possible consequences of failure to provide such data

The existence of any automated decision-making, including profiling, as referred to in Article
22(1) and (4) and explanatory information about the logic involved, as well as the
significance and the envisaged consequences of such processing for the data subject

The above information is provided to the data subject at the time the information is collected and
records pertaining to the consent obtained are maintained and stored for 6 years from the date of
consent, unless there is a legal requirement to keep the information longer.

7.2 Privacy Notice

The Company defines a Privacy Notice as a document, form, webpage or pop-up that is provided to
individuals at the time we collect their personal data (or at the earliest possibility where that data is
obtained indirectly).
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Our Privacy Notice includes the Article 13 (where collected directly from individual) or 14 (where not
collected directly) requirements and provides individuals with all the necessary and legal information
about how, why and when we process their data, along with their rights and obligations.

We have a link to our Privacy Notice on our website and provide a copy of physical and digital formats
upon request. The notice is the customer facing policy that provides the legal information on how we
handle, process and disclose personal information.

The notice is easily accessible, legible, jargon-free and is available in several formats, dependant on
the method of data collection: —

Via our website
Linked to or written in full in the footer of emails

Worded in full in agreements, contracts, forms and other materials where data is collected in
writing or face-to-face

In employee contracts and recruitment materials
Verbally via telephone or face-to-face
Printed media, adverts and financial promotions

Digital Products/Services

With lengthy content being provided in the privacy notice and with informed consent being based on its
contents, we have tested, assessed, and reviewed our privacy notice to ensure usability, effectiveness
and understanding.

We follow the below preferred steps for testing, reviewing and auditing our privacy notice(s) and opt-in
consent formats prior to use and to record such assessments.

1.

2.

wnN =

o

PN O

©

10.

11.

Privacy Notices are drafted by the Data Protection Officer using the data protection laws
requirements and with Supervisory Authority guidance

We utilise a select customer base to test the Privacy Notice in its varying formats and
provide a feedback form for completion, verifying the below points: —

How did you use the Privacy Notice (e.g. website, agreement, orally)?

Did you find the information in the Privacy Notice easy to read, understand and access?
Did you gain a full understanding of how we intend to use your data, who it will be shared
with and what your rights are?

Did you feel confident in giving consent to use your personal data after reading the notice
information?

Was there anything you did not understand?

Did you find any errors?

What, if anything, would you like to see changed about the Privacy Notice?

All feedback responses are saved with a copy of the used Privacy Notice and improvements
are made and recorded where applicable

Re-testing is carried out on a new set of customers to ensure variety and independent
assessment and verification

After a successful test, the acceptable Privacy Notice is rechecked against the data
protection laws and Supervisory Authority regulations and guidelines to ensure it still
complies and is adequate and effective

The final Privacy Notice(s) are then authorised by Senior Management/Director(s) before
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being rolled out

Where we rely on consent to obtain and process personal information, we ensure that it is:

. Displayed clearly and prominently

. Asks individuals to positively opt-in

. Gives them sufficient information to make an informed choice

. Explains the different ways we will use their information

. Provideg a clear and simple way for them to indicate they agree to different types of
processing

. Includes a separate unticked opt-in box for direct marketing

7.3 Personal Data Not Obtained from the Data Subject

Where the Company obtains and/or processes personal data that has not been obtained directly from
the data subject, the Company ensures that the information disclosures contain in Article 14 are
provided to the data subject within 30 days of our obtaining the personal data (except for advising if the
personal data is a statutory or contractual requirement).

In addition to the information disclosures in section 8.1.4, where personal data has not been obtained
directly from a data subject, we also provide them with information about: —

. The categories of personal data
. The source the personal data originated from and whether it came from publicly accessible
sources

Where the personal data is to be used for communication with the data subject, or a disclosure to
another recipient is envisaged, the information will be provided at the latest, at the time of the first
communication or disclosure.

Where the Company intends to further process any personal data for a purpose other than that for
which it was originally obtained, we communicate this intention to the data subject prior doing so and
where applicable, process only with their consent.

Whilst we follow best practice in the provision of the information noted in the relevant section of this
policy, we reserve the right not to provide the data subject with the information if: —

. They already have it and we can evidence their prior receipt of the information

. The provision of such information proves impossible and/or would involve a disproportionate
effort

. Obtaining or disclosure is expressly laid down by Union or Member State law to which the

Company is subject and which provides appropriate measures to protect the data subject’s
legitimate interest

. Where the personal data must remain confidential subject to an obligation of professional
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secrecy regulated by Union or Member State law, including a statutory obligation of secrecy

7.3.1 Employee Personal Data

As per the data protection law guidelines, we do not use consent as a legal basis for obtaining or
processing employee personal information. Our HR policies have been updated to ensure that
employees are provided with the appropriate information disclosure and are aware of how we process
their data and why.

All employees are provided with our Staff Handbook which informs them of their rights under the data
protection laws and how to exercise these rights and are provided with a Privacy Notice specific to the
personal information we collect and process about them.

7.4 The Right of Access

We have ensured that appropriate measures have been taken to provide information referred to in
Articles 13/14 and any communication under Articles 15 to 22 and 34 (collectively, The Rights of Data
Subjects), in a concise, transparent, intelligible and easily accessible form, using clear and plain
language.

Such information is provided free of charge and is in writing, or by other means where authorised by the
data subject and with prior verification as to the subject’s identity (i.e. verbally, electronic).

Information is provided to the data subject at the earliest convenience, but at a maximum of 30 days
from the date the request is received. Where the retrieval or provision of information is particularly
complex or is subject to a valid delay, the period may be extended by two further months where
necessary. However, this is only done in exceptional circumstances and the data subject is kept
informed in writing throughout the retrieval process of any delays or reasons for delay.

Where we do not comply with a request for data provision, the data subject is informed within 30 days
of the reason(s) for the refusal and of their right to lodge a complaint with the Supervisory Authority.

7.4.1 Subject Access Request
Where a data subject asks us to confirm whether we hold and process personal data concerning him or
her and requests access to such data; we provide them with: —

. The purposes of the processing

. The categories of personal data concerned

. The recipients or categories of recipient to whom the personal data have been or will be
disclosed

. if the data has or will be disclosed to a third countries or international organizations and the

appropriate safeguards pursuant to the transfer

. Where possible, the envisaged period for which the personal data will be stored, or, if not
possible, the criteria used to determine that period

. The existence of the right to request rectification or erasure of personal data or restriction of
processing of personal data concerning the data subject or to object to such processing

. The right to lodge a complaint with a Supervisory Authority
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. Where personal data has not been collected by the Company from the data subject, any
available information as to the source and provider

. The existence of automated decision-making, including profiling and meaningful information
about the logic involved, as well as the significance and the envisaged consequences of
such processing for the data subject

Subject Access Requests (SAR) are passed to the DPO as soon as received and a record of the
request is noted. The type of personal data held about the individual is checked against our Information
Audit to see what format it is held in, who else has it has been shared with and any specific timeframes

for access.

SARs are always completed within 30-days and are provided free of charge. Where the individual
makes the request by electronic means, we provide the information in a commonly used electronic
format, unless an alternative format is requested.

Please refer to our external Data subject access request procedures for the guidelines on how an SAR
can be made and what steps we take to ensure that access is provided under the data protection laws.

7.5 Data Portability

The Company provides all personal information pertaining to the data subject to them on request and in
a format, that is easy to disclose and read. We ensure that we comply with the data portability rights of
individuals by ensuring that all personal data is readily available and is in a structured, commonly used
and machine-readable format, enabling data subjects to obtain and reuse their personal data for their
own purposes across different services.

To ensure that we comply with Article 20 of the data protection laws concerning data portability, we
keep a commonly used and machine-readable format of persona! information where the processing is

based on: —

. Consent pursuant to point (a) of Article 6(1)
. Consent pursuant to point (a) of Article 9(2)
. A contract pursuant to point (b) of Article 6(1); and
. the processing is carried out by automated means

Where requested by a data subject and if the criteria meet the above conditions, we will transmit the
personal data directly from the Company to a designated controller, where technically feasible.
We utilise the below formats for the machine-readable data: —

. HTML

. csv

. XML

. RDF

. XHTML
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. PDF

All requests for information to be provided to the data subject or a designated controller are done so
free of charge and within 30 days of the request being received. If for any reason, we do not act in
responding to a request, we provide a full, written explanation within 30 days to the data subject or the
reasons for refusal and of their right to complain to the supervisory authority and to a judicial remedy.

All transmission requests under the portability right are assessed to ensure that no other data subject is
concerned. Where the personal data relates to more individuals than the subject requesting the
data/transmission to another controller, this is always without prejudice to the rights and freedoms of
the other data subjects.

7.6 Rectification & Erasure

7.6.1 Correcting Inaccurate or Incomplete Data

Pursuant to Article 5(d), all data held and processed by the Company is reviewed and verified as being
accurate wherever possible and is always kept up to date. Where inconsistencies are identified and/or
where the data subject or controller inform us that the data we hold is inaccurate, we take every
reasonable step to ensure that such inaccuracies are corrected with immediate effect.

The relevant departments are notified of the data subjects request to update personal data and are
responsible for validating the information and rectifying errors where they have been notified. The
information is altered as directed by the data subject, with the information audit being checked to
ensure that all data relating to the subject is updated where incomplete or inaccurate.

Once updated, we add an addendum or supplementary statement where applicable.

Where notified of inaccurate data by the data subject, we will rectify the error within 30 days and inform
any third party of the rectification if we have disclosed the personal data in question to them. The data
subject is informed in writing of the correction and where applicable, is provided with the details of any
third-party to whom the data has been disclosed.

If for any reason, we are unable to act in response to a request for rectification and/or completion, we
always provide a written explanation to the individual and inform them of their right to complain to the
Supervisory Authority and to a judicial remedy.

7.6.2 The Right to Erasure

Also, known as ‘The Right to be Forgotten’, the Company complies fully with Article 5(e) and ensures
that personal data which identifies a data subject, is not kept longer than is necessary for the purposes
for which the personal data is processed.

All personal data obtained and processed by the Company is categorised when assessed by the
information audit and is either given an erasure date or is monitored so that it can be destroyed when

no longer necessary.

Please refer to our Data Retention Policy for exact procedures on erasing data and complying with the
Article 17 requirements.

7.7 The Right to Restrict Processing

There are certain circumstances where the Company restricts the processing of personal information,
to validate, verify or comply with a legal requirement of a data subjects request. Restricted data is
removed from the normal flow of information and is recorded as being restricted on the information
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audit.

Any account and/or system related to the data subject of restricted data is updated to notify users of the
restriction category and reason. When data is restricted it is only stored and not processed in any way.
The Company will apply restrictions to data processing in the following circumstances: —

. Where an individual contest the accuracy of the personal data and we are in the process
verifying the accuracy of the personal data and/or making corrections

. Where an individual has objected to the processing (where it was necessary for the
performance of a public interest task or purpose of legitimate interests), and we are
considering whether we have legitimate grounds to override those of the individual

. When processing is deemed to have been unlawful, but the data subject requests restriction
as oppose to erasure

. Where we no longer need the personal data, but the data subject requires the data to
establish, exercise or defend a legal claim

The Data Protection Officer reviews and authorises all restriction requests and actions and retains
copies of notifications from and to data subjects and relevant third-parties. Where data is restricted, and
we have disclosed such data to a third-party, we will inform the third-party of the restriction in place and
the reason and re-inform them if any such restriction is lifted.

Data subjects who have requested restriction of data are informed within 30 days of the restriction
application and are also advised of any third-party to whom the data has been disclosed. We also
provide in writing to the data subject, any decision to lift a restriction on processing. If for any reason,
we are unable to act in response to a request for restriction, we always provide a written explanation to
the individual and inform them of their right to complain to the Supervisory Authority and to a judicial
remedy.

7.8 Objections and Automated Decision Making

Data subjects are informed of their right to object to processing in our Privacy Notices and at the point
of first communication, in a clear and legible form and separate from other information. We provide opt-
out options on all direct marketing material and provide an online objection form where processing is
carried out online. Individuals have the right to object to: —

. Processing of their personal information based on legitimate interests or the performance of
a task in the public interest/exercise of official authority(including profiling)

. Direct marketing (including profiling)
. Processing for purposes of scientific/historical research and statistics

Where the Company processes personal data for the performance of a legal task, in relation to our
legitimate interests or for research purposes, a data subjects’ objection will only be considered where it
is on ‘grounds relating to their particular situation’. We reserve the right to continue processing such

personal data where: —
. We can demonstrate compelling legitimate grounds for the processing, which override the

interests, rights and freedoms of the individual
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: The processing is for the establishment, exercise or defense of legal claims

Where we are processing personal information for direct marketing purposes under a previously
obtained consent, we will stop processing such personal data immediately where an objection is
received from the data subject. This measure is absolute, free of charge and is always adhered to.

Where a data subject objects to data processing on valid grounds, the Company will cease the
processing for that purpose and advise the data subject of cessation in writing within 30 days of the
objection being received.

We have carried out a system audit to identify automated decision-making processes that do not
involve human intervention. We also assess new systems and technologies for this same component
prior to implementation. the Company understands that decisions absent of human interactions can be
biased towards individuals and pursuant to Articles 9 and 22 of the data protection laws, we aim to put
measures into place to safeguard individuals where appropriate. Via our Privacy Notices, in our first
communications with an individual and on our website, we advise individuals of their rights not to be
subject to a decision when: —

. It is based on automated processing
. It produces a legal effect or a similarly significant effect on the individual

In limited circumstances, the Company will use automated decision-making processes within the
guidelines of the regulations. Such instances include: —

. Where it is necessary for entering into or performance of a contract between us and the
individual

. Where it is authorised by law(e.g. fraud or tax evasion prevention)

. When based on explicit consent to do so

. Where the decision does not have a legal or similarly significant effect on someone

Where the Company uses, automated decision-making processes, we always inform the individual and
advise them of their rights. We also ensure that individuals can obtain human intervention, express their
point of view and obtain an explanation of the decision and challenge it.

8 Oversight Procedures

8.1 Security & Breach Management

Alongside our ‘Privacy by Design’ approach to protecting data, we ensure the maximum security of data
that is processed, including as a priority, when it is shared, disclosed and transferred. Our Information
Security Policies provide the detailed measures and controls that we take to protect personal
information and to ensure its security from consent to disposal.

We carry out information audits to ensures that all personal data held and processed by us is
accounted for and recorded, alongside risk assessments as to the scope and impact a data breach
could have on data subject(s). We have implemented adequate and appropriate technical and
organizational measures to ensure a level of security appropriate to the risk.

Whilst every effort and measure are taken to reduce the risk of data breaches, the Company has
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dedicated controls and procedures in place for such situations, along with the notifications to be made
to the Supervisory Authority and data subjects (where applicable).

Please refer to our Data Breach Policy & Procedures for specific protocols.

9 Transfers & Data Sharing

The Company takes proportionate and effective measures to protect personal data held and processed
by us at all times, however we recognise the high-risk nature of disclosing and transferring personal
data and as such, place an even higher priority on the protection and security of data being transferred.
Data transfers within the United States and EU are deemed less of a risk than a third country or an
international organization, due to the data protection laws covering the former and the strict regulations
applicable to all EU Member States.

Where data is being transferred for a legal and necessary purpose, compliant with all Articles in the
Regulation, we utilise a process that ensures such data is encrypted with a secret key and where
possible is also subject to our data minimisation methods.

We use approved, secure methods of transfer and have dedicated points of contact with each Member
State organization with whom we deal. All data being transferred is noted on our information audit so
that tracking is easily available, and authorisation is accessible. The Data Protection Officer authorises
all EU transfers and verifies the encryption and security methods and measures.

Please refer to our International Data Transfer Procedures for further details

10 Audits & Monitoring

This policy and procedure document details the extensive controls, measures and methods used by the
Company to protect personal data, uphold the rights of data subjects, mitigate risks, minimise breaches
and comply with the data protection laws and associated laws and codes of conduct. In addition to
these, we also carry out regular audits and compliance monitoring processes with a view to ensuring
that the measures and controls in place to protect data subjects and their information, are adequate,
effective and compliant at all times.

The Data Protection Officer has overall responsibility for assessing, testing, reviewing and improving
the processes, measures and controls in place and reporting improvement action plans to the Senior
Management Team where applicable. Data minimisation methods are frequently reviewed and new
technologies assessed to ensure that we are protecting data and individuals to the best of our ability.
All reviews, audits and ongoing monitoring processes are recorded by the Data Protection Officer and
copies provided to Senior Management and are made readily available to the Supervisory Authority
where requested.

The aim of internal data protection audits is to: —

. Ensure that the appropriate policies and procedures are in place

. To verify that those policies and procedures are being followed

. To test the adequacy and effectiveness of the measures and controls in place
. To detect breaches or potential breaches of compliance

Medtel Communications Response — CRFP AG02400000002 — Attachment D - Data Protection
Policy & Procedures



#”  Communications

/ Medtel

. To identify risks and assess the mitigating actions in place to minimise such risks

. To recommend solutions and actions plans to Senior Management for improvements in
protecting data subjects and safeguarding their personal data

. To monitor compliance with the data protection laws and demonstrate best practice

11  Training

Through our strong commitment and robust controls, we ensure that all staff understand, have access
to and can easily interpret the data protection laws requirements and its principles and that they have
ongoing training, support and assessments to ensure and demonstrate their knowledge, competence
and adequacy for the role. Our Training & Development Policy & Procedures and Induction Policy detail
how new and existing employees are trained, assessed and supported and include: —

. GDPR Workshops & Training Sessions

. Assessment Tests

. Coaching & Mentoring

. 1:1 Support Sessions

. Scripts and Reminder Aids

. Access to GDPR policies, procedures, checklists and supporting documents

Employees are continually supported and trained in the data protection laws requirements and out own
objectives and obligations around data protection.

12 Penalties

The Company understands its obligations and responsibilities under the data protection laws and
recognises the severity of breaching any part of the law or Regulation. We respect the Supervisory
Authority’s authorisation under the legislation to impose and enforce fines and penalties on us where
we fail to comply with the regulations, fail to mitigate the risks where possible and operate in a
knowingly non-compliant manner.

Employees have been made aware of the severity of such penalties and their proportionate nature in
accordance with the breach. We recognise that: —

. Breaches of the obligations of the controller, the processor, the certification body and the
monitoring body, are subject to administrative fines up to $10,000,000 or 2 % of the total
worldwide annual turnover of the preceding financial year, whichever is higher.

. Breaches of the basic principles for processing, conditions for consent, the data subjects’
rights, the transfers of personal data to a recipient in a third country or an international
organization, specific processing situations (Chapter IX) or non-compliance with an order by
the Supervisory Authority, are subject to administrative fines up to $20,000,000 or 4 % of the
total worldwide annual turnover of the preceding financial year, whichever is higher.
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13 Responsibilities

The Company has appointed a data protection officer whose role it is to identify and mitigate any risks
to the protection of personal data, to act in an advisory capacity to the business, its employees and
upper management and to actively stay informed and up-to-date with all legislation and changes
relating to data protection.

The DPO will work in conjunction with the Compliance Officer, Marketing, Customer service managers,
IT Manager and Training Officer to ensure that all processes, systems and staff are operating
compliantly and within the requirements of the data protection laws and its principles.

The DPO has overall responsibility for due diligence, supporting privacy impact assessments, risk
analysis and data transfers where personal data is involved and will also maintain adequate and
effective records and management reporis in accordance with the data protection laws and our own
internal objectives and obligations.

Staff who manage and process personal or special category information will be provided with extensive
data protection training and will be subject to continuous development support and mentoring to ensure
that they are competent and knowledge for the role they undertake.
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Medtel Communications — ATTACHMENT E
Disaster Recovery and Business Continuity

1. Business Continuity Plan

The Medtel business continuity plan (BCP) is a structured and detailed arrangement of guidelines
designed to recover system and networks if they've failed or have been attacked. These plans are
geared towards getting your organization operational as quickly as possible.

2. Medtel Cloud Disaster Recovery Solution
If the data center hosting your Medtel Cloud service experiences a disaster or site failure, the Medtel
Cloud Disaster Recovery Solution provides continuity of service.

In normal operation, an image of your Medtel Cloud PBX is constantly updated on a remote server.
When the Medtel Cloud Disaster Recovery Solution is activated, the image of your Medtel Cioud PBX is
loaded onto a server in a geographically separate data center. The elastic IP address of the original
Medtel Cloud PBX is pointed at the new server. Full operation is restored within minutes.

In the event of a disaster, all incoming calls to Medtel Cloud are automatically routed to the new server.

3. Continuity of Operation

Once the separate server has been created from the mirror of the data and the elastic IP address
pointed at the new server, all incoming traffic again arrives at the destinations programmed in the
Medtel Cloud admin portal ringing assignment. All deskphones, webphones and smartphone apps
register automatically to the Medtel Cloud Disaster Recovery Solution within minutes of the switchover.

4. Recorded Calls Archive Back-Up

Archived recorded calls are stored on Medtel Cloud. Live images of the archived recordings are taken
every 24 hours. Copies are maintained and backed up in accordance with agreed customer
requirements.

5. Business Continuity for the Contact Center Site

In case of loss of access to the contact center site, agents may continue to work normally, from any
location, using Medtel webphones on their laptops or using the Medtel smartphone apps on their
cellphones.
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1 INTRODUCTION

1.1 PURPOSE AND OBJECTIVES

With a team of highly trained support personnel, Medtel Communications provides world class
customer service and offers the following Service Level Agreement (SLA) for our customers who
subscribe to our Cloud services. This SLA document has been created to clearly define the service
offerings and performance levels that Medtel Communications Customer Support will deliver to its
Cloud customers and Strategic Partners, as well as outlining the processes to be followed when Help
Desk service is required.

1.2 PARTIES TO THE AGREEMENT

This SLA is intended to provide a structure for the support response offered to Medtel Communications
cloud customers. This agreement will stand for the duration of an active subscription in good standing.

1.3 SUPPORT OVERVIEW
This SLA represents the Support team’s goals and performance standards as presented below:

Definition

Technical Support | 24 Hours
Availability 7 Days a Week

365 Days per Year
Average Answer
time during 98% of telephony calls answered immediately.
Normal Business | 98% of Emailed Support requests responded to within 15
Hours minutes of receipt.
Average Answer 98% of telephony calls responded to within 15 minutes.
time outside (Critical Issues Only)
Normal Business | Email is monitored response time only applies to normal
Hours business hours.

| |
99.99% Uptime

Service “Unit” of Downtime = 1-60 Minutes of interrupted services.
Availability Downtime calculations begin 5 minutes after a service

interruption (not defined in “Exclusions”)

Page 3 of 8



f/ Medtel
7% Communications
1.4 DEFINITION OF SERVICE AND TERMS

Service Availability:

“Service Availability” means the availability of cloud-based PBX voice and related functions. Medtel
Communications will use commercially reasonable efforts to provide 99.99% Network and Cloud Voice
Availability. “Network Availability” means the monthly uptime percentage excluding scheduled
maintenance that Medtel Communications guarantees during any monthly billing cycle. “Cloud Voice
Availability” means the functioning of all related cloud-based PBX services that have a direct impact on
new call attempts and call completions that are guaranteed during any monthly billing cycle.

Downtime:
“Downtime” shall mean any period of time when all PBX services are unavailable or the inability to
place or receive calls outside of the exclusions defined in this document.

Units of Downtime:

“Units of Downtime” are periods of service interruptions ranging from 1-60 minutes and are calculated
after the first five (5) minutes of an experienced outage. Please see the Downtime Rules and
Calculations section of this document for details regarding the submission for downtime unit credit.

Exclusions:

Loss of Service Availability caused by (i) issues beyond Medtel Communications’ reasonable control,
including, without limitation, denial of service or similar attacks, mail bombs, hardware failure, Internet
availability, the customer’s portion of the network, IP transit provider issues, SYN attacks or any other
similar events; or (ii) any loss of Services related to periods of time where customer premises
equipment, including customer provided PBX, is being replaced, repaired, or fails; or (iii) any issues
related to the Services due to number porting; or (iv) system upgrades or maintenance which, when
required, is typically reserved for the periods of time between 2am to 5am EST, will be excluded from
Service Availability calculations.

Technical Support:
e  Normal business hours Mon-Fri 8am to 8pm ET (excluding holidays)
*  Any customer in good standing can Contact Customer Support for
any support issue including basic moves, adds and changes
. Emergency 24X7 support is provided outside normal business hours for
loss of service issues

1.5 CONTACT INFORMATION

Medtel Communications Sales and Project Management
e  Corporate Office: 941-757-3484
° Email: Info@medtelcom.com
® Web Site: www.medtelcom.com

Medtel Communications Customer Support
e Customer Support Office: 1-800-404-9941
° Email: techsupport@medtelcom.com (Non-Emergency Only)
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2 DOWNTIME RULES AND CALCULATIONS

2.1 DOWNTIME RULES

Subject to the limitations of this agreement, any time Service Availability is below Medtel's
99.99% availability goal, the customer will qualify for a credit for the downtime based on the
table below up to the maximums indicated in the table. A written request for downtime credit
must be made to Medtel Communications within five (5) business days after the time of the

outage.

2.2 DOWNTIME CACULATIONS

~ Goal | Downtime Downtime Credit N
15 to 60 minutes 1 day’s credit
99.99% 61 to 120 Minutes 2 day’s credit
Uptime 121 to 240 Minutes 4 day’s credit
241 to 480 Minutes 6 day’s credit o N
| Over 480 minutes 10 day’s credit

2.3 MAXIMUM DOWNTIME CREDIT OFFERING

A credit will be applied only to the month in which the outage occurred and will not exceed the

maximums listed above.
Downtime calculations begin fifteen (15) minutes after an outage begins.
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3 SERVICE DESCRIPTIONS

3.1 SEVERITY LEVELS

Severity levels are priority levels assigned to the customer's reported problem. The severity
level is based upon the impact the problem has on the customer’s ability to utilize services
and/or conduct their business. The severity level shall be determined by the Medtel
Communications Customer Support professional in cooperation with the customer or Strategic
Partner.

3.2 RESPONSE TIME

The response time is the period of time that it takes the Medtel Communications Customer
Support professional to address the reported problem and respond to the customer.
Response time is not the same as resolution time.

3.3 RESOLUTION TIME

The resolution time is the time it takes to resolve a problem. The resolution time is different for
each situation and cannot be determined until the appropriate support professional has
evaluated the problem and is able to determine an approximate time to resolution.

Level Response Time Definition
' . Severity 1 Cloud services are unavailable with significant
Critical Less than 15 minutes impact to the ability to conduct business.
s Severity 2 High-impact problem where call processing is
Major Less than one (1) hour continued but significantly impaired.
e Severity 3 An issue such as standard adds, moves, and
Minor Less than two (2) hours changes or other problems not specifically
described above. J
Response time is After Hours: Emergency problems reported ‘
established for problems | outside normal business hours will be delivered to
reported directly to our On-Call Technicians. Access to this service

Customer Support during | must be made by telephone contact to the

NOTE: normal business hours Customer Support number listed in this agreement.
M-F 8:00 AM Email contacts are monitored outside normal
to 8:00 PM ET business hours, but responses are made during

normal business hours.
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4 CUSTOMER RESPONSIBILITIES

The nature of Cloud services depends on the orchestration of various components that must be
correctly configured and functioning. Typically, they are: the Cloud provider, the SIP trunking provider,
internet access via the customer’s ISP, and the local LAN connecting the various endpoints.

For example, if the customer's access to the internet is down, Medtel Communications Customer
Support will give best effort to assist in identifying the problem but ultimately the Internet Service
Provider (ISP) is the responsibility of the customer.

4.1 TROUBLE REPORTING PROCEDURES

Any technical trouble must be reported to the Medtel Communications Customer Support group in one
of two ways:

1. Email to TechSupport@Medtelcom.com

) Email should be reserved for pon-critical issues.
Emails will be handled as a Severity 2 Level issue

o  Emails are responded to during normal business hours Mon-Fri 8am to
8pm ET (excluding holidays)

2. Call Medtel Communications Customer Support at 1-800-404-9941

e  Customer can contact Customer Support for any support issue
Normal business hours Mon-Fri 8am to 8pm ET (excluding holidays)
e  Emergency support is provided outside normal business hours

For each contact, either by Email or telephone call, a Trouble Ticket will be opened for the reported
issue

e Please use the assigned ticket number for all interactions with Customer Support regarding
your reported issue.

e  Each issue reported will be given its own trouble ticket number to ensure proper closure for
each reported problem.

4.2 ESCALATION PROCEDURES

Any Customer can ask to have an issue escalated if they feel their issue has not (or is not) being
handled adequately by the Customer Support Team.
To request Escalation:
o  Simply request that the reported issue be escalated.
e  Any escalation will be personally addressed by the Medtel Communications VP of
Operations and a response to the customer will be forthcoming.
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5 CUSTOMER SUPPORT PROCESS

1. Email
Reported
Issue:

Upon receipt of an email to Medtel Communications Customer Support, our
tracking system will automatically generate a trouble ticket and deliver the
issue to the help desk where one of our Customer Support Team will be
assigned to that ticket.

The Medtel representative will contact the customer either via email or by
telephone, and a severity will be assigned to the problem.

NOTE: Email contact to Technical Support should be limited to NON-
Emergency issues only.

2. Telephony
Reported
Issue:

3. Telephony
After Hours
Emergency
Issue:

Upon receipt of a call to Medtel Communications Customer Support, our
call center contact management system will deliver the caller immediately to
an idle member of our Customer Support Team who will create a trouble
ticket, enter the information into our tracking system, and assign a severity
to the problem.

NOTE: Email contact to Technical Support should be limited to NON-
Emergency issues only.

When calling outside normal business hours with an emergency, your call
will be addressed by our on-call technician.

NOTE: Email contact to Technical Support should be limited to NON-
Emergency issues only.

4. Escalation:

Any escalation request will be forwarded immediately to the VP of
Operations for review and corrective action.

5. Closing the
Request or
Ticket:

All tickets will be closed after customer satisfaction has been verified by the
VP of Operations.
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4.2.2.1 Security

Security Architecture — Attachment H
Medtel Cloud PBX / Contact Center

1. System Architecture

The Medtel platform is a Unified Communications/ Cloud PBX platform normally hosted on
Amazon AWS US East (N.Virginia) or AWS US West (Oregon). It consists of multiple Linux
based (Rocky 8) virtual machines with fixed IP4 addresses which are accessible via the Linux
VM firewall and the individual cloud PBX firewall.

Each PBX on the VM has a unique name (usually the customer's name). DNS is used to
associate each PBX name with the correct VM.

Connectivity to the Public switched network is normally via VolP Innovations SIP trunks. SIP
trunks can connect using SIP Registration. In cases where registration is not used, whitelisted
IP addresses are specified for the trunk.

End-Users connect to the PBX using:
Browser based web phone

iPhone / Android app (over Wifi / 4G)
SIP deskphone / applications

2. VM Management

VM management can be divided into 2 sections.
2.1 VM Command Line access via SSH

¢ SSH access (username / password login required) to each VM is limited (via the primary
firewall) to a small number of IP addresses. Command line access is used to:

Start / stop / upgrade firmware on the VM.

Create / Delete / Update / Manage PBXs on the VM.

Enable / Disable services (SOAP API / Call Log API etc)

Set credentials for Master Installers.

Set Whitelist IP addresses for Master Installers, remote SOAP / Call Log clients etc)

2.2 Master Installer Portal

The 'Master Installer Portal' is accessible via https and gives access to all Cloud PBXs running
on the VM. Usernames and passwords for Master Installer access are set via command line.
Access is also limited to predefined whitelisted IP addresses (also set via the command line). A
Master Installer cannot change their password.

Medtel Communications Response — CRFP AG02400000002 — Attachment H Security Architecture 1
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3. PBX/ User Management
The PBX Management Portal is used to manage a single PBX. It is used to create / delete / edit

Users, Configure SIP trunks, Manage the PBX firewall etc.

There are 6 classes of user that can manage a single PBX:
e Install

Admin

Admin2

Admin3

Admin4

Admin5

Each login is password protected (randomly generated when PBX is created). Once logged in, a
user may change their password. A Master Installer may also change the password for each of
these users. The 'install' user has access to all parameters / PBX lodfiles within the PBX (SIP
trunk details, User details etc). The admin users have restricted access. The features that each
admin has access to is set via a config file only accessible via the command line.

Typical data required when creating a new user is;
o Extension Number
e Users Name (This name is used to log in to the Users portal as detailed in section 4)
¢ Email address
s Pincode (Min 4 digits, Max 8 digits)

4. End User Access
Each user on the cloud PBX has access to their own portal where they can manage their
settings, make calls, set call-forwarding, view/download voicemails etc. A username & PIN are
required to log in. Each user may change their own PIN.
The functionality available to each user may be restricted by the install / admin users.

5. Firewall Protection
There are 3 levels of Firewall protection.
e Primary Firewall: This is the AWS Firewall which sits between the hosting environment
and the public internet.
e VM Firewall: Each VM runs Rocky 8 which includes a Firewall to control access to the
VM.
o PBX Firewall: Each PBX can restrict access to its own services.

6. Device Registration
A user needs to register their device (Web phone SIP Phone / Smartphone app) before being
able to make / receive calls. Random registration names & PINS for all Users are generated
when a PBX is created.
e Web Phone. When a user is created by the administrator, a welcome email can be sent
by the system to the user with a link to open their user portal directly.
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e SIP Phones and Smartphone Apps may be provisioned automatically:

¢ SIP Phones: provisioned on power-up based on device MAC address and User-Agent
string via built in provisioning server.

¢« Smatrphone Apps: provisioned using random pairing code (only valid for 120 seconds
after provisioning request is made via User Portal)

7. Logging

All debug logfiles are held locally on the VM. A Master Installer has access to all logfiles on the
VM. A PBX installer only has access to logfiles for a single PBX.

Call records may be stored locally on VM in db / text file. Alternatively, they may be stored
remotely on a MySQL db.

8. External Interfaces
The following gives a summary of all external interfaces to/from the Medtel platform:

' Interface Protocol Function
Browser Access https (port 443) Master Installer / PBX Installer / User Portal
Smartphone Apps TCP 5075 (Encrypted AES- Proprietary Signalling
128)
/ WSS
RTP (Encrypted AES-128) Media stream
| SIP Endpoints SIP (UDP/TCP/TLS/WSS) SIP Device Signalling ]
RTP/STRP SIP Device Media
Browser SIP SIP (WSS) Browser based SIP Signalling
Endpoints WebRTC (DTLS) Browser based SIP Media
SIP Trunks SIP (UDP) SIP Trunk Signalling
RTP SIP Trunk Media
Manager SSH Command Line Management
Provisioning HTTPS SIP Device / Smartphone provisioning
(Note 1)
xHTML HTTPS SIP Device Microbrowsers (Menu /
Function key functionality) (Note 1)
| CTI HTTPS External CRM integration (Note 1)
| Email SMTP (TLS) Sending voicemail / welcome emails
FTP FTP/SFTP/FTPS Remote storage of voicemails / recordings
Call Logging TCP Third party Call log retrieval (Note 1)
SOAP HTTPS Third party management of PBXs (Note 1)
Notes:

Managed via PBX Management Portal may be enabled / disabled. If enabled, can be limited to Whitelist

IP.

9. Mobile Applications Privacy
The Medtel mobile apps allow users access their contact lists on their devices (iPhone or
Android), for the purpose of making calls. The Medtel platform does not take a copy of the

contact list.
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10. Customer Interfaces Security

Firmware: 22.XXX

Customer interfaces security

Media stream

Signalling stream

Smart phone app, iPhone AES-128 Stream AES-128. Registration; Name/Password. 2-step:
browser log in and key generation

|Smart phone app, Android AES-128 Stream AES-128. Registration: Name/Password. 2-step:
browser log in and key generation

Windows PC softphone AES-128 Stream AES-128. Registration: Name/Password protected.

Desk top phone Yealink SRTP Stream TLS. Registration: Name/Password protected.

Desk top phone Polycom SRTP Stream TLS. Registration: Name/Password protected.

Web based user portal Web RTC SIP over WSS (secure web socket - TLS)

Chrome extension

not applicable

Video collaboration

Web RTC, peer-to-
peer

WSS (secure web socket - TLS)

Web RTC, peer-to-peer

Management

Access to the Instalier/system manager portal

not applicable

HTTPS - User name and password log in. Whitelist IP
address option.

Access to the master installer portal

not applicable

HTTPS - User name and password log in. Whitelist IP
address required.

GDPR

Smart phone apps

not applicable

Smart phone Contact list not copied to the platform;
accessed locally by app.

User portal

not applicable

All data entered and removed by the user.

System manager portal

not applicable

All data entered and removed by the system manager.

Medtel Communications Response — CRFP AG02400000002 — Attachment H Security Architecture
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Project Team

Onboarding
Specialist

Onboarding
Technician

Addt’l Stakeholders

Project Sponsor

Main point of contact
throughout deployment

Obtains and organizes
project resources

Survey contact

Technical resource,
knowledge of network
setup

Provides assistance with
network testing, desk
phone configuration and
QA Testing

Medtel Sales Team

Vendor or 3rd party
resources

Leadership point of
contact

Escalation Path
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What’s Included in the Onboarding Process?

Once the agreement is signed, a Medtel Communications Onboarding Specialist is assigned to your project.

Schedule a 30-60-minute Design Session call with your Onboarding Specialist to review your system preferences.
Your Onboarding Specialist will facilitate and monitor the number porting process with our carrier.

You will receive assistance (remotely) to provision desk phones purchased from Medtel or to reprovision your devices.
Medtel system configuration, testing, and deployment.

Guided (remote) phone registration and setup.

System configuration and design support with your Onboarding Specialist until Go Live (via email).

Pre-Go Live resource email

End User Training & Customer Resource Guide

Post Go Live — Transition to Medtel Technical Support 30-days after system goes live

Medtel
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What Happens During the Design Session?

» You will meet with your Onboarding Specialist to review your order and discuss your system requirements.

» You will schedule a date for your system to go-live. Our typical installation interval is 30-45 days depending on several

factors including your availability, the number porting process, and your internet connection.
» Your Onboarding Specialist will ask you questions about your system preferences. You will need:
« Copy of your most recent phone bill
» Name of your current Internet Service Provider
« All phone numbers that will be impacted by the change
» List of user extensions (workstations and users)
» MAC Addresses for devices (if reprovisioning)

¢ Your Onboarding Specialist will take your information to create a Call Flow that will be used to configure your phone system

and/or IVR. % Medtel"
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Onboarding Process Overview

Scheduling Requirements

Schedule Design Session Allow 30 minutes for design call

M-Cloud System Install Date The Project Go-Live Date or Installation date

M-Cloud System Setup

M-Cloud System Design &
Configuration

We're building your system and ordering your equipment.

‘ Systel Tng =N

M-Cloud Installation/Testing ‘::1?1 \:)I;l‘[()gr‘l:(::i Kr?: ctg\:g;gh the process of installing, testing services,

‘Depending on your preferences, we will port your phone numbers from
your current provider to us. This requires your authorized signature on

or Fonwsising the LOA document.

We will provide you with self-guided (videos) and guided resources

Training training.

Your Medtel System is Installed and Ready toUse

> Medtel
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Onboarding Deployment Timeline

I
1
J
=
i

e
L =

Design Session with your

Signed Order Medtel Onboarding Specialist

Review System Preferences
Submit LOA (if porting numbers)
Schedule Installation Date

Schedule Design Install MES Client
Session with on Workstation
Your Onboarding (if purchasing IVR)
Specialist

New Equipment Shipping
or Equipment
Reprovisioning

M-CloudfiVR System Design and Configuration
We're building your phone system and/or scripting IVR

Number Porting Process
(10 — 14 Day Window)

System Review
Preliminary Testing

Guided Equipment
Registration (remote)
Plug-in phones

System Deployment
Verify Port Completion
System Testing
Training

System Complete

Transition to Medtel Technical
Support 30-days after go-live
date
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Porting FAQ’s

Below are frequently asked questions about the number porting process.

Q: What does Medtel need to start the porting process?
A: The following documentation is required:
+ Signed Letter Of Authorization (LOA)
» Latest invoice from your current carrier
* List of your numbers to be ported
» List of users, extensions, and departments associated with each number

Q: Who will manage this process?
A: Your Onboarding Specialist will facilitate all logistics involved in the porting process.

Q: How long will it take to port in once submitted?

A: Ports can generally occur within 7-10 business days. However, some port requests may take longer if account information is incorrect,
or the losing carrier denies the port. This causes the port requested to go into jeopardy status until the issues are resolved.

Q: What are the statuses of a port request?
A: These are the four statuses for number porting:
* Submitted (submitted and awaiting verification from losing carrier)
* CSR Required (a CSR is required to continue)
* Rejected (your port has been rejected and will need to be resubmitted with proper information)
» FOC (a date has been confirmed for your port to process)

Q: What is a CSR?
A: A Customer Service Record (CSR) is the document of proof for a given phone number. A CSR is sometimes required to authorize the

porting process. This is a document that you will need to request from your current carrier if required. It is generally provided by email.
Sometimes a porting PIN is required from the losing carrier. This information may be on your current bill depending on your carrier.

7z
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What Happens during Go Live?

» Please plan on spending at least 1 hour on the phone with a Medtel Technician on Go Live Day.
e A Medtel Communciations Technician will send you a Pre-Go Live resource email ahead of the scheduled installation date.

o If you are porting numbers, Medtel will monitor the port from our end and verify that all numbers have ported as specified.

» The porting time frame has many variables such as the quantity of numbers porting, who the carriers are, and if any issues
occurred during the porting process.
» As the numbers begin to become verified with Medtel, the Onboarding team will begin to test the ported numbers and confirm

the calls are routing correctly.
 Your Onboarding Technician will call your business to walk you through setting up and testing your devices to ensure
everything is working properly.

« You will be provided with training and training resources.

Medtel
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Contacts

Onboarding Support
The Medtel Onboarding Team is available for immediate assistance during business

hours, Monday — Friday 8am — 5pm EST. Call 941.933.1199 for assistance during
the Onboarding Process.

Technical Support
Medtel Support Technicians are available for immediate assistance during business
hours, Monday-Friday 8am-8pm EST. Call 800.404.9941 for urgent issues or

general tech support questions. For non-urgent technical support, please submit a
ticket via our website.

Medtel Sales
Call 941.757.3484 or 800.434.8358 or send an email.

Medtel Billing Questions
Call 941.757.3484 or 800.434.8358 or send an email.
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