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Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
1 36 On-Body Worn Camera Systems for CDL 

Examiners
36.00000 EA 2394.710000 86209.56

Comm Code Manufacturer Specification Model #
45121500    

Commodity Line Comments: Optional Items
Flex POV Module for AB4 249.00
Respond Plus 10.31 Per Month, Per Camera (All cameras are capable of live streaming; Respond Plus is 
required to activate this feature.)

Extended Description:
36 On-Body Worn Camera Systems for CDL Examiners

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
2 Warranty and Support - Year 1 1.00000 YR 5976.000000 5976.00

Comm Code Manufacturer Specification Model #
72154200    

Commodity Line Comments: Axon offers a technology refresh option which would replace all hardware with the newest model at the end of the 
3 Year Warranty Period. 
TAP AB4 - 32.47 Per Camera, Per Month
TAP Dock - 11.91 Per Unit, Per Month 
TAP Flex POV - 2.15 Per Unit, Per Month

Extended Description:
36 On-Body Worn Camera Systems for CDL Examiners - Warranty and Support

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
3 Warranty and Support - Year 2 Optional 1.00000 YR 5976.000000 5976.00

Comm Code Manufacturer Specification Model #
72154200    

Commodity Line Comments: Axon offers a technology refresh option which would replace all hardware with the newest model at the end of the 
3 Year Warranty Period. 
TAP AB4 - 32.47 Per Camera, Per Month
TAP Dock - 11.91 Per Unit, Per Month 
TAP Flex POV - 2.15 Per Unit, Per Month

Extended Description:
36 On-Body Worn Camera Systems for CDL Examiners - Warranty and Support

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
4 Warranty and Support - Year 3 Optional 1.00000 YR 5976.000000 5976.00

Comm Code Manufacturer Specification Model #
72154200    

Commodity Line Comments: Axon offers a technology refresh option which would replace all hardware with the newest model at the end of the 
3 Year Warranty Period. 
TAP AB4 - 32.47 Per Camera, Per Month
TAP Dock - 11.91 Per Unit, Per Month 
TAP Flex POV - 2.15 Per Unit, Per Month
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Extended Description:
36 On-Body Worn Camera Systems for CDL Examiners - Warranty and Support
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1  A X O N  B O D Y  4  

1 . 1  A X O N  B O D Y  4  O V E R V I E W  

The Axon Body 4 camera is  designed to capture clear,  admissible v ideo and 

audio evidence when an of f icer is  in the f ie ld.  The camera has four 

conf igurable resolut ions f rom 480p to 1440p and leverages low-l ight and 

clear frame technology to capture h igh-qual i ty v ideo evidence in a  variety 

of  envi ronments.  Four-bui l t  in microphones,  strategica l ly  p laced inside the 

camera,  leverage audio algorithms and onboard audio processing to 

capture h igh-qual i ty audio recordings.  When combined,  these elements 

help off icers capture truth in the moment and maintain transparency.  

The Axon Body 4 camera is  compatib le wi th an easi ly integrated 

point-of-v iew camera ca l led the Axon Flex POV module.  Without 

having to register,  ass ign,  or charge the accessory before use,  an 

off icer can s imply p lug the Axon Flex POV module into the Axon 

Body 4 and begin capturing the same qual i ty  evidence from a 

di f ferent vantage point .  With this  accessory ,  agencies no longer 

have to decide between deploy ing a body-worn camera or a 

point-of-v iew camera;  they can have both.  

1 . 1 . 1  C A M E R A  F E A T U R E S  A N D  B E N E F I T S  

A DURABLE  DE SIGN that  has been tested to meet/pass the Ingress Protect ion 

Rat ing,  MIL-STD Defense,  and Impact Cert i f ied standards,  and can withstand 

impacts and operate in the harshest envi ronments .  

A LON G-LASTIN G BATTE RY that is  capable of  providing approximately 14 hours of  

battery l i fe  under normal usage.  

A LARGE IN TERNAL  STORAGE  CAPACITY of 128 GB to house captured v ideo f i les  

A MAGNE TIC FAST CH ARGE DISCONNE CT CABLE that al lows of f icers to rapidly 

charge the ir cameras f rom the patrol  vehicle  and fal ls  o ff  when they need to 

leave the vehic le at  a moment ’s  not ice .   

AN IN TE GRATE D AND EASY-TO-USE MOUN TIN G SYSTEM  that al lows off icers to 

quickly mount their cameras to various locat ions on the body and across 

di f ferent uniform types and equipment ,  such as helmets and bel ts .  

EMBE DDED RE AL-TIME AWARENESS TE CHN OLOGY  v ia Axon Respond, which al lows 

the camera to send noti f i cat ions and alerts ,  GPS and Wi-F i  locat ion information,  

and a secure l i vestream feed over an LTE connect ion to Axon Evidence or a 

mobi le appl icat ion.  Th is  includes future support for bi -direct ional  

communicat ion in the f ie ld.  

 INTE GRATE D AXON SIGN AL TE CHN OLOGY  that act ivates cameras i f  an act ion is  

taken,  such as a f i rearm being removed from a holster equipped with Axon 

Signal  Sidearm.  

A CON FIGURABLE PRE -E VEN T BUFFER  that can capture up to two minutes of  v ideo 

before the camera is  act ively recording.  
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AN IN -FIE LD E VIDEN CE OFFLOAD OPTION that a l lows off icers to send indiv idual  

pieces of  ev idence direct ly f rom the camera to Axon Evidence.  

 

1 . 1 . 2  A X O N  B O D Y  4  I N  T H E  F I E L D  

Off icers in the f ie ld have complete control  over their Axon Body 4 camera through 

seven easi ly  accessible buttons strategical ly  placed on the device.  These buttons 

al low off icers to start  and stop recordings,  manage volume levels ,  act ivate and 

deact ivate operat ion modes,  access camera information,  and power down the dev ice.  

Addi t ional ly ,  the camera has two programmable buttons that an agency can set to 

determine dev ice behavior,  thus making the most important camera act ions easier to 

remember and access.  This  inc ludes programmable camera features l ike Stealth 

mode,  Audio Mute ,  Photo Marker,  and the newly bui l t  Watch Me feature that al lows 

off icers to request an extra set of  eyes v ia Axon Respond’s  l i vew capabi l i t ies .  

An of f icer can also easi ly  and quickly v iew their camera ’s  status v ia LED l ights on the 

front and top of  the camera,  as wel l  as from the Camera.  For example,  when the 

camera is  recording,  both the LED l ights on the f ront of  the camera and near the 

Camera Display wi l l  bl ink red.  The camera also uses audio and haptic feedback in 

unison with v isual  feedback to help remind off icers of  the current  state of  the 

camera.  This  is  usefu l  in s i tuat ions when off icers are mult i - tasking and need to 

quickly check the status of  the camera wi thout los ing focus on the task at  hand.  

Last ly ,  when a new perspect ive is  needed,  an off icer can plug in their Axon F lex POV 

module,  which wi l l  begin captur ing video from the accessory ’s  perspect ive.  With 

adjustable aspect rat ios of  16:9 and 4:3 and a 160-degree f ie ld of  v iew from both the 

Axon Body 4 and the Axon Flex POV module ,  your off icers wi l l  have fast  and 

adaptable control  to capture more evidence than ever before.  

1 . 1 . 3  A X O N  B O D Y  4  A T  T H E  S T A T I O N  

Once back at  the stat ion at  the end of a shi f t ,  off icers can begin charging the camera,  

off loading evidence to  Axon Evidence ,  and updating the camera’s  sett ings and 

operat ing system by s imply plugging the Axon Body 4 camera into an Axon docking 

stat ion.  Whether the docks are placed on a table or mounted to a wal l ,  off icers can 

insert  their cameras into any bay and end their shi ft  with conf idence ,  knowing their 

evidence wi l l  be securely of f loaded,  and the camera wi l l  be ful ly  charged and have 

the necessary storage avai lable to capture cri t ical  events as they unfo ld during their 

next shi ft .  

1 . 1 . 4  R E A L - T I M E  S I T U A T I O N A L  A W A R E N E S S  –  A X O N  R E S P O N D  

Axon Body 4’s  integrat ion with the Axon Ecosystem enables dispatch and command 

staf f  to gain real -t ime s ituat ional  awareness of  events in the f ie ld through Axon 

Respond.  

Axon Respond enables  remote personnel  to quickly ga in insight into a cal l - for-service 

or an of f icer ’s  whereabouts.  By s imply s igning into Axon Evidence or the Axon 

Respond mobi le appl icat ion ,  users can use the Axon Respond Map to v iew the real  
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t ime locat ion of  off icers wearing the Axon Body 4 or vehicles equipped with the F leet 

in-car cameras,  as wel l  as receive l ive alerts and noti f i cat ions.   

This  solut ion is  provided anyt ime LTE connect iv i ty is  avai lable.  I f  an agency elects to 

upgrade to Axon Respond+,  v ideo can also be l ive streamed from the LTE enabled 

cameras.  When l i vestreaming begins,  the of f icer wi l l  be not i f ied via audible and 

haptic ( v ibrat ion)  feedback and v isual ly  by an icon on the display.  I f  stealth is  

enabled,  the off icer wi l l  not be not i f ied.  

A new "Watch Me" button on Axon Body 4 devices empowers off icers to s ignal  for an 

addit ional  set  of  eyes to watch their back when responding to cal ls .  When an of f icer 

presses this  button,  Axon Respond users receive a not i f i cat ion within moments so 

they can immediately support the off icer.  This  enables supervisors and dispatchers to 

priori t i ze which of f icers can most benef i t  f rom addit ional  support .  

A new Voice Communicat ion funct ional i ty is  a lso avai lable on Axon Body 4 devices.  

After start ing a l i vestream on Axon Respond, Respond users then have the abi l i ty  to 

start  a conversat ion with the device wearer by pressing the "Start  Cal l "  button.  The 

Respond viewer can then communicate with the of f icer by our "push-to-talk" feature.  

The device wearer can hands-free talk back to the Respond viewer.  This  feature 

suppl ies off icers and supervisors with a communicat ion method through Axon 

Respond.  

These capabi l i t ies make i t  possible for those not on scene to gather better intel  and 

help off icers in the f ie ld as s i tuat ions change.  Whether checking in on a responding 

off icer or sharing tact ica l  advice during a cri t ical  event ,  Axon Respond gives your 

agency access to information in the moment .  

Video and audio are l i vestreamed via WebRTC (Web Real-T ime Communicat ion)  

protocol ,  w ith media secured using SRTP (Secure Real-T ime Transport Protocol ) ,  and 

encrypt ion keys agreed upon using DTLS (Datagram Transport Layer Security) .  A l l  are 

industry standards.  Today,  l ivestreaming uses AVC (h .264)  for v ideo encoding and 

G.711 µ- law for audio .  Axon Body 4 bi-di rect ional  voice communicat ions are encoded 

with Opus.  L ivestreams consume 800kbps-1Mbps.  

 

1 . 1 . 5  R E P L A Y  I N  T H E  F I E L D :  A X O N  V I E W  /  A X O N  D A S H B O A R D  

The Axon Body 4 provides the opt ion to review videos in the f ie ld on the ir ce l l  phone 

or tablet  ( v ia Axon View) ,  as wel l  as on a mobi le data computer mounted in their 

vehicle (v ia Axon Dashboard) .  

Axon ViewAxon ViewAxon ViewAxon View is  a mobi le appl icat ion that al lows off icers to wireless ly connect their 

mobi le device to the ir Axon body-worn camera in the f ie ld .  Once connected,  they can 

play back recorded v ideos ,  tag v ideos with a category,  or add GPS metadata to a f i le .   

Axon Fleet DashboardAxon Fleet DashboardAxon Fleet DashboardAxon Fleet Dashboard is  an in-car camera appl icat ion designed for a vehic le ’s  mobi le 

data computer (MDC) which al lows users to start  and stop recordings,  play back 

recorded videos,  respond to ALPR alerts ,  and of f load evidence f rom the f ie ld .  Axon 

Fleet Dashboard also connects with Axon body-worn cameras ,  a l lowing users to 

rev iew,  upload,  or add metadata to body-worn camera footage.  
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1 . 2  A X O N  B O D Y  4  C A M E R A  O P E R A T I O N  

1 . 2 . 1  B U T T O N  C O N F I G U R A T I O N  

Recording can be init iated with a s ingle button on the Axon Body 4.   

Al l  buttons and switches on the Axon Body 4 are equal ly accessible  to both r ight-

handed and left-handed users.  The placement,  s ize ,  and operat ion of  buttons were 

designed to f i t  the structure of  the human hand and faci l i tate intu it ive use and 

separat ion of  the components.   

The ergonomic design faci l i tates natura l  muscle memory and uses  minimal  

operat ional  components (buttons,  plugs,  e tc. ) ,  so off icers can easi ly  operate the 

camera wi thout confusion.  As long as the device is  in an access ib le pos it ion,  an 

off icer can eas i ly  act ivate i t  with a s ingle button.   

The power button on the bottom of the camera is  f lush with the device and would 

need to be intent ional ly  pressed for act ivat ion or deact ivat ion to commence.  This  

placement of  the button,  which is  inset ,  helps prevent off icers f rom accidental ly  

engaging the button,  but i t  is  v is ib le enough that i t  can st i l l  be engaged when an 

off icer is  wearing g loves.  

By design and based on feedback f rom agencies ,  Axon body-worn cameras require 

del iberate act ivat ion through the use of  the Event button.  To prevent inadvertent 

act ivat ions,  the Event button must be depressed twice.  To prevent  inadvertent 

deact ivat ions,  the Event button must be depressed for at  least  three seconds.   

The Axon Body 4 introduces Programmable Buttons .  Programmable Button 1 and 

Button 2 are agency conf igurable and can be set in the Axon Body 4 Sett ings page.  

Button 1 is  act ivated with a double press.  Button 2 can be e ither s ingle press or long 

press depending on the conf igurat ion.  A s t i l l  image can be captured by s imply 

pressing the Select  button on the BWV device.  A marker is  p laced at  a speci f ic f rame 

of the recording,  which can then be extracted as an image f i le  a fter upload into Axon 

Evidence.  

We understand there are some situat ions where off icers need to turn of f  the LED 

l ights ,  sounds (audio prompts) ,  and hapt ic feedback (v ibrat ions)  on the Axon BWV 

device.  To account for  this  the Axon Body 4 offers a s teal th mode.   
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The user act ion buttons are described below.  

A C T I O N  B U T T O N  P R E S S E S  

Power On 
Press Power button unti l  a short  v ibrat ion is  fe l t .  Camera 

starts and enters Ready (Buffering)  mode 

Power Off  

Press and hold Power button for 3 seconds.  Optional  

"Power Off  Conf i rmation" which requires a secondary 

press of  the SELECT button to power off  the  device.  

 

Start  Recording Double-press Event button 

End Recording 

Press and hold Event button for 3 seconds 

Optional  "End Recording Conf irmation" which requires a 

secondary press of  the SELECT button to end a recording.   

Add Marker Whi le recording,  press  Select  button 

Watch Me Double-press Programmable Button 1 

Voice Communicat ion Hands free when l ivestreaming 

Increase speaker 

volume 
Press Volume Up button 

Decrease speaker 

volume 
Press Volume Down button 

Turn l ights on or off  Press and hold Vo lume Up button for 3 seconds 

Enter Stea lth mode Press and hold Vo lume Down button for 3 seconds 

Exi t  Steal th mode 
Press and hold Vo lume Up or Volume Down button for 3 

seconds 1 

 
1 The camera remembers the previous volume and l ight set t ings when exit ing Stealth 

mode.  
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Enter or exit  Mute 

mode 

Whi le recording,  press  and hold Se lect  button for 3 

seconds.  Double press of  the Event button wi l l  a lso exit  

Mute mode.  

Mute mode can a lso be conf igured so that i t  is  a push and 

hold button -  meaning that audio wi l l  be muted only as 

long as the off icer presses and holds the se lect  button.  

This  is  designed to prevent an off icer unintent ional ly  

leaving their camera muted.  

Administrators can enable "Watermark Audio Mute, ”  which 

wi l l  place a "MUTED" watermark in the video when 

recording audio is  muted by the user.  

Enter Sleep mode Press Power button and then press Select  button 

Exi t  Sleep mode Press Power button or  double-press Event button 

Act ivate display 

backl ight  

Double-press Select  button.  Display back l ight turns on for 

5 seconds 

Enter Pa ir ing mode 
Press the Event and Program buttons s imultaneously ,  then 

release 

Enter Menu Double press Select  button 
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1 . 2 . 2  A L E R T S  A N D  N O T I F I C A T I O N S  

The Axon Body 4 camera provides visual  (LEDs) ,  a v isual  display area,  audible (beeps) ,  

and haptic ( v ibrat ion)  feedback to clearly indicate the current mode of operat ion and 

alert  the wearer of  the camera’s  s tatus.   

The LED Auto Brightness feature automatica l ly  adjusts the brightness of  the camera ’s  

front and top LED l ights based on ambient l ight condi t ions.  At  night and in low- l ight 

s i tuat ions,  users can use the Select  button to backl ight the Camera Display.   

 

1 . 2 . 2 . 1  V I S U A L  N O T H I F I C A T I O N S  –  D I S P L A Y  A R E A  

The camera display on top of  the camera is  div ided into a Status Bar and Act iv i ty 

Area.   

 

 

1 . 2 . 2 . 1 . 1  I C O N S  
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1 . 2 . 2 . 1 . 2  D I S P L A Y  A R E A  -  I N  T H E  F I E L D   

 

 

1 . 2 . 2 . 1 . 3  D I S P L A Y  A R E A  -  I N  T H E  D O C K  
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1 . 2 . 2 . 2  O P E R A T I O N  L E D  

The Operat ion LED located on the top of  the  camera displays the device ’s  current 

operat ing mode to the wearer.  

 

O P E R A T I O N  L E D  N O T I F I C A T I O N S  

O P E R A T I N G  M O D E  O P E R A T I O N  L E D  

Power On Sol id Green 

Power Off  Sol id Red 

Recording Bl inking red 

Ready (Buf fer ing)  Bl inking green 

Booting up/powering down Sol id red 

Mute enabled or Pair ing mode Bl inking blue 

Axon Respond Livestreaming ( I f  

enabled for an agency)  
Bl inking purple  

Low battery or error  Bl inking yel low 

In an Axon Dock wi th no other act ion Battery capacity color  

Operat ing System update (whi le in an 

Axon Dock)  
Sol id whi te  
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1 . 2 . 2 . 3  T R I A D  L E D  

In addi t ion to the display area and the Operat ion LED, the Triad LED on the f ront of  

the camera shows dev ice operat ing mode,  status and battery capacity.  

T R I A D  L E D  ( I N  T H E  A X O N  D O C K )  

D E V I C E  S T A T U S  T R I A D  L E D  

Ready Mode (Buffering)  Bl inking green 

Recording Mode Bl inking red 
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1 . 2 . 2 . 4  A U D I B L E  N O T I F I C A T I O N S  A N D  H A P T I C  F E E D B A C K  

The camera emits audible not i f i cat ions (beeps)  and haptic ( v ibrat ion)  feedback to 

not i fy the user of  the system status.  This  prevents the user f rom having to v isual ly  

check their dev ice,  improving user experience and of f icer safety .  Alerts are l i sted in 

the fol lowing table:  

A U D I B L E  N O T I F I C A T I O N S  A N D  H A P T I C  F E E D B A C K  

O P E R A T I N G  M O D E  A U D I O  N O T I F I C A T I O N  
H A P T I C  N O T I F I C A T I O N  

( V I B R A T I O N )  

Powering on  
Two short  r is ing-pitch 

tones 

One – short  durat ion 

init ia l l y  and then one long 

durat ion when in Ready 

mode 

Powering off  
Three short  lowering-

pitch tones 
One – long durat ion 

Start  recording  Two short  tones  Two – short  durat ion 

Recording reminder 
Two short  tones every  2 

minutes  

Two – short  durat ion every 

2 minutes  

Stop recording,  return to 

Ready  
One long tone  One – long durat ion 

Volume up or down 
One short  tone at  new 

volume level  
One – short  durat ion 

Axon Respond 

Livestreaming 

Three short  r is ing-pitch 

tones 
One – long durat ion 

Enter or exit  Mute Mode 

(microphone off )  
One short  tone Two – long durat ion 

Exi t  Steal th Mode  None  Two – short  durat ion 

Event marker captured  None  One – short  durat ion 

Enter or exit  Sleep Mode One short  tone One – long durat ion 

Low battery 

not i f i cat ions:  10% and 

5% battery capacity  

Four quick high-pitch 

tones  
Four – short  durat ion 

Camera enters Pair ing 

Mode  

Three short  r is ing-pitch 

tones  
None 
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1 . 3  A X O N  B O D Y  4  D I M E N S I O N S  A N D  P H Y S I C A L  

C H A R A C T E R I S T I C S  

1 . 3 . 1  O V E R V I E W  

1 . 3 . 1 . 1  A X O N  B O D Y  4   

The Axon Body 4 was designed speci f ical l y  for use by law 

enforcement in tact ica l  pol ic ing s i tuat ions.   

Axon has created a s imple and accessible design for 

off icers in the f ie ld facing chal lenging s i tuat ions.  The design 

makes recording quick  and easy,  and enables automatic 

recording based on a number of  factors.   

The Body 4 is  a sel f -contained,  rugged,  securely sealed unit  

with no f ragi le  moving parts on the exterior.  The device is  

designed for durabi l i ty  and undergoes r igorous test ing so 

users can re ly on longer- last ing cameras with fewer fai lures 

and a lower overal l  total  cost o f  ownership.  

The intent ional  design ,  by which the pos it ion and 

orientat ion of  the camera are adjustable at  the mount,  renders the device more 

rugged and durable than cameras with integral  moving parts such as art iculat ing lens 

heads.  Numerous independent s tudies have noted art iculat ing lens  heads have 

vulnerable fai lure points .   

Axon cameras have an al l  glass ,  f ixed- focus lens,  capable of  mainta ining clear images 

and Sony CMOS image sensor designed to provide high-qual i ty v ideo in both low-l ight 

and h igh-mot ion env ironments.   

The most common damage to any body-worn camera comes from a drop;  the Axon 

camera's  ruggedized h igh- impact polymer protects against  damage from this  common 

occurrence,  reducing repair and replacement costs as wel l  as downt ime.  

Axon Body 4 can withstand extreme temperatures,  which keeps crucial  ev idence safe 

and a l lows off icers to rely on the camera’s  funct ional i ty in almost any environment.  

The cameras use the Axon RapidLock mounting system, which al lows of f icers to 

attach and detach the camera f rom a mount  with a s imple but del iberate twist .  We 

offer several  versat i le  mounts that can move or attach to di f ferent areas of  uniform 

att i re without modif icat ion to ensure the camera captures the des ired f ie ld of  v iew.   

With four bui l t  in microphones and advanced audio process ing,  the Axon Body 4 can 

capture clear audio recordings in rea l  world condit ions.  

The devices are supplemented with e ither a  s ingle or e ight bay Axon Dock which is  

used for charging the devices,  applying f i rmware updates,  and off loading video 

evidence.  

1 . 3 . 1 . 2  F L E X  P O I N T  O F  V I E W  M O D U L E  ( P O V )  
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The Axon Body 4 camera offers an easi ly  integrated point -

of-v iew camera cal led the Axon Flex POV Accessory.  

The F lex POV module does not require charging or off load.  

When a F lex POV module is  connected,  Axon Body 4 wi l l  

buffer and record f rom the POV module perspect ive.  When 

the POV module is  disconnected,  Axon Body 4 wi l l  

automatical ly  swi tch back to the Body Worn Camera 

perspect ive.  

When a F lex POV module is  connected to a user ’s  camera 

for the f irs t  t ime,  Axon Body 4 wi l l  prompt the user to set 

the POV orientat ion.  The or ientat ion of  the POV module can be determined using the 

letter on the top of  the POV module when mounted.  Once set ,  orientat ion can be 

updated using the camera menu.  

 

  



 

14 

1 . 3 . 2  A X O N  B O D Y  4  G E N E R A L  S P E C I F I C A T I O N S  

C A T E G O R Y  S P E C I F I C A T I O N  

ModelModelModelModel     AX1037 

WeightWeightWeightWeight     220 grams 

 

DimensionsDimensionsDimensionsDimensions     1.05” (D1)  X 1.21 ”  (D2)  x 2.65” (W) x 3 .95” (H)   

2.7 cm (D1)  X 3.1 cm (D2)  x 6.7 cm (W) x 10.5 cm (H)  

 

 

Operat ing Operat ing Operat ing Operat ing 

TemperatureTemperatureTemperatureTemperature     

-4°–122°F [ -20°–50°C]  

Storage Storage Storage Storage 

TemperatureTemperatureTemperatureTemperature     

-4°–95°F [ -20°–35°C]  

Charging Charging Charging Charging 

TemperatureTemperatureTemperatureTemperature     

41°–95°F [5°–35°C] 

Ingress Ingress Ingress Ingress 

Protect ion ( IP)Protect ion ( IP)Protect ion ( IP)Protect ion ( IP)     

Axon Body 4 has been internal ly  cert i f ied at  IP68 (1.5 meter for 

30 meters)  when tested in accordance with IEC 605529.  

Splash Rat ingSplash Rat ingSplash Rat ingSplash Rat ing     IPX4 

V ibrat ion,  sal t  V ibrat ion,  sal t  V ibrat ion,  sal t  V ibrat ion,  sal t  

fog,  dust fog,  dust fog,  dust fog,  dust     

MIL-STD-810G 

Humidity (nonHumidity (nonHumidity (nonHumidity (non ----

condensing)condensing)condensing)condensing)     

95% Operat ional  

Impact (Ambient)Impact (Ambient)Impact (Ambient)Impact (Ambient)     6 Feet (1.8 meters)   

Speci f ic Speci f ic Speci f ic Speci f ic 

Absorpt ion Rates Absorpt ion Rates Absorpt ion Rates Absorpt ion Rates 

(SAR)(SAR)(SAR)(SAR)     

Extremity 3.456watts per k i logram (W/kg) ,  Body Worn 1.354 

W/kg 

Wel l  below FCC l imit  o f  1.6 W/kg per 1 gram of t issue.   
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1 . 3 . 3  A X O N  B O D Y  4  C A M E R A  S P E C I F I C A T I O N S  

Axon body-worn cameras use a wide-angle lens to capture video evidence that 

imi tates a user ’s  observable f ie ld of  v iew.  Users can quickly and easi ly  adjust  the f ie ld 

of  v iew of the Axon Body 4 camera by reposi t ioning the mount,  or by moving the 

camera f rom one mount to another.   

Axon cameras are purposeful ly  designed to mimic the l ight perception of  the human 

eye in real  wor ld s i tuat ions,  funct ioning accurately in day l ight or darkness.   

The cameras record in  exceptional  qual i ty for ev ident iary purposes ;  however,  they do 

not use l ight enhancements as any form of night-v is ion or infrared technology can 

result  in v ideo footage that misrepresents what an off icer saw.  

To ensure evidence integrity and to avoid al tering original  recordings,  our body-worn 

cameras do not implement any automatic distort ion correct ion or image warping 

technology.  Simply put ,  when a v ideo is  being reviewed or shared with your partners ,  

i t  wi l l  be displayed exact ly how it  was when captured by the camera.  

 

A X O N  B O D Y  4  F I E L D  O F  V I E W  

ASPECT RATIO DIAGON AL FOV HORIZON TAL FOV VERTICAL FOV 

16:9 160°  140°  76°  

4:3 160°  127°  93°  

16:9 120°  102°  57°  

4:3 120°  84°  63°  

 

 

C A T E G O R Y  S P E C I F I C A T I O N  

Frame RateFrame RateFrame RateFrame Rate     30 f rames per second (FPS)  

Resolut ions SupportedResolut ions SupportedResolut ions SupportedResolut ions Supported     480p:  (848 x 480)  

720p  (1280 x 720)  

1080p:  (1920 x 1080)  330 

1440 (2560 x 1440)  

Lux Rat ingLux Rat ingLux Rat ingLux Rat ing     < 0.1 lux 

F i le  TypeFi le  TypeFi le  TypeFi le  Type     MP4 

V ideo FormatVideo FormatVideo FormatVideo Format     MPEG4 Part  2,  H.264 compression standard 

Sound FormatSound FormatSound FormatSound Format     Advanced Audio Coding (AAC)  

Replay SoftwareReplay SoftwareReplay SoftwareReplay Software     Standard (e .g. ,  Windows Media player,  Real  

P layer,  QuickTime,  VLC)  
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C A T E G O R Y  S P E C I F I C A T I O N  

MMMMinimum audio resolut ion bi t  in imum audio resolut ion bi t  in imum audio resolut ion bi t  in imum audio resolut ion bi t  

depth depth depth depth     

16 bits  

SSSS ampl ing rateampl ing rateampl ing rateampl ing rate     48kHz 

sound pressure leve l  (SPL)sound pressure leve l  (SPL)sound pressure leve l  (SPL)sound pressure leve l  (SPL)     93 dB 

Maximum video lengthMaximum video lengthMaximum video lengthMaximum video length     Only l imited by storage space 

PrePrePrePre ----event bufferevent bufferevent bufferevent buffer     Up to 120 seconds,  30 second increments  

Lens TypeLens TypeLens TypeLens Type     Glass ,  f /2.0 f ixed- focus lens -  40cm -  Inf inity  

Sensor TypeSensor TypeSensor TypeSensor Type     CMOS 5MP 
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1 . 3 . 4  A X O N  B O D Y  4  B A T T E R Y  S P E C I F I C A T I O N S  

The Axon Body 4 has an internal ,  rechargeable ,  l i thium-ion polymer battery that is  

removable,  replaceable ,  and recyclable.  Axon products are designed to maximize 

both the operat ing (discharge)  t ime and the l i fe  cycle (number of  total  

discharge/charge cycles)  of  the battery.   

To help l imit  battery consumpt ion when using the Axon Body 4 in the f ie ld ,  or for 

smal l  t imes of  necessary privacy,  users can enable Sleep Mode.  S leep Mode wi l l  enter 

the camera into an idle state by disabl ing both the buf fering and recording 

funct ional i t ies .  Al l  act ivat ions of  s leep mode are logged in the audit  trai l .  

The battery speci f icat ions are shown in the fol lowing table:  

1 . 3 . 4 . 1  C H A R G I N G  O P T I O N S  

Whi le the Axon Dock is  the primary means of  charging,  the Axon 

cameras can be charged by any electr ical  charger with a USB connector.  

The Axon Body 4 uses a USB 3.0,  Type-C receptacle.  This  f lexib i l i ty  

a l lows an of f icer to charge a camera from any location with a USB-

compatible power source.   

The Axon Body 4 also includes a magnetic disconnect charger for 

addit ional  ease of  charging.   

 

  

C A T E G O R Y  S P E C I F I C A T I O N  

Battery TypeBattery TypeBattery TypeBattery Type     L i thium-ion polymer,  4300 mAh 

Battery L i fe Battery L i fe Battery L i fe Battery L i fe ----     Standard Configurat ion Standard Configurat ion Standard Configurat ion Standard Configurat ion  

(720p,  LTE on,  GPS on,  WPS on,  Wi(720p,  LTE on,  GPS on,  WPS on,  Wi(720p,  LTE on,  GPS on,  WPS on,  Wi(720p,  LTE on,  GPS on,  WPS on,  Wi ---- F i  on)F i  on)F i  on)F i  on)     

13 hours (4 hours recording,  9 hours 

buffering)  

 

Battery L i fe Battery L i fe Battery L i fe Battery L i fe ––––     Sleep Mode Sleep Mode Sleep Mode Sleep Mode  

(not buffering;  ready to (not buffering;  ready to (not buffering;  ready to (not buffering;  ready to s tart  recording)start  recording)start  recording)start  recording)     

50 hours  

Ful l  Charging T ime Ful l  Charging T ime Ful l  Charging T ime Ful l  Charging T ime ––––     Axon DockAxon DockAxon DockAxon Dock     3 Hours  

80% Charging T ime 80% Charging T ime 80% Charging T ime 80% Charging T ime ––––     Axon DockAxon DockAxon DockAxon Dock     1.5 Hours  

Magnetic Disconnect ChargerMagnetic Disconnect ChargerMagnetic Disconnect ChargerMagnetic Disconnect Charger     20% charge in 30 minutes  

Battery L i fe (ambient temperature)Battery L i fe (ambient temperature)Battery L i fe (ambient temperature)Battery L i fe (ambient temperature)     300-500 cycles  

S leep mode to l i veSleep mode to l i veSleep mode to l i veSleep mode to l i ve     < 4 Seconds 

Discharging in DockDischarging in DockDischarging in DockDischarging in Dock     Yes  

Annual  Battery Degradat ionAnnual  Battery Degradat ionAnnual  Battery Degradat ionAnnual  Battery Degradat ion     <7% 
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1 . 3 . 5  A X O N  B O D Y  4  S T O R A G E  S P E C I F I C A T I O N S  

The Axon Body 4 has 128 GB of non-removable s torage on a so l id state eMMC to 

house captured video f i les and the camera ’s  operat ing system. This  is  suf f ic ient to 

hold 11 to 103 hours of  recorded video (depending on resolut ion) .   

The camera ’s  v ideo resolut ion,  encoding bit  rate ,  f rame rate,  and v ideo encoding 

format impact the s ize  of  f i les captured at  each sett ing.  The camera has four v ideo 

qual i ty sett ings wi th a  minimum video resolut ion of 480p and a maximum v ideo 

resolut ion of  1440p.   

Recording capacity and associated sett ings are def ined below.  

R E S O L U T I O N  R E C O R D I N G  C A P A C I T Y  O N  

I N T E R N A L  M E M O R Y  

F I L E  S I Z E  F O R  O N E  ( 1 )  

H O U R  O F  R E C O R D I N G  

480p480p480p480p     ~103 Hours  0.97 GB 

720p 720p 720p 720p     ~54 Hours  1.87 GB 

1080p1080p1080p1080p     ~22 Hours  4.5 GB 

1440144014401440     11 Hours  9.08 GB 

Axon purposeful ly  des igned our camera to a l low for maximum storage capaci ty whi le 

ba lancing the t ime needed to off load footage.  

When the camera reaches i ts  recording capacity ,  i t  wi l l  not ini t iate any new 

recordings .  At  this  point ,  i f  a user attempts to init iate a new recording,  the camera 

wi l l  emit  an audio feedback a lert  to not i fy the user that i t  cannot start  Event 

(recording)  mode.   

Axon cameras wi l l  never overwrite previously recorded footage.  I t  is  not possible to 

delete or modify any v ideo content on the device;  v ideos are only deleted f rom the 

camera once they completely and veri f iably upload to the appl icat ion.  Th is  safeguard 

ensures no v ideo content is  acc idental ly  lost  or a ltered.  
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1 . 3 . 6  A X O N  B O D Y  4  8 - B A Y  A N D  S I N G L E  B A Y  D O C K S  

The Axon Body 4 cameras are 

compatible with two types of  docks—an 

8-bay Dock and a 1-bay Dock.  Each dock 

is  des igned to charge the camera or 

cameras,  and prov ide a connect ion to 

our DEMS, Axon Evidence ,  to securely 

upload evidence and receive the newest 

operat ing system updates or 

conf igurat ion changes .   

Each dock funct ions as an Ethernet 

adapter,  an unmanaged network switch,  and charger .  Al l  Axon Body 4 cameras are 

compatible with any Axon Body 4 Dock.  Al l  that is  required to instal l  an Axon Body 4 

Dock,  is  the suppl ied Ethernet cable ,  an act ive internet port  that connects to your 

network,  and the included power cord.  Upload rates average 30 MBPS withing a dock.  

Each t ime the Axon Body 4 camera is  docked,  the t ime is  automatical ly  checked and 

reset .  The dates and t imestamps sync with the atomic c locks at  the Nat ional  Inst i tute 

of  Standards and Technology (NIST)  and cannot be a ltered,  which protects the chain 

of  custody.  The t imestamp can be displayed in loca l  or UTC.  

Speci f icat ions for the docking stat ions include:   

Each Axon Body 4 BWV requires i ts  own IP address when docked.  The Axon Body 4 

Docks have no IP address,  but each bay has i ts  own Media Access Control  (MAC) 

address;  the l ist  o f  MAC addresses for each bay is  shown at the end of each dock.  

Axon Body 4 BWVs require direct  access to Axon Ev idence through an Axon Body 4 

Dock.   

C A T E G O R Y  S P E C I F I C A T I O N  

I N P U T  P O W E R  Voltage :  12–16 V DC 

Current:  up to 8 A DC 

Power:  120 W maximum 

Connector :  Barrel  power connector,  inner diameter 0.08” 

(2.1 mm),  outer diameter 0.22” (5.5 mm),  length 0.39” (10 

mm),  ins ide posi t ive  

O U T P U T  

S P E C I F I C A T I O N S  

P E R  P O R T :  

Voltage :  4.5–5.5 V DC 

Current:  3 A(maximum) 

Power:  15 W (maximum) 

O P E R A T I N G  

T E M P E R A T U R E :  
32 °F to 122 °F (0 °C to 50 °C)  

H U M I D I T Y :  85 percent non-condensing 

P O R T S  One CAT5E Ethernet port ,  e ight USB C dock ports  
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Axon also provides an opt ion for Wal l  Mount  Brackets ,  which were designed to 

minimize the device-storage footprint ,  as wel l  as prov ide easy access.  

1 . 3 . 6 . 1  S I N G L E  B A Y  D I M E N S I O N S  

 

 

1 . 3 . 6 . 2  8  B A Y  D I M E N S I O N S  
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1 . 3 . 7  A X O N  B O D Y  4  M O U N T S  

The Axon Body 4 camera is  a sel f -contained audio-visual  

unit  with no external  wires.  The camera ut i l izes a 

proprietary mounting system, al lowing i t  to ful ly  attach 

or detach f rom a mount in less than one second.  

Whether your of f icers decide to mount their devices on 

a shirt ,  patrol  vest ,  jacket ,  or bel t ,  our easy-to-use 

mounting system—which includes an attachment piece 

bui l t  into the back of  the device and an attachment 

receiver bui l t  into each mount—al lows them to s imply attach and lock the camera in 

a desired place and posit ion.  Off icers can easi ly  remove and securely remount the 

camera as needed and no al terat ion to uni forms is  necessary for most mounts.  

Hav ing mult iple mount ing opt ions that attach to a variety of  uniforms and clothing 

types can be both benef ic ia l  and convenient.  Axon provides both low-retent ion 

mounts that are easy to maneuver and breakaway,  as wel l  as high-retent ion models 

that become an integral  part  o f  the uni form.  With either opt ion,  of f icers can leverage 

our secure mounting system with RapidLock technology to help capture truth.   

The camera ’s  magnetic mounts are strong enough to hold the dev ices in place whi le 

running or f ight ing.  To mit igate the jost l ing and bouncing that might happen during a 

foot pursuit  or a physica l  a l tercat ion,  Axon camera mounts are des igned to f i t  on the 

centerl ine or above the belt l ine of  the user to benef i t  f rom the human body ’s  own 

mechanics for absorpt ion of  impact and energy.   
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L O W  R E T E N T I O N   

THE FLEX IBLE     MAGNET 

MOUNT 

    

 

 

Easy-to- instal l  mount with versat i le  

mounting locat ions.  

THE REINFOR CE D 

FLEX IB LE M AGNE T 

MOUNT     

    

 

 

Reinforced vers ion of  the F lexible 

Magnet mount that is  easy to 

instal l ,  with versat i le  mounting 

locat ions and breakaway opt ions .  

THE BELT CL IP MOUN T     

    

    

 

 

A l lows the user to comfortably wear 

the body-worn camera anywhere on 

the belt .  

THE OUTER WE AR 

MAGNET MOUN T     

    

    
 

 

Of fers versat i le  mount ing locat ions 

and breakaway opt ions2.   

OAKLE Y FLAK 2 .0  

 

Designed for the Axon Body 4 POV 

Accessory;  an easy-to- instal l  mount 

compatible with Oakley F lak 2.0 

frames which can be f i t ted wi th 

sunglasses or clear lenses.  

M E D I U M  R E T E N T I O N   

 

2 (This  outerwear magnet  mount i s  not  recommended for Axon Body4 cameras us ing LTE 

capabi l i t y  as  the meta l  may impact  performance in low coverage areas . )  
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THE WIN G CLIP MOUN T     

    

 

 

Easy to insta l l  and of fers versat i le  

mounting locat ions.  

THE VE LCRO MOUN T     

    

 

 

Versat i le  mounting locat ions when 

there is  exist ing Velcro on the 

uniform.  

THE Z -BR ACKE T M OUNT     

    

 

 

A l lows the body-worn camera to be 

placed at  the center of  mass when 

wearing a buttoned shirt .  

THE POCKE T M OUN T 

(SM ALL 4” OR LAR GE 

6”)     

    

 

 

Designed for easy to insta l l  in a 

uniform pocket ,  this  comes in both 

4”  (10.16 cm) and 6”  (15.24 cm) 

vers ions.  

 

THE T ILT M OUN T 

(MEDIUM/ HIGH 

RETEN TION FORCE )     

    

    
 

 

Has a t i l t  angle that can be easi ly  

adjusted when the camera is  

attached.  This  mount must be 

paired with a primary Rapidlock 

mount ,  such as the Wing C l ip or 

MOLLE mount.  

 

COLLAR  MOUN T 

 

Designed for the Axon Body 4 POV 

Accessory;  o ffers a comfortable f i t  

that works wel l  w ith C lass B 

uniform or s t i f f  col lars .  

BALLISTIC VEST M OUN T 

 

Designed for the Axon Body 4 POV 

Accessory to support outerwear or 

ba l l ist ic vest  mounting.  
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BALLCAP M OUN T 

 

Designed for the Axon Body 4 POV 

Accessory;  works wi th a variety of  

ba l l  cap styles .  

H I G H  R E T E N T I O N   

THE HIGH RETE NTION 

WING CL IP M OUNT     

 

 

Combines the versat i l i ty  of  the 

original  Wing Cl ip with  new design 

elements that increase the overal l  

retent ion force.  

 

HIGH-RETE NTION BE LT 

CL IP MOUN T 

 

A l lows the user to comfortably wear 

the body-worn camera anywhere on 

the belt .  The adjustable design 

al lows for secure mounting to a 

large variety of  belt  widths.  

THE ANCHOR M OUN T     

    

 

 

A semi-permanent ,  high-retent ion-

force mount that is  designed to 

support outerwear or ba l l ist ic vests 

that offer versat i le  mounting 

locat ions.  This  mount requires 

uniform alterat ion.  

 

THE MINI  MOLLE  

MOUNT     

    

 

A smal ler vers ion of  the Axon Single 

MOLLE mount.  Axon has worked 

close ly with B lauer Manufacturing,  

a leading suppl ier of  law 

enforcement uniforms,  to ensure 

the Mini  MOLLE has an exact f i t  

with their sew-on nylon MOLLE 

loop.  

 

THE S IN GLE MOLLE  

MOUNT     

    

 

Integrates seamlessly with the 

MOLLE strap and offers a high-

retent ion-force camera mount 

solut ion.   
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THE DOUB LE     MOLLE 

MOUNT     

    

 

Integrates seamlessly with the 

MOLLE strap and offers a high-

retent ion-force camera mount 

solut ion.   

 

THE ACTION CAMER A 

MOUNT     

    

 

A GoPro-style mount adapter that 

al lows a body-worn camera to be 

used in a variety of  scenarios ,  such 

as a helmet,  sel f ie  s t ick,  or t r ipod.  

This  mount is  compatible with most 

GoPro-style thi rd-party act ion 

camera mounts,  which are sold 

separately.  

 

THE SL IM M OUNT     

    

 

A low-prof i le  and l ightweight mount 

with high retent ion and a minimal  

footprint .  This  mount is  ideal  for 

use cases where Wing Cl ips or 

MOLLE Mounts are not feasib le due 

to l imited space requirements,  but 

high retent ion force is  necessary.  

 

THE PATCH M OUN T     

    

 

 

A re l iable and high-retent ion 

mounting solut ion that offers 

compatibi l i ty  with an exist ing vest 

and chest patch.  I t  is  compatible 

with a 4”  tal l  Velcro patch area.  

THE JACKET MOUN T 

    

 

A non-magnetic mount des igned for 

outerwear and thick fabric uniforms 

which offers high retent ion force 

and versat i le  placement.  
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THE FOLDIN G M OUNT 

    

 

 

A high retent ion,  low prof i le ,  non-

magnetic Rapidlock mount that is  

s imple to insta l l  and has versat i le  

placement opt ions.  The folding rear 

component snaps into  place in 

seconds and inc ludes a convenient 

“push to unlock”  button for quick 

release.  

EPAULETTE M OUN T 

 

Designed for the Axon Body 4 POV 

Accessory;  cl ips into epaulet tes and 

offers versat i le  shoulder mounting 

locat ions  

UN IVER SAL HELME T 

MOUNT 

 

Designed for the Axon Body 4 POV 

Accessory;  o ffers a high-retent ion-

force mounts opt ions that f i ts  most 

helmets.  Semi-permanent locat ion.  

UN IVER SAL HELME T 

MOUNT, E XTEN DE D 

 

Designed for the Axon Body 4 POV 

Accessory;  o ffers a high-retent ion-

force mounts opt ions that f i ts  most 

helmets.  The Extended version is  

ideal  for mount ing in a locat ion 

which may have an impeded f ie ld of  

v iew,  e .g. ,  a raised visor.  Semi-

permanent locat ion.  

TACTICAL SWAT KIT ,  

AR C R AIL  

 

Designed for the Axon Body 4 POV 

Accessory;  supports SWAT helmets 

and comes with Arc Ra i l  and Velcro 

POV mounting opt ions .  

TACTICAL SWAT KIT ,  

PICATINN Y R AIL  

 

Designed for the Axon Body 4 POV 

Accessory;  supports SWAT helmets 

and comes with PICATINNY Rai l  or 

Velcro DVR mounting opt ions.  
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1 . 4  A X O N  B O D Y  4  R E C O R D I N G  

1 . 4 . 1  R E C O R D I N G  O V E R V I E W  

Axon designed the Axon Body 4 camera to capture h igh-qual i ty v ideo evidence that 

can be shared with and used wi th partner agencies.  With that in mind,  Axon uses 

standard f i le  formats and str ives to minimize the size of  v ideos to  make them easier 

to share for discovery purposes.  Video and audio are recorded and exported in a 

s ingle ,  MP4 encoded f i le  format,  ensur ing perfect  synchronizat ion.  This  format is  

non-proprietary and a l lows for p layback f rom any general  v ideo player.   

1 . 4 . 1 . 1  V I D E O  R E C O R D I N G  

Axon cameras record at  a rate of  30 f rames per second (FPS) ,  which offers the best 

ba lance of  v ideo qual i ty ,  battery l i fe ,  and f i le  s ize.  30 FPS is  the ideal  sett ing,  as i t  

more accurately represents the perception of  the human eye.  Other FPS sett ings may 

appear choppy and unnatural  to the viewer,  and rates lower than 30 FPS may not 

prov ide the video qual i ty necessary for evidentiary footage and may not properly 

capture motion occurr ing in a scene.  Recording at  a higher f rame rate—such as 60 

FPS—can negat ively impact battery l i fe  and rapidly drain camera power wi thout 

s igni f icant ly improving video qual i ty .  

The Axon Body 4 ut i l i zes advanced low-l ight technology and has a lux rat ing of  < 0.1 

lux to mimic the human eye in low l ight envi ronments.  This  is  important because a lux 

rat ing indicates low-l ight perception capabi l i ty ,  which is  the level  of  l ight required to 

see an object .  Emulat ing this  leve l  of  low-l ight perception when a v ideo is  captured 

al lows agencies to leverage evidence that closely represents what  an of f icer.   

1 . 4 . 1 . 2  A U D I O  R E C O R D I N G  

The camera is  the recording device for both video and audio with four (4)  bui l t - in 

microphones on di f ferent planes of  the camera.   

Axon Body 4 has four (4)  digi tal  bui l t  in microphones .  The optional  F lex POV add-on 

has two (2)  bui l t  in dig i tal  microphones.  

Audio f idel i ty depends on many factors ,  including resolut ion,  sampl ing rate,  and 

format.  The higher sampl ing rate (48kHz)  in  the Axon Body 4 al lows the camera to 

detect sounds in wider f requency ranges.  An audio algori thm, developed by Nokia,  

dramatica l ly  improves the audio captured by the Axon Body 4 camera.  The 

sophist icated,  onboard Nokia Ozo-based audio process ing assists  with wind noise 

reduct ion,  calculates automatic gain control ,  and produces a high-qual i ty stereo 

audio recording.   

I f  a sensit ive s i tuat ion arises during an event ,  the audio can be disabled when 

recording a v ideo.  I f  an Axon camera’s  microphone malfunct ions,  the camera wi l l  

cont inue to record video.  Simi larly ,  the Video Mask is  an Axon Body 4 feature 

designed to deact ivate the capture of  v ideo footage whi le the camera is  recording 

audio.  This  feature benef i ts  agencies in dual -party-consent states in the United 

States where patrol  of f icers are to not i fy and receive permission f rom a ci t i zen to 

record video when responding to a ca l l  for serv ice at  a ci t i zen’s  residence.  
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1 . 4 . 2  O P E R A T I N G  M O D E S  

The Axon Body 4 camera has two operat ing modes:  Ready mode and Recording mode.   

1 . 4 . 2 . 1  R E A D Y  M O D E  

Ready mode starts after the Axon Body 4 camera is  turned on.  The system does not 

record when the camera is  turned off .  

The Ready mode provides pre-event buf fer ing to capture act iv i t ies that occur pr ior to 

the user act ivat ing the Recording mode.   

Depending on agency sett ings ,  the pre-event buffer can capture up to two minutes 

(120 seconds)  of  v ideo immediately preceding event recording and is  conf igurable in 

30-second increments .   

Audio recording can be disabled during buf fered v ideo recording to accommodate 

agency evidence col lect ion pol ic ies.  Audio recording is  disabled for pre-event 

buffering by defaul t .   

1 . 4 . 2 . 2  R E C O R D I N G  ( E V E N T )  M O D E  

1 . 4 . 2 . 2 . 1  M A N U A L  R E C O R D I N G  A C T I V A T I O N  

When Recording (Event)  mode is  act ivated,  the buf fered video captured direct ly 

before the event is  saved and attached to the event in permanent memory.  This  

feature is  intended to capture the video of an incident just  before a recording begins .   

Start ing and stopping recording is  done manual ly v ia the Event button on the front of  

the Axon Body 4 camera.   

Once ini t iated,  the camera wi l l  emit  two short  tones and two short  v ibrat ions to 

indicate the camera is  in Recording mode.  The Operat ion LED on the camera wi l l  a lso 

bl ink red and the word STARTING wi l l  appear on the Camera Display unt i l  replaced by 

the recording icon.  At  the start  of  an event and every 2 minutes during an event ,  the 

camera emits 2 short  tones and 2 short  v ibrat ions.   

Users can capture st i l l  images whi le recording with a s ingle press of  the Axon Body 

4’s  Select  button on the s ide of  the device.  This  act ion places a marker in the video 

to denote that speci f ic t ime and logs the marker in the device audit  trai l .  

Recording is  easi ly  s topped by press ing and holding the Event button for 3 seconds.   

1 . 4 . 2 . 2 . 2  R E C O R D I N G  I N I T I A T I O N  V I A  A X O N  S I G N A L  

The Axon Body 4 has proven integrat ion with TASER 7 and TASER 10 CEWs via Axon ’s  

Signal  technology.  This  technology enables the tr igger ing of  recording by the Axon 

Body 4 based on rules  set with other Axon products ,  such as a Signal  Sidearm, F leet 

camera,  or Axon management platform. The Axon Body 4 is  ful l y  integrated with other 

TASER CEWs via the SPPM battery module .   

I f  a recording is  incorrect ly ini t iated via an Axon Signal  event ,  i t  can be marked as a 

false detect ion,  which wi l l  ass ign a set retent ion t ime for the accidental  recording.  

 



 

30 

1 . 4 . 3  V I D E O  Q U A L I T Y  

Typical ly ,  there is  a t rade-off  between better low-l ight performance and l imi t ing the 

blurriness or jumpiness of  a v ideo,  but with  our clear f rame technology,  the Axon 

Body 4 balances both.   

With an algorithm designed to min imize blurring in fast-moving,  low-l ight 

envi ronments,  the Axon Body 4 is  capable of  capturing high-qual i ty v ideos in a variety 

of  c ircumstances,  providing the most accurate representat ion of  what an of f icer saw.  
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1 . 4 . 4  M A R K E R S  A N D  M E T A D A T A  

Axon supports auto-tagging integrat ion wi th the Ty ler CAD system, including the 

required user f ie lds.  The number of  user f ie lds is  unl imited.  Both Axon Body 4 body 

cameras and Axon Fleet 3 in-car cameras are compatible with Axon Signal  technology.  

This  technology,  included with our proposed solut ion,  sends a s ignal  that compatib le 

devices recognize when certain status changes are detected.  Axon Signal  can be 

conf igured to detect and send a s ignal  based on camera recording,  or other 

conf igurable factors re lat ing to the 12V status,  motion or speed.  

Axon Body 4 cameras capture metadata automatica l ly  with each v ideo.  The metadata 

is  part  of  the f i le  and transfers along wi th the video when off loaded to Axon 

Evidence.  Axon Ev idence then logs metadata in the video ’s  evident iary audit  trai l .  

Users can also mark v ideo f i les to indicate an important event that can be found 

easi ly  when replaying the v ideo later .   

When integrated with a CAD/RMS, after a f i le  is  uploaded,  Axon Ev idence wi l l  use data 

from the CAD/RMS to automatical ly  apply metadata tags.  There is  no l imit  to the 

number of  these tags,  and normal ly editable f ie lds can be edited af ter appl ied v ia the 

auto-tagging process.  

Of f icer information is  not di rect ly embedded into the v ideo f i les encoded on the Axon 

camera;  rather,  associat ions are made between an off icer and the camera ass igned to 

them in Axon Evidence.  The camera ID is  embedded in the metadata and cannot be 

changed.  Only adminis trators can change the associat ion of  a camera ID with an 

off icer.  

The embedded metadata includes:  

I T E M  D E S C R I P T I O N  

Device TypeDevice TypeDevice TypeDevice Type     Which camera is  recording,  e .g. ,  Axon Body 4.  

Device Device Device Device NameNameNameName    A unique name can be added for each device.  

Seria l  Seria l  Seria l  Seria l  

NumberNumberNumberNumber     

Each camera has a unique number.  

T i t leTi t leTi t leTi t le     A t i t le  i s  automatical ly  captured;  by default ,  i t  uses the camera type,  

date,  and t ime (e .g . ,  Axon Body 4 Video 2018-07-23 1654) .  

Date and Date and Date and Date and 

TimeTimeTimeTime    

Axon cameras capture  the date and t ime (yyyy-mm-dd hrs:mins :secs)  

of  the start  and stop of  a recording as metadata and embed i t  within 

the MP4 f i le .   

Locat ionLocat ionLocat ionLocat ion     I f  locat ion services are enabled,  the body-worn camera wi l l  record 

t ime-series locat ion data and embed i t  into the recording.  This  

enables the generat ion of  a map of where the recording took place,  

so i t  can be displayed during playback on Axon Evidence.  

Act ivat ion/ Act ivat ion/ Act ivat ion/ Act ivat ion/ 

Deact ivat ion Deact ivat ion Deact ivat ion Deact ivat ion 

MethodMethodMethodMethod    

The camera tracks the methods by which a recording ini t iates and 

terminates.  This  could be f rom pressing the Event button or from an 

Axon Signal  event ,  such as a TASER arcing,  arming or deploying,  or  an 

act ivat ion f rom a F leet  in vehicle camera.  
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I T E M  D E S C R I P T I O N  

Axon View Axon View Axon View Axon View 

Custom ItemsCustom ItemsCustom ItemsCustom Items     

An of f icer can enhance the metadata us ing the Axon View mobi le 

appl icat ion or the Axon View XL MDT. For example,  the off icer could 

add a speci f ic Even ID ,  categorize the video ,  or enter a custom t i t le .  

 

1 . 4 . 4 . 1  W A T E R M A R K  

A watermark ( local  or UTC date and t ime)  can be enabled on videos recorded by the 

Axon Body 4.  I f  enabled,  the watermark is  embedded at the t ime the video is  created.  

The watermark cannot  be a ltered and is  part  of  the SHA-2 f ingerprint  of  the f i le .   

 

 

1 . 4 . 5  L O C A T I O N  

The Axon Body 4 camera has an embedded Global  Posit ioning System (GPS)  chip that 

sources locat ion data from the device,  s imi lar to a cel l  phone,  and uses two 

technologies to determine camera locat ion:  Global  Navigat ion Satel l i te  System (GNSS)  

and Wi-F i  Posit ioning System (WPS) .  Locat ion is  t racked throughout the durat ion of  a 

v ideo and recorded in  the Lat i tude/Longitude format +/-   DDD.ddddddddddddd.   

This  informat ion is  logged in the engineer ing logs of  the camera and is  exposed as a 

street address alongs ide the v ideo in Axon Evidence and in Lat i tude/Longitude +/-  

format in the corresponding evidence report .   

1 . 4 . 5 . 1  G L O B A L  N A V I G A T I O N  S A T E L L I T E  S Y S T E M  

GNSS refers to a constel lat ion of  satel l i tes that continuously t ransmit  s ignals to 

enable devices to t r iangulate locat ion based on s ignal  strength and t ime.  The Uni ted 

States ’  GPS is  the most popular,  and as a result ,  GNSS is  o ften just  referred to as 

“GPS”.  Axon Body 4 supports GPS,  GLONASS,  Gal i leo,  and QZS.  

When an Axon Body 4 camera is  recording,  the device ’s  GNSS rece iver wi l l  

communicate with orbit ing satel l i tes to determine approximate locat ion.  The Axon 

Body 4 camera determines posi t ion in the same manner as your smartphone or in-car 

navigat ion.  

1 . 4 . 5 . 2  W I - F I  P O S I T I O N I N G  S Y S T E M  

The second locat ion technology Axon Body 4 ut i l i zes is  Wi-F i  posit ioning.  Wi -F i  

posi t ioning uses Wi-F i  access points to determine a locat ion based on Wi-F i  s ignal  

strength.  
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Wi-Fi  posit ioning offers several  benef i ts ,  including:  

 REDUCED TIME -TO-F IRST FIX  –  Under most circumstances,  Wi-F i  pos it ioning 

should provide a posit ion f ix in less than three seconds.  However,  this  may be 

longer in very rural  locat ions or i f  the Axon Body 4 is  travel ing at  a high speed.  

Wi-F i  posit ioning assis ts the device ’s  GNSS by g iv ing the device an init ia l  

start ing locat ion for faster satel l i te  acquis i t ion.  

 INDOOR LOCATION  –  Wi -F i  posit ioning enables the camera to get a posi t ion f ix in 

most indoor locat ions because the technology does not require satel l i te  

s ignals .   

1 . 4 . 5 . 3  C E L L  T O W E R  P O S I T I O N I N G  S Y S T E M  

Simi lar to Wi-F i  pos it ioning,  the Axon Body 4 a lso ut i l i zes cel l  tower posi t ioning to 

tr iangulate the camera’s  general  posi t ion based on nearby cel l  towers.   

1 . 4 . 5 . 4  R A P I D S O S  I N T E G R A T I O N  

Axon has a proven integrat ion with RapidSOS through our Axon Respond API .  This  API  

is  ful l y  developed,  and requires no addit ional  work for customers ,  Axon or RapidSOS. 

For customers with Axon Respond, there is  no addit ional  cost from either Axon or 

RapidSOS for this  capabi l i ty .  

Al l  that is  needed for the integrat ion to s tart  working,  is  act ivat ion of  the capabi l i ty  in 

the local  RapidSOS system by the administrator.  

Once enabled,  the RapidSOS system wi l l  begin pol l ing Axon Respond cont inuous ly ,  

prov iding rea l  t ime access to off icer locat ions.  The locat ion data of  both BWC and 

Fleet cameras wi l l  f low into RapidSOS for v isual izat ion on their display.   
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1 . 5  S E C U R E  D A T A  S T O R A G E  A N D  T R A N S F E R  

1 . 5 . 1  B W C  S E C U R I T Y  O V E R V I E W  

1 . 5 . 2  L E V E L S  O F  P H Y S I C A L  A N D  V I R T U A L  S E C U R I T Y   

The Axon Body 4 camera has four levels  o f  physical  and v ir tual  securi ty to help 

maintain a proper chain of  custody and protect the device ’s  sensi t ive data i f  the 

camera were to be lost  or s tolen.   

 LEVEL  1 :  SECURED COMPARTMEN T  –  The outs ide components that make up the 

Axon Body 4 camera are assembled wi th Torx screws,  thus prevent ing access 

to device s torage without proper tools .   

 LEVEL  2 :  EMMC STORAGE (EMBE DDE D MULTIME DIA  CARD)  –  The Axon Body 4 uses 

an eMMC to store data,  which is  populated direct ly on the ci rcuit  board rather 

than us ing an SD card,  thus requir ing the destruct ion or modif icat ion of  the 

ci rcui t  board to access data.  Addit ional ly ,  v ideos cannot be deleted from the 

camera,  and cameras wi l l  not nat ively mount into a Microsoft  Windows 

operat ing system l ike a mass s torage device  such as a f lash dr ive or external  

hard dr ive would.  

LEVEL  3 :  N O PARTITION TABLE  –  The storage media does not have a part i t ion 

table and wi l l  show as  an unreadable drive/card under any operat ing system.  

LEVEL  4 :  AES-256-XTS FULL-DISK EN CRYPTION  –  The Axon Body 4 camera protects 

device data v ia AES-256-XTS encrypt ion us ing per-dev ice,  unique keys stored in 

the Qualcomm Secure Execution Environment on the Qualcomm SOC (System-

on-Chip) .  

1 . 5 . 3  E N C R Y P T I O N  

The Axon Body 4 camera has encrypt ion both at  rest  and in t ransi t .   

Axon employs several  advanced funct ions around encrypt ion key s torage,  inc luding 

TRUSTE D KE Y STORAGE  –  ARM TrustZone hardware-based trusted key storage 

mechanism in the SoC to protect Fu l l  Disk Encrypt ion (FDE)  keys  

UNIQUE KE YS  –  Al l  FDE keys are unique to each device and are randomly 

generated.  This  is  important because even i f  an attacker could recover part  of  

an indiv idual  device 's  key ,  i t  would not provide any information that could then 

be used to decrypt another dev ice 's  disk.  

In addi t ion ,  s imi lar to modern smart dev ices ,  Axon Body 4 employs  secure boot 

secur ity measures where a l l  segments of  the boot process are authenticated as Axon-

ver i f ied software,  thus  further securing data transmit ted f rom the Axon Body 4 

camera to Axon Evidence.  

1 . 5 . 3 . 1  A T - R E S T  E N C R Y P T I O N  

Whi le on the device and at  rest ,  a l l  data col lected and stored on the camera is  

protected from manipulat ion via AES-256-XTS encryption.   
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At-rest  encrypt ion on the camera keeps the device safeguarded i f  i t  is  lost  or stolen,  

thus preventing access to the camera’s  sens it ive information i f  i t  were to fal l  into the 

wrong hands.  Because data on the device is  encoded, i t  cannot be accessed or read 

by an unintended party wi thout an encrypt ion key,  even i f  they ga in physical  access 

to the device.   

1 . 5 . 3 . 2  I N - T R A N S I T  E N C R Y P T I O N  

Whi le data is  in t ransi t  and the camera is  uploading information to  our DEMS—Axon 

Evidence—al l  communicat ion between Axon Body 4 cameras and Axon Ev idence is  

conducted over 256-bi t  AES encrypt ion.  More speci f ical ly ,  the camera transmits data 

to Axon Evidence us ing 256-bit  TLS 1.2 encrypt ion wi th an RSA 2048-bit  key and 

Perfect  Forward Secrecy.  Once transmitted,  the Axon Body 4 ev idence is  securely 

stored in Axon Evidence with an NSA Sui te B 256-bit  AES encrypt ion at  rest .  

When of f loading sensi t ive information,  in- transi t  encrypt ion protects the data dur ing 

transfer and safeguards i t  f rom interception or manipulat ion.  Addit ional ly ,  the 

information is  encoded and protected dur ing communicat ion,  so whi le the data is  

being sent f rom a device to a network over the internet ,  information remains 

conf identia l  and protected from would-be hackers.   

1 . 5 . 3 . 2 . 1  D E T A I L E D  C O M M U N I C A T I O N  P R O T O C O L  

Communicat ion between the Axon Body 4 camera and Axon Evidence is  conducted 

over 256-bit  AES encrypt ion to safeguard data dur ing transfer.  

Dur ing of f load from the camera to Axon Evidence:  

The precomputed SHA-2 cryptographic hash tree is  located for each video that 

needs to be uploaded and each SHA-2 hash tree is  computed immediately af ter 

the corresponding MP4 v ideo f inishes recording.  

The SHA-2 cryptographic hash tree and video metadata are transmit ted to Axon 

Evidence.  

Upon complet ion of  the upload process ,  the SHA-2 cryptographic hash tree 

values are eva luated to detect data corruption of  any kind.  A contiguous SHA-2 

hash is  computed af ter th is  veri f i cat ion step.  Once the hash values and data 

integrity are ver i f ied,  the corresponding video f i les are de leted from the 

camera.  

The MP4 v ideo f i les are saved securely in Axon Evidence in their original  s tate ,  as 

ver i f ied by the SHA-2 hash tree funct ion.  

P lease note,  i f  a camera is  removed from the Axon Dock before i ts  v ideo f i les are ful l y  

uploaded,  any f i les not completely uploaded to Axon Evidence wi l l  remain on the 

camera,  so that upload can resume the next  t ime the camera is  docked.   

1 . 5 . 4  E M B E D D E D  M U L T I M E D I A  C A R D  

As an addit ional  layer of  security ,  the Axon Body 4 ’s  ev identiary data is  securely 

stored on a sol id-state,  non-removable,  embedded Mult imedia Card (eMMC) inside 

the dev ice.  This  is  important because storage media is  populated direct ly on the 

ci rcui t  board,  and to be able to access the eMMC, one would need to destroy the 
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camera.  By destroying the camera ,  there is  a  high probabi l i ty  of  the eMMC being 

damaged,  thus prohibi t ing access to the camera ’s  data.  

1 . 5 . 4 . 1  U P L O A D  M E C H A N I S M S  

Axon supports the secure uploading of  d igi tal  f i les to Axon Evidence,  both at  the 

stat ion and in the f ie ld,  through three options:  the Axon Dock,  WiFi ,  and LTE.  

1 . 5 . 4 . 1 . 1  E V I D E N C E  U P L O A D  V I A  A X O N  D O C K  

When a camera is  plugged into the Axon Dock,  an encrypted 256-bi t  AES SSL session 

is  establ ished with the local  storage.  Video f i les are then sorted,  analyzed,  and 

uploaded automatical ly  to Axon Evidence.  

Dynamic Host Conf igurat ion Protocol  (DHCP) is  used to provis ion the IP address and 

network set t ings .  Each dock bay funct ions as  an Ethernet card with i ts  own MAC 

address.   

Axon Body 4 cameras require di rect  access to Axon Evidence through an Axon Body 4 

Dock and do not support using a proxy server.  

The F i rmware Download T imeframe sett ing al lows agencies to adjust the t imeframe 

(up to e ight hours)  in which cameras wi l l  download and apply an operat ing system 

update via the Axon Dock.  Th is  workf low wi l l  help reduce network bandwidth strain 

and l imi t  congest ion by randomly dis tr ibut ing operat ing system updates with in the 

designated t imeframe to al l  docked cameras.   

Addi t ional ly ,  the F i rmware Download Timeframe can be set f rom two to e ight hours in 

one-hour increments.  

P lease note that i f  removed from a dock whi le a f i rmware download is  in progress ,  a 

camera wi l l  resume the download process when i t  is  returned to a  dock.  The 

download wi l l  resume at the point i t  lef t  of f  prior to undocking.   

1 . 5 . 4 . 1 . 2  E V I D E N C E  U P L O A D  V I A  W I - F I   

Axon Body 4 cameras feature a Wi-F i  t ransmitter enabled wi th 802.11a/b/g/n/ac at  5 

GHz and 2.4 GHz.  Axon products are designed to use the most secure forms of 

wireless technology ,  whi le a lso considering power usage,  battery l i fe ,  and ease-of-

use.   

The Automat ic Wi -F i  Upload feature enables cameras to automatical ly  upload 

evidence over Wi-F i  by  using a pre-conf igured l is t  of  networks in Axon Ev idence.  The 

upload process happens automatical ly  in the background and requires no act ion by 

the body-worn camera user .   

When th is  opt ion is  enabled,  at  the end of each Axon Body 4 recording,  the camera 

wi l l  search for nearby Wi-F i  networks f rom the preconfigured l ist .  I f  one is  found,  the 

camera wi l l  connect and upload evidence us ing that network.   

Once a camera successful ly  connects to Wi-F i  and begins uploading evidence,  the 

off icer wi l l  see the Wi-F i  and upload symbols  on the camera display,  as shown in the 

image.   
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I f  Axon Fleet is  current ly instal led in an agency ’s patrol  vehicle ,  the Axon Body 4 can 

connect v ia Wi -F i  to the in-car router,  or v ia Bluetooth to the Axon Hub. The vehicle ’s  

connect ion can then be used to upload evidence,  e i ther v ia Wi-F i  or LTE.    

 

1 . 5 . 4 . 1 . 3  E V I D E N C E  U P L O A D  V I A  L T E  

Priori ty Evidence Upload is  a feature that al lows cri t ical  pieces of  evidence to be 

uploaded to Axon Evidence via LTE f rom the f ie ld.  Uploading evidence direct ly from 

the f ie ld helps to ensure that the most cri t ical  pieces of  evidence are avai lable 

quickly for your command staff  to review,  leading to better s i tuat ional  awareness 

when i t  is  needed most.  

The Axon Body 4 has a bui l t - in LTE modem and each camera is  equipped wi th both an 

MFF2 chip and a 4FF nano SIM card.  The act ive LTE carrier wi l l  determine which SIM is  

enabled for the individual  camera.  Axon Body 4 is  PTCRB cert i f ied and supports both 

AT&T and Verizon.   

An of f icer can ini t iate an LTE direct  upload from the Axon Body 4 to Axon Evidence 

ut i l i z ing the camera's  bui l t - in LTE modem.  
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1 . 6  A X O N  B O D Y  4  A D M I N I S T R A T O R  C A M E R A  S E T T I N G S  

The Axon Body 4 Camera Sett ings sect ion in  Axon Evidence enables agency 

adminis trators to control  sett ings for Axon body-worn cameras.   

Sett ings and other f i rmware updates are typical ly  updated whi le the Axon Body 4 is  in 

an Axon Dock.  The Axon Body 4 also supports over-the-ai r (OTA)  f i rmware changes via 

the Wi-F i  F i rmware Update feature (OS v1.23 or later) .  By updating f irmware in the 

f ie ld,  users can benef i t  from features or f ixes that come wi th new f irmware without 

having to return to the stat ion to update via an Axon Dock.  This  feature wi l l  a lso 

check and sync the t ime once per day ,  inherit  conf igurat ion and sett ing changes 

made in Axon Evidence,  and sync changes to the Wi-Fi  Networks page of  Axon 

Evidence.  

Fol lowing are the conf igurable opt ions and the default  sett ings.  

 

S E T T I N G  D E S C R I P T I O N  

Video Sett ingsVideo Sett ingsVideo Sett ingsVideo Sett ings     

Qual i ty  Sets the video resolut ion.  

F ie ld of  V iew Determines the F ie ld of  View of the camera.  Select ing 160° 

wi l l  provide a wider f ie ld of  v iew,  but wi l l  reduce battery 

l i fe .  For F lex POV users ,  the 120° sett ing is  recommended 

for opt imal  battery l i fe .  

Aspect Rat io  Determines the cameras ’  v ideo width-to-height rat io .  4:3 

v ideo wi l l  capture more video in the vert ical  di rect ion.  

Both sett ings wi l l  capture the same video in the horizontal  

di rect ion.  

Video Recal l  When enabled,  the camera wi l l  keep an 18-hour buffer.  

Users with the correct  permissions can recal l  evidence 

from that buf fer using the ViewXL Standalone app.  

Pre-event Buffering Sets i f  v ideo in the pre-event buf fer is  inc luded in a v ideo 

recording.   

Watermark Determines i f  a permanent watermark wi l l  be embedded 

on the video.   

Watermark Mute 

Audio  

When enabled,  "MUTED" wi l l  appear in the watermark 

when recording audio is  muted by the user.  The Users Can 

Mute Dur ing Recording user permission must be enabled 

to conf igure th is  sett ing.  

Watermark Local  T ime 

Zone 

Sets the t ime zone in the permanent watermark.   

Audio Sett ingsAudio Sett ingsAudio Sett ingsAudio Sett ings     

Audio Recording Determines i f  the camera records audio whi le recording 

video.  

Pre-event Buffer 

(Audio)  

Determines i f  audio is  recorded in the pre-event buffer.  

BatteryBatteryBatteryBattery     Set t ingsSett ingsSett ingsSett ings     

Optimized Capaci ty  When enabled,  the camera wi l l  only charge to 

approximately 90% of ful l  capacity.  Whi le th is  wi l l  reduce 
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S E T T I N G  D E S C R I P T I O N  

runt ime,  i t  w i l l  improve long-term battery health and 

reduce degradat ion.  For maximum runtime,  disable this  

sett ing.  

Optimized Charging When enabled,  the camera wi l l  recharge more s lowly.  

Whi le this  wi l l  increase charge t ime,  i t  w i l l  improve long-

term battery health and reduce degradat ion.  To have the 

camera recharge at  maximum rate ,  disable this  set t ing.  

L ight Sett ingsLight Sett ingsLight Sett ingsLight Sett ings     

Front L ight  Enables the vis ib le indicat ion of  the recording status on 

the f ront t r iad LEDs.   

Automatic Br ightness  Enables the camera to  automatical ly  adjust  the brightness 

of  i ts  f ront and top l ights based on ambient l ight .   

Locat ion Sett ingsLocat ion Sett ingsLocat ion Sett ingsLocat ion Sett ings     

Record locat ion 

information in v ideo 

Determines i f  locat ion data is  embedded when videos are 

being recorded.  

Make Locat ion 

Information Avai lable 

to Axon Respond 

Determines i f  locat ion information is  made avai lable in 

near real- t ime to authorized agency users when cameras 

are recording and/or buffering.   

Wi-F i  Posit ioning Determines i f  locat ion information is  gathered from Wi-F i  

access points .  

Signal  Determines the camera’s  abi l i ty  to act ivate recording by 

Axon Signal  products .   

False Signal  

Cancel lat ion 

Determines i f  users can mark a s ignal  act ivat ion as false.  

StreamingStreamingStreamingStreaming    

L ive Streaming to 

Axon Respond+ 

Determines i f  cameras  can stream audio and video whi le 

recording to authorized users.   

App Support Sett ingsApp Support Sett ingsApp Support Sett ingsApp Support Sett ings     

Axon View Pair ing Determines i f  cameras  can pair with Axon View.  

Video Playback f rom 

Device  

Determines i f  users can playback video whi le  i t  is  st i l l  on 

the camera f rom Axon View or Axon V iew XL.  

Axon View Upload Determines i f  users can al low or prevent evidence uploads 

from Axon Body 4 cameras by using Axon V iew XL.  

Evidence Upload Sett ingsEvidence Upload Sett ingsEvidence Upload Sett ingsEvidence Upload Sett ings     

Priori ty Evidence 

Upload 

Determines i f  users can select  evidence for wireless 

upload.  

Apply rate- l imit ing to 

camera upload speed 

Enables users to set the maximum upload speed for each 

indiv idual  camera ,  in megabi ts  per second.  

Regis trat ion and Regis trat ion and Regis trat ion and Regis trat ion and Fi rmware Sett ingFirmware Sett ingFirmware Sett ingFirmware Sett ingssss     

Registrat ion When enabled,  unregistered AB4s wi l l  automatical ly  

register to the same agency as the dock they are placed in.  

Requires the dock to be registered.  Only appl ies to 

unregistered AB4s.  Wi l l  not impact AB4s that are already 

registered.  I t  is  recommended that this  set t ing is  disabled 

once an agency is  done registering their cameras .  
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S E T T I N G  D E S C R I P T I O N  

Firmware Download 

t imeframe 

Al lows users to adjust  the maximum t imeframe in which al l  

cameras wi l l  download a f i rmware update.   

User Permission Sett ingsUser Permission Sett ingsUser Permission Sett ingsUser Permission Sett ings     

Users can mute during 

recording 

Determines whether users can mute audio whi le recording 

an event .   

Users can adjust 

indicator l ight sett ings  

Determines whether users can adjust the sett ings for the 

indicator l ights.   

Users can adjust 

v ibrat ion sett ings  

Determines whether users can adjust the vibrat ion 

sett ings (haptic)  of  their camera.   

Users can use stealth 

mode 

Determines whether users can act ivate Steal th mode on 

their camera.   

 

Users can use s leep 

mode 

Determines whether users can act ivate Sleep mode on 

their camera.   

Programmable 

Buttons 

Programmable Button 1 -  Determines device behavior 

when button 1 is  double pressed.  

•  No Funct ion 

•  Sleep 

•  Stealth  

•  Upload Last V ideo 

•  Watch Me 

 

Programmable Button 2 -  Determines device behavior 

when button 2 is  pressed.  

•  No Funct ion 

•  Select  (Can be used for Marker and Mute)  

•  Photo Marker 

•  Audio Mute 

Device ManagementDevice ManagementDevice ManagementDevice Management     Set t ingsSett ingsSett ingsSett ings     

Sett ings Return to 

Default  in Dock 

When enabled,  user sett ings return to default  set t ings 

when the camera is  docked.  

End Recording 

Confi rmation 

This set t ing is  designed to prevent unintent ional  ending of  

recordings .  When enabled,  ending a recording wi l l  require 

a secondary conf i rmat ion press of  the SELECT button.  

Power Off  

Conf i rmation 

When enabled,  wi l l  require an addit ional  conf i rmat ion to 

power off  the camera by pressing the SELECT button.  
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7  A X O N  E V I D E N C E  

7 . 1  A X O N  E V I D E N C E  O V E R V I E W  

Axon Evidence is  a sca lable ,  c loud-based Dig ital  Evidence/Asset 

Management System (DEMS) ,  which stores a l l  dig i tal  evidence in 

a centra l ized,  secure system. Axon Evidence integrates wi th the 

ent i re Axon Ecosystem of devices and appl icat ions,  so your 

personnel  can use i ts  suite of  features to easi ly  store ,  organize,  

and v iew evidence.   

Axon Evidence includes easy-to-use case-bui lding tools and 

sharing workf lows that al low users to bui ld cases out of  the 

evidence stored in the system. Once bui l t ,  these cases can then 

be shared across your agency and with prosecuting partners in 

other agencies and jur isdict ions.  

Axon focuses on creat ing solut ions to so lve the complex chal lenges of  digi tal  

evidence management .  Rather than focusing sole ly on the camera or “capture” 

aspect ,  Axon looks at  the bigger picture,  considering the costs of  ingest ing,  

managing,  retr ieving,  and sharing the data or the “capture to courtroom” workf low. 

We pay close attent ion to how off icers interact wi th the appl icat ion,  as we bel ieve i t  

should conform to the needs of  law enforcement and never the other way around.  

After years of  co l lect ing feedback and l istening to input from law enforcement,  Axon 

created the Digita l  Evidence Workf low (DEW)  framework.  The DEW Framework was 

designed to help agencies make sense of  compl icated and complex systems and 

highl ight areas where they could improve their ef f ic iency and ef fect iveness.  The Axon 

Evidence digital  evidence management solut ion was des igned to a l ign with and 

s impl i fy this  workf low.  

 

Axon Evidence automatical ly  integrates with al l  Axon solut ions inc luding TASER CEWs, 

Axon Fleet ,  and Axon body-worn cameras.  Axon Ev idence also has  manual  bulk upload 

capabi l i t ies to ingest and manage many other forms of digi tal  ev idence.   

Axon Evidence is  a t rue end-to-end solut ion prov iding the appl icat ion and the 

infrastructure required to run i t .  Wi th Axon Evidence,  a l l  you need to access your 

evidentiary information is  an internet connect ion and a standard web browser.  

Axon Evidence can ingest assets f rom mult ip le sources,  manage them simply with 

conf igurable metadata f ie lds ,  retr ieve them with an advanced search engine,  

automate access control  and retent ion wi th intel l igent workf low features,  redact 

v ideos using powerful  tools for FOIA requests ,  and co l laborate ef fort lessly with other 

stakeholders using secure sharing features.    
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7 . 2  C J I S  C O M P L I A N T  C L O U D  S T O R A G E   

7 . 2 . 1  C J I S  C O M P L I A N C E  

Axon Evidence ,  the same appl icat ion used for 

managing TASER evidence ,  is  a c loud-based 

solut ion that compl ies  with the Federal  Bureau 

of Invest igat ion’s  Cr iminal  Just ice Information 

Services (CJ IS)  Security Pol icy ,  which sets the 

minimum-security requirements to provide an 

acceptable level  o f  assurance to protect the  ful l  

l i fecycle of  Criminal  Just ice Information (CJ I ) .   

Axon Cloud Services was designed and is  

operated to ensure that i t  is  compl iant with 

the FBI  CJ IS Security Pol icy at  both the 

appl icat ion and data s torage layers.  Customers 

can be assured that their digi tal  data is  

protected by a robust information security 

program that is  designed to exceed the CJ IS  

secur ity requirements  as wel l  as provide 

protect ion against  current and emerging 

threats .  The Axon CJ IS  Compl iance White 

paper out l ines the speci f ic security pol ic ies  and 

pract ices for Axon Evidence and how they are 

compl iant wi th the CJ IS Security Pol icy.  Read more about Axon's CJ IS Compl iance 

program and commitments here.  http: / /www.axon.com/compliance.  

7 . 2 . 2  C L O U D  I N  M I C R O S O F T  A Z U R E  D A T A  C E N T E R  

Axon Evidence is  operated on an Infrastructure as a Service ( IaaS)  platform prov ided 

by Microsoft  Azure.  To achieve high levels  of  upt ime,  data is  stored in the Uni ted 

States,  repl icated between two data centers ,  and spread across v i rtual ized servers.  

The Axon Evidence appl icat ion is  designed to fai lover to other ava i labi l i ty  zones i f  an 

ent i re ava i labi l i ty  zone were to become unavai lable.    

Microsoft  Azure data centers of fer world-class security and system protect ion and 

employ physical  securi ty protocols ,  backup power,  cl imate control ,  a larms,  and 

seismic bracing.  Axon Evidence ’s  Microsoft  Azure infrastructure has been designed to 

prov ide the highest avai labi l i ty  whi le putt ing strong safeguards in place regarding 

customer pr ivacy and segregat ion.  Furthermore,  the system is  remotely monitored 

24\7 by a team of engineers;  any fault  detected is  immediately handled and the fai led 

component replaced or restored from backup as necessary.   

 

7 . 2 . 3  S E C U R I T Y  M A N A G E M E N T  F U N C T I O N S  

Axon Evidence offers numerous data securi ty management funct ions to meet and 

exceed industry standards for the architecture and security of  Axon Evidence.  Axon 

has developed and operates secure software development l i fecycle procedures 
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(SDLC) .  Execut ion with in the SDLC ensures securi ty i s  evaluated at  every phase of  

development and that  qual i ty measures are met.   

Al l  ev idence data is  encrypted at  rest  and in transi t .  Robust SSL/TLS is  implemented 

for data in t ransi t  using TLS 1.2 wi th a 256-bit  connect ion and Perfect  Forward 

Secrecy.  Evidence data stored at  rest  is  encrypted wi th at  least  256-bit  AES.  

The graphic below offers a high- level  v iew of the various layers of  secur ity 

implemented in the CJ IS compl iant solut ion.  

C O N F I D E N T I A L  

 

C O N F I D E N T I A L  

Axon’s  compl iance wi th a number of  secur ity standards in addi t ion to CJ IS 

demonstrate our commitment to providing a trustworthy platform to our customers,  

and of fers a way to understand the controls  put in place to secure Axon Evidence and 

the data you store in i t .  These addit ional  cert i f i cat ions,  compl iance measures,  and 

secur ity assurances include:  

 ISO/IEC 27001:2013 Cert i f ied -  Information Security Management Standards 

 ISO/IEC 27017:2015 Cert i f ied -  Code of Pract ice for Informat ion Securi ty 

Controls  

 ISO/IEC 27018:2019 Cert i f ied -  Code of Pract ice for Protect ing Personal  Data in 

the Cloud 

CALEA Standard 17.5.4 Compl iant  

HIPAA and HITECH 

AICPA SOC 2 Type 2 Report ing (Appl icable only to Axon Ev idence)  
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Cloud Security Al l iance -  CSA STAR Attestat ion (Leve l  Two)  

Cloud Security Al l iance -  CSA STAR Sel f-Assessment (Level  One)  

Accessibi l i ty  Conformance Report -  WCAG 2.0 & VPAT/Sect ion 508 

 

7 . 2 . 4  U N L I M I T E D  S T O R A G E  

As a cloud-based system, Axon Evidence ’s  archi tecture is  modular ,  scalable ,  and 

extensible.  Managing the vast  amount of  digi tal  evidence avai lable to agencies today 

can be overwhelming.  Especial l y  when the burden is  on end users to keep evidence 

organized—no matter the source .  This  becomes even more di f f i cu lt  when digi tal  

evidence is  stored in various locat ions,  on di f ferent devices,  and across many 

platforms.   

Axon’s  unl imited thi rd-party s torage plan—which includes storage for both Axon-

captured evidence and thi rd-party ev idence—offers agencies a modernized approach 

to dig ita l  evidence management that is  af fordable ,  convenient ,  modular,  secure and 

can sca le to meet any storage requirements.  

With unl imited storage,  Axon Evidence can be the main source of  storage for al l  

digi tal  evidence.  You can then easi ly  manage ,  store,  share,  receive,  and invest igate 

your data al l  f rom a s ingle system.  

To help with the usabi l i ty  o f  large data volumes,  content that has not been viewed or 

accessed for s ix months may be moved into archival  storage.  Archived f i les are st i l l  

searchable and can be retr ieved wi th a s ingle cl ick.  

 

7 . 2 . 5  D A T A / C H A N N E L  S E R V I C E S  -  T H I R D  P A R T Y  D A T A  

An ever-growing l ist  o f  di f ferent f i le  types—including CCTV,  photographs,  audio ,  

extract ions f rom seized cel l  phones and laptops,  dash cameras ,  resident doorbel l  

cameras,  interv iew room video,  and documents—can al l  be grouped and managed in 

Axon Evidence.   

Axon Evidence can ingest and store v ideo,  photos,  f i les ,  and data f rom other 

mediums and store them independently or group them around a larger case.   

I f  an agency wishes to  store video or logs f rom faci l i ty  survei l lance systems,  this  can 

be imported into Axon Evidence,  tagged and stored,  in the same way as any other 

thi rd-party f i les .   

When you import an evidence f i le ,  Axon Evidence c lass i f ies the f i le  by i ts  f i le-type 

extension,  such as . jpg,  .mp3, .docx,  or ‘other ’ .  You can f i l ter evidence searches by f i le  

type.   

Axon Evidence is  source agnost ic and can house v ir tual ly  any v ideo and audio f i le  

type (approximately 93% of a l l  ava i lable codecs) ,  as wel l  as most d igi tal  document 

types.  The onl ine prev iew is  supported for PDF documents and supported audio and 

video formats.  Commonly supported f i le  types are below:  
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7 . 2 . 5 . 1 . 1  A U D I O  A N D  V I D E O  F I L E S  

V I D E O  F I L E  E X T E N S I O N  V I D E O  M I M E  T Y P E  

.3gp  

.3g2  

.asf   

.avi   

.divx  

. f4v  

. f lv   

.mov  

.mpeg  

.mpg  

.m4v  

.mp4  

. ts   

.vob  

.wmv  

v ideo/3gpp  

v ideo/3gpp  

v ideo/x-ms-asf   

v ideo/avi   

v ideo/vnd.divx  

v ideo/x-f l v   

v ideo/c-f l v   

v ideo/quickt ime 

video/mpeg  

v ideo/mpeg  

v ideo/x-m4v  

v ideo/mp4  

v ideo/MP2T  

v ideo/mpeg  

v ideo/x-ms-wmv 

A U D I O  F I L E  E X T E N S I O N  A U D I O  M I M E  T Y P E  

aifc  

.au  

.m4a  

.mp2  

.mp3  

.mpga  

.wav 

audio/x-a i f f   

audio/basic  

audio/mp4a- latm  

audio/mpeg  

audio/mpeg  

audio/mpeg  

audio/x-wav 

 

7 . 2 . 5 . 2  P H O T O S  

You can upload and store vi rtual ly  any photo f i le  type in Axon Evidence;  you can v iew 

and edit  ARW, BMP, CRW, DNG, GIF ,  HEIC,  JPEG, JPG,  NRW, ORF,  RAF,  SR2,  SRF,  T IF ,  

T IFF f i les and RAW image extensions l ike NEF ,  CR2,  and CR3 within the appl icat ion.  

Photo edi t ing tools for  cropping,  rotat ing,  adjust ing br ightness and contrasts can be 

used on these f i le  formats as wel l .  Photos are exported from Axon Ev idence in the 

format in which they were uploaded.  For example,  i f  the original  photo evidence is  

uploaded as a JPEG, i t  wi l l  be downloaded from Axon Evidence as a JPEG.  
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7 . 2 . 6  A U D I T  T R A I L S  

Robust evidence,  device,  and user audit  t ra i ls  help protect the chain of  custody 

within Axon Evidence.  For peace of  mind,  every act ion taken by your personnel  when 

in the system is  t racked and recorded in a tamperproof audit  trai l .   

Detai led audi t  logs t rack al l  evidence access and act iv i ty .  Each audi t  trai l  entry shows 

the date,  t ime,  user,  and detai ls  of  each act ion.  You can view the ent i re audit  log or a 

port ion of  an audi t  t ra i l ,  l imit ing the report to act ions that occurred between a 

speci f ied t imeframe. Audit  Trai ls  are ava i lable in PDF format,  except the User Audit  

Trai l  and Device Audi t  Trai l ,  which are ava i lable in both PDF and comma-separated 

values (CSV)  format.  

A U D I T  T R A I L  

T Y P E  

D E S C R I P T I O N  

Agency Audit  Tra i lAgency Audit  Tra i lAgency Audit  Tra i lAgency Audit  Tra i l     The Agency Audit  Trai l  shows agency-wide changes to your 

Axon Evidence account.  This  report  helps provide 

transparency on administrat ive act ions across Axon 

Evidence.  By display ing each act ion in detai l ,  your agency can 

rev iew who changed a  sett ing,  to understand the purpose 

and prov ide better accountabi l i ty  to each user.  Only users 

with the “Edit  Agency Sett ings permission” enabled can view 

the Agency Audit  Trai l .  

User AUser AUser AUser Audit  Trai ludit  Trai ludit  Trai ludit  Trai l     A User Audit  Trai l  shows many of  the act iv i t ies performed by 

the user ,  changes to the user account,  and evidence-re lated 

user act ions.  In addit ion to evidence-re lated user act ions,  

the User Audit  Tra i l  w i l l  show fai led login attempts ,  when a 

user is  locked out of  their account due to mult iple fai led 

login attempts or when a user ’s  password has been reset or 

their account has been unlocked.  

Case Audit  LogCase Audit  LogCase Audit  LogCase Audit  Log     The case audi t  log shows what updates were made to a case 

and when,  inc luding when tags were added or removed.  You 

can export a PDF with the ent i re audit  t ra i l ,  or with 

information about a speci f ic date range.  

Group Audi t  Trai lGroup Audi t  Trai lGroup Audi t  Trai lGroup Audi t  Trai l     The Group Audi t  Trai l  a l lows administrators to monitor the 

act iv i ty of  groups with in Axon Ev idence and logs act ions such 

as creat ing a group,  adding or removing users f rom a group,  

changing permissions of  a group,  etc.  

Evidence Audit  Trai lEvidence Audit  Trai lEvidence Audit  Trai lEvidence Audit  Trai l     Original  evidence data is  never changed;  al l  modi f icat ions are 

handled by creat ing new, derivat ive f i les .  Ev idence Audit  

trai ls  are created for every evidence f i le  and l is t  a l l  re lated 

act ions,  as wel l  as associated metadata.  The original  data 

associated with a v ideo is  never changed;  a l l  modif icat ions 

are handled by creat ing new, derivat ive f i les .  To ensure chain 

of  custody,  evidentiary f i les can be veri f ied for authentici ty 

by matching the SHA-2 hash of  the original  f i le  ingested in 

Axon Evidence to that of  any copy created.  
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Device Audi t  Trai lDevice Audi t  Trai lDevice Audi t  Trai lDevice Audi t  Trai l     The Device Audi t  Trai l  shows events ,  act ions,  and changes for 

the selected camera.  The audit  informat ion can be f i l tered to 

a part icular date range or show the ent i re l i fe  of  the camera.  

The Device Audi t  Trai l  can be used to audit  act ions 

performed on video whi le the f i le  is  st i l l  on the dev ice (prior 

to upload) .  The audi t  informat ion is  avai lable in both PDF and 

comma-separated values (CSV)  format ,  wi th each event ,  

act ion ,  or change shown on a di f ferent l ine in the audit  t rai l .  

Axon Respond Audit  Axon Respond Audit  Axon Respond Audit  Axon Respond Audit  

Tra i lTra i lTra i lTra i l     

The Axon Respond audit  trai l  consol idates a l l  Axon Respond 

information,  such as which users accessed the Axon Respond 

map or a l i vestream, into a s ingle audi t  t rai l .  
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7 . 2 . 7  D A T A  R E T E N T I O N / D E L E T I O N  

Axon Evidence gives agencies control  over evidence retent ion schedules and 

faci l i tates opt ions for when and how ev idence is  deleted f rom the system.  

Axon Evidence has the fol lowing opt ions for evidence de let ion:   

A U T O M A T I C  

D E L E T I O N  

Automated delet ion re l ies on categories that  wi l l  be associated 

with a retent ion per iod.  Axon Evidence wi l l  automatical ly  t r igger 

the delet ion of  a f i le  according to the retent ion period associated 

with the category assigned to i t .  I f  no retent ion period is  

speci f ied,  then the video wi l l  remain on the system unt i l  manual ly 

deleted.  

 

M A N U A L  

D E L E T I O N  

The Axon Evidence administrator can also delete evidence as 

necessary manual ly .  The Ev ident iary Audi t  Trai l  wi l l  be retained 

after the ev idence is  purged for accountabi l i ty .  The audit  t ra i l  wi l l  

indicate i f  the f i le  was  removed manual ly or through retent ion via 

categories.  Adminis trators can run reports on evidence created 

and evidence deleted within a speci f ied t ime range.  
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7 . 3  W O R K I N G  W I T H  E V I D E N C E  

Whi le working with ev idence,  users wi l l  review and playback video and audio with our 

bui l t - in media player .  With basic controls  that al low a user to play ,  stop,  rewind,  fast  

forward,  and control  the speed at  which evidence f i les are played,  users can quickly 

and thoroughly review their ev idence.  

Within Axon Evidence,  users can:  

 Search or browse to f ind and manage digital  evidence;  

 Replay v ideos or v iew other forms of d igi ta l  evidence;   

 View and add metadata,  tags,  notes and categories;  

 Create cl ips and markers to focus on or speci f ic parts of  a v ideo;  

 Create redact ions with powerful  A I  that helps automatical ly  detect and mask 

common objects such as l i cense plates,  MDC screens,  and faces;  and,  

 Share evidence and associated f i les and logs  with other users or external  

partners.  

 

7 . 3 . 1  S E A R C H I N G  A N D  M A N A G I N G  E V I D E N C E  

The search funct ional i ty in Axon Evidence is  designed to reduce the t ime i t  takes to 

locate an evidence f i le .  The search interface offers an intui t ive and customizable 

design that al lows users to quick ly navigate the search f ie lds and f i l ters to f ind 

exact ly what they are looking for.   

Axon Evidence also supports bulk act ion capabi l i t ies that can save users t ime when 

managing the system and their evidence.  For example,  instead of going into the video 

player interface to perform act ions on an individual  v ideo,  Axon Evidence supports 

bulk act ions that can be performed on one or many selected videos within the search 

results ,  which can save t ime when managing mult iple pieces of  evidence.   
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7 . 3 . 2  R E P L A Y I N G  V I D E O S   

7 . 3 . 2 . 1  S T A N D A R D  V I E W I N G  T O O L S  

The Axon Evidence media player enables you to play audio and video evidence f i les 

that are in supported f i le  types.  The player supports the fol lowing act ions:  

Play 

Play faster or s lower 

View Thumbnai ls  

 Jump Ahead or Back 

Skip to Events  

Pause 

View Frame by Frame 

View Ful l  Screen 

Rotate Screen 

Change video qual i ty  

Mute,  Unmute,  or Control  Volume 

7 . 3 . 2 . 2  T H I R D  P A R T Y  V I D E O  P L A Y B A C K  

The thi rd-party v ideo playback feature al lows users with corresponding view 

permissions to playback videos not supported by the default  v ideo player.  When the 

feature is  enabled and a thi rd-party v ideo is  uploaded,  the system wi l l  automatical ly  

start  convert ing the f i le  so i t  can be viewed within the DEMS. Please note,  the origina l  

v ideo wi l l  remain unchanged in i ts  original  format and be maintained in the system 

together with the converted video avai lable for playback.   

Axon str ives to add support for new f i le  types regularly ,  but i f  a f i le  in an 

unsupported format is  found,  users can contact format-request@axon.com to request 

that i t  be added.  Adding support for a new format depends on the frequency of  

requests for a given format,  the ease 

of  the code behind the format,  and 

access to sample f i les for test ing.  

Addi t ional ly ,  users can manual ly 

request conversion for f i les uploaded 

before the feature was enabled.   

F i les that are converted wi l l  show an 

informational  message at  the top of  

the v ideo player to le t  the v iewer 

know the video is  not being presented 

in i ts  origina l  format .  
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With this  feature,  Axon Ev idence supports p layback of  more than 1,000 f i le  types and 

their variat ions ,  which have been included in the fol lowing table .  

S U P P O R T E D  F I L E  T Y P E S  A N D  V A R I A T I O N S  

m2t,  m65,  max,  mod, 3g2,  3gf ,  acsm, a ira,  a jp,  am4, aov,  ar f ,  arv ,  ary ,  asx,  avb,  avc,  

avc1,  avd,  ave,  ave-clean,  avf ,  avi -clean,  avi - t ime,  av i_ larger ,  avr ,  avs ,  awl ive ,  ax,  bdb,  

bes,  bfs ,  bik ,  bin,  bix,  bk2,  blk ,  bnp,  body,  box,  bpv,  braw, bu,  bvr,  bwm, bwv,  

camrec,  cbf ,  c i l ,  c l i ,  cme, cpi ,  cvc,  cx3,  d,  da ,  dad,  dar,  dat ,  data ,  dav,  dav-c lean,  dav-

t ime,  dav1,  dav3,  dbx,  dce,  dga,  di r ,  djp,  dmi ,  dmskm, drv,  dv,  dv4,  dv5,  dvp,  dvr,  

dvr~,  dvs ,  dvt ,  dxa,  edr,  eds,  epm, evf ,  ex01,  exe) ,  exe-clean,  exe1,  exp,  extract ,  eye,  

ezvp,  f i le ,  f l4,  f la ,  f lm,  f lv ,  g64,  g64x,  gbf ,  gop,  gxf ,  h263,  h264,  h265,  h3r ,  h4v ,  h64,  

har,  hav,  hbox,  hgd,  h ik ,  hkv,  h ldvr,  hm4, hme, i8 ,  i cf ,  i fo ,  i fs ,  i f v ,  igd,  imoviemobi le ,  

i r f ,  iva,  i vf ,  jdr ,  j j j ,  j v ,  kds,  kvf ,  l fv ,  l rv ,  l vf ,  lwx,  lxf ,  m1v,  m2ts ,  m2v,  m4f,  matroska,  

media,  mgv,  mjp,  mjpeg,  mjpg,  mkv ,  mov2,  mpg2,  msi ,  mts,  mxf ,  mxg,  n3r ,  noext ,  

oml ,  par,  psf ,  rms ,  rrsc,  s trg,  umv,  v264,  vcr ,  v id,  v ideo,  vmhrcd,  vse,  webm 

Please note,  at  this  t ime f i le  types supported by the default  v ideo player (mp4,  avi ,  

etc. )  wi l l  not be supported whi le using th is  feature;  however,  f i le  types that require a 

proprietary player/codec for playback wi l l .   

Axon Evidence also current ly supports RAW formats from Sony,  Nikon,  and Canon.  
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7 . 3 . 2 . 3  M U L T I C A M  P L A Y B A C K  –  I N T E G R A T I N G  M U L T I P L E  

V I D E O S  

Both BWC and in car v ideos can be tagged in  a number of  ways that al low the videos 

to be associated,  or found together when searching.  

Videos,  or any evidence,  can be associated through the ID number or t i t le .  

Mult icam playback al lows v ideos that were recorded by di f ferent cameras but in the 

same locat ion and t ime to be viewed together.  Th is  al lows users to v iew an incident 

from di f ferent vantage points at  the same t ime.  Up to four v ideos can be v iewed at 

the same t ime.  Since each video has i ts  own audio feed,  the audio selector in the 

center of  the media player controls  enables you to select  which audio track is  used 

during playback.  

Whi le recording,  cameras wi l l  note when other Axon cameras are recording in the 

same vicinity and add that information to the video f i le .  Thus,  when a v ideo (with 

mult iple perspect ives)  is  v iewed in Axon Evidence,  i t  wi l l  automatica l ly  o ffer the 

mult icam option to display the other v ideo.   

When viewing an ev idence f i le ,  the mult icam act ion is  only shown as an opt ion for 

v ideos that are associated with other v ideos recorded in the same vicin ity at  the 

same t ime.  When the PLAY ALL VIDEOS option appears ,  th is  indicates there are 

mult iple v ideos associated with a part icular incident.  
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7 . 3 . 2 . 4  E X T R A C T I N G  V I D E O  C L I P S  

Within Axon Evidence,  i t  is  s imple process to cl ip a v ideo f i le ,  and create a more 

targeted view. Also,  marks that were made in the f ie ld are ful l y  accessib le once the 

evidence has been uploaded,  so i t  is  easy to f ind an important sect ion of  v ideo,  and 

then create a cl ip of  the re levant port ion.  

User can then share this  shortened version.   
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7 . 3 . 3  W O R K I N G  W I T H  M E T A D A T A :  T A G G I N G / I N D E X I N G   

Axon Evidence has a r ich capabi l i ty  for tagging evidence through metadata.  This  data 

is  used to create mult iple indexing associat ions,  so that they can be easi ly  located via 

search and other record consol idat ion tools .  Administrators can customize metadata 

f ie lds to ref lect  agency standards.  

Within a f i le ,  users can also add or update the metadata .  Al l  changes are captured in 

the ev ident iary audi t  log.  Users can add the fol lowing standard metadata ( in addit ion 

to custom agency-speci f ic metadata f ie lds) .  

Numerous metadata tags can be appl ied to evidentiary assets.  These metadata f ie lds 

are included in the searching interface to help you locate the evidence you need 

quickly and ef f ic ient ly .  ID,  t i t le ,  notes,  and tags are free text ,  searchable ,  user-

def ined values.   

Categories are a powerful  metadata tag that  is  agency conf igurable.  This  f ie ld al lows 

adminis trators to create an unl imited number of  categories ,  and to associate speci f ic 

retent ion per iods to automate archiv ing and delet ion schedules.   

Custom metadata f ie lds are also avai lable to further narrow search results .  Custom 

metadata f ie lds wi l l  appear below the standard metadata f ie lds next to every 

evidentiary f i le .  The feature supports three types of  custom metadata f ie lds:   

FREE FORM  –  This  is  a f ree-form text entry f ie ld.   

VALIDATE D  –  This  is  a f ree-form entry text  f ie ld,  but the entry must conform to 

the Regular Expression (Regex)  def ini t ion for the f ie ld.   

DROP-DOWN  –  The user is  presented with a l i st  and selects information.   
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The fol lowing table l is ts  the standard metadata i tems.  

 

M E T A D A T A  

I T E M  

D E S C R I P T I O N  

Ti t leTi t leTi t leTi t le     An ev idence t i t le  can be up to 256 alphanumeric characters.  By 

defaul t ,  the t i t le  populates with the camera type,  date,  and t ime 

(AXON Fleet 2 Video 2018-07-23 1654) .   

IDIDIDID     An ev idence ID can be up to 75 alphanumeric characters by 

defaul t .  The evidence ID f ie ld can be used to associate a f i le  with 

the corre lat ing CAD/RMS or inc ident ID.  

Descr ipt ionDescr ipt ionDescr ipt ionDescr ipt ion     Descript ions of  the ev idence can be added or edited.  

TagsTagsTagsTags     Tags are labels that you can apply to evidence and cases.  On the 

evidence search page,  a dropdown appears in the Tag search f ie ld 

and wi l l  display al l  tags in the system associated with evidence.  

Once you perform a search,  you can then sort  the results  by ID,  

T i t le ,  etc.  

Locat ionLocat ionLocat ionLocat ion     The speci f ied locat ion for evidence determines where the pin 

representing the evidence appears on evidence maps.  

NotesNotesNotesNotes     Notes can be posted about ev idence.  In addi t ion to the text of  the 

note,  Axon Evidence shows the author of  the note and the date 

and t ime that the note  was created and updated 

CategoriesCategoriesCategoriesCategories     An unl imited number of  custom categories (and associated 

retent ion per iods)  can be created and appl ied to your agency ’s  

evidence.   

The evidence category determines the fol lowing:  

•  Whether the system wi l l  in i t iate automatic delet ion of  

evidence assigned to the category.  

•  How long the system wai ts  before init iat ing the delet ion of  

evidence that is  not included in a case.  Axon video delet ions 

are based on the recording date.  De let ion of  al l  other 

evidence is  based on the upload date .  

F lagsFlagsFlagsFlags     You can f lag ev idence that you want to f ind more easi ly  in the 

future .  Ev idence searches al low you to f i l ter the search resul ts  by 

the f lag status of  evidence.  

V iew Ev idence V iew Ev idence V iew Ev idence V iew Ev idence 

with the Same with the Same with the Same with the Same 

IDIDIDID     

I f  mult iple f i les have the same ID as the evidence being viewed,  a  

paginated table of  evidence wi th the same ID shows the t i t le ,  

owner,  and upload date of  each evidence f i le .  
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7 . 3 . 3 . 1  A U T O - T A G G I N G :  C A D / R M S  I N T E G R A T I O N   

Auto-tagging is  a feature that categor izes v ideos based on the correlated event 

metadata captured by the respect ive systems.  Common data al ready col lected by the 

CAD or RMS, such Event ID,  Event Type,  Of f icer Badge ID,  and Dispatched and Cleared 

T imes can be automatica l ly  associated with evidence,  wi thout the need for manual  

intervention.  

Integrat ing your CAD or RMS system with Axon Evidence wi l l  save your of f icers 

valuable t ime,  because the major ity of  tags wi l l  be automatical ly  added by the system.  

With auto-tagging,  off icers s imply record videos with Axon body-worn or in-car 

cameras and upload them. Axon Ev idence wi l l  use the data f rom the CAD and RMS 

solut ions to apply the appropriate tags.  Of f icers wi l l  st i l l  be able to add custom 

metadata tags in the f ie ld .  

On a regular schedule ,  customers export a database-printout f i le  to a speci f ic fo lder 

from the CAD or RMS software.  The printout  f i le  format,  general ly  an .xml or .csv,  is  

designed to comply wi th Axon Ev idence requirements for integrat ion.  

Axon suppl ies a .NET 4.0 service “ Integrator  Appl icat ion” on your server that monitors 

the selected folder.  When the serv ice detects the presence of  a pr intout f i le ,  i t  

encrypts the f i le  us ing AES 256-bi t  encrypt ion and sends i t  securely to Axon Evidence.  

After Axon Ev idence conf i rms receipt o f  the f i le ,  the appl icat ion de letes the local  

copy of  the f i le .  

Axon Evidence decrypts the printout f i le  and parses the data found in the f i le .  Using 

an a lgor ithm, Axon Evidence determines which evidence f i le  each piece of  data 

appl ies to and tags those f i les appropriately .  Evidence can be auto-tagged for 72 

hours after upload,  and then wi l l  require manual  tagging.  

When Axon Ev idence f inishes processing a batch of  data received from the CAD/RMS 

solut ion,  i t  sends the speci f ied recipients a report ing emai l  that includes summary 

results  o f  the process ing and detai led reports about evidence matched.  
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7 . 3 . 4  A X O N  A U T O - T R A N S C R I B E  

Axon Evidence includes unl imited auto- transcript ion,  which is  comprised of  two 

features—Review Assistant and Transcript ion Assis tant—to help agencies expedite 

evidence review and transcript ion processes.  Review Assistant is  designed to 

acce lerate the process of  reviewing evidence,  whi le Transcr ipt ion Assistant is  

designed to help quickly produce admissible transcripts for use in court  or sharing 

with your just ice partners .  

7 . 3 . 4 . 1  T R A N S F O R M  T H E  W A Y  Y O U  R E V I E W  E V I D E N C E  

With Review Assistant ,  users can quickly evaluate speci f ic moments  from an event by 

searching a t ime-synced transcript  generated from evidence audio .  Instead of s i f t ing 

through unnecessary footage to discover a part icular conversat ion,  users can c l ick a 

word in the transcript ,  which wi l l  take them to the point in the video when the word 

was used.  This  makes identi fy ing and reviewing key events ,  such as  the reading of  

Miranda r ights ,  easy to access and highl ight .   

As a f i le  is  played,  words in the transcr ipt  are highl ighted in t ime with the current 

playback point .  Users can use the search bar above the transcript  to locate speci f ic 

words in the ent i rety of  the transcript ;  for ease,  results  can be cl icked through and 

wi l l  be highl ighted.  Addit ional ly ,  auto- transcribe is  t rained to identi fy a l is t  of  

common keywords and displays these words above the transcript .  Users can c l ick one 

of  the words to search and display al l  uses throughout the transcr ipt .   
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7 . 3 . 4 . 2  T R A N S F O R M  T H E  W A Y  Y O U  T R A N S C R I B E  E V I D E N C E  

As cases make their way through the just ice system, an accurate t ranscript  wi l l  be 

required at  some point .  Manual  t ranscript ion typical ly  takes 4-10 t imes longer to 

produce than the length of  the actual  audio,  meaning there are often lengthy 

backlogs and budget constraints ,  which s low the del ivery of  admissible evidence.  

Furthermore,  dur ing the transcr ipt ion process,  t ranscr ibers are forced to repeatedly 

l isten to potent ial ly  d isturbing audio to ensure accuracy.  To address these issues,  

Axon’s  Transcript ion Assistant offers access to powerful  art i f i c ia l  intel l igence (AI )  and 

an intu it i ve user interface (UI)  to help make transcribing audio faster and more 

eff ic ient .   

Transcript ion Ass istant can produce a machine-generated transcript  f rom evidentiary 

audio and video to offer users a start ing po int when creat ing a report .  This  al lows 

users to quickly make correct ions to the transcr ipt ,  rather than repeatedly l istening 

to a f i le .  Addit ional ly ,  Transcript ion Ass istant tools automatical ly  correct inaccurate 

port ions of  the machine-generated transcript  i f  a user corrects the machine-

generated phrases.  When our thi rd-party v ideo feature is  act ivated,  users can al low 

transcript ion assistant  to process v ideo from any converted source f i le .  

Some of the key features of  Transcript ion Assistant include:  

Correct ions made easy wi th our unique “TAB to conf i rm suggest ion” design 

along with other powerful  keyboard shortcuts 

Customizable speaker labels  

 Integrated into Axon Evidence to help al leviate unnecessary external  emai l  

communicat ion and f i le  exports  

Abi l i ty  to auto-redact audio by select ing words or phrases in the transcript  
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7 . 3 . 5  R E D A C T I N G  E V I D E N C E  

Within Axon 

Evidence,  users 

can leverage our 

bui l t - in redact ion 

suite—which 

includes our ful l - featured Redact ion Studio,  automatic Redact ion Assistant tools ,  and 

basic redact ion capabi l i t ies—direct ly f rom the cloud.  Users can ei ther manual ly 

redact evidence with precis ion us ing the Redact ion Studio or ut i l i ze automated 

Redact ion Assis tant tools to expedite the redact ion process.  

As changes are made and redact ions are created,  Axon Evidence never a lters an 

original  evidence f i le .  Instead,  the system generates a l is t  of  each redact ion 

associated with the ev idence f i le ,  which can be accessed from the Redact ion tab 

under the media player on the Evidence Detai ls  page.  As mult iple redact ions are 

made,  th is  l ist  can help users easi ly  access their redact ions and ensure evidence 

integrity is  maintained.   

Redact ion Studio (supported on Microsoft  Edge,  F i re fox,  Chrome, and Safari )  a l lows 

users to rev iew,  p layback,  and redact an evidence f i le ,  as wel l  as ut i l i ze redact ions 

and annotat ion tools to determine what can be seen and heard when viewing a v ideo 

or image.   

Redact ion Assis tant tools are an add-on to Redact ion Studio and provide powerful  

automated processes to track and redact common objects found in evidence f i les 

such as faces,  l i cense plates,  and MDT/MDCs.  By automatical ly  t racking these objects 

v ia a s ingle button cl ick,  the Redact ion Assis tant tools begin scanning the evidence 

f i le  for any of  the selected objects and apply masks throughout the video.  

Users can download a  Redact ion Act iv i ty Report for evidence redact ions done 

through Redact ion Studio.  The Redact ion Act iv i ty Report l is ts  objects added to a 

piece of  evidence via Redact ion Assis tant tools or with Redact ion Studio.   

 

B A S I C  R E D A C T I O N  

T O O L S  

R E D A C T I O N  T O O L S  

S T U D I O  

R E D A C T I O N  

A S S I S T A N T  T O O L S  

Manual  Redact ion 

Object Tracker 

Skin Blur  

 

Manual  Mask 

Object Tracker 

Audio Mask 

Extract  Audio  

Add Disclaimer 

Redact Image 

Document Redact ion 

Text  

 

MDT/MDC Tracker 

License Plate Tracker 

Faces Tracker 
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B A S I C  R E D A C T I O N  T O O L S  

Manual  

Redact ion 

The Manual  Redact ion tool  wi l l  

automatical ly  apply stat ic masks 

to a v ideo with precis ion and 

accuracy.  

 

 

 
 

Object  

Tracker 

The Object Tracker tool  a l lows 

users to set a f rame around 

objects in the video for the 

system to automatical ly  t rack 

and redact .  

 
 

 

Sk in Blur 

Redact ion 

The Skin Blur tool  a l lows users 

to set a frame around a person 

in a v ideo so that the system 

can automatical ly  search for and 

blur skin tones throughout the 

ent i rety of  the v ideo.  

  
 

R E D A C T I O N  S T U D I O  T O O L S  

Manual  

Mask 

The Manual  Mask or Frame-by-

Frame Manual  Redact ion tool  

a l lows users to add a mask or 

out l ine marker to a v ideo 

whether i t  is  paused or being 

plated.  Th is  al lows users to 

apply masks and outl ine markers 

to speci f ic f rames throughout 

the v ideo,  each of  which can be 

extracted as a redact ion.  
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Audio 

Mask 

The Audio Mask tool  a l lows 

users select  port ions of  audio 

they would l ike to mute (red 

area in image) ,  or to add a short  

bleep to a sect ion of  v ideo 

where audio has been redacted.  

 

 

Extract  

Audio  

The Extract  Audio opt ion al lows 

users to extract  the audio only 

track f rom a video f i le  in an 

.mp3 format.  

  
 

Add 

Disc laimer 

The Add Disclaimer tool  a l lows 

users to select  and add an 

agency-def ined discla imer to the 

beginning of  a redacted video.  

  
 

Redact 

Image 

The Redact Image too l  a l lows 

users to apply a redact ion mask 

to an image f i le .  Users  can 

change the mask blur level  as 

needed and rotate the image.  

 
 

 

Document 

Redact ion 

The Document Redact ion tool  

a l lows users to redact  text ,  add 

masks ,  and add text annotat ions 

to PDF f i les .  

  
 

Annotat ion 

Tools  

Annotat ion tools al low users to 

add outl ine markers and text to 

v ideo redact ions .  Frames can 

ca l l  at tent ion to a part icular 

object ,  as wel l  as fo l low the 

object  as the video progresses .  

The Text tool  a l lows users to 

place text in a v ideo.  
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Bulk 

Redact ion 

Users can select  mult iple 

evidence f i les at  once and 

init iate a bulk redact ion.  This  

creates copies of  the original  

v ideos,  appl ies a blur f i l ter over 

the ent i rety al l  v ideos and 

removes audio.  

 

A X O N  R E D A C T I O N  A S S I S T A N T  T O O L S  

MDT/MDC 

Tracker 

Automatica l ly  ident i f ies the 

MDT/MDC throughout a v ideo.  

 
 

L icense 

Plate 

Tracker 

Automatica l ly  tracks a  l icense 

plate throughout a v ideo.  

 
 

Faces 

Tracker 

Automatica l ly  tracks a  face 

throughout a v ideo.  
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7 . 4  U S E R / R O L E  M A N A G E M E N T  

7 . 4 . 1  U S E R  A C C E S S  

Axon Evidence uses a Role-Based Access Control  (RBAC) to al low appointed Axon 

Evidence administrators to conf igure granular,  ro le-based permiss ions for users.  

From an access-control led Administrat ion page in the Axon Evidence interface,  

adminis trators assign each user a role to determine their permissions,  and their 

permissions control  levels  of  access to data,  features,  and funct ions wi thin the 

solut ion.  An unl imi ted number of  roles can be supported and provide granular access 

permissions to al low you to conf igure the system to mirror normal  operat ing 

procedures.  Administrators can also add and edit  roles as needed.  

This  ensures only author ized individuals can view and perform authorized act ions on 

the data.  Axon Evidence a lso supports customer s ingle s ign-on (SSO) and account 

registrat ion over Security Assert ion Markup Language (SAML) to enable integrat ion 

into exis t ing agency identity serv ices.  

Axon Evidence supports integrat ion wi th Act ive Directory and S ingle Sign-On (SSO) 

al lowing users to log in with their agency credentia ls  and uses your network to 

authenticate users.  Us ing the industry-standard SAML protocol  le ts you retain 

central ized control  o f  user access to Axon Evidence and provides enhanced secur ity ,  

as usernames and passwords are not sent to Axon Evidence.  Axon Evidence supports 

di rectory integrat ion and updates v ia API ,  SCIM, or AD Sync Tool .   

Axon Evidence supports enhanced access controls  including password complexity 

requirements,  fa i led login l imits ,  and enforced t imeout sett ings.  Passwords for 

system and appl icat ion administrat ion require nine-character passwords and contain 

at  least  three of  the four-character categories (Upper Letter,  Lower Letter ,  Number,  

Symbol) ,  as wel l  as an opt ional  special  character.  Step-up authenticat ion is  

performed using a one-t ime,  6-character code del ivered out-of-band to a previously 

authenticated device.   

Axon Evidence also requires mult i - factor authenticat ion (MFA) by defaul t  for a l l  users 

accessing the system. The method for the MFA security chal lenge is  customizable at  

login;  SMS text ,  authenticator appl icat ion,  and emai l  are avai lable opt ions.  Users wi l l  

be able to mark dev ices as Trusted,  meaning they wi l l  not be prompted for the 

addit ional  MFA code when logging in f rom the device going forward unless Axon 

identi f ies an unusual  r isk.  In addi t ion to the required MFA upon login,  when a user or 

adminis trator completes cri t ical  act ions,  they must respond to an MFA chal lenge as 

an addi t ional  layer of  secur ity .  
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Each of the fol lowing categories is  expandable,  enabl ing more granular permissions 

to be conf igured.  Permiss ions are broken into several  groups.  

P E R M I S S I O N  D E S C R I P T I O N  

Login AccessLogin AccessLogin AccessLogin Access     Determines systems a user can log into.  

User AccessUser AccessUser AccessUser Access     Determines act ions a user can take when us ing the system.  

Admin Admin Admin Admin AccessAccessAccessAccess     Determines adminis trat ive act ions a user can take.  

Search and Search and Search and Search and 

Report ing AccessReport ing AccessReport ing AccessReport ing Access     

Determines what search funct ional i ty a user wi l l  have when 

using the system, as wel l  as i f  reports can be generated.  

Command Command Command Command 

HierarchyHierarchyHierarchyHierarchy     

Determines i f  a user can add or remove groups f rom the 

Command Hierarchy.  

MapMapMapMap    Determines i f  a user can edit  locat ion names within maps.  

Evidence Evidence Evidence Evidence 

Creat ionCreat ionCreat ionCreat ion     

Determines the methods in which a user can upload external  

evidence f i les into the system.  

Evidence Evidence Evidence Evidence 

ManagementManagementManagementManagement     

Determines abi l i ty  to create,  review,  edi t ,  share,  restr ict ,  and 

manage evidence.  

Case Case Case Case 

ManagementManagementManagementManagement     

Determines abi l i ty  to create,  review,  edi t ,  share,  and manage a 

case.  

Emai l  Noti f icat ion Emai l  Noti f icat ion Emai l  Noti f icat ion Emai l  Noti f icat ion 

PreferencesPreferencesPreferencesPreferences     

Determines what emai l  not i f i cat ions wi l l  be received by a user.  

System StatusSystem StatusSystem StatusSystem Status     Determines i f  a user can view the Axon System Status page.  

ALPRALPRALPRALPR    Determines abi l i ty  to access ALPR funct ional i t ies .  

Axon Axon Axon Axon 

PerformancePerformancePerformancePerformance     

Determines abi l i ty  to conf igure sett ings,  v iew performance 

metrics ,  and init iate or v iew pol icy and video reviews.  

Axon RespondAxon RespondAxon RespondAxon Respond    Determines act ions such as v iewing locat ion maps ,  audit  logs ,  

and l i vestreams,  as wel l  as accessing videos on a device or 

marking alerts as false  or resolved.  

 

7 . 4 . 2  G R O U P S  

The Axon Evidence Groups feature complements the RBAC system,  prov iding 

addit ional  control  over what evidence can be viewed by users by leveraging an access 

control  workf low to grant access to group members.  This  can reduce the number of  

indiv idual  users that have to be added to or removed from an evidence access l ist  

(described below) .   
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7 . 4 . 3  A C C E S S  R E S T R I C T I O N  L I S T S  A N D  C A T E G O R I E S  

Axon Evidence supports comprehens ive access workf lows to protect the privacy of  

information through restr ict ions.  Restrict ing evidence wi l l  prohibit  users f rom 

accessing f i les that would normal ly be able to v iew the f i le  by default .  Administrators 

can ef fect ively enforce  vary ing classi f icat ions  of  information conf identia l i ty by 

applying restr ict ions through evidence Access L ists and Retent ion Categories 

(conf igurable categor ies that identi fy f i le  type or content ,  control  system retent ion 

periods,  and al low or prohibit  user access) .  

Each evidence f i le  has  i ts  own access l ist ,  so  adminis trators can granularly manage 

access to speci f ic f i les  by users and groups .  Based on their roles and permissions,  

authorized users can restr ict  evidence f i les and add and remove users and groups 

from the f i les ’  corresponding access l is ts .   

7 . 4 . 4  S H A R I N G  E V I D E N C E  

Axon Evidence enables users to share content wi th internal  and external  

stakeholders without the need for addit ional  l icenses.  This  includes other agencies 

already using Axon Ev idence or Axon Just ice Premier,  as wel l  as external  users who 

do not have Axon Ev idence accounts .   

7 . 4 . 4 . 1  S H A R I N G  W I T H  O U T S I D E  A G E N C Y  A X O N  E V I D E N C E  

U S E R S   

Axon Evidence makes i t  easy to share evidence and cases with other Axon Evidence 

agencies ,  as wel l  as those ut i l iz ing our Just ice Premier solut ion for  prosecutors and 

publ ic defenders .  S ince these external  users  already have Axon Evidence credentials ,  

shared evidence can be used in the same way as their own digi tal  evidence.  After 

evidence is  added to Axon Evidence ,  a user can s imply share the case wi th any of  

their t rusted partner agencies with Axon Evidence credentials .  

As users share evidence with partner agencies,  the partner agencies wi l l  only have 

access to the data a user has chosen to share v ia an access l ist .  A l l  unshared data 

remains completely unavai lable.  

When f i les are shared with a partner agency,  Axon Evidence sends a copy of  the f i les 

and their associated metadata,  which the partner agency can manage independently 

without af fect ing the original  evidence.  Any evidence that is  shared is  preserved in i ts  

original  form in the sharer ’s  instance of  Axon Ev idence.  

7 . 4 . 4 . 2  S H A R I N G  W I T H  N O N - A X O N  E V I D E N C E  U S E R S  

A user can share evidence wi th those who are not Axon Ev idence users by emai l ing a 

download l ink to an external  emai l  address .  Audit  Tra i ls ,  Table of  Contents ,  and 

Transcripts ,  an Optional  Message and the Durat ion in days that the share is  act ive ,  

can a l l  be shared wi th the core ev idence.   

Al l  included documents wi l l  be made avai lable v ia a ZIP folder,  which a recipient can 

access wi thout having to s ign into an Axon Evidence account.   
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There are no addit ional  authorizat ions or l i censes required by Axon to share f i les 

using this  method.  However,  please note that access can no longer be central ly  

control led once i t  is  downloaded local ly .  

 

7 . 4 . 4 . 3  D A T A  E X P O R T  

Users cannot modi fy original  v ideos captured for chain of  custody and chain of  

evidence reasons.  I f  the or iginal  content or v ideo evidence is  uploaded as an MP4 i t  

wi l l  be downloaded as  an MP4 for review. Axon does not apply any proprietary 

formats when f i les are  exported.  This  appl ies with any f i les such as PDF,  DOC, AVI ,  

WAV,  MP3,  AAC,  etc .  At  the t ime of upload an SHA cryptographic hash funct ion is  

generated and used to veri fy the integri ty o f  the content uploaded.  This  SHA hash is  

also avai lable at  t ime of download for veri f i cat ion of  authent ici ty .   

 


