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REQUEST FOR QUOTATION
West Virginia Lottery
Network Penetration Testing and Cybersecurity Assessments

3.4.11.1 This certification is only applicable to Website Penetration Services

3.5 Vendor must comply with the Center for Internet Security methodology and employ
techniques and guidelines from the Open Web Application Security Project
(OWASP) Top 10 Project and the NIST SP 800-115 Information Security Testing
and Assessment technical guide.

3.6 Background Checks: Prior to award and upon request, the Vendor must provide
names, addresses, and fingerprint information for a law enforcement background
check for any Vendor staff working on the Lottery project team.

3.7 Non-Disclosure Agreement (NDA): Prior to award both parties, the Vendor and
Lottery must sign a mutual Non-Disclosure Agreement (NDA), attached as Exhibit —
B, to ensure the confidentiality of the information exposed and proprietary tools and
techniques used during these assessments.

4. MANDATORY REQUIREMENTS:

4.1. External Network Penetration Testing
4.1.1. External Network Penetration Testing may be performed remotely.
4.1.2. Timeframes, testing schedule, target completion dates and exclusions will be
determined in conjunction with the successful vendor.
4.1.3. Must provide a four-phased structure methodology, including reconnaissance,
mapping, discovery, and exploitation.
4.1.3.1.Reconnaissance should include:
4.1.3.1.1. Perform WHOIS, ARIN, and DNS (public server) lookups
4.1.3.1.2. OSINT - Public Searches/Dorks
4.1.3.1.3. Build custom password lists
4.1.3.14.D
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4.14.

4.1.5.

4.1.6.

4.1.7.

4.1.8.

4.1.9.

4.1.3.3.2. Enumerating Network Services (Connect and interact with
services to disclose information, gain access, identify
misconfigurations, etc.)
4.1.3.3.3. Username/Email Enumeration (Validate and guess
usernames/emails using login forms, network services, etc.)
4.1.3.4.Exploitation should include:
4.1.3.4.1. Brute Force Logins (Using discovered username/email
addresses, gain additional access through brute force)
4.1.3.4.2. Exploitation (Using discovered vulnerability information,
exploit vulnerabilities to gain additional access/disclose
information)
4.1.3.4.3. Post-Exploitation and Pivot (Pillage the system to disclose
information and additional vulnerabilities. Repeat the
penetration test steps to attempt to gain privileged access.
Use the compromised systems as a pivot point to attack
other systems that are in scope).
Must identify exploitable vulnerabilities and demonstrate organizational
impact.
Denial of service (DoS) attacks are prohibited for External Network
Penetration Testing services.
A social engineering exercise must be included. This will consist of a single
phishing email scenario targeting approximately 200 active Lottery staff. The
content must be designed to maximize successful phishing, and the email
content and target addresses must be verified and approved by the Lottery.
Heavy load brute force or automated attacks will only be performed with prior
Lottery approval.
Must notify Lottery of any portion or portions of the assessment resulting in
service disruption.
The Lottery must be notified immediately upon identifying any security
vulnerability threatening critical business processes or IT services.

4.1.10. Upon conclusion of the assessment, the Vendor must provide an Executive

Revised 12/12/2017

Summary Report. This report is an overview of all testing results, including

a summary report of the scope and approach, findings, key points of strength

in the assessed infrastructure, and recommendations directed at senior

management.

4.1.10.1. The vendor shall provide a sample of the executive summary report
with their bid response.

4.1.10.2. The report must be submitted to the Lottery electronically for
review.
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4.1.11.Upon conclusion of the assessment the Vendor must provide a Technical
Report. This report details each vulnerability type discovered along with a
critical, high, medium, or low risk rating.
4.1.12.Reports must include specific details for each vulnerability found, including:
4.1.12.1. How the vulnerability was discovered
4.1.12.2. The potential impact of its exploitation.
4.1.12.3. Recommendations for remediation.
4.1.12.4. Vulnerability references
4.1.12.5. The vendor shall provide a sample of the technical report with their
bid response.
4.1.12.6. The report must be submitted to the Lottery electronically for
review.
4.1.13.Upon conclusion of the assessment, the Vendor must provide a Findings
Presentation to the Lottery management team. This presentation shall
provide an overview of strengths, weaknesses, and vulnerabilities identified
throughout the assessment.
4.1.13.1 The findings presentation shall be presented to Lottery in person or
via a conference call presentation, to be determined by Lottery
upon competition of the project.

4.2. Website Penetration Testing
4.2.1. Website Penetration Testing may be performed remotely.
4.2.2. Timeframes, testing schedule, target completion dates and exclusions will be
determined in conjunction with the successful vendor.
4.2.3. The successful vendor must determine static and dynamic page counts.
4.2.4. Any environment, such as production, development, quality assurance, etc.,
may be tested. Each environment will be assessed separately.
4.2.5. Must provide a four-phased structure methodology, including
reconnaissance, mapping, discovery, and exploitation.
4.2.5.1.Reconnaissance should include:
4.2.5.1.1. Perform WHOIS, ARIN, and DNS (public server) lookups
4.2.5.1.2. OSINT - Public Searches/Dorks
4.2.5.1.3. Build custom password lists
4.2.5.1.4. DNS lookups (entities server)
4.2.5.1.5. Gather information from entities web applications
4.2.5.1.6. Analyze metadata
4.2.5.2.Mapping should include:
4.2.5.2.1. SSL/TLS Analysis (Identify accepted SSL/TLS ciphers)
4.2.5.2.2. Virtual Hosting & Load Balancer Analysis
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4.2.5.2.3. Software Configuration Discovery (Identify HTTP
version, web services, scripting languages, third-party web
applications, etc.)
4.2.5.2.4. HTTP Options Discovery (Identity accepted HTTP
methods)
4.2.5.2.5. Web Application Spidering (gather/follow all links)
4.2.5.2.6. Directory Browsing (Identify web directory listings, brute
force common web directory names)
4.2.5.2.7. Web Application Flow (Identify the business logic, flow,
organization, and functionalities of the app)
4.2.5.2.8. Session Analysis (Identify locations where session cookies
are set and analyze predictability)
4.2.5.3.Discovery should include:
4.2.5.3.1. Vulnerability Scanning (Identify vulnerabilities. Open
source tools as well as Commercial: Nessus — network
vulnerability scanner, Burp Suite — web application
scanner)
4.2.5.3.2. Username/Email Enumeration (Validate and guess
usernames/emails using login forms, network services,
etc.)
4.2.5.3.3. Identify Web Application Specific/Web Service Specific
Vulnerabilities (Command/XML/XXE/SQL Injection,
File Inclusion, Directory Traversal, File Upload, XSS,
CSREF, etc.)
4.2.5.3.4. Identify Authentication/Authorization Issues/Bypasses
(Weak access control, weak password policy, session
management, etc.)
4.2.5.4.Exploitation should include:
4.2.5.4.1. Brute Force Logins (Using discovered username/email
addresses, gain additional access through brute force)
4.2.5.4.2. Exploitation (Using discovered vulnerability information,
exploit vulnerabilities to gain additional access/disclose
information)
4.2.5.4.3. Post-Exploitation and Pivot (Pillage the system to
disclose information and additional vulnerabilities.
Repeat the pentest steps to attempt to gain privileged
access. Use the compromised systems as a pivot point to
attack other systems that are in scope).
4.2.6. Must provide identification of prioritized remediation needs, requirements,
and associated risks.
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4.2.7. Testing shall determine if website vulnerabilities exist by testing each

website, including server operating systems, application platforms, and
databases.

4.2.8. Denial of Service (DoS) attacks are required for Website Penetration

Testing and require notification to the Lottery and Lottery approval before
the attack commences.

4.2.9. Heavy load brute force or automated attacks will only be performed with

prior Lottery approval.

4.2.10.Upon conclusion of the assessment, the Vendor must provide an Executive

Summary Report. This report is an overview of all testing results,

including a summary report of the scope and approach, findings, key points

of strength in the assessed infrastructure, and recommendations directed at

senior management.

4.2.10.1. The vendor shall provide a sample of the executive summary
report with their bid response.

4.2.10.2. The report must be submitted to the Lottery electronically for
review.

4.2.11.Upon conclusion of the assessment, the Vendor must provide a Technical

Report. This report details each vulnerability type discovered along with a
critical, high, medium, or low risk rating.

4.2.12.Reports must include specific details for each vulnerability found,

including:

4.2.12.1. How the vulnerability was discovered

4.2.12.2. The potential impact of its exploitation.

4.2.12.3. Recommendations for remediation.

4.2.12.4. Vulnerability references

4.2.12.5. The vendor shall provide a sample of the technical report with
their bid response.

4.2.12.6. The report must be submitted to the Lottery electronically for
review.

4.2.13.Upon conclusion of the assessment, the Vendor must provide a Findings

Revised 12/12/2017

Presentation to the Lottery management team. This presentation shall

provide an overview of strengths, weaknesses, and vulnerabilities identified

throughout the assessment.

4.2.13.1. The findings presentation shall be presented to Lottery in person
or via a conference call presentation, to be determined by Lottery
upon competition of the project.
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4.3. Internal/Client-Side Network Penetration Testing
4.3.1. Internal/Client Side Network Penetration Testing must be performed onsite at all
Lottery locations. Assessing locations remotely or from one central location is
prohibited.
4.3.2. Timeframes, testing schedule, target completion dates and exclusions will be
determined in conjunction with the successful vendor.
4.3.3. Must provide a four-phased structure methodology, including reconnaissance,
mapping, discovery, and exploitation.
4.3.3.1. Reconnaissance should include:
4.3.3.1.1. Identify software versions along with potentially useful
software configurations or settings
4.3.3.1.2. Identify any anti-malware, firewall, and IDS products on the
system
4.3.3.1.3. Gather information about the network (i.e., domain user/group
information, domain computers, password policy)
4.3.3.1.4. Verify the ability to execute scripts or third-party programs
4.3.3.2. Mapping and Discovery should include:
4.3.3.2.1. Identify possible vulnerabilities affecting the provided host
4.3.3.2.2. Determine the possibility of receiving and executing various
malicious payloads
4.3.3.3. Exploitation should include:
4.3.3.3.1. Attempt to bypass anti-malware solutions and security
restrictions, escape restricted environments, and escalate
privileges
4.3.3.3.2. Exploitation (Using discovered vulnerability information,
exploit vulnerabilities to gain additional access/disclose
information)

4.3.4. Must identify prioritized remediation needs, requirements, and associated risks.

4.3.5. Testing shall assess the security of all networked assets, including but not limited
to servers, endpoints, firewalls, network devices, and network monitoring and
management.

4.3.6. Upon conclusion of the assessment, the Vendor must provide an Executive
Summary Report. This report is an overview of all testing results, including a
summary report of the scope and approach, findings, key points of strength in the
assessed infrastructure, and recommendations directed at senior management.

4.3.6.1.Vendor shall provide a sample of the executive summary report with their
bid response.
4.3.6.2. Report must be submitted to Lottery electronically for review.
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4.3.7. Upon conclusion of the assessment, the Vendor must provide a Technical Report.
This report details each vulnerability type discovered along with a critical, high,
medium, or low risk rating.
4.3.8. Reports must include specific details for each vulnerability found, including:
4.3.8.1.How the vulnerability was discovered.
4.3.8.2.The potential impact of its exploitation.
4.3.8.3.Recommendations for remediation.
4.3.8.4. Vulnerability references.
4.3.8.5.The vendor shall provide a sample of the technical report with their bid
response.

4.3.8.6. The report must be submitted to the Lottery electronically for review.

4.3.9. Upon conclusion of the assessment, the Vendor must provide a Findings

Presentation to the Lottery management team. This presentation shall provide an

overview of strengths, weaknesses, and vulnerabilities identified throughout the

assessment.

4.3.9.1.The findings presentation shall be presented to Lottery in person or via a

conference call presentation, to be determined by Lottery upon
competition of the project.

4.4. Wireless Penetration Testing
4.4.1. Wireless Penetration Testing must be performed onsite at all Lottery locations.
Assessing locations remotely or from one central location is prohibited.
4.4.2. Timeframes, testing schedule, target completion dates and exclusions will be
determined in conjunction with the successful vendor.
4.4.3. Must provide a four-phased structure methodology, including reconnaissance,
mapping, discovery, and exploitation.
4.4.3.1. Reconnaissance should include:
4.4.3.1.1. Perform WHOIS, ARIN, and DNS (public server) lookups
4.4.3.1.2. OSINT - Public Searches/Dorks
4.4.3.1.3. Build custom password lists
4.4.3.1.4. DNS lookups (entities server)
4.4.3.1.5. Gather information from entities web applications
4.4.3.1.6. Analyze metadata
4.4.3.2. Mapping should include:
4.4.3.2.1. Sniffing (establish a baseline of traffic, sniff Wi-Fi, Bluetooth,
Zigbee, and other RF)
4.4.3.2.2. War Walk (map location of access points and their coverage,
identify leakage)
4.4.3.2.3. Identify Rogue Access Points* (Friendly, malicious, or
unintended access points)
Revised 12/12/2017
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4.4.3.2.4. Full access to the buildings will be granted to the testing team
4.4.3.3. Discovery should include:
4.4.3.3.1. Identify Points of Attack (Identify WEP networks, capture
WPA/WPA2 PSK key exchanges, identify clients for evil-twin
and MiTM attacks
4.4.3.3.2. Enumerating Services (Connect and interact with services on
APs, Bluetooth Devices, and other RF devices to disclose
misconfigurations
4.4.3.3.3. Vulnerability Scanning (Identify vulnerabilities)
4.4.3.4. Exploitation should include:
4.4.3.4.1.AP Attacks (Exploit hotspots, perform MiTM attacks, crack
WEP, crack WPA/WPA2 PSK, etc.)
4.4.3.4.2.Client Attacks (Perform Evil-Twin attacks, perform rogue AP
attacks, MiTM, etc.)
4.4.3.4.3.Denial of Service where applicable and with prior Lottery
approval
4.4.3.4.4.Bluetooth/Zigbee/SDR Attacks where applicable and with prior
Lottery approval

4.4.4. Must identify prioritized remediation needs, requirements, and associated risks.

4.4.5. Testing shall assess the security of all wireless assets.

4.4.6. Upon conclusion of the assessment, the Vendor must provide an Executive
Summary Report. This report is an overview of all testing results, including a
summary report of the scope and approach, findings, key points of strength in the
assessed infrastructure, and recommendations directed at senior management.

4.4.6.1.Vendor shall provide a sample of the executive summary report with their
bid response.
4.4.6.2.Report must be submitted to Lottery electronically for review.

4.4.7. Upon completing the assessment, the Vendor must provide a Technical Report.
This report details each vulnerability type discovered and assigns a critical, high,
medium, or low risk rating.

4.4.8. Reports must include specific details for each vulnerability found, including:

4.4.8.1.How the vulnerability was discovered.

4.4.8.2.The potential impact of its exploitation.

4.4.8.3.Recommendations for remediation.

4.4.8.4.Vulnerability references.

4.4.8.5.The vendor shall provide a sample of the technical report with their bid
response.

4.4.8.6.The report must be submitted to the Lottery electronically for review.
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4.4.9. Upon the conclusion of the assessment, the Vendor must present a Findings
Presentation to the Lottery management team. This presentation shall provide an
overview of the strengths, weaknesses, and vulnerabilities identified throughout
the assessment.
4.4.9.1.The findings presentation shall be presented to Lottery in person or via a

conference call presentation, to be determined by Lottery upon
competition of the project.

5. CONTRACT AWARD:

5.1 Contract Award: The Contract is intended to provide Agency with a purchase
price for the Contract Services. The Contract shall be awarded to the Vendor that
provides the Network Penetration Testing and Cybersecurity Assessments meeting
the required specifications for the lowest total bid amount as shown on the Pricing
Pages.

5.2 Pricing Page: Vendor should complete the Pricing Page by entering the unit cost
per assessment and reports as a fixed amount for all penetration testing,
vulnerability assessments, reports and findings presentation to calculate the
extended amount. Then add all extended amount line items together to get the total
bid amount. Vendor should complete the Pricing Page in full as failure to complete
the Pricing Page in its entirety may result in Vendor’s bid being disqualified.

The Pricing Page contains an estimated number for assessments. The estimates
represent an amount that will be utilized for evaluation purposes only. No future
use of the Contract or any individual item is guaranteed or implied.

Vendor should type or electronically enter the information into the Pricing Pages
through wvOASIS, if available, or as an electronic document. In most cases, the
Vendor can request an electronic copy of the Pricing Pages for bid purposes by
sending an email request to the following address: brandon.l.barr@wv.gov

6. PERFORMANCE: Vendor and Agency shall agree upon a schedule for performance
of Contract Services and Contract Services Deliverables, unless such a schedule is
already included herein by Agency. In the event that this Contract is designated as an
open-end contract, Vendor shall perform in accordance with the release orders that may
be issued against this Contract.
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7. PAYMENT: Agency shall pay the hourly rate, as shown on the Pricing Pages, for all Contract
Services performed and accepted under this Contract. Vendor shall accept payment in
accordance with the payment procedures of the State of West Virginia.

8. TRAVEL: Vendor shall be responsible for all mileage and travel costs, including travel time,
associated with performance of this Contract. Any anticipated mileage or travel costs may be
included in the flat fee or hourly rate listed on Vendor’s bid, but such costs will not be paid by
the Agency separately.

9. FACILITIES ACCESS: Performance of Contract Services may require access cards
and/or keys to gain entrance to Agency’s facilities. In the event that access cards and/or
keys are required:

9.1.Vendor must identify principal service personnel which will be issued access
cards and/or keys to perform service.

9.2.Vendor will be responsible for controlling cards and keys and will pay
replacement fee, if the cards or keys become lost or stolen.

9.3.Vendor shall notify Agency immediately of any lost, stolen, or missing card or
key.

9.4.Anyone performing under this Contract will be subject to Agency’s security
protocol and procedures.

9.5.Vendor shall inform all staff of Agency’s security protocol and procedures.

10. VENDOR DEFAULT:
10.1. The following shall be considered a vendor default under this Contract.

10.1.1.Failure to perform Contract Services in accordance with the requirements
contained herein.

10.1.2.Failure to comply with other specifications and requirements contained
herein.

10.1.3.Failure to comply with any laws, rules, and ordinances applicable to the
Contract Services provided under this Contract.

10.1.4.Failure to remedy deficient performance upon request.
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10.2. The following remedies shall be available to Agency upon default.
10.2.1.Immediate cancellation of the Contract.

10.2.2.Immediate cancellation of one or more release orders issued under this
Contract.
10.2.3. Any other remedies available in law or equity.

11. MISCELLANEOUS:

11.1. Contract Manager: During its performance of this Contract, Vendor must
designate and maintain a primary contract manager responsible for overseeing
Vendor’s responsibilities under this Contract. The Contract manager must be
available during normal business hours to address any customer service or other
issues related to this Contract. Vendor should list its Contract manager and his or
her contact information below.

Contract Manager: _Haymanot Cummings
Telephone Number: 804-767-3274

Fax Number:

Email Address: hcummings@presidio.com

Revised 12/12/2017
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EXHIBIT B
NON-DISCLOSURE AGREEMENT (NDA)

MUTUAL NON-DISCLOSURE AGREEMENT

This Mutual Non-Disclosure Agreement (“Agreement”) is entered into by and between the
West Virginia Lottery, with its principal offices located at 900 Pennsylvania Avenue
Charleston, WV 25302 (“Lottery”), and Presidio Networked Solutions LLC ’
with its principal offices located at _1 Penn Plaza, Suite 2501, New York, NY 10119 (“Party of the
second part”), with an Effective Date of . Lottery and Party of the second
party also are referred to herein individually as a “party”, or collectively as the “parties”.

WHEREAS, the parties to this Agreement may wish to exchange certain information
related to the provision of certain information or communication technology services by one party
of interest to the other party; and

WHEREAS, the parties agree that improper disclosure of either party’s Confidential
Information, as defined below, by the other party could cause material harm to the party whose
Confidential Information was improperly disclosed;

NOW THEREFORE, in order to protect certain Confidential Information that may be
disclosed between the parties, Lottery and Alpha agree to maintain the confidentiality of the
Confidential Information as follows:

I.  Definition of Confidential Information. The "Confidential Information" disclosed under
this Agreement is defined as follows:

Any data or information that is proprietary to the disclosing party and not generally known
to the public, whether in tangible or intangible form, whenever and however disclosed,
including, but not limited to: (1) any marketing strategies, plans, financial information, or
projections, operations, sales estimates, business plans and performance results relating to
the past, present or future business activities of such party, its affiliates, subsidiaries and
affiliated companies; (ii) plans for products or services, and customer or supplier lists; (iii)
any scientific or technical information, invention, design, process, procedure, formula,
improvement, technology or method; (iv) any concepts, reports, data, know-how, works-
in-progress, designs, development tools, specifications, computer software, source code,
object code, flow charts, databases, inventions, intellectual property, and trade secrets; (v)
solicitation for proposals, responses to proposals, bids, or information disclosed in
connection with such solicitation, response, or bid; (vi) any other information that should
reasonably be recognized as confidential information of the disclosing party.

II. Disclosure Period and Term. This Agreement protects against the disclosure of
Confidential Information which is disclosed between the parties during each party’s
performance of its obligations associated with that certain CRFQ Agreement executed
between the parties on (the “Effective Date™) and 3 year(s) after the
termination of such Agreement (“Disclosure Period”). Therefore, the duty of a recipient of
Confidential Information to protect such Confidential Information disclosed under this
Agreement begins on the Effective Date and expires 3 year(s) after the end of Disclosure




III.

IVv.

VI.

VIIL.

EXHIBIT B
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Period. Upon termination of this Agreement or upon the disclosing party’s request, the
recipient shall cease use of Confidential Information and return or destroy it.

Use of Confidential Information. A party hereunder receiving Confidential Information
shall use such Confidential Information solely for the purposes of, as applicable to the
recipient, understanding current business activities of a party, soliciting a proposal for
certain information technology services, responding to such proposal solicitation,
reviewing solicitation responses, tendering a bid, or discussions or negotiations related to
such solicitation, proposal, or bid.

Protection of Confidential Information. Each party shall not disclose the Confidential
Information of the other party to any third party. The recipient shall protect the
Confidential Information by using the same degree of care, but no less than a reasonable
degree of care, to prevent the unauthorized use, dissemination or publication of the
Confidential Information as the recipient uses to protect its own confidential information
of a like nature. A recipient shall restrict disclosure of Confidential Information to its
employees, provided that such employees (i) have a need to know, and (ii) are bound by
obligations of confidentiality equally as restrictive as the terms of this Agreement.

Exclusions. This Agreement imposes no obligation upon the recipient with respect to
Confidential Information which: (a) was in the recipient’s possession before receipt from
the disclosing party; (b) is or becomes a matter of public knowledge through no fault of the
recipient; (c) is rightfully received by the recipient from a third party without a duty of
confidentiality; (d) is disclosed by the disclosing party to a third party without a duty of
confidentiality on the third party; (e) is independently developed by the recipient; (f) is
disclosed under operation of law; or (g) is disclosed by the recipient with the disclosing
party’s prior written approval.

Miscellaneous. Neither party to this Agreement shall acquire any intellectual property
rights nor any other rights under this Agreement except the limited right to use as set forth
in this Agreement. This Agreement does not prevent either Party from competing with one
another for work or clients unless the parties specifically agree otherwise, in writing, as to
a specific client. Each disclosing party warrants and represents that the Confidential
Information and other information provided which is necessary to the purposes described
hereunder, are true and correct to the best of the disclosing party’s knowledge and belief.
Nothing in this Agreement shall be construed to preclude either party from developing,
using, marketing, licensing, and/or selling any software or other material that is developed
without reference to the Confidential Information.

Export Administration. Each party to this Agreement agrees to comply fully with all
relevant export laws and regulations of the United States and other countries to assure that
no Confidential Information or any portion thereof is exported, directly or indirectly, in
violation of such laws.

VIII.No_Obligation to Purchase or Offer Products or Services. Neither party has an

obligation under this Agreement to purchase or otherwise acquire any service or item from



IX.

EXHIBIT B
NON-DISCLOSURE AGREEMENT (NDA)

the other party. Neither party has an obligation under this Agreement to commercially
offer any products using or incorporating the Confidential Information. The disclosing
party may, at its sole discretion, offer such products commercially and may modify them
or discontinue such offerings at any time.

General. The parties do not intend that any agency or partnership relationship be created

between them by this Agreement. This Agreement sets forth the entire agreement with
respect to the Confidential Information disclosed herein and supersedes all prior or
contemporaneous agreements concerning such Confidential Information, whether written
or oral. All additions or modifications to this Agreement must be made in writing and must
be signed by both parties. This Agreement and all matters arising out of or relating to this
Agreement shall be governed by the laws of the State of West Virginia. The parties agree
that the information provided as allowed by this Agreement will not contain any proprietary
technical or confidential contractual information, or any financial information related to
the relationship between Alpha and its partners. As a result, damages will not be included
as a remedy.

The undersigned authorized representatives of each party have agreed to be legally bound by the
terms of this Agreement as of the Effective Date shown above.

WEST VIRGINIA LOTTERY

By:

Name:

Title:

Presidio Networked Solutions LLC (VENDOR)

G~

By:Jav Staples (Mar 20, 2024 08:13 EDT)

Name:

Title:

Jay Staples

Assistant General Counsel




® DATE (MM/DD/YYYY
ACORD CERTIFICATE OF LIABILITY INSURANCE ( !

2/26/2024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

F;\lil(():[grcilszlnsurance Services §§§EECT Christine Richardson FAX
150 S. Warner Road (AIC No, Ext) 610-279-8550 (AIC, No); 610-279-8543
Suite 460 ADDREsS: Crichardson@mcgriff.com
King Of Prussia PA 19406-2639 INSURER(S) AFFORDING COVERAGE NAIC #
INSURER A : Federal Insurance Company 20281
INSURED ) 150PRESIINC| \nsurer B : Great Northern Insurance Company 20303
E%E%}E?r:tcﬂddmgs (Delaware) LP INSURER ¢ : Chubb Custom Insurance Company 38989
12100 Sunset Hills Road - Suite 300 INSURER D : American Zurich Insurance Company 40142
Reston VA 20190 INSURER E :
INSURERF :
COVERAGES CERTIFICATE NUMBER: 1960087625 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR ADDL [SUBR POLICY EFF POLICY EXP

LTR TYPE OF INSURANCE INSD | WVD POLICY NUMBER (MM/DD/YYYY) | (MM/DD/YYYY) LIMITS
B | X | COMMERCIAL GENERAL LIABILITY 35852422BAL 10/1/2023 10/1/2024 EACH OCCURRENCE $ 1,000,000
DAMAGE TO RENTED
CLAIMS-MADE OCCUR PREMISES (Ea occurrence) | $ 1,000,000

MED EXP (Any one person) $10,000

PERSONAL & ADV INJURY $ 1,000,000

GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
POLICY RO |:| Loc PRODUCTS - COMP/OP AGG | $ 2,000,000
OTHER: $
A | AUTOMOBILE LIABILITY 73543321 10/1/2023 | 10/1/2024 | GOMBINED SINGLELIMIT | 51,000,000
X | ANY AUTO BODILY INJURY (Per person) | $
OWNED SCHEDULED -
—AzesonY L AJIoS e OPERIVORMAGE
AUTOS ONLY AUTOS ONLY (Per accident) $
X | comp $1,000 X | coll $1,000 $
A | X | UMBRELLA LIAB X OCCUR 79857023 10/1/2023 10/1/2024 EACH OCCURRENCE $ 25,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE $ 25,000,000
DED ‘ X ‘ RETENTION S $
D |WORKERS COMPENSATION WC980925910 3/1/2024 312025 X [BRpe [ [ 98
AND EMPLOYERS' LIABILITY YIN
ANYPROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT $ 1,000,000
OFFICER/MEMBEREXCLUDED? I:I N/A
(Mandatory in NH) E.L. DISEASE - EA EMPLOYEE| $ 1,000,000
If yes, describe under
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT | $ 1,000,000
C | Prof/E&O, Cyber D95452796 10/1/2023 10/1/2024 | Per claim/Agg $10,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required)
Named Insureds:

BCEC-Port Holdings (Delaware) LP

Port Holdo Inc.

Port Midco, LLC

Presidio, Inc.

Presidio Holdings Inc.

Presidio IS LLC

Presidio LLC
See Attached...
CERTIFICATE HOLDER CANCELLATION
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
) THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
BCEC-Port Holdings (Delaware) LP ACCORDANCE WITH THE POLICY PROVISIONS.
Presidio Inc.

12100 Sunset Hills Road AUTHORIZED REPRESENTATIVE

Suite 300
resion VAT oud fr M
|

© 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD




AGENCY CUSTOMER ID: 150PRESIINC

LOC #:
: ) o
ACORD ADDITIONAL REMARKS SCHEDULE Page 1 of 1
AGENCY NAMED INSURED
McGiriff Insurance Services ECE%TP?rt Holdings (Delaware) LP
residio Inc.
POLICY NUMBER 12100 Sunset Hills Road - Suite 300

Reston VA 20190

CARRIER NAIC CODE

EFFECTIVE DATE:

ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,
FORM NUMBER: 25 FORM TITLE: CERTIFICATE OF LIABILITY INSURANCE

Presidio Capital Funding LLC

Presidio Networked Solutions LLC

Presidio Technology Capital, LLC

Presidio Government Solutions LLC
Presidio Networked Solutions Group, LLC
3rd Ave. Creative Marketing & Branding LLC
Rove, LLC

CloudiX, Inc.

Evidence of coverage for 8161 Maple Lawn Blvd. Suite 150, Fulton, MD 20759

ACORD 101 (2008/01) © 2008 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD



