West Virginia

Purchasing Division

The following documentation is an electronically-
submitted vendor response to an advertised
solicitation from the West Virginia Purchasing
Bulletin within the Vendor Self-Service portal at
wWVOASIS.gov. As part of the State of West Virginia’s
procurement process, and to maintain the
transparency of the bid-opening process, this
documentation submitted online is publicly posted
by the West Virginia Purchasing Division at
WVPurchasing.gov with any other vendor responses
to this solicitation submitted to the Purchasing
Division in hard copy format.
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Kenneth Westrick - President 12/10/2022
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ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.:CRFQ AGO23*001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by
completing this addendum acknowledgment form. Check the box next to each addendum
received and sign below. Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

Addendum No. 1 [ Addendum No. 6
[] Addendum No. 2 [J Addendum No. 7
[J Addendum No. 3 [] Addendum No. 8
[J Addendum No. 4 [[] Addendum No. 9
[] Addendum No. 5 [] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid.
1 further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only
the information issued in writing and added to the specifications by an official addendum is
binding.

Comp Solutions, LLC

Company
Kervnebh J Werdr~iick
Authorized Signature

12/10/2022
Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite
document processing.

Revised 11/1/2022



REQUEST FOR QUOTATION
Cisco Firewall Subscription and Support

SPECIFICATIONS

1. PURPOSE AND SCOPE: The West Virginia Purchasing Division is soliciting bids on
behalf of that WV Attorney General’s Office (WVAGO) to purchase licenses that would
allow the WVAGO firewalls to support Intrusion Prevention, Advanced Malware and
URL Filtering and to provide support and maintenance of our network switches. These
license subscriptions should be a term of 5 years and provide support and maintenance by
the firewall and network switch manufacturer.

Current Operating Environment:

A. The WVAGO has various firewalls and network switches throughout the agency. The
WVAGO currently has one firewall and switch at the Primary Data Center, one each
at our Martinsburg extension office, one each at our Medicaid Fraud Control Unit
office, and one each at our 812 Quarrier Street office. The license subscription should
enable all firewalls (total of 4) to support Intrusion Prevention, Advanced Malware
and URL Filtering as well as support and maintenance for our network switches for a
term of 5 years.

B. License and Supporting Details

Cisco Firepower 2110 (NGFW)
Cisco Firepower 2110 (NGFW)
Cisco Firepower 2110 (NGFW)
Cisco Firepower 2110 (NGFW)
Cisco Catalyst 3850
Cisco Catalyst 3850
Cisco Catalyst 3850
Cisco Catalyst 3850

PN R W=

Agency Account Name: WV Attorney General
Physical Address: 1900 Kanawha Blvd. E., Bldg 1, Room E-26,
Charleston, WV 253005
Account Contact: Xavier Ibanez
e Account Email: servicedesk@wvago.gov

Response Notes

1. The firewalls and switches requiring licenses are installed at the Primary Data Center
in Charleston, WV as well as in our extension offices in Charleston and Martinsburg.

Revised 10/27/2014



REQUEST FOR QUOTATION
Cisco Firewall Subscription and Support

2. Any references to specific devices above are general in nature, the Price Sheet
attached as Exhibit A controls the specific requirements to be covered by this
procurement.

2. DEFINITIONS: The terms listed below shall have the meanings assigned to them
below. Additional definitions can be found in section 2 of the General Terms and
Conditions.

2.1 “Contract Item” means Cisco Firewall and Network Switch Subscriptions and
Support as more fully described by these specifications.

2.2 “Pricing Page” means the pages, contained in wvOASIS or attached as Exhibit A,
upon which Vendor should list its proposed price for the Contract Items.

2.3 “Solicitation” means the official notice of an opportunity to supply the State with
goods or services that is published by the Purchasing Division..

2.4 “Firewall” means a network security device that monitors and filters incoming and
outgoing network traffic based on an organization’s previously established security
policies. A firewall’s main purpose is to allow non-threatening traffic in and to keep
dangerous traffic out.

2.5 “NGFW? is a next-generation firewall (NGFW) that provides network security
capabilities beyond a tradition, stateful firewall. While a traditional firewall typically
provides stateful inspection of incoming and outgoing network traffic, a next-
generation firewall includes additional features like application awareness and
control, integrated intrusion prevention, and cloud-delivered threat intelligence.

3. GENERAL REQUIREMENTS:

3.1 Mandatory Contract Item Requirements: Contract Item must meet or exceed the
mandatory requirements listed below.

3.1.1 Firewall Licensing

3.1.1.1 Firewall Licensing must include Intrusion Prevention, Advanced
Malware Protection, and URL Filtering.

3.1.1.2 Licensing must be include a 5 year term subscription with support
and maintenance.

Revised 10/27/2014



REQUEST FOR QUOTATION
Cisco Firewall Subscription and Support

3.1.1.3 Licensing must enable Intrusion Prevention, Advanced Malware
Protection, and URL Filtering on 4 WVAGO owned NGFW
FPR2110 firewalls.

3.1.2 Network Switch

3.1.2.1 Network switches must be covered by support and maintenance for
a 5 year term subscription.

4. CONTRACT AWARD:

4.1 Contract Award: The Contract is intended to provide Agencies with a
purchase price for the Contract Items. The Contract shall be awarded to the
Vendor that provides the Contract Items meeting the required specifications
for the lowest overall total cost as shown on the Pricing Pages.

4.2 Pricing Page: Vendor must complete the Pricing Page (Exhibit A) by
providing a Total Bid Amount. Vendor should complete the Pricing Page in
full as failure to complete the Pricing Page in its entirety may result in
Vendor’s bid being disqualified.

Vendor should type or electronically enter the information into the Pricing Page
to prevent errors in the evaluation.

5. PAYMENT:

5.1 Payment: Vendor shall accept payment in accordance with the payment procedures
of the State of West Virginia.

Revised 10/27/2014



REQUEST FOR QUOTATION
Cisco Firewall Subscription and Support

6. DELIVERY AND RETURN:

6.1 Shipment and Delivery: Vendor shall ship the Contract Items immediately after
being awarded this Contract and receiving a purchase order or notice to proceed.
Vendor shall deliver the Contract Items within 60 working days after receiving a
purchase order or notice to proceed. Contract Items must be delivered to Agency at
West Virginia Attorney General’s Office, 1900 Kanawha Blvd. E., Bldg 1, Room E-
26, Charleston, WV 25305.

6.2 Late Delivery: The Agency placing the order under this Contract must be notified
in writing if the shipment of the Contract Items will be delayed for any reason. Any
delay in delivery that could cause harm to an Agency will be grounds for cancellation
of the Contract, and/or obtaining the Contract Items from a third party.

Any Agency seeking to obtain the Contract Items from a third party under this
provision must first obtain approval of the Purchasing Division.

6.3 Delivery Payment/Risk of Loss: Vendor shall deliver the Contract Items F.O.B.
destination to the Agency’s location.

6.4 Return of Unacceptable Items: If the Agency deems the Contract Items to be
unacceptable, the Contract Items shall be returned to Vendor at Vendor’s expense
and with no restocking charge. Vendor shall either make arrangements for the return
within five (5) days of being notified that items are unacceptable, or permit the
Agency to arrange for the return and reimburse Agency for delivery expenses. If the
original packaging cannot be utilized for the return, Vendor will supply the Agency
with appropriate return packaging upon request. All returns of unacceptable items
shall be F.O.B. the Agency’s location. The returned product shall either be replaced,
or the Agency shall receive a full credit or refund for the purchase price, at the
Agency’s discretion.

6.5 Return Due to Agency Error: Items ordered in error by the Agency will be returned
for credit within 30 days of receipt, F.O.B. Vendor’s location. Vendor shall not
charge a restocking fee if returned products are in a resalable condition. Items shall
be deemed to be in a resalable condition if they are unused and in the original
packaging. Any restocking fee for items not in a resalable condition shall be the
lower of the Vendor’s customary restocking fee or 5% of the total invoiced value of
the returned items.

Revised 10/27/2014



REQUEST FOR QUOTATION
Cisco Firewall Subscription and Support

7 VENDOR DEFAULT:

7.1 The following shall be considered a vendor default under this Contract.

7.1.1

7.1.2

7.1.3

7.14

Failure to provide Contract Items in accordance with the requirements
contained herein.

Failure to comply with other specifications and requirements contained
herein.

Failure to comply with any laws, rules, and ordinances applicable to the
Contract Services provided under this Contract.

Failure to remedy deficient performance upon request.

7.2 The following remedies shall be available to Agency upon default.

7.2.1

7.2.2

7.2.3

Revised 10/27/2014

Immediate cancellation of the Contract.

Immediate cancellation of one or more release orders issued under this
Contract.

Any other remedies available in law or equity.



Part Number Description Cost Quantity Total Cost
FS-VMW-10-SW-K9 Cisco Firepower Management Center (VMWare) for 10 devices ( 5 Years) 1
CON-ECMUS-WMWSW10 SOLN SUPP SWSS Cisco Firepower Management Center for 10 devices (5 Years) 1
L-FPR2110T-TMC Cisco FPR2110 Threat Defense Thre, Malware and URL License (S Years) 4
FPR2110-NFGW-K9 Cisco Firepower 2110 Service 8x5xNBD (5 Years) a
WS-C3850-24XS-S Cisco Catalyst 3850 24 Port 10G Fiber Switch Service 8x5xNBD (5 Years) 4

Grand Total

*As Per Section 3 of the RFQ Specifications: Licensing must include Intrusion
Prevention, Advanced Malware Protection and URL Filtering. Licensing must
include a five (5} year term subscription with support and maintenance. Vendors
must fill out this page (Exhibit A) by entering a cost for each item for each 5 year
term to get the Grand total/ Total Bid amount

**Vendors submitting Equivalent brands must clearly identify the alternate items
in their bid and should include any manufacturer's specifications, literature or
any other relevant documentation demonstrating the equality of the alternate
items. This may be required porior to award, and failure to provide such
information may result in bid disqualification.




Department of Administration State of West Virginia

\ |Purchasing Division :
) [2019 Washington Street East Centralized Request for Quote

55} [Post Office Box 50130 Info Technology
y |Charleston, WV 25305-0130

Proc Folder: 1132840
Doc Description: Addendum No. 1- Cisco Threat Defense (or equal)

Reason for Modification:

Addendum No 1 issued to publish
questions and answers

Proc Type: Central Purchase Order
Date Issued Solicitation Closes Solicitation No Version
2022-12-13 2022-12-20 13:30 CRFQ 1500 AGO2300000001 2
BID RECEIVING LOCATION
BID CLERK

DEPARTMENT OF ADMINISTRATION
PURCHASING DIVISION

2019 WASHINGTON STE
CHARLESTON WV 25305

us

VENDOR

Vendor Customer Code: \/S0000041928V S
Vendor Name : Comp Solutions, LLC

Address : 32 Brushy Ridge Court
Street :

City : Pittsburgh
State : PA Country : United States

Principal Contact : Kenneth Westrick

Vendor Contact Phone: 412-551-0361 Extension:

Zip : 15239-1140

FOR INFORMATION CONTACT THE BUYER
Toby L Welch

(304) 558-8802
toby L.welch@wv.gov

Vendor .
Signature X i/<_Q/V\/\I\.9j/‘/\ J WeA ik FEIN# 264468316

DATE 12/19/2022

All offers subject to all terms and conditions contained in this solicitation

Date Printed:  Dec 13, 2022 Page: 1

FORM ID: WV-PRC-CRFQ-002 2020/05




ADDITIONAL INFORMATION - ,
Addendum No 1 is issued for the following reasons:

1) To publish vendor questions with responses.

--no other changes--

INVOICETO = o e . |SHIP TO D .
ATTORNEY GENERAL'S ATTORNEY GENERALS
OFFICE OFFICE
1900 KANAWHA BLVD E 1800 KANAWHA BLVD E
BUILDING 1 RM E-26 BUILDING 1 RM E-26
CHARLESTON wv CHARLESTON wv
us Us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Firewall network security equipment-support,
and maintenance $265,727.72
Comm Code Manufacturer Specification Model #
43222501
Extended Description:

Firewall network security equipment and five (5) year term support and maintenance. Vendors must fill out Exhibit A Pricing page in
its entirety and submit with their bid. Vendors should enter their total bid amount into the contract amount section of the commaodity

Line Event Event Date
Questions are due by 4:00 p.m. 2022-12-09

Date Printed:  Dec 13, 2022 Page: 2 FORM ID: WV-PRC-CRFQ-002 2020/05



SOLICITATION NUMBER : CRFQ AGO 2300000001
Addendum Number: 1

The purpose of this addendum is to modify the solicitation identified as
(“Solicitation™) to reflect the change(s) identified and described below.

Applicable Addendum Category:
[ ] Modify bid opening date and time
[ ] Modify specifications of product or service being sought
[ / | Attachment of vendor questions and responses
[ | Attachment of pre-bid sign-in sheet
[ | Correction of error

[ ] Other

Description of Modification to Solicitation:

Addendum No 1 is issued for the following reasons:
1) To publish vendor questions with responses.

--no other changes-—-

Additional Documentation: Documentation related to this Addendum (if any) has been
included herewith as Attachment A and is specifically incorporated herein by reference.

Terms and Conditions:

1. All provisions of the Solicitation and other addenda not modified herein shall remain in
full force and effect.

2. Vendor should acknowledge receipt of all addenda issued for this Solicitation by
completing an Addendum Acknowledgment, a copy of which is included herewith.
Failure to acknowledge addenda may result in bid disqualification. The addendum
acknowledgement should be submitted with the bid to expedite document processing.

Revised 6/8/2012



ATTACHMENT A

Revised 6/8/2012



ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CRFQ AGO23*001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

[ X] Addendum No. ] [ 1 Addendum No.6
[ .] Addendum No. 2 [ ] Addendum No.7
[ 1 Addendum No.3 [ 1 Addendum No. 8
[ ] Addendum No. 4 [ 1 Addendum No.9
[ ] Addendum No.5 [ 1 Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. 1
further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

Comp Solutions, LLC

Company

Kermvehh J WeAsraick
Authorized Signature

12/19/2022
Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
Revised 6/8/2012



CRFQ AG02300000001
Cisco threat Defense Licensing, Support and Maintenance
Vendor Questions

Q.1 Per the Pricing Form (Exhibit A) the agency has requested the
following;

Part
Number Description

FS-VMW- Cisco Firepower Management Center (VMWare)
10-SW-K9 for 10 devices ( 5 Years)

This sku is no longer available and is end of support. The Cisco
recommended replacement sku is

SF-FMC-VMW-10-K9 (Cisco Firepower Management Center, (VMWare)
for 10 devices ) — is this acceptable by the agency? It is the same product, just
different sku —

A.1 This is acceptable for our agency



CRFQ AG0O2300000001
Cisco threat Defense Licensing, Support and Maintenance

Vendor Questions
2. Q.2 Per the Pricing Form (Exhibit A) the agency has requested the
following;

FPR2110- : . :

NFGW-KO9 Cisco Firepower 2110 Service 8x5xNBD (5 Years)
WS-C3850- Cisco Catalyst 3850 24 Port 10G Fiber Switch Service
24XS-S 8x5xNBD (5 Years)

The sku’s above indicate the parent hardware is being requested, however
the description and verbiage within the RFP imply that only the
support/license/maintenance is what is required. Can the agency please
clarify if they need to purchase the Parent Hardware items in addition to
support/license/maintenance or if they ONLY need the
support/license/maintenance? - no hardware needed. Just support

. In addition to the above question, if only the support/license/maintenance is
required, can the agency please provide the serial number information for
the parent hardware they already own and need the
support/license/maintenance for?

« FirePower SN:
« JMX2337Z05A
o JMX2315Y06A
« JMX2315Y069
o JMX2322Y05U

o Catalyst 3850 SN:

FOC2312X0HX

« FCW2312L0EI
« FCW2312DOH7
« FCW2312C0OMS5




CRFQ AG0O2300000001
Cisco threat Defense Licensing, Support and Maintenance
Vendor Questions

Q.3 Can the agency clarify the type of SmartNet support they would like for
allitems? Solution Support is requested for the Management Center but
the other items only specify “8x5xNBD”. This leaves room for vendor
interpretation which could result in the agency receiving bid responses that
would not be “apples to apples”.

a. Example: Vendor A submits a bid response that includes Solution
Support SmartNet for all requested items (which is a more expensive
solution), while Vendor B submits the Solutions Support SmartNet
only for the Management Center and then Traditional SmartNet
Support for the other items, which is a lower cost. Further
clarification would allow for a more fair bidding process and for the
agency to ensure they are getting equal solutions/pricing from all
Vendors.



CRFQ AG02300000001
Cisco threat Defense Licensing, Support and Maintenance
Vendor Questions

i. The sku’s for each type are listed as
follows for your convenience;

Firepower 2110

Solution Support - CON-SSSNT-FPR21FWN

Traditional Smartnet - CON-SNT-FPR21FWN If this sku
provides access to all major and maintenance releases
to software, support from the Cisco TAC (Technical
Assistance Center) and subject to fault identification by
Cisco (during working hours week days 8am to 5pm)
replacement hardware delivered the next business day.
This will work. If not, we will need to Solutions
Support.

3850 Switch

Solution Support - CON-SSSNT-WSCX3852

Traditional Smartnet - CON-SNT-WSCX3852 If this sku
provides access to all major and maintenance releases
to software, support from the Cisco TAC (Technical
Assistance Center) and subject to fault identification by
Cisco (during working hours week days 8am to 5pm)
replacement hardware delivered the next business day.
This will work. If not, we will need to Solutions
Support.



Department of Administration State of West Virginia

Purchasing Division ;
2019 Washington Street East Centralized Request for Quote

Post Office Box 50130 Info Technology
Charleston, WV 25305-0130

Proc Folder: 1132840

Doc Description: Addendum No. 1- Cisco Threat Defense (or equal)

Reason for Modification:

Addendum No 1 issued to publish
questions and answers

Proc Type: Central Purchase Order
Date Issued Solicitation Closes Solicitation No Version
2022-12-13 2022-12-20 13:30 CRFQ 1500 AGO0O2300000001 2

BID RECEIVING LOCATION

BID CLERK

DEPARTMENT OF ADMINISTRATION
PURCHASING DIVISION

2019 WASHINGTON ST E
CHARLESTON WV 25305

us

VENDOR

Vendor Customer Code: \/S0000041928V S
Vendor Name : Comp Solutions, LLC

Address : 32 Brushy Ridge Court

Street :

City : Pittsburgh

State : PA Country : United States
Principal Contact : Kenneth Westrick

Vendor Contact Phone: 412-551-0361 Extension:

Zip : 15239-1140

FOR INFORMATION CONTACT THE BUYER
Toby L Welch

(304) 558-8802
toby.l.welch@wv.gov

Vendor

Signature X Uervnekh J Werdr~iick FEIN# 264468316

DATE 12/192022

All offers subject to all terms and conditions contained in this solicitation

Date Printed:  Dec 13, 2022 Page: 1

FORM ID: WV-PRC-CRFQ-002 2020/05




ADDITIONAL INFORMATION

Addendum No 1 is issued for the following reasons:

1) To publish vendor questions with responses.

--no other changes--

INVOICE TO SHIP TO
ATTORNEY GENERAL'S ATTORNEY GENERALS
OFFICE OFFICE
1900 KANAWHA BLVD E 1900 KANAWHA BLVD E
BUILDING 1 RM E-26 BUILDING 1 RM E-26
CHARLESTON WV CHARLESTON WV
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Firewall network security equipment-support,
and maintenance
Comm Code Manufacturer Specification Model #
43222501

Extended Description:

Firewall network security equipment and five (5) year term support and maintenance. Vendors must fill out Exhibit A Pricing page in
its entirety and submit with their bid. Vendors should enter their total bid amount into the contract amount section of the commodity
line.

SCHEDULE OF EVENTS

Line Event Event Date
1 Questions are due by 4:00 p.m. 2022-12-09

Date Printed:  Dec 13, 2022 Page: 2 FORM ID: WV-PRC-CRFQ-002 2020/05



Document Phase

Document Description

Page

AG02300000001

Final

Addendum No. 1- Cisco Threat
Defense (or equal)

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions
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Awarded to: COMP SOLUTIONS LLC

Country: USA
Valid Until: June 19, 2023

Validate this certificate by searching company name and location at | |"
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Certificate generated on December 2, 2022 — "‘\\



Part Number Description Cost Quantity Total Cost
FS-VMW-10-SW-K9 (SF-FMC-VMW-10-K9) Cisco Firepower Management Center (VMWare) for 10 devices ( 5 Years) $2.102.36 1 $2.102.36
CON-ECMUS-WMWSW10 SOLN SUPP SWSS Cisco Firepower Management Center for 10 devices (5 Years) $3.570.96 1 $3.570.96
L-FPR2110T-TMC Cisco FPR2110 Threat Defense Thre, Malware and URL License (5 Years) $18.883.68 4 $75.534.72
FPR2110-NFGW-K9 Cisco Firepower 2110 Service 8x5xNBD (5 Years) $11.513.17 4 $46.052.68
WS-C3850-24XS-S Cisco Catalyst 3850 24 Port 10G Fiber Switch Service 8x5xNBD (5 Years) $34.616.75 4 $138.467.00
Grand Total $265,727.72

*As Per Section 3 of the RFQ Specifications: Licensing must include Intrusion
Prevention, Advanced Malware Protection and URL Filtering. Licensing must
include a five (5) year term subscription with support and maintenance. Vendors
maust fill out this page (Exhibit A) by entering a cost for each item for each 5 year
term to get the Grand total/ Total Bid amount




	3.PDF
	1
	1


