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COMPANY INTRODUCTION

Founded in 2012, DataRobot is a privately-held Automated Machine Leaming software company (C-Corporation)
with approximately 1,000 employaes. Headquarters are in Boston, MA (226 Frankiin St. 13th Floor), with
operations around the world including London, Tokyo, Singapore, Hong Kong and Sydney.

Machine Learning is a typa of Artificial Intelligence that allows computers to program themsalves based on the
data presented, for the purposes of creating pradictive models. As an automatlon of the data science work of
creating Machine Learning, DataRobot's platform is included In a technology sector called Automated Machine
Leaming (AutoML). To date, DataRobot has raised over $1B in capital funding, enabling the company to make
strategic investmenls in R&D and through acquiring companies to complement our platform:

s May 2017: DataRobot acquired Nutonian for time series analysls and symbolic regression capabllities
valuable in machine learning and ganatic programming.

¢ July 2018: DataRobot acquired Nexosls to extend AutoML to the global software davelopment
community,

e February 2019: DataRobot acquired Cursor, who provides a data collaboration platfarm which helps
organizations find, understand and use data more efficiently.

* June 2019: DataRobot acquired ParallelM, who crested the machine learning operations (MLOps)
category, which helps organizations scale the deployment, management, and governance of machine
learning in production using any ML platform on any cloud or on-pramise environment.

¢ Docomber 2019: DataRobot acquired Paxata, who helps companles prepare data for Al and other
applications.

¢ June 2020: DataRobot acquired Boston Consulting Group's SOURCE Al Technology and anterad into a
strategic partnership.

o May 2021: DataRobot acquired Zepl, a cloud data sciance and analytics platform.

* July 2021. DataRobot acquired Aigorithmia, a machine learning operations (MLOps) platform which aims
to bring models into production and deliver business value with enterprise-grade security and
governance, continunus intagration, and accelerated deplayment.

DataRobot is a leader in data science, machine learning. Top IT rasearch and consulting companles agree:

DataRobot was named a Visionary in Gartner's 2020 Magic Quadrant for Data Sclance and Machine Learning
Platforms. Gartner writes:

“DataRobot leads the charge to incorporate augmented analytics within DSML. It continues to define and
demonstrate the use of augmented analytics 10 engage new lypes of users In collaboration with traditional
roles. DataRobot provides capabiiities boneficial to a wide variely of roles including developers, data
sclentists, statisticians and business analysts.”

Additionally, according to Forrester's 2022 New Wave evaluation, DataRobot laads the pack with a broad set of
robust capabliities and is setting the standard of what it means to be an anterprise AutoML solution. In this
Forrester report, they write:

“Referance customers appreciate the jow barrler to entry of adopting the platform and s ease of use ..,
DataRobol fs a solld option for enterprises that want a platform that has tooling for axtended Al teams
while simultaneously providing collabaration and scale to manage existing use cases and crank out new
ones.”

DataRobot
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EXECUTIVE SUMMARY

Deploying Al projects at an enterprise scale is currently @ blg challenge as organizations pursue Al
transformation. Automation and augmentation are circult breakers - together boosting data science productivity
and helping organizations to build a core of “citizen data scientists," DataRobot's investments into Automated
Machine Learning, Automated Time Serles, madel interpretability, model deployment, and model managemant will
allowWest Virginia’s Department of Health and Human Resources (DHHR) to maximize value by understanding
and appropriately applying automation within its processas and workflows.

Through partnering with DHHR's Office of Management Information Services (OMIS), Bureau for Behavioral
Health (BBR). and Office of Drug Control Policy (ODCP) to develop and productionize up ta 18 Al projects, Team
DataRobot whl enhance BBH and ODCP's data analysis and modeling capabliities across users and data gystoms
to Inform policy and make operational decislons. AutoML will radically boost productivity across Information
technology staff, contracted data sclentists, and epidemiologists to deliver on DHHR's mission and goals.

When augmented by DataRobot. DHHR teams will simplify and maximize the value out of their data and
praocesses. DHHR will be able to incorporate machine Jearning into their current workflows and build predictive
models at scale, ailowing for better declsion-making across a variety of use cases. With DataRobot, DHHR has
the apportunity to democratize data science and include analysts and other staff In their Al-building community. By
expanding the pool of peopie who can use Machine Learning to bulld and deploy Al systems, DHHR can address
a much higher volume of Al opportunities, but also complete Al projects In orders of magnitude faster than
traditional approaches,

Coupling AWS GovCloud and DataRobot's Al and Machine Learning as we have done with many other clients,
Team DataRobot's proposed solution will enable DHMR to adopt a secure, compliant, and best-of-braed solution
that delivers the best passible results while reducing the risk of vendor fock-in. DataRobot can be integrated with
numerous other vendors across DHHR's technology stack, including open source tools, PowerBI, Tableau, and
SAS to name a few, Tearm DataRobot's proposed solution includes:

AWS GovCloud

Amazon Athena

AWS Glue

AWS Lake Formation

Amazon 83

Amazon Macie

DataRobot End-to-End Al Platform (AutoML/AutoTS, MLOps, App Bullder)
Ability to leverage your existing business intelligence (B1) visuallzation tools

e & ¢ ¢ 060

Over the course of the partnership, Team DataRobot will collaborate and enable DHHR to identify, prioritize, and
execute on a portfollo of end-to-end Al projects that will generate meaningful impact. At the start of the
sngagemant, DHHR will be assigned an Account Executive, a Strategic Account Manager, a Project Manager, a
Customer Facing Data Scientist, and a Field Engineer. Team DataRobot will work with DHHR to undergtand the
specifics of what success means for the duration of the contract. After the vision is documented, Team DataRobot
will support DHHR to assess use cases, create Statemants of Work, and execute up to 18 Al projects.

As part of Team DataRobot's best practices developad over a decade, Team DataRobot executivas will schedule
quarterly execulive business reviews with DHHR to ensure teams are continually aligned on DHHR vislon and
goals, provide updates on completed and in flight projects, review outcome metrics and value, and discuss next
staps/upcoming projects.

DataRobot
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Team DataRobot welcomes and looks forward ta having the opportunity to continue partnering with DHHR and
contribute to the advancemaent of its Al evolution.

4.2.2 MANDATORY PROJECT REQUIREMENTS

4.2.2.1 TRAINING

42211

Vendor shall provide 40 hours of instructor lead, virtual tralning to up to 10 Agency Staff covering the
data cleansing and transformation tools and all of the functions of tha Predictive Analytics Software,

The proposed solution will include 40 hours of virtual tralaing for 10 DHHR Agency staff.

Team DataRobot algo leverages our enablement arm, DataRobot University for self-paced, on-demand leaming
and live, virtual instructor-led training. DataRobot Unliversity bagins with the practical, teaching customers what
they need to know to start solving real-world problems Immediately. Because most of the technical work Is
automated by our Al platform, training focuses on other skills customers need to ensure success. DataRabot
University premium subscriptions, which allow access 10 all content (self-paced and virtual instructorsled), are
availeble to DHHR employees at no additional cost through 7/31/2024, as these subscriptions were originally
purchased through the agreemant with the West Virginia Office of Economic Development and are stiil accessible.
Note that If & contract award extension were to be granted beyond 7/31/2024, DataRobot University subscriptions
would be added to the contract at that time,

42212
Training shall be brokan down, at a minimum, inta segments for Data Transformation, Pradictive Analytics
for Developaers, and Predictive Analytics for Viewers.

Topics will be sure to include Data Transformation, Pradictive Analytics for Developers, and Predictive Anglytics
for Viewsrs and cover the full lifacycle of data preparation through model daployment. While alf DHHR users will
have accass to the same capabliities through the DataRobot platform, Team DataRobot recognizes that the tarm
"developers” is gynonymous with our term “power users." Team DataRobot will provide training for two separate
user groups, understanding that their work on the platfarm will differ from one another.

42213

Training shall be interactive and shall be racorded and made available for Agoncy use as a refrasher or to
traln additional licensees.

These training sessions will be racorded and posted lo a private cloud reposltory. Access will be granted to all
identified DHHR users and recognize this may not he limited to 10 unique users over the duration of aur

partnership.

4.2.21.4
Training shall be provided during regular business hours and will not exceed 8 hours per business day.

These sessions will ba caordinated with the DHHR team durng buelness hours and not exceed 8 hours per
busineas day. Sessions will typically range between 1-3 hours, depending on the tople.

DataRobot
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4.2.2.2 Data Repository/Secure File Transfer

Architecture Summary

The Data Repository will sitin AWS GovCloud, be bullt using the following reference architecturs providing up to 2
T8 of storage, and be customized to the nesds of the DHHR with integrations Into Datafobot for data modsling.
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The key modules of the DataRobot environment are the application server, data fayer, modeling warkers, and
prediction servers, The following diagram shows a high-level flow of the platfarm.

Architectural Ovarview
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The application server houses ali of the main administrative components, it handles authentication. project
management, and user administration, and provides an endpoint for our API. it algo manages the queue of
modeling requests made by verious projects, which are picked up by the modeling workers — a computing
resource that allows DataRobot users to train machine learning models in parallel, and in some cases, also
generate predictions, They are also stataless, which allows us to configure them to Join and leave the environment
on demand.

DataRobot
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Trained madels are written back into the data layer, and their accuracy is reflectsd on the model leaderboard
through the application server. Trained models can also be deployed to our prediction servers,

Dedicated prediction servers are tha most Important part of any analytics-based business. They allow real-time
declslons to be made quickly and reliably without any concern of failure or delay, Furthermors, key statistics about
those predictions and the data provided Is returned back to the application server and displayed to users for
monitoring the health of the models. The pradiction server can also be deployed in an anvironment disconnected
from the DataRabot platform, allowing anterprises to deploy models In segregated networks.

Internal Componants

All components within DatafRobot are modular in design and can be easily distrlbuted across multiple machines, It
Is this design that allows DataRobot to scale vertically and horizontally as business demands change. All services
are run within Docker contalners. This allows muitiple instances of certain sarvices to run on multiple machines,
praviding high avallabllity and resilience In disaster recovery situations.

4.2,2.2.1

Vendor shall host the Agency data In vendor's secure, U.S. hased, Cloud repository. The Agency will not
provide an environment for the repository.

Team DataRobot will build and host a sacure, cloud repository for DHHR in AWS GovCloud.

4222141

Vendor will provide adequate Cloud storage and compute resources for 10 Agency users and up to a tota
of 18 Agency projects, adding resources as necsssary to avold performance degradation.

The cloud storage environment will be bullt upon a scalable, serverless environment providing adequate compute
and storage for DHHR to ¢onsume.

The DataRobot Platform is available as a managed cloud service built on top of the Amazon Web Services (AWS)
infrastructure. The Proposed Solution includes DataRobot AutoML and AutoTS (supervised learing, time series
forecasting and snomaly detection) - 60 workers and 20 madel deployments managed by MLOps. With 60
workers, DHHR will have enough computational resources to accommadate 10 users, We ganerally recommend
6-8 workers per concurrent user, howaver, wa racognize the instances of all 10 users working concurcently will be
minimal. Even at 6 workers per user (If all 10 users are working concurrentty) the platiorm will be fully accessible;
models will simply be queued until workers in the pool become available. Further, the number of users accessing
the platform concurrently for modeling has na effect on the speed of the prediction servers that are used for
deployments. The 20 model deployments will satisfy plans of pursuing up to 18 projects over the year. Depending
on the project scope, each project is expected to require 1 or more model deployments. Additional workers and
model deployments can be purchasad throughout tha year based on usage and project needs.

4.2221.2

Agency staff must be able to securely transfer data and modals in formats including, but not limited to
those Included in 4.2.2.4.2 (.cav, .tsv, .dsv, xls, .xisx, .sasThdat, .geojson, .0z, .bz2, tar, .tgz, .2ip), to the
Agency SFTP for use with other Agency softwars,

The cloud data repository will support structured, ssmi-structured, and unatructured data including biut not limited
to the following data types: .csv, .dsv, .ixt, .tev, xI8, .xlsx, .sas7bdat, .geojson, .bz2, .gz, .zlp, .ter, tgz.

DataRobot
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Data sent from the Data Reposltory will be securely transmitted over HTTRS to the DataRobat platform.

The DataRabot Managed Cloud stores all relavant data within a private AWS $3 bucket. This bucket is encrypted
for maximum security.

42222

Data repository shall Include Industry standard antivirus and antimalware protaction. Vendor must name
the products utllized in their response.

Team DataRobot will use Antivirus for Amazon S3 from the AWS Marketplaca.

PataRobot implements fisk-based and standards-based security protocols to secure both our services and
customer data, As a part of our comprehensive security program, our managed cloud service is SOC 2 Type |
and 1SO 27001 certified by an Indapendent third-party auditor to ensure compliance with fndustry standards and
best-practices for information security, corporate controls, and software development. Endpoint sacurlty controls
protect DataRabot endpoints from a variety of threats including malware, vulnerabilities, and other threats to data
stored on endpoints in the event of compromise or theft. Endpoints include user laptops, workstations, and
corporate servers.

Flaase refer to the attached Appendix A: DataRobot Trust Package for more Information regarding our security
processes, policies, and positions,

42223
Data in the repogitory shall be encrypted both at rest and In transit,

Tha cloud data repositary will suppott ancryption at rest and in transit.

Data is encrypted at-rest and in-transit (see page 2 of "DataRobot Sacurity Controls Report” In Trust package).
The Managed Al Cloud service uses the AWS 83 file system, which Is secured with Servar-Slde Encryption with
Amazan S3-Managed Keys (SSE-83). On top of file system encryption, all data transferred to and from AWS $3
is encrypted in transit using TLS 1.2 for metadata stores, along with password enablamant, When using the
DataRobot Managed Cloud environment, data sent to be tralnad ar scored is transmitted encrypted with TLS 1.2
aver the publlc internet.

4.2.22.3.1

All mechanisms used to encrypt data shall be FIPS 140-2 compliant and operate using the FIPS 140-2
compllant module (Standardo avallable on the Natlonal Instl(utea for Standards and Technology (NIST)
Website - hitns:llcs g s/dels ; al). Vendor must name any products

uttlized to provide oncryptlon .

DataRobot usas AWS Key Management Service (KMS) to manage encryption keys. KMS Is FIPS 140-2 compllant
as of 2018.

DataRobot
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422232

Storage devices where data has realded must be gocurely sanltized acoording to MARS-E MP-6 Media

Sanlitization security prior to use. A guldance document Is avallable at the Canters for Medicare and

Madicald Services website
DRERS ./ www.iihs.aov/auids

i .;;mo

“In developing MARS-E v. 2.0, CMS relied on the CMS Acceptable Risk Safeguards (ARS) v, 2.0, as tha basis for
the securlty and privacy control requirements, The CMS ARS (s based on National Institute of Standards and
Tachnology (NIST) Special Publication (SP) 800-53 Rev 4, Security and Privacy Controls for Federal Information
Systems and Organizations (CM$, MARS-E Document Suite 2021)."

The Cloud Data Repository will reside within AWS GovCloud. More information regarding the compliance
requirements satisfied by AWS GovCloud can be viewed on the GovCloud website at

hitps://aws amazon.comicompliancelprograms/. AWS Cloud infrastructure and services have been validated by
third-party testing performed agalinst the NIST 800-63 Ravision 4 controls, as well as additional FedRAMP

requiremants,

As It pertaing to DHMR data: PIl, PHI, PCI and other sensitive or confidential data will be rejected back to DHHR
from the data repository before Information is permitted on DataRobot's Managed Al Cloud. DataRobot does not
need and will not want access to any regulated parsonal data and will therefore not be considered as a Data
Pracessor under any relevant data protection legislation.

42224

Data repository shall Include a perimeter firewall. Vendor must identify the firewall that Is used.

The appropriate firewall and security requirements will be configured using native AWS services fot the cloud data
repository.

DataRobol implemants its WAF (Wab Applicetion Firewall) to protect the DataRobot application from maliclous
web fraffic. The local firewall is also enabled and required on servers that store sensitlve information. DataRobot
also uses traffic filtering as a network security control.

42225

Data will be stored In at least two geo redundant locations making It improbable that a single event,
whether naturally occurring or manmade, will Impact both locations, In the event operations are
interrupted at the primary data center, Agency operations will be shifted to the secondary location within
4 hours,

Team DataRobot will leverage saveral AWS Avallability zones acroas several regions to ensure redundancy and
that services are not Impacted due to unexpected events. Plaase refer to the attached Appendix A DataRobot
Trust Package for more Information regarding our security processes. policies, and positions,

4!2'2!2.6

Vendor shall scan Incoming data for flalds that appear to contaln Personally Identiflable Information (PIl)
or othar sansitive data types and reject flaggaed files back to the Agency to verify no sensitive data Is
includaed,

Taam DataRobot will set up an automated process within AWS to scan for Pil data.

DataRobot
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4.2227

Vendor shall acknowledge that all data in the rapository is the proparty of the Agency and will be
provided to the agency upon request. Data in the repository at the end of the contract period will be
provided to the Agency in a mutually agresable format and upon written notice by the Agency, all coples
In the poseession of the vendor will be destroyed with a certificate of data destruction provided to the
agency,

DataRobot provides two optlons for deleting projacts, Owners can deleta projects so that they are removad from
active projact management listings, Completely removing the project, including the data used to build it, requires
an administrator. As Managed Al Cloud users, DHHR users wanting to permanently remove data would ask their
primary DataRobot contact to file a tickel with DataRobot Support and request the data be removed. Confirmation
of delstion would oceur in response to the Support ticket.

42228

Agency will upload cleansed and transformed data to the Agancy SFTP Server and notify the vendor by
emall when [t I8 avallable. Vendor will move the data from the SFTP server to the data repository.

Team DataRobot will build an automated data pipeline that will upload data to the SFTP server after baing
cleansed and an email notification wili be generated to DHHR,

42229
Vendor wil carﬂfy that the hostod eloud anvlronmont satlaflea MARS-E prlvacy controls ( avallablo at

§gcurlty»ang fmmgx gggtrolsdﬁozg]m lneludlng prlvacy tralnlnq and awareness, and rules of

bahavior.

The ¢loud data repository will be hosted in AWS GovCloud, More information about the regulatory compliances

that GovCloud satisfiss can be found on the GovCloud website: hitps.//aws.amazon.con/sompliancalpragrams/.
AWS Cloud infrastructure and setvices have been valldated by third-party testing performed against the NIST

800-53 Revision 4 cantrols, as well as additional FedRAMP requirements,

DataRobot complies with international data privacy regutations, including GDPR and CCPA. See our Privacy and

Parsonal Data policy here: hilpa/iwww.datarobot.com/rustcenter/orivacy-and-parsonal:datal Note that the

DataRobol Managed Cloud environment does NOT support Pl ingestion and Is not certified to maintain and
protect PMI (Personal Health Data) or Pll (Parsonally Identifiable Information).

The DataRobot Privacy Policy governs how DataRobot collects and uses personal information gathared online

through the DataRobot website and 1$ available at this URL: hitps://www.datarobol.com/privacy/.

422210

Vondor agrees that tha hosted cloud environment will be avallable to Agency staff for data transfer and
data modeling 99% of the time, 24 hours per day, 7 days per week, with the exception of scheduled
downtime,

Team DataRobot agrees that the hosted cloud environmant will be avallabie to Agency staff for data transfer and
data modeling 99% of the time, 24 hours per day, 7 days per week, with the exception of scheduled downtime.

DataRobot
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PataRobot's full support policy can be found
hllpsr//www‘dalarobol.com/wp—content/uploads/2022/02/0ataRobol‘Support-PoI icy-Live-14-Feb-2022 pdf.

4.2.2.2.101

Vendor proposal shall include maintenance windows and scheduled downtime which shall ocgur In
off-peak hours, between 8:00 p.m. and 6:00 a.m,, Eastern Time (ET) Monday through Friday or on
Saturday, Sunday or State Holidays.

Please refer to the full support policy referanced above In subsection 4.2.2.2,10

4.2.2.2.10.2

Vendor shall provide a system downtime report delineating both scheduled and unacheduled downtime
for the month, with each monthly Invoice for cloud services,

Scheduled maintanance and any downtime in the last 90 days can be viewed at htips:/status. datarobot.com/. Al
maintenance is Included In the software license fee. DataRobot fully warrants its product. In addition, DataRobot
offers 2dx7 Sev1 break/fix support. Rasources will be available globally 24x7 until a resolution or workaround Is in
place. All other Severity levels are supported Monday through Friday during normal Business Hours, DataRobot's
suppart offices are located strategically around the world, allawing us to provide “follow the sun” support. Hours of
oparatlon for each location are based on local standards,

DataRobot will use commercially reasonable efforts, commensurate with tha severity of the error, to correct any
malfunction, defect or non-conformity ("Error”) in the operation of the Software so that it will substantially perform
in accordance with the product documentation, The customer shall conduct reascnable and adsquate research
with respect to any claimed Error or related issue prior to contacting DataRabot for assistance, Customer and
DataRobot will work together to resolve requests for infarmation, documentation, technical assistance and other
assistance regarding any such Error. Each reported Error will be logged and tracked by DataRobot, and will
remain open until the issue is resoived. The customer may designate the priority level when submitting an Error,
however, DataRobot reserves the right to adjust priority In its reasanable digcretion. Any support for Upgrade(s)
will ba designated as a Severity 3. DataRobot shall give DHMR no less than 14 days’ notice of any schaduled
maintenance and as much notice as possible for any other maintenance. Notice of schedulad maintenance will be
given at hitps;//stalys.datarobot.cory/. DHHR can subscribe to amail updates to the page using the subscribe
function on the page. Whila DataRobot does not contract to specific SLAs, we do endeavor to maintain at least
99.9% avallability in our Managed Al Cloud meeting DHHR's requirement of 99% availabllity.

DataRobot
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SEVERITY INITIAL RESPONSE YARGET UPDATE FREQUENCY TARGET
Severity 1 Within 1 hour Cantinuous effory with written updotes every 4 hguyrs
Severity 2 Within 2 Businoss Hours Updated every Business Nay
Severity 3 Withur 8 Busingss Hours Updated avery 3 Busingss Days
Severliy 4 Withm 2 Business Days N/A, testure request
4.2.2.210.3

Vendor agrees that for any month unscheduled downtime Is greater than 1% but less than 2.51 %, Agency
may deduct 2.6% from the total due on the monthly Involee. If unscheduled downtime Is equal to, or
greater than 2.51%, Agency may deduct 5% from the total due.

Please refer to DataRobot's Service Avallabliity Policy:
RS.IWww.dalg 2 nload 0 02/

AQLER Q4 [IMAE : d 2 )t Rlld 4 AV - 1412k
- Section 2, Remediles for Missing Quarterly Uptime, ls capturad below. The link above provides full policy.

ODO OMmiwp- L]

2 REMEDIES FOR MISSING QUARTERLY UPTIME
41 If Quarterly Uptime falls below 99.95% in a calendar quarter, DataRobot shall pay Customer a service credit as follows
(“Service Cradit"):
| Avaliabllity saoiicaCredlt
97.0% - 99.94% 5 percant of the fees for the affected Solution for the
applicable calendar quarter
95.0% - 96.5% 10 percent of the fees for the affected Solutlon for the
applicable calendar quarter
Less than 95% 20 percent of the fees for the affacted Solution for the
applicable calendar quarter

4.2.2.3 DATA MODELING PROJECTS

4.2.2.31

Agency will initlate project requests by preparing a data set and uploading to the SFTP server. Vendor
shall move the dataset to the hosted cloud repository. Agency staff will perform preflminary data
modeling in the cloud before Initiating a project with the vendor.

Team DataRobot will move the dataset to the hosted cloud repository from the SFTP server and scan data for Pil
per 4.2.2.2.6 raquirement. We acknowledge Agency staff will perform preliminary data modsling in the cloud
before Initiating a project with the vendor.

42232

Within 2 business days of a request to inltiate a project, Vendor shall schedule a meeting with Agency
staff to occur within 5 business days. Agency and vendor will determine the project scape including
desired outcomes, number of modals desired, and a not to axceed estimate of project duration

DataRobot
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(expressed In hours of support required per week). Withln 2 business daye after the meeting, the vendor
will provide a draft projoct acope for Agency approval.

Team DataRobot acknowledges that DHHR wlll submit a request to Iniliate a projact. Toam DataRobot will
respond within 2 business days of request and schedule a meating within 5 business days. Project scoping will
contain desired outcomes, number of models degired, and projact duration. Turnaround time of scope drafts will
be 2 business days after the meeting.

4.2.2.3.3

Upon recelpt from tha Agency of an approved project scope vendor shall begin providing up to § hours of
data sclontist support per week to the Agency project staff at the data sclentist billable rate proposed in
the RFP response untll the scope of work is satisfactorily compieted. Vendor or Agency may request
fewsr support hours per week, spreading the total hours over a longer period of time but any such
modification shall require mutual agreement of the parties in the project scope.

Team DataRobot will provide up to & hours of data sclence support per week per project (up to 6 concurrent
projects) to DHHR project staff at the billable rate proposed in REP until gcape Is satisfactorily completed.
Moadification requires mutual agreement of the parties.

42234

Vendor agroas that the project duration In the scope of work I a not to exceed estimate and the hours
billed shall represent actual hours worked,

Team DataRobot agrees that the project duration will not exceed estimate and the hours billed ghall reprosent
actual hours worked.

42235

Agency may request changas to the scope of work resulting In a modifled gcope of work. Vendor shall
propare a new estimate of required support for the modifled Statement of Work. Changes in scope that
add no more than 26% to the project duration shall be considered a project change and added to the
maximum billable hours for the projact. A scope change that adds greater than 25% shall be considered a
new projact.

Team DataRobot will prepare new estimates of required support for any modified Statement of Work due ta
changes In scope or issues with dependencles/assumptions. Changes that require up to 25% more billable hours
will be considared a project change. If more than 25% blllable hours are required for the Statement of Work, Team
DataRobot recognizes that this scenarlo will be consgidered a new project.

42236

Vendor ghall support up to 18 total projects during the 12 month life of the contract Including up to 6
projacts concurrently,

Team DataRobot will support up to 18 total projects during the 12 month life of the contract including up to 6
projects concurrently.
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42237

Agency may adjust the priority of projects, placing a lowar priority project on hold to keep the number of
concurrent projects to six or fewer, Vendor shall accommodate the Agency prioritias,

Team DataRobot will accommodate the prioritization of projects based on DHHR direction and feedback. As part
of Team DataRobot's best practices developed over a decada, Team DataRobot Steateglc Account Manager and
Project Manager will schedule quarterly executive business reviews with DHHR to ensure teams are continually
alighed on DHHR vision and goals, provide updates on completed and in fight projects, review outcome metrics
and value, and discuss next steps/upcoming projects,

42238

Upon contract award, the Vendor shall designate one primary contact and at least one backup that will be
the Initial point of contact for all project engagements under this contract. Only projacts properly Initlated
with the Vendor point of contact ars valid projects under the contract,

See Appendix B for resumes. The Strategic Account Manager (SAM) will be Vendor's primary point of contact,
backed up by the Project Manager (PM). Only projects inltiated through the SAM or PM will be considered valid
under the contract.

4.2.2.4 REQUIRED SOFTWARE

4.2'2n4|1

Vendor shall list in thelr tachnical proposal ALL of the software the State Agency will need In order to
satisfy the atated goals and objectives and to meaet all of the mandatery requirements within the RFP.

Team DataRobot outlines the proposed solution architacture under Subsection 4.2.2.2 Data Repository/Secure
File Transfer, Architecture Summary. if awarded to Team DataRobot, DHHR will be procuring the Al Platform and
paying a data repository hosting fee. The repositary hosting fee covers the cost for a managed AWS environment
which includes AWS sarvices and the engineering hours ta automate, manage, and maintain the data pipelings,

In Summary, DHHR will need to only arder the DataRobot Al Platform.

The DataRobot Al Platform is a consolidated, unified platform which offers cutting-edge capabilities from the point
of ingesting data from the secure, compliant data repository described In this response, through to empowering
decision management with Al-Powered Applications. Team DataRobot is geared towards an automation-first
approach and has been used in a variety of organizations across the globe.

The DataRabot Al Platform will accelerate DHHR's Al success by augmenting the technical team and user
community already In place with cutting-edge machine learning technology. By Incorporating the knowledge,
experience, and bast practices of the world's ieading data sclentists, DataRabot delivers unmatched levels of
automation, accuracy, transparency, and collaboration to help DHHR transform into an Al-driven enterprise.
Enterprisa model lifecycle features of DataRobot highly valued by our Tier 1 customers include: separate engines
for made training and modsl scoring: simple, one-click mode! deployment; model management; modsl monitoring
in production; automated retraining.

DataRobot
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End-to-End Data to Value

A narier & Tpoed

VALUE

4.224.2

Predictive analytics software proposed In response to thia RFP must have the capability to process text
data via natural language processing and must handie muitiple fila formats including, but not limited to
(c8v, .tsv, .dsv, .xis, .xIsx, .sas7bdat, .geojson, .gz, .bz2, tar, gz, .zIp). The software must be able to
export data In formats that are compatible with popular data visuaiization software Including, but not
limited to Tableaux and Microsoft Power BI.

Below we have provided details on the primary components supporting the end-to-snd machine {eaming lifecycle.
Please see spacifically the secton titied 'DataRabot’s Al Catalog’ confirming that the system can suppart this
broad rangs of formats'. Please also see section ‘Integrations’ confirming thet we are compatible with poptilar
data visualization software

DataRobot’s Al Catalog

PataRobot facilitates user groups and teams to collaborate from a centralized repository of data assets called the
Al Catalog. End users are able o upload structured and unstryctured data into the Al Catalog from a varlety of
data sources (SQL-type databases, URLs, local files, zippad directories of images) through aither a graphical user
interface or via the DalaRobot API.

The Al Catalog supports a range of data formats from structured datasets (e.g. .csv, .dav, .txt, .tsv, .xls, .xisx,
.sas7bdat, .geojson, .bz2, .g2, .zlp, .tar, .tgz) through to unstructured data (Image data). Free text data can be
automatically handled as a feature in a structured dataset, which means descriptions and notes can be
avtomatically leveraged for modeling without text mining or other pre-processing. To call out Image data in more
detall, powsrful use cases can now be delivered using Visual Al (hitos:/www datarabol.comiplatform/visual-aif). &
key DateRobot feature. As images can be incorporated as standard predictive features withaut special manual
pre-pracessing, they can ba combined with typical structured data - this combination of augmenting image deta
with structured data is truly a diffarentiator in the Al technology landscape, We have also introduced the ability 10
explait location-based data in the modeling datasets using latitude/longitude pairs or gecjson flles. The main
advantage is that users can gain ingight and Improved prediction atcuracy by Incorporating spatial data (e.g..
nearest neighbors) into the predictive models they bulld and use.

Exploratory Data Analysis, Data Quality, Feature Engineering, and Feature Discovery

ftis fully understood that a largs proportion of any analytics project can be spent in the data preparation phage. A
common statistic places that proportion at roughly 80%. In response to this challenge, DataRobot has made a
large investment In reducing the manual effort needed in this part of the modeling lifecycle,

Whan a DHHR user starts a project from a dataset in the Al Catalog, the DataRabot platform pravides automation
and guidance to ensure that data is handled appropriately and supports the usars in their modeling efforts, The
first step is automatically doing an Exploratory Data Analysis, which helps users uncover trends in the data
through histograms, feature typing, and other descriptive statistics.

DataRobot
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Sacond is data quality. DataRobot eutomatically detects low information, duplicate, or target leakage faatures
which might undermine model accuracy. DataRobot automatically assesses Data Quality for ingested data,
including for inliers, outiers, disguised missing values, excess zeros, target leakage, and missing and duplicate
images (for models using Visual Al). Both of these steps remove noise from the data or prompt ugers to potential
I8sues in their modeling data,

Next, DataRobot supports an automatlon-first approach to feature enginesring. DataRobot creates smart features
by default, such as day of month and day of week for date features, This is a general best practice in modeling
with dalte features. For time series models, DataRobot automatically creates lagged features based on user
specifications, saving days or weeks of manual creation and testing of moving average features generally used in
forecasting. DataRabot also creates Interaction features within a dataset using the “Search for Interactions”
functionality, which looks for features that explicitly mediate of moderate ane another. This allows content experts
to use thair expertise - DataRobot's automation functionality is there to accelerate the process of feature
angineering and building models.

Finally, DataRobot reduces the manual effort of feature engineering through Automated Featurs Discovery. With
this feature, users can automatlcally discover and genarate new features from multiple datasets and no longer
need to perform the feature engineering manually to consolidate multiple datasets into one. From the primary
dataget, DataRobot guides the user through creating relationships to additional datasats. called secondary
datasets. The end result is a multitude of additional features that will be used 10 train more accurate models and
generate predictions.

These features are automation-first, but they are not meant to replace content experts, DHHR SMEs have the
ability to create custorn feature lists beyond the automatically-generated Informative Features llst and to apply
mathematical transformations to features such as logs, square roots, etc. Any feature angineering done in
DataRabot duting the modeling phase is autometically applled to incoming rows during the scoring phase of the
project. Transfarmations are fully documented and Lineage is provided,

Modal Creation and Validation

DataRobot is the category-creator and leader in the Automated Machine Learning space. Two core tenets of
DataRobot are to democratize data science while improving existing data science capabilities, Consequently, after
data preparation, DataRobot allows less experienced users to Immediately bagin the automated machine learning
process with the push of a button (guardralls are in place behind the scenes). More experienced users, e.g. data
sclentists, have a wide range of flexibllity, control, and configuration options available to customize the modeling
setup.

DataRobot can solve a wide array of machinae lsarning problems, in particular:

1. Binary Classification problams: The mast common type of supervised leaming, the gos! of binary
classification Is to estimate the relative probability of two different and exclusive outcomes (genarally 0/1
or “yes"/'ny") for some new input. For instance, “Will patient B be readmitted to the hospital within 60
days?”

2. Multi-class classification problems: An axtension of binary classification is multi-class classification,
which DataRobot can currently handie for problems up to 100 classas. In this type of madel, the outcome
is the probability distrlbution aver more than two possible options. For inatance, "Which of 20 comman
diseases Is likely afflicting a tree, given an Image of one of its leaves?”

3. Regresslon problems: Regression prablems are supervised learning problems in which the target
feature is continuous or numerls rather than a probabllity, For instance, the sales price of a home or the
expacted duration (in days) that a construction project will take to complete,
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4. Time Serles: Time serles forecasting is a specific type of maodeling that relias an derived tima-based
features (e.g., moving averages or lags) within a user-specified pariod of time to pradict future values of
the outcome of Interest, The most common application is demand forecasting - given dally demand data
for each product In a store for the past 2 years, predict demand each day for the next 30 days, DataRobot
provides an advanced set of algorithms suited specifically for time series predictions. They range from
simplistic approaches (ke the ARIMA method to complex oneés like the Euraqa and XGBoost,

5. Anomaly detection: Anomaly detection is a typa of unsupervised model, meaning there Is no specific
target to try and predict. Instead., anomaly detection algorithms identify abnormal patterns (outliars)
non-conformant to expected behavior.

After the modeling procass is Initiated, DataRobot will automatically proceed through the following steps:
¢ Perform pairwise correlations between features and univariate correlations between each featurs and the
target feature.

0 Feature Association Matrix: Users can explore - in an intuitive visual interface - correlated
foatures, which can help guide them In refining their dataset to improve model accuracy and/or
performance.

¢ Analyze tha distribution of the target feature and the pradictive features to determine the most appropriate
suite of “blusprints” to run, typically anywhere betwsen 30-40 blueprints,

o A blueprint encapsulates the collected expertise of hundreds of DateRobot's date scientists
(some of whom have been ranked #1 in the world on Kaggle, a global data science compaetition)

o Each blueprint cantaing both data preprocessing steps, i.e., missing value imputation, and one to
many machine learning algorithms basad on the type of data available

s E.g. If there I8 numeric, text, and categorical data, a blueprint might Include a step to
pre-process the free text feature into a word vector, Impute any missing values in the
numeri¢ features, and encode the categorical features in humeric form. Then the
blueprint would faed that transformed data into @ sequence of machine learning
algorithms to generate a final result, All of this is done automatically and with no manual
intervention by the user.

o The library, or “Repository", within DataRobot contains hundreds of blueprints that can be chosen
based on the problem type.

o DataRobot employs a unique strategy called “survival of the fittest” to iteratively test and tune the
30-40 blueprints against increasing subsets of data. This helps DataRobot to rapidly buiid the
most accurate models on larga datasets,

o Advanced users are able to run additional models from the Repository and can also manually
tune any hyper-parameter. Thay can also adjust or tweak DataRobot blueprints with Custom
Blueprint functionality.

s Every step In a DataRobot blueprint comes with axtensive documentation, Including links
to the original academic white papers when available.

® Another core tenet of DataRobot Is model transparency. DataRobot provides a number of unique features
to enable citizen data scientists to understand a model;

o Feature Importance displays the most important features for each model, 6.g. showing that
rellable transportation and housshold income are the most important predictors for no show
appointments,

o Feature Effacts allows users to investigate the impact of altering a particular feature on the
model's prediction.

o Prediction Explanations provide a list of row-level explanations, which provide a specific rationale
for every prediction.

o Other ways to interprat a model include linear coefilcients, word clouds for text featuras, high
level rules, etc.

DataRobot
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¢ DataRobot will automatically fit and rank models according to a suggested Accuracy metric. Users can

then deploy any of the modsls to MLOps with only a few clicks.

«  DataRobot provides robust Python/R APIs for users to devalop or Import custom models as needed.

Predictions and Machine Learning Operations (MLOPps)

Prediction Mathods

DataRobot offers sevaral methads for getting predictions on new data. DataRobot provides the abllity for
generating pradictions through a range of different methods. Thase can be used interchangenbly depending on
the business use case, and include:

Real-time predictions; Make real-time predictions by connacting to HTTP and requesting predictions for a
model via a synchronous call, Predictions are made after DataRobot receives the request and
immediately returns a rasponsa.

Batch predictlons: After deploying a model, you can make batch predictions vla the Ul by accessing the
depioyment, or use the Bateh Prediction API, These batch predictions can be scheduled in advance and
configured to write predictions back to a database connection. such as to Tableau, Snowflake, or SQL
Server,

Portable predictions allow you to exacute prediction jobs outside of the DataRobot applicatlon. There are
three main kinds of portabie predictions:

o Scoring Code: You can axport Scoring Code from DataRobot in Javs or Python to make
predictions, Scoring Code is portable and executable in any computing environmant. Thig method
is useful for low-latency applications that cannot fully support REST API performance or lack
network access.

o Portable Prediction Server: The Portable Prediction Server (PPS) is a remote DataRobot
eéxecution enviranment for DataRobot model packages (MLPKG flles) distributed as a
self-containgd Rocker Image. It can host one or more production models. The models are
accessible through DataRobot's Prediction AP! for pradictions and Prediction Explanstions.

o DataRobot Prime: DataRobot Prime generates fast Python or Java Scoring Code that can be run
anywhere with no dependencies. Once created, you can export these models s & Python
module or a Java class, and run the exported script,

Once a model is deployed to & prediction server managed by DataRobot, users can make pradictions via the AP
and monitor and manage the deployment with our full sulte of monitoring capabliities,

Modatl Manltoring

DataRobot MLOps offers a “single pane of glass” for production models, simplifying and streamlining the
maintanance of deployed models. MLOps offers user an interface that tracks and displays visually;

Data Drift: the changes In production data distributions for influentlal factors in order to recommand
whether the model needs to be refreshed with more recant data;

Model Accuracy: the decrease of performance and acouracy of models over time,

Sarvice Health: the latancy, volume and health of prediction requests; and

Bias and Fairess: the relative performance of your production model against any relsvamt faimess
metrics or protected classes defined for the use case,

This tracking Is true regardless of where the model ls being executed - whether it was bullt and deplayed on
DataRabot, built in an open-source tool like Python and deployed on DataRobot, or built and deployed in an
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entirely separate environment using DataRobot MLOps agent functionality. MLOps allows users to nol anly view
model parformance across the entire organization through & single, centralized dashboard, but also provides
centralized model lifecycle management capabilitios.

Custom Inference Modals

DataRobot's MLOps solution can serve as a centralized repository for all your models across DHHR, regardiess
of whethar they wete originally tralned In DataRobot or are custom inference models trained externally using other
frameworks (e.g, R and Pythan). By uploading a model artifact, you can create, test, and deploy custom Inferanca
models to a centralized deployment hub. DataRobot supports models built with a variety of coding languages,
including Python, R, Scala, and Java,

Champlon / Challenger Structure

MLOps allows users ta build their own challenger models or use our industry-leading automatad machine learning
product to build and test them for you, Track how the challenger madels are performing against the modal in
production (the champion) and easily swap the champlon model if the challenger proves to be more accurate.
This process of constant evaluation enables you to avoid surprise performance regressions in a dynamic¢ and
highty volatile environment.

Intagrations

Through DataRobot's flexible REST API routes, DataRobot has the abllity fo connect and surface insight into
many other entarprise tools. These include Bl taols like Tableau, PowerBl and Qlik, and RPA tools like Automation
Anywhere, UlPath and Blue Prism. Furthermare. DataRobot can support direct prediction write-back with
Snowlake, Microsoft §Ql Server and Tableau. With these seamless integrations, DataRobot can easlly
complement your existing technology ecosystem,

Al-Powered Applications
Another challenge organizations struggle with is with archestrated data-driven decision support.

To address this challenge, DataRobot has developed a sulte of decislon-support tools called Al-Powered
Applications. These are incredibly flexible, but include startar templates for an Qptimizer app, a Predictor app and
a Whatif app, These applications allow front-and business users to leverage DataRobot's predictions directly in
decision making without having a DataRobot license or building models themselves, The DataRobot users
creating these apps do not neaed a background In coding or app hosting, making this & scalable solution for
incarporating data into buginess declsions.

Govarnance and Approval Workflow
DataRobot MLOps establishes a framework in which you can maintain discipline and control over your Al projects.
* The Humble Al feature inspires trust in every single prediction, by allowing ugers to set custom override
rules or to flag declsion-makers when It encounters particularly difficult or unique cases. MLOps also
anables you to comply with goverment regulations and reduces your rigk by providing secure and
governad access to all your production modets with tightly controlled approval workflows for the
doployment process and the implementation of any proposed changes,
¢ Model Appraval Workflows - Maintain thorough reviews of model updates with less tedlous manual work
uging customizable review cycles and approval workflows, MLOps ensures only those who are authorized
can updata and publish new models while keeping evaryone else in the loop.
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o MLAudit Trail and Logging - For regulatory compliance purposes, MLOps preserves a full history of
prediction activity and any model updates so that you always know what model was created, used, and
updated, when by whom,

Bolution Difforantiators

As noted in the analyst reporte, DataRobot is the leader in automated machine learning and enables citizen data
sclentists to build models saslly. Our key differentiators are:

1. Acustomenrfirst engagement model with dedicated data sclence, field englneering, account management,
and customer success resources. Our key success matric Is operationalizing mechine Iearning models
into end-user workflows In order to generate significant business valua, Team DataRobot wil provide both
consultative guidance and technical support at every stage of the end-to-end Al journey. From initial use
case ideation to model development, depioyment, and the ongoing maintenance and management of
your depioyed models - we have dedicated professionals that we pair with world class software to help
you achleve your uitimate vision of success.

2. We democratize data science by automating best practices including festure engineering, model buliding,
model evaluation, modal Interpretabliity, model deploymant, and ongoing madel management. We will
provide robust training for our product through DHHR's 40 hour customized tralning and our DataRobot
University offering. This ensures that DHHR team members rapidly gain the abllity to execute data
scienca projecte indapendently,

3. Robust data Intagration and ingestion capabilities that enable DHHR to laverage multiple deta types
(netural language, tabular, image, geospatial, ate.) to build robust madets. Qur REST API also gives
DataRobot users the abliity to feed predictions and the explanations behind those predictions to a wide
array of and-user solutions and business intelligence tools/dashboards for consumption (including but not
limited to Microsoft PawerBl, Tableau, Qilk, ERIC, etc,).

4. We are the only automated machine learning vendor that provides rabust model managemaent support to
ensure A continued ROI. Our acquisition of ParallelM, the ieading maching learming ops company, only
enhances our exlsting capabilities,

42243

Vendor will clearly (dentify any software that I propriatary and wiil explaln the basis for software licenses
including whather the licenses are named user licenses or concurrent user licansas; whether licenses are
annual or parpetual; any requirements raquiring software to be under vendor support contracts; etc.

The proposed solution includes the purchase of a platform instance AutoML/Auto TS consisting of 60 workers and
20 model deployments on the MLOps platform. This licanse Is annual and includes unlimited user seats across

DHHR, Please ses www,datarobot.com/legal/MSA for more detailed information on aur standard terms,

4.224.31

Vendor propasal shall indicate whether licenses are transfarable (from an Agency ataff member leaving
the projact to a new staff member) and whather and, how a license might be upgraded during the license
tarm, for instance from a view only license to a license with full access to SW features,

DHHR will have the ability to provide accass to 10 users outilned In the RFP and any additional personnel within
DHHR that It deems nacessary. Licenses do not need to be upgraded during the license term. All users granted
access by DHHR will have accaess to the full software features. Section 4.2.2.2.1.1 describas the sizing of the
platform based on users. DHHR will have enough computational resources to accommodate 10 users, Licenses
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are transferable betwaen DHHR employees, or additional additional ¢apacity (more workers) can be purchased If
more users are added. Similarly, more model deployments can be purchased if scoped projects require additional
models above and beyond 20 deplayments.

4.224.4

Vendor will clearly (dentify any requlired third party software, If Vendor Is an authorized distributor of such
third party software or If the Agency will hava to procure thelr own licenses. (NOTE: Where an exiating
Agency or Statewlde Contract includes the required third party software, Agency resarves the right to
purchase from the existing contract rather than from the Vendor.)

Team DataRobot’s proposed solution only requires the purchase of the DataRobot platiorm.

42245

Vendor wlll address thelr approach to W version and release updates (Including bug fixes). The
response should Include detalls regarding what updates are required vs. optional; the amount of notice
the Agency will be provided for routine updates; the amount of notice the agency will be provided for bug
fixes; otc.

Current DataRobot varsion is 8,0, DetaRobot releases @ new veralon every week within the cloud. While our
product roadmap is not available for distribution, DataRobot has been and is committad to bringing the most
advanced, cutting-edge machine learning capabilities to the market.

DataRobot Managed Cloud is operated in a Blue/Green (active/passive) deployment mode, which snsures no
cllent impact during upgrade. The cloud envlronmant I$ updated weekly and involves fallover between the two
sites. Disaster recovery from backups Is tested weekly for metadate. Client data is held on a secure, encrypted $3
bueket In AWS which provides elaven nines durabllity.

Additional detalls concerning notice of malntenance (including addressing bug fixes) are covered In subsections
422210/4.222101/422210.2
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4.3. QUALIFICATIONS AND EXPERIENCE

4.3.1 Qualifications and Experience Information

4311

Vendor should demonstrate that they have providad predictive analytics SW, Including machine learning
and artificlal intelligence to companles and agencies in the Unlited States for a minimum of five years
prior to this bid opening.

DataRobot was founded in 2012. The Saa$S market offering has been available for over 6 years. In the B years it's
baen available, over 1000 of the world's most recognised brands like Black and Decker, Toyota, Standard
Chartered Bank, Monsanto Bayer, U.S. Government - federal and state entities and so many more organizations
trust DataRobot every day to deliver real business value from Al. DataRobot customars Include & third of the
Fortune 50, with companies across all Industries, as well as highly regulated industries, including: 40% of Top
Healthcare Companies and 70% of Tap U.S. Banks.

Since DataRobot's launch, over 1 trillion predictions have been mads, 2.5 billlan models have been built, and 1
million projects have been supported by a team of dedicated customer facing data scientists,

DataRobot is the category creator of automated machine learning. Below are recent 3rd party accolades of
DataRabot:

DataRobot racognized as a Leader in the Farrester Wave: AML Platforms, Q3 2022

e DataRobot recognized as a Representative Vendor In the May 2022 Gartner® Market Guide for
Multiparsona Data Sclence and Machine Learning (DSML) Piatforms report.

¢ DataRobot recognized as a Category Leader by Al Forum in the Al Quadrant 2022 for Enterprise Machine
Learning

» DataRobot recognized as a Leader in the Everest Group MILOPs PEAK Matrix Asgessmaent 2022 and
raceived the highest vision and capabliity score

o DataRobot is #26 on the 2022 Cloud 100 by Forbes

4.3.1.1.1

Vendor should provide the current release of the SW being proposed and comment on the maturity level
of that release.

The current verslon of DataRobot Managed Cloud s version 8.0, DataRobot pushes weekly updates to our cloud
environment, as well 88 a more significant quarterly release of new functionality, Each release is thoroughly vatted
by a formal change management process, and robust validation, testing, and enterprisa-grade quality assurance
pragrams. For example, all code commits are subjectad to mara than 20,000 unique tests to compare known
inputs to saved expacted outputs. Results are analyzed by data sclentists, data engineers, and software
developers with significant data science expertise. If any change causes a devlation of more than six decimal
paints, the code will not be accepted.

In addition to the rigorous testing for each release, DataRabot biueprints (the logic that drives the thousands of
tasks that go into a machine learning project) are automatically tested every night using a series of datasets that
are carefully curated to utiize every major feature, and simulate the wide variety of use cases and dataset typas

DataRobot
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that DataRobiot would routinely encounter in a production environment. Any regressions in key metrics are
carefully raviewed by our data science team.

4!3‘1.2

Vendor should provide a staffing plan that will ¢clearly support the requirements enumeratad in the RFP.
The plan should Include, at a minimum, resumes for proposed staff along with coples of certifications or
degrees applicable to this contract; descriptions of past projects completed; project manager name and
contact Information for past projects; and, customer name and contact Information for each project cltad.

Pleasa refer to Appendix B {also cited In section 4.2,2,3.8) for Strategic Account Manager and Project Manager
profiles. Appendix C Includes resumes containing proflles for Data Sclentist and Al Architecture/Engineer. Due to
Personally ldentifiable (nformation that is not publicly avallable, contact Information and further project detalls can
be provided upon raquest. Customer point of contact informatlion for government experiance requirements is
provided in subsaction 4.3.2.1,

Please see subsaction 4.3.2.3 for an organizational chart for depth of talent across Al Success/Project
management, Al Engineering, Data Science and extended team through the Partner Ecosystem to ensure Team
DataRobot can fulfill requirements anumerated in the RFP.

4313

Vendor should addrass how they will make substitutions for proposed staff If staff leave the project
before completion, The plan should address Agency's prerogative to accopt or reject proposed
replacemants for any or for no cause,

Team DataRobot will make substitutions only as nacessary and will ensure any substituted staff meaet original
vendor requiraments. The team will make reasonable efforta to ensure continulty betwean team members,
including whera possible, a proper introdyction/handoff with relavant client team, as wall as a reagonable
transition period. DHHR wilt have the prarogative to accept or reject proposed replacements for any or for no
cauge.

4.3.2 Mandatory Qualifications/Experience Requirements

The following mandatory qualification/experience requirements must be met by the Vendor as a part of its
submittad proposgal. Vandor should describe how it maets the mandatory requirements and Include any
areas whera it axceeds the mandatory requirements. Fallure to comply with mandatory raquiraments will
lead to disqualification, but areas where the mandatory requirements are exceeded will be Included in
tachnical scores where appropriate. The mandatory quallfications/experlence requirements are listed
below.

DataRobot
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For gach of the accaunts listed In respones to 4.3.2.1, vendor shall provide a refersnce Including Name,
title, email address, phone number, and the date range In which services were provided.

Customer

Reference

Oescription

john.wan@Tda.hhg.gov
240-753-3384 (work call)

Date range of work;
Dacember 2020 - present

*Customer with DatsRobot since Merch
2020; referenve became primary POC
for DataRobot in December 2020

Departmont of | Kevin Kovack For nearly four years, DataRobot has enabled Al

Homeland IT 8pacialist applications for hometand securlty across 12+ mission

Security (DH8) | 703-254-9832 areas across multiple DHS agencias In a wide variety of

-U.S. Customs | kevin kovack@cbp.dhs.gay data modsling projects. For example, DataRobat's Al

and Border Cloud Platform has enabled effactive and secure border

Patrol Date range of work; transportation by pradicting activity at crossing points to

January 2017 - present support bettar decisions about staffing levels. This use

case helps reduce wait times to spur economic trade, as
well as ensure enough personnel are on hand to screen
for illegal goods and crimlnal activity.
With DataRobot, the average model deployment timeline
was expeditad from 12 months {0 3 months, where
200,000,000+ predictions are made per year supporting
critical national security missions.

Food and Drug | John Wan (Supervisory In March 2020, DataRobot began their support of the

Admlinistration | Opaeration Analyst in Division of | Food and Drug Adminlstration (FDA). The FDA team was

(FOA) Quality Data Sclence) alming to empower multiple user proflies to quickly and

accurataly bulld and iterate on pradictive models, Over
the first two months of the engagement, the DataRobot
team collaborated on three data madeling projects where
they held weekly training sessions with eight users. The
data modeling projects focused on quickly iterating on
models to more efficiently identify where inspection and
anforcement resources should be sent for drug
manufacturing facllity inspection to keep the U.S.
pharmaceutical market safe. Currently, the DataRobot
team continues to meet with the FDA users in biweekly
data science trainings to hone the usars' proficiancy on
the platform through work on additional data modeling
projects. Additionally, FDA is focusing on producing
insightful and actionable predictions and has explored
displaying the facillty Inspection predictions on
dashboards for consumption. FOA and DataRobot also
hosted an Al eminence workshop with over 90 attendees
to discuss the Al/ML strategy at large within the agency,

In addition to the references, below are some additional select government accounts. The DataRobat platform is
Inherently use case agnostic. Customers have laveraged the platform to train models with their own data,
adapting to a large variety of problem domaing. Due to non-disclosure agreements, we cannot provide additional
detail into the below data modeling projects In this document beyond what Is provided (Including supplemental

DataRobot
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links or referances). Please note that we will be able to provide more deep information. if DataRobot is selected

from this RFP,

Additional Custoimer

Description

U.S. Army

DataRobot has worked extensively with the Army on numarous projects starting
with our support of the U.8. Army Office of Business Transformations (QBT) and
extending to U.S. Army Tank and Automotive Command (TACOM) and the
Undersecratary of the Army far Financial Management & Comptroller (FM&C). In
September 2020, OBT awarded a $1.7M ¢ontract to DataRobot 10 design, bulid,
tost, and deploy an Artificlal Intelligence / Machine Learning (A/ML) solution to
resolva Unliquidated Financial Obligations (ULOs). The model (s 3+ times more
effective than the previous method, and over $2B has already been deobligatad.

DataRobot also worked with the Army Audit Agency (AAA) to bulld multiple
anomaly detaction models to predict specific fraud patterns and provide alerts on
patentially risky behavior on tha Army’s Government Purchase Card (GPC).
DataRobot's models raduced the numbaer of anomaly alerts by 86% and increased
the true-positive rate by 300%. DataRobol also supported an AIML initiative
callsd Deap Green. This kicked off in January 2021 with the “challenge” to
forecast the monthly readiness of M2A3 Bradley Fighting Vehicles. Fiftean (15)
teams and over 80 participants competed. DataRobot provided both software and
interactive training sessions to answer questions about praparing the dataset for
modsling, feature angineering, and time sarles modeling capabllities in the
platform. This competition enabled the Army workforca with the AI/ML skills
nesded to prepara data for A/ML modeling, conduct feature engineering, and
deploy working salutions.

Woarking with Army FM&C, the DataRobot team bullt and deployed multiple Al/ML
modsls to help process unmatched financial transactions (UMTs) faster and mare
efficlently than historic methods. When deployed into production, the DataRobot
solution reduced the processing time for a single UMT from 2 hours to 2 minutes,
helps process mara than 30,000 POF vouchers annually, and saves over 700,000
full-time employee (FTE) hours per year,

Finally, the DataRobot team has supportad Army TACOM with sofiware and
sarvices to build, tast, and deploy predictive maintenance modals for
non-combatant vehicles to provide Army meintainars with early identiflers of
vehicles which are close to failure and in nead of major repair,

State of Maryland

DataRobot has supported the State of Maryland within MDThink (Matyland's Total
Human-sarvices integrated Network) to forecast Temparary Cash Assistance
Caseloads for resource and budget planning utilizing time series madeling. Initial
performance of this model reduced error of traditionat forecasting method by over
200% - the team is currently working lowards productionalizing the modal and
have developed a Qlik dashboard prototype to display predictions. Aside from
support for modeling projects, DataRobot also led a strategic Al roadmapping
workshop to identify and prioritize fifteen additional applications of AUML.

State of West Virginia
Audltor's Office

The State of West Virginla Office of Auditor is mitigating fraud, misuse, and abuse
in the purchasing process by using machine learning. Applying augmented
intelligence to millions of yearly purchase card transactions is protecting taxpayer

DataRobot
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dollars and increasing organizational productivity. This is a live application being
utilized on a daily basis.

Finally, our team also has developed a deep understanding of the DHHR landscape through our engagements
with QDCP and BBH over the past year. This would enable Team DataRobot to quickly re-onboard and continue
making progress with the organizations. Team DataRobot is confidant that we can offectively pair this critical
organizational understanding of DMHR with relevant lessons learned across our federal, state/local government
and commercial accounts.

4323

Vandar must provide an organization chart with sufficlent detall to demonstrate the abllity to support up
to the maximum number of projects over tha life of the contract as well as to support the maximum
number of concurrent projects at any point over the life of the contract.

Below Is an organizational chart of the teams Team DataRobot can utilize on this project. These teams and
numbers reflect L1.S. based resaurces and pravide fall safes and redundancies for any staffing naeds that may
arise to support up to 18 projects over the course of the year.

Organizational Overview
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Appendix

Appendix A DataRobot Trust Package

DataRobot
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CERTIFICATE

Management system as per
ELOT ISO/IEC 27001 : 2013

Information Yechnology - Security Techniques-information Security Management Systems
«» Requlrements
In accordance with TUV HELLAS (TOV NORD) §.A. procedurss, it in heraby cartified that

PataRobot Inc.
225, Franklin Str.
13" Floor

Boston, MA 02110
United States

with tho sites according to the annexes
applies a management systam in line with the above standard for the following scope

DataRobot offers an Enterprise Machine Learning Automation Platform System that
empowers Users of all Skill Levels to make Better Predictions faster. Incorporating a
Library of Hundreds of the most Powerful Open Source Machine Learning Algorithms,
the Datarobot Platform Automates, Trains, and Evaluates Predictive Models in Paraliel,
Delivaring more Accurate Predictions at Scale. Datarobot automates the Data 8clence
Workflow, Enabling Users to Build and Deploy Highly Accurate Predictive Models in a
Fraction of the Time of Traditional Methods. Datarobot designs, develop, maintains, and
performs Support for On - Prem and Saas Solutions.

8.0.A.: Version 1.0, Dated from: 09,10.2020

Conifitate Registration No. 048 20 0016 Valid from 2020-11-18
Audit Repart No. 1S-0178/2020 Valld until 202341417
g Initial sertification 2020
pa Q\ a m
TUV HELLAS (TOV NORD) $ A. Cerlification Body Athens, 2020-11-18

This certification was conductad in accordanse with the TOV HELLAS (TUV NORD) 8.A, auditing and certification procedures and Is subject
ta regular aurveillance audita.

MS Caribemian
No of eortfiemn 10k

TOV HELLAS S.A., 282, Mesogelon Ava., 185 2 Cholargos. Athens, Greece
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ANNEX

to Cortificate Registration No. 048 20 0016
ELOT ISO/IEC 27001 : 2013

Information Technology - Sacurity Techniguaes-lnformation Security Management Systems
- Retjulrements

DataRobot Inc.
225, Franklin Str.
13" Floor

Boston, MA 02110
United States

Scope

DataRobot offers an Enterprise Machine Learning Automation Platform System that
empowers Users of all Skill Levels to make Better Predictions faster. Incorporating a
Library of Hundreds of the most Powerful Opan Source Machine Learning Algorithms,
the Datarobot Platform Automates, Trains, and Evaluates Predictive Models in Parallel,
Delivering more Accurate Predictions at Scale. Datarobot automates the Data Sclience
Workfiow, Enabling Users to Build and Deploy Highly Accurate Predictive Models in a
Fraction of the Time of Traditional Methods. Datarobot designs, develop, maintains, and
performs Support for On - Prem and Saas Solutions.

S.0.A.: Version 1.0, Dated from: 09.10.2020

Gerlificate Registration No, Site

049 20 0018-001 COLUMBUS (EASTON)
4100 Repomt B¢, Huite 8
OH 43219
United States

D48 20 0016-002 MINSK
V. Horuzhel 8t,, 32/1604
220123
Bolaruo

049 20 0018-003 SINGAPORE
8, Tecmanek Boulevard
#1101 Suntec Towar &
038988
Singapare

048 20 0016.004 TOKYQ
Marunouchi Park Bullding 6F
2.6.1 Marunouchl, ChiyodaK
Tokyo 100-6808

Japan
0448 20 0018-008 MUNICH
Mindspace Viktuallenmarkt, Roaental 7
80331
R Germany
la

TOV HELLAS (TOM NORD) §.A, Cartification Body Athens, 2020-14-10

5 ¢sYD

l MS Gertification
No ol toriifiete 165

TUV HELLAS S.A., 262, Mesogeion Ave.. 165 82 Cholargos. Athens, Greece Page 1of2
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ANNEX

to Certificate Registration No. 048 20 0016
ELOT ISO/NEC 27001 : 2013

Information Technology - Security Tachniques-Information Security Managemeant Systems
- Requlrements

DataRobot Inc.
228, Eranklin Str.
13" Floor

Boston, MA 02110
United States

$cope

DataRabot offers an Enterprise Machine Learning Automation Platform System that
empowers Users of all Skill Levels to make Better Predictions faster. Incorporating a
Library of Hundreds of the most Powerful Open Source Machine Learning Algorithms,
the Datarobot Platform Automates, Trains, and Evaluates Predictive Models in Parallel,
Dalivering more Accurate Predictions at Scale. Datarobot automates the Data Science
Workflow, Enabling Users to Build and Deploy Highly Accurate Predictive Models in a
Fraction of the Time of Traditional Methods. Datarobot designs, davelop, maintains, and
performs Support for On - Prem and Saas Solutions.

S.0.A.: Vergion 1,0, Dated from: 09.10.2020
Cartificate Reglatration No, Site

046 20 0016008 COPENMHAGEN
Ra::huapladnn 18, BC Radhuspladsen
18

Danmark

048 20 0016007 KHMELNYTSKYI
3" Ploor, Podilska Str.
21, 8C Magnit
Ukralne

048 20 0016-008 KYWV
101, Voladymyrsaka Str,
3" and 4" Floars
0200 Ukraine

048 20 0016009 KYlvV
Dynastia BC, 46 - 46A, Antonovycha Ste., 1 Floor

02000 Ukeaine

048 20 0016-010 LIV
Hsralv UPA 73, 8" Floor

Lviveka Cbiast
e, Ukralne

}m\ l Q /b End of the List

TUV HELLAS (YOV'NORD) $.A. Certification Rody Athens, 2020-11-18

&b ‘

M5 Cortifcalion
N ol gornbicale 189

TOV HELLAS S A, 282, Mesogelah Ave., 156 82 Gholargos, Athens, Greece Page 2 of 2



S¢ 28 2002 12:0om

2022-09-28 11:59 Cardwell Home Center 3177860795 >> 304 558 3970

DataRobot Managed Al Cloud Security

PO
P 34/78

DataRobol, he tegder in augmented intelligence, is developed and bullt with the enterprise in mind, We implement
rigk-based and standards-based security pratocels o secure both our services and customer data. As a part of our
camprehensive security program, our menaged cloud service is SOC 2 Type H and 1SO 27007 certified by independent
third-parly auditors (o engure compliance with Industry slandards and best practices for information sequrity, Gorporale
controls, and software developrment,

The DataRebat platform includes s range of features and funclionality that allows customers to confidently deploy our
products In & variety of environtments. Our anginesring team has buill product security, high avsitability, modularization,
and connectivity Inta the applicalion, allowing enterprises ta focus on maximizing ROl thraugh the mast advanced machine
learning techniques,

DataRabot employs many tayers of security to help protact customer data. Our security programe addrass the followlng
requiremnents:

» Agcess Controls +  Data Confidentiality and Privacy
+ Availability +  Physical Secunty
* Processing Integrily

DataRobol is available as both & managed cloud service built on top of the Amazon Web Services (AWS) infrastiructure, as
well as an on-prernise, private cloud, or hybirid cloud offering deployable on your platform of cheice ~ AWS, Google Cloud
Platform (GCP), Microsoft. Azure, and virtyal machines, plug bare matal, and Hadoop. This document detalls the security
prolocols we have implemented for the Managed Al Cloud offering. Please consult the DataRabot On-Premisa/Private Cloud
Security data sheet far security specifications for the on-premige, private cloud, and hybrid cloud offering.

Architactural Overview
The DataRobot environment is made up of the fallowlng components:

Application sarvare Modellng workaers Databaae sind hlesture servers Dedicated prodicilon servers Madel monitaring nodes
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Access Control

UROrs intorney with tho external interfaces af the DataRohiot application via
a web-based yser interface Or by pragramming against the DataRabiot AP1y
using Datefiabor client libraries ar RESTIul APIS; componems requited for
these oplions communical internally within the ¢luster with no external
auposura. Additonally, and preferably, usera con generale predictons uging
the: DataRohot Pradiction Server AP, deseribed below Any raguirad Internel.
Based communications use T1.& 1.2 o pratect the confidentialitg of

the authentication process aa well ng the data in-flight.

WEB-BASED AUTHENTICATION

To log inlo the: apphcation websilo, Users ean choose to suthenticale hy
providing @ useraame and paesword or they can delegate authentication to
Google, The guthinticalion process s handled aver HTTPS ysing 11.$ 1.2
W the application server, Allgr the user sels (hoir pasaword, il is hashed and
uhiquely salled using SHA 512 and further protociad with Pasaward Baged
Key Derivatian Function 2 (BPKGF). The original pasaword ig disearded.

When craating paaswords, only printable ASCI characiers may be used
PaBSWOr(s MUSTCartain 41 leaal one capital letter and ong number. and
he between B anr $12 characteds. The useriame and passward cannot be
(he same. A user hag five altermnpis 1o authenticets successfully balore
NataRobot locks the account, and aih gdmipisteator 1 ngeded 1o unlock )l

DataRabot aiso provides enhancements to paasword-based uthentication,
including supnort for rultilactor authentication (MFA) with goftware tokens
generated using Time: based One-time assword (TOT1)

APl AUTHENTICATION

Theres are two different APIS used for communicating with the DataRobot
platfarm, All APJ communications use TLS ) 2 o protect the confidentiality
of authenlication materials.

DataRobot APL When interacting with the DateRobot AR, suthentication is
parformed using & beorer tokan contained in the HT TR Aythorization header

Pradiction Server AR|. When Interscting with prodiction aervars vie the AP,
anthentivation is performad yaing HT TR Basic Authenication with a ysername
and an assigned AP token for the poasword An additional HTTE Hender namud
“datarabot-key” is required 1 furthor imit accass to the prediclion sacvers.

Authorization

The Managed Al Cloud service it @ multi-lenant salulion, but daca is
pattibonead at (he project level, That ie, BataRobol slores all fite dats under
prisiect (1 localions and mianages sccess control on @ per-projec! basis.

Oala accens s imally granted at the prajeet lovel by the project erastae

(the ownin), who can theh assign speeic rolng and invite others (o participati.
Each role has o set of pra-delined capabililiss, allowlng careful control of who

ron see, modify, and delete projects. The DateRobol sdrmnistritor can control
ugt aecounts, but has no access to user prajests unleas 1nviked 1o partitipate
by the: owner,

Data Confidentiality

Data ig seeyred pl-regt uaing ancryplion The Managed Al Cloud service uses
(b AWS 83 file syslem, which in seeured with Server-Side Enaryplion with
Amazon $3-Managed Keys (SSE-53). On wp of file system encryption, all
tata transfarced b and from AWS $3 is encrypted in tiansit using TLS 1.2
{or metedata stores, along with password enablomont.

whan using he DalaRobor managed cloud environment, deta sent to be trained
o1 scored ig tranamitted encrypted with TLS 1.2 over the public Internet (f your
g subminted 10 OataRohot is sulyect 10 regulatory compliance (for cxample,
HIPAA or PI1) ar hes a classification ihat requites shecine security contrals,

yau may want 1o consider pn On-Premise Al Clustyr deploymaent, whieh can be
furthar canfigured o meel your compliance needs.

I addition 1 DtaRobot's Managed Al Cloyd AWS instance hosted In the LS,
A separate instonta I8 hosted In tha LU (ireland) 10 support e unigue data
protection requicements of Cl) customers

DataRobot
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DATA REMOVAL

DateRaobot provides two opiiens for deleting projects. Ownears con delate
projects so that they are removed from active project management listings,
Camplgialy eemoving the projecy, including the date used to build it, raguires
an administrator. Managad Al Cloud usars wanting 1 permanently remave
dutd would bk (helr primary DataRobot cantact to file a icket with DateRobol
Support and raquest the date ba removed. Additionally, for those prejects
iistakenly deleted from the sctive st DataRobot Support has the cepability
(0 gaslly restore them.

Code and Component Security

DataRabal releases new code to the Managad Al Gloud almost every week,
Each release s thoroughly vetled by a formal change managemen: pracess,
ant robust validation, tesling, and enterprise-grade quslity asaurance
programs. For example, all code commila are subjeeted to merg than 20,000
uniqué tesls 1o campare known Inputs 1 Saved expected oulpuls. Results
are analyzet| by data scientista, data engineers. and software devalopers wilh
sigrificant data scienae experiise. If any change causes a deviation of more
than six decimal points, the code will not be accepted.

In addition ta the rigorous tasling for caeh ralease, DataRobot blueprints
(the lugic that drives the thousands of tasks thet 40 Into A mothine learning
prajeat) are automativolly testod every night using @ serios of datasels tha(
aro carefully curated to wilize every major feature, and simulate the wide
varlety of uge cates and detaset types that DataRobaot would coutinely
encounler in & production enviconment, Any rogressians i kay motrics

are carelully tevicwed by our data sclence tnam.

Source cadn and binary artifacts for oll third party and interngl modeting
libraries are stored in an internal artifact repository. New and upgraded
libratios are subjected to open source license review, build compatibility
testing, and extansive perfarmance and tompatibility 1egs. Open source
componente are regularly scanned for known vulnerabiliues and license
complionee iggues, and upgraded in accordance with aur validation framework
to deliver conmstent and reliable results, with enterprisa-griade security and
regulatory compliance,

Physical and Corporate Security

DateRabat is hosted an AWS, and Amezan's daete centers are 180 27001
certfied, and hava PCI/DSS Setvice Provider | avel ) and other genifigations.
Pease refer to AWS Services.in Seone for dotnlls af these certifications. AWS
Ingtalls robust survaillance and detection In and around thelr data gentery
with robust perimeter security, Closed Citeuit Telavigion (COTV) camerss,
muitifactor authentication mechanisms, and Intrusian detection, DatsRobot
alao hax strony physicel securlty controle in place in i1s offices, with badge
aystam controlled access and intrusion detection. HR background checks are
performed on all employees.

Security Monitoring and Alerting

[YataRobot uses many gecurily tools to continuously monitar the praduction
AWS/SaaS enviropment, including AWS GuardDuly st the network (evel and
Sophos Enpoint Security al the instance leval.

Disaster Recovery

Disaster recqvery pland are reviewed on an annual basis, with accauntabllity and
reaponsibiity led by our Chief Qperating Olficer. in the case of a buginess continuity
event, DataRobat notifies cystomers through proper escaletion shannels,

Compliance Certifications
DataRobat ‘s Managed Al Cloud service is SOC 2 ype ) and IS0 27001 certified.

P33
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DataRobot
On-Premise/Private/Hybrid Al Cloud Security

DataRobot, he leader in atgmented intelligence, is developed and built with the enterprise in mind. We implement risk-based
and standard-based security corirols to secure both our services and custamer dala. As a part of our comprehensive security
program, our on-premise/privale eloud environment is SOC 2 Type Il and 180 27001 centified by independent third-party
auditors to ensure cormpliance with industry standards and best practices for information security, corporate controls, and
software development,

The DataRebol platferm includes a range of features and functionality thal allows custormers to confidently deploy our
products in a variety of environmments. Gur engineering team has built produet security, high availability, modularization,
and connectivily into the application, allowing enterprises to focus on maximizing ROI thraugh the most advanced
Machine learning techniques.

DataRobot emplays many layers of secunty to help protect customer data. Our security programs address the following

requirements;
Access Controls +  Data Configentiality and Privacy
+ Avallability +  Physical Security

» Processing integrity

DataRobot is available as hoth a managed cloud service buill on top of the Amazan Web Services (AWS) infrastructure, as
well as an on-premise, private claud, or hybrid cloud offering deployable on your platferm of choice -~ AWS, Goagle Cloud
Plaiform (GCP), Microsoft Azure, and virtual machines, plus bare metal, and Hadoop. This docurnent details the security
pratocols we have implemented for the on-pramise, private ¢loud, and hybrid cloud offering. Please consult the DataRobot
Managed Al Claud Securlty data sheet for security specifications for the managed cloud service offaring,

Architectural Overview
The DataRobot environment ls made up of the following ¢omponents:
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Access Control

Usars nterac with the external interfaces of the DataRebol application
plalforen via g web bazed user intetface or by programming aganst

the DalaRpbot API8 using DatpRobot client kbraries of RESTIul APIs;
ornponenls required for these oplions communicale Internally within the
cluater with no extatnal exposure. Additionally, and prefarably, users can
hendrate predictions uning the DateRobol Prediction Server API, dosoribed
below Any requirgd Internat based communicalions use FLS 1.2 (o rotect
the confidentiality of the authentication peocess as well s the data in- fught,

WEB-BASED AUTHENTICATION

o log Into the application webiite, users can chaose o authenticate by providing
duserngme and password of deeqate authentication 10 LDAP $50 uging

SAML 20 iw also supported For Hadoop installations, Kerberoz and SAML
irpersonation ean be used. The aulhentication process is handled aver HTTPE
using 1.5 12 to the application server. After the usor se1s thoir password, it is
hashe are uniquely salted using SHA-512 and further protecied with Password.
Based Key Derivation Function 2 (BPKDFE2), The origingl password is discarded,

When grealing passwords oaly primable ASGCI eharaclers may be used.
Passwords must contain ot letst ane capital lelter and ane number and be
btwaen 8 and 513 cheracters. The usarbame and password ¢annal be the
same A uger has fivit atlempla (o authenticate suceessfully bafora DataRabot
locks the acanynt , and an adminisirator is needed (o unlogk 11,

DetaRohot alsa provides onhancements to paseword-basod authentication,
inchiding support far multifactor authintication (MFA) with software lokens
ornerated using Time-based Onc-lime Pasaword (TOTP).

AP| AUTHENTICATION

Thave are two ditferant APLS used far communicating with the OatalRobiot
plattorem. All AP) commiunizationg yse Tl § 1.7 10 piotact the confidemtiatity of
suthentication materials,

DataRohot APL When intaracting with the DataRobot AR, suthentication is
performed uaing a hearer token conlained in the HTTR Authorization heater.

Prediction Server AP). When interaciing with the prediction sorvers,
authenlicalion m pedformned using HTTP Basic Authentigation with a
username and an assigned AP Loken used for the password.

Autharization

Data for the on premige/privata cloud anvironment is parulioned at the
nroject level That is, DataRobol slares all s data undet project 10 localions
Bnd maneges aCCess Gonrol on a per praject hasls

Datn acceas 19 nitinlly yranted al the project lavel by the creator of the

Orojecy (thie owner), who can then assign specific rales and invite others 1o
pacticipate, Each cole hys a set of pre-defined capabilting, allowing ¢ateful
cantrpl of who Gan sae, odify, and delote projects. DataRohol adrmmigirators
canhot dcewse user projects unless nvitad ta paticipate by the owner

Data Confidentiality

Dota 15 sccured al-rest using the encryptian of the underlying file System - Uinux,
RO, Amazon £3, Microsoft Azuee Blsb Storage, or Gaogle Cloud Storage. We
eeammind enotling file system encryplion prior 1 the CataRobot installation.
On top of file syatem eneryption, all duta vansferred to and from the data pode

15 enesyptod in teainsit using TLS 1.2 for meladeta storos, along with passworg
enghlement. DEBROBOL turs n 8 Service BEcouPt Which CBn BELCSS Your
filestarcy, 50 it's important 1o be sware of who has acgess

Data sent1o be trgthed) o scored is {ransmitted encrypted with TLS 1.2 over
your private nelwork to the saplization o prédiction andpoints. If your dat
submitied to DataRabal is subjeat to requiatory comphance (for sxample,
HIPAA, Pli) ar hes a clpasificatipn at requires $pecdic secutity comrols,
1tho DataRobot plattorm has the ability to he ingtalled in an off-network, bara
metal setup Offling deployments are supportad wilh features that allow
dpwniloading scoring code (of scoring cade spproxrmatinng) lot deployrment
to offune gervirs Scoring (hrough these methoda is done locally and does
not nevd Lo make callg over the nelwork to 8 predittion server.

DataRobot
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DATA REMOVAL

DataRoton provides two options lar deleling projects. Qwnars can delete
Prejecta so thel they are ramaved fram active project menagement listengs.
Gomplelely removing the praject. inchuding tha data used 10 build i, requires
an administralor. Adminisuators alsa have the abillty 10 regtore projects thet
users delite by accidenl,

Code and Component Security

DalaRobol relenses new code 1o 1he Managed Al Cloud almost every week.
Ench release is thoraughly velted by 8 lormal change management procegs,
antl robust validation, testing, and entarprise-grade quality agsyrance
pragrams For example, ull coda commits are subjectad L mare than 20,000
unique 185t3 10 cormpare known inputs (o saved expected ouiputs, Resulls
tre analyzed by date sclentists, dala engineers, and aoftware developers with
slgninieant dats science expertise If any change causes a deviation of ote
than six decimal pats, the code will nol be acceptsd.

Each quarter the Managed Al Cloud cods branch is deliverad as a separate
refaast {or on-premise, privine clout, and hybrld envirenments, A unique
hattery of 12§18 13 run using hundreds of diverse datasets (o validele that oll
motiels perform us expected with evary supported contiguration. Testing
rosuis from tha new relaage ate compared tg equivelent reaults from gl
previous releases to Identify any combination of data, model type, and
anvitonment that mey be experlencing a regrogsion in aceuracy, tuntime,
RAM usage, or uny othar Key tmetrlc. Testing in this manner allows any
potential probilems or abnarmalities 1o bik quantitatively maasured and
proaciively corrected before o relaage.

in addition to e rigorous testing for each release, DataRabot blugprints
(the lagic that drives the thousands of tasks that 9o inte & machine lgarning
praject) are autamatically tegied every night uging b saries of datasets that
ure carefully cutaled w utllize avery major feature, and simulate the wige
variety of uge cases and dataset types that DataRobot would routinely
encounter in & production enviranment. Any regrassions in key matcica are
carelully teviewed by our dale science 1eam.

Source cote and binary artifacts for all third-party and inarnal modeling
llbraring are slored in sn inlemsl arlifaet repositary, New and upgraded
libreries are subjoclad 10 open source licenge review, build compatibllity
lagling, and sttensive performance and compatibility lests. Open acurce
oomponants are reqularly scanned for known vainerabilliies and license
carnpliance igaves, and upgraded 1n accordenca with our valigation
framework 10 detiver conglstent and retiatile resulls, with entarprise-grade
securily and regulatory compliance,

Security Monitoring and Alerting

DolaRobot provides many security tools ta continuously monitor the
production cnvironment, Atministeatory eon generate usage reports that detall
individusl yger access, sysiem demand, and resource allocation. Al activity is
also reported to the undenying sysiog, allowing simple Integration with your
Fnderprise Seewrity (nformalion and Event Managemant (SIEM) 100l of choice,

Disaster Recovery

DataRebot supports replication for ils storage layer. Filestore, meladata stora,
and real-time state inforrmation can be replicaled a¢roas three different Linux

secvers, By making a copy of the storage layar dats, you can bring DataRobot
back vnline with the same projects and sipte as the source aluster,

Compliance Certifications

The DataRobaot an-premise/private cloud snvironranl SOC 2 Type |l and 1ISO
77001 ¢ertified.
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Further Information 1
Introduction

DataRobot is commitied to achieving and preserving the trust of our customers through a
comprehensive security and risk management strategy that impacts all aspects of the organization
Including our employees, systems, networks, company data, customer data, cloud environments,
software development practices, and the DataRobot Al Platform. We implement industry standard
solutions and best practices for security and utilize third-party audits and services to continuously
assess, improve, and validate our security controls. This document provides a summary of our security
controls but does not represent our security controls in their entiraty.

Security Controls Summary

DataRobot's security controls are designed to protect the confidentiality, Integrity, and availability of
DataRobot's assets and include a number of technical, operational, and physical security controls, A
summary of DataRobot's security controls includes;

Control Summary of implemented controls

Application security e Strong encryption of data at-rest and in-transit
¢ 2FA and role-based access controls (RBAC)

o Web Application Firawall (WAF)

¢ Password hashing and salting

DataRobot 2
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Application development
security (SDLC)

OWASP Top 10 awareness and risk mitigation
Security analysis of application code and its environment
Source code change control and featurs tracking

Endpoint security controls

Advanced malware protection
Full-disk data encryption
Secure operating system configurations

Network security controls

Firewalls and traffic filtering
Network segmentation (VLANs)
Remote access controls (VPNs)

Cloud security controls AWS VPCs (Virtual Private Clouds)

AWS Security Groups and Availability Zones

AWS GuardDuty security monitoring and alerting
Corparate security Information security and acceptable use policies
governance Employee background checks and security training

Physical access controls (office access badges)

Cornpliance and
certifications

SOC 2 Type 2 certification (completed)
Other compliance initiatives that are planned or in-progress

Security Compliance & Certifications

Industry recognized compliance and security certifications are an importart part of DataRobot's
security strategy as they validate DataRobot's security controls through independent third-party audits.
Specifically, DataRobot has achieved SOC 2 Type 2 compliance for the Trust Service Principles (TSPs)
of security and confidentiality and is also working towards other compliance initiatives,

SOC2 COMPLIANCE

System and Organization Controls (SOC) compliance Is governed by the Association of international
Certified Professional Accountants (AICPA) and is widely considered to be an industry standard
security certification for cloud or Software-as-a-Service (Saa$) solutions. A SOC audit, performed by an
Independent third-party auditor, is a comprehensive review of an organization's security contrals for
compliance to the SOC Trust Service Principles (TSPs). DataRobot has achleved the following SOC 2

certifications:

$0C 2 Certification TSPa Received
SOC 2 Type 1 (2018) Securlty, Confidentiality March 10, 2018
SOC 2 Type 2 (2019) Security, Confidentiality April 12,2019

DataRobot
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SQC 2 Type 2 (2020) Securlty, Confidentiality, Avallability, Processing | June 17, 2020
(ntegrity

S0C 2 Type 2 (2021) Security, Confidentiality, Availability, Processing | ETA Q4 2021
Integrity

* DataRobot's SOC 2 Type 2 certification s expected to be updated annually,

¢ DataRobot's SOC 2 Type 2 report is available upon request (NDA required),

ISO/IEC 27001
DataRobot has achieved the following ISO/IEC certification:
IS0 Certification Description Recelved
ISO/IEC 27001 Information Technology - Security Techniques - | September 10, 2020

Information Security Management Systems

¢ The ISQ/IEC 27001 certification is valid for three years.

Application Security Features

The DataRobot DataRobot Al Platform has a number of security features to protect application users,
data, and traffic, The major components of the DataRobot Al Platform’s security features are

summarized below.

APPLICATION SECURITY FEATURES

Feature

Strong passwords

User passwords must be complex and a minimum of 8 characters.

Password encryption

User passwords are encrypted and salted using PBKDF2 (SHA512+128blt

salt),

Account lockouts

User accounts are locked out after § falled authentication attempts.

Two-factor 2FA s available for user accounts.

authentication (2FA)

API| tokens Unique API tokens for users.

Role-based access | Granular user application privilage controls are available,

controls (RBAC)

DataRobot 4
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Single sign-on (§S0)

DataRobot SaaS: Compatible with Google oAuth.
DataRobot On-Prem: Compatible with any standard SAML 2.0 identity
pravider.

Web Application
Firewall (WAF)

WAF Is implemented to protect the DataRobot application from malicious web
traffic.

APPLICATION DATA SECURITY

Feature

Datal)

Data in-transit
encryption

Client-server traffic Is encrypted using HTTPS (TLS 1.2/AES-256).

Data at-rest
encryption

Application data in AWS S8 buckets is encrypted with SSE-S3 object-level

data encryption (AES-256).

Application Development Security (SDLC)

Security Is a key focus in the development of the DataRobot Al Platform. Changes to the application’s
code are controlled and & security analysis of the DataRobot Al Platform’s code and its environment is
performed for every major release. The components of the Software Development Life Cycle (SDLC)
security controls are summarized below.

SOURCE CODE AND FEATURE TRACKING

Control

Detail

Source code control

DataRobot uses Git to control changes to application source code - including
new features, enhancements, bug fixes, and all other changes. All changes
are submitted, peer-reviewed, and approved using best practices for Git.

Feature and project
tracking

DataRobot uses Jira for applicatian feature tracking, issue tracking, bug
tracking, and project management functions, All features, issuas, and bugs
are assigned and managed using best practices for Jira.

APPLICATION CODE SECURITY ANALYSIS

Control Detall

OWASP Top 10 DataRobot uses the OWASP Top 10 to promote security awareness and
security awareness | secure coding practices for application development.

Veracode static Veracode static scans are used to perform a vulnerability analysis of the
scans application’s source code to identify code-level vulnerabilities Including
DataRobot 5
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vulnerabilities related to the OWASP Top 10. These scans are performed for
each major DataRobot release.

¢ The latest Veracode report is available upon request (NDA required).

APPLICATION ENVIRONMENT SECURITY ANALYSIS

Control

Detall

Veracode dynamic
analysis scans

Veracode dynamic analysis scans are used to perform a vulnerability analysis
of the application’s running anvirenment to identify application-level
vulnerabilities including vulnerabilities related to the OWASP Top 10. These
scans are performed for each major DataRobot release.

Aquasec & Twistlock
scans

Aquasec and Twistlock scans are used to perform a vulnerability analysis of
the application's docker enviranment. These scans are performed for each
major DataRobot release.

» The latest Veracode report is available upon request (NDA required).

Endpoint Security Controls

Endpoint security controls protect DataRobot endpoints from a varlety of threats including malware,
vulnerabilities, and other threats to data stored on endpoints in the event of compromise or theft.
Endpoints include user laptops, workstations, and corporate servers. The major components of
DataRobot's endpoint security controls are summarized balow.

EMPLOYEE LAPTOPS
Control Detail
Data encryption Full-disk encryption Is enabled and required on laptops (MacOS, Linux, and

Windows),

Firewall The local host firewall is enabled and required on laptops (MacOS, Linux, and
Windows).

Endpoint security An enterprise EDR (endpoint detection and response) solution is Installed and
required on laptops (MacOS$, Linux, and Windows). The EDR solution provides
protection against malware, viruses, ransomware, malicious
communicatians, and a number of other threats.

DataRobot 6
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Strong passwords

By policy, strong passwords are required for user accounts on laptops,

Patch and
vuinerability
management

Operating system patches, application patches, and security updates are
deployed to laptops using JAMF.

Enterprise laptop

DataRabot uses JAMF for laptop provisioning and enterprise-level laptop

management management features - Including the deployment of standardized operating
system configurations, application management, inventory, and security
features.
CORPORATE SERVERS
Control Detall

Data encryption

Full-disk encryption is enabled and required on servers that store sensitive
information,

Firewall

The locat firewall is enabled and required on servers that store sensitive
information,

Endpoint security

An enterprise EDR (endpoint detection and response) solution is installed and
required on all servers, The EDR solution provides protection against
malware, viruses, ransomware, malicious communications, and a number of
other threats.

Strong passwords By policy, strong passwords are required for local accounts on servers.
Patch and Operating systems and applications are required to have the |atest patches
vulnerability and secutity updates installed. Patches are deployed dlfferently for various
management anvironments,

Hardened operating
systems

Best practices for security are Implemented on servars to reduce their attack
surface and exposure to threats. This includes limiting ports and services,
restricting access with role-based access contrals (RBAC), and removing
unneeded services and applications.

Remote acoess

Remote access into any server is only permitted through the use of the
authorized OpenVPN client. The VPN client enforces certificate-based user
authentication and OpenSSL-256bit encryption. SSH (secure shell) is the

standard protocol for server access and administration,

Network Security Controls

Netwark security controls protect DataRobot networks from threats such as unauthorized access,
network-based attacks, and provide secure remote access into DataRobot's corporate network

DataRobot

7

Canfidentisl @ 2021 DetaRobot, Inc, All Righta Reserved.

POdd

P 44/78



Sp 18 2000 1200 POUS

2022-09-28 12:01 Cardwell Home Center 3177860795 >> 304 558 3970 P 45/78

environments and systems. The major components of DataRobot's network security controls are
summarized below.

LOCAL AREA NETWORKS - WIRELESS

Control Datail
Authentication All WiFi networks enforce 802.1X (RADIUS/LDAP) authentication.
Encryption All WIFi networks enforce WPA2-AES (AES-256) encryption.

Strong passwords All WIFF user accounts require strong passwords.

Account lockouts WIFT user accounts are locked out after 5 failed attempts.

Guest network The guest network i isolated from all other networks - no traffic is permitted
isolation between the guest network and other networks, The guest network enforces
WPA2-PSK encryption,

Intrusion detection Intrusion detection (IDS/IPS) policies are enabled on Access Points (APs) to
detect and block malicious traffic and other network-based threats.

LOCAL AREA NETWORKS - WIRED

Control Detail

Logical access Logical access controls within the internal network environment are enforced

controls through LDAP, role-based access controls (RBAC), firewalls, natwork
segmentation, and other controls such as user or key-based $SH access.

Network Network segmentation is implementad using firewalls and VLLANs to control

segmentation and Isolate network traffic based on the network’s business purpose and/or

criticality. For example - business networks, engineering networks, and
praduction networks all operate within different VLANSs,

Remote access Remote access into any corporate network ig only permitted through the use
of the authorized VPN client. The VPN client enforces certificate-based user
authentication and Open$SL-256bit encryption.

Boundary defense Firewalls are deployed on all external network perimeters to protect internal
networks from unauthorized access, maliclous traffic, and other
network-based thraats.

Cloud Security Controls

Cloud securlty controls protect DataRobot's production cloud environment hosted within Amazon Web
Services (AWS) from threats such as unauthorized access, network-based attacks, maliclous

DataRobot 8
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communications, and provide secure access into DataRobot's AWS accounts, Instances, and services.
The major camponents of DataRobot's cloud security controls are summarized below.

AWS INFRASTRUCTURE

Control

Detail

AWS Virtual Private
Cloud (VPC)

AWS VPCs are implemented for all DataRobot AWS environments which are
logically isoleted from other AWS environments and provide a number of
security controls such as security groups, access control lists (ACLs), and
network filtering capabillities.

AWS Identity and
Access Management
(1AM)

AWS IAM is implemented to manage access to DataRobot's AWS services
and resources securely. AWS 1AM controls are used to implement role-based
access controls (RBAC) for all DataRobot AWS user accounts, Strong
passwords and two-factor authentication (2FA) are required for all AWS users
with AWS Console access.

AWS Regions and
Availability Zonas

AWS Regions and Availability zones are configured and deployed for the
DataRobot production environment to engure maximum availability of the
DataRobot cloud application,

AWS GuardDuty

AWS GuardDuty is enabled to provide continuous security monitoring of all
AWS environments. It analyzes a variety of AWS log sources including VPC
flow logs, CloudTrail event logs, and DNS logs to detact malicious traffic,
malicious activity, misconfigurations, and a number of other threats within
AWS environments,

AWS INSTANCES

Control

Detall

AWS Security Groupe

AWS Security groups dafine network access control lists (ACLs) and control
network access to AWS instances. They are implemented for AWS instances
and act as virtual firewalls.

Access control

Secure shell (SSH) protocol s implemented for authentication and access
into AWS Instances. Almost all SSH authentication is configured to use
key-based authentication - this Includes user and service-baged access.

Hardened operating
systems

Best practices for security are implemented on AWS instances to reduce thair
attack surface and exposure to threats, This includes limiting ports and
services, restricting access with key-based SSH authentication, and removing
unneeded services and applications.

DataRobot
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Endpoint / instance | An enterprise EDR (endpoint detection and response) solution is installed and
security required on production Instances. The EDR solution provides protection
against malware, viruses, ransomware, maliclous communications, and a
number of other threats.

Corporate Security Governance

DataRobot has implemented a number of corporate gavernance policies for security including an
information security policy, employee background checks, security awareness training, and physical
security controls, The major components of DataRaobot's corporate security governance are
summarized below.

INFORMATION SECURITY POLICY

¢ The DataRobot Information Security Policy governs the general information security guidelines
and requirements for DataRobot employees, systems, networks, and data.

ACCEPTABLE USE POLICY

* The DataRobot Acceptable Use Policy governs acceptable use of DataRobot systems, netwarks,
and data and applies to all employees, contractors, consultants, temporary hires, and other
workers.

INCIDENT RESPONSE POLICY

¢ The DataRobot Incident Response Palicy governs the actions and procedures required to be
taken by designated DataRobot employees in the event of a detected or reported security
incident,

DISASTER RECOVERY POLICY

» The DataRobot Disaster Recovery Pollcy governs the actions and procedures required to be
taken to recover from an outage or a state of degraded availability of DataRobot systems,
networks, or data.

PRIVACY POLICY

» The DataRobot Privacy Policy governs how DataRobot collects and uses personal information
gathered online through the DataRobot website and is available at this URL:

https://www.datarobot.com/privacy/

DataRobot 10
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EMPLOYEE BACKGROUND CHECKS

» Background checks are performed for all employaes.

¢ DataRobot uses a third-party service for employee background checks and sareening.

EMPLOYEE SECURITY AWARENESS TRAINING

¢ Allemployees are required to take security awareness tralning upon hire and then periodically
on an annual basis,

e Phishing campaigns are performed monthly for all employees.

* DataRobot uses a third-party service for security awareness tralning.

PHYSICAL SECURITY CONTROLS

» Anemployee badge is required 1o access DataRobot offices.

¢ Employee badges are deactivated upon termination of employment.

Further Information

DataRobot understands the importance of providing information about the security controls
implemented within DataRobot and the DataRobot Automated Machine Learning application. If further
information about our security controls is needed, please contact your DataRobot account
representative and we will do our best to support your request,

DataRobot 1
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Shared Assessments Program

Standardized information Gathering {S{G) Questionnaire
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Shared Assessments Program
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Standardized Information Gathering (SIG) Questionnaire
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Shared Assessments Program

Standardized Information Gathering (SIG) Questionnaire
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Shared Assessments Program Standardized information Gathering (SIG) Questionnaire
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Shared Assessments Program Standardized Information Gathering (SIG) Questionnaire Version 2016
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Shared Assessments Program Standardized Information Gathering (SIG) Questionnaire
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Shared Assessments Program

Standardized Information Gathering (SIG) Questionnaire
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Shared Assessments Program Standardized nformation Gathering (SIG) Questionnaire Version 2016
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Report of Controls at a Service Organization Relevani to Security, Availability,
FProcessing Integrity and Confidentiality
Thrawghout the Period October 1, 2020 to March 31, 2021

THIS DOCUMENT IS CONFIDENTIAL and has been prepared by Kahn, Litwin, Renza & Co., Ltd. and
DataRobot, Inc, This document is being provided to User Entities of DataRobot, Inc. under the condition that
it be kept in confidence and used solely for the purpose of allowing the User Entities to evaluate the controls
placed in operation by DataRobot, Inc. If you are not the intended recipiont, please notify the sondet and
dostroy this document without copying or disclosing its contents,
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LINDEPENDENT SERVICE AUDITORS’ REPORT

To the Management of
DataRobot, Ing.;

ScopPg

We have examined DataRobot, Inc.’s accompanying description of its enterprise artificial intelligence
platform system found in Section 1V titled “Deseription of DataRobot, Inc.’s Enterprise Artificial Intelligence
("AI") Platform” throughout the period October 1, 2020 to March 31, 2021 (“description”) based on the
criteria for a description of a service organization’s system set forth in DC 200, 2018 Description Criteria for
a Description of a Service Organization's System in a SOC 2® Report  (AICPA, Description Criteria),
(“description criteria™) and the suitability of the design and operating effectiveness of controls stated in the
description throughout the period October 1, 2020 to March 31, 2021, to provide reasonable assurance that
DataRobot, Inc.’s service commitments and system requirements were achieved based on the trust sorvices
criteria relevant to Security, Availability, Processing Integrity and Confidentiality (“applicable trust services
criteria”) set forth in TSP 100, 2017 Trust Services Criteria Jor Security, Availability, Processing Integrity,
Confidentiality, and Privacy (AICPA, Trust Services Criteria).  The description indicates that certain
complementary user entity controls that are suitably designed and operating effectively are necessary, along
with controls at DataRobot, Inc., to achieve DataRobot, Inc.’s service commitments and system requirements
based on the applicable trust services criteria. The description presents DataRobot, Inc's controls, the
applicable trust servicos criteria, and the complementary user entity controls assumed in the design of
DataRobot, In¢.’s controls, Our examination did not include such complementary user entity controls, and we
have not evaluated the suitability of the design or operating effectiveness of such controls.

DataRobot, Inc. uses a service organization, Amazon Web Setvices ("AWS") to host the DataRobot, Inc.
Enterprise Software as a Service (“Saa$") solution and its security monitoring tools, AWS GuardDuty, AWS
CloudWatch and AWS CloudTrail; a service organization, Greenhouse, for applicant tracking system and
recruiting software; a service organization, HireRight, to perform background checks and identity verification
on potential employees; a service organization, Namely, Inc., to administer payroll and health benefits: a
sorvice organization, Voracode, for application and vulnorability testing associated with Enterprise Al
Platform; a service organization, Zendesk, cloud-based servico provider for help desk ticket support; a service
organization, GitHub, a hosting service utilized for source code version control; a gervice organization,
Grafana, for monitoring of the DataRobot, Inc. environment; a service organization, Proofpoint, for email
security and protection; and a service organization, Sophos, for threat protection of the Enterprise Al Platform
(“aubservice organizations”). The description indicates that complementary subservice organizations' controls
that are suitably designed and operating effectively aro necessary, along with controls at DataRobot, Inc., to
achieve DataRobot, Inc.’s service commitments and system requirements based on the applicable trust services
ctiteria. The description presents DataRobot, Inc.'s controls, the applicable trust services criteria, and the types
of complementary subservice organizations’ controls assumed in the design of DataRobot, Inc.’s controls. The
description does not disclose the actual controls at the subservice organizations. Our examination did not
include the services provided by the subservice organizations, and we have not evaluated the suitability of the
design or operating effectiveness of such complementary subservice organizations’ controls.

2
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SERVICE ORGANIZATION’S RESPONSIBILITIES

DataRobot, Inc. is responsible for its service commitments and system requirements and for designing,
implementng, and operating effective controls within the system to provide reasonable gssurance that
DataRobot, Inc.’s service commitments and system requirements were achieved, In Section I1I, DataRobot,
Inc. has provided the accompanying assertion titled “Management’s Assertion Regarding DataRobot, Inc.’s
Enterprise Artificial Intelligence (“Al") Platform” (“assertion™) about the description and the suitability of
design and operating effectiveness of controls stated therein, DataRobot, In¢. is also responsible for preparing
the description and assertion, including the completeness, accuracy, and method of presentation of the
description and assertion; providing the services covered by the description; selecting the applicable trust
services criteria and stating the related controls in the description; and identifying the risks that threaten the
achievement of DataRobot, Inc.'s service commitments and system requirements,

SERVICE AUDITOR’S RESPONSIBILITIES

Our responsibility is to express an opinion on the description and on the suitability of design and operating
offectiveness of controls stated in the description based on our examination. Our examination was conducted
in accordance with attestation standards established by the American Institute of Certified Public Accountants.
Those standards require that we plan and perform our examination to obtain reasonable assurance about
whether, in all material respects, the description is presented in accordance with the description ctiteria and
the controls stated therein were suitably designed and operated effectively to provide reasonable assurance
that DataRobot, Inc.’s service commitments and system requitements were achieved based on the applicable
trust services criteria. We believe that the evidence we obtained is sufficient and appropriate to provide a
reasonable basis for our opinion,

An examination of a description of a service organization’s system and the suitability of the design and
operating cffectivencss of controls involves:

* obtaining an understanding of the system and the service organization's service commitments and
system requirements.

¢ assessing the risks that the description is not presented in accordance with the description criteria and
that controls were not suitably designed or did not operate effectivel ¥y

* performing procedures to obtain evidence about whether the description is presented in accordance
with the description criteria.

* performing procedures to obtain svidence about whether controls stated in the description were
suitably designed to provide reasonable assurance that the service organization achieved its service
commitments and system requirements based on the applicable trust services criteria.

* testing the operating effectivenoss of controls stated in the description to provide reasonable assurance
that the service organization achieved its service commitments and system requirements based on the
applicable trust services criteria,

* evaluating the overall presentation of the description.

Our examination also included performing such other procedures as we considered necessary in the
circumstances.
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INHERENT LIMITATIONS

The description is prepared to meet the common needs of a broad ronge of report users and may not, therefore,
include every aspect of the system that individual report users may consider important to meet their
informational needs. There are inherent limitations in any system of internal control, including the possibility
of human error and the circuravention of controls, Because of their nature, controls may not always operate
effectively 1o provide reasonable assurance that DataRobot, Inc.’s service commitments and systom
requirements are achieved based on the applicable trust services criteria. Also, the projection to the future of
any conclusions about the suitability of the design or operaling effectiveness of controls is subject to the risk
that controls may become inadequate because of changes in conditions or that the degree of compliance with
the policies or procedures may deteriorate.

DESCRIPTION OF TESTS OF CONTROLS

The specific controls we tested, and the nature, timing, and results of those tests are listed in Section v,
“Description of Tests of Controls and Results Thereof” of this repott.

OriNION
In our opinion, in all material respects:

8, the description presents DataRobot, Inc.’s Enterprise Al Platform system that was designed and
implemented throughout the period October 1, 2020 to March 31, 2021 in accordance with the
description criteria.

b. the controls stated in the description wero suitably designed throughout the period October 1, 2020 to
March 31, 2021 to provide reasonable assurance that DataRobot, Inc,’s service commitments and
system requirements would be achieved baged on the applicable trust services criteria, if its controls
operated effectively throughout that period and if the subservice organizations and user entities applied
the complementary controls assumed in the design of DataRobot, Inc.’s contrals throughout that
period.

¢. the controls stated in the description operated effectively throughout the period October 1, 2020 to
March 31, 2021 to provide reasonable assurance that DataRobot, Inc.’s service commitments and
system requirements were achicved based on the applicable trust services criteria, if complementary
subservice organizalions' controls and complementary user entity controls assumed in the design of
DitaRobat, Inc.’s controts operated effectively throughout that period,

RESTRICTED USE

This report, including the “Description of Tests of Controls and Results Thereof” in Section V, is intended
solely for the information and use of DataRobot, Inc.; user entities of DataRobot, Inc.'s Enterprise Al Platform
system during some or all of the period October 1, 2020 to March 31, 2021, businoss partners of DataRobot,
Ine. subject to risks arising from interactions with the enterprise machine learning automation platform system,
practitioners providing services to such user entities and business partners, prospective user entities and
business partners, and regulators who have sufficient knowledge and understanding of the following:

* The nature of the service provided by DataRobot, Inc.

* How DataRobot, Inc.'s system interacts with user entities, business partners, subservice organizations,
and other partics.

¢ Internal control and its limitations.
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*  Complementary subservice organization controls and how those controls interact with the controls at
DataRobot, Inc. to achicve the DataRobot, Inc.'s service commitments and system requirements.

¢ User entity responsibilities end how they may affect the user entity's ability to effectively use
DataRobot, Inc.’s services.

¢ The applicable trust services criteria,
¢ The risks that may threaten the achievement of DataRobol, Inc.’s service commitments and system
requirements and how controls address those risks.

This report is not intended to be, and should not be, used by anyone other than these specified parties.

/(t/ufdu, Litriy ¢l o, L.
Boston, Massachusetts / /
November 22, 2021
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DataRobot’s Business Continuity
Management Program

-

Copyright DataRobot, In¢, © 2021, Al rights reserved. Confidential,
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Our Business Continuity Management Program

DataRobot® is committed 1o taking reasonable steps to provide protection for essential
activities should any event disrupt normal business operations. DataRobot has developed a
rigorous Business Continulty Management (BCM) program to maintain the highest standards of
resiliency at all times during our daily practices. BCM Is an integral part of DataRobot's normal
business operations.

DataRobot's BCM program consliders various levels and types of disruptions that might affect a
building, business district, city or a wide-scale condition within a region or multiple regions.
Dedicated business continuity professionals ensure that recovery plans are docurnented,
reviewed and tested.

DataRobot Is committed to ensuring that its BCM program Is comprehensive and up-to-date,
particularly as naw Information, techniques, and technologies become availabie. Although we
have taken significant steps to develop and (mplement sound business recovery plans, we
cannot guarantee that systems will always be available or recoverable after a disaster or
significant business disruption, However, we bellave that our Planning for such events is rabust
and consistent with industry best practices, enabling an effective rasponse that safeguards the
interests of our key stakeholders, reputation, brand and value-creating activities.

Additionatl Detail

DataRobot's multitenant cloud is hosted in Amazon Web Services (AWS). There are three
production environments, each in a different AWS reglon. All code is stored in a cloud-hosted
verslon control system, All production infrastructure Is managed by a combination of
autormation applications. Automated scripts build the production code artifacts, test them, and
deploy them. Most failure scenarios are handled by re-running an appropriate automation job
and re-deploying cloud resources,

Services for each of the production environments are distributed across multiple avallability
zones within that region. Availability zenes correspond to physical data centers. The failure of
any individual AWS data center may cause a temporary loss of capacity, but would not affect the
availability of DataRobot's service.

Database backups are created every four hours, with automated verification and validation jobs
that ensure the backups can be restored successfully. In the event of a catastrophic failure the
automation scripts would be used to re-deploy the infrastructure and services, and the backups
would be restored into the new environment,

Copyright DataRobot, Inc. 2021, All rights reserved. Canfidential.
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DataRobot is committed to taking reasonable steps to provide protection for essential activities
should any event disrupt normal business operations,

Scope
DataRoot has established a Business Continuity Management (BCM) program, covering all
buginess entities and locations, with tha purpose of:

¢ Providing stable service to clients:

¢ Enabling continuity of critical functions during or immediately following a disruption.

Features of the BCM Program
¢ Defined global and regional gavernance bodies and executive owhership of BCM;
e BCM professionals responsible for creating, managing and monitoring
DataRobot'spreparedness;
A Group Business Continuity and Crisls Management Policy;
Defined crisis management organizations and escalation protacols;
Established crisis communications strategies for all stakeholders;
Identification of critical activities and the planned recovery time objectives:
Thorough risk and Impact assessments of locations and processes, including critical
suppliers;
A training and awareness program for all staff that relates to their BCM roles; and
e Continued maintenance and review of arrangements to respond to emerging risks and
changes to the firm.

s & e 9o o

We use the following strategies to implement our recovery objectives:
Dedicated technical recovery facilities;

e Internal and third party work area recovery facilities;

* Remote working capabilities; and

¢ Local, regional and international recovery capabilities.

L

Further Information
For further information relating to DataRobot's buginess continuity and crisls management
arrangements, please talk to your customer success representative,

Copyright DataRobot, Inc. ® 2021, All rights reservad. Confidantial.
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DataRobot FAQ on International Transfer
of Personal Data

What is Schrems 11?

Schrems Il is @ case that was heard before the Court of Justice of the European Union ("CJEV”) that
challenged the validity of the Standard Contractual Clauses ("SCCs") to provide adequate safeguards to
personsl data that is transferred out of the EU. On July 16, 2020, the CJEU reaffitmed that the SCCs
were a valid transfer mechanism, but said that in some cases, depending on the nature of the transfer,
additional supplementary measures may be required. The European Data Protection Board (“EDBP")
subsequently Issued guidance describing what supplementary measures might be sufficient.”

What is FISA 702 and EQ 123337

Section 702 of the Foreign Intelligence Survelllance Act ("FISA 702") is a US statute that authorizes the
coliectian, use and dissemination of electronic communications content that Is stored or processed by
US internet service or telecom providers by the US government for national securlty and foreign
intelligence purposes.

Executive Order 12333 (“EQ 12333") is a general directive that assigns US intelligence agencles
responsibilities for different types of intelligence collection activities. Unlike FISA 702, it doesn’t
authorize any US government agencies to require any company to disclose data. Any such requirement
must be authorized by a specific statute, such as FISA 702.

In the Schrems Il decision, the CJEU found that US surveillance conducted under FISA 702 and EO
12333 didn’t meet the requirement for an adequate level of protection of personal data that is required
for the transfer of data under the General Data Protection Regulation (“GDPR"),

How does the Schrems Il ruling affect DataRobot?

DataRobot fs unlikely to be targeted by FISA 702. it applies to “electronic communications service
providers® which are commonly understood to be internet service and storage providers, The US
government has confirmed that “most US companies do not deal in data that is of any interest to US
Intelligence agencies, and have na grounds to believe they do. They are not engaged in data transfers
that present the type of risks to privacy that appear to have concerned the ECJ in Schrems 11,2

! Recommenglations 1/2020 on measures that supplement transfer tools 1o ensyre compliance with the EU level
of protection of personal data.

2 Information an US Privacy Safegunrds Relevant to SCCs ang other EU Legal Bases for EU-US Data Transfers
after Schrems 1, September 2020,

DataRobot
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In line with the US government guidancs, the data pracessed within the DataRobot product Is unlikely to
be of interest to US intelligence agencies. FISA 702 is only authorized for the collection of foreign
Intelligence that is important to US national security.

What actions has DataRobot taken in response to Schrems I1?

In respanse to the Schrems | ruling and the resulting EDBP guidance, we performed a review of its data
transfers and the controls in place to protect our customers’ personal data. We have performed
transfer impact assessments for all transfers of customer data to our subprocessors and to DataRobot
entities located in third countries without adequacy agreements.

What supplementary measures does DataRobot have in place to
protect personal data transferred from the EU?

The EDBP identified three types of supplemantary measuras that enable transfer mechanisms to
provide equivalent protection to what the date would receive in the EU - technical, contractual, and
organizational. DataRobot has the following supplementary measures in place:

Technical Measures

Our Information Security Exhibit details the technical measures that are In place to protect customer
data in our managed cloud. This includes:

Encryption, All data residing in, or transiting to or from the DataRobot managed cloud product,
is encrypted, Data in transit Is encrypted using HTTP (TLS1.2/AES-256). Data at rest is
encrypted with SSE-S3 object level data encryption (AES-256).

Logging and Monltoring. We maintain logs of administrator and operator activity and data
recovery events.

Access Management. We monitor repeated falled login attempts, and will lock out a user
account after five falled attempts®. Two factor authentication is avaitable for user accounts, as
well as unique user API tokens and Single Sign On (880) authentication.

- Password Management. Users must set complex passwords with length, character complexity,
and non-tepeatability requirements, Passwards are ancrypted and salted using PBKDF2
(SHAS572+128bit salt).

- Secure Developmant Lifecycle. We have policies for secure development and change contral
and follow Industry best practices for change management. For aach major ralease, static and
dynamic analysis scans and container environment scans are performed, and any weaknesses
found are remediated as deemed necessary.

- Penetration Testing. On an annual basis, we engage a third party to perform pen tests to detect
corporate infrastructure and network vuinerabilities. Any found vulnerabilities are remediated as
deemed necessary.

3 For all DataRobot software except for Zep!.

DataRobot
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Contractual Measures

Our Master Subscription Agreement automatically incorporates an Information Security Policy and a
Data Processing Palicy to protect any personal data that a customer might upload to the managed
cloud. The Data Pracessing Policy is aligned to the Article 28 Model Clauses published by the European
Commission for the transfer of data to a processor, and Includes GDPR, UK GOPR, and CCPA compliant
pravisions. It also includes the new version of the EU Standard Contractusl Clauses for transferring
personal data to third countries, published on June 4, 2021, as well as the older version of the Standard
Contractual Clauses adopted under Data Protection Directive 95/96/EC for transfers from the UK.

We enter into Data Protection Agreements and Standard Contractual Clauses with all subprocessors
that impose substantially the same data protection obligations as those imposed on us.

Organizational

Data Residency. For most DataRobot products on our managed cloud, customers located In the
EU or in countries with an adequacy decision are hosted on AWS sarvers located in Ireland.*

- Government Access Requests. We have published a Government Data Request Policy that
describes how any requests from government entities or law enforcement officials will be
managed. We publish bi-annual Transparency Reports but ta date have never teceived a
government access request.

- Internationally recognized standards. We have achieved 1SO27001 certification for informatior
security, as well as SOC 2 Type 2 certification for the management of customer data safeguards
based on security, avallability, confldentiality, and privacy.

Where is customer data processed?

Customer data uploaded to the DataRobot managed cloud Is hosted on AWS servers located in either
the United States, or Ireland. Customers Jocated in the EU or in countries with an adequacy decision are
hosted on the Ireland installation,®

Customers may also send data to our Support and Success teams for help In troubleshooting (ssues or
optimizing their Al predictive models, In that scenario, customers may use either a designated Support
Portal AWS 83 bucket, Zendesk support ticket, or Box folder to provide their data to our employees. In
each of those cases the data is transferred to the US, Alternatively and more preferably, customers can
provide remote access to enable us to assist if necessary.

As a global company, we have employees worldwide to provide round the clock support and product
maintenance to our customers. As discussed above, customers may specifically request assistance
from our Support and Success teams, in which case data may also be shared with our Engineering

4 For all DataRabot software except for Zepl and Algorlthmia,
? For all DataRobot software except for Zepl and Algorithmia,

DataRobot
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tearn to help troubleshoot. Our employees may be located In any of our subsidlary countries that are
listed here.

What subprocessors does DataRobot use?

Our subprocessot ligt is available on our website. Customers can subscribe 1o receive updates when a
new subprocessor is added.

Where can | get more information on DataRobot's processing of
personal data?

Please visit our Trust Center to fearn more about how we are working to keep our customers’ data
private and secured. From there, you can also request a copy of our Trust Package that contains further
details and evidence of our security certifications. If you have any other questions, please contact your
DataRobot representative or email privacy@datarobot.com.

DataRobot



Sep 82000 0% PN

2022-09-28 12:05 Cardwell Home Center 3177860795 >> 304 558 3970 P 72/78
Docu8ign Envelope ID; BAONSC16-F181-4FAF.BEAC-OEC0282A8E0E
DataRobot ‘

LETTER OF ATTESTATION | DATAROBOT
December 16, 2021

Executive Summary

Pathfynder performed a Web Application Pen Test, internal Red Team, External Penetration Test, and two Cyber
Rigk Assessments for DataRobot from September 20, 2021, through November 17, 2021. The primary objective
of the assessment was to assess and enhance the overall security of the organization.

DataRobot performed well during these assassments, engaging with Pathfynder operators to address findings
as they were discovared.

Scope of Work

ARIA Web Application Pen Test. Pathfynder conducted a Penetration Test of the Federal ARIA Web Application
and Dacker Containers, This penetration test was designed to identify, validata, and evaluate the securlty risks
posed by vulnerabilities of these assets.

inten d Team, Pathfynder conducted an Internal Red Team leveraging industry standard MITRE
ATT&CK techniques to enumerate assets. identify vulnerabilities, and gather intelligence In an attempt
to achleve access to the Crown Jewels (e.g., code repositories, cloud environments, SaaS applications) with the
DataRobot organization.

ata xtla enetr Test, Pathfynder conducted an External Penetration Tast of DataRobot's
consumer-facing application and public-facing cloud assets and services, This penetration test was designed to
(dentify, validate, and evaluate the sacurity risks posed by vulnerabilities DataRobot's consumer and externally

facing assels, The scope of this test
covered app.datarobot.com, App2.datarobot.com and app.eu.datarobot.com applications.
lqorith Zz or 8 . Pathfynder took a three-phased approach to assess the

cybersecurity risk of recent DataRobot acquisitions to facilitate secure Integration Into the enterprise. The phases
included an attack surface enumeration, internal threat hunt, and external penstration test of each assessed
entity,

Use of this Document

This document has been prepared solely for DataRobot and its officers, diractors, and employees. DataRobat
shall own all rights, title, and interest in any written reports, analyses, information, or documentation prepared
for DataRobot in connection with the security services provided to DataRobot, Completion of said sacurity
sarvices does not guarantes, nor does Pathfynder for DataRobot attest that It, (1) will recelve favorable results in
any audits by third parties, (Il) will be safe from all Information security risks, or vulnerabilities, or (il) is in
compllance with any third-party compliance program or any regulatory compliance requirements,

wa ocudigned by:
Mkt Mullon.
AFEF421 74504408

Mike Mullen
COO, Pathfynder
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Appendix B.1: Strategic Account Manager

EDUCATION

UCLA ANDERSON $CBODL OF MANAGEMENT Los Asigelas, U2

M.B.A. Full-Tiwe Progeam, *30 GMAY Hne 209
o Homors: (ICLA Meryt Fellowship Reeimenr, Doan'e Lysr

BINGHAMTON UNIVERSITY Blughamion, NY'

B.it,. Polltical Scienes, B.A., Englisy Literntury May 2008

*  Henory: Coin Livde, Denn's Livt
v Entreprenenrship; Fonnded apparel band with 350K vaarly revenie and 100+ yetad) acconnts during Widergradnate study

EXPERIENCE

DATAROBOT - Enterprise AL plasforn voliied ot 30,38 (Sees G Chienge, 1L
Dircctor, Strategic Aceolints Ao 2022 - Present
Divevior. Team Lead, 41 Sn¢éess Apf 202] - Ang 3022

¢ Mouaged multemitbon-doltar exprnaon ptomans oy owner of $9M patfolio of customers, meluding 3 af top ¥ Inrgest globn)
Aceomitts by Tevenne, by aversveing relationships with C-Suite exesutivey apd owning full acconiobabity of renewal process

o Exceeded forecast by 30°, for expansion of $700K+ conract for top 2 glabal bank by brokesing renswal diractly wirh EVP

¢ Launched companyswitle veail tdustiy capabitivy 2y gasto stibject sattes expert by presentmg av1op commercial events
INanonal Retasd Federation). patsicipitin in webinm (Linkedin Live), and creatng canteiit ftr key produst Imiich (Al Clond)

L8 ASSOCIATES - Sales & marketing profexsional servicos Jirh vtk $1 B4 revenue Los Angeles, €A
Seentegy Insighes & Blasning € onsurtapt 2000 .. 202t
¢ Sreercd dataedriven annkatung progeans for $1B+ product for Fortane 100 client by matiogng teans of 16 actoss § projects
inclading denvud estimanas, SHSIOIET SRMEMARO, And teskage Testing stadies
* Rasmcnurad sales forca for largent bisiness umt of $65B biotesh Tiem by sizing target HOP population. calculating
Prameonal vesponye walid secondmy dnin, ahd redesienuig snles teriories. fesDItng mn projected vearly cost vavinas of $25M
v Supported integration of 41 AR acquisition for biotech company by resommenting adiacent markets for brand feadership 1o
enter hased on ynergies With existing product portfolie. conmercial aneachivenass. and payer fonsibiliry

NBCUNIVERSAL MEDA, LLC . Los Angeles, CA
Strategy & Bustuess Develapment MBA Intern, Fandango 2008
» Led cieanon of stiegic and financial plan for §1304 0d cales marieistup by bikhog finanainl medel. cotiaborating eyasse
fiunetioially 10 grafl nthess cave, mid presenting alongside Jeadlesvhip w0 key siakeholders. resulng in approval of plan
* Avsesyed ontry 1 foraign maker vin frmership wath $2B 1ach company by interfacing with fam’s Bob. conducting expaisive
COMpRtiNive analysin, and interviewing expents across Tegion: preseoted recomimendalon 1o company presicent

MOSS CLOTRING. LLC - Retil drand whth sovenne of $1.4M per year angl dixeribution in 500+ retaliers New Yok, NY
Founder, CEQ 2000 - 2016

¢ OVelsaw »oles and hisiness developntent initiaives that Jed e dispibaion i 5004 etailers and media coverage from 8%+
eutlets. chuting co-branded mititives with Cora Cola Company. Mmot Lager, md Snoep Dogp

¢ Apphed lean process methodalogies 1o shorten cidlerto-gnsly sycle from © monthy (mdustry standard) to 9 weeks

¢ Built and winged in-house distsition eomer capabile of shapmng 110K of merchondise Within 24 hows by optinnizing space
unlizanion, saffag workers, and systemanizing pick and pack procedne

YOUARETY . COLLEGLONLY - Tech piatform which ratsed $1.°M fram SofiBank, Peter Thiel and more New York. Ny
Casfoundvr, OO 2000 .« 201
¢ hventod propnetary O°TT sirenming funchonality in primership with Adobe that emabiled 100K viewers te paicipate in hye
brandeasts of panme stiows. talk shows and edneational programming
* Creed digital apd offlive acketing straregios that atracted BOR usars wihit & months. tctuding over Mi*e of the
wndengiadinone stdent oy at universities wicl ns Princeton and Yale

ADDITIONA).

*  Honors: Names| one of the Tep 24 Rasiug Siary it NY Tech by Business lnsider, prodied m national Spane campaign
*  Jmerests:t AN ings Al Health & wellnoss (1ost 195 by, s a taes), vl (completext cross-counlry road tip aarlier this year),
pedeasts, peading s Shantavmn, Barbwiasie Al ihe Gate. Shoe Dog). photographiy (7K fallowers). Migeshitspering
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Appendix B.2: Project Manager

woak EXFENI_

DATARQBOY - San Franciee, ¢ alitimpia 2021 - Present
Director, Al Succoss
Ouit tnd niinpged sang-2erm relatiginhips with pos tfolin of Globaf 1000 ¢frepts, supparing odapion of AYMLU technologles and
SHPNMONT With €0V Strategy. Key skills in ¢ Wiss-functional coflabotaton, exeqitive presemtations, and strategy definian,
* Manugiog ~15 engagements a¢rash diverse industives, ing lptling tech, finandial servii o, retail, and {nsurancs Responsibio for
driving ancl teacking customer hedlth amt adopton metics, a well 2% In1erval Sn@ maornal reparts (n Gusingsy OOgress,
¢ Ran aves 20 uliont facing warkshabs sith husiness and tochnical stakelialders 1 genwrate, prioritize, andl operationalize Al
initanves, sprarteaded development and iniplementation of s it use cases, loailing 10 =550M in realized value for clients.
O Leeth A 40 poragn cros e funttinbal tegm in i sik-manth (lealgn s int 1o 4 Tarmiida One (aOstutie) team 16 twild ML-powered
tace nrodicion application, Ovarsaw desigh, QA. marketing, and pradugd {avnch for thousandt pl public usets,
BAIN & COMPANY - San Francisro, Cablornia W18 - 2021
Manvger (2020), Consultant (2018-2020)
10d manngemant comsilting teams o addioss clients* mose ciitic ol FSSUEN 11 st/ atey, epialions, and QU tONa! design Rey skills
ORIV, steateay, D1ass-ful Hont! prevontanons. stakdhiplder MONBGeMOnt, intovalion, and Ieadeeship. Sefected owpenence:
Yertical suateny for "534 divisian of - S150B Fsting 25 1ecit company:
& Managed twa divect 18borts add ¢collaberated with 1 lient LOUNLErRTL YO prignitize solian development and develop vilye
faptute sategy lrased on nuwrket opportunity, competitive dffe entiation, custonter utgenty, and tomiplexity,
s hilontified ~S 7 market copon tunity for navel cloud softwa) e AOHURONY ACPOSS TR Ertiority indvibteies via primary and
SACAIIAY rvear oy, aptinvization mideling, anvd valug caplure sKenano asgmysmom,
ealegy ealoitm taam fol S4B drvice manufaciiter
o Davaloped soatdman to shartel maduct time-ta-nmarket by 35-50%, inchidding husiness cass toe gy oduct development ¢abter
ul vadellonce, model for outsourced produat resting, and procesiws fae Quality assurant ¢.
Enpanizationgl dygn fou glohal wgrketing eam of ~5208, tansgmer electranics company:
& Daveloywd e1g shiuctinn fecommendatons (o1 * @ key fynctiom Wansitioning bom regianal to global cperatng model, taking
Inley aceaunt mdusbiy st i actices, gudgoral considher ations, and antic Ipated clignt growrh and neos.
UNILEVER ~ Englivwvand € Jifly, New Jorgoy 217
Marketing inteen = Unilever Food Splutfons
¢ Developed e-conimeice strategy 1 g1 0w onting Nerth American reventes by 290% ave) three yoirs for Lipton and fure teof
teapmntintio by cantdinating low hmctional teams; sesemted woek 10 rogiomal portole prenigen) .
APPLIED PREDICTIVE YECHNOLOGIES | MASTERCAAD « Adlingtes, Virginia 2014.2040
Principal Congultant (1018), Engag Monager (2044:2016), Bustness Cansultant (201)-2014)
APT (ncquised by Mastecard i Jote 2015) was @ softwin e arar service COmPany thot pravided busmess anaiytics {apabhiies and
ARSI SCVIves o DI INusL Y Seculer s oplioipe srateqic decisions ahd innovate effectively Selectod eperiencr:
Examyle € liant Roalty:
4 berved a5 Lo an it Concureunt LpN enBABONEMS, nanaging * 15 srplovees atress client, dats, and grodinct (zams,
® Genetated more tan SOMM in aninisl AT contract ivenues aceoas retall, ¢ PG, and fipancial SPIvICes,
e broddact Miynagemient and ingvtion Etforts;
o Led A shxprison team an ART" dirst client gngagement with & heal(lsre otavider nstwork, Developid new patient encaunter
Dimchinarking aethodalagy, teading 1 cllent and physiciau repioritization of “IDOIRENCY 100M Cate Protocils.
Examle Lo ¢ nntibusiony:
o Satected w lead sEmina o0 opprational efficinty 2 APT's annual cguelorence, (o dinating with ¢ -level cliant panelists from
four cuuntiies. Seminar canked in tap 5% of Seasions Based (i attendes satistac .

4

EOUCATION
NORTHWESTEAN UNIVERSITY: KELLOGD SCHOOL OF MANAGEMENT + MCCORMICK SCHOOL OF ENGINEERING ~ Evansian, ttlinois
MMM foiut Degree - MBA with Distis Hion and MS in Oesigh Ishovation June 2018

& Bota Gamma Aigma = Comudative GI'A: 4.0, GMAT 170, GIE: V169 0170,
b Seledted Leatlenship: Co-President, Ionovation ahd Design Assadiatien; Ac ademic {nalr. Kellogg Bomd Felliws
HARVARD UNIVERSITY « < ambriclge. Massathusatry
AR cunlaade jn Physics, secandary Fieht i tiovernment May J031
* Faedipisnt of Cowsll House Elder Prige (20131 aml Bk € enter Cerditicate of Distind ticmn i Teaching (2011)
& Stlen beed Loatieo sty Marvard ales Club Breident; fem Advicing Fellow; Harvird {rllvge Yeathing Felfow
ADDITIONAL INFORMATION
* Awards MMM Academic Achinveiient Award [J018), United States Presidential 5¢hotar {2007, Eagle Scant (200H
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Appendix C.1: Customer Facing Data Scientist

Suivmany
1306 ~CHHIE e o quinninye amd ‘innumm-c metysis, witl experence u i apphed sl acadenite 1esem ol
hettgs. and s soltwane development amd langunge skolle. Deliver st solubons i prototype ipongh prochts o

Edueation

Universiny uf Mowstau Colirge Pari, NI, Jya, 3013-May 3016
* Gtachinied o 2006 Wil M) M A Ngmeiien). Stmpbes. & Evilanton
o Signuficant Cannewark Stsaes, Payelimettign, 1 valuatsan
Brows Unbvessity Foovidenee, RE. Sept. J006-Nuy 2010
¢ Eanaduared 6 2000 with an A B we Apfluopelogy: adnmed Yyt ctite funcdg Wth honors w) Asyinopalogy ind A 0 GRA
o Soumfeant Cousewerk Linguaste, Medical. ad Crlmral Anitapology’, Feanomies, Chinese Langwage
Duta Sclenee. Yeehnology, and Langunge Skitls . o o
Data Sciewce: Machine Lo (DAnRbot, Spatk MU, seikirelenm. HO, TemarFlow .. Big Datn (Spark. S1onn, Katka,
Avetimilo. [lorkoirwatks, H2O0. Ssticul Aunlysis (R, Dito Doutuinnoty med trogeaang quaelos. dAplyi, Data Vaisunlzipon
{ouplor. mniphe()ib, €135, Bayesinn Anafysis ($tmn, Nanaal Langunge Processune (CpenNLP. NLTK, penvinn), Genemlized
Lanesn Madets, Mt Sewd Mo, Fagio Aluebysiv. Stivghnnd Eepiton Moedelig. My Modeling
Sofwore Develapmeni ana lunasoy gty Javi. Py, U8, C ot SavaSenipt, AngulngS. RShity, L. Naven, fenkine,
Docker, Pupper. Awnzon Wel Seyvives
Certifienttons; CompTA Segny
Tangaagens Fuench € yes 5, Mo Clisgiesg (4 v ), Fapettute (3 vis 1 Nildhe Egypinan (2 v )

Professionnl Expertence

BuiaRebob, Custoner Facuny D Scoentist Washing(on, DC. Jul. 2019-Prevent
o Ctncke i) snppont DataRohor suttomers 1 frattng. slevelopimg, adeploving aitmated Maglune ).cronmg soiniaons
Wt cocate St valie. acposs pabli sector agge conunescsid donllie
@ Addvise sustaniers at dvene levels of manmiy on g U on Ab-digyens enterpitse thaough conmithing piud famng
* Educate prospedss on Datafabot product. aid ginde them traigh mrehnggt Moofs of € angept 10 demanstrare valve
* Drevelop ~ales mind propassl materinf for nsmess evelmmiein
Pooz Attew Hamidon, Lent Scientint Whasblagon, DG, Jan, 2014-dyn, 2049
¢ Comdnered data anaty<)s o ¢aineal elyenr Ut using a widé 1ange of Machme Leasming, Stansics. Natis) Langhnge
Processime, Hix Data, and other a0 Sewence Teshmiquies fn clicnrs meliding Depantont of Defoyie
» Extncted weannp ) lasaghts fiom Bodh suictired and unstetuged data. tiicliding a1 <eale Warh Byg Data
* Develaped praduciansed, md anghy 1o dheplovmen o wide fange oF sotware o dni simntear, dat iy,
datn collechon, datn aypiation. Aot viyeahzanon. somilation, sud modehg
¢ -gtiel and manged teatiy o' o s ord softw ¢ cganedrs for complex iyt i softwate effotts, meluedig
task nsansgement. apnlytal wvsight. i soliware developinent matngemient
¢ Desagned, constoncteid. opeazel, il maimeaned nlple LIux mnlyire ¢, nihudng onprvmanes il Qo bised
* Advised chients ueduding Departissenst of Defnse o stitey anl nupleenentorion for an effective Data Sesence entenpive
* Creiied eoninging sl nifmmitive it visushzabons it o widde vag 16ty of satmce i, ywlindoig 1ntesioh e¢ sveb apps
+ Dresented coniplex Dats Sereiice findings to igh-fevel cliewt eades ship (g finie-sear generals |, with clea
commman) of techpen! conepts. lupitimdiss, gid key aighin
# Wroduced paformarive and vigotom sechineal deliveiatiles cnptus it Analyie cesnits mid stediepsc reconiiudanons
Litversiry of MAVYIANA Center for- Mibvanged Stinly College Pagk, NI>, Apr. 2012 Jau. 2014
of Lnnguage, Facully Resenrcl Aswistan
¢ Pertonmed qaantianve aud qualitmee beseasch i el nd dangiisge for Depitient of Defense and huielhgence
Cunpuminy chients
. [)mlup»'«l{'uuwlm algentian. sitwive with tea) fn Awesunt icgrinl proficiony of Depmment of Defee personnel
© Anaidol i gnliative aptlysiy pf < hinese Tsnpunge natinglonat weclinqnes for Départment of Defene Persotned
o Collected i anily:ed quiiaeative 1esenns dita le £ smveyt wsmg vipted seintatcal rechimiques, ¢.u nltiple 1 #% cyvion
* Manages! voudy panicipang secontisen, tackig. and at eoffegtion
» Contrthied to experimental design au auplemiemnanin
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Appendix C.2: Field Engineer

ALEX YEAGER

Slex.yeager@duturobircomdatprobotcom

JECHNICAL SKIAS:

Pragrammming languagaes: Pythor, Bash

Operating Systams: UNIX, Linux (specifically CentOS/Red Hat)
Cloud Computing: Azure, GCP, AWS

EXPERIENCE:

DataRobuot, Chicago, lllinols

Director, Success Enginaering Sept 2022 - Pregent
Al Engineer Anell 2020 - Sept 2022

* Work with clients ranging from startups to Fortune 500 corporations to accelerate thelr deployment of
machine learning models into production to achieve incraased valua. This includes datermining the optimal
methad for hosting models, whether they be within the DataRabot platform or in other locations ranglng
from on-premise systems to managed Kubernetes clusters.

¢ Set up monitoring as part of MLDps 10 ensura that modals deployed i preduction continue to praduce
valug for clients or need to be refrashed with newer data.

¢ Develop solutlans for integrating client externa! data soureds from any locatlon Into DataRabot so that
machine learning models tan be trained from any data,

*  Architect and deploy DataRabot’s Al Cloud platform into customer enviranments in Google Cloud Platform
Microsoft Azure, snd Amazon Wab Services clouds.

{Psoft Ing, Chicago, Illinols
Cognitive Solutions Engineer October 2018 ~ Morch 2020
¢ Implement IPsoft's Amelia Al platform within o large Insurance company’s enviranment, enabling front line
fupport agents to assist thelr own clients faster and reduce overall call durations.
¢ Oavelop with the cllant new processes within the Amelia piatfarm to further improve on Amella's
capabllities and pravide further value,
v Bulld seripts to analyze code differences between Amella platforms to ensure that code between
environments is accurate, helping 1o Improve platform reliability.

Senior Linux Systems Engineer Jonuary 2016 - Gctaber 2018
¢ Gulded the tachnical side of IPsoft’s relationship with a Fortune 50 client to provide further value through
Increased monitoring visibility into an IT environment encompussing 45,000+ virtual machines and in an
B7% autonomic reselution rate of incidents to reduce patential IT service downtime and operational
axpenses,

¢ Acted as a primary paint of contact between IPsoft and the client for technical actount management and
escalation issues.

«  Bullt automations ta augment the abllities of the IPsoft IPcentar platform to allow it to perform more
¢omplex workflow processes. Additionally, | also bullt sutamations to gunerate reports for clients
encompassing large sets of operational data that provided insight Into the performance of the client's |11
environment and operations metrics while taking a fraction of tha time to tompile whon done manually.

v Collaborated with client stakeholders to redesign and build new and highly automated change
management workflow processes that reducad the amount of manual time required to get a change
fequest reviewed and approved. This new process still provided a high leval of visibilisy ro change managers
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and product owners to ensure that changes would not intetfere with each other or be needlessly impactful
to end users,

* Daveloped an Elasticsearch and Klbana POC to augment and improve on the reporting capabilities of
IPcenter. Design work included bullding backend seelpts in python to take data from the highly normallzed
IPcenter database and convert It Into Elasticsearch-friendly documents.

*  Worked with IPsoftinternal teams to develop ang Implement solutions with axisting and new technologles
for a more seamless (ntegratlon with the client's IT miahagement processes. This intluded the progosal,
development, and deployment of monitaring solutions for new client technology areas such as Dell EMC
XtremiO and Clouders GDH,

Linux/Unix Systems Engineer July 2014 - Januory 2016
* Designed and implemented diagnostic and remediation automations that would connact to Linux,
Windows, and VMware servers (via powershell commands) to help reduce human intervention and ensure
a faster response to any monltoring alert that arises in cllent It anvironments.
*  Monltored and maintained enterprise lavel Linux systems and VMwarg infrastructure tgployments to
ensure optimal uptime and performance.
»  Deploy and configure Linux servers and applications as requested by clients.

Touch Support, Lafayette, Indiana
Systems Administrator October 2010 - June 2014
¢ Constructed and malntained IT salutions for clients ranglng from high availability wabhosting solutions to
full office infrastructure.
* Maintained and improved server configurations for large-scale wabhosting.
* Performed advanced, In-depth troubleshooting, rebutlding, and upgrading of webhosting servers and major
system service daemons, (ncluding: Apache, MySQL, SMTP, POP/IMAR, and control panel daemons,
¢ Answered end-user support requests via e-mall and Kayako help desk intluding tickets escalated by more
junlor adminlstrators,

EDUCATION;

Purdue University, attended 2005-2013

Coursework In Information systems, Systams Programming, Software Engineering, €, C++, Java, and Python
programming.
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Important: DataRobot Disclaimer
Thank you for the opportunity to submit our proposal for your consideration (the Proposal).

The Information in our Proposal is provided for information purposes anly, The informatlon Is not a warranty of any
current product functionality or a promise of any futura product functionality. If we mention any future product
functionality pleage note that we may change, delay or cancel such functionality. Yoy should not base your award
of the contract on any Information related to future functionality.

All information in the Proposal hag been provided to the best of our knowledge. We take care to ensure that all
infarmation is correct but we cannot guarantee 100% accuracy and completeness of the Information.

Our product is a standard enterprise platform and we do not warrant that it ts fit for any spacifie purpose or use
case for your business, Any dacision to award the contract to us should be made on your assessment of how waell
our product fits your busginess needs.

Our Praposal is not an offer capable of acceptance. Wae ara not able to accept any license, supply terms or other
contract terms related to the supply of aur praduct that are contalned In your request for proposal. Any formal
relationship batween us and you and any agreemant for the supply of our product is subject to good faith
negotiations of a written agraement based on the DataRobat Master Subscription Agraement. Such agreemant
will only be binding once signed by autharized representatives of each party.

Except to the extent applicable law states that we cannot exclude or limit our liabliity, we do nat accept any liability
or any kind, howsoever arising, that you may incur as a result of your possession, reliance on and use of our
Proposal.
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