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1. TRANSMITTAL LETTER

August 29, 2020 

WV Department of Administration Purchasing Division 
ATTN: Jessica S Chambers, 2019 Washington ST E  
Jessica.s.Chanmers@wv.gov 
Telephone (304) 558-0246  

Subject: MACULA GROUP LLC RESPONSE FOR REQUEST FOR QUOTATION ISC2100000005 
     CUSTOM INFORMATION TECHNOLOGY TRAINING FOR CYBERSECURITY AND PRIVACY 

Dear Jessica, 

Macula Group LLC (hereinafter known as “Macula”, is pleased to respond to the Request for Quotation 
ISC2100000005 for Customized Cybersecurity and Privacy Training issued by the State of West Virginia Office 
of Technology. The signatory of this document is an authorized representative of Macula. We have 
structured this proposal as per the requirements in the RFQ document. 

Macula is submitting following items as part of its proposal: 
• One (1) original Quotation
• Attachments based on Terms and Conditions

Macula has received and reviewed the following RFQ Documents: 
Addendum #1 Issue Date: 08/19/2020  
RFQ ISC2100000005 State of West Virginia Security/Privacy Training Issue Date: 08/12/2020 

This proposal is valid for Ninety Days (90) days from date of submission. 

Macula states that pricing was arrived at without any collusion or conflict of interest. 

Macula has the financial strength, highly qualified personnel, significant and relevant experience, and an 
extensive knowledge of Cybersecurity and Privacy Training. 
I represent Macula as the CEO of our Government practice and I am based in Georgia. I 
also hereby certify that all information provided in response to this RFQ is true and accurate. 
I will be the point-of-contact for matters concerning the RFQ. 

Best Regards, 

Tanya Gill, CEO 
Tanya.Gill@maculatechnology.com 
Macula Group LLC 
PO BOX 87420 
Atlanta, GA 30337 
404-919-4922

mailto:Tanya.Gill@maculatechnology.com
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2. EXECUTIVE OVERVIEW

2.1 . Introduction
Macula Group LLC, (Macula) is pleased to have the opportunity to respond to the 
WVOT Cybersecurity and Privacy Training RFQ. We have studied the requirements as 
stipulated in the RFQ and we are confident that our response will not only meet but 
exceed the requirements of the WVOT for Cybersecurity and Privacy Training as 
stipulated in this RFQ.

Macula Technology Group is an independent provider of end-to-end cyber security 
solutions. We help clients plan, build and run successful cyber security programs that 
achieve business objectives. We offer in-depth cyber security offerings, extensive 
capabilities and proven expertise in cyber security strategy, managed security 
services, incident response, risk and compliance, security consulting, training and 
support, integration, and architecture services. We offer support to Small to Mid-sized 
business, large enterprise, and public sector clients; delivering relevant, workable 
solutions to address their toughest security challenges.

Our approach to cybersecurity is based on the belief that every organization has 
unique cybersecurity challenges. All our client relationships begin with an in-depth 
conversation, so we can develop a deep understanding of where they are in their 
cybersecurity journey. We will collaborate on the creation of a custom Security 
Blindspot–a framework that guides the development, implementation, and 
management of an effective cybersecurity program. This framework covers all aspects 
of enterprise security and provides an initiative-based plan, with priorities to guide 
investments in people, process, and technology.

Macula Technologies services are delivered using robust, proven methodologies, and 
are organized into four service pillars, Advisory, Technology Consulting. Incident 
Preparedness and Security Awareness Training.

A clear and comprehensive cybersecurity strategy gives direction and impetus to the 
development of a detailed blueprint that will guide your IT and security investments. It 
also enables you to integrate the cyber dimension into the enterprise risk 
management and governance structure of your company and is a framework for 
communicating your messages to key stakeholders.
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2.2. Macula’s Approach Overview 
Security awareness training is the process of providing formal cybersecurity education 
to your workforce about a variety of information security threats and your company’s 
policies and procedures for addressing them. Topics covered in security awareness 
training often expand beyond the digital world and discuss physical security and how 
employees can keep themselves and others secure. Such training can take a variety 
of forms but is most often presented in an online or computer-based format. 

Rather than a one-time event, we at Macula believe security awareness training is 
most useful when approached as a critical ongoing practice in the context of a 
bigger security awareness program. The training and the program are integral to 
building a culture of security in modern, digitally dependent organizations. 

Security awareness training is critical because cyber threats abound in our always-
connected work environments. What’s more, threats are continually changing. The 
common thread for some of the most significant threats today is people; your 
employees. Hackers know people can provide soft attack surfaces to make their 
exploits successful. 

The point of security awareness training is to equip employees with the knowledge 
they need to combat these threats. Employees cannot be expected to know what 
threats exist or what to do about them on their own. They need to be taught what 
their employers consider risky or acceptable, what clues to look for that indicate 
threats, and how to respond when they see them. 

Recent research revealed that many employees are unaware of key risk factors 
relating to data security and privacy. Some employees are misinformed or confused 
about what risky behaviors are; many don’t understand that cybersecurity is their 
personal responsibility; and even fewer understand sensitive data privacy best 
practices. 

These days, security is everyone’s responsibility. Even seemingly harmless behaviors or 
small mistakes can have big consequences. Macula’s security awareness training 
helps get everyone in an organization on the same page, reduces risks and incidents, 
and helps the entire workforce protect their organization and themselves. 

The mission of Macula’s training program is to provide concise, actionable, and 
memorable advice about how to reduce risks related to cybersecurity and 
information technology, whether digital or physical. Security skills developed on the 
job will also carry over into better cyber hygiene habits at home or if working remote 
from elsewhere. 

Too often, those who are building training content can feel like they must overload it 
with details and language that reflect company policies and procedures. That can 
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get bogged down by an overemphasis on policy minutiae―and that usually causes 
people to tune out. 

Macula’s training takes a lighter touch with conveying material that can be perceived 
as dry and difficult – incorporating training techniques that will help keep content 
relatable and learners engaged. 

Employees cannot be made to care about these topics. Why these topics are vital 
needs to be conveyed in a way that invites them into the learning experience and 
teaches not just specific behaviors (do this, don’t do this) but how to think critically 
about the myriad threats out there. 

2.3. Macula’s Security Training and Awareness Best Practices 
There are a variety of different ways you can apply training depending upon what an 
employee population is or isn’t willing to accept and what will get supported by 
leadership. 

Let’s look at some security training strategies that have proven successful in our 
experience and are based on adult-learning research. 

Break Learning into Chunks 
To the extent that training content can be broken down into “chunks” of similar, easily 
learnable elements, the training will be more effective. Employees will not be 
overloaded with too much new information to be put into action at any one time. 
Phishing training is a good example. If phishing emails are your biggest risk, as it is for a 
great number of organizations, the best approach is to start with a short, fun training 
focused on phishing given to the entire employee population. 

Afterwards, we suggest running a phishing simulation test with everyone and see who 
takes the bait. Then, distribute more detailed levels of phishing training to people 
based on their test performance. The model is to deliver the shortest possible chunk of 
training first and then only go deeper when needed. 

Focus on Your Greatest Risks 
This principle applies to whatever type of security training is provided. 
To determine what that training should be, we will work with you to assess the key risks 
that you are trying to reduce in your business environment. What do employees need 
to know and do to support the goal? How can you express that through security 
training programs in a way that is as comprehensive and concise as possible? 

To that end, the security awareness training course becomes the focal point for 
expressing the company’s goals, policies, and desired employee behaviors. 
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Make It Resonate 
The right training must then be delivered to the right people, based on their role and 
the kinds of data and access they will be exposed to in performing their work. 
 
To make it meaningful, we provide real-world examples and stories, that are relevant 
and relatable to their work experience. Training that presents scenarios that 
employees will encounter in their workday and home life makes the lessons real and 
not just a list of rules to follow. 
 
This approach helps build critical thinking skills and promotes how to think about 
approaching a risk and not simply “do this, don’t do that.” 

 
Avoid 'Been There, Done That' 
Few if anyone wants to sit through yet more training on material they already know. 
So, another way to apply training effectively is giving people the option to test out. 
Pre-testing allows people to self-select into what information they still need, while 
sparing them from redundancy and boredom with material they have mastered. It’s 
another great way to improve the efficacy of the training experience. 

 
Present Training that Works for Adults 
It is crucial to structure training modules around the way adults learn. That is different 
from the way students learn in a structured educational environment. In school, 
students expect to read a whole lot of content, look for key facts, and be able to 
restate them. 
 
Corporate training is presented in a different context. People are busy; they have jobs 
to do; security may not be their primary focus. Applying adult learning principles will 
make training relevant, easy to assimilate, and far more effective. 
 
Adults tend to think that they already know the world and want to test whether their 
knowledge is correct in real situations. A friendly and useful training technique is to 
present a situation, ask what they would do, and then either confirm correct responses 
right away to cement it in their long-term memory, or gently correct them into the right 
direction. 
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3. SOLUTION OVERVIEW  
 

Organizations of all sizes rely on Macula’s Security Training Platform to protect sensitive 
data, demonstrate compliance, and reduce the risk to their reputation and bottom 
line. Here’s why: 
 
Go beyond phishing to address a more complete threat landscape 
Unlike phishing-focused security awareness training solutions, Macula’s Training cover 
phishing, security, privacy, and compliance. 

 
Our Technology Platform gives you the ability to: 

• Automatically personalize courses for each employee 
• Based on results of pre-tests, it can automatically deliver only the training 

employees need 
• Use courses as-is, easily tailor them, or build your own from pre-built topics 

 
Role-based Training - With our role-based training, you can deliver only the lessons and 
content that are relevant to specific job roles, such as human resources, IT, marketing, 
and more. 

 
Customization – There’s a lot you can do on your own to tailor our courses. But, if you 
need to embed workplace-specific scenarios, add custom graphics, or change voice-
overs, Macula’s customization services can do all of that for you, and more. 

 
Our LMS or Yours – Courses are SCORM-enabled so you can run our training packs our 
your LMS or on ours. 
 
Reinforcement Materials - Support knowledge retention by including engaging 
reinforcement materials, such as animation, games, and videos. 

 
Microlearning Courses – Take advantage of short, impactful courses on a variety of 
security and privacy topics. Microlearning courses are 10 minutes or shorter. 

 
3.1 Proposed Approach 

At Macula, we know how important a sound roadmap is for awareness program 
development or improvement.  
You’ll need to know:  
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• The current state of your organization when it comes to security and/or privacy
awareness

• What risks you’ll need to address
• What challenges a new or improved awareness program could face
• What organization-specific factors you’ll need to fold into your training

The benefits of an effectively drawn roadmap have been known to humans since 
there were roads. A good map allows us to plan the best path to your destination. A 
good map will make clear what obstacles lie in your path. Put simply, a good map will 
answer the question “How do I get to where I want to be?” This is the true whether it’s 
a journey to the top of a mountain, a road trip cross-country, or a development plan 
for an awareness program. As we’ve laid out, developing such a plan, such a map, is 
key.  

In summary, four best practices for planning your awareness program are: 
• Know Where You Are: Take stock of your organization’s status quo and feed that

information into your awareness program development, or improvement, efforts
• Know Your Risks: Thorough risk assessments are vital for crafting an awareness

program that provides lasting results, and doesn’t just waste your and your
employees’ time

• Know What Challenges You’ll Face: Your awareness program efforts will
encounter obstacles. Do your homework and find out as much about your
potential challenges as possible.

• Know What Makes You Unique: The best awareness programs fit their employee
populations like gloves. Make sure ways to address your organization’s unique
needs are woven into your program.

3.2. Solution Description 

Macula offer a LMS Platform that is SCROM enabled, can be integrated with LDAP, 
supports Multi-Factor Authentication, and can be branded with your logos and 
graphics. 

The Customizable Training includes both Cybersecurity and Privacy training courses 
and will cover the following topics: 

• Understanding Security Threats
• Security Responsibilities
• Physical Threats
• Emergency Preparation
• Securing Work Areas and Resources
• Access Controls
• Safe Computing and Electronic Threats
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• Social Engineering Threats
• Password Guidelines
• Safe Remote and Mobile Computing
• Acceptable Use
• Phishing Identification and Prevention
• Physical Security and Emergency Preparation
• Responsible Social Networking
• Protecting and Handling Data
• Records Management and Data Classification
• Privacy Awareness and Privacy Principles (PII)
• Complying with PCI-DSS
• Complying with HIPAA
• Understanding PII
• Social Engineering
• Identity Theft
• Incident Reporting

The training platform also have many reporting features that include statistics on users 
actions, can generate certificates of completion, and can track users progress on 
graded assessments.  

4. Pricing Page
Cost information below as detailed in the RFQ and submitted

Lump Sum Cost Proposal for One, Two, Three and Four Years 

Year 1 Year 2 
Optional 
Renewal 

Year 3 
Optional 
Renewal 

Year 4 
Optional 
Renewal 

Yearly Operating Cost* 1,150,000 1,150,000 1,150,000 1,150,000 
Total Yearly Cost 1,150,000 1,150,000 1,150,000 1,150,000 

Grand Total for Optional Three (3) Year Contract Period 3,450,000 

Yearly Operating Cost* Includes Per User Cost (25,000 Users), LMS Hosting, Annual Product 
Maintenance and Support 

• Annual maintenance will include updates/ patches for the version of
product brought by WVOT

• Support costs will provide for support over and above the
coverage provided by Macula. Support will be provided by a
core support team based out of Georgia 24/7.

• Pricing is based on the current scope and understanding as
provided in the RFQ and Addendum Q&A.
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6. APPENDIX 

 
The following are appended documents, that are required for the submission of this solicitation for RFQ 

 

a. Signed Solicitation 

b. Disclosure of Interest Parties 

c. Addendum Acknowledgment Form 

d. Purchasing Affidavit 

e. IRS W-9 Form 

f. Small, Women and Minority-Owned Business Certification 
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