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I T G R C B O N D

Software designed 
for effective IT 
Risk & Compliance 
management
USE AUTOMATION TO DRIVE PRODUCTIVITY AND INSIGHT INTO YOUR IT RISK & 
COMPLIANCE POSTURE. 

How easy is it for your organization to assess IT risk for any given asset? The assessment process can be 
time-consuming and inefficient, especially if you are using manual or homegrown systems or a rigid platform 
that can’t adapt to your unique environment.
ITGRCBond was designed to automate the spectrum of nuances, users, assets, and situations. It also 
makes it easy to manage and meet risk and compliance requirements. ITGRCBond enables you to identify 
the target of the assessment, calculate the criticality and risk, record meta information, and automate the 
entire assessment. Once gathered, context-based workflow helps you centrally manage compliance gaps for 
remediation, track risk exceptions, and identify compensating controls. Reports and interactive storyboards 
empower users to give context and enable management to make sound decisions based on risk. 
ITGRCBond has a full content library of cross-mapped controls. This library is managed and updated 
continually. The solution’s compliance and control framework allows for flexible logic in how assets are 
classified, what workflow to enable, and if a gap should be generated. Users are able to leverage our existing 
content or create their own with the ability to map to specific compliance domains and follow a logic 
sequence.  Controls are matched to all relevant areas in an “ask once, update many” fashion. 

Key features

++ Automate manual tasks for a more 
effective, streamlined assessment 
program in a centrally managed platform.

++ Control costs and save time by creating 
repeatable processes.

++ Get a complete view of risk and 
compliance posture by geography, line of 
business, and domain in easy-to-create 
dashboards, reports, and storyboards.

++ Increase accuracy and accountability of 
assessment data through pre-built 
prescriptive control content and response 
audit trails.

++ Easily manage an inventory of risks and 
controls for a multitude of use cases.

Why choose Galvanize?

Galvanize builds award-winning, cloud-
based security, risk management, 
compliance, and audit software to drive 
change in some of the world’s largest 
organizations. We’re on a mission to unite 
and strengthen individuals and entire 
organizations through the integrated 
HighBond software platform. With more than 
7,000 customer organizations in 140 
countries, Galvanize is connecting teams in 
60% of the Fortune 1,000, 72% of the S&P 
500, and hundreds of government 
organizations, banks, manufacturers, and 
healthcare organizations. 

Whether these professionals are managing 
threats, assessing risk, measuring controls, 
monitoring compliance, or expanding 
assurance coverage, HighBond automates 
manual tasks, blends organization-wide data, 
and broadcasts it in easy-to-share 
dashboards and reports. But we don’t just 
make technology—we provide tools that 
inspire individuals to achieve great things and 
do heroic work in the process.
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©2019 ACL Services Ltd. ACL, Galvanize, the Galvanize logo, HighBond, and the HighBond logo are 
trademarks or registered trademarks of ACL Services Ltd. dba Galvanize.  

All other trademarks are the property of their respective owners.

product-sheet-ITGRCbond

Learn more about what you can accomplish with Galvanize
1.888.669.4225   |   wegalvanize.com   |  info@wegalvanize.com



T H I R D PA R T Y B O N D

ThirdPartyBond 
Quick Start Bundle
DEPLOY AN END-TO-END THIRD-PARTY RISK LIFECYCLE MANAGEMENT 
SOLUTION IN NINE WEEKS.* 

Most organizations understand the need to automate vendor risk management (VRM) activities to keep 
up with increasing scope and scrutiny. The ThirdPartyBond Quick Start Bundle allows you to leverage 
Galvanize’s expertise to get you up and running quickly.

Quick Start Bundle benefits

 + Automated workflows for vendor lifecycle. Automate your 
vendor onboarding, classifications, and criticality assessments.

 + Centralized vendor repository. Manage vendor on-boarding, 
assessment, and off-boarding.

 + Harmonized assessment questionnaire. Map content to key 
industry standards and regulations.

 + Dedicated vendor-portal. Collaborate with vendors on 
completing assessments.

 + Executive dashboards. Quickly and easily communicate 
compliance assessment progress and outcomes

 + Data analytics and automation. Perform advanced data 
analytics, and automate IT control monitoring and risk 
assessments. 

 + Dedicated account team to help you get set up. Receive 
training and help through all stages—configuration, deployment, 
and post-deployment.

 + 24/5 live support. Access comprehensive support, as well as a 
dedicated Client Partner and Customer Success Manager.

Case study

A Healthcare Provider achieved incredible 
results with ThirdPartyBond:

50%
Reduction in time to complete a  

medium-risk vendor assessment.

373%
Increase in yearly  

completed assessments.

1300 hrs
Total vendor assessment  

time savings annually.

*

*Standard implementations only. Full details in statement of work.

Pr
od

uc
t S

he
et



T H I R D PA R T Y B O N D

ThirdPartyBond Quick Start Bundle in-depth

VENDOR LIFECYCLE MANAGEMENT
 + Vendor onboarding and centralized vendor 

inventory.

 + Out-of-the-box classification, assessment, and 
remediation workflows.

 + Out-of-the-box harmonized assessment content.

 + Automate and manage corrective action plans.

 + Criticality-based assignment of control 
questionnaires.

 + User-friendly vendor portal.

 + Offline data gathering.

 + Dashboarding and reporting.

 + Flexible risk categorization and scoring.

 + Document registers.

HARMONIZED ASSESSMENT CONTENT
A harmonized vendor assessment questionnaire set 
that is cross-mapped to:

 + 201 CMR 17 

 + COSO 

 + FFIEC 

 + GLBA 

 + HIPAA SECURITY

 + ISO 27001:2013 

 + ISO 29100

 + NIST 800-53

 + COBIT.

DEDICATED ACCOUNT TEAM  
TO GET YOU SET UP
A dedicated account team, including:

 + A Client Partner to advise, help you plan, and 
achieve your roadmap

 + A Customer Success Manager to help drive 
adoption and escalate support and product 
feedback. 

Support to get you set up, with:

 + Solution architecture reviews and walk-throughs

 + Data imports 

 + Standard configurations

 + Production deployment

 + End-user training

 + 24/5 live support.

AVAILABLE ADD-ONS 
 + Data integrations with data feeds for incidents and 

vulnerabilities.

 + Implementation of ACL Robotics.

 + Customized IT risk scoring.

 + Customized reporting.

 + Additional content. 

Why choose Galvanize?

 + Demonstrated ROI. Galvanize has over 6000 active customers globally and 30+ 
years of experience delivering solutions.

 + Built-in best practices. Use pre-built frameworks, templates, and workflows that 
are embedded into the gear.

 + De-duplicate efforts and unite the Three Lines of Defense. Galvanize’s flexible, 
user configurable taxonomies allow you to start with targeted solutions and 
expand to true integrated risk management.

 + Data analytics and automation. Galvanize’s integrated analytics can blend and 
analyze data from multiple sources to automate monitoring and detection.

 + Domain experts at your disposal. Our consultants are seasoned practitioners 
with deep experience in risk and compliance management across all industries. 

©2020 ACL Services Ltd. ACL, Galvanize, the Galvanize logo, HighBond, and the HighBond 
logo are trademarks or registered trademarks of ACL Services Ltd. dba Galvanize.  

All other trademarks are the property of their respective owners.

product-quickstart-thirdpartybond

Learn more about what you can accomplish with Galvanize
1.888.669.4225   |   wegalvanize.com   |  info@wegalvanize.com
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Scope and Assumptions for Standard Configuration (Baseline) 
of ThirdPartyBond and ITGRCBond Services 

 

I. Scope of Work (Summary) 

This document details the steps Galvanize Professional Services performed to implement the 
Standard Configuration of ThirdPartyBond and/or ITGRCBond for new customers. Standard 
Configuration for these two packages includes pre-configured structures and workflow based on 
industry best practices. Pre-defined Professional Services are provided to assist customers with the 
implementation of the Standard Configuration as documented in the Standard Configuration 
Guides and Step-by-Step Tutorials for each of the modules included in the purchased bond.   

II. Implementation Activities Included in a Standard Configuration 

The following are the steps included to implement a standard configuration for ThirdPartyBond 
and/or ITGRCBond: 

Note: All changes identified as out-of-scope will require change requests and additional 
professional services.    Examples of out-of-scope changes are listed in Section III of this 

document. 

• Architecture review: to ensure usage of consistent structure and universal 
components across all related modules to the product purchased which include the 
following: 

o ITGRC Bond 
 Rsam Framework 
 Risk Register 
 Risk and Compliance Assessments 
 Harmonized IT Security Assessment Contact Pack 
 Findings Management 

o ThirdPartyBond 
 Rsam Framework 
 Risk Register 
 Vendor Risk Management 
 Vendor Portal 

 
• Product Walkthrough and Scoping:  

o As part of the configuration walkthrough, review potential in-scope 
modifications to standard product that are critical to business operations and 
adoption of the product. Modifications can include:  
 Modification of generic attributes (for example – Data Center, Business 

Units, Locations, etc.) 
 Addition of up to 15 additional attributes  
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 Addition of existing workflow states, workflow buttons, and workflow 
roles 

 Reduction of workflow steps within standard workflows 
 Addition of up to 6 additional searches/charts  
 Addition of up to 2 additional home pages  
 Addition of up to 5 additional email notifications  
 Addition Customer Branding 
 Modification of existing data import profiles 
 Configuration/Modification of synch related items, including API synch 

configuration of Objects/Records, migration of configurations to 
External Instance, and scheduled jobs for synch related items 
(ThirdPartyBond) 

o Configure approved in-scope changes to configuration.   
o Data Import of customer data into Development instance (See below for data 

considered in-scope for standard implementation).   
Note: Data must be provided by the customer using a Galvanize provided 
Excel template.  Imports from other sources are not considered part of the 
Standard Configuration unless otherwise noted. Efforts towards Data 
cleansing to make it compatible with the template requirements are not 
included in the standard implementation. This exercise is expected to be 
done by the customers internally.  
 

• Data Imports In-Scope: 
o Issues/findings from Excel Templates. 
o Risks from Excel Templates. 
o User provisioning for users identified for Testing in customer’s 

Development/Test instance 
o Testing Support: for the standard product and modifications completed as part 

of in-scope configuration. 
 Note: Changes identified from testing will be managed in the internal 
Galvanize tool (PRT) and assessed against budget and timeline for 
inclusion in scope. 
 

• Production Deployment 
o Clean-up of test data 
o Configure Migration script from Development instance. 
o Migrate Configurations from Development instance to Production. 
o Import of in-scope customer data into Production instance.   

Note: Data must be provided by the customer using a Galvanize provided 
Excel template.  Imports from other sources are not considered part of the 
Standard Configuration unless otherwise noted.  

o Setup user and group provisioning for the customer in Production. 
 

• Support & Training 
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o Updates to Standard Configuration documentation based on any 
customizations made as part of the implementation. 

o One week of hypercare support after production go-live to monitor the 
customer’s implementation and support any issues discovered during roll-out 
to the end-users.  

o Remote End-User Enablement/Training (maximum of 8 hours per Bond) 
performed within 1 month of go-live. On-demand Academy courses 
NOTE: Instructor-led Rsam Administrator training is offered for an 
additional cost. 

 

III. Out of Scope (Excluded) 

The following capabilities are not included as part of the standard configuration implementation. 
Described functionality will need to be added via customized configurations: 

• Adding workflow steps to standard workflow (Reducing workflow steps is in-scope) 
• Addition of Record Categories, Record Types, Object Types. 
• Addition of more than 15 Attributes 
• Addition of Custom Controls 
• Addition of Risk Analytics Handlers 
• Custom scoring, the product provides scoring based on best practices. 
• Modification of out-of-the-box SSRS Reports. 
• Custom SSRS Reports. 
• Custom Stored Procedures. 
• Additional Email Notifications other than the Five (5) included per Bond. 
• Additional Searches/Charts other than the Six (6) included per Bond. 
• Additional Home Pages other than the Two (2) included per Bond. 
• Onsite End User Enablement/Training (End User Enablement will be performed 

remotely. If Onsite Enablement is required, additional scoping and separate 
SOW/Estimates will be required). 

• Creation of Test Scripts for User Acceptance Testing. 
• Dynamic tailoring to add / remove controls on a per-System basis, based on individual 

Confidentiality, Integrity, or Availability security objectives.   
• Link control standards based on organization policy. 
• Archiving of assessment data from current assessment cycle to next assessment cycle. 
• Importing/Addition of Custom Assessment Questions/Controls. 
• CCT Module and NIST CSF modules within ITGRC, implementation will require 

additional professional services.   
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IV. Assumptions 

The following are assumptions for implementing a standard configuration of ThirdParty and ITGRC 
Bond: 

• Implementation estimates are based on the customer being cloud hosted with Galvanize 
resources having access to the Customer’s Development and Production environments. 

• Installation of VPN, LDAP, Email Listener, SSRS, and other configurations will be installed 
prior to implementation activities. Installation of these configurations are managed by 
Galvanize Support and Cloud Services teams in coordination with customer technical 
resources. 

• Development will take place in a development environment and migrated to a production 
environment.  Migration to additional environments (Test/QA/Etc.) are not included as part 
of implementation of a Standard Configuration. 

• Customer has a dedicated Rsam Administrator or has made arrangements to engage 
Managed Services support. 

• Customer's Rsam Administrator has taken or is scheduled for Rsam Basic Administrator 
training available on-demand through the Galvanize Academy. 

• Customer will ensure appropriate business resources are available for the walkthroughs 
and testing. 

• Customer is responsible for maintaining the Rsam configuration once the implementation 
project is completed unless the customer has established Managed Services support 
agreement. 

• In-scope Data provided for import by the customer will be provided in a Galvanize 
provided template following data definitions configured in the standard configuration. 

• Customer is responsible for ongoing user and group maintenance 
• If out-of-scope requirements are identified and determined to be required, Customer will 

procure sufficient professional services hours to support any out of scope requirements. 
• Customer is responsible to have sufficient licensing purchased to cover all use cases 

implemented. 
• Only current-cycle assessments data will be available in Rsam searches and reports. 
• The previous year’s assessment data will be preserved in documents generated via reports.  

This archived data will not be searchable within the Rsam application. 
• Vendors will submit questionnaires on the external instance (ThirdPartyBond only). 
• Customers will have to purchase another external instance if they want a corresponding 

instances for testing lower environments (i.e. Development). An external instance can only 
be linked with one internal instance. (ThirdPartyBond). 
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June 17, 2020 

 

Jessica S. Chambers 

Bid Clerk – Department of Administration 

Purchasing Division 

2019 Washington St E 

Charleston, WV 25305 

 

Via: wvOASIS  

 

Dear Ms. Chambers: 

 

We are proud of the role our solutions and services play in helping organizations manage their risk 

and compliance programs. We appreciate being included in the State of West Virginia’s RFQ 

process for a Governance, Risk and Compliance Solution. As a leader in the Integrated GRC market, 

Relational Security Corporation dba Galvanize (“Galvanize”) is confident our solution will not only 

meet your current needs but also be flexible enough to grow and adapt with your organization. 

 

For over 30 years, the companies that combined to form Galvanize have been committed to 

providing technology solutions that help our customers manage their governance, risk and 

compliance programs.   Our ITGRC solution (“RSAM”) was built by industry experts for industry 

experts.  The RSAM platform unites risk management, compliance, security, and audit professionals 

around a single source of truth—delivering its users with the insight and automation to drive 

change. Our technology and expertise help our clients deliver a well-managed program with greater 

visibility and efficiency to increase assurance and reduce costs. 

 

We have every confidence that our proposed solution will meet all your goals and business 

requirements both today and in the future. An investment in an ITGRC solution should be a long-

term investment, able to meet your immediate needs while being flexible enough to adapt to 

changing frameworks.  Galvanize is the perfect partner for that long-term engagement, evidenced 

by our over 96% net customer retention rate.    We have every confidence that our solutions can 

meet all your operational and strategic goals both today and in the future. We look forward to 

demonstrating our solution to West Virginia. Please contact me with any questions or comments at 

(708) 254-8343 or denise.cushaney@wegalvanize.com. 

 

Sincerely, 

 

Denise M. Cushaney, Public Sector Account Executive  

Galvanize 

 

This proposal is valid until August 1, 2021. 
 
 

mailto:info@wegalvanize.com
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Executive Summary 
Understanding West Virginia’s (“WV”) Needs and Project Purpose 

Galvanize understands that WV is seeking an GRC Solution that will enhance the ability of the State to maintain 

compliance with industry regulatory reqirements, federal regulatory requirements, applicable laws and security 

expectations.    WV is looking for a solution that enables the State and it’s individual agencies to implement an 

adaptive and effective internal control system for establishing, maintaining, assessing and reporting effective 

internal controls.   

Galvanize (Relational Security Corporation dba Galvanize) is proposing its ITGRC solution, which will provide WV  

the ability to standardize enterprise efforts in governance, risk and compliance. The Galvanize solution will provide 

WV with: 

• Automated workflows for the IT asset lifecycle 

• A centralized IT asset inventory 

• A Risk Register 

• Harmonized assessment questionnaire – which allows you to map content to key industry 

standards and regulations. 

• Executive dashboards 

• Data analytics and automation 

• A Dedicated account team 

 

Galvanize builds award-winning, cloud-based security, risk management, compliance, and audit software to drive 

change in some of the world’s largest organizations. We’re on a mission to unite and strengthen individuals and 

entire organizations through the integrated HighBond software platform. With more than 6,300 customer 

organizations in 130 countries, Galvanize is connecting teams in many of the Fortune 1,000 and S&P 500 

companies, and hundreds of government organizations, banks, manufacturers, and healthcare organizations. 

Whether these professionals are managing threats, assessing risk, measuring controls, monitoring compliance, or 

expanding assurance coverage, HighBond automates manual tasks, blends organization-wide data, and 

broadcasts it in easy-to-share dashboards and reports. But we don’t just make technology—we provide tools that 

inspire individuals to achieve great things and do heroic work in the process. 

In February 2019, Rsam and ACL joined forces to create a category-defining platform for integrated risk 

management.  This was a marriage of Rsam’s dynamic flexibility, universal IT systems integration, and deep 

industry content with ACL’s SaaS platform, including risk assurance, advanced analytics/robotic process 

automation, and top-rated user interface.  Together, we’re delivering a truly integrated governance solution. One 

that uses data to uncover the answers that drive strategic change. 

It is important that WV evaluate solutions that have both the functionality and operational experience that WV 

needs today and can be easily configured to meet future requirements.  WV can benefit from Galvanize’s 

experiences, solutions, and services to obtain a robust GRC solution that can not only meet your needs today, but 

will also continue to grow with you as your organization matures. 

Proposed Solution 

To meet WVs requirements, Galvanize is proposing our ITGRC Bond.  ITGRCBond was designed to automate the 

spectrum of nuances, users, assets, and situations. It also makes it easy to manage and meet risk and compliance 
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requirements. ITGRCBond enables you to identify the target of the assessment, calculate the criticality and risk, 

record meta information, and automate the entire assessment. Once gathered, context-based workflow helps you 

centrally manage compliance gaps for remediation, track risk exceptions, and identify compensating controls. 

Reports and interactive storyboards empower users to give context and enable management to make sound 

decisions based on risk. ITGRCBond has a full content library of cross-mapped controls. This library is managed 

and updated continually. The solution’s compliance and control framework allows for flexible logic in how assets 

are classified, what workflow to enable, and if a gap should be generated. Users are able to leverage our existing 

content or create their own with the ability to map to specific compliance domains and follow a logic sequence.  

Controls are matched to all relevant areas in an “ask once, update many” fashion. 

Why Customers Choose Galvanize   

Galvanize’s ITGRC Bond offers the most intuitive and flexible solutions to successfully manage your unique 

governance, risk and compliance needs. Our technology automates processes and transforms data into 

intelligence, allowing organizations to minimize risk exposure, maintain compliance, and gain business operations 

efficiencies. This enables you to reduce your risk and cost of compliance out of the gate and over time.  

Specifically, with ITGRCBond WV will: 

• Automate manual tasks for a more effective, streamlined assessment program in a centrally managed 

platform. 

• Control costs and save time by creating repeatable processes. 

• Get a complete view of risk and compliance posture by geography, line of business, and domain, in easy-

to-create dashboards, reports, and storyboard. 

• Increase accuracy and accountability of assessment data through pre-built prescriptive control content 

and response audit trails. 

• Easily manage an inventory of risks and controls for multiple use cases including CISO Dashboards, risk 

register, and findings/issue management. 

  



 

3 

Why is Galvanize the Right Partner for WV?  

We are the Leader in IT GRC 

Our ability to deliver value quickly and empower customers to adapt our platform over time has been recognized 

by leading industry analysts. Galvanize has recently received the highest possible rankings through third-party 

analyst reviews including from: Gartner Group (Leader), Forrester (Leader), GRC 20/20 (Innovator), and Info-Tech 

(Leader). No other competitor has received this consistent high ranking. We encourage our buyers to evaluate 

both product functionality and a company’s reputation. Below is a sample of the recent honors and analyst 

recognition awarded to Galvanize. 

 

Galvanize named Leader in latest Gartner, Forrester GRC Analyst reports: 

 

 

 

 

 

We have the Largest Global Community in the Industry  

• Over 7000 organizations, including 72% of the Fortune 500 use HighBond 

• 135 Countries where companies using HighBond are headquartered  

• 900 agencies in national, state, provincial and local governments use High Bond 

• Over 96% annual ‘net’ retention rate of Galvanize Customers 

Domain Experts at Your Disposal 

With a team of ex-Big Four professionals and over 100 years of combined GRC experience, we help bring your 

processes and data to life in HighBond by automating workflows, reporting, and storyboarding. In no time, you’ll 

see the extent of efficiencies gained by using Galvanize products and automation to the fullest. 

Summary 

Galvanize is uniquely positioned within the GRC space to help WV implement an ITGRC solution.  Galvanize’s 

ITGRC Bond will automate manual tasks for a more effective, streamlined assessment program in a centrally 
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managed platform. The ITGRC solution will allow WV to get a complete view of risk and compliance posture by 

geography, line of business, and domain in easy-to-create dashboards, reports, and storyboards.  

We have the experience, the staff, the solutions and the financial stability to be a long-term partner for WV, 

ensuring the investment in this ITGRC solution is utilized to its fullest potential. 

We would be honored to have the opportunity to demo our solution to WV, so you can see first-hand how 

partnering with Galvanize will allow WV to transform its GRC program. 

Qualifications 
Vendor, or Vendor’s staff if requirements are inherently limited to individuals rather than 

corporate entities, shall have the following minimum qualifications: 

3.1. Vendor must have implemented a GRC software solution with a Federal or State, or Local 

Government entity. 

Over 900 agencies in national, state, provincial and local governments use a GRC solution from Galvanize. 

3.2. Vendor must hold current certifications and assentation; SOC 2 Type 2 and ISO 27001. It is 

preferred to be provided with vendors bid, however, it may be requested prior to award. 

Galvanize bases our Information Security Management on ISO 27001 and NIST.  We are also FedRamp moderate 

compliant. 

We use industry advanced and mature infrastructure-as-a-service (IaaS) providers to host our SaaS offering from 

four data center locations globally (North America, Europe, Asia, and Australia). The data centers provide many 

physical and logical security controls and are compliant with various certifications and third-party attestations, 

including but not limited to: ISO 27001, PCI DSS Level 1, SSAE-16/ISAE 3402 SOC 1 (previously SAS 70 Type II), 

SOC 2 & 3, and HIPAA. Below are examples of these controls: 

• User Access 

• Logical Security 

• Data Handling 

• Physical Security 

• Change Management 

• Data Integrity, Availability, and Redundancy 

• Incident Handling 

 

These controls ensure facility and equipment safeguards for areas such as multi-factor access controls, electronic 

surveillance, intrusion detection systems and environmental safeguards. 

We review the certifications and third-party attestations provided by our sub service providers on an on-going 

basis to attest the services being provided and supplement complementary elements to our internal controls. 

We have a current SOC 2 report prepared by a third-party auditor. This report is a comprehensive assessment of 

the internal controls and information security related to our service. Upon request and subject to customer’s 

execution of our standard non-disclosure agreement (NDA), we will provide a copy of our current SOC 2 report. 
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3.3. The Vendor must be compliant with Internal Revenue Service (IRS) 1075, Section 9.3.1.12 – Remote 

Access requirements. 

3.3.1. IRS 1075, Section 9.3.1.12 states that “FTI cannot be accessed remotely by agency 

employees, agents, representatives, or contractors located offshore - outside of the United States 

territories, embassies, or military installations. Further, FTI may not be received, processed, stored, 

transmitted, or disposed of by IT systems located offshore.” 

Yes, if WV provides IP ranges to whitelist that limits access to US locations only, we can comply with this. 

Response to Mandatory Requirements 
Contract Items and Mandatory Requirements: Vendor shall provide Agency with the Contract 

Items listed below on an open-end and continuing basis. Contract Items must meet or exceed the 

mandatory requirements as shown below. 

4.1.1 Contract Item #1 Governance, Risk, and Compliance (GRC) Software Solution Mandatory 

Requirements:  

4.1.1.1 Vendors GRC solution must provide a cost-effective cloud-based Software-as-a-Service 

(SaaS) risk management solution for the State Cybersecurity Framework. (including future 

scalability when new agencies are on-boarded)  

Galvanize’s ITGRC Bond offers the most intuitive and flexible solutions to successfully manage your 

unique governance, risk and compliance needs. Our technology automates processes and transforms data 

into intelligence, allowing organizations to minimize risk exposure, maintain compliance, and gain 

business operations efficiencies. This enables you to reduce your risk and cost of compliance out of the 

gate and over time.  

Specifically, ITGRCBond provides: 

 • Flexible Enterprise GRC Platform – Single platform model with risk and compliance modules 

that leverage intelligence and flexibility across the organization.  

• Fastest Time to Value – Get up and running quickly and easily iterate over time without 

additional recoding, heavy rework or resources. Superior reporting and metrics engine provides 

immediate visibility. 

 • Lowest Total Cost of Ownership – Easily scalable, expanding an organization’s risk and 

compliance program without custom coding or complicated redesign cycles.  

4.1.1.2 Vendors GRC solution must implement NIST Cybersecurity Framework (NIST CSF), NIST 

800-53 control set, and align to PCI DSS, HIPAA, FERPA, CJIS, and other compliance programs. 

Galvanize provides and maintains frameworks including NCSF, NIST 800-53, PCI DSS, HIPAA, and FERPA. 

The CJIS framework and any other frameworks not maintained by Galvanize can be imported into the 

platform during implementation. 
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Built-in compliance content 

• Use harmonized and strict content from authoritative domains like NIST and ISO. 

• Map content to custom questionnaires to create a corporate compliance standard. 

• View dynamic drag-and-drop dashboards by geography, line of business, compliance standard, 

and workflow status. 

• Manage content creation lifecycles with workflows 

 

4.1.1.3 Vendors GRC solution must automatically implement changes or updates in laws or 

compliance programs and alert users to relevant updates.  

Galvanize has a dedicated content team that implements finalized changes or updates in laws or 

compliance programs. Users also received notice of an update change. 

4.1.1.4 Vendors GRC solution must maintain the Security Requirements Traceability Matrix 

(including objectives, risks, controls, ranks, rates, etc.), and allow periodic updates to be made. 
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Yes, ITGRC Bond maintains the Security Requirements Traceability Matrix.  The platform allows for the 

maintenance of libraries for objectives, risk, and controls. Any additional factors such as ranks, rates, etc. 

can be loaded into the platform. Client admins of the platform can provide periodic updates as needed. 

4.1.1.5 Vendors GRC solution must identify and assess strategic risks, opportunities, and 

mitigating controls.  

Yes, the platform can be leveraged to identify and assess strategic risks, opportunities, and mitigating 

controls. 

 

Identification of gaps 

• Automatically identify gaps within your assessments and centrally collect remediation plans, risk 

acceptance, and compensating controls. 

• Dynamically assign mitigation plans on any criteria like role, geography, and line of business. 

• Use multiple workflows that can be automatically deployed based on your own business logic. 

• Create custom user views to bring roles directly into prioritized work queues 
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4.1.1.6 Vendors GRC solution must monitor and manage strategic risks and opportunities.  

Yes, the platform can monitor and manage strategic risks and opportunities as well as provide alerts if a 

risk or opportunity passes a certain threshold defined by the client.  

4.1.1.7 Vendors GRC solution must report strategic risks and opportunities.  

The platform’s executive dashboard capability can report on strategic risk and opportunities along with 

any additional context the client wishes to provide. 

4.1.1.8 Vendors GRC solution must include a workflow management component that allows for 

work to be created and shared (internally or externally), including the ability to record user 

comments.  

Yes, the platform has pre-built workflow and the ability to create custom workflow for users to process 

assets and data. These workflows can be shown or hidden based on the role of the user. User comments 

can be defined at each workflow step if desired. 

4.1.1.9 Vendors GRC solution must automatically push out control assessments to control 

owners annually.  

Yes, The platform allows for triggers to automatically deploy control assessments to designated control 

owners at any given time the client chooses, including annually. 

4.1.1.10 Vendors GRC solution must send reminders/receive feedback on due tasks and dates to 

all relevant resources and other stakeholders.  

Yes, the platform allows for reminders, escalations, and feedback on the status of any item, including 

those overdue to be sent to all associated parties. 

4.1.1.11 Vendors GRC solution must deliver automated escalations if deadline is approaching.  

Yes, the platform allows its scheduler to automatically escalate based on the client’s determined 

escalation threshold. 

4.1.1.12 Vendors GRC solution must provide standardized templates for different 

functions/areas, including reporting templates and a testing result reporting template linked to 

every control.  

Yes, the Galvanize solution provides both standardized templates and dashboards that can be leveraged 

as well as the ability to create custom reports and dashboards. During implementation, any specific 

templates that Galvanize does not provide out of the box can be created as a template for your 

organization. 

4.1.1.13 Vendors GRC solution must allow for documentation of risk/control 

issues/findings/remediation plans.  

Yes, the platform provides out of the box use cases for documenting risk/control 

issues/findings/remediation plans. 
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Classification methodology 

• Identify various applicable regulations and compliance areas. 

• Gather meta data around assessment objects. 

• Create user-configurable workflows that are simple and flexible. 

• Rest assured with real-time notifications, alerts, and escalations for the entire assessment lifecycle. 

• Configure your own standardized weighting methodology or use the out-of-the-box scoring. 

 

4.1.1.14 Vendors GRC solution must track remediation deadlines/timelines. 

The platform can be configured to track any deadline / timeline through dashboard reporting and metrics. 

4.1.1.15 Vendors GRC solution must provide a dashboard to show, at a minimum, which updates 

are outstanding, the last Security Requirements Traceability Matrix review dates, and when 

testing is overdue.  

Yes, the platform has dashboards out of the box that can be leveraged to meet this requirement.    



 

10 

4.1.1.16 Vendors GRC solution must provide data visualization tools or allow export of data to 

other tools such as Microsoft Office  

Yes, the platform has built-in executive style data visualization tools as well as operational level 

visualization tools. Data can be exported to other tools as needed, including MS Office. 

4.1.1.17 Vendor must provide a means to summarize and track data in the system.  

Yes, the platform has a data engine that allows users to search for, summarize, track, and report on data 

within the system.  

4.1.1.18 Vendor must provide a means to summarize performance metrics. 

The platform’s data engine has pre-built saved searches to track performance metrics of the system. 

Additional performance metrics can be created either during implementation or by the client post-

implementation.  

4.1.1.19 Vendors GRC solution must have user/access management tools to allow for 

creation/management of user accounts (Active Directory integrated preferred for future use; 

role-based access required)  

The platform is integrated with Active Directory.  

4.1.1.19.1 Role-based access must be defined at the functional level (i.e. allow user access 

to data only relevant to their function)  

The platform is role-based. All views from the main interface down to the tabular and field level 

are controlled based on the type of role a user has.  

4.1.1.19.2 Will restrict certain functions to authorized staff only (i.e. certain user group 

has read-only access, another user group has ability to delete records) 

The platform supports role-restricted access.  

4.1.2 Contract Item #1 Governance, Risk, and Compliance (GRC) Vendor Mandatory Requirements:  

4.1.2.1 The vendor must conduct training with a group of power users of the new tool enabling 

a “train- the- trainer” approach. This training is to be included in the lump sum cost on the 

Exhibit A Pricing Page Contract Item #1: Governance, Risk, and Compliance (GRC) Software 

Solution, Training and Support.  

In addition to train the trainer trainer, which included in our lump sum cost on the Pricing Page, additional 

training is is provided through an online Academy portal which provides CPE credits upon completion, 

help docs, and community forums. 

4.1.2.2 The vendor must provide technical support within one (1) business day and make best 

efforts to resolve problems as quickly as possible.  

Galvanize is committed to meeting customer support SLA’s and demonstrates this through providing 

post-enablement support and training in two tiers: Tier one support is available 24 hours per day 5 days 
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per week. Customers can create a ticket via email or web chat and support representatives will support 

the customer through a variety of communication methods including phone, email, web chat, and screen 

share.    

Timely support for ongoing operations, including case reports with issue prioritization Galvanize users 

submit tickets via email, chat, or Galvanize’s online portal. Tickets are processed based on four severity 

levels: Urgent, High, Medium, Low. Case reports are available to customers   

For tier two support, customers will be provided a designated Customer Success Manager (CSM). The 

CSM will conduct quarterly calls with key users to proactively address any issues and ensure the solution is 

meeting requirements. Any escalations will be sent to the CSM representative for tier two evaluation and 

support. 

 

 

1 Severity level definitions (the determination of actual severity level for any given request is at Galvanize’s 

sole discretion)  

• Urgent Severity: Production issue rendering software completely inoperable, error affecting all 

users, or loss of data. 

• High Severity: Major functionality impacted or major performance degradation in non-urgent 

process. 

• Medium Severity: Partial non-urgent functionality impacted, minor performance degradation, 

affecting limited users. 

• Low Severity: General “how to” questions, documentation, or system configuration.  

 

2 Response time means Galvanize will respond to you within the stated time. It does not mean Galvanize 

will resolve the issue within this time.  

3 Online response time will be based on Chat case submission hours  (i.e., 24 x 5, 6PM EST Sunday to 8PM 

EST Friday). Online case Submissions may be made 24 x 7, but Galvanize does not respond 24 x 7.  

4 Response times do not apply to Support Center. If you believe you have encountered a security issue, 

availability or other type of incident on the HighBond platform, please contact us as soon as possible. We 

investigate all reports and strive to fix confirmed issues promptly. 
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4.1.2.3 The vendor must guarantee application has 99.9% uptime. 

Galvanize will use commercially reasonable efforts to make the Cloud Products operational and available 

to Customer at least 99.99% of the time in any calendar month, excluding periods of Scheduled 

Maintenance. 

4.1.2.4 The vendor must provide frequent progress reports during any outage.  

Agreed. 

4.1.2.5 The vendor must ensure that State of West Virginia data is not co-mingled with other 

customer’s data.  

Agreed 

4.1.2.6 The vendor must ensure that State of West Virginia data can be exported and returned to 

the state.  

The vast majority of customers with active subscriptions rely on us to retain their data. However, you may 

choose to extract data for your own offline records as a secondary measure for data retention. 

Upon termination of your Galvanize subscription, we will extend access to the system for an additional 30 

days to copy or extract any data you wish to retain. Once you have extracted your data, you have the full 

ability and responsibility to delete any or all of your remaining data in the system. 

Upon written request, Galvanize will destroy the customer system and all data content after the extract 

process. If 90 days has passed without written request to destroy the customer system, Galvanize reserves 

the right to destroy the customer system to regain system resources. 

4.1.2.7 The vendor must ensure State of West Virginia data is destroyed at the end of the 

contract.  

See response to 4.1.2.6 

4.1.2.8 Vendor must support data in transit encryption using TLS 1.2 or higher.  

Yes.  We provide strong encryption of all data in transit and at rest.  Encryption in transit is achieved via 

the industry-standard TLS (Transport Layer Security) protocol supporting only the strongest encryption 

algorithms, including AES (Advanced Encryption Standard) with up to 256-bit key lengths. 

4.1.2.9 Vendor must support encryption at rest using AES-256 or higher.  

Yes.  We provide strong encryption of all data in transit and at rest. Encryption at rest is achieved by 

leveraging AWS EBS storage encryption, which also relies on the AES encryption algorithm with strong 

256-bit keys. 

4.1.2.10 Vendor must use two-factor authentication and or network access control limiting 

access from an exposed IP or subnet preferred.  

This is supported. 
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4.1.2.11 Vendor must provide at least fifteen (15) power user licenses and must be included in 

the lump sum cost on the Exhibit A Pricing Page Contract Item #1: Governance, Risk, and 

Compliance (GRC) Software Solution, Training and Support. 

We have included 15 power user licenses in the lump sum cost of the Pricing Page within wvOASIS 

4.1.3 Contract Item #2 Professional Services - Post Implementation Customization  

4.1.3.1 The Post Implementation Customization Rate must be a single hourly rate that 

will be billed for all staff time and is to be used to consult with vendor staff on 

unforeseen customization issues that may arise after the GRC solution has been 

successfully implemented. Requests to use the Implementation Consultant Hours must 

be outlined in a SOW (Statement of Work) and include both the problem and required 

number of hours to address the problem, and must be executed by an authorized 

representatives of both Parties. 

Agreed.  We have included our post implementation customization rate in our price proposal. 

4.1.4 Software as a Service Addendum  

4.1.4.1 Vendor must sign the attached Software as a Service Addendum prior to award. 

Galvanize reserves the right to negotiate the terms and conditions of a final 

contractual agreement after we are selected as your preferred vendor.  Working 

with both our private and public sector customers in jurisdictions all around the 

world, we have found this approach to be mutually beneficial and efficient, 

allowing our customers to better understand the standardized solutions we offer 

and how they work to meet their requirements, in order to then assess and 

contract for how they can be used in a ways that are compliant with the laws and 

mandatory policies applicable to the customer. 

We have attached a copy of our Master Subscription Agreement in the 

attachements section of wvOASIS. 
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Miscellaneous: 
 11.1 Contract Manager:   During its performance of this Contract, Vendor must designate and 

maintain a primary contract manager responsible for overseeing Vendor’s responsibilities under this 

Contract. The Contract manager must be available during normal business hours to address any 

customer service or other issues related to this Contract. Vendor should list its Contract manager and 

his or her contact information below. 

 

Contract Manager Denise M. Cushaney 

Telephone Number 708-254-8343 

Fax Number N/A 

E-mail Address Denise.cushaney@wegalvanize.com 

Contract notices should be sent to legal@wegalvanize.com 

 

 

Attachments 
 

 

Attachments Detail 

• Attachment 1 – Addendum Acknowledgement Form 

• Attachment 2 – Galvanize MSA 

• Attachment 3 – Scope and Assumptions for ITGRC QuickStart 

• Attachment 4 – Product Sheet:  ITGRC Bond Quick Start Bundle 

• Attachment 5 – Product Sheet:  ITGRC Bond  

• Attachment 6 – Exhibit A – Pricing Page 
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