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U.S. data centers. With agreement from the public jurisdiction, this term may be
met by the service provider providing its services from an acceptable alternative
data center location, which agreement shall be stated in Appendix A. The Service
Provider may also request permission to utilize an acceptable alternative data
center location during a procurement’s question and answer period by submitting
a question to that effect. The service provider shall permit its personnel and
contractors to access public jurisdiction data remotely only as required to provide
technical support.

4. Security Incident or Data Breach Notification: The service provider shall inform the
public jurisdiction of any confirmed security incident or data breach.

a)

b)

Incident Response: The service provider may need to communicate with outside
parties regarding a security incident, which may include contacting law
enforcement, fielding media inquiries and seeking external expertise as defined by
law or contained in the contract. Discussing security incidents with the public
jurisdiction shall be handled on an urgent as-needed basis, as part of service
provider communication and mitigation processes defined by law or contained in
the contract.

Security Incident Reporting Requirements: The service provider shall report a
confirmed Security Incident as soon as practicable, but no later than twenty-four
(24) hours after the service provider becomes aware of it, to: (1) the department
privacy officer, by email, with a read receipt, identified in Appendix A; and, (2)
unless otherwise directed by the public jurisdiction in the underlying contract, the
WVOT Online Computer Security and Privacy Incident Reporting System at
https://apps.wv.gov/ot/ir/Default.aspx, and (3) the public jurisdiction point of
contact for general contract oversight/administration. The following information
shall be shared with the public jurisdiction: (1) incident phase (detection and
analysis; containment, eradication and recovery; or post-incident activity), (2)
projected business impact, and, (3) attack source information.

Breach Reporting Requirements: Upon the discovery of a data breach or
unauthorized access to non-public data, the service provider shall immediately
report to: (1) the department privacy officer, by email, with a read receipt, identified
in Appendix A; and, (2) unless otherwise directed by the public jurisdiction in the
underlying contract, the WVOT Online Computer Security and Privacy Incident
Reporting System at https://apps.wv.gov/ot/ir/Default.aspx, and the public
jurisdiction point of contact for general contract oversight/administration.

5. Breach Responsibilities: This section only applies when a data breach occurs with
respect to personal data within the possession or control of the service provider.

a)

Immediately after being awarded a contract, the service provider shall provide the
public jurisdiction with the name and contact information for an employee of service
provider who shall serve as the public jurisdiction’s primary security contact and
shall be available to assist the public jurisdiction twenty-four (24) hours per day,
seven (7) days per week as a contact in resolving obligations associated with a
data breach. The service provider may provide this information in Appendix A.
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b) Immediately following the service provider’s notification to the public jurisdiction of

d)

a data breach, the parties shall coordinate cooperate with each other to investigate
the data breach. The service provider agrees to fully cooperate with the public
jurisdiction in the public jurisdiction’s handling of the matter, including, without
limitation, at the public jurisdiction’s request, making available all relevant records,
logs, files, data reporting and other materials required to comply with applicable
law and regulation.

Within 72 hours of the discovery, the service provider shall notify the parties listed
in 4(c) above, to the extent known: (1) date of discovery; (2) list of data elements
and the number of individual records; (3) description of the unauthorized persons
known or reasonably believed to have improperly used or disclosed the personal
data; (4) description of where the personal data is believed to have been
improperly transmitted, sent, or utilized; and, (5) description of the probable
causes of the improper use or disclosure.

The service provider shall (1) cooperate with the public jurisdiction as reasonably
requested by the public jurisdiction to investigate and resolve the data breach, (2)
promptly implement necessary remedial measures, if necessary, and prevent any
further data breach at the service provider's expense in accordance with
applicable privacy rights, laws and regulations and (3) document responsive
actions taken related to the data breach, including any post-incident review of
events and actions taken to make changes in business practices in providing the
services, if necessary.

If a data breach is a direct result of the service provider's breach of its contract
obligation to encrypt personal data or otherwise prevent its release, the service
provider shall bear the costs associated with (1) the investigation and resolution of
the data breach; (2) notifications to individuals, regulators or others required by
state or federal law; (3) a credit monitoring service (4) a website or a toll-free
number and call center for affected individuals required by state law — all not to
exceed the average per record per person cost calculated for data breaches in the
United States in the most recent Cost of Data Breach Study: Global Analysis
published by the Ponemon Institute at the time of the data breach (or other similar
publication if the named publication has not issued an updated average per record
per cost in the last 5 years at the time of the data breach); and (5) complete all
corrective actions as reasonably determined by service provider based on root
cause. The service provider agrees that it shall not inform any third party of any
data breach without first obtaining the public jurisdiction’s prior written consent,
other than to inform a complainant that the matter has been forwarded to the public
jurisdiction’s legal counsel and/or engage a third party with appropriate expertise
and confidentiality protections for any reason connected to the data breach. Except
with respect to where the service provider has an independent legal obligation to
report a data breach, the service provider agrees that the public jurisdiction shall
have the sole right to determine: (1) whether notice of the data breach is to be
provided to any individuals, regulators, law enforcement agencies, consumer
reporting agencies or others, as required by law or regulation, or otherwise in the
public jurisdiction’s discretion; and (2) the contents of such notice, whether any

5
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type of remediation may be offered to affected persons, and the nature and extent
of any such remediation. The service provider retains the right to report activity to
law enforcement.

6. Notification of Legal Requests: The service provider shall contact the public
jurisdiction upon receipt of any electronic discovery, litigation holds, discovery searches
and expert testimonies related to the public jurisdiction’s data under this contract, or which
in any way might reasonably require access to the data of the public jurisdiction. The
service provider shall not respond to subpoenas, service of process and other legal
requests related to the public jurisdiction without first notifying the public jurisdiction,
unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a) In the event of a termination of the contract, the service provider shall implement
an orderly return of public jurisdiction data within the time period and format
specified in the contract (or in the absence of a specified time and format, a mutually
agreeable time and format) and after the data has been successfully returned,
securely and permanently dispose of public jurisdiction data.

b) During any period of service suspension, the service provider shall not take any
action to intentionally erase any public jurisdiction data.

c) In the event the contract does not specify a time or format for return of the public
jurisdiction’s data and an agreement has not been reached, in the event of
termination of any services or agreement in entirety, the service provider shall not
take any action to intentionally erase any public jurisdiction data for a period of:

o 10 days after the effective date of termination, if the termination is in
accordance with the contract period
o 30 days after the effective date of termination, if the termination is for
convenience
e 60 days after the effective date of termination, if the termination is for
cause
After such period, the service provider shall have no obligation to maintain or
provide any public jurisdiction data and shall thereafter, unless legally prohibited,
delete all public jurisdiction data in its systems or otherwise in its possession or
under its control.

d) The public jurisdiction shall be entitled to any post-termination assistance generally
made available with respect to the services, unless a unique data retrieval
arrangement has been established as part of the Contract.

e) The service provider shall securely dispose of all requested data in all of its forms,
such as disk, CD/ DVD, backup tape and paper, when requested by the public
jurisdiction. Data shall be permanently deleted and shall not be recoverable,
according to National Institute of Standards and Technology (NIST)-approved
methods. Certificates of destruction shall be provided to the public jurisdiction.

8. Background Checks: The service provider shall conduct criminal background checks
in compliance with W.Va. Code §15-2D-3 and not utilize any staff to fulfill the obligations

6
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of the contract, including subcontractors, who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony
or misdemeanor offense for which incarceration for up to 1 year is an authorized penalty.
The service provider shall promote and maintain an awareness of the importance of
securing the public jurisdiction’s information among the service provider's employees and
agents.

9. Oversight of Authorized Persons: During the term of each authorized person’s
employment or engagement by service provider, service provider shall at all times cause
such persons to abide strictly by service provider's obligations under this Agreement and
service provider's standard policies and procedures. The service provider further agrees
that it shall maintain a disciplinary process to address any unauthorized access, use or
disclosure of personal data by any of service provider's officers, partners, principals,
employees, agents or contractors.

10. Access to Security Logs and Reports: The service provider shall provide reports
to the public jurisdiction in CSV format agreed to by both the service provider and the
public jurisdiction. Reports shall include user access (successful and failed attempts),
user access |IP address, user access history and security logs for all public jurisdiction
files and accounts related to this contract.

11. Data Protection Self-Assessment: The service provider shall perform a Cloud
Security Alliance STAR Self-Assessment by completing and submitting the “Consensus
Assessments Initiative Questionnaire” to the Public Jurisdiction Identified Contact. The
service provider shall submit its self-assessment to the public jurisdiction prior to contract
award and, upon request, annually thereafter, on the anniversary of the date of contract
execution. Any deficiencies identified in the assessment will entitle the public jurisdiction
to disqualify the bid or terminate the contract for cause.

12. Data Center Audit: The service provider shall perform an audit of its data center(s)
at least annually at its expense and provide a redacted version of the audit report upon
request. The service provider may remove its proprietary information from the redacted
version. A Service Organization Control (SOC) 2 audit report or approved equivalent sets
the minimum level of a third-party audit. Any deficiencies identified in the report or
approved equivalent will entitle the public jurisdiction to disqualify the bid or terminate the
contract for cause.

13. Change Control and Advance Notice: The service provider shall give 30 days,
advance notice (to the public jurisdiction of any upgrades (e.g., major upgrades, minor
upgrades, system changes) that may impact service availability and performance. A
major upgrade is a replacement of hardware, software or firmware with a newer or better
version in order to bring the system up to date or to improve its characteristics.

14. Security:
a) At a minimum, the service provider's safeguards for the protection of data shall
include: (1) securing business facilities, data centers, paper files, servers, back-up
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systems and computing equipment, including, but not limited to, all mobile devices
and other equipment with information storage capability; (2) implementing network,
device application, database and platform security; 3) securing information
transmission, storage and disposal; (4) implementing authentication and access
controls within media, applications, operating systems and equipment; (5)
implementing appropriate personnel security and integrity procedures and
practices, including, but not limited to, conducting background checks consistent
with applicable law; and (6) providing appropriate privacy and information security
training to service provider's employees.

b) The service provider shall execute well-defined recurring action steps that identify
and monitor vulnerabilities and provide remediation or corrective measures. Where
the service provider's technology or the public jurisdiction’s required dependence
on a third-party application to interface with the technology creates a critical or high
risk, the service provider shall remediate the vulnerability as soon as possible. The
service provider must ensure that applications used to interface with the service
provider’s technology remain operationally compatible with software updates.

c) Upon the public jurisdiction’s written request, the service provider shall provide a
high-level network diagram with respect to connectivity to the public jurisdiction’s
network that illustrates the service provider's information technology network
infrastructure.

15. Non-disclosure and Separation of Duties: The service provider shall enforce
separation of job duties, require commercially reasonable non-disclosure agreements,
and limit staff knowledge of public jurisdiction data to that which is absolutely necessary
to perform job duties.

16. Import and Export of Data: The public jurisdiction shall have the ability to securely
import, export or dispose of data in standard format in piecemeal or in entirety at its
discretion without interference from the service provider. This includes the ability for the
public jurisdiction to import or export data to/from other service providers identified in the
contract (or in the absence of an identified format, a mutually agreeable format).

17. Responsibilities: The service provider shall be responsible for the acquisition and
operation of all hardware, software and network support related to the cloud services
being provided. The technical and professional activities required for establishing,
managing and maintaining the environments are the responsibilities of the service
provider.

18. Subcontractor Compliance: The service provider shall ensure that any of its
subcontractors to whom it provides any of the personal data or non-public data it receives
hereunder, or to whom it provides any personal data or non-public data which the service
provider creates or receives on behalf of the public jurisdiction, agree to the restrictions,
terms and conditions which apply to the service provider hereunder.

19. Right to Remove Individuals: The public jurisdiction shall have the right at any time
to require that the service provider remove from interaction with public jurisdiction any
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service provider representative who the public jurisdiction believes is detrimental to its
working relationship with the service provider. The public jurisdiction shall provide the
service provider with notice of its determination, and the reasons it requests the removal.
If the public jurisdiction signifies that a potential security violation exists with respect to
the request, the service provider shall immediately remove such individual. The service
provider shall not assign the person to any aspect of the contract without the public
jurisdiction’s consent.

20. Business Continuity and Disaster Recovery: The service provider shall provide a
business continuity and disaster recovery plan executive summary upon request. Lack of
a plan will entitle the public jurisdiction to terminate this contract for cause.

21. Compliance with Accessibility Standards: The service provider shall comply with
and adhere to Accessibility Standards of Section 508 Amendment to the Rehabilitation
Act of 1973,

22. Web Services: The service provider shall use web services exclusively to interface
with the public jurisdiction’s data in near real time when possible.

23. Encryption of Data at Rest: The service provider shall ensure hard drive encryption
consistent with validated cryptography standards as referenced in FIPS 140-2, Security
Requirements for Cryptographic Modules for all personal data.

24. Subscription Terms: Service provider grants to a public jurisdiction a license to:
a. Access and use the service for its business purposes;
b. For Saa$, use underlying software as embodied or used in the service; and
c. View, copy, upload, download (where applicable), and use service provider's
documentation.

25. Equitable Relief: Service provider acknowledges that any breach of its covenants or
obligations set forth in Addendum may cause the public jurisdiction irreparable harm for
which monetary damages would not be adequate compensation and agrees that, in the
event of such breach or threatened breach, the public jurisdiction is entitled to seek
equitable relief, including a restraining order, injunctive relief, specific performance and
any other relief that may be available from any court, in addition to any other remedy to
which the public jurisdiction may be entitled at law or in equity. Such remedies shall not
be deemed to be exclusive but shall be in addition to all other remedies available at law
or in equity, subject to any express exclusions or limitations in this Addendum to the
contrary.

AGREED:

Name of Agency: Name of Vendor: C (A S2. P@f M_L LC

Signature: Signature:% N
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Appendix A

(To be completed by the Agency’s Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum. Required information not identified prior to execution
of the Addendum may only be added by amending Appendix A and the Addendum, via Change
Order.)

Name of Service Provider/Vendor:

Name of Agency:

Agency/public jurisdiction’s required information:

1.

Will restricted information be processed by the service provider?

Yes H

No

If yes to #1, does the restricted information include personal data?

Yes E

No

If yes to #1, does the restricted information include non-public data?

Yes B

No

If yes to #1, may the service provider store public jurisdiction data in a data center in an
acceptable alternative data center location, which is a country that is not the U.S.?

Yes H
No
Provide name and email address for the Department privacy officer:

Name:

Email address:

Vendor/Service Provider's required information:

6.

Provide name and contact information for vendor's employee who shall serve as the public
jurisdiction's primary security contact:

Name:

Email address:

Phone Number:

11
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Disclosure of Interested Parties to Contracts

Pursuant to W. Va. Code § 6D-1-2, a state agency may not enter into a contract, or a series of related
contracts, that has/have an actual or estimated value of $1 million or more until the business entity submits
to the contracting state agency a Disclosure of Interested Parties to the applicable contract. In addition,
the business entity awarded a contract is obligated to submit a supplemental Disclosure of Interested
Parties reflecting any new or differing interested parties to the contract within 30 days following the
completion or termination of the applicable contract.

For purposes of complying with these requirements, the following definitions apply:

"Business entity" means any entity recognized by law through which business is conducted, including a
sole proprietorship, partnership or corporation, but does not include publicly traded companies listed on a
national or international stock exchange.

“Interested party" or “Interested parties” means:

(1) A business entity performing work or service pursuant to, or in furtherance of, the applicable contract,
including specifically sub-contractors;

(2) the person(s) who have an ownership interest equal to or greater than 25% in the business entity
performing work or service pursuant to, or in furtherance of, the applicable contract. (This subdivision
does not apply to a publicly traded company); and

(3) the person or business entity, if any, that served as a compensated broker or intermediary to actively
facilitate the applicable contract or negotiated the terms of the applicable contract with the state agency.
(This subdivision does not apply to persons or business entities performing legal services related to
the negotiation or drafting of the applicable contract.)

“State agency” means a board, commission, office, department or other agency in the executive, judicial
or legislative branch of state government, including publicly funded institutions of higher education:
Provided, that for purposes of W. Va. Code § 6D-1-2, the West Virginia Investment Management Board
shall not be deemed a state agency nor subject to the requirements of that provision.

The contracting business entity must complete this form and submit it to the contracting state agency prior
to contract award and to complete another form within 30 days of contract completion or termination.

This form was created by the State of West Virginia Ethics Commission, 210 Brooks Street, Suite 300,
Charleston, WV 25301-1804. Telephone: (304)558-0664; fax: (304)558-2169; e-mail: ethics@wv.qov;
website: www.ethics.wv.gov.

Revised June 8, 2018



West Virginia Ethics Commission
Disclosure of Interested Parties to Contracts
. (Required by W. Va. Code § 6D-1-2)

Name of Contracting Business Entity: CaSpo ﬂ’f" LL5 Address: 7q OD 7:! SONS Oﬂ-@ 10/ ac¢X
Saite %0 T sons VA 930

Name of Authorized Agent: Address:

Contract Number: Contract Description:

Governmental agency awarding contract: Y/ 2d¢C of (e.sf I/frﬂ)h\ja Purﬁ)’m}nc} Q\n"');bh

[0 Check here if this is a Supplemental Disclosure

List the Names of Interested Parties to the contract which are known or reasonably anticipated by the contracting business
entity for each category below (attach additional pages if necessary):

1. Subcontractors or other entities performing work or service under the Contract
Check here if none, otherwise list entity/individual names below.

2. Any person or entity who owns 25% or more of contracting entity (not applicable to publicly traded entities)
Check here if none, otherwise list entity/individual names below.

3. Any person or entity that facilitated, or negotiated the terms of, the applicable contract (excluding legal
services related to the negotiation or drafting of the applicable contract)

E/Check here if none, otherwise list entity/individual names below.

Signature: ﬁ/f.é M Date Signed: /Q//q y%e) O\

Notary Verification

State of VlfQiNa , County of .'FU,IY‘FAX

— VoL
L VW éfuc\‘\\ﬂ— , the authorized agent of the contracting business
entity listed above, being duly sworn, acknowledge that the Disclosure herein is being made under oath and under the

penalty of perjury.
deyof _ Decernber 1019
To be completed by State Agency:-

Date Received by State Agency: s 6. Gaile

Date submitted to Ethics Commission: oy

Governmental agency submitting Disclosure: . ﬁ b ]
Epmmission

Taken, sworn to and subscribed before me this l‘T“‘

Public’'s Signature

Revised June 8, 2018




STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

CONSTRUCTION CONTRACTS: Under W. Va. Code § 5-22-1(i), the contracting public entity shall not award a
construction contract to any bidder that is known to be in default on any monetary obligation owed to the state or a
political subdivision of the state, including, but not limited to, obligations related to payroll taxes, property taxes, sales and
use taxes, fire service fees, or other fines or fees.

ALL CONTRACTS: Under W. Va. Code §5A-3-10a, no contract or renewal of any contract may be awarded by the state
or any of its political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or a related
party to the vendor or prospective vendor is a debtor and: (1) the debt owed is an amount greater than one thousand
dollars in the aggregate; or (2) the debtor is in employer default,

EXCEPTION: The prohibition listed above does not apply where a vendor has contested any tax administered pursuant to chapter
eleven of the W. Va. Code, workers' compensation premium, permit fee or environmental fee or assessment and the matter has
not become final or where the vendor has entered into a payment plan or agreement and the vendor is not in default of any of the
provisions of such plan or agreement.

DEFINITIONS:

“Debt” means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any of its political
subdivisions because of a judgment, fine, permit violation, license assessment, defaulted workers' compensation premium, penalty
or other assessment presently delinquent or due and required to be paid to the state or any of its political subdivisions, including
any interest or additional penalties accrued thereon.

“Employer default” means having an outstanding balance or liability to the old fund or to the uninsured employers' fund or being
in policy default, as defined in W. Va. Code § 23-2¢-2, failure to maintain mandatory workers' compensation coverage, or failure to
fully meet its obligations as a workers' compensation self-insured employer. An employer is not in employer default if it has entered
into a repayment agreement with the Insurance Commissioner and remains in compliance with the obiigations under the
repayment agreement.

“Related party” means a party, whether an individual, corporation, partnership, association, limited liability company or any other
form or business association or other entity whatsoever, related to any vendor by blood, marriage, ownership or contract through
which the party has a relationship of ownership or other interest with the vendor so that the party will actually or by effect receive or
control a portion of the benefit, profit or other consideration from performance of a vendor contract with the party receiving an
amount that meets or exceed five percent of the total contract amount.

AFFIRMATION: By signing this form, the vendor's authorized signer affirms and acknowledges under penalty of
law for false swearing (W. Va. Code §61-5-3) that: (1) for construction contracts, the vendor is not in default on
any monetary obligation owed to the state or a political subdivision of the state, and (2) for all other contracts,
that neither vendor nor any related party owe a debt as defined above and that neither vendor nor any related
party are in employer default as defined above, unless the debt or employer default is permitted under the
exception above.

WITNESS THE FOLLOWING SIGNATURE:

Vendor's Name: CG\SQ, opi N ')‘ 4 LLC.

T

Authorized Signature: Q/(@‘ QTL"&k' pate: ) /12 /20) 9

State of u \Y lﬁi& A
County of EQ\] i AX , to-wit:

Taken, subscribed, and sworn to before me this E] day of__gj‘ﬂ_\h{r . Y , 20_|ﬂ_.

My Commission expires \T\U\L E)D-ﬂ\ ' .202_2.2.' e
e otary pusLic IOV Geadids. Q
Public

Purchasing Affidavit (Reyised 01/19/2018,
Commanwealh of Virginia g (Ref )
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1. Casepoint Standard Terms and Conditions

1.1. Definitions.

The following terms used in these Standard Terms and Conditions shall have the
following meanings:

“Affiliate” means, for either Party, any entity that directly or indirectly controls, is
controlled by, or is under common control with that Party, where “control” means the
power to direct the management and policies of an entity, whether through majority
ownership of voting securities or by contract.

“Authorized User” means any individual who is an employee of Client or such other
person or entity as may be authorized by an Order (e.g., a third party providing services to
Client), authorized, by virtue of such individual’s relationship to, or permissions from,
Client, to access the Casepoint Platform pursuant to Client’s rights under this Agreement.

“Case” shall mean the litigation described in the Case Initiation Form.

“Case Initiation Form” shall mean the form that initiates a new case or matter for which
the Services described in the Order are to be provided.

“Casepoint Platform” means the software developed and owned or licensed by Casepoint
and offered to Clients as a service.

“Client Information” means all ESI (Electronically Stored Information) provided to
Casepoint from whatever source and all Client instructions.

“eDiscovery” means the process of identifying, locating, preserving, collecting, preparing,
reviewing and producing ESI in the context of the legal process.

“Effective Date"” means the start date of the contract or the latest signature date of the
contract.

“Electronically Stored Information” or “ESI” is used as referenced in the United States
Federal Rules of Civil Procedure and means information that is stored electronically,
regardless of the media or whether it is in the original format in which it was created, as
opposed to stored in hard/paper copy.

“European Personal Information” means any information received by Casepoint from
Client, or on behalf of Client, that is sufficient to cause a natural person who is a citizen of
Europe to be identified, directly or indirectly.

“Gigabyte Calculation” means the measurement of the data size, in GBs, of Client Data
stored on Casepoint servers.

Trusted. Technology. Together.

Confidential Information
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“Optical Character Recognition (OCR)" means the recognition of text characters by a
computer and conversion to searchable text.

“Order” shall mean the combination of the agreement and statement of work signed by
both parties.

“Service Limits” means the limitations on the use of a particular Service as set forth on the
Order.

“Services” shall mean the access to Casepoint eDiscovery and other services specified in
an Order to be provided under the terms of this Agreement.

“Technology Assisted Review (TAR)"” means the process for prioritizing or coding a
collection of ESI utilizing the Casepoint Platform based upon Client’s review of a
document subset and judgment of the subject matter.

***Terms not otherwise defined in this Agreement shall have the definitions set forth in
The Sedona Conference Glossary. E-Discovery & Digital Information Management (Fourth
Edition, 2014).

1.2. Access and Use.

A. Provision of Services. Subject to the terms and conditions contained in this
Agreement, Casepoint agrees to provide the Services ordered by Client as set forth in
the Statement of Work below.

B. Provision of Access. Subject to the terms and conditions contained in this Agreement,
Casepoint hereby grants to Client and its Authorized Users a non-exclusive, non-
transferable right to access the features and functions of the applicable Casepoint
Platform set forth in the applicable Order during the applicable access term set forth
on the Order by the Authorized Users for the given Case and for no other purposes. On
or as soon as reasonably practicable after the Effective Date, Casepoint shall provide to
Client the necessary passwords, security protocols and policies and network links or
connections and access protocols to allow Client and its Authorized Users to access
the Casepoint Platform. Client and any Authorized User may only use the Casepoint
Platform in accordance with the access protocols. Each Authorized User must be a
single named individual and in no event may passwords or user accounts be shared. If
an Authorized User is limited to viewing reports then in no event shall such
Authorized User attempt to create reports in any manner.

C. Usage Restrictions. Client shall not: (i) use the Casepoint Services in excess of the
Service Limits; (ii) use the Casepoint Platform or Casepoint Services for any litigation
other than the applicable Case; or (iii) allow third parties other than Authorized Users
to gain access to the Casepoint Services or Casepoint Platform. Client will ensure that

Trusted. Technology. Together. 2

Confidential Information
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its use of the Casepoint Service and Casepoint Platform complies with all applicable
laws, statutes, regulations or rules.

Authorized Users. Access to Services and Casepoint Platform. Client may permit any
Authorized Users to access and use the features and functions of the Casepoint
Platform as contemplated by this Agreement. Client will be responsible for all actions
or omissions of its Authorized Users. Authorized User IDs cannot be shared or used by
more than one Authorized User at a time. Client shall use commercially reasonable
efforts to prevent unauthorized access to, or use of, the Casepoint Platform and shall
notify Casepoint promptly of any such unauthorized use known to Client. Client
acknowledges and agrees that it may need certain networking capabilities, bandwidth
and hardware to use the Casepoint Platforms. Client is solely responsible for all
hardware, software, Internet connectivity and bandwidth required to reach the
Casepoint systems to gain access to the Casepoint Platforms.

Service Rules and Guidelines. Client and all Authorized Users shall use the Casepoint
Platforms solely for its internal purposes as contemplated by this Agreement and shall
not use the Casepoint Platform to: (i) transmit material containing software viruses or
other harmful or deleterious computer code, files, scripts, agents, or programs; (ii)
interfere with or disrupt the integrity or performance of the Casepoint Platform or the
data contained therein; (iii) attempt to gain unauthorized access to the Casepoint
Platform, computer systems or networks related to the Casepoint Platform; or (iv)
interfere with another user’s use and enjoyment of the Casepoint Platform.

Third Party Software. The Casepoint Platform may provide access to certain third
party software and plug-ins (the “Third Party Software”). The Third Party Software,
primarily libraries from Microsoft®, and other software vendors are bundled with the
Casepoint Platform and are subject to separate license terms that are not covered
under this Agreement. Any such separate license terms are provided in a text file
accompanying this individual third-party module. The Third Party Software in not part
of the Casepoint Platform.

1.3. Payment.

A.

Trusted. Technology. Together.

Fees. In consideration for the access rights granted to Client and the Services
performed by Casepoint under this Agreement, Client will pay to Casepoint, without
offset or deduction, all fees required as described in this Agreement. All fees will be
billed and paid in U.S. dollars.

Payment Terms. Monthly hosting charges shall be invoiced monthly based upon the
Gigabyte Calculation for a given month, payable in net 30 calendar days. Professional
services invoices shall be invoiced in accordance with the Order, payable in net 30
calendar days. Payments are to be made in US dollars. If Client has unpaid invoices,
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invoiced amounts shall accrue interest at the rate of 1.5% per month from the due date.
Casepoint reserves the right to suspend access to the Casepoint software and services
with prior notification to Client if payments are 45 or more days past due.

C. Disputed Fees. If Client disputes any fees, taxes, or other charges billed by Casepoint,
Client shall notify Casepoint, in writing, of the disputed amount and any relevant
information regarding the circumstances of the dispute. Casepoint shall acknowledge
receipt of the dispute information in writing to Client. All parties agree to work
cooperatively to resolve any such disputed amounts. If the Client fails to provide
Casepoint with a notice of such a disputed amount within twenty (20) business days
following receipt of Casepoint’s invoice for such disputed charge, then such amount is
deemed undisputed and due to Casepoint.

D. Taxes. Client will be responsible for payment of any applicable sales, use and other
taxes and all applicable export and import fees, customs duties and similar charges
(other than taxes based on Casepoint’s income), and any related penalties and interest
for the grant of access rights hereunder, or the delivery of related services, if any. If
Client is tax exempt, it shall furnish Casepoint with evidence of its tax-exempt status
prior to placing an order for the Casepoint Services. Client will make all required
payments to Casepoint free and clear of, and without reduction for, any withholding
taxes. Any such taxes imposed on payments to Casepoint will be Client’s sole
responsibility, and Client will, upon Casepoint’s request, provide Casepoint with official
receipts issued by appropriate taxing authorities, or such other evidence as Casepoint
may reasonably request, to establish that such taxes have been paid.

1.4. Confidentiality, Nondisclosure and Data Security.

A. “Confidential Information” means any and all information, which is of a confidential,
proprietary or trade secret nature that is furnished or disclosed by one party to the
other party or learned by the other party under this Agreement, whether oral, written,
or electronic. Without limiting the generality of the foregoing, Confidential Information
includes (whether or not marked or identified as confidential, proprietary, or trade
secret) the terms and conditions of this Agreement, Client Data, written deliverables,
reports and materials generated by Client using the Casepoint Platform, financial,
accounting, or tax information, pricing information, and any other information that is
marked as “Confidential,” “Proprietary,” “Trade Secret,” or in some other manner to
indicate it is of confidential, proprietary or trade secret nature.

B. Confidential Information will remain the property of the disclosing party. The
receiving party agrees: (i) to hold disclosing party’s Confidential Information in strict
confidence; (ii) to limit disclosure of disclosing party’s Confidential Information to the
receiving party’s own employees, agents or authorized consultants having a need to
know the disclosing party’s Confidential Information for the purposes of this
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Agreement; (iii) not to disclose any of disclosing party’s Confidential Information to
any third party; (iv) to use disclosing party’s Confidential Information solely in
accordance with the terms of this Agreement in order to carry out its obligations or
exercise its rights under this Agreement; and (v) to notify the disclosing party promptly
of any unauthorized use or disclosure of the Confidential Information and to cooperate
with the disclosing party in every reasonable way to cease such unauthorized use or
disclosure.

C. The confidentiality obligations under this Section 1.4 will not apply to information that
the receiving Party can demonstrate: (i) at the time of disclosure is generally available
to the public; (ii) has become generally available to the public through no breach of this
Agreement or other wrongful act by the receiving Party; (iii) is independently
developed by the receiving Party without regard to the Confidential Information of the
other Party; or (iv) is required to be disclosed by law or order of a court of competent
jurisdiction or regulatory authority, provided that the receiving Party shall attempt in
good faith to furnish prompt written notice of such required disclosure to the
disclosing Party and reasonably cooperate with the disclosing Party, at the disclosing
Party’s expense, in any effort made by the disclosing Party to seek a protective order or
other appropriate protection of its Confidential Information.

D. The parties agree that any breach of the confidentiality obligations set forth herein
may cause the disclosing Party substantial and irreparable damages; therefore, if the
receiving Party discloses or uses (or threatens to disclose or use) any Confidential
Information of the disclosing Party in breach of this Section 1.4, the disclosing Party
shall have the right, in addition to any other remedies available to it, to seek injunctive
and equitable relief.

E. Casepoint acknowledges that Client Data includes or may include data that requires
special protection, such as personally identifiable information (“PII") of non-parties
(“PII” meaning any information that, alone or in combination with other information,
relates to an identifiable individual, such as first and last name, Social Security
number, telephone number, e-mail address, home address, driver’s license number,
passwords, and financial account information). Casepoint will store all Client Data in a
segregated manner and such Client Data will not be commingled with other Casepoint
clients’ data. Client shall at all times be responsible for advising Casepoint of any
necessary standard physical, technical, administrative, and organizational safequards
to protect Client Data from unauthorized access, use, disclosure, theft, loss or
destruction (“Data Breach”). Such measures may include (without limitation) firewalls,
encryption, system monitoring and testing, disaster recovery and backup, which
Casepoint may agree to implement for additional fees. Absent such agreement,
Casepoint shall not be liable in the event of a Data Breach resulting from any cause
including (without limitation) as a result of any malicious intrusion, or any act or
omission the is a result of intentional or grossly negligent misconduct on the part of
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Casepoint, its agents or representatives, except that Casepoint shall (i) immediately
notify Client in writing of the Data Breach and furnish Client with details of the breach
ascertainable from Casepoint servers.

F. Upon termination or expiration of this Agreement, Casepoint shall deliver all Client
Data to Client or to such other person or entity as directed by Client in a format and by
delivery means specified by Client, after all outstanding payments have been made.
After Client has notified Casepoint that Client has received its Client Data, Casepoint
will comply with any direction from Client to destroy any copies of Client Data
remaining in Casepoint’s possession, custody, or control. With regard to all materials
other than Client Data, Casepoint and Client shall each deliver to the other, or at the
election of the Party to whom delivery would otherwise be made, destroy, all
documents, data, and other information that were provided in connection with this
Agreement, including Confidential Information.

G. Client and its Authorized Users shall have access to the Client Data and shall be
responsible for all changes to and/or deletions of Client Data and the security of all
passwords and other access protocols required in order to access the Casepoint
Platforms. Casepoint will use industry standard means to protect the Client Data from
unauthorized access. Client shall have the ability to export Client Data out of the
Casepoint Platforms and is encouraged to make its own back-ups of the Client Data.
Client shall have the sole responsibility for the accuracy, quality, integrity, legality,
reliability, and appropriateness of all Client Data.

1.5. Client Data.

A. Client Data. “Client Data” means: (i) all data delivered to Casepoint by or on behalf of
Client, its Affiliates, in connection with use of the Casepoint Platform by or on behalf of
Client; (ii) all data collected, provided, or stored through use of the Casepoint Platform
by or on behalf of Client; and (iii) any reports, analyses, summaries, data bases, and any
other information and material derived or compiled from Client Data. Notwithstanding
the foregoing, Client Data shall not include administrative and system technical data
generated by Casepoint or the Casepoint Platform in the course of providing the
services, such as, by way of example and not limitation, server log files, hardware error
reports, and software bug reports, all of which shall be the property of Casepoint.

B. Ownership of Client Data. Client shall be the sole and exclusive owner of all right, title,
and interest in and to the Client Data. Nothing in this Agreement shall be construed in
any way as restricting Client’s right to full use and enjoyment of Client Data in any
manner as determined by Client in its sole discretion including (without limitation) (i)
Client's right to create, reproduce, store, and share with any person or entity, texts,
reports, lists, or other compilations of Client Data produced, downloaded, or compiled
using the Casepoint Platform, and (ii) Client’s right to work with an alternative provider
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of services to implement a successor data management system in advance of or after
expiration or termination of this Agreement for any reason.

Casepoint’s use of Client Data. Client hereby grants to Casepoint a limited, non-
exclusive license to use Client Data solely as needed to perform Casepoint’s obligations
under this Agreement. Casepoint shall not use, sell, rent, transfer, distribute, or
otherwise disclose or make available Client Data for Casepoint’s own purposes or for
the use or benefit of any person or entity other than Client except as directed by Client.

Requests for Client Data. Casepoint shall deliver to Client or such other person or
entity as directed by Client, a complete and fully up-to-date copy (i.e. an extract) of
Client Data in a format determined by Casepoint in accordance with the charges set
forth on the Order Form. All outstanding and forthcoming invoices must be paid before
such extract will be released to Client.

European Personal Information. Client agrees that it shall inform Casepoint of any
required corrections, deletions, blocking and/or making available European Personal
Information. Casepoint shall notify Client promptly of any request it receives regarding
European Personal Information that is contained, or alleged to be contained, within
Client Data. It shall be Client’s obligation and duty to investigate the request; to the
extent that changes to the data are required, Casepoint will provide commercially
reasonable cooperation to facilitate compliance with Client’s instructions. Client
acknowledges and agrees that some instructions, including destruction or return of
data, may result in additional fees.

1.6. Data Handling.

A.

Exception Handling. All Client Data will be processed using automated technology and
exception reports for Client Data that could not be processed will be provided.

File Types. Casepoint automated processing tools attempts to process only files listed
in the approved processing file list found here:
https://www.casepoint.com/approvedfilelist and Casepoint shall not be responsible for
providing the Services for any other file types.

1.7. Warranties.

A.

Trusted. Technology. Together.

Casepoint represents and warrants that it will provide the Service and perform its
other obligations under this Agreement in a professional and workmanlike manner
substantially consistent with general industry standards. Casepoint further warrants,
for the benefit of Client only, that the Casepoint Platform will conform in all material
respects to the standard user documentation for such Casepoint Platform provided to
Client by Casepoint (the “Documentation”) for a period of thirty (30) days after
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Casepoint makes the Casepoint Platform available to Client, provided that such
warranty will not apply to failures to conform to the Documentation to the extent such
failures arise, in whole or in part, from (i) any use of the Casepoint Platform other than
in accordance with the Documentation, or (ii) any combination of the Casepoint
Platform with software, hardware or other technology not provided by Casepoint under
this Agreement.

Casepoint warrants that it provides adequate protections in accordance with the
requirements of Regulation EU 2016/679 of the European Parliament and of the Council
of 27 April 2016. Casepoint represents that it self-certifies to and complies with EU-U.S.
and Swiss-U.S. Privacy Shield Frameworks, as administered by the US Department of
Commerce, and shall take reasonable steps to maintain its self-certifications to
maintain compliance with the Privacy Shield Framework with respect to Processing
European Personal Information when providing services under this Agreement.

Client and Casepoint each represents and warrants that it, and any individual signing
on its behalf, has full authority to (i) execute this Agreement and (ii) bind itself to this
Agreement.

DISCLAIMER. EXCEPT FOR THE WARRANTIES MADE HEREIN, CASEPOINT MAKES NO
WARRANTY, EXPRESS OR IMPLIED, REGARDING THE ACCURACY, USEFULNESS OR
RESULTS OF ANY RECOMMENDATIONS MADE VIA THE SOFTWARE. THERE IS NO
WARRANTY THAT INFORMATION WITHIN THE SOFTWARE, CASEPOINT'S EFFORTS,
OR THE SOFTWARE ITSELF WILL FULFILL ANY OF SUBSCRIBER'S PARTICULAR
PURPOSES OR NEEDS. EXCEPT FOR THE WARRANTIES MADE HEREIN, THE
SOFTWARE IS PROVIDED “AS IS." THE WARRANTIES PROVIDED UNDER THIS SECTION
ARE IN LIEU OF ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE, AND ANY AND ALL IMPLIED WARRANTIES ARISING
FROM STATUTE, COURSE OF DEALING, COURSE OF PERFORMANCE OR USAGE OF
TRADE.

1.8. Indemnification.

A.

Trusted. Technology. Together.

Casepoint agrees to indemnify, defend and hold harmless Client and its Affiliates from
and against any and all losses, liabilities, costs (including reasonable attorneys’ fees) or
damages awarded to a third party resulting from any claim by that third party that the
Casepoint Platform infringes such third party’s patents issued as of the Effective Date,
or infringes or misappropriates, as applicable, such third party’s copyrights or trade
secret rights, provided that Client promptly notifies Casepoint in writing of the claim,
cooperates with Casepoint, and allows Casepoint sole authority to control the defense
and settlement of such claim. If such a claim is made or appears possible, Client agrees
to permit Casepoint, at Casepoint’s sole discretion, to enable it to continue to use the
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J. Casepoint shall not incur any liability for failure to perform any of its obligations
under this Agreement in the event of a Force Majeure Event. A “Force Majeure
Event” means an event beyond the reasonable control of Casepoint including,
without limitation, an act of God, war, riot, civil commotion, malicious damage,
compliance with a law or governmental order, rule, requlation or direction, accident,
fire, flood and storm, and/or technical or service interruption not due to the
negligence of Casepoint.

[END OF CASEPOINT STANDARD TERMS AND CONDITIONS |
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ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CRFQ 1SC2000000011

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

[ /] Addendum No. | [ ] Addendum No. 6
[ 1] Addendum No.2 [ 1 Addendum No.7
[ ] Addendum No.3 [ ] Addendum No. 8
[[J] Addendum No. 4 [ ] Addendum No.9
[ 1 Addendum No.5 [ ] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. I
further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

CUMOmmorC
Company

a,m,gn ;VLuZAW

horized Signature

112112020
Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
Revised 6/8/2012
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