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type of remediation may be offered to affected persons, and the nature and extent
of any such remediation. The service provider retains the right to report activity to
law enforcement.

6. Notification of Legal Requests: The service provider shall contact the public
jurisdiction upon receipt of any electronic discovery, litigation holds, discovery searches
and expert testimonies related to the public jurisdiction’s data under this contract, or which
in any way might reasonably require access to the data of the public jurisdiction. The
service provider shall not respond to subpoenas, service of process and other legal
requests related to the public jurisdiction without first notifying the public jurisdiction,
unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a) In the event of a termination of the contract, the service provider shall implement
an orderly return of public jurisdiction data within the time period and format
specified in the contract (or in the absence of a specified time and format, a mutually
agreeable time and format) and after the data has been successfully returned,
securely and permanently dispose of public jurisdiction data.

b) During any period of service suspension, the service provider shall not take any
action to intentionally erase any public jurisdiction data.

c) In the event the contract does not specify a time or format for return of the public
jurisdiction’s data and an agreement has not been reached, in the event of
termination of any services or agreement in entirety, the service provider shall not
take any action to intentionally erase any public jurisdiction data for a period of:

o 10 days after the effective date of termination, if the termination is in
accordance with the contract period
o 30 days after the effective date of termination, if the termination is for
convenience
e 60 days after the effective date of termination, if the termination is for
cause
After such period, the service provider shall have no obligation to maintain or
provide any public jurisdiction data and shall thereafter, unless legally prohibited,
delete all public jurisdiction data in its systems or otherwise in its possession or
under its control.

d) The public jurisdiction shall be entitled to any post-termination assistance generally
made available with respect to the services, unless a unique data retrieval
arrangement has been established as part of the Contract.

e) The service provider shall securely dispose of all requested data in all of its forms,
such as disk, CD/ DVD, backup tape and paper, when requested by the public
jurisdiction. Data shall be permanently deleted and shall not be recoverable,
according to National Institute of Standards and Technology (NIST)-approved
methods. Certificates of destruction shall be provided to the public jurisdiction.

8. Background Checks: The service provider shall conduct criminal background checks
in compliance with W.Va. Code §15-2D-3 and not utilize any staff to fulfill the obligations
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of the contract, including subcontractors, who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony
or misdemeanor offense for which incarceration for up to 1 year is an authorized penalty.
The service provider shall promote and maintain an awareness of the importance of
securing the public jurisdiction’s information among the service provider's employees and
agents.

9. Oversight of Authorized Persons: During the term of each authorized person’s
employment or engagement by service provider, service provider shall at all times cause
such persons to abide strictly by service provider's obligations under this Agreement and
service provider's standard policies and procedures. The service provider further agrees
that it shall maintain a disciplinary process to address any unauthorized access, use or
disclosure of personal data by any of service provider's officers, partners, principals,
employees, agents or contractors.

10. Access to Security Logs and Reports: The service provider shall provide reports
to the public jurisdiction in CSV format agreed to by both the service provider and the
public jurisdiction. Reports shall include user access (successful and failed attempts),
user access |IP address, user access history and security logs for all public jurisdiction
files and accounts related to this contract.

11. Data Protection Self-Assessment: The service provider shall perform a Cloud
Security Alliance STAR Self-Assessment by completing and submitting the “Consensus
Assessments Initiative Questionnaire” to the Public Jurisdiction Identified Contact. The
service provider shall submit its self-assessment to the public jurisdiction prior to contract
award and, upon request, annually thereafter, on the anniversary of the date of contract
execution. Any deficiencies identified in the assessment will entitle the public jurisdiction
to disqualify the bid or terminate the contract for cause.

12. Data Center Audit: The service provider shall perform an audit of its data center(s)
at least annually at its expense and provide a redacted version of the audit report upon
request. The service provider may remove its proprietary information from the redacted
version. A Service Organization Control (SOC) 2 audit report or approved equivalent sets
the minimum level of a third-party audit. Any deficiencies identified in the report or
approved equivalent will entitle the public jurisdiction to disqualify the bid or terminate the
contract for cause.

13. Change Control and Advance Notice: The service provider shall give 30 days,
advance notice (to the public jurisdiction of any upgrades (e.g., major upgrades, minor
upgrades, system changes) that may impact service availability and performance. A
major upgrade is a replacement of hardware, software or firmware with a newer or better
version in order to bring the system up to date or to improve its characteristics.

14. Security:
a) At a minimum, the service provider's safeguards for the protection of data shall
include: (1) securing business facilities, data centers, paper files, servers, back-up



Version 11-1--19

systems and computing equipment, including, but not limited to, all mobile devices
and other equipment with information storage capability; (2) implementing network,
device application, database and platform security; 3) securing information
transmission, storage and disposal; (4) implementing authentication and access
controls within media, applications, operating systems and equipment; (5)
implementing appropriate personnel security and integrity procedures and
practices, including, but not limited to, conducting background checks consistent
with applicable law; and (6) providing appropriate privacy and information security
training to service provider's employees.

b) The service provider shall execute well-defined recurring action steps that identify
and monitor vulnerabilities and provide remediation or corrective measures. Where
the service provider's technology or the public jurisdiction’s required dependence
on a third-party application to interface with the technology creates a critical or high
risk, the service provider shall remediate the vulnerability as soon as possible. The
service provider must ensure that applications used to interface with the service
provider’s technology remain operationally compatible with software updates.

c) Upon the public jurisdiction’s written request, the service provider shall provide a
high-level network diagram with respect to connectivity to the public jurisdiction’s
network that illustrates the service provider's information technology network
infrastructure.

15. Non-disclosure and Separation of Duties: The service provider shall enforce
separation of job duties, require commercially reasonable non-disclosure agreements,
and limit staff knowledge of public jurisdiction data to that which is absolutely necessary
to perform job duties.

16. Import and Export of Data: The public jurisdiction shall have the ability to securely
import, export or dispose of data in standard format in piecemeal or in entirety at its
discretion without interference from the service provider. This includes the ability for the
public jurisdiction to import or export data to/from other service providers identified in the
contract (or in the absence of an identified format, a mutually agreeable format).

17. Responsibilities: The service provider shall be responsible for the acquisition and
operation of all hardware, software and network support related to the cloud services
being provided. The technical and professional activities required for establishing,
managing and maintaining the environments are the responsibilities of the service
provider.

18. Subcontractor Compliance: The service provider shall ensure that any of its
subcontractors to whom it provides any of the personal data or non-public data it receives
hereunder, or to whom it provides any personal data or non-public data which the service
provider creates or receives on behalf of the public jurisdiction, agree to the restrictions,
terms and conditions which apply to the service provider hereunder.

19. Right to Remove Individuals: The public jurisdiction shall have the right at any time
to require that the service provider remove from interaction with public jurisdiction any
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service provider representative who the public jurisdiction believes is detrimental to its
working relationship with the service provider. The public jurisdiction shall provide the
service provider with notice of its determination, and the reasons it requests the removal.
If the public jurisdiction signifies that a potential security violation exists with respect to
the request, the service provider shall immediately remove such individual. The service
provider shall not assign the person to any aspect of the contract without the public
jurisdiction’s consent.

20. Business Continuity and Disaster Recovery: The service provider shall provide a
business continuity and disaster recovery plan executive summary upon request. Lack of
a plan will entitle the public jurisdiction to terminate this contract for cause.

21. Compliance with Accessibility Standards: The service provider shall comply with
and adhere to Accessibility Standards of Section 508 Amendment to the Rehabilitation
Act of 1973,

22. Web Services: The service provider shall use web services exclusively to interface
with the public jurisdiction’s data in near real time when possible.

23. Encryption of Data at Rest: The service provider shall ensure hard drive encryption
consistent with validated cryptography standards as referenced in FIPS 140-2, Security
Requirements for Cryptographic Modules for all personal data.

24. Subscription Terms: Service provider grants to a public jurisdiction a license to:
a. Access and use the service for its business purposes;
b. For Saa$, use underlying software as embodied or used in the service; and
c. View, copy, upload, download (where applicable), and use service provider's
documentation.

25. Equitable Relief: Service provider acknowledges that any breach of its covenants or
obligations set forth in Addendum may cause the public jurisdiction irreparable harm for
which monetary damages would not be adequate compensation and agrees that, in the
event of such breach or threatened breach, the public jurisdiction is entitled to seek
equitable relief, including a restraining order, injunctive relief, specific performance and
any other relief that may be available from any court, in addition to any other remedy to
which the public jurisdiction may be entitled at law or in equity. Such remedies shall not
be deemed to be exclusive but shall be in addition to all other remedies available at law
or in equity, subject to any express exclusions or limitations in this Addendum to the
contrary.

AGREED:

Name of Agency: Name of Vendor: C (A S2. P@f M_L LC

Signature: Signature:% N
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Title: Tite: N | C€_PreSi d-ﬂzlf(f; Publicse ¢
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Appendix A

(To be completed by the Agency’s Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum. Required information not identified prior to execution
of the Addendum may only be added by amending Appendix A and the Addendum, via Change
Order.)

Name of Service Provider/Vendor:

Name of Agency:

Agency/public jurisdiction’s required information:

1.

Will restricted information be processed by the service provider?

Yes H

No

If yes to #1, does the restricted information include personal data?

Yes E

No

If yes to #1, does the restricted information include non-public data?

Yes B

No

If yes to #1, may the service provider store public jurisdiction data in a data center in an
acceptable alternative data center location, which is a country that is not the U.S.?

Yes H
No
Provide name and email address for the Department privacy officer:

Name:

Email address:

Vendor/Service Provider's required information:

6.

Provide name and contact information for vendor's employee who shall serve as the public
jurisdiction's primary security contact:

Name:

Email address:

Phone Number:

11
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Disclosure of Interested Parties to Contracts

Pursuant to W. Va. Code § 6D-1-2, a state agency may not enter into a contract, or a series of related
contracts, that has/have an actual or estimated value of $1 million or more until the business entity submits
to the contracting state agency a Disclosure of Interested Parties to the applicable contract. In addition,
the business entity awarded a contract is obligated to submit a supplemental Disclosure of Interested
Parties reflecting any new or differing interested parties to the contract within 30 days following the
completion or termination of the applicable contract.

For purposes of complying with these requirements, the following definitions apply:

"Business entity" means any entity recognized by law through which business is conducted, including a
sole proprietorship, partnership or corporation, but does not include publicly traded companies listed on a
national or international stock exchange.

“Interested party" or “Interested parties” means:

(1) A business entity performing work or service pursuant to, or in furtherance of, the applicable contract,
including specifically sub-contractors;

(2) the person(s) who have an ownership interest equal to or greater than 25% in the business entity
performing work or service pursuant to, or in furtherance of, the applicable contract. (This subdivision
does not apply to a publicly traded company); and

(3) the person or business entity, if any, that served as a compensated broker or intermediary to actively
facilitate the applicable contract or negotiated the terms of the applicable contract with the state agency.
(This subdivision does not apply to persons or business entities performing legal services related to
the negotiation or drafting of the applicable contract.)

“State agency” means a board, commission, office, department or other agency in the executive, judicial
or legislative branch of state government, including publicly funded institutions of higher education:
Provided, that for purposes of W. Va. Code § 6D-1-2, the West Virginia Investment Management Board
shall not be deemed a state agency nor subject to the requirements of that provision.

The contracting business entity must complete this form and submit it to the contracting state agency prior
to contract award and to complete another form within 30 days of contract completion or termination.

This form was created by the State of West Virginia Ethics Commission, 210 Brooks Street, Suite 300,
Charleston, WV 25301-1804. Telephone: (304)558-0664; fax: (304)558-2169; e-mail: ethics@wv.qov;
website: www.ethics.wv.gov.

Revised June 8, 2018



West Virginia Ethics Commission
Disclosure of Interested Parties to Contracts
. (Required by W. Va. Code § 6D-1-2)

Name of Contracting Business Entity: CaSpo ﬂ’f" LL5 Address: 7q OD 7:! SONS Oﬂ-@ 10/ ac¢X
Saite %0 T sons VA 930

Name of Authorized Agent: Address:

Contract Number: Contract Description:

Governmental agency awarding contract: Y/ 2d¢C of (e.sf I/frﬂ)h\ja Purﬁ)’m}nc} Q\n"');bh

[0 Check here if this is a Supplemental Disclosure

List the Names of Interested Parties to the contract which are known or reasonably anticipated by the contracting business
entity for each category below (attach additional pages if necessary):

1. Subcontractors or other entities performing work or service under the Contract
Check here if none, otherwise list entity/individual names below.

2. Any person or entity who owns 25% or more of contracting entity (not applicable to publicly traded entities)
Check here if none, otherwise list entity/individual names below.

3. Any person or entity that facilitated, or negotiated the terms of, the applicable contract (excluding legal
services related to the negotiation or drafting of the applicable contract)

E/Check here if none, otherwise list entity/individual names below.

Signature: ﬁ/f.é M Date Signed: /Q//q y%e) O\

Notary Verification

State of VlfQiNa , County of .'FU,IY‘FAX

— VoL
L VW éfuc\‘\\ﬂ— , the authorized agent of the contracting business
entity listed above, being duly sworn, acknowledge that the Disclosure herein is being made under oath and under the

penalty of perjury.
deyof _ Decernber 1019
To be completed by State Agency:-

Date Received by State Agency: s 6. Gaile

Date submitted to Ethics Commission: oy

Governmental agency submitting Disclosure: . ﬁ b ]
Epmmission

Taken, sworn to and subscribed before me this l‘T“‘

Public’'s Signature

Revised June 8, 2018




STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

CONSTRUCTION CONTRACTS: Under W. Va. Code § 5-22-1(i), the contracting public entity shall not award a
construction contract to any bidder that is known to be in default on any monetary obligation owed to the state or a
political subdivision of the state, including, but not limited to, obligations related to payroll taxes, property taxes, sales and
use taxes, fire service fees, or other fines or fees.

ALL CONTRACTS: Under W. Va. Code §5A-3-10a, no contract or renewal of any contract may be awarded by the state
or any of its political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or a related
party to the vendor or prospective vendor is a debtor and: (1) the debt owed is an amount greater than one thousand
dollars in the aggregate; or (2) the debtor is in employer default,

EXCEPTION: The prohibition listed above does not apply where a vendor has contested any tax administered pursuant to chapter
eleven of the W. Va. Code, workers' compensation premium, permit fee or environmental fee or assessment and the matter has
not become final or where the vendor has entered into a payment plan or agreement and the vendor is not in default of any of the
provisions of such plan or agreement.

DEFINITIONS:

“Debt” means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any of its political
subdivisions because of a judgment, fine, permit violation, license assessment, defaulted workers' compensation premium, penalty
or other assessment presently delinquent or due and required to be paid to the state or any of its political subdivisions, including
any interest or additional penalties accrued thereon.

“Employer default” means having an outstanding balance or liability to the old fund or to the uninsured employers' fund or being
in policy default, as defined in W. Va. Code § 23-2¢-2, failure to maintain mandatory workers' compensation coverage, or failure to
fully meet its obligations as a workers' compensation self-insured employer. An employer is not in employer default if it has entered
into a repayment agreement with the Insurance Commissioner and remains in compliance with the obiigations under the
repayment agreement.

“Related party” means a party, whether an individual, corporation, partnership, association, limited liability company or any other
form or business association or other entity whatsoever, related to any vendor by blood, marriage, ownership or contract through
which the party has a relationship of ownership or other interest with the vendor so that the party will actually or by effect receive or
control a portion of the benefit, profit or other consideration from performance of a vendor contract with the party receiving an
amount that meets or exceed five percent of the total contract amount.

AFFIRMATION: By signing this form, the vendor's authorized signer affirms and acknowledges under penalty of
law for false swearing (W. Va. Code §61-5-3) that: (1) for construction contracts, the vendor is not in default on
any monetary obligation owed to the state or a political subdivision of the state, and (2) for all other contracts,
that neither vendor nor any related party owe a debt as defined above and that neither vendor nor any related
party are in employer default as defined above, unless the debt or employer default is permitted under the
exception above.

WITNESS THE FOLLOWING SIGNATURE:

Vendor's Name: CG\SQ, opi N ')‘ 4 LLC.

T

Authorized Signature: Q/(@‘ QTL"&k' pate: ) /12 /20) 9

State of u \Y lﬁi& A
County of EQ\] i AX , to-wit:

Taken, subscribed, and sworn to before me this E] day of__gj‘ﬂ_\h{r . Y , 20_|ﬂ_.

My Commission expires \T\U\L E)D-ﬂ\ ' .202_2.2.' e
e otary pusLic IOV Geadids. Q
Public

Purchasing Affidavit (Reyised 01/19/2018,
Commanwealh of Virginia g (Ref )

AFFIX SEAL HEFE




Casepoint,


Amy Hilbert
Typewritten text
X

Amy Hilbert
Typewritten text
X

Amy Hilbert
Typewritten text
X

Amy Hilbert
Typewritten text
Casepoint, LLC

Amy Hilbert
Typewritten text
1/5/2020























¢ casepoint

Casepoint makes the Casepoint Platform available to Client, provided that such
warranty will not apply to failures to conform to the Documentation to the extent such
failures arise, in whole or in part, from (i) any use of the Casepoint Platform other than
in accordance with the Documentation, or (ii) any combination of the Casepoint
Platform with software, hardware or other technology not provided by Casepoint under
this Agreement.

Casepoint warrants that it provides adequate protections in accordance with the
requirements of Regulation EU 2016/679 of the European Parliament and of the Council
of 27 April 2016. Casepoint represents that it self-certifies to and complies with EU-U.S.
and Swiss-U.S. Privacy Shield Frameworks, as administered by the US Department of
Commerce, and shall take reasonable steps to maintain its self-certifications to
maintain compliance with the Privacy Shield Framework with respect to Processing
European Personal Information when providing services under this Agreement.

Client and Casepoint each represents and warrants that it, and any individual signing
on its behalf, has full authority to (i) execute this Agreement and (ii) bind itself to this
Agreement.

DISCLAIMER. EXCEPT FOR THE WARRANTIES MADE HEREIN, CASEPOINT MAKES NO
WARRANTY, EXPRESS OR IMPLIED, REGARDING THE ACCURACY, USEFULNESS OR
RESULTS OF ANY RECOMMENDATIONS MADE VIA THE SOFTWARE. THERE IS NO
WARRANTY THAT INFORMATION WITHIN THE SOFTWARE, CASEPOINT'S EFFORTS,
OR THE SOFTWARE ITSELF WILL FULFILL ANY OF SUBSCRIBER'S PARTICULAR
PURPOSES OR NEEDS. EXCEPT FOR THE WARRANTIES MADE HEREIN, THE
SOFTWARE IS PROVIDED “AS IS." THE WARRANTIES PROVIDED UNDER THIS SECTION
ARE IN LIEU OF ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE, AND ANY AND ALL IMPLIED WARRANTIES ARISING
FROM STATUTE, COURSE OF DEALING, COURSE OF PERFORMANCE OR USAGE OF
TRADE.

1.8. Indemnification.

A.

Trusted. Technology. Together.

Casepoint agrees to indemnify, defend and hold harmless Client and its Affiliates from
and against any and all losses, liabilities, costs (including reasonable attorneys’ fees) or
damages awarded to a third party resulting from any claim by that third party that the
Casepoint Platform infringes such third party’s patents issued as of the Effective Date,
or infringes or misappropriates, as applicable, such third party’s copyrights or trade
secret rights, provided that Client promptly notifies Casepoint in writing of the claim,
cooperates with Casepoint, and allows Casepoint sole authority to control the defense
and settlement of such claim. If such a claim is made or appears possible, Client agrees
to permit Casepoint, at Casepoint’s sole discretion, to enable it to continue to use the

Confidential Information
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Casepoint Platform or to modify or replace any such infringing material to make it
non-infringing. If Casepoint determines that none of these alternatives is reasonably
available, Client shall, upon written request from Casepoint, cease use of and, if
applicable, return such materials that are the subject of the infringement claim. This
Section shall not apply if the alleged infringement arises, in whole or in part, from (i)
modification of the Casepoint Platform by any party (including, without limitation,
Client) other than Casepoint or (ii) combination, operation or use of the Casepoint
Platform with other software, hardware or technology not provided by Casepoint, or
(iii) related to the Client Data.

B. Client will indemnify, defend and hold Casepoint and its subsidiaries and Affiliates,
harmless against any third-party claim, demand, or action, and any resulting liability,
loss, fine, penalty, cost or expense (including, without limitation, reasonable attorney’s
fees) to the extent arising from or relating to: (i) any allegation that any Client Data
infringes any copyright, trademark, trade secret, or any other proprietary right of a
third party, or (ii) any Data Breach caused by Client’s negligence, (iii) any allegation
that Client Data has violated any laws or regulations; or (iv) failure to comply with
lawful requests regarding European Personal Information provided that Casepoint
promptly notifies Client in writing of the claim, cooperates with Client, and allows
Client sole authority to control the defense and settlement of such claim.

1.9. Limitation of Liability.

A. Client acknowledges that it alone is responsible for the results obtained from its use of
the Casepoint Platform and Services, including without limitation the completeness,
accuracy and content of such results.

B. INNO EVENT SHALL CASEPOINT BE LIABLE FOR INCIDENTAL, INDIRECT, SPECIAL,
CONSEQUENTIAL OR PUNITIVE DAMAGES, REGARDLESS OF THE NATURE OF THE
CLAIM, INCLUDING, WITHOUT LIMITATION, LOST PROFITS, COSTS OF DELAY,
FAILURE OF DELIVERY, BUSINESS INTERRUPTION, OR LIABILITIES TO THIRD PARTIES
ARISING FROM ANY SOURCE (EVEN IF THE PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES). THIS LIMITATION UPON DAMAGES AND CLAIMS IS
INTENDED TO APPLY WITHOUT REGARD TO WHETHER OTHER PROVISIONS OF THIS
AGREEMENT HAVE BEEN BREACHED OR HAVE PROVEN INEFFECTIVE. CASEPOINT’S
ENTIRE LIABILITY AND CLIENT'S EXCLUSIVE REMEDY FOR DAMAGES FOR ANY
CLAIMS ARISING UNDER OR IN CONNECTION WITH THIS AGREEMENT, REGARDLESS
OF THE CAUSE OF ACTION, WHETHER IN CONTRACT OR IN TORT (INCLUDING
WITHOUT LIMITATION, BREACH OF WARRANTY AND NEGLIGENCE CLAIMS), SHALL
BE LIMITED TO THE AMOUNT PAID FOR THE CLIENT APPLICATION AND SERVICES IN
THE TWO MONTH PERIOD PRIOR TO THE EVENT GIVING RISE TO THE CLAIM. THE
EXISTENCE OF MULTIPLE CLAIMS WILL NOT SERVE TO ENLARGE THIS LIMITATION.
TO THE EXTENT THAT ANY JURISDICTION PRECLUDES THE LIMITATION OF

Trusted. Technology. Together. 9
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CONSEQUENTIAL OR SPECIAL DAMAGES, THE PARTIES NONETHELESS AGREE THAT
THE SCOPE, DURATION AND EXTENT OF DAMAGES SHALL BE THE MINIMUM
PERMITTED BY LAW. THE WARRANTY DISCLAIMER AND LIMITATIONS OF LIABILITY
ARE FUNDAMENTAL ELEMENTS OF THE BASIS OF THE BARGAIN BETWEEN Client
AND Casepoint. Casepoint WOULD NOT PROVIDE THE CASEPOINT PLATFORM OR
SERVICES TO Client IN THE ABSENCE OF SUCH DISCLAIMER AND LIMITATIONS.

1.10. Publicity.

Upon execution of this Agreement by the Parties, Casepoint may publish Client’'s name
and company logo on Casepoint’s website and other marketing material.

1.11. Term and Termination.

A.

Term. The term of this Agreement will commence on the Effective Date and will
continue for a period of the latter to occur of (i) one (1) year thereafter and (ii) the last
effective access term as set forth in an Order (e.g., the period of performance of a
Statement of Work), unless earlier terminated in accordance with this Section. This
Agreement will automatically renew for successive one (1) year terms unless either
Party provides written notice of its desire not to renew at least thirty (30) days prior to
the expiration of the then-current term (the initial term, together with any renewal
terms, collectively, the “Term”).

Termination for Breach. Either Party may, at its option, terminate this Agreement in
the event of a material breach by the other Party. Such termination may be affected
only through a written notice to the breaching Party, specifically identifying the breach
or breaches on which such notice of termination is based. The breaching Party will
have a right to cure such breach or breaches within thirty (30) days of receipt of such
notice, and this Agreement will terminate in the event that such cure is not made
within such thirty (30)-day period.

Termination Upon Bankruptcy or Insolvency. Either Party may, at its option, terminate
this Agreement immediately upon written notice to the other Party, in the event (i) that
the other Party becomes insolvent or unable to pay its debts when due; (ii) the other
Party files a petition in bankruptcy, reorganization or similar proceeding, or, if filed
against, such petition is not removed within ninety (90) days after such filing; (iii) the
other Party discontinues it business; or (iv) a receiver is appointed or there is an
assignment for the benefit of such other Party’s creditors.

Effect of Termination. Upon any termination of this Agreement, Client will (i)
immediately discontinue all use of the Casepoint Platform and any Casepoint
Confidential Information; and (iii) promptly pay to Casepoint all amounts due and
payable under this Agreement.

Trusted. Technology. Together. 10
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E. Survival. The provisions of Sections 1.4, 1.5, 1.7(D), 1.8(B), 1.9(B), 1.10, 1.11(D), 1.11(E), and
1.12 will survive the termination of this Agreement.

1.12. Governing Law and Disputes.

A. Governing Law. This Agreement shall be governed by and construed in accordance
with the laws of the Commonwealth of Virginia without regard to its conflicts of laws
rules, except that the Virginia Uniform Computer Information Transaction Act shall
not apply to this Agreement.

B. Dispute Resolution. Notwithstanding any Federal or State law to the contrary, in the
event of a dispute arising out of this agreement, the Parties may agree to submit the
dispute to arbitration, which if so agreed shall be arbitrated in Virginia by a recognized,
established, alternative dispute resolution (ADR) firm agreed to by the parties. The
arbitration shall be conducted in accordance with the discovery rules of the Federal
Rules of Civil Procedure and in accordance with the Federal Rules of Evidence, unless
modified by agreement of the parties. In the event the Parties are unable to mutually
agree to arbitration, or upon mutually agreeing to arbitration are unable to agree upon
an ADR firm to arbitrate the parties dispute, the Parties agree that the courts of Fairfax
County, Virginia shall have exclusive jurisdiction over such disputes and they shall be
presented to the (same) and be resolved in accordance with the applicable Rules of
these courts. The parties agree that the claim period for a dispute is one year from the
disputed action.

1.13. General.

A. Any notice or other communication required or permitted to be made or given by
either Party pursuant to this Agreement must be in writing, in English, and will be
deemed to have been duly given: (i) five business days after the date of mailing if
sent by registered or certified U.S. mail, postage prepaid, with return receipt
requested; or (ii) one business day after being sent by express courier service or by
email when combined with a “delivered” and “read” receipt. All notices must be sent
to the other Party at its address as set forth on the first page or at such other address
as such party will have specified in a notice given in accordance with this Section.

B. This Agreement will be binding upon and inure to the benefit of the Parties, their
successors and permitted assigns.

C. The section headings contained herein are for reference only and shall not be
considered substantive parts of this Agreement.

D. United States Government End Users — This Casepoint Platform and the software
and documentation associated with it are developed exclusively with private funds
and constitute a “‘commercial item” as defined at 48 C.F.R. 2.10], consisting of

Trusted. Technology. Together. 1
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“commercial computer software” and “commercial computer software
documentation” as such terms are used in 48 C.F.R. 227-7202-1 through 227-7202-4
and their related counterparts in the DFAR. This Casepoint Platform is licensed only
as commercial computer software and commercial computer software
documentation and only with the rights granted to public users generally as set
forth in this Agreement. If any portion of the software is deemed “noncommercial,”
or the following FARs or DFARs are deemed to apply, the software is licensed under
the terms hereof and under RESTRICTED RIGHTS set forth in 48 C.F.R. 52-227-14, 48
C.F.R. 252-227-7013 and -7014, FAR 52.227-19 Commercial Computer Software—
Restricted Rights and DFAR 252.227-7013 Rights in Technical Data and Computer
Software.

E. If any provision of this Agreement is invalid or unenforceable for any reason in any
jurisdiction, such provision will be construed to have been adjusted to the minimum
extent necessary to cure such invalidity or unenforceability. The invalidity or
unenforceability of one or more of the provisions contained in this Agreement will
not have the effect of rendering any such provision invalid or unenforceable in any
other case, circumstance or jurisdiction, or of rendering any other provisions of this
Agreement invalid or unenforceable whatsoever.

F. No failure or delay by either party in exercising any right, power or remedy will
operate as a waiver of such right, power or remedy, and no waiver will be effective
unless it is in writing and signed by the waiving party. If either Party waives any
right, power or remedy, such waiver will not waive any successive or other right,
power or remedy the party may have under this Agreement.

G. In making and performing this Agreement, Client and Casepoint act and will act at
all times as independent contractors, and, except as expressly set forth herein,
nothing contained in this Agreement will be construed or implied to create an
agency, partnership or employer and employee relationship between them. Except
as expressly set forth herein, at no time will either Party make commitments or
incur any charges or expenses for, or in the name of the other Party.

H. This Agreement sets forth the entire agreement and understanding between the
Parties with respect to the subject matter of this Agreement and, supersedes and
merges all prior oral and written agreements, discussions and understandings
between the Parties with respect to the subject matter of this Agreement, and
neither of the Parties will be bound by any conditions, inducements or
representations other than as expressly provided for in this Agreement.

I. The Parties acknowledge that the covenants set forth in this Agreement are
intended solely for the benefit of the Parties, their successors and permitted assigns.
Nothing herein, whether express or implied, will confer upon any person or entity,
other than the Parties, their successors and permitted assigns, any legal or equitable
right whatsoever to enforce any provision of this Agreement.

Trusted. Technology. Together. 12
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J. Casepoint shall not incur any liability for failure to perform any of its obligations
under this Agreement in the event of a Force Majeure Event. A “Force Majeure
Event” means an event beyond the reasonable control of Casepoint including,
without limitation, an act of God, war, riot, civil commotion, malicious damage,
compliance with a law or governmental order, rule, requlation or direction, accident,
fire, flood and storm, and/or technical or service interruption not due to the
negligence of Casepoint.

[END OF CASEPOINT STANDARD TERMS AND CONDITIONS |
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West Virginia Office of Technology
Request for Quotation (RFQ)

For an eDiscovery Software as a Service
January 16, 2020

4
WEST VIRGINIA

W office of
technology

Company Name: Casepoint, LLC

Company Address: 7900 Tysons One Place, Suite 680
Tysons, VA 22120

Company Website: http:;//www.casepoint.com

Authorized Amy Hilbert

Representative: Vice President, Public Sector
Mobile: 443-506-8219
Office: 703-738-4220
Email:ahilbert@casepoint.com
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01/16/2020

Jessica Chambers
Jessica.S.Chambers@wv.gov
2019 Washington Street, East
Charleston, WV 25305

Re: CRFQ ISC2000000011—-eDiscovery Software Solution for the West Virginia Office of
Technology

Dear Ms. Chambers,

Casepoint, LLC (“Casepoint”) is pleased to present our solution to implement our
eDiscovery Tool to support the West Virginia Office of Technology with an eDiscovery
Software as a Service. Attached with our response, please find:

= A copy of Casepoint’s Terms and Conditions that the State of West Virginia or
Agency will have to agree to as part of this solicitation (PDF)

= Bid Documents with completed information and required signatures (PDF)

» Addenda Acknowledgement

= W-9Form

As the company point of contact,  have provided my contact information below if you
have any questions.

Sincerely,

Ovm,gr #u@fo,eﬁ;t

Amy Hilbert

Vice President, Public Sector
Casepoint, LLC

7900 Tysons One P1 Suite 680
Tysons, VA 22102

Phone: 703-738-4408

Fax: 844-882-0022

Email: ahilbert@casepoint.com

Trusted. Technology. Together. i 1.16.2020
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1 Executive Summary

The West Virginia Office of Technology (WVOT) is seeking an eDiscovery software as a
service to use for the varying needs and challenges related to discovery in legal
proceedings. Because the WVOT needs to balance increasing eDiscovery needs within
fixed and sometimes shrinking budget constraints, the WVOT needs a robust, scalable, and
cost-effective eDiscovery platform with a depth of functionalities and features including,
self-service data ingestion and processing, advanced analytics, full-strength document
review and production powerful analytics.

Why Casepoint is the best eDiscovery Solution for the West Virginia Office of Technology

Casepoint is a unified eDiscovery platform that can be shared across parties to efficiently
review millions of electronically stored information (ESI) to build the case and pinpoint
key pieces of evidence. Unlike other eDiscovery solutions where you may need to sacrifice
interface for functionality or vice versa, Casepoint provides a clean and intuitive interface
with a depth of functionality (see Error! Reference source not found.) including analytics, v
isualization, and artificial intelligence

Cloud

Collection Topic Clustering

Processing Analysis
/ /
/

/

Early Case
Assessment

Identification \
Review Production

Document

CaseAssist Cloud Share

\

Technology
Assisted Review

/ Near Dup

Email Threading Analytics

Figure 1 — Casepoint’s platform provides a unified SaaS environment to support the discovery needs of the WVOT

Trusted. Technology. Together. 1 1.16.2020
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As outlined in Table 1 below, Casepoint brings several benefits to the WVOT including:

Casepoint Features

Feature Rich, Scalable, &
Customizable Platform
Casepoint is a unified eDiscovery platform
with robust functionality that is architected
for speed and scalability. Casepoint can
manage large volumes of data and support

600+ file types while maintaining fast
processing speeds.

Table 1 - Casepoint’s robust features bring value and benefits to the Office of Technology

Benefits to the WVOT

Smarter eDiscovery
N
By leveraging Casepoint’s robust and

scalable platform, the WVOT will realize
improved eDiscovery through:

- Streamlined data processing with fast
processing speeds

- Unified platform to seamlessly support end-
to-end eDiscovery workflow

- Intuitive interface, powerful analytics and
artificial intelligence that allow users to
quickly view, search, and tag ESI

<>\ Purposeful Innovation
As an independently owned and
funded company, Casepoint has the
flexibility to leverage the latest technology to
drive efficiency in eDiscovery. Casepoint’s
innovation is evidenced through our early
adoption of technologies like cloud, TAR,

artificial intelligence, and advanced
analytics.

@ State-of-the-Art Technology is within
@ Reach

In addition to many of the aforementioned
benefits, the WVOT will have increased ability
to:

- Support the continuously expanding data
sources for discovery

- Access the latest technology innovations to
increase staffs’ ability to conduct discovery

Low Cost

Casepoint is a SaaS platform with
highly competitive and flexible pricing to
meet WVOT’s budget constraints. The entire
Casepoint platform is available to an
unlimited number of users at one simple
price. System operations, maintenance and
enhancements are included at no additional
cost.

B Cost-Efficiency while Maintaining
@ Quality Analytics & Service

The WVOT will realize a lower total cost of
ownership because no infrastructure or
additional labor are required to support
Casepoint.

Trusted. Technology. Together.
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1.1 About Casepoint

Casepoint is a dynamic team of legal, technology, and business professionals who
understand case management and e-Discovery end-to-end. Casepoint empowers
government agencies, leading law firms, and multinational corporations with a powerful,
secure web-based platform that is cutting-edge and easy to use. Casepoint is used by
thousands of attorneys, paralegals, and litigation support professionals around the world.
Attorneys need to evaluate information about each case and make timely strategic
decisions. Casepoint makes that happen quickly, defensibly, and cost-effectively. Simply
put, Casepoint is smarter legal working.

Casepoint was established in 2008 and is unique in that we are solely owned, funded, and
distributed, giving us full autonomy to deliver continuous innovation to our clients as part
of our no cost upgrades. We highly value client feedback and suggestions and often
incorporate client enhancement suggestions into our processes, procedures, and platform.
In addition, we have a dedicated Public Sector division that is led by a team with over 25
years of experience working with Government agencies. We understand the sensitive
contracting and security requirements of Government agencies and have developed a
project approach that consistently delivers successful Casepoint implementations and
high-quality services.

Likewise, Casepoint has experience working with Government agencies, including
California Department of Business Oversight, US Courts, National Credit Union
Administration, and the Connecticut Office of the Attorney General.

Trusted. Technology. Together. 3 1.16.2020
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2 AQualifications & Requirements

Qualification

(3.1) The Vendor must be compliant with
Internal Revenue Service (IRS) 1075, Section
9.3.1.12 - Remote Access requirements. (3.1.1)
IRS 1075, Section 9.3.1.12 states that "FTI cannot
be accessed remotely by agency employees,
agents, representatives, or contractors located
offshore -outside of the United States territories,
embassies, or military installations. Further, FTI

Table 2 - Casepoint meets WVOT's required qualifications

Casepoint Response

Secure authorized access is paramount for Casepoint.
Casepoint’s user authentication model is governed by role-
based security access rights based on case-level security,
document-level security, and field-level security.
Administrators can define the roles at the most granular
level, including access to fields, tagging panels, screens,
files/documents, menu options and folders, to name just a
few. There are thousands of permission combinations that

may not be received, processed, stored,
transmitted, or disposed of by IT systems
located offshore.”

can be configured per Casepoint role and there can be
unlimited roles associated per matter.

In addition, Casepoint can whitelist designated IP
addresses to limit and control access to only trusted users.

Mandatory Requirements

Discovery System that is cloud based
(Software as a Service Model).

Table 3 - Casepoint meets and exceeds WVOT's mandatory contract services requirements

(4.11.1) The Vendor must provide an e- Casepoint is a cloud-based Saa$S platform with highly

Response

competitive and flexible pricing to meet the Office of
Technology’s budget constraints.

Casepoint is browser, device, and platform agnostic. Casepoint
can be accessed 24 hours/7 days a week from all standard web
browsers that support TLS 1.1 or TLS 1.2 and from any internet-
connected computer including most mobile devices (tablets
including iPads and smart phones) without additional plug-ins. A
user has full access to Casepoint whether they are utilizing
Internet Explorer on a Windows machine, Safari or Firefox on a
Mac, Google Chrome on a Chromebook or tablet.

(4.11.2) The Vendor must provide an e-
Discovery System with an unlimited user
seats for a minimum of 12 months from
date of award.

The entire Casepoint platform is available to an unlimited
number of users at one simple price. System operations,
maintenance, and enhancements are included at no additional
cost.

(4.11.3.1) A system that has two factor
authentication access.

Multi-factor authentication is supported by Casepoint for all
internet facing access devices and websites. We have a defined
set of password complexity requirements in addition to
multifactor authentication that can be set to common
authentication systems like Google Authenticator, Microsoft
Authenticator, Duo Mobile, and others.

Trusted. Technology. Together.
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(4.11.3.2) A system that allows the Agency
to have 100% data input automation. The
Vendor must not have access to Agency
owned data.

Casepoint eDiscovery is designed to be self-service. As described
in section 3.1.1 below, Casepoint eDiscovery offers the ability for
the Agency to upload, ingest, and process directly in Casepoint
eDiscovery. Thus, the Agency will have 100% data input
automation.

Casepoint’s organizational security policies, including
information security, data, and privacy policies, requires that
access to Casepoint assets, including assets hosting client data,
will be granted based on business justification, with the asset
owner's authorization and limited access based on "need-to-
know" and "least-privilege" principles.

Note: As defined in the Software as a Service Addendum,
Casepoint will have access to Agency data for the sole purposes
of managing the Casepoint application and databases and
responding to technical support and service requests.

(4.11.3.3) A system that provides 256-bit
encryption to the data when at rest and in
transit.

Casepoint uses FIPS 140-2 compliant algorithms such as AES256.
Our storage systems use AES-256 encryption, and data in transit
is encrypted using TLS1.2 with AES256. All media drives are
encrypted with military grade encryptions. Also, Casepoint
backups are encrypted with AES-256 encryption.

(4.11.3.4) A system that scans files for
viruses.

Casepoint scans for viruses at ingestion as processing begins for
native data. For processed data, Casepoint scans before loading
to protect our servers from viruses.

(4.11.3.5) A system that allows for load file
import and export

Casepoint supports 600+ file types including Microsoft Office and
related formats, Exchange, SharePoint, Skype, commadelimited,
EDRM XML, and Concordance load files Casepoint’s processing
engine automates the entire processing workflow - from
ingestion and container identification to text and metadata
extraction. Casepoint allows for productions in native, PDF and
TIFF formats. Data can also be exported to industry standard load
file formats, including CSV files, Summation Load files,
Concordance Load files, Generic Load files and EDRM XML Load
files.

(4.1.1.4.1) Support by telephone, online, in-
app, and email 24 hours a day, 7 days a
week, 365 days a year for troubleshooting
technical issues.

Casepoint'’s official business hours are Monday through Friday
8am to 9pm ET. Outside of those hours, we will have a team on
standby to provide technical support. Casepoint will provide Tier
1 Support (basic how to questions, e.g., how do I login, how do I
find a document, how do a run a simple search, where is certain
functionality located within the app, etc) for the first 90 days after
contract award. Tier 3 Support (Bug Fixes) are provided for the
life of the contract. Tier 2 Support (assistance performing
functions in Casepoint) is considered a billable service and, based
on our understanding, is not included in the scope of this
contract.

Trusted. Technology. Together.
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(4.1.1.4.2) A response time of a minimum Casepoint’s technical response times for technical support

of one (1) day to request for technical requests depends on the issue severity, At a minimum,
support. Casepoint will respond within one business day to requests for
technical support.

(4.1.1.4.3) Access to knowledgebase, Casepoint has developed a robust, comprehensive online Help
technical documentation, and online Center that is accessible directly from Casepoint. The Help
support resources. Center provides detailed information about all Casepoint

functionality including step-by-step processes for how to
perform various functions. The Help Center is easy to use,
searchable and links users to related functionality. Casepoint
users will find the user support and the Help Center as great
supplements to the training sessions.

3 Casepoint eDiscovery

As a unified eDiscovery platform, Casepoint has its own powerful data processing engine
built-in with the capability to access, transform, and control over 600+ file types. Data
flows in Casepoint from one phase of the eDiscovery process to the next without concern
for data loss.

Figure 2 - Casepoint handles all eDiscovery needs from input to output

And Casepoint is highly configurable, so workspaces, workflows, and templates can be set
up to meet the unique needs of each custom case. Thus, giving youcomplete autonomy to

Trusted. Technology. Together. 6 1.16.2020
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add workspaces to the system, add users to the organization and assign them to
workspaces and roles, as well as, build customize workspaces and add templates to
expedite case needs for increased efficiencies.

Casepoint eDiscovery is a fully functional review and production platform that is fast,
powerful, and easy-to-use. With Casepoint eDiscovery, the WVOT will find a user-friendly
platform provides a depth of functionalities including that provides self-service data
ingestion and processing, analytics, visualization, artificial intelligence, advanced search
functions, document review, tagging, and production. The sections below provide more
details about functions and features available in Casepoint eDiscovery.

3.1.1 Data Ingestion and Processing

Casepoint eDiscovery’s processing engine automates the entire processing workflow -
from ingestion and container identification to text and metadata extraction. The system
identifies anomalous files during processing and provides an exception list of files for
review by the case team. Data is loaded into Casepoint eDiscovery for ingestion and
cataloguing. Once data is catalogued, it is de-duplicated, de-NISTed, and pre-processed for
loading into our review platform. The entire process of preparing files for review is tracked
by Casepoint and its internal chain of custody system for accurate and complete data
processing.

We offer the flexibility of allowing our clients to self-upload and process their data. The
processing wizard (see Figure 3 below) guides an administrator through file uploads,
processing requirements, custodian assignment, deduplication, and promotion to the
review environment. Processing templates can be created to preselect common options
for case types.

Trusted. Technology. Together. 7 1.16.2020
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Figure 3 - Casepoint’s processing wizard guides the administrator through data ingestion and processing

You can also perform OCR (Optical Character Recognition) and extract text from any
image file format during processing and create or update a database index at anytime

3.1.2 Document Review

Casepoint eDiscovery is able to organize and segregate documents in many ways,
including but not limited to, by any metadata field, tag, custom field, word search, or string
search. Once organized and segregated, these documents can be saved into customizable
folders accessible by permission at the case, group, and user level.

Casepoint eDiscovery has a batching tool that can be used to assign documents for review
and track the status of document review. Casepoint doesn't limit the number of batches
you can have for a case. Review batches can be organized by review phase. A phase can
also be referred to as a review project (or a sub-project) or a batch set. Review batches can
be assigned to a review team or to an individual. A reviewer can accept a batch and check
it out to lock the batch for review. A reviewer can also share a batch or files in a batch with
another user. Once all documents in a batch have been reviewed the status of the review
batch is updated to complete.

Advanced Search

Casepoint eDiscovery has powerful search features that not only allow basic searching but
also improve upon search criteria and ensure that you are searching effectively. The
search functionality within Casepoint eDiscovery (see Figure 4Error! Reference source not
found.) also allows you to explicitly include the family, e.g., an email (the parent) with

Trusted. Technology. Together. 8 1.16.2020
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attachments (the children), in the search results. Casepoint maintains an audit of all
searches and allows you to save the search criteria and search results.

Additionally, Casepoint eDiscovery has search related tools to validate each search term.
For example, Casepoint eDiscovery provides synonym analysis, search term hit counts,
fuzzy searching and stem searching to help determine that each search term selected is
defensible. Casepoint eDiscovery’s term analyzer identifies variations of search terms
selected for search. The term analyzer also provides the ability to view hit counts of work
variations to ensure you have selected the most effective search terms possible. Casepoint
eDiscovery also has a sampling feature to vet each search result by creating a random
sample of the search results and supports approximate string match searching, concept
searching and concept clustering, and relevance ranking.

Casepoint eDiscovery also supports keyword term highlighting, as well as persistent
highlighting of search terms, words or phrases throughout the collection. Hit highlighting
is also available to users in text and attachments, allowing users to navigate from hit to
hit.

( casepoint g Document Discovery [

ACME Corporation ¥ 8 Jurw Sevith

Search Guary [ @

Figure 4 - Casepoint provides a search query wizard to build complex searches

Redactions

Casepoint eDiscovery has built-in annotation functionality that includes multiple
redaction capabilities. Casepoint eDiscovery’s redaction functionality allows authorized
users to create multiple sets of redactions. These redactions can be turned on or turned off
at any point so the document can be viewed with or without any version of the redactions.
Redactions can also include specific text, such as, “Social Security Number” or “Birth Date.”

Trusted. Technology. Together. 9 1.16.2020
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Casepoint eDiscovery can even automatically find and redact photographs or specific
faces in photos.
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upport
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TIFF EX HTML PROD ORIG m Action
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00000209 ENA Capacit ' C
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D et Transwestem Pipeline Company (“Transwestern’) and Enron North America Corp. (*Shipper’) are Breach Of Contract
parties to the referenced transportation service agreement (*Agreement’). Effective as of the date Tortious Interference
of this letter, Transwestem and Shipper agree as follows + Defamation
v Defamatio
00000219 B
1 Shipper hereby designates Transwestem as Shipper's agent for purposes of Defamaticn
releasing and marketing capacity under the Agreement that may be surplus to © TestV13
00000225 ed rock sta 4 ex Shipper’s needs. B
2 Upon Shipper's request, if Shipper wishes to release any or al of its capacity under TestV13lssue
. the Agreement, Transporter shall market such capacity for Shipper, and Transporter
00002269 EX shall be entitled to a Marketing Fee if Shipper releases capacity to a Replacement
Shipper. Under no circumstances shall Shipper, without its prior consent, be
obligated to release any capacity for less than the maximum tariff rate. Without
00002550 Shipper’s prior consent, the term of any agreement with a third party relating to any NOTES
capacity released by Shipper under the Agreement shall nat exceed one calendar
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Figure 5 - Casepoint includes many redaction functionalities including TIFF document review redactions

Redactions are maintained as image coordinates within the database. At the time of
production (export), redactions are burned into the production documents and the
document is re-OCRed to confirm that the underlying text is not included in any
production. Additionally, reviewers can easily flag specific fields or data within records or
define regular expressions to be redacted throughout all documentation.

3.1.3 Analytics and Artificial Intelligence

Casepoint eDiscovery'’s advanced artificial intelligence and analytics features, described
below, are designed to help you quickly find key pieces of information and efficiently
review large quantities of files.

Near Duplicate

Casepoint includes analytics for near-duplicate identification, comparison, and analysis of
duplicate data. Redline, percentage similar, difference highlighting and side-by-side
comparison views are functionalities that are standard features available in the Casepoint
platform. With near duplicate and text similarity built right in, Casepoint has sophisticated
tools to compare documents that are similar to other documents.

This feature goes far beyond a "tracked changes” document, and is able to show similar
documents side by side highlighting differences between similar documents (see Figure 6
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below). If you find a document that is relevant to your request, you will be able to easily
find similar documents with a click of a button. The near duplicate feature allows for
faster and more accurate reviews while reducing review effort.

¢ casepoint Dashboard My Cases ECA Review Identification o © Cream Vs Sugar | [ e or
Review Review Dashboard Exhibit Shared Space Transcripts Ca: int TAR Reports Review Admin
Compare Docs
Document Comparison Text Comparison Tiff Comparison Similar Document List
REV00019703.doc REV00019541.doc

December 27,2001

Enron North America Corp.

1400 Smith Street

Houston, Texas 77002

Attn: Ed McMichael

Re: Contract Nos. 26740and 24924_________

Transwestem Pipeline Company (‘Transwestern’) and Enron North Ameri-
ca Corp. (‘Shipper’) are parties to the referenced transportation service
agreements (‘Agreement’). Effective as of the date of this letter, Transwest-
e and Shipper agree as follows:

Shipper hereby designates Transwestern as Shipper's agent for purposes of
releasing and marketing capacity under the Agreement that may be sur-
plus to Shipper's needs.

Upon Shipper's request, if Shipper wishes to release any or all of its capaci-
ty under the Agreement, Transporter shall market such capacity for Ship-
per. and Transporter shall be entitled to a Marketing Fee if Shipper releases
capacity to a Replacement Shipper. Under no circumstances shall Shipper,
without its prior consent, be obligated to release any capacity for less than
the maximum tariff rate To the extent that Transporter markets any
capacity under the Agreement for a rate less than the maximum tariff rate,
Shipper shall not be cbligated to pay, and shall otherwise not be liable for,
the difference between the rate paid by the replacement shipper and the
maximum tariff rate. Without Shipper's prior consent, the term of any
agreement with a third party relating to any capacity released by Shipper
under the Agreement shall not exceed one calendar month

. As aMarketing Fee, Shipper shall pay Transporter the difference, if posi-

tive, between (g) the rate paid by the replacement shipper for the capacity
released by Shipper and (b) $.06 for eachper MMBTU for Contract No. 24924
and $0.05 per MMBTU for Contract No. 26740. of capacity under the Agree-
‘ment that is marketed by Transporter and released by Shipper.

Either Shipper or Transwestern may terminate this letter agreement at
any time by the delivery of 10 days’ prior written notice to the other party;
‘provided, however, that any releases of capacity effectuated prior to the
termination of this letter agreement.

+ December 27,2001

Enron North America Gorp.
1400 Smith Street
Houston, Texas 77002

Attn: Ed McMichael

Re: ContractNo. _________

Transwestern Pipeline Company (“Transwestern”) and Enron North Ameri-
ca Corp. (‘Shipper’) are parties to the referenced transportation service
agreement (‘Agreement’). Effective as of the date of this letter, Transwest-
e and Shipper agree as follows:

Shipper hereby designates Transwestern as Shipper's agent for purposes of
releasing and marketing capacity under the Agreement that may be sur-
plus to Shipper's needs.

Upon Shippers request, if Shipper wishes to release any or all of its capaci-
ty under the Agreement, Transporter shall market such capacity for Ship-
per, and Transporter shall be entitled to a Marketing Fee if Shipper releases
capacity to a Replacement Shipper. Under no circumstances shall Shipper,
without ts prior consent, be obligated to release any capacity for less than
the maximum tariff rate.To the extent that Transporter markets any
capacity under the Agreement for a rate less than the maximum tariff rate,
Shipper shall not be cbligated to pay, and shall otherwise not be liable for,
the difference between the rate paid by the replacement shipper and the
maximum tariff rate. Without Shipper’s prior consent, the term of any
agreement with a third party relating to any capacity released by Shipper
under the Agreement shall not exceed one calendar month

Asa Marketing Fee, Shipper shall pay Transporter the difference, if posi-
tive, between (a) the rate paid by the replacement shipper for the capacity
released by Shipper and (b) $.06 for eachper MMETU. of capacity under the
Agreement that is marketed by Transporter and released by Shipper.

Either Shipper or Transwestern may terminate this letter agreement at
any time by the delivery of 10 days’ prior written notice to the other party;
provided, however, that any releases of capacity effectuated prior to the
termination of this letter agreement shall continue in effect in accordance
with the terms thereof.

Figure 6 - Casepoint’s DeNist, DeDupe, Near Similarity tool
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Casepoint eDiscovery gives you the option of analyzing data through visual

representations including Word Clouds (see Figure 7), Timelines, Bubble Charts, and

cluster Diagrams.
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Figure 7 - Casepoint’s data analysis and visualization tools includes a word cloud which displays the most
commonly used words contained throughout the documents
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Figure 8 - Casepoint includes built-in advanced analytic tools that provide the user with a variety of ways to
visualize data

Trusted. Technology. Together. 12 1.16.2020

Use of disclosure of data on this sheet is subject to the restriction on the title page of this proposal.



¢ casepoint WVOT CRFQ ISC2000000011

Email Analytics

Casepoint includes email threading functionality and also performs email thread analysis.
Casepoint’s email threading feature clusters email communications using the Email
Subject and the threads with the same Email Subject. Email threading review allows a user
to group email communications and review documents by electronically mapping
communication flow. Figure 9 shows how you can easily view email threads and

branches. You can visually select any part of the thread to view and even tag.
( casepoint = Review Peap{evssﬂa‘vekuelv o (@ | Keanlsni o

Ry | emai Conversation Trader Asitant s 010 V000 Ex

Good partnership Guidelines Case N

= Concerning the C

of
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Figure 9 - Casepoint's emalil threading allows you to visualize threads and branches

Casepoint identifies the most inclusive email so you don't need to review all emails in the
thread. In addition, emails are maintained as separate files so they can be searched and
sorted on individually.

Email threading also displays historical trail of emails exchanged between a specific
sender and receiver, including any missing emails that may have been deleted or
removed. Any deleted or removed messages are designated as missing in the email thread
tree. From the email threading view, a reviewer can see who, when, and how frequently
the subjects interacted with each other and/or with others.
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Figure 11 - Casepoint’s Graphical Email Threading View

CaseAssist

CaseAssist revolutionizes the entire workflow of eDiscovery matters and internal
investigations by proactively presenting relevant information to reviewers, attorneys and
investigators and enabling them to focus on the legal arguments, storylines, and whether
to pursue the matter at hand. Instead of laboriously running complex search terms,
analyzing static randomized samples or reviewing predefined batches of documents,

Trusted. Technology. Together. 14 1.16.2020

Use of disclosure of data on this sheet is subject to the restriction on the title page of this proposal.



¢ casepoint WVOT CRFQ ISC2000000011

team members can provide discrete pieces of information about a case such as people,
dates, key words, and documents, and CaseAssist will find key documents relating to that
information within moments.

Create CaseAssist Story

Help me with discovering key documents a
quickly? .
o CaseAssist

CaseAssist Story

Figure 12 — CaseAssist

Easy to visualize and navigate, CaseAssist is a significant improvement to advanced
search and analytics and provides access to the information in an intuitive way.
CaseAssist also learns from documents you tag and suggests additional documents for
analysis. It can be fully controlled by the user without the need for a project manager to
oversee and facilitate the process. CaseAssist is an ideal technology to find information
quickly without the need for high technical skill.

TAR

Artificial Intelligence, Technology Assisted Review (TAR) and Computer Assisted Learning
technology are included in Casepoint eDiscovery at no extra charge. Team members have
the ability to independently setup and create iterative TAR sessions and CaseAssist
stories. Casepoint’s TAR 1.0 allows a traditional TAR review whereby an experienced
attorney/subject matter expert is able to review and train sample sets in multiple
iterations based on the accuracy and f-measure score levels desired.

3.1.4 Productions
Casepoint's production capabilities are wizard driven and include all industry standard
file formats for export. Casepoint supports mixed productions with native files, slip sheets,

placeholders and image files. Production templates can be built to streamline and speed
up production outputs.

Once data has been reviewed for responsiveness, privilege, and other issue coding, data
that has been selected for production will be produced from the Casepoint eDiscovery. We
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offer the flexibility of allowing designated users the ability to create their own productions
at any time.

The production/export wizard guides an administrator through the configuration, quality
control, preparation, and validation steps for a production. Production templates can be
created to pre-select common options across cases.

3.1.5 User Access and Security

The Casepoint platform is designed to support the unique workflows of financial cases
and can help securely handle the nuances associated with protecting sensitive data while
the case progresses.

Roles and Permissions

Casepoint’s user authentication model is governed by role-based security access rights
based on case-level security, document-level security, and field-level security. Casepoint
access is locked down at the case/matter level utilizing a comprehensive security matrix
for roles and access. Administrators can define the roles at the most granular level],
including access to fields, tagging panels, screens, files/documents, menu options and
folders, to name just a few. There are thousands of permission combinations that can be
configured per role and there can be unlimited roles associated per matter.

Security

Casepoint is very focused on security and we are currently providing a secure
environment for our Government agency’s highly sensitive data. For the US Courts
Defenders Services Office, we host and manage data that is often covered by a protective
order and includes sensitive information like personal identifiers of informants and
defendants who are cooperators against other potentially violent defendants, financial
documents, and patient records.

At the platform level, we have several security controls in place and received security
certifications including:

e SOCII Type 2 Certification
e [SO 27001:2013 Assessment
e FIPS 140-2 Controls

e NIST 800-53 Controls

4 Previous Casepoint Implementations

As a company, Casepoint is experienced in the evolution of eDiscovery technology from
the early days to present. Many on our team were early pioneers in eDiscovery, enabling
our company to appreciate the intricacies of the industry and individual technologies
including advanced analytics and predictive coding.
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Casepoint’s web-hosted review platform has been implemented for 159 clients and used
for over 1500 matters. Casepoint delivers eDiscovery and litigation support services to:

» Government Agencies

» State and Local Agencies

« Law Firms for matters involving verticals including FCPA, finance, construction,
pharma, IP, white collar and criminal litigation

=« Construction, banking and insurance corporations

We currently have 15,000+ logins with users in USA, Canada, EU, Japan, South Korea, and
India.

Casepoint has experience with a wide variety and large volumes of ESI — some of our
recent matters include:

= A complex corporate matter — 22TB of data, mounted, culled, and processed in a
record 4-day period with “on-the-fly” language translations

« A major antitrust litigation — 8TB of data, 15M documents, multiple counsel,
multiple time zones, and multiple languages

« Alarge DOJ investigation — 12TB of data, joint defense matter

= A high-profile congressional inquiry — cloud email collection with over 100
custodians

In Table 4Error! Reference source not found. below, we provide examples of some of our
recent and relevant government experience to showcase our depth and breadth of
relevant experience. These examples also highlight how Casepoint can support
government divisions for various legal and discovery matters.

Table 4 - Casepoint’s Depth and Breadth of Relevant Experience

Client Demonstrated Services

U.S. Courts, Defender Services Office Casepoint is working hand-in-hand with the
The US Courts Defenders Services Office (DSO) | DSO Administrative Office to deploy Casepoint
is responsible for the administration and across 79 DSOs covering 94 districts. This
support of the Defender Services Program. includes outreach, demonstrations, training,
The Defenders Services Program provides and user support so users become comfortable
defense resources as part of the Criminal with the Casepoint Platform and quickly see the
Justice Act (CJA) to any person financially benefit of Casepoint’s powerful e-Discovery
unable to obtain adequate representation. capabilities. We work with each DSO to
understand their requirements and configure
Casepoint to meet their specific needs. In
addition, we have made customizations to
Casepoint to resolve complex data challenges
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Client Demonstrated Services

like mapping audio video files from police
encounters to transcript line items.

National Credit Union Administration

The National Credit Union Administration
(NCUA) The mission of the NCUA provides,
through regulation and, a safe and sound
credit union system, which promotes
confidence in the national system of
cooperative credit.

Casepoint provided full e-Discovery support and
services including onsite data collections,
project management, consulting, and advanced
analytics to assist NCUA's litigation support
team to identify the smallest, most-relevant
data for the case quickly and cost-effectively.

With training and guidance from Casepoint’s
support team combined with Casepoint’s
advanced features, NCUA was able to quickly
and efficiently produce data within the
deadline.

California Department of Business Oversight
(DBO)

The DBO protects consumers and oversees
financial service providers and products. The
DBO supervises the operations of state-
licensed financial institutions, including
banks, credit unions and money transmitters.
Additionally, the DBO licenses and regulates a
variety of financial service providers,
including securities brokers and dealers,
investment advisers, payday lenders and
other consumer finance lenders.

Casepoint worked with DBO to complete an
enterprise-wide rollout of Casepoint. This
included several basic and advanced onsite
training sessions to 100+ users.

Casepoint is used across DBO to support over 30
matters. DBO is leveraging the basic and
advanced features of Casepoint including basic
and advanced search, coding, annotation,
redactions, and TAR.

State of Connecticut, Office of Attorney
General

The Attorney General is the chief civil legal
officer of the State. The Office of the Attorney
General was officially established in 1897. The
Connecticut Constitution and General
Statutes authorize the Attorney General to
represent the interests of the people of the
State of Connecticut in all civil legal matters
involving the state to protect the public
interest, and to serve as legal counsel to all
state agencies.

Casepoint provides a comprehensive cloud-
based solution to serve the litigation needs of
the State of Connecticut including 15
departments and offices across Connecticut
State Agencies.

Specifically, Casepoint is used to support efforts
across tort cases, employment issues, class
action lawsuits and FOIA requests.
Connecticut’s local administrators leverages
Casepoint’s user and account management
capabilities to quick setup cases and manage
templates and users at the account and case
level.
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