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Please note that this proposal and any other Symantec related information provided to you or your organization (You) are the sole 
property and confidential information of Symantec and are submitted for the sole purpose of assisting You in deciding whether to 
enter into a contractual agreement with Symantec for the products or services described in the proposal. Please contact your 
Symantec representative if You have any questions about the content of this proposal or to obtain our express written permission if 
Your organization would like to use the Symantec information for any other purpose. Symantec endeavors to include only correct 
information in this proposal; however, any warranties provided by Symantec will be included in Symantec’s confirmed order form. 
Symantec shall not be liable for any errors or omissions, and this information is provided “as-is”. 

Your review of this proposal does not create a binding agreement between you and Symantec, except with respect to your 
obligation to protect the confidential information in the proposal. If included, Symantec’s standard terms and conditions governing 
the use of product or delivery of services described in this proposal are provided for your convenient reference, however Symantec 
reserves the right to negotiate mutually agreeable terms and conditions upon award of a contract resulting from this proposal.   

The data subject to this restriction are contained in all pages marked with the following legend: Use or disclosure of data contained 
on this page is subject to the restriction on the coversheet of this proposal.   

Copyright © Symantec Corporation. All Rights Reserved. 
 



  

 

 

 

 

Table of Contents 

 

Proposed Solution ...................................................................................................................................... 6 

RESPONSE TO MANDATORY REQUIREMENTS...................................................................................... 9 

4.1 Mandatory Contract Services Requirements and Deliverables: ....................................................... 9 

4.1.1 Contract Item: Endpoint Detection and Response Software .................................................. 9 

4.1.2 Technical Details ................................................................................................................... 14 

4.1.3 Optional Renewals ................................................................................................................ 17 



  

Executive Summary 

 Symantec – A Trusted Security Leader 

Partnering with a trusted security leader that is also the largest cybersecurity company in the 
world is critical today in light of cyber threats that advance faster and faster in innovation and 
complexity, from industrial espionage to cybercrime, hacktivism, state-sponsored cyber threats, 
insider threats, terrorist-backed cyber threats, and newly emerging threats. 

According to the Symantec Internet Security Threat Report 2019 

Partnering with a trusted security leader that is also the largest cybersecurity company in the 
world is critical today in light of cyber threats that advance faster and faster in innovation and 
complexity, from industrial espionage to cybercrime, hacktivism, state-sponsored cyber threats, 
insider threats, terrorist-backed cyber threats, and newly emerging threats.  

The 2019 Internet Security Threat Report (ISTR) reveals that faced with diminishing returns 
from cryptojacking, cyber criminals are doubling down on alternative methods, such as 
formjacking, to make money. On average, 4,800 unique websites are compromised by 
formjacking attacks every month. Symantec blocked more than 3.7 million formjacking attempts 
on endpoints in 2018, with nearly a third of all detections occurring during the busiest online 
shopping period of the year – November and December. Highlights of the report include: 

• Nearly one in ten targeted attack groups now use malware, up 25 percent 

• Cloud resources are increasingly targeted with over 70 million records stolen or leaked  

• Enterprise ransomware infections jumped by 12 percent 

• Attackers enhance tactics such as spear phishing, hijacking, and malicious email 
attachments 

• More attackers showed interest in compromising industrial control systems 
 

Symantec owns the largest civilian cyber threat collection network in the world and operates the 
most comprehensive collection of cyber security threat intelligence through the Symantec Global 
Intelligence Network (GIN). The Symantec GIN records events from 123 million attack sensors 
worldwide, blocks 142 million threats daily, and monitors threat activities in more than 157 
countries via a set of tightly integrated technologies and services. 

Solution Overview  

Endpoint Detection and Response 

Enterprises are increasingly under threat from sophisticated attacks. These Advanced Persistent 
Threats (APTs) use stealthy techniques to evade detection and bypass traditional security 
defenses. In fact, research has found that threats dwell in a customer’s environment an average 
of 190 days . These APTs use stealthy techniques to evade detection and bypass traditional 
security defenses. Once an advanced attack gains access to a customer environment the 
attacker has many tools to evade detection and begin to exploit valuable resources and data. 
Security teams face multiple challenges when attempting to detect and fully expose the extent of 
an advanced attack including manual searches through large and disparate data sources, lack of 
visibility into critical control points, alert fatigue from false positives, and difficulty identifying and 
fixing impacted endpoints. 

Security teams face the following challenges when attempting to detect and fully expose the 
extent of an advanced attack:  



  

• Large amounts lack visibility into critical control points where Indicators of Compromise (IoCs) 
can be found 

• Large numbers of alerts and false positives make investigation time-consuming 

• Once an attack is confirmed security teams find it difficult to identify all the impacted 
endpoints to take protective action 

 

Symantec Endpoint Detection and Response (EDR) exposes persistent attacks with precision 
detections and global threat intelligence, minimizing false positives and helping to ensure high 
levels of productivity for security teams. Symantec EDR exposes advanced attacks with precision 
machine learning and global threat intelligence minimizing false positives and helps ensure high 
levels of productivity for security teams. Symantec EDR capabilities allow incident responders to 
quickly search, identify and contain all impacted endpoints while investigating threats using a 
choice of on-premises and cloud-based sandboxing. Also, Symantec EDR enhances investigator 
productivity with automated incident playbook rules and user behavior analytics that brings the 
skills and best practices of the most experienced security analysts to any organization, resulting 
in significantly lower costs. Symantec empowers security teams to: 

Detect  and expose attack methods at the endpoint and using AI-driven cloud 
analytics. 
Investigate and contain via proactive threat hunting and forensic analysis with 
advanced investigation tools. 
Resolve by deleting malicious files and associated artifacts on all impacted endpoints; 
black and whitelist files 
 
Automate and Integrate by unifying investigator views, and orchestrate data and 
work flows 

 

 

Why State of West Virginia can trust Symantec 

Organizations with sensitive data to protect have many reasons to trust Symantec. With 385,000 
customers worldwide, Symantec is the world’s largest cybersecurity company. For example, our 
customers include some of the world’s largest government agencies and financial institutions who 
are constant targets of professional cyber-crime organizations, well-funded nation states, 
hacktivists, and insider threats. 

More organizations trust Symantec than any other cybersecurity company because we are the 
world leader in protecting sensitive data, whether on premises or in the cloud, on mobile, desktop, 
or Internet of Things (IoT) devices, whether in use, at rest, or in transit, whether encrypted or not, 
whether you have a large security staff or none at all – with Symantec, you are protected. This is 



  

because of the breadth of our products and services – we can solve all of your most critical 
security needs. 

As we continue to build on the capabilities established during our 30+ years of protecting highly 
sensitive information, we are creating the world’s leading integrated cyber defense program to 
help our customers solve their biggest cybersecurity challenges: 

• Staying ahead of advanced threats 

• Securing the mobile workforce 

• Helping customers securely embrace the cloud 
 

It’s easy for any company to claim that they are a leader. However, the most prominent industry 
analysts consistently rank Symantec as a global leader in security innovation. For instance, for 15 
years running, Gartner has named Symantec a global leader in Endpoint Protection. For 13 years 
running, Gartner has named Symantec a global leader in Managed Security Services. For 10 
years running, Gartner has named Symantec a global leader in Data Loss Prevention. In 
independent third party testing, other Symantec products have won awards and been 
independently validated as best in their class. 

Symantec’s leadership does not happen by accident. Our innovation is driven by our scale, 
product breadth, and massive engineering and research investment. We have 3,000 
cybersecurity engineers and continuously learn from our research and real world experience. 
That experience includes protecting 64,000 data centers, 175,000 endpoints, 12,000+ cloud 
apps, scanning 2 billion emails daily, categorizing 1 billion web requests daily, processing 4 
million previously unseen threats daily, and the largest civilian global intelligence network in the 
world. All of this gives us unmatched telemetry and insight, which fuels our innovation and 
leadership. 

We are so convinced of the effectiveness of our products and services that we use and depend 
on them to protect our highly sensitive information. This proposal explains the numerous, 
compelling benefits of deploying the solutions in your enterprise that we and 385,000 other 
organizations use in ours. Your Symantec team looks forward to working with you and to address 
your most pressing challenges. Our goal is to enable you to protect your enterprise — no matter 
where it is, and no matter how the threat landscape evolves. 

  



  

 Proposed Solution 

 

After carefully reviewing your business objectives, Symantec is pleased to recommend the following 
solution. Symantec is confident that this solution meets stringent State of West Virginia requirements and 
successfully addresses its most pressing challenges. The following information details how Symantec can 
help State of West Virginia realize the many benefits of this comprehensive and compelling solution. 

Symantec Endpoint Detection and Response 

Symantec Endpoint and Detection and Response (EDR) detects and exposes attackers in their 
environment—no new agent required. Supported by deep endpoint visibility, precisely detect and actively 
hunt threats to quickly expose and fully resolve them, no matter how persistent. EDR instantly detect 
advanced attack methods using behavioral policies continually updated by Symantec researchers. EDR 
detects new attack patterns in minutes, and alert responders to attacks in progress, with analytics 
continuously trained by global telemetry, and quickly analyze attack chains and remediates impacted 
systems using risk-scored history of endpoint activity. 
 
Symantec EDR supports 'zero trust' threat hunting with advanced forenics tools that use full memory 
scans and metadata acquisition to find injections, process hollowing, shellcode, and more. Symantec 
EDR  speeds threat hunting and response with deep visibility, precision analytics, and workflow 
automation. Symantec EDR detects, hunts, isolates, and eliminates intrusions across all endpoints using 
AI-driven analytics, investigation playbooks, and unequaled threat intelligence.   

 
Increase Investigator Productivity 
Symantec EDR increases investigator productivity by prioritizing incidents by risk. And Symantec EDR 
automatically generates incidents for targeted attacks identified through Symantec’s Target Attack 
Analytics and Dynamic Adversary Intelligence. EDR enables users to create custom investigation flows 
and automate repetitive manual tasks and automatically sandbox suspicious files for quick conviction and 
blacklisting – with no complex scripting required. 

  
In addition, investigators can take advantage of Endpoint Activity Recording to hunt for Indicators of 
Attack and perform endpoint analysis. Symantec EDR supports continuous and on-demand retrieval for a 
wide range of events including session, process, module load point modifications, file and folder 
operations, registry changes and network connection activity. EDR streamlines SOC operations and 
lower costs with prebuilt apps for SIEM, orchestration, and ticketing systems. EDR provides visual graphs 
and alerts to simplify how security analysts work with large amounts of cyber data. 

  
According to Symantec Internet Safety and Threat Report (ISTR), more than 20% of the malware is VM-
aware which means they evade detection in a traditional sandbox. Symantec EDR can detect such VM-
aware threats by employing advanced techniques that include mimicking human behavior and if 
necessary, using physical servers for detonation. 

 
Cloud-based Attack Analytics and Endpoint Advanced Attack Detections 
Symantec EDR includes Targeted Attack Analytics (TAA). TAA parses global activity, the good and the 
bad, across all enterprises that comprise our telemetry set. Our cloud-based artificial intelligence 
algorithms and advanced machine learning adapts to new attack techniques automatically. TAA creates a 
real-time incident—with a detailed analysis of the attacker, techniques, impacted machines, and 
remediation guidance—and streams it to the EDR console. This approach streamlines the efforts of 
incident responders and enhances productivity for the entire security team (TAA is provided at no 
additional cost to Symantec customers using Advanced Threat Protection 3.1 or higher). 

  
Symantec EDR also leverages endpoint behavioral polices, continually updated by Symantec 
researchers, to detect advanced attack methods instantly at the endpoint (over 330 currently available). 



  

These detections detail activity that may indicate attacks in progress including file and registry changes, 
suspicious network and processes activity and use of specific Windows API’s that can be used to start a 
malicious thread within an existing process. 

  

 
 

Hunt for Anomalies Across Endpoints 
Symantec EDR simplifies the hunt for attackers within the environment by providing an across the 
board view of software, memory, user, and network baseline activity. When attackers operate in 
the environment, their malware and user activity stand out as anomalies or outliers. 
  
Symantec EDR exposes outliers across the environment including: 
  

• Software outliers – Expose endpoints that have uncommon software, build 
discrepancies, unpatched or old operating system (OS) releases 

• Memory outliers – Detect memory-resident outliers using forensic examination of 
process memory, file and OS object, and system settings 

• User outliers – User behavior analytics detect attackers acting as legitimate users 
performing unusual activity 

• Network outliers – Leverage statistical analysis to identify anomalous IP addresses, 
reputation lookups identify IP addresses and domains associated with data 
exfiltration 

  
These outlier detections are provided via cloud-based service and are available using built-in 
playbooks that produce specific reports on wide variety of anomalous activity. 
 
MITRE ATT&CK Event Enrichment and Cyber Analytics 
Symantec EDR provides tools to detect and visualize the attack lifecycle based on the MITRE 
ATT&CK framework. The EDR tool describes attack methods based on the standard tactics and 
techniques in the ATT&CK matrix. In addition, quick filters make it easy for investigators to narrow 
results to one or more phases of the MITRE ATT&CK lifecycle including initial access, 
persistence, lateral movement and command and control. 
 
Critically, Symantec EDR supports MITRE Cyber Analytics through automated investigation 
playbooks. MITRE recommends organizations implement a zero-trust approach to forensic 
collection and investigation by interrogating autorun differences, suspicious run locations, 
potential DDL injections and SMB event monitoring. Symantec EDR makes it easy to run 



  

scheduled sweeps across endpoints to determine if any attacks can be detected using common 
knowledge of the MITRE community of adversary models. 
 
Complete and Rapid Endpoint Repair 
Symantec EDR supports rapid remediation of impacted endpoints including file deletion, 
blacklisting and endpoint quarantine. Using powerful eraser capabilities built into Symantec 
Endpoint Protection (SEP), responders can take action from a single console and with one click 
apply a fix across multiple endpoints. 
 
Automate Skilled Investigator Practices  
Symantec EDR supports playbooks that automate the complex, multi-step investigation workflows 
of security analysts. Built-in playbooks quickly expose suspicious behaviors, unknown threats, 
lateral movement and policy violations. The security team can view the playbooks to learn expert 
hunting and investigation techniques. In addition, Investigators can create their own playbooks to 
automate best practices and document specific threat hunting scenarios. 

 
  

  

  

  

  

  



  

RESPONSE TO MANDATORY REQUIREMENTS 

4.1 Mandatory Contract Services Requirements and Deliverables:  

Contract Services must meet or exceed the mandatory requirements listed below. 

4.1.1 Contract Item: Endpoint Detection and Response Software 
4.1.1.1 Containment & Remediation 

Symantec Complete Endpoint Defense is a bundled solution by Symantec that meets and 
exceeds the needs of the State of West Virginia as defined below. This solution has been rated 
by Gartner as the leader in vision and ability to execute in the most recent Gartner MQ report and 
is the only solution to have maintained a spot in the leaders’ quadrant for over 10 years.  

In the proposed solution below, Symantec will provide the ability for the State of West Virginia to: 

  - Leverage Symantec's Endpoint Detection and Response capabilities to automatically detect 
and respond to events 

  - Leverage Symantec's industry leading Application Isolation and Application Control 
functionality 

  - Leverage Symantec's Threat Protection for AD component - which monitors for malicious AD 
traffic, uses AI to provide false responses, and provides targeted alerts for unauthorized privilege 
escalation attempts.  

Symantec enjoys the privilege of being the largest cyber-security company in the world with the 
broadest scope of products. Our Threat protection tools are the life of Symantec and have teams 
of researchers working globally to analyze threats and ensure protections are in place before they 
are needed. Symantec enjoys the opportunity to work with the State of West Virginia in securing 
its endpoints. 

4.1.1.2 The Vendor must provide a software and/or service that is capable of supporting a minimum of 
two thousand (2,000) endpoints throughout the State of West Virginia 

The Symantec solution proposed below has deployments ranging from under 500 endpoints to 
well over 100,000 endpoints.  

4.1.1.3 The Vendor must provide a software and/or service that can be centrally managed by a West 
Virginia Office of Technology Administrator. 

Symantec provides the ability for the products listed below to be managed on-premise, full cloud, 
or in a hybrid mode. In each mode, all clients can be seamlessly managed no matter where they 
may travel globally.  

4.1.1.4 The Vendor must provide a software and/or service that shall feature the following: 

4.1.1.4.1 Automatically restrict potentially malicious activity to within an isolation container. 

Symantec's Complete Endpoint Defense has multiple defense mechanisms that will land 
malicious activity into isolation containers, including but not limited to: 

Cynic Sandbox - new files that are blocked from running/quarantined on a system can 
be automatically submitted to Symantec's Cynic sandbox where the file is executed in 
virtual and bare metal systems to determine what activity was intended and provides a 
response back with all attempted changes and network connections for event 
correlation, SEIM aggregation, or further discovery. 



  

SEP Isolation - If a file is determined to be unknown but not malicious, SEP can isolate a 
file/process away from the OS into three distinctive buckets based on policy. High Isolation 
ensures that the file/process can be used but can make zero impact to the system. Medium 
Isolation allows the utilization of some protected system resources but not modification. Lastly low 
isolation allows for the configuration of some trusted updaters or resources that are allowed to be 
modified. Policies can be set to trigger based off of known publishers, reputation in the Symantec 
Global Intelligence Network, prevalence in the environment, or days available.  
 
SEP Emulator - Before Cynic Sandbox or SEP Isolation is utilized, SEP Emulator will unpack 
unknown, obfuscated files to determine their risk level and share this information with other in use 
engines to determine if the file should be allowed, isolated, quarantined, or deleted. 
 

4.1.1.4.2 Automatically isolate applications interacting with untrusted content from more trusted portions 
of the device outside the container. 

Symantec Complete Endpoint Defense includes a feature from Symantec called Application 
Isolation. This feature allows Symantec to dynamically identify apps that may pose a risk to the 
environment and then isolate into High, Medium, and Low risk containers as mentioned in answer 
4.1.1.4.1. Such examples of isolation policy could dictate that all unknown files are placed into 
high isolation until further identified, or that any file signed by the State of West Virginia and that 
has a good reputation can be trusted.  
 
The levels of isolation can be set dynamically by file elements, prevalence in the environment, 
age, publisher, etc. A drift analysis is also available as an automated report to help administrators 
keep tabs on trusted applications in the environment that might have changed over time since 
initial policy creation.  

4.1.1.4.3 Automatically detect and isolate potentially malicious code behavior. 

Symantec Complete Endpoint Defense is capable of isolating files or systems as needed. 
Symantec will can automatically quarantine files/process based on behavior and, if primary 
actions fail, can enforce a complete endpoint quarantine where the system is denied network 
access accept to defined IT tools. Symantec also provides the ability for runbooks/playbooks to 
be generated for automatic enforcement using the MITRE framework as a means to define 
infection attempts. 

4.1.1.4.4. Continuously detect, and isolate threats based on machine learning, behavioral analytics, and 
custom detection rules. 

Symantec Complete Endpoint Defense meets this need across the board. Symantec has the 
highest rated Endpoint solution by third party reviews, such as the Gartner Magic Quadrant, and 
is the longest leader in the space being the only Endpoint platform to hold MQ Leader status 
since the report’s inception. Symantec Complete Endpoint Defense includes such engines as 
AML (Advanced Machine Learning), SONAR (heuristics and analytics), Bloodhound (AI and 
heuristics), Cynic (cloud sandbox), and Application Isolation (for risky behaviors or file types).  

4.1.1.4.5 Automatically capture necessary event details on all malicious activity, including but not limited 
to ports and protocols in use, running executables and services, and browser plugins occurring 
within the isolation container to support retrospective post-event analysis, threat analysis, and 
situational awareness. 

Symantec Complete Endpoint Defense has a complete EDR console available for user that 
captures these details and more. Each discovered incident automatically reviews the attack to 
see if it is originating from a known attacker and alerts to the type (determined attacker, nation 
state, activist, etc.), automatically sandboxes unknown executable files, alerts to discovered 
IOCs, and displays items such as ports/protocols, active connections, signed in user, originating 
processes, etc. 



  

  

More importantly a Flight Data Recorder is available on the system to see every action that was 
taken within a defined period (example: recording set for last 7 days). IOCs that come from any 
event will automatically be searched for and correlated. Triggering events are marked for easy 
discovery with bright red text stating "Triggering Event" and all events are attempted to be 
mapped to the MITRE framework to assist in expediting responses.  

4.1.1.4.6 Be configurable to control the ability of applications running within the isolation container to 
access only specified system resources. 

Symantec Complete Endpoint Defense fully meets this need with the feature Application Isolation. 
The Application Isolation feature provides a predefined High, Medium, and Low isolation 
container. Administrators can easily change the level of access and trust for each container by 
policy. Policy can be modified granularly by group so that high risk clients can be as aggressive 
with the protection as deemed necessary by administrators.  

4.1.1.4.7 Provide the ability to restrict execution of high-risk applications and computer processing 
activities to an isolated environment. 

Symantec Complete Endpoint Defense includes the features of Application Control and 
Application Isolation. Together these features can define what applications should be allowed to 
run on a system and in turn either block unknown apps from running or force isolation of unlisted 
applications.  

Symantec's Application Isolation and Application Control feature is built on the same base engine 
as Symantec Critical System Protection which has hosted a capture the flag event at Black Hat 
with no winners to date.  

4.1.1.4.8 Automatically eliminate and report all isolation container artifacts of compromise and intrusion 
remnants. 

Symantec Complete Endpoint Defense does not retain artifacts by default unless told to 
quarantine items or to submit them to the EDR service for outside inspection. 

4.1.1.4.9 Provide continual verification of the integrity of the isolation container to ensure there is no 
unauthorized/malicious access or persistent modification. 

Symantec Complete Endpoint Defense does not persist isolation containers. If an event is 
determined that could attempt to escape isolation the container and its contained process/content 
are stopped and a new container will be created for the next process/event as needed.  

4.1.1.4.10 Automatically report potentially malicious events detected within the isolation container and 
provide actionable information. 

Symantec Complete Endpoint Defense will report all malicious and suspicious events by default. 
To Symantec it is critically important that such items be logged and stored if needed for further 
investigation. Similarly, Symantec strongly encourages the use of sys-logging to ensure that 
endpoint data is being used to trigger alerts and security responses from other tools in the 
environment.  

4.1.1.4.11 Be capable of containing operating system kernel-level vulnerability exploitation. 

Symantec Complete Endpoint Defense has multiple channels monitoring for such events and has 
a track record for exceeding standard protection norms. One such example would be our defense 
of WannaCry and Petya\NotPetya in which Symantec customers enjoyed a global 0% infection 
rate.  



  

4.1.1.4.12 Provide options for configurable automated or manual remediation actions in response to 
detected potentially malicious events. 

Symantec Complete Endpoint Defense's EDR platform allows for automated playbooks to be 
developed to take defined actions when an event or series of events occurs. Such an example 
could be that if a file is discovered as potentially malicious or a known IOC, the device can be 
removed from the network and put in an isolation zone until the morning when security 
administrators have a chance to manually remediate the system.  

All of Symantec's automated response capabilities can also be triggered manually by security 
administrators even without a corresponding Symantec alert.   

4.1.1.5 Reporting & Monitoring 

 
4.1.1.6 The Vendor must provide a software or service that shall interoperate with event monitoring and 

correlation systems to facilitate aggregated situational awareness. 

Symantec fully supports syslog via its tools and encourages the use of this feature as well as our 
open APIs to integrate Symantec products with other items in the existing security stack.  

4.1.1.7 The software shall support open standards for automated threat information sharing. 

SIEM integrations are fully supported via both syslog feeds and the RESTful API data feed with 
external services, such as threat feeds. 

4.1.1.8 The software shall provide integrated and customizable search with, at minimum, the ability to 
search data from all systems for information relevant to an incident investigation or risk analysis. 

Symantec EDR will automatically correlate event data for any threat it detects in the environment. 
Above this, investigators/administrators will have the ability to manually search for IOCs (via 
hash, STIX/TAXII report, etc.) and allow the EDR tool to correlate systems with like indicators. 
For each system, the running process and network connections can be viewed for each system 
as well as full process trees.  

In addition to this each event is evaluated against the MITRE framework to ensure that an 
accurate timeline of attempted incursions is provided.  

4.1.1.9 The software shall have the ability to execute manual and scheduled scans of specified systems 
for indicators derived from threat intelligence or other sources. 

Symantec supports Daily, Weekly and Monthly scan thresholds to look for known malware and to 
analyze systems for new anomalies. Playbooks can be built on these scans to ensure that an 
initial response is given in line with the State of West Virginia's expectations. 

4.1.1.10 The software shall provide integrated analytics (including visualization) and support the creation 
of custom analytics, in order to identify anomalous endpoint behaviors, support incident 
investigation, and perform event analysis. 

Symantec Endpoint Detection and Response provides threat maps of incidents that allow 
modification of how elements are viewed.  Below this, investigators will find a time sorted forensic 
print out of each event and all available meta data (example: MITRE Framework placing, Trigging 
Event status, parent process, active user, etc.). If there are any correlations with other incidents, 
the incident and its response will be listed for consideration. Furthermore, Symantec EDR 
receives threat intelligence from our Global Intelligence Network and will educate incident 
responders if items appear to be a targeted attack and/or originate from a known organization 
(nation-state, crime unit, activists, etc.)  



  

4.1.1.11 The software shall allow administrative functions to be delegated to users based on 
roles/permissions and or groupings of endpoints they are responsible for managing. 

Symantec provides full Role Based Access Controls for its systems as well as audit functionality 
to ensure each action is logged and recorded for accountability.  

4.1.1.12 The software shall support delegation (i.e., user-specified) of who can access/view collected 
endpoint data. 

Symantec provides full Role Based Access Controls for its systems. Granular access can be 
provided to particular groups/units inside of the organization.  

4.1.1.13 The software shall have the capability to be tuned/configured to reduce alerts resulting from false 
positives. 

Symantec allows for events and notifications to be tuned to help focus investigators on useful 
events.  

4.1.1.14 The software shall provide configurable alerting based upon administrator defined criteria. 

Symantec fully supports notifications and alerts from inside of the product, but also highly 
recommends the use of syslog to integrate Symantec event details with other security tools.  

4.1.1.15 The software shall send alerts at administrator-definable intervals. 

Symantec supports alert thresholds being defined. For example - if 10 new pieces of malware are 
found in under a minute and administrator may be notified immediately however if 10 new pieces 
of malware were found over the course of a day and all were remediated a daily report would be 
sent at the defined time.  

4.1.1.16 The software shall provide the ability to automatically discover and alert on previously unknown 
external and/or internal hardware/peripheral devices (such as storage) connected to endpoints for 
the purpose of retrospective/post-event analysis. 

Symantec supports the ability to log all plugged in devices. An additional option with this feature 
is to also log file names that are written to peripheral devices. Content inspection can be 
integrated with Symantec DLP if this becomes a consideration for the State in the future.  

4.1.1.17 The software shall generate reports based on pre-saved userdefined formats and datasets to 
facilitate rapid analysis, decision making, and follow-up actions following events. 

Symantec reports can be tuned to provide desired content for easier analysis. Similarly, 
notifications can be set to alert on user defined thresholds. For instance, one administrator may 
want to be defined if a number of systems go offline at one time and another administrator may 
only care if malicious/suspicious detections have occurred.  

4.1.1.18 The software shall provide time stamping of all collected data and events based on a single time 
standard (e.g., coordinated universal time). 

Symantec meets this requirement fully across all product sets. Having a single time standard is 
critical to incident remediation.  

4.1.1.19 The software shall have the ability to pull locally stored data from specified endpoints in near real 
time to support high priority hunt and forensic operations. 

Symantec Endpoint Detection and Response has the ability to pull full endpoint recordings from 
the system as well as the ability to pull individual file items from a system to a no-execution zone 
where forensic teams can access the file and move for the benefit of their investigation. 



  

4.1.1.20 The software shall provide automated analysis and visualization of an attack; including 
production of an event timeline and initial assessment of severity/impact. 

Symantec Endpoint Detection and response provides a visual and forensic output for all 
incidents. 

  - The incident map provides objects for URLs, Systems, and files/objects that make up the 
incident. Each object can be moved on the map to help with sorting and investigation. 

  - The forensic print out is a chronological report for each event in the process with data elements 
surrounding each event. Each event can be opened to review associated details. The forensic 
team can build custom views to help ease incident remediation and pull out data elements for 
easier inspection - such as if an item is a triggering even, unknown to Symantec, or made a 
network connection.  

4.1.2 Technical Details 
4.1.2.1 The Vendor must provide the minimum supported platforms including: Windows operating system, 

Linux operating system, and all virtual environments including but not limited to VMWare, Azure, 
and Hyper-V. 

Client Workstation and Server System Requirements 

Windows® Operating Systems 

• Windows Vista (32-bit, 64-bit) 

• Windows 7 (32-bit, 64-bit; RTM and SP1) 

• Windows Embedded 7 Standard, POSReady, and Enterprise (32-bit, 64-bit) 

• Windows 8 (32-bit, 64-bit) 

• Windows Embedded 8 Standard (32-bit and 64-bit) 

• Windows 8.1 (32-bit, 64-bit), including Windows To Go 

• Windows 8.1 update for April 2014 (32-bit, 64-bit) 

• Windows 8.1 update for August 2014 (32-bit, 64-bit) 

• Windows Embedded 8.1 Pro, Industry Pro, and Industry Enterprise (32-bit, 64-bit) 

• Windows 10 (32-bit, 64-bit) 

• Windows 10 November Update (2015) (32-bit, 64-bit) 

• Windows 10 Anniversary Update (2016) (32-bit, 64-bit) 

• Windows Server 2008 (32-bit, 64-bit; R2, SP1, and SP2) 

• Windows Small Business Server 2008 (64-bit) 

• Windows Essential Business Server 2008 (64-bit) 

• Windows Small Business Server 2011 (64-bit) 

• Windows Server 2012 



  

• Windows Server 2012 R2 

• Windows Server 2012 R2 update for April 2014 

• Windows Server 2012 R2 update for August 2014 

• Windows Server 2016 

Windows Hardware Requirements 

• 1.9 GHz CPU or higher 

• 1 GB of RAM (2 GB recommended) 

• 530 MB of free space on the hard disk 

Macintosh® Operating Systems 

• Mac OS X 10.10, 10.11, macOS 10.12, 10.13 

Mac Hardware Requirements 

• 64-bit Intel Core 2 Duo or later 

• 2 GB of RAM 

• 500 MB of free space on the hard disk 

Virtual Environments 

• Microsoft Azure 

• Amazon WorkSpaces 

• VMware WS 5.0, GSX 3.2, ESX 2.5 or later 

• VMware ESXi 4.1 – 5.5 

• VMware ESX 6.0 

• Microsoft Virtual Server 2005 

• Microsoft Enterprise Desktop Virtualization (MED-V) 

• Microsoft Windows Server 2008, 2012, and 2012 R2 Hyper-V 

• Citrix XenServer 5.6 or later 

• Oracle Cloud 

• Virtual Box by Oracle 

Linux Operating System (32-bit and 64-bit versions) 

• Amazon Linux 

• CentOS 6U3, 6U4, 6U5, 6U6, 7, 7U1, 7U2, 7U3; 32-bit and 64-bit 

• Debian 6.0.5 Squeeze, Debian 8 Jessie; 32-bit and 64-bit 



  

• Fedora 16, 17; 32-bit and 64-bit 

• Oracle Linux (OEL) 6U2, 6U4, 6U5, 7, 7.1, 7.2, 7.3 

• Red Hat Enterprise Linux Server (RHEL) 6U2 - 6U8, 7 - 7.3 

• SUSE Linux Enterprise Server (SLES) 11 SP1 - 11 SP3; 32-bit and 

64-bit; 12 

• SUSE Linux Enterprise Desktop (SLED) 11 SP1 - 11 SP3; 32-bit 

and 64-bit 

• Ubuntu 12.04, 14.04, 16.04; 32-bit and 64-bit 

Linux Hardware Requirements 

• Intel Pentium 4 (2 GHz CPU or higher) 

• 1 GB of RAM 

• 7 GB of free space on the hard disk  

The EDR on-premise appliance is a Virtual Appliance requiring: 

  - 12 cores 

  - 48 GB memory 

  - 500GB disk 

4.1.2.2 The software shall not impair authorized system operations nor shall it degrade managed system 
performance in any way, which may adversely impact a system's primary business/mission 
functions. The following authorize system operations include but not limited to: 

4.1.2.2.1 Patching, Scanning, Business software usage, 

By default, Symantec products do not typically interfere with patching software or known business 
applications. In the event of any issues, Symantec offers centralized whitelisting to allow 
permitted business and patching applications to run without impact. Scanning solutions without 
an installed agent soliciting the traffic will also need to be whitelisted as out of the box Symantec 
will block most unsolicited inbound traffic. 

4.1.2.2.2 The following Information Assurance Tools/lnitiatives include but not limited to: 

Symantec has a broad knowledge of other security and assurance tools and makes every effort 
to ensure compatibility if possible. In some cases, items like Vulnerability scanners will need to be 
explicitly whitelisted due to the nature of the product (unsolicited traffic checking known 
vulnerabilities). In most cases, Symantec can be deployed along other security tools with little to 
no configuration.  

4.1.2.2.2.1 Secure host baseline, and assured compliance assessment software. 

As part of the proposed solution, Symantec offers features around Host Integrity Monitoring that 
can check to ensure systems are compliant with the expected configuration. Symantec also 
works with other tools that may exist in this space such as ForeScout, Cisco, BigFix, and more.  



  

4.1.2.3 The software shall allow for patching and update of containerized applications through a means of 
automated verification (e.g., integration with automated patch management 
infrastructure/processes). 

Symantec fully meets this requirement. Isolated applications are not allowed to make changes to 
the system, but defined applications (such as SCCM for example) can be allowed to modify 
isolated applications.  

4.1.2.4 All software components shall have the ability to be automatically deployed and configured based 
on predefined configurations. 

Symantec provides several deployment options such as: 

  - A Symantec hosted deployment wizard 

  - Ability to push clients via software deployment tools (SCCM, Tanium, ITMS, etc.) 

  - Ability to force install of clients via GPO.  

Defined policy baselines are included in the client to ensure it is protected automatically after 
install. As part of the installation process clients will attempt to check in and verify that the 
bundled policy is still the current policy. If not, updates are made to ensure a consistent 
experience from the start.  

4.1.2.5 The software shall securely store and transmit data in a manner that ensures the confidentiality, 
integrity, availability, and source authenticity of the data. 

By default, Symantec solutions are installed with TLS enabled and enforced. Manual intervention 
is required to deprecate this security. 

4.1.2.6 The software shall encrypt all data in transit or data at rest with Federal Information Processing 
Standards (FIPS) 140-2 compliant cryptographic modules. 

Symantec supports FIPS 140-2 compliance for client/server communication. 

  

4.1.3 Optional Renewals 
4.1.3.1 Vendor should include, as part of its bid, pricing for optional renewal years 2, 3, and 4. These 

optional renewal years will be agreed upon by both parties and initiated by the Agency via 
Change Order. The contract will be awarded on the initial year's cost only. 

As referenced in Exhibit A Pricing page, for years 2, 3 and 4 the Symantec price will not exceed 
an annual increase of 5%.  This is shown as a ceiling price not an automatic increase.  

 



  

About Symantec 

Symantec Corporation, founded in 1982, is the world’s largest pure-play cybersecurity company. With 
11,000 employees and operations in 46 countries, organizations across the world look to Symantec for 
strategic, integrated solutions to defend against the most sophisticated attacks across their endpoints, 
email, cloud environments, the web, and networks. Symantec protects 15,000 enterprises worldwide, 
enabling them to take full advantage of cloud services without compromising the security of the people, 
data, applications, and infrastructure that drive their business. Our advanced technology portfolio is 
powered by the world’s largest civilian threat intelligence network, enabling us to see and protect against 
the most advanced threats. 

Symantec operates one of the world’s largest civilian cyber intelligence networks, allowing it to see and 
protect against the most advanced threats. We are solely focused 
on helping organizations of all sizes, governments, and individuals 
secure their most important data wherever it lives. 

Symantec’s individual product technologies are unsurpassed with 
multiple products being named as leaders by industry analysts, such 
as Gartner, Forrester and others. Symantec was recently named as 
the ‘top-right’ leader in Zero Trust 
(https://resource.elq.symantec.com/LP=6476?cid=70138000001Ffr9AA), validating Symantec as the 
unrivaled leader in cybersecurity efficacy. 

In addition to Symantec’s enterprise leadership in cybersecurity, the Symantec product family protects a 
global community of over 50 million people and families with Symantec’s Norton and LifeLock product 
suites, securing their digital lives at home and across all their devices.  

Integrated Cyber Defense  

Having superior products isn’t sufficient to address the evolution of cyber threats. The complexity of 
managing many disparate tools drives up the cost of a cybersecurity strategy. Products must integrate 
and work in unison to form a unified cyber defense strategy.  

Symantec’s approach is different and superior 

Our Cyber Defense Platform unifies cybersecurity products, services, and partners. The Cyber Defense 
Platform drives down the cost and complexity of 
cybersecurity, while protecting enterprises against ever 
increasingly sophisticated threats.  

Symantec understands that many organizations intentionally 
use a mix of Symantec and 3rd party products that aren’t 
integrated. To solve this, our Integrated Cyber Defense 
Exchange (ICDx) standardizes the interfaces between 
Symantec’s portfolio of enterprise security solutions and a 
diverse ecosystem of hundreds of 3rd party technology 
partners.  

The foundational component of the Platform is an Integrated Cyber Defense Exchange (ICDx), which 
combines information protection, threat protection, identity management, compliance and other advanced 
services, powered by shared intelligence and automation across endpoints, networks, applications, and 
clouds.  

The ICD Platform gives Symantec customers a single point of integration that only requires simple 
configurations within an easy to use console in order to centralize, normalize, archive, filter and forward 
events from all supported Symantec and 3rd party products. ICDx integrates data, such as Indicators of 
Compromise (IoC) for a range of control points including Endpoint Security, Web & Network Security, 
Email Security, and Cloud App Security.  

Benefits of Integrated Cyber Defense  

• Simplifies Operations and Reduces Costs 
by integrating tools and consolidating controls 

• Reduces Organizational Risk by hardening 
security and covering new exposure points 

• Speeds Cyber Response by integrating 
cross-organization workflows 

 



  

 

 
 

Innovation Driving Growth 

To maintain its industry leadership and protect customers in the face of ever evolving threats, Symantec 
embraces a global research and development (R&D) strategy to drive organic innovation. More than 
3,000 engineers and researchers throughout the company pursue advanced projects to translate R&D 
into customer solutions by creating new technologies and integrating our unique set of technology assets. 
Symantec focuses on short, medium, and long-term applied research, develops new products in 
emerging areas, participates in government-funded research projects, drives industry standards, and 
partners with universities to conduct research supporting Symantec’s strategy. This has resulted in 
Symantec holding over 2,000 patents. 

Corporate Responsibility 

Symantec is committed to conducting business with respect and attention to ethical operation, a diverse 
and inclusive workforce, the environment, and positive societal impact. We share our progress in 
delivering on this commitment in our corporate responsibility report, Securing a Sustainable Future. We 
have developed this report using the Global Reporting Initiative (GRI) Sustainability Reporting Standards 
at the “Core in Accordance” level. The report describes how we are taking action to address our priority 
issues and serves as our annual Communication on Progress (COP) as a signatory to the United Nations 
Global Compact.  

 

 



  

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 

 


