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Letter of Transmittal
July 2, 2018

Melissa Pettrey, Senior Buyer

Department of Administration, Purchasing Division
20719 Washington Street East

Charleston, WV 25305-0130

RE: RFP DMV1800000001

Dear Ms. Pettrey,

On behalf of Veridos America, Inc. we are pleased to present our response to the West Virginia Division
of Motor Vehicles (WVDMV), to RFP DMV1800000001 Driver's License and ID Card.

Veridos understands the need of jurisdictions across North America to provide their citizens with the
most secure credentials possible. We believe that together, we can implement a solution that increases
both the security and customer experience of West Virginia’s citizens while simultaneousiv offering cost
savings to the WVDMV.

Veridos is currently providing similar solutions to jurisdictions in both the United States and Canada and
we have identified a number of solutions within our proposal that would bring West Virginia’s Driver's
License and ID Card program ahead of the national curve. As part of the Giesecke + Devrient Group,
Veridos offers the WVDMV over 160 years of experience providing secure documents and credentials.
Our full range of identification products and solutions offer West Virginia a complete solution to all the
requirements of this RFP.

We are happy to provide references who can speak to the quality of our solution, many of whom we
have served for over a decade. It is this dedication to long-term quality, combined with innovation and
customer focus that makes Veridos the ideal partner for the WVDMV.

Upon contract award, Veridos requests an opportunity to discuss the Indemnification requirements on
page 37 of the RFP. Veridos understands this provision but seeks an update on the potential cures
offered by WV in Addendum 3 of the RFP.

We are confident that the Driver’s License and Identity Card Solution contained within this proposal
provides West Virginia with the most secure, cost effective central issuance solution.

Sincerely,

/’é{l{,&w Wmd

Kathleen Synstegaard Paul Mazzeo
Director, Sales USA President Veridos America, Inc.




Attachment A: Vendor Response Sheet

Veridos America, Inc. is pleased to present our response to the West Virginia Division of Motor
Vehicles (WVDMV), for RFP DMV 1800000001 Driver’s License and ID Card.

For many years the Government Solutions team of Giesecke & Devrient (G+D) has partnered
with Bundesdruckerei to deliver class leading identity solutions. Veridos provides Government
ID Solutions as a subsidiary of these two firms. Our unique history allows Veridos to be the
only firm in the industry devoted exclusively to servicing the unique needs of Government
clients. Together with our parent companies Veridos has successfuliy delivered more than 150
government ID projects encompassing hundreds of millions of Driver’s Licenses ID cards and
Passports.
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Giesecke & Devrient (G+D) holds 60% ownership of Veridos and is an international supplier of
banknotes, payment and smart cards, SIM cards and mobiie / cloud solutions with a significant
footprint in North America.

Bundesdruckerei holds 40% ownership of Veridos and is a class leader in secure identity
systems inciuding ePassports, Border Control Solutions and document verification services.
Veridos is proud to build upon our parent firm’s more than 25 years of success in the United
States and more than 400 years combined experience in secure printing.

In the Americas Region, Veridos and our parent firm G+D have more than 1,300 employees in
the United States, Canada and Mexico across eight (8) facilities including three (3) high volume
production sites. Our Twinsburg, OH facility is our premier standards-compliant facility in the
United States, producing secure government identification credentials for multiple
jurisdictions.

We have read and understood the WVDMV's requirements contained within this REP and are
confident that our solution will facilitate West Virginia’s transition to a full central issuance
model securely, seamlessly, on-time and on-budget. If selected, Veridos offers the WVDMV our
full commitment to providing the citizens of West Virginia with the most secure, durable and
cost-effective documents. Through our continued investments into new and emerging
technologies both in the United States and in our subsidiaries in 31 countries around the
world, Veridos is an ideal partner for the State of West Virginia for the full term of this
contract and beyond.



Full End-to-end Solution

Veridos offers the West Virginia DMV a full end-to-end solution from image capture and
enrollment, faciai recognition and data management to central issuance card personalization
and mailing. We will provide:

A complete DL/ ID card solution including highly-secure custom card designs

Aecure manufacturing and printing the United States that includes secure tracking of all
card stock

Fully customizable, high-security, AAMVA-compliant card bodies created from extremely
durable and secure substrate material. West Virginia‘s new cards are designed to be
easily validated by law-enforcement and the private sector

Secure temporary Driver's Licenses

End-to-end system for driver’s license / ID card issuance. In addition to providing fully
installed image capture workstations in DMV offices, Veridos’ software will assist
operators to quickly enroll licensees and pass the reguest to our central issuance facility
in Ohio for rapid card distribution

Secure data transmission and reception in formats that will work with WVDMV's systems

A proven operations and project management team that can meet your scheduling and
planning needs

Ulitra-secure central issuance facility to ensure your information and product is always
secure

Exceptional, customized training to WVDMV'’s ‘Train-the-Trainers’. Our customized
training plan will include skills-based, hands-on modules created exclusively for the
WVDMV by the OEM hardware manufacturers and Veridos system architects.

Best in class partnership and a total suite of professional services. Key to Veridos’ success
is our desire to be a long term partner to each of the jurisdictions we serve. Our
comprehensive program management and extensive industry knowledge provide us the
best ability to monitor, manage and track your solutions performance. From rapid service
at DMV sites to regular meetings to demonstrate the latest trends and technology,
Veridos will work tirelessly to ensure that our solutions provide West Virginia with the
most secure programs available.

Security of Central Issuance

Veridos' solution is designed to provide the WVDMV with both best in class security and
world-class customer satisfaction. Veridos is the original manufacturer of the AAMVA and



Real-ID compliant cards proposed in this bid. These cards are constructed of a special blend of
materials that have been extensively tested and qualified by Veridos and multiple
independent laboratories. The card material cannot be obtained through any source other
than Veridos. Each card will be marked with a Document Control Number at the time of
manufacture and this number will be used to track the card through its entire life cycle
including in the hands of the licensee.

From the moment of manufacture, through issuance and into the hands of the end-user, these
card bodies will work with our Inventory Management System (IMS) to ensure total inventory
control. As just one example of our unprecedented level of tracking options, the Datacard
printers to be provided as part of our soiution can be configured to scan the DCN from every
card they print, automatically updating the systems to show when a specific card body has
been issued. Combined with the custom security features unique to West Virginia, this level of
inventory tracking and card material control will provide unrivalled resistance to fraud. With
this level of security and control, WVDMV can provide a new level of security for federal Real-
ID compliant cards issued from Veridos’ high security facility.



High Level Overview of Veridos’ Solution
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/f Veridos’ End-to-End \

Solution

¢ Fully installed
workstations with all
required hardware and
software to produce and
issue cards in minutes, or
transmit request to
Central Issuance facility

e Powerful Facial
Recognition System with
1:1 and 1:N matching

= Online search and
reporting capabilities

¢ Experienced Project
Management and
Delivery Team

e Proven Governance and
Project Delivery Model.

» Local presence for rapid
DMV maintenance

» Dedicated team for in

Kﬁeld support and day—to)

Veridos as a Partner

ﬂecure Central Issuance for
Federal ID Cards

» All card bodies for West
Virginia will be printed at
our high security facility
in Twinsburg, Ohio

e Site certified by Visa,
MasterCard, Discover and
American Express

e Quality certification 1SO
9001, 27001, 14001

¢ Total supply chain control
and inventory
management

= Fully customizable
reporting allows for card
tracking in real-time

* Secure fulfilment and
mailing

» Encrypted and secure IT
environments for file
processing, testing and

vmplementation.

Y

\ ( Card Design & Securi‘ty\

e Secure design from an
expert Graphics team
meeting all AAMVA
standards

+ State of the art, high
quality card bodies
designed to exceed West
Virginia's longevity
requirements

o Layered security features
make cards extremely
resistant to counterfeit
and other attempts at
fraud

¢ Ongoing redesign and
card design security
reviews

= Secure storage and
shipping of card stock to
DMV offices

\- /

We recognize the challenge organizations face in balancing ways to reduce on-going costs
and yet effectively process and deliver a highly secure Government identification card. Over
the iast several years, we have enabled our clients to overcome their challenges through our
investments in technology, research and development, services, employees and strategic
partnerships. We have extensive experience globally in helping government institutions
reduce their total cost of ownership and provide a cutting edge secure solution. .

The Veridos vision is to provide superior business outsourcing services that enhance the long-
term value and effectiveness of our clients. We realize this vision by employing a highly
capable workforce and by providing our ciients with superior quality services at a competitive
cost. Our mission is to create, deliver and continuously improve our business services to help



transform and enhance our clients’ business. Through our ongoing annual investments into
research and development, Veridos is poised to offer exciting new products into the
marketplace including advancements in Print on Demand offerings and 1.D. verification services
and new mobile driver’s license and identity card application to allow WVDMV customers the
chance to carry all of their secure credentials on their smartphone.

Our unique structure has enabled Veridos to grow substantially continue to deliver work for
many high profile clients across North America. Our wider solutions portfolio includes the 80%
of the Canadian secure payment card market, secure driver's licenses, AAA cards, national and
local ID and health cards.

Secure Manufacturing in the United States

We maintain PCI-CP certifications for manufacturing and personalizing Visa, MasterCard,
Discover, and American Express cards, as well as 15O 9001, 1SO 14001, 1SO 18001, and iSO
27001. All cards manufactured by Veridos meet or exceed the International Standards
Organization (ISO), International Card Manufacturers Association (ICMA), American National
Standards Institute (ANSI), National Institute of Standards and Technology (NIST), the ABA,
and all major payment card manufacturing standards and specifications.

Veridos and our Parent firm G&D have more than 1 300 emnplovees in the United States,
Canada and Mexico across 8 facilities including 2 high volume production facilities. in North
America, Veridos leverages all of G&D's facilities, to deliver class leading solutions.

Our North American footprint offers several advantages to the WVDMV, including:

¢ Cost savings from using Veridos’ state of the art facility in Twinsburg, Ohio as the primary
production and central issuance facility. The Twinsburg site is a key component of Veridos’
North American footprint that is already established and fulfilling client orders.

e In the unlikely event of a natural disaster or disruption of service, Veridos has a secondary
site located in Dulles Virginia to provide disaster recovery service.

* Both locations offer highly secure logical and physical environments. Having these sites in
close geographical proximity to West Virginia means that the WVDMV is well positioned to
rapidly implement any desired advances or updates as soon as they are available. This
proximity also offers a reduction in lead-time for mailing and service.

Veridos’ Experience

Veridos (G+D) has implemented more than 150 government projects in the past 25 years.

Some of our larger implementations from the past decade include:

¢ Ontario Driver's License and Health Card, 2007 - Ongoeing
* Manitoba Driver's License and ID Card, 2009 - Ongoing



Saskatchewan Driver’s License and ID Card, 2016 —

Oregon Driver’s License and ID Card -
Launching November 2018

Ohio Driver’s License and ID Card — Launching
July 2018

German EID, 2013 - Ongoing

International Aero Transport Association, 2013 -
Ongoing

Austrian National Eiectronic Health Card,
Residence Card, e-Passport chips, 2004 -
Ongoing

Brazilian Electronic ID Card, 2009 - 2012
Bulgarian National ID & European Residence
Card, 2009 - Ongoing

Czech Republic European Residence Permit,
2011 - Ongoing

Dominican Repuklic Voter ID Card - 2007

Ongoing
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Macau Electronic ID Card, 2002 - 2008 and MWS upgrade, 2011 - 2012

Macedonian New Identification Documents for Macedonia, 2005 - Cngoing

Mexican Voters ID, July 2013 - Ongoing
United Arab Emirates MIL ID, 2010 - Ongoing

Austrian Passport - Supply of Chip Modules, 2006, 2010 - 2014
Kosovo Travel Documents and Personalization System, 2000 - 2007, 2008 - 2011

Botswana Passport, PP Production and Border Control System, 2008 - 2012

Bhutanese Passports, 2005 - 2011

Haiti Passport and Border Control System, 2002 - 2012

Latvia Passports and Passport System, 2009 — 2012
Turkmenistan National ID Documents, 2010 - 2012

Madagascar Passports, 2005 - 2010
Yemen Passports, 2004 - 2011
Zambian Passports, 2006 — 2012



Ministry of Transportation of Ontario (MTQ)

Since 2007 Veridos has been the trusted partner of Canada’s largest jurisdiction. When MTO
first partnered with Veridos they required a complete end-to-end solution that started with
Fnllzts%-lnt:_;\ke stations, full s_.oftware. for regl_stration and photo ] -

gation, data encryption and integration, ;
manufacturing, printing and fulfillment of cards from a secure P~
central issuance facility.

Within just 9 months Veridos was able to implement a full
issuance solution for MTO with one of the most secure Driver's
Licenses available anywhere in the world.

Today, the Veridos / MTO partnership continues to grow and includes the Ministry of Health
(MoH). Veridos issues over 6.5 million cards per year on behalf of Ontario including over
300,000 Enhanced Driver’s Licences and 3.5 million standard licenses.

Highlights of the MTO program:

¢ Design and security features for Ontario Driver License, Enhanced Driver License, Ontario
Photo ID and Ontario Health Cards.

* Veridos provided ali of the front-end capture systems and ongoing maintenance

» 1,100 sites were installed with new photo-capture equipment, scanners, and signature
pads

* Manufacturing, personalization, fulfillment and mailing of all card types.
» Network connectivity and data hosting
* Delivery and Implementation, Project Management

* Delivered on time and to MTQ's requirements

Manitoba Public Insurance (MPI)

When Manitoba Public Insurance (MPI) first partnered with Veridos in 2008 they wanted to
move to a more secure card body, with a range of security features and options that could be
configured by industry experts to meet current and future regulatory and legislative
requirements. Veridos provided the scope of services required
by MPI, including card manufacturing, card personalization, e
card fulfillment, sourcing of card carriers, protective sleeves, P'“'
activation labels, buckslips and envelopes for both the
Province of Manitoba Driver License (regular and enhanced)
and the Identification Card (regular and enhanced).

the Manitoba project involved full iong-term account management, project management and
delivery, design and manufacturing and fulfillment for Driver Licence and ID Cards. This large-
scale project also included close partnership to ensure delivery of all standards, including
AAMVA standards, and guarantee Enhanced DL's met border-control standards expected of
identification at American/Canadian border checkpoints. This experience has proven the
ability of Veridos’ teams to provide:

» Secure card production services



» Design and Security Consultation for the Manitoba Driver License, Enhanced Driver
License, Manitoba Identification and Enhanced Identification

* Enhanced DL design to be used for border crossing between Canada and the US (similar to
a passport)

* Facial Recognition

Saskatchewan Government Insurance (SGI)

The latest Canadian jurisdiction to partner with Veridos was Saskatchewan Government
Insurance {SGl) successfuily launched their advanced Driver’s Licence and ID card solution in
April of 2016.

The solution included a Centralized Card Production and Mail Fulfillment Service, Image

Capture Solution (camera, workstation, scanner and supporting software) and a full Facial
Recognition System and data migraticn. The province’s goal was to ensure that citizens of
Saskatchewan could visit any of their nearly 400 geographically
dispersed motor licencing issuing offices and have a seamless

experience in the process while enhancing the technology used
to reduce fraud and help safeguard the identities of its citizens.

H NN Nnnn
Saskatchewan Government Insurance provides over 500,000

secure cards, & cornbination of DL and ID cards, annuaily or on

average, 1,850 cards per day which are all manufactured and mailed from our central issuing
facility in Markham, Ontario, Canada. The entire solution was implemented on-time and on-
budget.

Veridos managed the installation, training, integration and support of all deliverables. Veridos
also provides a depot maintenance program for alil associated hardware and ongoing FRS
system support. All periodic software updates are provided to the province as required on an
ongoing basis subject to the agreed upon Software Maintenance for the length of the
contract.

Ohio Department of Public Safety / Bureau of Motor Vehicles (ODPS/BMV)

The Ohio Department of Public Safety / Bureau of Motor Vehicies (ODPS/BMV) is transitioning
from over-the-counter DL/ID card issuance to central issuance. Veridos is providing an image
and signature capture solution, REAL-ID compliant polycarbonate card substrates and
automated central issuance card personalization and mailing. Once launched in early 2018
Veridos will issue approximately 3.3 million cards annually for the State of Ohio.

Relevant Process Improvements:

» Capture solution for capturing ICAO/AAMVA-compliant
images

¢ Signature capture solution for capturing signatures and
applicant certifications

¢ Statewide installation and deployment services

o 192 sites in one weekend

e Secure card production services

» Card quality assurance processes



e Automated mailing of credentials

Partnerships for West Virginia DMV

For the West Virginia DL / ID solution, Veridos will engage in long-term partnerships to ensure
that the WVDMV’s new DL/ID program is a success. Both of our chosen subcontractors for this
bid have proven themselves to be reliable and professiona! additions to the industry.

Entrust Datacard and Veridos have partnered for decades to deliver DL/ ID solutions and Excel
Management Systems has 28 years of experience providing IT and physical infrastructure
support across the United States.

Veridos takes full responsibility for the performance of our subcontractors and has full
confidence in their performance.

Entrust Datacard

Veridos is working with Entrust Datacard to provide the front-end capture hardware, over-
the-counter and central issuance card personalization and mailing systems for this bid. Veridos
and Entrust Datacard have a proven track record of delivering solutions together. We have
partnered to deliver projects across the globe including but not limited to the Ministry of
Transportation of Ontario, Manitoba Driver License, Saskatchewan Government Insurance and
we are working together to implement a successful driver license system for the State of
Oregon. Over the past decade we have developed a tight partnership that will enable us to
work together seamlessly to deliver the

strongest possible solution for the . i _
WVDMV. Entrust Datacard is honored to be part of

Veridos’ team for this bid. Veridos is valued
partner of Entrust Datacard’s giobally in both
government identification and financial markets.
Together, we have delivered several highly-

Entrust Datacard is a respected OEM
solutions and hardware provider whose

solutions are used in 6 Canadian successful and advanced government
Provinces and 15 U.S. States including identification solutions around the world.”
West Virginia. Michael Berman,

EDC experienca in Canada: Entrust Datacard’s Generai Manager and Vice

. . President Americas Public Sector
e British Columbia

¢ Manitoba
s Ontario : : _
e Quebec \ /
¢ Saskatchewan :
*  Yukon

EDC experience in the Unijted States:

» Alaska » Maryland e Washington
« Colorado * New Hampshire » West Virginia
e Delaware * Ohio * Wyoming

*  Washington DC e Oregon

e Hawaii e South Carolina

e Idaho e South Dakota
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Excel Management Systems Inc.

EXCEL is a Veteran Owned, Minority Business Enterprise (MBE), incorporated in the State of
Ohio by Mr. Curtis T. Jewell in 1989 with nearly Twenty (20) professionals on staff. The
company has an excellent 27-year history, and outstanding past performance demonstrated
in a variety of market sectors, including the Federal government, multiple state agencies,
and commercial and non-profit organizations. EXCEL has established itself as a subject
matter expert related to IT infrastructure and hardware maintenance as well as sound and
proven processes that effectively enable the recruiting, vetting, training, and managing of
subcontracted resources.

Excel has supported numerous national brands such as:

* Cash America
* Bob Evans Restaurants
=  Donatos

* TBC Brands (Carroll Tire Company, Big O Tires, Tire Kingdom, Merchants Tire & Auto
Centers, NTB, and Midas)

EXCEL will be responsible for the installation, maintenance and end-user training of project
related hardware.

References

Below are our three (3) references that demonstration our capabilities of implementing
programs of a similar nature to WVDMV's. All three references have volumes of at least
400,000 cards per year and have been in production for at least three years. Our references
clearly demonstrate our stability and capability of meeting WVMDV’s card volumes.

Jurisdiction Name: Reference Contact:
Ministry of Transportation of Ontario Ms. Heidi Francis
(MTO)

Assistant Deputy Minister

Project Name: 1201 Wilson Ave,
Ontario Driver’s License and Health Card Downsview, Ontario, Canada
Program - +1(416) 235-4453

Heidi.francis@ontario.ca

Description of Project:

The Ministry of Transportation of Ontario’s (MTO) Driver Licence System had reached the
end of its life as a secure solution and was no longer capable of meeting future security
standards. They required a complete end-to-end solution that started with photo-intake
stations, full software for registration and photo investigation, data encryption and
integration, manufacturing, printing and fulfillment of cards from a secure central
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issuance facility.

MTO had been using a PVC card and most of their intake system equipment was out-of-
date and in need of a full refresh from the ground up. They wanted to move to a more
secure card body, with a range of security features and options that could be cenfigured
by industry experts to meet current and future regulatory and legislative requirements.
The solution also needed to be scalable, to allow citizens and permanent residents to
apply at a large and growing number of stations throughout the province.

The Ministry required a highly secure and durable driver licence card to protect the card
data and ensure the validity of identification. Laser engraving technology was needed to
personalize the photo, personal data and the bar codes on a polycarbonate based card
to ensure compliance with security standards and allow for international |D standards to
be met ongoing.

Finally, the Ministry had a very tight timeline. In less than 9 months from contract
signing, they needed to implement a system that would enable everything mentioned
above and start production for more than 3.5 million cards annually.

Relevant Experience:

 Design and security features for Ontario Driver License, Enhanced Driver License,
Ontario Photo ID and Ontario Health Cards

* Together Veridos and EDC provided all of the front-end capture systems and
ohgoing maintenance

* 1,100 sites were installed with new photo-capture equipment, scanners, and
signature pads

¢ Manufacturing, personalization and fulfillment of all card types.
* Network connectivity and data hosting

» Maintenance

= Delivery and Implementation, Project Management

» Delivered on time and to MTO's requirements

Relevant Card Features:

= Polycarbonate card body for Driver License and Enhanced Polycarbonate card body
for Health Card

= Tactile laser engraved personalization data

s MLI/CLI lens / Ghost image

s Pre-printed serial numbers on card backs

¢  Microgrint
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e Black and White Laser Photo for Driver License, Color Photo for Health Card

e UV Print

s Data Encryption _

»  Chip Cards for Enhanced Driver License that prove Veridos’ ability to provide EDL
technology if WYDMV should ever wish to provide border crossing-enabled driver
licenses.

Relevant Experience From This Project:
The Ontario DL and Health Card project involved full long-term account management,
project management and delivery, design and manufacturing and fulfillment for both
Driver Licenses and Health Cards. This large-scale North American project also included
close partnership to ensure delivery of all standards, including AAMVA standards.
Further, this project also involved setting up over 1,000 sites with photo-capture
equipment. This experience has proven the ability of Veridos' Government Services teams
to:
1. Provide manufacturing, personalization and fulfillment of high-grade
governmental identification cards. Veridos’ proposed plant for West Virginia has
a capacity of 144 million cards annually and can well exceed the requirements of
this RFP,

2. Provide Identification cards with advanced security features, designed to provide
maximum counterfeit resistance to meet all governmental standards

3. Fulfillment and direct and indirect mailing of cards, working closely with postal
services and couriers to ensure that the quality of cards remains intact through
the shipping process

4. Provide ongoing consuitation about relevant standards, including full AAMVA
compliance, to ensure that all client’s needs and security concerns are met

5. Security infrasiructure - Veridos planned and impiemented the entire security
infrastructure for this project, and the experience gained in this project will
ensure the State of West Virginia's security is world class, provided by a team
that has already proven its ability to deliver

6. Manage multiple internal and external stakeholders

7. Manage and deliver the installation of photo-capture equipment at widespread
and geographically diverse locations.

8. Provide first-class project management for a iarge-scale project with a need for
flexibility, to deliver different deliverables as government standards and systems
change

Project Dates:

Project start: November 2007
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Contract completion: November 2022

Jurisdiction Name:

Saskatchewan Government Insurance (5Gl)

Project Name:

Reference Contact:

Mr. Randy Stoneham

Manager, Issuer and Customer Support
Services

Saskatchewan Driver's License and I.D.
Card Program / Facial Recognition Program

2260 1™ Avenue
Regina, Saskatchewan, Canada
+1 (306) 751-3757

rastoneham@sgi.sk.ca

Description of Project:

Veridos was chosen as the new vendor for $GI's (Saskatchewan Government Insurance)}
secure DL and ID card program. The solution included a Centralized Card Production and
Mail Fulfillment Service, Image Capture Solution (camera, workstation, scanner and
supporting software) and a full Facial Recognition System and data migration. The
province’s goal was to ensure that citizens of Saskatchewan could visit any of their nearly
400 geographically dispersed motor licencing issuing offices and have a seamless
experience in the process while enhancing the technology used to reduce fraud and help
safeguard the identities of its citizens.

Saskatchewan Government Insurance provides over 600,000 secure cards, a combination
of DL and ID cards, annually or on average, 1,850 cards per day which are all
manufactured and mailed from our central issuing facility in Markham, Ontario,
Canada. The entire solution was implemented on-time and on-budget.

Veridos, together with our sub-contractor, Entrust DataCard managed the installation,
training, integration and support of all deliverables. Entrust Datacard also provides a
depot maintenance program for all associated hardware and ongoing FRS system
support, 24 hours a day, 7 days per week. All periodic software updates are provided to
the province as required on an ongoing basis subject to the agreed upon Software
Maintenance for the length of the contract.

Relevant Experience:

* Provide front-end capture systems and ongoing maintenance requirements to nearly
400 motor licensing offices throughout the province — many in rural areas.

* Provide full F.R. solution to reduce fraudulent activity

s Worked very closely with their design team to introduce a new, highly secure
identification document while not altering the current design
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e Manufacturing, personalization and fulfillment of all card types.
+  Full network connectivity and support

s Maintenance

= Delivery and implementation, Project Management

¢ Project delivered on-time and within the province’s budget
Relevant Card Features:

» Polycarbonate card body for Driver License and 1.D. Card

e Tactile laser engraved personalization data

¢« MLI/CLI lens / Ghost image

e Pre-printed serial numbers on card backs

*  Microprint

» Black and White Laser Photo for Driver License, Color Photo for Health Card
= UV Print

¢ Data Encryption

Relevant Experience From This Project:
5Gl's Driver’s License and |.D. Card Project involved full long-term account management,

project management and delivery, design, manufacturing and fulfiliment for both Driver
Licenses and Identification Cards.

Similar to the State of West Virginia, 5GI's expectation from Veridos was that the
transition from their incumberit wouid be as seamiess as possibie. As Veridos was
responsible for a single procurement that included provisioning all necessary hardware,
software, design, development, customization, installation, training, personnel, supplies
and ongoing maintenance. Daily card production volume was estimated at
approximately 1,850 cards per day being issued at almost 400 issuing locations across the
province; many in rural locations. The implementation of card production, including
front-end hardware transition/set up was to be completed as part of Phase 1 with the
facial recognition portion being implemented within a 6 month period following
successful operation of card production activities.

Our project management team developed and worked with SGI on a concise plan of
action that outlined start and end dates for each portion of the project including a
collaborative approach to card design portion, change contro! and any risk mitigation
that might impact the extremely aggressive timeline. All issuing offices were outfitted
with new equipment and a training plan was created and executed. Card production was
transitioned — with superior security features on base card and significantly increased
photo quality output on time and on budget.

Following successful implementation, Phase 2 of the project was initiated and included
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the full rollout of a new Facial Recognition System which had a target launch date of 180
days. A complete system design including custom solution architecture, workflows and
development was created. Customizable reporting was put into place and full system
testing and integration was completed; over 375,000 iegacy images were then migrated.
The solution deployment to all environments was implemented once training was
executed and the project was successfully deployed on time.

At project completion, a
at both 5G|, Veridos and it
communication plan.

series of post-mortem calls were heid with the key stakeholders
its sub-contractors to review project flow and continuing

Teday, SGI is successfully in production with one of the most secure DL and ID cards
across Canada hosting a robust front-end capture solution that incorporates FR providing
its citizens with technology that both reduces fraud and helps safeguard their identities.

Fioject Dates:

Project launch: May 2015 Contract completion: May 2025

Jurisdiction Name: ' Reference Contaci:

Manitoba Public Insurance (MPI) Mr. Brad Bunko

Vice President — Information Technology
912-234 Donald Street

Project Name:

Manitoba Driver’s License and 1.D. Card

Program Winnipeg, Manitoba, Canada

+1 (204) 985-8770 ext. 7481
bbunko@mpi.mb.ca

Description of Project:

The Manitoba Public Insurance’s (MPI) Driver Licence System required a much needed
refresh as the existing DL was not capable of meeting future security standards. They
required a brand new DL and ID card incorporating laser engraving on a polycarbonate
substrate. The contract would require manufacturing, printing and fulfillment of cards
from a secure central issuance facility.

MPI had been using a PVC card. They wanted to move to a more secure card body, with a
range of security features and options that could be configured by industry experts to
meet current and future regulatory and legislative requirements. Veridos provided the
scope of services required by MPJ, including card manufacturing, card personalization,
card fulfillment, sourcing of card carriers, protective sleeves, activation labels, buckslips
and envelopes for both the Province of Manitoba Driver License (regular and enhanced)
and the Identification Card (reguiar and enhanced).
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Relevant Experience:

» Secure card production services
¢  All steps, from manufacturing to mailing services

* Provide consultation and partnership to provide “ground up” design and
development of a cutting-edge program

® Design and Security Consultation for the Manitoba Driver License, Enhanced Driver
License, Manitoba Identification and Enhanced Identification cards for non-drivers

* Enhanced DL design to be used for border crossing between Canada and the US
(similar to a passport)

» Facial Recognition

¢ Ongoing consultation and guidance on national and international standards and
security

* Maintenance

¢ Delivery and Implementation, Project Management
¢ Delivered on time and on budget

Relevant Card Features:

* Polycarbonate card body for Driver License and I.D. Card

= Tactile laser engraved personalization data

e MLI/CLI lens / Ghost image

o Pre-printed seriai numbers on card backs

s  Microprint

» Black and White Laser Photo for Driver License, Color Photo for Health Card
e UV Print

= Data Encryption

» Chip cards for Enhanced Driver’s License

Relevant Experience From This Project:

As with West Virginia's project, the Manitoba project involved full long-term account
management, project management and delivery, design and manufacturing and
fulfillment for Driver Licence and ID Cards. This large-scale North American project also
included close partnership to ensure delivery of all standards, including AAMVA
standards, and guarantee Enhanced DL's met border-control standards expected of
identification at American/Canadian border checkpoints. This experience has proven the
ability of Veridos’ teams to:
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¢ Manage multiple internal and external stakeholders

»  Provide first-class project management for a large-scale project with a need for
flexibility, to deliver different deliverables as government standards and systems
change

* Provide ongoing consultation about relevant standards, from AAMVA tc Real ID, to

ensure that aii client’s needs and security concerns are met

e Work closely with postél services and couriers to ensure that the quality of cards
remains intact through the shipping process

¢ Long-Term Account Management - in the words of the Manitoba Public Insurance,
“[Veridos] has become a valued and trusted business partner... We are very pleased
with the working reiationship we have developed with Veridos and look forward to
continuing tc work with the company well into the future.”

* Veridos will provide this same level of ongoing support and true partnership to
the State of West Virginia, ensuring that its project is a success over the entire course
of the contract.

Project Dates:
Project start: 2009

Contract completion: 2024

Staffing Plan

Our proposed Work / Project Manager for WVDMYV is Anastasia Koulis.
Anastasia has 25 years of experience in delivering highly secure solutions in both the

financial and government solutions industries. Anastasia has been a regular, fulltime
employee with Veridos and our parent firm G+D since 2014.

Anastasia will function as the Lead Project Manager and is responsible for the successful
delivery of the project, coordination of WVDMV activities, Veridos and third party resources
as well as ongoing communication and strategy.

Anastasia has recently implemented severai large projects of a similar scope and size to the
requirements of this RFP.

Brief summaries of Anastasia’s recent projects are highlighted below.

Project Reference #1

Company Name: askatchewan Government Insurance
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Company Address:

2260 11" Avenue, Regina, Saskatchewan, S4P 0J9

Contact Name:

Randy Stoneham, - Manager, Issuer and Customer
Support Services.

Contact Telephone Number:

306-751-3757

Contact Email:

Rstoneham@sgi.sk.ca

Date Work Undertaken:

April 2016

Nature of Assignment:

» Large scale project to introduce a brand new
Driver’s License and Identification card & Capture
Manager system by a specific set launch date, as
well as a Facial Recognition System

» High level of complexity involved to manage
deliverables from numercus partners, and work
streams, multi-phased approach , extensive
documentation and testing

» Duration of the project was 16 months — May
2015-Aug 2016

Project Reference #2

Company Name:

IManitoba Public Insurance

Company Address:

912-234 Donald Street, PO Box 6300, Winnipeg,
Manitoba

Contact Name:

Brad Bunko - Vice President; Information Technology

Contact Telephone Number:

204-985-8770 EXT 7481

Contact Email:

bbunko@mpi.mb.ca

Date Work Undertaken:

Current — May 2017

Nature of Assignment:

« Laige scale project to in upgrade a Capture
Management system and launch a Facial
Recognition System

» High level of complexity involved to manage
deliverables from numerous partners,
documentation and testing

» Duration of project was 15 months — May 2015 —
Aug 2016

Veridos will utilize our established Staff Management process for this project. This process,
described at high-level below, ensures that we have the best in class personne! available
through the entire iife of the project and that their work load is fully managed. The core of
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this process is that Veridos employees are fully cross trained, and thus are able to reallocate
as needed for project load. As a global corporation Veridos is able to pull resources from
other business units in North America, and then across the globe, in order to ensure that
fully qualified personnel are always available to the WVDMV.

Location of Offeror Personnel

The proposed Veridos field team staffed by Excel Management will be distributed
throughout the State of West Virginia.

Required Skills and Skill Gap Plan

Veridos believes any successful project must have people with the right set of skills and
experiences. In many cases, with proper planning, there may be enough time to get people
the training or support they need in order to succeed. Every skill critical to the completion of
assigned deliverables needs to be identified and assessed in terms of the level of skill
required (a scale of 1 to 4 is used where 1=Proficient and 4=Novice). A focus is therefore
placed on skills rather than characteristics. A project without enough of the requisite skifls or
experiences, or one which relies heavily on many new outside resources introduces higher
levels of risk. This risk needs to be evaluated and may potentially cause enough problems to
delay or cancel a project until skill gaps have been sufficiently addressed. The chart below
demonstrates how the assessment is captured as it relates to skills.
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Staffing Acquisition

The Project Office is a matrix organization with staff from the Government Solutions,
Operations, and Subcontractor staff. It is used to ensure that there are always sufficient
trained staff to meet both current and upcoming project needs. Where a gap in skills is
identified, the HR department begins a priority recruiting and training program. Thus
Veridos is always able to monitor staff availability, load, and forecast for upcoming stress
periods.

Project Orientation

When new staff joins the project, the Lead Project Manager provides an orientation to the
project. The orientation discusses the following tobics:
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o Background of the Project

o Current Status of the Project

o Specific Job Duties and Expectations

o Introduction to the Staff and Consultants

o Overview of the Facility and Infrastructure

o Overview of the Project Processes, including time reporting, attendance, and
status meetings

o Review of Confidentiality and Conflict of Interest

o The project manager then reviews with staff their current job skills and
discusses mandatory or desired training with the staff. Typical types of
training which may be required or of use to staff include:

o Introduction to Project Management Principles

o Introduction to the Project’s own internal website (ex: company wiki,
SharePoint)

o Introduction to Project Business Tools

Transition to Other Projects/Organizations

In the event staff desire to transition to another project prior to the completion of the
project, the staff functional manager will assume or re-assign the departing staff
responsibilities.

The staff functional manager is responsible for ensuring any pending work is transferred to
a remaining staff member to ensure timely transition and completion of the work. if
appropriate, the receiving staff may request additional training to support the new
responsibilities. At a minimum, job shadowing is performed for at least one week before
staff transition off the project.

Repiacement of Staff

Staff vacancies are addressed through the normal hiring process. The project office works
with the Human Resources to advertise positions and perform interviews. Staff may also be
replaced by redirecting resources from within or outside of the project, or their work!load
may be absorbed by other staff.

Pre-employment Screening

All prospective Veridos employees are subject to pre-employment screening including full
time, part time, temporary employees, contractors, consultants, interns and summer
students.
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We conduct criminal background checks for all States where a potential employee has
resided, i.e. for our Twinsburg, Ohio facility. We therefore conduct fingerprint checks from
the FBI through the State of Ohioc Law Enforcement Agency, Bureau of Criminal
Identification (BCI).

in addition, we conduct anti-terrorist, driving and credit record checks, and conduct drug

testing as part of the employee security screening process. We also conduct checks and
verifications on all former employments and any claimed education attendance and/or

graduations.

Security Screening is also performed annually on all current employees. Evidence of
Screening is maintained on file during an employee’s tenure and for two years after
termination; it is available for onsite audits whenever required.

The key personnel on Veridos’ proposed project team is provided below.

Anastasia
Koulis

Keith Liang

Irina Lissok

Russell Walsh

Project Manager

Program Manager

Senior Manager,

Information
Technology

‘Dﬂikecior of Card

Production

31 years at G+D

Responsibilities

Lead Project Manager, responsible for the successful
delivery of the project, coordination of West Virginia
and Veridos team resources, and ongoing
communication and strategy

Program Manager responsible for overall
management and delivery of the proposed system and
ensuring that all technical and administrative
requirements are met in conformance with the project
schedule and contract requirements

Responsible for Production Programming
Development, Secure Data Transtmission and IT
infrastructure

Operational responsibility for card design and
production

Cindy Peters Customer Responsible for day to day activities within the
Relationship account
Manager

Paul Mazzeo

President, Veridos
America

Key point of escalation and ongoing consultation
expertise, project sponsor responsible for governanice
and accountability

30 years at

G+D/Veridos
Kathleen Sales Director Overall responsibility of account
Synstegaard

20+ years in
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Tom Kelly

Gary Keller
Jim Elder

Seth Stearns

Thomas
Lynch

John
Lawrence

Ryan Scholes

Alex
Holtzclaw

Dave Ward

Dan
Rasmussen

Lori Porchart

industry

Director, Business
Development

30+ years in
Industry

Director of
Solutions
Development,
Americas

Solution Architect
Training Program
Manager

Chief Operéfions
Officer, Excel
Management

Team Lead /Project
Lead

Team Lead

Team Lead
Field Tech

Field Tech
Field Tech

Project
Coordinator

Key point of planning for ongoing security
consultation and industry expertise

Manages the engineering team responsible for
software development, configuration and server
deployment

Architect of overall Capture Manager

Leads and directs the devélopment and execution of a

full training plan, ensuring aii front and back end
users are fully trained

Résponsible for statewide instailation, training and
ongoing on-call maintenance of capture solution
Responsible for Site Surveys, Installation, Maintenance

Responsible for Site Surveys, Installation, Maintenance

Responsible for Site Surveys, Installation, Maintenance

Responsible for Site Surveys, Installation, Maintenance

Responsible for Site Surveys, Installation, Maintenance

Responsible for Site Surveys, Installation, Maintenance

Responsible for Site Surveys, Installation, Maintenance
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Central Issuance
Section 4, Subsection 4.1 - REAL ID Compliance Objectives

Section 4, Subsection 4.1.1 - Vendor should describe what specifications they would propose to
address the REAL iD Act of 2005 standards, and how their solution will meet the initial " Photo
First" requirements providing compliance with those standards. The Agency is requesting an in-
depth description of how this can be handled in *reai time", which shouid consist of a detailed
system diagram illustrating server (physicalfvirtual) locations and on-site equipment at each
Agency location.

Vendor Response:

Taking the photo at the beginning of the enroliment process provides a visual record of
the customer, even if they decide to discontinue the process later. This can be helpful
when investigating fraudulent activities because individuals may decide to depart the
facility if they feel they are arousing suspicion before completing the entire process.
This process does not involve redundant steps or multiple cameras.

A general overview of the process is:

1. The operator enters or selects the applicant name and data of birth {new
record or request from state system)

The operator captures the applicant photo

The operator completes the appiicant enroliment and saves the completed
record to the Secura database (“Enrolled”)

a. Demographic data
b. Signature

¢. Documents

d. 1:1 FRS Check

If the application process is not complete, the data collected, including photo and
signature, is saved and is available for investigators.
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Section 4, Subsection 4.1.2 - Vendor should describe any available alert and notification
mechanisms within their system, to "flag" image comparison and document authentication
issues associated with the image captured during the "Photo First” process, in relation to the
image currently on file (One-to-One, or One-to-Many, comparisons). This is intended for the
purposes of reducing, or eliminating, the potential for identity fraud. This would generate a
notification to the Agency's Investigation, Security and Support Services Unit (*IS&5"),
identifying a potential security risk.

2_1-—_—-*-

Vendor Response:
Our proposed solution complies.

The proposed facial recognition (FR) solution is the FaceVACS-DBScan solution from
Cognitec. We use the Cognitec solution because it is the best in the industry. Cognitec's
research and development specific to FR technologies has been in-use for government
programs for over 20 years.

The 1:1 FR solution will be used during the image capture process. The 1:N FR solution
will be used in near real time. There is an option available to authorized users with
correct permissions assigned in Active Directory that allows a print request to by-pass
the facial recognition checks for specialty card requests.

The system can notify the operator on screen prompts or popup dialogs. The exact
method and business rules around it and use will be determined during the project
design phase in collaborative meetings with the State and Veridos. The proposed
solution can also print disguising marks on the temporary ID\DL if any of the checks
fails.

Any records that fail checks are automatically routed to the adjudication or special
handling queues for further scrutiny before they are sent to the bureau for production.

.
Enrolf New Applicant

Capture Facial iImage
New Photograph On: Fife Photograph Attributes
JCAD Canmpifany; et Mabch Statue FAILED: -

3 Submit this application smywary
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All records sent for card production will be run through a pre-production readiness
check. The pre-production readiness check includes:

» Check each record and do not perform the 1:N check if the ‘Confidential’ flag
is set
e Run the 1:N as each record is processed

- Set a potential match flag on any records identified by the facial recognition
check to have issues sent for investigation

— Add confidential records back into the batch of records for production that do
not require any investigation

* All records ready for production are sent to the card production bureau

* Areport of all the records needing investigation is sent to the appropriate
perscnnel

Once a suspect match is found, a case is created and the investigator uses the
Examiner Module to adjust the case appropriately. State investigators can then use
the tools provided with the Examiner Module to identify individuals from images
captured. This includes not only the images captured with the Secura system, but also
those that provided in special cases from crime scene photos, videos stills and
sketches. All of these images can be used as a source probe image to determine if
there are any matching facial images within the agency’s image repository.

The Examiner Module toolset can enhance images for better comparison to the
gallery. For example, image processing filters can improve the guality of images
retrieved from low quality video footage. The pose correction filter uses 3D modeling
technology to generate frontal views of faces taken under lateral angles. Examiner
also provides a set of inspection tools that help identify the person by comparing
images side by side or by measuring facial features.

Examiner: Side-by-Side Inspection

o Ieipection

Examiner: Pose Correction
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Operators can develop watch lists of potential matches while recording a full audit trail
for each step in the process. Finding a suspect in a timely manner allows investigators to
act upon the search results in the critical time period after a crime has been committed.

All of these tools provide the State of West Virginia with a robust and comprehensive
investigative solution.

Section 4, Subsection 4.2 - Central Issuance Facility Objective

Section 4, Subsection 4.2.1 - Vendor should describe a secure
method allowing mobile device notifications for 'FOR FEDERAL'
applicants, detailing the status of their credential from
application to receipt.

%

Vendor Response:
Our proposed solution complies.

Our Central Issuance Facility includes an online portal, Engage, that tracks production
status from application to receipt. All online services are accessible via the Veridos
Online Portal web interface. The various applications provided to WVDMYV allow
authorized users on your staff to access the application simultaneously and query
information 24 /7. Veridos will provide an interface to this portal that provides a secure
method allowing mobile device notifications for “FOR FEDERAL” applicants, detailing
status of their credential from application to receipt.

Veridos’ Oniine Portal enables WVDMYV a self-service capability to query the processing
status of individual personalization card orders, as well as to designate specific actions
(redirect, pull, hold) for in-process card personalization. The Porta! and Status Enquiry
application are easily adapted for WVDMV's specific needs and offer 24/7/365 access to
production status.

Status Enquiry Application

The Status Enquiry application provides reports regarding the date that a card request
has been received or has been shipped in addition to DL/ID cards specific demographic
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information such as: address, DL/ID card number, data received, batch ID, date shipped,
mailing method of shipment.

The following objectives can be achieved by
WVDMV by using this application:

e Search Cards: User can search for acard = - s
by configurable keys, i.e. DL/ID number
(or other parameters)

¢ View Card Details: User can view the
details of a card request

¢ Select Cards for Pull: User can select a
card or more than one card to submit a
pull request.

Ry e,

Veridos offers a mobile DL/ID application that can be coupled with this requirement to
provide a richer citizen experience.

My Identity Application (MIA) offers West Virginia licensees with the ability to store all
of their credentials securely on the cardholder’s smartphone.

Not only does this offer West Virginia’s citizens a convenient way to access and carry
their DL/ ID cards, but MIA contains significant security enhancements for both citizens
and the WVDMV.

Benefits for Licensees:

My Identity Application only transfers the user approved, requested attributes, thus
keeping the other atiributes secure {although requests by law enforcement can be
treated differently).

For example, for admission to an age-restricted event MIA only presents a picture (for
identification) and that the person is older than the required age - it is not even
necessary to display their birth date.

Access to the application can be protected by biometric, facial recognition or PIN code
Therefore even if the device is lost, access to the license is secure.

Benefits for WVYDMV:
e Can reduce reliance on non-secure paper based temporary licenses.
* Integration of governmental (or law enforcement) ID databases

* Existing (digital) device infrastructure of iaw enforcement agencies (e.g. PCs,
smartphones, tablets) can easily be integrated in the MIA application system

= Due to the highly modular structure of MIA, future changes can be rolled out
easily and will be provided to the user via simple app updates
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» Because of MIA's modular architecture, security protocols can easily be updated
or new protocols can easily be integrated

The MIA.app is authenticated by the MIA.backend via client certificates, which are
stored on the users’ smartphone. The certificate is stored in a secure way by using state
of the art security technologies offered by mobile operating systems such as the
keychain (iOS) or keystore (Android).

All data transfers between the central MIA.backend and the MIA app are secured using
Transpoit Layer Security (TLS). Due to the fact, that My identity Application uses open
and established standards, it is ensured that all security protocols are very well tested
and therefore can be verified by independent security experts (e.g. in case of security
audits).

No data are stored on the smartphone. Personal data is never transmitted directly
between smariphones but is always queried from the connected data sources. Every
data request must be approved by the person to whom the information belongs.

Section 4, Subsection 4.2.2 - Vendor should describe a method
for electronic notification to the Agency which proves that the
applicant has accepted delivery of the 'FOR FEDERAL' Driver's
License or ID. Vendor should describe this process, including
all security measures to be implemented.

L. e .. .
Vendor Response:

Our proposed solution complies.

Our Central Issuance Facility includes an online portal, Engage, that tracks production
status from application to receipt. All online services are accessible via the Veridos
Online Portal web interface. The various applications provided to WVDMV allow
authorized users on your staff to access the application simultanecusly and query
information 24 /7. Veridos will provide an interface to this portal that provides a secure
method allowing mobile device notifications for “FOR FEDERAL" applicants, detailing
status of their credential from application to receipt.

Veridos offers a mobile DL/ID application that can be coupled with this requirement to
provide a richer citizen experience.

iy identity Application (MIA) offers West Virginia iicensees with the ability to store ali
of their credentials securely on the cardholder’s smartphone.

Not only does this offer West Virginia’s citizens a convenient way to access and carry
their DL/ ID cards, but MIA contains significant security enhancements for both citizens
and the WVDMV.

Benefits for Licensees:
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My Identity Application only transfers the user approved, requested attributes, thus
keeping the other attributes secure (afthough requests by law enforcement can be
treated differently).

For example, for admission to an age-restricted event MIA only presents a picture (for
identification) and that the person is older than the required age — it is not even
necessary to display their birth date.

Access to the application can be protected by biometric, facial recognition or PIN code
Therefore even if the device is iost, access to the license is secure.

Benefits for WVDMV:
e Can reduce reliance on non-secure paper based temporary licenses.
» Integration of governmental (or !aw enforcement) ID databases

¢ Existing (digital) device infrastructure of law enforcement agencies (e.g. PCs,
smartphones, tablets) can easily be integrated in the MIA application system

* Due to the highly modular structure of MIA, future changes can be rolled out
easily and will be provided to the user via simple app updates

¢ Because of MIA's modular architecture, security protocols can easily be updated
or new protocols can easily be integrated

The MIA.app is authenticated by the MIA.backend via client certificates, which are
stored on the users’ smartphone. The certificate is stored in a secure way by using state
of the art security technologies offered by mobile operating systems such as the
keychain (i0S) or keystore (Android).

All data transfers between the central MIA.backend and the MIA app are secured using
Transport Layer Security (TLS). Due to the fact, that My Identity Application uses open
and established standards, it is ensured that all security protocols are very well tested
and therefore can be verified by independent security experts (e.g. in case of security
audits).

No data are stored on the smartphone. Personal data is never transmitted directly
between smartphones but is always queried from the connected data sources. Every
data request must be approved by the person to whom the information belongs.

m
Section 4, Subsection 4.2.3 - Vendor should describe the

process for Agency designated personnel to inspect the central
issuance facilities during the life of the contract.

M

Vendor Response:.

Qur proposed solution complies.
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Veridos' high-security facility in Twinsburg, Ohio is owned by Veridos' parent firm
Giesecke & Devrient. Veridos and G+D are the only tenants.

The facility in Twinsburg is staffed and will be operated by our personnef. At no time
will staffing be contracted to any outside parties.
Since Twinsburg is a short drive away, WVDMV is always welcome to audit and review

the facility; however, due to PCl, Mastercard and Visa compliance and certification
regulations, we must note the following exceptions:

* A minimum of 24 hours advance notice must be provided prior to any site visit.

» All visitors must present valid government issued ID and be accompanied by a
Veridos or G+D employee as an escort.

» No laptops or cellular devices will be permitted in the production area.

e Access to High Security Areas required 48 hours minimum notice. This is in
keeping with both Veridos' internal security policies as well as our industry
certifications.

» Visitor registration is completed through the Visitor Management System. The
system will electronically capture the visitor name, signature, photo, visitor
badge number, time and date of entry, time and date of departure, crganization
the visitor is representing and name of escort. Visitor registration will also
include a biometric registration scan for access to select areas of the facility.

All audit control logs are kept for a minimum of 24 months.

M

Section 4, Subsection 4.3 - Card Images

Section 4, Subsection 4.3.1 - Vendor should describe how cards
printed at the secure central issuance facility will be imaged
{front and back) after printing and before being attached to
the card carrier. Card images should be stored as JPG files as
part of the credential issuance system (CIS), and should be
retrievable as part of the customer's central issuance record.

Vendor Response:
Qur proposed solution complies.

During card production, the Quality Assurance Module of the MX6100 Card
Personalization System captures a picture of the front and back of each card produced
by the system. The images for each card will be returned to the WVDMV via the sFTP
servers. These images will be picked up from the sFTP servers and stored in the WVDMV
image repository with a pointer to the correct individual and production request. The

images of the front and back of the card can then be accessed by other WVDMV systems
via the web service interface provided by our solution as noted in the diagram below.
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Section 4, Subsection 4.4 - Card Design.

Section 4, Subsection 4.4.1 - While the specific designs for
each card type will be determined during the planning phase
after contract award. The Vendor should propose a solution for
the FOR FEDERAL Driver's License and a FOR FEDERAL
Identification Card for evaluation, based on 2016 AAMVA DL/ID
Card Design Standard
(http://www.aamva.org/2016CardDesigriStandard/) and West
Virginia Code § Chapter 1 7B Motor Vehicle Driver's License
(http://www.legis.state.wv.us/wvcode/Code.cfm?chap=17b&art=1)

%
S e e e S 0 S === |

Vendor Response:
Our proposed solution complies.

Veridos has prepared a total Real ID-compliant solution for WVDMV. The total solution
package being offered to West Virginia is designed to prevent tampering and
counterfeiting. Our cards feature advanced security and production measures designed
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to assist law enforcement use the cards during field operations while simultaneously
providing attractive, long lasting cards to the citizens of West Virginia.

The proposed Driver's License is constructed of Polyester Enhanced Polycarbonate (PEC)
that has been extensively tested and qualified by Veridos and third party laboratories.
The card body is constructed of multiple layers, which include transparent and opague
materials which are a Veridos trade-secret and are not commercially available. Once
assembled, the materials are laminated together under specific heat and pressure
(without any adhesive or thermoplastics) to form a consistent card body which cannot
be delayered as is possible using other substrates.

Card Overview

Material: Polyester Enhanced Polycarbonate (PEC)
Service Life: 8 years of usage
Dimensions: 85.60 mm x 53.98 mm x 0.76 mm (nominal)
ISO/IEC Spec: 7810:2003 {Card Body)
Color Photo: Thermal dye diffusion printing
Data Elements: Laser Engraving
t West Virginia suvs ucose V>
5

nrougye

)
il

Endortemonty: NONE
Resvickons: A - Cormelve enses

ROB: 10304852

Benefits of Polyester Enhanced Polycarbonate (PEC)

e Durable PEC card body

» Color photo using thermal dye diffusion printing (D2T2)
= Laser engraving for secure data application

¢ Offers superior value at cost effective price

» Offers outstanding durability
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* Similar technology to what is used in passports and National ID card
programs

» Environmentally friendly material
» Protection against photo substitution
= Protection against counterfeits including types A1, A2, B1, and B2

Laser engraving means that all textual data is engraved ‘into’ the card body, where it
cannot be altered. Laser engraving produces visual effects or images on cards that are
permanent and highly secure. Multi-layer cards are laser engraved by passing a laser
beam through the top clear layer of a card and focusing on a transparent laser
receptive layer. It is here where the pigments react and form a black image as the
layers react with each other. This process is often referred to as carbonizing.
Additional energy is created with additional engraving time to create darker images
and with sufficient energy; a tactile or raised image.

Cards will be laser engraved on both sides using an internal turning device, and
multiple lasers can be used in sequence to laser engrave several cards at once to
increase card throughput. Laser image quality is controlled by the internal software
of the Datacard MX6100 card issuance systems. Card setups can control the type of
laser engraving, the resolution (which can exceed 500 dpi), and the length of time
the laser beam engraves a given area or pixel. Highly sensitive and accurate optical
sensors control registration. Precise optics and mirrors ensure the accurate placement
of laser engraved images.

#- - Transparent cover film 1
™ ;.. Transparent cover film 2
Opaque inner film

Laser radistion penetraies the
cover fiims of the card

Data are engraved i every layer o=
of the card Fam——

All cards will be personalized, affixed to carrier and mailed using Datacard MX6100
card personalization and mailing equipment. The MX6100 will laser engrave all
personal data. The MX6100 is modular in design and can easily be expanded to
accommodate technological advances in card production.
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Proposed Security Features

Microprinting /
Nanoprinting

Security Feature: Level 2

Miniature lettering which is
discernible under magnification.
Incorporated into fine line
backgrounds or placed to appear
as bold lines. Continues to
decrease in size as technclogy
improves. Cannot be scanned or
reproduced on commercially
available printers.

Microprint lettering has been
embedded in numerous areas of
our proposed card design for
added security.

Redundant Data

Security Feature: Level 1,2

The application of redundant data
provides another obstacle in
attempts to alter or compromise a
card. The date of birth for example
can be applied in multiple
locations, one using tactile format.
Changing either of these elements
is impaossible without damage to
the card structure. These cards can
also provide redundant data in the
form of a ghost image applied to
the front and back of the card, and
a secondary signature to the front.

=

) rees
y N SRt
1245 24

Rainbow
Printing

Security Feature: Level 1

A printed feature demonstrating a
controlled, subtle color shift in a
linear, continucus fashion.

In the second example, natice how
the Mircroprinting shifts in color in
paralle! with the rear graphic.
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Security Feature: Level 1
{Optional)

Color Shifting | Special security inks containing
Inks microscopic pieces of metallic
substances and arranged in such a
manner as to change color when
tilted to view. Very common in

currency, travel and identity
documents,

Security Feature: Level 3

The third level security feature has
been applied within the card
design. These elements are for
Undisclosed forensic analysis only, and will be
Third Level discussed upon request. All such
forensic features are unigue to
each jurisdiction, and thus due to
the strictly confidential nature of
the feature it can only be discussed
in confidential meetings.

Security Feature: Level 2

Veridos' experience has taught us
that designing the card as a total
solution provides us with flexibility
to meet future security and
legislative needs. Since our cards
Deliberate Error | are made of overlapping security
features, individual features can be
added, removed or reconfigured
based on advances in technology
and changes in standards, all
without leaving any gaps in the
solution or causing undue extra
cost.

Security Feature: Level 1,2

The designs for these cards have
been created specifically for Wv.
and incorporate a secure
background consisting of a fine,
structured guilloche pattern. These
patterns change in color acrass the
card area, creating a rainbow

Security
Background
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effect. These two features alone
are virtually impaossible to imitate.
With the combination of all the
blended security features, attempts
to alter or change the document
could be detected with minimal
difficulty.

Ultraviolet Text
in Substrate

Security Feature: Level 2

This feature is incorporated within
the design on both sides of the
card and is only visible under an
ultraviolet (black light) source.
These will fluoresce when exposed
to the correct light source. Part of
the blended security features
within the microprint on the
background will also fluoresce
when exposed to the correct light
source.

Laser Engraving
/ Etching

Security Feature: Level 1

A method of personalizing cards
with photographs and variable
personal data using focused laser
energy. It also generates level 1
security by using extra laser energy
to disturb the page surface, thus
creating tactility.
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Security Feature: Level 1,2

A proposed option for WV
included in our base card as well as
Option 2, is our clear laser feature.
Clear laser combines both laser
marking and secure indent to
create an individually personalized
clear security feature that is all but
impossible to alter or and
counterfeit. Overlap of this feature
with the primary photo, with
further prevent fraudulent
attempts at image

substitution. Qur clear laser
feature can also contain a pattern,
design or outline that can be
customized to WV for a level 2
security feature,

Tactile Data

Security Feature: Level 1,2

Overlapping of data fields adds
increased difficulty to counterfeit
attempts. This is accomplished
during the data application
Overlapping process, .with the prim’ary signature
Data overlapping the primary pheto on
the Driver's License and
Identification card. Overlapping
data has been found to be an
effective deterrent against

!l;:;,.-t '£- -";?::3

attempts at photo substitution o 10-20-1985
style fraud.

Security Feature: Level 1,2
(Optional)

PersoCurve combines unique
PersoCurve / | variable large fonts, microprint,
Laser Shadow | and biographical data, such as a
name, document number etc.
using laser engraving. The shape
canh be designed and customized in
many ditferent farms. For axampla
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te wrap around in a spiral manner
or a wave shape.

This variable text image is created
automatically during the job run
without requiring pre-conversion
of stored images because it
provides more flexibility and
efficiencies to the process of using
unigue images, without having to
extract from a pre-converted file in
a database.

LaserShadow uses a dithered laser
engraving technology to create
large backgrounds of variable text
or images that overlap other
personalized data fields.

ki)
L
L
x
'}.!l
F

Security
Background
Overlapping the
Portrait image
Area

Security Feature: Level 1,2

To provide for optimum visibility of
the photograph, there is little or no
printing in the relevant areas of the
card. The harmenious phasing out
of the image into the background
print and overlapping the portrait
edges makes it difficult to alter or
counterfeit. Veridos has
intentionally designed the
background design to overlap the
defined photao area.
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Pre-Printed
Serial Number
on Card Backs —

Security Feature: Level 1,2

Veridos assigns each DL/D card a
DCN on the card back. The DCN is
laser engraved and consists of a
unique alphanumeric value
consisting of two alpha characters
and seven numeric characters.

A database of these DCNs is
recorded and provided to WVDMV
prior to storage in the secure vault.

Document Cards are then transported to the . 8 t
ControDICr\[J\lu)mber secure vault and fully inventoried. :
( The secure vault has its own CCTV i
system and is always operated ;
under dual custody. WVDMV will j
have access to the ‘Vault DCN
Report” which is a standard report J
generated by Veridos’ Online - -
Portaf,
F';“:gga"glz 1D-barcode; Code-39, Verifies the |
s authenticity of the document, the g
Technology data or thzyperson by the use of a {Egﬂ%%@mﬂ%’ﬁﬁﬂgﬁ%@gw%
(MRT) reader and comparison of the . p— - '
{rear) stored data to other information.
Machine 2D-barcode; PDF-417, Verifies the
Readable authenticity of the document, the R EAR .
Technology data or the person by the use of a ﬁ‘h 2
(MRT) reader and comparison of the ey
(rear) stored data to other information.

DuraGard Laminate, applied to protect the printing of the color photo on the front of the
card, offers multipie Levei 1, Level 2 and Level 3 security options:
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Section 4, Subsection 4.4.2 - Vendors card design solution
should include a version number. Vendor Response

Our proposed solution complies.

All card designs include a paper and card proof with a version number for each design.
With each substantial change and update to the proposed design, card proots (either
digital or physical) will be provided so that each stakeholder at WVDMV has an
opportunity to review and provide feedback.

m

Section 4, Subsection 4.5 - Card Carriers

Section 4, Ssection 4.5.1 - Thé Vendor should provide at
least one (1) card carrier design. Vendor Response:

Our proposed solution complies.

Below is an example of what the carrier design may look like. The final design will be
developed in collaboration with WVYDMV.
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Here 15 your NEW West Virginia Driver's Licensa

Nead mare ¥formation?
« Callusl 1.600.942-0065

Section 4, Subsection 4.5.2 - System should affix the
credential to the appropriate card carrier. Vendor Response:

Our proposed soiution complies.

Our production system provides card affixing to the carriers, along with QA checks to
ensure that the right card is attached to the right carrier. This is an in-line process used
with Datacard Central Issuance machines. With both automated and manual Quality
Control processes in place, various processing equipment is configured with features
which ensure the accuracy and integrity of the production run, e.g. vision systems. With
Veridos’ automated matching system, the machine reads the barcode and a camera
reads the corresponding barcode on the card carrier. If there is a match, the equipment
will continue to process. Our process will ensure that 100% of cards are matched to the
correct card carrier.

All cards will be personalized, affixed to carrier and mailed using Datacard MX6100 card
personalization and mailing equipment. The MX6100 will laser engrave all personal
data. The MX6100 is modular in design and can easily be expanded o accommodate
technological advances in card production.
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MX6100 System with MXD System & MXi Envelope 'nsertion Systern

Section 4, Subsection 4.5.3 - Adhesive used to affix the card
carrier should be strong enough to hold the card through the
mailing process but be easily removed by the applicant.

Vendor Response:
Our proposed solution complies.

Veridos uses a card industry best practices adhesive that will be strong enough to hold
the card through mailing, while still being able to be easily removed by the applicant.
W%
Section 4, Subsection 4.5.4 - Changes to the card carrier
designs should be allowed two (2) times per year. Vendor
Response;

Our proposed solution complies.

Veridos will provide hanges to the card carrier designs up to two (2) times per year
assuming that impacts to pre-printed carrier stock are done when volumes are low.
Changes to variable print data on the carrier are easily accommodated using standard
word processing software at our central issuance facility.

m
e e e R R R ————EE T =

Section 4, Subsection 4.6 - Card Durability

Section 4, Subsection 4.6.1 - Card materials should have a
guaranteed life of five (5) years against breakage or
significant deterioration or degradation of the data on the
front and back of the card.

%

Vendor Response:
Our proposed solution complies.

The proposed Driver's License is constructed of Polyester Enhanced Polycarbonate (PEC)
that has been extensively tested and qualified by Veridos and third party laboratories.
The card body is constructed of multiple layers, which include transparent and opaque
materials which are a Veridos trade-secret and are not commercially available. Once
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assembled, the materials are laminated together under specific heat and pressure
(without any adhesive or thermoplastics) to form a consistent card body which cannot
be delayered as is possible using other substrates.

Card Overview

Material: Polyester Enhanced Polycarbonate (PEC)
Service Life: 8 years of usage

Dimensions: 85.60 mm x 53.98 mm x 0.76 mm (nominal)
ISO/IEC Spec: 7810:2003 (Card Body)

Color Photo: Thermal dye diffusion printing

Data Elements: Laser Engraving

Benefits of Polyester Enhanced Polycarbonate (PEC)

* Durable PEC card body

= Color photo using thermal dye diffusion printing (D272)
¢ Laser engraving for secure data application

» Offers superior value at cost effective price

» Offers outstanding durability

= Similar technology to what is used in passports and National ID card
programs

* Environmentally friendly material
+ Protection against photo substitution
» Protection against counterfeits including types A1, A2, B1, and B2

m
Section 4, Subsection 4.6.2 - For any individual card not
lasting the five (5) years, the Vendor's sole liability should
be to provide a credit to a subsequent invoice.

Vendor Response;
Our proposed solution complies and Veridos agrees to provide this credit for cards not

lasting five (5) years under normal use.

All cards that are deemed unacceptable during manufacturing, personalization or
fulfillment will be recorded and destroyed and Veridos will assume the cost of these
cards. At no time shall the WVDMV be invoiced for cards which faif while in the Veridos
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facility. WVDMV will only be billed for cards that have passed are quality requirements

and inducted in the USPS.

e —
Section 4, Subsection 4.7 - Quality Assurance (QA)

Section 4, Subsection 4.7.1 - The Vendor QA process should
guarantee that 100% of all cards mailed will be free from any
defect in printed data or card design features, incorrect data,
incorrect card type, and card materials must be free from any

material defect.

Vendor i{esponse :

Our proposed solution complies.

Veridos has a comprehensive Quality Assurance program in place throughout the
Production environment. This program incorporates both quality and security balancing
procedures at each production step. In addition to the in-process QA review, Veridos
has an independent QA team that randomly samples all completed Production output
to ensure the highest level of quality is maintained. The total Level of sampling
amounts to over 12 million+ cards annually. All production rejects are logged in our

Production System (SAP).

Production Quality at a High Level

e Automatic quality checks
are performed by central
issuance equipment

¢ Cards identified as failed
are separated and each is
manually inspecied

¢ Inspection is based on:
cards damaged, poor data,
signature and photo quality

¢ Damaged card status is
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updated on systems and cards are remade

An integral part of our QA process is the coilection, analysis, and reporting of qualiity
and service related incidents. As part of our continuous improvement initiative, we have
implemented an incident tracking system that is utilized by all areas of our Operation.
An incident is anything that impacts a customer and / or production deliverable
regardless of the nature or root cause of the incident i.e. the issue can be the resuit of a
customer initiated problem. Any WVDMV correspondence which raises a service and/or
quality issue is also logged via the incident reporting system.
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Section 4, Subsection 4.7.2 - The Vendor Qa process should
ensure that the correct image is printed on the card and that
the image quality meets or exceeds ICAO standards.

mm

Vendor Response:

Our proposed solution complies.

To ensure that the image quaiity meets or exceeds ICAO standards, the solution has an
internal ICAO-compliant quality checking algorithm, performed during the capture
process that eliminates records being sent that would not be satisfactory for use in the
FRS.

Automatic ICAO photo quality checks are performed on photos captured by the system.
Images are rechecked for ICAC compliance if any manual crooping is performed.

The specific ICAO checks to be performed, and the acceptable threshold levels, are
configurable by the System Administrator. This allows the solution to be tailored to
WVDMV’s needs without interfering with the objective of capturing ICAQ-complaint
images.

An operator also has the ability to made adjustments the placement of the head in the
window if necessary.

As shown in the screenshot below, the solution’s quality check verifies pose, face
position, lighting, feature points, and more. The image capture solution automatically
crops images to meet ICAO and ISO 19794-5 full frontal specifications.
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An optional Color Correction step can be provided in the workflow, if desired. This
option would provide operators the ability to enhance the image quickly and easily
by choosing one of the images in the left hand pane. All the ICAO and photo
consistency checks are run on the chosen image to ensure the image meets the
required quality specifications.

. : T———.

The system allows for the manual capture and retaking of images. The image checks
performed include facial feature identification, image cropping, image placement,
and checks for lighting. Users can also manually crop the image, at which time it is
checked for ICAQ compliance. A supervisory override is available, if required, to allow
images of individuals who have unique characteristics that may show up in the
background of an ID card photo; for example, a high-backed wheelchair in an
accessible station.
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. Production Quality at a High Level

Automatic quality checks are performed by central issuance equipment

Cards identified as failed are separated and each is manually inspected
Inspection is based on: cards damaged, poor data, signature and photo quality
Damaged card status is updated on systems and cards are remade
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Section 4, Subsection 4.7.3 - The Vendor QA process should
guarantee that 100% of card carrier forms produced will be of
high quality with professiocnal printing, as determined by the
Agency.

Vendor Response:
Our proposed solution complies.

Carrier stock used for card mailing will be of high quality and Veridos uses a third party
professional printing firm to provide the carriers. The carrier design and quality will be
approved by WVDMV.

Section 4, Subsection 4.7.4 - Card Carrier form should not be
smudged, wrinkled, torn, or otherwise damaged during the
production process.

Vendor Response:
Our proposed solution complies.

Carrier stock used for card mailing is of high quality and is quality checked before being
inserted into the automated card affixing system.

Section 4, Subsection 4.7.5 - Envelopes for card mailing should
be secure, properly sealed, and not smudged., wrinkled, torn,
or otherwise damaged in the production process.

Vendor Resone:
Our proposed solution complies.

Envelopes used for card mailing are of high quality and are quality checked before
inserting them into the automated mailing system.
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ON-PREMISE

Section 4, Subsection 4.8 - Facility Image & Signature Capture
Workstation ("ICW") Objectives

Section 4, Subsection 4.8.1 - Vendor should explain the entire
process their proposed solution will use to handle new
applicants. This should include what information will be
collected, both digital and physical documents, and the
equipment required to produce the secure temporary DLAD and the
material used.

Vendor Response:
Our proposed solution complies.

The diagrams below provide an overview of the entire solution including the handiing
of new applicants.
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Taking the photo at the beginning of the enrollment process provides a visual record of
the customer, even if they decide to discontinue the process later. This can be helpful
when investigating fraudulent activities because individuals may decide to depart the
facility if they feel they are arousing suspicion before completing the entire process as
well as meeting the Real ID process of the Federal government. This process does not
involve redundant steps or multiple cameras.

A general overview of the process is:

The operator enters or selects the applicant name and data of birth {new record
or request from state system)

1. Demographic data

oo o At

2. The operator captures the applicant photo

' Enroli New Apnlican " I
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27" Color Correction

3. 1:1 FRS Check is done against the iatest photo on file
4. The operator capture the Signature

5. The operator scans the required documents

Note: The exact documents to be captured will be determined during the design
phase of the contract
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6. The operator completes the applicant enroliment and saves the
completed record to the Secura database ("Enrolled™) and the
Temporary Drivers License is automatically printed

If the application process is not complete, the data collected, including photo and
signature, is saved and is available for investigators to review.

For document scanning, Secura has the ability to capture a number of different
documents during the enrollment process. Veridos will work with the State to
determine the most appropriate documents and the business rules around which type
of documents are required given the other documents that already have been provided
and come up with a matrix that the system will use to guide the operator and ensure
that the Real ID requirements have been met.

The production deployment of the Secura FRS will consist of redundant ‘Primary’ and
‘Disaster Recovery’ environments which contain the Secura Datacenter components,

These components consist of:
o Secura Application Server
o Cognitec Application Server
o 5QL Database Servers (Application and FRS Engine)
* (Primary and Disaster Recovery mirrored)

The servers will be virtualized and hosted by the WVDMV's datacenter, the exact
requirements for disk space, memory, and processors will be determined via
collaborative discussions during the design phase of the project.

An additional ‘Test’ environment will also be deployed to support User Acceptance
Testing as well as the testing of future updates and system upgrades.

The following components will be used to capture images, signatures and documents,
and for printing of the secure temporary DL/ID documents.
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Base plate: 8.0 in. x 8.0 in. (20.32 cm x 20.32 ¢m)

Size - 13.0in. x 8.0 in. x 32.0 inches in height.

Weight - 22.0 Ibs. (10.0 kg) system

Power - 120 VAC/ 60Hz

Operating Temp - 60°F to 95°F (15°C to 35°C)
Operating Humidity - 20% to 80% RH non condensing
Storage - 5°F to 140°F (-15°C to 60°C)

Flash Working Range - 3.0 to 12.0 feet (1.8™ to 4.6™)
Flash Cycles — rated for 250,000 cycles

Flash, External - 100WS, 120 VAC Flash Recycle time — average of 5 seconds or
less for re-take support

Camera Resolution — 18.0 megapixel or greater digital SLR photo capture
Camera Zoom - Digital Auto Zoom or Manual Zoom
Camera Tower Range - Vertical Adjustment - 10 inches

Camera Tower Range - Rotation - tilt range of 30 degrees - allows for seated or
standing subjects
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o Camera Tower Security — hardware mountable to a countertop - theft and
vandalism resistant

o Camera APl Compatibility - Windows XP or 7 via Datacard Secure Camera Tower
iCap license

o  Connectivity — USB 2.0 - Multiple USB ports in support of computer and
peripheral connectivity

o  Connectivity — Ease of Connectivity — Single Wire data connection with built in
USB hub for peripherals

Photo Backdrop - A Professional Photo Backdrop System consisting of:
r~,

y

o Screen Size — 36" Wide x 48" or 48" Wide x 60" Tall when expanded
= Size to be chosen subject to contract award and SOW
* Includes clips for mounting to backdrops stands

o Frame Material - Internal Self Expanding Frame

o Storage/Transport Case - Zippered nylon case

o Color - Biue one side, White opposite side

o Operating Temp - 50°Ftoc 120°F

o Support Hardware — Wail / Ceiling Clips - for mounting Backdrop clips to a
wall or ceiling

Signature Tablet - SigGem® 5.7 Color Display or Equivalent

-

* Full-color TFT VGA (640x480) LCD Display
) Dispfays the signature on the signature pad, as well as the computer screen.
» Tempered glass signing surface w. internal high-performance E/M digitizer.
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* Rated for 2 million signatures

* Pen Type - Active low-power, rugged E/M pen, battery-less

= Pen Settings - 1024 pressure level option

= Dimensions - 7.2” x 6.6" x 2.1" sloping (180 x 160 x 54 mm)

* Signing area - 4.6” x 3.4” (118mm x 86mm)

e 377 Points per second.

e 410 points per inch (programmabie)

e Dual Serial / USB connectivity

e Encryption Capabilities - AES optional, FIPS-197 compliant

*  APIs provide for interactive text, graphics, pen-tap hotspots and checkboxes
» Forensic-quality .5|G data capable of examination and authentication.
FCC, RoHS, and WEEE compliant

Document Scanner - Kodak Alaris — $2000 Series - ADF Type

-

= Shown with and without Optional Passport Scanner

o Scanning Technology - Camera Based Page Sensing
o Daily Duty Cycle — 5000 scans per day
o Pages Per Minute (PPM) - up to 50
o Optical Resolution 600 dpi
* OQutput Resolution :
o 175/100/150/200/ 240/ 250/300/400/500/600/ 1200
*  Max/Min Document Size:
o 216 mmx 356 mm (8.5 x 14in.) /52 mm x 52 mm (2.08 in, x 2.05 in.}
o Supports shared scanning from multi-workstations
o Handles Real ID breeder docs such as birth certificates, utility bills, etc
o Handles small documents such as ID cards, embossed hard cards, etc
o Hard card (license) transport in both landscape or portrait
o Power - 120/ 240 Volt-50/60 Hz
o Standby/Sleep mode/Network Standby: <36 Watis
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o

1.5" Coler Graphic Display

Pause and resume or Jam resume modes
Weight: 3.3 kg (7.2 Ibs.)
Depth: 204 mm (8.0 in.), not including input tray and output tray
Width: 312 mm (12.3 in.)
Height:182.5 mm (7.2 in.), not including input tray
Depth with Input Tray 269 mm {10.6 in.)
Height with Input Tray 231.6 mm (9.1 in
Paper Thickness and Weight 34-413 g/m2
Feeder Up to 80 sheets of 80 g/m2
Connectivity USB 3.0 {cable included)
File Format Outputs - Single and muiti-page:
TIFF, JPEG, RTF, BMP, PDF, TXT, PNG, CSV, Word and Excel
Agency Approvals — Meets all UL, CSA, CE, and FCC requirements

Document Scanner - Passport Reader Accessory

Passport Scanner Accessory - Kodak Alaris $2000 Series

e}

Integrates directly into the primary 52000 Series ADF Scanner

* No additional power cords or USB power required

Docks directly beneath the primary scanner for a compact footprint
Automatically triggers scanning when passport is placed into the
scanner

Able to scan two passport pages at once

Able to scan both US and International passports of varying
thicknesses

Captures images in 2-3 seconds at 300 dpi settings

Optical resolutions up to 1200 dpi

Output resolutions 75, 100, 150, 200, 240, 250, 260, 300, 400, 500, 600
and 1200 dpi

Supports reading of other small, fragile, or high value documents
Max doc size 5” x 7.3 in” {27 x 186 mm)
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o Height x width x length (2.8 x 12 x 10 in.) {72 x 306 x 255 mm)
o Weight 3.5 Ibs. (1.6 kg)

Paper Printer — HP Laserlet Pro — For Interim ID/DL

¢ HP LaserJet Pro M402n — or equivalent - Laser Printer

o Technology - Monochrome — jaser
Resolution — HP FastRes 1200 dpi
Monthly duty cycle — up to 80,000 pages
Recommended volume - up to 4000 / month
Paper Trays - Standard — 2 {100 pg. and 250 pg.)
Connectivity USB 2.0, and 10,100, 1000 Gb Ethernet
Printer Toner Cartridge — HP26A or Extended HP26X
Dimensions - WxDxH - 15 x 14.06 x 8.5 in
Weight - 18.92 lbs,

O 0O 0 0 0 0 ¢ O

_“"-——-—-——%
Section 4, Subsection 4.8.2 - Vendor should describe the
capabilities of the proposed image capture device. Description
should include:

4.8.2.1 How live video of the applicant will be displayed.
Our proposed solution complies.

Operators see a live video image of the applicant, then point-and-click to capture.
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—
Enroll New Applicajit

After clicking on ‘Take Photo’ the live video box below is displayed.
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After the photo is captured, the face is found, cropped, and checked for ICAO

compliance.

The cropped image then has 1:1 and 1:N checks performed and it is stored in the

image repository.
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The ICAQ checks will be tailored to be the WVDMV needs, if a blue backdrop is used
as shown above, the Grayback Percentage check would be eliminated as thus

showing the above image as acceptable.

4.8.2.2 How the employee can perform configuration ICAO checks
and how these results will be returned to the employee

Our proposed solution complies.

Automatic ICAO photo quality checks are performed on all photos captured by the
system. Images are rechecked for ICAO compliance if any manual cropping is performed.

The specific ICAD checks to be performed, and the acceptable threshold levels, are
configurable by a Secura system administrator. This allows the solution to be tailored to
WVDMV’s needs without interfering with the objective of capturing ICAO-complaint

images.
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The photo capture follows a pre-defined workflow for each type of capture (photo,
signature, document scanning). For photographs, the ICAO compliance check is
performed as one of the last steps to ensure the photo being stored meets the needs of
the WVDMV. The operator can be presented with a screen that shows all the checks
that have passed and failed as shown below.

As shown in the screenshot below, the solution’s quality check verifies pose, face
position, lighting, feature points, and more. The image capture solution automatically
crops images to meet ICAQ and I1SO 19794-5 full frontal specifications.
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Color Catietinn

An optional Color Correction step can be provided in the workflow, if desired. This
option would provide operators the ability to enhance the image quickly and easily
by choosing one of the images in the left hand pane. All the ICAO and photo
consistency checks are run on the chosen image to ensure the image meets the
required quality specifications.
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4.8.2.3 How an employee can recheck for ICAO compliance after
manual adjustments

Our proposed solution complies.

Capture Manager software, a subcomponent of the overall image capture solution, has
a workflow management tool that allows the capture process to be tailored to a
jurisdiction’s specifics needs. Commonly used activities within this tool set are photo
capture, auto cropping, ICAO compliance checking, and manual photo cropping.

In many deployments, a workflow is provided that first attempts to automatically crop
the image, if this fails the workflow automatically prompts the user to manually crop
the image. After all cropping steps, an ICAQ compliance check is performed.
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Veridos will work with the WVDMV to tailor the photo capture process workflows to
ensure images captured fit the needs of its unique environment. Once the photo
capture process workflow is developed during the design phase of the project, each
photo capture will be checked against the agreed upon standards. Operators will be
shown the results of the checks and allowed to retake the image or use one of the
correction tools. In the case of individuals wearing medical or religious headwear
that meet the requirements for exemption from the process, operators will be
allowed to accept the image anyway.

4.8.2.4 How checks will be configurable to allow the Agency's
system administrator to select the specific ICAO checks to be
enabled.

Our proposed solution complies.
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The specific ICAO checks to be performed, along with the acceptable threshold levels,

are configurable by the System Administrator. This capability allows the solution to be
tailored to WVDMV's needs without interfering with the objective of capturing ICAQ-
complaint images.

Changes to the ICAO checks made in the System Administration screen are
automatically applied statewide.

_—__—__—___—__—_
4.8.2.5 How checks will be configurable to allow the Agency's

system administrator to select the specific ICAO checks where
overrides are allowed.

s —

Vendor Response:
Our proposed solution complies.

The specific ICAQ checks to be performed, along with the acceptabie threshold ievels,
are configurable by the System Administrator on a menu within the back-office portal
of the Secura solution.

A system administrator with the correct privileges will be able to enter the menu, select
the configured ICAO parameters menu item and select the specific ICAO Checks to be
performed as well as those checks that require supervisory overrides previous checks do
not pass. This capability allows the solution to be tailored to WVYDMV’s needs without
interfering with the objective of capturing ICAO-complaint images.

Changes to the ICAO checks made in the Systern Administration screen are
automatically applied statewide.

m

Section 4, Subsection 4.8.3 - Vendor should explain the process
and provide a detailed list of hardware the proposed solution
will use to capture images and signatures when communication
with the central image/demographic system is off-line. The
system should be able to link new data and images to existing
records when communication with the server is restored.

Bl e —

Vendor Response:

Our proposed solution complies.

If connectivity to the Secura server is disrupted, the Secura Enrollment solution can
continue the capture process offline, and retain the data until the connection is re-
established.

The credential data is then submitted/uploaded and associated with the driver’s license
number and stored in the Secura (CIS) database. If submission fails, an error is
indicated, and the user can inform the appropriate support personnel. If the capture
process is not successfully completed, the captured data is still stored in the Secura
database, and the record is marked as ‘incompiete’.
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The following hardware is proposed for the ICWs. This hardware will be used for
both online and offline transactions.

Secure Image Capture Tower - Specifications

o Base plate: 8.0 in. x 8.0 in. {20.32 ¢cm x 20.32 ¢m)

o Size-13.0in. x 8.0 in. x 32.0 inches in height.

o Weight - 22.0 Ibs. (10.0 kg) system

o Power - 120 VAC/60Hz

o Operating Temp - 60°F to 95°F (15°C to 35°C)

o  Operating Humidity - 20% to 80% RH non condensing
o Storage - 5°F to 140°F (-15°C to 60°C)

o Flash Working Range - 3.0 to 12.0 feet (1.8™ to 4.6™)

o Flash Cycles — rated for 250,000 cycles

o  Flash, External - 100WS, 120 VAC Flash Recycle time — average of 5 seconds or
less for re-take support

o Camera Resolution — 18.0 megapixel or greater digital SLR photo capture
o  Camera Zoom - Digital Auto Zoom or Manual Zoom
o Camera Tower Range - Vertical Adjustment - 10 inches

o Camera Tower Range - Rotation - tilt range of 30 degrees - allows for seated or
standing subjects
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o  Camera Tower Security — hardware mountable to a countertop - theft and
vandalism resistant

o Camera APl Compatibility - Windows XP or 7 via Datacard Secure Camera Tower
iCap license

o Connectivity ~ USB 2.0 - Multiple USB ports in support of computer and
peripheral connectivity

o  Connectivity - Ease of Connectivity — Single Wire data connection with built in
USB hub for peripherals

Secure Capture Tower Mounting Specifications

/
] o
o]
) -]
o
o
[»]
© o
) o =

Secure Capture Tower - ADA Compliant Workstation Recommendations: (not quoted)
s 32"W minimum for leg space
s 22"D minimum for leg space
» 27"H clearance for under table knee space*
» 60" diameter required for turning/maneuvering
s 36"W minimum for aisle space

*  *Since the size of people and wheelchairs vary, the guideline recommends the
table top height should adjust from 28"H - 34"H.
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¥
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Photo Backdrop - A Professional Photo Backdrop System consisting of:

o Screen Size - 36" Wide x 48” or 48" Wide x 60" Tall when expanded
= Size to be chosen subject to contract award and SOW
* Includes clips for mounting to backdrops stands

o Frame Material - Internal Self Expanding Frame

o Storage/Transport Case - Zippered nylon case

o Color - Blue one side, White opposite side

o Operating Temp - 50°F to 120° F

Photo Backdrop Stand - Free Standing

¥

T

L]

o Adjustable up to 110” in height
o Heavy duty light stands, with wide footprint.
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o Black anodized, heavy gauge aluminum tube construction, with non-glare
finish

Holds up to 16.5 Ibs.

Air cushioned

Weight 4 1/2Ibs each

Non-slip tips on each leg to prevent movement

5/8 universal light stand adapter

Complete with carry bag

Support Hardware — Wall / Ceiling Clips — for mounting Backdrop clips to a
wall or ceiling

o 0 O ¢ 0 O ©

Signature Tablet - SigGem® 5.7 Color Display or Equivalent

o Fuli-color TFT VGA (640x480) LCD Display

» Displays the signature on the signature pad, as well as the computer screen.
« Tempered glass signing surface w. internal high-performance E/M digitizer.
* Rated for 2 million signatures

* Pen Type - Active low-power, rugged E/M pen, battery-iess

» Pen Settings - 1024 pressure level option

» Dimensions - 7.2" x 6.6" x 2.1” sloping (180 x 160 x 54 mm)

* Signing area - 4.6” x 3.4" {118mm x 86rmm)

« 377 Points per second.

» 410 points per inch (programmabile)

e Dual Serial / USB connectivity

* Encryption Capabilities - AES optional, FIPS-197 compliant

= APIs provide for interactive text, graphics, pen-tap hotspots and checkboxes
s Forensic-quality .51G data capable of examination and authentication.

» FCC, RoHS, and WEEE compliant
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Document Scanner — Kodak Alaris — $2000 Series - ADF Type

- &

N

* Shown with and without Optional Passport Scanner

o Scanning Technology - Camera Based Page Sensing

Daily Duty Cycle — 5000 scans per day

0]

o Pages Per Minute (PPM) - up to 50
Optical Resolution 600 dpi

O

Output Resolution :

o 175/100/150/200/240/250/300/400/500/600/ 1200
Max / Min Document Size:

o 216 mmx 356 mm (8.5x 14in.) /52 mm x 52 mm (2.08 in. x 2.05 in.)
Supports shared scanning from multi-workstations

o Handles Real ID breeder docs such as birth certificates, utility bills, etc

o)

o Handles small documents such as ID cards, embossed hard cards, etc
o Hard card (license) transport in both [andscape or portrait

o Power — 120/ 240 Volt - 50/ 60 Hz

o Standby/Sleep mode/Network Standby: <36 Watts

o 1.5" Color Graphic Display

o Pause and resume or Jam resume modes

Weight: 3.3 kg (7.2 bs.)

Depth: 204 mm (8.0 in.), not including input tray and output tray
o Width: 312 mm (12.3 in.)

o Height:182.5 mm (7.2 in.), not including input tray

o Depth with Input Tray 269 mm (10.6 in.)

o Height with Input Tray 231.6 mm (9.1 in

Paper Thickness and Weight 34-413 g/m2

o Feeder Up to 80 sheets of 80 g/m2

o Connectivity USR 2.0 (cable included)

o]

0]

o)



CONFIDENTIAL

State of West Virginia

VERIDOS

RFP to Provide Driver's License and |D Cards IDENTITY SOLUTIONS

Page 75/ 340

by Giesecke+Devrlent
and Bundesdruckerei

o File Format Outputs - Single and multi-page:

o]

TIFF, JPEG, RTF, BMP, PDF, TXT, PNG, CSV, Word and Excel

Agency Approvals — Meets all UL, CSA, CE, and FCC requirements

Document Scanner ~ Passport Reader Accessory

Passport Scanner Accessory - Kodak Alaris $2000 Series

&}

o O ¢ 0

Integrates directly into the primary 52000 Series ADF Scanner

* No additional power cords or USB power required

Docks directly beneath the primary scanner for a compact footprint
Automatically triggers scanning when passport is placed into the
scanner

Able to scan two passport pages at once

Able to scan both US and International passports of varying
thicknesses

Captures images in 2-3 seconds at 300 dpi settings

Optical resolutions up to 1200 dpi

Output resolutions 75, 100, 150, 200, 240, 250, 260, 300, 400, 500, 600
and 1200 dpi

Supports reading of other small, fragile, or high value documents
Max doc size 5" x 7.3 in” (27 x 186 mm)

Height x width x length (2.8 x 12 x 10 in.) (72 x 306 x 255 mm)
Weight 3.5 Ibs. (1.6 kg )

Fingerprint Reader — for Operator Authentication

*  Crossmatch Verifier 300 LC Fingerprint scanner or Equivalent
o Meets FBl Appendix F Certification
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Sensor Type - Optical

Resolution: 500 ppi = 1%

Capture Speed: Very fast capture speed due to high frame rate (15fps)
Linearity and Rectilinearity: Less than one pixel (average)
Image Area: 1.2" x 1.2" (31 mm x 31 mm)

Interface: Universal Serial Bus - (USB 2.0 HS)

Power: Supplied through the USR 2.0

interface (500 mA @ 5V)

Dimensions (Hx LxW): 2.4" x 6.4" x 3.3" (62 x 162 x 83) mm
Weight: 1.0 Ibs (450 g)

Mean time between failure (MTBF}: 45,000 hours
Operating Temperature Range: 35 °F to 104 °F

Humidity Range: 10 - 90 % ncn-condensing

O C 0 0 0 0O O 0 0 0 0 0 0

Paper Printer — HP LaserJet Pro — For Interim ID/DL

* HP LaserJet Pro M402n - or equivalent - Laser Printer

o Technology - Monochrome - laser
Resolution — HP FastRes 1200 dpi
Monthly duty cycle — up to 80,000 pages
Recommended volume — up to 4000 / month
Paper Trays - Standard - 2 (100 pg. and 250 pg.)
Connectivity USB 2.0, and 10,100,1000 Gb Ethernet
Printer Toner Cartridge — HP26A or Extended HP26X
Dimensions - WxDxH - 15 x 14.06 x 8.5 in
Weight - 18.92 |bs.

O 0 0 C O 0 Qg O

If a robust full off-line enrollment offering/option is required, custom Secura licenses
are required for additional fees. Features of custom license may inciude:

High Level
Regquirement

Feature Functional Description

Continued query / Will continue to check for the server to come
transmit if server offline back online, on a configurable schedule.

Off Line Enroliment
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Continued query / If a workstation is not in active use, with no
transmit if workstation logged in users, the background service will
offline continue to synchronize data with the server.
Exception process Email notifications will enable configurable
notification if system is alerts to admins upon observed service
offline outage.

*g__—_——_z_;___—

Section 4, Subsection 4.9 - Secure Temporary DIL/ID

Section 4, Subsection 4.9.1 - Vendor solution should produce a
secure temporary driver's license with the applicant's image
and signature.

et ———re————————————————————— e

Vendor Response:
Our proposed solution complies.

Our solution provides for the printing of temporary DUID documents at the end of a
successful enrollment and data capture process. The secure temporary driver’s license
will be designed specifically for WYDMV and will inciude the applicant’s image and
signature.

Once the operator has successfully captured the required photos, signature, documents,
and all business rules have been fulfilled, the solution triggers the printing of the
interim DU/ID from the capture workstation. The temporary DL can easily be reprinted
using the solution’s web portal from the capture station or another PC with the
required web browser and printers instalied.

Section 4, Subsection 4.9.2 - Vendor solution should print a
temporary DL/ID from the Vendor's image and signature capture
workstation or from a Vendor web application accessed from the
Agency's workstations. -

e m——————— e r———— e s

Vendor Response:

Our proposed solution complies.
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Our solution provides for the printing of temporary DU/ID documents at the end of a
successful enrollment and data capture process. Once the operator has successfully
captured the required photos, signature, documents, and all business rules have been
fulfilled, the solution triggers the printing of the interim DU/ID from the capture
workstation. The temporary DL can easily be reprinted using the solution’s web portal
from the capture station or another PC with the required wek browser and printers
installed.

ﬁ
Section 4, Subsection 4.9.3 If the print request is triggered
from the ICW, the printing of the temporary DL/ID should be
automatic and should not require employee action.

I R —————————————

Vendor Response:
Our proposed solution complies.

Our solution for WVDMV provides for the printing of temporary DL/ID documents at
the end of a successful enrollment and data capture process. Once the operator has
successfully captured the required photos, signature, documents, and all business rules
have been fulfilled, the solution triggers the printing of the interim DL/ID from the
capture workstation. If WVDMV desires, the Windows print dialogue box on the
workstation can be suppressed so employee action is not required.

The temporary DL can easily be reprinted using the solution’s web portal from the
capture station or another PC with the required web browser and printers installed.

%

Section 4, Subsection 4.9.4 - In event of a printing error, the
Vendor solution should include a function for reprinting the
temporary DL.

Vendor Response:
Our proposed solution complies.

The temporary DL can easily be reprinted on the solution’s web portal from the capture
station or from another PC with the required web browser and printers instailed.

M
Section 4, Subsection 4.10 - Consumables for Secure Temporary
DL

Section 4, Subsection 4.10.1 - Vendor should provide a system
for electronically ordering and tracking the secure paper stock
for use in each of the Agency's 27 locations.

M

Vendor Response:

Qur proposed solution complies.
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Our proposed solution will generate a report reflecting issuance count by location on a
weekly basis for the first six months. After the first six months the report will be run the
first of each month. All consumable orders would be shipped out with 24 hours of
receiving the order,

For emergency orders, a support phone number will be set up for WVDMV and email
monitored for orders. All emergency orders would be shipped either the same day as

R o .

the order is received or by Noon Eastern the following morning via Next Day Air,
s e e
Section 4, Subsection 4.11 - Signature Capture

Section 4, Subsection 4.11.1 - Vendor solution should allow for
the capture of a true representation of the applicant's written
signature.

Our proposed solution complies.
When the signature capture process is initiated, the following will occur:

¢ The signature pad will be automatically initialized and the ‘Signature Capture
Screen — 1" will be displayed.

= The signature pad captures the applicant signature from the signature pad and
displays it in the "Signature Image’ box in true representation of the applicants
written signature,
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SIGNATURE CAPTURE SCREEN — 1

| Enrolt Mew Apolicant

=

— {; Sigmltecmﬁ?gnmmrn = B T i)
Capture Sig
Signature i

Ask the applicant 1o sign theit name on the signature pad,
Click Clear if the applicant neads to try 2gain.

— = 1
o ] -] - .

The first Signature Capture screen is displayed while the customer is signing the
digital signature pad. The signature pad will be activated when this screen s
displayed.

» Click ‘Clear’ to clear the current signature displayed on the signature pad, allowing
the customer to re-sign
¢ Click ‘Next’ to capture the digital signature when the customer has finished signing
the signature pad and move to the ‘Signature Capture ~ 2’ screen
o The signature pad will be deactivated after the signature is captured
» Click “Cancel’ to cancel the signature capture and return to the ‘Capture Signature’
screen
o The signature pad wiii be deactivated
e Click ‘Restart’ to restart the signature capture process
o The signature pad will be re-activated

The second Signature Capture screen displays the captured digital signature.



CONFIDENTIAL V E R ! D O S

State of West Virginia

] D g

RFP to Provide Driver's License and 1D Cards i IDENTITY SOLUTIONS
by Glesecke+Devrient

Page 81/340 and Bundesdruckerei

5 gnatureCaptum

Simneduie casiured

e

Canzal l Reztart

Actions:

¢ Click "Cancel’ to cancel the signature capture and return to the ‘Capture
Signature’ screen
* Click ‘Restart’ to restart the signature capture process
e Click ‘Next' to move the ‘Signature Capture Finish’ screen
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SIGNATURE CAPTURE FINISH SCREEN

The Signature Capture screen allows the user to validate acceptance of the captured
digital signature.

R e o S |

.3
Click Finish 0 accept the results. % W

Cancel Restart l Finish

Actions:
= Click ‘Cancel’ to cancel the signature capture and return to the 'Capture
Signature’ screen
e Click 'Restart’ to return to the 'Signature Capture — 1’ screen and restart
the signature capture process
e Click ‘Finish’ to return to the ‘Capture Signature’ screen and proceed to the
next step in the work flow.
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VERIFY CAPTURED SIGNATURE

Enrolt New Annlicafit

[rr—
| et
| —_—a P

Capture Sigraturs

Signature Imxge

Actions:

* Click ‘Previous’ to move to the ‘Validate Application Details’ screen
e Click ‘Next’ to move to the ‘Capture Photo’ screen
» Click ‘Cancel’ to return to the "Applications for Enroliment Queue’ screen

Setio 4, Su.bsectio 4.11.2 - Vendor sluin shold allow
applicant to clear and sign again. Vendor Response:
Our proposed soiution complies.

A Restart buttonis displayed to hoth the operator and applicant and can be used tc
clear the pad and allow the applicant to sign again as necessary.
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-
Sign on the signature Pad and Click Noxt ;;M

Section 4, Subsection 4.11.3 - Vendor solution should display a
live signature on the workstation for the employee to view.

m

Vendor Response:

Our proposed solution complies.

The operator can see the signature live as it is being captured.

1 SignatureCaptine

Ask the applicant to sign their name on the signature pad.

Click Clear if the applicant needs to try again.
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The ‘OK’ and ‘Clear’ buttons are displayed on the signature pad to allow users to
clear or accept the signature.

The ‘Restart’ button clears the display and the display on the signature pad, and
allows the applicant to sign again.

1!!—;—2—2—_—___

Section 4, Subsection 4.11.4 - Vendor solution should allow
employee to freeze and accept signature on the workstation,
over-riding the clear selection on the signature pad.

e —————— s — s rereee——— e e ——————————

Vendor Response:
Our proposed solution complies.

The signature is captured when the operator clicks ‘Next’ or ‘Finish.’ The 'Clear’
button on ihe signature pad itseif is overridden at this point and the signature that
has been captured at this point is stored with the record.

.L__—__—_E—_E—_E

Section 4, Subsection 4.11.5 - Vendor solution should allow
employee to clear signature to allow the applicant to sign
again.

%

Vendor Response:
Our proposed solution compiies.

A ‘Restart’ button is displayed on the signature pad to allow users to clear the
signature,
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8

Sloataraytue

Ask the appficant to sign their name on the signature pad.

Click Clear if the applicant needs to try again.

Actions:

= Click "Cancel’ to cancel the signature capture and return to the ‘Capture
Signature’ screen
¢ Click ‘Restart’ to restart the signature capture process
* Click ‘Next’ to move the ‘Signature Capture Finish’ screen.
%
Section 4, Subsection 4.11.6 - Vendor solution should allow

employee to select "Unable to Sign" for those applicants who
are unable to provide a signature.

%

Vendor Response:
Our proposed solution complies.

A check box on the form allows the cperator to select ‘Unable to Sign.’

Section 4, Subsection 4.11.7 - Vendor solution should allow for
the display and recording of responses to questions prompted on
the signature capture device.

M

Vendor Response:

Our proposed soiution compiies.
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Questions displayed to the applicant and the answers captured are part of our proposed
solution for WVDMV. Customized questions will be displayed on the signature pad for
the applicant to answer. These answers will be stored in the database and are
retrievable in receipt and/or report forms. For example, applicant information related to
the Motor Voter application process is collected and stored through the signature
capture device and solution software.

2%_——-—;_2-

Section 4, Subsection 4.12 - Credential Issuance System (CIS)
Objectives

Section 4, Subsection 4.12.1 - Vendor should describe how their
Proposed solution will handle image and data retrieval for
business related inquiries. This description should include:

4.12.1.1 How wildcard searches can allow for all data elements,
including first character searches. Search results should be
returned in a format that allows for easy sorting and selection
of individual records to view.

Our proposed solution complies.

The operator can enter search criteria including a wild card character into any of the
fields shown on that particular screen. The results can be sorted by clicking on the
headers of any of the fields and dynamically toggling between ascending and
descending for the field that was chosen.

For example, clicking on the ‘Last Name’ header below would sort the results by the last
name, toggling between ascending and descending order on each click of the ‘Last
Name' Tieid header.

I

- ——t

4.12.1.2 How the application can allow for easy navigation
between the search results list, individual detail records, and
back to the search results list without searching again.

Our proposed solution complies.
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To see the detail of any particular record displayed in the search results, the operator
clicks on the relevant record. The record details are displayed as appropriate for the
process the operator is performing.

Enroliment
Semvcte [ Rtz V][ g ==
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B CRIZ424 Nancy 1B53-52-12 123 Man Fortang Dregen
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4.12.1.3 How the record detail screen can default to display
data for the most recent issuance but allow selection of detail
for historical issuances.

%

Vendor Response:
Our proposed solution complies.

The proposed solution allows an operator to see the current data from the selected
record after seiecting it from the search results. The fields display will be determined
during the project planning phase in collaboration between Veridos and WVYDMV. The
‘Credential History’ button displays a list of all credentials which have been issued to the
specified customer and the details of the selected credential from the list.
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The ‘Credential History’ button can be access both from the ‘Application’ screen and the
facial image capturing ‘Photo’ screen, as shown below.

VALIDATE APPLICATION DETAILS SCREEN

Enoll Mew An i

Swigaw e LRLBOT

it Lot e Loires Bpizae L CESCRIL L S,
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CAPTURE FACIAL IMAGE SCREEN

e

Enrall Ne
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Custormar: @2341 7

)
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Credential Histary

Date Tirme lszuzisca D [Loestlon |Flag [Status
08/22/2617 11123478 322 1] Blank
08/2272017 111'2347'_? ez o Blank
| avemovio |
Anderson, James Heading: Driver Licensa
345 Elm Street Thazz: C
apt 17 Endorsemants: HE
Porifand OR. 35101 : N
1O5-0F-31
g
67
220
2020-02-03

Credential Actien: | Do Not Produce: ON

CREDENTIAL HISTORY DIALOG

An operator can see the different data from the previous credentials by selecting it
from the list which is sorted by date with the newest on the top.
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Section 4, Subsection 4.12.2 - Vendor should describe how their
proposed solution will recover after power ocutages or
communication failures. This description should include:

4.12 .2.1 How ih-.pocess tranacions
able to restart.

in syétem Queues will be

Our proposed solution complies.

Our solution is designed to fully recover after power outages or communication failures.
The queues are all managed at the server level during online communications. When
power is restored and the system comes back up, and the operator logs in they will see
all of the records in each queue that are ready to be processed and also those that
haven't been fully completed. The operator can then choose the records they wish to
work on and process as they were before the power outage, and complete all
remaining steps.

4.12.2‘.2 How the system will roil back, if a transaction cannot
be restarted.

Our proposed solution complies.

The proposed system does not update the system of record databases until the
transaction is complete. In the event that a transaction is not able to be completed, the
data for that specific record in the main datastore will not have been altered.

m
4.12.2.3 How pending data will be stored locally and uploaded
to the image server, once power or communication is restored.

m
U —— |

Vendor Response:
Our proposed solution complies.

Secura uses a built in store and forward architecture, and stores the data temporarily
and securely to ensure it is not lost. it then transmits the data to the long-term data
storage location(s). Once the record is processed and the data is successfully saved into
the long-term storage solution, Secura automatically deietes it from its internal working
database. This includes ALL demographic and image data.

The automatic and verifiable removal of cardholder data and other PII, when no longer
required to complete a transaction, perform a function, or produce cards, is a core
feature of our information systems. Deletion of data based on industry and client
retention limits is regularly performed and audited to meet client commitments and to
satisfy the requirements of our multiple security certifications.
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Section 4, Subsection 4.123 - Vendor should describe how their
proposed solution will handle Review and Fraud Case Management.
This description should include:

4.12.3.1 How the solution can provide a multi-tiered workflow
for the manual review of match and non-match records, including
priority queues,

Our proposed solution complies.

Once the system has detected a potential match for a record during the enrollment
process, the system routes that record to the adjudication queues which are used for the
manual review of the records. This flow is shown in the diagram below.
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Records that are set for expediting will follow the same process, but in the expedited
queues which allow the operators to easily identify records that require immediate

processing.

The level 1 adjudication queue is used for:
i) Displaying the queue of 1:N and 1:R leads which require level 1 adjudication
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ii} Displaying the photo and demographic details for the probe and target(s) of the
selected lead

iii) Viewing the probe credential history
iv) Marking the target photos as ‘Match’ or ‘No Match’ to the probe photo
v) Adding notes to the probe and target(s) customer records

vi) Approving or Escalating the lead to the ‘Adjudication Level 2’ workflow

USER INTERFACE SCREENS
ADJUDICATION LEVEL 1 QUEUE

The Adjudication Level 1 Queue contains the credential applications that have failed
the Secura FRS 1:N or 1:R comparison and have not been adjudicated by the current
user (Level 1 Adjudicator). If the current operator escalates the application for
further adjudication, it will then be shown in the Adjudication Level 2 Queue. If the
current operator approves the application and no other level 1 user has adjudicated
the application yet, it will no longer be shown to the current operator in the Level 1
Queue, but still remain at level 1 and visible to other Level 1 Adjudicators. Once
another Level 1 Adjudicator either approves or escalates the application, it will then
no longer appear in the level 1 queue.

Once a record is selected an operator is presented with the following screen:
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Credential applications to be adjudicated at Levei 1 require approvais by two Level 1
Adjudicators to be approved by the Secura FRS. The ‘Match/No Match’ settings of the
first adjudicator are not seen by the second adjudicator. The exact fields of data to
be shown on these screens is determined during the project planning stage in
collaborative meetings between Veridos and WVDMV,

An Operator can use the navigation buttons in the lower left hand corner to browse
through each of the potential matches before determining to either approve or
escalate the lead. Each potential match must be set to ‘non match’ before a record
can be approved.
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INVESTIGATION DETAILS SCREEN

The Investigation Details Screen displays the details of the 1:N and 1:R leads that exist
for the selected credential.
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Actions:

*» Click "Examiner File’ to create a specially formatted file identifying the
current credential (Probe or Target) which can be opened in the FaceVACS-
DBScan Examiner application to perform in-depth analysis of the credential
photo (refer to the description of the FaceVACS-DBScan Examiner Screens
in the Adjudication Level 2 section)

Veridos’ FRS solution’s Examiner Mode provides WVDMV with an interface to display
all required information to complete a manual verification.
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The potential matches are displayed below, with the probe image ranked from
highest potential to lowest, left to right. The individual score is shown below each
potential match.
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The operator can then select a potential match to review more in-depth, once chosen
the probe and the potential match are shown in the inspection screen.

T,
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The operator can use the overlay feature to get a better view if the potential match is
indeed something that requires further investigation using the overlay view and
measuring specific points like from the tip of the nose to a distinguishing mark.
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4.12.3.2 How all exped:l.ted records that have matches can go to
a separate priority queue for same day manual review.

Our proposed solution complies.

Expedited records will have their own adjudication and investigative queues with the
same flows, but will separate the records that need to be processed quickly to make is
easy for an operator to prioritize their work. An operator will simply click on the
expedited tab to see the records in that particular queue of each step of the process.

4 123.3 How all match and non-match records can display the
facial image, signature and demographic information formatted
in such a way as to highlight the differences in data between
the records.

Vendor Response:
Our proposed solution complies.

Secura has the option to highlight text that differs from probe record as a way to make
it easier for operators to distinguish the differences in the records they are reviewing as
shown in the screenshot below.
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Section 4, Subsection 4.12.4 - Vendor should describe how the

proposed solution will manage manual image enrollment
applications. This description should include:

4.12.4.1 How the Vendor solution will allow images that were

not captured by the image and signature capture workstation to
be uploaded to the system for comparison against images in the
database. '

Our proposed solution complies.

Secura has the option for uploading images from files such as JPG, BMP, or other
common file types for live photo capture. This can be provided tc all operators or only
certain operators that have a special privilege set in their access control group.
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4.12.4.2 How the system will allow images of various file types
to be uploaded into the manual enrollment application,

including JPG, GIF, TIF, PNG, and BMP.
Our proposed solution complies.

Secura allows for the uploading of image files as well as live image capture. An
operator that has access to this feature would be shown a button on the display that
say Manual Upload. The system would prompt the user to select the image they would
like to associate with the record and then the system would check in the image for ICAO
compliance. The same cropping and image adjusting features can be provided for the
manual uploading of files as is provided for the live photo capture process.

e ——— e —— et

4.12.4.3 How the system will allow user to choose to keep
uploaded images permanently enrolled in the facial recognition
system with appropriate demographic data.

R o e ]

Vendor Response:

Our proposed solution complies.

Secura allows for the uploading of image files as well as live image capture. An
operator that has access to this feature would be shown a button on the display that
say Manual Upload. The system would prompt the user to select the image they would
like to associate with the record and then the system would check in the image for ICAQ
compliance. The same cropping and image adjusting features can be provided for the
manual uploading of files as is provided for the live photo capture process.

M
S RS ——— ... |

Section 4, Subsection 4.12.5 - Vendor should describe the
applications reporting capabilities, including description and
examples of all standard system reports. This description
should also include: -

Our proposed solution complies.

The proposed enrollment software, Secura, includes an Administration User Interface
that supports standard system reports. The following DPL reports are readily accessible
to administrators:

* Transaction by Operator Report

¢ Transaction by Workstation Report

s Transaction by DLO

* Transaction by Customer Report

» Trahsaction by Date Report

« Failed Fingerprint Check Report

= Failed Facial Recognition Report

e Failed 3rd Party Vetting Report
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Once records are batched for card production, they are strictly accounted for and
monitored. The following events are monitored and status is provided to WVDMV,

either in real-time or at a pre-defined time:

e (Cards stock manufactured status

¢ Transmitting DL/ID card requests (batches or web requests) success and failure
+ Data balancing status (received batch quantity does not balance) failure and

SUCCess

» Data format status failure and success

e Data requests rejected

o Transfer stock status (for example, to DRP |ocation)
* Pull request status failure and success

« Card damaged and its remake status

= Cards QA status

¢ Cards produced status

¢ Cards packages mailed /shipped status (include quantity and dates)

o Expedited requests status
= Request on Hoid status
= Requests purged/destroyed status

The Secura Report User interface supports:

1} Entering reporting search criteria
2) Displaying the report in the browser
a) Audit Event — Report Viewed

[
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(All dates will be displayed in the format mm-dd-ccyy. The screens shot examples
below may show a different date format.)

3) Exporting report data to CSV file
a) Audit Event - Report Exported to CSV
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4) Exporting report to PDF
a) Audit Event — Report Exported to PDF
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Audit Reports

The Secura audit reports display information regarding the Secura audit events which
occur during the Secura FRS process. The audit entries recorded in the Secura FRS are

never purged and are always available for reporting purposes.

Three audit report perspectives are supported:

» Credential - all events related to a specified credential (lssuance ID)

= Customer - all events related to a specified customer ID (all credentials associated
with the customer)

* User —all events release to events initiated by the specified user (Secura user
name)

Each of the audit reports support the following columns:
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 Logged - The timestamp of when the event was logged
User — The Secura user associated with the event
Issuance ID — The credential issuance [D associated with the event (when

applicable)

s Customer Number — The customer number associated with the event (when
applicable)

¢ Event Type — The event type of the entry {refer to the Audit Event Type table
below)

e Event Data — Additional data associated with the event (when applicable)

Credential Audit Report

The credential audit report shows Secura FRS audit events associated with a specified
credential (Issuance ID) over a specified date range. The filter parameters for the
credential audit report are;

Start Date — The starting timestamp for entries to include in the report
End Date — The ending timestamp for entries to include in the report

¢ Issuance ID — The credential issuance ID for entries to include in the report

¢ Sort Order — The order to sort the ‘Logged’ timestamp column {Ascending or
Descending)

Reports
R L ] - ] - ] 3
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Customer Audit Report

The customer audit report shows Secura FRS audit events associated with a specified
customer over a specified date range. The filter parameters for the customer audit
report are:

¢ Start Date — The starting timestamp for entries to include in the report
¢ End Date — The ending timestamp for entries to include in the report
¢ Customer Number — The customer number for entries to include in the report
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¢ Sort Order - The order to sort the ‘Logged’ timestamp column (Ascending or
Descending)
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User Audit Report

The user audit report shows Secura FRS audit events associated with a specified user
over a specifiec date range. The filter parameters for the user audit report are:

Start Date — The starting timestamp for entries to include in the report
End Date - The ending timestamp for entries to include in the report

¢ User - The Secura user ID for entries to include in the report (free form text
box) This report oniy iogs audit events created by users in Secura

» Sort Order - The order to sort the ‘Logged’ timestamp column (Ascending or
Descending)
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Summary Reports

The Secura summary reports display daily summary information related to the
number of occurrences of Secura audit events which occur during the Secura FRS
process.

Four time period perspectives are supported:

¢ Date Range - the start and end date timestamps of the period of interest are
entered in the filter criteria

r—Filter:

< S

Start Date: |2016-07-21 00:90:00 1 End Date: 2016-07-28 2356:00 |

E D LT RN | [E T

* Monthly — the start and end date timestamps are set by selecting the year and
the month of interest

Filer

Month| January ¥ | Year 2016 ¥

* Quarterly - the start and end date timestamps are set by selecting the year
and the quarter of interest



CONFIDENTIAL V E R ! D O S

State of West Virginia

RFP to Provide Driver's License and 1D Cards s IDENTITY SOLUTIONS
by Giesecke+Devrient
Page 108 /340 and Bundesdruckerei
Filter:
Yeari 2015 ¥ | Quarteri First ¥ |

= Yearly - the start and end date timestamps are set by seleciing the year of
interest

Filter:

Year:! 231'57!

The last line of each summary report is a ‘TOTAL’ line containing the sum of each
column in the report.

Enrollment Summary Reports

The enrollment summary report contains columns displaying the number of
occurrences for each day of the following events:

Date — The timestamp of when the event occurrad

* Attempted Enrollments — The number of credential enroliment attempted for
this day

* Validation: ‘Attempted Enrollments’ = ‘FRS Enrollments’ + ‘Failed FRS
Enroliments’
FRS Enrollments — The number of successful FRS enroliments for this day
Validation: ‘FRS Enrollments’ = ‘Passed FRS Checks’ + "IN Leads Created’
Failed FRS Enrollments ~ The number of failed FRS enrollments (requiring
manual FRS enrollment) for this day '

¢ Manual Enrollments — The number of manuali FRS enroliment performed for
this day

*+ Passed FRS Checks - The number of credentials which passed the FRS checks
immediately following FRS enrollment (no leads generated)

* 1N Leads Created - The number of credential enrollments which generated a
1:N lead for this day

s iR Leads Created ~ The number of credentiai enrollments which generated a
1:R lead for this day

» 1N and 1R Leads Created — The number of credential enroliments which
generated both a 1:N and a 1:R lead for this day
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N Lead Summary Reports

The N Lead summary report shows a summary of the number of occurrences each day
-of adjudication events for 1:N leads during the specified time period. This report
contains the following columns:

Date — The timestamp of when the event occurred
L1 Approved — A 1:N lead at adjudication level 1 has been approved

L1 Escalated — A 1:N lead at adjudication level 1 has been escalated to L2 status
L2 Approved — A 1:N lead at adjudication level 2 has been approved

L2 Escalated — A 1:N lead at adjudication level 2 has been escalated to
Investigation status
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R Lead Summary Reports

The R Lead summary report shows a summary of the number of occurrences each day
of adjudication events for 1:R leads during the specified time period. This report
contains the following columns:

Date - The timestamp of when the event occurred
1.1 Approved — A 1:R lead at adjudication level 1 has been approved

» L1 Escaiated - A 1:R iead at adjudication ievei 1 has been escalated to L2 status
¢ |2 Approved — A 1 R lead at adjudication ievel 2 has been approved

e L2 Escalated - A 1:R lead at adjudication level 2 has been escalated to
Investigation status
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Investigation Summary Reports

The investigation summary report contains columns displaying the number of
occurrences for each day of the following events:

Date — The timestamp of when the event occurred

e Investigation Cleared — A credential has had the investigation of ‘potential
fraud’ cleared

e Confirmed Fraud - PROBE - The probe credentiai in a iead has been marked as
‘confirmed fraud’

» Confirmed Fraud - TARGET - A target credential in a lead has been marked as
‘confirmed fraud’
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Management Reports

Group Permission Report

The Group Permission report shows the complete list of permissions for each group
and last update details.
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Exception Reports

Special Handling Summary Report

Each of the special handling summary report shows history and status of the
credentials which have gone through the special handling screen. This report contains
the following columns:

Created On - The timestamp of when the event was created
Customer Number — The customer number associated with the event
Issuance ID — The credential issuance ID associated with the event
Reason Code - The reason code of why this credential is in special handling
ICAO Non Compliance Reason — If the reason code is ‘Non ICAQ’, the details non-
ICAQ details sent when the credential was enrolled
* lIssuer Code ~ The issuer code of the enrollment location from where the
credential was enrolled
o Note: This will be changed to 'SRVC_CNTR_NUM"’
* Action Taken - The action which has been taken (if any yet) to resolve the special
handling condition '
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Veridos' Online Portal enables WVDMV a self-service capability to query the processing
status .of individual personalization card orders, as well as to designate specific actions
(redirect, pull, hold) for in-process card personalization.

Some of the most common reports queried are listed in the table below.

Report Name HepnPurpusuyl‘.'lm»:n_mlun Lt of Data Elements contained i
Report

Vaull DCN Vauit DCN Invenitory status for LCIN STarT # & end #, stock balance,
Inventory primary & backup sites for all cards new cards manufactured, cards in use,
which includes new manufactured rejected, destroyed, removed from
cards being added to the vault(s) vault, moved to backup facility or
primary facility & totals
Card Production | Monitors the card production Orders Received by WV, Successful
volumes from WV receiving the Pulled broken down by reason, mailed
order to the final event status broken down by reascn, Final
Production Failure broken down by
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Report Name

Lt af Cata Elements contained in
Repart

reason, 1o1al gestroyed & percentage,
total purged & percentage for each Wi
State, card, run type and for a date
(day, week, month, guarter, year or
defined period)

Spoilage To provide a total number of DCN, Card Type, Date/Time
spoiled cards by card type and Wv
during any point of the card
lifecycle
Lost Card Listing of all cards lost DCN, Card Type, Date/Time, BatchiD
This is an e-mail alert,
Personnel Listing of personnel attendance Name, User ID, Shift, Attendance,
attendance by date/time
SHITL
Delivery Listing of delivery components Delivery Component, Quantity,
Compenent Description, dateftime

Daily Order Files

Used to track order batch filenames,
corresponding request batch
filename, order batchiD, order
record count znd Card Production
Centre Status

Reguest batch filename, order batch ID,
order record count, date/time

Access Control
Logs

Lists all accesses for computer and
compartmental areas

Date/Time, User ID, Access, Computer,
Compartmental area

Card Production
Failure

Lists all item orders/cards that have
failed znd ensure that every DCN is
accounted for and items,

DCN, Card Type, Date/Time, Failure
Type

Recenciliation

Provides a monthly total broken

DCN, Time, # of cards charged with
associated cost broken for the month

same details as the Reconciliation
Invoice,

Inveice down by each week for each Wy

card, for mailed, pulled & reprints. and weeks within the month

Totals for all cards, GST and grand

total.
Detailed Provides a detailed listing for Same as above and broken down by
Reconciliation reconciliation that is broken down week, day and individual DCN
Invoice (by day) | by week and then by day with the

Pulled Status

To provide a listing of all pulled
requests from the web-based
application and status

DCN, Card Type, Date/Time, Status

Daily Merge
Failures

Used to track image merge failures.

File type, DL/D, Spare #, vaiue, date
mismatch and status, grand total of
failures

Inventory Usage

Track full inventory and usage

To provide a fisting broken down by

Requests

Report by card card that shows the inventory items and
quantities used for processing item
orders

Unsuccessful Track all unsuccessful requests for Listing of alf reprints that are processed

Print/Reprint reconciliation at ne charge
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Repart Name Report Purpo List of Data Elements contained in
Report

Backiog item This 1s an e-mail alert for tracking all | Listing of aii outstanamg item orders
Orders backlog items that have not been processed in the
required timeframe
Inventory Weekly (or flexibly set by basis) Listing all collateral items, Qty, 90 day
Planner - report providing collateral inventory | usage
collateral statu
Inventory Weekly (or flexibly set by basis} Listing all plastic items, Qty, 90 day
Planner - Plastics | report providing plastics inventory usage
status
Enmmp——s -

4.12.5.1 How, in addition to any standard reports the solution
offers, proposal should allow Agency to add a determined number
of custom reports at no additional charge over the life of the
contract.

Our proposed solution complies.

Veridos will work with WVDMV to determine if additional reports are required to
support WVDMV's business and administrative services. These custom reports will be
included with our proposed solution over the life of the contract at no additional
charge.

4.12.5.2 How can the Agency generate custom ad hoc reports?

Our proposed solution complies.
The system provides a flexible interface that allows operators to choose various items
inciuded data ranges and other search criteria to create ad hoc reports as needed.
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e K

4.12.5. w eorts displad Er view on the screﬁ can be
Printable and properly formatted.

Our proposed solution complies.

All reports can be viewed on the screen, Exported to a PDF, Exported to a CSV file, or

printed. The system automatically formats the data for the chosen method to view the
data.
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4.12.5.4 How the report data can be displayed on screen in such
a4 way as to limit the need to navigate through multiple pages.

T T

Vendor Response:
Our proposed solution complies.

Our solution provides search parameters that limit the data returned in the report as
well as exporting any reports data to CSV where it can sorted and filtered as desired.

A sample report is provided below.
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Section 4, Subsection 4.12.6 - Vendor should return a
confirmation file to the Agency upon receipt of the standard
production print files.

v%

endor Response:
Our proposed solution complies.

The Veridos Data Processing Systems (DPS) at the Central Issuance Location allows for
the receipt of files from WvDMV at set times of the day and as many days per week as
required. The receipt of files is configurable and is based on West Virginia’s record
format information. The system will notify WVDMYV of files receipt via confirmation
(event/audit) files.

Section 4, Subsection 4.12.7 - Confirmation files should
include the number of print requests received for validation by
the Agency against the number of print requests sent.,

Vendor Response:

Our proposed sofution complies.

The confirmation (event/audit) files include the number of print requests received to be
validated by WVDMV against the number of print requests sent. This is a standard
operatoring procedure for Veridos.
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SYSTEM ADMINISTRATION

Section 4, Subsection 4.13 - User Account Management

Section Subséctio 4.13. Vendor shld describe the
account management functions as part of their system
administration module. This description should include:

Our proposed solution complies.

Secura has a User Management portal that all allows operators, with the correct
permissions assigned to their account, to perform many tasks that include but are not
limited to:

*  User Account Management

¢ Creation and Assignment of Security Groups
¢ Reporting

*  Review system errors

¢ Enrollment workstation configuration

4.13.1.1 How you may view last login date/time for each user.
Our proposed solution complies.

Secure provides the user audit reports that can be filtered by any log-in event
including date/time.

User Audit Report

The user audit report shows Secura FRS audit events associated with a specified user
over a specified date range. The filter parameters for the user audit report are:

* Start Date - The starting timestamp for entries to include in the report
End Date - The ending timestamp for entries to include in the report
= User —The Secura user ID for entries to include in the report (free form text
box)
o This report oniy iogs audit events created by users in Secura
* Sort Order - The order to sort the ‘Logged" timestamp cofumn (Ascending or
Descending)
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4.13.1.2 How to manage

er permissions.

Our proposed solution complies.

The proposed solution uses permission-based access control (PBACQ) as part of the
system security architecture. PBAC is a method to control which users have access to
system resources based on the roles assigned to them. This security feature protects
stored data from unauthorized viewing and modifications. PBAC security is
transparent to users. This means that after users identities are verified, they are only
allowed to view data and execute authorized operations based on their defined roles
and permissions. The PBAC method protects data and system security by making sure
that users cannot misuse their access rights and privileges.

User accounts with the System Administrator privilege are used to manage other user
account permissions. A system Administrator uses the Users and Roles tab of the web
client to configure authorized users and define how they access the system. The Roles
tab lets you manage permissions assigned to Secura roles.

Users

Users reside inside the enterprise LDAP and are created within the system. To ensure
system integrity, each user is identified based on a User ID/ Password authentication
mechanism. A system administrator assigns each user to one or more roles (with ali of
the corresponding permissions). The roles as-signed to each user determine what
activities they are allowed to perform and what information they can access.

Permissions

Permissions enforce the actions and activities that users are allowed to perform
within their assigned roles. A system administrator associates each role with specific
permissions for specific tasks; therefore, the roles assigned to each user deter-mine
which permissions (authorized actions) they are granted.
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T A A S i 15 Sy > -
4.13.13 How the ability to view partial or full SSN data in all

applications will be achieved based on Permissions or role.

Our proposed solution complies.

The solution provides a role-based user account management system that allows for
specific fields to be accessible only by individuals with the correct roles assigned to their
user account. The SSN will be set up to be accessible by the approved roles.

Section 4, Subsection 4.14 - System Usage Dashboard

Section 4, Subsection 4.14.1 - Vendor should describe how the
system administration module may display the current view of
System usage including items such as:

4.14.1.1 Number of users currently logged into FRS & ICW
applications

Our proposed solution complies.

There are six different System Administration Module options available. They are
Problem Applications, Manage Workstations, Scheduled Actions, Audit, Notifications
and Configuration.

Secura has a portal that
can be used to perform a
query to show the history
or current user's account
usage. This portal also
shows the number of users p = ——
currently logged into Secura and the FRS. "

= T o)

User data can be shown on the screen or printed out on paper. A user of the proposed
system with the correct privileges assigned to their account can search for users by
name, iocation, or group as well as specify specific timeframes/date ranges to return
results,

4.14.1.2 Number of records Pending in all queues in FRS.
Our proposed solution compiies.

The proposed solution includes a Dashboard that shows graphicaily how many records
are in each of the individual queues. The dashboard automatically updates itself every
3 minutes when the screen is being viewed. The Dashboard also shows graphically how.
many users are logged into the system at any given time.
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4.14.1.3 Central production facility statistics.

Vendor Response i -

Our proposed solution complies.
Veridos’ Online Portal enables WVDMY a self-service capability to query the processing

status of individual personalization card orders, as weli as to designate specific actions
{redirect, pull, hold) for in-process card personalization. The Portal and Status Enquiry
application are easily adapted for West Virginia‘s specific needs and offer 24/7/365

access to production status.

Status Enquiry Application

The Status Enquiry application provides reports regarding the date that a card request
has been received or has been shipped in addition to DL/D cards specific demographic
information such as: address, DU/ID card number, data received, batch ID, date shipped,
mailing method of shipment.

The following objectives can be achieved by E— 0 s s
WVDMV by using this application: i~

° Search Cards: User can search for a card
by configurable keys, i.e. DLID number
{or other parameters)

o

. View Card Details: User can view the
details of a card request

. Select Cards for Pull: User can select a _
card or more than one card to submit a =
pull request,

Section 4, Subsection 4.15 - Management of Central Issuance
Records

Section 4, Subsection 4.15.1 - Vendor solution should allow for
status queries on individual card Print records. Vendor
Response:

Our proposed solution complies.

Veridos’ Online Portal enables WVDMV a self-service capability tc query the processing
status of individual personalization card orders, as wel! as to designate specific actions
(redirect, pull, hold) for in-process card personalization. The Portal and Status Enguiry
application are easily adapted for West Virginia’s specific needs and offer 24/7/365
access to production status.

Status Enquiry Application
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The Status Enquiry application provides reports regarding the date that a card request
has been received or has been shipped in addition to DL/ID cards specific demographic
information such as: address, DI/ID card number, data received, batch ID, date shipped,
mailing method of shipment.

The following objectives can be achieved by T
WVDMV by using this application:

s Search Cards: User can search for a card
by configurabie keys, i.e. DL/ID number
(or other parameters)

. View Card Details: User can view the =
details of a card request

. Select Cards for Pull: User can select a
card or more than one card to submit a
puii request.

=
Section 4, Subsection 4.15.2 - Vendor solution should allow for
holds to be placed on individual card print records prior to
the start of Processing.

Vendor Response:

Our proposed soiution complies.

Our online portal allows WVDMYV to place holds on individual card print records prior to
the start of processing.

Our Reports Online application within the Online Porta! provides an €asy 1o use fool
that allows the State to access reports generated as a result of personalization file
processing, inventory planner report, or customer specific reports that are created
based on customer specific requirements.

Some examples include:

» Cards stock manufactured status

» Transmitting DL/ID card requests R -
success and failure -

—

» Data balancing status {received e —
batch quantity does not balance) v
failure and success =

o e

» Data format status failure and e —— . -
success e

> Data requests rejected
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Transfer stock status (ex: to DRP location)
Pull request status failure and success
Card damaged and remake status

Cards QA status

Cards produced status

Cards shipped status

Expedited requests status

Request on Hold status

YV V V V V Vv v vy

Requests purged/destroyed status

in situations when time does not allow for the use of Online Portal, your dedicated
Relationship Manager can be contacted to escalate the matter to Veridos’ Operations

and QA teams.

Section 4, Subsection 4.15.3 - Vendor solution should allow for
priority flags to be set on individual card print records which
must trigger expedited Processing.

Vendor Response:

Our proposed solution complies.

Our online portal allows WVDMYV to set priority flags on individual card print records
pricr to the start of processing that will trigger expedited processing.

Veridos’ Data Processing System (DPS} is capable of receiving and processing West
Virginia's files daily, as well as receiving expedited files separately, or as a single
transmission. The special handling requests are indicated by the submitting party
through selection of "Priority’ DUID, triggering expedited card production.

Veridos’ proposed solution also allows West Virginia to send an ‘Expedite’ file to the
Veridos System where batched records are received via batch file transfer. The request
will indicate card # and the required change of status (i.e. expedite).
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Section 4, Subsection 4.15.4 - Vendor solution should allow for
tracking information, to be available for expedited print
request records.

Vendor Response:
Our proposed solution complies.

To expedite delivery to the individual cardholder, we provide multiple services where
we send the card by courier directly to the client, or we can also send the card back to
the individual location for customer pick-up. Expedited service is a fundamental part of
the Veridos service and we work with all courier companies should West Virginia desire

a particular courier provider. Tracking information to be provided for each courier
package.

e e —————— rr——————
Section 4, Subsection 4.16 - Reports

Section 4, Subsection 4.16.1 - Vendor solution should capture
audit data for all images, data captured, and temporary DLs
Produced and made available in detail and summary reports.

e ————————————— e e —————r———————————

Vendor Response:
Our proposed solution complies.

Our solution provides a robust reporting and audit capabilities that allow a user to view
both detailed and higher level summary reports such as the N Leads summary report.

The N Lead summary report shows a sumrmary of the number of occurrences each day of
adjudication events for 1:N leads during the specified time period. This report contains
the foliowing columns:

* Date — The timestamp of when the event occurred

* L1 Approved - A 1:N lead at adjudication level 1 has been approved

» L1 Escalated ~ A 1:N lead at adjudication level 1 has been escalated to L2 status
¢ L2 Approved - A 1:N lead at adjudication level 2 has been approved

* L2 Escalated - A 1:N lead at adjudication level 2 has been escalated to
Investigation status
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Section 4, Subsection 4.16.2 - Vendor solution should. produce
daily reconciliation reports. Vendor Response:

Our proposed solution complies.

Our solution supports a number of summary/reconciliation reports that can be queried
on a yearly, quarterly, monthly or ad hoc (daily or more frequently) basis.

Reconciliation Provides a monthly total broken DCN, Time, # of cards charged with
Inveice down by each week for each WV associated cost broken for the month

card, for mailed, pulled & reprints. and weeks within the month

Totals for all cards, GST and grand

total.
Detailed Provides a detailed listing for Same as above and broken down by
Reconciliation reconciliation that is broken down week, day and individual DCN
Invoice (by day) | by week and then by day with the

same details as the Reconciliation

Invoice.

Section 4, Subsection 4.16.3 - Vendor solution should be able
to request reports for specific date or date ranges. Vendor
Response:

Our proposed solution complies.

Secura reporting allows the operators to choose a specific date or date ranges for
reports as shown below.
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Sectibn 4;
Agency network printers. Vendor Response:

Our proposed solution complies.

Section 4, Subsection 4.17

Section 4, Subsection 4.17

ubtio 4.16.4 Vendor print | to

- Contreclled Use

.1 - Vendor solution should be able

to log unauthorized attempts to access the system software.

Vendor Response:

Our proposed solution complies.

Secura logs both successful and unsuccessful login attempts. These attempts can be
reviewed using the User Audit reporting functions.

User Audit Report

The user audit report shows Secura FRS audit events associated with a specified user
over a specified date range. The filter parameters for the user audit report are:

» Start Date - The starting timestamp for entries to include in the report

* End Date — The ending timestamp for entries to include in the report

» User ~The Secura user ID for entries to include in the report {free form text box)
o This report only logs audit events created by users in Secura

* Sort Order - The order to sort the ‘Logged’ timestamp column {Ascending or
Descending)
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Section 4, Subsection 4.18 - Protection

-Séétion 4,VSubséction 4.18.1 = Vendof sdlﬁﬁion should“have
security protection to prevent unauthorized access. Vendor
Response:

Our proposed solution complies.

All software provided is industry-best practices open architecture using TCPAIP, HTTP or
HTTPS and other protocols including but not limited to SOAP or REST services, Public
Key Infrastructure (PKI), Virtual Private Networks (VPN) and other encryption for
protecting data while in movement or at rest.

The system also uses Active Directory for user login authentication to prevent
unauthorized access to the system. The proposed solution alsc has a feature that allows
tor configurable time frames to be established that prevents the image capture
application from being logged into even with authorized accounts during non-business
hours, such as 10pm - 5 am.

e T

Section 4, Subsection 4.19 - Data Management

Section 4, Subsection 4.19.1 ~ The system administration module
should include data management functions. Describe how these
data management functions will address:

M

4.19.1.1 Removing records with data or image errors

Our proposed solution complies.

The proposed system provides a portal that operators, with the correct privileges, can
access that alfows for the update and/or deletion of records. This portal is used to
remove records that have data and image errors.

m‘_—
4.19.1.2 Marking records that are to be used for testing
purposes

Our proposed solution complies.

The system provides for test records to be flagged as such within the system so that they
are not mistaken for real production requests.
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4.19.1.3 Access to system audit logs
S e —

Vendor Response:

Our proposed solution complies.

Audit Reports

The Secura audit reports display information regarding the Secura audit events which
occur during the Secura FRS process. The audit entries recorded in the Secura FRS are
never purged and are always available for reporting purposes.

Three audit report perspectives are supported:

» Credential - all events related to a specified credential (Issuance ID)

» Customer - all events related to a specified customer ID {aii credentiais
associated with the customer)

e User —all events release to events initiated by the specified user (Secura user
name)

Each of the audit reports support the following columns:

* Logged - The timestamp of when the event was logged
o User — The Secura user associated with the event
* Issuance ID - The credential issuance ID associated with the event (when

applicable)

» Customer Number — The customer number associated with the event (when
applicable)

* FEvent Type - The event type of the entry {refer to the Audit Event Type table
below)

» Event Data - Additionai data associated with the event (when applicable)

Credential Audit Report

The credential audit report shows Secura FRS audit events associated with a specified
credential (Issuance ID) over a specified date range. The filter parameters for the
credential audit report are:

Start Date — The starting timestamp for entries to include in the report
* End Date — The ending timestamp for entries to include in the report
Issuance |2 — The credential issuance {2 for entries to include in the report
¢ Sort Order — The order to sort the ‘Logged’ timestamp column (Ascending or
Descending)

i)
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Customer Audit Report

The custorner audit report shows Secura FRS audit events associated with a specitied
customer over a specified date range. The filter parameters for the customer audit
report are:

Start Date — The starting timestamp for entries to include in the report

End Date - The ending timestamp for entries to include in the report
Customer Number - The customer number for entries to include in the report
Sort Order - The order to sort the ‘Logged’ timestamp column (Ascending or
Descending)
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User Audit Report

The user audit report shows Secura FRS audit events associated with a specified user
over a specified date range. The filter parameters for the user audit report are:

e Start Date - The starting timestamp for entries to include in the report
* End Date - The ending timestamp for entries to include in the report
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¢ User - The Secura user ID for entries to include in the report (free form text
box)
o This report only logs audit events created by users in Secura
* Sort Order - The order to sort the ‘Logged’ timestamp column (Ascending or
Descending)
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Section 4, Subsection 4.20 - Audit functions

Section 4, Subsection 4.20.1 - Vendors soclution should store
the username for every transaction completed on the image and
signature capture workstation. Re-authentication upon the
printing of each temporary driver's license may be needed and
should be configurable.
e S e e ——
Vendor Response:

Our proposed soiution complies.
Secura tracks all user activities within the system.

Each of the operator actions creates an entry in the audit logs with the follow data:

Logged - The timestamp of when the event was logged
User — The Secura user associated with the event
Issuance ID — The credential issuance ID associated with the event {when
applicable)

» Customer Number — The customer number associated with the event (when
applicable)
Event Type — The event type of the entry

e Event Data - Additional data associated with the event (when applicable)
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Secura has the option to have the operator re-authenticate at many points within the
workflow, the most common being the printing of the temporary DU/ID card. The re-
authentication is configurable to meet WVDMV's specific needs.

L
Section 4, Subsection 4.21 - Equipment installation

Section 4, Subsection 4.21.1 - To minimize clutter, prevent
damage, and prevent easy removal, the Vendors solution should
consist of only the workstation components that are necessary
for capturing the applicant's image, validating DL credentials
and signature.

Vendor Response:

Our proposed solution complies.

The Veridos Capture Solution is optimized to secure and minimize the desktop capture
workstation footprint and clutter.

Examples include:

¢ The Secure Photo Capture Tower is designed on a small 8”x 8" base (see
diagram in Section 4.41.1.5)

e The Secure Capture Tower is designed to be bolted to a desktop if
desired/required (see diagram in Section 4.41.1.5)

« The Secure Photo Capture Tower is designed with a built in USB hub to power
other capture devices

» The Signature Capture Device is a combination device that will support
signature capture as well as Queries related to Voter Registration, etc

= The Document Scanning device for Real ID breeder documents is an ADF type
that feeds automatically with a smaller footprint that a flatbed scanner

» The Document Scanning device is available with a dedicated passport scanner
option that fits underneath the ADF reader
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CARD DESIGN AND SECURITY FEATURES REQUIREMENTS

Section 4, Subsection 4.22 - Secure Temporary Driver's License
and ID's

Section 4, Subsection 4.22.1 - Vendor should explain how their
solution will produce a secure temporary driving credential for
applicant use while waiting for the card to be printed at the
secure central production facility; including any secure
consumables, such as laminate, and/or paper, and recommended
Printing equipment.
S S e PR O
Vendor Response:

Our proposed solution complies.

The interim DL/ID will be printed from the capture workstation or from Secura’s web
application. If the print request is triggered from the ICW, it will print automatically on
a printer already assigned to that workstation. The system includes a function for
reprinting the temporary DL/ID, with supervisor override capability, if necessary.

Our proposed printer for the temporary DUID is specified below:
Paper Printer — HP LaserJet Pro — For Interim ID/DL

—

£

¢ HP Laserlet Pro M402n - or equivalent - Laser Printer

o Technology - Monochrome - laser
Resolution — HP FastRes 1200 dpi
Monthly duty cycle — up to 80,000 pages
Recommended volume - up to 4000 / month
Paper Trays - Standard — 2 (100 pg. and 250 pg.)
Connectivity USB 2.0, and 10,100,1000 Gb Ethernet
Printer Toner Cartridge — HP26A or Extended HP26X
Dimensions - WxDxH - 15 x 14.06 x 8.5 in
Weight - 18.92 |bs.

O ©C 0 0 0 0 0O 0



CONFIDENTIAL V E R | D O S

State of West Virginia
RFP to Provide Driver's License and ID Cards IDENTITY SOLUTIONS

. by Giesecke+Devrient
Page 133/ 340 and Bundesdruckerei

The design of the Temporary DL/ID will be generated according to WVDMV specifications.
The design, creation, origination and approval process is illustrated below and the respective
steps can be deduced from it. The following steps will be part of the approval process:

1) Approval of design artwork (graphical)
2) Approval of origination

This process is outlined below.
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The proposed paper includes the following features:

Verification

Element Description level

High-security paper

@ S ¢::... = The paper of the Interim Driver License is composed
&8 BT ovoew of paper with 100% cellulose.

T et et = The paper does not contain optical brighteners
Wag, r“"cr“
gy {(dull, non-fluorescent). 1

and the material is not available to the public on
the open market.

= This paper is restricted to high-security applications g B
L

= The paper allows for high-resolution inkjet
personalization, vy

Protection against chemical erasure

= The paper contains a chemical agent which reacts e
strongly on contact with acids, alkalis, bleaching i
agents and organic solvents, producing a visible
: stain. These chemicals are frequently used by 5

counterfeiters in an attempt to remove information
from the Interim Driver License.

UV security fibers

bright colors in biue, red and green when the paper
is exposed to ultraviolet light. This feature is not _}
available for ordinary office paper. 22 )

: Visible security fibers
( = Visible fibers, which are easily recognizable by the

O O human eye, are integrated with the paper. @

= Invisible fibers in the paper, which become visible in Y ‘
S o |

|

|

f

I
|
|
i
|
i
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Section 4, Subsection 4.23 - Card Design Changes

Section 4, Subsection 4.23.1 - Vendor should describe how they
propose handling security format changes to cards made post-
implementation, based on reported or identified security gaps.

1—;——————5-_1_2

Vendor Response:
Our proposed solution complies.

Veridos will work with West Virginia to maintain and participate an active Card Design
Security Program through the duration of the contract. Veridos offers cards that meet
all current standards and will also work with the WVDMV to ensure your cards stay
current with AAMVA and industry standards as they evolve.

We will work closely with the WVDMV and West Virginia law enforcement to hold bi-
annual meetings to review the cards and explore ways to enhance or introduce new
security features.

Our proposed card solution for West Virginia is designed to be a “platform” that can
adapt to changing requirements and emerging technologies such as alterations to
substrate or the inclusion of a chip module. We also provide ongoing partnership,
including the Card Review Committee to address ongoing redesigns and security
upgrades throughout the full term of the contract. This approach ensures that the
cards’ integrity and security remain highly resistant to fraud.

Veridos' card products are routinely subject to independent testing for their durability
and adherence to design standards. The results of these tests will be made available to
the WVDMV at no cost. Veridos will warrant that all cards provided under contract to
West Virginia will exceed the five-year lifespan required by this RFP under normal use.

Our commitment to the ongoing security of the West Virginia DL/ID program is reflected
in our everyday partnership. The WwDMV will have a dedicated Relationship Manager
who is available at any time to discuss individual concerns. The Relationship Manager
also reports directly to the Account Executive who will routinely discuss
recommendations for additional design changes to combat evolving threats.

Veridos takes pride in being at the forefront of innovative technology to be one step
ahead of fraudulent attempts to replicate Driver's Licenses and national forms of
identification. Our R&D department is focused on developing new security features and
card enhancements that ailow the card to be refreshed over a long-term contract. We
work closely with law enforcement and our customers to hold bi-annual meetings to
review the cards and explore ways to enhance or introduce new security features,

In addition, our internal graphics department is current on all standards to ensure that
correct specifications are being adhered to before the card goes to print. To facilitate
these efforts we have allcwed for the design of the card to be flexible in the sense that
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new security features can be incorporated without transforming the entire image. All
cards manufactured and produced adhere to AAMVA standards and requirements; this
applies to card body features and also to personalized features such as barcode, etc.

__—_—_—_h.——_

PROJECT MANAGEMENT

Section 4, Subsection 4.24 - The Vendor project manager should
be involved in every detail of the project from start to
finish. High level oversight will not be acceptable.

Vndorﬁ Response:
Our proposed solution complies.

Our dedicated proposed Project Manager for WWYDMV is Anastasia Koulis. Anastasia will
be involved in every detail of the project from start to finish.

Anastasia has 25 years of experience in delivering highly secure solutions in both the
financial and government solutions industries. Anastasia has been a regular, fulltime
employee with Veridos and our parent firm G+D since 2014.

Anastasia will function as the Lead Project Manager and is responsible for the successful
delivery of the project, coordination of WVDMV activities, Veridos and third party
resources as weli as ongoing communication and strategy.

Anastasia has recently implemented several large projects of a similar scope and size to
the requirements of this RFP.

Brief summaries of Anastasia’s recent projects are highlighted below.

Preject Reference #1

Company Name: Saskatchewan Government Insurance

Company Address: - [2260 11" Avenue, Regina, Saskatchewan, S4P 0J9

Contact Name: ' Randy Stoneham, - Manager, Issuer and Customer
Support Services.

Contact Telephone Number: 306-751-3757

Contact Email: Rstoneham@sgi.sk.ca

Date Work Undertaken: April 2016
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Nature of Assignment:

Large scale project to introduce a brand new
Driver’s License and Identification card & Capture
Manager system by a specific set launch date, as
well as a Facial Recognition System

High level of complexity involved to manage
deliverables from numerous partners, and work
streams, multi-phased approach, extensive
documentation and testing

Duration of the project was 16 months — May
2015-Aug 2016

Project Reference #2

Company Name:

Manitoba Public Insurance

Company Address:

912-234 Donald Street, PO Box 6300, Winnipeg,
Manitoba

Contact Name:

Brad Bunko - Vice President; Information Technology

Contact Telephone Number:

204-985-8770 EXT 7481

Contact Email:

bbunke@mpi.mb.ca

Date Work Undertaken:

Current — May 2017

Nature of Assignment:

Large scale project to in upgrade a Capture
Management system and launch a Facial
Recognition System

High level of complexity involved to manage
deliverables from numerous partners,
documentation and testing.

Duration of project was 15 months — May 2015 —
Aug 2016
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Section 4, Subsection 4.25 - The Vendor project manager should
follow project phases from project initiation through
acceptance, including requirements gathering and analysis. The
Vendor project manager should be prepared and capable of
facilitating requirements gathering meetings with the Agency
staff.
——— e ————————————————
Vendor Response:

Qur proposed solution complies.

Veridos' Project Management Methodology is described below at a high-level and is
designed to provide a substantive and objective framework for the reporting and
review of projects to stakeholders. We will adapt our Methodology toc coincide with the
State of West Virginia’s reporting methodology as needed. Our Project Management
Methodology is straightforward, requiring minimal training for State team members to
complete their work according to the Statement of Work (SOW).

Our Project Management Methodology is built upon seven (7) core fundamental
activities:

1) Documenting business requirements

2) Developing a project plan and resource allocation

3) Establishing a process to assess and manage any risks and/or gaps identified
throughout the project lifecycle

4) Establishing a process to manage and resolve project issues

5) Establishing a process to manage and approve change requests (Change
Management)

6) Quality Assurance and Testing throughout the project’s lifecycle
7) On-going support and training

While the methodology described provides a foundation, it is through a detailed
collaborative approach throughout the lifecycle of the project that the team will be
able to capture the nuances embedded within each of the business requirements. It is
the customized collaborative approach that ensures the ultimate success of each project.
Veridos has followed this methodology and approach with each of its implementations
successfully.

With the implémentation of each project, the lessons learned and gained are
continually reinvested to refine this proven and successful approach. The benefits of our
Project Management Methodology are many; five are presented below.
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Complete and Comprehensive Understanding of Requirements:

The Business Requirements Definition phase has proven to be one of the most
significant stages in the development of a successful implementation and transition of a
Project. Our Project Managers have been trained and are experienced in ensuring that
the appropriate focus and time is given during this stage. This is a disciplined approach
of ensuring all of the business requirements are gathered and fully understood from
end-to-end. This process would involve the participation of individuals representing all
areas of the project. As this project involves the migration of the card production to our
facility, this process would allow for our team of experts to provide a full consultative
review of the business requirements versus our operational capabilities. This
consultative review would provide WVDMV with potential opportunities for efficiencies
and/or cost reductions, as well as the operational capabilities to improve security and/or
client communication requirements. This latter point may be of significance to WVDMV,
as the project will be introducing a new card platform to the residents of West Virginia,
which will place a greater emphasis on educating and reassuring West Virginia's citizens
on the rationale for the new card platform.

This phase also provides the benefit of ensuring the proper coordination of activities
with the existing contractor. There will be a need to have an understanding of both
environments in order to ensure a smooth migration. Verides has extensive experience
in migrating clients from another vendor tc our own environment.

Ensuring Timelines are Met and Allocation Resources

Once the full scope of the business requirements have been defined, detailed task
dependencies and project timelines will be outlined. Based on the tasks required to be
completed and the timeline associated with that task, resources are then allocated to
the project team. A complete review of the project timelines versus the business
requirements is then completed. Should project timelines be outside of the business
requirements/expectations, a complete review of project resources and timeline
dependencies is then undertaken in order to bring the project on plan.

Our Project Managers are trained and experienced in analyzing potential gaps within
project plans and business requirements. This expertise, coupled with the availability of
our resources and robust operational capabilities, provides additional flexibility and
comfort in ensuring that sufficient resources are provided and time lines are met. The
benefit to the project is “ON BUDGET and ON TIME.”

Veridos has assigned a skilled Project Manager, supported by a robust team of skilled
experts representing both technical and business subject matter. The experience of this
team will ensure that all business requirements have been addressed within the Project
Plan.
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Section 4, Subsection 4.26 - The Vendor project manager should
be involved in the technical details of the design,
development, and testing phases of the project, and should not
expect the Vendor technical lead to fully manage those
activities,

Vendor. Response :

Our proposed solution complies.

The Business Requirements Definition phase has proven to be one of the most
significant stages in the development of a successful implementation and transition of a
Project. Qur Project Managers have been trained and are experienced in ensuring that
the appropriate focus and time is given during this stage. This is a discipiined approach
of ensuring all of the business requirements are gathered and fully understood from
end-to-end. This process would involve the participation of individuals representing all
areas of the project. As this project involves the migration of the card production to our
facility, this process would allow for our team of experts to provide a full consultative
review of the business requirements versus our operational capabilities. This
consultative review would provide WVDMV with potential opportunities for efficiencies
and/or cost reductions, as well as the operational capabilities to improve security and/or
client communication requirements. This latter point may be of significance to WVDMV,
as the project will be introducing a new card platform to the residents of West Virginia,
which will place a greater emphasis on educating and reassuring West Virginia's citizens
on the rationale for the new card platform.

The assurance of any successful project is centered on its ability to dedicate a sufficient
amount of time to testing, supported by a robust test strategy. As testing is one of the
last phases prior to the implementation of a project, the temptation may exist to cut
this phase short in order to meet an implementation date. Our implementation
methodology is to ensure that the integrity of the testing phase remain in place
without affecting the implementation date. This is achieved by strong Project
Management discipline throughout the lifecycle of the project; utilizing tools such as
the Issue Management Process, Escalation Management Process and the Change
Management Process to ensure early on that the project remains on plan. As
mentioned, strong Project Management is supported by a robust Test Strategy. Veridos
incorporates Alpha Testing throughout the various components of the project. In
addition, robust collaborative Beta Tests are performed. These tests are completed with
input by the client, and involve full regression testing of all components of the solution.

Where possible, it is also recommended that in addition to Beta Testing, an internal
staff trial be incorporated into the testing phase. This would provide the comfort of
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ensuring that any potential errors not caught during either the Alpha or Beta Tests are
captured prior to market release.

In addition to the above, testing can be further augmented by a controlled market/field
trial of the proposed solution. This would provide WVDMV an added level of comfort,
ensuring that all lessons learned relative to market acceptance issues can be
incorporated into the full implementation phase.

"-_—__—_L_—_—_-;_=E

Section 4, Subsection 4.27 - Communication

Section 4, Subsection 4.27.1 - The Vendor project manager
should manage the work by establishing and maintaining
communications with all groups related to the project. The
activities of the Vendor's project team should be directed,
coordinated, and communicated with the Agency Project Manager
to ensure that the project progresses per the project work plan
and is completed on schedule.

e ———— e ——————rere——————————— e e——t—————

Vendor Response:
Our proposed solution complies.

We believe that a key section within the Project Plan is the Communications Plan to
define communication requirements of the project and how information will be
distributed to ensure project success. Each milestone and deliverable is discussed by the
team. In our experience, a solid Communications Plan has helped avoid project
problems. Our Communications Plans include the following sections:

» Communication requirements based upon roles
*  What information will be communicated

* How the information will be communicated

* When the information will be distributed

= Who receives the communication

¢ Conduct of the communications

Our Project Manager will take the lead in ensuring effective communications for this
project. The following chart is an example of a guide within the Communications Plan
that we have used in past/current projects.
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Commumnicatian Description Freguency | Format | Participants’ Peliverable wner
Typo Crstribution
Weekly Status Report  Email summary of project status Weekly Email  Project Spensor, Team  Status Report Project
and Stakeholders Manager
Weekly Project Team  Meeting to review action Weekly In Project Team Updated Action Project
Meeting register and status Perscn Register Manager
Project Monthly Present metrics and status to Monthly  In Project Sponsor, Team, Status and Metric Project
Review (PMR} team and sponsor Person  and Stakeholders Presentation Manager
Project Gate Reviews Present doseout of project As Needed In Project Sponsor, Team  Phase completion Project
phases and kickoff next phase Person and Stakeholders report and phase Manager
kickoff
Technical Design Review cf any technical designs As Needed In Project Team Technical Design Project
Review or work associated with the Person Package Manager
project

S ————
Section 4, Subsection 4.27.2 - The Vendor project manager
should communicate with the Agency project manager daily for
resolution of issues, decisions, or just to report project
status.

Vendor Response:
Our proposed solution complies.

In addition to a formal Communications Plan, our project manager wiil communicate
with WVDMV's project manager on a daily basis. The relationship between the two
project managers needs to be strong and collaborative. Our proposed project manager
has years of experience working with customer project management and understands
the importance of daily communications.

The project kickoff is included in our overall Project Plan and will take place in West
Virginia prior to project commencement. Following project kick-off, Anastasia will align
with the WVDMV's Project Manager to ensure common project documents and
objectives moving forward.
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Section 4, Subsection 4.28 - Status Reporting

Section 4, Subsection 4.28.1 - During project design and
implementation, Vendor's Project Manager should facilitate
weekly project status reviews to ensure measurable pProgress is
being achieved and the Vendor's project team is following the
agreed upon work plan.

Our proposed solution complies.

Our Project Manager and team will follow the Governance structure defined by the
State of West Virginia. Veridos will track and monitor performance metrics and
standards for the project, quickly identifying and resolving project issues. The Project
Team will produce status reports on a weekly basis, at minimum, in a mutually agreed
format. in addition, Veridos recommends quarterly Executive Meetings between our
Executive Sponsor, WVYDMV'’s Executive Sponsor and the Project Management team in
order to keep the executives informed of the project status. Please see our response to
Section 4.27.1 for additional information on reporting and communications.

Veridos will structure its team, project documents and communications to minimize risk
to the WVDMV throughout this very important project.

%

Section 4, Subsection 4.28.2 - Additional meetings should be
scheduled as required by the Agency Project Manager or the
Vendor. The Vendor's Project Manager and personnel should be
available to provide information, reports, or audits as
required by the Agency Project Manager.

Vendor Response:
Our proposed soiution complies.

As refiected in our responses to Section 4.27.1, additional meetings will be scheduled by
the project managers as needed. Our Project Manager and team members will be
available tc provide information, reports and audits as required by WVDMV,
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Section 4, Subsection 4.28.3 - The following deliverables
should be included prior to each status meetings:

Mm‘mﬂ
4.28.3.1 Updated project workplan indicating progress for each

task

4.28.3.2 Identify and report the status of all tasks that have
fallen behind schedule, the reason for the delay, the projected
completion date and project impact

4.28.3.3 Identify and summarize all risks and problems
identified by the Vendor, which may affect the project:

4.28.3.3.1 For each risk and issue, identify the action and
person(s} responsible for mitigating the risk and resolving the
issue, and the time required to implement avoidance and/or
mitigation actions.

4.28.3.3.2 For each risk and issue identified, state the impact
to the project schedule discuss and identify all personnel,
equipment, facilities, and resources of the Agency that will be
required for the Vendor to perform the project work plan tasks
at least two (2) weeks in advance of the need.

M
e e O R R R R ———

Vendor Response:
Our proposed solution complies.

In addition to the Microsoft Project deliverable, we will provide a detaiied and well-
planned Project Management Plan. For all of our credential projects, Veridos provides a
Project Management Plan that includes the items listed above, at minimum. A very brief
summary of how we address each section is provided below:

* Project Integration — Veridos typically refers to this section as the Project
Management Approach that outlines the roles, responsibilities and authority of
project team members, including resource constraints.

» Project Scope - Ensures that the project scope is clearly defined and documented
in detail. A well-defined project scope helps avoid delays, unnecessary work,
failure to achieve deliverables, cost overruns, or other unintended consequendces.

* Project Time - Provides a general framework for the approach which will be taken
to create the project schedule and ensures that tasks are completed on time,
resources are allocated appropriately, that project performance can be measured.
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This section of the Project Plan will include the scheduling tool/format, schedule
milestones, and schedule development roles and responsibilities.

e Project Quality — Defines how quality management will be used to ensure that the
deliverables for the project meet a formally established standard of acceptance.
This section includes quality roles and responsibilities, quality control, quality
assurance, and quality monitoring.

° Proje&t Staffing — Includes the project organizational structure and how resources
will be procured and managed as well as the key resources needed for the
project. (See our response in the table directly below for more detail on our
Staffing Plan approach.)

» Project Communications — Defines communication requirements of the project
and how information will be distributed to ensure project success (see our
response to Section 9.4 for more detail on our Project Communications approach).

« Project Risks/lssues — Defines the approach taken to identify and manage the risks
associated with the project including likelihood, impact and mitigation strategies

» Project Procurement — Defines the necessary steps and responsibilities for
procurement from the beginning to the end of a project.

- . O o e —
Section 4, Subsection 4.29 - Project Work Plan Objective

Section 4, Subsection 4.29.1 - The Vendor should describe in
the response a draft project work plan that includes project
phases and milestones required from project initiation through
full implementation (i.e. planning, analysis, design,
development, testing, deployment, and operations).

e S

Vendor Response:

Our proposed solution complies.

Our Summary Project Plan for this project is embedded here for your review. Veridos
has assumed a project start date of October 1, 2018. Following contract award, the start
date will be adjusted to match the actual start date with tasks maintaining duration but
shifting accordingiy.

While most of the State’s the minimum standards have been included with cur

Summary Project Plan, we will work with the WVDMV to establish a mutually-agreed
upon Project Plan.
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Section 4, Subsection 4.30 - Test Plan Objective

Section 4, Subsection 4.30.1 - The Vendor should describe how
they will develop, implement, and maintain a test plan, subject
to the Agency's approval, in accordance with industry standards
to manage testing and defect tracking for providing an
efficient error correcting process to be used in system and
user acceptance testing ("UAT"). )

m

Vendor Response:

Our proposed solution complies.

The Test Plan, provided by Veridos as a project deliverable, will detail the test phases
identified in the Project Plan. Our implementation methodology is to ensure that the
integrity of the testing phase remain in place without affecting the implementation
date. This is achieved by strong Project Management discipline throughout the lifecycle
of the project; utilizing tools such as the Issue Management Process, Escalation
Management Process and the Change Management Process to ensure early on that the
project remains on plan. As mentioned, strong Project Management is supported by a
robust Test Strategy.

We have embedded Sample Test Documentation as an example. These documents are
also provided in Exhibit B. Final test documentation will be provided following a
collaboration with WvDMV.
San'pmest
Documents. pdf
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Section 4, Subsection 4.31 - Test Plan

Section 4, Subsection 4.31.1 - The test plan should include all
the following:.

431.1.1 Unit testing — on-going development testing (Vendor)

431.1.2 Integration testing — all the pieces work together
(Vendor and the Agency) 431.13 Usability testing — user
friendly, intuitive application (Vendor and the Agency) 431.1.4
Functional testing — test scenarios against requirements
(Vendor and the Agency) 431.1.5 Performance testing — stress
and load (Vendor)

4.311.5.1 Vendor to provide mechanism to create load and stress
conditions

4.31.1.6 Testing of external interfaces — communication with
other applications, databases, etc. (Vendor and the Agency)

4.31.1.7 Continuous regression testing — on-going to determine
impact of changes (Vendor and the Agency)

4.31.]1.8 Backup and recovery testing — ability to conduct a
local recovery and disaster recovery (Vendor and the Agency)

Vendor Response:
Our proposed solution compilies.

The assurance of any successful project is centered on its ability to dedicate a sufficient
amount of time to testing, supported by a robust test strategy. As testing is one of the
last phases prior to the implementation of a project, the temptation may exist to cut
this phase short in order to meet an implementation date. Qur implementation
methodology is to ensure that the integrity of the testing phase remain in place
without affecting the implementation date. This is achieved by strong Project
Management discipline throughout the lifecycle of the project; utifizing tools such as
the Issue Management Process, Escalation Management Process and the Change
Management Process to ensure early on that the project remains on plan. As
mentioned, strong Project Management is supported by a robust Test Strategy. Veridos
incorporates Alpha Testing throughout the various components of the project. In
addition, robust collaborative Beta Tests are performed. These tests are completed with
input by the client, and involve full regression testing of all components of the solution.
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In addition to the above, testing can be further augmented by a controlled pilot of the
proposed solution. This would provide WVDMYV an added level of comfort, ensuring
that all lessons learned relative to market acceptance issues can be incorporated into
the full implementation phase.

All of the following will be addressed in the Test Plan:
- Unit Testing
- Integration Testing
- Usability Testing
- Functional Testing
- Performance Testing
- Testing of External Interfaces
- Continuous Regression Testing
- Backup and Recovery Testing

Please See Section 4.30.1 and Exhibit B for our Sample Test Plan.

m
Section 4, Subsection 431.2 - The test plan should include

schedule for when software or other changes will be deployed to
the test system and testers must receive documentation of the
changes.
W
Vendor Response:

Our proposed solution complies.

Our Project Management Methodology includes monitoring software updates and
other changes and using the Change Management Process to ensure communications
and protocols are following. Testers and team members will receive release notes and
other relevant documentation of these changes in advance of implementation.

Please See Section 4.30.1 and Exhibit B for our Sample Test Plan.
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Section 4, Subsection 4.31.3 - The Agency requests a minimum of
two (2) weeks' notice to schedule resources for UAT.

Vendor Response:
Our proposed solution complies.

The target dates for UAT will be well defined and documented in the Project Plan
developed in collaboration between Veridos and WVDMV. This planning will ensure
WVDMYV has ample time to schedule resources for UAT.

R —— e —————

Section 4, Subsection 4.32 - Test Scripts

Section 4, Subsection 432.1 - The Vendor should provide and
execute a test script, subject to the Agency approval, prior to
the implementation of equipment, configuration changes and/or
software to the UAT system. the Agency should conduct testing
of new equipment and/or software in UAT before any such changes
are installed in production.

mm

Vendor Response:

Our proposed solution complies.

Veridos promotes and supports the practice of WVDMV conducting UAT prior to any
new equipment and/or softare being deployed. Veridos will provide test scripts
approved by WVDMV in support of UAT.

%

Section 4, Subsection 4.32.2 - Full regression testing by the
Vendor on the QA system should be completed before any change
is deployed to the UAT system.

%

Vendor Response:
Our proposed solution complies.

Veridos wili maintain a test environment and will conduct full regression testing prior to
any change being depioyed to the UAT system.



CONFIDENTIAL V E R ! D O S

State of West Virginia

RFP to Provide Driver's License and D Cards § IDENTITY SOLUTIONS
by Glesecke+Devrient
Page 150/ 340 and Bundesdruckerei
=T

Section 4, Subsection 4.33 - Documentation for Testing

Section 4, Subsection 4.33.1 - Updated user, and/or
administrator manuals should be supplied prior to the testing
and acceptance phases of the project.

Vendor Response:

Our proposed solution complies.

Veridos will update user and/or administrator manuals prior to testing and acceptance
of the project to ensure the manuals complete reflect the final solution.

Section 4, Subsection 4.33.2 - Vendor should supply written
test cases for the Agency resources to use during UAT. Vendor
Response:

Our proposed solution complies.
Veridos will provide written test cases for WVDMV resources to use during UAT.

Section 4, Subsection 4.34 - User Acceptance Testing

Section 4, Subsection 434.1 - The user acceptance testing (UAT)
should be planned and coordinated jeintly by the Vendor and the
Agency project managers.

U U R . R —
Vendor Response:

Our proposed solution complies.

Veridos will coordinate User Acceptance Testing with WYDMV in joint planning
sessions.

Following UAT, we will conduct Production Testing with the WVDMV. This activity takes
place after all systems have migrated finai code to production and before the systems
are released to the pilots. Records produced during this test can be for designated
WVDMYV personnel or else for fictional test “users.” These cards will be used only to
validate the test criteria and should be destroyed by WVDMV in a secure manner.

For this Production Test, WVDMV testers will enter the required test through the front
end user interface, process records and transmit file to Veridos in the required format.
Veridos will process the file, fulfiil the packages (Card+Carrier+inserts), provide required
reporting and return files in the agreed format.

Following execution of the testing plan, Veridos will implement our proposed solution
on a select group of pilot sites. We will work with the WVDMV to generate card
production files for the records and images processed from these pilot sites and
successfully issue and mail cards from our central production facility in Twinsburg, Chio.
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Once the pilot program is successful, we have prepared a plan to roll the solution out to
all locations, while supporting the WVDMV to immediately include card production
data for each site that is installed. This process will ensure a smooth transition —taking
each site to central production as soon as local installation is confirmed by our field
technicians.

Throughout the transition process and on an ongoing basis, our card production system
will be available real-time to WVDMV personnei to monitor and track card production
as it occurs. We will also immediately generate reports from the card production data to
confirm that DUID cards are being properly issued and mailed for each site that is
brought on-board.

Veridos will reduce WVDMV risk and will work in a conservative, yet efficient manner to
bring all sites on-line with central issuance without issue.
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Section 4, Subsection 434.2 - The Vendor should use standard
defect tracking tools to track all feedback from testers. Final
UAT should end when the system has met the standard of
performance for a period of seven (7) consecutive calendar
days, as determined by the Agency Project Manager in
conjunction with the Agency testers.

Vendor Response:

Our proposed solution complies and Veridos agrees that UAT will end when the system
has met the standard of performance for a period of seven consecutive calendar days.
The standard of performance will be determined by WVDMV.

Section 4, Subsection 434.3 - Prior to final sign-cff of user
acceptance testing, all stated requirements for functionality
should be in place, tested, and working free of bugs or
defects, and all system performance testing must be complete
and must meet required performance measures.

Vendor Response:

Our proposed solution complies and Veridos agrees to these terms for final sign-off of
UAT.

Section 4, Subsection 4.35 - Test Materials

Section 4, Subsection 435.1 - The Vendor should provide test
materials at no additicnal cost to the Agency. This includes
secure paper for testing production of the tempcocrary DL and
card materials for testing the end-to-end process through the
central issuance facilities.

Vendor Response:
Our proposed solution complies.

Veridos will provide test materials including permanent and temporary DUID card
materials, carriers, and envelopes for testing the end-to-end process through card
personalization and mailing.
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Section 4, Subsection 4.36 - Test Systems

Section 4, Subsection 4.36.1 - The Vendor should describe how
they will conduct Vendor Quality Assurance Testing. Vendor
Response:

Our proposed solution complies.

It is a standard operating procedure for Veridos to conduct Quality Assurance Testing.
Veridos has a comprehensive Quality Assurance program in place throughout the
Production environment. This program incorporates both quality and security balancing
procedures at each production step. In addition to the in-process QA review, Veridos has
an independent QA team that randomly samples all completed Production output to
ensure the highest level of quality is maintained. The total Level of sampling amounts
to over iZ miiiion+ cards annuatly. All production rejects aie logged in our Production
System (SAP).

Automatic quality checks are performed by central issuance equipment

Cards identified as failed are separated and each is manually inspected
Inspection is based on: cards damaged, poor data, signature and photo quality
Damaged card status is updated on systems and cards are remade

This entire process is tested as follows:
= Unit Testing
e User Acceptance Testing
» Regression Testing pricr te change implementation

Following Quality Assurance Testing, we will conduct Production Testing with WVDMV.
This activity takes place after all systems have migrated final code to production and
before the systems are released to the pilots. Records produced during this test can be
for designated WVDMV personnel or else for fictional test “users.” These cards will be
used only to validate the test criteria and should be destroyed by WVDMV in a secure
manner.
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Section 4, Subsection 4.36.2 - The Vendor should describe how
they propose to facilitate Agency User Acceptance Testing prior
to full system implementation, and during the first two years
of the contract period, as well as being available for on-going
testing and training for the life of the contract.

Vendeor Response:
Our proposed solution complies.

The production deployment of the Secura FRS will consist of redundant ‘Primary’ and
‘Disaster Recovery’ environments which contain the Secura Datacenter components.
These components consist of:

e

Secura Application Server
o Cognitec Application Server
o SQL Database Server (Primary and Disaster Recovery mirrored)

An additional ‘Test’ environment will also be deployed to support User Acceptance
Testing and testing of future upgrades. This Test environment will be available for
ongoing testing and training for the life of the contract.

%

Section 4, Subsection 437 - Training Plan Objective

Section 4, Subsection 4.37.1 - The Vendor should describe how
they will develop and implement a training plan that specifies
the approach and steps to be taken by the Vendor to ensure that
the knowledge, skills, and abilities necessary to operate the
proposed system are transferred to the Agency's Train-the-
Trainers (approximately 75 employees).

Vendor Response:
Our proposed solution complies.

A sample Training Plan is attached and is also provided in Exhibit A. This plan will be
updated in collaboration with WVDMV’s team to ensure the Training Plan captures all
of WVDMV's requirements.

(.-

WV DMV Sanple
Training Plan.docx
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Section 4, Subsection 4.38 - Training Guide Objective

Section 4, Subsection 4.38.1 - The Vendor should describe how
their training guide will be made available to all Agency
employees.

D = ————

Vendor Response:
Our proposed solution complies.

Please see our attached sample training plan in our response to Section 4.37.1 and in
Exhibit A. Once finalized following a collaborative effort with WVDMV, the training
plan and related training documentation will be available to all Agency employees.

w
Section 4, Subsection 439 - Training Guide

Section 4, Subsection 439.1 - The training guide should include

439.1.1 An introduction to the Digital Driver's License
application systems

4.39.1.2 A layman's explanation of the function of each
component of the system

4.39.1.3 Systematic operating instructions for system
components

4.39.1.4 Procedures for system start-up, daily operation, and
end-of-day transactions

4.39.1.5 Guidelines for maintenance, problem solving,
troubleshooting, back-up, and recovery

g TR e e —|
Vendor Response:

Our proposed solution compilies.

All of these items are included in the Sample Training Plan in Section 4.37.1 and Exhibit
A. This Training Plan will be finalized in collaboration with WVDMV's team.
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Section 4, Subsection 4.40 - User Operations Manuals Objectives

Section 4, Subsection 4.40.1 -~ The Vendor should describe how
they will provide documentation for functional specifications
and user manuals for all system components.

Vendor Response:
Our proposed solution complies.

A Master Functional Specifications document will be provided and maintained during
the course of the development and implementation of the program. Changes to the
functionality of the solution will be documented and reviewed as they are updated and
agreed to by WVDMV and Veridos.

As referenced in Section 4.39, the training will provide documentation (user manuals)
and training targeted to different user levels for all system components including but
not limited to: operating instructions for all system components, procedures for system
start-up, daily operations, end-of-day transactions, and guidelines for maintenance,
problem solving, troubleshooting, back-up, and recovery.

This information will also be validated and updated as necessary as a derivative of the
Functicnal Specification.

Section 4, Subsection 4.40.2 - The Vendor should explain how
user operations manuals will be made accessible as a reference
document.

Vendor Response:
Our proposed solution complies.

The Training and User Operations information will be made available in electronic form
that is printable for distribution if required. The user manuals can also be made
accessible to DMV employees through shareable web programs.
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Section 4, Subsection 4.41 - Technical Documentation Objective

Section 4, Subsection 4.41.1 - Vendor should explain how they
will deliver and maintain technical documentation that
describes the operation of all system components, including
their interfaces to Agency or third-party systems. This
documentation should include:

4.41.1.1 Complete Data Dictioﬁary with all tables, fields, and
values

4.41.1.2 System Architecture Diagrams

4.41.1.3 Communication Protocols

4.41.1.4 Listing of all data center equipment with DNS and IP
information, operating systems, and software information
including versions

4.41.1.5 Functional-Spécifiéations for the interaction of all
components Vendor Response:

Our proposed solution complies.

Veridos will provide documentation in the form of functional specifications and user
operation manuals for all system components including:

o Development of detailed Functional Specifications Document
o Development of detailed Deployment Diagrams and Networks
o Solution Documentation - Operator

o Solution Documentation - Admin

o Solution Documentation - IT staff

Veridos will provide and update operational documentation to a level sufficient to
operate the support environment at agreed-upon SLAs. Veridos uses best practices for
documentation standards, reviews, audit trails and release control. At minimum, the
foiiowing technicai documentation wiii be provided to the WVDMV in support of this
project and to finalize the Implementation Plan. The documentation addresses the
operation of all system components including interfaces to the WVDMYV systems.

» Capture Manager Solution overview and customization requirements
¢ Instruction Set for Capture Tower with customer camera

s Documentation for " maoving the test environment to production”
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» Veridos Detailed Disaster Recovery "of all elements” plan

= Development of detailed Deployment Diagrams and Networks
= Solution Documentation - Technical and Procedural manual

» Capture Manager - Software Development Kit with APIs

¢ Project Management Plan, inclusive of the following:

* Project Integration — Veridos typically refers to this section
as the Project Management Approach that outlines the
roles, responsibilities and authority of project team
members, including resource constraints.

* Project Scope — Ensures that the project scape is ciearly
defined and documented in detail. A well-defined project
scope helps avoid delays, unnecessary work, failure to
achieve deiiverables, cost overruns, or other unintended
consequences.

* Project Time - Provides a general framework for the
approach which will be taken to create the project
schedule and ensures that tasks are completed on time,
resources are allocated appropriately, that project
performance can be measured. This section of the Project
Plan will include the scheduling toolfformat, schedule
milestones, and schedule development roles and
responsibilities.

* Project Quality — Defines how quality management will be
used to ensure that the deliverables for the project meet a
formally established standard of acceptance. This section
includes quality roles and responsibilities, quality control,
quality assurance, and quality monitoring.

» Project Staffing — Includes the project organizational
structure and how resources will be procured and
managed as well as the key resources needed for the
project. (See our response in the table directly below for
more detail on our Staffing Plan approach.)

* Project Communications — Defines communication
requirements of the project and how information will be
distributed to ensure project success (see our response to
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Section 9.4 for more detail on our Project Communications
approach).

= Project Risks/Issues — Defines the approach taken to
identify and manage the risks associated with the project
including likelihood, impact and mitigation strategies

* Project Procurement — Defines the necessary steps and
responsibilities for procurement from the beginning to the
end of a project.

e Project Action Log — Weekly, includes Issues, Risk list, Dependencies,
Change Request list, Contact Sheet

e Project Schedule / Gantt Chart - in MS Project or PDF, updated as
required.

s Technical Specifications — Outlining the technical solution for card
fulfillment, reporting, return file etc.

¢ Color Mattes (PDF Proofs) — for design confirmation

- - - - .. . . 2 e
Section 4, Subsection 4.42 - Updates to Documentation Objective

Section 4, Subsection 4.42.1 - The Vendor should describe how
they will supply and or update all training, operations, or
troubleshooting manuals when a system is replaced, or software
is upgraded creating a significant change to a process.

L = . e = o . e o mm e
Vendor Response:

Our proposed solution complies.

All project documents and efforts include a version control mechanism; an example is
provided beiow. All of our project managers and team members are familiar with
Microsoft SharePoint as it is used by Veridos internally and is also used by several of our
customers.

Tracking Release History

Oocument Release History

Auibene
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Section 4, Subsection 4.43 - Implementation Plan Objective

Section 4, Subsection 4.43.1 - The Vendor should detail their
implementation plan for every component of the system. The
implementation plan should ensure all equipment and system
components can be installed and functional prior to the target
go live date of the system.

Vendor Response:
Our proposed solution complies.

Veridos will provide an Implementation Plan to ensure all equipment and system
components can be installed and functional prior to the target go live date for the
system.

The purpose of this document is to provide documentation on the preparation and
implementation of migration of systems, data, interfaces and operations for WWDMV's
new statewide driver license and identification card solution. The document will address
all aspects of the implementation, focusing on these three key areas:

1. Integration of the Secura environment in the Agency’s Data Center

2. Card personalization and mailing conducted by Veridos’ Central Card Production
Facility in Twinsburg, Chio

3. Installation, deployment and training at WVDMV facilities

A successful Transition will bring WVDMV's sites online with an integrated image and
signature capture solution with central issuance of all driver licenses and state
identification cards in a secure, efficient manner that does not disrupt WVDMV's
business operations.

No functionality of the current operations being transitioned will be disabled until the
new Contractor provided service is demonstrated to materially conform to the
requirements set forth in any related Statements of Work and operationally performs
and is conformant to agreed-upon Service Levels, and has been accepted by the State of
West Virginia.

The Implementation Plan will support a go live date prior to Gciober 1, 2019.

The State of West Virginia has the right to monitor, test and otherwise participate in the
implementation as described in the Implementation Plan. The State of West Virginia, the
current Contractor and Veridos will develop a mutually agreed upon responsibility
matrix for discrete activities and tasks as part of the transition planning process. The
State of West Virginia will provide availability of the Contractor Application support
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group to the Contractor according to such agreed-to responsibility matrix in the
Implementation Plan.

-4,-Sﬁ£se¢tioni4.44 - Oﬁ—sigé Tréiniﬁéﬂu

ééﬁtiéﬁ
Section 4, Subsection 4.44.1 - As part of the Vendor's Training
Plan, the Vendor should describe how they will conduct on-site
Train-the-Trainer instruction. This should include duration,

methods, materials provided by the Vendor, materials required
of the Agency and number of trainers conducting the training.

Vendor Response:

Our proposed solution complies.

Please refer to the Sample Training Plan in 4.37.1 and Exhibit A which describes the
elements of Train-the-Trainer instruction.

w

Section 4, Subsection 4.45 - Account Manager for Operations

Section 4, Subsection 4.45.1 - Vendor should provide the Agency
one primary person who will be responsible for the long-term
management of the contract and service level agreement. Explain
the role the account manager will have in the escalation
process for issues that cannot get resolved through normal
processes and within agreed upon timelines.

Vendor Response:
Our proposed solution complies.

Our Account Manager for WVDMV is Kathleen Synstegaard. Kathleen has 20 years of
experience with both Veridos and Entrust Datacard providing government solutions.
Kathleen was the AAMVA Industry Advisory Board Chairperson last year.

Kathleen has been part of the team for 21 years, and has overseen business growth in
the driver license, electronic benefit transfer (EBT), and Medicaid markets. Working to
ensure that the front end solution is constantly maintained and meets the State’s needs.
After 19 years with Entrust Datacard, Kathleen is now the primary account manager for
Veridos. Kathieen has managed multi-million doliar government and commercial
projects for the US Federal Government, 21 state and provincial driver license and
healthcare programs, and global nationa! 1D, healthcare and driver license programs.

An integral part of our Project Management process is the collection, analysis, and
reporting of quality and service related incidents. As part of our continuous
improvement initiative, we have implemented an “incident” tracking system that is
utilized by all areas of our Operation. An “incident” is anything that impacts a
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customer and /or production deliverable regardless of the nature or root cause of the
incident, i.e. the issue can be the result of a customer initiated problem, e.g. late
deliveries of inserts for card packages or the result of an internal matter to Veridos.
Customer correspondence which raises a service and/or quality issue are also logged via
the “incident reporting” system.

The Incident report details:

» Description of the problem

* Area describing any immediate action taken. This area is also utilized to request
clarification or further information to rectify and/or request assistance in dealing
with the incident.

¢ Customer Resolution

* Veridos Internal Resolution. This involves conducting a review of existing
procedures and making any necessary changes as required. This resolution may
involve a longer term as it could involve the changing of processes, training,
equipment, acceptance, etc. All Incidents are tracked and reported by
Department as well as by WVDMV on a regularly scheduled basis.

Our Production Coordination Team continually benchmark our internal operating

practices. This benchmarking allows for the free exchange of ideas and opportunities

throughout all Operations with the goal of eliminating waste and inefficiency while

standardizing best practices through continuous incremental changes. The benefits of

this process include:

Facilitates communication

Ensures incidents are reviewed against standing procedures

Highlights opportunities for improvement

Highlights areas for future investment

* Provides valuable data to Project Management to conduct customer meetings
and reviews

As noted above, the QA Reviews and Incident Reporting form the basis for initiating
the review process. All QA incidents are reviewed by the QA Department to
determine root cause. Once the cause is identified, the standing procedures are
reviewed to assess any gaps and implement the necessary changes.

As part of our project management discipline, cross-functional teams are in place to
review the changed agenda. The function of an effective change management
process is to control the changes to the operating infrastructure through the creation
of a standard set of procedures and methods utilized to plan, analyze, approve, test,
implement and deploy all change requests to the Production environment. This
approach applies to all requests whether internally or externally driven. This structure
facilitates the proper approval and sign-off process and ensures the appropriate
assignment of resources to implement the request. All changes to the production
environment, regardless of size and scope, must be signed-off by the process owners
and coordinated by the cross-functional project teams.
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Veridos has a vigorous testing discipline supported by a testing environment in both
the IT and production functions. This testing often incorporates the coordinated
involvement of both G+D and the customer. A sign-off process is in place to accept
the changes to the Production environment as well as changes to the customer’s
reporting. The benefits of this process include:

* Promotes a culture that can readily adapt and accept change.

* Creates effective processes to quickly adapt to changing WVDMV
requirements and market opportunities.

» Mitigates risk as change requests are subject to a thorough review process

* Promotes continuous improvement through the elimination of rework

* Improved guality of deliverables and service levels

The escalation contacis Tor this project are provided beiow.

Kathleen Account 612-618- kathleen.synstegaard@veridos.com

Synstegaard | Executive 5124

Russell Director of 614-940- Russell.walsh@gdmsai.com

Walsh Manufacturing 0990

Paul Mazzeo | President, 703-480- paul.mazzeo@veridos.com
Veridos America | 2040

e —T T+
SERVICE LEVEL AGREEMENT

Section 4, Subsection 4.46 Replacement of Equipment /
Inventory of Spares

Section 4, Subsection 4.46.1 - The Vendor should explain how
their proposal will address chronic hardware issues. (Requires
a support call and occurs three (3) or more times within a
twelve (12) month period).

Vendor Response:
Our proposed solution complies.

The hardware we have proposed for this solution has been proven in the field, i.e. the
Secure Capture Tower has been deployed for all of our government ID programs in
North America and has been in-use for over a decade in some programs. We do not
anticipate chronic hardware issues for this program. In the highly unlikely event that
chronic hardware issues are incurred, Veridos will take the following steps:

* Work with the manufacturer to correct hardware defects and replace units in
the field as needed
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e Replace defective hardware with a comparable or better hardware solution
with the approval of WWDMV

Section 4, Subsection 4.46.2 - If a repair or maintenance
problem is systemic, i.e. occurring system wide, the Vendor
should provide a system wide solution, which may include
statewide upgrade or replacement of all units.

Vendor Response:

Our proposed solution complies.

e —— - [Rn— S P S TR Y o el . S !

Section 4, Subsection 4.46.3 - The Vendor should explain how
their proposal will address equipment to be used as replacement
units, as needed for service calls.

Vendor Response:
Our proposed solution complies.

It is always our practice to test all hardware prior to deploying it to a location and will
certainly be the case on this project. Additionally, we believe in having a contingency
for the contingency. Each of our Field Technicians will always arrive onsite with two
tested devices just in case there is a failure with one.

The field services headquarters in Charleston will maintain an adequate supply of spare
parts {(whole unit spares and individual spare parts as recommended by the equipment
manufacturer) as well as what is required by WVDMV as “State” spares. The field
services headquarters has ample secured storage space to manage the required
inventory. The inventory will be managed with a high degree of rigor using asset
tagging, asset description and a well-maintained site asset log.

1. All hardware is asset tagged

2. If the failure is determined to be a hardware issue, the device will be immediately
uninstalled and a replacement device will be installed and tested

3. The technicians will track the asset being removed and the asset being installed

This information wiii be inciuded in the fieid service record

:P:

5. The field technician will update the help desk team before leaving the site to
inform the help desk of the issue resolution

6. The help desk team will immediately update the ticket and close it

7. The field technician will return the removed asset for repair or replacement
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Section 4, Subsection 4.47 - Service Response Times

Section 4, Subsection 4.47.1 - The Vendor should detail their
proposed service response plan for dealing with issues related
to CIF, ICW, CIDS, CIS and FRS. This should include a response
in the number of working hours expected after notification
based on the component and severity of the fault.

Vendor Response:
Our proposed solution compilies.

An Incident Management Process is used to track and resolve issues that arise within any
area of the solution. The primary goal of the Incident Management process is to restore
normal service operation as quickly as possible and minimize the adverse impact on
West Virginia's operations, thus ensuring that the best possible levels of service quality
and availability are maintained. Severity 1 issues are handled with top priority and an
“all hands on deck” approach. Veridos and Excel Management will work with the
WVDMV to determine specific SLAs for each severity level.

Section 4, Subsection 4.48 - Help Desk Support

Section 4, Subsection 4.48.1 - The Vendor should explain their
Help Desk capabilities and responsibilities. This should
include hours of operation, response times, remote access
requirements, field service technician involvement, and
escalation process.

Vendor Response:
Our proposed solution complies.

Our help desk systems include; 1) A web portal to submit service requests. 2) An
established toll free number. 3) A ticketing system.

* The help desk system will be availabie from 7:00 AM to 8:00 PM during weekdays
and 7:00 AM to 2:00 PM on Saturdays.

e The help desk will be staffed from A service request from WVDMV would be
submitted through our web portal. A service request may also be submitted by
placing a call to our 800 number or by email though the most efficient option is
the use of the web portal.

e The help desk will review and acknowledge receipt of all tickets within 15-
minutes

¢ Aservice ticket will be created by the halp desk team. The ticket and its status
will be visible to the WVDMYV team through the web portal.
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Our help desk team will immediately contact the site that is reporting the issue
immediately and execute the troubleshooting protocol.

If the issue was not resolved by the troubleshooting protocol then a field
technician will be immediately dispatched and will be onsite within the agreed
upon SLA.

All field technicians will have two devices in their possession as well as any other
materials that may be needed to service the devices (i.e., cabling, patch cables,
etc.).

The field technician will quickly execute the troubleshooting protocol again. The
technician will determine if the faiiure is due to a hardware or software issue.

o If the failure is determined to be an Agency issue then the technician will
immediately contact WVDMYV technical support team to report the issue
and continue to troubieshoot the issue in coliaboration with the WVDMV
technical team.

o If the failure is determined to be a hardware issue the device will be
immediately uninstalled. A replacement device will be installed and
tested. The onsite contact will be kept updated throughout the service
call. The technician will fill out a form to track the asset being removed
and the asset being installed. The site log would also be updated. This
information would be included in the field service record.

The field technician will update the help desk team before leaving the site as to
the resolution of the ticket.

The help desk team will immediately update the ticket and close it.

The help desk will review and acknowledge receipt of all tickets within 15-
minutes. The resolutions will be recorded and reconciled within the web-based
help desk system for the consumption of fellow Help Desk Operators and
facilitating the WVDMV to generate reports.

Veridos will provide an incident report via the web-based tracking system to the
WVDMV upon completion of a service call detailing the actions taken to resolve
the problem and status of the probiem.

The field technician would return the removed asset to the field services
headquarters to be repaired or returned tc the manufacturer.

The Veridos team will submit monthly reports to WVDMV related to all service
requests received for the monih. The report will highlight the following service
request data:

Volume Summary - Each month a summary of all service requests will be
provided by the Contractor that quantifies problem types, resolution types, etc.
by equipment type. This information wil! include a previous twelve months to
help identify trends.
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Inventory Report - Each month a comprehensive inventory is reported that shows
the location and status of all Contractor equipment. This report will track all
installed equipment, spare pool hardware, and equipment out for repair. Any
equipment that is. permanently removed from service will be considered
“retired” and can no longer be transacted against, but a record should be
maintained in an inactive status for historical purposes.

Performance Report — This monthly report will list all of the performance data
against SLA requirements including; response time, ETA, arrival time, time to
repair and close time against WVDMYV business hours. This data is generated
monthly and published with a twelve-month history for trend analysis.

Ad Hoc Reports - Contractor will provide reports to WVDMV on request that will
in general be specific to WVDMV needs regarding: problems, call volume analysis
and comparison at the site level, site history reporting, operator history
reporting etc.

The escalation process for the help desk will be determined in collaboration
between WVDMV and Veridos, based upon WVDMV's requirements.

An Incident Management Process is used to track and resclve issues. The primary
goal of the Incident Management process is to restore normai service operation as
quickly as possible,

A service ticket will be created by the help desk team. The ticket and its status will
be visible to the WvDMV's internal support team through our web portal.

Our help desk team will immediately contact the site that is reporting the issue and
execute the troubleshooting protocols. -

I the issue was not resolved by the troubleshooting protocol then a field technician
will be immediately dispatched and will be onsite within the SLA.

If the failure is determined to be a hardware issue the device will be immediately
uninstalled. A replacement device will be installed and tested. The onsite contact
will be kept updated throughout the service call. The technician: will track the asset
being removed and the asset being installed. This information would be included in
the field service record.

* The field technician will update the help desk team before leaving the site as
to the resolution of the ticket.

The help desk team will immediately update the ticket and ciose it.
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+ The field technician will return the removed asset to the field services
headquarters to be repaired or returned to the manufacturer.

Subsection 4.49 - Help Desk Reporting System

Section 4,

Section 4, Subsection 4.49.1 - Vendor should explain their help
desk reporting system used to report, log, and track support
issues, including the how the Agency will access the system,
automatic tracking of issues and notification alerts, and
report generation capabilities.

Vendor Response:
Our proposed solution complies.

Our help desk systems include; 1) A web portal to submit service requests. 2) An
established toll free number. 3} A ticketing system.

» The help desk system will be available from 7:00 am to 9:00 pm during weekdays
and on Saturday as needed.

¢ The help desk will be staffed from A service request from WVDMV would be
submitted through our web portal. A service request may also be submitted by
placing a call to our 800 number or by email though the most efficient option is
the use of the web portal.

» The help desk will review and acknowledge receipt of all tickets within 15-
minutes

s A service ticket will be created by the help desk team. The ticket and its status
will be visible to the WVDMV team through the web portal.

e Our help desk team will immediately contact the site that is reporting the issue
immediately and execute the troubleshooting protocol.

« If the issue was not resolved by the troubleshooting protocol then a field
technician will be immediately dispatched and wili be onsite within the agreed
upon SLA.

« All field technicians will have two devices in their possession as well as any other
materials that may be needed to service the devices (i.e., cabling, patch cables,
etc.).

s The field technician will quickly execute the troubleshooting protocol again. The
technician will determine if the failure is due to a hardware or software issue.

o If the failure is determined to be an Agency issue then the technician will
immediately contact WVDMV technical support team to report the issue
and continue to troubleshoot the issue in collaboration with the WVDMV
technical team.
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o If the failure is determined to be a hardware issue the device will be
immediately uninstalled. A replacement device will be installed and
tested. The onsite contact will be kept updated throughout the service
call. The technician will fill out a form to track the asset being removed
and the asset being installed. The site log would also be updated. This
information would be included in the field service record.

s The field technician will update the help desk team before leaving the site as to
the resolution of the ticket.

o The help desk team will immediately update the ticket and close it.

= The help desk will review and acknowledge receipt of all tickets within 15-
minutes. The resolutions will be recorded and reconciled within the web-based
help desk system for the consumption of feliow Help Desk Operators and '
faciiitating the WVDMV 1o generate reports.

s Veridos will provide an incident report via the web-based tracking system to the
WVDMV upon completion of a service call detailing the actions taken to resolve
the problem and status of the problem.

e The field technician would return the removed asset to the field services
headquarters to be repaired or returned to the manufacturer.

s The Veridos team will submit monthly reports to WVDMV related to all service
requests received for the month. The report will highlight the following service
request data:

Volume Summary - Each month a summary of all service requests will be
provided by the Contractor that quantifies problem types, resolution types, etc.
by equipment type. This information will include a previous twelve months to
help identify trends.

Inventory Report - Each month a comprehensive inventory is reported that shows
the location and status of all Contractor equipment. This report will track all
installed equipment, spare pool hardware, and equipment out for repair. Any
equipment that is permanently removed from service will be considered
“retired” and can no longer be transacted against, but a record shouid be
maintained in an inactive status for historical purposes.

Performance Report — This monthly report will list ail of the performance data
against SLA requirements including; response time, ETA, arrivai time, time to
repair and close time against WVDMV business hours. This data is generated
monthly and published with a twelve-month history for trend analysis.
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Ad Hoc Reports - Contractor will provide reports to WYDMV on request that will
in general be specific to WVDMV needs regarding: problems, call volume analysis
and comparison at the site level, site history reporting, operator history
reporting etc.

The escalation process for the help desk will be determined in collaboration
between WVDMYV and Veridos, based upon WVDMV's requirements.

An Incident Management Process is used to track and resolve issues. The primary
goal of the Incident Management process is to restore normal service operation as
quickly as possible.

A service ticket will be created by the help desk team. The ticket and its status will
be visible to the WVDMV's internal support team through our web portal.

Our help desk team will immediately contact the site that is reporting the issue and
execute the troubleshooting protocols.

If the issue was not resolved by the troubleshooting protocol then a field technician
will be immediately dispatched and will be onsite within the SLA.

If the failure is determined to be a hardware issue the device will be immediately
uninstalled. A replacement device will be installed and tested. The onsite contact
will be kept updated throughout the service call. The technician will track the asset
being removed and the asset being installed. This information would be included in
the field service record.

- The field technician will update the help desk team before |eaving the site as
to the resolution of the ticket.

+ The help desk team will immediately update the ticket and close it.

« The field technician will return the removed asset to the field services
headquarters to be repaired or returned to the manufacturer.
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Section 4, Subsection 4.50.1 - The implemehtation plan should
include:

4.51.1.1 Listing of the Vendor resources for each
implementation task

4.51.1.2 Plan for conducting site surveys of all the Agency
facilities

4.51.1.3 Schedule including delivery and installation of
equipment and training

4.51.1.4 Plan for migrating data from current image database

4.51.1.5 Plan for installation and deployment of all data
center equipment and systems

4.51.1.6 Plan for installation and deployment of all central
issuance facility equipment and production procedures

4.51.1.7 The Vendor should provide as a part of their proposal,
a sample plan for the implementation and rollout of the
solution to all locations, including timeline.

Vendor Response:

Our proposed solution complies.

Veridos will provide an Implementation Plan to ensure all equipment and system
components can be installed and functional prior to the target go live date for the
system.

The purpose of this document is to provide documentation on the preparation and
implementation of migration of systems, data, interfaces and operations for WVDMV’s
new statewide driver license and identification card solution. The document will address
all aspects of the implementation, focusing on these three key areas:

1. Integration of the Secura environment in the Agency’s Data Center

2. Card personalization and mailing conducted by Veridos’ Centrai Card Production
Facility in Twinsburg, Ohio

3. Installation, deployment and training at WVDMV facilities

A successful Transition will bring WVDMV's sites online with an integrated image and
signature capture solution with central issuance of all driver licenses and state
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identification cards in a secure, efficient manner that does not disrupt WVDMV’s
business operations.

No functionality of the current operations being transitioned will be disabled until the
new Contractor provided service is demonstrated to materially conform to the
requirements set forth in any related Statements of Work and operationaily performs
and is conformant to agreed-upon Service Levels, and has been accepted by the State of
West Virginia.

The Implementation Plan will support a go live date prior to October 1, 2019.

The State of West Virginia has the right to monitor, test and otherwise participate in the
implementation as described in the Implementation Plan. The State of West Virginia, the
current Contractor and Veridos will develop a mutually agreed upon responsibility
matrix for discrete activities and tasks as part of the transition planning process. The
State of West Virginia will provide availability of the Contractor Application support
group to the Contractor according to such agreed-to responsibility matrix in the
Implementation Plan.

Our expert technicians will install the workstations, set up the back end infrastructure
to interface with Veridos systems, and conduct full testing, including: unit testing with
full QA, integration testing, usability testing, functional testing, performance testing
with load and stress condition testing, external and internal interface testing, regression
testing, user acceptance testing, and full end-to-end and performance testing.

Once the system is fully tested, the Veridos team will provide a full staged rollout

including site assessments, installation and training program to the WVDMV locations.
The Veridos instaiiation teams will assess each site, instaii all workstation software and
peripherals, and provide full training, as well as instructional documents and overview
fliers, to key personnel for each location, as we transition the sites to the new solution.

w
e e e e e

Section 4, Subsection 4.51 - 14 Day Pre-Post Support Plan

Section 4, Subsection 4.51.1 - The Vendor should provide a
comprehensive plan for product support that consists of a 7-day
period prior to and a 7-day period immediately following
implementation.

Vendor Response:

Our proposed solution complies.

Veridos understands that the days leading up to and following implementation require
an “all hands on deck” approach to ensure everything goes smoothly. Our help desk
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personnel are capable of verifying preliminary checks with the WVDMV representative
prior to dispatching a technicians as needed.

The help desk will be backed by local technicians situated strategically throughout the
State of West Virginia as a fully prepared Mobile Service Response team. Each member
of the Response team wil! be outfitted with a completely equipped response vehicle,
stocked with all necessary equipment to ensure a quick response and resolution to any
issue that cannot be corrected over the phone.

Each Response team member will be fully trained and certified to meet the service
requirements of our solution. In addition to repair supplies, each Response team
member will have an inventory of full replacement units to allow for quick resolution of
nearly any problem by, when necessary, simply swapping out an affected device.

Veridos acknowledges all of the maintenance and support requirements. Veridos has
included our hardware maintenance plan at no additional cost to ihe State and wiii
remain in place for the full-term of the contract. The critical elements of our support
model are in absolute alignment with the requirements and include the following:

The field team designates one of their senior technicians as the Subject Matter
Expert of the respective hardware.

The subject matter expert, in collaboration with WVDMYV, constructs
documentation regarding the technical specifications of any hardware. The
documentation also includes standard troubleshooting protoce! for each device.
This documentation will include all technical manuals from the equipment OEM,
These will be provided and maintained in written and CD format to assist field
technicians, and an electronic copy of the most current documentation provided
to WVDMV for central maintenance and reference.

There will be a minimum of 10 field technicians who will be supporting the DU/ID
devices. The field team supporting the hardware will be selected based on the
required Service Level Agreement that must be achieved.

All field technicians that will be supporting the hardware are provided the
technical and troubleshooting documentation and receive training from the
subject matter expert. The training will be conducted in person with each
technician that will be supporting the devices and will be “hands on”.

All equipment and hardware provided as part of Veridos’ solution will be of new
manufacture. Staging and testing will be conducted by field technicians prior to
installation, to ensure all hardware is installed in good working order. Approval
will be obtained from WVDMV prior to installation.

Each field office will always have a supply of all materials required to service
these devices in their possession so that they will be able to respond Guickly to
service requests. The field services headquarters in will maintain and manage the
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inventory of devices and supplies that will be distributed and replenished to the
field technicians as needed. The spare parts pool will be purchased by Veridos at
the outset of the contract to ensure their availability. Veridos has allocated the
required inventory stock in our purchasing plan. This inventory will be constantly
tracked in a site inventory log.

e A S PG 5 = — = - i - — e 2 C n -
Section 4, Subsection 4.51.2 - Support should be available on-
site at the agency headquarters in Kanawha City. Support should
be available to installation technicians and the Agency staff
during installation and configuration of any system component.

Vendor Response:
Our proposed solution complies.

Based upon the requirements outlined in this RFP, Veridos has identified and is planning
to provide the following deployment activities.

Veridos will be responsible for complete installation and testing of all of the
components of the system. Our expert technicians will install the workstations, set up
the back end infrastructure to interface with Veridos systems, and conduct full testing,
including: unit testing with full QA, integration testing, usability testing, functional
testing, performance testing with load and stress condition testing, external and
internal interface testing, regression testing, user acceptance testing, and full end-to-
end and performance testing.

Once the system is fully tested, the Veridos team will provide a full staged rollout
including site assessments, installation, start-up training program to the WVDMV
locations. The Veridos installation teams will assess each site, install all workstation
software and peripherals, and provide full training, as well as instructional documents
and overview fliers, to key personnel for each WVDMV location, as we transition the
sites to the new solution.

To facilitate a quick and smooth transition to the new solution at the WVDMV
locations, the Veridos team will perform site assessments prior to the installations
taking place. The Veridos team has a long history performing site assessments
stemming from our experience with critical infrastructure in federal, state, local, and
commercial markets,

Our team has expertise in using assessments extensively for the work throughout the
life cycle of the asset, placing a strong emphasis on safety, security, and quality, along
with operational readiness and efficiency. Following are screen shots of the application
for which we have conducted field assessments using mobile toolkits in the field — some
using our mobile toolkits to collect data, photos and, when required, mark-up
blueprints and other drawings to identify issues.
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The Veridos team will meet with the WVDMV team to collaboratively verify and finalize
requirements for the sites prior to the installation of the workstation software and
peripherals to ensure the sites are ready for the transition activity. Following
completion of requirements gathering, we will present a proposed template in the
Transition Plan to ensure uniformly conducted site assessments at every WVDMV
location. Compiling current and accurate details relating to each individual location is
vital to ensuring efficient instaliation of the new equipment.

Upon approval of the plan, the Veridos team will begin conducting the site assessments
to help the WVDMV personnel be better prepared for the installations of the new
system.

Veridos team members will contact WVYDMV personnel, as designated by WVDMV, to

schedule the planned site visit. We will send notifications to zach contact persoii prior
to the date of the visit to ensure that delegated parties identified by WVDMV will be

available for the survey.

During this initial contact, we will perform a brief interview requesting information that
will help expedite the onsite visit, ensure the most efficient use of time for the WVDMV
personnel, and eliminate any disruption or customer inconvenience at the centers,

Information requested during our initial cali will include, but may not be limited to,
date and time for the visit; confirmation of appropriate contact person and contact
information; availability of existing floor, electricai, or other pians; photographs; and
any outstanding facility issues. The site survey template will also be provided prior to
the visit to help inform and prepare the WVDMV personnel in advance of the scheduled
site visit.-

During the onsite site survey visit, a Veridos team member wili conduct a thorough
survey of the location, including taking measurements of workstation areas and
confirming the location and dimensions of the area for secure storage. A site survey
report will subsequently be completed and delivered to WVYDMV for evaluation.

The site survey report will include:
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» Facility layout
o Location of workstation(s)
* Appropriate measurements
o Workstation area
e Electrical requirements
* Cabling requirements
» Other recommendations or concerns

The Veridos team will work with the WVDMV team to complete the site assessments at
all Deputy Registrar locations well in advance of equipment installation activities and
will provide the site survey reports for each contact person.

The Veridos team performing equipment installation are fully trained technicians who
will have completed comprehensive training and obtained certification from the
equipment manufacturer. Information gained from evaluation reports based on the
previously completed site visits will be used for efficient installation. During the
installation, a detailed checklist, like the example that follows, will be followed by the
on-site service technicians:
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o Unpéck and conduct a visual inspection of the workstation hardware
e Set up the equipment on workstation area
* Install new workstation, peripherals and software
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* Boot up workstation and log in, allowing computer to run all necessary drivers
and scripts
 Shut down the client workstation, restart, and log in to the workstation to verify
device installation
* Join the workstation to the domain using the assigned computer name
* Reboot the workstation and log in with our domain credentials to verify:
o Domain access for the Team Members of that office
o Network connection
o Functionality of required applications, hardware, and peripherals
» Connect the peripherals to a grounded facility power source and conduct “stand-
alone” power up test
* Power off the Secure Capture Tower
e Connect all devices to client computer, power up the Secure Capture Tower, and
follow the Secure Capture Tower setup
= Log in tc the Secura client
= Verify the computer recognizes all devices and test them via the Capture
Manager Design Center
* On the Secure Capture Tower, set zoom, flash intensity, and mark tower position
on countertop
» Perform an end-to-end test enroliment
¢ Using Capture Manager Design Center Application, position and make
mechanical adjustments to align the Capture Tower via live preview
 iviark finai iocation/position of the Capture Tower base on table and secure
Capture Tower
e Launch the Secura application
e Scan test form to locate test record
» Capture image and signature
* Print test temporary DL/ID
* Receive acceptance signoff from WVDMV key personnel and/or designated Team
Member{s)

Our local technicians will visit the WVDMV locations frequently during the first 90 days
of operations to see how well the transition is taking place. The information gathered
during these site visits will be shared with WVDMV and will be used to correct any issues
that arise during the first 90-day period.
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Attachment B: Mandatory Specification Checklist

FACILITY IMAGE & SIGNATURE CAPTURE WORKSTATION (ICW)
REQUIREMENTS

Section 4, Subsection 5.1 - Vendor must install digitized image
capture workstations at each of the twenty-seven (27) . locations
as defined in Attachment D. At the time of installation, all
equipment must be new and in good working order.

Vendor Raesponse:
Our proposed soiution complies.

Veridos will be responsible for complete installation and testing of all of the
components of the system. Our expert technicians will install the workstations, set up
the back end infrastructure to interface with Veridos systems, and conduct full testing,
including: unit testing with full QA, integration testing, usability testing, functional
testing, performance testing with load and stress condition testing, external and
internal interface testing, regression testing, user acceptance testing, and full end-to-
end and performance testing.

Once the system is fuily tested, the Veridos team will provide a full staged rollout
inciuding site assessments, installation and training program to the WVDMYV locations.
The Veridos installation teams will assess each site, install all workstation software and
peripherals, and provide full training.In addition to the workstation PC, Veridos will
provide equipment at each of the 27 locations defined in Attachment D. All equipment
will be new and in good working order.
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Secure Image Capture Tower - Specifications

Base plate: 8.0 In. x 8.0 in. (20.32 cm x 20.32 ¢cm)

Size - 13.0 in. x 8.0 in. x 32.0 inches in height.

Weight - 22.0 lbs. (10.0 kg) system

Power - 120 VAC/ 60Hz

Operating Temp - 60°F to 95°F (15°C to 35°C)
Operating Humidity - 20% to 80% RH non condensing
Storage - 5°F to 140°F {-15°C +o 60°C)

Flash Working Range - 3.0 to 12.0 feet (1.8™ to 4.6™)
Flash Cycles - rated for 250,000 cycles

Flash, External - 100WS, 120 VAC Flash Recycle time — average of 5 seconds or
less for re-take support

Camera Resolution - 18.0 megapixel or greater digital SLR photo capture
Camera Zoom - Digital Auto Zoom or Manual Zoom
Camera Tower Range - Vertical Adjustment - 10 inches

Camera Tower Range - Rotation - tilt range of 30 degrees - allows for seated or
standing subjects
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o Camera Tower Security - hardware mountable to a countertop - theft and
vandalism resistant

o  Camera APl Compatibility - Windows XP or 7 via Datacard Secure Camera Tower
iCap license

o  Connectivity ~ USB 2.0 - Multiple USB ports in support of computer and
peripheral connectivity

o Connectivity - Ease of Connectivity - Single Wire data connection with built in
USB hub for peripherals

Photo Backdrop - A Professional Photo Backdrop System consisting of:

=N
y
l
o 5Screen Size — 36" Wide x 48" or 48" Wide x 60" Tall when expanded
* Size to be chosen subject to contract award and SOW
= Includes clips for mounting to backdrops stands
o Frame Material - Internal Self Expanding Frame
o Storage/ Transport Case - Zippered nylon.case
o Color - Blue one side, White opposite side
o Operating Temp - 50°F to 120° F

o Support Hardware — Wall / Ceiling Clips — for mounting Backdrop clips to a
wall or ceiling

Signature Tablet - SigGem® 5.7 Color Display or Equivalent

* Full-color TFT VGA (640x480) LCD Display
* Displays the signature on the signature pad, as well as the computer screen.
» Tempered glass signing surface w. internal high-performance E/M digitizer.
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¢ Rated for 2 million signatures

* Pen Type - Active low-power, rugged E/M pen, battery-less

» Pen Settings - 1024 pressure level option

* Dimensions - 7.2" x 6.6" x 2.1" sloping (180 x 160 x 54 mm)

* Signing area - 4.6” x 3.4” (118mm x 86mm)

» 377 Points per second.

* 410 points per inch {programmable)

* Dual Serial / USB connectivity

* Encryption Capabilities - AES optional, FIPS-197 compliant

* APIs provide for interactive text, graphics, pen-tap hotspots and checkboxes
* Forensic-quality .SIG data capable of examination and authentication.
* FCC, RoHS, and WEEE compliant

Document Scanner — Kodak Alaris - $2000 Series - ADF Type

i

"

* Shown with and without Optional Passport Scanner
o Scanning Technology - Camera Based Page Sensing
o Daily Duty Cycle - 5000 scans per day

o Pages Per Minute (PPM) - up to 50
o Optical Resolution 600 dpi
*  Qutput Resolution :
o 175/100/ 1507200/ 240/ 250 /300 / 400/ 500/ 600/ 1200
= Max/ Min Document Size:
o 216 mm x 356 mm (8.5 x 14in.) / 52 mm x 52 mm (2.08 in. x 2.05 in.)
o Supports shared scanning from multi-workstations
o Handles Real ID breeder docs such as birth certificates, utility bills, etc

o Handles small documents such as ID cards, embossed hard cards, etc
o Hard card (license) transport in both landscape or portrait

o Power - 120/240 Volt - 50/ 60 Hz
o Standby/Steep mode/Network Standby: <36 Watts
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o 1.5 Color Graphic Display

o Pause and resume or Jam resume modes

o Weight: 3.3 kg (7.2 Ibs.)

o Depth: 204 mm (8.0 in.), not including input tray and output tray

o Width: 312 mm (12.3 in.)

o Height:182.5 mm (7.2 in.), not including input tray

o Depth with Input Tray 263 mm (10.6 in.)

o Height with Input Tray 231.6 mm (9.1 in

o Paper Thickness and Weight 34-413 g/m2

o Feeder Up to 80 sheets of 80 g/m2

o Connectivity USB 3.0 (cable included)

o File Format Qutputs - Single and multi-page:

o TIFF, JPEG, RTF, BMP, PDF, TXT, PNG, CSV, Word and Excel
Agency Approvals — Meets all UL, CSA, CE, and FCC requirements

Document Scanner — Passport Reader Accessory

Passport Scanner Accessory - Kodak Alaris $2000 Series

o Integrates directly into the primary 52000 Series ADF Scanner
= No additional power cords or USB power required
Docks directly beneath the primary scanner for a compact footprint
Automatically triggers scanning when passport is placed into the
scanner
Able to scan two passport pages at once
Able to scan both US and International passports of varying
thicknesses

o Captures images in 2-3 seconds at 300 dpi settings

o Optical resolutions up to 1200 dpi
Output resolutions 75, 100, 150, 200, 240, 250, 260, 300, 400, 500, 600
and 1200 dpi '
Supports reading of other small, fragile, or high value documents

Aax doc size 5" x 7.3 in” {27 x 186 mm)
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o  Height x width x length (2.8 x 12 x 10 in.) (72 x 306 x 255 mm)
o Weight 3.5 Ibs. (1.6 kg )

Paper Printer — HP Laserlet Pro - For Interim ID/DL

“:‘

* HP Laserlet Pro M402n - or equivalent - Laser Printer

o Technology - Monochrome — laser
Resolution — HP FastRes 1200 dpi
Monthly duty cycle — up to 80,000 pages
Recommended volume - up to 4000 / month
Paper Trays - Standard - 2 (100 pg. and 250 pg.)
Connectivity USB 2.0, and 10,100,1000 Gb Ethernet
Printer Toner Cartridge — HP26A or Extended HP26X
Dimensions - WxDxH - 15 x 14.06 x 8.5 in
Weight - 18.92 Ibs.

O 0 ¢c O CcC 0 0 0

Section 4, Subsection 5.2 - Functional - ICAO

Section 4, Subsection 5.2.1 - Image must meet ISO/IEC 19794-
5:2011 Information Technology - Biometric Data Interchange
Formats — Part 5: Face Image Data or current specifications.
http://www.iso.org/iso/home/store/catalogue
ics/cataloguedetailics.htm?csnumber=50867

Vendor Response:
Our proposed solution complies.

Capture Manager software includes an algorithm that provides an automatic cropping
routine for cropping and analyzing images against ICAO and ISO/IEC 19794-5
specifications. The results are shown to the operator; if compliance is not obtained with
the initia! image capture, the operator can then use additionai tools to re-crop the
image, click ‘Restart’ to go back to the live preview to take another picture, or accept
the image as is. The screenshot below shows the ISO/IEC 19794-5 image checks that are
performed by the capture component of our solution.
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Section 4, Subsection 5.2.2 The system must be capable of ICAQ
image quality checks. Vendor Response:

Our proposed solution complies.

The solution includes an internal ICAO-compliant quality checking algorithm, performed
during the capture process that eliminates records being sent that would not be
satisfactory for use in the FRS.

Automatic ICAO photo quality checks are performed on photos captured by the system.
Images are rechecked for ICAO compliance if any manual cropping is performed.

The specific ICAQ checks to be performed, and the acceptable threshold levels, are
configurable by the System Administrator. This allows the solution to be tailored to
WVDMV’s needs without interfering with the objective of capturing ICAO-complaint
images.

An operator also has the ability to make adjustments to the placement of the head in
the window if necessary.

PRy N o .

An optional Color Correction step can be provided in the workflow, if desired. This
option would provide operators the ability to enhance the image quickly and easily by
choosing one of the images in the left hand pane. All the ICAQ and photo consistency
checks are run o the chosen image to ensure the image meets the required quality
specifications.
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The system aliows for the manual capture and retaking of images. The image checks
performed include facial feature identification, image cropping, image placement,
and checks for lighting. Users can also manually crop the image, at which time it is
checked for ICAO compliance. A supervisory override is available, if required, to allow
images of individuals who have unique characteristics that may show up in the
background of an ID card photo; for example, a high-backed wheelchair in an
accessible station,
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Section 4, Subsection 5.3 - Functional - Interface with Agency
Internal Systems

Section 4, Subsection 5.3.1 - Must interface with the dmvFIRS'T
Web Application, a component of dmvDRIVES, via a web service
call. This interface ensures the appropriate fees are collected
based on the type of credential issued.

Vendor Response:
Our proposed solution complies.

Our proposed solution includes a component called Data Adapters. Data Adapters
are the mechanisms used to exchange data with other systems and interfaces. Data
Adapters support most commonly used data exchange technologies such as but not
limited to web services, XML, SOAP, XML, Rest, and can aiso incorporate proprietary
methodologies if necessary. These Data Adapters will be used to support these
interfaces as shown in the diagram below.
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Section 4, Subsection 5.3.2 - Must display voter registration
questions on the signature pad and send the returned responses
to the West Virginia Secretary of State's Office, to include
applicant signature, required per West Virginia Code §3-2-11.

Vendor Response:
Our proposed solution complies.

Qur proposed signature capture solution wil! display voter registration questions and
capture applicant signature. This captured data will be collected and stored in the
database.

As described in our response to Section 5.3.1, Data Adapters will be used to send
these returned responses on the voter registration questions along with the applicant
signature to the West Virginia Secretary of State's Office.

Section 4, Subsection 53.3 - Must interface with the State's
mainframe system, that serves as the primary driver record,
ensuring the applicants status and availability to receive a
credential.

Vendor Response:
Our proposed solution complies.

Our proposed solution inciudes a component calied Data Adapters. Data Adapters are
the mechanisms used to exchange data with other systems and interfaces. Data
Adapters support most commonly used data exchange technologies such as but not
limited to web services, XML, SOAP, XML, Rest, and can also incorporate proprietary
methodologies if necessary. These Data Adapters will be used to support these
interfaces as shown in the diagram below.
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Section 4, Subsection 5.3.4 Must interface with the State's
Automated Testing System, passing applicant demographic
information.

Vendor Response:
Our proposed solution complies.

Our proposed solution includes a component called Data Adapters. Data Adapters are
the mechanisms used to exchange data with other systems and interfaces. Data
Adapters support most commonly used data exchange technologies such as but not
limited to web services, XML, SOAP, XML, Rest, and can aiso incorporate proprietary
methodologies if necessary. These Data Adapters will be used to support these
interfaces as shown in the diagram below.



State of West Virginia
RFP to Provide Driver’s License and ID Cards

CONFIDENTIAL V E R ! D O S
i

& IDENTITY SOLUTIONS

by Giesecke+Devrient
Page 1897340 and Bundesdruckerei

;
|

i
e
\1

Sacure Filn Transter o
Secura DL/ID e W s T Data il
Solution Architecture —— " i
Securs Flle Transfar et

1 T i
; ***** o o . e i e : : : i :
Pl = — < — —— . " &
1§ Secum Adminitrasion ser Secun Aduouton s : i T e e e e S i
Infasfaces } ' 1

14 *.
: Caphmw Maragas . N N Mgt WVitane 1
i P— M —] + |
! Fxtrei Admn e AL i 1
s 3 1 TN} ]
| [rusame f HTTPS Wb Sermica ) ] wriscwsm | |
| = — P P i I I |

] & s Airre P ] t e

R Adnbicetin L ] ] 3o 1
: Seowsatt) Prorseril i : ; - “Tﬁﬁﬂf : : S :
i o) . i rOPmCE [ | - = H
: ‘.m&. - : 1 ! r—_— - e ]
’ ' { g - [ 4 f
i = - - % wos | L3 |
1 - e, | Cogniter (k' e B !
. = e QT IS 1
: mu.m;un i Server r o 1
h ae-n--u : : . Byt : 1! R o e————— - :
= E : = 1 3 . , oy ! : |
t "} iSectws Datscenter ; ] :
| BasY Dtiocy ;  (lestmany mnd Geester it v ¢ | DMV/State Datacenter i

Section 4, Subsection 5.3.5 - Must interface with West Virginia
Interactive passing applicant demographic information related
to multiple online sclutions such as DL renewals, and employee
11) applications.

Vendor Response:
Our proposed solution complies.

Our proposed solution inciudes a component calied Data Adapters. Data Adapters are
the mechanisms used to exchange data with other systems and interfaces. Data
Adapters support most commonly used data exchange technologies such as but not
limited to web services, XML, SOAP, XML, Rest, and can also incorporate proprietary
methodologies if necessary. These Data Adapters will be used to support these
interfaces as shown in the diagram below.
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Séction 4, Subsection 5.4. - Functional - Communication with
Central Image/Demographic System

Section 4, Subsection 5.4.1 - The ICW must be capable of near
real-time transfer (not just nightly batch) of demographic data
and images to the central image/demographic system.

Vendor Response:
Our proposed solution complies.

The proposed system will update the image repository in near real time, sending data as
it is captured and received at the workstations or as communication allows in case of an
outage.
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Section 4, Subsection 5.4.2 - All images and data captured must
be transferred to the central image/demographic system for

storage even if the transaction was cancelled or not completed.

5.4.2.1 If the applicant had to cancel or was not able to
compete the transaction, Vendor's solution must provide for a
verification match of the applicant's image and data against
the central image/demographic system upon the applicant's
return to any Agency Office for completion of the licensing
process,

Vendor Response:

Our proposed solution complies.

The proposad solution will always run a 1:1 check on the newly capture image
compared to the last image on file for the applicant. This will be done for all
enroliments including transactions that were incomplete and the applicant returns to
complete it at a later time. All applicants will be processed through the following
process that can be tailored to WV DMV’s specific needs if required.
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Section 4, Subsection 5.43 - Images and data for incomplete
transactions must be distinguishable from completed issuance
records.

Vendor Response:

Our proposed solution complies.

Images stored in the records are flagged if they originate from an incomplete
transaction. Incomplete transaction images will be easily distinguishable from images
from properly completed transactions.

Section 4, Subsection 5.5 - Security - Remote Access

Section 4, Subsection 5.5.1 - Secure, remote access to Vendor
staff for purposes of support will be allowed via the West
Virginia Office of Technology Network Access Form (NAF) request
process at no cost to the Vendor.
https://technologv.wv.gov/SiteCollectionDocuments/Policies%ZOIs
sued$20by%20the%20CT0/2017/P01021 AccountManage Sept2017.pdf

Vendor Response:

Our proposed solution complies. Veridos acknowledges that remote access will be
available for the purposes of support following the abovementioned process.

SYSTEM ADMINISTRATION REQUIREMENTS Section 4, Subsection 5.6.
User Interface

Section 4, Subsection 5.6.1 - The sclution must include a
system administration module with a user interface for managing
system settings. '

Vendor Response:
Our proposed solution complies.

The proposed solution provides a configuration screen that system administrators with
the correct privileges can use to set the thresholds for 1:1, 1:N, search limits, and adjust
other settings with as required.

The System Administration module also provides the abifity to view and assign the
Windows Groups that have been configured for use by the WVDMV's environment.

System Administration also allows for the managing of workstations, The system has a
Workstations list that shows the field office workstations which are connected and
registered as Secura workstations. Optionally, a period of time where the workstations
are unable to be used can be setup. This is an added layer of security to the application
that prevents an authorized employee from attempting to process enroliment requests
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outside of normal working hours. The operational schedules can be set globally or per
workstation.

There is also the Problem Applications queue which displays a list of credentials which
have encountered a problem while being processed by the Secura FRS workflow steps.
These problems require resolution of the underlying cause and manual intervention to
‘restart’ the credential application processing. The Secura FRS system supports
configuration of automatic email notification of problem applications in the Secura
system

The Scheduled Action Setup screen supports configuring the time schedules for the
schedule actions which are defined in the FRS workflows. The currently ‘Defined
Scheduled Actions’ are Enroll Photo and Execute FRS Checks. The options available for
each of these is to process the requests as they come in throughout the day(Run all
Day}, only during a specific window of time during the day, or run overnight during a
specific span of time.

The System Administration module alsc allows the searching and viewing the user audit
log data, setting up of notifications for specific events such as an email list to notify
individuals when a credential is placed in a Secura specific workflow queue.

Section 4, Subsection 5.7 - User Account Management

Section 4, Subsection 5.7.1 - Vendor's solution must be
compatible with Windows Active Directory protocol to utilize
the agencies logon credentials, managed by the Office of
Technology, to manage user roles.

Vendor Response:
Our proposed solution complies.

The proposed solution leverages the user accounts held within the State’s Active
Directory environment. User accounts are authenticated by the State’s AD environment
and then rights are assigned within the proposed application.

The proposed solution uses permission-based access control (PBAC) as part of the system
security architecture. PBAC is a method to control which users have access to system
resources based on the roles assigned to them. This security feature protects stored data
from unauthorized viewing and modifications. PRAC security is transparent to users.
This means that after users identities are verified, they are only allowed to view data
and execute authorized operations based on their defined roles and permissions. The
PBAC method protects data and system security by making sure that users cannot
misuse their access rights and privileges.

User accounts with the System Administrator privilege are used to manage other user
account permissions. A system Administrator uses the Users and Roles tab of the web
client to configure authorized users and define how they access the system. The Roles
tab lets you manage permissions assigned to Secura roles.
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Users reside inside the enterprise LDAP and are created within the system. To ensure
system integrity, each user is identified based on a User ID/ Password authentication
mechanism. A system administrator assigns each user to one or more rofes (with all of
the corresponding permissions). The roles as-signed to each user determine what
activities they are allowed to perform and what information they can access.

Permissions

Permissions enforce the actions and activities that users are allowed to perform within
their assigned roles. A system administrator associates each role with specific
permissions for specific tasks; therefore, the roles assigned to each user deter-mine
which permissions (authorized actions) they are granted.

Section 4, Subsection 5.8 - System Configuration

Section 4, Subsection 5.8.1 - At a minimum, the Agency must be
able to configure the following settings:

5.8.1.1 Thresholds for 1: N and 1:1 match or non-match results
5.8.1.2 Search limit thresholds for all applications

Vendor Response:
Our proposed solution complies.

The proposed solution provides a configuration screen that System Administrators with
the correct privileges can use to set the thresholds for 1:1, 1:N, search limits, and adjust
other settings, including the search limit thresholds, as required.

CENTRAL IMAGE/DEMOGRAPHIC SYSTEM {("cMs ™) REQUIREMENTS Section
4, Subsection 5.9 - Hardware and Software

Section 4, Subsection 5.9.1 - All software necessary for
communication between the central image/demographic system and
other Vendor or Agency systems, must be provided by the Vendor.

Vendor Response:
Our proposed solution complies.

All software provided is industry best practices, open architecture using TCPAP, HTTP or
HTTPS and other protocols incuding but not limited to SOAP or REST services, Public
Key Infrastructure (PKI), Virtual Private Networks (VPN) and other encryption for
protecting data while in movement or at rest. The proposed solution provides a web
service interface that other Vendor or other agencies can use to retrieve data from the
system as required.
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Section 4, Subsection 5.9.2 - All virtual servers necessary for
the central image/demographic system shall be provided by and
located in the West Virginia Office of Technology data center
in Charleston, West Virginia.

s

Vendor Response:
Our proposed solution complies.

Our proposed solution fully supports use of provided Virtual Servers. Server
specifications as to Type of Virtual Machine, Operating Systems, RDBMS and
specifications will be coordinated with West Virginia Office of Technology.

Section 4, Subsection 5.9.3 - All data stores necessary for the
central image/demographic system shall be provided by the
Agency and located in the West Virginia Office of Technology
data center in Charleston, West Virginia

Vendor Response:
Our proposed solution complies.

Our proposed solution fully supports storage of all data by the West Virginia Office of
Technology Data Center.

-
Section 4, Subsection 5.10 - Data Storage

Section 4, Subsection 5.10.1 - Vendor's solution must meet all
policy requirements regarding the collection, storage, usage,
classification, transmission, backup, and retention of data as
defined by the Office of Technology Policy number P01001,
P01006, and P01013.
‘http://www.technology.wv.gov/security/Pages/policies-issued-
"by-the-cto.aspx

Vendor Response:

Our proposed solution complies.

The solution supports the use of best practices industry standard protocois and systems
for protection of data. These include HTTPS and the underlying certificates and
technology related to Public Key Encryption, Virtual Private Networks (VPN) and other
encryption for protecting data both in movement and at rest. Backup of the various
servers and databases is fully supported and would be coordinated with the West
Virginia Office of Technology.
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Section 4, Subsection 5.10.2 - The central image/demographic
system must store the facial image files, signature image
files, demographic data, and card issuance data for every
transaction through the life of the contract. This must include
specific card data that will be returned from the central

issuance facility.

Vendor Response:
Our proposed solution complies.
The proposed solution will store all the required data as defined by the WVDMV.,

Section 4, Subsection 5.10.3 - Facial image and signature files
must be stored in JPEG 2000 for image compression, or standard
that is an open (consensus) format, without proprietary
wrappers, to ensure States can effectively use the image
captures of other States as necessary.
httns://www.gpo.gov/fdsys/uku/FR-2008~01-29/htnal/08~140.htin

Vendor Response:
QOur proposed solution complies.

The image capture solution provides the flexibility to store images in a number of
formats, including JPG2000 format, the solution will store the images in a format
agreed upon during the design phase of the project which meets the listed
specifications, is not a proprietary format, and is compliant with ICAO standards (ISO/IEC
FCD 19794-5).

M
e e R ———— T ——

Section 4, subsection 5.10.4- The system must log and store
audit data for all types of system and data access including
details of specific tasks performed and records accessed.

Vendor Response:

Our proposed soiution complies.

The Secura platform supports the provision of detailed transaction audit files. The
enroliment transaction becomes a subset of the compiete enroliment and issuance
audit/log.

Secura retains the user audit log for all types of system and data access.

Standard system summary reports can include (but are not limited to}:

» Enroliment Summary - Service Center

+ Enrollment Summary - Date Range
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»  Enrollment Summary - Monthly

* Enroliment Summary - Quarterly

e  Enrollment Summary - Yearly

» Investigation Summary - Date Range
» Investigation Summary - Monthly
= Investigation Summary - Quarterly
» Investigation Summary - Yearly

* NLead Summary - Date Range

» NLlead Summary - Monthly

* N Lead Summary - Quarterly

* NLead Summary - Yearly

* Rlead Summary - Date Range

* R Lead Summary - Monthly

* RLead Summary - Quarterly

* R Lead Summary - Yearly

* Special Handling Summary

Credential and user audit event activities are logged. Standard system audit reports
can include (but not limited to):

= Audit Report - Credential

¢  Audit Report - Customer

¢ Audit Report — User
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Section 4, Subsection 5.11 - Ownership of Dat

Section 4, Subsection 5.11.1 - Vendor must sign and agree to
Attachment F - WV Division of Motor Vehicles Contract Privacy
Policy.

Vendor Response:

Our proposed solution complies. Veridos has signed and agrees to Attachment F - WV
Division of Motor Vehicles Contract Privacy Policy.

Sectiond4, Subsection 5.11.2 - Vendor must sing and agree to
Attachment H — PII Acknowledgement.

Vendor Response:

Our proposed solution complies. Veridos has signed and agrees to Attachment H — Pii
Acknowledgement.

Section 4, Subsection 5.12. - Access to Data

Section 4, Subsection 5.12.1 - Access to the central
image/demographic system will be restricted to individuals
whose duties require such access and are authorized by the

Agency.
Vendor Response:

Our proposed solution complies.

The proposed solution will use current security measures including but not limited to
database encryption, AES256, and login roles and groups to ensure that the images and
data are who are authorized to view it by the Agency.

The proposed solution leverages the user accounts held within the State’s Active
Directory environment. User accounts are authenticated by the State’s AD environment
and then rights are assigred within the proposed application.

The proposed solution uses permission-based access control (PBAC) as part of the system
security architecture. PBAC is a method to control which users have access to system
resources based on the roles assigned to them. This security feature protects stored data
from unauthorized viewing and modifications. PRAC security is transparent to users.
This means that after users identities are verified, they are only aliowed to view data
and execute authorized operations based on their defined roles and permissions. The
PBAC method protects data and system security by making sure that users cannot
misuse their access rights and privileges.
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User accounts with the System Administrator privilege are used to manage other user
account permissions. A system Administrator uses the Users and Roles tab of the web

client to configure authorized users and define how they access the system. The Roles
tab lets you manage permissions assigned to Secura roles.

Users

Users reside inside the enterprise LDAP and are created within the system. To ensure
system integrity, each user is identified based on a User ID/ Password authentication
mechanism. A system administrator assigns each user to one or more roles {with all of
the corresponding permissions). The roles as-signed to each user determine what
activities they are allowed to perform and what information they can access.

Permissions

Permissions enforce the actions and activities that users are allowed to perform within
their assigned roles. A system administrator associates each role with specific

permissions Tor specific tasks; therefore, the roies assigned 1o each user deter-mine
which permissions (authorized actions) they are granted.
M
Section 4, Subsection 5.12.2 - Secure, remote access for Vendor
staff for purposes of support will be allowed via the West
Virginia Office of Technology Network Access Form (NAP} request
Process at no cost to the Vendor.

Vendor Response:

Our proposed solution complies. Veridos understands and agrees to this requirement
and will secure remote support access per the West Virginia Office of Technology NAP
request process.

Section 4, Subsection 5.13 - System Performance

Section 4, Subsection 5.13.1 -~ The total time required from the
time the image file transmit request is received by the central
image/demographic system until the image file is being
transmitted from the central image/demographic system shall not
exceed one (1) second during the life of the contract. Total
time for retrieval excludes the transmission time across any
communications network.

Vendor Response:

Our proposed solution complies.

Our proposed system is designed for high volume and speed of issuance and will be
scaled appropriately to meet the WVDMV's requirements.
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Section 4, Subsection 5.14 - Software Optimization

Section 4, Subsection 5.14.1 - The Vendor is responsible for
any optimization to the software that is required to maintain’
these response times no matter how many retrieval requests are
received.

Vendor Response:
Our proposed solution compiies.

Our proposed solution will be optimized to meet the required response times regardless
of the number of retrieval requests received.

| =T —— — ] e ——— o V)
Section 4, Subsection 5.15 - Image Migration and Volume

Section 4, Subsection 5.15.1 - Vendor's solution must provide
for the migration of credential images and index information
from the current Gemalto ID system to the new central
image/demographic system (CIDS). Migration must result in a
minimum of 98 percent usage of the current credential images.
There are approximately 3 million JPG images that average 10kbs
in size each.

Vendor Response:
Our proposed solution complies.

Before undertaking any migration project, a clear understanding of the environment to
be migrated to and from is a necessity. Without a sufficient understanding of both
source and target system, transferring data into a more sophisticated application will
amplify the negative impact of any incorrect or irrelevant data, perpetuate any hidden
legacy problems, and increase exposure to risk.

Veridos understands the importance of WVDMV's business needing to run 24 hours a
day, 7 days a week even during this migration phase. We have successfully migrated
data in other large programs by adopting the incremental approach to migrating data.
Rather than aim to complete the whole event at once requiring downtime, trickle
migration involves running the old and new systems in parallel and migrating the data
in phases. This results in no interruption to work and no system downtime.

Veridos has specially designed tools that allows us to successfully migrate the data into
the new FRS systems in a well-defined process. The tool ensures that the images are
successfully enrolled in the FRS, 1:N, and 1:R searches are done as required, and the
results of those actions being a record enrolled and aiso placed into an appropriate
queue as required.
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The queues are either the special handling queue where images that were not
successfully enrolled can have operator intervention such as re-cropping the image,
manually annotating the eyes, or other corrective actions that are necessary for the
specific failure. Records may also be automatically placed in the adjudication queues if
there are hits on any of the, 1:N, or 1:R checks. Otherwise records that are successfully
enrolled and had no hits will remain in the FRS battery to be used as probe images as
required by the contact.

Migration of existing customer images into the facial comparison system will be
conducted using the following steps.

Data Migration Process

The data migration process involves repeating a set of batch import tasks over a period
of several weeks. The optimal size of each batch import will be determined through
empirical testing (initial estimate would be 300 to 500k records).

The tasks involved in accomplishing each batch impert will include:

1) Export of the credential data from the source database:

a. The format of the exported data is a comma separated file (one
line for each credential containing the above fields in the order
shown) and the set of referenced photo files

b. Assign in the export database and export file an ’Issuance ID’
for each credential record which will be used as a key reference
between the FRS databases '

¢. Transfer from the source Datacenter to the WVDMV Datacenter

2) Creation of the FRS import files:

a. The Secura Import Manager utility will be used to read in the data file

exported in the previous steps and create the FRS batch files
3) Execute the FRS batch import commands which will:

a. Read the records from the FRS batch import file

b. At ascheduled interval, the FRS workflow engine will process new
entries

¢. Create and store in the FRS database facial comparison templates for
each photo referenced in the imported records

4) Manually enroll failed records:

a. For those records wil! failed to enroll during the FRS batch enrollment
process, use the Database Enrollment application to manually specify
the eye locations to be used in creating the facial comparison template

5) Validate the result of the batch import:

a. Use supplied database queries to reconcile the number of records in
the source import file to the number of records imported to FRS

b. Send the validate report via email to jurisdiction
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¢. Once the batch import results have been validated, the import data
files will be deleted

Note: Steps 2-5 above will generate log files which will be monitored for
errors. Any errors that occur will be addressed and the import resumed.

Data Migration Plan

The following sections outline the data migration activates and milestones for each FRS
deployment.

Development 1

» No data migration activities are required for the Development 1 deployment

System Integration Testing (SIT)

* The import of 500,000 to 1 million records will be required to:
— Support integration and testing of the FRS functionality
— Determine the optimal export package size
— Estimate the time to import an export package

» Milestone: Establish the Export Package size and expected time to import

User Acceptance Testing (UAT)
» Theimport of at ieast 2 to 3 miilion records will be required to:
— Support user acceptance testing of the FRS functionality

Determine the time to import an export package to support production migration
scheduling

Determine the data required to be included in the Import Validation Report

¢ Milestone: Create the Production Migration schedule based on the export package
size and time to import

* Milestone: Define the contents of the Import Validation Report

Production Records prior to installation
= The import of all existing customer records per the Production Migration schedule

= Milestone: All customer records migrated to the FRS



CONFIDENTIAL V E R I D O S

State of West Virginia
RFP to Provide Driver's License and ID Cards IDENTITY SOLUTIONS

by Giesecke+Devrient
Page 204/ 340 and Bundesdruckeref

Data Migration During Transition

The daily import and enrollment of records which have been processed through the
existing system during the transition period between the new and the old FRS solutions.
This process is used to ensure the new FRS has the maintains the entire dataset once the
data migration process has started until the go live date and decommissioning of the
existing selutich occurs.

Process:

¢ Aimport file is extracted each evening from the existing system and imported into
the new FRS each morning

e The import file records go through the same processing as if submitted from FRS
Enroliment

e All leads from existing system’s probes are adjudicated in the new FRS

» For fraud that is found in new FRS but not in old solution, a report is generated that
is used to notify the bureau to suspend production on those specific records.

Given this plan and our FRS's ability to work successfully with low quality images,
Veridos will be able to import the required images successfully into WVDMV's new
system.
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SECURE CENTRAL ISSUANCE FACILITY REQUIREMENTS. Section 4,
Subsection 5.16 - Credential Issuance

Section 4, Subsection 5.16.1 - Vendor must meet the
requirements of the REAL ID Act of 2005
(htto://www.dhs.gov/xlibrary/assets/real—id—act—text.pcii),
including any relevant security mandates, including those
pertaining to personnel, with supporting documentation
provided, as required.

Vendor Response:

Our proposed solution complies. Our central issuance facility and project personnel
meet the requirements of the REAL ID Act of 2005. Veridos will provide supporting
documentation as required.
MI
Section 4, Subsection 5.17 -~ Communication with the Agency's
Data Center - Transfer of Data

Section 4, Subsection 5.17.1 - The secure central issuance
facility must communicate with the Office of Technology data
center via a VPN tunnel, which hosts the Agency's mainframe,
central image/demographic system, and dmvFIRST solutions.

Vendor Response:
Our proposed solution complies.

S-FTP transmission is used to ensure that client is communicated via encrypted channel
(VPN) from the WVDMYV Server to Veridos Server. Files transmitted via Secure Chanel are
encrypted using PGP (or any other file encryption method required). This ensures that
the file is always secure to arrival upon the server. Veridos’ systems are set to detect files
arriving on the server and to immediately move it into Veridos’ internal encrypted
networks. Once the file is securely stored in the Veridos network, with all the logical
and physical security described above, the file is decrypted using PGP shared pair keys,
and balanced for integrity at Veridos.

Section 4, Subsection 5.17.2 - The transfer of information must
be over secure channels and all data in motion must be
encrypted, for instance using SMB 3 security enhancements.

Vendor Response:

Our proposed solution complies.

Ohio data transmission will be sent via a VPN tunnel and encrypted according to specific
security requirements (l.e. PGP file level encryption complimented with the use of SFTP
file transmission).
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Upon transmission, WVDMYV files will be pulled onto Veridos’ secure internal network.
Files are then logically subdivided. Order files are decrypted by Veridos’' DPS (Data
Processing System) and the required data uploaded to the identified environment
(Production, Test etc.).

All secure and sensitive data is subjected to hashing (SHA-256) and encryption (AES-
256). Once data is transmitted to Veridos al! data is stored in secure areas only and
classified as “Veridos Strictly Company Confidential. Veridos’ security standards and
procedures comply with ISC 27001, PCl Card Production Physical and Logical Security
Requirements and Visa, Mastercard, AMEX and Discover security regulations.

Please alsc refer to our response to Section 5.17.1.

m
Section 4, Subsection 5.18 - Card Production Data Files

Section 4, Subsection 5.18.1 - The Agency will send the
standard card production data file once daily. Vendor Response:

Our proposed solution complies.

Veridos' Data Processing System (DPS) is capable of receiving and processing West
Virginia’s files daily, as well as receiving expedited files separately, or as a single
transmission. The special handiing requests are indicated by the submitting party
through selection of ‘Priority’ DUID, triggering expedited card production.
Ll . .. .. ]
Section 4, Subsection 5.18.2 - The Vendors solution must be
capable of receiving a card production data file seven (7) days
a week.

Vendor Response:
Our proposed solution complies.

Our DPS will receive and acknowledge card production files seven days a week.

e e e e
Section 4, Subsection 5.19 - Management of Central Issuance

Facilities

Section 4, Subsection 5.19.1 - The Vendor shall be responsible
for the complete management of the central issuance facility.

Vendor Response:
Our proposed sofution complies.

Veridos' high-security facility in Twinsburg, Ohio is owned by Veridos’ parent firm
Giesecke & Devrient. Veridos and G+D are the only tenants. Our facility is staffed and
will be operated by our personnel. At no time will staffing be contracted to any outside
parties. '
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Section 4, Subsection 5.19.2 - All hardware and software
necessary for the operation of the secure central issuance
facilities will be the responsibility of the Vendor.

Vendor Response:

Our proposed solution complies.

Our high-security central issuance facility in Twinsburg, Ohio has 170 employees and a
current capacity of approximately 144 million cards / annually (and has produced that
number in the past). We use high-quality Datacard MX6100 Card Personalization

Systems to personalize and mail the cards and currently have more than enough
capacity to manage WVDMV’s card production.

Section 4, Subsection 5.19.3 - All staffing and operational
needs will be the responsibility of the Vendor. Vendor
Response:

Our proposed solution complies.

Our high-security central issuance facility in Twinsburg, Ohio has 170 employees and a
current capacity of approximately 144 million cards / annually (and has produced that
number in the past). We use high-quality Datacard MX6100 Card Personalization
Systems to personalize and mail the cards and currently have more than enough
capacity to manage WVDMV's card production.

Section 4, Subsection 5.19.4 - Security of the central issuance
facilities will be the responsibility of the Vendor and must
meet the security requirements of the REAL ID Act and any
Department of Homeland Security published implementation rules.

Vendor Response:
Our proposed solution complies.

Our high-security, Real ID-compliant card production facility in Twinsburg complies
with the very strict PCl Card Production, Physical and Logical Security Requirements and
is audited annually. Twinsburg is also certified by Visa, Mastercard and Discover. It is to
the benefit of WVDMV that this high-volume site offers one of the most diverse product
lines in the industry as Twinsburg must maintain certification for all of our business
units, from financial through to government solutions.

Physical Security of Veridos Facilities

Qur site access standard governs who is authorized to access the site and how. Cur
standard provides guidelines for resident employees, visiting employees from other
sites, as well as contractors/suppliers and other visitors. Everyone who enters a Veridos
production facility must be in possession of a Veridos or G+D issued identification
electronic chip card. All visitors are signed in by the hosting employee and escorted in
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the site at all times. All visitors are required to sign a site access confidentiality
agreement prior to entering Veridos production facilities. Escalating authorities are
required and prompted automatically as the level of access increases. Qur access request
database allows for access to restricted and/or critical areas via direct authorization by
the area owners only.

Our security concept encompasses issues pertaining to physical security of our
production, personalization and distribution facilities and buildings, production
processes, data processing, personnel and ali aspects of order processing and
production.

In the area of external security (security on company premises and in company
buildings), it shall be ensured that:

* Personnel access our sites at controlled access points utilizing an electronic chip
card, single-entry full-height turnstile doors or man-trap. All entrances and exits
to and from company premises and to the production, storage and office by
employees are only possible upon unprompted production of the company chip
ID card, or by the access control system and personnel locks.

* All visitors and non-company workers may enter the premises only following
written registration and submission of an identification document and visitor
form and escorted by a company staff member. Entry and exit times are recorded
in the control documents and the [ast contact person visited confirms the exit
time by histher signature at the end of the visit.

* Fadility is provided for immediate alarming of the police by a modern computer-
based alarm system or from numerous emergency call stations positioned on
company premises.

Movement of product and inventory/supplies is via shipping/receiving points only with
our receipt and dispatch being a designated restricted area. Raw materials used in card
manufacture, including printing plates, raw plastic sheets, laminating plates, elemental
security features, etc. are considered secure materials and are subject to secure shipping
and inventory control measures through the entire production process, including
shipping of final card products, destruction of scrap material and returns of defective
raw materials to the supplier. Internal inventory control procedures include dual control
or the “four eyes principle” and secure storage as detailed in the card security section.

While on premises, all card bodies are subject to secure storage as well as a rigorous
tracking and inventory management program that ensures materials, card bodies and
other components are safe from theft and kept separate from non-Ohio card bodies. A
docket is generated for each different card type every time a file is received from Ohio.
The only way that cards and collateral can be obtained and released from both the
vault and warehouse is with the authorized docket which clearly states the material
numbers required to fulfill the file.

Package searches may be conducted on any material or persons leaving the facility.
Random searches of persons and their belongings are executed when anyone be it
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visitors, contractors, vendors and employees leave the production facilities. The
employee exit doors of the building are manned 24x7 by security guard personnel.

Digital video recording is in use at our sites 7 days a week 24 hours a day 365 days per
year. Video cameras record and archive activity throughout both corporate and
production facilities, including, but not limited to the exterior site perimeter and at
access points. Images are retained for a minimum 90 days on the digital video recorder
itself. Signs are affixed throughout the site announcing the presence of video through
all areas of all facilities. Security breaches are immediately reported to site management
and then to corporate security.

Any unusual activity is investigated. Access cards are retrieved from terminated
employees before they leave the premises.

Guard Duties

There are two posts which the guards occupy when onsite, the employee entrance/exit
and the Security Controi Room. Access 1o the security control room is restricted to
authorized personnei only.

Guards do not have access to any office or production areas within the facility. They also
do not have access to any of the following: personnel records, master accountability
audit logs, card access system server, cardholder information, card products or stock and
card stock or cardholder information waste. Detailed Post Orders for the guards have
been developed and duties include:

» Monitoring of the Closed Circuit Television (CCTV) systems
¢ Access control procedures including visitor registration and system
monitoring
¢ CCTV procedures such as system use and daily image comparison checklists
* Monitoring the burglar alarm system
* Reporting procedure and escalation calls
* Reporting daily shift reports and incident reports
* Conducting random searches
+ Response preparedness for emergencies, evacuations (fire, bomb threats, civil
disturbances, ransom demands, hostages and kidnapping)
External Construction
External constructions such as the electrical room, generator, ventilation and HVAC
system ducts and roof hatches that lead into the facility have been designed so that the
facility is protected against unauthorized access. Metal security bars have been instalied
in the ventilation and HVAC ducts leading from the outside. The roof hatch, electricai
room and generator all have alarm contacts installed that are monitored by the on duty
guard.

Exterior Entrances and Exits

All exterior doors, excluding emergency exit doors are connected to the access control
system and are contact monitored and also have the appropriate interlocking or
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mantrap configuration. Exterior doors are also monitored by Closed Circuit Television
(CCTV) surveillance and are also equipped without automatic closing devices.

External Walls, Doors and Windows

Motion sensors, glass break sensors and door contacts have been strategically located
throughout the building and are monitored by the on duty guard and monitoring
station.

Emergency Exits
Emergency exit doors are permitted to be used in the event of an emergency or during
a fire drill.

There are signs on each emergency exit door indicating that the door is an emergency
exit and that an alarm will sound if the door is opened. Emergency exits are fitted with
local audible alarms and are armed and monitored 24x7x365. The alarm is activated
locally and is received by the guard that is on duty.

Emergency exit doors are tested every other month and the results are maintained for
24 months.
Exterior Lighting

Adequate lighting has been installed around the perimeter of the building. Exterior
lights are checked monthly and the logs are maintained for a minimum of 24 months

Roof Access

Roof hatches that access our buiiding are alarm contact monitored and locked down at
all times. Ventilation and HVAC system ducts that penetrate the building are protected
with metal security bars.

Exterior CCTV

Closed Circuit Television (CCTV) cameras are installed and focused on all exterior doors
of the building. All of these images are monitored within the Security Control Room.

Signage

There are no signs on the exterior of the building that indicate or imply that cards are
made or personalized at this facility.

Reception - internal Structure and Processes

Access is permitted through electronically controlled doors. The front door leads into a
secure vestibule area and the vestibule leads into a visitor waiting area where it is
interiocked with the door in the vestibule area. Walls of entire lobby area are floor to
deck concrete block re-enforced. A two-way intercom system is used to communicate
with visitors through bullet resistant proof glass. There is a duress button, glass break
sensors and motion sensors in the reception area that are monitored by security guards
7 days a week 24 hours a day 365 days per year.

Employee Entrance

i
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The Employee Entrance is the access point that must be used by all employees to enter
and exit the building. Staff must use their access cards to enter and exit the building
through a person by person turnstile door with anti-passback in effect. There are also
door held open and forced open alarms have been implemented on man doors with a
duress button installed and the area under Closed Circuit Television (CCTV) surveillance.

Due to the sensitive nature of our business, Veridos has the right to randomly search ail
employees’ and visitors’ possessions and will ensure that it is performed in a fair and
reasonable manner. These searches must be conducted without preference or
discrimination with random searches. These random searches do not indicate a suspicion
of theft; rather searches are a routine part of business that serves to deter any potential
theft. Searches are performed upon exit of the facility at the Employee Entrance and all
results of the search are logged.

e e e

Section 4, Subsection 5.20 - Standard Proceséing Time.

Section 4, Subsection 5.20.1 - Cards must be mailed via US
Postal Service, from the production facility no later than two
(2) regular business days following the printing of the
credential.

Vendor Response:
Our proposed solution complies.
This SLA is in accordance with our normal business practice.

All DL/ 1D cards for the State of West Virginia will be manufactured, personalized and
shipped from our Twinsburg location. This means that there is no need to transport
card bodies or secure production materials to put them at risk for loss or theft.
m
Section 4, Subsection 5.20.2 - Vendor must have monitoring in
pPlace to ensure card production is completed within two
business days after the appropriate fraud hold period. .

Vendor Response:

Our proposed solution complies.

This SLA s in accordance with our normal business practice. Our systems automatically
monitor files and records that are placed on hold and ensure that they processed when
holds are released.
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Section 4, subsection 5.203 - For cards not mailed within two
(2) business days after the appropriate fraud hold period,
Vendor must use Express Mail or other next day service for
shipping the card to the applicant at no additional cost to the
Agency.

Vendor Response:

Our proposed solution complies.

Sectioh 4, Subsection 5.21 —uality Assurance (QA)

Section 4, Subsection 5.21.1 - Vendor staff will be responsible
for the QA checks of all items produced at the central issuance
facility, including the Agency credentials, card carriers, and
the process of preparing them for mailing.

Vendor Response:
Our proposed solution complies.

Veridos has a comprehensive Quality Assurance program in place throughout the
Production environment. This program incorporates both quality and security balancing
procedures at each production step. In addition to the in-process QA review, Veridos
has an independent QA team that randomly samples all completed Production output
to ensure the highest fevel of quality is maintained. The total Level of sampling
amounts to over 12 million+ cards annually. All production rejects are logged in our
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manually inspected |
e Inspection is based on: !
cards damaged, poor data, | e i
signature and photo quality '
e Damaged card status is
updated on systems and cards are remade

An integral part of our QA process is the collection, analysis, and reporting of quality
and service related incidents. As part of our continuous improvement initiative, we have .
implemented an incident tracking system that is utilized by all areas of our Operation.
An incident is anything that impacts a customer and / or production deliverable
regardless of the nature or root cause of the incident i.e. the issue can be the result of a
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customer initiated problem. Any WVDMV correspondence which raises a service and/or
quality issue is also logged via the incident reporting system.

Section 4, Subsection 5.22 - Card Mailing

Section 4, Subsection 5.22.1 - The Vendor shall be responsible
for all USPS fees associated with postage and shipping.
Vendor Response:

Our proposed solution complies.

Section 4, Subsection 5.22.2 - The Vendor shall mail all 'FOR
FEDERAL' credentials using USPS paid online ~Signature
Confirmation'’

Vendor Response:

Our proposed solution complies.

Section 4, Subsection 5.22.3 - All NOT FOR FEDERAL' credentials
shall be mailed via USPS, using a return address specified by
the Agency, unless the two-day production time is exceeded as
defined in para.5.20.3.

Vendor Response:

Our proposed solution complies.

Section 4, Subsection 5.22.4 - All envelopes shall be marked
with "Return Receipt Requested"” to prevent forwarding.
Vendor Response:

Our proposed solution complies.

%
Section 4, Subsection 5.22.5 - If a third-party Vendor is to be
used for mail sorting, their processing time must be included
in the maximum two (2) business days and the Vendor must be
disclosed as a subcontractor.

Vendor Response:
Our proposed solution complies.
We use Midwest Direct located in Cleveland, Ohio for mail sorting services.
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Section 4, Subsection 5.23 - Card Volume

Section 4, Subsection 5.23.1 - The central issuance system must
be capable of meeting yearly production needs of approximately
500,000 cards.

Vendor Response:
Our proposed solution complies.

Our high-security central issuance facility in Twinsburg, Ohio has 170 employees and a
current capacity of approximately 144 million cards / annually (and has produced that
number in the past). We use high-quality Datacard MX6100 Card Personalization
Systems to personalize and mail the cards and currently have more than enough
capacity to manage WVDMV'’s card production.

Section 4, Subsection 5.23.2 - Sufficient capacity must be
provided to accommodate system outages including repairs and
preventative maintenance.

Vendor Response:

Our proposed solution complies.

Our card production facility has several MX6100 Card Personalization Systems that
provide sufficient capacity to accommodate system outages for repairs and preventative
maintenance.

Section 4, Subsection 5.24 ~ Billing

Section 4, Subsection 5.24.1 - All cards printed and mailed
from the central issuance facilities will be billed only after
successful processing and transfer to the USPS.

Vendor Response:
Our proposed solution complies.

Our production facility generates monthly production reports indicating the number of
cards successfully printed and mailed. This report will be used to generate monthly
invoices for WVDMV.
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Section 4, Subsection 5.24.2 - Sufficient detail must be
provided to allow the Agency to reconcile card counts between
the invoice, the credential issuance system, and internal
Agency systens.

Vendor Response:

Our proposed solution complies.

Our monthly invoice to WVDMV will include the detailed report that refiects successfui
cards printed and mailed. This report can be used by WVDMV to reconcile with the
internal systems.

Section 4, Subsection 5.24.3 - The Agency will only be
responsible for paying the cost per card for cards issued to an
applicant. The Agency will not pay for cards rejected due to
material or printing process defects, or for cards used for
system testing.

Vendor Response:
Our proposed solution complies.
Veridos will only invoice WVDMV for cards that are successfully issued to an applicant.

CARD DESIGN AND SECURTTY FEATURES REQUIREMENTS

Section 4, Subsection 5.25 - Data on Secure Temporary Driver's
License and ID's

Section 4, Subsection 5.25.1 - The secure temporary DL or ID
will include the same data that will be printed on the
permanent, standard term card, including facial image and
signature.

Vendor Response:
Our proposed solution complies.

The temporary DLMD wiil inciude the same data as the permanent credential including
the facial and signature images. The exact layout of the temporary DLUD will be
determined during the planning stages of the project coilaboratively with Veridos and
the WVDMV.
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Section 4, Subsection 5.25 .2- Must include correct expiration

date of temporary credential. Vendor Response:
Our proposed solution complies.

The temporary DI/ID will include the correct expiration date that will be automatically
calculated by the enrollment solution. The exact layout of the temporary DL/ID will be
determined during the planning stages of the project.

_ste m;)._kféce that it.:'—.é ai‘
temporary credential. Vendor Response:

Our proposed solution complies.

The temporary credential will state that it is the temporary credential. The exact layout
of the temporary DL/ID will be determined during the planning stages of the project.
m
Section 4, Subsection 5.25.4- Must include statement, "Valid
for operation of motor vehicle only". Vendor Response:

Our proposed solution complies.

The temporary credential will state "Valid for operation of motor vehicle only". The
exact layout of the temporary DL/ID will be determined during the planning stages of
the project.

—_———— .
Section 4, Subsection 5.25.5 - Must have a fraud-warning marker
on the temporary credential, for any application that is marked
for potential fraud, i.e. not meeting the facial 1:1 match.

Vendor Response:
Our proposed solution complies.

The temporary credential will have a marking(s) to show if any automated checks were
not completed successfully. For example, if the 1:1 check does not meeting the preset
threshold, the system would automatically print a specific marking on the temporary
DUID. The exact layout of the temporary DL/ID will be determined during the planning
stages of the project.
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Section 4, Subsection 5.26 - Card Types

Section 4, Subsection 5.26.1 - Vendor's solution must produce
the card types defined in Attachment G — Current Card Types, as
issued by the Agency.

Vendor Response:

Our proposed solution complies.

m
Section 4, Subsection 5.27 - Card Design.

Section 4, Subsection 5.27.1 - Card design shall be based on
2016 AAMVA DL/ID Card Design Standard
(http://www.aamva.org/2016CardDesignStandard/) .

Vendor Response:
Our proposed solution complies.

Veridos has prepared a total Real ID-compliant solution for WVDMV. The total solution
package being offered to West Virginia is designed to prevent tampering and
counterfeiting. Our cards feature advanced security and production measures designed
to assist law enforcement use the cards during field operations while simultaneously
providing attractive, long lasting cards to the citizens of West Virginia.

The proposed Driver's License is constructed of Polyester Enhanced Polycarbonate (PEC)
that has been extensively tested and qualified by Veridos and third party laboratories.
The card body is constructed of muitiple layers, which include transparent and opaque
materials which are a Veridos trade-secret and are not commercially available. Ornice
assembled, the materials are laminated together under specific heat and pressure
(without any adhesive or thermoplastics) to form a consistent card body which cannot
be delayered as is possible using other substrates.

Card Overview

Material: Polyester Enhanced Polycarbonate (PEC)
Service Life: 8 years of usage

Dimensions: 85.60 mm x 53.98 mm x .76 mm {nominal)
ISO/IEC Spec: 7810:2003 (Card Body)

Color Photo: Thermal dye diffusion printing

Data Eiements: Laser Engraving
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Benefits of Polyester Enhanced Polycarbonate (PEC)

¢ Durable PEC card body

» Color photo using thermal dye diffusion printing (D2T2)
* Llaser engravihg for secure data application

e Offers superior value at cost effective price

* Offers outstanding durability

¢ Similar technology to what is used in passports and National ID card
programs

» Environmentally friendly material
* Protection against photo substitution
¢ Protection against counterfeits including types Al, A2, Bi, and B2

Laser engraving means that all textual data is engraved ‘into’ the card body, where it
cannot be altered. Laser engraving produces visual effects or images on cards that are
permanent and highly secure. Multi-layer cards are laser engraved by passing a laser
beam through the top clear layer of a card and focusing on a transparent laser
receptive layer. It is here where the pigments react and form a black image as the
layers react with each other. This process is often referred to as carbonizing.
Additional energy is created with additional engraving time to create darker images
and with sufficient energy; a tactile or raised image.

Cards will be laser engraved on both sides using an internal turning device, and
multiple lasers can be used in sequence to laser engrave several cards at once to
increase card throughput. Laser image quality is controlled by the internal software
of the Datacard MX6100 card issuance systems. Card setups can control the type of
laser engraving, the resolution (which can exceed 500 dpi), and the length of time
the laser beam engraves a given area or pixel. Highly sensitive and accurate optical
sensors control registration. Precise optics and mirrors ensure the accurate placement
of laser engraved images.

£/ - Transpatent cover film 1
,_‘_\ Transparent cover filtm 2
=1 Opaque Inner film

Laser radiation penetrates the
cover films of the cand

Dala are engraved in every layer
of the card =
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All cards will be personalized, affixed to carrier and mailed using Datacard MX6100
card personalization and mailing equipment. The MX6100 will laser engrave all
personal data. The MX6100 is modular in design and can easily be expanded to
accommodate technological advances in card production.

Proposed Security Features

Security Feature: Level 2

Miniature lettering which is
discernible under magnification.
Incorporated into fine line
backgrounds or placed to appear
as bold lines. Continues to
Microprinting / | decrease in size as technology

Nanoprinting improves. Cannot be scanned or
reproduced on commercially
available printers.

Microprint lettering has been
embedded in numerous areas of
our proposed card design for
added security.

Security Feature: Level 1,2

The application of redundant data
provides another obstacle in
attempts to alter-or compromise a
card. The date of birth for example
can be applied in multiple
Redundant Data | locations, one using tactile format.
Changing either of these elements
is impossible without damage to
the card structure. These cards can
also provide redundant data in'ihe
form of a ghost image applied to
the front and back of the card, and
a secondary signature to the front.

1

Rainbow Security Feature: Level 1

Printing A printed feature demonstrating a

controlled, subtle color shift in a
linear, continuous fashion.

In the second example, notice how |




CONFIDENTIAL
State of West Virginia

RFP to Provide Driver's License and ID Cards

Page 220/ 340

VERIDOS
g IDENTITY SOLUTIONS

by Giesecke+Devrient
and Bundesdruckerei

the Mircroprinting shifts in color in
paraltel with the rear graphic.

Color Shifting
Inks

Security Feature; Level 1
{Optional)

Special security inks containing
microscopic pieces of metallic
substances and arranged in such a
manner as to change color when
filted to view. Very common in
currency, travel and identity
documents.

Undisclosed
Third Level

Security Feature: Level 3

The third level security feature has
been applied within the card
design. These elements are for
forensic analysis only, and will be
discussed upon request. All such
forensic features are unique to
each jurisdiction, and thus due to
the strictly confidential nature of
the feature it can only be discussed
in confidential meetings.

Deliberate Error

Security Feature: Level 2

Veridos' experience has taught us
that designing the card as a total
salution provides us with flexibility
to meet future security and
legislative needs. Since our cards
are made of overlapping security
features, individual features can be
added, removed or reconfigured
based on advances in technology
and changes in standards, all
without leaving any gaps in the
solution or causing undue extra
cost.

Security
Background

Security Feature: Level 1,2

The designs for these cards have
been created specifically for W,
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and incorporate a secure
background consisting of a fine,
structured guilloche pattern. These
patterns change in color across the
card area, creating a rainbow
effect. These two features alone
are virtually impossible to imitate.
With the combination of all the
blended security features, attempts
to alter or change the document
could be detected with minimal
difffcufty.

Security Feature: Level 2

This feature is incorporated within
the design on both sides of the
card and is only visible under an
uttraviolet (black light) source.
These will fluoresce when exposed
to the correct light source. Part of
the blended security features
within the microprint on the
background will also fluoresce
when exposed to the correct light
source.

Ultraviofet Text
in Substrate

Security Feature: Level 1

A method of personalizing cards
with photographs and variable
personal data using focused laser
energy. It also generates level 1
security by using extra laser energy
to disturb the page surface, thus
creating tactility.

Laser Engraving
/ Etching
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Tactile Data

Security Feature: Level 1,2

A proposed option for Wv
included in our base card as well as
Option 2, is our clear laser feature.
Clear laser combines both laser
marking and secure indent to
create an individually personalized
clear security feature that is all but
impessible to alter or and
counterfeit. Overlap of this feature
with the primary photo, with
further prevent fraudulent
attempts at image

substitution. Our clear laser
feature can also contain a pattern,
design or outline that can be
customized to WV for a level 2
security feature.

'fﬁ (Dwn d St

Overlapping
Data

Security Feature: Level 1,2

Overlapping of data fields adds
increased difficulty to counterfeit
attempts. This is accomplished
during the data application
process, with the primary signature
overlapping the primary photo on
the Driver's License and
Identification card. Qverlapping
data has been found to be an
effective deterrent against
attempts at photo substitution
style fraud.

s s

3008 10-20-1985

PersoCurve /
Laser Shadow

Security Feature: Level 1,2
(Optional)

PersoCurve combines unigue
variable large fonts, microprint,
and biographical data, such as a
name, document number etc.
using laser engraving. The shape
can be designed and customized in
many different forms. For example
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to wrap around in a spiral manner

or a wave shape. F T o
£
adon
This variable text image is created WeGTRETINE B |

autornatically during the job run % \
without requiring pre-conversion | SERSEFY 210

of stored images because it m \

' provides more flexibility and
efficiencies to the process of using

unigue images, without having to
extract from a pre-converted file in B LICBNSS

a database. L5 S

LaserShadow uses a dithered lascr o

engraving technology to create Ay oA
large backgrounds of variable text
or images that overlap other
personalized data fields.

Security Feature: Level 1,2

To provide for optimum visibility of
the photograph, there is little or no
printing in the relevant areas of the
card. The harmonious phasing out
Security of the image into the background
Background print and overlapping the portrait _
Overlapping the | edges makes it difficult to alter or : ¥
Portrait Image | <o nterfeit. Veridos has
Aied intentionally designed the
background design to overlap the
defined photo area.
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Security Feature: Level 1,2
Veridos assigns each DL/ID card a
DCN on the card back. The DCN is APy
laser engraved and consists of a . )
unigue alphanumeric value -
consisting of two alpha characters D-C N }4
and seven numeric characters. -
Pre-Printed A database of these DCNs is B
Serial Number | recorded and provided to WVDMV ABOGT2345 |
on Card Backs — | prior to storage in the secure vault.
|  Document Cards are then transported to the A
Cont;clglcl\rtjl.;mber secure vault and fully inventoried.
The secure vault has its own CCTV
systemn and is always cperated
under dual custody, WVDMV will
have access to the “Vault DCN
Report’ which is a standard report :
generated by Veridos’ Online - A
Portal.
Machine 1D-barcode; Code-39, Verifies the
-rlj,ef.(.jfrli. authenticity of the document, the
yadililelislsly data or the person by the use of a
(MRT) reader and comparison of the
(rear) stored data to other information.
Machine 2D-barcode; PDF-417, Verifies the
Readable authenticity of the document, the
Technology | gatz or the person by the use of a
(MRT) reader and comparison of the
(rear) stored data to other information.
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Section 4, Subsection 5.27.2 - Card design must comply with
West Virginia Code SChapter 17B Motor Vehicle Driver's License
(http://www.legis.state.wv.us/wvcode/Code.cfm?char=1 Tbgart=1) .

Vendor Response:

Our proposed solution complies.

m-ﬂmmEMmemmmt: o5 = i = Tl a
Section 4, Subsection 5.28 - Card Materials and Security
Features

Section 4, Subsection 5.28.1 - Card materials must be
serialized during manufacturing. Vendor Response:

Our proposed solution complies.

During the Manufacturing process, a Document Contro! Number (DCN) is laser engraved
on each card which are then transported to our secure vauit
TR ) )

and fully inventoried A database of DCNs is sent to the E

WVDMYV prior to storage in our secure vault which has its own
-
custody. !

I3

surveillance cameras and is always operated under dual

While on premises, all card bodies are subject to secure [
storage as well as a rigorous tracking and inventory
management program that ensures materials, card bodies, and other components are
safe from theft. All material use and machine use is fully tracked and monitored as
described below to ensure there is no unauthorized use of the facility.

Internal inventory control procedures include dual control (*four eyes principle”) and
secure storage as detailed in the card security section. Veridos will manage card
inventory and raw materiais including:

* Maintaining the proper inventory level in a secure facility consistent with
distributor or operator needs.

» Tracking of all raw materials and undistributed cards until they leave the Veridos
facility.

* Maintaining a separate inventory for disaster recovery purposes in a Veridos
secure card production facility within the United States.

Since Veridos manufactures and produces the card blanks within the Card Production
Center, no transport of card blanks outside the facility is required. This facilitates
increased security and decreases transport access risks and costs.

Raw materials that are used in card manufacturing - printing plates, raw materials,
laminating plates, elemental security features, etc. — are considered secure materials. All
secure materials are subject to secure shipping and inventory control measures through
the entire production process. This process includes shipping of final card products,
destruction of scrap material, and returns of defective raw materiais to the supplier.
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Veridos provides information for the inventory and accounting system for each raw
material, card type and category until the cards leave the secure facility. During the
period of time that the cards are in Veridos’ possession, we will have full responsibility
for security, including providing inventory and accounting information.

Section 4, Subsection 5.28.2 - Specific
card layout and design will be selected
during the planning phase after contract
award.

Vendor Response:
Our proposed solution complies.

The proposed card design for West Virginia will be
carefully drafted to incorporate the best security features
from a multi-disciplinary design team experienced in
secure government documents. Not only will these cards
be highly resistant to tampering and counterfeit but will
include layered validation options for private citizens,
law enforcement and forensic investigation.

Veridos is an active partner to industry associations such

ﬂ the words of Manitoba: \

“G&D [Veridos] has provided expert
guidance on the basis of its extensive
experience in smart card design and
production, and has been
instrumental in waorking with our
various stakeholders to deliver
outstanding project services, while
continuing to be helpful and
supportive throughout all.”

B
1y i st

-

as AAMVA and ISO. Through our participation in industry events we are able to offer
our clients the most current industry trenids as well as pro-actively counter emerging

threats.
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Section 4, subsection 5.28.3 - The credential must comply with
2016 AAMVA DL/ID Card Design Standard -Annex B Physical
Security requirements listed
(http://www.aamva.org/2016CardDesignStandard/).

Vendor Response:

Our proposed solution complies.

I S

Section 4, Subsection 5.29 - Card Design Changes

Section 4, Subsection 5.29.1 - Any changes to the card design
will be handled by Change Request, approved by the agency based
on an hourly rate as defined in Attachment C Cost Sheet.

Vendor Response:
Our proposed solution complies.

Our commitment to the ongoing security of the WVDMV program is reflected in our
everyday partnership. The WVDMV will have a dedicated Relationship Manager who is
available at any time to discuss individual concerns. The Relationship Manager also
reports directly to the Account Executive who will routinely discuss recommendations
for additional design changes to combat evolving threats.

Veridos takes pride in being at the forefront of innovative technology to be one step
ahead of fraudulent attempts to replicate Driver's Licenses and national forms of
identification. Our R&D department is focused on developing new security features and
card enhancements that allow the card to be refreshed over a long-term contract. We
work closely with law enforcement and our customers to hold bi-annual meetings to
review the cards and explore ways to enhance or introduce new security features. In
addition, our internal graphics department is current on all standards to ensure that
correct specifications are being adhered to before the card goes to print. To facilitate
these efforts we have allowed for the design of the card to be flexible in the sense that
new security features can be incorporated without transforming the entire image. All
cards manufactured and produced adhere to AAMVA standards and requirements; this
applies to card body features and also to personalized features such as barcode, etc.
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Section 4, Subsection 5.29.2 - Vendor must implement card
format changes within 30 days of Change Request approval.

=

Vendor Response:

Our proposed solution complies.

Section 4, Subsection 5.30 - Consumables for Sec-ﬁre Temporary-
DL

Section 4, Subsection 5.30.1 Secure pPaper stock to produce
secure temporary DL will be provided to the Agency by the

Vendor.

Vendor Response:

Our proposed solution complies.

The design of the Temporary DU/ID will be generated according to WVDMV
specifications. The design, creation, origination and approval process is illustrated below
and the respective steps can be deduced from it. The following steps will be part of the

approval process:
3) Approval of design artwork (graphical)
4) Approval of origination

This process is outlined below.
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The proposed paper includes the following features:

Verification

Element Description level

High-security paper
% M-‘::-_E Fhig * The paper of the Interim Driver License is composed

,.@l '5“".'2--.:;_‘..:.,:;'.:“”.? of paper with 100% cellulose. .
e vy, =
:.,.»...mf’:;;;:;;;;:ﬁf - * The paper does not contain optical brighteners @
oy {dull, non-fluorescent). 1
* This paper is restricted to high-security applications
and the material is not available to the public on
the open market.
= The paper aliows for high-resolution inkjet !
personalization. | a0y |
gzes j
2 AN
Protection against chemical erasure
= The paper contains a chemical agent which reacts e
strongly on contact with acids, alkalis, bleaching g
agents and organic solvents, producing a visible :
P stain. These chemicals are frequently used by 2 i

counterfeiters in an attempt to remove information
from the Interim Driver License.

UV security fibers

* Invisible fibers in the paper, which become visible in vy }
bright colors in blue, red and green when the paper :e:l
is exposed to ultraviolet light. This feature is not 3’/’ W
available for ordinary office paper. 21 )

Visible security fibers
= Visible fibers, which are easily recognizable by the

O O human eye, are integrated with the paper. _ @
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VERT SYSTEM REQUIREMENTS
Section 4, Subsection 5.31 - The Agency requires system
functionality to support the issuance of covert credentials.
For security reasons, details of the desired functionality will
not be provided as part of the Request for Proposal. The Agency
believes that Vendors understand the needs for this type of
pProgram and will be able to address those needs appropriately
during the planning and design phase of the project. Vendor
must not include details of their covert systems in their
response but must acknowledge that this is a required
functionality that must be provided.

Vendor Responsea:

Our proposed solution complies. Veridos is very familiar with these types of credentials
and acknowledges that this is a required functionality that will be provided with our
solution.

%

MATNTENANCE AND SUPPORT.

Section 4, Subsection 5.32 - This is a critical system and
shall be operational and fully supported 7:00 a.m. to 8:00 p.m.
EST Monday through Friday, and 7:00 a.m. to 2:00 pP.m. EST on
Saturday.

Section 4, Subsection 533 - The Vendor's solution must be
compatible with the networking and operating environment
established by the Office of Technology at the time of award,
currently consisting of:

533.1 Internet Explorer version: 11
5.33.2 Java version: 7
5.33.3 .NET Framework version: 4.1

Vendor Response:

Our proposed solution complies and is compatible with these networking and
operatoring environments.

¢ Internet Explorer 11 - Yes

e Java Verison 7 — Yes

= .NET Framework version 4.1 - Yes
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Section 4, Subsection 5.34 - Changes to this environment will
be addressed by Change Order as this environment could change
as new security vulnerabilities are identified and addressed in
future updates.

Vendor Response:

Our proposed solution complies.

e L A g § 5 == Pyl rT - T TRy =ty
Section 4, Subsection 5.35 - The .Vendor's solution must
maintain full functicnality and cperations with any Office of
Technology published security update within 30 days of
scheduled release.

Vendor Response:

Cur proposed solution complies.

The Veridos solution complies and maintains compatibility with future Windows
updates, operating system security patches and Web browsers.

PROJECT MANAGEMENT RESPONSIBILITIES Section 4, Subsection 5.36
-~ Project Work Plan

Section 4, Subsection 5.36.1 - The Project work plan will be as
detailed as possible with the understanding that it will be
revised during the Planning and initiation phase of the
project.

Vendor Response:

Our proposed solution complies.
Our Sample Project Work Plan is provided in Exhibit C.

Section 4, Subsection 5.36.2 - The project work plan will be a
living document that must be kept up to date with tasks
completed, modified, or added through the life of the project.

Vendor Response:

Our proposed solution complies.

The Project Work Plan will be updated as needed throughout the life of the project and
will be kept up-to-date with tasks completed, modified or added.
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E';ecion- 4, Subsection 5.36. - The project plan will be
used as a measurement of Progress. Vendor Response:

Our proposed solution complies. This requirement is in accordance with our Project
Management disciplines.

ig

Subsectn 5.3 - Performane Test

Section 4,
Section 4, Subsection 5.37.1 - Performance testing shall end
when the system has met the standard of performance for a
period of seven (7) consecutive calendar days. The standard of
performance shall mean the system operates in conformance with
the Vendor's technical and functional specifications, in

conformance with this contract, and in conformance to the
mutually agreed test criteria.

Vendor Response:

Our proposed solution complies.

Section 4, Subsection 537.2 - If the System fails during a
seven (7) day period, the Vendor will re-start performance
testing. The testing shall continue daily until the standard of
performance is met, without downtime, for a total of seven (7)
calendar days.

Vendor Response:

Our proposed solution compiies.

Section 4, Subsection 537.3 - The Vendor is.to provide the
mechanism to create load and stress conditions. Metriecs and
results of the load and stress testing must be provided to the
Agency for review and approval.

Vendor Response:

Our proposed soiution compilies.

Veridos conducts stress tests as a normal test procedure to ensure that the system can
handle peak production volumes. The stress testing plans will be included in our Test
Pians for review and approval by WVDMV,
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Section 4, Subsection 5.38 - Change Control Plan

Section 4, Subsection 5.38.1 - The Vendor shall develop,
implement, and maintain a Change Control Plan, subject to the
Agency approval, in accordance with industry standards that
sets forth the procedures for controlling changes to Project
scope, cost, schedule, and quality requirements. The Change
Control Plan shall include the Procedures and entities involved
with requesting, evaluating and approving changes to the
Project deliverables.

Vendor Response:
Our proposed solution complies.

Change Management is a process that provides a mechanism to identify and handle
change in a project. Change that will occur can affect the scope, nature of the
deliverables. In order to maintain the balance between requirements and the schedule,
the project manager will establish a Change Management Process. This process allows
for change during the project’s life cycle, but will always places change in the context of
the latest documented agreement (project plan) between WVDMV and Veridos.

Veridos maintains a change management process to manage the scope of the project
and to reduce the risk to timelines. A Change Request process will apply to changes of
Project scope, Project Requirements, and/or the timing of Project deliverables as
requested by WvDMV or by Veridos. Change request can easily be initiated by sending a
written request to Veridos in the form of a Project Change Request form. The Veridos
Project Manager wili be responsibie for the receipt, tracking, communication of impacts
and coordination of the customer initiated change requests.

The Change Management Process consists of a series of steps that aflows changes to be
identified, evaluated and tracked through closure. A typical Change Control Process is
illustrated in the following Figure. The Lead Project Manager shall implement a Change
Management Process according to the particular needs of this project. Based on
previous experience in managing projects of similar size and scope, it is envisioned that
change requests wiil be submitted to the Steering Committee for review and approval.
Should the Change Request involve a significant change to the Project Charter, the
Change Request will be escalated to the Executive Sponsor for review and approval.
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For issues of jesser scope than full project changes, a Project Decision Request form
can be completed to request approval to: 1) dlarify project parameters or deviations
from the original scope, 2) when the possible choices are within the bounds of the
requirements, or 3) to outline options that may eventually lead to a Change Request
where selection of a particular option will have an impact on the agreed upon basis

of the project.

Change Management on Similar Projects

Veridos has utilized our Change Management process for projects of similar size and
complexity to update customers’ security and technologies to keep on the cutting
edge and ensure they meet all jurisdictional standards and regulations as they evolve.
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Section 4, Subsection 538.2 - Allrdhanges must be documented.

Approval must be obtained Prior to any work on changes.
Documented changes must have official sign-off by both the
Agency and Vendor Project managers and must include the reason
for the change.

Vendor Response:

Our proposed solution complies,

Section 4, Subsection 5.39 - Change Orders

Section 4, Subsection 539.1 - Care must be taken when
evaluating the requirements and Preparing the cost Proposal.
Change orders are rarely approved. If a scope change does occcur
impacting the cost or timeline of the project, the Agency
Project Manager and the Agency Purchasing Office must be
notified in writing immediately upon discovery and BEFORE any
work takes place.

Vendor Response:

Our proposed solution complies.

Section 4, Subsection 539.2 - Change orders submitted for work

Vendor Response:

Our proposed solution complies.

Section 4, Subsection 5.40 - Upgrades, Patches, Fixes, or Other

System Updates

Section 4, Subsection 5.40.1 - Ongoing changes to the Vendor's
systems or hardware must be documented, tested, and approved by
the Agency. aAny changes during the life of the contract fall
under the testing criteria listed above in bParagraph 4.30 thru
4.33.

Vendor Response:

Our proposed solution complies.
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All changes to the production environment, regardless of size and scope, must be
stigned-off by the process owners and coordinated by the cross-functional project teams.
Veridos has a vigorous testing discipline supported by a testing environment in both the
IT and production functions. This testing often incorporates the coordinated
involvement of both Veridos and the customer. A sign-off process is in place to accept
the changes to the Production environment as well as changes to the customer’s
reporting.

Vendor Response:

Our proposed solution complies.

Section 4, Subsection 5.40.3 - In the event of a problem with
the upgrade, pPatch, fix, or other system updates, the Vendor
shall have a plan to immediately restore the Previous version
or release to keep facilities in production.

Vendor Response:
Our proposed solution complies.

With all software updates, Veridos includes a back-out/roll-back plan to restore the
previous version or release to keep facilities in production.
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Section 4, Subsection 5.41 - Right to Reproduce énd Distribute

Section 4, Subsection 5.40.1 - a11 training material and
documentation of this system will become the Property of the

Vendor Responsa:

Our proposed solution complies.

Vendor Response:

Our proposed solution complies.

The Training Plan associated with the new DL/ ID issuance solution will be uniquely
created for WVDMV by Veridos. The plan will be all-encompassing and train users on

schedules, methods and curriculum specifically to the needs of the WVDMYV in-house
trainers, this in-depth training program will reduce risk and provide a smooth transition
to the new system.

Section 4, Subsection 5.42.2 - The training plan will be

subject to the Agency's approval. Vendor Response:
Our proposed solution complies.

A sampie Trai'ning Plan is attached in our response to Section 4.37.1 and Exhibit A. This
plan will be updated and approved in collaboration with WVDMV's team to ensure the
Training Plan captures all of WVDMV's requirements.
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Section 4, Subsection 5.43 - Training Costs

Section 4, Subsection 5.43.1 - The cost of all training and
training materials must be included in cost of the card. The
Agency will not be responsible for vendor related travel
expenses associated with installation or training at
facilities.

Vendor Response:

Our proposed solution complies. Our price includes all required training and training
materials and also includes travel expenses associated with installation and training at
WVDMYV facilities.

Section 4, Subsection 5.44 - Implementation Plan

Section 4, Subsection 5.44.1 - The Vendor must fully implement
the system and a2ll components at all facilities in the State of
West Virginia by October 1, 2019.

Vendor Response:
Our proposed solution complies.

Our proposed work plan identifies the major tasks required to meet this date. Veridos
has extensive experience implementing similar systems in less than one year. Please see
Exhbit C for our Sample Project Work Plan.

%
Section 4, Subsection 5.45

- Data Migration

Section 4, Subsection 5.45.1 - The Vendor must provide a
detailed plan for migrating the data from the current MIDS
image database into the new central image/demographic system
database.

Vendor Response:
Our proposed solution complies.

Before undertaking any migration project, a clear understanding of the environment to
be migrated to and from is a necessity. Without a sufficient understanding of both
source and target system, transferring data into a more sophisticated application wil
amplify the negative impact of any incorrect or irrelevant data, perpetuate any hidden
legacy problems, and increase exposure to risk.
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Veridos understands the importance of WVDMV’s business needing to run 24 hours a
day, 7 days a week even during this migration phase. We have successfully migrated
data in other large programs by adopting the incremental approach to migrating
data. Rather than aim to complete the whole event at once requiring downtime,
trickle migration involves running the old and new systems in parallel and migrating
the data in phases. This results in no interruption to work and no system downtime.

Veridos has specially designed tools that allows us to successfully migrate the data
into the new FRS systems in a well-defined process. The tool ensures that the images
are successfully enrolied in the FRS, 1:N, and 1:R searches are done as required, and
the results of those actions being a record enrolied and also placed into an
appropriate queue as required.

The queues are either the special handling queue where images that were not
successfully enrolled can have operator intervention such as re-cropping the image,
manually annotating the eyes, or other corrective actions that are necessary for the
specific Tailure. Records may also be automatically placed in the adjudication queues
if there are hits on any of the, 1:N, or 1:R checks. Otherwise records that are
successfully enrolled and had no hits will remain in the FRS battery to be used as
probe images as required by the contact.

Migration of existing customer images into the facial comparison system will be
conducted using the following steps.

Data Migration Process

The data migration process involves repeating a set of batch import tasks over a
period of several weeks. The optimal size of each batch import will be determined
through empirical testing (initial estimate would be 300 to 500k records).

The tasks involved in accomplishing each batch import will include:

6) Export of the credential data from the source database:

a. The format of the exported data is a comma separated file
(one line for each credential containing the above fields in
the order shown} and the set of referenced photo files
b. Assign in the export database and export file an ‘issuance iD’
for each credential record which will be used as a key
reference between the FRS databases
¢. Transfer from the source Datacenter to the WVDMV
Datacenter
7) Creation of the FRS import files:
a. The Secura import Manager utility will be used to read in the data
file exported in the previous steps and create the FRS batch files
8) Execute the FRS batch import commands which will:
a. Read the records from the FRS batch import file
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b. At ascheduled interval, the FRS workflow engine will process new
entries

¢. Create and store in the FRS database facial comparison templates
for each photo referenced in the imported records

9) Manually enroll failed records:

a. For those records will failed to enroll during the FRS batch
enrollment process, use the Database Enroliment application to
manually specify the eye locations to be used in creating the facial
comparison template

10) Validate the result of the batch import:

a. Use supplied database queries to reconcile the number of records in
the source import file to the number of records imported to FRS

b. Send the validate report via email to jurisdiction

¢. Once the batch import results have been validated, the import data
files will be deleted

Note: Steps 2-5 above will generate log files which will be monitored
for errors. Any errors that occur will be addressed and the import
resumed.

Data Migration Plan

The following sections outline the data migration activates and milestones for each
FRS deployment (refer to the latest version of the document.

Development 1

= No data migration activities are required for the Development 1 deployment

System integration Testing (5IT)
e The import of 500,000 to 1 million records will be required to:
Support integration and testing of the FRS functionality
Determine the optimal export package size
Estimate the time to import an export package
» Milestone: Establish the Export Package size and expected time to import
User Acceptance Testing (UAT)
e The import of at least 2 to 3 miilion records will be required to:
Support user acceptance testing of the FRS functionality

Determine the time to import an export package to support production
migration scheduling
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- Determine the data required to be included in the Import Validation Report

» Milestone: Create the Production Migration schedule based on the export
package size and time to import

* Milestone: Define the contents of the Import Validation Report

Production Records prior to installation

= Theimport of all existing customer records per the Production Migration
schedule

* Milestone: All customer records migrated to the FRS

Data Migration During Transition

The daily import and enrollment of records which have been processed through the
existing system during the transition period between the new and the old FRS
solutions. This process is used to ensure the new FRS has the maintains the entire
dataset once the data migration process has started until the go live date and
decommissioning of the existing solution occurs.

Process:

e Aimport file is extracted each evening from the existing system and imported
into the new FRS each morning

» The import file records go through the same processing as if submitted from FRS
Enrollment

= All leads from existing system’s probes are adjudicated in the new FRS

e For fraud that is found in new FRS but not in old solution, a report is generated
that is used to notify the bureau to suspend production on those specific records.

Given this plan and our FRS’s ability to work successfully with low quality images,
Veridos will be able to import the required images successfully into WYDMV’s new
system.
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SERVICE LEVEL AGREEMENT
Section 4, Subsection 5.46 - Preventive and Remedial
Maintenance

Section 4, Subsection 5.46.1 - The Vendor shall provide all
remedial and preventative maintenance for all system components
(hardware and software) including provision of all parts and
labor during the term of the contract.

Vendor Response:

Our proposed solution complies.

Section 4, Subsection 5.46.2 - On-site remedial and
preventative maintenance for facility equipment shall be
available during facility working hours, generally between
7:00am and 8:00pm, Eastern Time, Monday through Friday, and
7:00am and 2:00pm, Eastern Time on Saturday.

Vendor Response:
Our proposed solution complies.

Our help desk systems include; 1) A web portal to submit service requests. 2} An
established toll free number. 3) A ticketing system.

* The help desk system will be available from 7:00 AM to 8:00 PM during weekdays
and 7:00 AM to 2:00 PM on Saturdays.

+ The help desk will be staffed from A service request from WVDMV would be
submitted through our web portal. A service request may also be submitted by
placing a call to our 800 number or by email though the most efficient option is
the use of the web portal.

e The help desk will review and acknowledge receipt of all tickets within 15-
minutes

* Aservice ticket will be created by the help desk team. The ticket and its status
will be visible to the WVDMV team through the web portai.

e Our help desk team will immediately contact the site that is reporting the issue
immediately and execute the troubleshooting protocol.

» [If the issue was not resolved by the troubleshooting protocol then a field
technician will be immediately dispatched and will be onsite within the agreed
upon SLA.
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All field technicians will have two devices in their possession as well as any other
materials that may be needed to service the devices (i.e., cabling, patch cables,
etc.).

The field technician will quickly execute the troubleshooting protocol again. The
technician will determine if the failure is due to a hardware or software issue.

o If the failure is determined to be an Agency issue then the technician will
immediately contact WVDMV technical support team to report the issue
and continue to troubleshoot the issue in collaboration with the WYDMV
technical team.

o If the failure is determined to be a hardware issue the device will be
immediately uninstalled. A replacement device will be installed and
tested. The onsite contact will be kept updated throughout the service
call. The technician will fill out a form to track the asset being removed
and the asset being installed. The site log would also be updated. This
information would be included in the field service record.

The field technician will update the help desk team before leaving the site as to
the resolution of the ticket.

The help desk team will immediately update the ticket and close it.

The help desk will review and acknowledge receipt of all tickets within 15-
minutes. The resolutions will be recorded and reconciled within the web-based
help desk system for the consumption of fellow Help Desk Operators and
facilitating the WVDMV to generate reports.

Veridos will provide an incident report via the web-based tracking system to the
WVDMV upon completion of a service call detailing the actions taken to resolve
the problem and status of the probiem.

The field technician would return the removed asset to the field services
headquarters to be repaired or returned to the manufacturer.
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Section 4, Subsection 5.46.3 - Preventative maintenance for the
central image/demographic system and / or facial racognition
system components must be completed during Pre-arranged
maintenance windows, generally on weekends, outside of normal
business hours.

Vendor Response:

Our proposed solution complies.
m
Section 4, Subsection 5.46.4 - No costs related to maintenance
of hardware and software, including travel time and expenses,
shall be billable to the Agency. These costs must be included
in the cost per card.

Vendor Response:
Our proposed solution complies.

Our pricing includes travel time and expenses related to maintenance of the hardware
and software.

Section 4, Subsection 5.47 - Sérvice Response Times

Section 4, Subsection 5.47.1 - Chronic or repeat issues — the
Vendor will immediately dispatch a system expert to the site of
the local image server or facial recognition system if a
problem remains undiagnosed and/or unresolved after twenty-four
(24) hours, and if the problem affects facility operations or
other issuance or retrieval operations or prevents or impedes
Proper database storage and back up Processes, even if it does
not result in down time.

Vendor Response:

Our proposed solution complies.
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Section 4, Subsection 5.47.2 - If reported problems are not
resolved within the required response times, the Vendor shall
be deemed in default of these standards of performance. In such
an instance, the Vendor and the Agency will determine if it is
necessary to provide an alternative solution that allows
operations to continue.

Vendor Response:
Our proposed solution complies.

Our proposed solution has been proven to be very reliable for our existing customers so
we anticipate that all problems will be resolved within the required response times.

_P_ e e
Section 4, Subsection 5.47.3 - Support issues, tickets, or
calls must not be closed without confirmation from the Agency
that the issue has been resolved.

Vendor Response:
Our proposed solution complies.

Our help desk systems include; 1) A web portal to submit service requests. 2) An
established toll free number. 3) A ticketing system. Tickets are opened for every issue
and call received and are closed without confirmation from WVDVM that the issue has
been resolved.

» The help desk system will be available from 7:00 AM to 8:00 PM during weekdays
and 7:00 AM to 2:00 PM on Saturdays.

¢ The help desk will be staffed from A service request from WVDMV would be
submitted through our web portal. A service request may also be submitted by
placing a call to our 800 number or by email though the most efficient option is
the use of the web portal.

* The help desk wili review and acknowledge receipt of all tickets within 15-
minutes

* Aservice ticket will be created by the help desk team. The ticket and its status
will be visible to the WYDMV team through the web portal.

e Our help desk team will immediately contact the site that is reporting the issue
immediately and execute the troubleshooting protocol.

o If the issue was not resolved by the troubleshooting protoco! then a field
technician will be immediately dispatched and will be onsite within the agreed
upon SLA.
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All field technicians will have two devices in their possession as well as any other
materials that may be needed to service the devices (i.e., cabling, patch cables,
etc.).

The field technician will quickly execute the troubleshooting protocol again. The
technician will determine if the failure is due to a hardware or software issue.

o If the failure is determined to be an Agency issue then the technician will
immediately contact WVDMV technical support team to report the issue
and continue to troubleshoot the issue in collaboration with the WVDMV
technical team.

o If the failure is determined to be a hardware issue the device will be
immediately uninstalled. A replacement device wili be installed and
tested. The onsite contact will be kept updated throughout the service
call. The technician will fill out a form to track the asset being reroved
and the asset being installed. The site log would alsc be updated. This
information would be included in the field service record.

The field technician will update the help desk team before feaving the site as to
the resolution of the ticket.

The help desk team will immediately update the ticket and close it.

The help desk will review and acknowledge receipt of all tickets within 15-
minutes. The resolutions will be recorded and reconciled within the web-based
heip desk system for the consumption of fellow Help Desk Operators and
facilitating the WVDMV to generate reports.

Veridos will provide an incident report via the web-based tracking system to the
WVDMY upon completion of a service call detailing the actions taken to resolve
the problem and status of the problem.

The field technician would return the removed asset to the field services
headquarters to be repaired or returned to the manufacturer.

The Veridos team will submit monthly reports to WVDMV related to all service
requests received for the month. The report will highlight the following service
request data:

Volume Summary - Each month a summary of all service requests will be
provided by the Contractor that quantifies problem types, resolution types, etc.
by equipment type. This information will include a previous twelve months to
help identify trends.

Inventory Report - Each month a comprehensive inventory is reported that shows
the location and status of all Contractor equipment. This report will track all
installed equipment, spare pool hardware, and equipment out for repair. Any
equipment that is permanently removed from service will be considered
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“retired” and can no longer be transacted against, but a record should be
maintained in an inactive status for historical purposes.

Performance Repoit - This monthly report will list ali of the performance data
against SLA requirements including; response time, ETA, arrival time, time to
repair and close time against WYDMV business hours. This data is generated
monthly and published with a twelve-month history for trend analysis.

Ad Hoc Reports - Contractor will provide reports to WVDMV on request that will
in general be specific to WVYDMV needs regarding: problems, call volume analysis
and comparison at the site level, site history reporting, operator history
reporting etc.

The escalation process for the help desk will be determined in collaboration
between WVDMV and Veridos, based upon WVDMV’s requirements.

An Incident Management Process is used to track and resolve issues. The primary
goal of the Incident Management process is to restore normal service operation as
quickly as possible.

A service ticket will be created by the help desk team. The ticket and its status will
be visible to the WVDMV's internal support team through our web portal.

Our help desk team will immediately contact the site that is reporting the issue and
execute the troubleshooting protocols.

If the issue was not resolved by the troubleshooting protocol then a field technician
will be immediateiy dispatched and will be onsite within the SLA.

if the failure is determined to be a hardware issue the device will be immediately
uninstalled. A replacement device will be installed and tested. The onsite contact
will be kept updated throughout the service call. The technician will track the asset
being removed and the asset being installed. This information would be included in
the field service record.

* The field technician will update the help desk team before leaving the site as
to the resclution of the ticket.

» The help desk team will inmediately update the ticket and close it.

*  The fieid fechnician wiil return the removed asset te the field services
headquarters to be repaired or returned to the manufacturer.
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Section 4, Subsection 5.48 - Systlity

Section 4, Subsection 5.48.1 - All image capture workstations
must be available during regular Agency business hours, and
during extended hours for special events as needed.

Vendor Response:

Our proposed solution complies.

The image capture workstations will be available 24/7 depending upon the Agency's
network and data center availability.

0 I & T = I & LA R

Section 4, Subsection 5.48.2 - All servers used as part of the
Vendor solution must be configured for automatic failover to
minimize system downtime.

Vendor Response:

Our proposed solution complies,
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The production deployment of the Secura FRS will consist of redundant ‘Primary’ and
‘Disaster Recovery’ environments which contain the Secura Datacenter components.
These components consist of:

o Secura Appiication Server
o Cognitec Application Server
o SQL Database Server (Primary and Disaster Recovery mirrored)

An additional ‘Test’ environment will also be deployed to support User Acceptance
Testing and testing of future upgrades.
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Section 4, Subsection 5.48.3 - Monthly maintenance windows for
servers will be established, and the Vendor must provide
notification of their intent to utilize the maintenance window
no less than 1 week in advance.

Vendor Response:

Our proposed solution complies.

e e s T P——— - - E—— —= . = = ™ T AT —rEm]
Section 4, Subsection 5.48.4 - Downtime is defined as any time
that any portion of the ICW or FRS systems are unavailable for
normal business operations, and when the Agency approved work

around is not available.

Vendor Response:

Our proposed solution complies.

Section 4, Subsection 5.48.5 - Downtime will start from the
time the Agency first notifies the Vendor's designated
representative or Help Desk of the inoperative condition until
it is returned to working order.

Vendor Response:

Our proposed solution complies.

Section 4, Subsection 5.49 - Help Desk Support

Section 4, Subsection 5.49.1 - During the entire term of the
contract, the Vendor will provide the Agency with a toll-free
Help Desk number and email address to contact the Vendor for
technical support. At a minimum, the Help Desk Hours must be:

5.43.1.1 7:00am to 8:00pm, Eastern Time Monday through Friday
5.49.1.2 7:00am to 2:00pm, Eastern Time Saturdays

5.49.1.3 Extended hours as needed for special events such as
the West Virginia State Fair. Vendor Response:

Our proposed solution complies.

Our help desk systems include; 1) A web portal to submit service requests. 2) An
established toll free number. 3) A ticketing system. Tickets are opened for every issue
and call received and are closed without confirmation from WVDVM that the issue has
been rasolved.
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* The help desk system will be available from 7:00 AM to 8:00 PM during weekdays
and 7:00 AM to 2:00 PM on Saturdays.

* The help desk will be staffed from A service request from WVDMV would be
submitted through our web portal. A service request may also be submitted by
placing a call to our 800 number or by email though the most efficient option is
the use of the web portal.

= The help desk will review and acknowledge receipt of all tickets within 15-
minutes

e Aservice ticket will be created by the help desk team. The ticket and its status
will be visible to the WVDMYV team through the web portal.

e Our help desk team will immediately contact the site that is reporting the issue
immediately and execute the troubleshooting protocol.

« If the issue was not rescived by the troubleshocting protoco! then a field
technician will be immediately dispatched and will be onsite within the agreed
upon SLA,

* All field technicians will have two devices in their possession as well as any other
materials that may be needed to service the devices (i.e., cabling, patch cables,
etc.).

» The field technician will quickly execute the troubleshooting protocol again. The
technician will determine if the failure is due to a hardware or software issue.

o If the failure is determined to be an Agency issue then the technician will
immediately contact WVDMYV technical support team to report the issue
and continue to troubleshoot the issue in collaboration with the WVYDMV
technical team.

o [f the failure is determined to be a hardware issue the device will be
immediately uninstalled. A replacement device will be installed and
tested. The onsite contact will be kept updated throughout the service
call. The technician will fill out a form to track the asset being removed
and the asset being installed. The site log would also be updated. This
information would be included in the field service record.

» The field technician will update the help desk team before leaving the site as to
the resolution of the ticket.

¢ The help desk team will immediately update the ticket and close it.

» The help desk will review and acknowledge receipt of all tickets within 15-
minutes. The resolutions will be recorded and reconciled within the web-based
help desk system for the consumption of fellow Help Desk Operators and
facilitating the WVDMV to generate reports.
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= Veridos will provide an incident report via the web-based tracking system to the
WVDMV upon completion of a service call detailing the actions taken to resolve
the problem and status of the problem.
« The field technician would return the removed asset to the field services
headquarters to be repaired or returned to the manufacturer.
Section 4, Subsection 5.50 - Field Service Support

Section 4, Subsection 5.50.1 - The Agency must be provided with
a list of all field service technicians, and the technicians
must have a means of identifying themselves to the Agency staff
when they arrive at the Agency location.

Vendor Response:

Qur proposed solution complies.

A contact list for our field technicians will be provided to WVDMV, and our field
technicians will wear ID badges when on-site at WVDMV locations.
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Section 4, Subsection 5.50.1 - As part of the support
agreement, Field service technicians will be required to set up
and remove equipment for any special events, such as the West
Virginia State Fair and other public demonstrations as
determined by the State Governor or the Agency Commissioner.

Vendor Response:

Qur proposed solution complies.

INFORMATION TECHNOLOGY REQUIREMENTS Section 4, Subsection 5.51
- Communications

Section 4, Subsection 5.50.1 - The Agency will be responsible
for data communication between the facilities and the Agency
data center. Communication between the Agency data center and
the central production facilities will be the responsibility of
the Vendor.

Vendor Response:

Our proposed solution complies.

Section 4, Subsection 5.52 - Data Storage

Section 4, Subsection 5.52.1 - All documents scanned or
collected in the application or production of a credential will
be stored at the State's data center to comply with the State
of West Virginia statutory requirements, administrative rules,
and records retention requirements.

Vendor Response:

Our proposed solution complies.

As documented in the solution overview diagram below, all data associated with our
proposed solution will be stored at the State’s data center in compliance with the
tate’s requirements.
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Section 4, Subsection 5.52.2 - The data associated with this
system is the property of the Agency and is not available for
resale or distribution.

Vendor Response:

Our proposed solution complies.

Section 4, Subsection 5.52.2 - Data sent to the central
production facility servers for card printing must be deleted
no more than thirty (30) days after receipt of the print
request.

Vendor Response:
Our proposed solution complies.

Our Card Production Services stores information in encrypted and masked formats at all
times. In cases where the WVDMV requires Veridos to hold this limited or original
information on any other basis, Veridos provides flexibility to ensure data availability in
encrypted formats. Once data is deleted, Veridos maintains audit reports to confirm the
deletion of such information. In order to ensure proper data retention and destruction
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through the life of the contract, our solution is built to meet all AAMVA and North
American standards for data retention and destruction practices.

Section 4, Subsection 5.53 - Software Updates

Section 4, Subsection 5.53.1 - Major software enhancements
shall be charged on an hourly basis as defined by Attachment C
— Cost Sheet. These enhancements could include, but shall not
be limited to, State Legislative and Federal Rule or Compliance
changes.

Vendor Response:

Our proposed solution complies.

M
e —e————— e R T R —

Section 4, Subsection 5.53.2 - The Vendor must develop and
provide a formal back-out plan for all updates in the event of
failure.

Vendor Response:
Our proposed solution complies.

With all software updates, Veridos includes a back-out/roll-back plan to restore the
previous version or release to keep facilities in production.

M
e T R R ——— T =T

Section 4, Subsection 5.54 - Change to Production System

Section 4, Subsection 5.54.1 - At no time, shall anyone on the
Vendor's staff make changes to the Agency production systems
without coordination with the Agency, full system testing by
both the Vendor and the Agency, and strict adherence to the
change management process. '

Vendor Response:
Our proposed solution complies.

Change Management is a process that provides a mechanism to identify and handle
change in a project. Change that will occur can affect the scope, nature of the
deliverables. In order to maintain the balance between reguiremeiits and the schedule,
the project manager will establish a Change Management Process. This process allows
for change during the project’s life cycle, but will always places change in the context of
the latest documented agreement (project plan) between WYDMV and Veridos.

Veridos maintains a change management process to manage the scope of the project
and to reduce the risk to timelines. A Change Request process will apply to changes of
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Project scope, Project Requirements, and/or the timing of Project deliverables as
requested by WVDMV or by Veridos. Change request can easily be initiated by sending a
written request to Veridos in the form of a Project Change Request form. The Veridos
Project Manager will be responsible for the receipt, tracking, communication of impacts
and coordination of the customer initiated change requests.

The Change Management Process consists of a series of steps that allows changes to be
identified, evaluated and tracked through closure. A typical Change Control Process is
illustrated in the following Figure. The Lead Project Manager shall implement a Change
Management Process according to the particular needs of this project. Based on
previous experience in managing projects of similar size and scope, it is envisioned that
change requests will be submitted to the Steering Committee for review and approval.
Should the Change Request involve a significant change to the Project Charter, the
Change Request wiii be escaiated 1o the Executive Sponsor for review and approvai.
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Decision Requests

For issues of lesser scope than full project changes, a Project Decision Request form
cah be completed tc request approval to: 1) clarify project parameters or deviations



CONFIDENTIAL V E R l D O S

State of West Virginia

RFP to Provide Driver's License and ID Cards IDENTITY SOLUTIONS
i by Giesecke+Devrient
Page 258/ 340 and Bundesdruckerei

from the original scope, 2) when the possible choices are within the bounds of the
requirements, or 3) to outline options that may eventually lead to a Change Request
where selection of a particular option will have an impact on the agreed upon basis
of the project.

Change Management on Similar Projects

ac £

Veridos has utilized our Change Management process for projects of similar size and .
complexity to update customers’ security and technologies ic keep on the cutting
edge and ensure they meet all jurisdictional standards and regulations as they evolve.

it Plan

ay Pfe-Pbét Suppo

Section 4, Subsection 5.55 - 14 D

Section 4, Subsection 5.55.1 - The successful completion of the
l4-day pre-post support period as determined by the Agency
shall result in System Acceptance, leading to the issuance of
the first Change Order.

Vendor Response:

Our proposed solution complies.

Section 4, Subsection 5.56 - End of Contract

Section 4, Subsection 5.56.1 - At the end of the contract, or
sooner, if the contract is terminated, the Vendor must transfer
all image files and data to the Agency or third-party database
and delete all relevant data from their hosted servers with
written approval from the Agency

Vendor Response:

It is our understanding that all data will reside on servers provided by the Agency and
that Veridos will not be hosting servers for this program.
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By signing below, I certify that I have reviewed this Request for Proposal in its
entirety; understand the requirements, terms and conditions, and other information
contained herein; that | am submitting this proposal for review and consideration;
that | am authorized by the bidder to execute this bid or any documents reiated
thereto on bidder's behalf; that | am authorized to bind the bidder in a contractual
relationship; and that, to the best of my knowledge, the bidder has properly
registered with any State agency that may require registration.

Veridos America, Inc.

{Company) Q
Paul Mazzeo, President o v ‘@
Vol Wy,

(Representative Name, Title)
905.946.2809

2=

(Contact Phone/Fax Number)
June 28, 2018

(Date)
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Attachment F: WV DMV Contract Privacy Pol icy

REQUEST FOR PROPOSAL

11

WVDMV Driver's License and Credential issuance System

{dmvLICENSE) CRFP DMV1800000001

Attachment F:

WV Division of Motor Vehicles Contract Privacy Poficy

1. m:mwmmmﬁmwmmmnﬁmumwgmm
Vﬂaemmmwwgmmmmsmwmmhwmu
: "’hﬁﬁfﬁaﬁ&hﬂ}ﬁvmyﬁmmmtﬂwﬁ‘?mdﬁeu&fmmvm

Revords Diselosure Act (§174-24-1 et seq.) {FUMVELA™),

2, Thot purswant to §17A-24- P(a)(1), the Driver Liceaning and Vehicle Information is avatisble for
mhaaeﬂomﬂmﬂgmyha%mﬁimmwimmﬁngmmyu&ngmmwa

governmestal agency in canrying out its fimetion;

A Thttheﬁgmcywﬂlpmnﬁthﬁn?mdurmmmtymmlhehﬁnﬁmﬁmﬁ
BecCRsaTy, Using uaique cmployees acooynis, cxcept those records which the AGENCY hag bewns
dirutednmmdiscimpnﬂththginhMorMmlIawumnded.hyﬂwmm

ahout whotn the recoid is kepts

Staterent of Worl and made a part bervof, in complisnioa with federal and stats privacy Fws snd

it attached to and made part of this Agreement;

5, medwwmmhnhmﬁenﬁEhﬂ,ﬂsmdﬁmmdmﬂqumaudﬁm,
'lass,dumge.injmymdMilmmmmwMﬂ,mwdm&gmmnﬂ%m

mﬂmpiﬂmsmﬂﬁngﬁmﬁeﬂeﬂigmﬁmimlmm'Mmagﬂdmwmﬁmn
h&mﬁmmﬁmwmvmmﬁemufﬁevm.iumﬁmmphm

coutrectors or a third party;

6 MVMWMIWWﬂmMW,mLWmMMﬁm
mmmnw-maﬁmmmwmm Fhe Veador aprees i
mmMﬂwﬁmmufﬁﬁnnﬁmmmmmnAGENCYmpﬁﬂmm
Agreoment. mvmnrumﬁHJmm'biﬁwﬁcind‘mhmﬂinfmaﬁmmmm

but ot limited to, the Federal Fair Credit Reporting Act (Law 91058), Driver's Privacy Protection
Act, (Public Law 10332228 12 U1.8.C, 123), the smendment to the Driver Privacy Protection Act,
(Scotiam 350 of Public Law 106-69), the West Virginia Uniform Motor Veicle Rovands
Disclosure Act, hereinaftcr the WYURBA (W. Va. Code 17A-24-1 ¢t sog.), the Privacy Act of
1974, Computer Security Act 1987, the Fedennl Inforuation Security Mansgement Act of 2002
(FISMA P.L. 107-347, Decembér 17, 2002), the FIPS Publicution 199, Standands for Seourty

Revised £82012
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| REQUEST FOR PROPOSAL e
WVDMYV Driver's License and Credential Issuance System
(dmvLICENSE) CRFP DMV1800000001

Wmdrwmmmmmmmmm.m
Sﬁuﬂy?ﬁﬁhﬁﬁﬁh&dﬁﬂmﬁmﬁmmhﬁmﬁmm&ﬂmﬁm#ﬂ&
Muanagement of Federal Toformation Resousess, Appendix I, Security of Faderal Auromnted
mmmmmwmzs,m,mrspmvmmz,ﬁmmmwm
P%Webﬁmmdlﬂﬁ?&?ﬂm-uﬁwymwﬁndplgmdhaeﬁmfm
Seeurity Information Technology Systuns and W, Va. Coda §17C-5A-3, 31 as pmended-

% Thax tho Vendor siall immediately notify the ACENCY upom ite discovery that the Vehiels o
Iﬁmmadmhﬁtmmmwhbmbmmuumdumhﬁdﬁm
of this Agreement, it violation of any federa) lew, in violation of West Virginis lewr or upon the
filing of eny claim or complaint for misuse or refesse of the AGENCY"s Vehicle Licensing

Infoamation made sginst the Vendor of sgainst the AGENCY Immediate potification for any

peivpcy, breo Vendor will potify i

AGENCY l_' Lalimg 04,926 0708, B

5 The Vendor will provide the name, tide and telopbone mumber of its designated Security
Administrator, a2 well es & photo copy of fhe Administrator's state jssued driver's icente or non-
dﬁmiﬁmﬁﬁu&on,tnAGENCYmanymdammm The Secuzity Admimistralor
ﬂh&m@mﬁh?&ﬁmnﬁismﬂbﬁ&rmmﬂmﬁm&ﬁﬂfﬂ
records. The Security Adminisiasor will be the empleyse of the Vendor whe is seeponeible for
mmsmmimmwmmamwmwmmmmﬂmm
provide log-on idemificetinn mmibers, The Security Administrator i= respensible for the security
ofﬂlinmidmﬁﬁaﬁimmbmuﬁwmmem@mﬂmﬂmmimdhgw
midmﬂﬁuﬁmmbmmdmrdammmmdnrwmmummmmﬁ)ar
entities. mmm,msmﬁumm&mﬁhmm-mm
Vendar m@uﬂmhﬁ:m&u&m@maCﬁnﬁﬁtn&ﬁiyﬂmemm
MHmRMfluAGENCYpmrhmn!ﬂmAGEHC’Ym All Confidentfality
Agreemens arc made & pary of this Agreomam 1§ the Securiiy Adminisrator of say eneployee of
mvmlmmmmmyofmvm«mmmmmdmmmm
mmmcvmmsumormmmwmmm,msmmmmm@
Eramedigtely aatity die ACRNCY. Tue access log-on eods far the employea will be cansalied,
Pﬂmmkn@gahgaamb«ﬁ}rammphm&usmMﬂﬁmmmel
ﬁmdﬂmﬂdmﬁﬂitywmmﬂmmmmmﬂmmwmmmk

Revlsed 52002
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REQUEST FOR PROFOSAL
WVDMV Diiver's License and Credential issuance System
(OmVLICENSE) CRFP DMV1800000001

L} mvmmmmwﬂﬁmﬁmmﬁMMuﬁvmmmﬁmdﬂm
Agreement without prior writies approval of the AGENCY:

i, mvmmﬁmhmumwemymﬁ:mﬁmmmmmmmmmm
mmgﬁmnﬁﬁﬁiﬂ?ﬁfﬁsmmdm#ﬁng,wwumﬁuﬂaﬁm

11, The Vendor iz Wymmmmm«mm:
inﬂmmnﬁmﬁmAGENC?um&mmymﬁhnﬁmdpmm,ﬁm,mmmmaﬁmm
goveramtent sgancy witheut penmission in weiting o the AGENCY:

12 mvwmammﬁmﬁmlynnﬁ&ﬂwﬂﬁmﬂofwﬁmmwuﬂhmM?m
mofmymﬂmmmmmwmﬁsm The Vendor uprees
that AGENCY shall retain &l ownarship rights to the information provided pursuent to this
with the ACYENCY meonds, WVWWMHMMMMQMWMM
athorized under state snd fedeml law. The Vendor will only release information to the minimum
Teosssry extenl 10 cxecute i duties suder state ard Tedem) law and ip
Agrecment, ; i iz Agresment pevents th 'Vmimfﬁ'm 5

13, mvm«ﬂlu&mmmgpmmﬁmmmwm&mmdmmmkm
ofAMCYdm:mdgomﬁdmﬁﬂmckmmnﬁdmﬁa[hﬁ:mﬂimhiumMy;

14, m-vmmmmmwmnmwwmmumﬁmmﬂm
records in any form by the Vendor or may of its clients will result in the immedists terafsation of
this Agreemend without priee notioe to the Vendor, The Vendor agrecs to reimburse to AGENCY
all reascnable costs aed atlomey feos by the Vendor of its walawsil sale, velenze or wse of any of
AGENLCY reoonds:

15 mwammﬁmmmmmmmw&ﬂummm
(Su}daysminmmﬁummyﬁmvﬂﬂnhemmm»fmm, This Agrsement chal]
mwmwm?mﬁmmemﬁmmﬁmqudwhyﬁeﬁﬁEﬂw
hee been woed or disclosod in viclation of dhis Agresment, Sinte or Foderal law, This Agreement

i skall terminate isunediatsly if changes in West Virginia or Federal law probibit the AGENCY
&R0
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| REGUEST FOR PROPOSAL "
WVDMV Driver's License and Credentiaf issuance System
(dmvLICENSE) CRFP DMV1800000001

frow releasiog the infortion acoessed by fhis Agreemen;

16 Eevm-mmmphymmmmhmmﬁgmmﬂhﬁuwhﬂwﬂl
kave access o the provided AGENCY recards Agee (o read the Privecy Pengrem. All personnel
who will have access to the AGENCY s records mumst sign & Corfidentinfiy Apresmnent prior o
secess of AGENCY reconds. Vﬁdwmphmmﬁuﬁﬂhvam&hﬁsw*smds
mmamwwwm-mmmmmwsmm :
Fﬂmmmmmmkmvﬁmwﬂlsﬁmﬁmmuhdbyﬁevmbm
AGENCY mcords, mVMmMMWWMWﬂMH&AM&m&H
%’Mwemﬁwmwmvﬁﬂm&ﬁﬁhﬁw;mmwﬁmnhmhnfﬂm Agreioent
m&vw%ﬁht&mwmmwﬁs&wmﬁﬂmﬁmmmm

17. m’vmmwmmnmeymsrmmﬂmmh&mmm
PH, as required to perform its duties mder the Agresment. The Vendor saderstands that it is
mqn&dmmmmwitmmupmcf&iswmmmmmsm
mmﬂhyMﬂﬁmdMMMmMmmyoﬁmm,mpaﬂswemm The
deatwm&ﬂitﬁumﬂhwﬁnwﬂwmmﬁmmmmmmw
pesswords;

15 The .'mmaﬁaﬁ&ﬁiiﬂmuim‘ o aliow seeess to AGENCY reconds t any person or
conpany owside the Vniged States of Amevica:

19 Thisﬂammmmm&»VmM’sSumnofWo&,ﬂzmplmﬂvampioym'
Confidentiality Agrecments withp!aumwsm&elismf‘;’mmphwes wiio wiil Bave 5
mmmmuwmmmmmmmmmsmmm
parties:

0. This Agreement is wot assignahle by the Vendor,

21. ?mﬁmmuﬂlﬁmwmmﬂhgmmkwinmmﬁt&hﬁmﬂmﬂbe
in the Cincait Couri of Kanawha County; and

Rewized £0R2012
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REDQUEST FOR PROFCSAL .
WVDMV Driver's License and Credential lssuance System
(amvLICENSE) CRFP DMV 1800000004

2. msAmmayoﬂyhamieedﬁamdﬂ!inmﬁﬁﬁghy sistval eonsent of both partiss of
with 30 days’ prior written aofice by eithar of the parties.

vaor_\[O1010% Povennea. , fnc...
Avthorized Signature: me niliy  Direetor

b _JUVE AT, DD

_____ T

Revised smon:
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Attachment H

'mvw-mmmm.«mmmmrmmﬂmm
Information or PH found within the WVDMV's records, Pewsonally Identifishls

m Fhm! i .
dissbitity inforiation of any person or arganization found in DMV records,

The Vendor understands that any PI oltained from the WYDMY"z records s 4 ject o
liaeﬁad:m!ﬂnwr?nmy PrmnﬁmﬁﬁmdﬂmeVﬁjnhUnifm?mmﬂs
Disclomre Act, heveinaftes WVURDA found st West Virginis Codc §174-2A-1, ot seq,
A copy of the WYLIRDA is aitached snd made  pert of this Agrecment

The Vendor and its” employses, agents, contraciors, subcontract assigns i

mwmdt@uwmﬂ,m&lmulwhtﬁﬁhmw:mﬂwwgﬂﬁg
m:hnﬁmslgnaﬂonﬁdmﬂdiwmﬁmnlpﬁmmmm Fil fonmd within the
mma_mm. Fﬁlmmcmnﬂ:uilhﬁiswmﬁsimmnysﬂbmdmdﬁnmmqnimd
by the Verdor. The Vendor sgrces thar fiilue o submit Confidentiplity Agreements
from i} Vendor mﬁm-mswﬂsmmﬁrmaswaf&tw

mvmmmmm&uﬁﬁﬁcdymﬂl!s uited 15 perform: its duites
under the A greement, Thedewmdmmdsﬂmﬁﬁmﬁmmmmm;Hﬂmit
wﬁmdmwmmmﬂmﬂﬁmmww
vicusl oy released to by otfer psrsoss, companies o7 cnfities,
MVMthupmmmwwmmiMaﬁmnmmm
texting and WVDMY confidentil amd i intentio

Tho Vesdos acknowledges that suthorized aocess or transactions ide By Hgt to
possession o awnerskip by fhe Vendor o fhe WYDMV's dm'mummmlg?nds

of the tegling applicanis a2 any time;
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?thpurﬁllm&ukdoumwmmnmeﬁhmw
m&gmm%itham@ﬂimw*smmmmmwm
wmthmnfhmlﬁngmmmuw:mmnrmrmy otker

mvmwﬂfaﬂmhmﬁﬁmWhﬂmﬁﬁtmmh@WW
mgmﬂm@@%%%dﬁw%ﬂmmwumm
vzpfnn afthefednmjl}m:erﬁwmyﬁmﬁm&nt, the Wes! Virginia Reswds
D)mhsm&c@ﬂ:e&dmlhmy&ﬂufl?ﬂwnwnﬂmémwm‘mm
Vaodor shai sins immediately nosify e WUDREY wikhin 23 Dodrs by teicphone ar
045882725 ang wmmumu:w a3 wall aa ez Wess Vieginia
ﬁfﬁmmf?ﬂﬁa@a&gyﬂﬁ%ﬂ%%ﬂ?ﬁ%ﬂuﬁmmm
information provided nnder this Agroement have been diaciosed or are beingr naed
invi-hﬁonnrmhgremmt, oF state or federal baws;

. _bjprli8
Eﬂ%ﬂzﬂ%@ﬂ@ﬁ [2¢]]
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Addendum Acknowledgement Form

ADDENDUM ACKNOWLEDGEMENT FORM

Iestractions: Pmmummmmnfaﬂad&m&mmmsmﬁﬁhﬁmhymm&ﬁs
sddendum acknowisdgment form, Cheek the box next to each addendum received snd sign helow.
Failure to acknowledgs addends may result fn bid disqualificati

Acknawicdgmentt Thereby ackooniedge reccipt of the fllowing addorda and have made the
neoeiary revisions to my proposal, plans saddor specification, ete,

(ROETLEFITR Received:
{Check the box next to each addendurn reseived)

IX] AddendumNo.1 [ 1 Addendnm Ne.6
1X] Addondrm No. 2 [ ] AddendumNo.7
[)('1 Addendnm No. 3 [ ] AddendurmNo.8
{ 1 Addendum No. 4 [ 1 AddendumNo. 2
[ 1 AddendemMNo 5 f 1 Addendum No, 10

Tunderstand that failure to vonfirm the reccipt of sddenda may be cause for rgjoction of this bid, I
farther understand that thet any verbal represenistion made or assumed 1o be made duding any arl
discussion held between Vendor's representatives and any atate persoimel is ot bieding, Only the
ﬁzﬁ:madmhmndhmﬁﬁngmdﬂdedmﬂmspedﬁmﬁmsbyﬂoﬁﬁﬁlﬂd&ndmisﬁmﬁng.

Vevidos fvenca, fnc.
¢ . 7

_—— LA et

(s fQY/;:f

NOTE: msmmwmmmmmmmmmmmmmg
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Exhibit A: Sample Training Plan

VERIDOS
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STATE of West Virginia {WV)
SAMPLE TRAINING PLAN
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1. Introduction
1.1 Purpose

The purpase of the Training Plar (TP} i o estabiish

iy i straiagy for raining to sUpport the implemantation and End User sdontion ofthe
Fapial Recognition (dentity Managernent Solution

i the appreach to be used to equip the Brokers and Service Centre Repressntatives
{SLF), collectively refored fo 2 Operafors. and the following group, collzetively refered
o a5 Adeinislretons. (Jdentty Verification Cleris, Facisl Recognifion Analysts, IV & IV
Mo, inswrance & Uicensing Wgmi | Invesiigators, Identity Case Administrators, and
Bystem Admimstraiors) with the trairing and knowedge required 1o perfern sfectively
ard efficiant’y in their assigned roles.

i) the methodology et will be employed by EDC to develep shd deliver Caining which
meets andior exeseds the specific needs of each Irsines populstion on the Cusiomer
Fasizgl Ragogniton identty Mensgemar Project

‘The TP also serves to guide the marsgement of fraining, throughout the emtire project fecyls,
and ensute that all raining needs are addreszed twough continuous surveilzncs of the Taining
ardhvities and continuous eveluetion of Feming nesds.

T2 Boops

The TF encompsesses & number of elements, whizh are tallored to the spacific requirsments and
risgds of the vancus user groups. organizstions, process ownve's and siakeholders. The TP
ideniiies te major types of Taining, which will be performed o support operations of the Facial
Recognition identity Mansgement Solution being delivered to Customear. The TF defires the
support acihvities. schedules, cumiculunm, methods, jools and equipmernt and facilfies reguired for
trairdng. This TP is bazed on raining requirements, Irdusiry and Besi Practices relaied o
training.

1.2 ;.Eiﬂfﬁfﬁt?ﬁhﬁ
The following sssumptions have been used in producing this documernt
T The following Custorrer User groups have been identified fortraiming:

A Broliers end Servioe Centre Representatives — recuine Taining i CaptureManager
softuars usage. '

B Customer Trasers who will irain urben Service Cerdre Repmsenistives ECR}on
Capiure Tower (3% mqured)

Cugtorner Securg Adminisirators - This group is subdivided into seven sub-
groupe wWith ddfferant Taining reeds within the Securs systam:

i identity Venfization Clerks

w  Facial Recognition Anakvsts

» 0 snd Dl Mansgament

* nsuranoe and Licensing Mansgament

o myesigators
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AKrIrEz TEOEE
w System AdminisrEiors
0. HWewhire and replacsment oersonng

[ER =Ty L

Each dexignaied Cusiomar taling locatorsie wil provide sdeguaie fadTies,
eguipmiert and support persornel for training to meet requirements and spadifications
s&k forth nthe TR

foi

#. Trainess wil hizve the necessey pre-raquistes knowledpe and skils that varve 3= extaning
peinet for sourses offered 25 = part of this offorl Ses Appendix A for Courss Desonipding,
wWheEh malude pre-reguiziie compelencies.

L Treiness will be ghven sdecusde time fo stiend olzss sencions and sohedules will alscbe
alterad o refiect & period of reduced work aclhvity 2s Trainees leam fvw 1o pul it Pew
training imo previce during thelr dally aciivities,

. Trainsss’ Mansgers will receies ample notification to scheduls 31aff for training and this wil
b2 covered in the training Commyrhoations Plan.

2. Training Needs Analysis

* A GAP ansfysis of "Ag 18" aind "To Be” stafes has been undertaken by EDC training siaff i
tha form of discussions betesen EDC and Customer. This has sided in idengdying changes
in Y Business Processes amd Custorner/End user and systendaoplication related

w  Training requirements, igentfied by the needs analysis, are by usar groupings in order to
addiess difersrd reiming nesds of each vser group.

»  Shilis snd kntwledge required for 2ach user grouping o supponthe new work sctivities have
been iderified. These requirements will b matshed to the existing personnel shif sets to
deferming the waining nesds for szch uter group.

o Training for Revised Office Protedires — ldentficaton of the iraining resds has besn
urigrizken io defermine the exient of procedurs) changes that will cocur as = resull of
imglerremistion of the tew Facial Recogniion ldenfity Mansgement Solution.

=
d
Tt
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3. Training Strategles and Approach

,

The iming of Fairing for the migration to the rew Faial Recognition 1demity Managaemant
Selution and spoliations is a eritks! suooess facior in ersuring smooth, sficient and seamizss
defheary of customer servios. If cone oo far In advane? of the implementation and migration off
the Jagacy Facisl Recognition idantty Management Solution, the sffects of “coid soreges” breed
delays, performance. qualily and service issues. IF done too faie in the process, the migration
efiort could incur delave, ihe enterd of which, depending on magnituds and 5 miar-relaiionship i
cther variables, can akse esuse significant cosis to be msured. Our traiming sirategy ensurss that
audienos B3gMvents gat e spRrogdizie informaiion at the right Sma, and thet messages and
infornation ane ingluded that promode end support the desirad Ruture stste and vision, Thee he
sraiegy has been furmed, the courses are developed based on speoific desired raines frfions
and syslem funcionality.

Verides” approach 10 treining uiizes the Instructional Sysierms Cramign (1509 metnodclogy, which
inearporates genarelly accepied guideiines ang pracicss for developing veining programs.

This methadology is divided inlo six distinet tasks. The sictashs sre porirayed in the
graphic and desarbed in detail below,

i Emalyze — 2. Design B 3. Develop

5. Evaluate -+ | 4. implament

Instrugtional $ystems Design Model

1. Anzlysis - sszessing nesds. determining the sauses of the nesds, 2zxlablizhing
neqUiremanis for oulcomes

Design - Wertifarg the necessary comtent, esisblishing amd tests, axarmining
he utars

A Development - planning the mEirudionst sraizgiss, craating themstrustion
4 Impdemeniztion - opersbng the atunstion o Telning EFTIRERY
4 Evaluation - defermining efeciveness. revising cngl rEstary isachisved

. Dngeing Continuous improvameant — imprevemnant through cycle repstiion

[ 4

-
5
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Training Plan Goals

The goal of the TP is (0 provide @ broad framewsrdc sdth which o document the planmed srusturs,
tash and sofivities for profect relsted fraining. Specfic goals of the TP are:

¢ Toensurs et ezch training populaticn's leaming needs are fully recognized snd addressed

*  Toensure that Customer succesz melrics are noorporsiad iro the fraining strategy design
and cwriculum desigr: processes 50 that Xogress may be messured quantisively ard
reporied acouratsly ic relevant stelieholders. Success melrics will be detemuines based on
sucesisiul completion of the rafning for brokers and SCRs and VEDs abifity to vee the
softwere 8T expacted by the end of the ILT training sessions. Varides will rmpont bach to
Customear on sulTess metics related © IVAD These will be in the form of sudeni
evelumion seores and instrmon eining swrmany sisisrmet

» To rooporaie leszons learmed prossiteely from previous training offors and mlevant Best
Fractives. This will help foster end user acceplance and 3 training fisndly erironmentwhers
erd users fesl comiortasie 2sking questions o danfy matenial

1 To dosumend the planned projest-relsied waining activities for each Cusiorer raining
popuielion (brokers/S0RE, Adminisirators, end Trainers)

#  Tohewe o knowletpe sbte and vell reined end user populstion that is awsrs of (e bUsIness
reasons and goa's for embarking on this preject, This population will use the new Capiure
Mansger, Capturs Towsr and Facial Recopnition Idenfiy bManasgemerd Selution letform
eflactively and efficiently 10 support their rules and conitbuie 1o the gohisvement of mproved
outconres and enhanced cusiomer senvics thiough use of the new Facial Recogniiion Kentiy
Managenert Solutcn platioem.

Implementation Phase:

Treiwtng Telivery methodsfiechnigues to be employed during the mplemantstion phase are as
i

i eleszon provided o brters and Servies Candre Representatives on Capiure Managerand
photo seledtion. Conlent wili be provided 1 ine Customer and inciuded In he cumert LS
deifvery sysiam.

»  Insructor-Led Traimng ~ meractve, hands-on, task-based raimng conducted on ive or
simulsted workststions. Topics end shills oovered in ireining are derfved dreotly from the
rezults of the neess analysis

i Trair-the-Traines Trening — conducted for the group idertfied as msiners forthe
Taplure Toeer users (opsrators), asrequied
e Securs Administretor Training - cendusisd for Seourz Administrators and FRS

Adudicgiors. IT. and System Administralors (see 1.3 Assumnplons and
Appenditas A and B
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Sustainment:

The approach for handing over various ongoing responsidiiies for training to the long tem
business owner= encompesses the following:

»  E-Leaming Online Seff-Study - for posi-mplementztion cperator raining and new users of
Capture Mangger sndior Capiure Towsr,

#  E-leaming Onfine Seff-Study — EDT {o provide e-nopy of reining presentaion materials for
Curstomer o 152 for the purposs of post mplermendziion reining

4. Course Development
Courseware is deveinped 1D be sompliany with the following conjent development standards.

& The estructional Systems Design {I50) methodology, which incorporates generally acceptad
puidelines and praciices for developing training programs.

o Standsrd Contert Objects Reusalle Wodel {(SCORM). The E-Leaming Online Self-Siudy

training course for cpereior sustainmeant raining will be created to be SCCORM compliant and
sbis 1o be incorporated info Customer's Lezming Managemend Sysiem, fraquired.

4.1 Courze Descriptions
Course descnipions are provided for esch course ard include the Tollowing:

* T

w

5 Frecegutter

o Targst sediences

»  Description

#  Topics

= Dhpration

@ Feference Appendin A forezch prwrse’s svilab
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4.2 Deliverables

421 Train-the-Trainer Operator/User Training (Captuie Towss)
deliverailes includs:
» Course Description
o Course Scheduls
*  Instroctor Guide, wiveh includes:
i Leaming Objectives
o Llessons to support the Leaming Objectives
p Preciel 2ssaraas
o Certficsfions reguiramens (if necessary}
o Training Lag Manual which includes the chisstives, lessons, andessrcises

4.2.2  Secura Admiristrator Training delverables for each affected
group hasad on fraining needs inciude:
w  Coursa Descripdion
®  Course Scheduie
w o Instructor Gade, wivich incladps:
Leaming Dijectives
Lezsons wo =upport the Leaming Diiestves

s Fracicsl grsecines

w  Training Lab Marual, which includes the objectives, lessons, andexeroises

=]
E-

423 E-lLearning Online Seif-Study defiverabies include:

v lzeens Diezgeoiions

¢ Training Course e-fies [will be foaded nts Customer LIS spstem and
distributed Using vsuE formnat and prooess. For brokers and SCRs, fwid
e necessary I nclude exiving wodfiow processes and seambessly
iniegrate the addition of Capiure fianaper andior Capture Tower picces
it the whoks,

4.3 Guality Assurance

Cuazdity Criteria — Acenzey of mimation and provesses presenied in trafning courses is 2
ey cuncEn wWhen cesting D coWses. Treming i developed and delivered wath shnet
adhevence te the following quakity enitariz:
w  Conras are developed to be complinnt with cougze development siszdards that have been
craated and marmiaived by the techmizal taining team

(7]
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@

Cowrse contes is reflective of most ovent relezced versings berdware zoffvare and
Sewnvrare

For sppropruse sudiences, is Thain the Traimer (Capture Tewss) and Ssewe
Adwdpistraiers traming is dediversd on simmlated workstations o2t ave ftted with the
west crant bardware, sofrwars, and Sroware venons. Tes! dote S taizing will be
reovided by DT aned will meet all vequivezaants sef ot by e Custorzer for e
{Frodwctivn dota vall oo be wsed).

Trainine marmals snd kandouts are reviewed infernally and v the end-usar, if recuired,
2 emzawe that contents are complete, compliant with customsy requirements, sndarourate

Teaining courves om tested intereally and if recmired, delivered as piled eomrses o the
end-wer to ensure compliamee with qustomerrenuirersents

E-Learning courzes are cested with SCORM complians developient tools, resuliingin
deliversbles that are conpatible with Customer's LMS systams
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£ Course Delivery

5.1 Resource Requirements

Sl delrveny <d fhiz waibiing wdl o

i Ingimestor — Senior instrucior 2t Entrust Detacend

# Student Trainers— Nemes ic be identified by Customer. As the contert of thvis course is
focused on e phcio captire subse: of the worksistion prooesses, the students must be
previously rained or concurently training on the complete Customer insurence worksteton

* Afuncbonal worksialion, complete with all software and periphers! hardwsrs components
{Capture Tower eclipment 300 cemers) must be available for uze Curing this Capiure
Towegr training. A prafermed meadmum senthoorostation rafio 531

* Tooks — Ay iools idenifed as required it conduct this iTaining rst be pvalatle at ietms
and becation of the raining. & compleie set of ientified tools must be available for each
worksiation seiup in e raining faciliy.

s Training Tactity - & suitable kcation to conduct this fraining must be identified. Faclity
requirersnis are specified in the next section (5.2

Seoura Adeninistrator Traming (Securs, FRS) - The successful delivery of this rraining will depend
upon the: svaladifity of the Inllowing resowces:

*  Imstrasor — Senior Instrucicr &t Endrust Datacard

= Studenis — Names to be erdBed by Customer. As the sonient of this course isfocused
on the administration of the Secura softwara and the Facisl Recognition Software, the
students rmust be previously Tained or conourently trinng on the complate Customer
Driver's Licenza solution.

* Suitzbly loaded simyiztors fzpdeps with appropriste versions of Secura softwere and FRS
a5 wel! 35 VWi images; must be avadatie for use during this Faining. Studentworkstaton
ey & 1.1, These lapiops will ke prowded by EDC.

3 Training fatlity - & suitable kestion jo conduct this raining must be identified. Faciii:
reguUiremients are specified in the next secfion (5.2
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5.2 Locstions and Facilities

Oparator Training {T1 13 — Faining of Capture Tower. Dalfvery of this training will requirs  Faciliv
thet meets the fofllowing requiremearnts:
#  Location of this raining & be provided by Customer.

¢ Classroom, sorderance moom, o Sfer 5pace large enougi io soasermodzle # of gudenis.
Driver's Lisenoe worksiations (including PIC, Monior, Camnera, backdrops, st

@ Trainirg room must b8 fited with projection equipment, wiiting board(s), and manking pens

s Training mom must indlude tables and chaits o accommodate all students, instracion, and
worksistions

#  Training room must have sultsble power cutiets or power sirips 1o secommodate all
workstaton equipment

Secura Admintstrator Training (Secura, FRE) — Delivery of this iraining «i@ reguire = faeility thai
rreeds the following requiremenis:
* Locaton of this training o be provided by Cusiomer.
» {lassroomn, sorferencs Moo, of other space large enough io socomimodzte four students at
a time. Veridos io supply prefoaded lsplops with necessary sofware, dats snd cthver
.
W Traming reem must be fitted with projection equipment, writing board(s), and markingpens
# Trainirg room must include jables and chairs to accommodate =l siudents, instrucior, and
any required squipment.
#  Tranng room must heve suitable power outiets or Dower SiRps o sccommicdase alt
eguipnent.

by,
—
b

Yl



CONFIDENTIAL V E R I D O S

State of West Virginia

RFP to Provide Driver’s License and iD Cards IDENTITY SOLUTIONS
by Giesecké+Devrient
Page 278 /340 and Bundesdruckerei

5.3 Administration

. mﬂzmm&.mmdmgmmiakﬂabmuds,hﬁom,m.)mdsﬁp
ur_cz;z}'&esemztadalsm&let:iﬂngsitehbemaﬂah!eb}r,orhf@mthemﬂ
ramng.

o MﬁmﬂmmahMLmeKﬁmﬂmgmm&
Emalhentdah(ﬂudaﬂﬂam,wmm,dzm,andmmpleﬁmm}wﬂlh

¢ Dostroctors will captuze the names or each siwdent in each class and sobmrt statementsaf
atendance and complation fe the EDC Traiming Admintetratar for atfendancs and
Traming Adwon St 2z 2 Smple spreadshest of names/oomrse/datey/eorplation

»  Training courses will not inelude certification festing, but each student will be expected
to demonsrate completion and csmpetency for all defired izinin ing course oljectves by
suceessful completen of 2l traiming and demonshation of proper = e of the syriemeonce
opezhonal

@ Castomer will resarve the {raming fzedlities to be dedicated to the twzining courses for
onthe dates and tiross as agreed .

@ Secwity isvues — Security clesrances and site sccess reguirernents must be defined and
sdmrmistered by Customer pnoy o the training datel(s). Stedants snd insroeter must
have access to buildings and training roqus for the duration of the trammg cowrse

-~
st
-

Ml



CONFIDENTIAL V E R ! D O S

State of West Virginia 4
RFP to Provide Driver's License and ID Cards E IDENTITY SOLUTIONS

by Giesecke+Devrient
Page 279/ 340 and Bundesdruckerei

34 Quality Assurance

To sngure et the insructor-ied raling courses mest o exsad the expectations of Cusiomer, the
felicwing aativities can be zdmirdistered s needad:

" Tmﬂngcovxmmﬁabmhmimedhmmedcmemmmmhmg
tamﬁeﬁaﬁﬂwemmfmtsmmpheandmm.lﬁﬁskm&wh
conductsd 3+ weeks pricr to the £aining in erder to allow tims for coevections or
addibioas to the comse sooient

@ A cowse evalustion movey will be conducted by the EDC mainer st the exd of sach
courza The gvalustion measwes mstrocter effactvenass, coumse coutert, courze
sdnumistration, facibry rumbility, overall rating for the course, znd zrge opportamityfor
SOy

*  Smdent dails are not messwred o tested. Instoctors will ebserve perfarmance, wxpect
parteipaticn, and expect cormpletion of all cowze ohjerties. Post-training wmierviews
with management to discues individual performance criteriz can be arranged ifrequired

#  The e-Laaming course contert will be incovporated mio the Customer training
model Meamrement of aining sffectiveness will be = the dscretion of Customer

e =

o ¥
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A

. Course Schedules
Training schadulss will indude ine fodlowing infamation:
+ Course identification (Mame end Course IDF, If any) of 2ach course 10 bedefuensd
] Fjanr-eﬂ treining dstes
* Startstop fimes Tor each course
@ Frefeinng seiup detesitimes
* Posi-training debriefreponting with Cusiomer management, i spiired
4 Mammes of studends foe esch clzss delfivereyd
* Namned of instructon's} for 2ach class delhered
W Locaton of esch olass deiversd

T

13 ji
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7. Contect Information

The fioring provides = sarnphs st of the

points of enpanizational contact (POSE) that may e

nesded by the T users for informational znd reublashaming punposss,
Tops o Contact o i
Comrect “Mame Crganization | Talsphone Emai

Knowiadge
Mamagernemn

E-]
4 B g
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8. Appsndices
Appendix A Course Descriptions

Capturs Manager Training for Brokers and Service Cenwe Representatives

Course Descoription:

Thiz epures witl provide the students with detailed insiruction on how io use Capture Manager to

capive and chooss sutable IGAD compliznt photos for enrciment using the (WS workstation

tentaining Caplure Manager softwars.

Course Benefits:

= Enrolmers tme ard armors wil be minimized 55 enrimert personngd have greater knovwdedge of
worksiafon features.

+ Emgloyes morale and retention will incresse 2= they feel you sre making an invesiment in their carger
devalopment.

o Fewer customar photo retakes will be readed improving cusiomer serviceievels

Capture Towsr Training
Course Description:

This iraining course will provide studanis with the fundamentsl siflls recessary i nstall and selup
the Caplure Tower. The courss will 2lso provide the studanis with instruciional matenisls o be
used 3% posi-Faining referencs materdal.

Course Bensfits:

+ Bnradmest dive ang amors wi be minimizad as errginent parsofined hyve grester knowiadge of
workststion festures.

= Empioyes morale and retention will orease as they feel you are making an investment in thed e
deveicpment,

+ Fewer customer pheio retales wil! be needed IMpIoVing cusiommer service ievels

Pion [ 3 e Cusiome irsining stall who are responable for etalfing ana
y - m{m hm@sc:pgl'mu Towsr

Cowres Lengin 1 baax
Delhvary Loceilon FRoliiy ooon i be specified ty Cusiomer
Frorequiaiisy Eupertence wih (ment INSUrancs Work SEtion Drivers LIense Srmemen! wersiows

Facommendad SLAT 354 WG] Nave-a Qeneral understancing of Personal compuoers an Michoso: Windows 7

Clase Hoe RS

Wgjor TopimsAcivaies | insarzion
Sewp
Lol

Corthcatt on Hone

i ?
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Secura Administration / FRS Training

DATACAHD® SECURA ™
ADMINISTRATION f FRS TRAINING

PAchioye maﬁnumeﬁuimmﬂmﬁmﬂmm@ma&nin‘sﬁ:hrhﬂnm
Whether you ars oresfing new Selups reguiaty ar cceasionally modtyng exsting salups, having well trafned and
certifisd sdminishators will lead o mmmmminmrmrmm

Zourss Descripdion:

Tris treining sourse will provide sfudents with the undemental skifls NECESSENY 1O perform sominisirative
activiiies o the Diatecard® Seours ™ Credential Lifecwole Management softwarns.

Course Beneis:

*  Administrators will fesl more confident and comoriable crealing setups for the Secura software.
@  Enrolment eficiency may increase as your adminisratars understand how 0 use avalablefeatures

of the Secura sofware.

* A5 adminipirsions batter understared bow the Securs soffwars Fnctio

cwmership in the quality of feedr word.

ns, thay as3UMe & simnger

¢ Empluyes morale e retemmion il inoresse 2 they fexi you are maling an investment intheir

career develnprment.
ESi3IAG SUmieah Keestty VErIEatan Clets, SL02] S0rtion AOMYE 3, 1y & OF BgrE, IRUWmher & LCErig ST Prriso

3 i o L8 W DS a1

B SRR TE TV T TR TR

Leny Redms ! memigmes, ummwm

Tieprrg o it r Kty C:
Ertorm LFETS Lo Fer b E&‘ﬁﬁ!’!-’ﬂ!m
BRI FRTITLIORENN | Spuhe Apmiimin
LR AT S Lty 2 pTieT RSk dn T
Lgemos JerEg e LZun g f Epsem AEmtigrms

¥

=
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E-L garning Onling Self-Study Training

IPRAGE CAFTURE SELF-STUDY
OPERATOR TRAINING

Achjeve maximuem enralment efficiency through operator training.

Whether vou oo experiencing frequent iurmmver of personngl or sdding sdditional srrolment kocaiions having wall freined
o caitified enroiment personne! will fezd 1o greater efficency in wour srederdal enrolment prosess.

Course Description:

This ¥3ining sourse wil provide studenis with the fundamertal 2k s Mesessary W performn image sapiuTe
operzbonal taghks on the Image Caphure worksigtions,

Courss Benefits:
¥ Enrolment fme and atrors wi be minimized s snrolmeni personnel hmg grester knowiadge of
werksistion features.
* Employee morzle and retertion wil increzse as they feel YoU arset making an investment in their career
development.
FUEROST SuETE EruierE 3nd SCRT who Wit opersis the Capture Towers 2 Image C3rre Wemsmion.
Courss Longtts TEE-ISOE0 ET Thidy
Dufivary Losadion Zwiinz
Prersquisiine Teame
Recommensdsd kil bet mmwapﬂmmmﬁpmmMMWFM
Class $i7e Yy
Hiajor Toplealscihies Image Capiue
. Caphsre Srocs
A0 Compdance ETors
Camers envimemen set U
Ceritcalion Hzre

17L
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Appendix B Training Audience Groups and Contant Deliverables
Trawung Grovos
Soueme SOC & MPF Tram a3 Ovply
28N / ,' N
4 P - \_\ q;g. &1\
i % . (SR 1
i ,4\ ' H ] }
'l F el e B . I ! ” I
v‘l{ l:;rs_r l"l’: L:n A r.«;:»é_, ety Lot eten Cak £ *t'dﬂ"w*m&my" h
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e
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Role-based Customer Training

Role: Insurance Broker and Service Cantre Representaﬁvas
Role of insurance Broker and Service Centre Representatives

As the roles retate fo EDC treining, insurance Brokers and Service Cantre
Representatives will utifize the SecureCapiure Tower (Service Centre Reps ony) and
Capture Manager software application to capture [CAQ compTant identity photos.

—
IES Inaurance Broker ard Serves Conter fep Trarng Noads
== Saze

& “;;;‘_:h_“ Tarioe sk Vakdole ieo Zas FREFGY B KIS Teosal Duas GBY BS GA

i .......... rm e =
T e PR I [T zworer
- -
R -
=
Fraaunns Babar -
L s ’:e Loghuey 45 qrgs
. - Crstu F ngn
" e Vaidak: P
~~ - i - ’IIF
5, Pt
Pty - Erhers
. EFi ko eadte
Sorvkits Codier Ry
Exane Dotetem
b4 PO E]

*  Lntsrang hew o meake piysiesl afjustrets to e Seourelagiure Tower (SardoeCentre
Seps only]:

*  Explain the mequimmenis for capuaing [CAD somplart phorns.

«  Explaln the comers erwicerent o1 N2 reguinments.

- Wmﬁm&m?%ammmmmﬁwbsfmmw
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Recommendad EDC Secura Training for Insurance Broker and Service Centre
Represgntatives

EBC Caphire Manager Training Course Deweloped for Customer

Lesson — The Sacure Capiure Tower (only for six pilot service centres|
Student Leaming Cutcomes:

Descrize the purpose of the Securslapiure Tower
«  Cpersie the BecureCapture Tower and phaio capture eguipment
< Troubleshoot SecureCapturs Towerissuas

Lesson - ISCAEC Image Capture Requirements and Best Practice
Recommendations
Studert Leamdng Qutcomes:
© Nete: This is & foundational knowlsdge-based sciivity with no tasks, shils. prexerises

*  lderdify the ISTVIES 197845 Siandard Fnage capture requiresverts and bestpracioes
- Uhikdng the ISCAEC 19704 Standard, identify ISOVIES compfiant and roncompBantimages

Lesson - Utilize the Customer Custormized Capture Manager Application 1o
Capture Images

Sludent Leaming Cutcomes:

»  Capture porirait and signature images vtbzing the Caplure Manager eppisstion.

" Determine £ the capiured images-2re ISOAEC 107845 Stendarg COMEEARL,

*+  ldengfy issuss causing noncompliance of captured Images and take neceszany astorstn
athisve image complznoe.
Ideryfy acjustmenis that may be required o the camera Emvitonment sef uD o achieve rage
Bl Tl

20;
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Role: [dentity Verification Clerk

Role of Identity Verification Clerks

Adiudication leads are generated dus o mismaiches betwesn cusiomer pholos and
custoner numbers. When an identity i rejected in the Specal Handling process 1 is the
rols of the Identily Verfication Clerka fo sxamine snd approve the pholo of record for a
customer's iderdity or escalate the lead fof further adjudication by a trained facizl
recogniiion analysi. Adiudication Leval 1 ulilizes g two-person-venfication agreement

piosess.
Identity Verification Clerk Training Neads
Becimes:
- Adfjldicaie Load . 151 Lovel Use Ceso (FRS2030%
Toaiving Group EDC & MP! Traring Depts : EBZ BE 04

'P SecLra
T Sawe g Adjuliealltn Lave: 1 Gt (ad SeklieT)
Soaua Mjud.cation Lewe it Form (ace dicaten}

ety Venficatom Gigel

ZETS MEV 13

The ldenfify Verification Cleri must:

= Understand the lead genesation process.

= Baprofiient in uilizing the Securz spphcation, Adjudicaiion Level user interiace fooks forihe
purmese of acvepianse of identives and Jeterrining fead sezaiatonz.

v Undersised the Adiuticston Level 1 form and foorm tiites.

21 J
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Recommended EDC Secura Training for Identity Verification Clerks
EDC Sacura Training Course Developed for Customer

Lesson - Overview of the Secura System
Student Leaming Outcomes;

*  Desgribe how Securs dentifination sofresre is ysed,

* ldentify the unious Securs worbfiows.

= Deserips how Secure manages credentals

= Descrics the Seours enmdment and dats S&DtUre process.

Lesson - Principies of Faclal Recognition

Studeni Leaming Outcomes;
Define fvow in cigital phetegraphy. pinels are reprasented by gray soalevsioes.
De=rriog how pixs! gray sozle velues can be wized (o DenEfy facisifestres.
Diesoribg how separate Tecis! mages csn be maiched slectronically.
Define FIR.
Differantiste 1:H, 1R ard 17 imegs compeison.

= m o ow

Lasson — The Home Tab Operations
Student Leaming Outcomes;

+  Signm and sign out of the Seciraapplcation.

1 Iderdify the indhidual Secura Main Menoiabs,

+  Paritern Application searches uilizing.the Arpilcason Sinms searel: ieiliies,
= idemify e spolication entoiies information.

+  Perfemn information sorting.

Lesson — Spacial Handling Opsrations
Student Leaming Cuicomes;

+ Desorbe why envelifments are moved (o the Special Handling queus.

= dentfy the e outoomes of Speciz! Harding,

*  Perfurm sesrches utilzing the Specisl Handl ng search utilites.

+  Uhikze the Specis! Handlng fom amd form funciions 1o vt spelications,

+  Utize the Specigl Fanding form Comec: Photo uillitrio performn coractions to nen S AD
cornpliant photos,

Leszon - Adjudication Leve! 1 Operations
Student Leaming Outtomes;

< Deserbe wiy an sdiudcation ad iscreated.
+  Define the role of the Adudication Leval 1 clert:.
+ Descrics wizy leads appear in the Adiudisation Level | gusus,
= Define Reason Code.
+ ldantily the Adjudication Level * form and form wilies,
¢ \Mze the Adiudination Leved 1 form utilites 1o approve or escalate 2 lead,
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Training Methods
The EDC, Secura application training for ldenity Verification Clerks ufilizes:

Fresentafion of informetion reladed to tie Capture Mansger snd Secura soplcationpocesses
ang graghice! user interfacss.
Irstructor-led hards-on pravioe uilzing the Capmure Manager 2rd Secwrs application processes
ant graphicsl user interfaces.

= Siuder proot of leaming exersizes 1o dedermine siudent understanding.
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Rote: Facial Recognition Analysts
Role of Facial Recognition Analysts

¥hen one or both [dentity Verification Clerks escalate a lead, itis the responsibility of
tha facial recogrition analyst to examine and approve the photo of record for a
customer's identity or escalate the lead for further investigation.

ol Reecaripi om Anmtyst Tricrip losde

4 B
T, Q Bl {adasae L] - 2o Laved Lion Snsa (FRE3 ML Hands Spptke Mhela Lhag Coroa | FREZXN:
= ba Baport=; Liss Cans {FRE2SDY, COHE & MM T Dstn,: ZOE FS O

Py . Souda
- Sandul Hewding Qusue
" Sradsl Handing, Fopr
- Eod i MSyuiten dote Lyt @ Chciials J 468 aibdeLLDNE
- i e o Wk e e
- Rt Mrdin

-~

T Cinplict Faoewha*
St pf B It S peral Mg
Freok] Gmialar D adiontiorn

" Lawrmshed Pom Senuca dufdcaion Lgve) 2 1 oor:

Stvsr Dokrec
MG Koy 19

The Facial Recognition Analyst must:

»  Ungersiangd the lead generaiion process.

«  Determine if phetos that have falled compliance faile? because of poor pholo
quality due io equipmani or photographer workmanshio or because of an
attriotite of the photo subject that prevents ICAQ compliance {patch, facialart,
aic.).

+  Delermine if photos require retakes of if the phoio may be comecied.

= Ulillize the Caplure Manager tools 1o cores photos.

= Beproficient in ulifzing the Secura application, Adfudication Level 2 and
Cognitec FaceVACS DBScan and Examines 100z for fne pupose of idertily
acceptance or investigation.

*  Understand the Adiudication Leval 2 form and form utiities.
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Recommended EDC Sacura Training for Facial Recognition Analysts

EGLC Sacura Trainfng Course Deyveiopad for Customer

Lesson — Overview of the Secura Syefem
Student Leaming Cuicomes:

-
-
-
.

Descrine how Securs identification softwars Isused.
Igentify the unique Securs workfiows

Describe how Securs manages credantials.

Deseribe the Secura snroliment and data Capiura process.

Lesson - Principlas of Faciai Recognition
Stdent Leaming Culcomes:

“-w . om

Defire how in digital Pholography, pixels are represented by gray scale
valuas,

Describe how pixel gray scale vajues can be ufilized fo identify facialfeatures.
Dascribe how separats facial images can be maiched elecironicaily,

Definz FIR.

Diffierentiate 1.4, 3R ang 1:% image comparison.

Lesson — The Home Tab Dperations
Student Leaming Outcomes:

-
L]
H
u
-

Sign in and sign: out of the Sacura applicafion,

ldentify the mdividua) Secura Main Mengtabs,

Ferform Application searches wiiizing the Appication Status search yiiliiiss
identify tne application enrollee infarmation.

Ferform Hfomation 30rting.

Lesson - Spacial Handling Operations
Shudent Leaming Cutcomes:

-
1
=
L3
-

Dascribe wiiy snrckments are moved to the Special Handingqueus,
|dentify ihe twe outcomes of Special Handling.

Perform searches ulllizing the Epecial Handling search ut!lties.

Liiiize the Special Handling form and form funclions to vetappications.
Utitize the Special Handing form Corract Phoic utiity to perfoimi coreciions
to non 1CAD compiiant pholos.

Lesson - Adjudication Leve| 1 Operations
Student Leaming Cuicoimes:

i

Describe why an adfudication lead i Cresied.

1

—{HJ
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*  Defire the role of the Adjugication Level 1 diark.

= Dascribe why isads appear in the Adjudication Level 1 quaue,

»  Dafing Reason Code.

< ldentity the Adjudication Leved 1 form and form wtilities,

= Ulilize the Adjudication Leve 1 form utifities o aporove of asdaiate o lead.

Lesson - Adjudication Level 2 Operations
Blwdert Leaming Outeores:

= Defire the role of the Adiudication Lave! 2 dark,

«  Describe why 3 'ead noves (o the Adjudication Leve! 2 queus.

«  ldentify the Adjudication Level 2 form and form Uiilitias,

*  Utilize the Adiudication Level 2 form utilities to approve a lead or i escalaie
the lead for further investigation.

*  identify FaceVADS Exaniner tools utiized by the Fatial Recognition Analyst
to examine pholos.

Lesson — Cognitec Examiner
Student Leaming Outcomes:
= Create, load and view cases
Add subjects ard prebes fo the investigationcase
Ulilize the Enhance, Annotate and identifyutifities
Utlize the Inspaction Window utilities 1o examine subject and probes
Utilize the Fifter enhancemant foos 10 enhance images

%

Lesson — Reports
Student Leaming Outeomes:

*  Query reports by repori type.

*  Dascribe information that can be included in reports,
= Perlorm report query fllier operations.

= Yiew, export and print reports.

Training Methods
The EDC, Secura application fraining for Facial Recognition Anatvsts utilizes:

= Preseniation of Infonmation related o the Capture Manager, Secyry ang
Ceanttec application processes ang graphjcal userinterfaces. :

« insirucior-led hands-cn practice utilizing the Caplure Manager, Secura and
Cognitec applicaticns and graphical user interfaces.

* Sludent proot of leaming exercisss o detemine stude; "understanding.
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Role: Identity Case Administrators & investigators
Role of [dantity Case Administrator & investigators

Yvhen the Facisl Recagnition Anatys reCommends & case for further investigation i is
. ihe responsibiiity of the Mently Case Admvirvsirator ang Investigators o make the final
determination for acceniance o nejectinn of the identfty,

investigatar ang iwontity Cazo Aem inistratar Tralnrg Mocds
j Beumes Imesigate Cose Use Case (FRB2057): ECC 8 7% Twoung Do ats ; EOG PE A8
Tﬂrm:l; (_Smm
_______ = Srcprp
R »“ V| Scamh ME¥RLIG (L, AL wiBtus |
e - s Lt R ey
b . o Lieating Furngr Iwestigation
-
Ipwpstigans P
- - h had
,,’ }___,.3:7" T agrilss FApaVaCs =
T mmmT T Phtota EnsrE 1t
o‘-"’ -
It ty Case Aministrat
Emtist Datacem
2075 Nov 18

The Ideniity Case Admunisirator and Invesiigators must:

*  Understand the lead generation process,

= Be proficient in ulilizing the Capfura Manzger appkcation, Sacura appication,
Adjudication Levei 2 snd Cotnfiec FacevACS DBScan and Examirer fcols for
the pupose of foentiy accepiance or rejection,

* Undersiand the Search forrn and form uilifies.

Tz ow

—Lz‘?
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Recommended EDC $ecura Training for identity Case Administrators

E3L Secura Training Coures Developed for Customer

Lesson - Overview of the Securs System
Studert Leaming Cuisomes:

-
.
=
.

Destribe how Securs identification softwars isused.
Identify it unigue Secyra workiiows.

Describe how Secum manages credentials.

Describe the Secura enroliment and data captura process.

Lesson - Principies of Facial Fecogniticn
Student Leaming Cutcomes:

“ & ow ow

Define how in digital photography, pixels are reprasented by gray scale
valuges.

Describe how pixel g1ay scale values can be utiized o idantify faciafeatures.
Describe how separate facial images can be matchad electronicaly.

Defire FIR.

Differentiate 1:N_ 1:R ard 14 image compafison.

Lesson - The Home Tab Operations
Student Leaming Outcomes:

LI )

Sign in and sign out of the Securaapplication.

Idendify the individual Securz Main Menutabs. _

Perform Application seatches utilizing the Application 3tatus search utilities,
Idendify the appiication enrcllee informafion.

Perform information sorting.

Lesson~ Special Handling Operaticns
Student Leaming Ouicomes:

v
L]
L]
i
L]

Dascribe why enrviiments are moved 1o the Special Handling quene.
identily the two cuicomes of Spetial Handling.

Perfaiim searches utilizing the Special Handfing search utilities.

Litilize the Special Handling form and form fuhctions to vet applications.
Utiliz the Spedial Handiing form Correct Photo wlility to perform comactions
to nen ICAQ cempliant photas.

Lesson - Adjudication Level 4 Operations
Student Leaming Cutcomes:

Describe why an adjudication lead is ¢reated.
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»  Define the role of the Adjudication Lavel 1 cierk.
+ Dascribe why leads appesr in the Adjudication Level 1 quaue.

» Defire Reasgon Coda.

+  Identify the Adjudication Level 1 form and form ulifities.

«  Uiliza the Adiudication Level 1 formt utifiiss 1o approve or escalate alesd.

Lesson — Adjudication Level 2 Oparations
Student Leaming Cutcomes:

* Define the rcie of the Adjudication Leve! 2 clark,

« Describe why a lead moves to ihe Adiudication Level 2 queue.

= identify the Adjudication Level 2 form and form utilities.

= Utilize the Adiudication Level 2 form utilities to approve a lead or o escalate
the lsad for further investigation.

= identify FaceVACS Examiner tools utilized by the Facial Recognitcn.Analyst
to examine phoios.

Lesson — Cognitec Examiner
Student Lsaming Outcomes:
«  Create, lcad and visw cases
= Add subisets and prebes to the investigationcase
+ Utilize the Enhance, Annotate and identifyutiliies
= Utilize the Inspection Window utilities to examine subject and probes
+  Lhilize ihe Fiter enhancement tools 1o enhance imagss

Lesson — Reports
Shudend Lesming CUAcones!
Quiery reports by report type.
Describe information thal can be included In reports.

» Perform report query Tiler operations.
« View, export and print reports.

Lesson — The Search Opsrations
Student Leaming Quicomes

« Define the role of the Identity Case Administrator,

+  Utilizs the Search page, Search utiliies to perform applicant searches.
»  |dentify Polertial Fraud records.

* ldentify the Search forrm and form ufilities.

+ Utilize the Search form Willties.

«  Clear the Investigation.

«  Verify the case is approved.
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Training Methods
The EDC, Sacura application training for |dentity Case Administrators utilizes:

+  Presentation of iInformation refated o the Capture Manager, Secura and
Cognitec application processes and graphical user inlerfaces.

«  Insinuctor-led hands-on prattice ulilizing the Capture Manager, Secura and
Cognitec applications and graphical user interfaces.

« Student proof of lsaming exercises to detenmine siudents’ undarstanding.
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Roles:

IV and DI Management

nsurance and Licensing Manaagement
Role of I¥ and Dl Management

iV and DI Management utilize the Secura appiication software to generate reporis, view
users and noles and engage in audit activities.

G. P s D M armgomion? Training Noocs
Soumse Repen ng Use Cose {FREFUE} EOC 2 HPF Tralnng Dipls; ECCPE T4
Taning i
o S
e memmm T Raperis MoUine (Bass, 1ew - a3 210075 oy =]
T TSl Soffiry Rapst
L19¢ 2 &gty Foepit
Bronpr B LR Lol Bl M svibaiil
N and Ol Massgame
Entiss ¥aras
MY kw12

Raole of Insurance and Licensing Management
insurance and Licensing Management utilize ihe Szcura appication softwars to

generaie reports,
Inswance & Liconsing Maragerrsrt Taining Hoods
D Soazes. Repod -4 st Com FREJOOCYE EDT & WP Trameg Crpls,: COC 8504
Troisirg Gy
o v = et
e mm =T Repirts Ko (basos)
i Tramearin= Deis: Repe
Bioke ' SLR Comy £70¢ Report [ Noj A el
inguiars s Losrzng
Maritgement
Birwl Dhidicacl
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v and C4 Mznagament musi:

* Understand the Secura application sofiware Reports and Users and Roies tabs
functions.

insurance and Licensing Managsmsni must
+  Undersiand the Secura application software Reports tab,

Recommended EDC Secura Training for 1Y and Di Management and Insurance
and Licensing Managemsnt

EDC Secura Training Course Developed for Customer

Lesson — Reports
Student Learming Outcomes:

v Query reports by repottivpe.
v Describe information that can be included i i,
= Ferfomn repon query flier operations,

Lesson - Users and Roles

Studert Leaming Outcomes:

Lhilize the Users tab functions 1o: import Users; export users; update a user and delete a
user
+ Udfize the Roles tab functions 1o add 2 role; export 5 rode; update a role; delete & role and

add user(s) io 2 role.

ousall
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Rola: Administrator

Rolz of Administrator

The Adminisirator manages user access 1o the svstem and system user privileges, arid
performs system mainlenance tasks related fo licenses, system ogs, process and
S21ViCes. In addifion, the Administrator - working with EDC technical supgert and
enginesnng ~ installs software upgrades and froubleshoots ard resolves syatem issues.

e,
( l Administrator Trainirg Nesds
Sourcex EDC 8 MPf Tosinirg Duph; COC PE0A

L ——

Tainng Goue

SReEe

- 56 & Roea Module
- Sy shem M ministraticn Mol
—— Hedp Waes o (7
Dher &2 siilicn {005 serines. ot |

-(-_-..__-u_.,..___,..._.,.__—.{}_ Saptuna WErage
- Lz nsieg 7
Sy Al - . Crthar ac v islalios {7)
s L striet Wiwegar
Lazauirng
Diher sdmividmtion {2)

[SHET =TT
FIS Miaw LY

T Administralor must:
+ Utlize the functions of the Secura appiication software’s: Raporis, Users and
Roles, ard System Adminisiration modules.
Perform syshem mairtenance waks relaled o oansss, systemn logs, and process sndsandices.
Werk with EDU techrica! support and engiresting io toubleshon! and resoive Systemizslues.
Irisiall software revisions and uogrades.
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Recommended EDC Secura Training for Administrators
EBC Secura Training Course Beveloped for Customer

Lesson — Reports
Student Leaming Outcomes:
= Guery repons by reportiype.
v Describs infomnation tha! can be included i rppis.
Ferform rapon queny fiter speretions.
Lesson — Users and Roles
Student Leaming Outcomes;

Uiilize the: Users tab funclions to: import users; export users; update & uSer and deletea

LEET.

Uﬁ&-ﬂ:m Floles tab funefons to. wdd a robe; expor) 3 1ol update = noke; delele 3 role and

add user(s) to 3 role.

Lesson — System Administration
Studenrt Leaming Outcomes:

Interpret probiern descriptions ini the Problem Applications table.

Ughze e Restart function to restart failed processes.
+  Gecerste audi reports wifizing the Audit funchionality.
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Exhibit B: Sampie Test Documentation

VERIDOS

DFRLET SOLULORE
| apeied o
Ll I a

XX Project
Test Plan

Aunhorized for issue by
Customer Project Manager
i o Signature Diate
Veridos Projest Manager Signature e
[Date Here
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Revision History
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DINTE e SBLUT.ERR
1. Introduction

Desoribe the speclic puposs of the plan, the scope and objactives of the tests,
definiticne, and nelsted documants.

For a parfieuts project there may be a number of test siages, with each test stage
dealing with 2 difereni fevel of facet of the prosdudd, e g. unitfmodule, integration, system,
acceplances teats. The descrpton and scope of thess test stages sheud be sovered In
a Text Blrategy Plan for the project.

Each of thess 125t stapes will have 3 documenied Test Plan ke this. The iest plen
formrally decuments the scope, aporoech, resourcss, oritsna, and schedules of ths
tesiing actvides for @ particular teet slage. 1t also identifies the et items. the femturss to
be tested the testing tasks, tesiing responsifiies, and any risks requiring contingency
planning.

1.1 Purpose
Delineats the epecific purpose of this ptan.

Integradon Test Exiwmple
Integration Testing tests the inferface batween units, verifies that data is pesasd
and transformisd corecty and that there ars no side effzcis.

This Intsgration Test Plan is being written o
w  Diefine he integration testing proosss fo be followed
a Igeniify human, hardware, deta and software resourcss required

* Presani a high-level echedule for Integration Test designing, preparation 2
execution

v Determine responsibilies and ownership of activities and deliverahles
involved with Integration Tesiing

1.2 Scope and Objectives
Cescnbe the specific scope and objectives of the fests covered by the plan. A statament
should e inciuded or: the principles of dealing with the infreduction, # f all, of new
versions of software during tesfing,

Integretion Test Exorrple
Thiz Test Plan covers all integration testing sctivities as defined in the Test
Siraiegy Plan.
A ldentifies fests to reveal any dafacis In the way componants of the system ar
imegratzad
»  Degcripes proceases to resolve amy defects foung

Paga 4 of 38
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b
t  To detail the necsssary activities {0 prepare for and o condutt the tasis

w Toassign to all responzible parsons, deparrments and organization the tacka
which they are fo perform with respect to system testing

#  Toplan a schedule 1o be followsd in the performance of system festing tasks
* Todefine the sources of infomation used to prepare the plan and desion the

fois
#  Todefing the fools and environiment needed to conduct the system tests

n Tgidently test specificaton documents and test reporting documants and
forms relating {o system tests

»  Todestrbs defect reporting procsduras and defsct corraciion procedurss.
Seope
*  This teat plan covers a full sysiems test of the <System>. 1t includes:
~  hultiprogramming funsiiorality
- Job control
— Operator and user procedures
= User docurnentaion
= GU usabilty
- Sacuriy
- Recovery
~ Performance

1.3 Definitions and Acronyms
Define or provide a reference to the definition of sl terms, acronyma, and notytions
required {o properly interpret this plan.

1.4 Issues, Risks and Assumptions
State the issues, risks, and major assumplions associated witk the plan For any
issUs/gk provide the delafle of the confingency/mitigation plans to reduce the fkefhood
and impatt of such izsues and riska.

1.5 Related Documents
List aft documents that ware uzed in the production of the teet plan andicr tests. This
information includes:

3 [l of sl sy

*  Each documsnt by fifle. rsport number, if applicalie, dats, and pubishing
organization

» The sources from which the referented documents can be obtained

Fage £ of 25



CONFIDENTIAL V E R I D O S

State of West Virginia

RFP to Provide Driver’s License and ID Cards IDENTITY SOLUTIONS
by Giasecke+Devrient
Page 307/ 340 and Bundesdruckeref

ArMRNe SOLUT Aks
o Sreeibr L G
FAPatirighine

u o Jts relationghip to the t=st plan andior tssis

2. ems io Be Testad
[denttfy the software or hardwars femg that are to be tested. Foresch fam identifad
the foliowing information should be providad:

n  ltem Identifier

*  Name and brief description

® Version to be tested

Significart tems that are fo be axcluded from testing should alen be identfied.

Integragion Test Exernple
The integration of urfls that maks up the =Project Mamea» system will be tested.

Irtegration lesting tesis the interface betwesn unils, verifies that data is passed
and transformed comectly and that there are no sids effscte.

Test ltems

For this integrailon test, 2ach integration basaline is ponsidered a Test [ism. The
rmeaning of the temn “basaling® as it ix spplied to infegration testing is described

in Section 5.4,
Himm Idenriifies (IS o
Bageline 0 Linit 4
Baseling 1 Linit 2
Baseiine 2 Baceline 0 + Unit 3
Bazeling 3. .. Bazeling 1 + Lnit 4
Baszeline n

3.  Features to Be Testad
Ientdy sl the software/hardwars fegiures and combination of festures fo be teatsd. For
ezch fgature molude a referencs to the sections of the base document where the
requirements for the feature were defined, e.g. Requirsments Dafinition, Functional
Specificaion, Detall Design, Program Specificaiion.

Integradon Test Exgmple

Each Baseline is a tesd item. For each test iem, features o be tested are listed. For
this integration fest, “eatures” are the detzils of the interface batween unite.

Psge § of 35
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DEATLM SELutiaes

it
Test Rem Feature Descripton Reference
Sesemz L | Nothing to test

Szssiing | Moiiing to test

I =feslivse

(51

. =Feafures | ..

. «Festurs>
Basseline 1. <Fegiuns>

=

2. <Feahaes .

Baseling n 1. «Feziurss

2. «Fegtures .

n. <Featurex

4.  Features Not to Bae Tested
[dentify all features and significant combination of features that will nat be tested and the
reasons for thelr sxgiugion,

Integration Test Exgmple
The followirg Hems or features will notf he tested:

¢ Saeeline 0 snd Baseline 1

Not tested hare because they serve 35 starting points with no intedfzce, The wnits
repressmied by thess baselines have been tested in the Unit Tests.

»  Commurications Metwork
Will not be tested during the integration testing pivase, but will bx tested during
Aeceptance Tesfing.

8 Test Preparaticn
Describe the ovarall approach 1o the testing; test specificafions and order of sxecution;
test docurnentation; and the reviews required.

51 Overail Approach to Testing
Ceserilz the oversll approgch fo issting coversd oy the pian.
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Integration Test Example
- [ntegration Testing tesis the interface between units, verifies that dats is passed
and transformead comectly and that there are no side sffects.

— A seaffolding of siube, drivers, and 5 test database will be consiructsd fo
represeri the sysiem and enable tesfing. As & unil iz Tansmited to Irtagration
Tesbing, it will be scheduled to replace its eesociated stub.

— Only one unit 21 a tie will be inserted into the scaffolding for teging. The state
of the eystem will be saved, documentad, and lakeled with & tassling” number
that will be incrementsd with ea¢h inssrion.

~ [ferrors are found, regression testing will be conducted, first on e uni, then on
the baseline whene the errors were found.

— Every effor will be made to sthedule several baselines i+ be tested geparately
bt in paralled,

5.2 Test Specifications
Describe what teed epatifications, Le. test design specifications, test cagss, test
procedurs specifications will be used for teeting. This includes a description of the
purpose of each type of test speciication and how it should be used. The formas and
content of test specifications iz given in the Tesi Documentatizn Plan. A brief
description of any rules or standard for the creation of test datz should be given hare.

For 5 particular test plan, the actyal tast specifications ussd for the fests should
be given sithar as appendices or as separate but attached document.

& st iz given which iraces sach test design andior t2st cass to a parcuiar feature Qivan
in section 3 of the plan.

Intggration Test Example
Test Specificatons wilk be covered by ives document types:

HOTE: The examples in this document are assigned unigqus document ID's
&8 a way of agssociating the related documents. :

- Intsgration Tesi Design Specifications (TDSxx) iz a single document that will
cortin all the Test Design Specifications for Integreiion Testing,

= A Test Dezign Specifications dosument refines the test approach and identifiss
the features fo ba covered by the design and its essociaisd teste. 1 also
identifies (he fest cases and test procadures, if any, required to accomplizh the
testing and specifies the festure passiail pritara.

- Thig plan calls for the follewing Test Design Specifications 1o be included in the
decurnent TOSo0

FPage 2 of 35
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APTETS AOLUTAES

Tzt kEnes )
gk deom by

«hizins o Dgarindon. Baesline 3
Features 1.2 5
3
TES:oa0> «Name of Descripiion:s Basaline 3
Feature 4

=Test Degign iD= | «<Name or Description>

=Test Design JD= | «Mams o Desndotion =

= Integration Test Case Sperifications {TC8xx) iz & single documant conizining
&ll tne Test Cazes used during Integration Testing,

4 Test-Cage Specification dowument specifies the actual values used for input
along with iz anficipated outputs and environmental conditions and arry
constraints.

Because the necessary Teat Cases connot be known untl 2 Test ic designed,
specific Test Case Spetifications are notiieted in this Test Flan. Spesific Test
Caces will be cafled for in the Test Design Specification and specified (detailad)
in the infegration Test Case Specifications Dotument (TCSix),

Test Case Specifications within this documant will be identified iy tha Document
|0 followed by 2 sequential numbser identifying the Test Case Specification.

Exampie: TCSxeCD3  for Integration Test Case 003,

integration Test Procedure Specifications (TPSxx) is a single documsnt that
containg ali the Test Procedures used during Integration Testing

A Test Procedure Spacification identifies al steps required to operais ihe gystam
and sxersise the specified test cazes in order 1o implement the associated teat
design,

Because the neceasary Test Procsdures cannct be known untll the Test is
degigned and Test Cases 2ra specified, specific Test Procedures are nat listed in
this plan. Specific Test Procedures will be called for in the appropricts Tast
Design Specifisation. cross-referenced in the assacisted Test Case
Specification(s) and specified (detailed) in the Intagration Test Propegurs
Spacfications (TPSxx)

Test Procedure Spatifications within this document will be idsatifiad by the
Cocument [D followad by & sequential number identifying the Test Procedurs
Specification.

Fage2oiis
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Example: TPS0003  for integration Test Progadurs 003,

9.3 Crder of Test Execution

Identify the order of test sxecution. This should be in the form of 3 fist of aciual tesi
¢asss, possibly grouped by tssd design. If parallel activities take place then this should
be indicated. Ideally this ist should aleo be gmupsd as dafly test sxecution lists,

I iz list i [arge then it should be given as sn appendix or as a separate dosumant with
a refarance o that document given here. The other docurnant should be a%ached to the
Test Plan.
Integrovion Test Dxomple
Task Test Proocedune Prerequedin
| Mg Task Mumibsers
TRSwUTI
TPExxI2

TPSodC0S
TRS/003
TPEx/008
TREONT
TPSo0008
TPEoud 5.7

ol oo | R |

(13

Q) = o]t b ] Mo

3.4 Test Documenis
ldentfy what test documents will be used to recond the test procsss, The slandards ior
test docuentation ars given in the Test Decumentation Plan.
For 2ach document identifed the folliowing information shouls be provided:
v Mams of doourent
*  Purpose
*  Example of ths form, if applicable
4 W 8 responeible for production and iszue
*  Who should uss the gacument

o Sepiznaten of how i uss the documen:
=

Pags 10 of 25
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If this information is given in another cocument, then only a st of the documents should
be given and a reference mads fo the other document,

Imtegrogion Test Example
In zddition 1o the Test Decuments desceribed In Section 5.2, test reporting is
coversd by the feliowing document fypes. Thair uss is deacribed in Section 6
and Zecton 7 of this documant.

= Integration Test kem Transmittal Reports {TTRxx) i a collegion of indvidual
Trangnitial Report Fomg, each identifying a test ifsm being formally transmitted
for testing. Thesa foms will be controlled and foraardad by Configuration
Management.

— mtegration Test lems are the ssquenially numbsred Baselines — each Bassline
represening a certain set of Units iniegrated info the partialfy completed syaiem
A TTR will be numiyered in accordance with the Baseling it raprasents. It wil
also tontain 2 version identifier. (L.e. TTROK001/1.5 represents BaselineG01 i
version 1.5).

= Transmitial to Integration Testing will be initiated by the Unit Testing Activity
when the Unit has met fs exit criteria. A new bassline will then be generated and
approved by Configuration Management.

- The standard Transmital Report Fomn is found in the appendix,

- integration Test Logs (TLxx} is & collection of individual Test Logs.

= A Test Log is chronological record of what o¢tumed during test sxecution. For
autoreted tests, i should be produced by the testing software, drivers o
ingtrumemisd code. For manual issis, each case testad must be logged.

- The standard Test Log is found in the appendix.

— Integration Test Incident Reports {TIRxx) is a collection of reports, each
descnbing any vent that occurs during testing that requires further invastigation.
Thiz incdudes:

— Defects dizcoversd in the ltams being teatad
= Defecis discoversd in the Test Procadures and Test Cases or Test Data
- Froblems encountered regarding the Test Environment

- The standard Test Incident Report Farm is foung in the Appendis.

- intagration Test Summary Reporis (TSRxx) = a collection of reporis that

summarze e tssting activities assotiatad with one or more Test Design
Gpecifications.

Page 11 of35
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- Integration Test Fault Reports (TFRxxj is 3 coliection of Fault Rsporting Foms
that fomally documsnis alf fauie, when they occurred, whic found them, wha is

to resolve the faul, when resohved and how.
- The standard Fault Reporing Forme is found in the Appandix.

55 Reviews
Describg the reviews that will be performed on the test plan. test specifications, test
results, efc.

It this 18 documentsd in a Verffication and “Validation (/&) or Independent Verfication &
Valdation (/8 Plan for the project, or some other document, then only a fist of
reviews need be given hers and a referenca to the applicglie plan andicr o oihar
docurments.

tf no WWAYSRY or other such documant exits for the project then il details of the reviews
should b2 ghven here. For each review identified the following infommation is provided:

= Mame of review

* Pumposs

*  ltems {0 be reviswed

*  Criteria for acceptance

w  Aftendess and their responsibiliies

* Detaila of ihe prosedures for calling, running, follow-up, atc, of the review and ra-
Bviews

€. Recording of Test Results
Describe how the test results will be recorded and analyzed. This information stetas
what datz will be recorded, by whom, and wivrs. 1t should also ideniify the
organizational elemenisindividuals responsible for comroling such data and doguments.

The procedurss for analyzing the fest resuls wili be descried. Thess procadures can
vary from the specification of informal daily review mestings thaough to formal mestings
with the cfient to raview the fest results. These “reviews" are distinct from the reviews
aiven in ssction 2.5.5 which cover test plans, specifications, and the test report.

Example
Any unexpectad software enmer of 128t behavior encountered during the exscution
of any Test Proczdure must be recorded by the testsr in g Test Incident Report.

Following axecution of any test, auiomated or manual Teat Logs are reviewsd
by the Test Team 1o be sure that al! incidents are reporiad.

]
1
=
e
¥
1
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Test Incident Repoiis are then sxemined by the Fault Review Team. Al
Incidents gre classifies as:

- Class-A Software fault whare tesfing cannot confinue ungl # is resolved
= Class-B Soflware fault where testing can continus

— Test Fault where the defect is iIn the test case_ test procedurs or test data, driver,
or stub.

= Open lzsue whers the system works according to spasification but siill is
questionalds. (Open izsues will iater be resolved by a Change Request o by
closing the isaue)

—  Closed lszue whers there is no Taut.

The test team begins 2 Fault Repont Form for each Classified Fault or Open
Issue, This form is then sant to Change Management for approval. This fomn
will b updated es this Fault procesds through the comecton process {See
Sechion 7 of this plan.

7.  Correction of Faults
Describe how faults am to be recorded, notified, fixsd. news versiocns of the softwans
intreguced, and what and how re-testing is to bs performed.

If-ail o7 somee of thig information is sontained in 3 Configuration Management Plan {CMF)
for the project, or seme such documant, then reference o those documents cniy need
be given in the appropriate place.

i no such document exists then full details will be given hers. This information should
COVET

*  How faults ere to be recorded and by whom, induding atlocation of their severity
@ How faults are to be nodified to the faulf team, by whom, and information required
*  How faults are to be allocated and Facked within the fault team

»  Howthe status of faulis ars (o be reporied and racked, and to whom the report wilt
b2 distnhuted

»  Howfixes are 1 be verfied and contmollad and by whom

& How, when and undsr what gondiions new versions of software will be intraduced
into the testing environment and by whom

v The principles of re-testing of the new software both before issue into tha tess
ervdronment and during teating. This will also define responebiliies and authorities,

Page 13oF35
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8. Archiving
Describe the archiving of test documentation, test dats, and test results. This
infermation includes:

& |dentificaiion of what is %o b grchived
o what form
+ \Where | iz to be siored and for how long

* Resporsibilities for erchiving and the archiving procsss

9.  Test Summary Report
Deerribe the format and contents of the formal Test Surimary feport, responsibilities for
supphying data for, and produtfion of, the Test Summary Report. The format and
contents of ihe Test Surimary Repert is given in the Test Documentation Blan,

The informadon required for this section indudse:

*  The purpose gnd use of the Test Summary Feport

»  Destripion of the data reguired and where it can be obtzined from
# The format and comtents of the report

#  |dentification of the responaibiliies for producing the data and actual production of
the report

% The digtribution Rst for the report

Integrotion Test Example
Following completion of Integration festing, the Test Manager will produce an
Integration Test Summary Report in aceordance with the Tast Documentation
Sianderds. This repor will includs summarnies of faults found &nd somected i
eoth step of Inlegration teeting. Test Logs and Faulkk Logs will be used o5 souree

10. Entry Criteria

Cegtribe ihe tasks and conditions that need to be satisfisd before ‘ssting can be
commanced. This does not incliude those tasks spacifically related ta ihe test activities
covered by the plan as these are covered by seciion 14 of the plan.

The information provided msy cover such arsas as:
¢ Sofiwzrs e availabiiity

" Hardware (nottest equipment)
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*  Envirormenta! soffware

*  Completion of ofher tsafing, e.g. completion of hardware accepfance teating before
syatem testing

w  Avalability of docurmentation, not {88t documentation, such gs user menuals

identify ihcae organizational slemenisindhiduals responsible for ensring those tasks
are completed ard, if possidle, the planned date for complsfion.

Integration Test Example
Mo Integration Test Hem (Baseline) will be tested until the following sritenis are
et

~ The Units invohved have successfully sxited from Unit Tests

— Configuration Management has transmitted the Bassiine with an ECCOMPArtying
Integration Test Trensmittal Report

- MNecessary Test Softwars, drivers and stubs have bean comeldy compiled and
ingialied in the Iniegration test environment

- Al dependencies identifisd in the test specifications are satizfied
~ The appropriate test environmant is compiste and availasle
- Thie planmed st ¢13F it available and trained

— Integration test ducumentation (Test Design Specifications, Teat Case
Specifications, Test Procedure Specifications) has been reviewsd and approved

— Testing has besn schaduled

All compleizd Test Procedures, Cases, and Test Data must be gored on-fine in
an ares ihat is protected by read-only security and managed by the Test Data
Agninisirsior.

Sinilarty, all test data muet be copied to the local test envirgnment before fasts
are run. Othar network users must be blocked from accessing the integration
test environment, and teeters must use Test Data and Test Proceduras znd
Casez only from the local {esfing area.

11. Hem Pass/Fail Criteria
Deseribe the writeria to be used to defermine whether each test item has passed or
failed. If these eriteria are based on category of fauliy, e.g. Calegory A, B, or C, then
give 5 clear and precize gefinition of each of thase categorias.
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12. Exit Criteria
Describe he erifena 1o be used to detenmine exit from testing. This should cover such

HrE3E &8
# Tegt coverags required

»  Number and hvpe of faults zlowed, plans i fix such faulis

# Fault detection rates

»  Erors in documentation

Details sre given of the process of evaluation againat the criteria, the organizaticnal
elementsindividuzsle respensible, and any formal decumens used to signify succassiul
exit fram tasting,

Details are provided of the actions and activities 1o be followed:

+ i the lest &t triteria are NOT met, includs impact analysis

¢ If the test exit criferiz are met e.g. document and abiain concumence

Hote: This a2ction is of crucial importance f contractual lishifties reslt from failure o
&xit the fest.

13. Test Suspension and Resumption Criteria

Drezcribe the criteria used to suspend alt or a porfion of the testing activity on the test
ftems sssacisted with the plan. Also specify the tesfing activiies that must be repeated
wihen testing s resumed, {ogeiner with any other procedures or testing required prior to
reizsie of the test iteme info testing.

Irtegration Test Exomple
Suanensicn Critena

= i the systern craghes Tor any exiemal resson

— [Fthere iz no responss for 5 minutes

= Hihe tesf causes the evstem to orash

= |f exscution of a test case fails fo provide prarequisites for {he naxt test cass.
Resumpiion Criteria

- Ifthe Tast Suspension is desmed by the Tesi Fault Team o be dus to exiemal
reagons, ihs a6t can resume aftar the proper test environment has been

recstablished. The isst showld restart the entire Tast Procedurs that was in
&xstution at the fime of the Test Sugpenaion

il
i
[
=t
(5
[¥]
n
Wt
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— i the Test Suspension iz deamad by the Test Fault Team to be dus to a defest in
the teat fzafl, tesling can resumne whan the test defact nes been comectad. Tha
test should restart the entire Test Procedurs that was in exscution at the Sme of
the Test Suspension.

= [Fthe Test Suspension iz desmed by the Test Faul Tesm o be dus to ;a fault in
the item being fesied, the fesl can resume only when 2 new version of the test
fem is transmitted by Change Management.

14. Enwironmental
Specify both the neczssary and desired properties of the tesl environmant. This covers:

# The physical characterisfics of the facilities including hardweans configuration,
commumications, terminale, system ang environmental softeere {including levels if
epplicable), and fheir mods of usage, e g. siznd-zlons, exnlusive use

#  Supplies raquired for the testing activitiss, 2.9. special stationary, computer paper,
chesks, =tc.

W  1avels of security thal must be provided for the test faciliies, systam software, stc.

*  Special iest tools required - both hardware and softwars (Note there rmust be
descrized proceduras for controlling and vanfying thess toola)

@ Other testing nesds, 8.0. offics space, sscurs storage space, special aceess
ldentify the seurce for gl neads which are not currently availabls to tha teet group.

15. Responsibilities
tdentfy the organizational elements/indiiduals necessary for managing, controlling,
designing, preparing. sxeculing, witnessing. checking, and svalusting the l=sting
aciivities. Also identify the number and durstion required of the resource, The
infarmation provided should include:

* Name of Resource

+ Resource ldentifier (used in Task Schedule)

» {apphicable, number of this resource required
#  Respongibiities as they apply in teafing

n Tigrsinm rauired

»  Crganizaton prondcing
*  Any spedial raining requined

PEge 17 of 35
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v Work location
15.1 General Roles

Test Managsr
The Tes! Manager is responsitde for the development and implementation of fegt
sirategizs and plans. In addition, all test procedures, stendards and regEremeants ars
uliimately the responsibiity of the Test Marager. Hefshe is the primary interface with
the development organization and will faciiftate scheduling and tracking of teet Henss.

Test Data Adminisirator
The Test Data Administrator is responsible for the design, developrnent, and suppornt of
the Baseline Management System. As this system becomes porg stable the position
requiremgnts may shift more toward organizational skills then system anakyet skillz,

Test Case Adminisirator _
The Tesl Case Adminizirator is respongible for maintaining the organization of afl tas's
and providing retrics reporting. 1t is alao hisher role to provide structure standards,
and direction in the development of Test Procsdyres, Specifications, and Cases.
Development of high usage routines and ad hoc inquiries falls within the duties of this
position.

Test Supervisor
The Test Supenvisor is responsible for day-to-day direction and personnet activities
associated with Test Specialists. Applicabie problems should be escalated to the Tast
Supenisor

Test Specialists
Test Specialists are responsible for planning, designing, and scrpting af tests for their
assigned areas.. This requirss expentise in a specific area as well as a good
understanding of the complete system. They are required 16 Ingically identify problems
ard yse a siruciured approach 10 assure each area has been tested according to
program epecications

15.2 Specific Responsibilities

16. Testing Tasks and Schedules
Dzecnbz afl testing lasks necessany 1o prepars for, perform, and svaluate fre testing.
ldently sl taske interdependencies. For ach task e following sheuld be provided:

Pape 1B of 35
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MName of Task
Sugmera

Arny spauial ekills reguirsd
Diuration of task
Jid rec;uiréd, identification of specific resource to perform the task

Any deperdencies

Provide & schedule of the test tasks. This can be tabular or o Gantt chart. Also, show
major mitestones and specifically named rescurces (ze6 sestion 15 ahave) to perform
the tasks.

Exemple

i7.

Prepars Integration
Test Plan

Tes! anager

Prepare Test Desizn Test Case
Specificaton Admin
Consiruct Test Test Specialist
Database

Additional Sactions

Additional sections may be added at the end, a2 requirsd. Some of the material iy
appear iiv other documente. I 20, reference thoss documents in the body of the plan.

Pags 12 of 25
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<Customer PM Names —r—
Eiomaiars

Project Managsr

Verides Project Manager =
SraTETE

Date Here
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1. introduction

1.1 Purpose
Degeribs the purpcse of the plan, e g. this plan witl ieniify the MRE[OT types of tests,
which will be performed on the eomponents of the system, the test plans to be created
the supporting teet decurents, test logsireports and the responsibilities for the tesfing
aclhvities.

Thig documeni should slso identify arry testing requirsments specified by the cfient, &.g.
the test strategy and plans must conform 1o the IEEE standards,

12 Definitions and Acronyms
Define all terms raquired to properly interpret this pfan.

Example
Acceptance Criteria | Toe orenia sofware component must roes 1o successiully
{IEEE} complete 2 test phaee or satisfy deflivery requirements.

Change Contrel (IEEE) [The process, by which a change is proposed, evalusted,
aporoved (oF rejected), schedubed 3nd tracked.

Ihspection JIEEE) A fermal evaiuation technique in which deliverables are examinsd
in detsil by 2 person or group other than the suthor ip dafect
faults, vicdations of standards, and ether problems.

Integration Tezts Pragressive 12s15 that ¢nable sofiware objests ic be combined
it gystems.

Regression Tests Re-rurs of 1851 1o dizcover unintended side effecs of softwarns
modificatior.

1.3  Assumptions
List all azsumptions that have been made in preparing this plan.

14 Dependencies
Describe how the tesing process will interact with other project plans. A fist should be
given of all related plans with a brisf deseription of the interaction,

15 Related Documents
Igdentify any othar documents and thair varsion that are refaiad o or confain dessils
relewant to thie plan. Identify each document by tide, number, date snd publishing
crganization. Specify the cources of the refereneed documents.

Evample

The folloning decimeniz are referencsd B this documeon:
¥ Reguirements Definition <Project Nome, <Version®, <Ogte>

* logicof Design Specification «<Project Mames, <Version>, <Dates
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2. Testing Scope
lgentify the compbnents io be tested end the jests that are to be camiad out on 2ach
companent.

2.1  Components Covered
Briefly identify the components [Unite ardd subsysiams) that are to be testsd during the
project.

2.2  Summary of Tests
Mdentify the types of jests that will be performsd during the project. The tests should be
given their generc fype 235 & tile, e.0. unitmodule tests, sysiem test, scceptance test,
This section should be brief, as furiher details of the tesis thamsatves will be given in the
next section.

Mots: Eachtest type listad will be the subject of 2 separate documented Test Flan.

Hoie: The testing process must cover tests of sofiware and companents from third
parties and those being produced by the client.
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Test acivities will include:

—  [Integration Testing - Intspration teels of intar-reletionships hatwesn softwars
medules and inierfaces to <existng lagaey system>. Intsgration Testing (s
caversd by the Infegrafion Test Plan Dogumant (TPDY).

— System Testing - Tests the funciionaiity of the entire system g5 epecified in
Logical Design Specification [02]. System Testing iz coversd by Syetem Tesi
Plan Document (TR0

- Acesptance Tests - Tests the funclionality of the enfire system ae specifisd in
Reguiremenis Specification [31]. The intent is to demonsirate io <Client- that
the system functions s¢ specified. Acceptance Testing is coverad by Accapiance
Test Flan Document (TPR3).

- Regrassion Teste - Ssveral derations are expected of all types of tesls as wall 28
Corumznt [mepsctons dus to: Changs Requests, Feult Correction and new
Sefiware Versions. The purpose of such Regression Testing is to verify that
changet work a5 specified 2nd that defects have not besn infroduced due to the
change. Regression Testing is coverad by Test Plan Document (TP04).

= Unit Testing - Tesis indhvidual software objects identifiad in the Logizal Design
Specification {7] and finakzed in the Detail Design Spetification [4]. Ut testing
is covered by Test Plan Document (TROS).

23 Tests Required
For each test fype deseribed in ssction 2.2 ahove, the following information shoulid be
provided {in any order).

s Name of the test
* Componenta covered by the fest
@ Objactive of the test

= Drigf description of the documents sgainst which the fests will be based 2.g.
Requirements Definition, Design Speciflcation

* The orgenization(a) responsitie for producing the fest plan, test documentstion, and
for conducting the lest

»  Brief description of the acceptance criters, enirance and exit oriteria

= The timetable for production of the teet plan, test documenis angd running the test,
Thne test plan and test documentation are normally stated a8 a number of wesks
befure the test is due fo run; while ihe test itself is related to a major milesione.

" Any requirerenis for the reviews of the test plan, documents, teei outouts, ede.

Page 35 of 35
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3. Test Strategy

31  Suategies
Dezcrilyg ihe peneral spproach and strategy that will be yesd io nerform each tevel of
tesfing. Parficudar alferiion should bs given io the prosessas of producing fest drivers,
88 stubs. gt which are o be used. The datdls will cover how they are fo be
produced, By whom, their purpose and uss, kow they ere to b confrolled, issted, and
supported,
Esarnple
The overgl! testing strotegy will be incremental, from the boftom {773
~ Lni Testing
= Unif testing will test the functonalily of esch onit

=  Drivers and test data will be constructed as necessary. The specification
for the driver will be part of the Linit Test Plan.

— Every effort will be mads {0 schadule severs’ ynifs o be fasted separaisly

Dt i parotiel,
- [Infegration Testing

= [Integration Testing wilf test the interface between units; verlly that dota i
passed and fransformed correctly and that there are no side efecis,

= Seeffolding of stubs, drivery snd  tes? database will be consnicied o
represent the sysiom il Brgble iesting, As & unif is frensmitfed fo
Integration Testing, f will be schedulad to replace B2 aasociated siub.

= Oniy one unit ot a me will be inserted into the scaffolding for tasfing.
The state of the system wil be saved, documenssd and labeled with o
‘Taseline” number that wif be intrermentsd with 2ach insertion.

= ferrors are found, regression festing will first be condustad o e urf,
et fien on the baseling whera the emrors were found.

- Every offort will be mode to schedule several basslines fo be tested
separaiely but in parsilel.
3.2 Methodologies and Techniques

Describz the methodology or teafing technigues that wil be used.

Zenmples

The pmyject test plans will mes! the requirements in IEEE.
Techniqug exampies are:

«  Black Box Techniques

* White Box Techniqgues

*  Siaiic Techaigues, which include:
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- Formod inspection

= Structursd Welkthrough

= Peer Review

4. Test Documentation

Describe the 158t documentation 1o be produced snd ussd on the project. Details of the
tees of supporing test documentation, their purpose 2nd yse are normally proyigded in

the Test Documentation Plan. If such & docurment will not be produced, then full details
of the test documents should be given here.

41 TestPians
Include il identifisd test plan documents, which will be produced for this project, ..
Test Flan, Accagtance Test Plan,

The details for sach test plan document listed should include:
¢ Name of document

#  Purpose of the document

= Qutline of the document's structure and contents

4.2  Supporting Test Plan Documentation
Icendly the types of supporting test plan documents, which will be used in the design,
executfion, and reporting of tests. These documants will be produced during the
development and ‘esting phesas fo support the planning and execution of the spacifisg
tesis. Vantous document types, which may be ussd, are:
Test Dzeign Specifications - A Test Design Specification refines the test approach. i
identifies t2st cases and test procedures required to accomplish the testing and specify
the feature pasefail critera,

Test Case Specifications - 4 Test Jase Specification details the actuzsl valuss usad for
input along with the anlicipated outpute of rezults for a Test Design.

Test Procedure Specifications - A Test Procedure Specfication lists the steps required
to operate the system and sxercizs @ particular test case sssociated with = test design.

Test Logs - A Test Log reconds what ocourned during test exscution.

Test Incident Reports - A Tast Incident Report describas any event that occurs during
testing that reguires funiher investigation.

Fault Reports - A Fault Report formally decumnents all faults, when they occurred, who
found them, who iz to resolve the fault, when it is resohed and how.
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Test liem Transmittal Reports - A Test tem Transmitial Report identfies ftems Deing

ransmitted for testing. The following Socuments contain &l Transmittal Reports
associated with a parboular test plan.

8. Test Rasponsibilities

51 General Testing Responsibitities
Describe the spstific responsibiliies for planning and exscuting the teating of the various
components within the profect. This ssclion must cover the approval and authorizason
of use of test plang, test documemiztion, etc. This section shewld describe the
responsibiliies of the client and third parties.

Example
= Test Manasges
Vierldos will assign a Test Manager who is responsibie for the devedopment and

implementation of test strafegies and plans. The Test Manager iz responsidis for
maintaining the organizetion of all tests and providing retrics reporting.

- Test Specizists

Test Specialists are responisible for planning, desigring and scripting all tests for
tteir assigned areas.

— Cusiomar

The customer will review and approve all test plans and reports and provide fes?
(5t3 ag specifed in the test plana.

5.2 Test Documentation Responsibilities
Deschibe the specific responsibilities within the project for the production (and use) of the
teet documeniation fisted in section 4 of the plan.

This is best grouped by test typs. For each fsst fype given in ascticn 2, provide & mairnix
indicating who is responsibls for producing the {est document and whe is responsible for
using it.

6. Test EnvironmentsiTest Data

6.1 Test Environment Summary
Defines the numiber of test environments needed, and the purpose and location of each
tesi envirgnment.

6.2 Test Environment Preparation
Defing the sieps nesded to prepars the test environment(s) ready for teet execution.

6.3 Test Envircnment Management

The fesi team controls the test envirenment(z) and the iming of each instalation of
software onfo it. Once oode haw been relaased o the test {zam and instafied on the t=st

TEgE L0 o8 8
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environment. the test snviranment is the master. f @ defect is raisad by the fest team
and the inetalialion and corfiguration of the test emdronment hes besn verifiad ta ba
corredd, it remains 3 defect unti the fest team has agresd that it tes been closed
sutoessiulky.

6.4 Test Envirenment Configuration
Define the configuration requirements for each test environment to be usad,

6.5 Test Date Requirements
Define the teat data requirements and from where the data showld be obtained. If test
dat® is to come from a five sourps, ensure that this iz stated and whe s responsible for
providing it.

6.6 Test Data Management
Define any procedures for the resstiing or reloading of test data,

7.  Fault Reporting

1.1 Defect Reporting System
Describe the sysiern to be used for reporting defects.

Example
All test incidenis found in the Component Integration, Syeatam and User
Acteptance Test phass will be recorrsd os defects. This project will use the
XXX Defect Trocking System. The Test Maneger, the Project Manager ond 2
User rapresantative will revigw the priorities of ail outstanding defects on a
regular basis. This will ensure thet defect priorties are set consistently and
correctly and 5t both a fechnital and o business input to the process are
recefed. i will al50 focus on ensuring that no foults that could Breaten the
successful axscution of a8 User Atcsptance Test are leff unresolved,

7.2 Defect Lifecycle Process
Diezcribe the standard Defiect Liecyele Process as perthe chosen Defect Tracking
System

7.3 Defect Priorifies

Ciegoribe the different statuess that will be assigned to sach defect for pIposes of
cisgoazation.

Erample
Thiz project wifl use 4 defect priprities az defined balow:
i Crgcal, system cannot be Implementsd

Seroys, must b2 fixed a5 soon as possible

Minimal scheduled fix réquired

Cosmetic, fix when convenisst

Au by e
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8. Tools and Trainihg

81 Tools
Igentiy all testing tools and provide for sach:

v flmma o 239 ol e oupiee ard suinpdsr

»  How gnd when it will be used

* Calibrstion requirements

On many projects, it may be necessary fo evaluate and selsct subable test toois, The

purpose, process and selection criteria for the evaluation should be documenied and
thess sctiviies must be plannad and scheduled.

8.2 Training

' Describe any specizlized fraining for testing, if sy, that is required. | this js described
ire another document {2.., Training Plan) then provide just a fist of raining n=sds hers,
plus a reference to the ofher document. This section should cover the tast training
required by the project team, and the cliant.

9. Record Collection, Maintenance and Retention
Deseribe the procedure for eollecting and maintaining afl test plans and iy test results.

Fage 30 of 35



CONFIDENTIAL V E R ' D O S

State of West Virginia

RFP to Provide Driver's License and ID Cards . IDENTITY SOLUTIONS
by Glesecke+Devrient
Page 332/340 and Bundesdruckerei
VERIDOS
b aEmn s SeEyTan %
ATy
Project
Authorized for issue by
= nager Signature Diala
Veridos Bigmature Dtz
Freject Manager

Ltate Here
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1.1  Purpose
Dezcribe 1he specific purpose of this plan.

1.2 Scope

Ickzratihd B flamns s Dban GoyEne

Descrite the redationship to other projed plans along with any specific orgenizationsl
Imerfaces required for the execution of the plan.

1.3 Definitions and Acronyms
Deﬁnenfmvmeare!emmmedeﬁmﬁmdaﬂtemmqumdmwmm
the plan. Desoribe the acronyaes and netaSons usad in the plan.

1.4 Assumptions
List the assumplions that have been mads in praparing this plan.

1.5 [Dependencies
Htate any dependencies on other dotuments, sysiems, applications, people, etc.

1.6 Related Bocuments
tdentify any other dotuments and their version that are related to o contain detalls
retewant to this plan.

2.  Test Summary ldentifier

3. Summary

4.  Variances
Sxample:
Conditions ideniified during the lesting resuited in changes ta the Detal Design

Specifications fo handle rounding errvrs,  This caused subseguent changes to
the code. B new fest cases were develioped.

5. Comprehensiveness Assessment
This iz whets tes! covergge is summarized.

Evanis:

The following summarized the coverage for each Test Design. For sach test, a
detatied matrix i sttached fo this document, relating the Case 1D to the System
Spacification Reference. This is for Reguirements Caverage and Design
Coverage, Domain Caverage and Exception Coverage.

=pma 4 of IS
FOE oF s
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Thers is ancliter attached document supporting the Branch, Subrouting and
Ceonditien Coverage cleims by Flow charts, decizion 1alies and in come casss,
oode instrumentiaton.

8. Summary of Resuits

Sxampls:
Five of the test casea axposed faults imvolving rounding erore. The emar s

fired by use of a different data type. The ‘28t caces at fault wars rerun and 2l
features posssd.

7.  Evaluation
Exarnple:

Unit testing passed its comprehensivenass crilenz. 19 fauits found. Three fzuite
rerain uncomrected These are Class-B faults. Resolution is still pending.
8. Summary of Activities
Ewaingds:

Uit Test Activities begun 21 Jan 2014 and was compleie 4 May 2014,

9. Approvals
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Exhibit C: Sample Project Work Plan

. Thi 8/28/1B Wik peofact Tlammps
|ES azesmes 2. S CA TS mis 21
[r-tmm- . = Eﬁumu- I Myg =
[ WVACiird Proguction Soirion TEAdaps Ved BAAE TN TLEAE
[l Complete Commesical Requiraments 250ays  hed 11716 Wed JENS
N Receqpt of Nolice of Award Doays  WRIAMME Wed BAME  WAEDT
3 e Receipt of Notica o Procses -3 bdays WedEMME  Tue 81413
13  Evecution of PRIME Coniract - Mdays  Wed BUME  Tue BEME  Venides WA
£l Schedule Project KiGkort Megitng ™ 3 gys  Wed BYEME TusS2eds vk .
NElF Conduct Project Kick-off days  Tue BéAE  Wed $BN%  EDCVerldos W
7151 H t5days Tee 1B Wed WS4 EDC.Veridos W
& hs2 T Dfdzye VAa U518 Wed @512  EDC.Verdosh
w 24 tdays  Thu§878  Thu 89318 Verdos
AR £ Siays  TruOEME e M2 Veridos
[FFRF) 11 1day  TrUSIME  Thu BA3CR  Vandes,EDG
1 213 1z Cdays  ThuG@M3M18 Tre 8138 Aava )
W |3 45tays  Thu BB Wed 11713
Z0days Thu 5%1E  Woed +03M3 Veruos
16 Aralysis -] 1hdays TRUSAIE  Wad &Q/fB EDC vendos
Docyraent & Anatyze Findings of WA Analysis 18 Sdays  TruB208 Weg B2613 EDC,verces
Develop Recommendations . 17 Saays Thu@Z7AE  Wes WI3MB EDC,verdes
Firdmgs & 18 Cdays  Wes TUVER Wed \/M8 Verides
Develop implsmentation Plan 8 asoaye  Thu SIS Wad 1978 Veritos EDC.Wh
Phase 5 £ 4 tiowgs K Developrient T0davs Mon$aT/ek £ e
Cant Fitfilreent Work package 158d2ys Blon BAMTAHB Wed SBME  Vendos
“Provide cai desighit/anies SGaE MOAWIINE FAeRINS VA
Create DL & 1D eard proofs 23 1idays MonS2448 Fmi0A28  Veddos
Review card proafs & provide feadback 24 SdmE  Mon 1DAS1E Friilis8  WYA
Update card procts 2 10days Mo HUZNMEF 1A veidos
Approve can prooks * Simm  Mon TiEE Fi@ME WA
Manatachre press proof sampiss i Z0daye  idon 1TXTA Friizmna’ - verdaos
Révisw preas prool samples and providé faamback E: Sigys  Mon 42M0HM8 Fii t2nan8 . Wil
Approve piess proofs and place ofdes 2 Odays  Fri 121418 FI2M4NE WYA
Manufstiure sgsoved UAT DL & 1D casds 30 didays  Bon 121719 Fn2He Verdos
‘Vauk UAT caids img iventory ) = L Mayr Mo 2T1M9 Wad 21319 vaenaos
. Manutzckars approved Producdon DL & 1D cams. a B0deys  Mend1ias fhiwyas | Veridos
Vauht Production cards Inte inventory <) 3days  MonS/6/19  Weds/sns  Vendos
Card Fuffilmeni System 145days Mon 111D/18 FHSITNS  Vesidos
Complste Requiraments Gathering ) 13days Moo T1H19/18 Wed 12I5H8 Venoes
Cofmplets Techmical Specifications 38 1308/ Thu 12y Won 12024/48 Veridos
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Tru 8/28/52 WYA pRSt Ten R
I'rasua-u r\redeeessm Pm P:rl _Fnhll Namas Inan = sﬁa —
Revaw Techincal Specificziions k) 1day Tue 12/25M8 Tue 122515 Veridos
Approve Technical Specifications a Odays Tue 122548 Tua 1212538
Cempigte Seitor Devatopmant ko Badays  wWad J226HE Mon 422118 Vengoe
Irmegrator & QA 49 3ddays Tsse A3G FHGTEe figos
Cavalcp CL Solution 123days Mon 112648 Fri S117H8
Campiets Syste Developmsnt HSdays Hon 112618 Frl 411918  EDC
De¢giormant of Securs SRS S0ution Speificatan Mdzys  Mon 11/ZAME F 1221118 EDC
Lompae PR Cata Mogel 44r5-Tize  Sdays’  Mon IZ3IMS FR1ANG EDC
Cempate Daa idgrator Utltes 25 Sdaya Mo ETNE FRMIMD EDC
VNG egr Frodusion magraten 8 fddays Mom 1/MN9 FEARSHE  EDC
Compigte Exemal Masssgng Infegraar 45 13ys Mo 72 FMI5S  EDC
Corplate arifiens 2nd LesrireTates <8 30days Mo 128MB Fi3AH9  EDC
Complgte Soluton Seperts iz 3Gdays Mon3TIAS FA4AS(1e  EDC
Sempiets Salutsn DosuTantatan . 10Edays Mon 1224H8 Fi511THS  £0C
Devsiop Data Migratian Plan 2EE2+1los5 t0days  Mon IT9 Fridf25HE  WVAEDS
Developren of Syslam intégravan Teel& T Plan a4 20ciays  on 122418 FA1H8M8  EDC
Devsiopmant of User Alosptanie TestUAT Fian £3 Hdays Mok 12119 FnMENME  GAVA
Compieta Saliton Desumentatan - Cograter g iddays  MondM1Ne Fiideaid  EDC
Complaie Salutén Tesumentation - Admmin bl days Mon 42318 FHSATAS EDC
Phose § Tasling Exayy Moo dRis Te /s
Satuttan Depleymen: lc TEST Environmsnts G2days Mon 422M8 Tuee 7MENE
ingall - Integraton Test Emviranmant 43 1y Mo 42219 Mon 42319
Compate Dala Mgraror for itegration Testng 59 tday Tue 42313 Yue 423H8
Camplets Development Negratan TegimgrbiT ‘5343 19355 Tue 4238 Mon 5T ELC

Cempists Zyatem Intagnddon Test
Conzuet Eng=oEnd Intzgrated Testing

Inglall - User Accantancs EnvimnmentLAT
Comipiete Dam Kgraten far UAT Testing
Compiete User Arcaptanta TasungUAT
Fergrmance wsung .
Card Proguction Usar Actaptanes Testing

Fhoos 8 Depioyment

YWVA gign-of to Implement

Z0days  Tow 514579 Mon &10019

Tue 51418 Man 61018 EDC,WVA
Mon 1Y Wed &AN19  EDCWYA
Thuehy Fiemne ;
Bon G10HE FiZBHG T WA
MonTRIE | Tue 7MEMO

Bon B1M8  Thu SE7HR Vendds
FETHE  Tua 810

43dsys Fri@74%  Tusad4g

Enifranment gzt - Proguctisn/PROD Environman: &6FF-5days  ddays Ved 82818 Trgliap

Enyironment irstait - Disastar Recovery DR Ermirgrment il 3days  Wem e

Camplate Data Migretion 161 Procuctior m " days | NonTAAD

Complet Premeliun Lo Froduction 43days Fig718 Tue@3af
Implamadt Card Fulfiment System A3dEys  FASANG TEE2E
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[Predecessory. iymaun ‘ T | myz:a ‘ i
Fipprove Premotion of Coade inw Producion Sdays  ThJE2719 T EZTAR
CODE FREEZE BEFF-10days Hdayr  Faefie  RE6R419
Irssiail Apglication and On-ing Servican TEFS+14days t0days ThaTMBME Wed TR1A9 Vendos ,
Golive . 78 Loy TEAMS | Thugdys N
First Run Assistance 7 3days  Fn82M3  TueA8M9  Veridos
Provids Training 200days Thu 19/4188  Wed 7H0M2
Daveiop Training Plan 15 Wdays  Thy 1MNHB  Wed 14/14/18 EDCWVA
Approve Training Flan 82 SBdsys Mon 4220 Wed TA0MS WA
Compléis Training Resdiness Sedays Mfon &(Z2M0 Wad JMEMS WYA
Identify tralning popacfations 15days  Mom /22119 Fd BOM3  EDCMWA
Idantily UAT parsoned for training ] i5daye  Mon 422D FnSMoNg
idantify persanngl for Operator eoiese 0 thdays  Mon 42218 FrSNMBMG
idandfy parsonnzl for Sacurs Admin course z0 thdays’ Mondfopg E nrg -
idantly personnel for Satura Adjudicaion 2] i5days | Mon #2318 FriSHos
identily parsonnil for Yraln the Trainer course frequired 50 t5dayn  Mon 42218 FASMOHE
Schedille trainees I Sidays Moo 4ZIM8 Wed TAOMD EDCWVA
‘schadule UAT training, if fepured . 8488154t &days  Mon 513HR Fnafing
schadule Secura Adminisirafor training ciasses B48S-15dzys 1Ddays Mo diZE  Fr 5319
Schedule Setura Training tasses 4£3days  Bon 53108 Wed 708
scheduile Oparatar training for UAT personnel, fraquied  8485150ays Sdays  Won 53O FriSA7HG
scheduie Operator irining for UAT persofingl, f faqlired  £458-150ays Soaye  Mkon 513118 Fri 577770
’ schechde Secura Operatos eizsses for Plict sée persomal 11855-20days Sdays  Thu&B18  Wed 6128
schedyle Secura o training for Piot o 11855-20days Sdays  The 6810 Wed 61218
Scheduly Seoura Operator Training tor Implementation sitesa7 20days  Tha$M3M9  Wed 70V
10 725238 Secura Adufication Training for n &7 " Zbdays  ThuBH3MO  Wed 7itivg
1 [7213° Prepara Training room {s) ’ 9488 Sdays  Mon &1AMS Frisif7/4e
we T2t4 ’ 51 250ays  Mon&019  FrieR21ig
03 1215 02 3days  Mon 6/24MS Wed 62518 EDC
08 13 Adays  Thu®M3M8 Tue 64813 EDC
05 44388 422a0m 123 Tru 1219 Thu G0
W25 3zas FriS4NME Tue Sh&M9
el 1135%-1aae Soas ThusM3Me ThuGM3IS EDC
7 Bocura Adladiomion THaiing - Folea D5854 n uslness 4 1555-132a;8 4fdi3 Thu #1345 Tuoe 6118HE
28
Train e Trainer Cearss” 106 ddays  Woed 814819 Mon §2418
Complate CLO Stte Inmizilatons Tidays Wed 6518 Thu 12510
Compes Piktt Phas Sidays Wed G518  Thi 8/4519
Tondozt Sia Readinees " 15days . Wed 6510 Wed §2619
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Stape Exupmer Delverias for edon Pilot 8 11868-150ays 4y TRUBMS  Tus BABAS
Brip Eruipmant for sact Pt 378 1124 Sfays  Wed BMBMD Tup &TSME
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July 2, 2018

Melissa Pettrey, Senior Buyer

Department of Administration, Purchasing Division
2018 Washington Street Fast

Charleston, WV 25305-0130

RE: RFP DMV1800000001

Dear Ms. Pettrey,

On behalf of Veridos America, Inc. we are pleased to present sample cards for our Proposal in response to
West Virginia Division of Motor Vehicles (WVDMV), to RFP DMV1800000001. Driver's License and ID
Card.

Our Technical and Cost Proposals are being submitted in a separate package. Please include the sample
cards with our proposal package to be considered as part of the evaluation process,

Sincerely,
< ¢
:’/"Wt’{,iéav%- geatiZ

Kathleen Synstegaard
Director, Sales USA



"‘West Virginia omvens uicense Uo

1,2 NAME

DOE, -
JOHN J '.1
b3

3 2020 ENTERPRISE PKWY
BLUEFIELD WV 24701

ANMEER  1234.5678-9900 £l
4285 08/08/2018 4EXP O8/08/2822

05 ABCA23456789  16HCT & Q"
16SEX M

BCiAss p o
saEND NONE P e pmrat 3
12REST X 1

el 10/30/1992 wews BLU




b |

0 0 DO 0

000000000

Endorsements: NONE

Restrictions: X - Corrective lenses



