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Proc Folder :

Solicitation Description :

Proc Type :

Date issued Solicitation Closes Solicitation Response Version

Solicitation Response

Purchasing Division
2019 Washington Street East

Charleston, WV 25305-0130
Post Office Box 50130

State of West Virginia

492266

Video DOT Services

Central Master Agreement

2018-11-26

13:30:00

SR 0506 ESR11261800000002494 1

 VENDOR

VS0000017521

emocha Mobile Health Inc.

Comments:

Total Bid : Response Date: Response Time:Total Bid : 

Solicitation Number: CRFQ 0506 EHP1900000001

$1,500.00 2018-11-26 13:14:55

We greatly appreciate the effort involved in posting and reviewing this solicitation. We are grateful for
the opportunity to present our proposal and hope to work with the West Virginia as we all work
toward TB Elimination. We hope to hear from you soon and hope you have a wonderful week!
Sincerely,
The emocha team - Sebastian, Katrina, Tom, Lamar, Edgar, Michelle, Morad, Amanda, May, Aditi,
Chris, Lauren, Valerie, Mike C, Mike R, Randy, & Gayle.

FOR INFORMATION CONTACT THE BUYER

Signature on File FEIN # DATE

All offers subject to all terms and conditions contained in this solicitation

FORM ID : WV-PRC-SR-001

April E Battle

(304) 558-0067
april.e.battle@wv.gov
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 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

1 4.1.1 Patient rate/5 patients per
month

5.00000 EA $50.000000 $250.00

43233502

4.1.1 Patient rate/5 patients per month

Comments: The Agency is able to select either monthly patient pricing or monthly healthcare reviewer pricing. This represents the
Unit Price for patients per month.

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

2 4.1.1 Health care reviewer rate/5 per
month

5.00000 EA $250.000000 $1,250.00

43233502

4.1.1 Health care reviewer rate/5 per month

Comments: The Agency is able to select either monthly patient pricing or monthly healthcare reviewer pricing. This represents the
Unit Price for healthcare reviewers per month.
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Department of Administration, Purchasing Division 
2019 Washington Street, East 
Charleston, WV 25305-0130 

November 26, 2018 
 
Dear West Virginia Department of Health & Human Resources, Office of Epidemiology & 
Prevention Services Division of Tuberculosis Elimination: 

 
On behalf of emocha Mobile Health Inc. (emocha), it is our privilege to offer our proposal for 
CRFQ EHP1900000001: Video Directly Observed Therapy (DOT) Service. The emocha 
platform consists of a patient-facing mobile application, a care team-facing web portal, and a 
care team-facing mobile application. This allows the health department to quickly and 
conveniently enroll patients into video DOT from the field or on a computer while allowing 
patients to securely video record themselves taking medication. The platform was created by 
clinician scientists at the Johns Hopkins Center for Clinical Global Health Education in 2008 
before the company was founded to license and commercialize the technology in 2013. 

 
We have the pleasure of serving state and local health departments around the world as our 
customers. Over 95 states, cities, and municipalities in the US alone use emocha as their TB 
video DOT platform alongside researchers across over 20 academic medical centers around the 
world, including West Virginia University. In addition to TB, the platform is being used to support 
several use cases including but not limited to: outbreak symptoms monitoring, hepatitis C 
adherence, linkage to care for pre-exposure prophylaxis, and opioid use disorder treatment. 

 
We have a robust and growing team fully-dedicated to developing the emocha video DOT 
platform. Our multi-disciplinary team of in-house business professionals, engineers, and 
designers are eager for the opportunity to work with your team in West Virginia to improve 
health outcomes while optimizing workflows for public health workers using emocha’s video 
DOT platform. We hope that you will consider using emocha to support the critical work your 
team carries out to achieve tuberculosis (TB) elimination.  

 
Please feel free to contact me should you have any questions regarding this application.  
 
Sincerely, 
 
 
 
 
Sebastian Seiguer JD, MBA  
Chief Executive Officer 
 

emocha Mobile Health Inc.   |   1812 Ashland Avenue, Suite #100 Baltimore, MD 21205   |    @emochaHealth 

 





























Katrina Rios, Director of Strategic Partnerships, Public Health 

1812 Ashland Avenue Ground Floor Suite 100 Baltimore MD, 21201

305-767-8879

krios@emocha.com

emocha Mobile Health Inc.

November 26, 2018

Sebastian Seiguer, Chief Executive Officer

410-804-0059

Sebastian Seiguer, CEO

Director of Strategic Partnerships, Public Health
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Katrina Rios, Director of Strategic Partnerships, Public Health



 

SPECIFICATIONS 

 

1. PURPOSE AND SCOPE: The West Virginia Purchasing Division is soliciting bids on behalf of 
West Virginia Department of Health and Human Resources Bureau for Public Health Division of 
Tuberculosis Elimination to establish an open-end service contract for asynchronous video 
directly observed therapy (DOT) service. 
 

NOTE: This request is covered in part of in whole by federal funds. All bidders will be  
required to acknowledge and adhere to Attachment 1 - “Provisions Required for 
Federally Funded Procurements”  

 
NOTE: The WVDHHR has developed an EEOP Utilization Report and it is available at: 
HTTP://WWW.WVDHHR.ORG/PDFS/H1.5%20UTILIZATION%20REPORT%20AND%2
0EEO%20POLICY.PDF  
 

2. DEFINITIONS: The terms listed below shall have the meanings assigned to them below. 
Additional definitions can be found in section 2 of the General Terms and Conditions.  
 

2.1 “Contract Services” means provide an application for video recording of directly 
observed therapy as more fully described in these specifications. 
 
2.2 “Pricing Page” means the pages, contained WVOASIS or attached hereto as 
Exhibit A, upon which Vendor should list its proposed price for the Contract Services. 
 
2.3 “Solicitation” means the official notice of an opportunity to supply the State with 
goods or services that is published by the Purchasing Division. 
 
2.4 “Directly Observed Therapy” (DOT) is an adherence-enhancing strategy in which 
a healthcare worker or other trained person watches a patient swallow each dose of 
medication and is accountable to the public health system. DOT is the standard method 
of care for all patients with TB disease and is an option for patients under treatment for 
latent infection.  
 
2.5 “Asynchronous Video DOT” means an internet connection and/or cellular data is 
not needed for recording of the patient taking the medication. Videos can be recorded 
and securely uploaded once connected to data or a wireless internet connection.  

 

3. QUALIFICATIONS: Vendor, or Vendor’s staff if requirements are inherently limited to 
individuals rather than corporate entities, shall have the following minimum qualifications and be 
able to provide proof upon request:  
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Requirement Response 

3.1. Vendor must have a minimum of 3 years’ 
experience providing asynchronous video 
DOT service. 

 
 

Yes. emocha has been providing 
asynchronous video DOT as a company for 5 
years. The platform has been refined over the 
last decade as it was originally developed in 
2008 by clinician scientists at the Johns 
Hopkins Center for Clinical Global Health 
Education before being licensed in late 2013. 

3.2. Vendor must have a minimum of 3 years’ 
experience providing asynchronous video 
DOT service with other public health entities.  

Yes. emocha has been providing 
asynchronous video DOT services to other 
public health entities, domestically and 
internationally, for 5 years. Over 100 health 
departments around the globe have access to 
emocha for TB treatment support. Please see 
Attachment 1 for a Letter of Reference from 
Harris County Public Health for their account 
on how emocha collaboratively works with 
their public health entity.  

 
4. MANDATORY REQUIREMENTS 

 
4.1 Mandatory Contract Services Requirements and Deliverables: Contract Services must meet 
or exceed the mandatory requirements listed below. Vendor shall provide Agency with the 
Contract Services listed below on an open-end and continuing basis. 

Response : the emocha platform meets or exceeds all requirements outlined below (see 
Table 1 for responses to items 4.1.1.1 - 4.1.1.26 ) and will be provided to the Agency on 
an open-end and continuing basis. The platform can be seen in Attachment 4. 
 

4.1.1. Vendor will provide an asynchronous video DOT application for the per patient rate of an 
estimated 5 patients per month and for the per healthcare reviewer rate of an estimated 5 
healthcare reviewers per month.  

Response : the emocha platform charges on the basis of patient users per month or on 
the basis of healthcare reviewers reviewer per month. The Agency is able to choose the 
pricing model that best suits their needs. Please see Exhibit A for a pricing breakdown 
on the patient user pricing and Attachment 2 for an additional pricing list.  

 
Table 1: Asynchronous Video DOT Requirements & emocha Responses  

Requirement Response 

4.1.1.1 Asynchronous video DOT application 
must be Health Insurance Portability 

Yes. The emocha platform is Health 
Insurance Portability Accountability Act 
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Accountability Act (HIPAA) compliant and 
provide end-to-end encryption 

(HIPAA) compliant and provides end-to-end 
encryption. Please see Attachment 3 for the 
emocha HIPAA Security White Paper for 
additional information on data security.  

4.1.1.2 Asynchronous video DOT application 
must be compatible with Android and iPhone 
Operating System (iOS) devices and contain 
a web-interface 

Yes. The emocha mobile application for both 
patients and care teams is compatible with 
Android and iPhone (iOS) devices as well as 
tablet devices. The emocha web interface is 
available on all major web browsers, 
including but not limited to Internet Explorer, 
Firefox, Chrome, and Safari.  

4.1.1.3 Asynchronous video DOT application 
must track observed and/or reported 
symptoms and medication side-effects 

Yes. The emocha platform allows the health 
department to track observed and/or reported 
symptoms and medication side-effects. The 
health department is able to customize which 
symptoms or side effects they want captured 
on the patient mobile application as well as 
the desired behavior for reported symptoms 
or side effects. For example, if a patient 
reports a concerning symptom or side effect 
then the application can stop them from 
taking a video. This can prompt an immediate 
SMS to the care team while giving the patient 
a dialable phone number on the application 
screen to contact their care team. Once the 
symptom or side effect has been addressed, 
a patient can log back into submit their dose 
for the day. If a patient reports a symptom or 
side effect that is not concerning, the report is 
still documented and submitted along with 
their video to the emocha web portal. 

4.1.1.4 Asynchronous video DOT application 
must provide a date and time stamp for all 
videos.  

Yes. All videos are date and time stamped for 
when the videos were actually recorded even 
if the video transmits over data or WiFi days 
later. This means that with or without 
connectivity, the care team can still verify if 
patients took their prescribed doses at the 
right date and time. 

4.1.1.5 Asynchronous video DOT application 
must provide automatic patient reminders. 

Yes. Using SMS or in-app notifications, 
emocha can send patients medication 
reminders twice-daily, at program and patient 
configurable times, unless a video has 
already been submitted for an expected dose. 
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The health department can customize the 
desired email notifications regarding patients 
who have missed submissions or patients 
who have submitted side effects.  

4.1.1.6 Asynchronous video DOT application 
must provide in-person DOT support. 

Yes. The emocha platform facilitates logging 
many different modalities recognized by the 
Centers for Disease Control & Prevention for 
doing DOT: asynchronous video, livestream 
video, in-clinic DOT, and in-field DOT. 
Health department staff can use the 
‘emocha Care Team’ mobile application to 
asynchronously log DOT while in the field, 
get directions to a patient’s home, and call 
or message them from the app. Data is sent 
to the web portal once the healthcare worker 
is in an area of connectivity. Alternative DOT 
forms can also be comfortably documented 
from the web interface. All patient forms of 
DOT are reconciled to give a complete dose 
count even when several different modalities 
of DOT are used during a patient’s 
treatment. 

4.1.1.7 Asynchronous video DOT application 
must provide ability for a provider to initiate a 
HIPAA-secure live chat with a patient. 

Yes. The emocha platform facilitates 
HIPAA-secure live chat between health care 
workers and patients. Health department staff 
can also send one-way SMS messages to 
patients from the web portal to easily send 
custom reminders, encourage patients for 
their adherence, or correct incorrect 
procedures.  

4.1.1.8 Asynchronous video DOT application 
must provide multi-device login capability for 
user (i.e. information is tied to a user id, not 
the device). 

Yes. Multiple patients sharing a single device 
can each log onto the emocha mobile 
application with their own credentials 
(username / password, PIN code, or 
fingerprint login options) which keeps their 
data stored separately.  

4.1.1.9 Asynchronous video DOT application 
must provide report generation and the ability 
to create regular, customizable data exports 
(.csv and/or .pdf) 

Yes. The health department can quickly 
generate reports on-demand at patient and/or 
population levels in .csv and/or .pdf format 
over any desired date ranges. Many health 
departments utilize this functionality to 
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generate weekly or monthly reports to 
discuss during case management meetings. 

4.1.1.10 Asynchronous video DOT 
application must provide ability to visualize 
both population level and patient-specific 
analytics  

Yes. The emocha web interface shows 
detailed analytics at patient and population 
levels. Analytics visualize patient level data 
to provide summary metrics, including 
average adherence rates by phase, reasons 
for video submission rejection, and 
patient-reported side effects. Individual 
patient analytics break down submission 
status and phase adherence by unique 
phase. Further, data on average video size, 
video length, side effects, overall adherence 
and total missed videos are readily 
available. Submission status can also be 
viewed in an adjustable, submission timeline 
format. Reports can be saved, exported, 
and printed, and can easily be filtered based 
on submission type, date range, and video 
status (accepted, rejected, missed, etc). 

4.1.1.11 Asynchronous video DOT 
application must support multiple dosing 
schedules (i.e daily, split or intermittent)  

Yes. The emocha platform supports multiple 
dosing schedules (i.e daily, split, intermittent) 
and allows the health departments to 
retroactively make changes to medication 
regimens to ensure all data on emocha is 
up-to-date. All health department users can 
determine which patients require certain 
dosing schedules and any changes made on 
the web portal are reflected in the patient’s 
mobile application upon next login. 

4.1.1.12 Vendor must offer daily unlimited 
use of the system. 
 

Yes. The emocha web portal, emocha patient 
application, and emocha Care Team 
application are available 24/7 for unlimited 
use.  

4.1.1.13 Vendor must provide configuration 
and set up of mobile portal and web 
application 

Yes. An emocha team member will assist the 
West Virginia Department of Health team to 
determine the desired configurations, work 
with the emocha technical team to build and 
quality assure the configurations, and set up 
in-person or WebEx training with the West 
Virginia Department of Health team to 
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hand-off the custom configured patient mobile 
application, provider web portal, and provider 
mobile application.  

4.1.1.14 Vendor must provide web-based 
training for onboarding of patients and 
healthcare reviewers  
 

Yes. An emocha team member will do 
in-person and or WebEx training with the 
West Virginia Department of Health team to 
onboard patients and healthcare reviewers 
onto the platform. Upon completion of an 
initial training, all users will have access to 
step-by-step video guides, additional training 
materials, and patient onboarding materials. 

4.1.1.15 Vendor must provide 24-hour online 
technical support 

Yes. Upon implementation, the emocha 
support team contact information will be 
distributed and all emocha users will gain 
access to the 24/7 support portal.  

4.1.1.16 Vendor must provide telephone 
access to technical support during normal 
business hours of 8:30am to 4:30pm EST 
Monday through Friday  
 

Yes. Upon implementation, the West Virginia 
Department of Health team will receive 
telephone access to emocha support team 
members during normal business hours of 
8:30am to 4:30pm EST Monday through 
Friday. 

4.1.1.17 Vendor must submit a plan to the 
State of WV, Office of Epidemiology and 
Prevention Services Division of Tuberculosis 
Elimination upon award of the contract of how 
a data breach will be handled within 30 days 
of award. 

Yes. The emocha team will submit a plan to 
the State of WV, Office of Epidemiology and 
Prevention Services Division of Tuberculosis 
Elimination upon award of the contract of how 
a data breach will be handled within 30 days 
of award. The plan is readily available and 
has been in effect since early 2014.  

4.1.1.18 Vendor must sign a vendor 
confidentiality agreement 
(http://www.onlinelearning.wv.gov/course/DH
HR01/confidentiality%20acknowledgement.p
df) and ensure privacy of data prior to 
contract award. 

Yes. emocha will sign a vendor confidentiality 
agreement and ensure privacy of data prior to 
contract award.  

4.1.1.19 Vendor will maintain application 
security to prevent unauthorized access to or 
disclosure of data transmissions. 

Yes. emocha will maintain application 
security to prevent unauthorized access to or 
disclosure of data transmissions. Please see 
Attachment 3 for the emocha HIPAA Security 
White Paper for additional information on 
data security.  

 

 

emocha Mobile Health Inc.   |   1812 Ashland Avenue, Suite #100 Baltimore, MD 21205   |    @emochaHealth |      5 



 

4.1.1.20 Vendor will notify the State of WV, 
Office of Epidemiology and Prevention 
Services Division of Tuberculosis Elimination 
by phone and email, given upon award of 
contract, of any unauthorized attempt to 
obtain access or otherwise tamper with data 
immediately upon discovery. 

Yes. emocha will notify the State of WV, 
Office of Epidemiology and Prevention 
Services Division of Tuberculosis Elimination 
by phone and email, given upon award of 
contract, of any unauthorized attempt to 
obtain access or otherwise tamper with data 
immediately upon discovery.  

4.1.1.21 Vendor will maintain active audit logs 
for one month on the server and store the 
previous month, keeping a minimum of four 
months of audit logs onsite. 

Yes. emocha always has audit logs readily 
available on the web interface and keeps a 
minimum of four months of audit logs onsite. 
 

4.1.1.22 Vendor will provide privacy 
protections equivalent to those provided by 
Standards for Privacy of Individually 
Identifiable Health Information, 45CFR Part 
160 and Sub-Parts A&E of Part 164. 
https://www.hhs.gov/sites/default/files/introdu
ction.pdf  
 

Yes. emocha will provide privacy protections 
equivalent to those provided by Standards for 
Privacy of Individually Identifiable Health 
Information, 45CFR Part 160 and Sub-Parts 
A&E of Part 164. This protocols, protections, 
and procedures are readily available.  

4.1.1.23 Vendor will notify the State of WV, 
Office of Epidemiology and Prevention 
Services, Division of Tuberculosis Elimination 
immediately by phone and email, given upon 
award of contract, of any unlawful or 
unauthorized use of disclosure of protected 
health information (PHI) of which they 
become aware, if the data is determined to 
have been compromised. The vendor will 
provide all necessary details including, but 
not limited to, what data was compromised, 
when, how and by whom; and when they first 
became aware and provide a corrective 
action plan as to how any unlawful or 
unauthorized access will be avoided in the 
future.  

Yes. emocha will notify the State of WV, 
Office of Epidemiology and Prevention 
Services, Division of Tuberculosis Elimination 
immediately by phone and email, given upon 
award of contract, of any unlawful or 
unauthorized use of disclosure of protected 
health information (PHI) of which they 
become aware, if the data is determined to 
have been compromised. emocha will provide 
all necessary details including, but not limited 
to, what data was compromised, when, how 
and by whom; and when they first became 
aware and provide a corrective action plan as 
to how any unlawful or unauthorized access 
will be avoided in the future. emocha can act 
as Business Associate under a Business 
Associates Agreement with State of WV. 

4.1.1.24 Vendor will work with the State of 
WV, Office of Epidemiology and Prevention 
Services, Division of Tuberculosis Elimination 
to investigate and comply with any state or 

Yes. emocha will work with the State of WV, 
Office of Epidemiology and Prevention 
Services, Division of Tuberculosis Elimination 
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federal laws 
(http://technology.wv.gov/SiteCollectionDocu
ments/Policies%20Issued%20by%20the%20
CTO/2017/PO1001_Security_Sept2017.pdf)  

to investigate and comply with any applicable 
state or federal laws.  
 

4.1.1.25 Vendor will document and keep 
current its security measures as required by 
applicable law: 
http://technology.wv.gov/SiteCollectionDocum
ents/Policies%20Issued%20by%20the%20C
TO/2017/PO1001_Security_Sept2017.pdf 
 

Yes. All emocha security measures are 
organized and documented using the 
Ostendio software and available for review at 
any time. emocha will remain in compliance 
required by applicable law.  
 

4.1.1.26 In the event of termination of vendor 
services, the vendor will surrender and 
transfer all data to the Division of 
Tuberculosis Elimination, allowing for 
electronic download file transfer protocol 
(FTP). After confirmation of successful 
transfer, the vendor will destroy all data to 
ensure data privacy.  

Yes. In the event of termination of vendor 
services, emocha will surrender and transfer 
all data to the Division of Tuberculosis 
Elimination, allowing for electronic download 
file transfer protocol (FTP) or other exports of 
captured data before destroying it all to 
ensure data privacy.  
 

 
 
5. CONTRACT AWARD 

 
5.1 Contract Award: The Contract is intended to provide Agency with a purchase price 

for the Contract Services. The Contract shall be awarded to the Vendor that provides the 
Contract Services meeting the required specifications for the lowest overall total cost as shown 
on the Pricing Pages.  
 

5.2 Pricing Page: Vendor should complete the Pricing Pages by entering the Unit Price 
per patient and then multiplying it by the Estimate Quantity (5) in order to find the Extended 
Price for each of the Contract Items. Add the totals in the Extended Price for each of the 
Contract Items. Add the totals in the Extended Price Column together to find the Grand Total. 
Vendor should complete the Pricing Pages in their entirety as failure to do so may result in 
Vendor’s bids being disqualified.  
 
The Pricing Pages contain a list of the Contract Services and estimated purchase volume. The 
estimated purchase volume for each service represents the approximate volume of anticipated 
purchases only. No future use of the Contract or any individual service is guaranteed or implied.  
Vendor should type or electronically enter the information into the Pricing Pages through 
WVOASIS, if available, or as an electronic document.  
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Katrina Rios
305-767-8879

N/A
krios@emocha.com



0 0

$290 (first 3 
healthcare 
reviewers)

190 (each 
thereafter)

($290 + $290 + 
$290 + $190 + 
190 ) = 

$1,250 / month

$15,000$1,250 x 1215,000
5 healthcare 
reviewers x 12 
months

$0 per patient rate

emocha Mobile Health Inc. 

1812 Ashland Avenue
Ground Floor Suite 100
Baltimore MD, 21201

50

250 $0

3,000

3,000 (annual recurring)
+ $900 (one-time set up)
= $3,900 Year 1 



1812 Ashland Avenue
Ground Floor Suite 100
Baltimore MD, 21201

N/A

krios@emocha.com

305-767-8879

Katrina Rios

November 26, 2018



























NOTE: emocha has a notarized copy of this Affidavit and dated November 24, 2018 and will 
provide to the Agency upon Contract award if selected.  





NOTE: emocha has a notarized copy of this form signed and dated November 24, 2018 and will 
provide to the Agency upon Contract award if selected.  



Attachment 1: Letter of Reference





emocha Mobile Health Inc. 

Additional Service Offerings  

effective as of 10/1/2018   

 

The following additional emocha service offerings are available. Please see the table below for              
description and cost information. 
 
emocha Additional Service Offerings  

Service Offering Description One 

Time 

Cost 

Monthly Cost  Annual Cost  

Billing 
configuration with 
EMR or billing 
system integration 

Interface with EMR or 
billing system; transport 
of DOT or video DOT 
records and codes into 
3rd party system 

TBD TBD n/a 

emocha 
pre-exposure 
prophylaxis (PrEP) 
linkage to care 
module 

emocha’s PrEP linkage to 
care module can be a 
helpful adjunct to TB 
program activities that 
facilitates real-time, 
HIPAA-secure chat 
between a healthcare 
worker and person 
looking to be connected 
to a PrEP prescriber near 
them. The emocha web 
portal can visualize the 
cascade of care  

$4,000  $290 per provider 
per month for the 
first 3 providers, 

$190 for 
providers 
thereafter 

 
Note that County 
Staff who have a 

license to 
emocha video 

DOT can access 
this module at no 
additional charge 

per month. 

n/a 

emocha outbreak 
symptoms 
monitoring module 

emocha can rapidly 
deploy an outbreak 
symptoms monitoring 
application for monitoring 
symptoms of Ebola, 
Measles, MERS, or 
disease of interest to the 
health department.  
 

$3,500 $290 per provider 
per month as 

needed for the 
first 3 providers, 

$190 for 
providers 
thereafter 

 
 

Note that County 
Staff who have a 

license to 
emocha video 

DOT can access 
this module at no 
additional charge 

n/a 
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per month. 

emocha Devices emocha can provide 
Android smartphones 
(version 6.0 or higher) for 
the health department to 
loan to patients who do 
not have their own 
device. Includes shipping, 
configuration with 
emocha and handling. 

$125 - 
$180 

n/a n/a 

In-person Training Daily rate includes travel, 
lodging, other expense, 
and one day of training 

$1,900 Cost of visit, including all travel 
expense and training costs, for an 

in-person training at customer 

Additional Foreign 
Languages  

All 22+ languages 
included in standard fees. 
This position is for 
translating and 
integrating a new 
language into emocha. 

$500 per 
language 

No monthly charges.  
Note that requests made by 

customers for new languages are 
made available to ALL emocha 

customers. 

Additional 
Subscription, 
County Staff 
access 

Healthcare worker 
licenses for accessing 
emocha Web Portal or 
mobile app for healthcare 
workers 

 $290/per provider 
per month for first 
three; $190 per 
provider per 
month thereafter 

 

HIPAA-compliant 
Archive, inactive 
patient data for 
extended term 

Storage of inactive 
patient data (optional) for 
over a period of one year.  

  $500 

Software 
Customization 
beyond Scope of 
Work 

Fixed price customization 
is available upon request 
and based upon the 
following schedule of 
hourly rates. Note that 
extensive customization 
may impact monthly 
subscriptions. 

n/a to 
this 
proposal 

n/a to this 
proposal 

n/a to this 
proposal 

Hourly Rates Senior Software Engineer  $140/hour 

Hourly Rates User Interface Designer  $120/hour 

Hourly Rates                                       Project 
Manager  

 
 

 $88/hour 

 

emocha Mobile Health Inc.   |   1812 Ashland Avenue, Suite #100 Baltimore, MD 21205   |    @emochaHealth 
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User accounts are defined by a set of role-
based permissions and only users with elevated 
permissions are capable of modifying a user’s 
access. The system’s position towards any user 
action is “default-deny”. That is, unless a user 
has specifically been granted the right to perform 
an action, via a permission they’ve been explicitly 
granted by an administrator, the action is not 
permitted. An interface is provided both to add 
and remove roles from user accounts, and also to 
define new roles, or add and remove permissions 
from existing roles. Multiple roles can be assigned 
to the same user.

All input to the system is checked for validity before being 
processed. Validation is both done on the client and 
server sides; client-side as a user-experience convenience 
and server-side for data validation. The backend system 
assumes all incoming data to be tainted and will not use or 
store any data until validation is complete. This validation 
(based on formatting, length, range, etc.) is supported by 
the check for malicious intent (XSS attacks, SQL injection, 
etc.). Most parameters are marked as required and an 
absent or malformed required parameter or a present 
but malformed optional parameter will result in the entire 
request being declared invalid returning an error.

Every interaction with the system, with a few exceptions 
such as logging in and recovering a lost password, requires 
a valid, recent, session token which is returned as part of a 
successful authentication.

Session identifiers are stored as encrypted cookies on 
the device or browser, and chosen from a large, random, 
address space. These are not predictable and any 
modification of the local value will invalidate the session. 
No user-provided data (other cookies, roles/permissions, 
etc.) is used by the system and is ignored if provided (other 
than the session identifier). The backend fetches that 

Authentication is managed with a username and password 
(adhering to the emocha password standards). Users are 
authorized to perform only the actions explicitly granted 
to them by the roles they have been assigned. Before 
allowing any user interaction with the system (for instance 
viewing patient information, creating a new user account, 
scheduling an appointment), the user’s permissions are 
checked to determine if they are allowed to perform the 
specified action and whether they’re allowed to access the 
object in question. A given user may be configured to only 
be allowed access to view or modify certain patients.

In the event that a user has forgotten their password, they 
can request a password reset for their username. This will 
generate a message to the email address associated with 
that account containing a time-limited single-user token 
which can be used to enter a new password.

emocha Security & HIPAA Compliance

User Roles and Administration

Security Overview

Access

Input Validation

Session Management & Timeouts 

Authentication & Authorization

The emocha platform is a suite of patient engagement and 
medication adherence applications, with both mobile (iOS 
/ Android) and web components. All emocha applications 
comply with HIPAA regulations on how to handle protected 
health information (PHI), including but not limited to secure 
encryption of data, access controls, and industry-standard 
best practices. A robust role-based permission system 
limits system access to only authorized, authenticated 
users to ensure the need-to-know basis of PHI. All PHI is 
encrypted both in-flight and at-rest, and all access to, or 
modification of, patient data and system configuration is 
logged complying to both HIPAA and IRB requirements. 
The server infrastructure is secured from both physical and 
remote access. 

Access to the system is managed via password-
protected user accounts. User passwords are 
never stored in clear text, only as a one-way 
encrypted digest, and are never visible to any 
user including emocha system administrators. The 
system includes rules to require that users create 
a complex password (with configurable minimum 
length, and requirements for special characters, 
numbers, etc.), and requires that user passwords 
be changed periodically. All access attempts, 
successful or otherwise, are logged. Repeated 
failed attempts result in the account being locked, 
and may only be unlocked by an administrator.
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information from the database which is the trusted store of 
information.

Sessions time out after a configurable period of inactivity, 
for which the default is 5 minutes. When timeout happens, 
the user must re-authenticate to continue interacting with 
the system.

The emocha platform uses two main kinds of encryption: 
in-flight and at-rest.

In-flight encryption refers to the encryption of all data while 
being transmitted. Data being sent from a client, whether 
web-based or a mobile application, is sent over a secure 
HTTPS connection secured by a 2048-bit SSL certificate. 
We audit our SSL configuration regularly, ensuring that 
system configuration is as up-to-date as possible. All 
connections between the database and application 
servers are made over SSL/TLS, using the same 2048-bit 
certificate.

At-rest encryption means that all protected health 
information (PHI) in the database and disk is always stored 
encrypted. This includes any record of a user, anything 
in the error log or audit log tables, any patient data, and 
all information submitted including video files or GPS 
coordinates. The encryption scheme uses the Advanced 
Encryption Standard (AES) algorithm of at least 256 bits, 
with the ability to revoke and issue new keys as needed. 
Data being sent from mobile devices is encrypted on the 
device as soon as it has been collected. Data is then 
transmitted to the server over a secure HTTPS channel 
and deleted from the device as soon as receipt of the 
transmission is confirmed. Photos or videos being recorded 
are stored on the application’s partition of the SD card or 
internal storage, and not visible in the device’s general 
media gallery applications.

When retrieving any data from the database, the encrypted 
data is fetched by the application, then decrypted before 
being sent to the client. 

Encryption / decryption keys are housed on a separate 
server and only accessible through a highly-restrictive API, 
which is not directly reachable from the database server. 
Keys are only stored in memory on the application server 
and never in permanent files written to disk. Effectively, the 
database cannot decrypt its own data; even in the event 

Any viewing or modification of the system, or patient data, 
is logged in a persistent and unmodifiable database. Audit 
trail records include but are not limited to the action being 
taken, the user who initiated the action, the date and 
time, and, in the case of modifications, both the old and 
new values. These logs are available to be searched with 
numerous sorting and filtering options on the administrative 
interface. In addition, nothing is ever deleted in the system; 
data is “soft-deleted” via marking with a flag that will hide 
the record during normal operations, but leave it easily 
recoverable if needed.

emocha’s servers are hosted “in the cloud” at secure 
data centers. Physical access is extremely limited if not 
impossible. All servers are single-tenant, and there is no 
shared hardware between emocha and any other entity.

Network access to any server is limited to the specific 
port and IP ranges needed for the platform to function 
(for instance, the front-facing load balancers allow access 
via HTTPS from anywhere but the database servers only 
allow SSL/TLS access over port 3306 from the application 
servers they specifically support), and SSH access is only 
permitted from the emocha office itself. Login credentials 
are managed by a combination of a strong password and 
private keys. Keys are only distributed via direct USB 
storage and never sent over any network. Login passwords 
are required to adhere to the emocha Password Policy, 
explained above. Access to production servers is only 
given to employees with a demonstrable need for access, 
who are needed to provide production support for the 
service.

Remote console access, where these settings are 
managed, requires a two-factor authentication token in 
addition to a strong password.

Encryption Audit Logs

Infrastructure, Hosting 
Environment, and Backups

of the server being compromised and a malicious party 
acquiring an export of the data, PHI will remain secure.

Each customer application’s data (patients, checkins, 
laboratory test result data) resides in a separate database 
or schema and is completely invisible to other customers.

emocha Security & HIPAA Compliance
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Accounts used to connect to servers are per-user rather 
than a shared “root” account. This allows for individual 
users to be managed, or access revoked, without 
compromising other accounts.

Backups are taken regularly; nightly backups are made 
of the entire encrypted database and snapshots of the 
entire server disk are taken, including any encrypted file 
uploads. These are kept available across a rolling 30-day 
window in case they need to be rolled back to. All data 
is replicated across multiple servers, in near real-time, to 
ensure availability. We also run monitoring software that 
checks, at all times, whether the service is available and 
functioning, and have a system in place to page on-call 
support personnel if needed.

emocha Security & HIPAA Compliance

Security Architecture Diagram
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Directly Observed Therapy (DOT) is the gold standard for adherence to tuberculosis 
treatment. emocha’s HIPAA-compliant video DOT platform is a novel, patient-centric 
solution for TB programs. It has been clinically validated to achieve adherence 
rates comparable to in-person DOT and saves precious public health resources.

Video Directly Observed Therapy 
for Tuberculosis Treatment

www.emocha.com info@emocha.com @emochaHealth

emocha holistically improves medication adherence using video technology and human engagement. 

Patients use emocha’s mobile app to video record 
themselves taking their medication and report 
potential side effects or symptoms. The app is 
available for iOS, Android, and tablet devices in 
more than 20 languages. 

Care teams use emocha’s web platform to review videos, assess side 
effects, and engage with patients to fulfill DOT guidelines. Providers 
can also use a companion app to record in-person DOT visits and 
symptoms, even while offline. emocha centralizes the DOT record and 
can integrate with information systems such as EHRs.

Partner: Puerto Rico 
Department of Health 

Morbidity & Mortality  
Weekly Report 

85-96% 
Adherence

100% Treatment  
Completion

National Institute on Minority Health  
and Health Disparities 

Partners: Johns Hopkins,  
State of Maryland

$1,398 saved 
per patient

Adherence
94% 

In 59 of 61 patients  
during Hurricane Harvey

Morbidity & Mortality  
Weekly Report 

Partners: Texas Department  
of State Health Services,  
Harris County Public Health

Adherence
100% 

Patient App Care Team Portal & App

Clinical Validation

RECORDING
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