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November 21, 2018

Mark Atkins

Department of Administration, Purchasing Division
State of West Virginia

2019 Washington Street East

Charleston WV 25305-0130

Re: West Virginia’s Request for Proposals for Managed and Hosted Voice Services, #0212
SWC1900000001, dated August 29, 2018 (the “RFP)

Dear Mr. Atkins:

On behalf of AT&T Corp. (“AT&T”), | would like to thank the State of West Virginia (the “State”)
for the opportunity to submit this response to the RFP {the “Response”). As a leading provider
of telecommunications and related services to government institutions, AT&T is uniquely
positioned to meet the State’s service and product needs.

In that regard, please understand that AT&T is submitting the Response pursuant to the
responses, answers, clarifications and supplemental terms and conditions set forth in and/or
incorporated into the Response.

Notwithstanding anything to the contrary in the RFP, neither AT&T nor the State is under any
obligation with respect to the RFP until both parties have agreed upon a mutually acceptable
final terms and conditions.

AT&T looks forward to working with you in the event AT&T is selected as your vendor of choice.
Please do not hesitate to call me for assistance at any time.

Sincerely,

Beth Spradlin
Client Solutions Executive
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Proposal Validity Perlod—The information and pricing contained in this response (the “Response” or the “Proposal’} is valid for a period of 80 days from the date written on
the Proposal cover page, unkess rescinded or exdended in writing by AT&T. Torms and Conditions—Unless otherwise stated herein, this Proposal is conditioned upon
negotiation of mutually acceptable terms and conditions, Proposal Pricing—Pricing proposed hersin is based upon the spedific product/sarvice mix and locations cutlined in
this Proposal. Any changes or vatations in the proposed terms and conditions, the products/services, length of term, locations, and/or design described herein may result in
different pricing. Prices quoted do not include applicable taxas, surchargss, or fees, In acoordance with the tariffs or other applicable service agreament tams, Customer is
responsible for payment of such charges. Providers of Service—Subsidiaries and affiliates of AT&T Inc. provide products and services under the AT&T brand. ATAT Corp. is
an ATA&T company, is the proposer for itself and on behalf of its senvice-providing affiliates. Software—Any software used with the products and services pravided in connection
with this Response will be govemed by the written terms and conditicns applicable to such software. Title to software remains with AT&T or its supplier. Customer must comply
with all such terms and conditions, and they will take pracedence over any agreement between the parties as relates to such software. Copyright Notice and Staternent of
Confidentiality—©2018 ATAT Intellectual Property. All sights reserved. ATA&T, the AT&T logo, and al other marks contained herein are trademarks of AT&T Intellectual
Property and/or ATAT affiliated companies. All other marks contained hersin are the property of their respective owners. The contents of the Proposal {except for pricing
applicable to E-rate funded services) are unpublishad, proprietary, and confidential and may not be copied, disclosed, or used, in whele or in part, without the express written
pemission of AT&T Intellectual Propetty o affiliated companies, except to the extent required by law and Insofar as Is reasonably necessary in order to review and evaluate the
information contained herein
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

AT&T’S GENERAL RESPONSE TO THE RFP (“AT&T’s General Response”)

AT&T Corp. (“ATRT"} is submitting this response (the “Response”) to this RFP pursuant
to the responses, answers, clarifications and supplemental terms and conditions set
forth in and/or incorporated into this Response. The State of West Virginia may be
referred to as the “State” or “Customer” within this Response.

The terms and conditions contained within this RFP document do not contain the
product- and service-related contractual terms necessary for AT&T to properly deliver
the products and services described in the Response. Accordingly, AT&T is submitting
the additional terms and conditions set forth below after General Terms and Conditions
§44 (the “Additional Terms and Conditions”). The pricing submitted by and through this
Response assumes full incorporation of the Response, including the Additional Terms
and Conditions, as part of any final, negotiated contract between the parties. in the
event AT&T is fortunate enough to be chosen as the State's vendor, AT&T is fully
prepared to negotiate with the State in good faith on a final document.

Please note that included within AT&T's General Response, in an efficiency effort, are
several statements that apply to several, similar provisions throughout the RFP and
should be read as applicable to any and all such related provisions. In that regard, note

that:

AT&T clarifies that only the physical response materials become Customer
property. Any other pre-existing or newly-developed intellectual property of
AT&T, its suppliers or its third parties, provided in this Response or which is used
or developed during the project remains the intellectual property of AT&T or its
suppliers. AT&T would be willing to negotiate with Customer regarding rights to
use that intellectual property.

AT&T respectfully requests that information in this document be held
confidential by Customer to the extent allowed under applicable law.

ATS&T clarifies that only the physical response materials become Customer
property. Any other pre-existing or newly-developed intellectual property of
AT&T, its suppliers or its third parties, provided in this Response or which is used
or developed during the project remains the intellectual property of A

«  AT&T will hold the prices quoted for a period of 90 days and will endeavor to
extend this period to the length of time as requested by the RFP.

The Response is a direct reflection of the entire scope of work as presented here,
as of the date of submission. Acceptance of only part of the quote may require
mutual agreement/adjustment to the final configuration, subsequent pricing and
implementation schedule.
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SW(C1900000001 for VOIP Hosted Services

# Regarding any proposed waiver of informalities and irregularities, AT&T agrees,
except to the extent the waiver of technicalities or informalities portions of this
provision as used here and throughout this RFP implies AT&T waives rights to
protest the award decision. To that end, AT&T reserves all protest rights
afforded bidders/respondents participating in the contracting process.

= Any purchase orders issued for services as provided under the RFP must clearly
provide that the purchase is made via the mutually agreed contract and not
subject to the preprinted terms of that purchase order form.

Any third-party software used with the services will be governed by the written
terms and conditions of the third-party software supplier’s software license
documentation applicable to such software.

+ Title to software remains with AT&T or its supplier. The Customer, as the
licensee, will be bound to all such terms and conditions, and they will take
precedence over any agreement between the parties as relating to such
software.

To the extent any portion of this project may be funded in whole or in part with
grants, loans or payments made pursuant to the American Recovery and
Reinvestment Act of 2009 ("ARRA"}, AT&T and Customer wiil need to reach
mutual agreement on AT&T’s participation.

@ The information and pricing submitted with this Response is subject to change
on account of any error or omission in the information provided by Customer or
upon further investigation(s) as to the exact requirements of any order. For the
price(s) quoted herein, AT&T will provide the items of equipment and services
specifically listed in its proposal. Work which is not shewn or described in a
proposal will require mutual agreement/adjustment to the final configuration,
subsequent pricing and Implementation schedule.

Notwithstanding anything to the contrary set forth in the RFP, neither AT&T nor the
State is under any obligation with respect to the RFP until both parties have agreed
upon and executed a mutually acceptable final contract.

It is AT&T’s goal to provide the best communications services at the best value for all of
our customers using the highest ethical and legal standards. Given the long and
successful history of AT&T, we are confident this will be 3 successful contracting
process, leading to a successful project performance.
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

Executive Summary

AT&T understands the primary of goal of this procurement is to expand and modernize
the telecommunication capabilities that will enable the State to meet the current and
future technology needs of state government. We know that to provide quality public
service, the State of West Virginia aims to improve efficiencies, upgrade to the latest
technologies, and find ways to satisfy the changing business requirements to support
state and local agencies, internal and external business partners and citizens throughout
the State.

AT&T knows that in order to be successful in West Virginia, we have to understand the
inter-relationships of each of the procurement efforts and align the solutions we are
proposing in response to these RFP’s directly with the State’s goals to:

e QOptimize Services
« Transform Government
« Empower the Workforce

« Foster Collaboration, Communication and Governance

We understand that the State has identified another essential component of the
modernization of its telecommunications services as the delivery of Unified
Communications & Voice Services throughout the state. The primary goal of this
procurement is to obtain a comprehensive, secure, and cost-effective voice
communications solution for State agencies.

AT&T Unified Communications Services consists of best of breed applications and
services that are tailored to help support the delivery of new communications systems
in an expedient and cost-effective manner. It consists of a set of proven core Unified
Communications products and services that provide voice, video, mobility and unified
messaging services that will be customized to meet the State’s requirements.

With AT&T’s integrated solution, we will be there to deliver or the answer the call
regardless of the technology. AT&T will be providing holistic support model for
interaction with new and existing service providers to provide proactive and reactive
monitoring, management and MACD support for core network MPLS, integrated
network transport, SIP, voice and collaboration services.

The AT&T Universal Help Desk will provide support for direct interaction with State end
users and designated systems admins as required to maintain services. AT&T will also
provide integrated network Security Operation Center providing proactive security

Page 3
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

alerting, Intrusion prevention and detection services. AT&T will provide periodic security
auditing and analysis to ensure optimal security for all State services.

AT&T provides common fabric of services that is useful and usable for all PA agencies
and for other suppliers. Networks are changing, and AT&T is leading the way. This
ongoing transformation will enable an intelligent, dynamic and on-demand
infrastructure to support the continuing evolution of both telecommunications and
business itself.

We are currently in the process of virtualizing our own network with 30% of the
conversion completed. By 2020, we plan to virtualize and control over 75% of our
network using these new software-defined architectures.

The software-defined network of the future will help AT&T deliver to the State some
incredible benefits:

* Secure networking solutions to access corporate information across locations,
connecting citizens, business partners, cloud providers, and mobile workers.

* Connect anywhere at any time to a business world that's mobile, unified and
scalable for growth.

¢ The office will be everywhere. A smart network brings everything together.
Devices can talk to one another. Applications can be accessed anywhere in one
simple platform.

Page 4

=
ATET Proprietary: The information contained here!n ls_ for use — AT&T BUS[ness
by authorized persons only and is not for general distribution. —

November 21, 2018



AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

ADDITIONAL INFORMATION
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

see Attachment A Cost Sheet for progosal pricing.
Jendor shall pse the Arttachmeni_s L0 rprop . E
L alaliial BoLa it i e probibitsd
Plaacp cas Sactlon § Vendor Propasat Subse T 2 ther instruction

SCHEDULE OF EVENTS

Line Event Event Date
Maticdator Fre<Rig Mie (Ll = EDT 0] 1G-3
z fechrical €. lone due By X00pm EDT 8.10-0°
November 21, 2018 Page 7 p— .
AT&T Proprietary: The information contained herein is for use ‘N--l",l,. A1'&T Business

by authorized persons only and is not for general distribution. ==



AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

SECTION 1: GENERAL INFORMATION

1.1. Introduction:

1
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AT&T Response:
AT&T has read and understands.
1.2. RFP Schedule of Events:
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Techhica : 24/201
[ rnesent 1N |
Bid Oni E H
November 21, 2018 Page 8

-
] .
AT&T Proprietary: The information contained herein is for use b AT&T BUS"’)QSS
by authorized persons only and is not for general distribution. i



AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

i y (K] I == -ILEI-.
Contract Awsrd Made 18D
AT&T Response:

AT&T has read and understands.
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

SECTION 2: INSTRUCTIONS TO VENDORS
SUBMITTING BIDS

Instructions begin on next page.
B E
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

INSTRUCTIONS TO VENDORS SUBMITTING BIDS

1. REVIEW DOCUMENTS THORDUGHLY: Th sttached docurnents contain a SolCiTaTnion
for bids. Please read these instructions and all focumenis attaclied 1y thelr entiret
hese inst i [ {g critics prmatisn aboutr nrement i
puericoXed ¢ d tead 1o disgqualifice f i ¢t Allbigs must b
cubmitied cridange ! i cions cantamed i i TTsd] 3 it
solicitation. Fallure to do so may result in disqualification ol Vengors id

ATE&T Response:

AT&T has read and understands.

2. MANDATORY TERMS: The 5clicitation may cantain maniaior provisions igentitied

v the use of the words “must, will,” ang sholl fallure to comply with a
nandatory tarm in the Colicitation -.'.'-I B5uit Big disgual nMcatior

AT&T Response:

AT&T has read and understands. AT&T has taken exception where needed and is noted
in the response.

3 PREBID MEETING: Thie itern identified below shall apply to this Solickatl
A pra=d meeting will nat he held priorio bid QReENnEg

|| A NON-MANDATORY PRE-BID meeting will be held 2t the Toliowing piafe ano time

"'_L A MANDATORY PRE-BID mesting will be he!d at the tollowing place and Time

TIME 30om EDT
%] M Wiet Virainia Office af Technulog
1900 Banaw 314
Building &, 10th Flodr
Mo _1'_|-. |I.r..‘|' f ", ||r.-|
| Varidaits subimitting 3 bid must attend the mandatory pre-bid meeting. Failure i

D

attend the manaatory pre-biid mesting shall resullin gizgqualimoation

ar attending the pre-hid meeting may represent mora tnai one
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

Ttencance sh ot bid tine shall serye the afficia
[ I L YEMTYINE 3 LE Wil ot accent anv other | | I
i IMe&r fn i ETity person attenditg the pre-bid meet
behall of 2 Vendoi u ince sheet his or her name and the narme
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gl DUt & charpe it y 3 ti cussed at the pre i
] | rmitted at L fiye DUsing £ ! Juled pre-bid wi
discussed at the pre-bid mestin | , VErS 10 guestion
u I MESUME are praiiminary ir 4 a on-hin Officidl and
1aiRE ers-1l i Wil L 1 @ Writ stddendum o thi
Gr 1o oig Gpening

AT&T Response:

AT&T has read and understands.

4. VENDOR QUESTION DEADLINE: Vendors ma Lbmit questions relating to this

£

Solicitation 1o the Purchasing Division. Questions must be submitted in writing

juestions 1 Be submitted on or before the date listed below and to the aifdrecs
d below in order to be cc £ ) written response will be | n

st lcitation addend re ¢ 15 possible and apprapnizie. Nonswritten

Kl | < 1P diicn or guestio O Zriswe ZEAN this Loy

pireliming tur= and are n ]

Submitied e-malls should have solicitation number it the silbject line
Wuestion Submission Deadline: October 05, 2018 due by 2:00pm EDT

submit Questions to; Mark Atkins Senios Buyer

2019 Washington Street, Eact

Charleston, Wy 15

Fax: (304] 558-4115 (Vendoirs should not use this fax number for Bid ubmission]
Eoall Mark.AAtkins @wv.gov
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AT&T Response to State of West Virginia's RFP#
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AT&T Response:

AT&T has read and understands.

-] VEREAL Cﬂf\l’if'n"-UNlE.ﬂTICIN By WE rbal communicatios Between the Venoor ane

3ny State persannel is nat binding, incluging varia cemmunigato Lhe
iatory pre-bid conierence Irily intormatinm 15U i WILENE 2NE a00 |
Solicitation oy 2 -';E:_:-.!-'.-l'l.rl Tieln I Mk ine f n | 1 ric E
AT&T Response:
AT&T has read and understands.
6. BID SUBMISSION: All bids must be submitted electranically thro! gft wvOASIS of
ned and deliverad by the Vendaor to the Purchasing Division at the address listec
o 1 i | ol =t i e of the bii 3 o Ay = vl iy tae
F cha O at & o helti the (0 essicnor the | rhas 1
Brivisl 3 Vil bl e g 0or 3y f L asing D W] I
;_‘tl.'l:l_-'i_-r £ noditicat n ! r'L'I.I.'-" 3 cKMnow sirdnnl 1 CIrT = 1]
Acceptable viEry methoos (N 1 eleLiror [TIiE wvODASIS, hand
{1 wery, d .,l.l. = csirmill
The bid de ey aaare
Department velm il . Pukchs g [hwvisman
10 Washingtd treet Ea
TRl \ Y 3310511 |
bid that i noT st € Ly (v throug I sl =MoL miain the
@rmd i ted biElo he face of theanvel 1 L v 0§ reecten Dy
e b CHanuing | i
EALED BID: VI Hipsted Serv
BUYER: Ma e At
COUCITATION NO.: CRFP 0212 SW C1e00o0000)
BID OPEMNING DA E:-10/24/2018

BID OPENING TIME: 1:30pm ELT

EAX NUMBER: 304-55¢8

The Putchasing Division may prohibit the submission« throuk
LeDASIS at lts sole discretion, Such-a proniDiticm wij ha containe
communicates mnIne 5 Jstem resulting in the Venoor o suhmil
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

Jigs Through wyDASIS, Submission of a response to an Exore 55N Or Interest or

RFP") Responses Only: in the event that Veridor is

AONUINE to 3 reniiest for proposal, the Vendor shall auhmit one original e
and ane ongh St proposal glus Five (5 IVEnience coples of each to the
) i f Vi) - al: i I A at e Addit | F he L 5 £
IENTITY tne o type as eithar 4 tachnical st prapaosal anthe face of each bid
o ciie g nitt | ra<n T rar proposal as | A
BID TYPE y-ap 5 1o CREF

AT&T Response:
AT&T has read and understands.

7 EHD GPEP!'|N'G Biuls ubbmitteg in e RPONSE 1o Nis S5olicitation Ml e opened al the

Otstion (dentitied below on the date and time listed below. Dal very of a bid afte

Lhariestan, WV 25
AT&T Response:

AT&T has read and understands.

8. ADDENDUM ACKNOWLEDGEMENT: Ci ENges ar revimons to this Solicitation will be

-

made by an official written addendurm issued by thie Purchasing Division. Vendor

Nould acknowledge receipt of all addenda issuad with this Solicitation by

completing an Addendum Ach nowiedgment Form, a copy of Which is includ

nerewitn. Fallure to acknowledpe addenda n Ay result in bid disqualification. The
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AT&T Response to State of West Virginia's RFP#
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AT&T Response:

AT&T has read and understands.

9. BID FORMATTING: Vendor should type or electranically @

[ts. g 80 RreEve ML errar nthe ayalualor I Il { e I | y =
aformaticn may resull in' oid disguaincatiof

AT&T Response:

AT&T has read and understands.

10. ALTERNATE MODEL OR BRAND: Unless the Dox DEIDW ieckar any moled, | i
~r specification lste | thie Solicltaticn establishes the acceptabie igvel O qudl £y
niy ol woed 1o reflect a pred reany way favor, a partic

rand of vensof. Venuo v liid alternates to a listed Mmoo | i B e
hat the alternal ilea jual to the el ar birand and complies with the
ecil 1 T Jiid ol v alternale being | d shall k 1etarimineg

1y 1l al its 50l ol y Veridir bidding an attermate mGael Gru
ould clea et alternate ems in its bid anda snou din ]
manufacturer’s spedncations custey [Iterature, and; ar any Lher reig l
ntation demonstrating the egquality if the aitern gimis. Failure (o provict
infar W Ite ' 1 b grounds for reject of a Vendor’s bid
|| This Solicitation |s | d upon a standardized co uld stablished under W
',||.§~lr, =1 S0 5 % P v hid 1l _'rj.| T '_|||,r
{entified. Failure to bid the stangardize o |1 result in yourn firm
FEINE ré tioed
AT&T Response:
AT&T has read and understands.
11 EXCEPTIONS AND CLARIFICATIONS: The Solicitalion co 1tains the specitications thal
kall form the basis of 3 contractual agreement Vendor shall cleariy mark an

ine, clarifications; or other propused m vdifications In its bid. Exceptions ta

fications of a requirement or Lermn and caondition o
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AT&T Response to State of West Virginia's RFP#
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AT&T Response:

AT&T has read and understands.

12, COMMUNICATION LIMITATIONS: Ifi 3 rdance with West Virginia Code of State
I': | e '.:i.:.._- .: 6 '. o LT 3 LI o 1: ne .:.li:_' 1 .'..|.'. Y -'t:l 7 o amny -'I.
AT v regdaroi alion' during thi S -
wald peroc pLt Ug el fi n Lty pranmipitsd without
ior Purcha f 3 1. Piiry o an af [ j
| ation I ! all AEETIC elegated and exer Lrase

AT&T Response:
AT&T has read and understands.

13. REGISTRATION: Prior to Contract award, the apparent successful Vendar muct e

RIUpETiY registeres with the West Virginia Purdhasing Diy RO @3 miust ha

the S19E fea

AT&T Response:

AT&T has read and understands.

14. UNIT PRICE: Unit prices shall grevail In cases of 3 disera

0 il 2 Vendo
AT&T Response:
AT&T has read and understands.
15‘ PHEF‘EREE\'EE' Vanmo ¥ I = EguUEg] 3 '@ nases ol maotol z, |
ar oonstructi o Mmaintenance equipment and migchifery usad in | ighvway and
ner astrucru rgig i Y reguesst n re efLe mu I Himitted
rit with the bi T Pecincaily iaentity the greference redlic: 1 Wit
Erencs the applicable subsectiong of W gitna Codi ﬁ' A 17, and shoull
ncibde with thie bid any Information Essary to evaluate and co m th
dppiicability of the requested prefererice. A reguest forn 10 nelp facilitate the

request can be found st

http://www.state.wv.us/admin/ purchase/vrc/Venpref.pdf

November 21, 2018 Page 16
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ATS&T Response to State of West Virginia's RFP#
CREP 0212 SWC1900000001 for VOIP Hosted Services

AT&T Response:

AT&T has read and understands.

]5-’5._ RECIPROCAL F‘REFFItENEE State of West Virginia applies a reciy

aterence to all solicitations for commedities snd prinking ir CEOTHS L
3. Code §5A-3-27(h), In effect, non-resident vendors TeCEiving a § refarence in their
o 1 5 - [ 1 Fce § ted to Vvest VIrfgint et
vancors Digaing aga rl;" ham in Weast Virginia. A requeasl fonm Lo nelp facilitate the

reguest can be fo ¢ http://www.state.wv. us/admm/p__rchase/vrcNenpref;ﬁt

AT&T Response:

AT&T has read and understands.

16. SMALL, W G'W'li;N D"."'-"'ﬂf[} OR MINORITY-OWNED BUSINESSES: ror eny sOnCHatian

. | el - . - F Y - 1 - F i RN e .
aublicly agvertised Tor Ol SLCOMianis sty West Virginia Locie | 2&-25 71217 ] ik

ywhed business under W. Va. (SR § 148-22-9 shall be prowviden (Ne 5ame

K
pird I'e 1C1E |atle Toa Ssiga] AT 1-T£ =it smzll, Y
¥} i3, 0 | l r t 1Tt I5ella 1 W mg. n
Lt fat writing to the Purcha nowith it | Eanlll ODEr
artified under W. Va. C '_.'?§ |2R.23-8 prigr to contract award (0 recelv -
[erences made avaial Bsite end E f & for.a nonm gicient sn
1 ) Me | rity E oLiS 3 e oE o | CCOH | i W

AT&T Response:

AT&T has read and understands.

17. WMUEF OF MINOR IRREGULARITIES: ° fe reserves the ri tov minor
rrepularities In bids ar specifications inacrordance wi Virg y CodiE ol SLat

AT&T Response:

AT&T has read and understands.

Page 17
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18. ELEETHONFL‘FILI: ACCESS RESTRICTIONS: or must ensyre that its subm
i JASIS can | I8 dCCESSed 2nd viesa by tl | I I [l S56C0 52T mmimeniately
I3 s} ] [le p ch l'|i!'r 10 CLMsiOer an 1& that =) !_f.—
[ 1erdiat 1 cassed and viewsg 3t the tirme f 11 Y 1M ar: b rvoted
11 el X et Tipatiie | [IF MK Grinctmplat
te [ fd are theret Unacceg a1, A vern Il ._||-”|:-_I Itteaq
mencrvot rét = : | tection bmit documents d#fter bid
Taliiatlyl miake a file Vi f thi acurnents are requifed with the | A
WGAT May De required | [ tument pas rid I IEMOoVE access
L% i ! the | i to pi ' electromncallv say
I 5 proviced that those docymants wable'by the Purchasing i
[ul} IO obtsin) f 2525 ) ELhea 5 EStriCTic

AT&T Response;

AT&T has read and understands.

19. NON-RESPONSIBLE: The Purcha ng | f tor reser £l i to e bhe
' M any v 2s | Reay Bl Fdance ' va. Loge of State Ru
#148-15 il Direct chp In i ih enaos ] ! i ] [ W] 3

t have the pahili lily perform th 0] 3 &llzt : 3
sil-faith performarnie

AT&T Response:

AT&T has read and understands.

20, .ﬁCCr_PTﬂ.NLE [REJECTION: The State may accept of s [ect any il in whole, or in pa
N accorgance with W. Va. Code of State Rules # 148-1-4.5, and # 148-1.6 4

AT&T Response:

AT&T has read and understands.

21. YOUR SUBMISSION 1S A PUBLIC DOEUMENT Vetidors entlle response 1o the
=Riicitation-and the resulting Contract are public dacuments. As oublic docur 1 r1e

they will be disclosed to the public Tr."u:-u"rlf the bid/proposal opening or award of

Ine contract, as required by the competitive bidding |;-.*.a'- af West Virginia Code ##

L3
E b ¥ = E i 1 = - v " ] P F "
=3 st gon '-'_._j_..“_. el g6, and 5G-1-1 580, and the Frog edom of JJ.f-_l"I atlon Act
West Binig Code &/ 2981 at ser
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AT&T Response to State of West Virginia's RFP#
CREP 0212 SWC1900000001 for VOIP Hosted Services

[ ND ( ENTIAL TRADE SECRE
ITHI
Wil viDig, poposd nert Mt r =
1 J rExXpi G j { e | gLUent put OisCiC I 1
prope . Limen F gL i gis & IscUment (ab
fiids 3 A0 ' 3 BrrE orivat 3 o t v othe
aEainst pul X tne o = ! Cil Lrach rets
1 o] Fair 3 2 W E 0 51 (= 0yed 1
vilrs inlu] '
AT&T Response:
AT&T has read and understands.
22. INTERESTED PARTY DISCLOSURE: West Virginia Cade 8 60D-1-2 redluires
andar sUbiit to the Purchasing Division a disclosure of interested parties 1o th
T artra é timated value at least 51 Millior
2t o @ must occur on 1 rm ! ed ] 2P} ed by tha WV £l
! Wl T MAaT W) 1 t nciuick 1
£ } QF Can nbt { | - Eil o i agulreme
£ = oun vitragded FIpanIBs {ed pnenatibnal Gl 1kl
t xchanga. A mc ela 1 of interested partigs ¢arn e obidine
| I larencan abd

AT&T Response:

This requirement does not apply to publicly traded companies listed on a national or
international stock exchange.

| eritation or other information witn The ia, end a Vel iar fails 1o proy

vith the lid. the Director of the P hasing Divish eserves the right to raguest

thous items after bid opening and prior 1o CONITAct awara pues 1o thealthority
NIVE MiInar irreg llarities in bids or pecificatons unger W, va C5R 4 148-1-4.5

Thiz authority does nol appny 1O Ifslsn vhere state law n lales receip

AT&T Response:

AT&T has read and understands.
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

SECTION 3: GENERAL TERMS AND CONDITIONS

AT&T Response:

See AT&T’s General Response.

Page 20
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

GENERAL TERMS AND CONDITIONS:

1. CONTRACTUAL AGREEMENT g of 2 Award Document S|gne | i1

| m DrEcTor i =T i T B=T rrr b t
_I" . |'_ =||I e . i1 [+ L4 = . 1 154 & 1 Ly ¥ 2 1 Jd ¥ _I'

ntrac!
AT&T'S Response to General Terms and Conditions §1:

See AT&T’s General Response. In addition, AT&T takes Exception to the portion of this
provision that implies that bidder's mere execution and submission of the Response acts
as an acceptance of the terms and conditions in the RFP. AT&T does not intend that the
information described in the Response is to be the final expression between the parties.
AT&T’s proposal is submitted subject to the provisions of its Response; and AT&T
reserves the right to negotiate the terms and conditions of the final contract.

e |

. {_JEEl-’Q|ii".LH'{|§. \T LSEC *H wilieiration/Contract e fnlloseing te o 3
I ; tributed 1 f i = | ns 1
Lt s 5 o il
'ﬁ"j;(".-::"l. "'L'l:i;i.””.l‘. 5 [ l 11 | y het
| ¥ '-':I_ i [ 5 \y It . _!.
) L Il ! ! sEeling i ! y
Bid f 'F’[{-pogaﬁ seani the verdors submitted responst ;
tatian
Contract” means the binding agreement that is enterad Intc DETWEL
state and the Vendor to provide the gooas oryices reques inth
"Director imeEans INE : IFECTOr fthe West VIFEINIG Department
A reiaistraticin. F sior
2.5 Purchasing Division" means the West VIFginid Department of
10 bt -Il 1 |._ I-l.- P E_'ll"
Z.5 Award Document' means the document signec by Ihe HEENCY
Fu C - approves ¢ i e Atornoy G hat
JE MTITeE the \ "il:JI'.'.' " -||| } L !. I L b
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AT&T Response to State of West Virginia's RFP#
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Solicitation ans the official notice of an ocpportus ! gyt t
'k :_'_i ,-. 1 Iy thal plb F | g| [ 13 E .
State” i . ra ts dgencl
T fis Ii o ke iF [= fia’
Vendor™ or 'Vendors" means any er Uity submitting a tud =Ty ! E
Citation, the entity that has been splected a: the | RVEEL respansible
Hoder, orthe entity that Has been awarded tha ¢ QRiract as context 'egl)

AT&T Response:

AT&T has read and understands.

CONTRACT TERM: RENEWAL: EXTENSION
AT&T’S Response to General Terms and Conditions §3:

See AT&T’s General Response. In addition, any renewal option would be exercisable
only via mutual written consent.

b b f ity f [ Eterm) 3 2 i Bgary that
1% been idertif spnlicable 1o t f heloner
71 -
Ferm iract
- - 1 - . - - - - r
| Lontract Te 1 Loniract | 5 Lontract bocon e I LI
=Wy i, i 28X ¥, | e oarkE=ocd] Ears

Ior renowal should be del vered 1o the ARENCY angd then submiitted to the Purchiac |
Civision thirty (30} days prior to the expiration gate of the ini Coniract term ¢

pRrapriate renewdl term. A Cantract renswal shall oe In accordance with the tafm
] -_i'l"!?l _III-l'_l T wise gecit o Oe W Erew o
LrHs Lonmtract is 2558y ne Year pe ads or'multipfe
reriewal PETIOOs OF e T

ovided that the n Uitigie renewal RENOAS 00
|

ot exceed the total numbper of monthe availlable in all renew: VEITs mirsd
AUTOmatic renewal of this Contract Is prohibited. Renawals miuet be ap et by the
Vendaor, Agency, Purchasing Division and &ttorng al's office {(Attorney General

approval 15 as to forfmoonly)
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AT&T Response to State of West Virginia's RFP#
CREP 0212 SWC1900000001 for VOIP Hosted Services

vied for Jwda |

alternate Renewal Term — This contracl may e rerey
yeriods provided that they do

VEar peEripos

) Ve Fa
aard thes o F monthe mr=tmed el avaiiaie rangwais
L 2l 1n ({815 ! 1S CONMLatnRecd We WallettiE EVvdia

Hic Contract s prof hited. Ke giale rnust be

' o
Alltpmatic renswdl O L [T ¥
f 1 ¥ ¥ ! " . 5 - ™ i g n o,
DErovED s Frasing v T o1 M [ : 1
S —— - T % ¥ 1 -
(flce (ATlorney Ge cgajnjgal’ 35 L0 TOr iyl

arder iscued Within one yearor e expiratii

Effectiv e tor.ane year fram the gat ¥
au be pxtended beyond aneyear after 1nis Contiat Kpre
| Fixed Period Contract: This C =1 Becorhes effective upon Venaors e tofth
y procesd ang must De Coy olelag Within - — ..I:-".' )
| | Fixed Period Contract with Renewals: This Contract DECOMIES effective upor

vender's racaipt of the notice (o protees and pa O thie tract more Tull
described in the attached specifications must be compieted Within__ E
Hs] gornpletiorn of tHe work coverel by the preceding sentende, inge VENOr agre
thiatl maintenance, ey itoring, or warrant = [| Bae pr i 1 -

year(s] inereaiten

|__ One Time Purchase: The term of this Lontract shall run from the

award Document until all of the goods cont

It Wl | {his Contract extend hor more than one fiscal yeal

[ ] Other: See attached
AT&T Response:

AT&T has read and understands.

4. NOTICE TO PROCEED: Vendor shall begin periorman v
non receiving notice to proceed uniess olRErwise Linles
ot WISE Shif ed, the fully exs | Aw=rag el

AT&T Response:

AT&T has read and understands.
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

5. QUANTITIES: Ths Auamites required under this Contract shal| be ; 5] |
aliDrcince with the catezaory that t biEe entified applicabie to th ntract
Lelow,

Open End Contract: Quantities listsd jn thic Salicitat T spproKimaf r
Dased on estimates supplied by th AgEnCYy i ungerstood and agreed that t
Contract shal| cover the quantities actually prdered tor dellvery nethe tern
the Contract, whether more dr lese than the quantities shown

Service: The = ORe of the service 1o he provided will by : v ;
specitications included harswit]

Combined Service and Goods: The sco pe of the service and dallvi le poo b
Jrovicea will be moare Clearly defined in the pECThEtions inciuded herewit

One Time Purchase: This ( aniract islar the purchate of a set guantity of sond

that are iaentified in the cpecit Cations ingiuded herewith

Have en oeivered, no additional gt SMay be procure JNQEr -1l ! |
hout an aopron T — pproved by the Vendor. Ag .
Purchs J ana Attarmey | altice
AT&T Response:
AT&T has read and understands.
6. EMERGENCY PURCHASES: The Purchas ng Division Director may authiorize the
ARENCY 1o purchase goods orservices In the. open Tarket that Vendor wo
Oth SE DoV lert Conira Nose goods arservices are for limiediat
expidited del \ T EMergency, Emerger Ilinclude, but are not
limited to, delays I transportation ar an Nanticipatea narease in the valuma of
wark. An emergency purchase in the oper riarket, approved by the Purchas ne
), I Director, shall nat constilte of B each of this Contract and shall not ent
the Vendor to any form of compensation or damages. Th S provislgh does hot excuse
the State from fulfilling its-obligations under 2 One Tirr e Pufct ntract

AT&T Response:

AT&T has read and understands.

7. REQUIRED DOCUMENTS: All of tHe lteme thetked below must be

urchasing Division by the Vendor as specified below
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AT&T Response to State of West Virginia's RFP#
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BID BEND (Construction Only): Pursuant 10 Ths Tegs freme

All Ve s sulimitting 3 bid on a construction project.shatl

Code 5-22-1(c)

i id bid bond in the zmeunt of five percent [5%) of the total amount 0f the wils)
protecting the State fest Virginia, The bid bond must be submitted with the Djd

_, PERFORMANCE BOND: The apparent successful Vendor shiall frovide a periormance

EI

.[:-"-l'l:'"'I'Ii":'._';"":-u i |[ 1 D0 ’-

received by the Purchasing Dhvisic

LQEER,"M&TERI#L PAYMENT BOND: The apparent successiul Venador shall pre
iahor/material payment bond in tha amount of 100% ot the Contract value. The

abor/material payment bond must be delivered 10 1ng FUrchasing Divisian pri

Coptract awarad.

In Tiew of the Bid Bond, Perdformance Bong, 2100 Ladol Materigl Pavmient |

v v ]

ana, the
nav aravide certified checls, cashigrs CRecks, or irrey acable letters of

check, cashier's check, of irrevocabls lotter of credit provided 1n

af 3 bond must be af 1Ne Same amountand delivered on the same <t eduie 4

& L
the bond it replaces. & letter ol credit submitted in ligud o a pel farmance a
lzbar/material payment-bond will only be allowed far of _ yna
pPersonal or business checks are not accsptable, Notwithst 2 the foregoing

West Virginia Code 5-22-1 (g} mandates that 3 venoor provige a pef formance and

ipot/matenial payment Hond f-.- construction profects. ACCOrcinElY, suistl Itutions

far the performance and labor matenal paymeni bonds for construction projeetsis

J MMNIFNN\EE BOND: pparent successful Vendor shall provide a twe |£) year

naintenance bond covering the roofing system, The maintenance bond mus by

ssued and delivered 1o the Purchasing Division priel ta Lontract award

UCENSE‘.S}ICERTIFICATIDNEI P[HM[TS In addition to anyth enuired under tl

rerrme and Conditions @ntitize Licensing, the apparen]

tection of the General 3
iceseeful Vendar shall furnish proof of the following licenses, certid :.-41--.-'”-_ antifor

the Purchasing Dhwision

" F s

|'“',T'r"'| 114 |.'I'| ior tL ':.-:'f"‘-"!-' =W r.‘:".-J_ g TOFET) 3(.{.':;:'[:3'::“ I
The apparent successful Vendor shall also furpish proof of any additiona! licenses of
ifications contained i the spec o Contracl award regaraiess o

gther or not that reguirement is 15l

AT&T Response:

AT&T has read and understands.

November 21, 2018
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AT&T Response to State of West Virginia's RFP#
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B. INSURANCE: The apparent successfy sndor <hall furnich proof of t

AT&T’S Clarification to General Terms and Conditions §8:

“AT&T can agree to the insurance requirements as indicated by the modifications noted
by AT&T.”

The insurance coverages identified below must be maintained throughout the life of this
contract. Ten (10} days prior to the expiration of the insurance policies, Vendor shall
provide the Agency with proof that the insurance mandated herein has been continued.
Vendor will provide at least 30 days’ prior written notice to Agency of cancellation or
non renewal of any required coverage that is not replaced. The apparent successful
Vendor shall also furnish proof of any additional insurance requirements contained in
the specifications prior to Contract award regardless of whether or not that insurance
requirement is listed in this section. Vendor may self insure any required coverage.

T

Commer cial General i 5;1’.':‘i|1!*!,f Insurance il 1east
§ 1,000.000.00 . R

N il b Mo, Nk e k. n i | d L LK 1

e T T

‘ﬂuiq_ir".-;',‘.':-t'-'i- Liability Insurance at Irast.an a unt of $1,060,000.00 — &

[F

| Professional/Malpractice/Errors and Omission Insurance in ar least s =

i_| Commercial Crime and Third Party Fidelity Insurance ah amount of

|| Builders Risk Insurance | ameaunt equal to 100% of the amount of the

|| Pollution Insurance in a1 amount of PEr DCCUrrance

__ Alrcraft Liability in an amount of; '
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AT&T Response to State of West Virginia's RFP#
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I 2 faines Il | i
0 WaEivE JuIreme
£ i i Ly ] ! 1
| Hat el 1 E vl
AT&T Response:
AT&T has read and understands.
g WORKERS' COMPENSATION INSURANCE: The apparegnt suLCesst YEMDEE SN

armply with laws relating to-works amaoensation, shall maintain worker

ince when required, and shall furnish
mpensation Insurance

AT&T’S Clarification to General Terms and Conditions §9:

“AT&T can agree to the insurance requirements as indicated by the modifications noted
by AT&T.”

10. [Reserved]

11. LGUIDATED DAMAGES: This clause sha 1o way be iderad exclusive and

AT&T’S Response to General Terms and Conditions §11:

See AT&T’s General Response. In addition, AT&T takes exception to and does not agree
to be bound by this Liquidated Damages provision. AT&T’s liability responsibilities will
‘be as provided in the Additional Terms and Conditions submitted with this Response.

19 ACCEPTANCE: Vendor's signature on its bid, oron the cartification anie signat

page, constitutes an offer to the State thal tannis be unllatsEsally wiathdrawn
L = ul L L Progosed DY el + rdatoly,
/' ¢ | f g Iz LI |Ce. | 1
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ATET Response to State of West Virginia's RFP#
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AT&T’S Response to General Terms and Conditions §12:

See AT&T's General Response. In addition, AT&T takes exception to the portion of this
provision that implies a bidder’s mere execution and submission of a proposal acts as an
acceptance of the terms and conditions in the RFP. AT&T does not intend that the
information described in the RFP is to be the final expression between the parties.

13. PRICING: The pricing set forth herain is firm for the life of the Contract. urile

\.I.l.

AT&T Response:
AT&T has read and understands.
14, PAYMENT IN ARREARS: Payment In advance is prohibited unde

iar ¢hal 1T By i 3rre
AT&T Response:
AT&T has read and understands.
15. PAYMENT METHODS
gritract by a hani A41d0 - BS Bayment ror
AT&T Response:

Payment via electronic funds transfer can be arranged and set up with your assigned
AT&T sales team. Credit card payments are accepted for some AT&T services,

16. TAXES: The Vendar shall pav any ar FiCalie sales, use, personal propertv or ;
other taxes arising out of this Contract and the transactions cantamplated thareb
November 21, 2018 Page 28
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ot fram federal and state Taxes and W

ATE&T Response:

AT&T takes an exception. AT&T requests the State of West Virginia to submit the
appropriate TAX Exempt forms. AT&T will then determine the taxes and surcharges that
appear on your bill according to the services that you've purchased based upon the
State of West Virginia's tax exemption status. Taxes vary greatly depending on your
geographic location, and AT&T follows all jurisdictional tax laws.

ADDITIONAL FEES Ador = nol

AT&T Response:

AT&T takes an exception. AT&T reserves the right to pass along additional charges,
surcharges and fees imposed on AT&T by State or Federal regulations or laws and any
cost incurred by AT&T in providing the services.

AT&T may add surcharges to certain services. For example, the Universal Connectivity
Charge (UCC), Administrative Expense Fee (AEF), Property Tax Allotment (PTA), and
Federal Regulatory Fee (FRF) apply to all regulated, interstate, and international/U.S.
billed services. AT&T applies the surcharges to the net invoiced amount.

:‘:ﬁ.;"L-—I‘\:D;:\i:" tract =ha -___-'.' ....I.. . : ¥ ._.- M EY-Ta =11 LI e
. At =3e]]

AT&T Response:

AT&T has read and understands.
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AT&T Response to State of West Virginia's RFP#
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19. CANCELLATION: The Purchasing Division Directar reserves the eht 1

jatel Oan writte otice to the vendor iFsh
, U tG 1 Mcat
@algl | LAL £ il
1 wWiritEe F | I n
- [

AT&T Response:

AT&T has read and understands.
20. TIME e is of the esaence with regard to.all mattess of timeand peH

AT&T'S Response to General Terms and Conditions §20:

See AT&T’s General Response. AT&T clarifies that not all times are of the essence. AT&T
is willing to look at specific times the State of West Virginia would like for AT&T to
consider but does not agree that all times are critical.

El*p;"lpc_.ﬂ.ﬁi_i |_.1A-;lu"l." | A trall s Pove  net '_ 100 lerpreied under Wesr v
|'-'--.'.'I_:.i.-':'f E O 3w pringl X y 10 dBUiGn j

Fates the West ginia titution, West Virginia Ceads West Virginia Code

AT&T’S Response to General Terms and Conditions §21:

AT&T’s Response is submitted under applicable codes, laws and regulations current at
the time of contract execution. AT&T shall comply with all codes, laws and regulations
applicable to AT&T. Changes in codes, laws and regulations may require changes in
pricing and performance.

22. COMPLIANCE WITH LAWS: Vendor < all comply with gl applicable fadeszl «
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AT&T'S Response to General Terms and Conditions §22:

See AT&T's General Response. The Response is submitted under applicable codes, laws
and reguiations current at the time of contract execution. AT&T shall comply with all
codes, laws and regulations applicable to AT&T. Changes in codes, laws and regulations
may require changes in pricing and performance.

23. ARBITRATION: Any references made 10 arbitration | wained [h this Cot
Vendaor's bit, ar i erican lrstitute of Architects documents Qertaining

AT&T Response:

AT&T has read and understands.

24. MODIFICATIONS: This writing is Ir srties’ final expression of Intel
Notwithstanding anything contaitied in this Contract othe contrsary 1 nodit
i1 C LT hall be bindin il writte ant ol the Aj
& Vend of the Purchasing i and the A ; =
flice (ALtorne r appProy form o Ly AT E AR.E

Nt gy L ik chiang r ¢ ol ielad
nal AT i =) I Wi it F i an ar 1O
- | Hice tix Torm|] priey e implementation O 1 Fange al
NMEencer ¢ 5t ek tied [yl 3 2
AT&T Response:

AT&T has read and understands.

25. WAIVER: The fallure thef | Vo insist upe e pert : iy 4
: L s ira L y Qf I ML, o a Brg
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I Zarthight ‘ nust be exp) y SaiEu writing and signed Dy the
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AT&T Response:

AT&T has read and understands,

26. SUBSEQUENT FORMS: The terms 3 cotidit contained in ¢ nirac
1 il oy 1] 1 (a1 [ E
| 1 I | =~ F: " I FERMY
=
1%} I
Fit I -
AT&T Response:

AT&T has read and understands.

27, ASSIGNMENT: Neltl fiis Cont I nor any monles due. or to BHe i

AT&T'S Response to General Terms and Conditions §27:

See AT&T’s General Response. AT&T reserves the right to assign its rights and
obligations under any definitive agreement relating to services to be provided as
proposed in this RFP and AT&T’s Response to same -- to an AT&T affiliate, or
subcontract to an affiliate or third party work to be performed -- but AT&T will in each
such case remain financially responsibie for the performance of such obligations.

28. WARRANTY: THe Vendor xpressiy warrants that the e snd
by this Contract w al confar the spetificatione o awlng ampies. or other

esLriprian turpishe fspedified by the Agand D) be merchartable and it for the

AT&T Response:

AT&T has read and understands.
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29. STATE EMPLOYEES: State ¢mployees are not germjited 1o ulllize tk tra |
aarsonal use and the Vendor Is pronibie { friom permittng ar facilitating 1ne s2me

ATET Response:

AT&T has read and understands.

30. PRIVACY, SECURITY, AND CONFIDE NTIALITY: The Vendor sgrees that it will

Erjpkp o anvone. directly orindirectly, any sucl personally igenaiiEalE
| aticg t i Atlo med Tram AEBNCY. LMgss ]
I L IS TN If.'-: rtn b Car 2t | I ! i
i e Al 1 re nafc i i I | hgp I il [Erac i i 1 i
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http://www.state.wv.us/admin/purchase/privacv/default.html

AT&T Response:

AT&T has read and understands.

31. YOUR SUBMISSION IS A PUBLIC DOCUMENT: Vendurssntira respanse toing
colicitation and the resulting Contract are public documents. As pUlHic GOCUME s
thiey will | { ed to the public fol the bid/oropos Oe ward o
t act; 8% reguired oy e comy| ithee Didding Law W Virgi Coi
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constitutes your explict

potal, dr document. The Purchasing Division will oiaciose any gooun !
confidential,” "proprietan Weadn cpered.” "orivata,” or labeled with-any otnNes
laim against putlic discicsure o the documents, to include any "lrads secrels 4
ed by West Virginia Cade 37-22-1 &t seq. All sLbmissin ari ject 1o puil)

discliosure without nofice
AT&T Response:

AT&T has read and understands.
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AT&T Response:

AT&T has read and understands.

33. ANTITRUST: In'submitting a bid to, signitig 2 contract with, or accepting 3 Awisrd

8 k 3 2 B
DocUment from any agent ¥ @l the State OF West Virginia, the:Vendar agress 1
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AT&T’S Response to General Terms and Conditions §33:
See AT&T’s General Response. AT&T will work with the State of West Virginia to reach

agreement on a mutually acceptable assignment of anti-trust claim provision.

34. VENDOR CERTIFICATIONS: By (Ening its bid or entering Into this Contract. \endor

.-.'!‘ii'._-_. | | | II'I_I':_" iz |_'|.,' Or :_I'1:_ Mas made withoutl orior
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nection

AT&T’S Response to General Terms and Conditions §34:

See AT&T’s General Response. The undersigned can affirm to the best of the
undersigned’s knowledge and belief that AT&T’s Response to the RFP was not prepared
in collusion with any other person or entity. In addition, AT&T is not aware of any
material conflict of interest. AT&T is publicly owned, and with millions of shareholders,
it is impossible for AT&T to determine whether any State employee or any member of
his or her immediate family may be a shareholder in AT&T, Inc. Further, given AT&T and
its affiliates’ nearly 230,000 employees, it is not possible in any practical fashion and in
the time available for this response to determine any possible connections between all
AT&T employees and any employees of the State or any component office. AT&T will
represent, however, that to the best of its knowledge and belief, after a reasonable
inquiry, that none of the people involved in the preparation of this Response have

a familial relationship with any employee of the State. However, the State should make
such an inquiry of its own employees, directors, and officers prior to entering into an
agreement with AT&T and take the necessary steps to ensure such individuals remain in
compliance with these requirements.

35. VENDOR RELATIONSHIP: The relahiunsiig ot the Vendor to thi agie snsibe
T h r
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AT&T Response:

AT&T has read and understands.

36. INDEMNIFICATION: The Ve
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AT&T’S Response to General Terms and Conditions §36:

See AT&T’s General Response. AT&T takes exception to this indemnification section and

respectfully requests the opportunity to negotiate this provision to the parties’ mutual
satisfaction.

t Virginia Code HSA-3-10a3 3hd & 5

37. PURCHASING AFFIDAVIT: In arcordance with @ €3 i ”
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AT&T Response:

ATRT has read and understands. Added under AT&T Attachments.
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38. ADDITIONAL AGENCY AND LOCAL GOVERNMENT USE- This Cor tract may be
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AT&T’S Response to General Terms and Conditions §38:

See AT&T’s General Response. AT&T is certainly willing to entertain the opportunity to
provision to other entities. However, AT&T would need to know information including,
but not limited to, which entities were being considered, how the billing and collection
would work (e.g., who would ultimately be responsible for payment), any credit issues,
and what services were involved. Once AT&T understood the details, AT&T would
consider this opportunity.

AT&T Response:

AT&T has read and understands.
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AT&T Response:

AT&T has read and understands.

41. BACKGROUND CHELK

AT&T Response:

As part of conducting a background and/or criminal history investigation pursuant to
Section 41, the State of West Virginia obtain information regarding AT&T employees or
subcontractors, which includes, but is not limited to, name, address, telephone number,
driver’s license number, date of birth, health information, biometric data and other
personal information obtained in connection with the investigation (collectively,
“sensitive Personal Information” or “SPI”). The State of West Virginia and its designee(s)
shall consider SPI to be private, sensitive and confidential. SPi may be subject to certain
privacy laws and regulations and requirements, including requirements of AT&T, and
requires a high degree of protection. The State of West Virginia shall comply with all
applicable privacy laws and regulations and must treat such SP1 with the same degree of
care as the State of West Virginia would treat SP! of its own employees and
subcontractors including, without limitation:

1. Collect SPI only as needed for a background and/or crimina! history investigation
or otherwise as permissible under this Agreement;

November 21, 2018 RAgEI .
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Not use, disclose, or distribute any SP! except in connection with a background
and/or criminal history investigation or otherwise as permissible under this
Agreement;

Store and transmit SPi securely, including without limitation encrypting SP| when
it is at rest and being transmitted;

Restrict access to SPI only to those employees of the State or its designee(s) that
require access to perform the services under this Agreement;

Immediately notify AT&T if the State becomes aware that (a) any of the above
provisions has been breached; (b) any disclosure of SPI to any third party not
expressly permitted herein to receive or have access to SPI; or (c) any breach of,
or other security incident involving, ’s systems or network that could cause or
permit access to SPI inconsistent with the above-referenced provisions. The
State shall fully cooperate with AT&T in determining, as may be necessary or
appropriate, actions that need to be taken including the full scope of the breach,
disclosure or security incident, corrective steps to be taken by the State, the
nature and content of any notifications, law enforcement involvement, or
news/press/media contact etc., and the State shal not communicate directly
with any AT&T employee or subcontractor without AT&T’s consent, which such
consent shall not be unreasonably withheld; and

Implement any other administrative, physical, and technical safeguards to
ensure proper use, and protect against any unauthorized disclosure, of SPI.

2. PREFERENCE FOR USE OF DOMESTIC STEEL PRODUCTS
| g
k1
|
| I [
|
Li [
T
B I Qr I
| i teel |
I
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AT&T Response:

AT&T has read and understands.

43, PREFERENCE FOR USE OF DOMESTIC ALUMINUM, GLASS, AND STEEL: It

Acrordance with W, Va, Code #5-19-1 gt seq., antt'W. Va "SR i 148-10-1 et seq., for
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AT&T Response:
AT&T has read and understands.

44. INTERESTED PARTY SUPPLEMENTAL DISCLOSURE: W. V. Code 1-1-2 reguires 1

or Lontracts with an actual or estimated value of at lrast 1 million. the vendar
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AT&T Response:
AT&T has read and understands.

DESIGNATED CONTACLT: Vendar apooints the indhvidual identified in thisSection as the

tract Administrator and the injtial point of contact for matters relati

Beth Spradlin Client Solutions Exec 2 Integrated Mobk*

|'.u.._ 2. Title

816 Lee Street, Charleston, WV 25301

Addracs

304.690.0140

IPhoneE !‘":'.| nber E=x Mumbor
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ef8030@att.com

LTI Aiess)
AT&T'S Additional Terms and Conditions:

As noted in AT&T’s General Response, AT&T submits the Response subject to the
Additional Terms and Conditions set forth immediately below. The pricing submitted in
the Response assumes the use of these clauses as part of any final, negotiated contract.

1. INTRODUCTION

1.1 Overview of Documents. This Master Agreement and the following additional
documents (collectively, the “Agreement”) shall apply to all products and
services AT&T provides Customer pursuant to this Agreement (“Services”) and
shall continue in effect so long as Services are provided under this Agreement:

(a) Pricing Schedules. A “Pricing Schedule” means a pricing schedule (including
related attachments) or other document that is attached to or is later
executed by the parties and references this Master Agreement. A Pricing
Schedule includes the Services, the pricing {including discounts and
commitments, if applicable) and the pricing schedule term (“Pricing Schedule
Term”).

(b) Tariffs and Guidebooks. “Tariffs” are documents containing the descriptions,
pricing and other terms and conditions for a Service that AT&T or its Affiliates
file with regulatory authorities. “Guidebooks” are documents (designated as
Guidebooks or Price Lists} containing the descriptions, pricing and other
terms and conditions for a Service that were but no longer are filed with
regulatory authorities. Tariffs and Guidebooks can be found at
att.com/servicepublications or other locations AT&T may designate.

(c) Acceptable Use Policy. AT&T’s Acceptable Use Policy {“AUP”) applies to (i)
Services provided over or accessing the Internet and (ii) wireless (i.e.,
cellular) data and messaging Services. The AUP can be found at att.com/aup
or other locations AT&T may designate.

{d) Service Guides. The descriptions, pricing and other terms and conditions for
a Service not covered by a Tariff or Guidebook may be contained in a Service
Guide, which can be found at att.com/servicepublications or other locations
AT&T may designate.

1.2 Priority of Documents. The order of priority of the documents that form this
Agreement is: the applicable Pricing Schedule or Order; this Master Agreement;
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the AUP; and Tariffs, Guidebooks and Service Guides; provided that Tariffs will
be first in priority in any jurisdiction where applicable law or regulation does not
permit contract terms to take precedence over inconsistent Tariff terms.

1.3 Revisions to Documents. Subject to Section 8.2(b) (Materially Adverse Impact),
AT&T may revise Service Publications at any time.

1.4 Execution by Affiliates. An AT&T Affiliate or Customer Affiliate may sign a Pricing
Schedule in its own name, and such Affiliate contract will be a separate but
associated contract incorporating the terms of this Agreement. Customer and
AT&T will cause their respective Affiliates to comply with any such separate and
associated contract.

2. AT&T DELIVERABLES

2.1 Services. AT&T will either provide or arrange to have an AT&T Affiliate provide
Services to Customer and its Users, subject to the availability and operational
limitations of systemns, facilities and equipment. Where required, an AT&T
Affiliate authorized by the appropriate regulatory authority will be the service
provider. If an applicable Service Publication expressly permits placement of an
order for a Service under this Master Agreement without the execution of a
Pricing Schedule, Customer may place such an order using AT&T’s standard
ordering processes (an “Order”), and upon acceptance by AT&T, the Order shall
otherwise be deemed a Pricing Schedule under this Master Agreement for the
Service ordered.

2.2 AT&T Equipment. Services may be provided using equipment owned by AT&T
that is located at the Site (“AT&T Equipment”), but title to the AT&T Equipment
will remain with AT&T. Customer must provide adequate space and electric
power for the AT&T Equipment and keep the AT&T Equipment physically secure
and free from liens and encumbrances. Customer will bear the risk of loss or
damage to the AT&T Equipment (other than ordinary wear and tear), except to
the extent caused by AT&T or its agents.

2.3 Purchased Equipment. Except as specified in a Service Publication, title to and
risk of loss of Purchased Equipment shall pass to Customer on delivery to the
transport carrier for shipment to Customer’s designated location.

2.4 License and Other Terms. Software, Purchased Equipment and Third-Party
Services may be provided subject to the terms of a separate license or other
agreement between Customer and either the licensor, the third-party service
provider or the manufacturer. Customer’s execution of the Pricing Schedule for
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or placement of an Order for Software, Purchased Equipment or Third-Party
Services is Customer’s agreement to comply with such separate agreement.
Unless a Service Publication specifies otherwise, AT&T’s sole responsibility with
respect to Third-Party Services is to place Customer’s orders for Third-Party
Services, except that AT&T may invoice and collect payment from Customer for
the Third-Party Services.

3. CUSTOMER’S COOPERATION

3.1 Access Right. Customer will in a timely manner allow AT&T access as reasonably
required for the Services to property and equipment that Customer controls and
will obtain at Customer’s expense timely access for AT&T as reasonably required
for the Services to property controlled by third parties such as Customer’s
landlord. AT&T will coordinate with and, except in an emergency, obtain
Customer’s consent to enter upon Customer’s property and premises, which
consent shall not be unreasonably withheld. Access rights mean the right to
construct, install, repair, maintain, replace and remove access lines and network
facilities and the right to use anciilary equipment space within a building for
Customer’s connection to AT&T’s network. Customer must provide AT&T timely
information and access to Customer’s facilities and equipment as AT&T
reasonably requires for the Services, subject to Customer’s reasonable security
policies. Customer will furnish any conduit, holes, wireways, wiring, plans,
equipment, space, power/utilities and other items as AT&T reasonably requires
for the Services and will obtain any necessary licenses, permits and consents
(including easements and rights-of-way). Customer will have the Site ready for
AT&T to perform its work according to a mutually agreed schedule.

3.2 Safe Working Environment. Customer will ensure that the location at which
AT&T installs, maintains or provides Services is a safe working environment, free
of Hazardous Materials and reasonably suitable for the Services. “Hazardous
Materials” mean any substance or material capable of posing an unreasonable
risk to health, safety or property or whose use, transport, storage, handling,
disposal or release is regulated by any law related to pollution, to protection of
air, water or soil or to health and safety. AT&T shall have no obligation to
perform work at a location that is not a suitable and safe working environment
or to handle, remove or dispose of Hazardous Materials.

3.3 Users. “User” means anyone who uses or accesses any Service provided to
Customer. Customer will cause Users to comply with this Agreement and is
responsible for Users’ use of any Service unless expressly provided to the
contrary in an applicable Service Publication.
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3.4 Resale of Services. Customer may not resell the Services or rebrand the Services
for resale to third parties without AT&T’s prior written consent.

4. PRICING AND BILLING

4.1 Pricing and Pricing Schedule Term; Terms Applicable After End of Pricing
Schedule Term. The prices listed in a Pricing Schedule are stabilized until the end
of the Pricing Schedule Term and will apply in lieu of the corresponding prices set
forth in the applicable Service Publication. No promotion, credit, discount or
waiver set forth in a Service Publication will apply. Unless the Pricing Schedule
states otherwise, at the end of the Pricing Schedule Term, Customer may
continue Service (subject to any applicable notice or other requirementsin a
Service Publication for Customer to terminate a Service Component) under a
month-to-month service arrangement at the prices, terms and conditions in
effect on the last day of the Pricing Schedule Term. AT&T may change such
prices, terms or conditions on 30 days’ prior notice to Customer.

4.2 Additional Charges and Taxes. Prices set forth in a Pricing Schedule are exclusive
of and Customer will pay all taxes (excluding those on AT&T’s net income),
surcharges, recovery fees, customs clearances, duties, levies, shipping charges
and other similar charges (and any associated interest and penalties resulting
from Customer’s failure to timely pay such taxes or similar charges) relating to
the sale, transfer of ownership, installation, license, use or provision of the
Services, except to the extent Customer provides a valid exemption certificate
prior to the delivery of Services. To the extent required by law, Customer may
withhold or deduct any applicable taxes from payments due to AT&T, provided
that Customer will use reasonable commercial efforts to minimize any such taxes
to the extent allowed by law or treaty and will furnish AT&T with such evidence
as may be required by relevant taxing authorities to establish that such tax has
been paid so that AT&T may claim any applicable credit.

4.3 Billing. Unless a Service Publication specifies otherwise, Customer’s obligation to
pay for a Service Component begins upon availability of the Service Component
to Customer. Customer will pay AT&T without deduction, setoff or delay for any
reason (except for withholding taxes as provided in Section 4.2 - Additional
Charges and Taxes or in Section 4.5 - Delayed Billing; Disputed Charges). At
Customer’s request, but subject to AT&T’s consent (which may not be
unreasonably withheld or withdrawn), Customer’s Affiliates may be invoiced
separately, and AT&T will accept payment from such Affiliates. Customer will be
responsible for payment if Customer’s Affiliates do not pay charges in
accordance with this Agreement. AT&T may require Customer or its Affiliates to
tender a deposit if AT&T determines, in its reasonable judgment, that Customer
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or its Affiliates are not creditworthy, and AT&T may apply such deposit to any
charges owed.

4.4 Payments. Payment is due within 30 days after the date of the invoice (unless
another date is specified in an applicable Tariff or Guidebock) and must refer to
the invoice number. Charges must be paid in the currency specified in the
invoice. Restrictive endorsements or other statements on checks are void.
Customer will reimburse AT&T for all costs associated with collecting delinquent
or dishonored payments, including reasonable attorneys’ fees. AT&T may charge
late payment fees at the lowest of {a) 1.5% per month (18% per annum), (b) for
Services contained in a Tariff or Guidebook at the rate specified therein, or {c)
the maximum rate allowed by law for overdue payments.

4.5 Delayed Billing; Disputed Charges. Customer will not be required to pay charges
for Services initially invoiced more than 6 months after close of the billing period
in which the charges were incurred, except for calls assisted by an automated or
live operator. If Customer disputes a charge, Customer will provide notice to
AT&T specifically identifying the charge and the reason it is disputed within 6
months after the date of the invoice in which the disputed charge initially
appears, or Customer waives the right to dispute the charge. The portion of
charges in dispute may be withheld and will not be considered overdue until
AT&T completes its investigation of the dispute, but Customer may incur late
payment fees in accordance with Section 4.4 {Payments). Following AT&T’s
notice of the results of its investigation to Customer, payment of ali properly due
charges and properly accrued late payment fees must be made within ten (10)
business days. AT&T will reverse any late payment fees that were invoiced in

error.

4.6 Credit Terms. AT&T retains a lien and purchase money security interest in each
item of Purchased Equipment and Vendor Software until Customer pays all sums
due. AT&T is authorized to sign and file a financing statement to perfect such

security interest.

4.7 MARC. Minimum Annual Revenue Commitment {(“MARC”) means an annual
revenue commitment set forth in a Pricing Schedule that Customer agrees to
satisfy during each 12-consecutive-month period of the Pricing Schedule Term. If
Customer fails to satisfy the MARC for any such 12-month period, Customer will
pay a shortfall charge in an amount equal to the difference between the MARC
and the total of the applicable MARC-Eligible Charges incurred during such 12-
month period, and AT&T may withhold contractual credits until Customer pays

the shortfall charge.
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4.8 Adjustments to MARC.

(a) in the event of a business downturn beyond Customer’s control, or a
corporate divestiture, merger, acquisition or significant restructuring or
reorganization of Customer’s business, or network optimization using other
Services, or a reduction of AT&T’s prices, or a force majeure event, any of
which significantly impairs Customer’s ability to meet a MARC, AT&T will
offer to adjust the affected MARC to reflect Customer’s reduced usage of
Services (with a corresponding adjustment to the prices, credits or discounts
available at the reduced MARC level). If the parties reach agreement on a
revised MARC, AT&T and Customer will amend the affected Pricing Schedule
prospectively. This Section 4.8 will not apply to a change resulting from
Customer’s decision to use service providers other than AT&T. Customer will
provide AT&T notice of the conditions Customer believes will require the
application of this provision. This provision does not constitute a waiver of
any charges, including monthly recurring charges and shortfall charges,
Customer incurs prior to amendment of the affected Pricing Schedule.

(b) If Customer, through merger, consolidation, acquisition or otherwise,
acquires a new business or operation, Customer and AT&T may agree in
writing to include the new business or operation under this Agreement. Such
agreement will specify the impact, if any, of such addition on Customer’s
MARC or other volume or growth discounts and on Customer’s attainment
thereof.

5. CONFIDENTIAL INFORMATION

5.1 Confidential Information. Confidential Information means: (a) information the
parties or their Affiliates share with each other in connection with this
Agreement or in anticipation of providing Services under this Agreement
(including pricing or other proposals), but only to the extent identified as
Confidential Information in writing; and {b) except as may be required by
applicable law or regulation, the terms of this Agreement.

5.2 Obligations. A disclosing party’s Confidential Information will, for a period of 3
years following its disclosure to the other party (except in the case of software,
for which the period is indefinite): (a) not be disclosed, except to the receiving
party’s employees, agents and contractors having a need-to-know (but only if
such agents and contractors are not direct competitors of the other party and
agree in writing to use and disclosure restrictions as restrictive as this Section 5)
or to the extent authorized to be revealed by law, governmental authority or
legal process (but only if such disclosure is limited to that which is so authorized
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and prompt notice is provided to the disclosing party to the extent practicable
and not prohibited by law, governmental authority or legal process); (b) be held
in confidence; and (c) be used only for purposes of using the Services, evaluating
proposals for new services or performing this Agreement (including in the case
of AT&T to detect fraud, to check quality and to operate, maintain and enhance
the network and Services).

5.3 Exceptions. The restrictions in this Section 5 will not apply to any information
that: (a) is independently developed by the receiving party without use of the
disclosing party’s Confidential Information; (b) is lawfully received by the
receiving party free of any obligation to keep it confidential; or {c) becomes
generally available to the public other than by breach of this Agreement.

5.4 Privacy. Each party is responsible for complying with the privacy laws applicable
to its business. AT&T shall require its personnel, agents and contractors around
the world who process Customer Personal Data to protect Customer Personal
Data in accordance with the data protection laws and regulations applicable to
AT&T’s business. If Customer does not want AT&T to comprehend Customer
data to which it may have access in performing Services, Customer must encrypt
such data so that it will be unintelligible. Customer is responsible for obtaining
consent from and giving notice to its Users, employees and agents regarding
Customer’s and AT&T’s collection and use of the User, employee or agent
information in connection with a Service. Customer will only make accessible or
provide Customer Personal Data to AT&T when it has the legal authority to do
s0. Unless otherwise directed by Customer in writing, if AT&T designates a
dedicated account representative as Customer’s primary contact with AT&T,
Customer authorizes that representative to discuss and disclose Customer’s
customer proprietary network information to any employee or agent of
Customer without a need for further authentication or authorization.

6. LIMITATIONS OF LIABILITY AND DISCLAIMERS
6.1 Limitation of Liability.

(a) EITHER PARTY’S ENTIRE LIABILITY AND THE OTHER PARTY’S EXCLUSIVE
REMEDY FOR DAMAGES ON ACCOUNT OF ANY CLAIM ARISING OUT OF AND
NOT DISCLAIMED UNDER THIS AGREEMENT SHALL BE:

{i) FOR BODILY INJURY, DEATH OR DAMAGE TO REAL PROPERTY OR TO
TANGIBLE PERSONAL PROPERTY PROXIMATELY CAUSED BY A PARTY’S
NEGLIGENCE, PROVEN DIRECT DAMAGES;
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(i) FOR BREACH OF SECTION 5 (Confidential tnformation), SECTION 10.1
(Publicity} OR SECTION 10.2 (Trademarks), PROVEN DIRECT DAMAGES;

(iii) FOR ANY THIRD-PARTY CLAIMS, THE REMEDIES AVAILABLE UNDER
SECTICON 7 (Third Party Claims);

(iv) FOR CLAIMS ARISING FROM THE OTHER PARTY’S GROSS NEGLIGENCE OR
WILLFUL MISCONDUCT, PROVEN DAMAGES; OR

{v) FOR CLAIMS OTHER THAN THOSE SET FORTH IN SECTION 6.1(a)(i)-(iv),
PROVEN DIRECT DAMAGES NOT TO EXCEED, ON A PER CLAIM OR
AGGREGATE BASIS DURING ANY TWELVE (12) MONTH PERIOD, AN
AMOUNT EQUAL TO THE TOTAL NET CHARGES INCURRED BY CUSTOMER
FOR THE AFFECTED SERVICE IN THE RELEVANT COUNTRY DURING THE
THREE (3) MONTHS PRECEDING THE MONTH IN WHICH THE CLAIM
AROSE.

(b) EXCEPT AS SET FORTH IN SECTION 7 (Third Party Claims) OR IN THE CASE OF
A PARTY’S GROSS NEGLIGENCE OR WILLFUL MISCONDUCT, NEITHER PARTY
WILL BE LIABLE TO THE OTHER PARTY FOR ANY INDIRECT, INCIDENTAL,
CONSEQUENTIAL, PUNITIVE, RELIANCE OR SPECIAL DAMAGES, INCLUDING
WITHOUT LIMITATION DAMAGES FOR LOST PROFITS, ADVANTAGE, SAVINGS
OR REVENUES OR FOR INCREASED COST OF OPERATIONS.

(c) THE LIMITATIONS IN THIS SECTION 6 SHALL NOT LIMIT CUSTOMER'S
RESPONSIBILITY FOR THE PAYMENT OF ALL PROPERLY DUE CHARGES UNDER
THIS AGREEMENT.

6.2 Disclaimer of Liability. AT&T WILL NOT BE LIABLE FOR ANY DAMAGES ARISING
OUT OF OR RELATING TO: INTEROPERABILITY, ACCESS OR INTERCONNECTION OF
THE SERVICES WITH APPLICATIONS, DATA, EQUIPMENT, SERVICES, CONTENT OR
NETWORKS PROVIDED BY CUSTOMER OR THIRD PARTIES; SERVICE DEFECTS,
SERVICE LEVELS, DELAYS OR ANY SERVICE ERROR OR INTERRUPTION, INCLUDING
INTERRUPTIONS OR ERRORS IN ROUTING OR COMPLETING ANY 911 OR OTHER
EMERGENCY RESPONSE CALLS OR ANY OTHER CALLS OR TRANSMISSIONS
(EXCEPT FOR CREDITS EXPLICITLY SET FORTH IN THIS AGREEMENT); LOST OR
ALTERED MESSAGES OR TRANSMISSIONS; OR UNAUTHORIZED ACCESS TO OR
THEFT, ALTERATION, LOSS OR DESTRUCTION OF CUSTOMER'S (OR ITS
AFFILIATES’, USERS’ OR THIRD PARTIES’) APPLICATIONS, CONTENT, DATA,
PROGRAMS, INFORMATION, NETWORKS OR SYSTEMS.
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6.3 Purchased Equipment and Vendor Software Warranty. AT&T shall pass through
to Customer any warranties for Purchased Equipment and Vendor Software
available from the manufacturer or licensor. The manufacturer or licensor, and
not AT&T, is responsible for any such warranty terms and commitments. ALL
SOFTWARE AND PURCHASED EQUIPMENT IS OTHERWISE PROVIDED TO
CUSTOMER ON AN “AS IS” BASIS.

6.4 Disclaimer of Warranties. AT&T MAKES NO REPRESENTATIONS OR
WARRANTIES, EXPRESS OR IMPLIED, SPECIFICALLY DISCLAIMS ANY
REPRESENTATION OR WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, TITLE OR NON-INFRINGEMENT AND SPECIFICALLY
DISCLAIMS ANY WARRANTY ARISING BY USAGE OF TRADE OR BY COURSE OF
DEALING. FURTHER, AT&T MAKES NO REPRESENTATION OR WARRANTY THAT
TELEPHONE CALLS OR OTHER TRANSMISSIONS WILL BE ROUTED OR COMPLETED
WITHOUT ERROR OR INTERRUPTION {INCLUDING CALLS TO 911 OR ANY SIMILAR
EMERGENCY RESPONSE NUMBER) AND MAKES NO GUARANTEE REGARDING
NETWORK SECURITY, THE ENCRYPTION EMPLOYED BY ANY SERVICE, THE
INTEGRITY OF ANY DATA THAT IS SENT, BACKED UP, STORED OR SUBJECT TO
LOAD BALANCING OR THAT AT&T’S SECURITY PROCEDURES WILL PREVENT THE
LOSS OR ALTERATION OF OR IMPROPER ACCESS TO CUSTOMER’S DATA AND

INFORMATION.

6.5 Application and Survival. The disclaimer of warranties and limitations of liability
set forth in this Agreement will apply regardless of the form of action, whether in
contract, equity, tort, strict liability or otherwise, of whether damages were
foreseeable and of whether a party was advised of the possibility of such
damages and will apply so as to limit the liability of each party and its Affiliates
and their respective employees, directors, subcontractors and suppliers. The
limitations of liability and disclaimers set out in this Section 6 will survive failure
of any exclusive remedies provided in this Agreement.

7. THIRD PARTY CLAIMS -

7.1 AT&T’s Obligations. AT&T agrees at its expense to defend and either to settle
any third-party claim against Customer, its Affiliates and its and their respective
employees and directors or to pay all damages that a court finally awards against
such parties for a claim alleging that a Service provided to Customer under this
Agreement infringes any patent, trademark, copyright or trade secret, but not
where the claimed infringement arises out of or results from: (a) Customer’s, its
Affiliate’s or a User’s content; (b) modifications to the Service by Customer, its
Affiliate or a third party, or combinations of the Service with any non-AT&T
services or products by Customer or others; (¢) AT&T’s adherence to Customer’s
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or its Affiliate’s written requirements; or (d) use of a Service in violation of this
Agreement.

7.2 Customer’s Obligations. Customer agrees at its expense to defend and either to
settle any third-party claim against AT&T, its Affiliates and its and their
respective employees, directors, subcontractors and suppliers or to pay all
damages that a court finally awards against such parties for a claim that: (a)
arises out of Customer’s, its Affiliate’s or a User’s access to or use of the Services
and the claim is not the responsibility of AT&T under Section 7.1; (b) alleges that
a Service infringes any patent, trademark, copyright or trade secret and falls
within the exceptions in Section 7.1; or {c) alleges a breach by Customer, its
Affiliate or a User of a Software license agreement.

7.3 Infringing Services. Whenever AT&T is liable under Section 7.1, AT&T may at its
option either procure the right for Customer to continue using, or may replace or
modify, the Service so that it is non-infringing.

7.4 Notice and Cooperation. The party seeking defense or settlement of a third-
party claim under this Section 7 will provide notice to the other party promptly
upon learning of any claim for which defense or settlement may be sought, but
failure to do so will have no effect except to the extent the other party is
prejudiced by the delay. The party seeking defense or settlement will allow the
other party to control the defense and settlement of the claim and will
reasonably cooperate with the defense. The defending party will use counsel
reasonably experienced in the subject matter at issue and will not settle a claim
without the written consent of the party being defended, which consent will not
be unreasonably withheld or delayed, except that no consent will be required to
settle a claim where relief against the party being defended is limited to
monetary damages that are paid by the defending party under this Section 7.

7.5 AT&T's obligations under Section 7.1 shall not extend to actual or alleged
infringement or misappropriation of intellectual property based on Purchased
Equipment, Software, or Third-Party Services.

8. SUSPENSION AND TERMINATION

8.1 Termination of Agreement. This Agreement may be terminated immediately
upon notice by either party if the other party becomes insolvent, ceases
operations, is the subject of a bankruptcy petition, enters receivership or any
state insolvency proceeding or makes an assignment for the benefit of its
creditors.
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8.2 Termination or Suspension. The following additional termination provisions
apply:

(a) Material Breach. If either party fails to perform or observe any material

warranty, representation, term or condition of this Agreement, including
non-payment of charges, and such failure continues unremedied for 30 days
after receipt of notice, the aggrieved party may terminate (and AT&T may
suspend and later terminate) the affected Service Components and, if the
breach materially and adversely affects the entire Agreement, terminate
(and AT&T may suspend and later terminate) the entire Agreement.

(b) Materially Adverse Impact. If AT&T revises a Service Publication, the revision

(c)

has a materially adverse impact on Customer and AT&T does not effect
revisions that remedy such materially adverse impact within 30 days after
receipt of notice from Customer, then Customer may, as Customer’s sole
remedy, elect to terminate the affected Service Components on 30 days’
notice to AT&T, given not later than 90 days after Customer first learns of the
revision to the Service Publication. “Materially adverse impacts” do not
include changes to non-stabilized pricing, changes required by governmental
authority, or assessment of or changes to additional charges such as
surcharges or taxes.

Internet Services. If Customer fails to rectify a violation of the AUP within 5
days after receiving notice from AT&T, AT&T may suspend the affected
Service Components. AT&T reserves the right, however, to suspend or
terminate immediately when: (i) AT&T’s suspension or termination is in
response to multiple or repeated AUP violations or complaints; (ii) AT&T is
acting in response to a court order or governmental notice that certain
conduct must be stopped; or (iii) AT&T reasonably determines that {a) it may
be exposed to sanctions, liability, prosecution or other adverse consequences
under applicable law if AT&T were to allow the violation to continue; {b) such
violation may harm or interfere with the integrity, normal operations or
security of AT&T’s network or networks with which AT&T is interconnected
or may interfere with another customer’s use of AT&T services or the
Internet; or (c) such violation otherwise presents an imminent risk of harm to
AT&T, AT&T’s customers or its or their respective employees.

(d) Fraud or Abuse. AT&T may terminate or suspend an affected Service or

Service Component and, if the activity materialiy and adversely affects the
entire Agreement, terminate or suspend the entire Agreement, immediately
by providing Customer with as much advance notice as is reasonably
practicable under the circumstances if Customer, in the course of breaching
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the Agreement: (i) commits a fraud upon AT&T; (ii) uses the Service to
commit a fraud upon another party; (iii} unlawfully uses the Service;
{iv) abuses or misuses AT&T’s network or Service; or {v) interferes with
another customer’s use of AT&T’s network or services.

(e) Infringing Services. If the options described in Section 7.3 {Infringing
Services) are not reasonably available, AT&T may at its option terminate the
affected Services or Service Components without liability other than as
stated in Section 7.1 (AT&T’s Obligations).

(f) Hazardous Materials. If AT&T encounters any Hazardous Materials at the
Site, AT&T may terminate the affected Services or Service Components or
may suspend performance until Customer removes and remediates the
Hazardous Materials at Customer’s expense in accordance with applicable
law.

8.3 Effect of Termination.

(a) Termination or suspension by either party of a Service or Service Component
does not waive any other rights or remedies a party may have under this
Agreement and will not affect the rights and obligations of the parties
regarding any other Service or Service Component.

(b) If a Service or Service Component is terminated, Customer will pay all
amounts incurred prior to the effective date of termination.

8.4 Termination Charges.

(a) If Customer terminates this Agreement or an affected Service or Service
Component for cause in accordance with the Agreement or if AT&T
terminates a Service or Service Component other than for cause, Customer
will not be liable for the termination charges set forth in this Section 8.4.

(b) If Customer or AT&T terminates a Service or Service Component prior to
Cutover other than as set forth in Section 8.4(a), Customer (i) will pay any
pre-Cutover termination or cancellation charges set outina Pricing Schedule
or Service Publication, or {ii} in the absence of such specified charges, will
reimburse AT&T for time and materials incurred prior to the effective date of
termination, plus any third party charges resulting from the termination.

(c) If Customer or AT&T terminates a Service or Service Component after
Cutover other than as set forth in Section 8.4(a), Customer will pay applicable
termination charges as follows: (i) 50% {unless a different amount is specified
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in the Pricing Schedule) of any unpaid recurring charges for the terminated
Service or Service Component attributable to the unexpired portion of an
applicable Minimum Payment Period; (ii) if termination occurs before the
end of an applicable Minimum Retention Period, any associated credits or
waived or unpaid non-recurring charges; and {iii) any charges incurred by
AT&T from a third party (i.e., not an AT&T Affiliate) due to the termination.
The charges set forth in Sections 8.4(c)(i) and {ii) wil! not applyifa
terminated Service Component is replaced with an upgraded Service
Component at the same Site, but only if the Minimum Payment Period or
Minimum Retention Period, as applicable, {the “Minimum Period”) and
associated charge for the replacement Service Component are equal to or
greater than the corresponding Minimum Period and associated charge for
the terminated Service Component, respectively, and if the upgrade is not
restricted in the applicable Service Publication.

{d) In addition, if Customer terminates a Pricing Schedule that has a MARC,
Customer will pay an amount equal to 50% of the unsatisfied MARC for the
balance of the Pricing Schedule Term,

9. [RESERVED]
10. MISCELLANEOUS PROVISIONS

10.1 Publicity. Neither party may issue any public statements or
announcements relating to the terms of this Agreement or to the
provision of Services without the prior written consent of the other party.

10.2 Trademarks. Each party agrees not to display or use, in advertising or
otherwise, any of the other party’s trade names, logos, trademarks,
service marks or other indicia of origin without the other party’s prior
written consent, which consent may be revoked at any time by notice.

10.3 Independent Contractor. Each party is an independent contractor.
Neither party controls the other, and neither party nor its Affiliates,
employees, agents or contractors are Affiliates, employees, agents or
contractors of the other party.

104 Force Majeure. Except for payment of amounts due, neither party will be
liable for any delay, failure in performance, loss or damage due to fire,
explosion, cable cuts, power blackout, earthquake, flood, strike,
embargo, labor disputes, acts of civil or military authority, war, terrorism,
acts of God, acts of a public enemy, acts or omissions of carriers or
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suppliers, acts of regulatory or governmental agencies or other causes
beyond such party’s reasonable control.

10.5 Amendments and Waivers. Any supplement to or modification or waiver
of any provision of this Agreement must be in writing and signed by
authorized representatives of both parties. A waiver by either party of
any breach of this Agreement will not operate as a waiver of any other
breach of this Agreement.

10.6 Assignment and Subcontracting.

(a) Customer may, without AT&T’s consent but upon notice to AT&T, assign in
whole or relevant part its rights and obligations under this Agreement to a
Customer Affiliate. AT&T may, without Customer’s consent, assign in whole
or relevant part its rights and obligations under this Agreement to an AT&T
Affiliate. In no other case may this Agreement be assigned by either party
without the prior written consent of the other party (which consent will not
be unreasonably withheld or delayed). In the case of any assignment, the
assigning party shall remain financially responsible for the performance of
the assigned obligations.

{b) AT&T may subcontract to an Affiliate or a third party work to be performed
under this Agreement but will remain financially responsible for the
performance of such obligations.

(c) In countries where AT&T does not have an Affiliate to provide a Service,
AT&T may assign its rights and obligations related to such Service to a local
service provider, but AT&T will remain responsible to Customer for such
obligations. In certain countries, Customer may be required to contract
directly with the local service provider.

10.7 Severability. If any portion of this Agreement is found to be invalid or
unenforceable or if, notwithstanding Section 10.11 (Governing Law),
applicable law mandates a different interpretation or result, the remaining
provisions will remain in effect and the parties will negotiate in good faith to
substitute for such invalid, illegal or unenforceable provision a mutually
acceptable provision consistent with the original intention of the parties.

10.8 Injunctive Relief. Nothing in this Agreement is intended to or should be
construed to prohibit a party from seeking preliminary or permanent
injunctive relief in appropriate circumstances from a court of competent
jurisdiction.
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10.9

10.10

10.11

10.12

10.13

10.14

10.15

Legal Action. Any legal action arising in connection with this Agreement must
be filed within two (2} years after the cause of action accrues, or it will be
deemed time-barred and waived. The parties waive any statute of limitations
to the contrary.

Notices. Any required notices under this Agreement shall be in writing and
shall be deemed validly delivered if made by hand (in which case delivery will
be deemed to have been effected immediately}, or by overnight mail (in
which case delivery will be deemed to have been effected one (1) business
day after the date of mailing), or by first class pre-paid post (in which case
delivery will be deemed to have been effected five (5} days after the date of
posting), or by facsimile or electronic transmission (in which case delivery will
be deemed to have been effected on the day the transmission was sent). Any
such notice shall be sent to the office of the recipient set forth on the cover
page of this Agreement or to such other office or recipient as designated in
writing from time to time.

[RESERVED]

Compliance with Laws. Each party will comply with all applicable laws
and regulations and with all applicable orders issued by courts or other

governmental bodies of competent jurisdiction.

No Third-Party Beneficiaries. This Agreement is for the benefit of
Customer and AT&T and does not provide any third party (including
Users) the right to enforce it or to bring an action for any remedy, claim,
liability, reimbursement or cause of action or any other right or privilege.

Survival. The respective obligations of Customer and AT&T that by their
nature would continue beyond the termination or expiration of this
Agreement, including the obligations set forth in Section 5 (Confidential
Information), Section 6 {Limitations of Liability and Disclaimers) and
Section 7 (Third Party Claims), will survive such termination or expiration.

Agreement Language. The language of this Agreement is English. If there
is a conflict between this Agreement and any translation, the English
version will take precedence.

11. DEFINITIONS

“Affiliate” of a party means any entity that controls, is controlled by or is under
commeoen control with such party.

November 21, 2018
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“APt” means an application program interface used to make a resources request from a
remote implementer program. An APl may include coding, specifications for routines,
data structures, object classes, and protocols used to communicate between programs.

“AT&T Software” means software, including APIs, and all associated written and
electronic documentation and data owned by AT&T and licensed by AT&T to Customer.
AT&T Software does not include software that is not furnished to Customer.

“Customer Personal Data” means information that identifies an individual, that
Customer directly or indirectly makes accessible to AT&T and that AT&T collects, holds
or uses in the course of providing the Services.

“Cutover” means the date Customer’s obligation to pay for Services begins.

“Effective Date” of a Pricing Schedule means the date on which the last party signs the
Pricing Schedule unless a later date is required by regulation or law.

“MARC-Eligible Charges” means the recurring and usage charges (including amounts
calculated from unpaid charges that are owed under Section 8.4{(c)(i}), after deducting
applicable discounts and credits (other than outage or SLA credits), that AT&T charges
Customer for the Services identified in the applicable Pricing Schedule as MARC-
contributing. The following are not MARC-Eligible Charges: (a) charges for or in
connection with Customer’s purchase of equipment; (b) taxes; and (c) charges imposed
in connection with governmentally imposed costs or fees {such as USF, PICC, payphone
service provider compensation, E911 and deaf relay charges).

“Minimum Payment Period” means the Minimum Payment Period identified for a
Service Component in a Pricing Schedule or Service Publication during which Customer
is required to pay recurring charges for the Service Component.

“Minimum Retention Period” means the Minimum Retention Period identified for a
Service Component in a Pricing Schedule or Service Publication during which Customer
is required to maintain service to avoid the payment {(or repayment) of certain credits,
waived charges or amortized charges.

“Purchased Equipment” means equipment or other tangible products Customer
purchases under this Agreement, including any replacements of Purchased Equipment
provided to Customer. Purchased Equipment also includes any internal code required to
operate such Equipment. Purchased Equipment does not include Software but does
include any physical media provided to Customer on which Software is stored.

“Service Component” means an individual component of a Service provided under this
Agreement.
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“Service Publications” means Tariffs, Guidebooks, Service Guides and the AUP.

“Site” means a physical location, including Customer’s collocation space on AT&T’s or its
Affiliate’s or subcontractor’s property, where AT&T installs or provides a Service.

“Software” means AT&T Software and Vendor Software.

“Third-Party Service” means a service provided directly to Customer by a third party
under a separate agreement between Customer and the third party.

“Vendor Software” means software, including APIs, and all associated written and
electronic documentation and data AT&T furnishes to Customer, other than AT&T
Software.
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AT&T has read and understands.
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AT&T’S Response to RFP §§4, 5, and 6:

The State replaced the entirety of §§4 and 5 pursuant to an RFP amendment issued on
or around November 2, 2018. AT&T’s response te new §4 and new §5 are set forth ina
separate document included with the Response. AT&T has deleted former §§4, 5, and 6
from this portion of the Response,

November 21, 2018 Page 63

-
— .
ATET Proprietary: The information contained herein is for use E AT&T Busmess
by authorized persons only and Is not for general distribution. =




AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

SECTION 4: PROJECT SPECIFICATIONS

4.1. Background and Current Operatinig Environment: 4s oullined in the We

Vi 3 State Code # 5a-6-4e "the Chief Technology Ofticer shall oversee
[RIECOM IMIC Ors oet 5 U5 Oy state spending urifs 1o E lifafoit
o s la Lo vy bl ; " .
TAXITHEINE e17ICIE k N | ne I & \ | | : tate Lodde
. LR he 7 . - - . Yy [
a4 dg (44, ThNe CO 1Y I YEIODE 3 18 anc INTe areg
1 =1 irid nEvelens fo e | | i =%, frhy F
k I | () 4] cE o) 12chnoloEy B2l 3 2] | n '
! Ltz Oper i, State | [ i I T E { EMJICEL 3
i ed CE Eernel I | e 5 - =l [ e | 1114
o catll cel u = N Ci Coirt=Ect Carnt )
the Stats & I f onira n i Voo Browi
ain glice H 11 1 1 prort E LE [ | wlaly
alatfo W | o i} { Bt | | 1 anaged ar
s I ~ o %
e . - . A . the Ve I | De-exp B 0 prowvicie aall
1 I 1l 1 11 Fal= 15y (WFeld I "\_ L DE | =1 1LE i [
THE N ntact Centers T nast 0
He State of West 5 - 000 ol .
. 1€ {1y 13 a LW [
0 P 1Lt - W 1 M I In \ s X
Andtyed 1% Br #'e it X (IsCe Il Mg T E { Ly =
] | Mz el L \ i 151 18 . ExiGre
en (1L Lis - TACl Lenta ersii ITe N a 180 Vo Ot LR
VErizon 'y E55 a0il i 135 ] | Fi:it ticipgiea & those
SITES CLrmi VO f 11 W oE i nd S Qroposed
I ] 2l [ thie current VolP Aeg 5 the St g5 the
flexibility HE 501 i ! Witere one doe W CuTTreant (v EXiE
| i ‘_-||_ I\ V=] = et n o | 0 Wig I i '|_||'| I i =Tl |.,
= _!- ] i I vhiere Gl i i Y
I ste of WV s curr BV &f Rsist o the ToloWINng
& Cist lrvit el W E aiImn
L Lisco Wnty Connectic

» LIS ta ter Exorec
..... o T

- COEXPressw Lk

™ i o Prosence

Page 64

=
AT&T Pro;_:rietary: The informati.on contained herein is for use ‘:ﬂ,, AT&T Busmess
by authorized persons only and is not for general distribution. -

November 21, 2018

oy



ATE&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

o Cisco Gatews ising Vol Session iniba rot HiP) Trunks, Prim
Hat w14 PR LUt ‘J'-":-I'xl P x Fla d Teleph £l
1TAY

L] Mg b 1 Skyvpe far Busir 2016

- Milcroso | rectory

o  Microsoft 365

* { 1le Remoie Site T phony A

- | EE CHTI 3L ! G L c

L] 1'.;__:.'-" :L| iCas I._IIIF_

. Erizon nostec Ution IHTIE ymtiunications and Collaborations a5 a Seric

| Firvr 2w B i r o | s b whraet ’
Vicre informatl n regarding the State'd current telephony infrastructure

found in Appendix A.

|
eanversion from Switched Ethernet to Mulliprotocol Label Switching {"NPLS
i 'i _\.:jll_ 1 I.'I-|I | :Jn.
lusiness to migrate an estimated

-~ O

smiplelion |__.|- Decombiar 2018

mplementad, The WVOT

500 data cirguits across the Sta

hus far, apy mately 27° ated, meaning that the proposed
QlF saUtion may De umpled fE WIFLS glrcuits to ehslre
watity of y ‘e Stat ¢ WAN communications
acal Area Netwaorks ("LANS") are comprised of various switches manufacture

o, Hewlelt Packard, Brocade, and Extreme

AT&T Response:

AT&T has read and understands.
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possible approaches as well as identify areas where the proposed solution exceeds
the project expectations.

AT&T Response:

AT&T has read and understands.

2.1, Goals and Objectives — The project goals arid ubjectives are listed below
4.2.1.1 Voice Services

4.2.1.1.1 Managed Voice Services — Suppaort of State’s Legacy IP
Environment
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AT&T Response:

See AT&T’s General Response. AT&T will endeavor to meet all mutually agreed contract
obligations; however, AT&T shall not be liable for any problems caused by force
majeure, delays due to any fault of the State and/or any contractor or subcontractor
employed by the State, network delays, or for problems resulting from causes beyond
the reasonable control of AT&T.

AT&T Response:

See AT&T’s General Response. AT&T will endeavor to meet all mutually agreed contract
obligations; however, AT&T shall not be liable for any problems caused by force
majeure, delays due to any fault of the State and/or any contractor or subcontractor
employed by the State, network delays, or for problems resulting from causes beyond
the reasonable control of AT&T.

AT&T Response:

AT&T has read and understands.
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AT&T Response:

See AT&T'’s General Response. AT&T will endeavor to meet all mutually agreed contract
obligations; however, AT&T shall not be liable for any problems caused by force
maijeure, delays due to any fault of the State and/or any contractor or subcontractor
employed by the State, network delays, or for problems resulting from causes beyond
the reasonable control of AT&T.

AT&T Response:

See AT&T’s General Response. AT&T will endeavor to meet all mutually agreed contract
obligations; however, AT&T shall not be liable for any problems caused by force
majeure, delays due to any fault of the State and/or any contractor or subcontractor
employed by the State, network delays, or for problems resulting from causes beyond
the reasonable control of AT&T.
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rifra icture, and provide & pl showire this ol

AT&T Response:

See AT&T's General Response. AT&T will endeavor to meet all mutually agreed contract
obligations; however, AT&T shall not be liable for any problems caused by force
majeure, delays due to any fault of the State and/or any contractor or subcontractor
employed by the State, network delays, or for problems resulting from causes beyond
the reasonable control of AT&T.

AT&T Response:

AT&T provide support for remote monitoring and management with support for onsite
maintenance when required. AT&T also provides hardware replacement leveraging
Cisco Smartnet with a variety of maintenance options based on the critical nature of the
equipment and location. Our proactive monitoring allows for alerts to detect equipment
failures and coordinate replacement before they become major issue.

AT&T Response:

See AT&T’s General Response. AT&T will endeavor to meet all mutually agreed contract
obligations; however, AT&T shail not be liable for any problems caused by force
majeure, delays due to any fault of the State and/or any contractor or subcontractor
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employed by the State, network delays, or for problems resulting from causes beyond
the reasonable control of AT&T.

Transition from the State's Legacy IP Environment to the

Vendor's Hosted Solution

1 The state ae

AT&T Response:

See AT&T’s General Response. AT&T will endeavor to meet all mutually agreed contract
obligations; however, AT&T shall not be liable for any problems caused by force
majeure, delays due to any fault of the State and/or any contractor or subcontractor
employed by the State, network delays, or for problems resulting from causes beyond
the reasonable control of AT&T.

AT&T Response:

AT&T defines 'turnkey' to mean that AT&T will provide only the items of equipment and
services specifically listed in this bid response. For the price{s) quoted herein, AT&T will
provide the items of equipment and services specifically listed in this bid response. Any
additional equipment or services beyond those listed in AT&T's response will be
provided at additional charges. Our pricing is predicat'ed on the requirements as set
forth by the bid documents, and use of terms and phrases, such as “turn-key” or
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“included even if not specifically listed,” does not require AT&T to provide equipment or
services beyond those specifically noted in our quote,
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AT&T Response:

All intellectual property in the Services shall be the sole and exclusive property of AT&T
or its suppliers, as applicable. Each party shall retain all of its rights in its pre-existing
intellectual property.
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AT&T Response:
AT&T provides the phased approach that includes the following steps

Project Planning/Kickoff
« Project kickoff meeting
» Gathering project contact information
« Creating escalation procedures
+ Review preliminary project plan/migration schedule
+ Review Project Management Tools
» Schedule recurring project status meeting
» Review CPE (BOM) bill of material
» Obtain documentation on current LAN/WAN/Telephony
» Identify local Team Sponsors for SRS data collection
« Schedule SRS data collection meeting

. Discuss SRS data collection infoermation to be collected

Project Management — For UC Services

« Develop and manage detailed implementation Project Plan/issue tracker
« Develop and manage project migration schedule

» Develop and manage completion of site readiness checklist

+ Develop and manage test plans/checklists

« Manage CPE inventory: confirm delivery, inventory and document receipt of
hardware.

« Manage and lead recurring project status meetings - provide updated project
plan/migration schedule and issue tracker
Design and Planning

« Outline and document key criteria that will need to be collected for completion
of High Level Design (HLD) and Low Level design (LLD}

o Review end user provided current state documentation:
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* LAN network — validate POE, QoS, Voice VLANS
*  WAN/PSTN network — obtain circuit information by location/Client
numbers (DID/Toll Free)
= Discuss, review and validate future state design for UC services
o Implement LAN changes
= PoE, Voice VLAN, QoS, etc.
o Define UC Services
= Dial plan
= (CSS, Partition,
= (Call Routing design, 911, etc.
o Define Integration Points
* Routers/Gateways to PSTN/WAN
= Analog devices
= Qverhead paging/etc.
=  For UC services in Table 2
o Develop SRS and review collection of SRS data provided by end user
= Build SRS template
= Review data to be collected by end user
= Obtain SRS / Finalize SRS
o Finalize Design
» Define any identified risks cr gaps
= Review and modify future state design BOM (as required)
* Submit design changes to end user for approval/order

Develop Future State Low Level Design {LLD) and Site Survey
« Review core requirements collected during discovery meetings
« Review and validate future state Bill of Material, if applicable.
« Identify any technical or functional constraints {product or timeline})
» Complete High Level Design (HLD) and Low Level design {LLD) for UC Services
¢ Conduct Site Surveys and audits to support capturing accurate up to date
information on the existing network

Build and Test

¢ UC Service - Build, Test and Troubleshoot

o UC Application Servers
= Partitions/CSS
= Dial Plans
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Call Routing Templates
For UC services in Table 2

o Configure Routers/Gateways/Switches and UC Applications
o Validate and test

Configure Unified Communications Services

» Provision Unified Communications Service as defined in Table 2

o UC Applications

o Routers, switches and analog gateways

o Subscriber and user accounts (as defined in Table 2)
SRS Build

Review final SRS spreadsheets

Identify and correct missing data, errors or issue on SRS with end user
Obtain sign off on SRS

Convert final SRS to files

Import files to UC Services

Review and remediate conflicts for imports

Conduct testing of subscribers

Auto Attendants (AA)

Design Auto Attendant Call Flows

Obtain sign off on Auto Attendant Call flows
Build Auto Attendant scripts

Test Auto Attendant scripts

Migration to Unified Communications Services

* |nstallation

o Confirm Racks, Power, etc.

o Confirm WAN/PSTN in locations
o Conduct CPE installation

o Conduct Telephone Placement

« Test Plan Execution

» Migration and Post Migration Support

¢ Site Migrations

o Post migration support

o Migrated to UC Services Support Team
o)

Provide Client Customer Service Manual {(CSM) for UC Services Support

November 21, 2018

Page 74

b=
ATE&T Pm;_:rletary: The |nformat1.on contained here!n Is for_use — AT&T BUS‘ﬂeSS
by authorized persons only and is not for general distribution. —

P
;



AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

Project Completion Meeting

This meeting is designed to ensure that all deliverables and expectations have been
completed. This meeting will be facilitated by the UC Services project manager and
should be attended by all individuals with project sign off responsibility. Topics to be
covered during this meeting include but are not limited to:

= Review of original project deliverables
* Delivery of final project documentation

» Project Completion Form signoff

.....

AT&T Response:

AT&T UCaas service user profiles provide a standard set of functionality and supported
devices, sold on a Per Unit per Month basis. The bundles offered through AT&T UCaa$
correspond to the licensing of UCaa$ by Cisco. AT&T has created some additional
bundles by combining Unified Messaging with Basic and Foundation licenses.

UC Profile Definition
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&

» UCaa$ user profiles are priced per user or per port per month

The UC Profile price include the end user license, 7X24X365 support, core Geo-
Redundant IP PBX, Voice Mail, IM and Presence applications.

UC Profile and Cisco Device Options

End User Davices can be purchased Requires Additional Hardware

of leased through ATSET Mm qu* .
!/ UC Foundation, Standard Eﬁf;f;\\ (" oeproosncs )
8831-Conterance , Room ;
(" uc Basic \ %%}Q @ = I
3906.6911,0021,7621 ﬁ - M5 Intugration CT3-20007200 t
i {
,/, \ Jabber Tinektop | cremine- )
UC Essential [ "] -. |
) g s m Jsbbes Mobils w
| CTS-1300
o . =
. ! | g E ExED ) EXug Brofile Seties
: ) a4 L=}
K\ we o j j 7037 ﬂﬁw;'!; " ﬂ/ Sohution
T821,7841,7861 % Platiorme

UC Network Operations Support

« AT&T provide all upgrades and patches for security and performance as part of
the solution

« Proactive monitoring and management and ticketing is also included
« Fault Isolation and 7X24X365 support for all AT&T contracted services and
equipment
On Premise Equipment

e Customer can select from a broad range of Cisco IP Phone sets, PC and Mobile
soft clients

+ Support for analog gateways and local site survivability can also be provide d as
required

« Allon premise equipment can be purchased or leased from AT&T
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Training

» AT&T can provide training on premise; web based and trains the trainer.
Additional charges apply for on-site training

* Admin training and end user portal training are also provided as part of the
overall deployment

Enterprise UCaa$ User Profiles

The UCaa$ end user profiles matrix provides support for specific features and devices,
features and options for Cisco Unified Communications Manager and Unity Connection.
As new versions of CUCM are released, the UCaa$ features and supported devices will

be updated.

Quick Glance UCaa$ User Profiles

Fumkmaﬁty

UC Profile

Essential

Basic

Foundation

Foundation + VM

Voice dial tone / Call Control

Voice dial tone / Call Control for
analog devices

1 Device

Voice dial tone / Call Control
Single Number Reach mobiiity
1 Device

Devices Supported

Fax
Analog
3905
6901
6911
7821
6921

e 3905

Single Number Reach mobility
Instant Messaging & Presence

Video Calling {point to point) without
MCU

Desktop Client License

Mobile Device Client License
Supports 1 Device

Voice dial téhe-/- Call Controi
Single Number Reach mobility
Instant Messaging & Presence

Video Calling (point to point } without
MCU

Desktop Client License
Mobile Device Client License
Voice Malil

Supports 1 Device

6911, 6921

79XX,88XX, 89XX, 99XX series
7800 series

Jabber Desktop & Mobile
Third Party SIP

EX60, EX90

IMS Integration

6911, 6921

T, B88XX, BIXX, 99XX series
694X, 696X

Jabber Desktop & Mobile
Third Party SIP

EX60, EX90

IMS Integration
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UC Profile Functionality Devices Supported

L ]

“standard e Voicedialtone/Call Control | » 6911,6021

: ¢ Single Number Reach mobility . 79%X,88XX, 89XX, 99XX
¢ Instant Messaging & Presence e 594X, 696X
s Video Calling + 7800 series
e Desktop Client License e Jabber Desktop & Mobile
e Mobiie Device Client License ¢ Third Party SIP
¢ Unified Messaging e EX60, EX90
® Supports up to 10 Devices ¢ IMS Integration

¢ Video End Points

UCaa$ Supported Devices, Features and Options

Coilahoration Features UCaas UCaas UCaas UCaas Standard
Fssential/Basic  Foundation  Foundation Features
Features +\iv Features

Call Features:
?Coordinated dial plan X :
Barge: smgle button X X ; X X
CaII Forward: AI1 Busy, No Answer X
?Call Hold/Resume: includes Music X X X X
on Hold Toneon Hold
Call Park
CaII Waltlng X
CaII Plckup and Group CaII Plckup X
_Call Transfer: Direct, Consultatlve X X X
éBIlnd Complete transfer on hang up
Do not Disturb: do not ring, call X X X X
reject ;
On Hook and Of'f ok Dlalmg X : X ‘ X | X
Jom across Innes allows user to jom |

: X X ! X X
:callers from different lines
Point to Point Video Calls N/A N/A X X
Conferencing:
Ad hoc Conferencing {up to 8 X X X X
;partlmpants)
Mult; Party Meet Me/Ad Hoc X X X X
fConferencmg Dependent on phone,
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Lollaboration Featuras UCaaS UCaas UCaas LCaas Standard
Essential/Basic Foundation  Foundation Feutures
Feanges VM Features

allows user to establish conference
that attendees can direct dial into -
Limited to 10 participants per CUCM
instance

Phone Features:

Audible and Visual indication of

Ringing Line: Indicator light on IP

phone/handset, distinctive ring per

Eline, distinctive ring (external vs. X X X X
internal), User configurable ring

settings (Requires specific phone

imodel to support)

Call Status per Line: on Cisco IP

phone showing connected state, X X X X
number and timer of call duration

i Standard Soft-Key Support X X X X
?Answer/ReIease: soft key to X X : X | X
answer/end call on Cisco IP phone

User configurable ring setting X X X ‘

Direct OQutward Dial {DOD) X X X X 7
Abbreviated dialing: speed dialing .
{Requires specific phone model to X X X X
@support) :

Multiple Line Appearances: number

based on Cisco IP phone N/A X X X
Incoming Call Routing:

Direct Inward Dial {DID) X X X | X
Calling Line ID { When Supported by

;PSTN} X X X X
Calling Name ID (When Supported

by PSTN) X X X X
Dialed Number ID Service (DNIS): X X X X

receipt/passing of dialed number

éMuItipIe Calls Per Line: Depending
on phane, can support up to 4 calls X X } X X
on a single line |
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Colfaboration Features Ucaas UCass UCaaS  UCaaS Standard
Essentiai/Basic  foundation  Foundation Features
Features +VM Features

Hunt Groups: Longest Idle Hunting,
Broadcast Hunting, Queuing with X X X . X
:Music-on-HoId, Native Hunt Groups ;

Shared/Bridged Line Appearances:

?same number on multiple phones .‘

Note: (Not available when UC X X X X
Central Client associated with user

and device)

Assistant/Manager Control:

Manager-Assistant Service: Assistant:
can answer calls for manager,
configure preferences; managers
can enable do not disturb, send all
calls, immediate divert, transfer to
voicemail, call intercept

Web Attendant Console {separate
product):

éDepartment attendant console:

Web app for up to 150 phones.

(Some features require additional NA NA X X
software, specific hardware and

configuration to support.)

N/A N/A N/A X

Business attendant console: Web

app for up to 500 phones. (Some

features require additional N/A NA X X
software, specific hardware and

configuration to support.)

§Enterprise attendant console;
Supports up to 25 attendants and
100,000 phones. (Some features
require additional software, specific
hardware and configuration to
support.)

N/A NA X X

Manager attendant console: Basic

attendant console. (Some features

require additional software, specific N/A NA X X
hardware and configuration to

support.)

Phone Expansion Modules (7915,
7916, KEM)
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Essentiai/Basic  Foundation  Foundation Festures

Attendant console side car models
7915 and 7916 provide up to 24
additional line appearances when
connect to either a Cisco 7965 or
7962 IP Phone. Up to two sidecars
can be combined per IP phone to
provide up to 48 line
appearances.9971, 9951 utilizes
KEM up to 133 lines.

The line keys can be programmed to
provide Busy Lamp Fields (BLF) for
use with executive assistance or
receptionists desks. (Some features
require additional software, specific
hardware and configuration to
support.)

Extension Maobility:

Extension Mobility -User can log
onto IP phone within their N/A N/A X X

organization and apply their user
profile and number.

N/A N/A N/A X

Advanced Extension Mobility: with ”
%Feature Safe and Extension Mobility N/A N/A X X
across clusters

Directories:

Personal Address Book: IP phone

app which stores personal address N/A X X X
book

?Directories: On Cisco IP phone for

corporate dlrecto_ry, missed calls, N/A X X

placed calls, received calls, personal

directory

Video Telephony:

Cisco VT Advantage and Cisco 9800-

9900 series phone with optional N/A N/A X X

video camera) Point to Point Video
only. EX-60 and EX-90

1P Phones
B9xx, 79xx, 9800, 9900, 8800, 7800,
8900 series phones
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Coflaboration Features UCaas UCaa$ UCaa$ UUCaas Standard

fssentiaifBasic  Foundation  Foundation Festures
Features VM Features

Single Number Reach

Single number reach: Call processing

to customer defined devices. Up to X X X ¥

4 devices

§|ngle number reach: with time of X X X X

day access

Conference IP Phones:

7935, 7937G, 8831 series as well as

certified analog and SIP based N/A X X X

conference units

Voicemail:

Record up to five personal greetings:

alternative, busy, internal, of hours N/A N/A X X

or standard

Can specify after greeting action:

?callers can leave message, sign in,

hang up or be sent to call handlers, N/A N/A X X
directory handlers, interview

éhandlers or other users

éCan send notifications for messages

g’from a particular user or phone N/A N/A X X
number

Can create private distribution list
and send messages to this list
Security:

PPassword and PIN policy options: to

éenforce expiration, complexity, N/A N/A X X
rreuse and lockouts supported

N/A N/A X X

f:all restriction tables to prevent toll N/A N/A 5 X X
fraud : :

Secure private messaging: prevents
playing of private messages N/A N/A X X
forwarded outside of enterprise

Voice maessage aging policies:
ﬁeletes messages beyond specified N/A N/A X X
number of days for all users

Voice message aging policies: set on

| ; A NA L X X
a user basis N/ /
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.name

Collaboration Features UCaas UCass UCaasS UCaas Standdard
Essential/Basic Foundstion  Foundation Features
&m 'I'm mw&

H'ITPS for secure web access N/A N/A X X
SRTP TLS and Secure SIP Port N/A N/A X X
Support
Voicemail Access:
Process messages: repeat, reply, 1
record, forward, delete, save, marlc N/A N/A X X
as new, hear day or time stamp, skip
to next message
Play messages: reverse pa use, or
fast forward message, control N/A N/A X X
volume speed
Address message to mult|ple N/A N/A X X
recrplents
Remove introductions to forwarded N/A N/A X | X
messages e
Search for messages by name, caller

N/A X : X
ID phone number exten5|on e / 5
Mark message as regular, urgent N/A N/A X X
and pnvate messages d
Create secure messages no
playback when sent outside of N/A N/A X X
company
Record message for future dehvery N/A NSA X X
;Request return receipt for recorded N/A N/A X X
message
Live record conversation and have N/A N/A X X
recordmg sent to mallbox
Live reply (Internal and external
callers) immediately reply to N/A N/A X X
messages from other users
Address message by extensmn or by N/A N/A X X
éMessage delivery to non-subscribers
for subscribers at non-office N/A N/A X X
telephone numbers
tinifled Messaging via IMAP
View email, voicemail, fax messages N/A N/A N/A X

together from an IMAP client: MS
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Cclal[t_boraﬂnn Features UCsab UCaas UCans UCaas Standard
Essentialf/Basic  Fowndation .t_”-aundatian Features
Features +¥M Features

Outiook, IBM Lotus Notes,
Entourage for Mac. (There may be
additional cost to configure Lotus
Notes or Entourage for Mac)

Cisco View Mail for Outlook and N/A N/A N/A X
Cisco View Mail for Notes plug-in

allow user to compose, reply to,

forward, play, rewind, or pause

messages from mail client. (There

may be additional cost to configure

ViemMail for Outlook or Notes.)

IBM SameTime voicemail plug-in: N/A N/A N/A X
view and play messages through IM
client

Visual Voicemail:

View voice message like email on

Cisco IP phene display: view, listen, N/A N/A N/A X
and respond to messages right from

IP Phone display, without having to

dial into your corporate voicemail

box

Auto Attendant ;

Call Management: Call Handlers,
Directory Handlers, Interview
éHandIers, Call Routing, Schedules &
Holidays. Note: (Requires purchase
of one voice mail port per call
handler, directory handler or
interview handler} VM port allows
for up to 4 primary options to be
created with each primary option
having up to 4 sub options.
Additional options beyond the 4X4
options or custom outbound dialer’s
requirements require additional cost.
to support. Additional cost will be
based on time to setup beyond
standard call handlers

Desktop Cllent Support:

Cisco IP Communicator Soft phone X X X X
for PC

N/A N/A X X
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Presence (dependent on phone):

Presence: Others can monitor real-

time status of other parties/entities

available from Busy Lamp N/A N/A X X
Field/Speed Dial Buttons; Missed

Call, Placed Call or Recelved Call

Lists in directories window: Shared

Directories. Requires UC Central

Client or Jabber Client to support in

addition to UCV port

Fax/Modem Support:

Fax/Modem over IP: Fax Pass-

Through, Cisco Fax-Relay, T.38 Fax-

Relay, Modem Pass-Through, Cisco X X N/A N/A
Modem Relay, SIP T.38

Features not specific to VoIP port
option. Analog port on Cisco voice
gateways maybe required

Analog Device Support:

fFax/Modem, Over-head paging

system, analog phone, elevator

éphones. Requires separate analog X X X X
voice gateway and selection of voice

port

Cisco Emergency Responder and
Enhanced £911 support: Separate
hardware and services required
{Not part of UCaaS)#

tisco Emergency Responder

supports £911 location definitions

that specify the end users iocation

as well as caller line information for

end users when accompanied by PS-: X " % X
ALl or Carrier locator ID services.

iRequires additional consulting

services to setup and support. UCVY

Port required to support call

processing for end user

911 support #
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Collaboration Features UCaas% UCaas Uaas yCaas Standard
Essential/Basic Foundation Faundation Features
Features +VM features

Basic 911 call processing is
supported via PSTN network
transport leveraging Cisco CUCM.
UC Fusion end user phone number is
provided to the Public Service
Answering Point (PSAP} via the PSTN X X X X
access circuit and primary leading
DID number associated with the
circuit servicing the customer
{ocation. (T1-PRI, E1-PRI, IP Flex with
Branch office Exchange defined)

911 Services and Limitations

The UCaaS$ service is a Voice over Internet Protoco! (VolP} service that manages
emergency service calls (911 or E911) in a different manner from traditional analog or
digital emergency service calls. E911 service relies on the Customer to register physical
locations associated with phone numbers so emergency calls can be routed to the
proper Public Safety Answering Point (or Public Safety Access Point — PSAP). The
Customer is responsible for updating registered locations associated with user devices
to allow the correct automatic number information (ANI) and automatic location
information (ALI) to be passed to a local emergency service operator. A Registered
Location is a single physical location associated with each Customer device registered to
the AT&T UCaas service, consisting of a valid mailing address and any additional premise
information required by applicable 911 or ES11 laws or government regulations.
Accurate location information cannot be guaranteed for mobile VolP devices. AT&T also
supports Cisco Emergency Responder (CER) and Intrado as part of solution offering
when E911 with PS-ALI services is required to define specific floor space or location
within a building.

UCaa$ Supported Device Options (Separately Priced as Options)

Supported Hardware Description
Cisco Voice Gateways :_Cisco 1800, 2800-2900, 3800-3900, 4300, 4400 AS-5400, 7200 series
routers equipment with PVDM modules and all voice interface card

types.

Page 86

AT&T Proprietary: The information contained herein is for use . AT&T B{jsiﬂess
by authorized persons only and is not for general distribution.

November 21, 2018

(C

\



AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

?Cisco Voice Interface Moduies §=‘Cisco analog voice interfaces for ISR routers all revisions { VIC-2FX0, VIC-
: 2FXS, VIC-4FXO, VIC4FXS, all high density analog router blades ) Note:
Requires DSP PVDM resources on router

@Cisco Analog Voice Gateways :Cisco Analog Gateways VG224, VG202, VG204 ATA-187, PIMG, TIMG,
VG320
Cisco IP Phone Models Casco Unlfled IP Phone Series 6900 { 6901, 6911,6921,6941,6961)
Cisco Unified IP Phone Series 7900 { 7941, 7961, 7942, 7962, 7945, 7965,
7970, 7975)
Cisco Unified IP Phone Series 9900 {9971, 9951)
:Cisco Unified IP Phone Series 7800
Cisco Unified IP Phone Series 8800-8900

;Cisco IP Conference Units ‘Cisco Unified IP Phone 7937G , 8831, Cisco certified SIP units are also
supported
\Iideo Support Cisco CT. S, EX, SX, PoIYcom others via cloud bridging and third party

unlts from Polycom
UCaa$ Supported Appllcatlon Optlons (Separately Priced as Optlons)

Soft Phone features support on PC. Requires coordination with end users
;and customer security team to ensure media and signaling ports are
open to support call processing. Specific VPN clients may be required to
support operatlon for remote users.

Cisco P Communicator

: Requures use of Clsco Anyconnect cllent to support Jabber soft phone
{Iisco Jabber for Mobile options for IPhone, IPAD, MAC, and Android. Blackberry requires
separate MVS server not a part of UCaa$ Services offering.

Clsco Jabber for PC |Phone and Android provide click to caH as well as
Cisco Jabber presence and IM. Requires selection for UC Voice port to support call
processmg '

Cisco WebEx prowdrng shared desktop capablht.es for presentat|ons,
shared whlteboard and controlled sharlng of a common desktop

?Cisco Webex Conferencing

Vrdeo Conferencmg (CMS) s Cloud video c0nferencmg brldgmg support
Hosted Microsoft Exchange Hosted Microsoft Exchange messaglng, calendar:ng, and contact system.
UCaa$ Supported Appllcatnon Optlons (Separately Priced as Optlons)

Auto Attendant Support Description

Cali Handlers fAlIows voice mail port to be configured to support inbound selectable
call options with prompt defining each option. Upon selecting an option
the inbound call is directed a specific end user or hunt group number.
There are no queuing options or statistics for inbound calls provide with

_call handiers. Each voice mail port can be defined up to 4 primary options:
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Auto Attendant Suppor? Description
with 4 sub options. Additional primary and sub options can be configured
for additional cost based on the time reqwred to coanure

_Directory Handlers Directory handlers allow for the selectlon of end user to call based
; directory number. Voice mail port is required to support directory
handlers.
Interview Handlers Interview handlers allow for a voice port to be configured and to have

specific question defined and the ability to capture the response form
the calling party. Interview handlers require purchase of voice mail port
‘and call prompts to be recorded by the customer.

Cal! Routing, Time of day and CaII routing allows for voice ma|l port to be setup to support after hours,
Holiday schedulers time of day and holiday call routing. These option can be applied to call
handlers and requires purchase of voice mail port

Aitributes of UCaas
e Hardware, software and Ilcensmg to prowde hosted UCaaS
"« Maintenance for hardware software and Ilcensmg
e Connectnntv to SIP trunkmg, PSTN and LD usage are optlonal serwces priced separately
o Datacenter facilities
e Private network tonhectivifyﬂ from the client’s network into the AT&T Data Centers is NOT included.
Network Engineering services are available to help design and implement this connectivity is based

on port access speed (1Gbps and 10Gbps}. The customer may order and own the telecom service, or
the customer may choose to order serwce through another te!ecom pa rtner

3.1 UC Global UC Network

AT&T leverages our Global UC Nodes and our AT&T IP Flex reach services as well as
partnerships with other SIP trunk service providers to support centralized call processing
to customer defined locations. AT&T provides managed voice gateway service to
provide support for locations that require local PSTN access in countries with regulatory
restrictions requiring local carrier PSTN access. The voice gateways will have SIP
signaling control from our UC nodes with local TDM or SIP media within country. AT&T
will develop a coordinated dial plan to support on-net and off net dialing with least cost
call routing. The diagram below provides a high leve! view of our standard global UC
services approach. Each AT&T UC node provides IPT, Video, IM, Contact Center, Voice
Mail and Unified Messaging applications. The UC nodes are located in ASIA, North
America and EMEA in order to provide reduction in round trip delay for voice and video
applications and each UC node is equipped with redundant core LAN, WAN and Session
Boarder control. This most of world access approach allows AT&T to provide services to
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locations across the globe. We also provide unigue back up solutions to ensure the
locations are always accessible. AT&T in addition to MPLS can also deliver connectivity
over SD-WAN with broadband or mobile 3G, 4G and LTE. AT&T provides end to end
network connectivity via our AVPN network MPLS services.

AT&T Response:

AT&T provides options for the complete line of Cisco IP Phones, video end points and
soft clients to support the States requirements. AT&T aligns with vendors end of sale
and end of life programs and provides refresh programs for phones, gateways and
includes all upgrades to core applications as part of the UC as a Service.
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AT&T Response:

AT&T provides support for SRST configuration as well as new solutions that provide for
Integrated SDWAN that can provide failover via Broadband and LTE reducing the cost of
future deployment of SRST. AT&T will work with the State to demonstrate some new
concepts for high availability.

AT&T Response:

AT&T provide coordinated dial plans that ensure that calls placed between State
locations utilize on-net connections to establish calls via least cost routing detection.

AT&T Response:

AT&T provides geo-redundant UC nodes that provide for redundant SBC and SIP
trunking at each node to ensure high availability between core processing applications.
Each UC node is also equipped with redundant applications and hardware with
automatic alternate routing to support transition between network access as well as
support PSTN access resiliency. AT&T UC as a Service is global service which can provide
support for local user, but also for users that maybe traveling in North America, EMEA,
ASIA, and Latin America. AT&T support access via MPLS, Broadband and Mobile.
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AT&T Response:

AT&T can support NNI as well as supporting direct extension of existing Verizon MPLS
into our UC node data centers. This allows for the AT&T solution to lock just like another
site on the current State backbone network and utilize existing routing tables and
extend State security boundaries.

& 3.7 A an aption fo

AT&T Response:

AT&T provides our Integrated SDWAN that can support secure access from remote user
sites utilizing our Secure Vector Routing protocol that is session aware and can support
primary access as well as LTE services to connect small remote sites.
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AT&T Response:

All feature defined are provided as part of the standard AT&T services at no extra
charge.

AT&T Response:

AT&T UC as a Service offers a full array of voice features, including mobile client, call
forwarding, three-way calling, auto attendant, and music on hold, as well as unlimited
local and long distance calling within the U.S. via our centralized SIP trunk services

1.2.1:1.3.10 TheVendor's solotion:should provice it al calling
The Statie Uniderstarics feas may be associated wit
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AT&T Response:

AT&T provides support for international calling as part of our global SiP services and
included rates in the State provided pricing sheet

AT&T Response:

AT&T centralized SIP services provide local, LD and International calling integrated with
coordinated dial plan to direct calls on-net and local off-net dynamically using E.164 dial

plan.

AT&T Response:

AT&T provide load balancing as well as automatic alternate routing of traffic in the
event of failure of primary path between our geo-redundant data centers as a standard
component of our UC services.
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AT&T Response:

AT&T provides support for E911 services as well as PS-ALI E911 to define location and
accurately extend the caller ID mapping of information via ALl data base to the
appropriate local PSAP as well as can support directing calls to security desk within
specific facilities when required.

AT&T Response:

AT&T supports G.711, G.729, T.38, SIP TLS, SRTP, RTP and Secure Vector Routing.

AT&T Response:

AT&T provides for dynamic bandwidth allocation from our UC nodes and our centralized
SIP trunks and SBC clusters. As traffic volumes raise or fall the session awareness of the
systems adjust dynamically without manual intervention.

AT&T Response:

AT&T support all standard protocols and RFC’s defines by the state including Secure
Vector Routing, SIP TLS, SRTP and WebRTC.
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AT&T Response:

You can use the AT&T Collaberate™ Class of Service (Coos) feature to help ensure that
the network routes your voice traffic with top priority.

We recommend that you configure your routers to assign real-time handling to 90% of
your traffic. You can do this by using a Differentiated Services Code Point {DSCP)
marking of 46 for both Session Initiated Protocol (SIP) packets and Real-time Transport
Protocol (RTP) packets.

AT&T Response:

AT&T supports native extension of Voice Mail to Unified messaging and support for
0365. Unity Connection accesses Office 365 mailboxes using a domain service account
called the unified messaging services account. After you create the account, you grant it
the rights necessary for Unity Connection to perform operations on behalf of the user.

ne State Agencies utilize paging ;
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AT&T Response:

AT&T will use due care, but AT&T does not assume responsibility for interactions with
pre-existing systems.

AT&T Response:

AT&T provided Cloud Attendant Console based on the quantity of users per location as
part of the services based on a one time setup fee and MRC per attendant for softphone
as well as IP Phone users with client desktop for attendant console. The service can be
extended to all UC as a Service site.

Cisco® Unified Attendant Console Advanced gives users the tools required to
confidently, efficiently, and professionally tend to incoming calls. Within the console
client, users see all console queue activity, shared active call notes, and informative call
tags for held, recalled, and parked calls. The customizable contact directory presents
contact phone line (BLF}, Cisco Jabber®, and Skype for Business status.

Cisco Unified Attendant Console Advanced
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Cisco Unified Attendant Console Advanced uses a web-based administration utility to
guide you through configuring and managing the application server. The attendant
console client software is loaded onto each user’s desktop PC.

Cisco Unified Attendant Console Advanced controls and monitors Cisco Unified IP
Phones and Cisco Jabber soft phones registered with your Cisco Unified
Communications Manager or Cisco Business Edition platform.

Features and benefits

Cisco Unified Attendant Console Advanced is built around the core competencies of a
console user. Having ali call controls, a searchable corporate directory, and queue
visibility in a single user interface aliows users to operate more efficiently and with a
greater focus on the caller’s experience.

Table 1 outlines an extended list of Cisco Unified Attendant Console Advanced features
and benefits,
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Features and benefits

— S

Feature

. Queue features

Benefit

Support for 100 queues
with prioritization

Configure queue names and priorities to match your call
answering requirements. You can prioritize and answer
calls out of order. For example, you might have a sales
queue, a service queue, and a general business queue.

| Sales calls can be prioritized and answered first, before

' service or general business calls.

o s o]

: Operator queue In the web-based administration tool, you can assign one
- assignment or more queues to each console user.
. Queue view View all calls within a specific queue or all queues.

Empowered with this information, users can adjust their
call handling times to deliver the best possible level of
. support to queued and active calls.

e

Queue statistics

Users can see the following details in real time for each
queue:

e Number of calls abandoned
¢ Number of operators logged in

« Number of operators available to answer calls

‘ Queue overflow options

(defined on a queue-by-
queue basis)

+ Number of calls overflow sends calls to the
overflow destination when the queue is full.

» No operator overflow sends calls to the overflow
destination when no operators are logged in to the
queue.

« Wait time overflow sends calls to the overflow
destination when a call has been waiting in a
queue for a defined period of time.

November 21, 2018
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i

Feature | Benefit

Queue salutations . Deliver the most appropriate greeting to each caller by i
providing a script to be read by the operator for each |
(displayed whenacallis ' queye.
accepted from a |
: configured queue) _j

|

| Music on hold - Callers hear hold music through the Cisco Unified

- Communications Manager Music on Hold (MoH) function.
(option to configure ona . The attendant console’s queue device groups let you play
] queue-by-queue basis) | different music to different queues.

Directory features

j

 Active Directory, Cisco You can synchronize contact data directly from your
'Unified Communications : corporate directory. Console users have the option to
Manager, iPlanet update any contact field not belonging to the directory
| directory integration source.
Manually add contacts Users may add individual contacts to the full directory and

to shared and private directory groups from within the
console. System administrators can add individual
contacts to the full directory from within the web-based
administration tool.

|
' Bulk add, update, and | System administrators can import, update, and delete
. delete contacts contacts in bulk from the server’s web-based

| administration tool.

! |
Personal directory groups ' Each user can create and share up to 100 custom
-directory groups, displayed as tabs across the top of the
| directory. Directory groups are populated by directory
*filters, by dragging and dropping contacts from the fuli
 directory, and by manual creation.
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l Feature

Benefit

|

Search options

Six directory search fields are provided. They allow the
operator to find call destinations quickly and then
dispatch calls quickly. Search options include last name,
first name, department, extension, job title, and location,
and they can be customized within each attendant
console client.

Presence integration

With Cisco Jabber (Cisco IM & Presence and Cisco WebEx”
Messenger) and Skype for Business integration, console
users are able to see real-time availability for directory
contacts.

Telephony features

: Operator handset ringing

|*When a call comes into a queue configured with operator
i handset ringing, the call is sent directly to the handset of
the operator who has been logged in to that queue the
longest. This feature lets operators answer the call from a
wireless headset while away from their desks. {The
wireless headset is not included.)

Transfer reversion (call
‘ recall)

|
Enables a transferred call to revert back to the operator so
that it can be answered and then transferred to a new
destination.

Call park

' With call park, the operator can place a caller on hold

| while announcing that a call is on hold and waiting for a
particular person or group. The call can be answered from
any phone by dialing the park extension.

Call park recall

If a parked call is not answered, it reverts back to the
operator so that it can be transferred to a new
destination.

November 21, 2018
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Feature | Benefit
| |
' Call toggle . Call toggle allows the operator to shift between callers. ‘
_f.___m_____..l_______ et e e
. Conference 'The conference feature allows the operator to providea |

third-party conference call. l

j

Emergency Mode switch Redirects all calls to another destination if an emergency
' 'such as a natural disaster or weather event occurs. This
| | manual switch lets you stay in touch with callers or alert
i them that the business is closed until further notice.

I
- Out-of-hours routing . For each queue, you can define specific blocks of time and
: where to send calls during that time. Create templates
: that you can apply to queues. Set up call routing for
| |I recurring holidays.

Additional client-side features

| f
' Auto-unavailable on idle ] If an operator’s PC is idle for a specified period of time,
. the attendant console can automatically change their

| state to unavailable,

i
! . .
| Server-based console . All attendant console client preferences follow user login

preferences  names, allowing users to enjoy the same user experience
. from any console client location.

' Console client user single Easy account management and user passphrase
sign-on ] management
!

Adjustable font size ; Changing the font size is one of the many ways in which
‘individual users can tailor the Cisco Unified Attendant
i Console Advanced application to best suit their needs.

e m—— L—

November 21, 2018 Page 101

(0

\

AT&T Business

ATAT Proprietary: The information contained herein is for use
by authorized persons only and Is not for general distribution.



AT&T Response to State of West Virginia's RFP#
CRFP 0212 SW(C1900000001 for VOIP Hosted Services

Accessibility

Benefit

The visually impaired can use the attendant console with
JAWS screen reading software (English and Spanish scripts
. available).

. Attendant console client
localization

English, French, German, Italian, Portuguese, Spanish,
Dutch, Swedish, Danish, Russian, Arabic, Korean,

: Japanese, Traditional Chinese, and Simplified Chinese are
_ supported.

' Additional server-side features

‘ Reports

Gain a better understanding of call volumes by operator
and queue, the queues that have the most abandoned
calls, and other important metrics through attendant
console reports. Reports are easily accessible through the
{ web-based administration tool.

High Availability
{add-on option})

Provides an added layer of protection against system
failures and convenience during maintenance efforts by

' adding a hot standby server. In the event of service

| interruption, console users and the calls they manage are
automatically routed to the standby server until service is

: restored to the primary server.

AT&T Response:

AT&T support third party call recording applications that are certified via Cisco for use
with Cisco CUCM. AT&T can also offer cioud cail recording services for users and contact

center agents.

November 21, 2018
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AT&T Response:

AT&T provides support for registration of existing IP Phones with the caveat that the
device may have limitations based on end of support of end of life by the manufacturer.
Some existing IP Phones may not be able to be upgraded to support new features. AT&T
woulid work with the State to phase out any phones that become end of support as
needed, but will support the existing devices that are deployed today.

4.2.1.1.4 Hosted Contact Center Services
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ATE&T Response:

See AT&T’s General Response. AT&T has configured the proposed system per the stated
specifications but cannot guarantee compliance or compatibility with unknown future
needs, technologies or operational requirements.

AT&T Response:

We achieve geographic redundancy for AT&T Cloud Contact Center by using two
geographically diverse data centers in fully active mode.

Each site is capable of handling all failover traffic from the other site. As an example,
each site can handle 25,000 subscribers as its normal load and 50,000 subscribers if the
other site fails.
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AT&T Response:

AT&T has developed a unique approach to the delivery of contact center services
utilizing pre-defined agent profile options that can be mixed per location or group to
meet feature requirements. Organizations can simple order the quantity profiles
required and bring them on line via internet with WebRTC clients or utilize AT&T cloud
IP Telephony with traditional IP handsets.

Haslc Agent Profite. Standard Agant Profile Enhanced Agent Profile
T » m
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«  Kacrhack e g g
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AT&T provides the Advanced Flow Designer that utilizes drag and drop provisioning
tools that allow organizations to develop calls flow effortlessly and without months of
training. AT&T provides the initial support as part of our service to assist in constructing
the call flows. Contact center administrators can then make additional changes as
business requirements dictate without having to contact AT&T or requiring extensive
training. Changes can be implemented real time.

Group’s leaders and manager can add or remove staff to queues or assign skill levels
and adjust skills based routing as needed without contacting AT&T or IT.

On average customers have reduced operational cost by 60% by leveraging AT&T cloud
contact center provisioning tools along with AT&T proactive support services.
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AT&T combines our CCaa$ with Al to provide a holistic service model that can enhance
customer service responsiveness and reduce over operation cost by providing more
proactive support without having to add more staff. Multimodal capabilities provide
more ways for customers to interact with support staff when required and Al provides
access to databases and takes care of requests that can be automated. AT&T leverages
pre-built Al front end processes that can self learn using IBM Watson. Customers can
escalate conversations from Chat to Voice and then to Video when required.

AT&T can also apply our Al capabilities to existing contact center solution to enhance
service interaction for older systems. AT&T builds customer specific Al capabilities that
we refer to as Kandy Wrappers. These Kandy Wrappers can add Al [VR capabilities to
add a level of pre call routing support to off load caller request that do not require direct
human interaction. Callers can quickly escalate to live agent when required.

AT&T CCaas and Al also assists with retention of agent staff by providing a way to off
load work flows that are tedious or that could be answered more effectively via
automated database look up. Easy to use agent desktop along with easy to manage call
flows create a more favorable work environment
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Reports and Analytics

* Custom Statistics
o Create widgets to visualize your data in bar charts, bubbles, columns,
o Stacked columns, donuts, gauges, lines, tables, or as a piain value.

e Custom Dashboards
o Drag & drop your widgets to design your own custom dashboard so key

performance indicators are front and center without having to run individual
reports.

* Real -Time & Historical Reporting

Make sure every decision within your contact center is based on current &

Actionable data with real-time statistics, key performance indicators, and

Business analytics. Display contact center metrics such as call volume,

Service level, handle time, & wait time over any given time-period for

Data-driven decision making.

o o O O 0

* Reporting APIs
o readily access real-time and historical data and stream reievant statistics to
third-party applications
Simplified Agent Experience

» Customer Journey Mapping
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o Full visibility into customer problems and historical interactions including
notes,

o Call recordings, and chat / email transcripts that synchronize with each
interaction so agents can focus on the customer rather than the tool.
« Reference Library

o Link to a knowledge base, product catalog, or external website to draw from
a limitless store of information while reducing the number of windows an
agent must manage

+ Performance Monitoring

o Customizable agent metrics and presence states integrated directly into the
global footer for real-time feedback and self-management of daily goals.

AT&T Response:

AT&T supports both fuil time and on demand recording that can be enabled by the
agent or controlled and the manager level. Recordings can be stored at AT&T highly
secured data centers in SAN storage that is equipped with encryption for data at rest
that meets and exceeds standards for most organizations for data storage. The following
is utilized to secure call recordings within AT&T data centers. AT&T can also extend the
recordings to customer provided storage or to end user desktop when required.

Security:
NIST FIPS 140-2 Level 3 via BeyondTrust appliance and applications
PCl-e Cryptographic Module embedded

Encryption card (validation in process)

Cryptography:
e AES, 3DES, DES, RSA (signatures and
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Encryption), RC4, HMAC SHA-l — SHA512,

SEED encryption
¢ Asymmetric key sizes
* 1024, 2048, 3072, 4096
¢ Symmetric key sizes

s 128,192, 256
Key Management Protocol
OASIS KMIP (Key Management Interoperability

Protocol} 1.0 Specification compliant
® NIST 800-57 Key Lifecycle support

*  Symmetric Key, Asymmetric Key, Opaque,

Secret Data, Template

* Operations: Create, CreateKeyPair, Register, Get, GetAttribute, GetAttributeList,

Locate, Query, Add/Delete/Modify Attributes

Role-based Management Control

® * Multiple restricted roles can be defined for Each administrator

* = Automated, self-contained key management

* ¢ Multi-credential administrative authorization
For sensitive security operations

Key Availability and Capacity
* Secure key replication to multiple appliances

* Intelligent key sharing via key sharing groups

High Availability and Redundancy
¢ Active-Active mode of clustering
* Muitiple geographies

* Hierarchical clustering
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Supported Technologies

APl support
o iCAPI, KMIP, PKCS #11, JCE, MSCAPI, and
» .NET

Network management

« SNMP (v1, v2, and v3), NTP, URL health check, signed secure logs & syslog,
automatic log rotation, secured encrypted and integrity checked backups and
upgrades, extensive statistics

System administration

+ Secure Web-based GU!, Secure Shell (SSH), and console Supported Directory.

AT&T Response:

AT&T Cloud Contact Center provides for fast and easy predictive dialing enablement
predictive dialing and also integrates with outbound call dial databases via the advance
flow designer that is included as part of the Advance Flow Design tool kit. Each agency
can have the ability to enable predictive dial.

4.2.1.2 Security for Vendor's Hosted Solution
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AT&T Response:

AT&T utilizes a layered approach to security. Each layer builds upon the next to ensure
safeguards for our customers. We adhere to security standards that match or exceed
the best practices outlined by AT&T chief Security Offices Information Security Standard
and Center for Internet Security. We also follow best practices defined by equipment
vendors and standards developed by AT&T Labs, AT&T Security Policy Requirements
(ASPR) for data center security defining a layered security approach:

» Secure the core switches: Layer 2/Layer 3 switches build the data center core
and aggregate links from other data centers. These switches are secured using
the practices described in the Secure Network Foundation section of the SAFE
Security Architecture design guide, Center for Internet Security best practices.
Both are based on best practices for securing Cisco LAN switching environments

» Segmentation of distribution switches: Redundant distribution switches are
responsible for aggregating the Layer 2/Layer 3 links connecting the access
switches. Where a multilayer design is required, each layer is implemented as a
separate VLAN that may span from distribution all the way to the access
switches.

« Stateful firewall deployment: AT&T Security Architecture for Data Centers
design uses stateful firewalls configured in failover mode to protect servers and
help ensure segregation between appiication layers. The firewalls deep packet
inspection mitigates Do's attacks and enforces protocol compliance. Web and UC
applications are protected with a web applications firewall.

o Traffic inspection and protection: An IDS device is used to identify well-known
attacks and suspicious activity. Complementary to the IDS, an anomaly detection
system is also deployed at the web tier.

o Server protection: Servers residing at the different layers are protected with
endpoint security software. Alerts and alarms generated by the DS and endpoint
security software are processed by a monitoring and analysis system,

switch hardening: All switches are hardened using the procedures in the Cisco SAFE
Security Architectures Secure Network Foundations section. This section is the bases for
the Center for Internet Security best practices. Additionally, the access switches are
configured with port security and other Layer 2 protection features.

Network Functional Areas

AT&T UC Node network has been segmented into separate functional areas.
Segmentation of the network aliows control over the interactions between different
sets of devices and users, and facilitates the depioyment of control and monitoring
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technologies, which are essential components of a secure network. Segmentation also
allows containment of network attacks, for example should an attacker gain access to
one of the network areas, or a worm outbreak occurs, the security filters between the
areas can stop the attacker or worm reaching other parts of the network.

The following functional areas exist in relation to the UC Node network:
* The core AT&T IP network.
* Customer IP networks, which connect to the core AT&T UC Node IP network.
¢ Per-customer VRFs that carry customer traffic across the core IP network,
¢ Per-customer virtualised voice servers.
* USM voice management systems.
¢ UCNode management network that is logically separate from the user plane of
the production service network.
Monitoring
Intrusion Detection
The following describes the key aspects of intrusion detection on the HCS network at
the four data centres:

* The Cisco IPS-4270 will be used as an Intrusion Detection System ( IDS) will be
used to monitor traffic for attack patterns at the following points on the HCS
network:

o Each customer’s voice signalling traffic destined for their voice servers, on
the ‘inside’ of their virtual firewall.

o Each customer’s ‘command’ traffic destined for the USM servers, on the
‘USM’ interface of their virtual firewall.

o ‘Command’ traffic from the USM servers destined for the customer’s voice
servers, on the ‘USM’ interface of their virtual firewall.

* The Cisco Security Manager monitoring system located at the Watertown data
center will be used to collect and analyse the alerts from the IDS.

Access Control

AT&T utilizes and established dedicated backbone network to support remote access
from the Network Operations Center (NOC) and Security Operations Center {SOC})
located in Atlanta, GA. UC Support Team (UCST) staff adhere to the following security
process for access:
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» All UCST staff members that will be accessing the UC Voice Federal platform will
have the appropriate security clearances for access

e All UCST staif members wili access the UC Voice Federal platform utilizing
computers that have been approved for use by AT&T Chief Security Office {CSO).

¢ Remote access from the support staff requires the use of Two Factor RSA
SecurelD® Token Authentication

= VPN access for support from vendors and or remote work staff shall be provide
through dedicated ASA 5510 firewalls defined with specific user access . The ASA
5510 shall be separate from ASA-5580 firewalls providing customer security and
segmentation.

e Secure Access is provided via AT&T Jump Server

e Access to the network devices that the ACS servers are providing AAA service for
will be via a dedicated management network.

» The following design details apply to AAA services for network device access:

o ACS will also be used to authenticate user access to network devices for
management and administration purposes.

o A backup username and password will be configured on each device's local
database, which will be used to authenticate a login if there is no response or
an error is returned from the AAA Server.

o AAA will be used as the access method for all devices on the network, and
apart from the backup account, no user accounts will be configured focally
on any device.

o Each network administrator will have their own username and password for
accessing network devices.

o Different levels of access (authorization levels) will be granted to different
groups of network administrators. For example, junior support engineers will
not be allowed to reload devices, which is a feature that should only be
granted to more experienced support personnel.

o Accounting will be enabled on network devices, so that user login/logout
times are recorded, along with each command that is entered, on the AAA
server. This will provide valuable forensic information as all changes on the
network will be logged in a central repository, along with the user who made

the change.
Management Plane Level

Management Plane Level 1-2
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Description: Services, settings and data streams related to setting up and examining the
static configuration of the router, and the authentication and authorization of router
administrators. Examples of management plane services include: administrative telnet
and ssh, SNMP, TFTP for image file upload, and security protocols like RADIUS and
TACACS+.

1. AT&T provides AAA Service: AT&T supports Authentication, authorization and
accounting (AAA) systems for Local Console, Login, VTY, enable mode specific to
Cisco 10S devices. AAA accounting supported

2. ATE&T provides local user encrypted password support: All Cisco devices admin,
user devices have encrypted passwords

3. AT&T provides SSH for Remote Device Access/ VTY Transport SSH : (SSH) access
is configured on all management connections. Support for Automatic disconnect
after 10 minutes.

4. Auxiliary Port Disabled for core equipment: Core LAN and routers are defined
with “transport input none” to ensure prevention of un authorized connection

5. Access Control Lists (ACL) for VTY: IP address specific access for AT&T NOC users
with configuration level access

6. EXEC Banner Support: Banner display security access restricted statement per
AT&T standard for MOTD and login

7. Password Rules: AT&T Enable secrets use a strong, one-way cryptographic hash
(MD5).

8. Encrypted Line and User Passwords: AT&T requires a password to be set on
each line. Local usernames (level 1) or TACACS+ (level 2) line passwords are not
used for authentication.

9. SNMP Rules: AT&T deploys SNMPv3 which utilizes authentication, authorization
and data privatization encryption. No default SNMP community strings are
utilized. SNMP control restricted by ACL to specific AT&T NOC administrators
with configuration access level capabilities

Control Plane Level
Control Plane Level 1-2

The control plane covers monitoring, route table updates, and generally the dynamic
operation of the router. Services, settings, and data streams that support and document
the operation, traffic handling, and dynamic status of the router. Examples of control
plane services include: logging (e.g. Syslog), routing protocols, status protocols like CDP
and HSRP, network topology protocols like STP, and traffic security control protocols like
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IKE. Network control protocols like ICMP, NTP, ARP, and IGMP directed to or sent by the
router itself also fall into this area.
1. Clock Time zone - UTC: AT&T configures the devices clock time zone to
coordinated universal time (UTC) explicitly.

2. Cisco CDP: AT&T disables Cisco Discovery Protocol {CDP) service at device level in
the UC core. Specific management VLANS are defined where CDP is required.

3. AT&T Default Disabled Services: Finger Services, IP BOOTP server, Identification
Service, IP HTTP Server, Remote Startup Configuration

4. AT&T TCP Enabled Services: TCP keepalives-in Service, TCP keepalives-out
Service, TCP-small-servers

5. Logging Rules: AT&T supports logging buffers, logging to AT&T administered
syslog server, Trap severity levels with time stamp in log messages

6. Multilevel NTP: AT&T provides Primary, Secondary and Tertiary Network Timing
support from secure stratum level clocking sources.

7. Loopback Rules: AT&T supports Binding AAA, NTP, TFTP Services to Loopback
Interface

Data Plane Level
Data Plane Level 1-2

Services and settings related to the data passing through the router (as opposed to
direct to it). The data plane is for everything not in control or management planes.
Settings on a router concerned with the data plane include interface access lists, firewall
functionality (e.g. CBAC), NAT, and IPSec. Settings for traffic-affecting services like
unicast RPF verification and CAR/QoS also fall into this area.

1. Routing Ruies : AT&T default disabled routing components include; Directed
Broadcast, IP source-route

2. Border Router Filtering AT&T access restrictions: Restrict Private Source
Addresses from External Networks and External Source Addresses on Qutbound

Traffic

3. Routing Protocol Neighbor Authentication Requirements: Require
Authentication for BGP, EIGRP, OSPF, and RIPV2 as required.

4. Routing Rules Requirements: Enable Unicast Reverse-Path Forwarding. Disable
IP Proxy ARP and Tunnel Interfaces

Virtual Platform Security
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VMware Management: AT&T creates separate Mianagement Network and data
segments

VMware Patches: AT&T has three categories for patches: Security, Critical, and
General. The patch # refers to KB (knowledge base) article number that goes into
more detail. VMware will (usually) issue a KB article when they become aware of
security vulnerabilities AT&T tests patches in it staging lab prior to implementing
on production environments.

BIOS Configuration: AT&T disables the server's ability to boot off all non-hard
disk devices, including floppy, CD-ROM, and USB.

NTP Support: AT&T enables system clock synchronization with Network Time
Protocol (NTP) server(s). The Network Time servers are provided via AT&T
network backbone that extends to the NTP platforms housed with the
Watertown IDC in separate cage.

System Access, Authentication, Authorization, and User Accounts: Specific NOC
administrators are allowed access using secure shell (SSH). AT&T dose not enable
Direct Root SSH. Do not enable direct su to root, only allow sudo .

Password History: AT&T retains a history of previous passwords used and
configure the authentication controls to validate new passwords against greater
than or equal to 10 recently used credentials

Password Complexity: Password strength requirements:

ignored when 1 character class is used.
Ignored when 2 character classes are used.
lgnore passphrases.

Greater than or equal to 12 characters in length when 3 character classes are
used.

Greater than or equal to 8 characters in length when 4 character classes are
used.

Ignore reuse of any number of characters from the old password unless the new
password is exactly the same as the old password.

(Virtual Platform Security)

1.

Failed Login Attempts ; AT&T sets the number of login attempts allowed before
the account is locked / disabled to 3

Maximum Days Before Password Change: Set the maximum number of days
before a password is required to be changed to 90 days
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10.

11.

12,

Minimum Days before Password Change: Set the minimum number of days a
password must exist before it can be changed to: Greater than or equalto 7
days.

Minimum Password Length: Greater than or equal to 8 Characters

Log Compression and Rotation: Increase the file size 2096K and enable
compression for the log files vmkernel and vmksummary

Review Logs: Configure syslogd to Send Logs to a Remote LogHost are reviewed
once a day by AT&T security team or when speciifc event dictate and are sent to
an off box location to reduce being compromised

MAC Spoofing: AT&T protects Against MAC Address Spoofing, Forged Transmits,
and Promiscuous mode by changing the flags to reject for the settings MAC
Address

VMware Internal Firewall: AT&T configures the Firewall to Allow Only
Authorized Traffic

Storage: AT&T configures connections to iSCSI storage devices to use the CHAP
protocol for authentication

Warning Banners: AT&T creates warning banners for console and remote
access.

Guest Interaction with the Host: AT&T does not allow guests to control
hardware devices outside of ESX or vCenter.

AT&T Default Disables: Disable Group and Other Write File Permissions for .vmx
Files, Disable Group and Other Read, Write and Execute File Permissions for
.vmdk Files

IPSec VPN Termination

The following describes the key aspects of iPSec VPN termination on the HCS network:

Customer traffic may be encrypted across the AT&T network, in which case it will
be terminated at the AT&T router that connects to the Cisco ASA5580.

Remote access to the environment will be through Cisco provided ASA5510
devices, enforcing strong authentication.

The ASA5510 device will be configured for AAA using the ACS system. Cisco will
be responsible for managing access to the HCS platform through the ASA5510

devices.

AT&T will provide backup access to the HCS platform for Cisco through their
IPSec VPN infrastructure.
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AT&T Response:

AT&T conducts a full background investigation on any subcontractors that are utilized to
support services provided as part of the project. This may include full FBI background
when requirements for CJIS standards are required. Financials are examined along with
verification of previous work is conducted via our AT&T sourcing teams.

1

AT&T Response:

AT&T provides complete cyber security practice as part of our overall service approach.
The attached link below defines the overall services and practices that AT&T delivers in
support of our customer solutions. AT&T also operates one of the largest threat
management and Security Operations Centers in the world.

https://www.business.att.com/ portfolios/cybersecurity.html

Security Incident Management

AT&T utilizes IPS 4270 to capture details on inbound packets, IP address source and
destination information. When traffic is determined to not match MAC, IP addresses
defined in 1PS for valid customers is tagged and an alert is generated by the IPS to the
security incident management team for handling and quarantine. The following process
flows demonstrates the security approach.
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Security Incident Management

AT&T uses an RSA SecurelD® token-based scheme for two factor authentication. Two
factor authentication uses “something you have” and “something you know” to
establish authenticity. For the UC Voice service, two factor authentications require
possession of a token fob as well as knowledge of your Personal Identification Number
(PIN).

AT&T has a separate pooi of tokens used for administering security devices for all
customers. Use of a common token pool simplifies overall token administration. A
multiple {two) realm arrangement provides for separation of UC Voice users, servers
and device data from Commercial customers’ data. Employing cross realm
authentication an administrator can support multiple services with one token fob.

Each reaim contains an independent database of the valid userids, PIN + token codes,
servers and devices that are available for two factor authentications. {Some devices in
UC Voices do not support two factor authentications.) UserIDs are designated as local
(authentication performed completely in local realm) or remote (authentication
performed in conjunction with remote home realm). When a remote realm is engaged,
this process is called cross realm authentication.

AT&T's commercial service administrators are provisioned in the NBFW realm. AT&T’s
UC Voice service administrators are provisioned in the UC VOICE realm. The respective
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realms are further divided into roles to further segregate administrators by specific
function.

AT&T has deployed primary and replica servers for both realms. Either the primary or
replica of a given realm is capable of authenticating a user.

Two factor authentications are processed as follows:

1.
2.

A potential administrator attempts to log in to a given server or device.

The administrator is prompted for a Passcode, which is a combination of their
PIN + Token Code.

Upon submission of these credentials, the userID {login) is checked against the
UC Voice realm.

If the userID is not found in the UC Voice realm, the login request is rejected. If
the userlD is provisioned in the UC Voice realm, the PIN and token code values
are evaluated by that user's home realm for confirmation.

If the home realm produces a negative response for the PIN and token code, the
login is rejected. If denied, the administrator must wait until the token’s display
has changed (thirty (30} seconds maximum) before making another attempt to
authenticate. After a positive confirmation, the UC Voice authentication servers
will permit access to the user's desired server or device.

An administrator must allow the token code to update prior to attempting to log in to
another system. Note that a given token code can only be used once.

Authentication requests are logged. Local realm logging includes userlD, server or device
name, status {successful or failed) as well as a cross realm indication, if cross realm was
attempted. Remote realms tog userlD, status {successful or failed) as well as the fact
that a cross realm authentication was attempted. The server or device name from the
local realm is not available to the remote realm to prevent sharing of local information.

4.2.1.3 Service and Support for Vendor's Hosted Solution
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AT&T Response:

AT&T provides remote monitoring, management and MACD services as part of the
Unified Communications infrastructure and support for contracted customer's premise
equipment (CPE) using a suite of sophisticated management tools. The UC Network
Operation Center {NOC) responds to alarms and alerts received from the core UC
infrastructure and then triages the issues and works to resolve problems proactively.

in the event that there is a site related issue (loss of power to site, damage to premise
cabling, accidental disconnection of cabling or equipment, or carrier issues) that causes
an outage of devices or systems under management, the UC Services Support team will
document the issue within the UC Services Support ticketing system, notify the end user
designated contact(s), and manage the issue until resolution. The UC Services Support
will close the ticket once the site related issue is remediated. When the ticket is closed,
the end users designated contact will receive an email indicating that the site issue is

resolved.

In the event that a contracted device has a component hardware failure, the UC Services
Support will diagnose and attempt to resolve the issue remotely. If the hardware failure
cannot be resolved remotely, the UC Services Support will begin dispatch of a
replacement part. AT&T can leverage customer’s existing site staff for dispatch or
contact contracted vendor for on site hardware replacement. On site AT&T hardware
support is not included with the core services and requires additional interaction with
the customer to define what level of on site would be required. AT&T will setup add
pricing for onsite support after further requirements are defined upon request form the
customer.

2.1 Fault Management

The UC Services Support Fault Management consists of the following:

¢ Fault - A fault is defined as a failed device poll indicating the target device is not
visible to the UC Services Support network management systems and tools. Also
equipment generated alarms proactively alerting the support team to failure of a
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system or components under AT&T monitoring and management within the
network

24X8&X365 Fault Management - The UC Services Support will manage the
contracted network devices for fault alarms and conditions. If a critical task or
function turns off for some reason (Uup/down), the monitoring tools send out an
alert and the UC Services Support will notify the end user designated contact(s)
of the alarm. The UC Services Support will open a ticket and troubleshoot the
alarm and resolve the issue. If the UC Services Support cannot fix the issue
directly, the UC Services Support will open a ticket with the vendor (under a
vendor maintenance support contract) and work with the vendor support team
to resolve the issue. When a fault is identified, the UC Services Support will take
ownership of the issue until it is resolved.

Problem Identification and Triage - The UC Services Support will verify that an
alert or alarm is valid and then notify the end user designated contact(s) of a
detected problem according to the contact process provided by the end user and
documented in the Customer Service Manual. The service will open a trouble
ticket and start the remediation actions.

Event Management - Most events that happen on a server are recorded in an
event log. The UC Services Support monitors all of those logs. If a critical event
occurs the UC Services Support monitoring tools sends out an alert and the UC
Services Support will notify the end user designated contact(s) of the alarm. The
UC Services Support engineers will open a ticket and troubleshoot the cause of
the alarm. When the cause of the alarm is confirmed, the UC Services Support
will resolve the issue. If the UC Services Support cannot fix the issue directly, the
UC Services Support will open a ticket with the vendor (under a vendor
maintenance support contract) and work with the vendor support team to
resolve the issue, taking ownership until the issue is resoived.

Trap Monitoring - For devices that can support traps, the UC Services Support
can configure the traps to send critical event information to the network
monitoring tools. These events can create alarms which trigger a trouble ticket.
Corrective action will be taken by the UC Services Support depending on the
nature of the alarm.

Ownership of resolution of the problem on behalf of the end users and act as an
agent for the end user under executed |letters of agency.

End user designated contact(s) notification of the progress of all faults per the
end user provided contact(s) and escalation process.
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Safeguard end user’s proprietary information and take all necessary precautions
to ensure a secure connection from the UC Services Support into the end users

network.

Secure end user designated contact(s) web portal access to view the fault
management alarms and event logs, open tickets and contact information.

2.2 Capacity Planning and Patch Management

Capacity Management — The NOC monitoring tools and engineers will
preemptively identify the need to add additional capacity to the hardware and
carrier infrastructure in advance of experiencing issues.

Patch Management — Patches are enhanced features or bug fixes released by
product vendor or other vendors as required to maintain the most current
release of code. As part of the service, the NOC will regularly review patches and
upgrades that are available, then prioritize and schedule deployment, as
required.

Scheduled Maintenance Window — In order to ensure a stable and secure
infrastructure, AT&T will work with the customer to develop maintenance
windows that are required to maintain the core infrastructure patches and
equipment upgrades as needed. While the window will only be used as needed,
it is important to have an agreed upon monthly maintenance time. In the event
that a maintenance window will be used, the NOC wiil inform the customer a
minimum of three (10) days in advance so that the customers have time to notify
internal users and plan to test after maintenance is completed.

Emergency Maintenance — In the event that maintenance must be performed
outside of the regularly scheduled maintenance window, AT&T will reach out to
inform the customer of the issue and impact. This maintenance will be
performed only when there is significant risk to the infrastructure that cannot be
postponed to the next available scheduled window. We will work closely with
the customer to mitigate any potential outages during the emergency
maintenance window and perform tests after the fact to ensure success and

stability.

Capacity Management — The NOC monitoring tools and engineers will
preemptively identify the need to add additional capacity to the hardware and
carrier infrastructure in advance of experiencing issues.

Patch Management — Patches are enhanced features or bug fixes reieased by
product vendor or other vendors as required to maintain the most current
release of code. As part of the service, the NOC will regularly review patches and
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upgrades that are available, then prioritize and schedule deployment, as
required.

Scheduled Maintenance Window — in order to ensure a stable and secure
infrastructure, AT&T will require maintenance windows to perform upgrades
from time to time. While the window will only be used as needed, it is important
to have an agreed upon maintenance time. In the event that a maintenance
window will be used, the NOC will inform the customer a minimum of three (10}
days in advance so that the customers have time to notify internal users and
plan to test after maintenance is completed.

Emergency Maintenance — In the event that maintenance must be performed
outside of the regularly scheduled maintenance window, AT&T will reach out to
inform the customer of the issue and impact. This maintenance will be
performed only when there is significant risk to the infrastructure that cannot be
postponed to the next available scheduled window. We will work closely with
the customer to mitigate any potential outages during the emergency
maintenance window and perform tests after the fact to ensure success and
stability.

2.3 Configuration Management

Access Control and Monitoring - For security and compliance reasons, this
service provides Access Control giving UC Services Support secure and quick
remote access to the managed equipment and keeps an audit trail of who has
logged into the end user system and when logins occur.

Equipment Configuration Management - The service scans the managed
network equipment daily and stores all configuration changes. This feature
allows the UC Services Support to quickly restore the last known good
configuration of a critical device in case of hardware failure or an inadvertent
command being placed in the device that would cause the device to not function
as designed. Highlights of the configuration management service include:

o Maintaining a log of network device configuration changes

o Daily polling of each contracted network device to determine if configuration
changes have occurred

Automatic notification of configuration changes
Capturing and archiving the most recent 30 device configuration changes

Ability to quickly provide the last good archived configuration to assist with
rapid recovery in the event of configuration loss (including during any outage
or disaster) or changes, or performance issues

2.3 Third Party Vendor Management
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The UC Services Support will manage vendors (thru letters of agency) for:
® Replacement parts dispatch thru vendor maintenance contracts
* Vendor On-site technician dispatch thru vendor maintenance contracts
* Incident management with Telco's {PSTN or WAN)

* Vendor tickets

Note: Additional charge may apply depending on further details on third party support
reguirements.

2.4 Web Portal Access

* The UC Services Support can provide access into the ticketing system and
monitoring tools via a secure WEB portal. The WEB portal is configured provide
24x7x365 read only access into the end users devices and tickets. The WEB
portal can provide the following to the end user designated contact(s):

o View open and closed tickets
o Open a new 53 or 54 ticket

o View end user (CPE) devices in real time using the UC Services Support
monitoring tools

* Some of the information available thru the WES portal includes:

o Network Performance Information
* Bandwidth utilization
" Network latency
= R-factor score
= Jitter
" Packet loss
*  Circuit status

o Device and Application Performance Information
= Device CPU utilization
* Device memory utilization
* Device buffer performance
= Device queue performance
* Gateway utilization
= Storage utilization
* RAID controllers
= Power suppiies
* Fans
®= Temperature
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« A list of authorized end user designated contact({s) will need to be provided to
the UC Services Support for access into the WEB portal. The list can be identified
in the Customer Service Manual provided at the end user kick off meeting. WEB
portal training (usually 1 hour) for the end user designated contact(s} portal uses
will be scheduled thru the UC Services Support.

2.5 Service Requests and MACD

A trouble tickets are generated automatically by the UC Services Support’s monitoring
tools when faults are detected in the core systems. The end user desighated contact(s)
can open a trouble tickets by sending an email to the UC Services Support, phone call
into the UC Services Support. If a problem is critical (S1 or 52), the end user is urged to
call into the UC Services Support via phone call. MACD requests can also be requested
thru the UC Services Support. The following information is needed in order to open an
UC Services Support trouble ticket:

« Contact name and telephone number of person making request.
+ Model number and serial number of the equipment to be serviced.
» Site location address of equipment to be serviced.

» Description of the problem or MACD request.

MACD (Moves, Adds, Changes & Deletions):

+ User Administration - The UC Services Support will remotely add and remove
people from your system, reset passwords, and assign new passwords as
needed.

« This standard support agreement includes up to 750 MACDs per month, up to 50
MACDs can be submitted every 48 hours. In the event the end user requires
more than 50 MACDs within 48 hours, the MACDs exceeding 50 will be
completed under a revised service level objective of 5 business days for targeted
completion.

« New site implementations are not supported as MACD and are classified as
projects that require prior planning and coordination to implement, Large
migrations of users from one physical location to another are also defined as
projects and may require additional charges depending on the nature the
equipment to be migrated.

o The MACDs will be performed remotely by the UC Services Support. The
timeframe in which the UC Services Support will complete the remote MACDs
varies based upon the quantities of activities requested. However, the UC
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Services Support will complete most requested MACDs within 24 hours of
receipt of the remote MACD request.

* Uniess otherwise specified, remote MACDs will generally be handled Monday-
Friday 8 a.m. to 8 p.m. EST. The end user designated contact(s) will submit a
MACD request to the UC Services Support via email, email or phone call. Upon
receipt of the request, the UC Services Support will verify submission, open a
trouble ticket and provide the end user designated contact(s) with e-mail
confirmation of receipt of the remote MACD and the trouble ticket information.
The UC Services Support will follow all end user change procedures when
performing a remote MACD on behalf of the end user. Upon completion of the
remote MACD, the UC Services Support will verify the change was successful,
update the documentation to reflect the change, notify the end user designated
contact(s) and update and close the trouble ticket.

= Emergency MACD requests will be prioritized by working with the customer and
review of current MACD in the queue. Designated customer admin will define
the priority level and time for completion required.

2.6 Reports

The AT&T UC Service Support team will provide reports to help the customer
understand the state of the managed CPE. A list of available reports is provided below:

2.6.1 Weekly Reports

Weekly Reports - These reports look at the summarizing the weekly ticket activity
showing all tickets opened, closed and still active tickets.

2.6.2 Monthly Reports

Monthly Reports - These monthly reports look at the contracted infrastructure devices.
The NOC will send out detailed reports each month to your designated contact person,
The reports include statistics on:

« Network, device uptime and availability
* Fault history

» Trouble tickets

* MACD's used

« Professional Services hours used

* Configuration changes during the month
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2.6.3 Strategic Reports

Periodic Business Review - Provides business intelligence information based on the data
that the UC Service Support team gathers during the period under review. This
information has potential business impacting information that reflects UC CPE network
including the following elements: capacity planning, resource utilization, ticketing,
compliance issues, best practice standards, security concerns and business continuity
planning. The goal of this report is to:

o Characterize the existing managed environment
o Make specific recommendations for improvement
o Provide budgetary information to implement the recommendations

« The first category of recommendations will be referred to as Immediate Impact
recommendations. These recommendations will provide an immediate impact
on performance across the managed network. The second category of
recommendations will be referred to as High Impact recommendations. The
recommendations within this section will provide additional improvements in
performance as well as increasing network management efficiency. The third
category of recommendations will be referred to as Strategic recommendations.
These recommendations will focus on ensuring that the network will scale to
meet future business requirements and that the customer will be able to
proactively monitor and manage network performance through the use of the
NOC.

« Performance Analysis - Provides detailed information that reflects the overall
performance of the managed network showing bottlenecks, areas of high
utilization, areas of under- utilization, dropped packets, unusually high error
rates and lowers than normal device uptime.

The reports that are included with monitoring and management package are reflected
in the table below:

Report Select Sarvice Management
Weekty Report (fault/ticket summary)
 Monthly Report R
FaultHistory

Trouble Tickets

Device Uptime

~ Periodic Business Review

Fault History

X X X X Ixix x X

Trouble Tickets
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Report Selact Service Managemant
" Device Uptime
! MACD'srPerfor'med
Average PSTN Trunk Access Utilization
Proféssionai Senﬁce Hours -

- Performance Analysis

XX X X KX

Configuration Management Changes

2.7 Support Level Definitions

Support level definitions define the Service Level Agreements and Service Level
Objective the AT&T UC service provides. Custom SLA and SLO are negotiated at the time
of contracting when required.

2.7.1 Severity Support Level Definitions

Fault 1D m Dascription Service Level Response
Pl Detection of Priority 1 (P1) events on Within 15 Minutes
the customer network
P2 Detection of Priority 2 (P2) events on Within 15 Minutes
the customer network
P3 Detection of Priority 2 (P3) events on Within 1 hour
the customer network
P4 Detection of Priority 4 (P4) events on Within 2 Business Days

the customer network

(P1) - Critical Priority:

Produces an emergency situation in which the network is inoperable, produces incorrect
results, or fails catastrophically, or a mainiine function of the network is inoperative (i.e.
a critical application server}, causing significant impact on the Client's business
operations (i.e., the Customer's production network is down causing critical impact to
business operations if service is not restored quickly). The NOC shall continue to work
on the problem while it remains unresolved and no workaround has been provided. The
NOC and the customer are willing to commit full-time resources around the clock to
resolve the situation.

(P2) - High Priority:

Produces a serious situation in which the network is inoperable, produces incorrect
results, or a mainline function of the network is inoperative (i.e. a critical application
server), causing a major impact on the customer's business operations (i.e., the
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customer's production network is severely degraded, impacting significant aspects of
business operations). The NOC and the customer are willing to commit full-time
resources during business hours to resolve the situation.

{P3) - Medium Priority:

Produces a non-critical situation in which the network produces incorrect results, or a
feature of the network is inoperative, causing a minor impact on the Client's business
operations (i.e., the customers network performance is degraded; network functionality
is noticeably impaired but most business operations continue). The NOC shall make
reasonable efforts to resolve the problem or provide a workaround as agreed upon
between the parties.

(P4) - Low Priority:

General questions, MACD requests and/or inquiries causing little or no impact on the
customer's business operations. The remote management services makes reasonable
efforts to resolve the problem or provide a workaround as agreed upon between the
parties

2.8 Service Level Agreements

UC Services Support Service has established Service Level Objectives/Service Level
Agreements (SLOs/SLAs) for Unified Communications (UC) Services.

2.8.1 Service Level Agreements Eligibility

The SLOs/SLAs apply only if the Customer’s network meets the following criteria:

» End user has:

o Deployed LAN switches that support required Quality of Service {QoS)
capabilities.

o Deployed wireless access points as required to support UC wireless devices
with QoS.

o Provided WAN access between at least one of the UC Services Support
Service UC nodes and end user premise.

© WAN access capable of providing class of service with prioritization for Real
Time Transport Protocols and VolP signaling. WAN access can be provided by
AT&T via AT&T Virtual Private Network, AT&T Enhanced Virtual Private
Network, AT&T Managed Internet Service, or AT&T Private Network
Transport. Third-party transport services can also be utilized but must
support Quality of Service (QoS) and provide 99.9% availability.
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o The WAN transport SLOs are provided separately and are not a part of UC
Services Support Service UC Services SLOs defined in this document.

* Al LAN switches and WAN transport must support Quality of Service capabilities.
The implementation and configuration of the IP Telephony, LAN, WAN and
Wireless LAN Service meets the design criteria as proposed to the end user by
UC Services Support Service.

« The IP Telephony, LAN and Wireless LAN Services service com ponents are
installed, tested and documented in the end user location(s) prior to
implementation of UC Services Support Service UC Services solution. The UC
Services Support Service requires review and must approve the LAN and WAN
configurations prior to deployment of UC Services Su pport Service UC Services.

2.8.2 Response Time

The standard Time to respond objective provides that UC Services Support Service will
strive to respond to Severity Levels in accordance with the timeframes described below.
Time to Respond is the time elapsed from a trouble ticket’s creation that a problem was
detected or automaticaily generated by UC Services Support Service tools, to the time
that and engineer takes ownership and begins steps to resolve. Troubles will be
prioritized using Severity Levels as described in the Definitions section above.

UC Services Support Service will strive to respond to troubles in the timeframe
described no less than 95% of the time in aggregate. Time to Respond Intervals:

Maximum Response  Mean Monthly Maximum Resolution Maean Monthily
ty Time ‘Response Target Time Resolution Target

15 Minutes via
; customer contact via

Phone
P 5 Minutes via ;
90% -4 hours 90%
(Critical) automated ticket !
triggered by AT&T
- proactive monitoring
tools
2 ihour - 90% 1day 85%
3 4 hours ' 90% 2 day 75%
o 1 day 80% 5 day 75%
P5 2 days ' 80% 10 day - 75%
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2.8.3 Measurement Period

The time elapsed from a trouble ticket’s creation, i.e. time-stamped by virtue of the
trouble being reported to UC Services Support Service by the end user or by a trouble
ticket being automatically generated by UC Services Support Service tools, to the time
the trouble has been resolved or service has been otherwise restored, will be used for
determining time to resolve for the purpose of this SLA or SLO. Upon resolution, the
trouble ticket will be time-stamped accordingly. Internetwork Operating System (10S)
reloads are excluded from this metric. IOS reloads are defined as soft reloads. They are
essentially a re-boot of specific hardware components either as part of the UC Services
node or at the end user’s premise. The Time to resolve objective is to meet the defined
resolution intervals listed below at least 95% of the time in aggregate. Networking
issues outside of the span of control of UC Services Support Service and times to
dispatch will be excluded from the resolution time. Time to resolve is measured
monthly. A trouble ticket will be included in the SLO/SLA metric in the month that the
ticket was closed.

2.8.4 Process

UC Services Support Service will track the time between report of trouble and
restoration of service to determine the Time to Resolve.

2.8.5 MACD SLO

MACD Service Requests will be completed by UC Services Support Service in accordance
with the schedule set forth in the table immediately below or as mutually agreed in end
user’s service agreement. The following are not inciuded in this measure: 1) Timeframes
associated with the ordering, procurement or provisioning, and delivery of Service
Components. The Service Level measurement begins once all Service Components
{network transport and end user premise equipment (routers, LAN switches, Wi-Fi
access points, computers, phone sets, mobile devices, end user provided applications)
are in place.

Schedule of Cycle Times
Typical Cycle Time within
{Completion period following acceptance of written

IPT/UC Service Request Type request for change)
UC User Password Reset 1 MACD . 2 hours
UCUserPassword Reset 240 ahous
"UCUser Password Reset 1150 | 1businessdays
UC User Password Reset >50 Negotiéféd determine |f thEI’EIS a project relatéd to
changes
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Schedule of Cycle Times -
{Compietion period following acceptance of written
IPT/UL Servite Reguest Type request for change)
UC Level 1 Soft MACD 1-10 Standard - 1 business day, 8x5xNBD
. Express - 4 business hours, 8x5x4

UCLevel 1Soft MACD11-20 - 3 business days or agreed upon interval
Uc . SoftMACD >20 e Negoﬁate.a - b ———
UC Level 2 Soft MACD 1-10 3 busimnes.ﬁ.days c.>'r agt"eed upon interval

UC Level 2 Soft MACD 11-20 5ﬂbusinéss days of agreuéd uﬁ;)n interval

UC Level 2 Soft MACD >20 Negotiated - 7

2.8.6 Objective

The SLO commitment is for MACDs to be completed in accordance with the specified
intervals at least 90% of the time during the measurement period. Performance will be
measured at the aggregate of all completed end user MACDs within a calendar month.

2.8.7 Calculation

The calculation of On-Time Provisioning Performance for all categories is:
¢ {Sum of N divided by sum of T) x 100 = __% where, for a given month,

* “N” means the total number of MACDs that are completed on-time during the
measurement period,

» “T” means the total number of MACDs that should have been completed on time
during that measurement period as set forth below.

This metric excludes the following: (a) processing time for missing information,
inaccurate information provided by the end user or time to resolve approval issues, (b)
service requests that are rescheduled due to Equipment order and delivery process
delays by the manufacturer, the supplier or vendor are excluded from the metric, {c)
service requests that are rescheduled by an end user request after UC Services Support
Service agreed upon scheduled completion date, and (d) delays due to force majeure
events described in the SLO Exceptions and Exclusions section, below.

2.8.7 MACD Measurement Period
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Provisioning Performance is measured monthly. A provisioning request will be included
in the provisioning metrics in the month that the MACD activity is closed.

Example: a MACD that is submitted on the 28th day of a given month, with a two (2) day
timeframe, will be measured and reported in the following month.

2.8.7 MACD Measurement Process

UC Services Support Service will record (1) the time of receipt of a complete request
with all required approvals for a Service Request, (2) the agreed-upon scheduled
completion date, and (3) the date and time of the completed request. A complete
request includes all required information and approvals and does not conflict with
existing information documented in the environment.

2.9 Service Availability SLA

Service Availability is the percentage of time the Service is available and usable by end
user at an aggregate of all managed sites, subject to adjustment for exclusion(s) and
exceptions set forth below. For the purposes of this SLA, the Service will be deemed to
be unavailable if there is a failure in any UC services Device (this includes the UC
Services node as well as any end user premise equipment (CPE) used in conjunction with
the service, such as voice gateway routers and analog gateways which are managed and
monitored by UC Services Support Service which renders end user unable to complete
calls at any managed site (i.e., outages of Severity 1 or 2). The Service Availability SLA
commitment is for the Service to be available 99.9% of the time during the scheduled
operating hours of the managed sites in each calendar month, aggregated across all
managed sites, subject to the exclusions and limitations set forth herein. The total
scheduled minutes of availability for each managed site for any menth shall be
computed based upon the scheduled operating hours for such site during such month as
designated by end user to UC Services Support Service prior to such month minus
scheduled maintenance minutes.

Components not covered by the defined SLA’s include the following
» Network Transport

« Failures in the Public Switched Telephone Network (PSTN) or connections to the
PSTN.

» Customer Premise equipment (Existing Routers, LAN Switches, WIFI Access
Points, Computers, Phone sets, mobile devices, end user provided applications

« Services beyond the scope of the UC Services Service
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2.9.1 Calculation
The formula for calculating Service Availability is:

M-S/ A, where, for a given month:

* “M" denotes the cumulative sum of total scheduled minutes of availability for
each managed site (defined in the UC Services service description. It is the core
UC node plus the on premise voice gateway and support UC Services phone sets
in the month,

o “S” denotes the cumulative sum total of actual minutes of unavailability for each
managed site in the month,

e “A” denotes the cumulative sum total of scheduled minutes of availability for
each managed site in the month.

Unavailability due to any of the causes set forth in the $LA Exceptions and Exclusions
section, below, or occurring during any scheduled maintenance window for UC Services
or at any managed site outside of the designated operating hours for such site, shall be
excluded from this SLA and shall not constitute minutes of unavailability for the
purposes of determining Service Availability.

2.9.2 Measurement Period

The Measurement Period for Service Levels in the aggregate shall be one calendar
month. If performance by UC Services Support Service over the Measurement Period
meets or exceeds the specified Service Level, no Credit will be due. If performance by
UC Services Support Service does not meet such Service Level, a Service Level Credit will
be due, as set forth in the Credit Assessment Table, below.

2.9.3 Credit Assessment Table

UC Services Support Service shall pay a Service Level Credit to the end user based on the
table below if its performance does not meet the specified Service Level targets (subject
to any applicable exclusion).

Service Level Agresmant Credit Assessment

Category Componant Service fevel Credit

Service Availability Aggregate 99.99% 10% of monthly recurring UC services fees
for UC Services
If the SLA is missed in consecutive months,
the following level of credits apply:

e 2nd consecutive month — 15%
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Service tevel Agreement Credit Assessment
Category Component Service Level Credit
= 3rd consecutive menth — 25%
o 4th consecutive month — 50%
= 5th (or higher) consecutive month — 100%

Note: UC Services Support Service shall credit end user such eligible credits as
determined above subject to the condition that in no event will credits to the end user
either alone or in combination with other credits UC Services Support Service may issue
to the end user, exceed more than one hundred (100) percent of the monthly recurring
service fees for the UC Services Support Service UC Services in any given month.

AT&T Response:
AT&T provides full account stewardship with Strategic Account Management (SAM).

Your AT&T Service Manager holds monthly stewardship meetings with you to report on
performance with provisioning, billing, service, and maintenance of your AT&T services.
Your AT&T account team meets with you on site to understand your business needs, to
recommend solutions, and to help ensure your overall experience with AT&T is meeting
your expectations.

We hold annual meetings with you to create and review your account plan. In these
meetings, your account team will review its plans to support you in the coming year. We
design this plan to support your business objectives and determine where to focus sales
and support efforts in the next year.

November 21, 2018 Page 136

by authorized persons only and is not for general distribution.

—
— .
ATA&T Proprietary: The information contained herein is for use ~—= AT&T Business

P



AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

At least annually, we request briefings to refresh our understanding of your long-term
plans and to present new technologies and services that may affect your business or
industry. We schedule an annual Customer Satisfaction Survey meeting with you and
your AT&T sales and service teams. We then review your feedback from the annual
survey process to determine and develop action plans that address any service or
support gaps.

With Strategic Account Management, we work with you to create, monitor, and adjust a
specialized account plan.

AT&T Response:

AT&T standard is contact within 15 minutes of a service impacting event and with
automated updates until event is cleared. Followed by RCA within 24 hours.

AT&T Response:

If a network outage is scheduled, AT&T will use reasonable efforts to give you at least 30
days' notice before the pianned maintenance.

If the network requires emergency maintenance, we'll provide you with as much
advance notice as possible, depending on the urgency of the maintenance. We may
require emergency maintenance in situations where a critical network component fails,
or is at risk of failing, that would have a negative impact on our ability to provide service
to our customers or pose a risk to us or to our customers. Also, if we identify a network
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vulnerability that requires a software upgrade or patch in advance of scheduled

maintenance, we may perform emergency maintenance.

In all situations, we make every effort to notify the impacted customers within 24-48

hours prior to the maintenance activity. However, we retain the

authority to implement

emergency maintenance at any time to help ensure a secure, healthy, and stable

network environment.

AT&T Response:

Please refer to the previous response. AT&T enables emergency

protocol that would

provide notification for security patches that may affect services within 48 hours of

learning of the critical patch.

ATE&T Response:

AT&T can provide 72 hours notification.
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AT&T Response:

The AT&T Global Customer Support Center (GCSC) provides support for our customers
and services.

The GCSC organizational structure provides focused management to deliver a complete
customer care package that includes 24x7 support. Teams of analysts with tier 1 and tier
2 skills own and manage a problem from its beginning to resolution. As necessary, tier 3
analysts provide their experience and support.

Whenever possible, we monitor in-scope service components—including client routers,
provider devices, and circuits. In monitoring components, we use our proprietary, state-
of-the-art integrated Global Enterprise Management System (iGEMS) platform. iGEMS
supports commoen, consistent management of enterprise Wide Area Network (WAN),
Local Area Network {LAN), voice, and security services.

IGEMS tools can support reactive management {indication that something has failed),
pro-active management (indication of imminent failure) and predictive management
(prediction that failure will occur if trends continue). Our iIGEMS tools, along with
supplier tools that use integrated processes and methodologies, are central to our
global network of 24x7 customer and network management centers.

We proactively manage Simple Network Management Protocol (SNMP) manageable
devices. We up/down (ping) manage and/or reactively manage devices that aren't
SNMP manageable. And, we work with you to discuss any additional SNMP traps you
require.

After initial automated triage, correlation, and fact finding, the alarms and data that
IGEMS generate flow directly to our support staff so we can take appropriate action. In
addition, trending information is available to the AT&T Service Managers we assignh to

you who perform predictive fault resolution—whether that is re-balancing of traffic
classes, upgrade/downgrade of a circuit, or a full redesign project.

When you have an issue that requires escalation, our Customer Operations team uses a
24x7 escalation process to increase focus and resources. In addition, we prefer to
review your business-critical sites to better understand your specific escalation criteria
for them.

We add Read Only (RO) and Read-Write SNMP Community Strings to managed devices
for use with our monitoring and management systems in addition to customer-required
RO strings. We monitor SNMP traps and Management Information Bases (MIBs) as
necessary to monitor faults or detect abnormal behavior by device. If you require

Page 139

e
o .
AT&T Proprietary: The information contained herein is for use — AT&T BUS[ness
by authorized persons only and is not for general distribution. =

November 21, 2013



AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

additional SNMP traps and deem them to be non-intrusive to normal device behavior or
performance, we can enable additional traps.

This means that we provide comprehensive care to help you keep your network
running.
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AT&T Response:

AT&T will adjust an incident's severity level at your request, depending on the business
impact. Please see details response in section 4.2.1.3
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If you incorrectly report the business impact, we can change the severity ievel; however,
we avoid downgrading a severity level due to service restoration.

You can find the AT&T Service Assurance program procedures for reporting and
escalating issues in the Customer Service Guides (CSGs).

Your AT&T service manager provides you with CSGs for your specific services. In these
guides, you'll find the procedures to report and escalate troubles. In addition, your

service manager will provide you with a link to the Service Assurance Escalation Portal
(https://ebiznet.att.com/engage/).

This means that you'll have the specific directions you need to help us quickly resolve
your service concerns.
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AT&T Response:

AT&T provides and interactive portal that provides support for providing service level
details defined.
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SW(C1300000001 for VOIP Hosted Services

ATE&T Response:

AT&T can provide written as well as web based training information to support the
States requirements. AT&T updates all training material on an annual basis as well as
when upgrades provide for new feature enhancement. The State can also schedule
specific on site or web training as needed.

AT&T Respaonse:

AT&T provides three forms of training in order to support the States requirements.

e End user training provides support for up to 1 hour of training groups of end
users up to 20 per class on site or up to 50 via web session. The cost for end user
training is $200.00 per hour

« Train the trainer training provides support for training customer staff that would
be responsible for conducting ongoing training. The training session can cover
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

end user features and devices. Up to 20 participants can attend this type of
training either on site or via web session. The costs is $200.00 per hour.

« Contact center agent and manager training provides support for specific users
that require contact center agent desktop or administration. The cost for this
training is $250.00 per hour.

1.2.2. Mandatory Project Requirements
|51
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AT&T Response:

AT&T defines 'turnkey' to mean that AT&T will provide only the items of equipment and
services specifically listed in this bid response. For the price(s) quoted herein, AT&T will
provide the items of equipment and services specifically listed in this bid response. Any
additional equipment or services beyond those listed in AT&T’s response will be
provided at additional charges. Our pricing is predicated on the requirements as set
forth by the bid documents, and use of terms and phrases, such as “turn-key” or
“included even if not specifically listed,” does not require AT&T to provide equipment or
services beyond those specifically noted in our quote.

4.2.2.2 Hosted Voice Services
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

AT&T Response:

AT&T has read and will comply with this request.

AT&T Response:

AT&T provides for local failover utilizing Cisco SRST, AT&T Integrated SDWAN services
that provides up to three levels of local network failover. Example of local survivability.
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SW(C1900000001 for VOIP Hosted Services

1ong numbers in West

ATE&T Response:

AT&T provides support for porting number in West Virginia.

AT&T Response:;

AT&T supports as standard feature.

AT&T Response:

AT&T provides support for inbound caller ID and can provided custom outbound calil
masking as part of our standard services.

EVendor's solution st support Draled Number Information S

AT&T Response:

AT&T provides this as a standard feature.

AT&T Response:

AT&T supports automatic alternate routing as well as directed call routing.
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

AT&T Response:

AT&T support 900/976 and any other specific number blocking at trunk and user levels.

AT&T Response:

AT&T support all standard service dialing numbers including currently 211, 41 1, 511,
611, 811, 911).

ATE&T Response:

AT&T supports DID and DOD features for all users.

AT&T Response:

AT&T support operator services.

AT&T Response:

AT&T provides support for local number portability as part of our standard services.

AT&T Response:

AT&T offers local and long distance packages that can also include international.
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ATAT Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

! o % 1Ll enii

i Vendor's hosting center(s) riust be located within the ¢t

AT&T Response:

AT&T provides services for our US customer from data centers located in Dallas, TX,
Watertown, MA.

AT&T Response:

AT&T provides three types of training

» End user training provides support for up to 1 hour of training groups of end
users up to 20 per class on site or up to 50 via web session. The cost for end user

training is $200.00 per hour

@ Train the trainer training provides support for training customer staff that would
be responsible for conducting ongoing training. The training session can cover
end user features and devices. Up to 20 participants can attend this type of
training either on site or via web session. The costs is $200.00 per hour.

* Contact center agent and manager training provides support for specific users
that require contact center agent desktop or administration. The cost for this
training is $250.00 per hour.

4.2.2.3 Hosted Contact Ceriter Services

Iy
™
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SW(C1900000001 for VOIP Hosted Services

AT&T Response:

AT&T Cloud Contact Center provides all listed features as well as Artificial Intelligence
including training for contact center agents, administrators and Supervisors. See details
in section 4.2.1.1.4.3.

.2.2.4 Security

B

AT&T Response:

AT&T meets and exceeds the high security requirements defined by the State.

) 4 2 Must adhére to the State of Wast Virginla's Cyher Security & kr
darde théce can b s\Wad at the

ogy.wv.gov/securityaeages/policies-

:..'I-..:-'.'{'- Proceiunes, af | '..-.!'
followine e https://technol
issued-by-thecto.aspx

AT&T Response:

AT&T has read and conforms to the standards defined.

1AM k L [ cabl = Va2 B i 1 clake
' compliance for camponents and network segments That
k ' Howing
s Health Insurance Portability and Accountability Act (HIPAA
gulremenis as outlined in the attachied Business Assoolate

Addendum (BAA) (sec Attachment_B

e Federal Information Security Management Act [FISVIA)
Nation ] e of Standart hnoloe -"{'F' g
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services
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AT&T Response:

AT&T UC as a Service meets all requirements defined for service security. Please see
attachments ATT_UCV_SDD_2017r2-7.

prof P e ¥ i insit Ire ! ted
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AT&T Response:

AT&T will work with the State to draft the cyber risk management plan to meet with the
States requirements.

t plar aligned with NIST

Vendor must miitually
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services
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AT&T Response:

AT&T will leverage our advanced security assessment team to ensure alignment with
NIST standards.

AT&T Response:

AT&T will comply with requirements including required background checks.
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AT&T Response:
AT&T will comply with this request.
4.2.2.5 Service and Support
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

AT&T Response:

The AT&T Global Customer Support Center {GCSC} provides support for our customers
and services.

The GCSC organizational structure provides focused management to deliver a complete
customer care package that includes 24x7 support. Teams of analysts with tier 1 and tier
2 skills own and manage a problem from its beginning to resolution. As necessary, tier 3
analysts provide their experience and support.

Whenever possible, we monitor in-scope service components—including client routers,
provider devices, and circuits. In monitoring components, we use our proprietary, state-
of-the-art integrated Global Enterprise Management System (iGEMS) platform. iGEMS
supports common, consistent management of enterprise Wide Area Network (WAN),
Local Area Network (LAN), voice, and security services.

iIGEMS tools can support reactive management {indication that something has failed),
pro-active management {indication of imminent failure} and predictive management
(prediction that failure will occur if trends continue). Our iIGEMS tools, along with
supplier tools that use integrated processes and methodologies, are central to our
global network of 24x7 customer and network management centers.

We proactively manage Simple Network Management Protocol (SNMP) manageable
devices. We up/down (ping)} manage and/or reactively manage devices that aren't
SNMP manageable. And, we work with you to discuss any additional SNMP traps you
require.

After initial automated triage, correlation, and fact finding, the alarms and data that
IGEMS generate flow directly to our support staff so we can take appropriate action. In
addition, trending information is available to the AT&T Service Managers we assign to

you who perform predictive fault resolution—whether that is re-balancing of traffic
classes, upgrade/downgrade of a circuit, or a full redesign project.

When you have an issue that requires escalation, our Customer Operations team uses a
24x7 escalation process to increase focus and resources. In addition, we prefer to
review your business-critical sites to better understand your specific escalation criteria
for them.
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

We add Read Only (RO) and Read-Write SNMP Community Strings to managed devices
for use with our monitoring and management systems in addition to customer-required
RO strings. We monitor SNMP traps and Management Information Bases (MIBs) as
necessary to monitor faults or detect abnormal behavior by device. If you require
additional SNMP traps and deem them to be non-intrusive to normal device behavior or
performance, we can enable additional traps.

This means that we provide comprehensive care to help you keep your network
running.

http://www.legis.state.wv.us/WVCODE/Code.cfm?chap=05a&art=56
#06

AT&T Response:

AT&T shall employ and make available at reasonable times an adequate number of
appropriately qualified and trained personnel, familiar with Customer’s operations and
use of telecommunications services, to provide and support Customer’s use of the
Services in accordance with the terms of AT&T’s response to this RFP. The identities and
titles of specific persons and their availability to provide and support Customer’s needs
will be separately established by authorized representatives of AT&T upon award of the
RFP to AT&T. If required after contract award, AT&T will supply documentation to
authenticate technical expertise, within the parameters of confidentiality limits.

Due to the possibility of promotions or role reassignments, AT&T is unable to guarantee
that assigned personnel will remain on the project for the duration of any resulting
contract. However, AT&T understands the importance of consistent support and will
work with the Customer to the greatest extent possible to minimize personnel transition
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

and to ensure that the performance of the personnel supporting the Customer and this
project meets or exceeds the Customer’s expectations.

AT&T Response:

Project Management is a service provided by AT&T that provides you with professional
project managers who work closely with your project team to develop and implement
comprehensive project processes and plans. Project Management includes the
Statement of Work, Master Schedule and site schedules, Project Acceptance Criteria,
and other key deliverables that support your overall plan. Project Management provides
a project or program manager who coordinates project resources including all project
staff, other internal AT&T resources, WAN/remote access service providers, cabling
contractors, and other 3rd party resources. They may be based onsite or work remotely

depending on project requirements.

A project is 2 non-routine job with defined start and end dates, a scope, and a budget. In
most cases, an ad-hoc organization executes a project and disbands once the project is
over. Network integration projects require project management expertise. Qur
professional project managers in the Worid Wide Project Management Group are
technical and logistical problem-solvers who are trained and experienced in planning
and implementing integration projects.

Project Management capabilities are reinforced by our expertise in networking,
structured cabling, inventory management, and global logistics. Project Management
complements the LAN, WAN, and remote access equipment configuration, staging,
installation, and on-going support services.

We can combine Project Management with many network impiementation services to
deliver any size or scope of Network Integration project. We have broad expertise in
technology deployments including IP Telephony, WiFi, IP video, cabling, data center
build-outs, national and international local area network/wide area network instailation,
PBX, video, call centers, and security systems.

We also provide multi-national Project Management services. We are your single point
of contact for international deployment and integration projects. We can identify and
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AT&T Response to State of West Virginia's RFPit
CRFP 0212 SW(C1300000001 for VOIP Hosted Services

reduce the risks associated with multi-national deployments through the application of
our established project management methodology.

Our multi-national project managers understand the intricacies of international cultures,
business practices, and regulatory requirements. We take the domestic network
lifecycle offshore and can manage all aspects of a multi-national project including
procurement, staging, transportation and logistics, documentation, implementation,
maintenance, and invoicing.

AT&T Response:

AT&T will incorporate the TCR as part of our change request process.

AT&T Response:

We manage bill disputes via AT&T BusinessDirect®.

If you discover a billing error, you should submit your dispute to AT&T's Customer Care
Center via BusinessDirect. Once we receive it, our Customer Care Center will evaluate
your request and put the disputed charges in a no-treat status while investigating the
dispute.

A Customer Care representative will notify you of the resolved dispute via
BusinessDirect. This notification will include details as to whether an adjustment was
issued or charges are being sustained. If we're unable to resolve the dispute within 30
days, you can escalate the dispute to the Business Manager.

After we've resolved the dispute, you must pay the bill (consistent with the resolution)

within ## days (as determined by your state's public utility commission) of AT&T's

resolution notice. If you fail to pay within that timeframe, we may impose interest
charges calculated from the date that payment was originally due, at the lower rate of
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

1.5% per month (18% per annum) or the maximum rate allowed by faw, plus reasonable

attorney’s fees.

This means that, by using our online tool, we can quickly address and correct your billing
disputes.

AT&T Response:

AT&T will endeavor to provide the State the requested information in an alternative
media if cannot be provided on the physical invoice.
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

AT&T Response:

AT&T will make every effort to bili within two billing cycles of installation; however,
AT&T reserves the right to invoice for new Services within 6 months. AT&T will invoice
the State for individual Services once the Services is installed and turned up at a State
location and not upon acceptance by the State. AT&T will provide consistent monthly
billing and will assign billing specialists to support the States requirements.

AT&T Response:

AT&T will comply with this request.

AT&T Response:

AT&T will denote.

AT&T Response:

AT&T takes exception to the allowing of access to billing data directly. If the State
chooses, the State can provide a user ID and passcode for others to access any billing
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SW(1900000001 for VOIP Hosted Services

data or reports that may be available via the AT&T Business Direct Portal. AT&T can
accept the remainder of this Section.

4.3 Qualitications and Experience

AT&T Response:
Staff biography

Because the assignment(s) for specific tasks are not made until the contract is awarded,
specific name(s) and biographical information for specific tasks cannot be supplied at
this time. The required documentation will be furnished if AT&T is your vendor of
choice.

AT&T is uniquely qualified to provide proficient technical service for the system
proposed herein. Only manufacturer trained Technicians and Service Consultants
perform installation, maintenance and training on the system. If required after contract
award, AT&T will supply doecumentation to authenticate technical expertise, within the
parameters of confidentiality limits.

References

During negotiations or presentations, your AT&T account team will secure customer
references.

Most customers do not wish to be contacted directly as references. So, your account
team will work to arrange contact or to supply you with direct contact information.

Consequently, we're unable to provide you with customer references until that time.

4.3.1. Qualification and Experience Information Rraiiag
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

AT&T Response:

AT&T has developed and provided solution for IBM with over 2000 location and over
200,000 users. AT&T provide support for migration of all existing Cisco and AVAYA
phones, analog gateways and contact center agents to AT&T UC as a Service.

US Department of the Army for 1 Million users. AT&T created dedicated NOC and SOC
and migrated users for over 4000 global locations including number porting and support
for migration to Skype clients and variety of IP PBX's

Advanced Auto Parts for 6000 locations and over 50,000 devices. AT&T implemented
dynamic local failover for each location with primary MPLS and LTE backup along with
deploying IP phones and coordination number porting for over 50,000 phone numbers
and testing and turn up with monitoring and management for core UC as a service and
the voice gateways and IP Phones and contact center. Additional examples and
reference available through prior authorization with our over 600 customers.

AT&T Response:

AT&T provides support for large financial institutions with between 20-70 locations with
between 400- 1000 agents with centralized call processing and WebRTC agent desktop
as well as IP phones at core contact centers and remote home office locations. AT&T
provided the on site implementation as well as the call flow scripting and integration
with CRM application such as Salesforce and Microsoft Dynamics and custom API
applications.
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ATRT Response to State of West Virginia's RFP#
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AT&T Response:

AT&T provides you with support under our Strategic Account Management (SAM)
model.

We tailor support to meet your specific needs, and we provide local, regional, and global
support, as needed. Account team members typically include a Global Account Director,
a Regional Account Director, a Technical Solution Consultant, and a National Account

Manager.

The AT&T account team adheres to a formal methodology to guide its interaction with
you. This model dictates a collaborative approach to direct customer interaction and
sales support in each major market in which you operate. We structure your AT&T
account team to mirror your organizational makeup. We iocate the account team lead
near your corporate headquarters and support him or her with local and regional
account teams and with our support organizations around the world.

AT&T uses its global governance model to successfully support many large multi-
national corporations.

AT&T Response:
AT&T has extensive experience as a provider of Managed Security Services.

We've long been a pioneer in developing cybersecurity capabilities. AT&T Labs and our

Chief Security Office (CSO) have worked closely together to provide industry—leading
technology, and security is at the core of our network and our goals.

The CSO maintains a global security organization that comprises more than 600 security
professionals, and more than 1,400 additional security specialists work in our other
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

organizations. These security experts have an average 15 years of experience in the
field.

Y0053 security esment and suthorization control fami tivit

AT&T Response:

The sources we use to develop the AT&T Security Policy and Requirements (ASPR}
include laws, industry standards, best practices, and our technical and business
expertise,

Our ASPR framework helps us set objectives and provides direction and principles for
action regarding information security. Via that framework, we maintain a set of security
standards that draw upon and meet industry standards, such as the National Institute
for Standards and Technology (NIST), Control Objectives for Information and Related
Technology (COBIT), and the International Standards Organization (I1SO) /International
Electrotechnical Commission (IEC) 27001:2005.

AT&T Response:

AT&T has supported our services with CJIS Security Policy, PCl Data Security Standards
(DSS), IRS Publication 1075, FISMA, NIST 800-53, NIST SP 800-171,

CyDerseCurily ang grovacy contris

AT&T Response:

AT&T will provide prior to contracting and after down select process.
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ATRT Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

AT&T Response:

AT&T support scheduled audits when requested by customer. AT&T conduct audits on
security and operational aspects on an annual basis and for fee and upon request for

additional request when required.

AT&T Response:
AT&T has a well defined Problem Management process.

This process helps us identify problems and work to resolve them. Our goal is to
minimize the adverse impact of incidents and problems within your infrastructure. After
reducing the frequency and severity of impacts to your systems, we institute preveniive

action.

We begin the process by obtaining the following data from Incident Management:
« Incident details
= Any defined workaround

¢ Trend data

We complete the process by producing the following deliverables:
» Known errors
« A Request for Change (RFC)

s An updated problem record (including the solution and/or any available
workaround)

* A closed problem record {for a resolved problem})

¢ Aresponse from incident matching to problems and known errors
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

We use a Problem Management tool to identify and track root causes and create action
plans to remove underlying errors. Our Problem Management process uses two key
approaches: reactive and proactive. The reactive approach manages problems to
closure to minimize adverse impacts. The proactive approach analyzes closed incidents
for trends to identify problems and then executes preventive action to avoid adverse
business impacts.

When you consider the importance of your systems and infrastructure, our Problem

Management process is critical to reducing the frequency and severity of incidents that
impact them.

_.1 |:'|r':‘! i“'ri':at r-i.':tl'_'r:: '.I_ .'I I - arl auine ral oress e 3 Af =

AT&T Response:

AT&T will support oral presentation as required to further details our capabilities to
support the State.

November 21, 2018 Page 162

)
| — G
AT&T Proprietary: The information contained herein is for use h— AT&T BUS]ness
by authorized persons only and is not for general distribution. —

-

7o



AT&T Response to State of West Virginia's RFP#
CRFP 0212 SW(C1900000001 for VOIP Hosted Services

AT&T Response:
AT&T has read and complies.

5.2, Incurring Cost: Neither the State nar any of its emplovees or officers shall be

g haiie tor any expenses incu | y rdar resp M ot F
dife. but ot limited to preparatic '.I"'-—".'

AT&T Response:

AT&T has read and understands.

5.3 Proposal Format: Vendors should provide responses the format listed below

5.3.1. Two-Part Submission: Vengors rma ubmit groposal LW e tl
LE m-iwo gistir carts knica st ieal | M
ot cantain any cost grmaticn ating to the. project. Cost posal mu
onta 11 I ririat o Tl ealed in 3 nardte g

5.3.2. Title Page: State the RFP subject, number, Vendor's name, Lusiress address

glephone number, fah nun ame of contact person, e-mall address, and
Venoor signature and dale

5.3.3. Table of Contents: Clearly identify the material by section and page number

5.3.4. Response Reference: Vendor's response should clearly referenie how the
informatiorn provided applles to the RFF 1 Far example, listing the RF
numper and restating the RFP reguest as & heager in the proposal would be
considered a clear reference

5.3.5. Proposal Submission: All proposals must be submit

ision prior to the date and time stipulated in e
All submissions must be |n accordance with the
Imstructions 1o Bidders Submitting Bids
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

AT&T Response:

AT&T has read and understands.
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1200000001 for VOIP Hosted Services

SECTION 6: EVALUATION AND AWARD

bil. Evaluation Process: Proposais will be evaluated in tweo parts by a committes of
inrae _':: or-moren I- 2Uals The first e JealligaTion will be ol the te i""l Cet
I e E 1 d Evdluatio g Ine cos } ] 0 F [
ClE IN)E e il | =1l the y DECT i Botir fi
T T dll|E are. an =11 I tne | i I I'l 1
vengors:snall be awargan the Irac?

AT&T Response:

AT&T has read and understands.

6.2. Evaluation Criteria: Proposals will be evaluated haze ! i
soliciiation anda Informiation contained in the proposals submitied in respornse to
i tation gtechrical evgluatic [l [ | ;
| | fe f 1 gints, Cost reprr l e
10 total points

Evalustion Point Allocation:

f - &) I VTS 5 FO=0T

. &0 lale FY ] U (of = mte-Poccibila
® i i WETVICE [ LS |
L - | Securi i . 2 o |
[] 5 = 10 SN TR | " | T5 Py L}

- T

pproach & Method E 3 RNCE Wil

Mandatory Project Requirements Points P
Nualificetions 3 1 en

. 1 Venddo airicat =] i |
i [ [ - r
Fx ZEQINE Mand YLy ke TV T o )
Reguiremerite Points Possibli
P T - . i
Jral Braser W HEE Y - :
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

ATS&T Response:

AT&T has read and understands.

AT&T Response:

AT&T has read and understands.

6.4 Technical Evaluation: The Agency evaiual committtee will reiew the tech

R p s scsipn points Where appropriaie. ano make a nnal Writter
reg rendatio o*he P hasing'l

AT&T Response:

AT&T has read and understands.

6.5. Proposal Disqualification

6.5.1. Minimum Acceptable Score ("MAS"): Vendors must scare 2 minimum

1% {42 noints) Of the total tedl Cal [ it postiple in grédse o move past
the techrical evaluation and Mave themr cost proposal evalyated, »

s notatizinine the MAS will be disg T les

£.5.2. Failure to Meet Mandatory Requirement: Vendors must meet or excecd all

1 tory reguements |f prdel to move past the techmcal evaluation and
have their cost propRsais evaluated :-'.lﬁ' sals Tailing t¢ meel one or more

nandatory requiraments of the RFP wall be disgualified
AT&T Response:

AT&T has read and understands.
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

B.G. Ebit Bid Dp{:ning_ The' P ireha ' Division w ] schedule 3 date and time 1o

pub

completed and the PurcHasing [

Cly Bf3en and announee cast 1 Mas beer

ymendation of the evaluation cammittee. All cost bids recaved will be
4 bigs for disqualified proposal { eney 1 groro kesnll

RTOpOSE | wvill bep VIGED O TRe AEerncy U2 ) gmmitiee o g

AN Lig
(e Purchasing | H1 TESErVE NeE rgncio aisqualiny a propo Based upt
getigie jrithe tech 1l propesa itter the 51 By I

AT&T Response:

AT&T has read and understands.

6.7. Cost Evaluation: The Agency evaluation committee will review the cost

pronposals, ase EN RIS 0 atCoroanceg with the cost evaluation tTormula
contamead hereit and make 3 firnal racommendation ol PBurcHasing Divis

Cost Evaluation Formula: Each cost pror
allgwing fTormiuia torall Ven

-l-ll.-'- | AT LS M e LA ; :'.II .:‘If.ir':ll'_. -

A nr=lal

ost proposal to determine the

f points allocated to

step 1; Lowest Cost of All Praposals / Cost of Proposal Being Evaluated=Cost
i‘.r‘.'-f'_' !""_""—"!'!.:..'.'_'.
St Waly e Percentage ¥ Polnts Al et =t Proposal=Total Cost

Score

Examule
Proposal 1 Costis
Propoasdl 2 Cost is 51, 100,000

Points Al

November 21, 2018
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SW(C1900000001 for VOIP Hosted Services

=
4

AT&T Response:

AT&T has read and understands.

6.8, Availability of Information: Proposal subpussions Decome puiphc 2nd
L | ] | o | B Lo
i 11 | HBr | n ) ! oF B |
| 1) f JI5L [ il I L [Flad
1 art { I V' [ |
. :1"_I l
ATE&T Response:
AT&T has read and understands.
v sipning oelow; | certity thatl | ave reviewed in
inderstand the reqguirgiments, termes and conditions, and otharinformalion conidined
ErE Lthat | ul i2 po far review and ideratio T ***

SUBJECT T0 THE EXCEPTIONS CLARIFICATIONS AND RESPONSES SPECIFIED IN

Sy e e e e e e e ———————

AT&TSPROPOSALRESPONSE *k#. that | am althorized by the bidder 1o exgcute this

AT&T Corp.
[Company

Beth Spradlin, Cllent Solutlons Exec 2 Integrated Mob*
(Representative Na Titl

} 304 690.0140

Phane/Fax - Number
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SW(C1300000001 for VOIP Hosted Services

6:6. Cost Bid Opening: The Purchasing Division will scitedule 3 date and time 10

plb LIy cpen dand annolunce cost proposals after technical svaluation has besy
completed and the Furchasing Division has dpproved the teghnica
THTe ation of th Hon COmie [ 4 L | aCEIved I B
E 20, LOST DIOS- Tal alifieg ODCEals W b ope J 1 B o llge i
; FIUC | 0 11 1t ||... 5 = W I 1 Ce I net lhe

AT&T Response:

AT&T has read and understands.

6.7. Cost Evaluation: The Agency evaluatitbn committes wil review the cost
}_;--“_:.-_'--_;::. S53IEN POINGS N actorgdanc2 with the cost svaluation Tormu
comigined hErgin 2hd make a tindl recommendatios t0 :| o By -il._;" GE ision

Cost Evaluation Formula: Each cost proposal will have points assipned usingE the

roliowing fermula for all Vendors not disqualified during the tectinical evdluation
The lowest cost of all proposals is divided by the cost of the proposal being

evaluated {0 generate a cos

number of points allocated ta the cost propesal being evaluated

St 1 LoWaEst Cost ¢ Il Pram 5/ Costaf Prog z| Be Eva U=L05]
Seoire Pare

step 2: ( Score Percentage X Points Allceated to Cost Proposal=Total Cost
Score

Exgmuple

Proposal oat 15 5, OG0, 000

Proposa 3 1, 100,000

November 21, 2018 Page 167 e .
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

L B (T L — -
Step =1%30 ital Lost Score

cren 7 —0.909001 X 30 = Total Cost Scoreof 27
AT&T Response:

AT&T has read and understands.

6.8, Availability of Information: Froposal submissians DECoME RLkhc ant

EGA. 111 (h) AN ether infarmation astociated with the Jtr

AT&T Response:

AT&T has read and understands.

y slgn it helow: | certifv that | have reviewed thiz Reauest fo By '!'_-_-i:"' s ent
naersian 1 '_i'.: fements, =B rmes a || ancitions: and olHer infcirmation canta |'!':i1
agrain: that | am spbhmitting this pro c3l 1or review ani onshrle Heik ***

SUBJECT TO THE EXCEPT!ONS CLARIFICATlONS AND RESPONSES SPECIFIED IN
AT&TSPROPOSAL RESPONSE ***: that | am authorized by the bidder to execute !

el or @ity documents related thereto on bidder's behaif; that | am authorized 10 D

AT&T Corp.
Company|

Beth Spradlin, Client Solutions Exec 2 Integrated Mob*

[Representative Mamss, Title)

- 304.690.0140

(Contact Phane/Fax Number]
1178001 a8
ate]
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SW(1900000001 for VOIP Hosted Services

6 6‘. EGS’: Hrd GIJ _' !- VISAEn -.".'-I - ! ~-='|__|I- 3 aate an i timoe ti

ening: The Purchasin

publicly apen-and announce cast proposals after techiics

PO = aillation | b
ompletad and the Purchasing Division has approved the technica
econmmendation of tne evaluation commitiee, All Cost Dids v HE
apanad . Cost Bids for dsgualified groposals will be opensc for record kespl

purposes anly and will not he evaluated ar considered. Once opan tlve Cos

e Furchasing Division reservesthe r

= BT 10 & ronDsal base i
J?T encies (nthe techhica | iy T ¥l ¥ = lUatit

AT&T Response:

AT&T has read and understands.

6.7 Cost Evaluation: The Agency evaluation committee will review the

sign points in accordance with the cost evaluation Iermula
contaired harelh and make a findl recommendation to the Purchasing Divisic!

Cost Evaluation Formula;: Each cost praopasal will ha

VEa DICHTIA i LISINE TN
Igllowirig forimdla tor all Vendors not disqualified during the technic alliati
lowest cost of all Proposals 15 QUVIRED Oy the cost of the PIoRosal Geing

evalusted tb gererale a cost score percentage. That percantage s Lher

I y LN § wifable lo the cost proposal [ determine the
number ol panisallocated 1o cost-groposzl being evaluatsd
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SW(C1900000001 for VOIP Hosted Services

AT&T Response:
AT&T has read and understands.

6.8 Availz I‘ﬂlitl.,l of Information: Proposal submisstons. become public and are

svailable for review immiediately =R Er dpening puisuant to West Virg i

AT&T Response:

AT&T has read and understands.

By signing below. | certify that | have reviewed this Regquest for Preposal inits entirety
derstand the requirernents. terms and canditions, and other information contained
rein; that | am submitting this proposal for review and « itderation ek k3

SUBJECT TO THE EXCEPTIONS, CLARIFICATIONS AND RESPONSES SPECIFIED IN
ATET’S PROPOSAL RESPONSE *** 11,21 | s authorzed by the bidder 1o execute s

Dic or any documents refated therato on bidder's behall: that | arm suthorized to bind
| = 5| ral onchi i ot ke £
f 5| E ! (i v b Tay T st raticn

AT&T Corp.

Beth _Spradlln Client Solutions Exec 2 Integrated Mob*

Representative Name, Titla)

304.690.0140

Contact Phone/Fax Number)

November 21, 2018 Page 168
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

o
o

Cost Bid Opening: The Purchazing D

::'L-:::ll_:';" Gpen and announce Cost

sleted and the Purchasi

recommenaation &1 the evalualion

peried, Co=t bids for disnuallfied proj
irposes only - and will not be evald
proposals will be provided (o the Ag
valuatt
f ITCHa |: [ ) il FIER o alsquz g pr Q5 5 wpaor
] = inthe Cr propos 2 1 att i valiiation
AT&T Response:
AT&T has read and understands.
E‘.? Eﬂbt &U.‘q[u.’!tiﬁ‘r‘ | £ _‘_:':.,..r-.- o '..;'-!_-_i._ i1 i OMmm TT-:-.-: WA rey L be 1
propasals, assign poimntsn ace JEl siith 1 [ L ual ot remuule
{ 'a maee a 1irna T =1 1 Ll reha i 5t
Cost Evaluation Formula: Eacti coat proposal will have points assigned using the
following f { disqualified du the technical evaluatio
The lowest cost of all propasals s divided by the cost of the proposal being
eyl ti ;ial:..|('.r.': 3 COST SLOME percentags .!h.'l: percentapes i then
fiphad v the points attributable to t e th
rumger of poinits sliocated Lo the ¢
A= ~ost of AlPr pOgsas f Losl af Pri pRsal Being cvalligtd st

L= " ¥ " - el g g i % g
JLEH - GO 260N FefCenid

e X Points A sted to Cost Propasal=sTotal Cost
Score

! Kol I|_|'-—

Propesal 1 Cost =51, 000,000

F posa; £ Cost 51, 100,000
Paints Allocated ta/' Tl Propass A0
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC1900000001 for VOIP Hosted Services

Oy '.;'l 6.0l ‘ _\1__:: i - -'_..- ] ay -||.. £ |}OC ( II..-. ( et Score Parro _._;:_.I_ | =:_:I 1=

AT&T Response:
AT&T has read and understands.

6.8 Availabllity of Information: Proposal submitsion:s become public a

yailable for review immedialely siier opening purstant to West Virg LDOE

5 ' Lot for) RFP, Including | \
ical ores } nL 10 ]

1Tl &1t o Mas | red [ I I

It | 3 148- 3.

AT&T Response:

AT&T has read and understands.

ige erand the reguiraments, terms-and canaitn s b other information cont
Fereirn that | am subemtting this @ro wal for review and COnsics dikE ***
SUBJECT TO0 THE EXCEPTlONS, CLAR|F|CAT|ONS AND RESPONSES SPEC|F|ED IN
AT&T’S PROPOSAL RESPONSE *** 1401 | caopp authorzed by the bidder 1o execute the

!. dar sny document lzred thersto o bigder's behgli; that L arn authorized o bing

AT&T Corp.

[Compary

Beth Spradlin, Clien Cllent Soiutlons Exec 2 Integrated Mob*

Representative Na e

..304.690.0140
Contact Phone/Fax Mumbaer)

S o
Liata |
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AT&T Response to State of West Virginia's RFP#
CRFP 0212 SWC19606000001 for VOIP Hosted Services

AT&T Attachments

e ATT-ICS-2018R6-CF-WV
e ATT_Cloud_Contact_Center_2018R3
o ATT-UCV-SDD-2017r2-8
‘o Addendum Acknowledgement Form

e Purchasing Affidavit
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AT&T
Integrated Communications Services

Overview

Presenter: Mark Beranek
UC Solution Architect
CCIE, BSEE, MCSE
e :
Date: Nov, 2018 g AT&T Blisiness




AT&T Collaboration Features (Smart Office Suite)

WebhRTC
Smart Office Collaboration Rooms
Smart Office Desktop
Smart Office Mobile

Vioice and Video
Click to call

Call logs
Conferencing and Collaboration

Reservation-less Meet Me Conferencing

Multi-party video conferencing with screen share

M and Presence

Integrated with Global Directory

Presence includes “on the phone”

Integration with Skype for IM and Presence via AP

Directory integration

View corporate or system directories Microsoft AD and LDAP
Value

Extends UC functionality wherever you may roam

Replace or complement desktop phone and mobile phone

y Consistent experience on Windows, Mac and Mobile

r ATAT affil




Skype and Google Collaboration

The RTC client for Skype for Business or Google blends together the best of Microsoft Skype IM, Presence and Directory Access with the
reliability and scale of AT&T voice, video and collaboration solutions.

AT&T leverages Omni client technology that uses an HTML5 client core with platform specific WebRTC-based agents. Omni clients look like

a rich application to the user but deploy like a web client for the IT professional. Integration via AT&T API directly between client and Skype
or Google applications instead of middleware integration.

* Maintain the features and reliability of a traditional PBX

* Eliminate the cost of new Microsoft licensing — no premium CALs or E5 required, leverage E3 license with AT&T provided call control

» Dramatically reduce the complexity of Google/Skype deployments — no new servers or gateways — clients use WebRTC and a browser on
many devices/platforms - AN .

E =
- =

/ .
g ( \\t - i
A } 3 u -
- Mo,
] —h' ] fn = Atal ——p '
Audio, Web & Video

Conferencing  Contact Center IP Telephony |

p&a ﬁ‘ i;____ e
Siype -~

Microsoft/Exchange  IM & Presence

Calendar o Business

l-...f' \
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AT&T Universal Help Desk

Core Support Services Asset Management Analytics

°  7X24X365 Monitoring,

e T A ;; ir;b :;I:nd points in a comman asset gzgier::nce Bridge Utilization
° Core UC Applications Support + Software upgrade suppori * Capacity planning

° Core SerEf"Sa 5BC, Firewalls, LAN * Track end device maintenance *  Call Quality Reports

* SBG, Voice Gateway Support *  Take over of existing assets *  PSTN utliization

° P Phone Management Third party services conrdination * Call Detail Reports

+ Video end point support _

* Patch and upgrades . B e
- SONgiL Bpplicaicnsiand bardware Support for legacy and new voice, and collaboration services

+_Ebonding Support v

"1—#'
©2018 AT&T Intellectuzl Praperty. Ali rights reserved. ATAT, Globe logo, Mabilizing Your World and DIRECTY are reqistered trademarks and service marks of ATET Intellectual Property andfor AT&T affiliated companies. Al other marks cre the property of their b A.T&T B U S] neSS
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AT&T Network Monitoring and Management

End to end correlation of SIP signaling, media and event alerts.

AT&T provides proactive monitoring, management and MACD support

. Central pain of glass to view overall service performance

. Proactive alerts based on MOS scoring for voice quality

. RMA support for premise equipment replacement coordination
. AT&T UC Node core applications and hardware support

* Customer premise equipment monitoring and management

. Monitoring and management of existing LAN, WAN, WIFi

The UC Services Support will provide reports to help the Customer
understand the overall status of the following services.

. PC to PC calling reports S T
. PC to PSTN calling reports Ll | e Y 5
. IP Phone to IP Phone calling reports ! ' 1 o]
. Analog voice gateway call quality . Gl
. Call volume reports | 3
. Call Detail Reporting . L S T[N ' | .
: — @
e A A istit} PEes =—riiites
- .
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AT&T UC Service Dashboard

Weekly Reports - These reports look at the summarizing the weekly
ticket activity showing all tickets opened, closed and still active tickets.

K 182 it imm e

Monthly Reports - These monthly reports look at the contracted v =, - i e < N

infrastructure devices. The UC Services Support will send out detailed —"_"r::- oo

reports each month to customer designated contact person. The Cag— L e e

reports include statistics on: s *

*  Network, device uptime and availability i ==
g Stream Avs NS Awg Aifter QA:“ P;cm Totat Strezam

* Fault history —— ey o

€6 0.08 1M IREs 000

*  Trouble tickets

. 12,061
Top 10 Users

Top 10 Users { Sessions)

* MACD's used

*  Professional Services hours used THh

© Configuration changes during the month

Quarterly Service Review - Provides business intelligence information
based on the data that the UC Services compiles. This information has
potential business impacting information that reflects CPE network
trends observed, capacity planning, resource utitization trends,
ticketing trends, compliance issues, best practice standards, security
conternssand.busing ss.cantinuiiy planni F3Bord and DRECTV are registered trademarks and service marks of ATAT intellecum Property an/or ATAT affliated companics, All ather marks are the property of their ,

respective owners. ATAT Proprietary (Intemal Use Only). Not for use or disclosure outside che AT&T companies except under written agreement.
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AT&T UC Service Admin Portal

« Add new users Dashboard  Account Prowsion  Bocumentation
» Edit existing user information i Subscriber SaEes BaH
ot features __[m
» Reset user passwords
First Name  Johr Bame 4
+» Define Call Permission Levels U o S
+ Define and edit location information UserlD  eedaiiesisors oo ATTAC001 ATET UC Bamis
» Configure voicemail, voice services, fmktnind ATTLC002 ATET Uz Sunzar
and conferencing settings i st Bl Avricecs STET USSR
. Change user phone number Stte  Urion Bark 1 {ub1] . SEFULT S Aae alizrian
Rcle
T R S — _
VolIP hiumbers 8134.;35&995 Time Zere  GWT-CS:0C Easterr Standarg Tine
Hobile Murnbsr Locatior  Other -
Mems Kumber Csll Permissiors FETH -
Fax Humber Cal FWD Permissions  PSTH - I
E-mail Fuchs Humcsr  BUe33SLIES :
eicsmail E-Mais  Dissbled shas B
Vieicemsil P 0995 ConfExtr Number - 473287483
Call Grab Number Koblity Prefle  Default -
Veicemail Servics  Hesled
Device Pasaword Stele - st wer || rone

© 2018 AT&T Intellactual Property. Al rights reserved. AT&T, Glabe logo, Mobilizing Your World and DIRECTY are registered trademarks and service marks of ATAT Intellectual Property and for ATAT affiliated companies. All other marks are the property of their
respective owners, AT&T Proprietary {Internal Use Only). Not for use or disclosure outside the AT&T companies except under written agreement,
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End User Portal

* Access voicemail and messages

+ Edit personal address book and add
contact from corporate directory to
favorites

* Set up personal call routing rules

= Configure voicemail, voice services,
and conferencing settings

©2018 AT&T Intelles
respective owners. £
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AT&T Complete Implementation Support

Service Selected Provider Service Management « Fault & configuration management
Assurance g T — TR —
ﬁﬁ:ﬁfd” Life/Cycle « Performance and Service Level Reporting
- Project team establishment, oversight & support
Service

+ Platform test and turn-up

- Staging and implementation

AT&T Global Castomer Solutions - Deve!op a step-by-step tra.nsformatlon plan
- Solution assurance & architecture refinement

Solutioning =
« Identify & develop viable IP solutions
. =« Define the solution and construct overall solution
Planning

Cotsuiting - ldentify business, technical & functional requirements

AT&T Business
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Contact Center Support




AT&T Cloud Contact Center

One Virtualized Center

Omni-Channel with fully integrated Contact Center i !}fg

feature suite PSTN Internet Mobile

Agents can be anywhere, added as needed to drive business Customers

agility with elastic scale. ' j Smartphone,

» At contact center locations, behind an existing PBX/Key ﬁ]b"?t' laptop
system one

=7

UC Node

Cloud Contact Center

i At home using local POTS lines, IP Phone, or IP Soft Client

» At remote offices with unigue site-based auto attendant/menu
and queue options tied into the formal contact centers

» At outsourcers for seasonal growth or cost savings with a
flexible overflow results in one true CC Instance across your
Enterprise.

Overflow calls to any location and user trained as backup
agent

Interactive Voice Response

Call Recording

Work Force Optimization, SalesForce, CRM applications
> Artificial Intelligence and IBM Watson Integration

-

YOv v

;

STCp—
: - ~—= AT&T Business
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No matter where the agents are physical(ljy they are
part of the solution - any contact can be glivered to
any agent, anywhere dt any time - with one set of
business legic on a single Routing En?l_ne providing
full cradle to grave reporting across al interactions.

y

Overflow

&

Contact Center:

i
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AT&T Cloud Contact Center

; ~ —= AT&T Business
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Agent Desktop with Salesforce Integration

Seamless Salesforce Contact Center Integration

Native telephony app for Salesforce CRM using
Open CTI to provide instant deployment of an
end-to-end customer interaction solution.

'--" .
© 2018 AT&T intellectual Property. All rights reserved. AT&T, Globe logo, Mobilizing Your Warld and DIRECTY are registered tradern™ =35 T mof AT s s o 2 vl - e ATHT sfhomied pe Al arlwd o b el A g o — AT&T BUSIneSS
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Administration (Advanced flow Designer)

Advanced Flow Designer

Reduced IT Footprint

Leverage an intuitive drag-and-drop
interface to create sophisticated
interaction Flows without complex
programming.

Quickly develop interaction

Flows using re-usable templates
provided by CxEngage or create Flow
templates unique to your business for
copy & paste-like functionality.

——
2018 ATAT intellectual Property. All rights reserved. ATET, Globe loge, Mobilizing Your World and DIRECTY are registered trademarks and service marks af AT&T Intellectual Property an/or AT&T affiliated companies. All ather marks are the property of their i AT&T BUSI ﬂeSS
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Custom reports and Dashboard Widgets

Guided Mode
Custom Reports and Dashboards

Design custom widgets, then drag and drop on the canvas to -3
Ih. = N ~
create your own custom reports and dashboards. Create -

. | V3l | e
widgets ba o line in
to visualize your data in bar charts, bubbles, columns, stacked oo 2o
columns, donuts, gauges, lines, tables, or as a plain value. ‘ s * Ll

alea areaspling points =L altei

® -9 [ Y ‘J v
o & h
Bt tre e donut semi-ganut

B @& T =2

1able crassiab funnet pyramid
= ]
i His N
P
] B
neal map lree map walertall gegmanp
© 2018 AT&T Intellectual Property. Allrights reserved ATET, Globe logo, Mobilizing Your World and DIRECTY are registered trademarks and service marks of ATAT Intellectual Praperty and/or ATET affiliated companies. All otfar marks are the property of their \.__.ﬁ— Alol U S] neSS

respactive owners. AT&T Proprietary {Internal Use Only}. Not for use or disclosure outside the ATRT companies excent under written agreement. —



Live Support with Digital Cognitive Agent (Powered by Al)

| Facebook
Messanger
By o
Twritier
Multiple Engagement
ilviessage Modalities _
' ¥ . Voice
= L _
® v )
. Text Al Y ! !
User — - e - -
Priong Yoice &l .
Y — 2=
SMS ) )
Click-to-Connact Agent ranages initial Autc-Escaiate Session to live agent
inguiry
Siack Ef—“\l Screen
J Share
Web
Channels —
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Live Support Features

By

Rich Messaging Chat

Users can share images and
videos with their support
representative to better
describe the issues that need
resolution

Jm @

Voice Call Promotion

Move a customer from a plain

phone call to a full multimedia

interaction with the click of a
button

& 2018 ATAT Intellectual Property. All rights reserved, AT&T, Globe logo, Mobilizing Your World and DIRECTY are registered trademarks and service marks of ATAT Intellectual Property and/or ATAT affiliated companies. AR other marks are the property of their

e

Screen Sharing

Support experts can remotely

assist users in real-time by
activating screen sharing

directly within the Live Support

window

= 111

=§

For Any Business Size

Micro businesses, SMBs,
Enterprises and Large Contact
Centers can benefit from Live
Support as an overlay or fully

integrated

respective owners. AT&T Proprietary {Internal Use Only). Mot for use or disclosura outside the AT&T companies except under written agreement.

Works on Web & Mabile

Unlike other competing
solutions, Live Support also
works when your users access
your website via their
smartphone

§ L2 m

WebRTC Enabled

Voice and Video catls directly
from the website.
Agents use web browser
console or tablet app

L

Live Support & Al-IVR

Optional artificial intelligence
chat bots with seamless
escalation to a human
customers service agent

Easy to Deploy

Use the back end portal to
define the menu tree, create
the button and generate the

HTML embed code for your

website

= AT&T Business



AT&T Kandy - Al-IVR

Query Databases
for Information

- & —
€ KANDY is

I~
:{éﬁ’} Escafte tf Live
ents
S ©
a © 4w o

User « Muhiilingual

\ +  Easilv Scales / ' Lea n
\h‘\ -

S
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User

Follow-up/
Confirm
Appointments
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AT&T Video as a Service

Video Services Asset Management Analytics

" TX24X365 Help Desk Support « Track all end poinis in a - Conference Bridge

* Multiple Vendor Video Device common asset database Utilization Raports
Support : « Seoftware upgrade support « Capacity planning -

* Cloud Video Bridging Service « Track eng malnitenance v Call Quality Reports

* Integrate new and existing - Take over of exizting assels
video end point support -

* Waite Glove Sunport for large _ _ e ————
meeiing

=
* Vid ' oy crtemor: —) .
V Qe F e‘j eration st ° k Qs d and DIRECTY are registered trademarks and service marks of ATET Intellectual Property and/or ATET affiliated companies. All ather marks are the property of their e — AT&T BU S I neSS
= | 5T (ompanies except under written agreement, —



26

X e,

L L e AL B . . -

AT&T UC Node (Video as a Service)
Resource
Manager One
SBC Analytics Touch  RMX DMA Pool  Edge  Mediation
=—=I==I 1 ] C ] [ =] C ]
0 1 [ 1 [- 1[: -] v d L ] —=] [: |
= 1| 1 ] o—=] [: 1 |- | L——=] [: =
Polycom Video Stream
SIP Audio
Cisco Video Steam
= Iq__ - ff
sl | B <
EndPoint Customer Location Customer Location Endfoint
Cisco Video End Points/Skype Clients Polycom Video End Points/ Skype Client
©2018 ATAT Intellectual Property. Al ri T arE TR RTEErel trademarks and s

respective owners, AT&T Proprietary {Internal Use Or'l\yj. Hot for use or,distlcsure autside the AT&T companies except under written agreel
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Notes

— Support Legacy Polycom, Cisco
Video end points register to AT&T
Video platform

~ New Polycom end points migrate to
Skype and Teams directly with
AvMmCU

— Support for One Touch application
Scheduling across Cisco and
Polycom end points

— Establish AT&T Global Voice SIP
Services for PSTN access

= AT&T Business



Broadest

Imemperabi lity
Office 365
Open SIP
Bluetooth/NFC or USB
speakerphone
Hybrid registration

y Business-class
' videoconierencing

AT&T Managed Polycom Trio 8800

Ideal for mid-size or large conference rooms

Legendary Voice
Quality

> Up to 22kHz HD Voice

> 20ft/6m mic pick up

»  NoiseBlock™ {echnology
o Optionai expansion mics

Futurempr@@?‘ @piions
» Polycom Trio Vi mrﬂ e

{choice of camera)
«  EagleEye 12x optical
mPTZ

USB web cam

enables: Modern intuitive inierface
Content Sharing Stylish, award winning design [ . -

s i - . . eddol award 2016
Business-class «  5.5” color touch display e
videoconferencing o . . - ]

» One-touch- join with Microsoft exchange WL pre——_— |__
e . . | {@* Research _'-'T-.-—-.-
= Thoughtfully placed rmute indicators Gy | mmm,ogﬁ; AWArGS
' . Llnnovatlon Award
+ Configurable Ul prm e S -
. . . . i 02016 |
2018 AT&T Intellectual Property. All ights reserved. AT&T, Glabe logo, Mobillzing Your World ane - ® Recogr“zable cons for easy naV|gat|0n arks are the property of their E 0 Wi

respective owners, AT&T Proprietary {Internat Use Only). Not for use or disclosure outside the AT¢ ! = -
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emote Caller ;; SIP PSTN
i oz

Polycom Phones SIP

ﬁ AT&T UC Node

Resource

Audio Conferencing

7 AT&T Global §

Polycom Integration

Audio and Video Path

28
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SBC  Analytics ManagerOne Touch DMA
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AT&T NOC

UHD

Customer
locations

.O

O
o
o
0

Skype Client

nt Communications
adernarks and service marks of ATAT Intellectual Property and/or ATET affiliated comparies. All other marks are the praperty of their
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Polycom
EndPeint

Microsoft
SIP PSTN

Microsoft Data Center

Microsoft License (E5 Plan)

SIP Gateway

B

L Bsien

, ﬂl Teams Client
Users

Teams IP Phones
VVX and Trio
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Integrated SDWAN Services

HARDWARE / ACCESS

APPLICATIONS

BGPE OSPF STATIC

Securie Veclor
Routing

Appliances Access
Houting
——n  AT&T
P IS Ige e
LI W S MPLS
Blade Servers - |
w0 AN S SD-WAN
. Al
Party }I) o FN
eo——
e internet
lq_._‘".-} l\,_‘_wp} —l\..ﬂ‘r} ‘\__'_‘; rsissinmnn,
. 1 d
Al HEEL 3™ Party )
udioCodes MPLS Load Balancing
Appliances
i mn—
Mt Voice
9'9'9'® (o) Interfaces Security
Lanner (o
: ( ?\)
Appliances : A LTE
' Untiversai
Management

ID&/IPS Stateful
FHrawall

Supports TDM {73, MLEPD 0 2iwvi), [theinet
and LTE access

Fnbaddad SDWAN, staietul Firawall, ING/FD,
DBo5, and voice awaie loai balancing

canabiiitics

© 2018 ATET Inteliectrial Property. All rights re ; ) { d
wsv‘eaﬁ.@&?‘nﬁfi_'ﬁfﬁﬁfh@ﬁfrféf‘il.ﬂ;"%epré?vé's"?"fiyﬁ-ﬂéﬁnf?r'.ufss ShfoBE P e MTST onuee s fondar it

SDN Essential Data
Only

SDN UC Basic Data
& voice

SDN UC Standard Data
& voice with
High Availability

Package 4
SDN Data Center

Appliance or Virtual Machine

OFFERS/ COVERAGE

AT&T
UC Solutions

SDN
Orchestration
Portal

AT&T
Universal
Helpdesk

Fnd to 2nd managerment and SDN packagad

agtions

hts reserued. AT&T Glgbe mgp. Mnbiligi,nrg\" yr World and DIRECTY are rqgisteged_ trademarks afd@:egigemgrh; [g_f _A_T&T.lns\e&e‘xtuairrogg;ty andfor AT affiliated companies. All other marks are the property of their
e =t
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Analog Device Support (Gateways) and Integrated SDWAN

AT&T Support multiple options for analog Gateways that range from 2- 24 ports utilizing the Audiocodes MediaPak
line MP 112- 124. The analog gateways can also support emergency pass through. AT&T has provided attachments
with additional specifics on each gateway that can be utilized to support current and future analog requirements.
AT&T can also examine the use of existing gateways that FCA may have in place today for reuse option.

Audiocodes M800 is utilized to support on site survivability, SDWAN, Voice Gateway functions

Telephony interfaces

Options {120 voice

channels):
M800-Multi-function Appliance . ﬁxggf B1RI

MP-112- 114 Analog Gateways MP-124 Analog Gateways 72 ugmz FXS

= Uplo 12FX0

— S

WAN interfaces LAN interfaces LAN interfaces 2xUSB2.0
Options {up to 3): = Up o 4 Gigabit = Upto 8 Fast = 3G/4G mobile WAN
= GE Copper Etharnet Ethernet madem
= 100/1000 SFP * PoE * POE  R)45portforRS-232 * External USB hard drive
= ADSL2+/VDSL sefial communication  OF flash disk (debug)
2
= SHDSL
= TUE1
e .
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AT&T UC Neodes

AT&T SCUBA "

respective owners, A183 Propnietary {internal Use Only}. Not for use or disclosure outside the AT&T companies except under written agreament.

Network High availability Option(Single SDWAN Appliance)
Self Contained Unified Business Appliance (SCUBA
AT&T SDN (SCUBA)

" Single SCUBA
¥ Primary WAN MPLS

v" Survivability based on Internet and LTE
Backup support

v’ Backup both voice and data

v" Built in SBC option for local PSTN
access

v" Enhanced SDWAN services:

v" WAN link resiliency (dual wan and 3G/4G)

" LAN services (DHCP, DNS, LLDP, 802.1x)

v" Firewall
v' Port forwarding for GW/IPP management

v" QoS prioritization, VolP Monitoring
v/ END-END service management

A
Het? .
Intellagtual Property and/or ATAT affiliated companies. All other marks are the property of their E AI &T BUS!neSS



Security Compliance

:rrSachogic
ler o FIPS 140-2, Level 1

»  Leveraging certified encryption module from

N Safelogic

pivanasion: ol »  NIST Validated Modules certificate

of Verlzon Business

@

. ICSA Corporate Firewall Certification, compliance

™ . PCl Compliance by
Nessus o

. Nessus/Codenomicon compliance

. Passed penetration testing for use with Department of
Defense

. FISMA with sponsorship

e,
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Why AT&T UC Solutions?

AT&T provides a holistic UC solution

Financial Stabhility

AT&T has been delivering communications
solutions for over 139 years and continues to
enhance technology via AT&T labs and
partnerships with other leading technology

Network and PSTN Access

AT&T provides a SIP trunks, Emergency
Services, MPLS, Broadband, Mobile and SDN-
WAN services

Network Simplification suppliers
AT&T provides 7X24X365 global proactive .1“ Giobal Support
monitoring, management and MACD support T l"f AT&T has over 40 data center across the globe
for core UC services as well as for network N/ 4 providing data services. AT&T provides UC
access and coordination with third party implementation services in over 70 countries.
vendors Most of world SIP PSTN access support. Local
. . field services support teams in over 96

Future Proof and Flexible Solution S
AT&T stays current and evolves as technology .
evolves including upgrades and service “‘ Skilled Staff
enhancement as part of the solution AT&T has over 360,000 employees focused on
Support for multiple vendors equipment delivery and develfapment of technology. AT&T
allowing for migration as required to support has over 2500 engineers and focused on the

. specific end user requirements design implementation and support of UC

1“'--"
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Cloud Contact Center Solution
AT&T

Unified Communications Solution Session

Mark Beranek

NI Unified Communications Architect
CCIE, MCSE, BSEE

Oct, 2018
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AT&T Global UC Services Core Nodes

2 )
) PSTN Access - ~ Us m . Network Access
4 SiP Trunk _ . MPLS/Internet :
Mobile e S IM & Presence SD-WAN
Audio, We eu
. cOnferenr.mg /
(" Microsoft Integrat & f )
SOOI eatation Legacy TDM and IP PBX
0 B‘YNODkMobﬂ@ L Integration
== = EP Telephony G sppce

Mobile Clients

Office 365 Active Exchango

IPPBX DM PBX
Directory

e e b i

y I Remote Site Internet /Mobite
| B B

P Prones)  (Mobiled
PC. Tablot Ut

“Messaging/UM
Misslon Critical Campus "

3o

{I? Phongs)  iMobile)

- Pdon
L, Tabiot LIC
Nideo
ATET iniegrated with ’ . o ATET provides faderation
UL servlies pronddes F IMEP, Makiile Yideo, Vol oy MWL Moo o af IME Progencs between [ —
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AT&T UC Service Architecture and Cloud Contact Center

(ey benefits

- Unified Communications as a
Service (UCaa$) service

- Operating expense (OPEX)
financial model

- Cloud Contact Center

Centralized SIP trunking
option

- Internet Access support
- MPLS Access support
- Global Dial Plan Support

- Upgrades included i

- Global 7X24X365 support

- Leverage Existing Phone
Systems with Contact Center

. Combine with AT&T UC

AT&T UC Nodes

Collaboration Applications

IP PBX UM Video

IM&P Contact Center

| Primary PSTN
connectivity

PSTN

- — Long Distance,

1l [ ]

EMergency services

| I ] |

p—
=
i
-
el Bl
p— p——
et Bl

L
I-
|

- I e |

Corporate office Interoffice voice

I'Z
[ﬁj

LAE

Common UC Features
o VolP, Video, IM&P, Contact Center
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Section 2

Remote Site

SD-WAN t o) Eﬁgh

P — —
Common UC Features
VolIP, Video, IM&P

v
Branch
E | 03 office

Common UC Features
VolIP, Video, IM&P, Contact Center

Mobhile
WebRTC Applications
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AT&T Global Reach Approach

S T -. g _ b, — =
ATET - ~ : N - ' s
7 — _ AT&T b — AT&T —
( P - ) lobal SIP PSTN ) [ Glabal SIP PSTN 2
- { North America) "J o S } { = oba '-J'
L (Latin America) e L (EMEA) . g 5 (ASIA) ‘ o
i ' ' 1 | i = ;
1 i 1 1 £ l
! 1 1 i i }
s ~ i N N ~N N
UC Nodes (Dallas, TX) UC Nodes (Piscataway, NJ) UC Nodes [Amsterdam) UC Nodes {London) UC Nodes (Singapore) UC Nodes [Hong Kong)
T || = =
[ Anpllcatlong \ """'\ Ju {lictinne 9 ‘ X '\_ 1
3 7-“. -—‘._-_) -7--. g.( ..
o Aggengiion O s e .,.l.-. e
V,Tﬁ__ :'::i ,-.;_:‘.’ . ~ ‘u:}\:-! s e -i'rmmE;
=N N 5 B N N
= e IO oty e ate - \{,_‘_r‘ N L - e 2 A U
£ avar £ ATRT S s £ ATET
\= AW . J . J\ ; J P\ )
T — \“\ E i o o
"'-o-..,_.-. \\ H = _'_..r""’ _‘_,—
L T LY "ﬂ‘ -
-'"""-... - = T - a‘-"#‘—l’
o MPLS/SD-WAN S »
s -L ;
2 o . : = *ny
f/ : : ,
i ! i “-L.
; ™ -
North Americs Sites [ Latin Armerica Sites ) | [ ASIA Sites )
i ~ CC Agents prmse——.  (C Agents
= e LT T T e e
! ._" ﬂ%. |i'l ) X - I ] Al R 1 _I__'.. !(I m -‘. |
! ‘u—'gi‘:? =] —it = — |
e il W .j — il__, :__;_d_-_“!_ ] " 1-—}.« m__!j
84 | By W =
= 1P fhanes Video Endpoint | { ¥ Fhones Video kndpoingual | Video Endpaint [® Phones y \_Video Endpoint iP Phones y "‘-—-I'",__=_,.




Cloud Contact Center Profiles

. e T e
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AT&T UC Profile Options

Monthly UC Port Charge Includes ( End User License, MACD Support, Core Hardware, Software upgrades.

Manitoring and management support)

UC Services Capabilities

UC Enhanced High level Feature Overview

* Piesence/ I8 Client for mobile, PCand [ahlet

* 1P Phane Support

¢ Client for 'C., MAC, IPad

= Single Number Keach

* Fixed Mabile Convergence {Call Granher)

* Voicemalil

* Provides audio, web , multi-prity video canferencing + content sharing
* Fax to desktop support

UC Enhanced Profile

UC Standard Profile

LI Standard High Level Faature Cverview

* PresencefIM Cliost ionl mobile, PC and Todilog
“ 1" Phone Supprat

* Single Number Reach

= Fixerd Mobite Convergence

* Voice Mail

* Viden Paint to Point Call

< Basic Profile UC Basic High Level Feature Dverview
= 1P Bhoane Supart
'a * single Number Reach
| | ~ * Fixed Mobile Convergenee
gg “ Voice Mail
o —
UC Essentiai Prefile UC Essential High Level Feature Dverview

= 1P Phone and analog device suppert
| * Common area phone features hasic imternal calting

(]
D20 K1

2 s and se
andft 7 §
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§ee
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AT&T Cloud Contact Center

One Virtualized Center

Omni-Channel with fully integrated Contact Center ‘j’
feature suite

Agents can be anywhere, added as needed to drive business
agility with elastic scale.

~ At contact center locations, behind an existing PBX/Key
system

» At home using local POTS lines, IP Phone, or IP Soft Client

> At remote offices with unique site-based auto attendant/menu
and queue options tied into the formal contact centers

» At outsourcers for seasonal growth or cost savings with a
flexible overflow resulis in one true CC Instance across your
Enterprise.

Qverflow calls to any location and user trained as backup :J_
agent

Interactive Voice Response
Call Recording

Work Force Optimization, SalesForce, CRM applications

| ¥ )

Customers

Smartphone,
tahlet, laptop

Internet

v
Data Center Cloud

o

N

No matter where the agents are physically, they are
part of the solution - arty contact can be delivered to
any agent, anywhere at any time - with one set of
business logic on a single Routing Engine providing
full cradle to grave reporting across al interactions.

(({©
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The Power of UCaaS & CPaaSs

Provisioning Portal

[ clients g3

——— Ormai SIP Trunking as a AL : 7 SRt
Single Pane Tackamo Service ’ . AR Apps — g
of Glass : R ‘
_ -~ @ |
Live m : Attendant
Suppon g 3

Smart Otfice
DCA - -

iBoh /-

i# | 'TUm-?Key'__- b o
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Cloud Contact Center Profiles (Bolt On)

Bolt On Features

Call Recording
Screen Captmte
salawimmmn

o —— e E—

B s B | Aga—

R

Improve agent effectiveness and maximize every customer
contact with 100% call recording, as well as the first truly
cloud-enabled screen recording application in the market.
Unlike traditional on-premise solutions, cloud-based LiveOps
Recording can capture as many concurrent agent screen
interactions as needed without any hardware or software
limitations. And, all recordings are encrypted securely in
LiveOps data centers and can be retrieved for playback from a
web browser for up to 1 year.

) 2016 ATET intellectual Property. All rights reserved. ATET, Globe loge, Mobilizing Your Werld and DIRECTV are registered trademarks and service marks of ATET Intellectual Proparty
and/or ATAT affiliated companles. AY cther marks are the property of thelr respective owners,
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WebRTC Agent Desktop

Customer Journey Mapping Performance Monitoring
Simplified Agent Experience Full visibility into customer proles and historical
interactions including notes, call recordings, and chat / email transcripts that

synchronize with each interaction. so agents can focus on the customer rather
than the tool.

Customizable agent metrics and presence states integrated directly into

the global footer for real-time feedback and self-management of daily
goals.

Reference Library Link to a knowledge base, product
catalog, or external website to draw from a limitless store of

information while reducing the number of windows an
agent must manage.

Real-time scripting and messaging templates for voice, chat, SMS, & email.
Less is More Fewer applications to switch between means greater agent productivity
and the ability to support a higher volume of interactions.

Data Exchange Sync contact information and interaction history with your CRM in
real-time.

© 2016 ATET Intellectual Property. All rights reserved. ATET, Globe logn, Mobilizing Your World and DIRECTV are registered trademarks and service marks of ATAT Intellectual Property
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WebRTC UC Clients
Smart Office Collaboration Rooms

Smart Office Desktop
Smart Office Mobile

Voice and Video
Click to call
Calllogs | N e :
Conferencing and Collaboration

Reservation-less Meet Me Conferencing

Multi-party video conferencing with screen share

IM and Presence

integrated with Global Directory

Presence includes “on the phone”

Integration with Skype for 1M and Presence via API

Directory integration

View corporate or system directories Microsoft AD and LDAP

Value

Extends UC functionality wherever you may roam

Replace or complement desktop phone and mobile phone
Consistent experience on Windows, Mac and Maobile

@) 2004 ATAT Intellechurl Propartu. All richts rrseped, AT, Glahe tago i ather toarks 200 tradoniaiks of AVAT Intelieciual Froparly, bor ATET and
Snorelel Intarnal Use Onlv,



Agent Desktop with Salesforce Integration

Seamless Salesforce Contact Center Integration

Native telephony app for Salesforce CRM using
Open CTl to provide instant deployment of an
end-to-end customer interaction solution.

© 2016 ATET Intellectual Property. All rights reserved. AT&T, Globe logo, Mobllizing Your World and DIRECTY are registered trademarks and service marks of AT&T Intefectual Property
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Administration (Advanced flow Designer)

Advanced Flow Designer

Reduced IT Footprint

Leverage an intuitive drag-and-drop
interface to create sophisticated
interaction Flows without complex
programming.

Quickly develop interaction

Flows using re-usable templates
nrovided by CxEngage or create Flow
templates unigue to your business for
copy & paste-like functionality.

© 2015 ATET Intellectual Property. All rights reserved. AT&T, Globe logo, Mobllizing Your World and DIRECTV are reglstered trademarks and service marks of ATRT Intellectual Property
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Social Omni-Channel

Social Media Customer Care

managemant T twittaryp e iy

' Bm Youl(l: assigning social web posts
Real-time capture of £} and callback requests to
social media postings | facehook = appropriate staff

Complement brand
monitoring dashboards

2. Analyze & Prioritize

3, Communioation Workfiow

4, Mﬁlﬂ#‘l

Customer 5. Engage

(((©
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Reporting

Customizable Reporting

72

« live Data reports {grid) with improved Ul
* Real-time and historical dashboards include

« Automate manual consolidation of

’ dataina
charts, grids, web content, notes to team )
* Wizard-based interface to extend reporting to Smgle dashboard
data sources inside and outside contact center * Reduce customization costs via end-
* Highly customizable look and feel user access to
» User groups and access contrel to data, reports, some customization

and capabilities

» Thresholds and drill-downs
* Time zone preference

© 2016 ATAT Intellectual Property. All rights reserved. ATET, Globe loge, Mobilizing Your Work
and/or ATRT affiliated companies. All other marks are the property of their respeclive cwnets.

* Increase speed to find preconfigured
drili-down information

narks of ATAT Intellectual Property
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Dashboard

Single Data Pipeline

A single data pipeline for both real-time and
historical reporting across all tenants means
you have a sole source of truth, making it
easy to understand your business
performance.

Real-Time Dashboards
Make every decision based on current &

actionable data with real-time statistics, KPIs,
and business analytics.

| LT

© 2016 ATET Intellectual Property. All rights reserved. AT&T, Globe logo, Mobilizing Your World and DIRECTY are registered tradema
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Custom reports and Dashboard Widgets

Custom Reports and Dashboards

Design custom widgets, then drag and drop on the canvas to
create your own custom reports and dashboards. Create
widgets

to visualize your data in bar charts, bubbles, columns, stacked
columns, donuts, gauges, lines, tables, or as a plain value.

@ 2016 ATET intellectual Property. All rights reserved. AT&T, Glohe loga, Mabllizing Your Werld and DARECTV are reglstered trademarks and service marks of AT&T Intellectual Property
and/or AT&T affiliated companies. All cther marks are the property of their respective owners.
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Customize Statistics Builder

Need to modify or create unique statistics? With custom
statistics, you can define statistics to measure what is
important to you to use in both real-time and historical
reporting.

Expression Bullder

E Gate and Tine

You may create three types of custom statistics:
Duration Calculates the time between two events.
For example, the amount of time between when a
conversation starts and when a conversation ends.
Instance Tracks an event that occurs.

a Logeal

Lovkups
B

!B Kath

n Crerators

For example, a conversation starting.

Score Calculates a percentage based on the value
collected and the maximum possible value.

For example, customer satisfaction score.

a Ciher

(] Fromits

) Rank and Prls

ﬂ Re.m Lovel
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Standard Reports (Over 50 Reports)

Abandon

Char {1)

Fixed Values

Y = The caller was placed into qusue but huhg
up before an agent was linked.

N = The caller was either never queued or the

caller was queued and was later handled by an
agent.

AddData

Date/Time

Timestamp

The data and time the statlon profile was
created.

Agent_Cnt

Integer

Count

Count of Instances that contacts wera diracted to
an agsnt,

Agent_No

Integer

Identifiar

Identifier for the last agent to handle this contact.

Agent_State_Code

Integer

Identifier

ldentiflar for the state in which the agent
allocated time (available, ACD, break, stc.).

Abandon_Cnt

Integer

Count

Number of contacts that abandoned (only calls
that are placed in queue but are not handled by
agents qualify as abandoned contacts).

This field is calculated by counting all contact id
in the database having an Abandoned contact
state (Abandened = 1).

Fiald

Data Type

Uni

Description

Abandon_Time

Integer

Milliseconds

The duration of time the caller waited in queue
betore hanging up.

Agent_Tims

Intager

Milliseconds

The perlad of tima between an agent Jolning a
call until the agent leavas the gall. (Usually an
agant leaves a call simply by hanging up, but an
agent can alsa transfer a caller or unlink which
leaves the caller to continue to interact with an
IVR). Can aleo be the duration of time agents
spent In ACD for a particular skill.

The calculation of the AGD Duration field
consists on adding all the durations starting with
tha contact state Contact_State = 4 and Inbound
= T and Cutbound = F untll the next
Contact_State = 18.

AbandonRate

Integer

Percentage

Percentage of queued contacts that terminated
before being delivered to an agent.

This field is calculated by dividing the total
abandoned calls by the total queued calls times
100.

Available_Tima

Integer

Seconds

The total duratien of Bme the agent spent In an
avallable state. The calculation of the avallable
duratlon field consists on adding all the durations
starting with an avallable state until the next
state.

ACD_Outbound_Avail_Percent

Integer

Percent

A percentage of how much of the agent's time
was spent in ACGD, outbound, and available
states. This is defined by ACD Duration +
Outbound Duration + Available Duration divided
by the Total Duration.

Ave_ACD

Integer

Sacords

The average length of the agent's inbound calls.
Tha calculation of the Average ACD Duration
consists on the Total ACD Time dividexd by ACD
Contacts.

Ave_Outbound

Integer

Seconds

The average length of the agent's outbound
calls. The calculation of the Average Qutbound
Duration consists on the Total Outbound Time
divided by QOuthound Contacts.

ACD_Time

Integer

Seconds

The total duration of time the agent spent in an
ACD state (inbound).

The calculation of the ACD Duration field
consists on adding all the durations starting with
the contact state Contact State = 4 and Inbound
=T and Outbound = F until the next
Contact_State = 18.

AvgMinutes

Integer

Minutes

Average total duration of contacts dellvered to
this skill. This field is calculated by dividing the
total time of active contacts since they enter the
IVR with Prequeue contact state (Prequele = 1}
until they exlt the systemn with an EndContact
contact state {EndContact = 18), by tha total
number of contacts.

Callback_Tima

Intager

Seconds

Duration of time the contact spent in a callback
state.

Caller_ID

Varchar
(128)

Labal

The phone number that will be displayed on
caller 10's on outbound calls.

© 2016 ATET Intellectual Property. All rights reserved. ATET, Globe logo, Mobilizing Your World and DIRECTV are registered trademarks and service marks of ATRT Intellectual Property
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Campaign_Name

Varchar
(50)

Label

Name of the campaign.

f@



Call Recording

Omnichanriei Recording and Streaming

* Network-based recording and streaming
Audio and video recording

On-demand and full-time recording
Branch or multisite topologies

Built-in Search and Play

APis for partner applications

Integrated with customer care, unified
communications solutions

L] @ = [ ] L 2

-]
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* Uses existing network infrastructure

* One platform for all channels

*+ Supports regulatory compliance

* Support for live monitoring, videos on
demand, video on hold, video IVR

* Enables optional third-party apps
{advanced quality management [AQM],
WEFO, WFM, analytics)
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AT&T Universal Service Desk (USD)

AT&T UC Services Support

= Primary interface for all UC support questions S s at e el

* Universal agents have robust tools to see entire , il st ariie
customer environment and status servire bas=

= Access UC support via phone, web, or chat

* Coordination with AT&T and Third party Field Services

* Standardized reports and SLA/SLO

« Quarterly network health assessment

= Customer Portal Access to view reports

« 7X24X365 Support

« MACD included with price per user port

* E-Bonding Support ATET Interaction

* Multi language Support Supports all solution components

Commaon fooling enpliles
bDetier Custofmer service

Specialized expertise_aligned by Customer Notduers Tramaport || Appllcarioes
and Application

Centralized and integrated process

management
—_— = ———— Process & Metrics
NOC manages all aspects cf the network KR ST TG

Including: Network Transport, LAN, Security,
Field Services, Core UC Applications and
Security

21
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AT&T UC Services AVATAR 3.0

v’ Call Stitching: End to end correlation of SIP signaling, media and event alerts.
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AT&T UC Services AVATAR 3.0 QoE Dashboard

Voice Quality Metrics / QoE Dashboard - Weekly/Monthly Dashboards

QoE Dashboard —— g P
W o417 Y2280 Baz @ 1250 WH182 i

Pooy STeans

Top 10 CHem Warsons
:: — [—
P RV ko L
- = E o -t
4 Dacknr Eas - 2T
Stresr Aug MOS fvg Dteer Avp, Dacknet Total Stren
Dieley tess
S Bl bl L] 14 1 I A
Video 66 0.00 114 102.65 0.00 ) :
iz.0601 )
Top 10 Users ( Sessions)
e U I Tos 10 Wsors
et * o

Provides complete overview of performance of contract service components
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AVATAR Reports

PSTN Calls — Session Analysis
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Provides complete overview of performance for user to user calls
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AT&T Cloud Contact Center

Revolutionizing the Agent Experience

* Browser-based agent desktop » Single pane of glass for all agent
» Web gadget container information
— WebRTC Access Support « Easy management and upgrades
— Administrators define agent and * Empowers agents via a user-centered
supervisor layouts design
* Developer-friendly web API » Flexible and expandable

and/or ATAT affiliated companies. All other marks are the property of thelr respective cwners,
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- NEXtaeneration Lo

Product Portfolio Breadth

Virtual Capability Interoperability and Openness

*  Inferporate third-party applications

*  Quickly add agents and slipervisors

Bynamic, Hesble provisioning

*  Multivendorinteroperabllity via
fpen standarts
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About This Service Design Document

Document Purpose

The purpose of UC voice Service Design Document (SDD) is to define the Architecture, support services
and identify security components located within the accreditation boundary of UC Voice information system
(I8}, which resides at the following location: Watertown, MA, Allen, TX, Singapore, Amsterdam, Piscatway,
NJ (IDC}). The UC Voice System Security Plan (SSP) in conjunction with the SIDD desctibes, in detail, the
security mechanics that are implemented and comprise the overall UC Voice design, provisioning, operation
elements and system security framework.

Intended Audience

This document is intended for use by AT&T design and designated internal and third party implementation
staff, authorized system auditors and the end customer.

Document Usage Guidelines

This SDD is not to be shared outside of AT&T without appraoval by UC product team Mark Beranek

Assumptions and Caveats

This DD only intends to cover the AT&T UC Voice core infrastructure and is not intended to provide
detailed description of any existing external network connectivity. Descriptions on how network access is
to be achieved are provided for conceptual overview of complete network capabilities and are not intended
to reflect the actual implementation of network transport for the end customer locations. Billing and
ordering systems are not part of the scope of this document,

Related Source Documents

{1] CUP installation, administration, and configuration guides

hitp:/fwww.cisco comfen/US/products/ps6837/tsd products support series home.html

f2] Netapp SAN storage support edge secure for government
[3] Netapp system implementation workbook
[4] Presidential Directive HSPD-12

[5]1 E-Government Act of 2002 - Public Law 107-347 Title Il —- FISMA
{6] Office of Management and Budget Circular a-130
[71 Appendix III - Security of Federal Automated Information Resources

[8] NIST Special Publication 800-53 Revision 2, Recommended Security Controls for Federal
Information Systems dated December 2007
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[9] NIST Special Publication 800-37 Revision 1, Security Authorization of Federal Information
Systems, dated August 2002

[10] Networx Statement of Work (SOW) Unified Connection Voice over IP Service (UC Voice)For
Official Use Only, Amendment 004, November 18, 2008

[11] Networx Statement of Work (SOW) Unified Connection Voice over IP Service (UC VOICE ),
November 1, 2011
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Service Description Overview

AT&T’s UC Voice Service provides an integrated user experience across a combination of real-time
communication services including chat (instant messaging), presence information, IP telephony, audio/web
conferencing, and non real-time communication services such as e-mail across multiple devices {desktop,
mobile, and landline).

Users of AT&T UC Voice Services are able to communicate with their colleagues using a rich suite of IP
telephony and unified messaging capabilities. AT&T UC Services is delivered as a set of features. The UC
Voice Service components provide the foundation for the following features to meet Networx services
customers stated requirernents to support:

* Voice Calling: UC Voice Desktop Phone Service

* Voice Calling: Local and Long Distance (requires connection of customer provided voice service)
# Soft Phone and Mobile Device Applications

* Voice Messaging

® Unified Messaging

* Empower the mobile worker

¢ Ability to have presence in the network regardless of actual location
* Ability to initiate conferences and collaboration sessions immediately
* Communication portability

= Integration of employee’s tool

® Instant Message

® Electronic mail Collaboration

® Voice mail

¢ Cellular service

¢ Integration with Conferencing

® Integration with Mobility resources

* Utilize customer existing or new network transport
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Service Description Overview l

AT&T Unified Communications Voice is a dedicated hosted cloud-based service consisting of IP
telephony (IPT), Presence, IM, conferencing and collaboration. AT&T utilizes unified communications
nodes to support centralized call processing and integration with Presence, IM applications. AT&T UC
Voice core hardware and applications are deployed in our highly secure and reliable AT&T Internet Data
Centers (IDCs). The architecture is fully redundant with integration into customer’s locations via existing
and new dedicated network transport. AT&T utilizes 6 AT&T UC Node Data centers to provide Alternate-
Site Redundancy services, AT&T manages the two centers 24x7x3635 via our UC Support team located in
Atlanta, GA, Schaumberg .IL, Piscataway, NJ and India.

AT&T UC Services has been designed to support high-availability requirements. The centralized
architecture streamlines the ability to deploy productivity enhancing applications across a unified
communications platform for all of end-customer locations.

AT&T UC Services is a complete unified communications solution that utilizes customers’ existing LAN
infrastructure, augmented with peripheral voice gateways, and a fully redundant unified messaging core.
Network transport, services, and applications layers are implemented transparently, allowing transport
infrastructure to be independent from the services and applications that run on top of it.

The AT&T UC Services architecture also enables easy evolution and incorporation of future applications
as your business needs require. AT&T UC Services provides a seamless path to enhanced [P voice
communications. The Networx customers can utilize a phased migration approach to move existing
employees from legacy voice systems to complete unified communications at their own pace and as their
requirements dictate.

AT&T will provide support for the migration of existing voice clients, utilizing the AT&T Unified
Communications platform. The platform will allow for support of basic voice and voice mail
communications as well as providing for next-generation unified messaging via IMAP integration with
Microsoft Outlook or other IMAP-compatible email applications. AT&T UC Services provides for the
scalability that you will likely require in the future, adding clients as needed to meet your expansion
requirement.

AT&T UC Services solution also provides for complete network monitoring, management and on-site
support to maintain the solution 24x7. AT&T network transport components provide a seamless one-stop
support environment. AT&T can also offer implementation, training and project management support
services as part of the overall solution.

The entire solution is delivered, managed and monitored by AT&T. AT&T provides options to perform all
of the moves, adds and changes for end customers, The customers administration staff will also have the
ability to use an online porta! to open and track troubles or to request moves, adds and changes to the voice
messaging system. AT&T Integrated Data Centers (IDC) that house the AT&T UC Nodes can be
connected to customer data centers to support connectivity, security, and resiliency as required. The
proposed AT&T solution for Networx customers has been engineered to deliver 99.999% reliability.
Please note: Reliability refers to the AT&T provided services. The performance of your existing WAN or
other equipment that is integrated into the overall solution may degrade the level of reliability.
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Network Transport Services

Wide Area Network Access

AT&T utilizes the customers’ existing network transport to extend Unified Communications services
including voice, messaging, presence, IM and messaging. Deployment of AT&T UC service for federal
system customers is delivered via the customer existing or new network transport, High level description is
provided to define how customers will access AT&T UC voice services and the interaction of WAN and
network access with core UC Voice systems. AT&T supports access via Ethernet handoff to the Nexus
7010. Customer can elect to utilize other network transport such as Optical services, DS3, T1/El as long as
the service provider provides management for the circuit termination device and the handoff from that
device is Ethernet with connection speeds from 10Mbps to 1000Mbps.

Network Transport Overview

AT&T transport overview section provides high level requirements and supported network access methods.
The customer can elect to leverage other AT&T transport services or third party to establish connectivity to

the UC service nodes.
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Figure 7 Network Topology Example Assumptions

The following assumptions are made regarding the delivery of AT&T UC Services over customer network
transport
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Network Transport Services l

Customer Network

AT&T provides the core call processing equipment as part of UC Voice services and the customer premise
voice gateways and end user IP Phone devices as part of the service. AT&T relies on the end customer to
provide the following:

Provide network access to the UC node centers via MPLS network transport
Provide Local Area Network IP addresses and voice VLAN information and configuration

Ensuring that routing information is exchanged with the customer network such that any phones or end
devices establish connectivity to the hosted services via Boarder Gateway Routing Protocol version 4
(BGP4).

Since the UC applications are delivered within the existing customer’s network, the bandwidth and latency
requirements must be met within the customers” existing network. Network requirements are defined in the
High Level Architecture chapter of this SDD.

AT&T Backbone Network Access

AT&T utilizes an established dedicated backbone network to support remote access from the Network
Operations Center (NOC) and Security Operations Center (SOC) located in Atlanta, GA.

The AT&T backbone network is also utilized to provide data backup capabilities between UC nodes.

TDM PSTN Network

Where centralized SIP trunks are not available, T1 PRIs connected to on site voice gateways will provide
PSTN access.

AT&T Solution Requirements document and Configuration Capture documents will be utilized to capture
the specific PRI signaling information required for provisioning voice gaetways. Customer will be
responsible for ordering the local PSTN acces either through AT&T or third party. PSTN access is defined
as a regulated service and must be ordered and contracted seperatly from UC Voice service.

Calls delivered to the PSTN will not require any customer tagging or separation at PRI integration point.
Emergency services are deleiverd as part of the regulated services and the PSTN provider selected by the
customer. AT&T will define dialing rules within the TP PBX to support extending the calls to the carrier
and emergency services. UC Voice is a hosted dedicated PBX platform and not an Interconnected VoIP
carrier platform,

SIP PSTN Network

Where SIP trunks are provided they may allow calls to be placed to one or more locations in the U.s.

SIP trunks will terminate into the AT&T TDC via circuit access Main Distribution Frames and then will be
extended to the UC Node with the CUBE-SP acting as session border controller (SBC)

Calls delivered to the PSTN via SIP will be associated to the customer specific voice VLAN and associated
to the CUBE-SP

Numbering information for service calls and emergency calls will be provided by AT&T as part of the
customer specific dial plan.

SIP trunk are contracted seperatly as a regulated service and are not included in the UC Voice hosted
dedicated IP PBX platform.
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Network Transport Services .

Remote Support Access

Remote access is provided over dedicated network access through the AT&T secure network backbone. Access control is
provided via the AS5510 firewall appliance installed in each data center. The ASAS5510 will be configured with specific
source and destination access control lists along with authentication and password defined for use by designated support
team staff. Access to specific applications is further controlled by use of Jump server. The designator for the jump server
is HOP 21560 as defined in the rack elevation diagram included in this document

HOP Server details:

Authentication by user ID with Pin + RSA SecureID Hard Token as password. HOP requires Active Directory user and
password combination after successful Secure ID authentication.

Legend:
VLAN 320 = 12.130,%4.950/28 — {Public) AVFM Conexus acaess
VLAN 246 = 12.130.30.78728 WALL Pubiic inlemet access VLAN
VLA 163 = 10.100.0:029  HOP access 1o Intemet VLAN via WALL
q = 10.#01.02028 HOP actss io infemal VLAN vig WALL

4 = |ntermal FISMA VLAN
HOP = Hosting Owiside Proxy: HP ~DL360 Linux - RHEL 84}
WALL = Work Access LAN Link: Cisco ASAS512-x {103 Firewall)

WMALL (Cisep ARASST2-X):
YIAN 100: WALL & HOP VLAN
- HOP access to internal VEAN

Figure 2 Jump Server Topology
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Network Transport Services .

Network Access Boundaries

The network access boundaries are as follows:

Carrier Network Transport:

e TDM interfaces for PRI for local customer premise
s SBC interface for SIP trunks delivered to the AT&T IDC and UC Node

AT&T UC Node Security Boundary

e  Nexus switch for WAN connectivity between datacenter and remote customer sites

s Connectivity to a carrier provided access router

e Interface between south bound customer traffic and nerth bound UC applications

»  AT&T backbone providing secure remote access to UC node applications and hardware

Customer Network

s  Provides Local Area Network (LAN) access to end user devices
e Provides LAN connectivity to on premise voice gateway for PSTN access
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Physical Site Information

— =

AT&T Internet Data Centers

AT&T UC Voice is deployed in highly secure, and reliable, AT&T Internet Data Centers (IDCs).
Geographic redundancy, and thus high availability including disaster recovery, is achicved by deploying
AT&T UC Voice across AT&T IDCs located in North America ASIA and EMEA. The IDC’s provide
primary power heating and air conditioning to sustain equipment operations within the center. Backup
power generation is provided via battery subsystems and diesel generators. The IDC also provide dval path
access for circuit delivery.

Building

AT&T IDC’s locations have raised floor and are rated to 150 Ibs./sf (1000 1bs./rack), Racks greater than
1000 Ibs require additional under floor supports. Sub-floor rating is 250 Ib/sf. Heavier loads can be
accommodated through an engineering review.AS will develop a Low Level Design (LLD) that will
provide the detailed design for the project. There are 5 - 600 ton centrifugal chillers in a N+1 cenfiguration
at full building load. The raised floor is used as an air plenum. There are 68 diverse 30 ton CRAC units,
configured as N+1. There is 3-16,000 gal onsite water storage tanks designed to support the cooling system
at Maximum facility full load for 12 hours. There are 2-900 ton Heat exchangers. The fire alarm system is a
VESDA (air sampling) smoke detection and alarm system. The data center area has a pre-action dry pipe
fire suppression system.

Building Access Security

AT&T IDC provides security staffing is 24x7x365, closed circuit monitors, secure key-card access,
biometrics scanner, a mantrap, and alarmed doors. Guards maintain access from the loading dock and
access requires a card key. Security personnel also monitor the building. AT&T maintains a current list of
authorized personnel. Monitoring is provided onsite and remotely.

e (CCTV recording retention is 90 days at 3.5-7 frames per second.

»  Shipping & Receiving: No unidentificd packages will be accepted.
e Onsite security personnel monitor access to the loading docks and all cages and cabinets.

Geo-Redundant Global UC Node Data Centers

A second IDC located in each region to provide backup for North America, ASTA, EMEA

October 19, 2018 AT&T UC Voice SDD &=
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Physical Site Information .
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AT&T UC Nodes are located per region to deliver real time applications without loss of call quality and also support
requirements for in country regulatory requirements when required.
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UC Node Architecture .

UC Node Architecture

— —

UC Node Overview

AT&T leverages Cisco Hosted Collaboration Solution (HCS) architecture. Cisco HCS consists of the
following platforms that will be described in detail throughout this SDD. The term UC Node is used to
describe the deployment of HCS into an AT&T IDC. The Cisco Nexus 7010 is utilized to provide layer 2
and 3 routing and switching between the core applications and customer network access. Multiple 1 GIG
layers three connections are establish to ensure bandwidth level for support of traffic volumes and
resiliency. Cisco UCS 5108 chassis- are connected via multiple path fibre channel via redundant Cisco
6296 fibre switches with Nexus 1000v virtual switches built within the 5108 chassis performing segment
connectivity into the UCS virtual Cisco Unified Communications Manager (CUCM) application instances.
Netapp self-encrypting SAN storage is utilized to backup applications databases. Each CUCM instance has
backup via redundant Netapps SAN and CUCM Publisher and Subscriber data base replication.
Centralized management of the multiple CUCM instances is provided by Cisco Unified Domain Manager
(CUCDM) application. The CUCDM application provides logical segmentation of customer provisioning
attributes. AT&T Vizgems and Solar Winds applications provide suppert for monitoring and management
and fault isolation. SNMP polling, and traps for all equipment reports to redundant AT&T AOQTS plaiform.
Cisco ASR 1004 provides hardware support for Cisco Unified Boarder Element Service Provider (CUBE-
SP) software in support session border control functions. Two Cisco ASR1004 provides support for SIP
trunk termination into the UC node when centralized call processing is required. Cisco ASA 5580 firewalls
provide security border between network transport access and end user application. The ASA firewalls also
provide segmentation along with VLAN ID between customers within the UC Node. Cisco IPS-4270
provides detection and intrusion prevention services. All hardware is deployed with redundancy within the
UC Node.

AT&T utilizes Cisco Unified Communication Manager CUCM to support IP voice features. CUCM
provides functions normally performed by a traditional PBX. Itis a client/server application. The CUCM
applications are deployed on VMware based Cisco UCS 5108 blade server platforms. The CUCM handles
all call signaling, call processing, and device management and coordinates communications between its
core call processing tasks utilizing Cisco Skinny Communications Control Protocol {SCCP) between IP
Phones and CUCM. SIP is utilized to communicate with customer premise voice gateways and CUBE-SP .
CUCM is integrated with AT&T UC applications utilizing the following protocols: SIP, JTAPI, XML and
SOAP AXL.

CUCM provides call set-up and call processing between all voice devices. For example, CUCM will set up
a call between two IP phones. The call can also be between an IP phone and a voice gateway for PSTN
utilizing the customers premise voice gateways or via centralized SIP trunks delivered 1o the AT&T UC
Nodes. The CUCM sets up the call, but then actual media traffic passes directly between the endpoints —
between the IP phones or between the IP phone and the gateway. Call setup is handled using Cisco SCCP
and voice path utilizes RTP/UDP protocol.

Cisco Unity Connection (CUCx) application provides support for voice mail. The CUCX application is
delivered on the same UCS 5108 chassis that provide CUCM. Both applications are distributed across
multiple blades to provide resiliency. Application and hardware resiliency are covered later in the SDD.
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UC Node Architecture.
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Figure 4 AT&T UC Node Architecture
The UC Node architecture at AT&T will be based on 3 layers or building blocks, from bottom to top:

1. Network Access Layer:
This layer provides access to and from customer network utilizing the Nexus 7010 layer 2/3
routing and switching capabilities. This is also Agggragation VDC.AIl internal Customer VLAN
terminates at Agg VDC, Customer segmented through VLAN’s. This layer includes the ASA
5580 firewali and access control policies, UCS 6296 provides provisioning support and Ethernet
te fiber channel conversion. MDS 9148 provides integration to Netapp SAN storage. A unique
VRF and multiple VLAN’s are created per customer.

2. Core Layer:

This layer contains all of the core infrastructure equipment include Nexus 7000 Core VDC, This
layer includes the CUBE-SP and ARS1004 routers provide the termination point for SIP trunks.

3. Applications Layer:
This layer contains all the virtualized instances of CUCM, CUCx, CUCDM, Sclar Winds per
customer running on the UCS 5108 chassis and B200M1 blades. Intrusion detection applications

utilizing the IPS 4270 platform

Network Access Layer

Watertown UC nodes use various routing protocols within the core infrastructure to transport IP traffic though the
infrastructure. Figure 4 shows where these routing protocols are deployed. Layer 2 and Layer 3 IP routing is
supported by the Cisco Nexus 7010 switches. Two Nexus 7010 switches are deployed in the UC node to provide
resiliency. The Nexus Aggregation 7010 switches interact with other core hardware Nexus 7000 components to
perform IP traffic routing. Border Gateway Protocol 4 (BGP4) is the primary protocol deployed for both internal
and external routing updates. Static routes are defined for specific connection between UCS 5108 applications
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UC Node Architecture .

and CUBE-SP. Other Static route are defined between Cisco ASA-5580 firewalls to allow specific traffic flows
and to segment customer traffic like IPflex VPN etc.
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Figure 5 IP Routing Network Access

Routing Protocols

Border Gateway Protocol

BGP-4 (Border Gateway Protocol) is used to communicate with customer existing network.
¢ External BGP4 routing
o Peers o AT&T (MPLS) Routers and Nexus 7010 in the Watertown UC Node
Receives and distributes full Internet Routing Table
Advertises customer private networks to the AT&T (MPLS) Network router
Control default route injection into the agency VPN at the Virtual Route Forwarding (VRF) level

o 0 0

¢ Internal BGP4 routing
o Exchanges routes between internal core UC Node equipment subnets

o Controls static route injection between internal BGP4 equipment
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UC Node Architecture.

Static Routes

®  Utilized at the Core UCS Server Blades, Firewall and CUBE-SP

o Use static routes to define specific customer information paths between CUCM/VM application servers
and CUBE-SP

These protocols communicate routes in real-time to direct the flow of traffic. Under normal operations,
traffic is directed through the Watertown UC node. In the event of a component or interface failure, these
protocols automatically redirect the traffic.

ATE&T has registered a public Autonomous System Number (ASN) for each UC Voice Watertown UC
Node. The designation of each customer as a public Autonomous System (AS) allows AT&T to advertise
subscribing agencies’ ASNs

VRF to VLAN Mapping
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Figure 6 Customer VRF to VLAN Mapping Topology
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UC Node Architecture .

AT&T maps the customer and carrier provided Virtual Route Forwarding (VRF) information to the Nexus
7010 physical switch port. The switch port is then assigned into a customer specific Virtual Local Area
Network (VLAN). The VLAN is assigned a customer specific ID that is utilized to extend the customer
network IP addresses and routing information up to the Cisco ASA Firewalls. The VLAN ID is mapped to
the firewall virtual context that defines a specific customer firewall instance. The firewall context defines
access control information to extend signalling and media to the CUCM and CUCX applications as well as
the CUBE-SP.

It is assumed that the customer will provide DHCP, DNS and LDAP servers on premise.

Physical Network Topology

CURE-SP ASR A

Equiomuet Secondary Conneclions
Each device has secondary connection
i News Core A switch.

Rentira Scan davice has cannectivty
o 3750 sweitch 1 ondy

Equlpment Secondary Connkations
Ench device has secondary connerion
wito Netus Gore B switch.

Renting S¢an devics has cannactivity
int 3750 switch 1 anly

Figure7  Physical Network Topology
The AT&T UC Node is equipped and connected as follows:
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UC Node Architecture .

®  Multiple UCS 5108 chassis hosting UCS blades running distributed virtnal switch (Nexus
1000V), VMware ESXi and virtual machines with applications. Connectivity is provided via Fiber
Channel Over Ethernet to the Cisco 6296 Fabric interconnects

®  Dual UCS fabric interconnects Cisco 6296 providing access for the virtual machines to the
LAN/WAN (Nexus 7010 and MPLS VPN network) and to the SAN via Fiber Channel

connections
e The SAN comprised of 2 SAN switches (MDS 9148) and an FC storage (NetApp)

e A central SBC (CUBE-SP SBC) aggregating the different customer VPN to provide address
translation and ancher for call signaling and media, as well as access to the AT&T voice network
via SIP and is connected via two Gig Ethernet connection per chassis to the Nexus 7010 layer 2/3
switches

® Two (2) ASA 5580 redundancy pair utilized to perform security barrier between inside and
outside traffic as well as customer segmentation within the UC node. 4 connections per ASA
establish segmentation between access and core networks

®  AniPS-4270 for intrusion detection service appliance to monitor inbound traffic. There is one Gig
Ethernet connect into each nexus 7010 switch

Outside the data center acting as the central site, are a number of remote sites belonging to AT&T end
customers connecting to the AT&T network via the customers MPLS VPN network.

Each component is defined with software and hardware specification later in this document. Rack elevation
diagram and power distribution can be found in appendix I.

Applications Layer

The UC Voice solution will be deployed utilizing customers MPLS VPN network. The picture below
defines which VPN each solution component will belong to:

¢ UC services (CUCM, CUCxn, CUPS) will belong to the customer VPN, The most common
deployment for AT&T is to use a /24 from the customer TP addressing space.

®  One ASA firewall or virtual firewall instance will be deployed per customer for topology hiding
purposes. Each firewall will be part of the customer VPN, either located at the datacenter
(preferably) or on customer premise. Note that if NAT/PAT is required to prevent IP address
overlaps on the phone inventory, the ASA will perform this task.

® The centralized management services (VSX, and VOSS/CUCDM) will belong to the AT&T
management VPN and have AT&T owned IP addresses. Hosted Collaboration Management
(HCM) is the assigned AT&T name for all components working together (o support provisioning
and monitoring

® The aggregation layer service will be made of the CUBE-SP Session Border Controller (SBC).
The SBC will aggregate all customer VPN as part of per customer SIP trunks from the serving
CUCM clusters. It will also interface, via SIP, the aggregation call control component located in
the global AT&T voice network for off-net call purposes.
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The customer VPN will be extended into the data centers incorporating the UC applications in the
customer address space. Since the customer address space may be private address space and may overlap
with other customers or AT&T infrastructure, the CUBE-SP will be used as a border element betwecn the
AT&T addresses common infrastructure and the customer addressed components. The CUBE-SP will
therefore use customer address space for the customer side interfaces and AT&T address space in the
AT&T infrastructure, mapping both signalling and media between the two VPN's

It is desirable to optimise media through the most direct route between the end customer IP phone or
device and the gateway terminating media at the PSTN access point. If the SBC is located in one data
center, then the media will flow via that data center even in the case that both the phone and gateway are
both in another location. This is undesirable for reasons of bandwidth and delay, and therefore it is
proposed that SBC’s may be provided in more than one country in order to reduce the overhead. This
requires that the instances of CUCM are able to route calls to the appropriate SBC based on the destination

country.
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Call Flows

There are 6 types of basic call flows:
¢ On-net intra-site VOIP Calls
®  On-net inter-site VOIP Calls
e Off-net calls to PSTN / Local Voice Gateway
e Off-net calls to PSTN / Centralized SIP Network
e (4l processing in Sarvivable Remote Site Mode (SRST)

& Access to voice mail from IP Phone
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Figure 9 On-net inter-Site VoIP Call

1. Call Control is established between CUCM and end user device via SCCP protocol
2. Device 4001 dials 5001 and SCCP extends information about the called number to CUCM
3. CUCM send alert via SCCP to 5001
4. 4001 and 5001 go off hook and RTP pratocol establishes media stream between the two device
5. Device 4001 and 5001 go back on hook and call is disabled via SCCP
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Figure 10 On-net Intra-Site VolP Calls

1. Call Control is established between CUCM and end user device via SCCP protocol
2. Device 4000 dials 4001 and SCCP extends information about the called number to CUCM
3. CUCM send alert via SCCP to 4001
4. 4001 and 4000 go off hook and RTP protocol establishes media stream between the two device
5. Device 4001 and 4000 go back on hook and call is disabled via SCCP
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AT&T UC Services (Voice Gateway Signaling 2nd Call Flow)
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Figure 11 Off-net calls to PSTN / Local Voice Gateway

Call Control is established between CUCM and end user device

SIP Signalling for PSTN access control established between Voice Gateway (VGW)

Device 4000 dials off-net PSTN number 262-902-3194 SCCP carriers the dial information to

CUCM

4. CUCM send SIP signalling to local voice gateway to establish media path between IP Phone and
VGW

5. Alerting sent to called party and calling party

6. Device 4000 and 262-902-3194 establish call via RTP and TDM voice path

bt o
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Figure 12 Off-net calls io PSTN / Centralized SIP Network

Call Control is established between CUCM and end user device

SIP signalling for PSTN access control established between carrier and CUBE-SP

SIP trunk signalling also established from CUCM to CUBE-SP

Device 4000 dials off-net PSTN number 262-902-3194 SCCP carriers the dial information to
CUCM

CUCM send SIP signalling to CUBE-SP to establish media path between TP Phone and CUBE-SP
Alerting sent to called party and calling party

Device 4000 and 262-902-3194 establish call via RTP and SIP path to carrier

B =

A
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Figure 13 Call processing in Survivable Remoie Ske Mode (SRST)

Call Control is established between CUCM and end user device disrupted

SCCP signalling established between IP Phone and local voice gateway via SRST

Device registers with voice gateway

Device 4000 dials off-net PSTN number 262-902-3194 SCCP carriers the dial information to
local voice gateway in SRST mode

5. Voice gateway establishes RTP media path between IP phone and gateway and TDM path to
PSTN

Alerting sent to called party and calling party

Device 4000 and 262-902-3194 establish call via RTP path to carrier

Eal

e
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Figure 14 Voice Mail Access from IP Phone

1. Cali Control is established between CUCM and end user device via SCCP protocol

2. Device 4000 selects message button on IP Phone send SCCP signalling to establish connection to
Unity Connection Voice Mail

3. RTP media stream established between IP Phone and Unity Connection Voice Mail

4. Device 4000 goes back on hook and call is disabled via SCCP

Supported Features

IP Telephony

On-net Intra Enterprise VOIP Calls

On-net Inter Enterprise VOIP Calls

Off-net calls to PSTN

Off-net calls to SIP Network

Delayed Offer to Early Offer

DTMEF In band (RFC 2833)

Emergency calls — off-net to PSTN

Number dialing: local, national, international
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Lawful Intercept

Lawful Intercept is the process by which law enforcement agencies (LEAs) conduct electronic surveillance as
authorized by judicial or administrative order. Increasingly, legislation is being adopted and regulations are
being enforced that require service providers (SPs) and Internet service providers (ISPs) to implement their
networks to explicitly support authorized electronic surveillance. The types of SPs or ISPs that are subject to LI
mandates vary greatly from country to country. LI compliance in the United States is specified by the CALEA.

SPs and ISPs are required to meet LI requirements for voice and data in a variety of countries worldwide.
Communications Assistance for Law Enforcement Act (CALEA) is a public law that describes how
telephony service and broadband access providers in the United States must support LI. In Europe there
are a number of similar laws, including the Regulation of Investigatory Powers Act (RIPA) in the United
Kingdom, the Telecom Act/Telekommunications Uberwachungsverordnung (TKUV) in Germany, the
Telecom Act in France, the Criminal Code in Italy, and the Telecom Act in the Netherlands. Legal
requirements and specific interfaces vary from country to country:

Four specifications define the interface to the LEAs for the purposes of meeting the CALEA
Tequirements:

+ The Telephone Industry Association Lawfully Authorized Electronic Surveillance standard
developed by the Telephone Industry Association (TIA).

s The PacketCable Electronic Surveillance Specification standard.

» The Lawfully Authorized Electronic Surveillance (LAES) for Voice over Packet Technology in
Wireline Telecommunications Networks and Lawfully Authorized Electronic Surveillance (LAES) for
Internet Access and Services standards developed by American National Standards for
Telecommunications.

Cisco supports two architectures for LI: PacketCable and Service Independent Intercept. The LI components by
themselves do not ensure customer compliance with applicable regulations but rather provide tools that can be
used by SPs and ISPs to construct an LI-compliant network.

UC Voice is classified as a hosted dedicated IP PBX and therefore not providing the circuit switched network.

PSTN access and the carrier switched network is order seperatly from the local carrier and therefore the
responsibility for support of Lawful Intercept based on where the wire tap is invoked is provided and
responsibility lies with the selected provider of PSTN carrier network. AT&T howerver can provide support
when required to interact with the LEA when required to setup packet capture application to aid in the support
of law enforcement utilizing supported third party applications that have been certified by Cisco.

High level view of Lawful Intercept Interaction with PSTN service provider and UC Voice provided defines the
connectivity of the LEA network anc collaection device interaction with the PSTN service provider. Call
intercept takes place a the PSTN service provider providing the SIP trunk and at the local PSTN level into
provided voice gateways.
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Number portability

This will be provided by the Circuit Switched network via STP trunks and local PSTN access and voice
gateways as required. Number porting is a fuction of regulated services and must be order seperatly by the
customer via third party or AT&T.

Supplementary Voice Service

Call Forward No Answer

Call Park

Call Transfer (Blind, Consultative)
3 Way Conference Call

Call Waiting

Call Hold/Resume

Caller Line ID

Extension Mobility

Video Telephony

Intra Enterprise (ptp video) using, Cisco 9971, 9951 with video camera bolt on

Unified Messaging

Listening to Voice Message from Email
Read Email Messages from VOIP Phone
CFNA to VM

Retrieving VM from PSTN

Retrieving VM from Mobile phone
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Retrieving VM from Phone Display
Manage personal greetings

Mobility Services

SNR (Single Number Reach)

SNR: Desk Phone Pickup

SNR: Remote Destination Pick Up

Mid call transfer

Mid Call Conference

Mid Call Hold/Resume

Call Park

MWI Notification on the SIP Phone

Dual Mode Mobility client (iPhene, Nokia)

Presence

Services Use Cases

Presence info (availability/location/phone status)
Presence info change {availability/location/phone status)
Click to Call

Instant Messaging

Telephone Status

Call Detail Reporting

CUCM will provide Call Detail Reports (CDR) as required in .csv format to support requests for billing
and call tracking. Support for malicious calltrace, 911 call placement and voice gateway calls are captured
as part of the CDR records in Cisco Unified Communications Manager (CUCM) The CUCM is the hosted
dedicated IP PBX. The raw CDR information data is provided to the customer for placement and analysis
by the customer provided CDR analysis tool. The customer provided CDR too! extracts the raw data by
way of SFTP protocal to esure secure transfer of data. Any raw CDR data on the CUCM is secure via two
part anthentication with resotreted access to only select AT&T UC service support team members. AT&T
retains the data on CUCM for 30 days. Long term retention of CDR data is the responsibility of the

customer.
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Emergency Services
Compatibility of IP Phones with 911 capabilities.

Please read this notice concerning compatibility of IP Phones with 911 capabilities.

Two general areas of concem exist regarding the implementation and operation of 911 capabilities in an IP Telephony
environment. The first is powering of the phone set and supporting systems and the second is routing and information
exchange for processing a 911 call with accuracy.

{a) Many digital, ISDN and IP phone sets and related equipment, including the AT&T CPE provided as part this
service require electrical power to operate. Customer should determine whether and how to include Uninterruptible Power
Supply (UPS) devices in support of Customer’s IP telephony environment to maintain electrical power during a commercial
power outage. THE FAILURE TO USE UPS PROTECTION PROPERLY MAY AFFECT USERS' ABILITY TO REACH 911.

(b) Customer must have in place and maintain IP telephone gateways, a well-designed dialing plan, and backup
Call Server support for accurate Emergency 911 call processing. Where only basic 911 service is available (enhanced 911
service is not available in all areas in the United States), Customer may be required to have a local IP telephony gateway
al each site as well as a dialing plan that uses the local gateway for 911 calls. OTHERWISE, THE 911 OPERATOR MAY
NOT BE ACCESSIBLE OR THE CALL MAY BE ROUTED TO AN INCORRECT 911 OPERATOR.

{c) !f E911 service is available in Customer's area, it offers the capability to provide to the 811 operator the
geographic location of the remote user. Customer must equip the 1P Telephony gateway with an ISON Primary Rate
Interface (PR1) voice port, or a Foreign Exchange Office (FXO) port with an external Centralized Automatic Message
Accounting (CAMA) translator box (or equivalent) to utilize the E911 functionality. Customer also must maintain a location
database that maps the calling party telephone number to the physical location of the calling party (i.e., building/floor/roomy).
The E911 system will use this database to provide location information to the 911 operator. The use of ShoreTel IP
Telephony applications may require additional configurations to correctly implement E-811, OTHERWISE, THE 911
OPERATOR MAY NOT BE AGCESSIELE OR INCORRECT LOCATION INFORMATION MAY BE PROVIDED TO THE 911
OPERATCR.

C. Customer Responsibility and Indemnity.

{a) Customer is solely responsible for determining whether to equip their IP Telephony system with the
functionality described within the SDD at its own expense. Customer is solely responsible for maintaining the location
database and any other applicable configuration parameters, and for updating such database and parameters as may be
necessary whenever the physical location of an IP Phone changes. Customer may be required by state law to purchase
equipment or maintain databases to provide user-specific location information. Neither AT&T nor Cisco Systems can advise
Customer as to what the legal obligations are in this respect. Custormer should consult their attorney.

(b) Customer will indemnify, defend and hold harmless AT&T, its subcontractors {including ShoreTel Systems},
their Affiliates and the employees of each of them against any all claims or losses based on any error affecting 911
functionality.

ATA&T UG Voice is a hosted dedicated IP PBX and the services provided include the support for the core Gisco infrastructure
defined in this SDD. 911 and E911 services with support of PS ALl are not included in the services and must be established
with the PSTN provider as part of the contracting for regulated services. UC Voice support team will configure the dial plan
attributed that will allow for calls to be placed to emergency services across the PSTN service provider netwark. The cutomer
will work directly with the PSTN provider to define the lecation of end user and locations. AT&T as part of the test plan will
confirm that emergency setvice calls are functioning prior to going into final production mode. AT&T UC support team with
work with the PSTN service provider to correct any issues related to call failure as part of the test and trun up process. AT&T
services assurance and service delivery team along with support from assigned project management will define the 1esting
and confirm functionality prior to go live and peforme pericitic testing with PSTN service provide to ensure emergency
services are operational. Testing should be conducted once a year as well as after any change to PSTN access or gateway
replacement takes place.
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Contingency Planning

The Contingency Plan establishes procedures to recover the UC Voice System following a manmade or
natural disruption. UCV-FED primary site is in Watertown IDC and plans in place to build an alternate site
in Allen IDC. The following objectives have been established for this plan:
Maximize the effectiveness of contingency operations through an established plan that
Consists of the following phases:
[0 Notification/Activation phase to detect and assess damage and to activate the plan
#  Perform initial impact assessment answering the questions, who, what, where, why and how long
Determine if contingency plan need to be activated
Access internal/external partner/vendor list
Establish Command and Control for the organization
Review UCY-FED customer list(Geo Redundancy vs Non Geo Redundancy)
Assign someone to create an event log
Track Impact assessment information categories:
- Customers
Network
- Property
Platform and application
- External factors if applicable
*  Provide information from the outage assessment to stakeholders
® Notify internal/external vendors critical to restoration of service/system
O Recovery phase to restore temporary IT operations and recover damage done to the
Original system
e Identify Recovery location — Primary or Alternate location
*  Identify required resources to perform rfecovery procedures
Retrieve backup and system installation information
Implement failover operational plan
Confirm all UCV-Fed customers are operational at alternate site
Restore system capability
Restore damage as applicable
Resume operational capabilities

Reconstitution phase to restore IT system-processing capabilities to normal operations.

» Identify the activities, resources, and procedures needed to carry out UC services
Processing requirements during prolonged interruptions to normal operations.

» Assign responsibilities to designated UC Support team personnel and provide guidance
For recovering during prolonged periods of interruption to normal operations.

* Ensure coordination with other staff who will participate in the
Contingency planning strategies. Ensure coordination with external points of contact and
Vendors who will participate in the contingency planning strategies.

UC Node Redundancy

The AT&T UC Node provides multiple levels of redundancy. All major hardware is deployed in a
redundancy pair.

¢  UC Node Hardware
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o UCS and Virtualization infrastructure — blades, chassis, SAN switching, and SAN
storage

o  UC applications are spread across blades, chassis
o ASA Firewalls deployed in redundancy pair
o  ASR-1004 routers running CUBE-SP in redundancy mode

o Nexus 7010 layer 2/3 switching configured with cross connect and shared VL.ANS across
platforms

e  VMware Features - addresses node and virtual machine failures
o VMware HA: Restart of an application in the case of host hardware failure.
o Data Recovery : Ceniralized management for virtual machine backup and recovery
¢ UC Applications
o UC utilizes current best practices for CUCM clustering architecture with Active and
Standby Subscribers databases per customer, Clustering-over-WAN

o Each customer CUCM application instance is built across at least two UCS 5108 chassis
with a minimum of three CUCM instances in a standard Publisher and two subscriber
CUCM model spread across multiple B200 blades

o  Unity Connection providing voice mail is also established utilizing two virtual instances
spread across two UCS 5108 chassis and B200 blades.

CUCM Cluster Design

AT&T Utilizes Cisco best practices for deployment of Cisco Unified Communications Manager (CLUCM)
and Unity Connection for voice and voicemail services

Publisher

The publisher is a required server in all clusters, and as shown in Figure 14 there can be only one publisher
per cluster. This server is the first to be installed and provides the database services to all other subscribers
in the cluster. The publisher server is the only server that has full read and write access to the configuration
database.

On larger systems with more than 1250 users, Cisco recommends a dedicated publisher to prevent
administrative operations from affecting the telephony services. A dedicated publisher does not provide
call processing or TFTP services running on the server. Instead, other subscriber servers within the cluster
provide these services.

The choice of hardware platform for the publisher should be based on the desired scale and performance of
the cluster. Cisco recommends that the publisher have the same server performance capability as the call
processing subscribers. Ideally the publisher should also be a high-availability server to minimize the
impact of a hardware failure.

June 15, 2015 AT&T UC Voice SDD
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Subscriber

During installation of the Unified CM software, you can define two types of servers, publisher and
subscriber. These terms are used to define the database relationship during installation. When the software
is installed initially, only the database and network services are enabled. All subscriber nodes subscribe to
the publisher to obtain a copy of the database information. However, in order to reduce initialization time
for the Unified CM cluster, all subscriber servers in the cluster attempt to use their local copy of the
database when initializing. This reduces the overall initialization time for a Unified CM cluster. All
subscriber nodes rely on change notification from the publisher or other subscriber nodes in order to keep
their local copy of the database updated.

As shown in Figure 15 multiple subscriber nodes can be members of the same cluster. Subscriber nodes
include Unified CM call processing subscriber nodes, TFTP subscriber nodes, and media resource
subscriber nodes that provide functions such as conferencing and music on hold (MoH).

Call Processing Subscriber

A call processing subscriber is a server that has the Cisco Call Manager Service enabled. Once this service
is enabled, the server is able to perform call processing functions. Devices such as phones, gateways, and
media resources can register and make calls only to servers with this service enabled. As shown in

Figure 14 multiple calls processing subscribers can be members of the same cluster. In fact, Unified CM
supports up to eight call processing subscriber nodes per cluster.

Each call processing subscriber node in a cluster requires its own server license in order to enable the
Cisco Call Manager Service on that subscriber node. The Cisco Call Manager Service cannot be enabled
on a server if the publisher is not available because the publisher acts as a licensing server and distributes
the licenses needed to activate the Cisco Call Manager Service.

TFTP Subscriber
A TFTP subscriber or server node performs two main functions as part of the Unified CM cluster:

*  The serving of files for services, including configuration files for devices such as phones and
gateways, binary files for the upgrade of phones as well as some gateways, and various security files

*  Generation of configuration and security files, which are usually signed and in some cases encrypted
before being available for download

The Cisco TFTP service that provides this functionality can be enabled on any server in the cluster.
However, in a clusier with more than 1250 users, other services might be impacted by configuration
changes that can cause the TFIP service to regenerate configuration files. Therefore, Cisco recommends
that you dedicate a specific subscriber node to the TFTP service, as shown in Figure 14 for a cluster with
more than 1250 users or any features that cause frequent configuration changes.
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Logical Map CUCM Cluster Physical Hardware
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Figure 15 CUCM Cluster Design

Alternate Site Redundancy

AT&T will utilize a second UC node to provide alternate site redundancy in order to recover from
manmade or natural disasters. A connection from the customers Wide Area Network WAN network is
required to be established into each UC node. The primary UC node is located in Watertown, MA and the
secondary UC node will be located in Allen, Texas, Singapore, Japan and UK and Amsterdam nodes are
linked via and AT&T backbone network. The backbone network is reserved for extending and backing up
customer data between the two UC nodes and for access by AT&T support resources for testing. All
customer media and signaling traffic flows through the customer provided network transport. The CUCM
application pushes information down to each IP phone defining the primary, secondary and local
Survivable Remote Site (SRST) gateway that also can provide on premise backup in addition to the
primary and secondary UC nodes.

A keep alive, for the purposes of this document, is a TCP/SCCP packet sent from a phone to one or more
CUCM nodes to which it is configured to register and communicate.

These keep lives are used by the phone for a couple of different reasons. First, the keep lives ensure that
the TCP link to the CUCM node(s} is still viable. Second, the keep alive ensures that the Cisco Call
Manager (CCM) Service is still functional, and able to process the phone's call control needs, and requests.
While these may seem to be one in the same, they are actually slightly different in functionality, but both
are obviously important with the SCCP connection to the CCM Service being reliant upon the TCP
connection being connected for success. The implication of keep alive failure to either of these processes
will be discussed in greater detail later on in this document.

By default, SCCP phones send a keep alive to their primary CUCM server every 30 seconds and to their
failover node, which is the second node listed in the phone's Call Manager (CM) Group, every 60 seconds.
The primary node will respond with a keep alive ACK confirming that both the TCP connection and the
SCCP connection are both still valid. Alternatively, if the CCM Service on the primary node is down, the
TCP connection may be ACK'd, but the SCCP aspect of the keep alive would not. This type of a response
would signal to the phone that the TCP stack on the CUCM i still able to respond te inbound traffic,
however the CUCM does not appear to be able to process calls at this time. Additionally, if the TCP
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connection fails to respond, then the phone quickly recognizes that the Link is broken and the failover
process begins.

Cisco IP phones also send a SCCP keep alive to their secondary node. This is done to maintain and
monitor a TCP connection between the phone and the secondary CUCM in order to facilitate a prompt and
reliable failover shouid the need arise. The secondary CUCM, however, does not have a SCCP connection
(as the phone has not registered to the secondary node at this point) and will therefore only ACK the TCP
connection in response to the SCCP keeps alive sent by the phone.

Failover Prerequisites

AT&T provides redundancy capabilities by supporting a split cluster capability that allows for an instance
of the customer CUCM, Unity Connection applications to be built cut in both Watertown, MA and Allen,
TX nodes. Once the end IP Phones detect that they cannot reach the primary UC node the devices will
automatically register to the secondary UC node. The CUCM and Unity cluster instances maintain real
time updates between both nodes as all times. This action can take place when the following occurs:

@  Loss of network connectivity from the customer provided WAN to the UC node
#  Primary UC node is incapacitated by natural or manmade cutage
®  Primary UC node CUCM and Unity hardware or application failure
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Alternate Site Description

The Alternate site located in Allen, TX is maintained by the same support team utilized to support the
FISMA platform in Watertown. The current Allen, TX location provides support for other customers as an
alternate site. The cuorrent Allen, TX location is monitored and maintained by the same UC support team
that will be maintaining the Watertown, MA FISMA platform. The same access control and security
processes are utilized in Allen, TX today. The hardware deployed is also the same as the Watertown
location with the exception being that there is more capacity at the Allen, TX location.

The diagram in figure 16 provides high level on the equipment that is in place today providing alternate
site support. AT&T will be constructing a second FISMA platform in Allen, TX in 2014, The second
FISMA platform will be constructed to be a complete replica in capacity and hardware to what is deployed
in Watertown, MA today.

Figure 16 Alternate Site Allen Texas

The UC Node as it is deployed today with additional capacity and hardware.

Figure 17 Enterprise UC Node Backup Scenario
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Software Versions Watertown, MA and Allen, TX

Table 1 Software Versions

Device Name Function Saoftware Version

UC Applications

CUCM Call Control 11.X

Unity Connection Messaging 11.X

CUPS Presence 11.X

Customer Premises

Cis.co 2800, 2900, 3900  { On Premise SRST Gateway 15.1(HT

series

Service Fulfilment

VSX Service Management Layer 1.0.1

DXSI Management Integration 8.4.1
Layer

v(enter VM Provisioning Domain ESXi5X
Manager

USM Provisioning Management 7.3

Jump Server

HP DL 380 Remote Access Control RHEL 5.9

FMS - SAN Switch Monitoring 5.0(1a)

DCNM DC Switch Monitoring 5.0(3a)

vCenter Virtual Machine Monitoring ESXi5.0

UCSM Computing Infrastructure Latest 1.3(1)
Monitoring

CUSM Call Quality Monitoring 8.6

CUOM UC Application Monitoring 8.6

infrastructure

UCS 5108 Blade Server Chassis Latest 1.3(1)

UCS U2104Xp Fabric Extender Latest 1.3(1)

UCS 6296XFP 40 Port Fabric Interconnect Latest 1.3(1)

UCS B6620-1: B200 M1 | Server Blades Latest 1.3(1)

VMware ESXi Virtual Host ESXi 5.0 (build 258902)

Nexus 7010 Collapsed distribution/core n7000-51-dk9.5.0.3.CCO.bin
switch

Nexus 1000v or vSwitch | Virtual Access Switch 4.0(4HSV1I3Eh)

Cisco MDS 9148 SAN Switch 5.0.1a
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Device Name Function Software Version
NetApp FC Storage Area Network SW-3270AONTAPS-C
Aggregation

CUBE-SP Aggregation SBC 03.01.00.8.150-1.8
ASR 1004 Router Platform for CUBE-SP 15.1

Security

ASA-5580, 5510 Firewall 8.3(1)

IPS-4270 IDS 8.3(1)
Monitoring/Management

Dell Power Edge SNMP Pulling and Trap RHEL 5.9

(Vizgems) Collection

VMWare UCS B200 SNMP Pulling, Voice Quality

blade Monitoring, R Factors and ® Network
Solar Winds Trap collection E/[(;r;lfalg:rr 521;’.16.2

OS-Windows Server 2008
R2 SP1,

Remote Access

VPN access for support from vendors and or remote work staff shall be provide through dedicated ASA
5510 firewalls defined with specific source and destination access control lists. The ASA 5510 shall be
separate from ASA-5580 firewalls providing customer secuirty and segmentation

Naming Convention

The following naming convention will be applied to all equipment and will define the equipment type, site
location and sequential number.

Example: Nexus 7010 located in the Watertown, MA UC Node would be defined as follows:

Device Name — Location-Sequential Number

Device Information defined in command line = Nexus-7010-WT-1

June 15, 2015
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UCS-5108 Architecture

General Overview

The picture below depicts the general architecture of UCS-5108 Chassis and SAN environment.

¥ i
-1 L & —
A0 ' e
e RS N TEL ey
! FC
Fabnc Fabne
Interconnect {nterconnect
-A B208-B
- ™ - -\__\-
FODE, .
Thasem . e PR —
S198A -~ “uy s
- E -
_W l?ﬂ: i—l‘c’, ‘--*-‘T l_“ﬁg\
] | | |
T <
T
| | 1
| i it
Mlnpim Abspr Poliptor Agaprar Aplnger Adcpler
Conguty Dage Biads Terpos Sl Bilady
oot et} ity frptory b=

Figure 18 UCS Logical Connectivity

Inside the UCS 5108 chassis, are half slot B200M1 blades which are interconnected internally to two fabric
extenders for redundancy purposes. Each fabric extender is connected to one fabric interconnect via one to

four FC links. There are two fabric interconnects for redundancy purposes, each communicating with the
SAN and LLAN clouds.

To cope with blade chassis failure, a second chassis is introduced in a similar fashion, Cisco UCS is

typically deployed in a High Availability clustered configuration for management plane redundancy and
increased data plane bandwidth.

UCS Hardware/Firmware

The table below lists the components that are deployed in the Watertown UC Node data centers.

October 19, 2018
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Table 2 UCS Hardware/Firmware

Cisco Device Name Description

UCS Blade

N20-B6625-1 UCS B200 M2 Blade Server w/o
CPU, memory, HDD, mezzanine

AQ1-X0109 2.66GHz Xeon E5640 80W

CPU/12MB cache/DDR3 1066MHz

N01-M308GB2-L

8GB DDR3-1333MHz
RDIMM/PC3-10600/dual rank/Low
Voltage

A03-D0O73GC2

73GB 6Gb SAS 15K RPM SFF
HDD/hot plug/drive sled mounted

N20-AC0002 UCS MRB1XR Virtual Interface
Card/PCle/2-port 10Gb

N20-BHTS1 CPU heat sink for UCS B200 M1
Blade Server

UCS 5108 Chassis

N20-C6508 UCS 5108 Blade Server Chassis/(}
PSU/8 fans/0 fabric extender

N20-16584 UCS 2104XP Fabric Extender/4

external 10Gb ports

N20-PAC5-2500W

2500W power supply unit for UCS

Z£1na

J1U0

SFP-H10GB-CU3M

10GBASE-CU SFP+ Cable 3 Meter

CAB-AC-2500W-US1

Power Cord, 250Vac 16A, straight
blade NEMA 6-20 plug, US

UCS Fabric Interconnect

N10-E0440

4-port 10 GE/4-port 4Gb
FC/Expansion module/UCS 6100
Series

N10-PAC2-750W

750W power supply unit for UCS
6140XP/100-240VAC

N10-L001

UCS 6100 Series Fabric
Interconnect 1 10GE port license

DS-SFP-FCAG-SW

4 Gbps Fibre Channel-SW SFP, LC

SFP-10G-SR 10GBASE-SR SFP Module

N10-SACCB Accessory kit for UCS 6140XP
Fabric Interconnect

N10-MGTO005 UCS Manager v1.3
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UCS-5108 Architecture l

UCS Connectivity

SAN

All VLANSs will be trunked to each blade so that all VLANS are extended to the bilade’s DVS but only
specific VLANs are connected to each application as required.

-a

'--75] )

-

Blade

1 Blde

I e

Flgure 19 UCS and ESXi Connectivity

Note: If two IP addressing spaces are used per customer (one owned by the customer for the UC
applications, one owned by AT&T for the UC management), there will be two VLANSs per customer. Each
customer has one production VLAN (for CUCM, CUCxn, CUP) and one management VLAN (CUOM).

To ensure the maximum throughput to the blade, 4 FCCE links will make the connectivity between the 1/O
module and fabric interconnect. Those links carry fibre channel and LAN traffic.
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UCS-5108 Architecture .

Figure 20 Blade Connectivity

The distribution of blades per FC uplink will be done dynamically. One fabric extender will be used as
primary and one as secondary should the internal connection from the blade to primary fabric extender fail.

LAN

Ethernet End Host Mode

A UCS Fabric Interconnect operating in End Host Mode is called an EH-node. An EH-node appears to the
external LAN as an end station with many adapters.

An EH-node has two types of ports (by configuration)
1. Border port (can be port channel) : connect to upstream L2 network
2. Server port: connect to servers

The EH-node does not participate in STP on the border ports, hence it reduces the scale of STP control
plane.

Traffic CANNOT be forwarded between border ports.

End-host mode is the defauit Ethernet switching mode, and should be used if either of the following are
used upstream:

®  Layer 2 switching for L2 Aggregation
*  Virtual Switching System (VSS) aggregation layer

Switch mode is the traditional Ethernet switching mode. The switch runs STP to aveid loops, and broadcast
and multicast packets are handled in the traditional way. Switch mode is not the default Ethernet switching
mode, and should be used only if the switch is directly connected to a router, or if either of the following is
used upstream:

@ Layer 3 aggregation
= vLANinabox

1]
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End Host Mode Swiiching Mode

Figure 21 Ethernet Mode
The Ethernet mode used in HCS is the end host mode.

Uplinks

The enabled Uplink Ethernet ports in UCS 6100 series switch are used to forward traffic to the next layer
in the network.

VLAN

In the Cisco UCS, a named VLAN creates a connection to a specific external LAN. The VLAN isolates
traffic to that external LAN, which includes breadcast traffic. The name that you assign to a VLAN ID
adds a layer of abstraction that you can use to globally update all servers associated with service profiles
that use the named VLAN. You do not need to reconfigure servers individually to maintain communication
with the external LAN.

Four options are available if two 6296 switches are configured in cluster:

*  Global

=  Fabric A only

®  Fabric B only

= Both fabrics different destinations
Note: VLANs with [Ds from 3968 to 4048. These VLAN IDs are reserved.
AT&T will use global VL AN,

Cluster

To use the cluster configuration, two UCS 6296 Series Fabric Interconnects must be directly connected
with Ethernet cables between the L1 (L.1-to-L.1) and 1.2 (L.2-to-1.2) ports, allowing the two UCS 6296
Series Fabric Interconnects to continuously monitor the status of each other for immediate alert of failure.

If one UCS 6100 Series Fabric Interconnect becomes unavailabie, the other UCS 6296 Series Fabric
Interconnect automatically takes over.

Server Management IP Address Pool

One management VLAN should be defined with 11 consecutive IP addresses (1 per fabric interconnect, 1
shared between fabric interconnect, 1 per blade).

June 15, 2015 AT&T UC Voice SDD “
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The Server Management IP Address Pool is used to assign external IP addresses to each of the blade
servers installed. The Cisco UCS Manager uses the IP addresses in a management IP pool for external
access to a server through the following:

e KVM console
¢  Serial over LAN
e TPMI

Note: The IP addresses are assigned to the blades by the system. Currently there is no mechanism available
to hard code an IP address to a particular blade.

UCS Configuration Guidelines

We will create 1 service profile template to handle the ESXi setup. LAN and SAN connectivity will be also
provided thus adapter template. The hardware virtualization will require several pools of addresses (UUID,
Mac address, WWNN, WWPN).

UuID

The UUID is a 128bit number (32 hex digits, 16 groups of 2 hex digits) and defines the server itself. This is
not the same as the serial mumber of the server. Tt is often associated with the “motherboard” of the server.
There is a prefix and suffix component to this identifier. There are no rules or restrictions for this string
outside of duplication which must be checked by the CMDB database. You can enter text letters limited to
ABCDEF and numbers between 0-9 for either the prefix or suffix.

The final UUID string is a combination of the prefix and suffix. A suggested method is to use a company
naming convention that possibly reflects geography and roles of the blade.

It is not recommended to use HW UUID's for servers. Use UUID pools. This lends better to stateless
compute and service profile migration. You can also use a UUID suffix pool. Cisco TJCS Manager
automatically generates a unique prefix so that you are guaranteed a unique UUID for each logical server.

MAC ADDRESS

This is the well-known hardware address of the NIC on the system.

AT&T will create two different pools of MAC addresses one for each fabric interconnect (A and B). These
pools can later be used to feed the two vNIC templates that one could create for each fabric.

Cisco pre-populates a critical part of the OUT which is registered to Cisco. It is recommended to use a
convention that makes the fabric delineation obvious (A,B).

WWNN and WWPN

The node name uniquely identifies a communicating object in Fibre channel fabric. This is the parent
object for the end ports that send and receive FC frames. UCS assigns a unique to the Converged Network
Adapter (CNA) itself. The best practice for both WWNN and WWPN is to keep the first octet as “20” or
“217 thus properly identifying the host as an initiator in the FC SAN.

Each port of the CNA gets assigned a WWPN to allow its unique identification on the fabric. UCS CNAs
are dual ported so it is recommended to create two pools of WWPNs for each fabric. This allows easy
identification which WWPN is engineered to which fabric in steady state operations.

June 15, 2015 AT&T UC Voice SDD H

Tomnany Confidentiel. £ prinied sopy of this dozument is considered uneontreicd,



UCS-5108 Architecture .

WWNN

A WWNN (World Wide Node Name) pool is one of two pools used by the Fibre Channel vHBAs in the
UCS. You create separate pools for WW node names assigned to the server and WW port names assigned
to the vHBA. The purpose of this pool is to assign WWNNs to servers if a pool of WWNNSs is included in
a service profile; the associated server is assigned a WWNN from that pool.

The use of the Cisco OUI (25:B5) is needed because without it, the MDS switch rejects the WWNN/
WWPN. In UCS release 1.0(2d) and above, the Cisco OUI been populated to help alleviate errors.

WWPN

A WWPN (World Wide Port Name) is the second type of pool used by the Fibre Channel vEHIBAs in the
UCS. The purpose of this pool is to assign WWPNs to the vHBAs . If a pool of WWPNs is included in a
service profile, the associated server is assigned a WWPN from that pool.

The use of the Cisco OUI (25:B5) is needed because without it, the MDS switch rejects the WWNN/
WWPN. In UCS release 1.0(2d), the Cisco OUI been populated to kelp alleviate errors.

Boot Policies

The storage array has an active/passive interfaces and also have the concept of trespass which allows
failure of paths to be seamless and all the advantages of multi-pathing and failover. The array has one path
active for a given time, the other path is passive. This calls for zoning one initiator each from SP-A (port 0
and 1) and one initiator from SP-B (port 0 and 1) as shown in the picture below.

Figure 22 SAN Boot Policy

Each service profile will contain 2 HBA interfaces which will have primary and secondary bootable SAN
group. We will define two different port groups in each group. This would give the most resilient
configuration and guard against any failure on the paths.

Management Policies

The management policy groups all the mechanisms available for remote access to the blade. It includes
IPMI, SOL and KVM console.

For our purposes, we will use only the KVM console and SOL access. A pool of 11 IP addresses will be
created to allow those access paths. These addresses must be in the same VLLAN as the management
interface (mgmt0) of the fabric interconnect.

SOL access will also require a TTY running at the OS level. ESXi hypervisor should have this tty enabled
by defauit.
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Network Control Policy

The network control policy will be used to enable Cisco Discovery Protocol (CDP) to exchange
information about switch details between platforms and layer 2 switching

NPIV

N-Port ID Virtualization (NPIV) provides a means to assign multiple FCIDs to a single N_Port. It allows
multiple applications to share the same Fiber Channel adapter port. Different WWPN allow access control,
zoning, and port security to be implemented at the application level.

Its usage applies to applications such as VMWare.

Application Server FC NP1V Core Switch

W Part 1003

Figure 23 NPIV

NPV

N-Port Virtualizer (NPV) utilizes NPIV functionality to allow a “switch” to act like a server performing
multiple logins through a single physical link.

Nexus 7000, MDS 91xx, MDS blade switches,

UGS Eabric Interconnect FC NPV Core  Switeh

Figure 24 NPY
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SAN Architecture

Hardware

SAN storage selection is very important to ensure that each virtual machine gets the required performance
needed. The primary measurement used to determine the demands of the SAN system is I/O operations per
second (IOPS). Each UC application will have a different maximum IOPS value. The SAN datastore
creation should consider these maximum values to ensure the data stores (and LUNs) can support the UC
applications.

Table 3 SAMN Hardware for Walertown, MA and Allen, TX

Device Name | Description

MDS 9148 Switch SAN
NetApp FAS Storage
3270

600GB 15K Disks

4GB FC /180

TIOPS

The Cisco® MDS 9148 Multilayer Fabric Switch is a high-performance, flexible, cost-effective platform
with the industry's highest port density and lowest power consumption available in a compact one rack-unit
(1R1) chassis form factor. It provides 48 line-rate 8-Gbps ports for storage networking deployments in
small, medium-sized, and large enterprise environments. The Cisco MDS 9148, based on a purpose-built
"switch-on-a-chip™ application-specific integrated circuit (ASIC), offers outstanding value by providing
high-availability, security, and ease of use at a cost-effective price. With the flexibility to expand from 16
to 48 ports in 8-port increments, the Cisco MDS 9148 offers the densities required to scale from an entry-
level departmental switch to top-of-the-rack switch to edge connectivity in enterprise SANs. The Cisco
MDS 9148 delivers a nonblocking architecture, with all 48 1/2/4/8-Gbps ports operating at line-rate
concurrently.

The Cisco MDS 9148 supports the Cisco Device Manager Quick Configuration Wizard, which allows it to
be deployed quickly and easily in networks of any size. Powered by Cisco MDS 9000 NX-OS Software, it
includes advanced storage networking features and functions

Connectivity

Each UCS fabric interconnect will be connected with 2 x 4 Gbps FC links to one SAN switch from the
MDS. It is recommended to have at minimum 2 links between a SAN switch and a fabric interconnect.

Each MDDS SAN switch will be connected to the two storage controllers from Netapp FAS3270-R5. The
storage controllers will function in active/active mode.
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SAN

1 4
Moy SPA | sPB
FC 4 Gbps
MDS 9148 MDS 9148
FC4Gbps | FC4Gbps

= O3 ’ :%?._:th._tf-f:_.’
UCS 6296 UCS 6296

Figure 25 SAN Connectivity
Storage Requirements

Latency

Cisco recommends following the specifications for disk latency times defined by VMware:

e disk command latency should be no greater than 15-20 ms

IOPS

Below are the IOPS numbers for each UC application to allow SAN planning and optimization.
Table 4 IOPS Requirements Per Application

Cisco Device | IOPS Avg per VM IOPS Max spike per VM
Name

CUCM 50 1000 for midnight maintenance
Unity 100 1500 for 5 min

Connecticn

CUP 20 520 for 7 min

CUOM 4 9

Note: Additional IOPS will be added as needed to support expansion
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Hot Spare

One hot spare will be provided for each drive type.

Storage Overview

The Netapp SAN FAS 3270-RS5 storage consists of the following components and is deployed with self
encrypting storage utilizing SafeNet Appliance Secure K460

= Controllers
=  Shelves
*  Disks (contained in Shelves)
e  Power Supplies
s Interfaces (fiber channel ports, Ethernet ports)
¢  Management
More specifically, on the NetApp FAS 3270RS5:
e Upto 2880 TB of storage 24X600GB deployed
#  Up to 2 ports per controller configured as front-end (host) connectivity ports

e Up to 4 directly connected servers per active/active configuration

http://www.sandirect,com/documents/netapp fas3200 ds pdf

Figure 26 NetApp FAS 3270-R5

Part Number Description

FAS3270AEBASRG FAS3270 HA System with
Gontroller & I0XM

FAS-V32XXCHASSIS-R6-C ADPT 4-Pt FC 8Gb Target-Init
PCle,-C

X1132A-R6-C ADPT 4-Pt FC 8Gb Target-Init
PCle,-C

X2065A-R6-C HBA SAS 4-Port Copper 3/6 Gb
QSFP PCle,-C

X6561-R6-C Cable,Ethernet,2m RJ45 CATS,-
o]

X6560-R6-C Cable,Ethernet,0.5m RJ45
CAT6,-C

X6558-R6-C Cable,SAS CntIr-Shelf/Shelf-
ShelffHA,2m,-C

X6553-R6-C Cable,Crnilr-
Sheli/Switch,2m,LC/LC,Op,-C
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Part Number Description

X-8FPH10GBCU5M- Cisco N50XX 10GBase Copper

R6-C SFP+cable,5m,-C,R6

X8719A-R6-C PDU,3-phase,24-
Outlet,30A,NEMA 4-Pin,-C,R6

X870D-R6-C Cah,5448x,Empty,No PDU,No
Rails,-C

X877B-R6-C Raif Kit Il, Cab,-C,R6

X8778-R6-C Mounting Bracket, Tie-
Down,32X0,-C,R6

DQC-32XX-C Documents,32XX,-C

X800-42U-R6- Cabinet Component Power

C ‘Cable,-C,R6

X1971A-R5-C Flash Cache 512GB PCle
Module,-C

DS2246-1014- DSK SHLF,24x600GB,10K,NSE,-

24N-R5-C C

SW-3270A0ONTAPS- SW,Data ONTAP

c Essentials,3270A,-C

Message:Includes Hitp, One
Protocol Of Choice, Dedup
(Asis), Nearstore, Syncmirror,
Dsm/Mpio, Multistore, And

Flexcache - System Mgr

Table 5 Netapp Storage Component List

Part Number Desctiption

X-SFNET-KM- SafeNet,KeySecurekd&0
904751'NSEF‘5' W/NSE10 KeyMgr,-C
X-SFNET- Power Cable,SafeNet,110 VAC
91204-R3-C North America,-C
SW-SFNETKS460- SafeNet,KeySecure Connector
NSEKEY- License 10 NSE,-C

Cc

Table 6 SafeNet Storage Security Appliance
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SafeNet Storage Security Overview

SafeNet KeySecure offers a robust enterprise key lifecycle management solution with

the ability to consolidate and centrally manage encryption keys from multiple, disparate
encryption platforms. KeySecure simplifies the operational challenges of managing encryption
keys—ensuring keys are secure and information is always available to authorized users. As
The use of encryption proliferates throughout an organization, security teams must be able to
Scaie their management of encryption keys, inciuding key generation, key import and export,
Key rotation, and much more. Administrators can simultaneously manage multiple appliances
And associated keys, including storage devices such as self-encrypted disks and tape drives,
Storage encryption platforms, virtual sterage, virtual instances, encrypted applications, files,
Hard disks, databases, and more. With SafeNet Key Secure, security leams gain the critical key
Management capabilities they need to secure physical, virtual, and cloud-based environments
‘While enforcing security policies surrounding access and use.

Security:

NIST FIPS 140-2 Level 3 for SafeNet LUNA®
PCI-e Cryptographic Module embedded
Encryption card (validation in process)

Cryptography:

* AES, 3DES, DES, RSA (signatures and
Encryption), RC4, HMAC SHA-I - SHAS12,
SEED encryption

= Asymmetric key sizes

= 1024, 2048, 3072, 4096

* Symmetric key sizes

» 128, 192, 256

Key Management Protocol

OASIS KMIP (Key Management Interoperability
Protocel) 1.0 Specification compliant

= NIST 800-57 Key Lifccycle support

« Symmetric Key, Asymmetric Key, Opaque,
Secret Data, Template

« Operations: Create, CreateKeyPair, Register,
Get, GetAttribute, GetAttributeList, Locate,
Query, Add/Delete/Modify Attributes

Role-based Management Control

» Multiple restricted roles can be defined for
cach administrator

* Awtomated, self-contained key management
» Multi-credential administrative authorization

for sensitive security operations
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Key Availability and Capacity
= Secure key replication to multiple appliances

« Intelligent key sharing via key sharing groups

High Availability and Redundancy

» Active-Active mode of clustering

* Multiple geographies

* Hierarchical clustering

Supported Technologies

API support

+iCAPI, KMIP, PKCS #11, JCE,MSCAPI, and
NET

Network management

« SNMP (vl1, v2, and v3), NTP, URL health check,
signed secure logs & syslog, automatic log
rotation, secured encrypted and integritychecked
backups and upgrades, extensive

statistics

System administration
= Secure Web-based GUL Secure Shell (SSH),
and console

Supported Directory

Deployed License Option KeySecure k460

= Up to 1 million symmetric & asymmetric keys
stored per cluster

= Up to 1,000 concurrent clients

+ Intel XeonE5620 2.4Ghz, 12M Cache, Turbo,
HT, 1066MHz Max Mem processor

» Four (4) 10/100/1000 Mbps Ethernet ports

» Two 500GB 7.2K RPM SATA 2.5” Hot-Plug
Hard Drives

+» 1U, rack mountable (H: 1.77; W: 19”; D: 30™)
= Two 502W Energy Smart Hot-Plug power
supplies

« Embedded SafeNet LUNA PCT card

June 15, 2015
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Storage Layvout
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Figure 27 Example Allocation of Physical Drives in SAN
Vault is where the SAN OS resides. No high-performance usage should be placed on these drives.

AT&T will use a new storage system with DAEs dedicated to HCS. AT&T will use RATD 5 digks on
multiple DAEs.

Virtual SAN

A VSAN provides a method to allocate ports within a physical fabric to create virtoal fabrics. Each VSAN
in this topology has the same behavior and property of a SAN. A given device can only belong to one
VSAN. VSANs allow more efficient SAN fabric utilization by creating hardware based isolated virtual
fabrics. Each VSAN is managed as it was a separate physical fabric and can be independently zoned and
maintains its own set of fabric devices (FSPF, FLOGI server, Name Server, etc...} for added scalability
and resiliency. YSANS allow the cost of the physical SAN infrastructure to be share among more
applications and users while assuring absolute segregation, security of data and management traffic
retaining independent control of configuration on 2 VSAN-by-VSAN basis.

VSANs

Y

=

Physical SAN
Islands Are
onto
Common SAN
Infrastructure

=
—_—

Figure 28 Virtual SAN
VSAN has the following additional features and benefits:

*  Easc of configuration is enhanced since devices can be added or removed from a VSAN without
making any physical changes to cabling
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¢  The same Fibre Channel ID (FCID) can be assigned to a host in another VSAN, this increasing
VSAN scalability

e Every instance of VSAN runs all required protocols such as FSPF, domain manager and zoning
e  Fabric-relaied configurations in one VSAN do not affect the associated traffic in another VSAN

»  Fvents causing traffic disruptions in one VSAN are contained within that VSAN and are not
propagated to others VSANS.

Up to 1024 VSANS can be configured on a physical SAN. Of these, one is the default VSAN (VSAN 1)
and another is the isolated VSAN (VSAN 4094). User-specified VSAN IDs range from 2 to 4093.

Port VSAN Membership

Port VSAN membership is assigned on a port to port basis. By default each port belongs to the default
VSAN. You can assign VSAN membership to ports using one of two methods:

e  Statically by assigning VSANs to port

¢ Dynamically by assigning VSANs based on the devices WWN. This method is referred to as
dynamic port VSAN membership (DVPM).

The AT&T HCS system will use static port assignment,

VSAN ID Scheme

VSAN ID and name needs to be unique globally. We do not have any preference or recommendations on
the VSAN names, however the following naming convention might be considered by the SAN team:
{Name of the VSAN)-(VSAN ID)-Purpose

Purpose might be used if the VSAN name is not clear enough.

Ideally, one VSAN should be used per fabric interconnect at minimum and the VSAN ID should be
different than 1 (default VSAN).

An example VSAN name and ID are listed in the table below:
Table 7 VSAN Names and IDs

Data Centre | VSAN Name | VSAN ID | Pescription

1 Fabric-A 10 VSAN for fabric ADC 1

Fabric-B 20 VSAN for fabric BDC 1

Zone and Zone Sets

Zone
Each member of a fabric (in effect a device attached to an Nx port) can belong to any zone. If a member is
not part of any active zone, it is considered to be part of the default zone. Therefore, if no zoneset is active
in the fabric all devices are considered to be part of the default zone. Even though a member belongs to
multiple zones, a member that is part of the default zone cannot be part of any other zone.
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Figure 29 Zoning Concept Example
We will keep the default policy which is “deny” for the default zone.

Zone Sets

While zones provide access control to devices, a zone set is a group of zones to enforce access control
across the whole fabric. Multiple zone sets can be created but only a single zone set can be active at once.
Zone sets contain the name of member zones.

if one zone set is currently active and another zone set is activated, then the current zone set will de-
activate and the new one activated.

Design

Given that one ESXi host contains 2 HBAs and one storage array (SPE) contains two storage processors, a
zone will contain 2 ports, one being an ESXi’s HBA and one being a storage processor. All defined zones
will be aggregated in one zone set.

Details will be provided in the LLD.

RAID

A RAID group is a set of physical disks in which you can bind one or more LUNs (covered later). It allows
for data protection at the disk level and can increase performance. Note: Clariion supports RAID type 0, 1,
1/0, 3, 5, 6 and hot spare.

For the HCS design RAID 5 will be used.
General rules:

®  Put the same capacity drives in the same RAID group. The RAID group will be created at the
capacity of the lowest capacity drive. Extra space on the bigger drives will be wasted.

®  Put same speed drives in the RAID group. This maximizes the service capability of the group.
¢ Mixing ATA and Fiber Channel drives is not allowed in the same RAID group.

LUN

Overview

iLogical Unity Numbers are built on top of RAID groups and appear like individual disk to the host’s OS.
Therefore the disks are bound together so that each LUN uses part of each disk in the array and same
sectors on each disk.
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Physical Disks

LUN1
LUN2

LUN3

RAID 5 Configured with Three LUNs
Figure 30 Logical Unity Number Concept

General guidelines:

=  LUN layout will depend partially on the brand of SAN array but guidelines for LUN would be not
to put more than 4-8 vm's per LUN.

s (Meta)LUNs should span across multiple RAID group for enhanced performance.

®  One host/VM can access multiple LUNs and a LUN can be accessed by multiple host/VM. The
access can be enforced by LUN masking rules based on WWNN and WWPN.

s  Standard 500 GB LUNs would be used for start, then move to MetalLUN for expansion.
e For VMware VMFS, LUN should not exceed 2 TB.

s  Agsa start, we would propose LUN of 500 GB capacity and MetaLUNs made of 3 LUNSs, each on
different RAID groups.

LUN Distribution per DAE

The LUN distribution per DAE should look like this:
500GB_| 500GB | 500GE |

500GB | 500GB | 500GB | 500GB | 500GB | 500G8

MetallN 52 niesal L 53
Lidh B LLIRESOS | L SOER JLLIN 5O, LM CS0E ) LLIN 50

M taLLIN 5]
LUIN 507 LU 02 LU S

500GE S00GH BOOGH

R [Ty

'IIII"III.I-S""I I : At Lie A
LR At | L Liin dned Frim oy LU see | Lo sos

Liing it | LU0 LLIN 400

S00GE l sSuuGB l 300GB 500GB ] 500GB I 500GB

DAE i i | |

3 LUN 301 | EUN 302 | LUN 303 | LUN 304 | LUN 305 | LUN 30€ | LUN 207 | LUN 308 | LUN 303

500GB | 500GB | 500GB | S00GE | SODGB | 50068 | E0OGB | 50068 | 500GB

DAE 1 | ! l

2 LUN 201 | LUN 202 | LUN 203 { LUN 204 | LUN 205 | LUN 20€ | LUN 207 ; LUN 208 | LUN 209

500GB i 500GB l 500GB 500GB i 500GB i 500GEB 500GB i 500GB i S00GB

DAE l | ! I

1 LUN 101 | LUN 102 | LUN 103 | LUN 104 | LUN 105 | LUN 106 | LUN 107 | LUN 108 | LUN 108

Figure 31 LUN Distribution per DAE

As explained in the LLD, there are nine LUNs per DAE. Three LUNS are created per RAID 5 group. To
distribute the load across all RAID groups of a DAE, we are introducing Metal UNs. First LUNs of each
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RAID group of the same DAE are bundled together to form one Metal.UN. Same applies with second and
third LUNS.

VM Distribution per LUN

This VM distribution per Metal'UN is based on the following rules:
* A VMis always using a collocated MetalLUN (i.e. on same data center).

®  Where application level redundancy is involved, primary VMs are using a different MetaLUN
than secondary VMs.

* If primary and secondary VMs are spread across two data centers, the MetalLUNs used by primary
VM are also located on a different data center than the ones used by secondary VMs,

¢ For any given customer, the VMs of a specific UC application are spread across Metal .UNs. This
is required to distribute within a MetalLUN the maximum IOPS load generated by the
applications’ scheduled job. As the schedule job start time is only configurable at the application
cluster level, all customer’s VMs of a given application needs to be sitting on a different
MetaLUN.

This will be covered in more details in the LLD.This VM distribution per LUN approach represents a
suggestion for implementation start and could be refined based on further analysis/test learnings.
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VMWare Architecture

VCenter Setup

Logical Specifications

This section details the VMware vCenter Server praposed for the vSphere infrastructure design.

Table 8 vCenter Server Logical Specifications

Attribute Specification

vCenter Server version 4.1 (latest version made available by
VMWare)

Physical or virtual system Virtual

Number of CPUs 2

Processor type VMware vCPU

Processor speed 24 GHz

Memory 4GB

Number of vNIC and ports 2

Number of disks and disk size(s)

2 disks: 12GB (C) and 6 GB (D)

Operating system and SP level

Windows Server 2008 Enterprise 64 bits

VMware vCenter Server, the heart of the vSphere infrastructure, will be implemented on a virtual machine
as opposed to a standalone physical server. Virtualizing vCenter Server will enable it to benefit from
advanced features of vSphere, including VMware HA.

Physical Specifications

This section details the physical design specifications of the vCenter Server.

Table 9 vCenter Server System Hardware Physical Specifications

Attribute Specification

Vendor and model VMware VM virtual hardware 7
Processor type VMware vCPU

NIC vendor and model VMware VMXNET3

Number of ports/vNIC x speed 2 x Gigabit Ethernet

Network Service Console network and Oper/Mgmt
Number of SCSI Disks 2

Storage Adapter for SCSI Disks PVSCSI

Local disk RAID level N/A
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ESXi

Logical Specifications

This section details the VMware vSphere hosts proposed for the vSphere infrastructure design. The logical
components specified are required by the vSphere architecture to meet calculated consolidation ratios,
protect against failure through component redundancy and support all necessary vSphere features.

Table 10  VMiware ESX/ESXi Logical Specifications

Attribute Specification
Host type and version ESXi4.1
Number of CPUs 2

Number of cores 4

Total number of cores 8

Processor speed 2.4 GHz (2400 MHz)
Memory 48 GB

Number of NIC ports 2

Number of HBA ports 2

Boot from SAN Y

Service Console RAM 200 MB

Today vSphere hosts can be deployed using ESX or ESXi versions. ESXi is the only supported version for
HCS.

Physical Specifications

This section details the physical design specifications of the host and attachments corresponding to the
previous section that describes the logical design specifications,

Table 11 VMware ESX/ESXi Host Hardware Physical Specifications

Attribute Specification
Vendor and model Cisco UCS B200 M2
Processor type Intel Xeon 55xx Dual Quad Core
Total number of cores 8
Onboard NIC perts x speed 2 x 10 Gigabit Ethernet
Number of attached NICs 0
NIC vendor and model Intel
Total number of NIC ports 2[87
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Attribute Specification

Storage HBA vendor and model Qlogic

Storage HBA type Converged Network Adapter
Number of HBAs 1

Number of ports/HBA X speed 2/4Gbps

Total number of HBA ports 2

Number and type of local drives None

System monitoring IPMI-based

The configuration and assembly process for each system will be standardized, with all components
installed the same on each host. Standardizing not enly the model but also the physical configuration of the
ESXi hosts is critical to providing a manageable and supportable infrastructure: it eliminates variability.
Consistent PCI card slot location, especially for network controllers, is essential for accurate alignment of
physical to virtual 1/O resources.

Configuration and Optimization

Database for Host Management

For managing hosts, the pre packaged SQL Express is limited to 5 host instances.

If more than 5 hosts are to be deployed, then a choice must be made between the following where
appropriate licenses should be available:

e MS SQL Server 2008

= MS SQL Server 2005

¢ IBMDB29.5

¢  Oracle 10g

®  Oracle ilg

=« Leverage from an existing DB

Real Time Application Support

As ESXi is more secure and is better fitted for running real-time applications, only UC on VMware ESXi
5.0 will be supported. Other VMware platforms will not be supported for production use.

Boot

VMWare boot from SAN was introduced in VMWare 5.0 The HCS solution at AT&T will use boot from
SAN for all blades to minimize failure points and maximize performance,

NIC Teaming

NIC teaming should be disabled at UCS level. It will be enabled at ESXi level.
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Hyper Threading

ESXi Server supports Intel‘s Hyper-Threading (HT) technology on servers with Intel processors (not
applicable to AMD processors). HT can improve processor performance by taking advantage of additional
CPU interrupt controllers and registers, thereby enabling slightly higher utilization levels across the virtual
infrastructure. Generally a small improvement in performance can be gained by using HT. This
performance gain is achieved by doubling the number of logical processors in an ESXi Server host,

HT shouid be enabled as a default to offer a potential performance increase.
Notes:

* HT improves performance by supporting concurrent thread processing on the same physical CPU
to take advantage of idle thread cycles. Therefore it is important to recognise that any performance
increase will not be equivalent to adding more physical processors. In very rare cases enabling HT
will actually hinder performance. In order to protect against this, performance should be
menitored after changing this setting.

®  The applications have also to support multi threading in order to gain the benefits.

Domain Name Service

Domain Name Service (DNS) must be configured on all of the ESXi Server hosts and must be able to
resolve short name and Fully Qualified Domain Names (FQDN) using forward and reverse lookup.

Network Time Protocol

Network Time Protocol (NTP) must be configured on each ESXi Server host and should be configured to
share the same time source as the vCenter Server to ensure consistency of the overall vSphere solution.

DVS Nexus 1000V

Cisco Nexus 1000V will be vsed as the Distributed Virtual Switch solution. It is a software switch on a
server that delivers Cisco VN-Link services to virtual machines hosted on that server. It takes advantage of
the VMware vSphere framework to offer tight integration between server and network environments and
help ensure consistent, policy-based network capabilities to all servers in the data center. It allows policy to
move with a virtual machine during live migration, ensuring persistent network, security, and storage
compliance, resulting in improved business continzance, performance management, and security
compliance.

The DVS Nexus 1000V will be used per host. This will provide QoS, VMotion, security and isolation with
PVLAN, VLAN management.
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Network Topology
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Figure 32 Cisco Nexus 1000V Network Topology

The VSM (Virtual Supervisor Module) is a virtual machine which can be deployed in variety of ways. In
this design guide, it is deployed under UCS blade along with VEM (Virtual Ethernet Maodule). Nexus
1000V supports redundant VSM (Virtual Supervisor Module). The active and standby are recommended to
be configured under separate UCS blade server with the anti-affinity rule under vCenter such that both
VSM can never be operating under the same blade server.

Each ESXi host runs a VEM, which is typically configured with two uplinks connected to 10 Gbps
interface of the blade server. When installed and provisioned via vCenter, the port-profile designated for
uplinks antomatically creates port-channel interface for each ESXi host.

Configuration

The channel-group auto mode on mac-pinning will be used to create the port-channel which does not
run LACP and is not treated as host vPC. This feature creates the source-mac based bonding to one of the
uplinks and silently drops packet on other links for any packet with source MAC on that link. As a
reminder the Nexus 1000V does not run spanning-tree protocol and thus a technigque is needed to make
MAC address available via single path.

The system vlan command is a critical configuration command that is required to be enabled on set of
VLANS. A system VLAN is a VLAN on a port that needs to be brought up before the VEM contacts the
VSM. Specifically, this includes the Control/Packet VI.ANs on the appropriate uplink(s), which is required
for the VSM connectivity. It also applies for the ESXi management {service console) VLAN on the uplink
and if the management port is on Nexus 1000V: if any reason due the failure, these VLANs should come
up on the specified ports first, to establish vCenter connectivity and receive switch configuration data.
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Port Profile

The port-profile capability of Nexus 1000V enables the seamless network connectivity across the UCS
domain and ESXi cluster. In this design, each virtual machine is enabled with one virtual interface
inheriting a specific profile. The profiles are designed with connectivity requirements and secure separation

principles.

Customer Separation (VLAN/PVLAN)

Sccured separation is one of the basic requirements for the multi-tenant environment as each custormer
requires some level of isolation from each other. VLANS are the primary means of separation in multi-
tenant design meaning that each customer will sit in a dedicated VLAN. PVLAN will be used to isolate if

customer VMs are sitting on a shared VLAN.

VMotion

The VMotion feature is not yet supported for a UC application environment; however, this design will
enable this capability day cne. The VMotion interface will rely on a Nexus 1000V port profile.

Virtual Machine Setup

Most of applications used in this system will be virtnalized on UCS platform. Specifically the following
applications will be virtualized: CUCM, CUCM-SME, CUCxn, CUPS, CUOM, CUPM, HCM-Mediation,
VSX, HCM, and VOSS USM. However, AT&T may not use the complete list of virtualized applications.

ViV Specificaiions per Appilication

Each UC application has different hardware needs. The table below shows the Virtual CPU (vCPU) and
memory requirements for Unified Communications applications running on the B-series blade servers
under VMware ESXi 5.0

As mentioned before, there can be no oversubscription of either vCPU! or memory on a Blade
server; i.e. the number of vCPUs and amount of memory required by a combination of applications on a
blade cannot exceed that blade's resources. Each application also requires a single virtual NIC.

At this time if a Cisco Unity Connection virtual machine is loaded and powered on a B-series blade server
the application does require an idle/unused vCPU to remain available for the ESXi scheduler to properly
schedule and allow for predictable real-time audio streaming which Cisco Unity Connection veice
messaging depends on.
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Table 12 VM Specifications per Application (per VM)

Product Users vCPU vRAM vDisk VNIC
infrastructure '
N1KV VSM N/A 1 vCPU 2 GB 1x10GB 3 vNIC
Veenter N/A 2 vCPU 4GB 2x12GB 2 vNIC
Service Assurance

HCM N/A 2 vCPU 16 GB 1x400GB | 1 vNIC
FMS N/A 2 vCPU 4GB 1x20GB 1 vNIC
DCNM N/A 2 vCPU 6 GB 1 x 80 GB 1 vNIC

Service Fulfillment

UC Management
CUOM/CUSM | Upto 2vCPU 4GB 1x 80 GB 1 vNIC
10,000
phones
CUOM/CUSM | Upto 6 vCPU 8 GB 1x 80GB 1 ¥NIC
30,000
phones
UC Applications
CUCM 7.500 2vCPU 6 GB 2x80GB 1 vNIC
UCxn? 10,000 4 vCPU 4GB 2x144GB | 1 vNIC
Cup 5000 4 vCPU 4GB 2x80GB 1 vNIC

]

Virtual machine templates are recommended and available for most Unified Communications application.
These templates have pre-partitioned disks that are aligned on 64k boundaries.

A VMware OVA file will be created for each UC application that defines exactly the needs for that given
application, based on the target size (#phones, devices, users, etc). Regarding disk, we recommend VM
alignment for optimal performance. The provided OV A files will contain hard drives with partitions that
are already aligned.

? Limits:
¢ 150 ports G.711 or G.72%a (combined TUI, VUL or TTS)
* 25 ports iLBC or G.722
o 10,000 users

3 Adding 1 GB memory can help the virtual machines performance if experiencing performance issues. Resource
reservation is highly recommended if maximum number of users is configured. Set kernel timer frequency divider to 10
if performance is critical, or seeing performance issues.
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VM Distribution per Blade per Chassis

There are many ways to layout applications to optimize UCS blade utilization. Here are some items to
consider when defining the layout of UC applications on a blade:

®  Availability: If the UC applications are being used in a high availability mode (clustered), then
each node in a cluster should be placed apart from the other nodes. That spacing could be on a
separate blade, a separate chassis, or even a separate data center depending on the availability
requirements.

¢  Sharing of memory: When running a group of UC applications that are all running the same
software load/version it is more likely VMware will be able to share some of the common
memory between those applications. This memory sharing is built into VMware and the amount
of memory shared will vary depending on each application and how each application is used.

¢  Resource requirements: Each application will have unique demands for resources (CPUs and
memory). For example, one application may need a dedicated CPU while others can share CPU
resources. In that case it might make sense to spread out the applications that require dedicated
CPUs so that the other applications can share the remaining CPUs and take advantage of the
additional memory that would normally be taken in a completely CPU oversubscription layout.

An example layout is as follows:

Figure 33 Example Layout of Applications per Chassis/Blade
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Notes:

The above diagram does not suggest CPU affinity.

VM HA will require one free blade. Alternatively, one powered off blade can be used to restart
the service profile running an impaired blade. This backup blade can be reserved for many
blades/chassis. This approach can only work if boot from SAN is used (not supperted by VMware
yet).

All non UC applications should be deployed on a specific blade. HCS UC application VMs should
not be mixed on the same blade with 3™ party application VMs. If 3" party applications are
present, there must be one dedicated spare blade for this purpose.

VMWare Features Support

Table 13 VMWare Features Support in HCS

VMWare Feature Status | Comment

VMware Consolidated Backup

VMware Dynamic ResourceScheduler (DRS) Requires VMoticn

VMware High Availability (HA)

VMware Site Recovery Manager

VMware Snapshots

VMware Snapshots with Memory

VMware Storage VMotion

VMware VMotion

VMware vCenter Update Manager With limitations

Status Key

Status

Comment

Supported

- Not supported

Notes:

VMware High

vCenter Update Manager is not supported for UC applications.

VMolion: VMotion and features that leverage it are not supported because VMotion presents
significant challenges for the Cisco Unified Communications applications (service interruption,
degraded voice guality after the migration for voice calls that were in progress, etc.).

Availability (HA)

The VMware HA feature allows a VM to be automatically restarted in case of a physical host failure when
there are available resources on another host. The result is equivalent to a reboot.
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VMotion

The VMware VMotion feature has several variations: live VMotion, storage VMotion, etc.

There are many different scenarios that could affect the behavior of the UC applications while performing
a VMotion, i.e. features in use, the state of the application, the network bandwidth, etc.

Therefore, the recommendation stands to do VMotion during maintenance hours only.

SRM

VMwate Site Recovery Manager allows SAN storage to be synchronized between datastores.

Snapshots

Snapshots should not be used as they can decrease the performance of the virtual machine.

VDR

VMware Data Recovery is a way to backup and restore virtual machines.

FT

VMware Fault Tolerance currently only supports virtual machines with one vCPU. Some of our UC
applications are 1 vCPU systems and in theory couid use FT. However, thig feature has not been tested for
inclusion in HCS.
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#

UC Feature Requirements

This section lists the UC features as required by the customer against what is in the scope of the HCS
program:

Table 14  UC Feature Customer Requirement Against HCS Support

UC Feature End HCS
Customer Support
Requirement
Onnet Intra Enterprise VOIP Calls Y Y
Onnet Inter Enterprise VOIP Calls Y Y
Offnet calls to PSTN Y Y
Offnet calls to SIP Network Y Y
Offnet calls to AT&T BTIP H.323 Y Y
Delayed Offer to Early Offer Y Y
DTMF Inband (RFC 2833) Y Y
Emergency calls — offnet to PSTN Y Y
Number dialing: local, naticnal, international Y Y
Supplementary Voice Service Y Y
CFNA Y Y
CFU Y Y
Call park Y b
Call Transfer (Blind, Consultative) Y Y
3 Way Conference Call Y Y
Call Waiting Y Y
Call Hold/Resume Y Y
CLIP/CLIR Y b 4
Extension Mobility Y Y
Intra Enterprise (ptp video) using SIP video Phone Y Y

Overview

The proposed solution is to provide managed Unified Communications to AT&T end customers using
Cisco Systems Unified Communications technology running on virtual machines.
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UC Architecture .

The call routing and control functions will be provided by Cisco Unified Communication Manager clusters
located in the AT&T data centers in Wateriown, MA; Dallas, TX; Amsterdam, Netherlands: and the
Singapore data center.

The access to PSTN for an end customer can be provided by a local media gateway or via the AT&T
centralized PSTN breakout via a SIP trunk.

Cisco TP phenes will connect to LAN switches being rolled out to the AT&T end customer locations as
part of a separate project/design.

The central Cisco Unified Communication Manager clusters and different end custorner remote sites are
linked by the AT&T MPLS network.

End customer’s remote location within scope of the project may have a local PSTN gateway deployed at
the site.

It is recommended that the local galeway also provide Ad hoc conferencing resources and SRST fallback.
Streaming of multicast Music-on-Hold for the site is also a good option.

IP telephone calls within a site will use the G.711 u-law codec. Calls that traverse the AT&T MPLS
network will also use G.711 u-law codec.

There will be no direct inter-cluster call routing. Calls between end customers will be routed out and back
via the local or central breakout. In case of central breakout, this will mean that the call will stay VoIP all
the way with the CUBE-SP SBC as the anchor for media and signailing,

Technical Description of Components

Clustering Across UCS Chassis/Data Centers

The Intra-Cluster Communication Signaling (ICCS) between Cisco Cisco Unified Communication
Manager servers consists of many traffic types. The XCCS traffic types are classified as eiiher priority or
best-effort. Priority ICCS traffic is marked with TP Precedence 3 (DSCP 24 or PHB CS3 for release 4.0 and
later). Best-effort ICCS traffic is marked with IP Precedence 0 (DSCP 0 or PHE BE).

The following design guidelines apply to the indicated WAN characteristics:

® Delay: The maximum one-way delay between any Cisco Cisco Unified Communication Manager
servers for all priority ICCS traffic should not exceed 20 ms, or 40 ms round-trip time (RTT).
Delay for other ICCS traffic should be kept reasonable to provide timely database and directory
access. Propagation delay between two sites introduces 6 microseconds per kilometer without any
other network delays being considered.

®  Jitter: Jitter is the varying delay that packets incur through the network due to processing, queue,
buffer, congestion, or path variation delay. Jitter for the IP Precedence 3 ICCS traffic must be

minimized using Quality of Service (QoS) features.

®  Packet loss and errors: The network should be engineered for zero percent packet loss and errors
for all ICCS, especially the priority ICCS traffic, because packet loss and errors will have adverse
effects on the real-time call processing within the cluster.

*  Bandwidth: Provision the correct amount of bandwidth between each server for the expected call
volume, type of devices, and number of devices. This bandwidth is in addition to any other
bandwidth for other applications sharing the network, including voice and video traffic between
the sites. The bandwidth provisioned must have QoS enabled to provide the prioritization and
scheduling for the different classes of traffic. The general rule of thumb for bandwidth is to over-
provision and under-subscribe.

®  Quality of Service: The network infrastructure relies on QoS engineering to provide consistent

and predictable end-to-cnd levels of service for traffic. Neither QoS nor bandwidth alone is the
solution; rather, QoS-cnabled bandwidth must be engineered into the network infrastructure.

June 15, 2015 AT&T UC Voice SDD
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Planning Guidelines

Every 10,000 busy hour call attempts (BHCA) requires 900 kbps of bandwidth for Intra-Cluster
Communication Signaling (ICCS). This is a minimum bandwidth requirement, and bandwidth is allocated
in multiples of 900 kbps.

The minimum recommended bandwidth between clustered servers is 1.544 Mbps. This amount allows for
the minimum of 900 kbps for ICCS and 644 kbps for SQL, LDAP, and other inter-server traffic.

A maximum Round Trip Time (RTT) of 40 ms is allowed between any two servers in the Cisco Unified
Communication Manager cluster. This time equates to a 20 ms maximum one-way delay, or a transmission
distance of approximately 1860 miles (3000 km) under ideal conditions.

A minimum of 644KB per cluster is required in the bronze queue for other low priority intra-cluster
signaling traffic. This traffic is marked by the CCM as Best effort, It may be required to re-classify this
traffic as best effort from the CCM servers to CS3 in the local LAN switch.

Note: Cisco has begun to change the marking of voice control protocols from DSCP 26 (PHB AF31) to
DSCP 24 (PHB CS3). However many products still mark signaling traffic as DSCP 26 (PHB AF31);
therefore, in the interim, Clisco recommends that you reserve both AF31 and CS3 for call signaling. Cisco
Unified Communication Manager 4.x and later uses the new CS83 marking.

Call Processing Redundancy

Cisco Unified CallManager clustering technology provides for Cisco CallManager redundancy.
CallManager redundancy is the ability to provide a “hot standby” call processing server to all IPT endpoint
capable of re-homing its connection from a designated primary CallManager subscriber to a backup or
secondary CallManager subscriber automatically without any service interruption.

Hardware 1:1 redundancy gives the ability to equally balance all IPT endpoints in the cluster over the
primary and backup CallManager server pairs. CallManager server clustering over different location
provides the added benefit of server redundancy and diversity built in to CaliManager redundancy.

Using CallManager Redundancy Group and Device Pools, you can home half of the devices in a remote
site to one CM server while the other CM server across the other UCS chassis/datacenter acts as the backup
CM server and vice versa to the rest of the sites endpoints.
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Figure 34 Call Processing Redundancy

Distributing the endpoints this way reduces the impact of any server becoming unavailable. Care must be
taken when distributing load making sure device count does not exceed number of devices allowed per CM
server. In other words, the total load on the primary and secondary subscribers should not exceed that of a
single subscriber.

However, this hardware oriented redundancy mechanism may not be totally suitable for a virtalized
environment as it increases the number of virtual machines and therefore consuming resources out of
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CPU/RAM pools (i.e impacting the overall total number of managed customers for a given set of
resources),

TFTP Redundancy

The TFTP server performs an important role in IPT endpoints registration with CallManager. It is the
source of files for services snch as MoH, configuration files for devices such as phones and gateways,
binary files for the upgrade of phones as well as some gateways, and various security files.

The TFTP server is required by phones and gateways to obtain its configuration information during
registration otherwise it will fail to register to the CallManager.

Generaily the recommendation is to deploy at least two TFTP servers to provide for load balancing and
redundancy. TFTP redundancy is done by defining two IP address array in the devices DHCP scope
configuration. Load balance TFTP by carefully assigning for example DHCP scope “A” with TFTP1 server
as the primary TFTP server and TFTP2 server as the backup TFTP server. Similarly, assign the rest of the
devices with DHCP scope “B* with TFTP2 server as the primary and TFIP1 server as the backup TFTP
server. Depending on the size of the cluster, CallManager Administrator can modify the default number of
TFTP sessions allowed to improve performance on dedicated TFTP servers.

2 CallManager 4
= TFIP & Cluster Publisher

CaliManager B
-+l Primary Calt Processing Subscriber
k

Figure 35 TFTP Redundancy

Media Resources

Media resources such as conferencing, annunciator, transcoding, media termination point (MTP) and music
on hold services may be provided in a couple of ways depending on the size of the cluster.

The following brief description describes these services:

*  Music on Hold (MoH) — Provides multicast or unicast music to devices that are placed on hold or
temporary hold, transferred, or added to a conference. The advantage of doing a multicast
considerably reduces the amount of MoH sessions required to a group of people and for remote
sites this means bandwidth savings. Only supported for SCCP endpoints.

®  Annunciator service — Provides announcements in place of tones to indicate incorrectly dialed
numbers or call routing unavailability.

®  Conference bridges — Provide software-based or hardware based conferencing for ad-hoc and
meet-me conferences.

@ Media termination point {MTP) services — provide features for H.323 clients, H.323 trunks, and
Session Initiation Protocol (SIP) trunks.
Cisco best practice is to allocate hardware conferencing resources for at least 5% of the user base at the

site. If the user attempts an ad-hoc conference and there are not enough DSP resources provisioned, then
the ad conference will fail and the user will see an error message displayed on their IP phone.

With regards to MoH, the proposal is to use hardware based MoH based on multicast from CPE. In
the event that this is not available, the following alternatives are proposed.

1. Create separate dedicated MoH VM. This will consume additional resources on the Blades and
will reduce the amount of available blade space for provisioning new end customers and users. As
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long as the end-customer count and license mix remains inline with the projections, there should
be space available on the blades for a small number of end customers to choose this option.

2. Turn on MoH on the publisher and/or subscriber. As this has not been tested yet, AT&T should be
willing to find out a sustainable combination of service activations (call processing and MoH})
among publisher and subscriber. This option might be viable for a very small end-customer but
should not be considered for large customers.

Table 15  Media Resources Support in HCS

Media Resource HCS Support

Audio Conferencing | HW based

(ad-hoc (Switch/Router based

conferencing} platform with DSP
modules)

Media Termination | HW based as above

Point (Switch/Router based
platform with DSP
modules)

MoH HW based
{Router based platform
with TP multicast)

Annunciator SW based

Transcoder HW based
(Switch/Router based
platform with DSP
modules)

Dial Plan Overview

The goal here is to define a generic dial plan that can be used as a foundation for AT&T HCS across the
network.

The resulting CUCM dial plans must be simple, consistent and scalable across AT&T HCS network.

Dial Plan Requirements

The dial plan requirements must be divided into 2 categories:
1. Dial plan requirements for the leaf CUCM cluster
2. Dial plan requirements for the SIP aggregation device

Leaf Cluster

The dial plan requirements for the leaf CUCM cluster should be supporting:
e It should be applicabie to a single cluster hosting a single customer.
s  Multiple locations can exist on the Cluster.

* Intra Site Calling & Inter Site Calling within the customer is supported.

June 15, 2015 AT&T UC Voice SDD
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* Intra Site & Inter Site (aka location) are routed within the Cluster.

® PSTN calls are sent out to an aggregation layer over a SIP trunk (centralized breakout) or to a
local gateway (local breakout).

®  The leaf cluster should antomatically choose the WAN or the PSTN as the path for the call, and
this should be transparent to the user.

¢ Conversion to & from E.164 numbers are handled by the leaf cluster CUCM.
¢  There will be no overlapping of extensions in any sites within a single cluster,

®  SRST may be utilized for remote sites connected through WAN circuits. While in this mode the
users do not need to alter their dialing habits.

»  This dial plan must be implemented in a way that effectively utilizes Wide Area Network (WAN)
circuits in the AT&T network as the first route choice at all times.

¢ Remote gateways will be configured to provide SRST in case of a WAN failure.
The following outlines the generic dial plan:

¢ Intra Site Calling — 5 digits dialing

* Inter Site Calling - access code “8” + 7 digits;

®  The voicemail is reached by dialing 5 digits from user extension, or by calling the full e.164
number from the PSTN; or by calling an toll number access from the PSTN

¢ LD and Local Calling — access code “9" + 10 digits; 9+11 digits; 9+7 digits

* International Calling — access code “9” + 00+ Country Cede + City Code + Number

®  Each line appearance in the CallManager system is a unique 7 digit directory number (DN).
The following requirements may also apply based on the end customer service policy:

® At least four (4) Classes of Service restriction are necessary (internal, local, long distance,
international)

®  SRST should provide the same COR (Class of Restriction)
* Extension mobility (optional)
¢ (Call Forward All (CFA) to local, long distance, and international numbers are not allowed.

Aggregation Device (i.e. CUBE-SP)

The dial plan requirements for the aggregation device should be supporting:
¢ Suitable dial plans will be created on the aggregation device to rowte the calls to the PSTN as
appropriate.
*  Suitable dial plans will be created on the aggregation device to route the calls to the respective
leaf CUCM clusters as desirable,

® Inter Enterprise calls are routed by the aggregation layer.
& Access voice mail from PSTN

*  Route emergency calls from leaf clusters to the proper emergency services

June 15, 2015 AT&T UC Voice SDD RS
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Inbound and Outbound Cali Flows

On-net

e Intra cluster intra site:
Customer A user 1 calls customer A user 2 located on the same site and leaf cluster. This should
be possible by only dialing the extension end digits.

e Intra cluster inter site:
Customer A user 1 calls customer A user 2 located on a different site but on the same leaf cluster,
This should be possible by dialing the full extension digits.

s Inter cluster:
Customer A user 1 calls customer B user 2 located on a different leaf cluster. Customer A leaf
cluster decides to route this call in SIP to the aggregation layer which routes the call to AT&T (for
CALEA compliance), then back thru the aggregation layer in SIP to the Customer B leaf cluster.
This should be possible by dialing the full E.164 digits.

Off-net

« ToPSTN via local breakout:
Customer A user 1 calls PSTN number. The leaf cluster routes this call to the PSTN via the local
gateway. This is transparent to the end user.

e ToPSTN via central breakout:
Customer A user 1 calls PSTN number. The leaf cluster routes this call to the PSTN via the
central aggregation device in SIP. This is transparent to the end user.

+  From PSTN via local breakout:
PSTN user 1 calls Customer A user 2 by dialing user 2 E.164 number. The PSTN routes this call
to the local gateway driven by the Customer A leaf cluster which routes this call to user 2.

e  From PSTN via central breakout: _
PSTN user 1 calls Customer A user 2 by dialing user 2 E.164 number, The PSTN routes this call
to the aggregation layer which in turn routes the call in SIP to Customer A leaf cluster delivering
this call to user 2.

e Inter cluster:
Customer A user 1 calls customer B user 2 located on a different leaf cluster. Customer A leaf
cluster decides to route this call to PSTN via its local gateway. This should be possible by dialing
the full E.164 digits.

Class of Service

A set of classes of service are defined for provisioning each time a customer’s location is added to the
platform. The calling categories are platform wide and defined in USM. These categories will be defined as
part of the network design phase. They include such categories as internal, local, national, mobile,
international, premium rate, call forward local, call forward international etc. Once the categories are
defined, the dialed patterns associated with the categories are defined on a per country basis.

When adding a phone or extension mobility user to the systern, the appropriate COS is chosen. The COS
may be changed after the phone or user has been added. Tt is possible to have different COS’s on different
lines on the same device.

June 15, 2015 AT&T UC Voice SDD
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Network Quality of Service and Bandwidth Requirements
for Voice

Bearer Traffic

A summary of the key QoS requircments and recommendations for Voice (bearer traffic) are:
*  Voice traffic should be marked to DSCP EF per the QoS Bascline and RFC 3246.
¢  Loss should be no more than 0.5 percent.
*  One-way Latency (mouth-to-ear) should be no more than 150 ms.
e  Average one-way Jitter should be targeted under 30 ms.

®  21-320 kbps of guaranteed priority bandwidth is required per call (depending on the sampling
rate, VoIP codec and Layer 2 media overhead).

Voice quality is directly affected by all three QoS quality factors: loss, latency and jitter.

Signaling Traffic

The following are the key QoS requirements and recommendations for Call Signaling traffic:

*  Call-Signaling traffic should be marked as DSCP CS3 per the QoS Baseline (during migration, it
may also be marked the legacy value of DSCP AF31),

® 265 bps per (phone+gateway) of guaranteed bandwidth is required for voice control traffic; more
may be required, depending on whether call signaling encryption is in use.

It is expected that some MPLS sites will have ISDN backup for business continuity. It is recommended that
AT&T should ensure that Unified Communications voice signaling and media traffic is blocked from
traversing these ISDN links (unless the ISDN links are sized and QoS enabled to cater for this traffic). This
will ensure Unified Communications devices will fallback to SRST when the WAN is running in ISDN

backup mode.

Voice Gateways and SRST

Cisco Voice Gateway Types

AT&T supports Cisco ISR routers to support local PSTN access on customer premise

Gateway Protocols

SIP is the preferred gateway protocol,

Site Remote Survivability Telephony (SRST)

In a centralized Cisco Unified Communication Manager environment, JP phones can lose connectivity to
Cisco Unified Communication Manager when the WAN is down or a Cisco Unified Communication
Manager server becomes unreachable.

SRST provides a temporary call processing service for IP phones in remote branch offices to continue
operation. The Survivable Remote Site Telephony (SRST) feature provides basic IP telephony backup

June 15, 2015 AT&T UC Voice SDD n
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services so that IP phones can fall back using the router in local branch offices when losing keepalives to
the Cisco Communication Manager,

The SRS Telephony feature leverages existing IOS gateway features to provide basic telephony service
such as basic dialing, conferencing, MoH, caller 1D, calling name, etc.

AT&T will offer SRST to its different end custorners.

i UC Infrastructure Layer
I [

E
Customer/
CPE Layer

Figure 36 SRST

Fax and Modem

Analog fax/modem ports will be supported on CPE devices for end customers

Call Admission Control

Already supported CAC features (i.e. on CUCM, router and SBC) should continue to work over HCS.

Locations Based CAGC

This can be used to manage the access link bandwidth for remote locations that are bandwidth constrained.
This is the most likely scenario and the easiest option to deploy on the leaf clusters.

SBC Based CAC

For the extra cluster calls, where the inter cluster call is a sub category, the CAC could be implemented at
the SBC level based on the adjacency mechanism (assumes the use of Cisco SBC).

Features and Functions

Emergency Call

To be transparent for extension mobility users, the device CSS will contain the correct translation rule to
format the calling number as the main site number. This call will be routed via central breakout
accordingly.
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Unity Connection Architecture

Overview

Cisco Unity Connection (CUCxn) is a feature-rich voice messaging platform that runs on the same Linux-

based Cisco Unified Communications Operating System that is used by Cisco Unified Communications
Manager. Connection scales to support enterprise organizations with up to 50,000 users. It includes an
intuitive telephone interface, voice-enabled navigation of messages, and desktop access to messages
directly from a PC.

Key features of Cisco Unity Connection include:
®  Voicemail system integrated with CUCM for internal and external callers
*  Voicemail access from IP-Phone or from a PSTN public number
#  Desktop messaging with the Unity Inbox web client
¢ Desktop messaging with IMAP-based e-mail clients

¢ Personal call transfer rules, which allow call routing based on caller, time of day, Outlook
calendar status, and other parameters

*  Message notifications to pagers, SMS phones, and other devices

*  Automated attendant capabilities

®  (optional) - Text-to-speech (TTS), which allows access to Exchange e-mails from a telephone

¢ (optional) - Voice-enabled message navigation (such as play, delete, reply, forward)
Telephony User Interface (TUI} and end-user Graphical User Interface (GUI) is available in multiple

languages since version 7.0. This is aiso true for the VoiceMail for Cutiook client (VMO) and the optional

Text-to-Speech Engine, The Optional Voice Recognition engine supports English only.
Full list of supported languages in different CUCxn components is referenced at the following URL:

htip://www.cisco.com/en/US/partner/docs/voice ip comm/conpection/8x/requirements/8xcucsysregs.html

#wpl90847

CUCxn offers voicemail and integrated messaging. Integrated messaging offers the ability to Play, delete
and save messages within email client, and to compose, reply to and forward messages as a voice message
of as an email. This offers a user experience close to Unified Messaging, except that emails and voicemails

are stored in different Message Stores on the server side, and in different Inboxes on the client side.

CUCxn avoids integration and dependency on Microsoft Exchange and Active Directory, which brings
significant benefits for IT in terms of installation time and operations effort.

Requirements for Installing Cisco Unity Connection on a

Virtual Machine

® A physical host that meets Connection specifications and that is supported for use in a virtualized

environment. See the Cisco Unity Connection 8.x Supported Platforms List at

http:/fwww.cisco.com/en/US/partner/docs/voice ip_comm/connection/8x/supported platforms/§x

cucspl.html

®  The physical host must have a Fibre Channel or Fibre Channel over Ethernet (FCoE) connection

to a storage area network (SAN).

& VMware ESXi Version 5 or later installed on the host server on which the Connection virtual
machine will run.
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¢  Minimum VMware configuration as defined in Table 12 page 74.
» Connection version 8.0(2) or later.

¢  VMware High Availability (HA) is supported. Other VMware features, including Consolidated
Backup, Dynamic Resource Scheduler, Fault Tolerance, Hot Add, Site Recovery Manager,
Snapshots, Snapshots (with memory}, Storage vMotion, vMotion, VMSafe, and vStorage Thin
Provisioning are not supported.

»  Accessing a USB key is not supported.
® At least one processor core must be available for the VMware hypervisor.

»  All virtual disks assigned to the Connection virtual machine must be configured in independent-
persistent mode, which provides the best storage performance.

» Installing applications other than Cisco Unified Communications applications on a physical host
is not supported.

¢ A network time protocol (NTP) server must be accessible to the Connection server.
Notes:

*  When configuring a Connection cluster, you can install Connection on one physical server and
one virtual machine, or on two virtual machines, but the two virtual machines must be on separate
physical hosts. When using blades as hosts, we recommend that the blades be on separate chassis.

e Connection 7.1(3) is required to migrate from a physical server running Connection 7.1(2) or
earlier to a virtual server when the physical Connection server is not supported for use with
Connection 8.x. However, after you complete the migration, you must upgrade the Connection
virtual machine to version 8.0(2) or later. Running an earlier version in a production virtual
environment is not supported.

Centralized Messaging and Centralized Call Processing

In centralized messaging, the voice messaging server is located in the same site as the Unified CM cluster.
With centralized call processing, subscribers may be located either remotely and/or locally to the cluster
and messaging server(s).
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Figure 37 Centralized Messaging with Centralized Call Processing
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Redundancy

Cisco Unity Connection supports messaging redundancy and load balancing in an active-active redundancy
model consisting of two servers, a primary and a secondary, configured as an active/active redundant pair
of servers, where both the primary and secondary servers actively accept calls as well as HTTP and IMAP
requests.

/\
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Comﬁm Conneciion
. Active Aotive:

Figure 38 Redundancy of Cisco Unity Connection Messaging

Cisco Unity Connection SIP trunk implementation requires call forking for messaging redundancy
functionality. Currently, Unified CM does not support call forking on SIP trunks. When using SIP trunks
with a Cisco Unity Connection server pair in active/active redundancy, Cisco recommends that you
configure two separate SIP trunks, one to each server in the server pair, and add them to the same route
group associated to the same route list. This configuration allows Unified CM to load-balance calis to the
two servers.

aties

Deploying Cisco Unity Connection with Unified CM

Managing Bandwidth

Cisco Unity Connection relies on Unified CM to manage bandwidth and to route calls. Unified CM
provides regions and locations for call admission control.

Cisco Unity Connection Operation

Cisco Unity Connection handles transcoding operations differently than Cisco Unity. In Cisco Unity
Connection, a call in any codec format supported by Cisco Unity Connection SCCP or SIP signaling
(G.711 mu-law, G.711 a-law, G.729, iLBC, and G.722) will always be transcoded to Linear PCM. From
Linear PCM, the recording is encoded in the system-level recording format (Linear PCM, G.711 mu-law/a-
law, G.729a, or G.726), which is set system-wide in the general configuration settings (G.711 mu-law is
the default). As such the overall impact of transcoding in Cisco Unity Connection is quite different from
Cisco Unity. We refer to the codec negotiated between the calling device and Unity Connection as the "line
codec,” and we refer to the codec set in the system-level recording format as the "recording codec.”

Because transcoding is inherent in every connection, there is litile difference in system impact when the
line codec differs from the recording codec. The exception to this is when using iLBC or G.722. G.722 and
iLBC require more computation to transcode, therefore they have a higher system impact. G.722 and iLBC
use approximately twice the amount of resources as G.711 mu-law. The subsequent impact this has is that a
system can support only half as many G.722 or iLBC connections as it can G.711 mu-law connections.

As a general rule, Cisco recommends leaving the default codec as G.711.
Table 16 Codec Characteristics

Recording Format (Codec) | Audio Quality | Supportability Disk Space (Bandwidth)
Linear PCM Highest Widely supported 16 kbps
G.711 mu-law and a-law Moderate Widely supported 8 kbps
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Recording Format (Codec) | Audio Quality | Supportability Disk Space {Bandwidth)
G.729a Lowest Poorly supported 1 kbps
G.726 Moderate Moderately supported | 3 kbps
GSM 6.10 Moderate Moderately supported 1.6 kbps
Version

For integrations through a SIP trunk, versions of Connection 8.x and Cisco Unified CM are supported only
in the combinations listed in the table below.

Table 17  Supporied Versions for CUCXN 11.x and CUCM

CUCM | CUCM
11.X 10.6

CUCM SIP Trunk Integration Guide for CUCxn Release
10.6

The Cisco Unified Communications Manager SIP trunk integration makes connections through a LAN or
WAN. A gateway provides connections to the PSTN.

Requirements

The Cisco Unified CM SIP integration supports configurations of the following components:

CUCM

e CUCM 10.x
e  For the CUCM extensions, one of the following configurations:
o Only SIP phones that support DTMF relay as described in RFC-2833 (Best practice).

o Both SCCP phones and SIP phones (older SCCP phone models may require a MTP to
function correctly).

«  For multiple CUCM clusters, the capability for users to dial an extension on another CUCM
cluster without having to dial a trunk access code or prefix.

CUCxn
e The applicable version of CUCxn (for HCS, this is provided in the Software Versions
documentation).

e CUCxn installed and ready for the integration, as described in the Installation Guide for CUCxn at
http:/iwww.cisco.com/en/US/products/ps6509/prod installation_guides list.html

® A license that enables the applicable number of voice messaging ports.
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Call Information

The phone system sends the following information with forwarded calls:
¢  The extension of the called party

® The extension of the calling party (for internal calls) or the phone number of the calling party (if it
is an external call and the system uses caller ID)

®  The reason for the forward (the extension is busy, does not answer, or is set to forward all calls)

CUCxn uses this information to answer the call appropriately. For example, a call forwarded to CUCxn is
answered with the personal greeting of the user. I the phone system routes the call without this
information, CUCxn answers with the opening greeting.

Integration Functionality

The Cisco Unified CM SIP trunk integration with Cisco Unity Connection provides the following features:
e  (Call forward to personal greeting
®  (Call forward to busy greeting
e (CallerID

¢ Easy message access (a user can retrieve messages without entering an ID; Cisco Unity
Connection identifies a user based on the extension from which the call originated; a password

may be required)

®  Identified user messaging (Cisco Unity Connection automatically identifies a user who leaves a
message during a forwarded internal call, based on the extension from which the call originated)

¢ Message waiting indication (MWI)

End-User Features

®  Flexible User Interface

*  Automated Attendant Functionality

*  Dial Plan Flexibility: Partitions and Search Spaces

® Languages

®  Access to Calendar, Meeting, and Contact Information
*  Access to Emails in an External Message Store

®  Desktop Message Access

*  Mobile Clients

®=  Fax Messages

Flexible User Interface

There are two ways in which users can interact with Cisco Unity Connection by phone:
1. Phone keypad keys
2. Voice commands

The Connection conversations can be customized both by administrators and by end users to maximize
company and individuval productivity.
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To maximize the productivity of mobile workers, consider enabling the speech-activated voice command
interface. This interface allows users 1o browse and manage voice messages and to call other Connection
users or personal contacts by using simple, natural speech commands.

The phone interface also allows for access to Microsoft Exchange calendars, contacts, and emails, and to
Cisco Unified MeetingPlace and Cisco Unified MeetingPlace Express meetings.

Automated Attendant Functionality

Cisco Unity Connection includes a full-featured automated atiendant that is customizable to suit the needs
of your organization. Connection provides a number of different call management elements that you can
combine to customize how your system handles calls and collects input from callers.

Dial Plan Flexibility: Partitions and Search Spaces

Dial plan flexibility is supported through the vse of partitions and search spaces, with which you can
segment the Cisco Unity Connection directory for both dialing and addressing. For example, partitions and
search spaces can be configured to allow for overlapping extensions, abbreviated dialing, or multi-tenant
configurations.

Languages

When multiple languages are installed, you can configure the language for system prompts that are played
to users and callers. Separate greetings can be recorded for users and cail handlers in each language that is
installed on the system. Routing rules can be configured to set the language for a call based on how the call
reached the system.

Access to Calendar, Meeting, and Contact Information

When Cisco Unity Connection is configured for calendar integration, users can access calendar and
meeting information from Cisco Unified MeetingPlace, Cisco Unified MeetingPlace Express, and
Microsoft Exchange, and can import Exchange contacts for use by rules created in the Personal Call
Transfer Rules web tool and for use by voice commands when placing outgoing calls.

Desktop Message Access

Cisco Unity Connection supports access to voice messages through a wide range of desktop clients,
including:

¢ IMAP clients—Third-party IMAP clients such as email clients are supported for accessing voice
messages from Connection. Users can read, reply to, and forward messages from these types of
clients.

¢  Cisco Unity Connection ViewMail for Microsoft Outlook plug-in—In addition to basic IMAP
access to Cisco Unity Connection voice messages, the Cisco Unity Connection ViewMail for
Microsoft Outlock form allows playing and recording messages by using either the phone or
workstation speakers and microphones. Users can compose, read, reply to, and forward messages
when using ViewMail.

«  Cisco Unity Inbox—The Cisco Unity Inbox is a web tool available on the Cisco Personal
Communications Assistant (PCA) website. Users can compose, tead, reply to, and forward
messages from the Cisco Unity Inbox,

June 15, 2015 ATA&T UC Voice SDD n

Gompany Confidenisl. & oriniad copy of this documant |3 corsiderad tnnenireiled.



Unity Connection Architecture .

¢ Cisco Unified Personal Communicator—Cisco Unified Personal Communicator is a desktop
client that allows users to play voice messages. Users can read and delete messages from Cisco

Unified Personal Communicator.

* Cisco Unified Messaging with IBM Lotus Sametime—Cisco Unified Messaging with IBM Lotus
Sametime integrates Connection voicemail into the IBM Lotus Samefime instant messaging
application, allowing users to play their voice messages within Lotus Sametime. A List of all voice
messages, including the caller name or number and the date and time, are displayed in a panel on
the client window. Users simply click to play their voice messages. They can also sort and delete
messages directly from the Lotus Sametime application.

®  Cisco Phone View—Cisco Unity Connection Phone View allows users to display voice messages
on the LCD screen of a Cisco IP phone and to play the voice messages. This feature uses either
touchtone keys or voice commands. The criteria that you use to search for messages depends on
the conversation version that you are using,

*  RSS Feeds—Another alternative to checking messages by phone or by using the Cisco Unity
Inbox or an IMAP client, users can retrieve voice messages by using an RSS (Reaily Simple
Syndication) reader. When a user marks a message as read, the message is no longer displayed in
the RSS reader, but a saved copy is available in the Connection mailbox of the user.

Mobile Clients
Available mobile clients include Jabber 9.0 for IPhone, IPad, Android, MAC and PC

Fax Messages

Cisco Unity Connection can integrate with Cisco Fax Server 9.0 or later to support fax messages. Users can
send a fax to a fax machine for printing (users can specify the fax number by phone), download a fax from
a supported IMAP client, and forward fax messages io oiher Connection users.
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Overview

The Cisco Unified Presence server (CUP) uses standards-based SIP, SIP for Instant Messaging and
Presence Leveraging Extensions (SIMPLE), and Extensible Messaging and Presence Protocol (XMPP) to
provide a common demarcation point for integrating clients and applications into the Cisco Unified
Communications System.

CUP also provides an HTTP interface that has a configuration interface through Simple Object Access
Protocol (SOAP), a presence interface through Representational State Transfer (REST), and a presence,
instant messaging, and roster interface through JabberWerx AJAX. The JabberWerx AJAX interface
communicates to the Bidirectional-streams Over Synchronous HTTP (BOSH) interface on the Extensible
Communications Platform within Cisco Unified Presence.

The CUP server collects, aggregates, and distributes user capabilities and attributes using these standards-
based SIP, SIMPLE, XMPP, and HTTP interfaces.

The core components of the CUP server consist of:

& the Jabber Extensible Communications Platform (XCP), which handles presence, instant
messaging, roster, routing, policy, and federation management;

e the Rich Presence Service, which handles presence state gathering, network-based rich presence
composition, and presence-enabled routing functionality;

» the support for ad-hoc group chat storage with persistent chat and message archiving handled to
an external database. If persistent chat is enabled, ad-hoc rooms are stored to the external
PostgreSQL database for the duration of the ad-hoc chat. This allows a room owner to escalate an
ad-hoc chat to a persistent chat; otherwise, these ad-hoc chats are purged from PostgreSQL. at the
end of the chat. If persistent chat is disabled, ad-hoc chats are stored in volatile memory for the
duration of the chat.

Applications (either Cisco or third-party) can integrate presence and provide services that improve the end
user experience and efficiency.

By default, the CUP server contains the IP Phone Messenger application to allow for instant messaging and
presence status using Cisco Unified IP Phones. In addition, Cisco Unified Personal Communicator isa
supported client of the CUP server that also integrates instant messaging and presence status.
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Figure 339 CUP 8.0 Architecture

Cisco Unified Presence Components

CUP consists of many components that enhance the value of a Cisco Unified Communications system. The
main presence component of the solution is the CUP server, which incorporates the Jabber Extensible
Communications Platform and supports SIP/SIMPLE and Extensible Messaging and Presence Protocol
(XMPP) for collecting information regarding a user's availability status and communications capabilities.

The user's availability status indicates whether or not the user is actively using a particular communications
device such as a phone. The user's communications capabilities indicate the types of communications that
user is capable of using, such as video conferencing, web collaboration, instant messaging, or basic audio.

The aggregated nser information captured by the CUP server enables Cisco Unified Personal
Communicator, Cisco Unified Communications Manager applications, and third-party applications to
increase user productivity. These applications help connect colleagues more efficiently by determining the

most effective form of communication,

The CUP basic architecture for this project encompasses the following components:
® (isco Unified Presence server (CUPS)
®  Cisco Unified Communications Manager (CUCM)
®  Cisco Unified Personal Communicator (CUPC) — PC based software client
®  (Cisco Unity Connection {optional)
* Lightweight Directory Access Protocol (LDAP) Server v3.0
®  (isco Unified IP Phones

The following figure illustrated CUP components.
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Figure 40 CUP Componenis
Note: In HCS version 8.0.2 there is no support for MeetingPlace, WebEx, Googletaik, IBM, CUMA, etc.

Unified CM Presence Guidelines

Unified CM enables the system administrator to configure and control user phone siate presence
capabilities from within Unified CM Administration. Observe the following guidelines when configuring
presence within Unified CM:

e Select the appropriate model of Cisco Unified IP Phones that have the ability to display user
phone state presence status.

= Define a presence policy for presence users.

o Use SUBSCRIBE calling search spaces to control the routing of a watcher presence-
based STP SUBSCRIBE message to the correct destinations.

o Use presence groups to define sets of similar users and to define whether presence status
updates of other user groups are allowed or disallowed.

Call history list presence capabilities are enabled on a global basis; however, user status can be
secured by using a presence policy.

e BLF speed dials are administratively controlled and are not impacted by the presence policy
configuration.

Unified CM Presence Performance

CUP server clusters support single-server as well as multi-server configurations. However, if multiple
servers are used, each server must be on the same type of server platform as the publisher server.

The table below lists the hardware platform requirements for the CUP server as well as the maximum
numnber of users supported per platform. The maximum number supported for a CUP cluster is 15,000
users.
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Table 18  CUP Server Platiorms and Number of Users Supporied

Server Platform Users Supported
per Platform
Cisco UCS B-Series Blade Server (2 vCPU, 4 GB RAM, 80 GB drive, 1 vNIC) 2500

Cisco UCS B-Series Blade Server (4 vCPU, 4 GB RAM, two 80 GB drives, 1 vINIC) 5060

Notes:

e Application level redundancy for CUPS is not intended to be implemented for the AT&T HCS
system

CUP Single-Cluster Deployment

The figure below represents the communication protocols between Cisco Unified Presence, the LDAP
server, and Cisco Unified Communications Manager for basic functionality.

Lo s e oo

Gisoo Unified s,
Presence Cizco Unified CM

SIP/SIMPLE LDAP
CTI.QBE SOAP

196408

Figure 41 Interactions Between CUP Componenis

1. The SIP connection between the CUP server and Unified CM handles all the phone state presence
information exchange.

Unified CM configuration requires the CUP servers to be added as application servers on Unified
CM and also requires a SIP trunk pointing to the CUP server. The address configured on the SIP
trunk could be a Domain Name System (DNS) server (SRV) fully qualified domain name
(FQDN) that resolves to the CUP servers, or it could simply be an IP address of an individual
CUP server. CUP 7.0(3) and later releases handle the configuration of the CUCM application
server entry automatically through AXI/SOAP once the administrator adds a node in the system
topology page through CUP administration.

Notes:

a. If DNS is highly available within your network and DNS SRV is an option, configure the
SIP trunk on Unified CM with a DNS SRV FQDN of ihe CUP publisher and subscriber.
Also configure the Presence Gateway on the CUP server with 2 DNS SRV FQDN of the
Unified CM subscribers, equally weighted. This configuration will allow for presence
messaging to be shared equally among all the servers used for presence information
exchange.
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b. IfDNS is not highly available or not a viable option within your network, use IP
addressing. When using an IP address, presence messaging traffic cannot be equally
shared across multiple Unified CM subscribers because it points to a single subscriber.

¢c. Unified CM provides the ability to further streamline communications and reduce
bandwidth utilization by means of the service parameter CUP PUBLISH Trunk, which
allows for the PUBLISH method (rather than SUBSCRIBE/NOTIFY) to be configured
and used on the SIP trunk interface to Cisco Unified Presence. Once the CUP PUBLISH
Trunk service parameter has been enabled, the users must be asscciated with a line
appearance and not just a primary extension.

The Computer Telephony Integration Quick Buffer Encoding (CTI-QBE) connection between
CUP and Unified CM is the protocol used by presence-enabled users in CUP to control their
associated phones registered to Unified CM. This CTI communication occurs when Cisco Unified
Personal Communicator is using Desk Phone mode to do Click to Call or when Microsoft Office
Communicator is doing Click to Call through Microsoft Live Communications Server 2005 or
Office Communications Server 2007.

Unified CM configuration requires the user to be associated with a CTI Enabled Group, and the
primary extension assigned to that user must be enabled for CTI control {checkbox on the
Directory Number page). The CTI Manager Service must also be activated on each of the Unified
CM subscribers used for communication with the CUP publisher and subscriber. Integration with
Microsoft Live Communications Server 2005 or Office Communications Server 2007 requires
that you configure an Application User, with CTI Enabled Group and Role, on Unified CM.

CUP CTI configuration (CTI Server and Profile) for use with Cisco Unified Personal
Communicator is automatically created during the database synchronization with Unified CM. All
Cisco Unified Personal Communicator CTI communication occurs directly with Unified CM and
not through the CUP server.

Note:

CUP CTI configuration (CTI Gateway) for use with Microsoft Live Communications Server 2005
or Office Communications Server 2007 requires you to set the CTI Gateway address (Cisco
Unified Communications Manager Address) and a provider, which is the application user
configured previously in Unified CM. Up to eight Cisco Unified Communications Manager
Addresses can be provisioned for increased scalability. Only IP addresses can be used for CTI
gateway configuration in the CUP server.

The AXL/SOAP interface handles the database synchronization from Unified CM to populate the
CUP database. No additional configuration is required on Unified CM. CUP security
configuration requires you to set a user and password for the Unified CM AXI. account in the
AXL configuration,

Note:

The Sync Agent Service Parameter, User Assignment, set to balanced by default, will load-
balance all users equally across all servers within the CUP cluster. The administrator can also
manually assign users to a particular server in the CUP cluster by changing the User Assignment
service parameter to None.

The LDAP interface is used for LDAP authentication of Cisco Unified Personal Communicator
users during login.

Unified CM is responsible for all user entries via manual configuration or synchronization directly
from LDAP, and CUP then synchronizes all the user information from Unified CM. If a Cisco
Unified Personal Communicator user logs into the CUP server and LDAP authentication is
enabled on Unified CM, CUP will go directly to LDAP for the Cisco Unified Personal
Communicator user authentication using the Bing operation. Once Cisco Unified Personal
Communicator is authenticated, CUP forwards the information to Cisco Unified Personal
Communicator to continue login.

When using Microsoft Active Directory, consider the choice of parameters carefully. Performance
of CUP might be unacceptable when a large Active Dircctory implementation exists and the
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configuration uses a Domain Controller. To improve the response time of Active Directory, it

might be necessary to promote the Domain Controller to a Global Catalog and configure the
LDAP port as 3268.

Cisco Unified Presence Cluster

The CUP server uses the same underlying appliance model and hardware used by Unified CM as well as
Unified CM on the Cisco Unified Computing System (UCS) platform, including a similar administration
interface.

CUP consists of up to six servers, including one designated as a publisher, which utilize the same
architectural concepts as the Unified CM publisher and subscriber. Within a CUP cluster, individual
servers can be grouped to form a subcluster, and the subcluster can have at most two servers associated
with it, The figure below shows the basic topology for a CUP cluster.

LDAPV3
LDAP
....... Syne
" Cisco Unified PR BN
i Communications o |
! Manager Cluster —
: Publishar |07 T Détatere: fyme
il B .
e e 5 Cisca Unified Subscriber

Presence Cluster

Figure 42 Baslc CUP Deployment
For the AT&T HCS network, we will deploy only CUP publishers,

Design Considerations for Cisco Unified Presence

If LDAP integration is possible, LDAP synchronization with Unified CM should be used to pull
all user information (number, ID, and so forth) from a single source. However, if the depleyment
includes both an LDAP server and Unified CM that does not have LDAP synchronization
enabled, then the administrator should ensure consistent configuration across Unified CM
and LDAP when configuring user directory number associations.

CUP marks Layer 3 IP packets via Differentiated Services Code Point (DSCP). CUP marks all
call signaling traffic based on the Differential Service Value service parameter under SIP Proxy,
which defaults to a value of DSCP 24 (PHB CS3).

Presence Policy for CUP is controlled strictly by a defined set of rules created by the user.
The CUP publisher and subscriber must be co-located with the Unified CM publisher.

Use the service parameter CUP PUBLISH Trunk to streamline SIP communication traffic with the
CUP server.
Associate presence users in Unified CM with a line appearance, rather than just a primary

extension, to allow for increased granularity of device and user presence status. When using the
service parameter CUP PUBLISH Trunk, you must associate presence users in Unified CM with a

line appearance.
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e A Presence User Profile (the user activity and contact list contacts and size) must be taken into
consideration for determining the server hardware and cluster topology characteristics.

»  Use the User Assignment Mode sync agent parameter default of balanced for best overall cluster
performance.

e CUP requires an external database instance for each server within in the cluster for persistent chat,
and one database instance per cluster for message archiving and native compliance. The database
instances can share the same hardware; however, the only external database supported is
PostgreSQL.

¢  CUP supports a total of 15,000 users per cluster. The sizing for users must take into account the
number of SIP/SIMPLE users and the number of XMPP users. XMPP users have slightly better
performance because SIP/SIMPLE users employ the IM Gateway functionality into the J abber
XCP architecture.

e  When migrating a CUP deployment from version 7.x to 8.0, you must deactivate the presence
engine service prior to the upgrade and re-enable it after all servers have been upgraded to 8.0.

s All eXtensible Communications Platform {XCP) communications and logging are stored in GMT
and not localized to the installed location.

# CUP 8.0 is compatible with Unified CM 6.x, 7.x, and 8.x.

e  Cisco Unified Communications Manager Business Edition (Unified CMBE) 7.x supports LDAP
synchronization, which should be enabled when integrating Unified CMBE with Cisco Unified
Presence.

For a complete listing of ports used by Cisco Unified Presence, refer to Port Usage Information for Cisco
Unified Presence, available at

http:/fwww.cisco.com/en/US/products/ps6837/products device support tables list.htm]
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Overview

Cisco mobility applications provide the enterprise features to mobile worker. Mobility users can handle
calls to their enterprise directory number, not only on their desk phone, but also on one or more remote
phones. Mobility users can also make calls from a remote phone as if they are dialing inside the enterprise.
In addition, mobility users can take advantage of enterprise features such as hold, transfer, and conference
as well as enterprise applications such as voicemail, conferencing, and presence on their mobile phones.
This ensures continued productivity for users even when they are traveling outside the organization.

For the purposes of the HCS 8.0.2, the following categories of applications will be offered:
¢ Mobile Connect (SNR)
®=  Mobile Connect Mid-Call Features
¢  Dual-Mede Phones and Clients

Features

Mabile Connect (SNR)

The Mobile Connect feature allows an incoming call to an enterprise user to be offered to the user's IP desk
phone as well as up to 10 configurable remote destinations. Typically a user's remote destination is their
mobile or cellular telephone. Once the call is offered to both the desktop and remote destination phone(s),
thie user can answer at any of those phones. Upon answering the call on one of the remote destination
phones or on the IP desk phone, the user has the option to hand off or pick up the call on the other phone,

Mobile Connect supports these use case scenarios:

*  Desk Phone Pickup (i.e. receiving an outside call on desktop or cellular phone): An outside caller
dials the user’s desktop extension. The desktop phone and cellular phone ring sinmultaneously.
When the user answers one of the phones, the other phone stops from a desktop telephone to a
cellular phone. The user can switch from the desktop phone to cellular phone during a call without
losing the connection. Switching is supported for incoming and outgoing calls.

* Remote Destination Phone Pickup (i.e. moving back from a cellular phone to a desktop phone): If
a call was initiated to or from the desktop phone and then shifted to the cellular phone, the call can

be shifted back to the desktop phone.

Access lists can be configured within Cisco Unified CM and associated to a remote destination. Access
lists are used to allow or block inbound calls (based on incoming caller ID) from being extended to a
mobility-enabled user's remote destinations. Furthermore, these access lists are invoked based on the time
of day.

Mobile Connect Mid Call Features

Once a user answers a Mobile Connect call at the remote destination device, the user can invoke mid-call
features such as hold, resume, transfer, conference, and directed call park by sending DTMF digits from
the remote destination phone to CUCM via the PSTN. When the mid-call feature hold, transfer,
conference, or directed call park is invoked, MoH is forwarded from CUCM to the held party. In-progress
calls can be transferred to another phone or directed call park number, or additional phones can be
conferenced vusing enterprise conference resources.
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Mid-call features are invoked at the remote destination phone by a series of DTMF digits forwarded to
CUCM. Once received by CUCM, these digit sequences are matched to the configured Enterprise Feature
Access Codes for Hold, Exclusive Hold, Resume, Transfer, and Conference CUCM, and the appropriate
function is performed.

Mid Call Fetaures can be invoked on Smartphones and manually. The table below shows the invocation. If
smart client applications do not provide programmed softkeys for automating mid-call features, the manual
key sequences should be used.

Dual-Mode Phones and Clients

Dual-mode phones and the clients that ran on them afford an enterprise the ability to provide customized
voice and data services to users while inside the enterprise and to leverage the mobile carrier network as a
backup provider of general voice and data services, all by using a single mobile phone.

For example, voice over TP (VoIP) calls made on the enterprise network will typically incur less cost than
those same calls made over the mobile voice network.

For HCS 8.0.2, we will cover two specific dval-mode clients:

1. Cisco Mobile: A dual-mode client for the iPhone mobile device, providing the ability to make
VolIP calls on the enterprise WLAN network. Note: access corporate directory and voicemail
services are not covered in HCS 8.0.2.

2. Nokia Call Connect: A dual-mode client for Nokia mobile devices, providing the ability to make
VolIP calls on the enterprise WLAN network. Note: access corporate directory and other
applications and services are not covered in HCS 8.0.2.

Design Considerations

Mobile Connect (SNR)

Design Requirements

Observe the following design recommendations when deploying Mobile Connect:
¢ End-to-end DTMF interworking must be carefully planned.

e Caller ID must be provided by the service provider for all inbound calls to the enterprise if
Enterprise Feature Access Two-Stage Dialing or mid-call transfer, conference, and directed call
park features are needed.

e Qutbound caller TD must not be restricted by the service provider if there is an expectation that
mobility-enabled users will receive the caller ID of the original caller at their remote destination
rather than a general enterprise system number or other non-meaningful caller ID. However, some
providers restrict outbound caller ID on a trunk to only those DIDs handled by that trunk. For this
reason, a second PRI trunk that does not restrict caller ID might have to be acquired from the
provider. To obtain an unrestricted PRI trunk, some providers might require a signed agreement
from the customer indicating they will not send or make calls to emergency numbers over this
trunk.

e Some providers allow unrestricted outbound caller ID on a trunk as long as the Redirected Dialed
Number Identification Service (RDNIS) field or SIP Diversion Header contains a DID handled by
the trunk. Beginning with Cisco Unified CM 7.1(3), the RDNIS or SIP Diversion Header for
forked calls to remote destinations can be populated with the enterprise number of the user by
checking the Redirecting Number IE Delivery - Outbound check box on the gateway or trunk
configuration page.
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e Ifa PSTN incoming call is answered at the remote destination, the voice media path will be
hairpinned within the PSTN gateway utilizing two gateway ports. This utilization must be
considered when deploying the Mobile Connect feature.

©  Mobility users on a CUCMBE system can have a maximum of four remote destinations.

Caveats

* Mobile Connect can support up to two simultaneous calls per user. Any additional calls that come
in are antomatically transferred to the user’s voicemail.

e Mobile Connect does not work with Multilevel Precedence and Preemption (MLPP), If a call is
preempted with MLPP, Mobile Connect features are disabled for that call.

®  Mobile Connect services do not extend to video calls. A video call received at the desktop phone
cannot be picked up on the cellular phone.

¢  The Unified CM Forced Authorization Code and Client Matter Code (FAC/CMC) feature does
not work with Maobile Voice Access.

e Remote destinations must be Time Division Multiplex (TDM} devices or off-system IP phones on
other clusters or systems. You caunot configure IP phones within the same Unified CM cluster as
remote destinations.

Architecture

The figure below depicts the message flows and architecture required for Mobile Connect.

The following sequence of interactions and events can occur between CUCM, the Mobile Connect user,
and the Mobile Connect user's desk phone:

1. The Mobile Connsct phore user who wishes to efther enable or disable the Mobile Connect feature
or to pick up an in-progress cali on their remote destination phone pushes the Mobility softkey on
their desk phone (step 1).

2. Unified CM returns the Mobile Connect status (On or Off) and offers the user the ability to select
the Send Call to Mobile Phone option when the phone is in the Connected state, or it offers the
user the ability to enable or disable the Mobile Connect status when the phone is in the On Hook
state (step 2).

3. Mobile Connect users can use the Unified CM User Options interface to configure their own
mobility settings via the web-based configuration pages located at the IP address of the Unified
CM publisher server (step 3).

{ Mobility User |

Gonfiguration @] |
S
% g

Figure 43 Mobile Connect Architecture

High Availability

The Mobile Connect feature relies on the following components:
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e CUCM servers
e PSTN gateway

Each component must be redundant or resilient in order for Mobile Connect to continue functioning fully
during various failure scenarios.

CUCM Server Redundancy

The CUCM server is required for the Mobile Connect feature. Unified CM server failures are non-
disruptive to Mobile Connect functionality, assuming phone and gateway registrations are made redundant
using Unified CM Groups.

In order for Mobile Connect users to use the Unified CM User Options web interface to configure their
mobility settings (remote destinations and access lists), the Unified CM publisher server must be available.
Tf the publisher is down, users will not be able to change mobility settings. Likewise, administrators will be
unable to make mobility confignration changes to Unified CM. However, existing mobility configurations
and functionality will continue.

Finally, changes to Mobile Connect status must be written by the system on the Unified CM publisher
server. If the Unified CM publisher is unavailable, then enabling or disabling Mobile Connect will not be
possible.

Note: In a virtualized environment where HA is enabled, publisher unavailability should be minimal.

PSTN Gateway Redundancy

Because the Mobile Connect feature relies on the ability to extend additional call legs to the PSTN to reach
the Mobile Connect users’ remote destination phones, PSTN access redundancy is important.

Redundancy of PSTN access will be maintained up to the point of hand-off to the AT&T network. Beyond
that redundancy is outside the scope of the HCS solution.

Regarding CUCM, the dial plan should provide redundancy for PSTN access by providing PSTN gateway
redundancy (local and central breakout) and call re-routing capabilities as well as enough capacity to
handle expected call activity.

Mobile Connect Mid Call Features

In order to perform the transfer, conference, and directed call park mid-call features, a second call leg is
generated by the remote destination phone to a system-configured Enterprise Feature Access DID that
answers the call, takes user input (including PIN number, mid-call feature access code, and target number),
and then creates the required call leg to complete the transfer, conference, or directed call park operation.

Dual-Mode Phones and Clients

Design Requirements

Observe the following design recommendations when deploying dual-mode phones and clients:

s  Dual-mode phones must be capable of dual transfer mode (DTM) in order to be connected
simultaneously to both the mobile voice and data network and the WLAN network. This allows
the device 1o be reachable and able to make and receive calls on both the cellular radio and
WLAN interface of the device. In some cases proper dual-mode client operation might not be
possible if mobile voice and data networks do not support dual-connected devices.

e APs should be deployed with cell overlap of 20% for 2.4 GHz (802.11b/g) deployments. Channel
overlap for 5 GHz (802.11a)} deployments should overlap between 15% and 20%. This overlap
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ensures that a dval-mode device can successfully roam from one AP to the next as the device
moves around within a location, while still maintaining voice and data network connectivity.

APs should be deployed with cell power icvel boundaries (or channel ceil radius) of -67 dBm in
order to minimize packet loss. Furthermore, the same-channel cell boundary separation should be
approximately 19 dBm. A same-channel cell separation of 19 dBm is critical for ensuring that
APs or clients do not cause co-channel interference to other devices associated to the same
channel, which would likely result in poor voice quality.

Cisco recommends using only an enterprise class voice-optimized WLAN network for connecting
dual-mode phones and clients. While most dual-mode phones and clients are capable of attaching
to public or private WLAN access points or hotspots for connecting back to the enterprise through
the Internet for cail control and other Unified Communications services, Cisco cannot guarantee
voice quality for these types of connections.

The Unified Mobility Mobile Connect feature will not extend incoming calls to the dual-mode
device's configured mobility identity if the dual-mode device is inside the enterprise and
registered to Unified CM. This is by design in order to reduce utilization of enterprise PSTN
resources. Only when the dual-mode device is unregisteted will Mobile Connect extend incoming
calls to the user's enterprise number out to the mobility identity number on the PSTN.

When deploying dual-mode phones, Cisco recommends normalizing required dialing strings so
that users rcach a particular called destination by calling a single number, whether inside or
outside the enterprise. Because dialing on the mobile network is typically done using full E.164
(with or without a preceding '+') and mobile phone contacts are typically stored with full E.164
numbers, Cisco recommends configuring the enterprise dial plan to accommeodate full E.164 or
full E.164 with preceding '+ for dual-mode phones.

Cisco recommends that dual-mode phone users rely on the mobile voice network for making
emergency calls and determining device and user location. This is because mobile provider
networks typically provide much more reliable location indication than enterprise WLAN
networks. To ensure that dual-mode phones rely exclusively on the mobile voice network for
emergency and location services, configure dual-mode devices within Unified CM so that they do
not have access to route patterns that allow calls to emergency numbers. Dual-mode phone users
should be advised to make all emergency calls over the mobile voice network rather than the
enterprise network.

Nokia Call Connect 2.0 and later clients are capable of performing automatic hand-out and hand-
in.

Cisco recommends to increase the default 1500 byte MTU on MPLS VPN core network to 1508
bytes and above to avoid mobile client registration fragmentation issue. Cisco Mobile 8.0 on
iPhone sends register message with DF bit set to 1 so no fragmentation is allowed which could
prevent client to register to the CUCM if the MTU size in MPLS VPN core network is less than
the register package size.

Architecture

Dual-mode phones provide two physical interfaces or radios that enable the device to connect to both
mobile voice and data carrier networks by means of traditional cellular or mobile network technologies and
wireless local area networks (WLANS) using TEEE 802.11 standards.

Note: The use of the term dual-mode phone in this section refers specifically to devices with 802.11 radios
in addition to the cellular radio for carrier voice and data network connectivity. Dual-mode devices that
provide Digital Enhanced Cordless Teiecommunications {(DECT) or other wireless radios and/or multiple
cellular radios are outside the scope.
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Figure 44 Duai-Mode Phone Architecture

Figure above depicts the basic dual-mode solution architecture for incorporating dual-mode devices into a
Cisco Unified Communications System. The dual-mode phone associates to the enterprise WLAN, and
then the dual-mode client registers to Cisco Unified CM as an enterprise phone. Once registered, the dual-
mode device relies on the underlying enterprise Cisco IP telephony network for making and receiving calls.
Only when enterprise WLAN connectivity is unavailable, will the dual-mode phone fall back to the mobile
voice network for making and receiving calls.

When the dual-mode phone is associated to the enterprise WLAN and the client is registered to CUCM, the
phone will be reachable through the user's enterprise number. Any inbound calls to the uset's enterprise
number will ring the dual-mede phone. If the user has a Cisco IP desk phone, then the dual-mode client
registration enables a shared line instance for the user's enterprise number so that an incoming call rings
both the user's desk phone and the dual-mode phone.

When unregistered, the dual-mode client will not receive incoming enterprise calls at the dual-mode phone
unless the user has been enabled for Cisco Unified Mobility and Mobile Connect (or single number reach)
has been turned on for the user's mobile number.

High Availability

Although dual-mode phones by their nature are highly available with regard to network connectivity,
enterprise WLAN and IP telephony infrastructure high availability must still consider the following
aspects:

1. The enterprise WLAN must be deployed in a manner that provides redundant WLAN access. For
example, APs and other WLAN infrastructure components should be deployed so that the failure
of a wireless AP does not impact network connectivity for the dual-mode device. Likewise,
WLAN management and security infrastructure must be deployed in a highly redundant fashion
so that dual-mode devices are always able to connect securely to the network.

2. CUCM call processing and registration service high availability must be considered. Provided a
' tedundant nature of the customer CUCM cluster in a virtualized environment, dual-mode device
registration and call routing should be highly available even in scenarios of a CUCM server, UCS

blade or UCS chassis failure.
3. Multiple PSTN gateways and call routing paths should be deployed to ensure highly available
access to the PSTN,
Capacity Planning

Capacity planning considerations for dual-mode phones are the same as for other IP telephony endpoints or
devices that rely on the IP telephony infrastructure and applications for registration, call processing, and
PSTN access services.
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Cisco Mobile Hand-Out (WLAN to Cellular)

¢ Step 1: There is an existing call between the iPhone dual-mode device associated to the enterprise
WLAN and registered to Unified CM, and a phone on the PSTN network.

s Step 2: Because this is a manual process, the user must select the Use Mobile Neiwork button
from the in-call menu within the Cisco Mobile client, which signals to Unified CM the need to
hand-out the call

*  Step 3: Unified CM generates a call to the configured mobility identity number corresponding to
this Cisco Mobile device through the enterprise PSTN gateway.

®  Step 4 This call to the mobility identity is made to the mobile voice network ot cellular interface
of the iPhone. The user can now move out of the enterprise and away from WLAN network
coverage.

®  Step 5: In the meantime, the inbound call from Unified CM is received at the mobile voice
network interface, and the user must answer the call manually to complete the hand-out. Once the
inbound call on the cellular interface is answered, the RTP stream that was traversing the WLAN
is redirected to the PSTN gateway, and the call continues uninterrupted between the Cisco Mobile
dual-mode client and the original PSTN phone with the call anchored in the enterprise gateway.

FANEA

Figure 45 Cisco Mobile Dual-Mode Hand-Out (WLAN-to-Mobile Voice Network)

Cisco Mobile Hand-In (Cellular to WLAN)

Cisco Mobile does not support hand-in. In scenarios where an in-progress call is active between the iPhone
mobile voice network or cellular interface and an enterprise phone (or a PSTN phone with the call
anchored in the enterprise gateway), the only way to move the call to the WLAN interface of the iPhone is
to hang up the call and redial once the Cisco Mobile client has associated to the enterprise WLAN and
registered to Unified CM. '

Nokia Call Connect Hand-Out (WLAN to Cellular)

®  Step 1: there is an existing call between the Nokia dual-mode device associated to the enterprise
WLAN and registered to CUCM, and a phone on the PSTN network.

»  Step 2: The Nokia dval-mode user begins to leave the enterprise.

*  Step 3: As the WLAN signal strength drops below -78 dBm (default value for the WLAN HO
threshold setting in VICC) for a period of 1,000,000 microseconds (I second, default vatue for the
WLAN HO hysteresis setting in VCC), a silent background eall is opened to the configured
Cellular Handover Number in VCC and corresponding to the Handoff Number configured in
CUCM over the mobile voice network and PSTN into the enterprise PSTN gateway and is
delivered to CUCM,
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e  Step 4: Once received, the calling number is checked against all configured mobility identities on
the system, and assuming a match is found, the RTP stream that was traversing the WLAN is now
redirected to the PSTN gateway and the call is continued uninterrupted between the dual-mode
device and the original PSTN phone with the call anchored in the enterprise gateway.
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Figure 46 Nokia Call Connect Dual-Mode Hand-Out (WLAN-to-Mobile Voice Network)

The Nokia Call Connect dual-mode client also supports manual hand-out using the Switch to Cellular or
Handover to GSM in-call menu options depending on the device type and firmware version.

Nokia Call Connect Hand-In (Cellular to WLAN)

s  Step 1: There is an existing call between the Nokia dual-mode device on the mobile voice network
and a phone on the PSTN network.

#  Step 2: The Nokia dual-mode user moves into the enterprise

»  Step 3: The device associates in the background to the WLAN infrastructure and registers to
Unified CM. After registration, the device will wait for the amount of time specified by the -
WLAN HO hysteresis high setting in VCC (60 seconds by default), and then a silent background
call is opened to the configured VoIP Handover Number in VCC, which corresponds to the
Unified CM Handoff Number configured in Unified CM, and delivered to Unified CM.

#  Step 4: Once received, the enterprise calling number is checked against configured Nokia S60
dual-mode phones on the system, and assuming a match is found, the call that was traversing the
mobile voice network/PSTN and the enterprise PSTN gateway is now redirected to the WLAN
network, and the call is continued uninterrupted between the dual-mode device and the original

PSTN phene.

}"r‘jl Enterpirias
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Figure 47 Nokia Call Connect Dual-Mode Hand-in (Mobile Voice Network-to-WLAN)
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Provisioning

Mobile Connect (SNR)

In order to configure and provision the call routing behavior and dial plan implications of the Remote
Destination Profile (RDP) configuration must be taken into account the following parameters:

¢ (85
°  Rerouting Calling Search Space
¢ Caller ID Matching and Enterprise Call Anchoring

e Caller ID Transformations

CSS

This setting combines with the directory number or line-level CSS to determine which partitions can be
accessed for mobility dialed calls.

Rerouting Calling Search Space

This setting determines which partitions are accessed when calls are sent to a user's remote destination
phone.

Caller ID Matching and Enterprise Call Anchoring

Whenever an inbound call comes inte the system, the presented caller ID for that call is compared against
all configured remote destination phones. If a match is found, the call will automatically be anchored in the
enterprise, thus allowing the user to invoke mid-call features and to pick up in-progress calls at their desk
phone. This behavior occurs for all inbound calls from any mobility user's remote destination phone, even
if the inbound call is not originated as a mobility call using Mobile Voice Access or Enterprise Featnre
Access. Automatic inbound caller ID matching for configured remote destination numbers is affected by
whether the Matching Caller ID with Remote Destination service parameter is sct to Partial or Complete

Match.

Caller ID Transformations

Any calls made into the cluster by configured remote destination numbers will autematically have their
caller ID or calling number changed from the calling remote destination phone number to the enterprise
directory number of the associated desk phone. This ensures that the active call caller ID display and call
history log caller ID reflect a mobility user's enterprise desk phone number rather than their mobile phone
nurmnber, and it ensures that any return calls are made to the user's enterprise number, thus anchoring those

calls within the enterprise.

Likewise, calls from a remote destination phone to external PSTN destinations and anchored in the
enterprise via Mobile Voice Access or Enterprise Feature Access two-stage dialing, or those calls forked to
the PSTN as a result of Mobile Connect, will also have caller ID changed from the calling remote
destination phone number to the associated enterprise directory number.

Finally, in order to deliver the calling party number as an enterprise DID number rather than an enterprise
directory number to external PSTN phones, calling party transformation patterns can be used. By using
calling party transformation patterns to transform caller IDs from enterprise directory numbers to enterprise
DIDs, return calls from external destinations will be anchored within the enterprise because they will be
dialed using the full enterprise DID number.
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Mobile Connect Mid Call Features

Media resource allocation for mid-call features such as hold and conference is determined by the Remote
Destination Profile (RDP) configuration. The media resource group list (MRGL) of the device pool
configured for the RDP is used to allocate a conference bridge for the conferencing mid-call feature. The
User Hold Audio Source and Network Hold MoH Audio Source settings of the RDP, in combination with
the media resource group list (MRGL) of the device pool, are used to determine the appropriate MoH
stream to be sent to a held device.

Dual-Mode Phones and Clients

Cisco Mobile

Cisco Mobile is a dual-mode client for the Apple iPhene.

Installation Steps

1. Once the client application is downloaded from the Apple Application Store and installed on the
iPhone using iTunes, the iPhone can assaciate to the enterprise WLAN network and register to
Unified CM as a SIP enterprise phone.

2. To provide registration and call control services to the Cisco Mobile dual-mode iPhone client, the
device must be configured within Unified CM as a Cisco Dual-Mode for iPhone device type.

3, Next the iPhone must be configured to access the enterprise WLAN for connectivity based on the
enterprise WLAN infrastructure and security policies.

4. Once the iPhone has been configured to access the WLAN, when the Cisco Mobile client is
launched, it will register the device to Unified CM.

5. To integrate to Unified Mobility and to leverage hand-off functionality, the mobile number of the
iPhone must be configured as a mobility identity associated to the Cisco Dual-Mode for iPhone
device within Unified CM.

The Cisco Mobile client is supported on iPhone models 3G and 3GS running firmware version 3.0.1 or
later. The iPhone WLAN interface supports 802.11b and g network connectivity.

Interactions Between Cisco Mobile and Cisco Unified Mobility

The Cisco Mobile dual-mode client for the iPhone can be integrated with Cisco Unified Mobility to
leverage Cisco Mobile Connect, mid-call DTMF features, two-stage dialing, single enterprise voicemail
box, and desk phone pickup.
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AT&T UC Node HCS Platform Management Overview

Managing various managed services with Cisco and other vendors’ products for multiple businesses over a
variety of architectures is crucial for the managed SP. The speed of service innovation is rapidly
increasing, especially among Web 2.0 and software as a service (SaaS) vendors,

The model! of introducing new services only after integrating them with existing provisioning applications
hinders time to market. To address rapid service creation, multiple domain managers (or element
managers) must be quickly enabled to provision and monitor services and to coordinate these services
centrally, regardless of whether they are delivered with equipment on the customer’s premises, in the
service provider’s network or data center, or in the facilities of a partner service provider or Saa$ vendor.

A modular management framework, i.e. Cisco Managed Services Service Management Framework (Cisco
HCS Management), is iltustrated in Figure below. It enables the accelerated deployment of services for
managed service providers. Cisco managed services and other solutions can be remotely provisioned and
monitored with the solutions in this framework and coordinated through the OSS and BSS via an
integration layer.
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Figure 48 Cisco HCS Management Service Enablement

With this flexible, plug and play management framework from Cisco that supports an ecosystem of
partners, managed service providers can deploy new services faster and more easily.

Ociober 19, 2018 AT&T UC Voice SDD m

Company Confidential. A printed copy of this document is considered uncontrolled.



Management Architecture .

Service Management Layer

Firstly, the service management layer consists of a self care portal and a status portal. This will be
provided by USM from VOSS and by Cisco’s VSX software.

The self-care portal enables a privileged user, e.g. SP admin or enterprise admin, to perform the Create,
Retrieve, Update, Delete (CRUD) or Moves, Adds, Changes, Deletions (MACD) operations.

The status portal can range in capability. It provides summary status of the underlying services, and
equipment. It may also allow the user to drill down on to get details on the status of a particular incident.
The status portal will periodically get updates from the underlying infrastructure. It can either poll or
receive autonomous indications as and when events occur.

Secondly, the service management layer provides the following functions:
e Product catalog
¢ Service catalog
»  Customer Relationship Management (CRM) system. Service definition
s  Service lifecycle management
e Service inventory
e  Resource Management
¢ Localization (local language support)

e  Subscriber management

Integration Layer

The integration layer provides an abstraction of the underlying domain managers and helps the SP avoid a
point-to-point integration of domain managers.

In the context of the Cisco HCS Management the Integration layer consists of the Common Information
Model (CIM). It receives order-to-activation service requests from the OSS/BSS through the normalized
APIs. Tt decomposes the tequests to the appropriate services (e.g., voice and security), and maps the service
parameters to the respective domain manager supporting the service. The CIM may federate and enrich the
data and may do conditional processing, if required. The DMs, in turn, provision the respective devices
based on the data received from the CIM. Finally, the CIM returns a success or failure to the OSS/BSS
layer. The object model (Shared Information Data) of the Integration layer is based on Forum’s SID
(GB922).

Domain Management Layer

The domain layer consists of domain managers that manage the services and the devices. Examples of
different services are security, voice, email, and storage. Each domain manager manages a specific service.
The domain managers are required to expose a NB API to enable integration with the Integration Layer.
Some examples of domain managers for Service Assurance are, Cisco Unified Operations Manager
{CUOM), Cisco Unified Service Manager (CUSM), VMware Venter, Data Center Network Manager
(DCNM), etc. For the AT&T network, VOSS USM will be used as a domain manager for Service
Fulfilment for UC. This layered model supports an ecosystem of domain managers whereby a subset of
the domain managers can make up a service management solution for a service provider.

Devices

The device layer (e.g. CUCM, Presence etc.) communicates with the domain managers using standards
based protocols. The protocols supported by these devices include XML, SNMP, AXL/SOAP, TR-069,
CLI, and WSMA.
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HCS Platform Management Services

The HCS Management will be deployed as follows:
Fuifiment Billing ... Assurance

Cammon Information Moded
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Flgure 4¢ HCS Management Solution for AT&T

All Cisco applications supporting the service delivery and service management run on the same UCS 5108
chassis as customer applications. AT&T also utilizes two non Cisco applications to support monitoring and
ticket generation for the AT&T support team to utilize in fault isolation as well as tracking the status of all

applications,

Vizgems Monitoring Application

AT&T has developed and in house monitoring applications that is utilized to dedect basic up and down
status for HCS hardware deployed as part of the FISMA platform. The Vizgem dashboard serves as the
status portal for HCS and the UC Support team based in Atlanta, GA. It is a web based application that
aggregates information from multiple virtualized instances of the HCS infrastructure.The Vizems platform
collects information via SNMP via a direct connection from a Cisco 3750 switch that as connectivity into
the core Nexus 7010 switches. The SNMP traps arc sent to the core collection application via dedicated
AT&T backbone circuit deliver directly into the Watertown, MA FISMA cage. Monitoring fuictionalitics
provided by the Vizgems monitoring dashboard include:

®  Basic up and down status of core HCS hardware
®  Ticket Generation based on fault severity to AT&T ticketing system (AOTS)

®  Statistics on up time and Mean Time Between Failure analysis
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Figure 50 AT&T Vizgems Monitoring Topology

Solar Winds Monitoring and Management

SolarWinds Network Configuration Manager (NCM) keeps you ahead of network issues with immediate visibility into
the cause and effect relationship between configuration errors and network performance. NCM Provides support for
nightly config backups, bulk config changes, user tracking, and inventory and compliance reporting. The NCM
application is deployed on the UCS-5108 Chassis utilizing VMware and a B200 blade within the Watertown, MA cage
21560 and provided the following services:

Enables bulk configuration, community string, ACL, & MAC address changes
Automates network configuration backups & compliance reporting

Detects & reports on configuration policy violations & delivers real-time alerts
Protect against unauthorized, unscheduled, or erroneous config changes
Automatically discovers SNMP-enabled network devices witin the core HCS platform

Supported Protocols:
SolarWinds Network Configuration Manager supports multiple protocols, including SNMP v1/v2/v3, Telnet,
SSH v1/v2, and TFTP

June 15, 2015 ATAT UC Voice SDD RS

Company Confidentied. A printed copy of This doclient is sensidared uncontroifed.



Management Architecture .

Domain Management Layer

Table 19

HCS management for AT&T will use VOSS USM and Cisco Unified Operations Manager (CUOM).

CUCDM USM

HCS supported Unified Services Manager (USM) will provide an API to be accessed via the DXSI layer
which will accept service requests. These service requests will provide sufficient data for USM to
provisicn the UC components in accordance with the pre-loaded provisioning rules.

In the event that a required function is not accessible via VSX and DSX], a cross launch facility will allow
access via VSX to the USM.

Currently VOSS USM does not support overlapping IP subnets used for phones. This requires management
of customer address space to prohibit the case where multiple customers use the same address space for
phones. Software development is required on VOSS USM to relax this requirement

USM will be deployed in two clusters of 2 instances. USM version 7.3 will be deployed.

This configuration is an Active / Standby cluster. Within a cluster, it is of utmost importance that
connectivity between the servers is maintained to ensure consistent databases. To this end, each server has

two interfaces dedicated to intra cluster connectivity,
Each cluster of VOSS servers consists of a VOSSDIR1 and VOSSDIR? function.

DHCP

The DHCP service for the IP Telephony network will be provided as an optional part of the HCS solution.

The VisionOSS USM platform manages the allocation of IP Subnets and the allocation of IP Addresses to
IP Phones. USM then configures the appropriate DHCP server, so that it offers a specific address toa
specific phone. For this reason traditional subnet sharing strategies typically used in resilient DHCP
architectures are inappropriate and not required in a clustered server environment.

Where a central DHCP server is not required, it is possible to use local DHCP servers such as the DHCP
server available in the CPE routers. Where this method is used, the CUCM will pass the IP address and
phone details during registration to USM via syslog messages. For initial phone deployment, this allows
dynamic addition of phones to the network.

It is expected that the platform will use Iocal DHCP servers only

USM redundancy

USM will offer redundancy in two ways. Firstly, dual UCM clusters are configured in the Watertown data
center. Secondly, a disaster recovery (DR) cluster is provided. The proposed USM servers are arranged as

follows:

USM server layout

Server numbier Function Lotilion
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1 VoSSDirl Chassis 1
2 VoSSDhir2 Chassis 1
3 VoSSDirl Chassis 2
4 VoSSDhir2 Chassis 2

Note that automated failover between the primary cluster and the DR cluster is not supported. To activate
the DR cluster, a manual procedure must be followed. Automated failover is supported within a cluster for
server failure cases. This allows, for example, that failure of the active VoSSDir server will result in
automated failover to the remaining VoSSDir server.

Multi-level administration

USM offers 7 levels of administration. These levels allow administration by an individual end user up to
the system administrator. At all levels, there is enforcement of scope of administration capability which
covers both the available administrative activities, and the components on which those activities are
permitted. For example, a location administrator only has access to his own location, and may only perform
the actions which he has been authorized for within that location.

s Ability to add new customers to HCM and established connectivity with their domain manager
instance.

e  Single Sign-on capability for domain managers for a customer
s Ability to add new Portal users with different usage/view privileges
e  Customer aware and context sensiiive launching of domain manager Ul's

e Customer specific views
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=~ "IP Director

vossdir2

SQL server

BVSM App

DHCP Server

Self Care

The self-care portal is available at a different URL than the remainder of the administrative fanctions. The
self-care function may be customized to deliver the appropriate level of administration. Different users may
have different functions available to them. Also, the web pages may be “branded” such that an individual
user may see his own company logo etc. when using self-care,
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Cisco Unified Operations Manager
CUOM is an element/network management system that performs monitoring, performance management
and service assurance for the Cisco Unified Communications suite of devices and applications.
CUOM has the following high level functionalities:
¢  Network auto discovery for devices
e Device inventory collection
s Monitoring of devices through polling (SNMP and AXL), SNMP traps and syslogs
e  Performance data collection and thresholding

¢  Diagnostic tests for verifying the status of phones, IPSLA devices, etc.

Devices/Applications

CUOM supports various UC solutions categorized as follows:
¢  Call processing services
e  (Contact center services
*  Voice messaging services
e Conferencing services
e Mobility services
e  Video/TelePresence services
#  End-points (IP Phones/sofi clients)
&  Other voice application services

e  TInfrastructure services.

Interfaces

CUOM exposes the above functionalities through User Interfaces (Web UL, north bound programming
interface and notifications through Trap, Syslog and E-mail.

User Interfaces

CUOM offers web based user interfaces for management, The key applications are:
»  Partal for monitoring of CUCM devices
=  Event Monitor for fault management
» Logical connectivity topology view reflecting real time updates to the devices,

»  Administration views for configuring OM and device configuration.

North Bound Programming Interface

CUOM exposes a north bound programming interface as a SOAP service. The interface is published in
WSDL. format.

CUOM uses method call, enumeration and notification features of SOAP to expose its interfaces.
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Virtualization

CUOM is supported on virtual machine running in VMWare. The tested configuration includes a Virtual
Machine with the storage in a SAN Disk.

CUOM on a virtual machine requires configuration as defined in Table 12 page 74.

Virtualization (vSphere)

In HCS, initialization of Customer UC infrastructure (i.e. creation and initialization of UC applications and
Domain manager) will be virtualized. For example, virtual instances of domain managers would be created
for every customer. VMware vSphere will provide the Domain Manager function for the VMware
applications. Control of vSphere will be accomplished from within VSX utilizing DXSI and the API of
vSphere. Preprovisioned scripts will be able to create new virtual machines of the appropriate size and
capacity when new end customers are added to HCS.
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Management Network

A management network is required, with no access to the signaling network. This Out-of-band
management network will protect the integrity of the end customers applications and data while allowing
for full remote access to the system by Cisco in order to conduct release management, capacity
management, platform architecture and engineering, and troubleshooting

The management network will consist of:

Management interface on Nexus 6296 which controls UCS
ESXi management of host server in management VLAN
USM Management interface

Nexus 7K Management interface

VSphere management server

Network Management System: Best Practices White Paper

http:/fwww cisco.com/en/US/tech/tk869/tk769/technologies white paper09186a0080{aeadc.shtml
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Security Architecture
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Overview

The goal of this section of the document is to provide a high-level description of the security architecture used to
protect the AT&T UC Voice platform. AT&T utilizes a layered approach to security. Each layer builds upon the
next to ensure safeguards for our customers. We adhere to security standards that match or exceed the best
practices outlined by AT&T chief Security Offices Information Security Standard and Center for Internet
Security. We also follow best practices defined by equipment vendors and standards developed by AT&T Labs,
AT&T Security Policy Requirements (ASPR) for data center security defining a layered security approach:

*  Secure the core switches: Layer 2/Layer 3 switches build the data center core and aggregate links from
other data centers. These switches are secured using the practices described in the Secure Network
Foundation section of the SAFE Security Architecture design guide, Center for Internet Security best
practices. Both are based on best practices for securing Cisco LAN switching environments

*  Segmentation of distribution switches: Redundant distribution switches are responsible for aggregating
the Layer 2/Layer 3 links connecting the access switches. Where a multilayer design is required, each layer
is implemented as a separate VLAN that may span from distribution all the way to the access switches.

*  Stateful firewall deployment: AT&T Security Architecture for Data Centers design uses stateful firewalls
configured in failover mode to protect servers and help ensure segregation between application layers. The
firewalls deep packet inspection mitigates Do’s attacks and enforces protocol compliance. Web and UC
applications are protected with a web applications firewall.

¢+ Traffic inspection and protection: An IDS device is used to identify well-known aitacks and suspicious
activity. Complementary to the IDS, an anomaly detection system is also deployed at the web tier.

*  Server protection: Servers residing at the different layers are protected with endpoint security software.
Alerts and alarms generated by the IDS and endpoint security software are processed by a monitoring and
analysis system.

Switch hardening: All switches are hardened using the procedures in the Cisco SAFE Security
Architectures Secure Network Foundations section. This section is the bases for the Center for Internet
Security best practices In addition, the access switches are configured with port security and other Layer 2
protection features.

Network Functional Areas

AT&T UC Node network has been segmented into separate functional areas. Segmentation of the network
allows control over the interactions between different sets of devices and users, and facilitates the
deployment of control and monitoring technologies, which are essential components of a secure network.
Segmentation also allows containment of network attacks, for example should an attacker gain access to
one of the network areas, or a worm outbreak occurs, the security filters between the areas can stop the
attacker or worm reaching other parts of the network.

The following functional areas exist in relation to the UC Node network:
® The core AT&T IP network.
®  Customer IP networks, which connect to the core AT&T UC Node IP network.
#  Per-customer VRFs that carry customer traffic across the core IP network.
® _Per-customer virtualised voice servers.
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¢ USM voice management systems.

e UC Node management network that is logically separate from the user plane of the production
service network.

Note

The functional network areas listed above are those which are related to the security scope of this document.

An overview of these network functional areas is shown in the figure below.

Figure 51 AT&T HCS Network Functional Areas

AT&T
In- country
P

CustB
Network

USM
Servers

Note

The figure above represents the interactions between the various elements of the HCS network functicnal areas. It
does not show the actual connectivity and traffic flows between the elements.

Note The HCS management network which is logically separate from the user plane of the production service network is
not shown in the figure above.
Customer’s phones are connected to their own networks, which in turn connect directly to the core IP
network, or to the AT&T in-country networks and then on to the core IP network. Each customer has their
June 15, 2015 AT&T UC Voice SDD ﬂ
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own VRF on the IP network which isolates them from the other customers, and connects their phones to their
own set of virtualised voice servers, which will be located at the HCS data centres.

Customers can also connect to the USM servers, which provide user configuration of phone features.
Connectivity will only be allowed via the customer’s internal network and VRF.

The HCS network will be supported by four data centres. The centralized management applications will be
located in the HCS management network in Watertown, MA data center. Other than the HCS management
network all other security configurations will be identical between the data centers.

Security Architecture

Firewalling

Key Aspects

The following describes the key aspects of firewall functionality on the AT&T HCS network:

* Cisco ASAS5580 security appliances will be used to provide redundant, stateful firewall
functionality on the HCS network.

* Atotal of eight ASA5580s will be deployed in four resilient pairs:
¢ One ‘pair’ at the Watertown data center

®  The ASA5580s will be resilient within each data centre; they will not be resilient between the data
centres.

¢ The ASA5580s will operate in routed mode.

¢ The ASA5580s will be logically split into a number of virtual firewalls (known as contexts),
which will be used to conirol the interactions between network functional areas:

o  Customer phone to customer voice servers.
o Customer to USM servers via internal network.
o USM servers to customer voice servers.

* The ASA5580s will usc a dedicated physical connection from the logically separate management
network for out-of-band management,

® Management of the ASAs will be from the Admin context only.

Firewall: Customer Phone to Customer Voice Servers

Each customer will have a dedicated virtual firewall to control the interaction between their phones and their
virtualized voice servers,

The figure below shows a high-level view of the customer phone to customer voice servers firewalling on
the HCS network:
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Figure 52 Customer Phone to Customer Voice Servers Firewalling

1P
Network

CustB
Voice Servers

Note For clarity in the above figure, separate routers are shown between the customer VRFs on the TP network and the
customer virtual firewalls. In reality, these routers will be a single router (or two routers for redundancy).

Firewall: Customer to USM Servers via Internal Network

When accessing the USM servers from the customer’s internal network, cach customer will connect to the
USM servers via a DMZ, on their dedicated virtual firewall, which will control the interaction between the

customer and the USM servers.

r’d

Note The USM servers have a flat structure with a single VIP (Virtual IP Address) to represent all of the servers in the
cluster.

The figure below shows a high-level view of the customer to USM servers firewalling on the HCS network
for connections coming from the customer’s internal network:
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Figure 53 Customer to USM Servers Firewalling via internal Network

| 54 553
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Note For clarity in the above figure, separate routers are shown between the customer VRFs on the IP network and the
customer virtual firewalls, In reality, these routers will be a single router (or two routers for redundancy).

Note In the above figure a connection from each virtual firewall is shown to the USM servers. In reality, the USM
servers can only have one TP address, so the connections from the virtual firewalls to the USM servers will have to
go through an intermediate layer 3 device.

Firewall: USM Servers to Customer Voice Servers

After a customer has changed the configuration of their phone on the USM servers, the USM servers
communicate with the customer’s virtualised voice servers to enact the change.

A virtual firewall will control the interaction between the USM servers and each customer’s virtualised voice
SETVETS.

rd

Note The USM servers have a flat structure with a single VIP (Virtual IP Address) to represent all of the servers in the
cluster.
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The figure below shows a high-level view of the USM servers to customer voice servers firewalling on the
HCS network:

Figure 54 USM Servers to Customer Voice Servers

CustAUSM Traffic\ / CustB USM Traffic

I
: R

Voice Servers

Voice Servers

USM
Servers

VFW

Note Tn the above figure a connection from each customer virtual firewall is shown to the USM servers and from the
USM servers to the ‘USM Servers to Customer Voice Servers’ firewall. In reality, the USM servers can only have
one IP address, so the connections from the virtual firewalls to the USM servers will have to go through an
intermediate layer 3 devices.

Monitoring

Intrusion Detection

The following describes the key aspects of intrusion detection on the HCS network at the four data centres:

e  The Cisco IPS-4270 will be used as an Intrusion Detection System (IDS) will be used to monitor
traffic for attack patterns at the following points on the HCS network:

o Each customer’s voice signalling traffic destined for their voice servers, on the ‘inside’ of
their virtual firewall.

o TEach custormer’s ‘command’ traffic destined for the USM servers, on the ‘USM’
interface of their virtual firewall.

o ‘Command’ traffic from the USM servers destined for the customer’s voice servers, on
the ‘USM’ interface of their virtual firewall.

e The Cisco Security Manager monitoring system located at the Watertown data center will be used
to collect and analyse the alerts from the IDS.

e  The traffic flows will be accessed through the use of ERSPAN within the Nexus switching
architecture.

The figure below shows a high-level view of the monitoring points on the HCS network:
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Figure 55 HCS Data Centre IDS Monitoring Points
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Logging
The following describes the key aspects of logging on the HCS network:

® Syslog events from the following ‘in scope’ devices on the HCS network will be sent to an AT&T
controlled Syslog server:

o ASAS5580s and all associated virtual firewalls.

o Routers.
o Switches.
o UCM.

o Unity.

®  SNMP traps from the following ‘in scope’ devices on the HCS network will be sent to an AT&T
controlled SNMP server:

o ASA5580s and all associated virtual firewalls,

c Routers.
o Switches.
o UCM

o Unity.

¢ Syslog events and SNMP traps will be stored for a suitable length of time.

®  Traps and events be transferred to the central servers over the management network

firs
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Access Control

AT&T utilizes and established dedicated backbone network te support remote access from the Network
Operations Center (NOC) and Security Operations Center (SOC) located in Atlanta, GA. UC Support
Team (UCST) staff adhere to the following security process for access:

All UCST staff members that will be accessing the UC Voice Federal platform will have the appropriate
security clearances for access

All UCST staff members will access the UC Voice Federal platform utilizing computers that have been
approved for use by AT&T Chief Security Office (CSQ).

Remote access from the support staff requires the use of Two Factor RSA SecureID® Token
Authentication

VPN access for support from vendors and or remote work staff shall be provide through dedicated ASA
5510 firewalls defined with specific user access . The ASA 5510 shall be separate from ASA-5580
firewalls providing customer secnirty and segmentation.

Secure Access is provide via AT&T Jump Server

®  Access to the network devices that the ACS setvers are providing AAA service for will be via a
dedicated management network.

e The following design details apply to AAA services for network device access:

c  ACS will also be used to authenticate user access to network devices for management
and administration purposes.

o A backup username and password will be configured on each device's local database,
which will be used to authenticate a login if there is no response or an error is returned
from the AAA Server.

o AAA will be used as the access method for all devices on the network, and apart from the
backup account, no user accounts will be configured locally on any device.

o Each network administrator will have their own username and password for accessing
network devices.

o Different levels of access (authorization levels} will be granted to different groups of
network administrators. For example, junior support engineers will not be allowed to
reload devices, which is a feature that should only be granted to more experienced
support personnel.

o Accounting will be enabled on network devices, so that user login/logout times are
recorded, along with each command that is entered, on the AAA server. This will provide
valuable forensic information as all changes on the network will be logged in a central
repository, along with the user who made the change.
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Figure 56 Access Control Pat

Management Plane Level

Management Plane Level 1-2

Description: Services, settings and data streams related to setting up and examining the static configuration
of the router, and the authentication and authorization of router administrators. Examples of management
plane services include: administrative telnet and ssh, SNMP, TFTP for image file upload, and security
protocols like RADIUS and TACACS+.

1. AT&T provides AAA Service: AT&T supports Authentication, authorization and accounting
(AAA) systems for Local Console, Login, VTY, enable mode specific to Cisco IOS devices. AAA
accounting supported

2. AT&T provides local user encrypted password support: All Cisco devices admin, user devices
have encrypted passwords

3. AT&T provides SSH for Remote Device Access/ VTY Transport SSH : (SSH) access is
configured on all management connections. Support for Automatic disconnect after 10 minutes.

4. Auxiliary Port Disabled for core equipment: Core LAN and routers are defined with “transport
input nene” to ensure prevention of un authorized connection

5. Access Control Lists (ACL) for VTY: IP address specific access for AT&T NOC users with
configuration level access

6. EXEC Banner Support: Banner display security access restricted statement per AT&T standard
for MOTD and login
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7. Password Rules: AT&T Enable secrets use a strong, one-way cryptographic hash (MD5).

8. Encrypted Line and User Passwords: AT&T requires a password to be set on each line. Local
usernames (level 1) or TACACS+ (level 2) line passwords are not used for authentication.

9. SNMP Rules: AT&T deploys SNMPv3 which utilizes authentication, authorization and data
privatization encryption. No default SNMP community strings are utilized. SNMP control restricted
by ACL to specific AT&T NOC administrators with configuration access level capabilities

Control Plane Level

Control Plane Level 1-2

The control plane covers monitoring, route table updates, and generally the dynarnic operation of the router.
Services, settings, and data streams that support and document the operation, traffic handling, and dynamic
status of the router. Examples of control plane services include: logging (e.g. Syslog), routing protocols, status
protocols like CDP and HSRP, network topology protocols like STP, and traffic security control protocols like
IKE. Network control protocols like ICMP, NTP, ARP, and IGMP directed to or sent by the router itself also
fall into this area.

1. Clock Time zone - UTC: AT&T configures the devices clock time zone to coordinated universal time
{UTC) explicitly.

2. Cisco CDP: AT&T disables Cisco Discovery Protocol (CDP) service at device level in the UC core.
Specific management VLANS are defined where CDP is required.

3. AT&T Default Disabled Services: Finger Services, I[P BOOTP server, Identification Service, IP HTTP
Server, Remote Startup Configuration

4. AT&T TCP Enabled Services: TCP keepalives-in Service, TCP keepalives-out Service, TCP-small-
servers

5. Logging Rules: AT&T supports logging buffers, logging to AT&T administered syslog server, Trap
severity levels with time stamp in log messages

6. Multilevel NTP: AT&T provides Primary, Secondary and Tertiary Network Timing support from secure
stratum level clocking sources.

7. Loopback Rules: AT&T supports Binding AAA, NTP, TFTP Services to Loopback Interface
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Data Plane Level

Data Plane Levei 1-2

Services and settings related to the data passing through the router (as opposed to direct to it). The data
plane is for everything not in control or management planes. Settings on a router concerned with the data
plane include interface access lists, firewall function- ality {e.g. CBAC), NAT, and IPSec. Settings for
traffic-affecting services like unicast RPF verification and CAR/QoS also fall into this area.

1. Routing Rules : AT&T default disabled routing components include; Directed Broadcast, IP source-
route

2. Border Router Filtering AT&T access restrictions: Restrict Private Source Addresses from
External Networks and External Source Addresses on Outbound Traffic

3. Routing Protocol Neighbor Authentication Requirements: Require Authentication for BGP,
EIGRF, OSPF, and RIPV2 as required.

4. Routing Rules Requirements: Enable Unicast Reverse-Path Forwarding. Disable IP Proxy ARP
and Tunnel Interfaces

Virtual Platform Security .

Virtual Platform Security

AT&T Utlizes Cisco UCS 5108 platform with VMware ESX 5.x and has defined the following supported
process for security.

VMware Management: AT&T creates separate Management Network and data segments

2. VMware Patches: AT&T has three categories for patches: Security, Critical, and General. The patch
# refers to KB (knowledge base) article number that goes into more detail. VMware will (usually)
issue a KB article when they become aware of security vulnerabilities AT&T tests patches in it
staging lab prior to implementing on production environments.

3. BIOS Configuration: AT&T disables the server's ability to boot off all non-hard disk devices,
including floppy, CD-ROM, and USB.

4. NTP Support: AT&T enables system clock synchronization with Network Time Protocol (NTP)
server(s). The Network Time servers are provided via AT&T network backbone that extends to the
NTP platforms housed with the Watertown IDC in sepearte cage.

3. System Access, Authentication, Authorization, and User Accounts: Specific NOC administrators
are allowed access using secure shell (SSH). AT&T dose not enable Direct Root SSH. Do not enable
direct su to root, only allow sudo .

6. Password History: AT&T retains a history of previous passwords used and configure the
authentication controls to validate new passwords against greater than or equal to 10 recently used
credentials

Password Complexity: Password strength requirements:

- Ignored when 1 character class is used.
Ignored when 2 character classes are used,
Ignore passphrases.

- Greater than or equal to 12 characters in length when 3 character classes are used.
Greater than or equal to 8 characters in length when 4 character classes are used.
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- Ignore reuse of any number of characters from the old password unless the new password is exactly the
same as the old password.

(Virtual Platform Security)

AT&T Utilizes Cisco UCS 5108 platform with VMware ESX 4.X and has defined the following supported
process for security.

1. Failed Login Attempts : AT&T sets the number of login attempts allowed before the account is
locked / disabled to 3

2. Maximum Days Before Password Change: Set the maximum number of days before a password is
required to be changed to 90 days

3. Minimum Days before Password Change: Set the minimum number of days a password must exist
before it can be changed to: Greater than or equal to 7 days.

4, Minimum Password Length: Greater than or equal to 8 Characters

5. Log Compression and Rotation: Increase the file size 2096K and enable compression for the log files
vmkernel and vmksummary

6. Review Logs: Configure syslogd to Send Logs to a Remote LogHost are reviewed once a day by AT&T
security team or when speciifc event dictate and are sent to an off box location to reduce being
compromised

7. MAC Spoofing: AT&T protects Against MAC Address Spoofing, Forged Transmits, and Promiscuous
mode by changing the flags to reject for the settings MAC Address

VMware Internal Firewall: AT&T configures the Firewall to Allow Only Authorized Traffic

9. Storage : AT&T configures connections to iSCSI storage devices to use the CHAP protocol for
authenticaticn

10. Warning Banners: AT&T creates warning banners for console and remote access.

11. Guest Interaction with the Host: AT&T does not allow guests to control hardware devices outside of
ESX or vCenter.

12. AT&T Default Disables: Disable Group and Other Write File Permissions for .vmx Files, Disable
Group and Other Read, Write and Execute File Permissions for .vmdk Files

IPSec VPN Termination

The following describes the key aspects of IPSec VPN termination on the HCS network:

«  Customer traffic may be encrypted across the AT&T network, in which case it will be terminated
at the AT&T router that connects to the Cisco ASAS5580.

» Remote access to the environment will be through Cisco provided ASA551( devices, enforcing
sirong authentication.

e The ASA5510 device will be configured for AAA using the ACS system. Cisco will be
responsible for managing access to the HCS platform through the ASA5510 devices.

¢ AT&T will provide backup access to the HCS platform for Cisco through their IPSec VPN
infrastructure.
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®  AT&T will be responsible for the IPSec termination on their network.

The figure below shows a high-level view of the TPSec termination on the HCS network;
Figure 57 IPSec Termination Points on the HCS Network

=

e
——

termination VFWL e VEW termination

point point

Note For clarity in the above figure, scparate routers are shown between the customer VRFs on the IP network and the
customer virtual firewalls. In reality, these routers will be a single router (or two routers for redundancy).

Security Device Management

Cisco ASDM (Adaptive Security Device Manager) will be used to manage the ASAS5580s on the HCS
network.

ASDM is a ‘one-to-one’ GUT based management system that allows configuration, monitoring and
troubleshooting of the ASA with the following features:

®  Setup wizards for configuration and management.

*  Powerful real-time log viewer and monitoring dashboards that provide an at-a-glance view of
device status and health.

¢ Handy troubleshooting features and powerful debugging tools such as packet trace and packet
capture,

Further details on ASDM can be found at the following URL:
http:/fwww.cisco.com/en/US/products/ps612 1/index. html
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Security Equipment

This section provides an overview of the Cisco security equipment that will be used on the HCS network,
along with URLs, which provide full details.

ASAS5500

The Cisco ASA 5500 Series Adaptive Security Appliance is a modular platform that provides next
generation security and VPN services for small and medium-sized business and enterprise applications.
The comprehensive portfolio of services within the Cisco ASA 5500 Series enables custormization for
location-specific needs through its tailored package product editions: enterprise-firewall, IPS, anti-X, and
VPN. Each edition combines a focused set of services within the Cisco ASA family to meet the needs of
specific environments within the enterprise network.

At the same time, the Cisco ASA 5500 Series enables standardization on a single platform to reduce the
overall operational cost of security. A common environment for configuration simplifies management and
reduces training costs for staff, while the common hardware platform of the series reduces sparing costs.

Each edition addresses specific enterprise environment needs:

e Firewall Edition - Enables businesses to securely deploy mission-critical applications and
networks in a reliable manner, while providing significant investment protection and lower
operational costs through its unique, modular design.

s IPS Edition - Protects business-critical servers and infrastructure from worms, hackers, and other
threats through the combination of firewall, application security, and intrusion prevention
services.

e  Anti-X Edition - Protects users at small or remote sites with a comprehensive package of security
services. Enterprise-grade firewall and VPN services provide secure connectivity back to the
corporate head-end. Industry-leading anti-X services from Trend Micro protect the client system
from malicious websites and content-based threats such as viruses, spyware, and phishing.

e VPN Edition - Enables secure remote user access (o internal network systems and services, and
supports VPN clustering for larger enterprise deployments. This solution combines Secure
Sockets Layer (SSL) and IP Security (IPSec) VPN remote-access technologies with threat
mitigation technologies such as Cisco Secure Desktop (CSD), and firewall and intrusion
prevention services to ensure VPN traffic does not introduce threats to the enterprise.

Additional information on the ASA 5500 series can be found at the following URL:
htip/fwww.cisco.com/en/US/products/ps6120/index.html
The data sheets for the ASA 5500 series can be found at the following URL:

http:/lwww.cisco.com/cnfUSlproducts/ps612{)lmoducts data sheetg list.html

ASA5580

The Cisco ASA 5580-40 Adaptive Security Appliances deliver multi-gigabit security services for large
enterprise, data centre, and service-provider networks in a robust, 4-rack-unit form factor. The ASAS5580
series is offered at two performance levels: the ASA5580-20 with 5 Gbps of real-world firewall
performance, and the high-end ASA5580-40 with 10 Gbps of real-world firewall performance.

The following table lists the features of the ASAS5580 series:
Table 20 ASA5580 Capabilities and Capacities

Feature ASAS5580
Maximum 5 Gbps (real-world
Firewall HTTP), 10 Gbps
Throughput {jumbo frames}
June 15, 2015 AT&T UC Voice SDD
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Maximum VPN

Throughput 1 Ghbps

Concurrent

Sessions 1,000,000

TPSec VPN 10000

Peers
2,10, 25, 50, 100, 250, 2,10, 25, 50, 100, 250,

ool 500, 750, 1000, 2500, 500, 750, 1000, 2500,
5000, and 10,000 5000, and 10000

Security " "

Contexts Up to 50 Up to 50

Tnterfaces 2 Gigabit Ethernet 2 Gigabit Ethernet
management management

Interface Card

Slots 6 6
- 4 Port 10/100/1000, - 4 Port 10/100/1000,
RJ45 RI45

Interface Card - 4 Port Gigabit -4 Port Gigabit

Options Ethernet fiber, SR, LC Ethernet fiber, SR, LC
- 2 Port 10Gigabit - 2 Port 10Gigabit
Ethernet fiber, SR, LC Ethernet fiber, SR, LC

Virtaal

Interfaces 100 100

(VLANs) )

Redundant Supported (second Supported (second

Power power supply optional) power supply optional)

* Separately licensed feature.

The data sheet for the ASA5580 can be found at the following URL:

hgp://www.cisco.comlenfUS/prod/collateral/vpndcvc/psﬁOSE/ps6094/psﬁ120/product data sheet0900aecd

802930¢5.html

ASA 5510

The Cisco ASA 5510 Adaptive Security Appliance delivers advanced security and networking services for
small and medium-sized businesses and enterprise remote/branch offices in an easy-to-deploy, cost-
effective appliance. The Cisco ASA 5510 Adaptive Security Appliance provides high-performance firewall
and VPN services and five integrated 10/100 Fast Ethernet interfaces.

Up to 250 AnyConnect and/or clientless VPN peers can be supported on each Cisco ASA 5510 by
installing an Essential or a Premium AnyConnect VPN license; up to 250 IPsec VPN peers are supported
on the base platform.

Table21 ASA5510 Capabliities and Capacities

Feature Description

VPN Throughput Up to 170 Mbps

e

Concurrent Sessions 50,000; 130,000*

AT&T UC Voice SDD &S
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IPsec VPN Peers

¥
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|
|
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|
|
|

Premium AnyConnect VPN
Peer License Levels**

2,10, 25, 50, 100, or 250 I

L—

Security Contexts i Up to 5"

v

Interfaces*® | 5 Fast Ethernet ports; 2 Gigabit
Ethernet + 3 Fast Ethernet” l

| |
Virtual Interfaces (VLANS) | 50; 100* !

it — i Y e

IPS 4270

Cisco IPS 4200 Series Sensors deliver high-performance intelligent detection with precision response,
extending the diverse Cisco IPS solution from the network edge to the data center for both IPv4 and IPv6
networks.

Cisco IPS 4200 Series Sensors accurately identify, classify, and stop malicious traffic before it affects your
business.

» Cisco IPS technology is engineered to prevents malicious activity, including worms, directed attacks,
distributed denial of service attacks, reconnaissance, and application abuse.

« Built on advanced Cisco security and network intelligence, modular inspection capabilities can detect
and prevent threats to the entire network stack, from applications to Address Resolution Protocol
(ARP). Cisco IPS technology extends this expertise by providing industry-leading protection from
evasion.

» Cisco IPS provides adaptive vulnerability and anomaly detection. Signatures are focused on
vulnerabilities, so your ability to detect threats remains intact, even as exploits change. For emerging
"zero-day" threats, a Cisco IPS sensor learns about your network, detects behavioral anomalies, and
mitigates attacks without a signature update.

« Cisco IPS is the only intrusion prevention systems that use Global Correlation. Global Correlation
harnesses the power of Cisco Security Intelligence Operations, the world's largest threat monitoring
network, to achieve unprecedented threat management efficacy. Global threat information is turned into
actionable intelligence, such as reputation scores, and pushed out to all enabled technologies. Using
Global Correlation, Cisco IPS can stop twice the amount of malicious activity that traditional signature-
only IPS technologies can, and with fewer false positives. With Global Correlation updates every five
minutes, the Cisco IPS can also adjust to changing threat conditions 100 times faster than signature
updates alone.

» Cisco IPS technology and signature services are developed by an extensive global team of Cisco
security experts. These experts conduct ongoing research into emerging threats, inspection methods,
and prevention strategies, in order to continue to deliver up-to-date vulnerability-based signatures and
advanced intrusion prevention capabilities.

Table 22  1PS4270 Capabilitles and Capacilies
Cisco IPS 4270
B
Performance: Media-rich 4 Gbps
June 15, 2015 AT&T UC Voice SDD m
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Performance: Transactional 2 Gbps
Standard menitoring interface Four 10/100/1C00BASE-TX or four 1000BASE-SX

Standard command and control interface 10/100/1000BASE-TX

= Four 10/100/1000BASE-TX
= Two 1000BASE-SX (fiber) (up to 16 total monitoring interfaces)

Optional monitoring interfaces

Redundant power supply Yes
Form factor Four rack units
Height 6.94 in. (17.6 cm)
Width 19 in. (48.3 cm)
Depth 26.5in. (67.3 cm)
Weight 80 1b (36.3 kg)
Rack-mountable Yes
Auto-switching 100 to 240 VAC
Frequency 50 to 60 Hz, single-phase
Operating current 12.0A (100 VAC), 4.9A (200 VAC)
Operating temperature 10 to 35°C (50 to 95°F)
Nonoperating temperature -40 to 70°C

(-104 to 158°F)
Operating relative humidity 10 to 90% (noncondensing)
Nonoperating relative humidity 5 to 95% (noncondensing)
Heat dissipation @ full power 1893 Btu/hr

Secuirty Incident Management

AT&T utilizes IPS 4270 to capture details on inbound packets, IP address source and destination
information. When traffic is determined to not match MAC, IP addresses defined in IPS for valid
customers it is tagged and alert generated by the IPS to the security incident management team for handling
and quarantine. The following process flows demonstrates the security approach.
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Figure 58 Security Incident Management

Two Factor RSA Security ID Token Authentication

AT&T uses an RSA SecureID® token based scheme for two factor authentication. Two factor
authentication uses “something you have” and “something you know” to establish authenticity. For the UC
Voice service, two factor authentications require possession of a token fob as well as knowledge of your
Personal Identification Number (PIN).

AT&T has a separate pool of tokens used for administering security devices for all customers. Use of 2
common token pool simplifies overall token administration. A multiple (two) realm arrangement provides
for separation of UC Voice users, servers and device data from Commercial customers’ data. Employing
cross realm anthentication an administrator can support multiple services with one token fob.

Each realm contains an independent database of the valid userids, PIN + token codes, servers and devices
that are available for two factor anthentications. (Some devices in UC Voices do not support two factor
authentications.) UserIDs are designated as local (authentication performed completely in local realm) or
remote (authentication performed in conjunction with remote home realm). When a remote realm is
engaged, this process is called cross realm authentication.

AT&T’ s commercial service administrators are provisioned in the NBFW realm. AT&T’s UC Voice
service administrators are provisioned in the UC VOICE realm. The respective realms are further divided
into roles to further segregate administrators by specific function.

AT&T has deployed primary and replica servers for both realms. Either the primary or replica of a given
realm is capable of authenticating a user.

Two factor authentications are processed as follows:

1. A potential administrator attempts to log in to a given server or device.

June 15, 2015 AT&T UC Voice SDD
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2. The administrator is prompted for a Passcode, which is a combination of their PIN + Token Code.
3. Upon submission of these credentials, the userID (login) is checked against the UC Voice realm.

4. If the userID is not found in the UC Voice realm, the login request is rejected. If the userID is
provisioned in the UC Voice realm, the PIN and token code values are evaluated by that user’s home realm

for confirmation,

5. If the home reaim produces a negative response for the PIN and token code, the login is rejected. If
denied, the administrator must wait until the token’s display has changed (thirty (30) seconds maximum)
before making another attempt to authenticate. After a positive confirmation, the UC Voice authentication
servers will permit access to the user's desired server or device.

An administrator must allow the token code to update prior to attempting to log in to another system. Note
that a given token code can only be used ence.

Authentication requests are logged. Local realm logging includes userID, server or device name, status
(successfui or failed) as weil as a cross realm indication, it cross realm was attempted. Remote realms log
userlD, status (successful or failed) as well as the fact that a cross realm authentication was atternpted. The
server or device name from the local realm is not available to the remote realm to prevent sharing of local
information.

June 15, 2015 AT&T UC Voice SDD m
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Ports and Protocols

lﬁ_

Media and Signalling Protocols

Some customer requirements for security include utilizing firewalls on premise to further segment the UC
environment. The following signaling and media ports must be opened to ensure proper operation of the
UC Voice services. Other ports may apply for future applications support. Updates will be posted in this
document as new requirements for ports are known.

From/ | Transp Ports
Feature To Protocol - ! Enabled
i Chent 1 Browser, N— R o
Download f / Portal : TCP 80
Applications, /BET’OWSTT ? i
Authentication, ortal | XML /
Directories, Phone / ! HTTP it 8080
Services, etc. CUCM '
e e T e T T = e B |
Provisioning /Portal : HTTPS cp 443
e ol Ao o Sl [ =i m.;.,_._ R meo
Iﬁit:g in | Client / 1 ;[eg;r; : TCP and
£ing Server | 2856
e wsh e e e S
Bounin Name Client / | DNS TCcP 53
Service ; uUDP
Network
[ . | R UDP 5060
Phone / SIP over TCP 5060
Call Control CUCM TLS Y ud
: UDP 5061
il o | T o T T T 16384
32767
. . IP VMS| Secure Cisco
Voice / Media / Phone RTP UDP Ymits 100
i i 24576 to
E i 32767
T TNeiee- T IPVMS, o ! :
Alternative . / Phone ; RTP UDP i} 1584
— —--'““""'"“m--——'—--‘—;--“-'-“--m— T '——'—--z SCCP i: - : -
: : Skinny | 5.
Cisco Signaling | proed Client TCP | 2000
| Control |
! Frotocol : i
- i ! . : iz
. .| Phone / ; : i
Cisco Signaling CUCM | SCCPS | TCP ! 2443
i o ; I
Cisco Trust : Phone / | ‘
Verification CUCM | SCCPS e 2445
]
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== "Heil | 5 Transp, Ports
[ To | Ll | ot ) Enabled
I e S o7 ¢~ I -
' Locall , § Certific
ally ; ate »
Significant Phone /| Authorit | TCP 3804
. CUCM |
Certificates : y Proxy
! Functio
n !
T Phone : o Phone ,_: I 69, then
Firmware and . CUCM TFTP UDP . Epheme
Configuration ! | ral
(1 Y (A T Admin/ T ;
: Voice |
Remote Access Gatewa SSH TCP 22
! ¥s !
UC Ports CUCI-LYNC/MOC and Mobile 8.0
. Ports Used for Outbound Trafﬁc by Cisco Umﬁed Chent Services Framework 1
[ Port Protocol Description
! ‘ . -
i 69 UDP Connects to the Trivial File Transfer Protocol (TFTP) server to
| download the TFTP file.
1 80 TCP Connects to sen_'ices such as Cisco Unified Meeting Place for
HTTP meetings, Cisco Unity or Cisco Unity Connection for voicemail
| features.
143 IMAP Cormects o CI.SCO -iJmty or CISCO Umty Connectlon to retncve
(TCP/TLS) and manage the list of voice messages for the user, and the
I voice messages themselves.
I 389 TCP . Connects to the I:,DAP server for contact searches. [
; - e e O i i
f 443 TCP Connects to services such as Cisco Unified Meeting Place for
{ HTTP meetings, Cisco Unity or Cisco Unity Connection for voicemail
.: § features.
i b e
| 636 l LDAPS Connects to the secure LDAP server for contact
| searches,
¥ 3 s e G —— L L s S TE i AR
: 993 ! IMAP 5' Connects to Cisco Umty or Cisco Umty Connection to
1 i (SSL) i retrieve and manage the list of voice messages for the
3 user, and the voice messages theinselves.
— |
t 2748 1 TCP i Connects to the CTI gateway, which is the CT Manager
i | g component of Cisco Unified Communications Manager,
'L- o N - ': — ———— N e
! 5060 UDP/TCP Provides Sessmn Initiation Protocol (SIP) call signaling.
: ]
o . e B . . : DR ]
i 5061 | TCP ! Prowdcs secure SIP call signaling.
L. i . : . " ]
1 . . ) 5
i 7993 7 IMAP Connects to Cisco Unity Connection to retrieve and
i (TLS) manage the list of secure voice messages for the user,
] and the secure voice messages themselves.
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e e IO PU-C R i . i S
| 8191 TCP Connects to the local port to provide Simple Objec
i Access Protocol (SOAP) web services.
: 8443 TCP, Connects to the Cisco Unified Communications Manager
HTTPS IP Phone (CCMCIP) server to get a list of currently-
assigned devices. In a single sign on (SSO) deployment,
this connects to the Cisco Unified
Communications Manager User Data Service (UDS)
instead of CCMCIP.
In an SSO deployment, an cutbound HTTPS connection
is made to the Open AM server. Typically, port 8443 is
configured on the Open AM server for this connection.
However, the administrator of the Open AM server
might configure the server to use a different port for
HTTPS traffic, for example, 443.
: 16384- UDP Sends RTP media streams for audio and video.
32766
Monitoring and Management Ports (Vizgems and Solar Winds)
[ . ' [ Transp Ports
| 5
| Feature i From / To | Protocot . o Eoabled
gg;’:lo - Browser /Portal | HTTP | TCP 80
N S -5 S 1| Mt e R TR +, S —— S e |
Applications, N / Portal : !
Authentication, EONSCHIND ! XML/ ¢ ;
Directories, i } HTTP | TCP 8080
Services, etc. i :
= S I S S e — i —
SNMP : !
Netpork | SolarWinds/HCS .‘ UDP | 161
Monitoring : ! General Messages :
U U LA SUN . IR
i i SNMP i :
i | SolarWinds/HCS | ' UDP 162
Monitoring i Traps |
RIS S N —_— i e e i s
Phone | i ! 69, then
Firmwareand | Phone/CUCM i TFTIP i UDP | E ‘hemeral
Configuration 1 i ! i P
Remote Access | Admin/Voice | SSH | TCP 2
¢ Gateways '
i ; 1 :
i !
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Data center requirements

— _—— — F.

CUCM requirements

WAN Considerations

For clustering over the WAN to be successful, you must carefully plan, design, and implement vatious
characteristics of the WAN itself. The Intra-Cluster Communication Signaling (ICCS) between

Unified CM servers consists of many traffic types. The ICCS traffic types are classified as either priority or
best-effort. Priority ICCS traffic is marked with IP Precedence 3 (DSCP 24 or PHB CS3). Best-effort ICCS
traffic is marked with IP Precedence 0 (DSCP 0 or PHB BE). The various types of ICCS traffic are
described in Inira-Cluster Communications, which also provides further guidelines for provisioning. The
following design guidelines apply to the indicated WAN characteristics:

« Delay

The maximum one-way delay between any two Unified CM servers should not exceed 40 msec, or

80 msec round-trip time. Measuring the delay is covered in Delay Testing. Propagation delay between two
sites introduces 6 microseconds per kilometer without any other network delays being considered. This
equates to a theoretical maximum distance of approximately 3000 km for 20 ms delay or approximately
1860 miles. These distances are provided only as relative guidelines and in reality will be shorter due to
other delay incurred within the network.

*  Jitter

Jitter is the varying delay that packets incur through the network due to processing, queue, buffer,
congestion, or path variation delay. Jitter for the IP Precedence 3 ICCS traffic must be minimized using
Quality of Service (QoS) features.

*  Packet loss and errors

The network should be engineered to provide sufficient prioritized bandwidth for all ICCS traffic,
especially the priority ICCS traffic. Standard QoS mechanisms must be implemented to avoid congestion
and packet loss. If packets are lost due to line errors or other "real world" conditions, the ICCS packet will
be retransmitted because it uses the TCP protocol for reliable transmission. The retransmission might result
in a call being delayed during setup, disconnect (teardown), or other supplementary services during the
call. Some packet loss conditions could result in a lost call, but this scenario should be no more likely than
errors occurring on & T1 or E1, which affect calls via a trunk to the PSTN/ISDN.

= Bandwidth

Provision the correct amount of bandwidth between each server for the expected call volume, type of
devices, and number of devices. This bandwidth is in addition to any other bandwidth for other
applications sharing the network, including voice and video traffic between the sites. The bandwidth
provisioned must have QoS enabled to provide the prioritization and scheduling for the different classes of
traffic. The general rule of thumb for bandwidth is to over-provision and under-subscribe.

*  Quality of Service

The network infrastructure relies on QoS engineering Lo provide consistent and predictable end-to-end
levels of service for traffic. Neither QoS nor bandwidth alone is the solution; rather, QoS-enabled
bandwidth must be engineercd into the network infrastructure.
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Intra-Cluster Communications

In general, intra-cluster communications means all traffic between servers. There is also a real-time
protocol called Intra-Cluster Communication Signaling (ICCS), which provides the communications with
the Cisco CallManager Service process that is at the heart of the call processing in each server or node
within the cluster.

The intra-cluster traffic between the servers consists of the following:

«  Database traffic from the IBM Informix Dynamic Server (IDS) database that provides the main
configuration information. The IDS traffic may be re-prioritized in line with Cisco QoS recommendations
to a higher priority data service (for example, IP Precedence 1 if required by the particular business needs).
An example of this is extensive use of Extension Mobility, which relies on IDS database configuration.

+  Firewall management traffic, which is used to authenticate the subscribers to the publisher to access
the publisher's database. The management traffic flows between all servers in a cluster. The management
traffic may be prioritized in line with Cisco QoS recommendations to a higher priority data service (for
example, IP Precedence 1 if required by the particular business needs).

o ICCS real-time traffic, which consists of signaling, call admission control, and other information
regarding calls as they are initiated and completed. ICCS uses a Transmission Control Protocol (TCP)
connection between all servers that have the Cisco CallManager Service enabled. The connections are a
full mesh between these servers. Because only eight servers may have the Cisco CallManager Service
enabled in a cluster, there may be up to seven connections on each server. This traffic is priority ICCS
traffic and is marked dependant on release and service parameter configuration.

¢ CTI Manager real-time traffic is used for CTI devices involved in calls or for controlling or monitoring
otber third-party devices on the Unified CM servers. This traffic is marked as priority ICCS traffic and
exists between the Unified CM server with the CTI Manager and the Unified CM server with the CTI
device.

For Unified CM 6.1 and later releases, a minimum of 1.544 Mbps (T1) bandwidth is required for Intra-
Cluster Communication Signaling (ICCS) for 10,000 busy hour call attempts (BHCA) between sites that
are clustered over the WAN. This is a minimum bandwidth requirement for call control traffic, and it
applies to deployments where directory numbers are not shared between sites that are clustered over the
WAN,

This call control traffic is classified as priority traffic. Priority ICCS traffic is marked with IP Precedence 3
(DSCP 24 or PHB CS3).

In addition to the bandwidth required for Intra-Cluster Communication Signaling (ICCS) traffic, a
minimem of 1,544 Mbps (T1) bandwidth is required for database and other inter-server traffic for every
subscriber server remote to the publisber in Unified CM 6.1 and later releases.

Unity connection requirements

Cisco Unity Connection supports active/active clustering for redundancy and can be deployed over the
WAN. The active/active or "high availability" configuration provides both high availability and

June 15, 2015 AT&T UC Voice SDD
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redundancy. Both servers in the active/active pair run the Cisco Unity Connection application to accept
calls as well as HTTP and IMAP requests from clients, Each of the servers from the cluster can be
deployed over the WAN at different sites following required design consideration.

The following requirements apply to deployments of Cisco Unity Connection servers over different sites:
*  Maximum of 150 ms RTT between an active/active pair at different sites.

*  Minimum of 7 Mbps bandwidth is required for every 50 ports. (For example, 250 ports require
35 Mbps.)

USM requirements

During normal operation, the USM DR cluster database is synchronised with the primary cluster, and only
rows which change are copied between the clusters. Therefore real time provisioning bandwidth
requirements are low. However, there may be instances where the whole database is copied between the
primary and DR cluster. This is commonly encountered during system maintenance or upgrade.

The database size for a 50k user deployment is likely to reach the size of 10Gbytes. It must be possible to
transfer this between the datacentres in an acceptable time. To achieve this copy in one hour will require a
bandwidth of approximately 23Mbps. To achieve this copy in three hours will require a bandwidth of
approximately 7.5Mbps.

Provisioning bandwidth between USM and the network components must be considered. The primary
component that USM configures is the CUCM. It is common practice to locate the CUCM publisher in a
primary data center which also houses the USM. Therefore no WAN bandwidth is normally needed
between USM and CUCM. In the case of AT&T, the CUCM publisher may be located in any of the four
data centers while the USM will be centrally located in the Watertown data center. Bandwidth between the
data centers must be adequate to allow USM to configure a CUCM publisher located in a remote data
center.

Network VLAN and Subnets
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Glossary
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Please refer to the CCO Internetworking Terms and Acronyms Guide at
http://docwiki.cisco.com/wiki/Category:Internetworking Terms and Acronyms %28ITA%29

for additional terms.

Acronym
AAA
ACL
ACE
AMS
AS
ASN
ATM
AOQTS
AVMS
AVPN
BD
BGP
C&A
C&C
CBB
CCB
CM
CMP
CO
COBC
Ccp
CPE
CSP-IdM
DA
DB
DDoS
DHS
DMZ
DNI
DNS
DOP

Description

Authorization, Authentication, Accounting
Access Control List

Application Control Engine (Cisco)
AT&T Mobile Security
Autonomous System
Autonomous System Number
Asynchronous Transfer Mode
AT&T One Ticketing System
Anti-Virus Management System
AT&T Virtual Private Network
AT&T BusinessDirect®

Border Gateway Protocol
Certification and Accreditation
Command and Control

AT&T Commen Backbone
Conﬁgﬁration Control Board
Configuration Management
Configuration Management Plan
Central Office

Code of Business Conduct
Contingency Plan

Customer Premises Equipment
Commeon Security Platform — Identity Management
Data Acquisition

Database

Distributed Denial of Service
Department of Homeland Security
Demilitarized Zone

Director, National Intelligence
Domain Name System

Drop Off Point
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Aeronym
EPVC
ESM
EVM
EVPN

ICMP
DS
IGP
iNG

IPeATM
IPeFR
1PS

ISA

ISP

JBOD
KVM
LAN
LBMP
LLT

LUN

MiS
MOU
MPLS
MSS-0PS
UC VOICE
NAT

Description

Enterprise Permanent Virtual Circuit
Enterprise Security Manager
Enterprise Vulnerabilify Management
Enhanced Virtual Private Network
Field Service Equipment

Fiie Transfer Protocol

Group Atomic Broadcast
Government Furnished Equipment
Gigabit Ethernet

Global Response Loop

Host Bus Adapter

Hypertext Transfer Protocol
Hypertext Transfer Protocol over Secure Socket Layer
Information Assurance

In Accordance With

Internet Control Message Protocol
Intrusion Detection System

Interior Gateway Protocol
Intrepid-Next Generation

Internet Protocol

AT&TIP Enabled ATM

AT&T IP Enabled Frame Relay
Intrusion Prevention System

Incident Response Plan
Interconnection Security Agreement
Internet Service Provider

Just a Bunch Of Disks

Keyboard, Video, Mouse

Local Area Network

LinMin Bare Metal Provisioning
Low Latency Transport

Logical Unit Number

Managed Internet Services
Memorandum of Understanding
Multiprotocol Label Switching
Managed Security Services - Operations
Unified Connection Voice over IP Service
Network Address Translation
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Acronym
NBFW
NOC
0AM
OCA&M
OSPF
PAG
PAT

SCI
SCN
SATP
SCP
SDD
SED
WATERTOWN
SMTP
SNRC
50C
SOC
S0C
SSL
SSP

Description
Network Based Firewall
Network Operations Center
zone that supports OA&M functions
Operations, Administration and Management
Open Shortest Path First
Parser Aggregator
Port Address Translation
Provider Edge
Personal Identification Number
AT&T Private Network Transport
Permanent Virtual Circuit
Quarantine Manager
Remote Authentication Dial In User Service
Redundant Array of Independent Disks
Routing Information Protocol
Rules of Behavior
Remote Procedure Call
Rapid Response Loop
Storage Array Network
Watertown sitive Compartmented Information
Shared Component Node
Security Awareness and Training Plan
Secure Copy
System Design Document
Service Enabling Device
Security Enforcement Nodes
Simple Mail Transfer Protocol
Service Node Routing Complex
Security Operations Analysis Center
Security Operations Center
Security Operations Management Center
Secure Socket Layer
System Security Plan
Terabyte
Transmission Control Protocol
Trivial File Transfer Protocol
Trusted Internet Connection

Trusted Internet Connection Access Provider
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Acronym
T™MS
UDP
UGN
US-CERT
URL

VCS

VIP

Description

Threat Management Solution
User Datagram Protocol
AT&T Corporate Network

United States Computer Emergency Readiness Team

Uniform Resource Locater
VERITAS Clustering System
Virtual Internet Protocol address
Virtual Local Ared Network

Virtual Private Gateway

Virtual Private Network

Virtual Route Forwarding

Virtual Router Redundancy Protocol
United States Department of Agriculture
VERITAS File System

Wide Area Network

Windows Domain Controller
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further understand that that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

ATT Corp.
Company

(Crabeth Spradiin

/" Authorized Signature

11/27/18
Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.



STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

CONSTRUCTION CONTRACTS: Under W. Va. Code § 5-22-1(i), the contracling public entity shall not award a
construction contract to any bidder that is known to be in defauit on any monetary obligation owed to the state or a
palitical subdivision of the state, including, but not limited to, obligations related to payroll taxes, property taxes, sales and
use taxes, fire service fees, or other fines or fees.

ALL CONTRACTS: Under W. Va. Code §5A-3-10a, no contract or renewal of any contract may be awarded by the state
or any of its political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or a related
party to the vendor or prospective vendor is a debtor and: (1) the debt owed is an amount grester than cne thousand
dollars in the aggregate; or (2) the debtor is in employer default.

EXCEPTION: The prohibition listed above does not apply where a vendor has contested any tax administered pursuant to chapter
eleven of the W, Va. Coda, workers' compensation premium, permit fee or environmental fee or assessment and the matter has
not become final or where the vendor has entered into a payment plan or agreement and the vendor is not in default of any of the
provisions of such plan or agreement.

DEFINITIONS:

“Debt” means any assessment, premium, penalty, fine, tax or other amount of maney awad to the state or any of its poiitical
subdivisions because of a judgment, fine, permit violation, license assessment, defauited woriers' compensation premium, penally
or other assessment presently delinquent or due and required to be paid to the state or any of its political subdivisions, including
any interest or additional penalties accrusd thareon.

“Employer default” means having an outstanding balance or liability to the old fund or to the uninsured employers' fund or being
in policy default, as defined in W. Va Code § 23-2¢-2, failure to maintain mandatory workers' compensation coverage, or failure to
fully meet its obligations as a workers' compensation self-insured employer. An employer is not in employer default if it has entered
into a repayment agresment with the Insurance Commissioner and remains in compiiance with the obligations under the

repayment agreement.

“Related party” means a party, whether an individual. corporation, partnership, association, hmited liability company or any other
form or business association ar other entity whatsoever, related to any vendor by blood. marriage, ownership or contract through
which the party has a relationship of ownership or other interest with the vendor so that the party will actually or by effect receive or
control a portion of the benefit, profit or other consideration from perfarmance of a vendor contract with the parly receiving an
amount that meets or exceed five percent of the total contract amount.

AFFIRMATION: By signing this form, the vendor's authorized signer affirms and acknowledges under ponalty of
law for false swearing (W. Va. Code §61-5-3) that: (1) for construction contracts, the vendor is not in default on
any monetary obligation owed to the state or a political subdivision of the state, and (2) for all other contracts,
that neither vendor nor any related party owe a debt as defined above and that neither vendor nor any related
party are in employer default as defined above, unless the debt or employer default is permitted under the
exception above.

WITNESS THE FOLLOWING SIGNATURE:
Vendor's Name: B¥ian Troup, VP - SLED East

Authorized Signature: £F Date; 11/26/2018

State of /f £\mb

County of RPeflgs , to-wit:

Taken, subscribed, and swom to before me this./;; day of /' [ ¢ ;«"ﬁ:?lﬁg e , 2078

My Commission expires ([, -~ /') ,20.4.

AFFIX SEAL HERE NOTARY PUBLIC 1., il i b

SRR o‘{{% Notery Public, State of Texas
'-5,3;?" Comm. Expires 08-12.2021
W™ Notary ID 126925826




Multiple Unified Communications Delivery Options

Customer Premise

= AT&T Consulting Systems
Integration, Strategy,
Program Management,
Transformation and
Technical Design Services

= AT&T SIP Trunk Service

* Deployment & Support
from AT&T Field Services

* Built Specific for Customer
¢ Customer Data Center

=
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Collaboration Tools Voice Services
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Dedicated Hosted

* ATET provides core servers

= ATET provides UC
applications

* Single Tenant in AT&T
provided data centers with
AT&T providing servers and
core LAN, Firewall

= Full Voice Capabilities
including Integration

* Day 2 support services

* AT&T Consulting
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= AT&T
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Collaboration Tools Voice Services
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UC as a Service

» UC as a Service {Opex
Model

* Monthiy Recurring UC
Profiles

= Day 2 Support

* SBA/SBU Suppori

* Design and
Implementation support

¢ Cloud Contact Center (Al)

* Integrated SOWAN Option
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Skype/Teams as a

Service

Microsoft Direct Route

AT&T provides CCE and
SBC from AT&T data
center

Utilize existing TDM or SIP
trunk with via CCE and
gateway

Integrate and extend

existing telephone

numbers to Microsoft

cloud or 0365 T

ST ey F
# Video

i _n“ -
-

Collaboration Tools Voice Services
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AT&T Integrated Communications Approach

Network Access
MPLS/internet
Mobile Wireless
SD-WAN

«PSTN Access
SiP Trunk
IP Audio Conferencing

IM & Presence

Third Party SIP Support
Audio, Web & Video N ——
S0 |
Conferencing u ' i | .
pr— - " : -, . | KN - ™)
Application Integration p — AT&Y : Legacy PBY integration
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AT&T UC as a Se

rvice Topology

Key benefits

- Price per user profile MRC

- Voice, Video, Web
Conferencing and content
sharing support

— Centralized SBC for SIP
trunk Support

— PBX Integration (Avaya,
Cisco}

— 7X24X365 Support

— Geo-Redundant Options
— Managed Gateways

~ IP Phone management

— Multiple network access
options

- Cloud Caontact Center
Options and Al

SACA

Global SIP PSTN
Access

Audio

Local PSTN
connectivity
uc

o

AT&T UC Nodes A >
Voice VM/UM  Video IM&P Conferencing Contact Cntr SBC
L 1 = 1 E ] E=—] ©C 1 G 1 C ]
| E——1 i | 1 E ] —=1 i 1|
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l_ Interoffice voice h
ﬁ Corporate office Local Gateway, Branch
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Client /IP Phone
Communications

Cllent/IP Phone
Communications
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AT&T Global Reach Approach
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lobal SIP and core SBC for PSTN Access
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AT&T UC Profile Options

Monthly UC Part Charge Includes { End Lisar Literise, MACD Support, Core Hardware: Seftware uparades Monitoning and

managemesnt Suopo il

UC Enhanced High level Feature Overview
* Presencef/M Client for mobile, PC and Tablet

UC Enhanced Profile B —
i + Client for PC, MAC, IPad
i LJ « Single Number Reach
l iii = * Fixed Mobile Convergence (Call Grabber)
e * Voicemail

« Provides audio, web , multi-party video conferencing + content sharing

UC Standard Profile UC Standard High teve! Feature Overview
« Presence/IM Chient for mobile, PC and Tablet
« 1P Phone Suppart
ﬂ « Single Number Reach
'I . m * Fixed Mobhile Convergence
Iii * Voice Mail
. * Video Point to Point Call

UC Basic Profile UC Basic High Level Feature Overview
* IP Phone Support
J * Single Number Reach
« Fixed Mobile Convergence

| |
a’i * Yoice Mail
&

e

UC Essential Profile UC Essential High Level Feature Overview
= JP Phone and analog device support

* Common area phone features basic internal calling
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