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MAHANTECH SBA

acceigratp business excellence 8ia) Certified

Mr. Michael Goff

Acting Director

West Virginia Board of Pharmacy
2310 Kanawha Boulevard East
Charleston, WV 25311

C/o

Melissa Pettrey,

Buyer

Department of Administration,
Purchasing Division,

2019 Washington Street East,
Charleston, WV 25305

Dear Mr. Goff,

Re: Mahantech’s response to the State of West Virginia and the West Virginia Board of
Pharmacy RFQ: CRFQ $913 PHB1800000001 for a Prescription Monitoring Program.

Background

Mahantech Corporation is pleased to submit this proposal in response to the Request for Quotation
CRFQ 0913 PHB1800000001 for a Prescription Monitoring Program. We have thoroughly
reviewed your request and have prepared a submission that meets or exceeds all requirements for
this invaluable and critical tool for Physicians, Pharmacists, Law Enforcement and State
Agencies.

Mahantech is proud of the long-term relationship we have built with the Board of Pharmacy.
Over the last thirteen years, we have been privileged to demonstrate our commitment to the goals
and mission of the Board of Pharmacy in the task of reducing drug abuse and diversion. Qur
propasal will speak to our strong Prescription Monitoring experience and our ability to adapt and
to react to critical changes with minimum response time. We are committed to meeting or
exceeding your needs and expectations every day.

While both the Board and yourself are very familiar with our company, we would take a moment
remind you of our journey together. Mahantech Corporation is an SBA recognized Smgil
Mirority Owned Business that has been based in Charleston, West Virginia since 1998. In 2003,
the company became an early entrant in the speciaity area of Controlled Substance Prescription Data
Management and Pseudo Ephedrine product reporting with its product RxDataTrack. We initially
worked with the Board of Pharmacy to migrate early datasets from Microsoft Access to Microsoft

e e —————————————
Page 11

Mahantech Corporation



REQUEST FOR QUOTATION
[Prescription Monitoring Seftware]

SQL databases. We then introduced the first of many generations of RxDataTrack, our PMP
(Prescription Monitoring Program) software. RxDataTrack is an electronic database and reporting tool
which collects designated data on controlled substances dispensed both within the State of West
Virginia or controlled substances provided by pharmacies in other states to West Virginia residents.
This product was designed using programming methodologies that allow the utmost flexibility to
make rapid changes to meet the changing needs of the client agencies.

As a tool to address prescription drug abuse, addiction and diversion, RxDataTrack serves supports
muitiple capabilities including:

1. To provide data to counteract the CDC key identifier of prescriber and dispenser shopping as
an indicator of prescription drug misuse/abuse.

2. To support access to legitimate medical use of controlled substances.

3. To identify and deter or prevent drug abuse and diversion.

4. To facilitate and encourage the identification, intervention with and treatment of persons

addicted to prescription drugs.

To inform public health initiatives through outlining of use and abuse trends.

6. To educate individuals about PDMPs and the use, abuse and diversion of and addiction to

prescription drugs.

bt

Our system is designed to operate in near real-time allowing for better decision making by Prescribers
and Dispensers and more efficient use in drug diversion intervention efforts. CSAPP/RxDataTrack
gives instant access to data for individuals who are authorized under state law to receive the
information for purposes of their profession.

Opioid Abuse and Preveniion

We recognize that the challenges faced by the Board of Pharmacy in participating in the mission to
combat Opioid addiction, abuse and the resulting diversion of controlled substances can only be met
by the sharing and coordination of useable data. Reliance solely on coniroiled prescription dispensing
data is no longer sufficient. It now requires a multi-faceted approach on a more global perspective to
include Wholesale Supplier data, anti-opioids distribution, overdose statistics and much more.
Mahantech Corporation will work closely with the WVBOP to assist in tracking and integrating these
differing data sources into meaningful tools.

Data Center
Under the new PMP hosting model for the Board of Pharmacy, we shall move the existing nineteen
operational databases {with their corresponding 15,000+ datasets) that comprise CSAPP/RxDataTrack
from the current state data center to our secure hosting facility in a designated data center where it will
be managed by Mahantech Corporation.

We intend to relocate our Corporate Data Center IT support services in a collocation environment
with our partner Alpha Technologies LLC. Alpha Technroiogies is a West Virginia Service Disabled
Veteran Owned Small Business located in South Charleston. This data center is the only HIPAA
certified data center in West Virginia and already supports a number of West Virginia corporate and
state entities including regional hospitals plus large national contracts. This center provides full
hosting services that will meet or exceed the requirements of this contract:

Mahantech Corporation Page 12
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80,000 sq ft data center
Redundant commercial power feeds supplied by four diverse power supplies,
Backup up power including diverse battery systems and multiple megawatt generators
Cooling is provided by 3 diverse chillers
Internet connectivity will be provided by multiple providers via a load balanced connection.
So, if one provider has an issue, the service itself will remain unchanged as the other providers
will assume the load and keep the connection up and working.
© Multiple telecommunication service providers with diverse paths into DC1

Separate fire detection zones coupled with Halon fire suppression and dry-pipe water system
e The only data center in West Virginia with the following certifications/accreditations:

o o o o o

HIPAA- HiTech PCI -DSS
SSAE16 SOC 12
IS0O27601 FISMA
LEED certification pending

The fiber optic connection hetween the Data Center and the State Capito! should al
Pharmacy to connect via high speed connections.
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Transition Plan
Mahantech Corporation, with its product CSAPP/RxDataTrack, offers the West Virginia Board of
Pharmacy and the state of West Virginia a Low To Ne Risk transition to a new contract.

The challenge:

o

The RFQ requires that after notice to proceed, the Agency will not formally accept the System
until operational without failure for thirty consecutive days.

During that thirly days the data is dynamic and constantly changing. Even “historic” data is
changing with updates, changes and additions.

Every thirty days, the system (CSAPP/RxDataTrack) receives and processes 500,000+ new
pieces of data.

This data is then delivered back to the 250,000 report requests that the system receives and
processes during those same 30 days.

More than 350 active sSFTP accounts are being used by both chain pharmacies and individually
owned stores to subimnit data electronically to an IP address or io sSFTP server domain address.
All data submitters will be required to make changes to their hardware and programming
changes to software to meet the new contract requirements in order to submit to a new I[P
address or a new website address.

Our solution to this challenge:

Should Mahantech Corporation be selected and given the notice to proceed under this RFQ:

Operate paraliel systems during the 30 to 90-day pre-approval testing prior to formal
acceptance. We will treat our data center as an additional data back-up center so as to maintain
the integrity of the production databases. It is a straight forward process to transition the users
and data to cur data center since there is 110 data conversion or data re-structuring for the 19
databases and the 15,000+ datasets in the current system or 50 million active records currently
in production.

During the critical change over period from post-acceptance to operational, assist the Board of
Pharmacy as it coordinates the use of a new name with its constituents/ users to informs all
Pharmacies, Dispensing Prescribers and reporting entities that data needs to be re-directed to a
new domain name/website of the data center.

Move all operational and communication email accounts from .gov to the new domain
Mahantech Corporation stands ready to standup the system and databases under this contract
in the data center. Upon notice to proceed, we can run in parallel for 30 days and then
commence on January 1, 2018 (this assumes a start date based upon our existing contract).
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As residents of the State of West Virginia, we at Mahantech Corporation have a vested interest in the
ongoing campaign to counteract opioid abuse in the State. Mahantech Corporation will provide a WV
PMP system that meets or exceeds all of the stated requirements. Mahantech acknowledges the Bid
Bond and will provide same upon notice of award.

We appreciate the opportunity to continue to serve the West Virginia Board of Pharmacy.

If you have any questions or require further information, please do not hesitate to contact us at 304

610 3720 or email to carjuna@mahantech.com

Sincerely,

Chave—s K1

Channa Arjuna
President
Mahantech Corporation

e YW e v
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P ICAT

1. PURPOSE AND SCOPE: The West Virginia Purchasing Division is soliciting bids on
behalf of the West Virginia Board of Pharmacy (WVBOP) to establish a one-time contract
for a Prescription Menitoring Program.

All of the data in the database shall belong to WVBOP

2. DEFINITIONS: The terms listed below shall have the meanings assigned to them below.
Additional definitions can be found in Section 2 of the General Terms and Conditions.

2.1 "Contract Services" means Use and Support for Prescription Monitoring Software
as more fully described in these specifications.

2.2 "Pricing Page" means the pages, contained wvOASIS or attached hereto as Exhibit
A, upon which Vendor should list its proposed price for the Contract Services.

2.3 "Solicitation" means the official notice of an opportunity to supply the State with
goods or services that is published by the Purchasing Division.

2.4 "DEA" means Drug Enforcement Administration

2.5 "NDC" means National Drug Code

2.6 "NPI" means National Provider Identifier

2.7 "PMP" means Prescription Monitoring Program

2.8 "PMPI" means Prescription Monitoring Program Interconnect

2.9 "Schedule IT, III and IV Controlled Substances" means drugs, substances or
immediate precursors listed in the Chapter 60A WV Controlled Substances Act

2.10 ASAP" means American Society for Automation in Pharmacy

2.11 CSAPP/RxDataTrack (Controlled Substance Automated Prescription Program/RxDataTrack)

means the Prescription Monitoring Program and the system software.

2o o
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3. QUALIFICATIONS: Vendor, or Vendor's staff if requirements are inherently
limited to individuals rather than corporate entities, must meet the following
minimum qualifications:

3.1 The Vendor must be currently providing and managing a comprehensive,
large-scale prescription monitoring program for at least one state PMP, continuously
for the three-year period immediately prior to the date of this Solicitation.

Prior to the date of this Solicitation, Mahantech Corporation has
provided a comprehensive large-scale prescription monitoring program
for the state of West Virginia continuously for a period of twelve years.
The program name is CSAPP (Controlled Substance Automated
Prescription Program and the software is RxDataTrack).

3.2 The Vendor shall have a current comnection to the multi-staie PMP data
sharing hub PMP Interconnect.

Mahantech Corporation, as part of its pmp/software product
CSAPP/RxDataTrack, maintains a copy of PMPi Interconnect v4 providing
a current connection to the multi-state PMP data sharing hub PMP
Interconnect.

3.3  The Vendor shall have the ability to perform multi-state PMP data query and
retrieval, to include at least the states of Virginia, Ohio, Kentucky, Maryland,
Pennsylvania, Connecticut, Indiana, Arizona, Nevada, Kansas, Massachusetts, New
York, Colorado, South Carolina, Rhode Island, North Dakota, Minnesota and New
Mexico.

Mahantech Corporation’s with the CSAPP/RxDataTrack solution currently
has the ability to perform multi-state PMP data query and retrieval, to
include the states of Virginia, Ohio, Kentucky, Maryland, Pennsylvania,
Connecticut, Indiana, Arizona, Nevada, Kansas, Massachusetts, New York,
Colorade, South Carolina, Rhode Island, North Dakota, Minnesota, New
Mexico, Tennessee, District of Columbia, Arkansas and New Jersey

4. DELEIVERABLES: The Vendor meeting all of the above qualifications will provide

a WV PMP system that provides all of the stated requirements.

Mahantech will meet all of the above qualifications and will provide 2 WV PMP

system that provides all of the stated requirements.

Mahantech Corporation
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5. MANDATORY REQUIREMENTS

5.1 Mandatory Contract Services Requirements and Deliverables: Contract Services
must meet or exceed the mandatory requirements listed below.

5.1.1 PRESCRIPTION MONITORING SOFTWARE AND SERVICES
GENERAL

5.1.1.1 The system must be web-based (no dedicated client-side component) with
graphical Internet interfaces for all users and browser agnostic to include standard
browsers.

CSAPP/RxDataTrack is web-based (no dedicated client-side component) with
graphical Internet interfaces for all users and browser agnostic to include all
standard browsers.

5.1.1.2 The system must provide database management, including hosting of the
database, collection and loading of data and providing access for authorized users.

CSAPP/RxDataTrack will provide database management, including hosting of the
database in a data center, collection and loading of data and provide access for
authorized users. The data center is located in Charleston, WV.

5.1.1.3 The system website must include a home page, which is branded with WVBOP
information, and can be modified by WVBOP staff.

CSAFPP/RxDataTrack website will provide a homepage, in consultation with the
West Virginia Board of Pharmacy, branded with their information with the
capability for their staff to update and modify elements of the page with changing
relevant information.

5114 The system must not use Pop-up windows to communicate messages.

CSAPP/RxDataTrack does/will not use Pop-up windows to communicate
information or messages.

5.1.1.5 The system must be able to autofill and auto-populate NDC and DEA
related data.

Mahantech Corporation
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CSAPP/RxDataTrack is able to auto-fill and auto-populate NDC and DEA related
data,

5.1.1.6 The system must ensure name fields are in proper case (upper/lower).
CSAPP/RxDataTrack does ensure name fields are in proper upper/lower case.

5.1.1.7 Provide comprehensive user's manuals, documenting all database structure,
relationships between tables and database dictionary. Include instructions for all
administrative functions (e.g. user management, password management, role/profile
management, etc.).

Mahantech shall provide comiprehensive user's manuals, documenting database
structure, relationships between tables and database dictionary. Manual includes
instructions for all administrative functions (e.g. user management, password
management, role/profile maragement, ete.).

5.1.1.8 The system must permit administrator to assign user level permissions.

CSAPP/RxDataTrack permits administrators to assign user level permissions. Aif
users are assigned Board of Pharmacy pre-defined roles per their job title or user account
type. These roles can be added or deleted at the discretion of the WVBOP administrator.

5.1.1.9 The system must permit administrators to create their own ad-hoc reports,
to include ability to map and graph data based on any fields within data sets.

CSAPP/RxDataTrack shall permit administrators to create their own ad-hoc
reports, to include the capability to map and graph data based on any fields within
data sets.

5.1.1.10 The system must have online registration for users, with capabilities to upload
related document(s.)

CSAPP/RxDataTrack has online registradion for users. At the conclusion of the
registration process, users will have the option to choose the method of supporting
documentation submission to include the capability to upload related documents.

%

Mahantech Corporation Page 19



Doty reok
CSAPP
West Virginia Board of Pharmacy Prescription Monitoring Program NI
CRFQ 0913 PHB 1800000002

5.1.1.11 The system must have capabilities to utilize data from DEA for license
verifications.

CSAPP/RxDataTrack has the capability to utilize data from DEA for license
verifications.

5.1.1.12 The system must provide support and maintenance for all PMP user accounts,
CSAPP/RxDatzTrack provides support and maintenance for all PMP user accounts.

5.1.1.13 The system must provide support and maintenance of connections to the
PMPi interstate data sharing hub, including adding new states as needed and maintaining
any PMPi version updates/modifications.

CSAPP/RxDataTrack supports and maintains connections to the PMPi interstate
data sharing hub, including the addition of new states as available, approved by
WVBOP and needed. We also maintain PMPi version updates/modifications.

5.1.1.14 Must have capabilities to interface with data from WVBOP license
registrations and other licensing boards (license + crifications).

We will make our best effort to interface with data from WVBOP license
registrations and other licensing boards (license verifications) as required. To
achieve these interfaces requires receiving more detailed information regarding: 1.
Details of the function, interface and data structure of the selected WVBOP license
registration product after the award of solicitation PHB1800000001 (which was in
the procurement process for the Board of Pharmacy. 2. additional detail of the
license systems of the other Boards (not detailed in this RFQ). Once we have
received details such as functionality, interface and data structure, we can better
determine level of effort to meet this requirement.

USER ACCOUNTS

3.1.1.15 Each user account must have a unique user id/password combination.

Each user account has a unique user id/password combination created
upon account set-up. Password resets are required each 90 days.
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5.1.1.16 Email verification must be performed during registration,

Email verification is performed during registration.
3.1.1.17 Security questions must be selected from a list by users.
Security questions are selected from a pre-determined list by users.

5.1.1.18 Passwords must expire on scheduled intervals.

Passwords expire on 90 day scheduled intervals. This schedule is set but can be
changed at the request of WYBOP.

5.1.1.19 Change password opportunity for users to change their password at each logon

Change password opportunity is available for users to change their password at
each logon.

5.1.1.20 Automatic expiration of password with prior warning,

The system has an automatic expiration of password with prior warning. A notice
appears with a countdown upon login,

3.1.1.21 Notification of password expiration ahead of time with number of days password is
still valid.

A notification of password expiration is displayed with number of days until
password expires and is displayed upon User login.

5.1,1.22 Self-service password reset for users who successfully answer pre- set security questions
or ¢mail a link to reset password.

Self-service password reset is available for users who successfully answer pre- set
security questions or to an email sent to a link to reset password is available.

AT
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5.1.1.23 System lockout after three failed login attempts. Locking account with email

notification for reporting and unlocking ability.
The system currently locks out after three failed login attempts. Notification is made

via email for reporting and unlocking. WVBOP can also review all locked accounts
via a dashboard report at any time to view reason for lock-outs,

5.1.1.24 Track, record and timeout illegal attempts at system access.

CSAPP/RxDataTrack tracks, records and times out illegal attempts at system access.
A full audit trail is recorded and saved.

5.1.1.25 User access is controlled by the role assigned to the user.

User roles are assigned per pre-determined roles assigned by WVBOP. User access is
controlled by the role(s) assigned to the user.

5.1.1.26 Users are able to save and print a confirmation, that indicates that they have
an active CSMP account, the current date, the date created and specific user information.

Users are able to save and print a confirmaiion certificate to demonstrate that they
have an active CSMP account. This certificate details Name, DEA number, License
Number, Date of Enrolment with CSAPP/RxDataTrack, Account Active/Non-
Active, Issue Date of certificate.

SECURITY TO INCLUDE THE FOLLOWING:

5.1.1.27 Vendor must ensure all network traffic is encrypted using SSL or stronger.

All network traffic is currently encrypted using SSL.

5.1.1.28 The system must not use proprietary encryption techniques.

CSAPP/RxDataTrack does not use proprietary encryption techniques.

Mahantech Corporation Page 22
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5.1.1.29 The standard for exchange of data within the system must be a secure

hypertext transport protocol or https.

The standard for exchange of data within CSAPP/RxDataTrack is a secure
hypertext transport protocol or https.
5.1.1.30 Must Identify and log attempted illegal access at place of occurrence and at

system level,

CSAPP/RxDataTrack identifies and logs attempted illegal accesses at place of
eccurrence and at system level.

5.1.1.31 Must Maintain transaction log (including edits and deletions) for the entire
system.

CSAPP/RxDataTrack maintains transaction log (including edits and deletions)
for the entire system.

5.1.1.32 Must Maintain a system access (log in/out history by client, server and database
locations) with time stamp.

CSAPP/RxDataTrack maintains a system access (log in/out history by client,
server and database lccations) with time stamp.

5.1.1.33 Must have the ability to limit access to a minimum of these levels (Screens,
Reports, Applications, Menus, Fields).

CSAPP/RxDataTrack has the ability to Limit access to 2 minimum of these levels
(Screens, Reports, Applications, Menus, Fields).

WORKFLOW TOOQLS

5.1.1.34 System must permit WVBOP administrators to generate e-mails, alerts and
labels, to notify users about timelines, flags, workflow, tasks or other information.

CSAPP/RxDataTrack permits WVBOP administrators to generate e-mails,
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alerts and labels, to notify users about timelines, flags, workflow, tasks or other
information and can select by ALL users or by subset determined by user type
or title.

5.1.1.35 WVBOP administrators must be able to select recipients of notifications by
user type.

WVBOF administrators are able to select recipients of notifications by user type
and ftitle.

5.1.1.36 System must have the ability to track tasks, notifications, flags and any other
workflow data, including to scheduled start date, scheduled end date and who received
notices.

CSAPP/RxDataTrack will have the ability to track and record tasks,
notifications, flags and any other workflow data, including to scheduled start
date, scheduled end date and who received notices.

SYSTEM DESIGN

5.1.1.37 Must have editing, coding, and validation routines to minimize data entry
errors and enforce data entry consistency (e.g. pick-lists, drop-down boxes, or other easy-to-
use options to assist users in correctly entering data)

CSAPF/RxDataTrack has editing, coding, and validation routines to minimize
data entry errors and enforce data entry consistency (e.g. pick-lists, drop-down
boxes, or other easy-to-use options to assist users in correctly entering data).
This utilizes a proprietary add-on software for manual data entry and
reporting, RxDataFlow. In addition to the standard data entry, it maintains its
own dataset to pre-populate manual data submissions reducing the repetitive
user specific data and the number of keystrokes necessary to submit a manual
repart. This potentially also allows for non-DEA certified entities to report other
required substances such as Naloxone products, to include regional agencies
and first responders.

5.1.1.38 Must have a consistent look/feel (for navigation and use) among modules
within system.
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CSAPP/RxDataTrack has a consistent look/feel (for navigation and use) among
the modules within system.

5.1.1.39 Must accommodate at least ten thousand ( 10,000) queries per day and must
be scalable for future demand without system performance degradation.

CSAPP/RxDataTrack accommodates at least ten thousand (10,000) queries per
day and is scalable for future demand without system performance degradation.

5.1.2 CONTRACTUAL REQUIREMENTS

DATA COLLECTION FROM DISPENSERS

3.1.2.1 Data shall be collected by the Vendor in the ASAP 4.2 format, or latest approved
version, established by the American Society for Automation in Pharmacy in its ASAP
Rules Based Implementation Guide for Prescription Monitoring Programs. For details and
examples please consult the ASAP Rules Based Standard Implementation Guide for
Prescription Monitoring Programs, Version 4, Release 2. This document is available from
the American Society for the Automation in Pharmacy (www.asapnet.org). The Vendor
shall be able to receive the electronic data from dispensers via secure email, Secure FTP,
Virtual Private Network (VPN), SSL Website and any other agreed upon media.

Data is collected by the Mahantech Corporation in the ASAP 4.2 format, or
latest approved version, established by the American Society for Automation in
Pharmacy in its ASAP Rules Based Implementation Guide for Prescription
Monitoring Programs. Mahantech Cerporation is able to receive the electronic
data from dispensers via secure email, Secure FTP, Virtual Private Network
(VPN), SSL Website and any other agreed upon media.

5.1.2.2 The Vendor shall prepare and provide to all users any
instructions needed to comply with the reporting requirements, including
technical assistance. WVBOP reserves the right to review and approve any
communication prior to it being distributed to dispensers. WVBOP will
provide the Vendor with a list of dispensers required to report, which will
include the dispensers’' names and addresses. There are approximately 1,500
dispensers that may be required to report to the program. The composition of
the dispensers currently includes approximately 700 in-state pharmacies, 600
out-of-state pharmacies and approximately 200 dispensing physicians.
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Mahantech Corporation prepares and provides to gll users any
instructions needed to comply with the reporting requirements,
including technical assistance.

5.1.2.3 The Vendor shall collect prescription data from all dispensers for
Schedule II, III and IV Controlled Substances, as well as any other products
required by the WVBOP, such as opioid antagonists or other substances required
by West Virginia State law.

Mahantech Corporation collects prescription data from all dispensers
for Schedule IT, IIT and IV Controlled Substances, as well as any other
products required by the WVBOP, such as opioid antagonists or other
substances required by West Virginia State law.

3.1.2.4 The Vendor shall collect all prescription data from all dispensers at least daily. The
Vendor shall document receipt of each data transmission from a dispenser, and provide
acknowledgement to the dispenser of receipt of data transmission.

Mahantech Cerporation collects all prescription data from all dispensers at
least daily. Mahantech Corporation shall document receipt of each data
transmission from a dispenser, and provide acknowledgement ¢ the dispenser
of receipt of data transmission.

5.1.2.5 The Vendor must be able to receive electronic prescription information transmitted
directly from dispensers, seven (7) days a week, and twenty-four (24) hours per day, three
hundred sixty-five (365) days per year.

Mahantech Corporation is able fo receive electronic prescription information
transmitted directly from dispensers, seven (7) days a week, and twenty-four
(24) hours per day, three hundred sixty-five (365) days per year.

3.1.2.6 The Vendor shall accept a report of no (or Zero) prescriptions issved in a given time
period and generate and deliver a report of those submissions

Mahantech Corporation accepts a report of no (or zero) prescriptions issued in a
given time period and generate and deliver a report of those submissions

e e et ———————
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5.1.2.7 Dispensers under common ownership must be permitted to submit their data in a
single, joint transmission, provided each dispenser is clearly identified for each prescription
dispensed. The Vendor is responsible for monitoring that each dispenser has submitted data
on the required schedule, and for notifying both the dispenser and WVBOP of any failure to
submit.

Dispensers under common ownership are permitted to submit their data in a
single, joint transmission, provided each dispenser is clearly identified for each
prescription dispensed. Mahantech Corporation is responsible for monitoring
that each dispenser has submitted data on the required schedule, and for
notifying both the dispenser and WVBOP of any failure to submit. In the event
of failure to submit, following a predetermined schedule, email reminders are
sent to the dispenser concerned. Failure to respond after this period is exceeded
results in an escalation to WVBOP with a Delinquent Dispenser report.

5.1.2.8 The Vendor shall perform data checks to ensure that the data submitted is accurate
and complete. The Vendor must ensure the presence of data in 100% of the patient name and
address, and date filled fields, and in 97% of the other required fields, and that data in all
required fields are valid, e.g., the dispensing date must be greater than the date of birth but
less than or on the current date.

Mahantech Corporation performs data checks to ensure that the data
submitted is accurate and complete. Mahantech Corporation ensures the
presence of data in 100% of the patient name and address, and date filled fields,
and in 97% of the other required fields, and that data in all required fields are
valid, e.g., the dispensing date must be greater than the date of birth but less
than or on the current date. We perform checks for mandatory fields, data
validation and data normalization.

5.1.2.9If a data file submitted by a dispenser does not meet the established threshold for
accuracy and completeness of data, the Vendor shall be responsible for notifying the
dispenser, specifying the problem with the data, and ensuring that the data is corrected and
resubmitted by the dispenser. If the data is not corrected and returned by any WVBOP
established deadline, the Vendor shall report this to WVBOP.

If a data file submitted by a dispenser does not meet the established threshold
for accuracy and completeness of data, Mahantech Corporation is responsible for
notifying the dispenser, specifying the problem with the data, and ensuring that the
data is corrected and resubmitted by the dispenser. If the data is not corrected and
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returned by any WVBOP established deadline, Mahantech reports this to WVBOP.

5.1.2.10 The Vendor shall allow dispensers to submit corrected data and display the
corrected data with a notice that the data has been corrected.

Mahantech allows dispensers to submit corrected data and display the
corrected data with a notice that the data has been corrected.

5.1.2.11 The Vendor shall provide a method for WVBOP staff to produce reports, on
demand or scheduled, displaying information about all uploads by a dispenser, including
contact information for each dispenser and the reported date ranges of the submission.

Mahantech provides a method for WVBOP staff to produce reports, on demand
or scheduled, displaying information about all uploads by a dispenser, including
contact information for each dispenser and the reported date ranges of tie
submission.

5.1.2.12 The Vendor shall provide a method for WVBOP staff to sort and view the
upload history of a dispenser by timeframe, number of prescription errors, zero reports filed,
late submissions and trends.

Mahantech Corporation shall provide a method for WVBOP staff to sort and
view the upload history of a dispenser by timeframe, number of prescription
errors, zero reports filed, late submissions and trends.

5.1.2.13 The Vendor shall convert and store the most recent five (5) years of data from the
current PMP system, maintained by Mahantech Corporation.

Mahantech Corporation shall convert and store the most recent five (5) years of
data from the current PMP system, maintained by Mahantech Corporation.

5.1.2.14 Data collected from the dispensers by Mahantech Corporation shall include
for each prescription submitted, the following information, at 2 minimum-
General Reporting Requirements
a. Dispenser Information
® DEA registration number
e Name
o Full address, including, city, state and zip code
b. Patient Information;

Mahantech Corporation @ —————————
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e Last name
e First name
o Full Address, including city, state and zip code
® Date of birth
¢ Gender
* Identification number (if available)
c. Person Picking Up (if different than patient) Information
o Last name
e First name
e Full Address, including city, state and zip code
o Date of birth
e Gender
o Identification number (if available)
d. Prescription Information
¢ Prescription number
s Date the prescription was written by prescriber
e Refills authorized
e Date the prescription was dispensed
o Refill number
@ NDC code for drug dispensed
® Metric quantity dispensed
e Estimated days’ supply
e Method of payment (classification for payment type)
€. Prescriber Information
¢ DEA registration number
e Name
¢ Full address, including, city, state and zip code

DATA COLLECTION FROM OTHER USERS

5.1.2.15 The vendor shall collect opioid antagonist dispensing data from other users.
These other users can include local health departments and other health care facilities
defined by WVBOP staff,

Mahantech Corporation will collect opioid antagonist dispensing data from
other users. These other users can include local health departments and other
heaith care facilities defined by WVBOP staff.

5.1.2.16 The Vendor shall be able to receive the electronic data from other users via
secure email, Secure FTP, Virtual Private Network (VPN), SSL Website and any other
agreed upon media.
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Mahantech Corporation will be able to receive the electronic data from other
users via secure email, Secure FTP, Virtual Private Network (VPN), SSL
Website and any other agreed upon media.

5.1.2.17 The Vendor shall prepare and provide to all users any instructions needed to
comply with the reporting requirements, including technical assistance. WVBOP reserves
the right to review and approve any communication prior to it being distributed.

Mahantech Corporation will prepare and provide to all users any instructions
needed to comply with the reporting requirements, including technical
assistance. WVBOP will review and approve any communication prior to it
being distributed.

5.1.2.18 Opioid antagonist data collected by Mahantech from other users shall include for
each dispensing submitted, the following information:
General Reporting Requirements

a. Dispenser Information
e DEA registration number (if available)
e Name
o Full address, including, city, state and zip code

b. Patient Information;
o Last name
¢ First name
¢ Full Address, including city, state and zip code
o Date of birth
e (Gender
o Identification number (if available)

¢.  Person Picking Up (if different than patient) Information
o Last name
e First name
o Full Address, including city, state and zip code
e Date of birth
e Gender
e Identification number (if available)
d. Dispensation Information

¢ Identification number (if available)
o Date dispensed
s NDC code for drug dispensed

¢ Quantity dispensed
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¢. Prescriber Information (if applicable)
e DEA registration number
e Name
o Full address, including, city, state and zip code

5.1.2.19 The Vendor will be able to receive electronic dispensing information transmitted
directly from other users seven (7) days a week, and twenty-four (24) hours per day, three
hundred sixty-five (365) days per year, and document receipt of each data transmission.

Mahantech Corporation is able to receive electronic prescription information
transmitted directly from dispensers, seven (7) days a week, and twenty-four (24)
hours per day, three hundred sixty-five (365) days per year.

5.1.2.20 The Vendor will provide a method for WVBOP staff to produce reports, on demand
or scheduled, displaying information about all uploads by other users, including contact
information for each user and the reported date ranges of the submission

Mahantech shall provide a method for WVBOP staff to produce reports, on
demand or scheduled, displaying information about all uploads by a dispenser,
including contact information for each dispenser and the reported date ranges
of the submission.

5.1.2.21 The vendor will he able to collect overdose incident data from other users. These
other users can include local health departments, EMS services and other medical service
providers. Data collected and other users will be defined by WVBOP staff.

Mahantech will have the capability to collect overdose incident data from other
users. These otiier users can include local health departments, EMS services and
other medical service providers. Data collected and other users will be defined by
WVBOP staff.

5.1.2.22 Overdose incident data collected by Mahantech Corporation from other users will
include for each incident submitted, the following information:
General Reporting Requirements

a.  Patient Information;
e [ ast name
¢ First name
e Full Address, including city, state and zip code
e Date of birth
b. Incident Information
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0 Date of Incident

o Other Information as defined by WVBOP staff

¢. Medical Service Provider Information
* Medical service provider name
* DEA registration number (if available)
DATABASE MANAGEMENT

5.1.2.23 The Vendor shall be responsible for collecting and loading data into the database,

which will reside on servers in a secure data center or cloud computing center, managed by the
vendor. The data center must reside in the contiguous 48 states of the US. All of the data in the
database shall belong to WVBOP.

Mahantech Corporation will be responsible for collecting and loading data into the
database, which will reside on servers in a secure data center and managed by
Mahantech. Cur new location together with Data Center T supnort services will be in 2
South Charleston, WV location. The Data Center is owned and operated by Alphz
Technologies, a2 West Virginia Service Disabled Veteran Owned Small Business
located in South Charleston. Mahantech will manage its own resources within that
environment. This data center is the only HIPAA certified data center in West Virginia
and already supports a number of West Virginia corporate and state entities including
regional hospitals and also large national contracts. This center provides full IT hosting
services that will meet or exceed the requirements of this contract:

80,000 sq ft data center
Redundant commercial power feeds supplied by four diverse
power supplies,
¢ Backup up power including diverse battery systems and multiple
megawatt generators
Cooling is provided by 3 diverse chillers
e Internet connectivity will be provided by multiple providers via a
load balanced connection. So, if one provider has an issue the
service itself will remain unchanged as the other providers will
assume the load and keep the connection up and working.
© Multiple telecommunication service providers with diverse paths
into DC1
¢ Separate fire detection zones coupled with Halon fire suppression
and dry-pipe water system
e The only data center in West Virginia with the following
certifications/accreditations:
HIPAA- HiTech
PCI-DSS

SSAEL6

T T T TP
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SOC 12
ISO27001
FISMA

5.1.2.24 The Vendor shall ensure that system hardware and software used by the
Vendor and WVBOP for data collection, access and reporting, will be maintained for the life
of the Contract Services.

Mahantech will ensure that system hardware and software used by Mahantech
and WVBOP for data collection, access and reporting, will be maintained for
the life of the Contract Services.

5.1.2.25 The Vendor shall be responsible for updating the system due to changes in
security standards, changes in State IT requirements, or changes in State legislation, at no
cost to the State.

Mahantech Corporation will be respensible for updating CSAPP/RxDataTrack
dee to changes in security standards, chznges in State IT requirements, or
changes in State legislation, at no cost to the State.

5.1.2.26 The Vendor shall have a help desk located in a call center and provide a
toll-free number and email address by which dispensers or other users may contact the
Vendor to resolve problems, assist with registration and receive information concerning daia
transmission and access. The toll-free number shall be staffed to provide assistance seven
days a week, and twenty-four hours per day, three hundred sixty-five (365} days per year.

Mahantech Corporation will have a help desk located in a call center and
provide a toll-free number and email address by which dispensers or other
users may contact Mahantech Corporation to resolve problems, assist with
registration and receive information concerning data transmission and
access. The toll-free number shall be staffed to provide assistance seven
days a week, and twenty-four hours per day, three hundred sixty-five (365)
days per year,

5.1.2.27 Conversion of Drug Enforcement Agency (DEA) registration numbers: When
a dispenser reports to the system, the DEA registration numbers of the prescriber and
dispenser are reported. The system must be able to convert the DEA registration numbers to
prescriber and dispenser name, address and registered schedules. The Vendor shall maintain
a current reference source of DEA numbers for conversion, and also make that information
available to WVBOP staff,

o e e e L R L
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Conversion of Drug Enforcement Agency (DEA) registration numbers: When 2
dispenser reports to CSAPP/RxDataTrack, the DEA registration numbers of
the prescriber and dispenser are reported. CSAPP/RxDataTrack is able to
convert the DEA registration numbers to prescriber and dispenser name,
address and registered schedules. Mahantech Corporation shall maintain a
current reference source of DEA numbers for conversion, and also make that
information available to WVBOP staff,

5.1.2.28 Conversion of NDC (National Drug Code) numbers: The system must be able
to convert NDC numbers to drug, name, strength, controlled substance schedule and dosage
form (to include compounds), both at the point of data import and also retrospectively upon
receiving NDC number updates. The Vendor shall maintain a current reference source of
NDC numbers for conversion, and also make that information available to WVBOP staff.

Conversion of NDC (National Drug Code) numbers: CSAPP/RxDataTrack is
able to convert NDC numbers to drug, name, strength, controlled substance
schedule and dosage form (to inclnde compounds), both at the point of data
import and also retrospectively upon receiving NDC number updates.
Mahantech Corporation shall maintain a current reference source of NDC
numbers for conversion, and also make that information available to WYBOP
staff.

5.1.2.29 Conversion of NPI (National Provider Identifier) numbers: The system must
be able to convert NPT numbers to prescriber or dispenser name and address when NFI
number is supplied. The Vendor shall maintain a current reference source of NPT numbers
for conversion, and also make that information available to WVBOP staff,

Conversion of NPI  (National Provider Identifier)  numbers:
CSAPP/RxDataTrack (The PMP) is able to convert NPI numbers to prescriber
or dispenser name and address when NPI number is supplied. Mahantech
Corporation will maintain a current reference source of NPI numbers for
conversion, and also make that information available to WYBOP staff.

5.1.2.30 The system shall provide data access and data management capabilities,
integrated with data mining for ease of data analysis.

CSAPP/RxDataTrack shall provide data access and data management
capabilities, integrated with data mining for ease of data analysis.

»
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5.1.2.31 The system shall group recipients with different variations of their first

name, last name, street address, birth date, or zip code so that when a search is performed
for a recipient all matching records will simultaneously display {clustering).

CSAPP/RxDataTrack groups recipients with different variations of their first
name, last name, street address, birth date, er zip code so that when a search is
performed for a recipient all matching records will simultaneously display
(clustering).

5.1.2.32 The Vendor shall maintain the information in the database for five (5) years,
rolling monthly, and be made available to all system users. All information more than five
(5) years old shall be deleted from the database by the vendor.

Mahantech Corporation maintains the information in the database for five o)
years, rolling monthly, and be made available to all system users. All
information more than five (5) years old shall be deleted from the database by
Mahantech Corporation.

5.1.2.33 The Vendor shall provide WVBOP with a copy of the current PMP data set
if requested. Data exchange will be by secure FTP or web services or as mutually agreed
upon by both parties.

Mahantech Corporation wiil provide WYBOP with a copy of the current PMP
data set if requested. Data exchange will be by secure FTP or web services or as
mutually agreed upon by both parties.

5.1.2.34 The Vendor shall provide system tools for the query of relational or multi-
dimensional data that supports a broad range of search criteria.

Mahantech Corporation shall provide system tools for the query of relational
or multi-dimensional data that supports a broad range of search criteriz.

5.1.2.35 The Vendor shall provide system tools that will assist in the identification of
illegal or unprofessional activities.

Mahantech Corporation shall provide system tools that will assist in the
identification of illegal or nnprofessional activities as identified by WVBOP.
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5.1.2.36 The Vendor shall provide the capability for geocoding of patient, prescriber

and dispenser locations to enable geographic analysis of the relationships to identify
potential criminal activity, abuse or trending.

Mahantech Corporation shall provide the capability for geocoding of patient,
prescriber and dispenser locations to enable geographic analysis of the
relationships to identify potential criminal activity, abuse or trending.
Displayable on a map, WVBOP shall be able to see the relationship between the
patient’s address, the prescriber’s location and the dispenser’s location.

SECURE WEB SERVICES

5.1.2.37 Tke Vendor must provide a system that is able to meet current demand and
scalable to meet future demand to successfully manage this program, to keep response
times to a minimum, and to provide continuous, twenty-four (24) hours a day, access to
authorized users.

Mahantech Corporation provides a system that is able to meet current demand
and scalable to meet future demand to successfully manage this program, to
keep response times to a minimum, and to provide continuous, twenty-four (24)
hours a day, access to authorized users.

5.1.2.38 The Vendor will provide an online registration process to enroll prospective users.
The system must allow WVBOP to authenticate user registrations before providing login
accounts. User types will include prescribers, dispensers, dispensing prescribers,
professional licensing boards, law enforcement, Office of the Chief Medical Examiner,
Bureau for Medical Services, WVBOP administrative staff, user delegates and others as
defined by WVBOP staff.

Mahantech Corporation provides an online registration process to enroll
prospective users. CSAPP/RxDataTrack will allow WVBOP to authenticate
user registrations before providing login accounts. User types will include
prescribers, dispensers, dispensing presecribers, professional licensing boards,
law enforcement, Office of the Chief Medical Examiner, Bureau for Medical
Services, WVBOP administrative staff, user delegates and others as defined by
WYVBOP staff.

5.1.2.39 Registered users roles and related account information must be able to be
modified by WVBOP staff,
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Registered users roles and related account information are able to be modified
by WVBOP staff.

5.1.2.40 The Vendor shall transfer existing user/delegate accounts and account
information to the new system (Currently approximately 13,000 users). When users initially
logon to the new system, additional user information may also be collected. WVBOP staff
will define what existing account information and what new information will be utilized.

Mahantech Corporation does not need to transfer existing user/delegate
accounts and account information to CSAPP/RxDataTrack {currently 13,600+
users). We will migrate the same data to a new hosted environment. Additional
user information may alse be collected as required. WVBOP staff can define
what existing account information and what new information will be utilized.

5.1.2.41 The system must meet or exceed the privacy and security standards of the
Heslth Insurance Portability and Accountability Act of 1996 (HIPAA). The vendor must be
willing to sign a Business Associate Addendum ("Addendum”) in accordance with HIPAA
privacy and security standards. This Addendum is made part of the Agreement
("Agreement") by and between the State of West Virginia ("Agency") and the Business
Associate ("Associate"), and is in affect as of the date of the execution of this Agreement.

CSAPP/RxDataTrack will meet or exceed the privacy and security standards of
the Health Insurance Portability and Accountability Act of 1996 (HIPAA). The
data center in which the PMP will be hosted is the only HIPAA certified data
center in the state of West Virginia,

Mahantech Corporation wili sign a Business Associate Addendum
("Addendum") in accordance with HIPAA privacy and security standards.
This Addendum is made part of the Agreement ("Agreement™) by and between
the State of West Virginia ("Agency") and the Business Associate
("Associate"), and is in effect as of the date of the execution of this Agreement.
This will be signed by Mahantech Corporation and returned with Mahantech
Corporation's submitted bid. This will be required prior to award of contract.

5.1.2.42 WVBOP will require role based user accounts. At a minimum, this would
include an administrator level for WVBOP staff, a level appropriate for
dispensers/prescribers, a level appropriate for law enforcement a level for other users and a
level for all delegate users. User roles can be created and modified as needed by WVBOP
staff.
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Mahantech Corporation as part of its system/software CSAPP/RxDataTrack
will provide WVBOP the required role based user accounts. This includes an
administrator level for WVBOP staff, a level appropriate for
dispensers/prescribers, a level appropriate for law enforcement a level for
other users and a level for all delegate users. User roles can be created and
modified as needed by WVBOP staff,

5.1.2.43 The system must permit multiple users to be on the system and in the same
applications at the same time.

CSAPP/RxDataTrack permits multiple users to be on CSAPP/RxDataTrack
and in the same applications at the same time.

5.1.2.44 The system must permit a registered user to request and receive information,
including automatic reports, via the Internet. The user would automatically receive the
report without intervention by WVBOP staff. This would enable users to access the system
twenty-four (24) hours a day/seven (7) days a week/three hundred sixty-five (365) days a
year,

CSAPP/RxDataTrack permits a registered user to request and receive
information, including automatic reports, via the Internet. The user
automatically receives the report without intervention by WVBOP staff, This
enables users (0 access CSAPP/RxDaztaTrack twenty-four (24) hours a
day/seven (7) days a week/three hundred sixty-five (365) days a year.

5.1.2.45 The WVBOP must have the ability to communicate information of interest to
registered users of the web-based program through broadcast alerts, emails and an
information section on the home page. The registered users shall be classed under specific
role types and information may be sent to specific groups of system users based on that role

type.

CSAPP/RxDataTrack provides the capability for WVBOP ts have the ability to
communicate information of interest to registered users of the web-based
program through broadcast alerts, emails and an existing information section
on the heme page. The registered users shall be classed under specific role
types and information may be sent tc specific groups of system users based on

that role type.
5.1.2.46 To support account documentation necessary for registration, upload
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capabilities are required to ensure completion of submittal requirements.

CSAPP/RxDataTrack provides the capability to support account
documentation necessary for registration with upload capabilities to ensure
completion of submittal requirements. At the conclusion of the registration
process, users will have the option to choose the method of supporting
documentation submission. This will be to submit an electronic copy with the
completed registration, or to email after completicn or to fax.

5.1.2.47 Account management will include delegate responsibilities. The system
must permit a registered master account user to establish/deactivate delegate subaccounts,
and further, provide a mechanism for the user to monitor the system activity of those
delegates online and through a reporting mechanism.

CSAPP/RxDataTrack provides the capability for account management to
include delegate responsibilities. The system permits a registered master
account user to establish/deactivate delegate subaccounts, and further,
provides a mechanism for the user to monitor CSAPP/RxDataTrack activity
of those delegates online and through 2 reporting mechanism.

5.1.2.48 Master account holders will be limited to the number of delegates allowed.
WVBOP administrators can select the number of delegates for master accounts, ranging
from zero to two hundred (200). Delegates may be linked to more than one master account
holder. If the delegate is associated with more than one master account holder, the delegate
is provided with a list from which to select the master account holder for whom the query is
performed for.

CSAPP/RxDataTrack preovides the capability for Master account holders to
be limited to the number of delegates allowed. WVBOP administrators can
select the number of delegates for master accounts, ranging from zero to two
hundred (200). Delegates can be linked to more than one master account
holder. If the delegate is associated with more thar one master account holder,
the delegate is provided with a list from which to select the master account
holder for whom the query is performed.

5.1.2.49 WYVBOP will require at least three different types of Online Registration:

CSAPP/RxDataTrack provides WVBOP at least four different types of Online
Registration:

T PR T 2 A ot
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2. Minimum fields for Practitioner/Delegate
On-line Registration
o First Name, Middle Name, Last Name
¢ Date of Birth
e Last 4 Digits of SSN
* Role Type (drop down box)
e Professional License Number (if applicable)
o Professional License State (if applicable)
o DEA number (if applicable)
¢ NPI (if applicable)
o Specialty Type (drop down box)
e Facility Practice Name
o Mailing Address
* City, State, County & Zip Code
¢ Phone number
e Email Address
e Fax
e Security Question
» Security Answer
b. Minimum fields for Dispenser/Delegate
On-line Registration
¢ First Name, Middle Name, Last Name
 Date of Birth
e Last 4 Digits of SSN
e Role Type (drop down box)
© Professional License Number (if applicable)
o Professional License State (if applicable)
o DEA number (if applicable)
e NPI (if applicable)
e Specialty Type (drop down box)
» Facility Practice Name
® Mailing Address
o City, State, County & Zip Code
 Phone number
¢ Email Address
e Fax
¢ Security Question
e Security Answer

¢.  Minimum fields for Law Enforcement
On-line Registration
e First Name, Middle Name, Last Name
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e Job Title/Rank
©Role Type (drop down box)
e Badge or Agency JD Number
o Driver's License number and State
¢ Date of Birth
¢ Agency Name
e Office Location Street Address
¢ City, County, State, Zip
o Area code and office telephone number
o Area code and cell number
¢ Area code and fax number
¢ Email address
o Supervisor's First Name, Last Name
@ Supervisor's Phone number
o Supervisor's Email Address
e Sceurity Question
e Security Answer
d. Minimum fields for Other On-line Registration
e First Name, Middle Name, Last Name
e Job Title
o Role Type (drop down box)
e Driver's License number and State
¢ Date of Birth
¢ Agency Name
» Office Location Street Address
e City, County, State, Zip
o Area code and office telephone number
* Area code and cell number
¢ Area code and fax number
¢ Email address
o Supervisor's First Name, Last Name
@ Supervisor's Phone number
o Supervisor's Email Address
o Security Question
¢ Security Answer

DATA SECURITY AND CONFIDENTIALITY

5.1.2.50 The Vendor shall comply with Federal, State of West Virginia and WVBOP
privacy and security laws, regulations and rules.

T T T e T S e Eo LA . 5
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Mahantech Corporation shall comply with Federal, State of West Virginia and
WYVBOP privacy and security laws, regulations and rules.

5.1.2.51 The Vendor must be willing to provide the results of a third-party, privacy
and security assessment or be willing to complete a State provided privacy and security
self-assessment.

Mahantech Corporation will be willing to provide the results of a third-party,
privacy and security assessment and is willing to complete a State provided
privacy and security self-assessment.

5.1.2.52 The Vendor must be willing to attest to a completed, annual risk analysis, in
accordance with the HIPAA Security Rule

Mahantech Corporation is willing to attest to a completed, annual risk analysis,
in accordance with the HIPAA Security Rule.

5.1.2.53 The Vendor shall have a system disaster recovery plan for data in the event
the program is unavailable due to human error, equipment failure or a natural disaster.

Mahantech Corporation will have a system disaster recovery plan for data in
the event the program is unavailable due to human error, equipment failure or
a natural disaster. Upon award/ implementation, a full disaster recovery plan
will be submiitted to WVBOP.

5.1.2.54 For any breach or suspected breach of security of the collected data, the
Vendor shall notify WVBOP staff as soon as possible by telephone or e-mail, and also:

For any breach or suspected breach of security of the collected data, Mahantech
Corporation will notify WVBOP staff as soon as possible by telephone or e-mail,
and also:
o Conduct an investigation,
o Confiscate and secure any evidence in conjunction with
any such occurrences,
¢ Provide WVBOP with a written report of the investigation
within three (3)  business days of first learning of the
breach.
e Subsequently supply a written report within 7 business
days outlining the impact of the breach and the steps taken
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to correct the situation and prevent future breaches, and
time frame for completion. Assist WVBOP, including
testifying, in any proceedings or hearings, which may be
undertaken for any security violation.

QUERIES AND REPORTS

5.1.2.55 Data that has passed the checks for accuracy and completeness shall be
accessibie by WVBOP as soon as possible after submission and, at most, no more than
one (1) calendar day after submission.

CSAPP/RxDataTrack provides the capability for data that has passed the
checks for accuracy and completeness will be accessible by WVBOP as soon
as possible after submission and, at most, no more than one (1) calendar
day =fter submissien. CSAPP/RxDataTrack processes datz in near real-
time and currently has dispensers reporting in real-time.

5.1.2.56 The Vendor shall prepare reports for WVBOP at least monthly identifying
dispensers that have not submitted a required report and dispensers that submitted a report
but the report was rejected.

Mahantech Corperation will prepare reports for WVBOP at least monthly
identifying dispensers that have not submitted a required report and dispensers
that submitted a report but the report was rejected by 2 Delinquent Dispenser
Report.

5.1.2.57 The system must allow WVBOP administrators to search, correlate, query,
and match user activity logs, to provide an audit trail for each user's system logins, reports
and requests.

CSAPP/RxDataTrack will allow WVROP administrators to search, correlate,
query, and match user activity logs, to provide an audit trail for each user's
system logins, reports and requests.

5.1.2.58 The system shall create three (3) basic queries, in the following format.
e Patient (recipient) query, to include patient name and date of
birth, drug name and schedule, date filled, quantity and days
supply, Morphme Equlvalent Dally Dose, method of
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payment and dispenser and prescriber name, DEA # and
address;

¢  Prescriber query, to include prescriber name and
address, patient name and date of birth, drug name and
schedule, date prescribed and filled, and pharmacy name
and address; and,

* Dispenser query, to include dispenser name and
address, patient name and date of birth, drug name and
schedule, date filled, quantity and days supply, method of
payment and prescriber name and address.

CSAPP/RxDataTrack does comply and will previde the three (3) basic gueries

as above.
5.1.2.59 The system shall include capabilities for the following reporting:
a. Top Ranking Reports (Summary by total and
by each county monthly)

® Top Prescribers of Controlled Substances by
schedule, class and combinations
¢ Top Dispensers of controlled substances by
schedule, class and combinations
o Top household addresses receiving
controlled substances
¢ Top recipients of Controlied substances by
schedule, class and combinations

o Recipients using most different pharmacies*

* Recipients using most different prescribers*

< Top controlled substances by generic name

e Top drug usage by therapeutic class

¢ Top drug usage by NDC

*able to change variables
b. Trend Review Reports (Summary by total and by

each county monthly)

¢ RxCount

e Total Quantity

e Total Days Supply

¢ Misc. Reports

® Total Number of queries by role user by month

e Total number of users per role per month
© Recipients exceeding a  certain
MED/MME per user defined date range

Mahantech Corporation | age 44



ExDeaateck
CSAPP
West Virginia Board of Pharmacy Prescription Monitoring Program e
CRFQ 0913 PHB 1800000002

o Prescribers and dispensers whose patients
exceed a certain MED/MME per user
defined date range

[.]

CSAPP/RxDataTrack includes these capabilities for the reporting as detailed above.

5.1.2.60 Users shall be able to view reports, print reports and save reports in PDF,
Excel and other formats.

Users are able to view reports, print reports and ther save reports in either
PDF, Excel, Word, TSV or XML.

5.1.2.61 WVBOP will have the option to request at no charge ad hoc reports as necessary,
not to exceed 15 per contract year

WVBOP will have the option to request at no charge ad hoc reports as
necessary, not to exceed 15 per contract year.

5.1.2.62 The Vendor shall provide reporting for research or education; provided that
data elements that would reasonably identify a specific recipient, prescriber or dispenser
must be deleted or redacted from such information prior to disclosure. Release of the
information only may be made pursuant to a written agreement between the requestor and

the WVBOP in order to ensure compliance.

Mahantech Corporatien shall provide de-identified data for reporting for
research or education (removing data elements that would reasonably identify
a specific recipient, prescriber or dispenser prier to disclosure). Release of the
information only will only be made pursuant to a written agreement between
the requestor and the WVBOP in order to ensure compliance.

5.1.2.63 The Vendor shall provide at no charge, copies of any portion of the data set to the
WVBOP as needed, including de-identified data.

Mahantech Corporation shall provide at no charge, copies of any portion of the
data set to the WVBOP as needed, including de-identified data.

3.1.2.64 The system must have the ability to perform multi state query and retrieval into a
collated report.

Mahantech
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CSAPP/RxDataTrack will have the ability to perform muiti state query and
retrieval into a collated report.

5.1.2.65 The system must be able to identify the number of registered user requests made by
user type, and provide complete audit report capabilities for individual users on demand.

CSAPP/RxDataTrack can identify the number of registered user requests made
by user type. It can also provide complete audit report capabilities for
individual users on demand.

5.1.2.66 The system must enable WVBOP to perform ad hoc queries to respond to
requests from other states' primary monitoring authorities, to respond to lawful court orders
and for statistical, research or educational purposes. Since these queries and reports may
vary in substance, an ad hoc query and reporting function is an essential aspect of the
system,
CSAPP/ RxDataTrack will enable WVBOP to perform ad hoc queries to
respond to requests from other states' primary monitoring authorities, to
respond to lawful court orders and for statistical, research or educational
purposes. Since these queries and reports may vary in substance, an ad hoc
query and reporting function will be an essential aspect of
CSAPP/RxDataTrack.

5.1.2.67 The system must have the capability to produce automatic patient threshold
reports. Criteria may consist of number of prescriptions dispensed, number of prescribers
used, number of pharmacies used and Morphine Equivalent Daily Dose, in a designated time
period. These criteria can be modified by WVBOP staff,

CSAPP/RxDataTrack will have the capability to produce automatic patient
threshold reports. Criteria may consist of number of prescriptions dispensed,
number of prescribers used, number of pharmacies used and Morphine
Equivalent Daily Dose, in a designated time period. These criteria can be
modified by WVBOP staff. Under the current contract, ilie system provides 150
reports including multiple ad hoc reports covering all areas to include patients,
dispensers, prescribers and prescriptions.

5.1.2.68 WVBOP requires a threshold report tempiate designed by the Vendor that
would enable WVBOP to change the parameters, independent from the Vendor, for
producing automatic threshold reports. The Vendor will assist in defining threshold criteria.
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Mahantech Corporation will assist in defining threshold criteria. Mahantech
Corporation will then provide a threshold report template that will enable
WVEBOP to change the parameters, independent from Mahantech Corporation,
for producing automatic threshold reports.

5.1.2.69 Prescribers must have the ability to run a report of prescriptions issued under
their DEA number as the prescriber (Self-Report).

CSAPP/RxDataTrack provides the capability for Prescribers to run a report of
prescriptions issued under their DEA number (Self-Report). This can be limited
in date range at the discretion of the Board of Pharmacy.

5.1.2.70 The system must be able to provide prescriber users with unsolicited reports
of their prescribing history and behavior (Prescriber Report Cards). These reports will
include comparisons of the prescriber's behavior to others of the same specialty. The reports
will also summarize patient and prescription volumes, as well as PMP usage. The reports
will be provided at least quarterly.

CSAPP/ RxDataTrack will be able to provide prescriber users with unsolicited
reperts of their prescribing history and behavior (Prescriber Report Cards).
These reperts will incluge comparisons of the prescriber's behavior to others of
the same specialty. The reports will also summarize patient and prescription
volumes, as well as PMP usage. The reports will be provided at least quarterly.

5.1.2.71 The system must enable WVBOP administrators to create unsolicited reports
for practitioners and dispensers based on specific thresholds. The reports may be shared via
a secure website, delivered via secure email or printed for delivery via US mail.

CSAPP/RxDataTrack shall epable WVBOP administrators to create
unsolicited reports for practitioners and dispensers based on specific

thresholds. The reports may be shared via a secure website, delivered via
secure email or printed for delivery via US mail,

5.1.2.72 Reports should be available to verify supervisor/subordinate relationship.

Mahantech will provide a report(s) as required to demonstrate and verify
supervisor/subordinate relationships.

5.1.2.73 The system must prov1de WVBOP staff the ab111ty to deactivate user
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accounts that are no longer authorized to access the system for any reason.

CSAPP/RxDataTrack currently provides WVBOP staff the ability to deactivate
and lock wuser accounts that are no longer authorized to access
CSAPP/RxDataTrack for any reason.

DATA RECEIPT AND RECORDS

51.2.74 The Vendor shall document receipt of each data transmission from a
dispenser. All documentation shall be retained by the Vendor for five (5) years. All data
more than five (5} years old shall be purged. Upon request by WVBOP, or six {6) months
prior to the expiration of this Contract, the Vendor shall provide to WVBOP a written
turnover plan designed to ensure a smooth turnover of data. The Vendor shall take all
reasonable action to provide a minimally disruptive turnover.

Mahantech Cerperation will document receipt of each data transmission from a
dispenser. All documentation shall be retained by Mahantech Corporation for
five (5) years. All data more than five (5) years old shall be purged. Upon
request by WVBOP, or six (6) months prior to the expiration of this Contract,
Mahantech Corporation shall provide to¢ WYBOP a written turnover plan
designed to ensure a smooth turnover of data. Mahantech shall take all
reasonable action to provide 2 minimally disruptive turnover.

5.1.2.75 At no additional cost to WVBOP, the Vendor shall provide to WVBOP all
electronic and paper files, including data and historical files, at Contract end. This
information should include but is not limited to procedures, training manuals, and
instructions. The software used to access and view these files shall not in any manner
preclude access to the files by WVBOP. WVBCP reserves the right to transfer all data, desk
procedures, i.e., any information that would be required to use the program, such as
passwords, training materials and system instructions to any future vendors.

At no additional cost to WVBOP, Mahantech Corporation shall provide to
WVBOP all electronic and paper files, including data and historical files, at
Contract end. This information should include but is not limited to procedures,
training manuals, and instructions. The software used to access and view these
files shall not be proprietary and shall not in any manner preclude access to the
files by WVBOP. WVBOP reserves the right to transfer all data, desk
procedures, i.e., any information that would be required to use the program,
such as passwords, training materials and system instructions to any future
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vendors.

3.1.2.76 The Vendor shall create and maintain electronic copies of all correspondence. Each
document shall be identified and referenced to a specific request ID in a manner that will
facilitate case reviews or appeals. The Vendor shall also assure that the correspondence and
written notifications can be accessed in real time by WVBOP. At the conclusion of the
contract, the Vendor shall transfer to WVBOP all correspondence and notifications in a format
that can be read by a standard document manager with text search capabilities (for example
.pdf format) specified in advance by WVBOP. The Vendor shall also transfer in electronic
form all pertinent desk procedures, training manuals, letter templates, and instructions.

Mahantech Corporation shall create and maintain electronic copies of all
correspondence. Each document shall be identified and referenced to a specific
request ID in a manner that will facilitate case reviews or appeals. Mahantech
Corporation shall also assure that the correspondence and written notifications
can be accessed in real time by WVBOP. At the conclusion of the contract,
Mahantech Corporation shall transfer to WVBOP all correspondence and
notifications in a format that can be read by a standard document manager with
text search capabilities (for example .pdf format) specified in advance by
WVBOP. Mahantech Corporation shall also transfer in electromic form all
pertinent desk procedures, training manuals, letter templates, and instructions.

5.1.2.77 Vendor will include in their bid the cost of optional Annual renewals through
year four (4). This optional Annual renewal will be initiated by agency request agreed to by
the vendor and processed as a Change Order authorized as issued by the West Virginia
Purchasing Division.

Mahantech Corporation will include in their bid the cost of optional Annual
renewals through year four (4). This optional Annual renewal will be initiated by
agency request agreed to by Mahantech Corporation and processed as a Change
Order authorized as issued by the West Virginia Purchasing Division.

[ e
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6. CONTRACT SCHEDULE: Contract shall be completed within ninety (90)
calendar days from the issuance of the written Notice to Proceed.

6.1 Vendor and Agency shall meet at the Agency's premises within 15 calendar days after
issuance of purchase order to discuss pre-installation activities as well as the actual
installation, and to agree on an installation date.

Mahantech Corporation representatives and Agency shall meet at the Agency's
premises within 15 calendar daye after issuance of purchase order to discuss
pre-installation activities as well as the actual installation, and to agree on an
installation date.

6.2 Agency will not formally accept the System until the System has operated without failure
for thirty (30) consecutive days. The Agency will issue a request for Change Order to the
West Virginia Purchasing Division stating acceptance of the system thereby beginning the
first (1) year warranty. Future requests for warranty and maintenance will be based on these
dates.

Mahantech accepts and understands that the Agency will not formally accept
CSAPP/RxDataTrack until the System has operated without failure for thirty
(30) consecutive days. The Agency will issue a request for Change Order to the
West Virginia Purchasing Division stating acceptance of CSAPP/RxDataTrack
thereby beginning the first (1) year warranty. Future requests for warranty and
maintenance will be based on these dates.

The formal accepiance will necessitate the following:

Transition Plan / “Risk” Mitigation
Our solution to this challenge:

Should Mahantech Corporation be selected and given the notice to proceed under
this RFQ:

® Operate parallel systems during the 30 to 90 day pre-approval testing prior to
formal acceptance. We will treat our data center as an additional data back- up center
sc as to maintain the integrity of the vperational daiabases. It is a straight torward
process to transition the users and data from the state data center to our data center
since there is no data re-structuring for the 19 databases and the 15,000+ datasets in
the current system or 50 million active records currently in production. Mahantech
already supports the databases, the datasets that comprise this PMP system and have

the unique data structure already in place and can recreate at a new site with ease.

. During the critical change over period from post-acceptance to operational,
Mahantech will assist the
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contract with its constituents/ users that a new domain /website will be used from a
determined operational date.

e Move all operational and communication email accounts from .gov to the new
domain

. Our past experience in managing the PMP for WVBOP prior to it being
moved to the State Data Center plus our knowledge in assisting the migration to the
State’s Data Center will prove invaluable in this contract.

o The additional bonus of software refreshes will mean that new features not
offered under the existing contract will add enhancements to functionality and
efficiency at no cost to the WVBOP. For example, the new SQL upgrade will contain
added encryption to increase security.

o  Since there are low to no transition issues / risks that can be anticipated, we have
reflected the same in our pricing,

e Mahantech is ready to immediately standup the system and databases under this
contract

6.3 Upon Contract expiration and/or termination, or as soon as possible, the Vendor shall

work jointly with the WVBOP and any subsequent Vendor during the conversion and

system startup, to ensure a smooth transition and changeover, prior to releasing the

Vendor's Performance Bond.
Until Contract expiration and/or termination, or as soon as possible, Mahantech
Corporation shall work jointly with the WVBOP and any subsequent Vendor
during the conversion and system startup, to ensure a smooth transition and
changeover, prior to releasing Mahanteck Corporation's Performance Bond.

7. CONTRACT AWARD:

7.1 Contract Award: The Contract is intended to provide the Agency with a purchase price
for the Contract Services. The Contract shall be awarded to the Vendor that provides the
Contract Services meeting the required specifications for the lowest overall total cost as
shown on the Pricing Pages.

Vendor should provide with their bid a copy of any Software Terms and Conditions or
Licenses that the State of West Virginia or the Agency will be required to agree or accept
as a part of this solicitation. This information will be required before Purchase Order is

%

Mahantech Corporation Page 51




CSAPP

West Virginia Board of Pharmacy Prescription Monitoring Program At
CRFQ 0913 PHB1800000002
issued,

Vendor should provide with their bid a copy of Maintenance Terms and Conditions or
Licenses that the State of West Virginia or the Agency will be required to agree or accept

as a part of this solicitation. This information will be required before Purchase Order is

issued.

72 Pricing Page: Vendor should complete the Pricing Page by adding Unit Price and
multiplying by Quantity to equal Extended Cost. Total Bid Amount is total of Extended
Cost column. Vendor should complete the Pricing Page in full as failure to complete the
Pricing Page in its entirety may result in Vendor's bid being disqualified.

Vendor should type or electronically enter the information into the Pricing Pages through
wvQASIS, if available, or as an electronic document. In most cases, the Vendor can
request an clectronic copy of the Pricing Pages for hid nurposes hy sending an email
request to the following address: Melissa.k.pettrey@wv.gov

Vendors who wish to respond to a Centralized Request for Quotation (CRFQ) online may
submit information through the State’s wvOASIS Vendor Self Service (VSS). Vendors
should download the Exhibit “A” Pricing Page that is attached separately to the CRFQ
and published to the VSS. Vendors must complete this form with their prices information
and include it as an attachment to their online response.

if unabie to respond oniine Vendor must submit Exhibit “A” Pricing Pages with your bid
prior to the scheduled bid opening dates.

8. PERFORMANCE: Vendor and Agency shall agree upon a schedule for performance
of Contract Services and Contract Service Deliverables, unless such a schedule is already
included herein by Agency. In the event that this contract is designated as an open-end
contract, Vendor shall perform in accordance with the release orders that may be issued
against this Contract.

9. PAYMENT: Agency shall pay annually, as shown on the Pricing Pages, for all Contract
Services performed and accepted under this Contract. Vendor shaii accept payment in
accordance with the payment procedures of the State of West Virginia.

i0. TRAVEL:  Vendor shall be responsible for all mileage and travel costs, including
travel time, associated with performance of this Contract. Any anticipated mileage or
travel costs may be included in the flat fee or hourly rate listed on Vendor’s bid, but such
costs will not be paid by the Agency separately.

%
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11. VENDOR DEFAULT:

11.1

11.2

The following shall be considered a vendor default under this Contract.

11.1.1 Failure to perform Contract Services in accordance with the
requirements contained herein.

11.1.2 Failure to comply with other specifications and requirements
contained herein.

11.1.3 Failure to comply with any laws, rules, and ordinances applicable
to the Contract Services provided under this Contract.

11.1.4 Failure to remedy deficient performance upon request.

The following remedies shall be available to Agency upon default

11.2.1 Immediate cancellation of contract.

11.2.2 Immediate cancellation of one or more release orders issued under
this Contract,

11.2.3 Any other remedies available in law or equity.

12 MISCELLANEOUS:

Ty T R T

Maha

12.1

Contract Manager: During its performance of this Contract, Vendor must

designate and maintain a primary contract manager responsible for overseeing
Vendor’s responsibilities under this contract. The Contract manager must be
available during normal business hours to address any customer service or other
issues related to this Contract. Vendor should list its Contract manager and his or
her contact information below.

Confract Manager:  Channa Arjuna
Telephone Number:  304-720-2246
Fax Number: 304-720-2247

Email Address: carjuna@mahanteck.com

ntech Corp
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EXHIBIT A- Pricing Page for Board of Pharmeacy CSAMP

MTRACT ITEM
Itzin . Linit of c
# Itain Wendar Descigtiza Fleaswiz | Cantity
Comprehensive Controlied Substance Monitar ing Prozram foe
the W Board of Pharmacy with migration ofhistorical dats
and transfer of usar arcounts, Thiswmciydes 3 database
manazament syitam, with hosting of the dutacasa, raldactisn CSAPP/RxDataTrack meets the requisamants of a
1 [and loading of dats, providing acressfor suthotizad users and comprehensive Contyolied Substaace Monitaring Program
TdRtamar sunoert Alze eroviding sertamtoskito quer; tne for the WV Boasd of Pharmacy.
databass, acsist with and modify user accounts and monitar
ISR astivitias Lump Som | 1L.03 343, 000.00
Implementation and Instaliation 1o Acceptance; and Fivst
2 Year Malnterance and Sugport/Warranty/Hosting
ftem Uhaft of
# lizm Vendor Description Measwe | Quamity Cost
3 |Sezand Year Maintenance and Sugporty Wairanty/Hosting Yex 1.00 $152,000.00
4 |Third Year Maintenancs and Support/Warranry/Hosting vem 1.00 $152,000.00
5 |Fourth Year Maintenance and Sugport/ Warranty/Hosting Year 1.00 §152,000.00
UNIT PRICES
Em |Unit Pilzes 22 (002 piowidad f2: tha £ sflcwing Ram, and will oaly b2 vr2d to avezute formal Change Orders duiing the life of the contract, if requived. Estimated
# |Cuantities are included for big awaluation Saly: thave is a2 guarantes that aoy quantiny if the Itemis} will b2 purchased,
£ |Additional Professiznal Services Support Hoars Uinit Pilca Pay How=$225.00 Haur 1.00 $225.00
Total Bid Amount {item # 1+2+3+4+5+5} = $733,225.20
Contract evaluation will be of the total bid amount. Award will be the lump sum amount, implementation and year one
maintenance only. Renewal options for years 2, 3, and 4 will be initiated by the Agency, Agreed to by the Vendor and
Processed by the \West Virginia Purchasing Division s Change Orders for subsequent years.
Vendor Preference Certificate {page 55)
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Vendor Preference Certificate

iy 14 Slate of West Virginia
VENDOR PREFEREMNCE CERTVIFICATE

Cardctonangdapalc atien” s ‘nehip adefr Fuofoioman in gocomianso win West Virginiy Codo, £58-3-3¢ {D9as not Copiyio
MBS COMTts;. Wiost Vinginia Code $5A-3 37, Fonetes an cppaniirity Yot Sl He g verdom i renest oot dhe =g of bk
prefercnry for tholr sigicenny wistun, Such grofenance & e evaluation nolhod sy ard W ks applion only 1o e coat Lig I
wrrancewinge West Viginis Code T corifcars for syaisaan R b unod o reguost sushereterenea, Ties Pyesieogiog
S e ol fe detivminstor 64t Vangds: Prefovancs. it applicztan.
1. whmmmmpmmmemmm:
) Hegerisar incvises st vonwe o and las rudeIeotinnouoty n Vst Vieg g ke four (43 FOETS it oly prtoG-
S0y thoy date o i oetEoohay, or,
~ ERwrgapesugrhlp, eostezlion ur comimion el g vercorand s mcintirod s homdoprartcss o sl plasa of
Bugowms samsiruauely o MVEs W grdia for four 15} yesrm mmed oYy Frocedley W I o s comiionte s oy 805 ol e
G sangdipinast of Bithor et oy are i Bste o, parne 0%, AAEDe Sl O ONIEIGHES IOWIOG L VENESS T WD 9
raiaing 18 Iuganens or PaCIRG: Laee £f DLE e Cotl arevaly i Wiss Viegima §or four 298 yerrs iRy
proeoaing the gte o Mg cortFcatier: oy,
Hidder mi moresdan vood b s anofindn o subshlywhaen employs 8 mbima O s e et remd o
@ widsh es matalned BG besdarrtons o Pe s plase SThus Rass withs Wost Vi eva oot nucy 4 foxr thae fouer 18
Yasrs e kiabyiy prescting e oo of this cenfens o o,
2, Apphication is made for 2.5% vendor prafersnce for the rezson cheeked:
Bidor @ & weideal vindsr whe Contes te g fing P e of i comteant, oh SWMETRQ0 G Akt TS of the wrgditees
okl oL S8 urt beb e bd oo reside e of et rRies whe b rozicad r the TR LTI utusly o tha Mt poans
b anly frosening submistiom 23 1ios e or,

3 mmummw;mmmmmmemmm;
— Edior iz o vaaomsrbion epmdnr enploring b miskrns of ong tundres otote FEXONTS OF 15 A namresde VSRR W

cibate £7 wsndinoy wiith mameins 15 MeBRqUArDR: o s g o O
DTN € Oro hundies 8230 CIident w0 G S1ot, @i 03 D5 of the eontrae G AVENgE £ feary T
enpiranes or Fidde-s o'fliabe’s or “dsdiany s DryeRE are residena of Woor Vinirs, ThE; orm i
Rk for the YWt YEaTS A Etely D sSGIe s eonierion of thin b, or.
% mmmumm%mmmmmmm )
Bickrar eeln o v o e gricarnent of beth seldoviniams 13 amd (2) or okl o €Ty o 1853 &6 et b owe: o,
5. Apﬁc:ﬂmhmﬁu!m%&%waﬁumwmhammnwmm&
Bidtariz anindvidua’ resdentvennorwhs o & veiercn of tha Linkied Sintme armodforocs, 10 msrn e o fua Neturssl (g
#d g sn:ﬁded n Wes: Vugirls eontauwousty For e far yenity (mmes R0y precesmy tha dote o ks e bl o
6. Wmnhmﬁah&mm%mm!nmmn&r&nmw:

. Biddor 1) arsioiey] R aCDT whe 12 A VDIEral nbths Uniad Sl armod femoes, 90 reoerves ¢ e Navone: Guard, )t
Fipezs o prosicing or el sbutiag e coryeaditiss o+ e siztyy the prvont wideh s M sudect cithe veaise s by ans
SeAtiruousy over g ST 00 of 1o preiaet o £verii> ol kst covemy-Zien porent of fre vorsdor's emplovess s
AL 61 Wast VIRginD wiie feves resides i the 6t cONtmucualy for he. e Tyt xesy presedian yoorn,

7. mmmammmamm.,wmwwmummm-
. mmammmmmu»&mmmwmmumm
Bluks 130 Deon Cr expacts t9e Ao Pric 1 cor2 ac) awand by the Furcvasn Divisior 03 & et simall, womon
& iy tanad business
Egfar arassatards F tho Seaclay of Heuomas diEtnemig® tan 4 Biddar neacivirg poafeeenos hos faied o CITITE 10 mes) Sy
IR e 0 s preterence, the Becogtary may o th Dlrentor Puohating t: @) st tha b or ! aspdonm prna ity
st auch Eukderun un amonnt nat ‘o oxncsd $9% st e bid ares.ee and Nt guch ey Wil bo et 3 fhe sor Trac'kis aoe oy
erocoueties Inm ey unpaic et oo a the-cawerant of pur shate omar,
By stberizoion ot 6t cptlkmas, Bidder agroey 1 disniese any oAsTRAy e ealet mErmaticn t Puichosng Congion sng
Buthorans ®o Dopetmvem of Reveruc o Garvse fo the Ciractorof Puchasing sppropiars wimenion wverllylingthan BEikdis s poig
10 Suitis] b S ane tax e, 070w drd Ot SUTh TIOMREESS UeeS Pt oA the GRS OF Fanes meiC o sty ek inkevation:
dermoc by e Tax Commissioner 1o ha comRyein
ummmmmmmawruwMatammmmmmmgm
aﬂmmﬂmmmﬁamhmm mawm:mammmmkm
wmmmmmmemnmmmmmmmmmuh i immodiataly.

Bitder: figthiaiif €08y 4 ey e, Stgmowd: Ll.\u L
ooe:_cBlet]2e1y T e Paemrctent !

e B e PN 0 Nl 11 R PR P 0
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Purchasing Affadavit

STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

COMNSTRUCTION GCONTRACYS: Undy W. Ve MQM—N&MWWMSBMWMMMa
tmatr&c&mmhaﬂt:aw%i‘vmkmntohaaﬁafnumwmcmmmﬂmmﬂb e stle or @
peitics’ subdivison ¢f the ghise, ieluding, but not irikted to. Shi alions relate:d 10 payrcd taxes, prosesry ‘axos, suisg and
usa tang, fies servioe fees, or othor facs or fooe,

3 refaisd pary 1 the vandor or prospecive vonde: s o dedlor anc: (1) the deot owed 3 an amount grestor than ane
mmmmmmmmmmmuwm.wﬁmmw

EXCEPTION: The prah:bitizn Lis'itl Sbcve does nr? PRy whuii @ vender kg covontes oy X 22 nigtyed parsysms bz Chapler
eien Of the Y, Va Code. vikess® componaation Erenvume, pomit fox or cwirmenz! fae oF assosement s £ matior has
S BICOWE A OF witenn the vanent s aalieit brts 3 prvmoes ghan ot apnersont god the vandsr 2 5ot a1 wRIt oty e D
provisame o gaer 2lan or agiocmert

DEFININIONS:

"Dt moang any estesoment, promium, poilty, B3, X OF 6N amamd of mongy owed o the ooty oF ooy of B gt
SUbLvig.ons DAGHLLE 0F U JgTen, fra. pomms vidlten, boenag asmessren, defculed workens' compenscion paemiun, Pty
& oiney gatERITEN! prooendy uivgieal of due s sagued 1o b £ B e cinte 1w ey of iiS prites MaSvis oS iachading
Ay anars! o gl ey peratiss yomnued Ihoresn,

CEmpioger dolnult meens having o Gatztonading Bisno or Sobilly B the a0l S o7 1o Wie rdnsesed mplayers” facd o1 bolng
e pokcy dofioult, 85 defined nW. Va Cotle § 23502 ﬁﬁmwﬁmmmuﬁmwmmcmmm?me
Yally mect s abliopions as 8 wore ! eorpareation seinsred CREIYET, Ay empisyer s rot in empoye? gl ¥l hao extced
infc 0 fipyment SpreemeT? with e bncusance Carm sener and fremaing ¥1 QORI with By oigations inderide
RepaymE resment

“Refated party” means ¢ pary, whaSer an oo, comedion, partrersha . sasooclen, meied Hiabiitty compeny or any Sthey
120 or o mss seeomsfion of ctwr entily whotsogvey, relsied 47 vy vonde: By Ciod TR, COMEETE € Conteogt Moyt
wihgn s nity Pos o ctanaip of owrah or ofher irteuet wizy vhe vergar oo thal s anty Wi actualy or oy eTacl receivs of
woriol & poefinn of the beneft poot of wiheT covldencts o Fostunaroy of A vrar Tt with Patly receiving an
mﬁﬂmw&wmuﬁmmd‘mmmtw

AFFIRMATION: By signing this form, the vendor's suthorized signer affirmc and scknowledgos under panalty of
law for falve swearing {W. Vo, Code §81.5-3) that: (1) for construction contracts, the vondor is not In defsult on
ammﬁqeh&ﬂhnmﬂh&oaﬂhw-mmmdmm.m(z}mwum-roonm
Mnaﬁhuvmdwwaaynmmmuabtud-nudmmﬂmneiﬂmmwncrwm
party e in smpioyer default as defined ehove, unless tho dobt or employer detault In pormitisd under the
oxcoplion sbove,

WITNESS YHR me@ SIGNATURE: 3

Vendors Name: _ ta{"«?/"{’} et C[}p . —
e j - = =

Authoried & gnature: { ,h:‘:“f_‘., ﬁs Q_ A ! :""'---—_,,_%' Date: & E’Qi C I ?h‘:;.f

Coutye’ HiprGou il twowi
¥

Ere ‘ 4 ;
Taken, rubscribed, ond sworm fo by mmuﬁng;‘-,,imyu’!l__ ]‘Jﬂi;‘i'h:%f" = L2047
i
tAy Commission expites Lfﬂj’. 1z 2017 3

T A et

p Porchasing ATy m Revieed 0257537

NOTARY PUBLIC /’}}él-:_ -E’:j“/ é"(b

=

My Qv spmr Englme O 4. 2652

e T
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Ethics Disclosure

Waest Virginia Ethics Commisgsion
Disclosure of Interested Parties tc Contracts

Comraztiey Lusuers ently VIAHANTECH C,?RP

e, L1 e e e L, b e — e pa—

Aderess: 405 CAPITOL ST. STE 101, CHARLESTON, WV 25301

Contracting busness eatty s suthereod agent: CAMNA MAGUna
Ajiwgs, S0 CAPITOI ST STF 107, CHAR! FSTON, WV 26307

Hirkis of tlc of coateet, PTESCTIPUON Drug Monitoring Program

Tyze a0 desonpion of confract e bt S e
Gavesaeny' Spancy acswding cornan: WESt Virgina Beard of Pharmacy

Names of eash interested Porty 1o the sontract known o7 reasorably aricpates by the conltacing busincss
erlly fahacd; aduilionel pages o necessaryr

AT fonsfuss il s

W e e e el ot e et .

4 ——,

Sigraturs, __(__ frin-e =3 1 13 ef : Date Sigmrmfzwzm-’

f
Creck here fthis s o Sappfenmn!ai Divclosure,

Verification
o of o M Goumyot,‘h.m_»lm, - —— e

§_CHANNA Al ph - the zutherized egent of the
centraciing businass rnlity Isted above, baing dufy swom. scknowlxiges that the Dissiosure keren 5 beng
nade urder oath #nd under the renpity of potury

- . ! - - -
‘glier, swam to ard sunsenbed 2stero mo big _w”l syl S 1 b SO

» g .- ‘ ‘.“.. X
. ) SN WL.GATE
Gl pomeVst

o Sorurrlsaon Gt ma %9 $

Date Received by Site Agancy: P = 2 S oS
Sate suontitied 13 Etios Commigsaen: T g
Goverrmenta: agency sebmittng Disclosiine
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Exhibit B HIPAA Addendum

This Health insurance Portabitty znd Act of 1998 (horeafter, HIPAA)
Business Associsie Addendum (“Addandum®) memwrum
wmmmm«mmrw.mmmmrmm.
and is effaclive a3 of the date of exscution of the Addendum.

Wmmmmﬂam&a ofw!uru%‘m Py
informetion protacied hesith
WMWMMWMMWMMWH
WM?.&WM&MRWMR&WMMMN. L. No.
1114)mmwm.wmmwmmmmm
ucmmmmmmmmmmu-mpm; The Agenicy Is &
WEWuMMhM&thIPM.mmmmun Agreemant
mmmwmmmmmammm
m#mmmm;wmmmmmmmmmpm

Mahmmmhmmmmmawm
disclods 10 Ks Associsle cartsin Informetion which may contzin confiential indivduslly
mmmm.MM|Mwnﬂxm

Mnhmmdmmmmmwmmm
mmmmwmmmmﬂmmmm
mmu.mmmmmmhmmwmm
wmmmmmmmnﬂmmummmmm
cansistant with that dasire.

mmwon&mmwmahmmumndnmmm
herain, i the Agresmer, gnd of the suichango of PH! hereunder that:

1. Dofinitions. Tmm.wmmm.hmmmmum
maaning as those terms In the Privecy, Sacurity, Breach Notification, and Enforesmant
Rules at 45 CFR Pant 160 and Part 164,

a

b WMMMM}mmMﬂdmmm,
?mmhmedw.nmmhﬁcm

c. MMMMW.MMUMMMM
mmmmoummmmtyorm of such information,
maamammumammwcmg 164.402.

d. ?;?w&uochhﬂﬂhwhmﬂcﬂmhmﬁhmh«ﬁ&
. 103,

. MMMMMMMTMIUMN
Ciinica! Hezlh Act. Public Lew No, 114.05, 111"%9&:{2@9}.

1

T R
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f. Privacy Ruls means tha Standards for Privacy of individually identifisble Health
Inforenation found at 45 CFR Parts 180 and 1564,

g Protected Health information or PHE shat have the mesning given to such term
in 45 CFR § 180.103, limited to the information cremied or received by Associate
from or on behai of Agancy.

memmedm \
mmMWMwmmwmﬂ

[ Security Ruls means the Security Stenderds for the Protection of Elsctronic
Protected Health information found at 45 CFR Paris 180 and 184.

S T S e o i P o A
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&, Stated Only. The PHI may not be used by the Assacials for ey
mpmoﬂm&munhhdhﬂth&dﬁmdm‘ or 88 requirad or pommitied by
b. mmmmmmmwmmumwm
Asscciats othar than 2 steted in this or 83 fequired or pemnitiad by

HITECH Act. Associate wilt report o sny use of disclosure of the PHI,
including sny Securlly Incident not provided for by this Agreement of which
becomes awers.

e mmmmmmmm,mwm
suhpncwwcmputmmmmmmwhm
Information, to pravent use or disciosure of the PHI, sxoapt as provided for In this
Addendum. This shall inchida, but not be imited to:

() Limitetion of the greups of its workfores snd sgants, i whom the PHI is
diaclossd to those reasonably required 1o accomplish the purposes
dtated in this Addendum, and the use and disclosurs of the minimum
PH| nacessary or a Limitad Deta Sei:

I Appropriats notiicaion and treining of s warkforcs and agents in order
to prodect the PHI from unauthorized use and disciostire;

IN. Maintenance of a comprahansive, reasonabie and sppropriate wrilten
PH! privacy and security program that includas dministrative, technical
and physical sefeguends eppropriate to tha she, nstwe, scope snd
WMNWM&&WMMM

v In accordance with 45 CFR §§ 164.502(e){1)(}) and 164.308(B42), I
applicable, enswre thet any subconractors that cresis, fecelve,
maintain, or bensmit prolscied heolth information on behaif of the

55
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Mahantech Corpo

o
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CSAPP

Support of individual Rights,

L8

a3 PR syt

tion

«mmwmunmmmm e

Agency for inopcaion erd copyig, and in sisesonts mcs ')
Toauostod, within ton (10) days of @ roquect by Agency o onchie
mummmmmmm.mm , bet fot
m&sm;smwmwmmuum

sotouniing , Astociste its apents
make wvallnbio to W@Mm

raquwcd o provig: o diwowmhemb!p'mb

Ul i  Privacy Rule, , but not 1o,

&mam.w [ ' . ¢
m'ﬂw.mmbrmm At a reinimum,
. gm%ﬁm
e A2ma of the antiy or person who reccived the , &
i known, the address of the antity or porson; i
° © brief description of tha PHI distloscd; cnd
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fonger If required undar cizte
h.  Agents, Bubconiractor's Complioncs. The Associets shal the Agency
of al subconirodis and mmmmmm

Oficer. mmmﬂmmw«mmmhmg
m:wdﬂnmlummhew.«wamﬂme
which the Assodiatc oreatas or reazives on behalf of tho Agency, agroe to thy
restrictions and conditions whith apply to the Associals hereunder. The Agency
downstreem ngrasmenis

Ronder PHI Unusobin, Unreadal?d, or indecipharable fo Unauthorized
Indhicils for =3 of $he Breach Roquirements undor Seciion
13402 of Tio Xl b8 roquired, to the extont if Associate choooos not

govemad by this Addandum, it must submit such writon retionsis, including ite
Security Risk Anaiysia, to the Agency Procurcenent Ofiioer for review prior 10 the
m«mmmmmmmwmmumm

S s e
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mmmwmwmmmmunﬂwm
or 1EIDY (TRe i % i

believed to impropasly
oty (d) A dascription of whero tie PHE or confidentis) dals is Belloved to havo
bean trensmittad, sont, or utlized; (8) A description of the probeble
couses of the improper usd or disclosure:; and (9) Whaiher zny federal or staie
MMMWMMWU‘W

required Associpte for miligetion of the Broach, which *
Inchude notification to the individual or other suthotins, -

Al wasociated costs ghall be boms by the Associste, This may includs, but not
ba imited to costs assockited wiih notdying sfecied individuals,

4. Addendum Adminletrztion.

& Tomn. mmmmmmnummamwm
Agreoment or on the dele the Agsncy ferminaios for cause a3 suthorized in
paragraph {c) of this Section, whichever is sooner,

b, Duties &t Yarminetion. Upon sny tarmination of the underlying Agreement, the
nmuum«m.nmwmammm,w
MwMMhMdeMWMmm
ot maintains in any form  and retain no coples of such PHI or, I such retum of
mumm.mmmmmmdm
mmmmemwmmmwmnnmm
mmm«mumnmm.mmmmnm
wmmwm.mmahmwmm
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o Suivivel.  The respactive rights end obl: of
Mmmmmmdmmm“

8. Goneral Provisions/Ownership of P,
[ mmumwmmammmmmmma

to be returned on damand or destr. 2t the Agancy's option, st time,
mmmmmmwmwmmm o -

S mmmm«mmmmmmm
which would parmit identification of an
et o : individual must be held coxiidentisl end

c. Mm?umhuhuEwamby!mw&hMmh

¢ Mo 8xiga, Reporie of data comtaining the PHI ot be soif without Agancy's
or the affected individuals writtan congant, il

'S mmmmmwwmmmn

mmbmﬁr.mmmmm.m othor than
Agency, Associals and thalr faspeciive successors ww:my fights,

under the laws of e siste of West Virginie.

8 Amendment. The partics agree that to the extent to with
mnmmwummmmm eomety

h. MM&TWMMM.WWW
mmmmwmmmm LA

7

%
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Namo of Assodte: Mahantech Cor

sm:ufﬁ&%{‘_".:i. == -

s Fremident ,

08/02/2017

Data:
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APPENDIX A

mahaﬁumuaamafmmm mmmmwm«lm
mwumwmmammmmm

Name of Astocial: Mitheol L CGoft
Name of Agoncy. wy 8o+ of PEgramp

Dascribe the PHI {0 not indute sny Actus! PHY. i not anplicatis, pis ase irdieate the sams.

Patent Data:  inchucing namre, address, DOB. sex, dontination number
Poraon Paoking Up & Presonpucn Do, inchuging name, oodess, DOB, sex, itantfosion numer

o - mmyﬁmw.m

Presonber Deta. nducng presonber hame, codress, GEA nursr
Dicpensor Doty: Indhustiag dwpensor nama, oucress, DEA numbor
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To be submitted after contract award.

PERFORMANCE BOND

KNOW ALL MEN BY THEBE PRESENTS:
et

" Am—. . o - BT r— - = -
S - “ Ce g i =

¢ Principe, hesnafar caliad Cortraxcior, ang)

A eoparation wrpartzed ard exing ey
Sbasdefoe 000000 Wil 83 prinip cifcm In i Ciy of ——
0 Suresy, Rewiroy cofid Sy, ew el Giely bound un

e oty 52 08 GO 2t b o TP i)

et ey, sk acirasa b P Cosa A HGTT )

e T —

o —— e, T ——

28.0t%gce, harinshe osled Owe s e st ol — . _—

Dotars { . o the paymer whereof Cortreztor and Surety bird hermeives, heir hers, sspoviens,

mmwmmmmmwmm

WHEREAS, Contpacior has by witsn agreamont datod ; e _
— erismd 4 s coatrest wih Ounes lor B e

ST S ——— T

mwmmm-mmwumm»unm.
m,mmmwmmammrmmﬂmwm@mum
mmmmumuwmnmmummueﬁm
mmwﬁmmwwm«mm:mm.
Wharseir Conbacior docared by Owner Ouloni? undar e CONTRACT, the Qunor fe: parlinot Onnery ebicsims
mumnqmmnﬂmumm. e -
;: wzmnﬁmmmmwmmm

4T, save o Ownier hprmdasy WMMummmmw&mamﬂmm&mwa
mummnmmmmmmmaﬁmm
Nomdumemiithhhmﬁmmwwmmu“mm‘avhmd

Honed st serwd this* e dwyo! s
Priscius Comoans Sew s

ot v

v o

e R

11 Prziiod, Viou P, Qv Pevae ot M,

rolter iy darhaed Avod
B’y Corporaty Seel
BY: . EF]
KOTE:  Fimtae afach Powe of £ fxeoy = ATy
NOTE Appiicable t2ctons of Seohed atingsronts mist bo
eompicind s vimed o pet of
“Poweor of Ay smist ba oerided o3 5 dra or e, m l‘;:-ﬂﬁ
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ACKNOWLEDGMIENTS

wxwwwlwwrmm

¥ STATEQF e _

2 Conyol vz

3t 5Nodory Pubie i s or th

4. oonry and stiie 2Toacatid, do heroby comlly that . N
mmmmmhmmmmmmqmummmhnmm

5. Goon under ay fnd By - e _ Y - S

LN S 3 T

8 Koty ot T i S I
ictzry Pubiie)
. Ry comwizsion opves on g y deyef - . o .

Acknowiotdgmont by Prineipat ¥ Corporation

” mmm U e e — R L T e e— S LTI p— - a——— .. L I . - TG W -
10, Countyal _ _— e TR
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Instrweticns Bieme mmwmmmwhmmmmm
oddondum acknowiedgment fonn. Cheak the box noxt to e2ch addeadum reocived and sign below,
Pailure o celmowdedze oddend:s may result in bid disquatification.

Ackaewledgmens: 1 herehy ackeowicdge reecipt of the following addenda and have made the
RECOSIrY revisiond to my propasal, plans eadlor specification, exc.

[ x] Addendun No. | i ] Addondum No. 6
{ ] Addendum No.2 [ ) Addendum No. 7
[ ] AddndumNo 3 [ ] Addendum No &
{ 1 Adiendum No. 4 [ 1 Addendum No. 9
f 1 AddendumNo. § [ 1 Adlendum N 10

lmmmwm&cmw#m”bmﬁrmdﬁsm 1
mmmmmmwmmm«mmummmmm
mmemﬁt‘aMmmﬂmmmhmm Only the
mmmmmmwmw»mummwmammmmmmm.

Mzhantesch Corporation

Wy

August 3, 2017
Dete '

NOTE: mmﬁmmwtmummﬁmuhuwmmmg
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CRFQ PMBi8*1
Prescription Monitoring Program

Q1. 1 was wondering wint system this would be replacing for tive state?
hmmnmmmm-mmmmmmmwnmm.

The RFQ mentioned that the new systen: would have to migrate 13,000 existing profiles to
the new datsbase. Are those coming from a state run and opersted system?

Also, hos funding been set for this project?

If s0, for how much?

WYROP Revpemee: This RFQ i for the Controlied Substances Monitoring Progrem (CSMP)
for the West Virginie Board of Pharmscy.

The Board s 2 current contract with Mshansech Corporation to provide these sesvices for the
State,

The 13,000 is the approximate rumber of current CSMP system users.

With regard to finding, yes there is funding, but we are prohibited from releasing that

Q2. Section 5.1.2.21: Regarding the collection of overdose incident data, will the WVBOP
require the selected vendor to collect these data from a single sourced database or will the
vesdor be required to interfuace with multiple reporting entities?

WYBOP Respomes: The vendor will be receiving the overdose incident data from a single
sourced database,

Em— pieE e T T AT e T TR T —

Mahantech Corporation Page 70




West Virginia Board of Pharmacy Prescription Monitoring Program
CRFQ 0913 PHB1800000002

State of West Virginia General Contract Terms and Conditions

12

GENERAL TERMS AND CONDITIONS:

L CONTRACTUAL AGRRPRMENT: hsucnize of 3 Awad Document signed by the
Mmm.ammmwsmmwm%
wsﬁnmmw&mmwmmmmawq
Virginia cnd the Vendor. Vendor’s signature on its bid signifies Vendor's agreement to be bound
bmﬁwhmmﬁmﬁﬁmmdhﬁbmm

2. DEFINITIONS: As used in this itati the following teems shall have the
Mmecnings attributed to them below. Additions] definitions be found in the
e mey specifications

u.'W¢“Wme.mmwmmqofﬁcm
ﬁWﬁWMthhmmﬁhm«- other public
n&ﬁbmmﬁ«mm&m = ==

uw«wmmmmmmmmmmﬁcm

23, “Coatraet™ means the binding agreemen: that is entered into between the State and the
Vm&hmﬁh&m&mmwh&&m

M.Wmu&eD‘nmofﬂuWeﬂV‘uﬁm’ Department of Administration,
Purchasing Division.
M“MWMMWmVWWﬁAMWM

g-ww;:mﬂumwbyﬂnwmuw
Divisica, cnd aparoved 25 to form by the Agomay Goneral, i identifies the Vendor a5 the

2.7. “Solicitation™ means the official notice of i i
bl by &n opportanity to supply the State with goods or

4.3, “Stats™ mecns the Stese of West Virgiaia andlor of its . i
oufiy ingmaia any agencies, commissions, bosnds,

MWWWWWmmeMaWhmwM
&&m&wmumumammmammm.aumm

b “esss navended the Contric o# coutext requires.

Ravised 07/07/2017
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3. CONTRACT TERM; RENEWAL; EXTENSION: The term of this Contract shall be
wammummmmwfumwm&mm

] Term Cootract

mmmrmmmmemwnm
TR I =t mdmdsﬁrapedodof___ e yean(s),

Hﬁml?m:m&mmmbemmﬂwmmmof&aw ]
muvmmmmfmmmmmmmmemwm ’
mmwhnwmwxmmmmmwmmm
mmmmm)mswmmmmwmmmmw

nmmmmmdmcmamﬂmmwmamam
mwmwmmwmmmmmummmm%
mm&rm&mmﬂwﬂm.

[ Oter: See sitached,

Revised 07/07/2017
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aw&m:mmwmwcwm be determined in accordance
mmmmwmmmwmwwm.

UMWWMWﬁWWnWW,MM
mwwuw&k%mmmmmm@vﬁ.
quentities ootually ordored delivery during the term Contract, whether more or

thn the quantities shown,

mwmmpawmmummwmumamyde&ahw
WWMMMWM&;W%@IEWEW%&
pmwmbmckalym&&ofwmmm

!gﬂ-:‘ﬂul‘um MCmnkfwﬁemofewlMofMﬁnaa
i hummmmmmmmmm

eddtional goods may be procured Mﬂﬁfmwﬁmmewm

w»awuvm.w,mmwmmmm&m

7. REQUIRED DOCUMENTS: All of the items checked below must be provided to the
memvmmmm.

ﬂmm(WMkPthmmme.V&M§
5-22-1¢c), mvmmm.wmammmmemwm
hﬁnmdﬁwm{ﬁ)d&eﬁdmafﬂawmmmem
Virginiz, The bid bond must bz submitted with the bid.

mmmnmmmmwmmvmmmam
in the emount of 360.000.00 .mmbmﬂmumwm
MMWWWMQ:WW%WM
must be 100% of the Centroct vatuo,

Revisad 07/07/2017
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O LABOR/MATRERIAL PAYMENT DOND: The spparent successful Vendor shall provide a
i payment baxd in the amount of 100% of the Contract value. The lbor/material
payment bond must be delivered to the Purchasing Division prior to Contrect sward.

mm«mmmmmuwmhmmuvmm
peovide certified checks, WSMNMMN:MMMWMWM
eﬁu’ncb&.wwmofmmhﬁwomhndmuofﬂum
sncwkt and defivered on the same cchedub: as the bond it replaces. A Jetter of credit mibmitted in
lien of 2 parformance and kibor/msterial payment bond will only b2 allowed for projects under
suw.m.w«mmﬂmwmmmmwm
Virginia Cede § 5-22-1 (d) mondztes that a veador provids & performance and Jabor/material
wwmmmw,mhmmm
hboﬂhauhlpthenﬁfwcmﬁmpdmhwm

[ MAINTENANCE BOND: The opprarent suocessfil Vendor shall provide a two (2) yoar
mmmmmqmmmwmmawﬁd
delivered to the Purchasing Division prier to Contract award.
DQMIWCAMBESIPE&M: In addition o anything required under the

shall fumish proof of the following licenses, centifications, and/or permits Cantract
aﬂud,haﬁ%mﬂmmm. priorto

The apparent succersful Vendor shall also furnish proof of any additional Hoenses or
mmwmmmmmmwwwmmm
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memmhmmmwm

D U - S g
— i e —— o T g

e B s R Ppe— T g 4 e —— i g —— S

E}Ambﬂewminmmgnmuﬁ . —
[J Profscionst/Malprs an¢ Omirion Inowramos in at lesst an amount of:

nwwwmmm@m.mmmmoﬁ

vy B T A o e ——— B T —— R e

[ Cyber Lisbilky Insurasce in an amount of: e —— et —
ﬂhﬁm%&%hquﬂml%ﬁﬂmwﬂwm

o

a

Revised 07/07/2027

Mahantech Corporation



CSAPP

West Virginia Board of Pharmacy Prescription Monitoring Program
CRFQ 0913 PHB 1800000002

17

9, womcommnon mmmcs.l-hﬂ;mw Vendor hall
comyly wil miating to workers compensation, maintzin workers' compenmtion
mmmmmmmamwwmm
moquest.

18, LATIGATION BOND: mmmcmﬁe'ddnmmmmmyvmmmua
wmofmmwmﬂuﬁﬁmbmdinﬂswmmmmofﬂnlmn

31 LIQUIDATER DARMAGES: Vendor shell pay liquidsted daasges in the amount of

S .
This clause shall in 00 way be considered exchusive and shall a0t Fimii the State or Agency's
tight to pursue any other availoble roemedy,

12, ACCEPTANCE: Vwmmmmiuhid.omlﬂwmﬁﬁmnww
mmmnumammhmwwmﬁpmmwﬁﬁ
;?mem&mwm in the Solicitation

product ar service, wnless otherwise indicatod, gnifies acceptance of the terms and
conditions contained in the Solicitation unless otherwise indicated,

13, FRICING: mmmmmummmm«mc«mmmam
mma&mmwmmwm’-mam
Mmﬁmmmmmmmwmmmmmm
mmfndon.mmnhmmm

mmmwr;mumumummm.hmmomu
mmmmmmmwm«mmvmmmn invoices,
in cvears,

13, FURCHASING CARD ACCRPTANCE: The State of West Virginia currently utilizes o
MCMMMMMMWWaWMmhm
mmmmmmvmwwmwmoﬂvmwaws
mmwwuwmmwwmmmmum

Vmbwmhdwwasmdw“m’ummmdu yment for
gmwm o

Ravised 0707/2017
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24, MODIFICATIONS: This writing is the parties® finol expresyion of intent.
WWEWWW&;WMW@&WM&
ﬁmymmmmmoﬁhw.MﬂnWﬁm%moﬂn
mmmmmmmammmmqumwm
oaly). mmmmmmmm«mmummm
Whhmﬂmumhwﬂ@&%%mﬂw&w

mwmmmwmmnmmsmmﬁmamm
umkhndﬁmmwmwm&ﬂﬂ.umdymms&aﬂ
mhmnnﬁwwamhﬂwmamhmmmm
right, or remedy, but the same shall continue in full foroe and effect. Any waiver must be
Wyumdhmmwww&mimm.

SLESZQUIENT FORSMS: The tenms and conditions contoinod in this Controst ehof]
wmmwmmwmmmmmmm
mmwv«m»uw«mmmm»msmm
mmmememwﬁaMmhlm«
other electranic documents. Acseptance of ise of Vendor's forms does not constitute 1:c-sisace
of the terms ond conditions contained theroon.

nwm&h&mwwaaymm«wmmm.
mumwhvmmmmmwdhw.m
mmmmM‘sM(Miﬁmwmeoﬂmm
wwnﬁuﬁmmyhn«hﬁ»wmﬁmﬁmﬂmw
z&mmmwﬂywmymhmﬂndmmhxw&w

uwm:mvmmlymmnmmmmw
&cmwg(a)mmmmwﬁmmmsmammm
Wumw&ewmwmmm&ﬁmmm
{6} b free from defisek in matertd and workmanship,

m.mammmwmmmmmmmcmm
mmamwwavmsmmmmwawmmem

3. BANKRUPTCY: hﬁamﬂnVMﬂhhbﬂmmmWdem
memmmmmmummmnwmm

31. PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not
m»mmncm.wmmymm“m
mmwmnm.mmwwmammwofh
mmuﬁnmamwﬁcmhmﬂombh
Mmm&% b e
Asconntability Requirements, gst forth in

Revised 07/07/2017

| o T T 2 B L S Sl WSS
Mahantech Corporation -



CSAPP

West Virginia Board of Pharmacy Prescription Monitoring Program
CRFQ 0913 PHB1800000002

20

"

M&Mﬁewm«mdhmuw
wuwmmww«v&mmas&m el seq., 5-22-1 et seq., and
5G-1-1 aqmumawmmwmvmcm §§ 29B-1-1 et 3eq.

mmmmmmmmmmmmcmmmam
mw.onmmmmrmmrmwmmmscmm.

wmammmum&ummmmwmmmm
meﬂsmm&m&ﬁcmm«m Tllem
mmwanxmww“mm:’ ,” “trade
secrel,” “private,” or labeled with any chimnguimtpubﬁcﬂisclcmofﬁeﬁeummto
inzlude any “trads socrets” as defined by West Virginia Code § 47-22-1 et seq, All submissions
arg subject to public disclosure without nocice., .

requirements
West Vieginis Secretry of State’s Office, the WﬂW@ﬁaTqummevm
mw&wwmmWywmﬁwm.Ummﬁe
V;dormmﬂeal!wmhse:wom information 10 enable the Purchwsing
gmm«wwmwmwvmnwmmmmm

RMb??:hana.mmﬁmnWMwmnam
Mm@mwdﬂw%ﬁWﬁ%ﬁ,ﬁeV«ﬂwwhmmnﬂ.
m«m»amawmwﬁﬁmmmmmmmwmmd
w&my‘mwmmm&emﬁmhmoﬂwwmmhm
of West Virginis fnr_pﬂoe mmwmdmmwhm
Mummmmwmmwwﬂammw
ﬁlbmmmmvmmmmmmgwymmwm

ummmmmﬂoxsaaymmw«mmmcmvm
m(a)mmmammmmmwmwwm
mwmﬁwmmmw&ym.mip.mwmmma
bﬁwq&hh‘mm%mumm;@)ﬂmmmemnﬂ
mm&mmm«mwmmmuwamm

; ~mmwum»mymmmmu
mamgmmmmnmmmwmm its enticety;
mmmmwwmmmmmmm

Revized 07/07/2017
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2

Vendor's signature on its bid or offer aleo affinms that neither # nor its representatives have any
MWMMWMMWHMMWWm
mmﬁmmmm.mwmwhmythw
uw.mwmwwawamwavmmﬁﬁumuwmh
mwuvmmm&hﬁ«oﬁrummmmm
Wmmummkmm»mhvmmmmm
mmeemmbawmu@.uvmmmwmmym
registrotion,

agency thot may require regi

3¢. VENDOR RELATIONSHIP: The relstionship of the Vendor to the State shall be that of on
MmmMmpﬂ-mmanmmh
ocatemplated or created by this Contract. The Vendor a¢ an indepandent contractor is solely
liabkﬁrﬂ»mwmiﬁmﬁhmmdm Vendor shall be responsible for
mﬁmmmmm}-wwwthmwﬂwm
ofﬂﬁamﬁummﬁagm%mvm.mmmpbmm
mwmvm.muw»ummdmm&mm
whitiotver, Vender thall becsmvdyuwueﬁaﬁnmdwwmw

proft:siona! fsbility insurcace promiums, contributions to insuronoe ced pension, or other
deferrod compensation plans, including but not Haited 1o, Workers® Compenzation and Social
&uﬂyoﬁﬁmm&:smmwﬂhgahﬂwmymmm
fetures pertinent to ol of the foregoing.

VMMWMH&MMMW:S%MAm&th
egainst any and all chaims inchuding, but not limited to, foregoing payments, withhoidings,
mmw&aﬂqmwwm“m.

W.WA”ON:MVMW&M,MMMHWM
mmuam.mmmmmmwmmmmuwm
ﬁrmmwmm.muﬁmm«mmmm
mﬁwmmmmumgu%m(gmm«
mwmlﬁnawmywmmmﬁthurW the Vendor, its officers,
m«mwmmmmmwm.
mm,amammmmummmwm
bymmubywmsmmmmwmwmwmvm.
&MMMNWQMMWFMI@“&»WMM
Himited 10, Iabor and wage end bour laws.

mwmmmammmmewmgmmm
controcting public entity shall not owzrd & contract for 3 construction peoject to any bidder that
kahhmmmwmmmhmwnmﬂwm
dmmMManwWWWmlmmm
sales and uze taxes, fire sorvice foes, or other flnes or fees. Accordingly, prior to contract
Pahiing v ing s o o o hhusg Afldevito b
wisder oath that it is mot in it on any
owed to the state or s political subdivision of the stote,

Revisad 07/07/2017
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VMmMymmmhkﬁAwmmﬁsCmmﬂnm
Gmm%duﬂmbmmwhﬂm&umﬂofﬁhcumhmm.

umwmwmmzvﬁmsumunmmummm”
Mmmmum&mummmmmum
mmamo&mm.vmuwwmymumm
mmmhm&namﬂhofm&amm Any conflict of
ﬁmnﬁmmddtﬂtbwymmdhmwﬂgw.

41. REPORTS: vmmmmwmhmm Division with the
following reports identified by a checked box helow:

&w&wmu&zAmyu%hhmmviﬁmmymMmm
w%ﬁmmmmmmwﬂm&mw
controet expenditures by agency, vic.,

aMmmwmmdmhmmwmmma
WMFMWW.MmmhMmngDM
via emnif -L_-:_ji-" honsic gy

42. BACKGROUND CHECK: In sscordanoe with W, Va. Code § 15.2D+3, the Direvtor of the
mmwmwmmwmmmmmmmwy

ik

mwm&mmmmmmmmmwm
wﬁyﬁuhuﬂum&wﬁh%ﬂh%%w&wwm
m««mmmmmmmu&wmmmwﬂh
Mmmmmmwmwummﬁmmw
Mm&mdmwmmwmmmM
mmamammsmmwmwﬁw
m«aummummmmmmmmm

mw&nm@mmwﬁw@mmwmm phone at
(304) 558-991 1 for more information. %z

Roviscd 07/07/2017
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43. PREFRRENCE FOR USE OF DOMESTIC STEEL PRODUCTS: Except when
authorized by the Disector of the Purchaxing Division parsuant to W. Va. Code § 5A-3-56, no
mm‘mwmmmk;mmn@ummmw
m@mm&mﬁelﬁuﬂﬁmﬂ%%mmﬂmﬂmiﬂvﬁhﬁmdﬁ
mmyksdﬁmbdvﬂmlﬁnmmﬁoW.VmCodﬁ5&-3-56.Aswdinlhis

other stee] making process. The Perchasing Division Dinsctor , in writing, authorize the e
of foreign stee’ products ift i

¢mmdm Division determines that specified stoe! materials are not
Wudwbh&dﬁmuﬁ:aﬁﬁmqmﬂywoﬁwmhemmmmbbnﬂh&cw
meet contract roquirements,

Revieed 07/07/2017
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%mmmmmmm GELASS, AND STERL: In
Accordence with W. Ve. Code § 5-19-1 ¢ coq., and W. Va. CSR § 145-10-1 et soq,, for every
ma%ﬂmwhﬁdﬁmmﬁd%hhm
Waﬁumu,nm&.mmmmwwbﬁcmwhm
mmwmhﬂmuww»han&Micmmb

ing

wwwmmmmﬂhmwwmmmmmmm
xggmmumwummwmumwmmmm

Revised 07/07/2017
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mﬁummwhmmwmmmhmwu' wb-

wmma)mmpmmmm;pmmwammmm
the business entity m«mmm«&mium
mm@}ﬂumumu{ﬁm ifmy,thﬂsmred?sneoumum«

drafling of the spplicable contract. The Agency shall subsmnit a of the disclosurs to the
mmm:smmmmﬁmamm

Rovisad 07/07/2037
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ADDITTONAL TERMS AND CONBITIONS (Construetion Coatracts Ouly)

L CONTRACTOR’S LICENSE: WmV’uginﬁCudeiZl-!ldmhuﬂmuﬂm
desiring to perform contracting work in this state be licensed. The West Virginia Contrectors

Conrector’s Name; _ -
Comtrector's i sopie No WY T ' —

mwmvmmma of its contracior’s license
issumce of & contract award document. i ’ Sl

similzr affidovit that fully complies with the requirements of the sppliceble code, withir one
Wdydb&gmﬁmhmiﬂml&hdﬁq@lﬁ&ﬁVW&ﬁdW
Qoﬁ. Va. Code 21-1D-2(b} and (k).ﬂlhptwiﬁmduamupplywmlichnmemm
emmmﬂalmdwkswﬁ,muMamem

1.1. DRUG-FRIEE WORKPLACE £ -
= POLICY: Pursuant to W, Vs, Code § 21-1D-4, Vendor and

; mosl implemen xnd maintoln 2 written deug-free Tasce that
complies with s:id erticle. The #wiading public authority shall mmmﬁfg(l) Vendor

Humww.VaCodall-iM}aﬂ@g.ibkmﬁmdwsm 1 pudlic
qumwwﬁmkﬂﬂmwawﬁmwm

Revised G7/07/2017
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3. DRUG FREE WORKPLACF, REPORT: Pursuant to W. Va. Code § 21-1D-7b, no less than
oo per yeat, of upon campletion of the project, every contractor alal provide & certified report
wmmmmuwmmwmmm.mmmm
shall be the West Virginia Purchasing Division, For contracts of $25,000 or less, the public
sutharity shall be the agency issaing the contract. The report shall include;

(;)Mmmmmmmmmmmﬁemmﬁ
West Virginia Code § 21-1D-5 was provided:

mmmewummmbymvnmmwofmm
mmmmmmmhmm

Q)MnmmwmhmﬁmmwmmmmeMie
improvement:

mnmgmmu&mmmmmﬂnmwofmmmm
mbud%m(&hmwmmmmymbkm(qm
aocident; and (D) Random.

v«mmmﬁummwwrm Workplace Report Coversheet when
mmmmm.mmw.wmm-w-mmmm
mﬁmhmmbmmmmmﬂwvalmofwmmllSloo.Ooeorleu

4 AlA DOCUMENTS: Al construction contracts that will be completed in conjunction with
mwmmmmammorﬂnwmvmmwuwmw
ﬂnMAMUl-&M&dMl»M?mmmﬂ?-ew?éﬂcmmmbyh
WC«M!‘«&;%MW&W; in addition 1o the terms and conditions

& GREEN BUILDINGS MINIMUM ENERGY STANDARDS: I accordance with § 22-
ZMaﬁmhﬂdﬁzgmmofmbﬁeWthammm
schematic design phasz prior to July 1, 2012, or any building construction project receiving state
grant funds and sppropristions, including public schools, that have not entared the schematic
design picive prior to July 31, mxzmummwwﬁmmmtﬁc
WMW%MW&MMW%MW
ANSVASHRAENESNA Stancard 90,1-2007: Provided, That if any construction project has &
mammammh.mammthmiMMmum
1o the extent such standiads are conaistent with the feders) ctandards.,
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§ LOCAL LABOR MARKET HIRING REQUIREMENT: Pursuant to West is Code
m-t&;aq,mmmnhbcnhmm-ﬁwmxm;&wﬂﬁe
mwmmmmmmzmmmummmcMM

mw«mmmmmmofmmnw Lsbor market
:Mhﬁmhmoﬁmcf&ehmofmphymwm of employment
mhdmm«mﬁﬁummmm.mmo{u
positions o be filled.

mwmmwmapwm‘mmmomnbm.mmamwm
mwmmmummmmmmmmw
mm&mMﬁMMim.mmmwmmmm-
dWMMW&WNﬂBwWWW&WM
muwmmmmmumw«&mmmam
wm&uMMMMAwﬁmuuiﬁthmmMﬂnmm&:h
Wmmmmwmnm.

mmntomwmmmm&mmmmmmmam
hundred dollars per day of violation. The West Virginis Division of Labor is responsible
&fﬁmmwﬁcwﬂaﬁmo{dﬁ!mﬁu.
mwmwhﬁhmluwﬁamanhgmm.

mmmmmmwm,mw
aﬂwmm«wwmypumimhmmhm
MW%QWMWMM“WWMNW

(2}MM’wwmwpmwwmwwm hourly work for
wmbyapum&mmsmmimmhcmmhmn The torm “employee™ des
MMI)MMW&:MEM«WW!&M
Wum%ﬂi}%%h@mﬂmmw
pﬂmm!memyhnmsﬂiﬁumﬁmomwe@m‘sm&

(3)1bm“mby«"mwwmﬁnm%m&oﬁngmum
employees on axty pubdic improvement and includes uil contrectors end subcontractors:

g;mm“mjmw“mmqmmmwwwmm«
Vet
Virginlz if any postion of dat county is within fifty miles of the border of West Virginia;

(s)mmmiwmmmﬁmumgmmm
cther siractures that may be Jot by . immau
may to contract by o public suthority, excluding

funded, in whole or in part, by federal funds,
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7. DAVIS-BACON ARD RELATED ACT WAGE RATES:

5] mmmw&imhuumywhmn, or iss part. Pursuant
to . —emn. VEDOPY e required 1o pey applicablo Davis-Bacon

wage ey,
£ mmmmmmummmmmm

asmmmwamm:mmmw. Va. Code § 5-22-1, the
whmm & comtract valued at more them $250,000.09 for the construction,
mmmwwmmmmmwmm
Mll‘ﬁ@f;ﬂMﬁmﬁﬂp«MMMﬂSMﬂﬂﬂmemm
m&gmdmmmdmmnpﬂywmymmmm
ncbyﬁﬁway.mﬁumhﬂian.mwmprojem.) The subcontractor lis: shall be
muummm«;mayammwm for review.
Tist, .

of the bid,

Kmﬂm&mwbwﬂlp«fm:mmm.ﬂw.m&wtmmb:wmmﬁm
wmuwmb%mmmhdwmthHm in the bid
mdzmhmb&emmvmm'smfaﬂwmmmm

a. Required Information, mmnmﬁdmmhﬂwfoliowimmm
i Bidder's nome
ﬁ.zﬁmdmw&mmwmmnaﬂwﬁmﬂm
project.

;&nmmmmwmm.mmmbyw. Va. Code § 21-11.
seq.

iv. i opplicable, & notation that no subcontrzctor will be used to perform mora than
$25,006,00 of work, {This itemn iv, is not required if the vendor makes this elear in
ﬂnwmwindwmﬁmfoﬂwh;ﬂ»mqumwembwnmmrlim
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¢. Substitution of Sukcontractor. Written spproval must be obtwined fiom the State
Spending Unit kefore any subcontracser substitistion &
is permitted. Substitutions are not
tmmmammmwm&nw
ammhmmwmmmuwa

ii. The custractor certifies in writing that the cabooutractor Ksted in the origine] bid
fils, is unzble, or refuses to perfoem his subsoatract, o
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ADEITIONAL TERMS AND CONDITIONS
(Architectural and Kagincering Contracts Oaly)

L. PLAN AND DRAWING DISTRIBUTION: Al plans and dmwings must be completed and
available for distribution at ieast five business days prior t0 & schedulod pre-bid meeting for the

mmmmmmdmﬂwphmwhwmy.

w&esm.mrmmmm send the addendum to ail interested vendors
mwm.mmwmmmmmumwhym
mmammm}dmmmmmmm.

3. PRE-BID MEETING RESPONSIRIEITIES: The Architect/Engineer ahall be svailabie to
mmwmwmm.wmwmmupmmﬂ.

or specifications prepared by the i

cmmcmm:mmmuwmumwmwmm
WMWWGWMdMWmVWMWHWWoWW
hMAlﬂlmMMI-MurﬂnMwmdocmumeyﬂw
Coeditions for the State of West Virginia, in addition to the terms and conditions
contoined herein. mmmmdm-mmmomwmg
Wmmmm«mwm

4A. PROETBITION AGAINST GENERAL CORDITIONS: Notwithsianding anything
Whmmmumwm the State of West Virginia
wﬂlmWﬁrmmwmmwwmmﬂmmg
delay in the sontroct. mvmuw»mﬁmmmmmmm
mwmmwmmmumwywmmmm.
mmwiﬂmwmiéuauwdaiiymmﬁiﬂkdwwnmammw
be an accepiable charge.

S, GREEN PUILDINGS MINDMUM ENERGY STANDARDS: In eecordance with West
vmcm;n-mwmmmmmdwnmmwmhmm
mmmmmmmml.amzamymwhgmmm
receiving stats grant funds and cppropriations, including public schools, that have not enteved the
Mﬁpmm»mya,mzmmwwmuwmm
umwmwmwwmmmmmmm
Ah’SVASMMW%.I-W:WMEWWmmha
mmofmmmmmmmamm%mammmw
to the extent such standards are consistent with the fedcral stendards.
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CSAPP/RxDataTrack SaaS (Software as g Service) Agreement

This Software as a Service (SaaS) Agreement (the "Agreement"), dated as of [DATE] (the
"Effective Date"), is by and between MAHANTECH CORPORATION, a Delaware Corporation with
offices located at 405 Capitol Street, Suite 101, Charleston, WV 25301 ("Provider") and WEST
VIRGINIA BOARD OF PHARMACY ("Customer"), a West Virginia State Agency with offices located
at 2310 Kanawha Boulevard East, Charleston, WV 25311.

WHEREAS, Customer wishes to procure from Provider the software services described herein,
and Provider wishes to provide such services to Customer, each on the terms and conditions set forth in
this Agreement.

NOW, THEREFORE, in consideration of the mutual covenants, terms and conditions set forth
herein, and for other good and valuable consideration, the receipt and sufficiency of which are hereby
acknowledged, the parties agree as follows:

1. Definitions.

e "Access Credentials" means any user name, identification number, password, license or security
key, security token, PIN or other security code, method, technology or device used, alone or in
combination, to verify an individual's identity and authorization to access and use the Hosted
Services.

* "Action" has the meaning set forth in Section 13.1.
"Agreement" has the meaning set forth in the preamble.
"Authorized User" means each of the individuals authorized to use the Services pursuant to
Section 3.1 and the other terms and conditions of this Agreement,

e "Availability Requirement" has the meaning set forth in Section 5.1.

* "“Availabie" has the meaning set forth in Section 5.1.

¢ "Backup Policy" has the meaning set forth in Section 6.]

* "Confidential Informaticn" has the meaning set forth in Section 10.1.

o "Customer" has the meaning set forth in the preamble.

e "Customer Data" means, other than Resultant Data, information, data and other content, in any

form or medium, that is coilected, downioaded or otherwise received, directly or indirectly from
Customer or an Authorized User by or through the Services [or that incorporates or is derived
from the Processing of such information, data or content by or through the Services]. [For the
avoidance of doubt, Customer Data [includes information reflecting the access or use of the
Services by or on behalf of Customer or any Authorized User other than Resultant Data.

¢ "Customer Faflure" has the meaning set forth in Section 4.2.
"Customer Indemnitee" has the meaning set forth in Section 13.1.]

o "Customer Systems" means the Customer's information technology infrastructure, including
computers, software, hardware, databases, electronic systems (including database management
systems) and networks, whether operated directly by Customer or through the use of third-party
services.

© "Disclosing Party" has the meaning set forth in Section 10.1.

"Documentation” means any manuals, instructions or other documents or materials [listed in
Schedule C] that the Provider provides or makes available to Customer in any form or medium
and which describe the functionality, components, features or requirements of the Services or

_“’—_————-———.___“_—_—“_—_;—
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Provider Materials, including any aspect of the installation, configuration, integration, operation,
use, support or maintenance thereof.

¢ "Effective Date" has the meaning set forth in the preamble.

o "Exceptions" has the meaning set forth in Section 5.1.]

e "Fees" has the meaning set forth in Section 8.1.

o "Force Majeure Event" has the meaning set forth in Section 15.1.

o "Harmful Code" means any software, hardware or other technology, device or means, including
any virus, worm, malware or other malicious computer code, the purpose or effect of which is to
(a) permit unauthorized access to, or to destroy, disrupt, disable, distort, or otherwise harm or
impede in any manner any (i) computer, software, firmware, hardware, system or network or (ii)
any application or function of any of the foregoing or the security, integrity, confidentiality or use
of any data Processed thereby, or (b) prevent Customer or any Authorized User from accessing or
using the Services or Provider Systems as intended by this Agreement. Harmful Code does not
include any Provider Disabling Device.

e "Hosted Services" has the meaning set forth in Section 2.1.

* "Indemnitee” has the meaning set forth in Section 13.3.

¢ "Indemnitor" has the meaning set forth in Section 13.3.

* "Initial Term" has the meaning set forth in Section 11.1.]

o "Intellectual Property Rights" means any and all registered and unregistered rights granted,

applied for or otherwise now or hereafter in existence under or related to any patent, copyright,
trademark, trade secret, database protection or other intellectual property rights laws, and all
similar or equivalent rights or forms of protection, in any part of the world.

e "Law" means any statute, law, ordinance, regulation, rule, code, order, constitution, treaty,
common law, judgment, decree or other requirement of any federal, state, local or foreign
government or political subdivision thereof, or any arbitrator, court or tribunal of competent
jurisdiction,

© "Losses" means any and all losses, damages, liabilities, deficiencies, claims, actions, judgments,
settlements, interest, awards, penalties, fines, costs or expenses of whatever kind, including
reasonavle attorneys' fees and the costs of eiiforcing any right to indemnification hereunder and
the cost of pursuing any insurance providers.

¢ "Permitted Use" means any use of the Services by an Authorized User for the benefit of
Customer solely in or for Customer's internal business operations/for any and all lawful
purposes/solely for the purposes of the PMP.

¢ "Person" means an individual, corporation, partnership, joint venture, limited liability entity,
governmental authority, unincorporated organization, trust, association or other entity.

o "Personal Information" means any information that, individually or in combination, does or can
identify a specific individual or by or from which a specific individual may be identified,
contacted or located. Personal Information includes all "nonpublic personal information" as
defined under the Gramm-Leach-Bliley Act, "protected health information" as defined under the
Health and Insurance Portability and Accountability Act of 1996 "Personai Information” as
defined under the Children's Online Privacy Protection Act of 1998, and all rules and regulations
issued under any of the foregoing.

"Privacy and Security Policy” has the meaning set forth in Section 7.1.
"Process" means to take any action or perform any operation or set of operations that the SaaS
Services are capable of taking or performing on any data, information or other content], including

%
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to collect, receive, input, upload, download, record, reproduce, store, organize, compile, combine,
log, catalog, cross-reference, manage, maintain, copy, adapt, alter, translate or make other
derivative works or improvements, process, retrieve, output, consult, use, perform, display,
disseminate, transmit, submit, post, transfer, disclose or otherwise provide or make available, or
block, erase or destroy]. "Processing" and "Processed" have correlative meanings.

* "Provider" has the meaning set forth in the preamble.

© "Provider Disabling Device" means any software, hardware or other technology, device or
means (including any back door, time bomb, time out, drop dead device, software routine or other
disabling device) used by Provider or its designee to disable Customer's or any Authorized User's
access to or use of the Services automatically with the passage of time or under the positive
control of Provider or its designee.

"Provider Indemnitee" has the meaning set forth in Section 13.2.

"Provider Materials" means the Service Software, Specifications, Documentation and Provider
Systems and any and all other information, data, documents, materials, works and other content,
devices, methods, processes, hardware, software and other technologies and inventions, including
any deliverables, technical or functional descriptions, requirements, plans or reports, that are
provided or used by Provider or any Subcontractor in connection with the Services or otherwise
comprise or relate to the Services or Provider Systems. For the avoidance of doubt, Provider
Materials [include Resultant Data [and any information, data or other content derived from
Provider's monitoring of Customer's access to or use of the Services], but] do not include
Customer Data.

¢ "Provider Persennel" means all individuals involved in the performance of Services as
employees, agents or independent confractors of Provider or any Subcontractor.

¢ "Provider Systems" means the information technology infrastructure used by or on behalf of

Provider in performing the Services, including all computers, software, hardware, databases,

electronic systems (including database management systems) and networks, whether operated

directly by Provider or through the use of third-party services.

“Receiving Party" has the meaning set forth in Section 10.1.

"Reimbursable Expenses” has the meaning set forth in Section 8.3.

["Renewal Term" has the meaning set forth in Section 1 1.2]

"Representatives” means, with respect to a party, that paity's employees, oificers, directors,

consultants, agents, independent contractors, service providers, sublicensees, subcontractors and

legal advisors.

e "Resultant Data" means information, data and other content that is derived by or through the

Services from Processing Customer Data and is sufficiently different from such Customer Data

that such Customer Data canmot be reverse engineered or otherwise identified from the

inspection, analysis or further Processing of such information, data or content.

"Scheduled Downtime" has the meaning set forth in Section 5.3.

"Service Allecation" has the meaning set forth in Section 3.4.

"Service Credit" has the meaning set forth in Section 5.2.

"Service Level Fzilure" has the meaning set forth in Section 5.1.

"Service Period" has the meaning set forth in Section 5.1.

° "Service Software" means the Provider software application or applications and any third-party
or other software, and all new versions, updates, revisions, improvements and modifications of
the foregoing, that Provider provides remote access to and use of as part of the Services.

e "Services" has the meaning set forth in Section 2.1.

"Specifications" means the specifications for the Services set forth in Schedule C .

¢ 0 ®

e 0 0 @

Q

Mahantech Corporation-




Snatalock
CSAPP
West Virginia Board of Pharmacy Prescription Monitoring Program ——m
CRFQ 0913 PHB1800000002

"Subcontractor” has the meaning set forth in Section 2.5.

"Support Schedule" has the meaning set forth in Section 5 A4].

"Support Services" has the meaning set forth in Section 5 4]

"Term" has the meaning set forth in [Section 11.1/Section 1 1.2].

"Territory" means the United States/worldwide.

"Third Party Materials" means materials and information, in any form or medium, including
any [open-source or other] software, documents, data, content, specifications, products,
equipment or components of or relating to the Services that are not proprietary to Provider.

2. Services.

e & ¢ o @ 0O

2.1  Services. Subject to and conditioned on Customer's and its Authorized
Users' compliance with the terms and conditions of this Agreement, during the Term, Provider
shall use commercially reasonable efforts to provide to Customer and its Authorized Users the
services described in the attached Schedule A and this Agreement (collectively, the "Services")
in accordance with the Specifications and terms and conditions hereof, including to host,
manage, operate and maintain the Service Software for remote electronic access and use by
Customer and its Authorized Users ("Hosted Services") in substantial conformity with the
Specifications 24 hours per day, seven days per week every day of the year, except for:

a. Scheduled Downtime in accordance with Section 5.3;
b. Service downtime or degradation due to a Force Majeure Event;
c. any other circumstances beyond Provider's reasonable control,

including Customer's or any Authorized User's use of Third Party
Materials, misuse of the Hosted Services, or use of the Services
other than in compliance with the express terms of this Agreement
and the Specifications; and

d. any suspension or termination of Customer's or any Authorized
Users' access to or use of the Hosted Services as permitted by this
Agreement.

2.2 Service and System Control. Except as otherwise expressly provided in
this Agreement, as between the parties:

a. Provider has and will retain scle contro! over the operation,
provision, maintenance and management of the Services and
Provider Materials, including the: (i) Provider Systems; (ii)
[location(s) where any of the Services are performed|, including in
the United States, in countries outside the United States, or outside
the borders of the country in which Customer or the Customer
Systems are located]; (iii)] selection, deployment, modification and
replacement of the Service Software; and (iv) performance of

%
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[Support Services and] Service maintenance, upgrades, corrections
and repairs; and

b. Customer has and will retain sole control over the operation,
maintenance and management of, and all access to and use of, the
Customer Systems, and sole responsibility for all access to and use
of the Services and Provider Materials by any Person by or through
the Customer Systems or any other means controlled by Customer
or any Authorized User, including any: (i} information, instructions
or materials provided by any of them to the Services or Provider;
(ii) results obtained from any use of the Services or Provider
Materials; and (iii) conclusions, decisions or actions based on such
use.

[Notwithstanding anything to the contrary in this Agreement, all Services, including all
Processing of Customer Data by or on behalf of Provider shall be provided solely from within, and on
computers, systems, networks and other infrastructure located in the United States

2.3 Service Management. Each party shall, throughout the Term, maintain
within its organization a service manager to serve as such party's primary point of contact for
day-to-day communications, consultation and decision-making regarding the Services. Each
service manager shall be responsible for providing ali day-to-day consents and approvals on
behalf of such party under this Agreement. Each party shall ensure its service manager has the
requisite organizational authority, skill, experience and other qualifications to perform in such
capacity. [The parties' initial service managers are identified in Schedule B. Each party shall use
commercially reasonable/best efforts to maintain the same service manager in place throughout
the Term. If either party's service manager ceases to be employed by such party or such party
otherwise wishes to replace its service manager, such party shall promptly name a new service
manager by written notice to the other party.

24  Changes. Provider reserves the right, in its sole discretion, to make any
changes to the Services and Provider Materials that it deems necessary or useful to: (a) maintain
or enhance (i) the quality or delivery of Provider's services to its customers, (11) the competitive
strength of our market for Provider's services or (iii) the Services' cost efficiency or performance;
or (b) to comply with applicable Law. Without limiting the foregoing, either party may, at any
time during the Term, request in writing changes to the Services. The parties shall evaluate and,
if agreed, iruplement all such requested changes in accordance with the change procedure set
forth in Schedule D. No requested changes will be effective unless and until memorialized in a
written change order signed by both parties, except that Customer may increase or decrease the
number of Autherized Users for any Services pursuant to Section 3.4.

2.5  Subcontractors. Provider may from time to time in its discretion engage
third parties to perform Services (each, a "Subcontractor”).

T e e e
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2.6 Suspension or Termination of Services. Provider may, directly or

indirectly, and by use of a Provider Disabling Device or any other lawful means, suspend,
terminate or otherwise deny Customer's, any Authorized User's or any other Person's access to or
use of all or any part of the Services or Provider Materials, without incurring any resulting
obligation or liability, if: (a) Provider receives a judicial or other governmental demand or order,
subpoena or law enforcement request that expressly or by reasonable implication requires
Provider to do so; or (b) Provider believes, in its [good faith and reasonable/sole] discretion, that:
(i) Customer or any Authorized User has failed to comply with, any [material] term of this
Agreement, or accessed or used the Services beyond the scope of the rights granted or for a
purpose not authorized under this Agreement or in any manner that does not comply with any
[material] instruction or requirement of the Specifications; (ii) Customer or any Authorized User
is, has been, or is likely to be involved in any fraudulent, misleading or unlawful activities[
relating to or in connection with any of the Services]; or (iii) this Agreement expires or is
terminated. This Section 2.6 does not limit any of Provider's other rights or remedies, whether at
law, in equity or under this Agreement.

3. Authorization and Customer Restrictions.

3.1  Authorization. Subject to and conditioned on Customer's payment of the
Fees and compliance and performance in accordance with ail other terms and conditions of this
Agreement, Provider hereby authorizes Customer to access and use, solely in the Territory and
during the Term, the Services and such Provider Materials as Provider may supply or make
available to Customer solely for the Permitted Use by and through Authorized Users in
accordance with the Specifications and the conditions and limitations set forth in this Agreement.
This authorization is non-exclusive other than as may be expressly set forth in Section 16.8, non-
transferable.

3.2 Reservation of Rights. Nothing in this Agreement grants any right, title
or interest in or to (including any license under) any Intellectual Property Rights in or relating to,
the Services, Provider Materials or Third Party Materials, whether expressly, by implication,
estoppel or otherwise. All right, title and interest in and to the Services, the Provider Materials
and the Third Party Materials are and will remain with Provider and the respective rights holders
in the Third Party Materials.

3.3 Authorization Limitations and Restrictions. Customer shall not, and
shall not permit any other Person to, access or use the Services or Provider Materials except as
expressly permitted by this Agreement and, in the case of Third-Party Materials, the applicable
third-party license agreement. For purposes of clarity and without limiting the generality of the
foregoing, Customer shall not, except as this Agreement expressly permits:
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copy, modify or create derivative works or improvements of the
Services or Provider Materials;

rent, lease, lend, sell, sublicense, assign, distribute, publish,
transfer, give or otherwise make available any Services or Provider
Materials to any Person, including on or in connection with the
internet or any time-sharing, service bureau, software as a service,
cloud or other technology or service;

reverse engineer, disassemble, decompile, decode, adapt or
otherwise attempt to derive or gain access to the source code of the
Services or Provider Materials, in whole or in part;

bypass or breach any security device or protection used by the
Services or Provider Materials or access or use the Services or
Provider Materials other than by an Authorized User through the
use of hiis or her own then valid Access Credentials;

input, upload, transmit or otherwise provide to or through the
Services or Provider Systems, any information or materials that are
unlawful or injurious, or contain, transmit or activate any Harmful
Code;

damage, destroy, disrupt, disable, impair, interfere with or
otherwise impede or harm in any manner the Services, Provider
Systems or Provider's provision of services to any third party, in
whole or in part;

remove, delete, alter or obscure any trademarks, Specifications,
Documentation, warranties or disclaimers, or any copyright,
trademark, patent or other intellectual property or proprietary
rights notices from any Services or Provider Materials, including
any copy thereof:

access or use the Services or Provider Materials in any manner or
for any purpose that infringes, misappropriates or otherwise
violates any Inicllectual Property Right or other right of any third
party (including by any unauthorized access to, misappropriation,
use, alteration, destruction or disclosure of the data of any other
Provider customer), or that violates any applicable Law;

access or use the Services or Provider Materials for purposes of
competitive analysis of the Services or Provider Materials, the
development, provision or use of a competing software service or
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product or any other purpose that is to the Provider's detriment or
commercial disadvantage.

j- access or use the Services or Provider Materials in, or in
association with, the design, construction, maintenance, operation
of any hazardous environments, systems or applications, any safety
response systems or other safety-critical applications, or any other
use or application in which the use or failure of the Services could
lead to personal injury or severe physical or property damage.

k. otherwise access or use the Services or Provider Materials beyond
the scope of the authorization granted under Section 3.1.

4, Customer Obligations.

4.1  Effect of Customer Failure or Delay. Provider is not responsible or
liable for any delay or failure of performance caused in whole or in part by Customer's delay in
performing, or failure to perform, any of its obligations under this Agreement (each, a
"Customer Failure").

42  Corrective Action and Notice. If Customer becomes aware of any actual
or threatened activity prohibited by Section 3.3, Customer shall cause its Authorized Users to,
immediately: (a) take all reasonable and lawful measures within their respective control that are
necessary to stop the activity or threatened activity and to mitigate its effects (including, where
applicable, by discontinuing and preventing any unauthorized access to the Services and
Provider Materials and permanently erasing from their systems and destroying any data to which
any of them have gained unauthorized access); and (b) notify Provider of any such actual or
threatened activity.

4.3  Non-Solicitation. During the Term and for two years after, Customer
shall not, and shall not assist any other Person to, directly or indirectly recruit or solicit (other
than by general advertisement not directed specifically to any Person or Persons} for
employment or engagement as an independent contractor any Person then or within the prior six
months employed or engaged by Provider or any Subcontractor and involved in any respect with
the Services or the performance of this Agreement. In the event of a violation of this Section 4.4,
Provider will be entitled to liquidated damages equal to the compensation paid by Provider to the
applicable employee or contractor during the prior six months.

5. Service Levels [and Credits.

5.1  Service Levels. Subject to the terms and conditions of this Agreement,
Provider will use commercially reasonable efforts to make the Hosted Services Available at least
ninety-nine (99.0%) of the time as measured over the course of each calendar month during the
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Term (each such calendar month, a "Service Period"), excluding unavailability as a result of any
of the Exceptions described below in this Section 5.1 (the "Availability Requirement”).
"Service Level Failure" means a material failure of the Hosted Services to meet the Availability
Requirement. "Available” means the Hosted Services are available for access and use by
Customer and its Authorized Users over the Internet and operating in material accordance with
the Specifications. For purposes of calculating the Availability Requirement, the following are
"Exceptions” to the Availability Requirement, and neither the Hosted Services will be
considered un-Available nor any Service Level Failure be deemed to occur in connection with
any failure to meet the Availability Requirement or impaired ability of Customer or its
Authorized Users to access or use the Hosted Services that is due, in whole or in part, to any: (a)
act or omission by Customer or any Authorized User/access to or use of the Hosted Services by
Customer or any Authorized User, or using Customer's or an Authorized User's Access
Credentials, that does not strictly comply with this Agreement and the Specifications; (b)
Customer Failure; (c) Customer’s or its Authorized User's Internet connectivity; (d) Force
Majeure Event; (¢) failure, interruption, outage or other problem with any software, hardware,
system, network, facility or other matter not supplied by Provider pursuant to this Agreement; (f)
Scheduled Downtime; or {g} disabling, suspension or termination of the Services pursuant to
Section 2.6.

52 Scheduled Downtime. Provider will[ use commercially reasonable
efforts to; (a) schedule downtime for routine maintenance of the Hosted Services between the
hours of 6 p.m. and 6 a.m., EST, and (b)] give Customer at least 24 hours prior notice of all
scheduled outages of the Hosted Services ("Scheduled Downtime").]

5.3  Service Support. The Services include Provider’s standard customer
support services ("Support Services") in accordance with the Provider service support schedule
in effect.

6. Data Backup. The Provider Systems are programmed to perform routine data
backups as set out in Provider's backup policy. Provider will deliver to Customer its then most
current back-ups of Customer Data as and when set forth in the Backup Policy.

7. Security.
7.1 Provider Systems and Security Obligations. Provider will employ

security measures in accordance with applicable industry practice/Provider's data privacy and
security policy.

7.2  Data Breach Procedures. Provider maintains a data breach plan in
accordance with the criteria set forth in Provider's Privacy and Security Policy and shall

m
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implement the procedures required under such data breach plan on the occurrence of a "Data
Breach" (as defined in such plan). Data breach procedure outlined in RFQ.

7.3 Access and Security. Customer shall employ all physical, administrative
and technical controls, screening and security procedures and other safeguards necessary to: (a)
securely administer the distribution and use of all Access Credentials and protect against any
unauthorized access to or use of the Hosted Services; and (b) control the content and use of
Customer Data, including the uploading or other provision of Customer Data for Processing by
the Hosted Services.

8. Intellectual Property Rights.

8.1  Services and Provider Materials. All right, title and interest in and to
the Services and Provider Materials, including all Intellectual Property Rights therein, are and
will remain with Provider and the respective rights holders in the Third-Party Materials.
Customer has no right, license or authorization with respect to any of the Services or Provider
Materials (including Third-Party Materials) except as expressly set forth in Section 3.1 or the
applicable third-party license, in each case subject to Section 3.3 All other rights in and to the
Services and Provider Materials (including Third-Party Materials) are expressly reserved by
Provider and the respective third-party licensors.

8.2 [Customer Data. As between Customer and Provider,
Customer is and will remain the sole and exclusive owner of all right, title and
interest in and to all Customer.

8.3  Consent to Use Customer Data. Customer hereby irrevocably grants all
such rights and permissions in or relating to Customer Data: {a) to Provider, its Subcontractors
and the Provider Personnel as are necessary or useful to perform the Services; and (b) to Provider
as are necessary or useful to enforce this Agreement and exercise its rights and perform its

hereunder,

9. Confidentiality.

9.1 Confidential [nformation. In connection with this Agreement each party
(as the "Disclosimg Party") may disclose or make available Confidential Information to the other
party (as the "Receiving Party"). Subject to Section 10.2, "Confidential Information" means
information in any form or medium (whether oral, written, electronic or cther) that the
Disclosing Party considers confidential or proprietary, including information consisting of or
relating to the Disclosing Party’s technology, trade secrets, know-how, business operations,
plans, strategies, customers, and pricing, and information with respect to which the Disclosing
Party has contractual or other confidentiality obligations, in each case whether or not marked,
designated or otherwise identified as "cenfidential". Without limiting the foregoing: all Provider

%
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Materials are the Confidential Information of Provide] and the financial terms and existence of
this Agreement are the Confidential Information of Provider/each of the parties.

9.2  Exclusions. Confidential Information does not include information that[
the Receiving Party can demonstrate by written or other documentary records]: (a) was rightfully
known to the Receiving Party without restriction on use or disclosure prior to such information's
being disclosed or made available to the Receiving Party in connection with this Agreement; (b)
was or becomes generally known by the public other than by the Receiving Party's or any of its
Representatives' noncompliance with this Agreement; (c) was or is received by the Receiving
Party on a non-confidential basis from a third party that[, to the Receiving Party's knowledge]
was not or is not, at the time of such receipt, under any obligation to maintain its confidentiality;
or (d) [the Receiving Party can demonstrate by written or other documentary records was or is
independently developed by the Receiving Party without reference to or use of any Confidential
Information.

9.3  Protection of Confidential Information. As a condition to being
provided with any disclosure of or access to Confidential Information, the Receiving Party shall
for the ienggh of the PMP contract:

a. not access or use Confidential Information other than as necessary
to exercise its rights or perform its obligations under and in
accordance with this Agreement;

b. except as may be permitted by and subject to its compliance with
Section 10.4, not disclose or permit access to Confidential
Information other than to its Representatives who: (i) need to know
such Confidential Information for purposes of the Receiving
Party's exercise of its rights or performance of its obligations under
and in accordance with this Agreement; (ii) have been informed of
the confidential nature of the Confidential Information and the
Receiving Party's obligations under this Section 10.3; and iii) are
bound by [written] confidentiality and restricted use obligations at
least as protective of the Confidential Information as the terms set
forth in this Section 10.3;

c. safeguard the Confidential Information from unauthorized use,
access or disclosure using at least the degree of care it uses to
protect its [most/similarly] sensitive information and in no event
less than a reasonable degree of care; and

d. ensure its Representatives' compliance with, and be responsible
and liable for any of its Representatives’ non-compliance with, the
terms of this Section 10,

s
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10. Term and Termination.

10.1 Inmitial [Term. The term of this Agreement commences as of the Effective
Date and, unless terminated earlier pursuant any of the Agreement's express provisions, will
continue in effect until [year[s]/months] from such date (the "[Initial] Term").

10.2 Renewal. This Agreement will automatically renew for up to [ ]
additional successive | | [month/year] term[s] unless earlier terminated pursuant to this
Agreement's express provisions or either party gives the other party written notice of non-
renewal at least | | days prior to the expiration of the then-current term (Jeach a] "Renewal
Term” and, collectively,] together with the Initial Term, the "Term").]

103 Termination. In addition to any other express termination right set forth
elsewhere in this Agreement:

a. Provider may terminate this Agreement, effective on written notice
to Customer, if Customer(: (i} fails to pay any amount when due
hereunder, and such failure continues more than [ ] days after
Provider's delivery of written notice thereof; or (ii)] breaches any
of its obligations under Section 3.3 (Use Limitations and
Restrictions){, Section 7.3 (Prohibited Data)] or Section 10
(Confidentiality).

b. either party may terminate this Agreement, effective on written
notice to the other party, if the other party materially breaches this
Agreement, and such breach: (i) is incapable of cure; or (ii) being
capable of cure, remains uncured [30/[ ] days afier the non-
breaching party provides the breaching party with written notice of
such breach; and

c. either party may terminate this Agreement, effective immediately
upon written notice to the other party, if the other party: (i)
becomes insolvent or is generally unable to pay, or fails to pay, its
debts as they become due; (ii) files or has filed against it, a petition
for voluntary or involuntary bankruptcy or otherwise becomes
subject, voluntarily or involuntarily, to any proceeding under any
domestic or forcign bankruptcy or insolvency Law; (iii) makes or
seeks to make a general assignment for the benefit of its creditors;
or (iv) applies for or has appointed a receiver, trustee, custodian or
similar agent appointed by order of any court of competent
jurisdiction to take charge of or sell any material portion of its
property or business.
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104  Effect of Expiration or Termination. Upon any expiration or
termination of this Agreement, except as expressly otherwise provided in this Agreement:

a. all rights, licenses, consents and authorizations granted by either
party to the other hereunder will immediately terminate;

b. Provider shall immediately cease all use of any Customer Data or
Customer's Confidential Information and (i) [promptly/within
seven days return to Customer, or at Customer's written request
destroy, all documents and tangible materials containing,
reflecting, incorporating or based on Customer Data or Customer's
Confidential Information; and (if) permanently erase all Customer
Data and Customer's Confidential Information from all systems
Provider directly or indirectly controls[, provided that, for clarity,
Provider's obligations under this Section 11.4(b) do not apply to
any Resultant Data];

c. Customer shali immediately cease all use of any Services or
Provider Materials and (i) promptly/within seven days return to
Provider, or at Provider's written request destroy, all documents
and tangible materials containing, reflecting, incorporating or
based on [any Provider Materials or] Providers Confidential
Information[;/; and] (ii) permanently erase [all Provider Materials
and] Provider's Confidential Information from all systems
Customer directly or indirectly controls[; and (ii) certify to
Provider in a signed| and notarized] written instrument that it has
complied with the requirements of this Section 11.4(c)];

d. notwithstanding anything to the contrary in this Agreement, with
respect to information and materials then in its possession or
control: (i) the Receiving Party may retain the Disclosing Party's
Confidential Information[;/; and ](ii) Provider may retain
Customer Dataf; (iii) Customer may retain Provider Materials], in
the case of each of subclause (i)[,/ and] (ii) [and (ii1)] in its then
current state and solely to the extent and for so long as required by
applicable Law; (iv) Provider may also retain Customer Data in its
backups, archives and disaster recovery systems until such
Customer Data is deleted in the ordinary course; and (v) all
information and materials described in this Section 11.4(d) will
remain subject to all confidentiality, security and other applicable
requirements of this Agreement;

e. Provider may disable all Customer and Authorized User access to
the Hosted Services and Provider Materials;
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f. if Customer terminates this Agreement pursuant to Section 11.3(b),

Customer will be relieved of any obligation to pay any Fees
attributable to the period after the effective date of such
termination and Provider will: (i)] refund to Customer Fees paid in
advance for [Services that Provider has not performed as of the
effective date of termination; and (ii) pay to Customer any unpaid
Service Credits to which Customer is entitled;

g. if Provider terminates this Agreement pursuant to Section 11.3(a)
or Section 11.3(b), all Fees that would have become payable had
the Agreement remained in effect until expiration of the Term will
become immediately due and payable, and Customer shall pay
such Fees, together with all previously-accrued but not yet paid
Fees and Reimbursable Expenses, on receipt of Provider's invoice,

h. if Customer requests in writing at least fourteen days prior to the
effective date of expiration or termination, subject to Section
11.4(d), Provider shall, within seven days following such
expiration or termination, deliver to Customer the then most recent
version of Customer Data maintained by Provider, provided that
Customer has at that time paid all Fees and Reimbursable
Expenses then outstanding and any amounts payable after or as a
result of such expiration or termination, including [any expenses
and fees, on a time and materials basis, for Provider's services] in
transferring such Customer Data.]

10.5 Surviving Terms. The provisions set forth in the following sections, and
any other right or obligation of the parties in this Agreement that, by its nature, should survive
termination or expiration of this Agreement, will survive any expiration or termination of this
Agreement: Section 3.3, Section 10, Section 11.4, this Section 11.5, Section 12, Section 13,
Section 14 and Section 16.

11.  Representations and Warranties.

11.1 Mutual Representations and Warranties. Each party represents and

warrants to the other party that:

a. it is duly organized, validly existing and in good standing as a
corporation or other entity under the Laws of the jurisdiction of its
incorporation or other organization;

b. it has the full right, power and authority to enter into and perform
its obligations and grant the rights, licenses, consents and
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authorizations it grants or is required to grant under this
Agreement;

c. the execution of this Agreement by its representative whose
signature is set forth at the end of this Agreement has been duly
authorized by all necessary corporate or organizational action of
such party; and

d. when executed and delivered by both parties, this Agreement will
constitute the legal, valid and binding obligation of such party,
enforceable against such party in accordance with its terms.

11.2  Additional Provider Representations, Warranties and Covenants.
Provider represents, warrants and covenants to Customer that Provider will perform the Services
using personnel of required skill, experience and qualifications and in a professional and
workmanlike manner in accordance with generally recognized industry standards for similar
services and will devote adequate resources to meet its obligations under this Agreement.

11.3  Additional Customer Representations, Warranties and Covenants,

Customer represents, warrants and covenants to Provider that Customer owns or otherwise has
and will have the necessary rights and consents in and relating to the Customer Data so that, as
received by Provider and Processed in accordance with this Agreement, they do not and will not
infringe, misappropriate or otherwise violate any Intellectual Property Rights [,or any privacy or
other rights] of any third party or violate any applicable Law.

114 DISCLATMER OF WARRANTIES. EXCEPT FOR THE EXPRESS
WARRANTIES SET FORTH IN SECTION 12.1, SECTION 12.2 AND SECTION 12.3, ALL
SERVICES AND PROVIDER MATERIALS ARE PROVIDED "AS i3 AND PROVIDER
HEREBY DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS, IMPLIED,
STATUTORY OR OTHER, AND PROVIDER SPECIFICALLY DISCLAIMS ALL IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
TITLE AND NON-INFRINGEMENT, AND ALL WARRANTIES ARISING FROM COURSE
OF DEALING, USAGE OR TRADE PRACTICE. WITHOUT LIMITING THE FOREGOING,
PROVIDER MAKES NO WARRANTY OF ANY KIND THAT THE SERVICES OR
PROVIDER MATERIALS, OR ANY PRODUCTS OR RESULTS OF THE USE THEREQF,
WILL MEET CUSTOMER'S OR ANY OTHER PERSON'S REQUIREMENTS, OPERATE
WITHOUT INTERRUPTION, ACHIEVE ANY INTENDED RESULT, BE COMPATIBLE OR
WORK WITH ANY SOFTWARE, SYSTEM OR OTHER SERVICES [ EXCEPT IF AND TO
THE EXTENT EXPRESSLY SET FORTH IN THE SPECIFICATIONS], OR BE SECURE,
ACCURATE, CCMPLETE, FREE OF HARMFUL CODE OR ERROR FREE. ALL THIRD-
PARTY MATERIALS ARE PROVIDED "AS IS" AND ANY REPRESENTATION OR
WARRANTY OF OR CONCERNING ANY THIRD-PARTY MATERIALS IS STRICTLY
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BETWEEN CUSTOMER AND THE THIRD-PARTY OWNER OR DISTRIBUTOR OF THE
THIRD-PARTY MATERIALS.

12. Indemnification.

12.1 Provider Indemnification. Provider shall indemnify, defend and hold
harmless Customer [and Customer's officers, directors, employees, agents, successors and
assigns (each, a "Customer Indemnitee")] from and against any and all Losses incurred by
Customer {Indemnitee] arising out of or relating to any claim, suit, action or proceeding {(each, an
"Action”) by a third party (other than an Affiliate of [a] Customer [Indemnitee]) [alleging/to the
extent that such Losses arise from any allegation in such Action] that Customer's [or an
Authorized User's] use of the Services (excluding Customer Data and Third Party Materials) in
compliance with this Agreement (including the Specifications) infringes a U.S. Intellectual
Property Right. The foregoing obligation does not apply to any Action or Losses arising out of or
relating to any:

a. access to or use of the Services or Provider Materials in
combination with any hardware, system, software, network or
other materials or service not provided or authorized in [the
Specifications or otherwise in] writing by Provider;

b. modification of the Services or Provider Materials other than: (i)
by or on behalf of Provider; or (ii) with Provider's written approval
in accordance with Provider's written specification;

c. failure to timely implement any modifications, upgrades,
replacements or enhancements made available to Customer by or
on behalf of Provider; or

d. act, omission or other matter described in Section 13.2(a), Section
13.2(b), Section 13.2(c) or Section 13.2(d), whether or not the
same results in any Action against or Losses by any Provider
Indemnitee.

122 Custemer Indempification. Customer shall indemnify, defend and hold
harmless Provider and its [Subcontractors and Affiliates, and each of its and their respective]
officers, directors, employees, agents, successors and assigns (each, a "Provider Tndemnitee")
from and against any and all Losses incurred by such Provider Indemnitee in connection with
any Action by a third party (other than an Affiliate of a Provider Indemnitee) [that/to the extent
that such Losses] arise[s] out of or relate[s] to any:

a. Customer Data, including any Processing of Customer Data by or
on behalf of Provider in accordance with this Agreement;

%
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b. any other materials or information (including any documents, data,

specifications, software, content or technology) provided by or on
behalf of Customer or any Authorized User, including Provider's
compliance with any specifications or directions provided by or on
behalf of Customer or any Authorized User to the extent prepared
without any contribution by Provider;

c. allegation of facts that, if true, would constitute Customer's breach
of any of its representations, warranties, covenants or obligations
under this Agreement; or

d. [negligence/gross negligence] or more culpable act or omission
(including recklessness or willful misconduct) by Customer, any
Authorized User, or any third party on behalf of Customer or any
Authorized User, in connection with this Agreement.

12.3  Indemnification Procedure. Each party shall promptly notify the other
party in writing of any Action for which such party believes it is entitled to be indemmified
pursuant to Section 13.1 or Section 13.2, as the case may be. The party seeking indemnification
(the "Indemnitee") shall cooperate with the other party (the "Indemnitor") at the Indemnitor's
sole cost and expense. The Indemnitor shall immediately take control of the defense and
investigation of such Action and shall employ counsel [of its choice/reasonably acceptable to the
Indemnitee] to handle and defend the same, at the Indemnitor's sole cost and expense. The
Indemnitee's failure to perform any obligations under this Section 13.3 will not relieve the
Indemnitor of its obligations under this Section 13 except to the extent that the Indemmitor can
demonstrate that it has been [materially] prejudiced as a result of such failure. The Indemnitee
may participate in and observe the proceedings at its own cost and expense with counsel of its
own choosing.

12.4  Mitigatien. If any of the Services or Provider Materials are, or in
Provider's opinion are likely to be, claimed to infringe, misappropriate or otherwise violate any
third-party Intellectual Property Right, or if Customer's or any Authorized User's use of the
Services or Provider Materials is enjoined or threatened to be enjoined, Provider may, at its
option and sole cost and expense:

a. obtain the right for Customer to continue to use the Services and
Provider Materials [materially] as contemplated by this
Agreement;

b. modify or replace the Services and Provider Materials, in whole or

in part, to seek to make the Services and Provider Materials (as so
modified or replaced) non-infringing, while providing [materially]
equivalent features and functionality, in which case such
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modifications or replacements will constitute Services and
Provider Materials, as applicable, under this Agreement; or
c. by written notice to Customer, terminate this Agreement [with

respect to all or part of the Services and Provider Materials,] and
require Customer to immediately cease any use of the Services and
Provider Materials [or any specified part or feature thereof],
provided that if such termination occurs prior to | | years after
the Effective Date, subject to Customer's compliance with its post-
termination obligations set forth in Section 11.4, Customer will be
entitted toarefundof .

THIS SECTION 13 SETS FORTH CUSTOMER'S SOLE REMEDIES AND PROVIDER'S
SOLE LIABILITY AND OBLIGATION FOR ANY ACTUAL, THREATENED OR ALLEGED
CLAIMS THAT THIS AGREEMENT OR ANY SUBJECT MATTER HEREOF (INCLUDING THE
SERVICES AND PROVIDER MATERIALS) INFRINGES, MISAPPROPRIATES OR OTHERWISE
VIOLATES ANY THIRD PARTY INTELLECTUAL PROPERTY RIGHT.

13.  Limitations of Liability.

13.1 EXCLUSION OF DAMAGES. [EXCEPT AS OTHERWISE
PROVIDED IN SECTION 14.3, [IN NO EVENT WILL PROVIDER OR ANY OF ITS
LICENSORS, SERVICE PROVIDERS OR SUPPLIERS BE LIABLE UNDER OR IN
CONNECTION WITH THIS AGREEMENT OR ITS SUBJECT MATTER UNDER ANY
LEGAL OR EQUITABLE THECRY, INCLUDING BREACH OF CONTRACT, TORT
(INCLUDING NEGLIGENCE), STRICT LIABILITY AND OTHERWISE, FOR ANY: [(2)
LOSS OF PRODUCTION, USE, BUSINESS, REVENUE OR PROFIT [OR DIMINUTION IN
VALUE]; (b) IMPAIRMENT, INABILITY TO USE OR LOSS, INTERRUPTION OR DELAY
OF THE SERVICES[, OTHER THAN FOR THE ISSUANCE OF ANY APPLICABLE
SERVICE CREDITS PURSUANT TO SECTION 5.2], (c) LOSS, DAMAGE, CORRUPTION
OR RECOVERY OF DATA, OR BREACH OF DATA OR SYSTEM SECURITY, OR (d)]
CONSEQUENTIAL, INCIDENTAL, INDIRECT, EXEMPLARY, SPECIAL, ENHANCED OR
PUNITIVE DAMAGES, REGARDLESS OF WHETHER SUCH PERSONS WERE ADVISED
OF THE POSSIBILITY OF SUCH LOSSES OR DAMAGES OR SUCH LOSSES OR
DAMAGES WERE OTHERWISE FORESEEABLE, AND NOTWITHSTANDING THE
FAILURE OF ANY AGREED OR OTHER REMEDY OF ITS ESSENTIAL PURPOSE.

13.2 CAP ON MONETARY LIABILITY. [EXCEPT AS CTHERWISE
PROVIDED IN SECTION 14.3, ] IN NO EVENT WILL THE [COLLECTIVE] AGGREGATE
LIABILITY OF PROVIDER [AND ITS LICENSORS, SERVICE PROVIDERS AND
SUPPLIERS] UNDER OR IN CONNECTION WITH THIS AGREEMENT OR ITS SUBJECT
MATTER, UNDER ANY LEGAL OR EQUITABLE THEORY, INCLUDING BREACH OF
CONTRACT, TORT (INCLUDING NEGLIGENCE), STRICT LIABILITY AND

OTHERWISE, EXCEED [$[AMOUNT}//[FORMULA]]. THE FOREGOING LIMITATION
e e s s A M e
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APPLIES NOTWITHSTANDING THE FAILURE OF ANY AGREED OR OTHER REMEDY
OF ITS ESSENTIAL PURPOSE.

133  [Exceptions. The exclusions and limitations in Section 14.1 and Section
14.2 do not apply to Provider's obligations under Section 13 (Indemnification) or liability for
Provider's gross negligence or willful misconduct.]

14.  Force Majeure.

14.1 No Breach or Default. In no event will [Provider/either party] be liable
or responsible to [Customer/the other party], or be deemed to have defaulted under or breached
this Agreement, for any failure or delay in fulfilling or performing any term of this Agreement],
(except for any payment obligation)], when and to the extent such failure or delay is caused by
any circumstances beyond [Provider/such party]'s reasonable control (a "Force Majeure
Event"), including acts of God, flood, fire, earthquake or explosion, war, terrorism, invasion, riot
or other civil unrest, embargoes or blockades in effect on or after the date of this Agreement,
national or regional emergency, strikes, labor stoppages or slowdowns or other industrial
disturbances, passage of Law or any action taken by a governmental or public authority,
including imposing an embargo, export or import restriction, quota or other restriction or
prohibition or any complete or partial government shutdown, or national or regional shortage of
adequate power or telecommunications or transportation. Either party may terminate this
Agreement if a Force Majeure Event [affecting the other party] continues substantially
uninterrupted for a period of [30/[NUMBER]] days or more.

14.2  Affected Party Obligations. In the event of any failure or delay caused
by a Force Majeure Event, [Provider/the affected party] shall give prompt written notice to
[Customer/the other party] stating the period of time the occurrence is expected to continue and
use [commercially reasonable/diligent] efforts io end the failure or delay and minimize the
effects of such Force Majeure Event.

15. Miscellaneous.

15.1 Further Assurances. Upon a party's reasonable request, the other party
shall, at the requesting party's sole cost and expense, execute and deliver all such documents and
instruments, and take all such further actions, necessary to give full effect to this Agreement.

152 Relationship of the Parties. The relationship between the parties is that
of independent contractors. Nothing contained in this Agreement shall be construed as creating
any agency, partnership, joint venture or other form of joint enterprise, employment or fiduciary
relationship between the parties, and neither party shall have authority to contract for or bind the
other party in any manner whatsoever.
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153 Public Announcements. Neither party shall issue or release any
announcement, statement, press release or other publicity or marketing materials relating to this
Agreement or otherwise use the other party's trademarks, service marks, trade names, logos,
domain names or other indicia of source, affiliation or sponsorship, in each case, without the
prior written consent of the other party, which consent shall not be unreasonably withheld,
conditioned or delayed[, provided, however, that Provider may, without Customer's consent,
include Customer's name [and/or other indicia] in its lists of Provider's current or former
customers of Provider in promotional and marketing materials].

15.4 Notices. [Except as otherwise expressly set forth in this Agreement,
a/A]ll notices, requests, consents, claims, demands, waivers and other communications under this
Agreement have binding legal effect only if in writing and addressed to a party as follows (or to
such other address or such other person that such party may designate from time to time in
accordance with this Section 16.4):

If to Provider: [PROVIDER ADDRESS]

Facsimile: [FAX NUMBER]
[E-mail: [NOTICES CONTACT'S E-MAIL ADDRESS]]
Attention: [NAME AND TITLE OF OFFICER TO RECEIVE NOTICES]

If to Customer: [CUSTOMER ADDRESS]
Facsimile: [FAX NUMBER]
[E-mail: [NOTICES CONTACT'S E-MAIL ADDRESS]]
Attention: [NAME AND TITLE OF OFFICER TO RECEIVE NOTICES]

Notices sent in accordance with this Section 16.4 will be deemed effectively given: (a) when
received, if delivered by hand, with signed confirmation of receipt; (b) when received, if sent by a
nationally recognized overnight courier, signature required; (¢) when sent, if by facsimile [or e-mail], ([in
each case,] with confirmation of transmission), if sent during the addressee’s normal business hours, and
on the next business day, if sent after the addressee's normal business hours; and (d) on the [ORDINAL
NUMBER] day after the date mailed by certified or registered mail, return receipt requested, postage

prepaid.

Note: Notices

15.5 Interpretation. For purposes of this Agreement: (a) the words "inciude,"
“includes” and "including” are deemed to be followed by the words "without limitation"; (b) the
word "or" is not exclusive; (c) the words "herein," "hereof" "hereby," "hereto" and "hereunder”
refer to this Agreement as a whole; (d) words denoting the singular have a comparable meaning
when used in the plural, and vice-versa; and (e) words denoting any gender include all genders.
Unless the context otherwise requires, references in this Agreement: (x) to sections, exhibits,
schedules, attachments and appendices mean the sections of, and exhibits, schedules,
attachments and appendices attached to, this Agreement; (y) to an agreement, instrument or other
document means such agreement, instrument or other document as amended, supplemented and
modified from time to time to the extent permitted by the provisions thereof; and (z) to a statute

e ——————"
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means such statute as amended from time to time and includes any successor legislation thereto
and any regulations promulgated thereunder. The parties intend this Agreement to be construed
without regard to any presumption or rule requiring construction or interpretation against the
party drafting an instrument or causing any instrument to be drafted. The exhibits, schedules,
attachments and appendices referred to herein are an integral part of this Agreement to the same
extent as if they were set forth verbatim herein.

15.6 Headings. The headings in this Agreement are for reference only and do
not affect the interpretation of this Agreement.

15.7 Entire Agreement. This Agreement, together with any other documents
incorporated herein by reference, constitutes the sole and entire agreement of the parties with
respect to the subject matter of this Agreement and supersedes all prior and contemporaneous
understandings, agreements, representations and warranties, both written and oral, with respect
to such subject matter. [In the event of any inconsistency between the statements made in the
body of this Agreement, the related exhibits, schedules, attachments and appendices [(other than
an exception expressly set forth as such therein)] and any other documents incorporated herein
by reference], the following order of precedence governs: [(a) first, this Agreement, excluding its
exhibits, schedules, attachments and appendices; (b) second, the exhibits, schedules, attachments
and appendices to this Agreement as of the Effective Date; and (c) third, any other documents
incorporated herein by reference.

15.8  Assignment. Customer shall not assign or otherwise transfer any of its
rights, or delegate or otherwise transfer any of its obligations or performance, under this
Agreement, in each case whether voluntarily, involuntarily, by operation of law or otherwise,
without Provider's prior written consent[, which consent Provider [shall not unreasonably
withhold or delay/may give or withhold in its sole discretion]]. [For purposes of the preceding
sentence, and without limiting its generaiity, any merger, consolidation or reorganization
involving Customer (regardless of whether Customer is a surviving or disappearing entity) will
be deemed to be a transfer of rights, obligations or performance under this Agreement for which
Provider's prior written consent is required.] No delegation or other transfer will relieve
Customer of any of its obligations or performance under this Agreement. Any purported
assignment, delegation or transfer in violation of this Section 16.8 is void. This Agreement is
binding upon and inures to the benefit of the parties hereto and their respective permitted
successors and assigns.

15.8 No Third-party Beneficiaries. This Agreement is for the sole benefit of
the parties hereto and their respective [permitted] successors and permitted assigns and nothing
herein, express or implied, is intended to or shall confer upon any other Person any legal or
equitable right, benefit or remedy of any nature whatsoever under or by reason of this
Agreement.

——___ﬂ-————-—.———_—_“_——___
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15.10 Amendment and Modification; Waiver. No amendment to or
modification of /or rescission, termination or discharge of this Agreement is effective unless it is
in writing, identified as an amendment to or rescission, termination or discharge of this
Agreement and signed by an authorized representative of each party. No waiver by any party of
any of the provisions hereof shall be effective unless explicitly set forth in writing and signed by
the party so waiving. Except as otherwise set forth in this Agreement, no failure to exercise, or
delay in exercising, any rights, remedy, power or privilege arising from this Agreement shall
operate or be construed as a waiver thereof; nor shall any single or partial exercise of any right,
remedy, power or privilege hereunder preclude any other or further exercise thereof or the
exercise of any other right, remedy, power or privilege.

15.11 Severability. If any term or provision of this Agreement is invalid, illegal
or unenforceable in any jurisdiction, such invalidity, illegality or unenforceability shall not affect
any other term or provision of this Agreement or invalidate or render unenforceable such term or
provision in any other jurisdiction. Upon such determination that any term or other provision is
invalid, illegal or unenforceable, the parties hereto shall negotiate in good faith to modify this
Agreement so as to effect the original intent of the parties as closely as possible in a mutually
acceptable manner in order that the transactions contemplated hereby be consummated as
originally contemplated to the greatest extent possible.

15.12 Goverping Law; Submission te Jurisdiction. This Agreement is
governed by and construed in accordance with the internal laws of the State of Delaware without
giving effect to any choice or conflict of law provision or rule that would require or permit the
application of the laws of any jurisdiction other than those of the State of Delaware. Any legal
suit, action or proceeding arising out of this Agreement or the licenses granted hereunder
shall/may be instituted in the federal courts of the United States or the courts of the State of
Deiaware. and each party irrevocably submits to the jurisdiction of such courts in any such suit,
action or proceeding. Service of process, summons, notice or other document by mail to such
party's address set forth herein shall be effective service of process for any suit, action or other
proceeding brought in any such court.

15.13 Waiver of Jury Trial. Each party irrevocably and unconditionally
waives any right it may have to a trial by jury in respect of any legal action arising out of or
relating to this Agreement or the transactions contemplated hereby.

15.14 Egquitable Relief. Each party acknowledges and agrees that a breach or
threatened breach by such party of any of its obligations under Section 10 or, in the case of
Customer, Section 3.3, Section 4.3 or Section 7.3, would cause the other party irreparable harm
for which monetary damages would not be an adequate remedy and agrees that, in the event of
such breach or threatened breach, the other party will be entitled to equitable relief, including a

e ————
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restraining order, an injunction, specific performance and any other relief that may be available
from any court, without any requirement to post a bond or other security, or to prove actual
damages or that monetary damages are not an adequate remedy. Such remedies are not exclusive
and are in addition to all other remedies that may be available at law, in equity or otherwise.

15.15 Attorneys' Fees. In the event that any action, suit, or other legal or
administrative proceeding is instituted or commenced by either party hereto against the other
party arising out of this Agreement, the prevailing party shall be entitled to recover its reasonable
attorneys' fees and court costs from the non-prevailing party.

15.16 Counterparts. This Agreement may be executed in counterparts, each of
which is deemed an original, but all of which together are deemed to be one and the same
agreement. [A signed copy of this Agreement delivered by facsimile, e-mail or other means of
electronic transmission is deemed to have the same legal effect as delivery of an original signed
copy of this Agreement.

IN WITNESS WHEREOF, the parties hereto have executed this Agreement as of the date first
above written.

MAHANTECH CORPORATION

By

Name: Channa M Arjuna

Title: President

WEST VIRGINIA BOARD OF PHARMACY

By

Name:

Titie:

on

WL I

Mahaﬁtt;cﬁ Corpo

rati
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