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J.EMorgan

Ceorge F. Sesock
Executive Director
Government Banking

Ms. Tara Lyle, Buyer Supervisor
Purchasing Division

2019 Washington Street, East
Charleston, WV 25305

RE: Request for Proposal West Virginia State Auditor's Office CRFP AUD 17*01 Purchasing Card Services

Dear Ms. Lyle:

On behalf of JPMorgan Chase Bank, N.A. (J.P. Morgan), we are pleased to submit our response to the West
Virginia State Auditor's Office regarding Commercial Card Services.

We have prepared a response that offers dedicated resources to support the continuous improvement of the
State’s program. Our solution will provide you the ability to optimize your cash flows, streamline payment
operations and manage financial, operational, and settlement risks.

We partner with our clients to grow card programs by taking a holistic approach to vendor analysis with a
focus on increasing rebate and reducing cost.

In reviewing our proposal, you will find that we include an account service model led by a dedicated
relationship management team, tailered specifically to meet the expressed needs of the State of West
Virginia. J.P. Morgan places great emphasis on service, providing representatives who have extensive
experience assisting public sector clients.

J.P. Morgan financial strength means that the State of West Virginia can be cenfident it is chocsing a
financial services provider who will be there in the coming years. Our fortress balance sheet allows us to
continue to invest billions of dollars into our Treasury and Commercial Card services, which provides our
clients access to the most efficient and effective products and services in the industry.

In conclusion, the breadth of our product and service profile provides us the ability to fulfill the needs of the
State.

Should you have any quesiions about the information in the proposal, please do not hesitate to contact me.
Sincerely,

F oo

George Sesock
Executive Director

JPMorgan Chase Bank, N.A. = Mailcode QH2-5165, 50 South Main St., Akron, OH 44308
Telephone: 330 972-1762 = Facsimile: 330 972-1038
george.f.sesock @jpmorgan.com
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In recent years, our business has been focused on building industry-leading, commercial card product offerings
that exceed our clients' payment needs and expectations. We have invested heavily in our programs to support
innovations in both virtual and traditional card products, along with the online platforms that support them.
Today, we have a product portfolio that reflects our strengths as a business and gives our clients an invaluable
tool in their accounts payable arsenal. Qur innovations and investments will continue in the years to come and
wilt reflect the strength and rescurces of our firm.

Rest assured that we have not forgotten about service and support. We continue to focus on the best client
support model to meet ow clients' needs. We have a strong relationship management organization that is
designed to help grow and optimize their accounts payable cperations.

Looking forward, we are very excited about the innovations we are planning to bring to market. We are
completing the roll out of chip cards for greater security and acceptance and we have several new
enhancements slated for our Single-Use Accounts (virtual card) product. For clients using traditional
commercial cards, such as Purchasing Card or Corporate Cards, new enhancements and features are being
made to support these products as well.

Every investment we make and every innovation we launch is targeted at making us a better, stronger partner
to our clients and/or making our products work better. We hope the enclosed will give you a more detailed idea
of our investments to achieve these goals. We appreciate the opportunity to earn your business and look
forward to serving your payment needs for many years to come,

Sincerely,

Nt R

Molly A. Walsh
President, Commercial Card
JPMorgan Chase

J.PMorgan



DISCLAIMER

This document was prepared exclusively for the benefit and internal use of the party to whom it is directly addressed and
delivered (including such party's subsidiaries, the “Organization™) in order to assist the Organization in evaluating certain
products or services that may be provided by 1.P. Morgan. This document contains information that is confidential and
proprietary to 1.P, Morgan, which may only be used in order to evaluate the products and services described herein and may not
be disclosed to any other person. Neither this document nor any of its contents may be used for any other purpose without the
prior written consent of J.B. Morgan. We are not responsible for the performance of our partners, their continued service levels,
or their ability ta provide services. J.P. Morgan makes no representations as to the legal, regulatory, tax, or accounting
implications of the matters referred te in this document. Piease note that we do not issue cards and prohibit use of our cards in
any country against which the United States has imposed sanctions. A current list of such sanctioned countries, as well as
information about sanctions, is available on the U.S. Department of the Treasury website: treas.gov/offices/enforcement/ofac.

PaymentNet® is a registered trademark of JPMorgan Chase & Co. MasterCard® and smartdata.gen2™ are trademarks of
MasterCard International. Visa® is a registered trademark of Visa Inc. Microsoft®, Excel®, and Internet Explorer® are registered
trademarks of Microsoft Corporation. Adobe Acrobat® is a registered trademark of Adabe Systems Incorporated. JPMorgan Chase
Bank, N.A., is licensed under U.S. Pat. Nos. 5,910,988 and 6,032,137.

This proposal Is subject to and conditioned upon a mutually agreeable contract between the Organization and J.P. Morgan,
J.P. Morgan also requires execution of all applicable product and service agreements.

This product proposal is valid for 90 days from April 11, 2017. J.P. Morgan reserves the right to amend this proposal thereafter,

© 2016 JPMorgan Chase Bank, N.A. All Rights Reserved.
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State the RFP subject, number, Vendor's name, business address, telephone number, fax number,

name of contact person, e-mail address, and Vendor signature and date.

RFP Subject:

RFP Number:
Vendor Name:
Business Address:
Telephone Number:

Fax Number:

Name of Contact Person:

Email Address:

Vendor Signature:

Date:

Credit Card, Charge Card Services

CRFP AUD1700000001

JPMorgan Chase Bank, N. A,

1111 Polaris Parkway, Columbus OH, 43240

{614) 436-3055

(234) 706-3763

George Sesock

George.F.5esock@ipmorgan.com
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Thank you for the opportunity to provide a response to the State of West Virginia's Request for Proposal (RFP) CRFP
1200 AUD1700000001 for Purchasing Card Services. JPMorgan Chase Bank, N.A. (J.P. Morgan) is committed to
supporting the State’s commitment to a model of continuous process improvement. With this opportunity, the
State of West Virginia (the State) will benefit from a comprehensive payment card solution that can address your
current needs with the scalability to meet your future goals. Toward that end, we are pleased to present our
proposal for procurement card services.

We have studied the State’s Request for Proposal and our proposal is designed to demonstrate:

*  Our breadth and depth of experience in providing both traditional payment card programs and virtual card
pragrams such as AP Cards and single-use accounts and our commitment to supporting the State’s effort to
grow the current program.

» State-of-the-art proprietary technology tools to support your goal of internal system-wide transparency and
data access with seamless integration into the State’s CGI Advantage-based financial program and other
technology solutions used by other entities using the State’s contract,

*  Qurin-house supplier recruitment team which provides a full range of recruitment services to maximize the
number of suppliers utilizing the payment solutions for your program, a key factor in driving the successful
growth of your program.

As the State of West Virginia embarks on the initiative to identify a gualified firm that can provide improved
payment processing with a Purchasing Card program, your current team at J.P. Morgan is well prepared to help the
State achieve your goals, understand your unique challenges and take the time to offer solutions in line with your
vision. We will provide the State with a stable partner that can deliver on all the promises made in this proposal
and with the resources to support and grow this program. We will continue to invest in payable products and bring
innovative ideas to the State agencies and governing authorities within the geographic limits of the State of West
Virginia over the life of our relationship.

How will J.P. Morgan deliver on our pramises and resources? An important component of our commitment to the
State of West Virginia will be our relationship team with a rich history working with public sector entities. Your
designated team will be your portal into our firm and your point of escalation for any issues. The team is
experienced and readily available. George Sesock will be your relationship executive supported by Karl Lamar and
Ann Wagner, your treasury services managers. As always, their first responsibility will be to manage the State of
West Virginia's relationship and work with the State to expand the program and solve any ongoing issues.

In addition to this dedicated team, the State of West Virginia will have John Lee, your designated card relationship
manager, who will assist in implementing best practices and maximizing growth opportunities. We provide three
tiers of seivice: a designated relationship manager to oversee program performance; program coordinators for day-
to-day operations; and round-the-clock phone support for cardholders. Other support personnel include our Client
Application Support (CAS) team, a specialized training team and other functional specialists in implementation and
technology described in greater detail in our proposal. We place experience and customer service at the top of our
list. J.P. Morgan is very proud of its customer service. As ather firms have reduced the number of personnel
dedicated to the public sector, J.P. Morgan has expanded and restructured our customer service model to provide
specialized, dedicated coverage at multiple levels for our government and higher education clients. The State will
also have the services of a Product Specialist to share new opportunities to grow your program.

J.PMorgan



At I.P. Morgan, serving our clients is at the heart of everything we do. Each day, we come to work to generate ideas,
deliver solutions and provide capital to help our clients grow and succeed. We pride ourselves on taking a long-term
view and standing by our clients. Al! of us at J.P. Morgan are excited about this opportunity to serve the State of
West Virginia. Our team will work diligently to implement comprehensive solutions tailored specifically to best serve
your needs. We strive to make it as easy as possible for the State to do business with us by providing streamlined
documentation, quality implementation, dedicated client service, continued investment in our state-of-the-art
technology and tailored training programs that differentiate us in the market. J.P. Morgan has the scale, the
capability, and the drive to provide a best-in class program for the State of West Virginia.

The State of West Virginia will benefit financially and operationally from a comprehensive and flexible J.P. Morgan
Purchasing Card Program - one that offers not only traditional purchasing cards, bui new payment technology such
as Single-use accounts (SUA), our Electronic Accounts Payable Program that replaces check payments with a
sixteen-digit payment card number, and other innovations such as Corporate QuickPay.

Our commitment to serving public sector organizations is perhaps best represented by the experience of our
relationship managers and the investment that J.P. Morgan continues to make in the people, processes, and
technology to serve you and your peers,

J.P. Morgan has maintained an unwavering commitment to empower our government customers with financial tools
for more than 150 years. We are organizationally and financially committed to serving public sector clients and
believe that our extensive industry experience will continue to serve as an asset for the State’s agencies (including
universities) and governing authorities.

More specifically, the J.P. Morgan Government Banking organization is a distinct group of banking, treasury, credit,
and client service experts who are dedicated to helping our public sector clients realize the greatest value from our
banking.services. Our bankers and industry experts from across the country identify trends and share best practices
through our Government Banking Council. This allows us to leverage proven strategies for institutions with concerns
similar to the State of West Virginia's and customize those solutions to fit the State’s needs. We regularly present at
Industry conferences and produce articles and whitepapers relevant to the trends and challenges facing
gavernments.

At the highest levels of our firm, J.P. Morgan views our work with government clients as a strategic and integraf part
of our long-term vision. We currently provide commercial card programs to the States of Connecticut, Rhode
island, Indiana, Kentucky, North Dakota and Deiaware. In the past, we managed commercial card services for the
States of Texas, Oklahoma, Colorado and Washington,

The State can be confident that J.P. Morgan understands your business. To demonstrate, the following table
outlines our proposed approach to addressing your objectives and evolving needs,

Par'mermg wn.h mhe Saate to Achieve Your Goals
TE'S RFP OBJECTIVES | 5P NOREANISBERIVERS

Simplification of the purchasing process ) We offer new and innovative e-commerce functionality, such as
single-use accounts, to simplify the procure-to-pay process from
beginning to end.

. The State will be able to enhance reconciliation, validate transaction
details, assign accounting codes, and specify approval levels using
J.B. Morgan's proprietary program management soiution,
PaymentNet.
* PaymentNet will eliminate time-consuming paperwork at critical
stages of the commercial card process, heginning with account
_ creation and ending with the integration of commercial card data

J.PMorgan



Continued reduction of administrative
expenses associated with making State
purchases

Provide data and information (reporting,
analytical & projection) management
reports

Provide training when and where needed

on multiple levels

into existing general ledgers.

Integration of transaction data into your CGI Advantage-based
financial system will maximize your data capture and transparency.
Single sign-on will allow a user who is assigned more than one role
to sign-on once and toggle between their different roles easily and

quickly.

Our solution will eliminate the expenses associated with paper-
based payments, such as checks.

J.P. Morgan’s outstanding supplier onboarding team will help you
increase the number of card-based payments correspondingly
reducing the 1099 burden.

Increased efficiency can significantly lower your operating costs.
Our automated service functionality will reduce the risk associated
with keying errors and manual processing

° Process savings—Purchasing cards represent an efficient
approach to paying suppliers and reconciling purchasing
expenses.

2 Supplier savings—0ur purchasing card software provides
data analysis which can be used to uncover opportunities to
consolidate supplier spend and negotiate additional
discounts.

. Spend control—Effective spend contreols improve spend
transparency, which can in turn improve application of
expense policies. This includes setting spend limits,
controlling spend by industry and reducing fraud and
unapproved spend.

Our robust online suite of reports helps to easily monitor and
manage expenditures throughout your organization.

PaymentNet is fully capable of reporting on all data passed by
merchants at the point of sale, enabling your organization to
cemprehensively menitor your spend to help ensure policy
compliance, identify frequently used vendors, support auditing
requirements, and analyze expenses by hierarchy level.

All reports can be run on demand, but to save time, users can also
schedule reports to run automatically.

The State can download reports in PDF, Excel, or comma-separated
values (CSV) format.

Additionally, PaymentNet enables the State to configure reports to
meet your specific requirements. Users ¢an narrow the type of data,
date range, and hierarchy level of a standard report to show only
the information you need for a particular analysis.

J.P. Morgan supports one of the only dedicated training teams in
the industry. Our curriculum inctudes live, instructor-led sessions
tailored to your needs and conducted onsite at your location or via
webinar,

We have supplied in-depth training for clients of all types and sizes,
including many State entities with structures and needs similar to
the State of West Virginia.

J.PMorgan



. During a recent State program implementation, we led onsite
forums with card program administrators and other key staff,
scheduled around the internal calendars of several groups.

N In order to accommodate all necessary audiences, we held multiple

sessions focusing on specific requirements and processes.

Customer support service - Our most consistent strength is our focus on service, with
designated client relations personnel ready to assist in
implementing best practices and maximizing growth opportunities.

®*  We provide three tiers of service—a designated relationship

manager to oversee program performance, program coordinators
for day-to-day operations, and round-the-clock phone support for
cardholders,

. Your cardholders will be supported by 24/7/365 by our customer
service specialists. By simply calling the toll-free number on the
back of their cards, cardholders are identified by their card number
and then routed to the proper service specialist.

Contihued promotion and expansion of *  Qurvirtual card/Single-use accounts solution has gained significant
the Purchasing Card Program, including momentum since its inception and we are continually investing to
but not limited to a virtual card concept promote program growth.

. We actively engage in expansion opportunities and program
benchmarking. Qur client consulting team will provide expert
recommendations and a complete payables roadmap.

® 1.P. Morgan’s expansion efforts leverage our expertise and our full
suite of procure-to-pay solutions as well as Chase’s Commerce
Solutions to set a clear direction for the future,
J.P. Morgan's Client Campaign Management team can help you
reach your supplier participation goals by assigning a designated
campaign manager, contacting 100% of the State’s targeted
suppliers and using ail forms of media for supplier outreach {e.g.
phone, email, mail).
®  Your relationship manager will perform regular account reviews
with the State to provide a comprehensive update on your program
and compare your practices with industry standards.
Provide seamless integration with current *  We can integrate commercial card data with all major enterprise
ERP platform (CGl Advantage) and resource planning (ERP) systems, including CGl Advantage,
continued integration as platform evolves « ) p_Morgan has extensive experience in mapping commercial card
data, and our flexible technical integration capabilities will allow the
State to seamlessly import your transaction information into your
ERP system daily, weekly, monthly, or by billing cycle.
*  We offer three file options to fit clients’ data formatting needs: a
standard transaction file, a flex mapper utility, and an internal
development tool called the Data Extract Utility (DEU).

e |,P, Morgan integrated a State card program with 155
departments/agencies with their CGI Advantage-based financial
system. We also recently integrated a $20million Single-use
account program into CGI Advantage ERP system for a large public
school system.

Experienced, Qualified Provider *  J.P. Morgan is proud of our long and distinguished history. Since
1985, we have specialized in developing commercial card solutions

JPMorgan



that cater to the needs of a diverse -c'l-i"e'r']t"bz_ls_e'.mJi'?"IVfofgah Chase and
its predecessor companies have been a part of West Virginia since
1861. Our roots date back to the founding of the Bank of Wheeling.

. 1.P. Morgan is the largest commercial card issuer in the United
States, with the highest overall market share of any issuer {Nilson
Report, 2005, 2008-2016).

. J.P. Morgan Government Banking serves more than 1,200 state and
municipal government clients.

° As of March 2017, JPMorgan Chase & Co. employed 228 employees
in West Virginia. We serve approximately 298,416 consumers and
more than 12,103 small businesses in West Virginia through 27
banking centers and 47ATMs.

Single-Use Accounts
The J.P. Morgan Single-use account solution can help reduce the State’s costs and transform traditional areas of
expense into potential revenue generators.

Declining Balance Cards

1.P. Morgan's purchasing cards can be set up with Declining Balance functionality that prevents monthly credit
limits from refreshing when payments are received or a new cycle begins. Declining Balance functionality on
Purchasing Card is a controlled option that can be made available for approved use cases. For each card, the State
can establish a credit limit and validity time period. When either the credit limit or expiration date is reached, the
card will become unusable. This approach is often helpful in managing specialized expenditures such as grants,
projects, meeting ptanning, and employee relocation,

Client Consulting

The J.P. Morgan Client Consulting team is a specialized group of subject matter experts who offer complete
payables analysis and consultation designed to optimize working capital, capture additional rebate, and improve
efficiencies.

Vendor Expansion

J.P. Morgan has an established program to recruit businesses for purchasing card programs through our
partnership with Commerce Solutions, the payment processing and merchant acquiring business of JPMorgan
Chase. After initial enrollment, Commerce Solutions can handle ongoing one-off requests via email or telephone.
Once an account has been approved for acceptance, it will appear on a report of participating vendors provided to
you each month,

The State will be supported by a dedicated relationship team comprised of experienced professionals committed to
understanding your business, attentively listening to valuable feedback and proactively providing targeted ideas to
energize your financial operations.

George Sesock Jean Tapiett

Executive Director, Commercial Banking Vice President, Global Commercial Card
330-972-1762 014-860-4727
George.F.Sesock@jpmorgan.com Jean.C.Taplett@jpmchase.com

J.PMorgan
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»
Ann Wagner Karl Lamar

Vice President, Treasury Services Vice President, Treasury Services
330-972-1760 614-213-6833
Ann.P.Wagner@jpmorgan.com Karl.).Lamar@jpmchase.com

Together, we will gladly provide whatever information we can to assist with your assessment of our Commercial
Card program.

Conclusion

Thank you for the opportunity to present our proposal. We are confident that we can provide the State of West
virginia with a comprehensive solution that can best address your current needs with the scalahility to meet your
future goals and we look forward to demonstrating that J.P. Morgan can be your ideal purchasing card services
pravider,

JPMorgan
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Attachment A: Vendor Response Form

Provide a response regarding the following: firm and staff qualifications and experience in
completing similar projects; references; copies of any staff certifications or degrees applicable to
this project; proposed staffing plan; descriptions of past projects completed entailing the location
of the project, project manager name and contact information, type of project, and what the
project goals and objectives were and how they were met.

Organizational Experience, Size and Qualifications

The State desires a vendor with the organizational experience, size and qualifications to ensure
successful administration of the purchasing card program as well as financial stability to
administer the purchasing card program throughout the contract duration.

a) Organizational Experience, Size and Qualifications

Please provide a description of the organization, personnel and experience that would
substantiate qualifications and ability to perform the required services.

IPMorgan Chase & Co. is one of the oldest and largest financial institutions in the United States (U.S.}, with a history
dating back over 200 years. Commercial Card services are provided by JPMorgan Chase Bank, N.A., a national
hanking association and one of the firm's principal subsidiaries. JPMorgan Chase and its predecessor companies
have been a part of West Virginia since 1861. Our roots date back to the founding of the Bank of Wheeling. As of
March 2017, IPMorgan Chase & Co. employed 228 employees in West Virginia. We serve approximately 298,416
consumers and more than 12,103 small businesses in West Virginia through 27 banking centers and 47 ATMs.

*  We are a leading global financial services firm with more than $2 trillion and over $240 billion in
stockholders’ equity.

*  We operate in more than 60 countries.
*  We have more than 230,000 employees.

*  We serve millions of consumers and small businesses, as well as many of the world's most-prominent
corporate, institutional, and government clients under the 1.P, Morgan and Chase hrands.

*  We are aleader in investment banking, financial services for consumers, small business and commercial
banking, financial transaction processing, asset management, and private equity.

e Qurstock is a component of the Dow Jones Industrial Average.

= Qur corporate headquarters are in New York, our U.S. retail financial services and commercial banking
headquarters are in Chicago and our commercial card headquarters are in Columbus, Ohio.

JPMorgan Chase & Co. operates four lines of business: Corporate & Investment Bank, Asset Management,
Commercial Banking, and Consumer & Community Banking.

JPMOoRGAN CHASE 8 Co.

IIJ":E Ir"'; rﬁ::; ';\LJ 3 AGSET MANAGERENT I:-MLH:{IL 'ml'ﬁ‘ﬂﬁl'
J.PMorgan s:EMorgan CHASEQ CHAS-;E@ i
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Consumer & Community Banking

L.P. Morgan’s Commercial Card team is strategically placed within the bank to leverage investment and product
enhancements from both the Consumer & Community Banking infrastructure as well as the Corporate & Investment
Bank group. This placement within our organization allows us to provide our clients with innovative solutions driven
by advancements in technology and market needs.

We provide robust solutions to commercial card needs and are the largest Visa/MasterCard commercial and
purchasing card issuer in the United States. Since 1985, we have provided superior service by leveraging the
knowledge and skills of our commercial card employees and harnessing the power of technology to provide unigue
solutions to client requirements. As a key player in the fndustry, we continue to develop technology to assist our
clients in managing their card programs more efficiently with an easy-to-use, integrated system.

tn recent years, our business has been focused on building industry-leading, commercial card product offerings
that exceed our clients’ payment needs and expectations. We have invested heavily in our programs to support
innovations in both virtual and traditional card products, along with the online platforms that support them.
Today, we have a product portfolio that reflects our strengths as a business and gives our clients an invaluable
tool in their accounts payable arsenal. Qur innovations and investments will continue in the years to come and
will reflect the strength and resources of our firm.

Further information about J.P. Morgan's capabilities is available at jpmorgan.com, information about Chase's
capabilities is available at chase.com, and information about the firm is available at jpmorganchase.com.

Personnel

The State will be supported by a dedicated relationship team comprised of experienced professionals committed to
understanding your business, attentively listening to valuable feedback and proactively providing targeted ideas to
energize your financial operations.

Overall Relationship Management

An important component of our commitment to the State of West Virginia will be our relationship team with a rich
history working with public sector entities. Your designated team will be your portal into our firm and your point of
escalation for any issues. The team is experienced and readily available. George Sesock will be your relationship
executive supported by Karl Lamar and Ann Wagner, your treasury services managers. As always, their first
responsibility will be to manage the State of West Virginia's relationship and work with the State to expand the
program and solve any ongoing issues.

Senior Relationship Executive and Banker, George Sesock is authorized to negotiate contract terms and render
binding decisions.

In addition to this dedicated team, the State of West Virginia will have John Lee, your designated card relationship
manager, who will assist in implementing best practices and maximizing growth opportunities. We provide three
tiers of service: a designated relationship manager to oversee program performance; nrogram coordinators for day-
to-day operations; and round-the-clock phone support for cardholders. Other support personnel include our Client
Application Support (CAS) team, a specialized training team and other functional specialists in implementation and
technology gescribed in greater detail in our proposal. We place experience and customer service at the top of our
list. J.P. Morgan is very proud of its customer service. As other firms have reduced the number of personnel
dedicated to the public sector, J.P. Morgan has expanded and restructured our cusiomer service modei to provide
specialized, dedicated coverage at muitiple levels for our government clients.

3 JPMorgan



1P Morgan Chase Management Team
for the State of West Virginia

George Sesock
Executive Director -
Government Banking

Karl Lamar
VP - Freasury Officer
Government Banking

Ann Wagner
VP - Treasury Officer
Government Banking

T a1l
s el

John Lee Jean Taplett
VP — 5r. Relationship VP - Product Specialist
Manager

TS ) ) T TR S

Rebate Payment Analyst

Program Coordinator Billing & Accounting Specialists
Program Coordinator Support . ‘=‘i.ra;lj:it:li_njaﬂ”r;i"ile?_iefixgﬂ”r;; i
Team =
Implementation Managers
Training Specialist Patricia Dahlberg and Manisha
Samani

Cardholder Customer Service
Team impiementation Coordinator

Technical Consultant

BT el

Ad Hoc Repoi-ting Specialist

EYTE S (YR St o

Staff Development

Qur staff training programs offer an array of courses and customized programs to meet the educational needs of
J.P. Morgan staff. These programs help introduce new personnel to their job functions, develop core competencies
{e.g., ciient service and product management), and train managers. Courses are continually updated to retlect
market and/or industry changes. In addition to multiple course offerings, delivery methods include an e-learning
{web-based and webcast) capability.

In certain locations, staff members are required to be certified or complete certain courses to comply with
regulatory requirements. Personnel may attend management development, product management, systems,
hanking, and financial courses sponsored by the firm. Seminars at the New York Institute of Finance (NYIF), the
American Management Association (AMA), the American Bankers Association (ABA), the New York State Bankers
Association (NYSBA), and colleges and universities are also available.
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Brief Biographies - Staff Qualifications

George Sesock

George Sesock has 28 years of hanking experience. His last 26 years of experience have focused on the business of
banking with Government, Not-For-Profit, Healthcare and Higher £ducation (GNPH) clients.

George graduated from the University of Akron with a Bachelor's degree in Business Administration. He is a
member of the Government Finance Officer’s Association, Ohio Association of Public Treasurers, and the Chio
Association of School Business Officials. George is a Board Member and Treasurer of the Greater Akron Canton Area
Agency on Aging Foundation as well as on the Advisery Board of Oriana House.

Ann Wagner

Ann Wagner has over 20 years of professional experience in treasury management sales, consulting, product
development, and corporate treasury roles while at CIGNA Companies. Before joining J.P. Morgan Ann worked at
KeyBank supporting Capital Markets clients. Prior to that, she worked through several bank acquisitions while
remaining with the same commercial banking team at three different institutions. Ann’s offices are in Akron and
Cleveland, OH.

Ann earned her BA from Trinity College in CT, MBA from Drexel University in PA, and is a permanently Certified Cash
Manager (CCM).

Karl Lamar

Karl Lamar is Treasury Management Officer for the Government segment of Commercial Bank. Karl will be
responsible for resolving working capital and efficiency challenges by providing information and offering ideas from
the J.P. Morgan Treasury Services team. He will recommend cash flow optimization strategies, including ways to
streamline your financial processes, assist the State in realizing day-to-day operational efficiencies in alignment
with your treasury service goals, provide targeted information to you about new products, market developments
and industry trends, and monitor the State’s implementation for successful delivery.

Karl Lamar has 24 years of banking experience. For a majority of that time, he has served the needs of government,
not-for-profit, healthcare, higher education and large corporate clients. He has worked in product management,
project management, operations, technology, and sales focusing on receivables and payables in treasury services.
Karl graduated from Bowling Green State University with a Bachelor of Science degree in Business Administration
with a major in Management Information Systems.

John Lee

John Lee is a Relationship Manager for Government, Higher Education, and Healthcare clients within J.P. Morgan
Commercial Card. This dedicated industry group brings expertise and extensive experience working with clients that
have high volume purchase card spend.

John will be responsible for the overafl management of the commercial card program and wifl assist in providing a
centraf point of client contact and implementing strategic growth initiatives.

John serves the Southeast region as a dedicated relationship manager, He has worked for more than 20 years in the
financial industry in a consultative environment. John's experience includes industry expertise in card spend
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management, merchant acquiring and implementing ERP data integrated solutions. John spent 5 years as a
Procurement/Vendor Self Service SME with CGI for AMS Advantage ERP onsite in the Commonwealth of Kentucky.
John has formerly served as the relationship manager for the State of South €arolina Visa purchasing and travel
card programs and holds a B.S. degree from Florida State University in Procurement and Materials Management.

Experience - Firm Qualifications
L.P. Morgan has been a leader in the commercial card industry for nearly three decades. The State can be confident
that J.P. Morgan's expertise and knowledge of best practices can help your organization gain greater controf over
costs, expenses, and overall cash flow.

J.P. Morgan has maintained an unwavering commitment to empower our government customers with finanicial tools
for more than 150 years. We are organizationally and financially committed to serving public sector clients and
believe that our extensive industry experience will continue to serve as an asset for the State’s agencies {including
universities and governing authorities,

More specifically, the J.P. Morgan Government Banking organization is a distinct group of banking, treasury, credit,
and client service experts who are dedicated to helping our public sector clients realize the greatest value from our
banking services. Our bankers and industry experts from across the country identify trends and share best practices
through our Government Banking Council. This aliows us to leverage proven strategies for institutions with concerns
simiiar to the State of West Virginias and customize those solutions to fit the State’s needs. We regularly present at
industry conferences and produce articles and whitepapers relevant to the trends and challenges facing
governments.

At the highest levels of our firm, J.P. Morgan views our work with government clients as a strategic and integral part
of our long—term vision.

We currently provide commercial card programs to the States of Connecticut, Rhode Island, Indiana, Kentucky,
Worth Dakota and Delaware. In the past, we managed commercial card services for the States of Texas, Oklahoma,
Colorado and Washington.

Recent Awards and Accolades

e #1 U.S. Visa/MasterCard Commercial Card Issuer (dollar volume) Nilson Report (Jupe 2016)
¢ #2 Visa/MasterCard Purchasing Card Issuer (dollar volurme} Nilson Report June 2016

*  #4 Visa/MasterCard Corporate Card Issuer (dollar volume} Nilson Report June 2016

Descriptions of past projects completed entailing the location of the project, project manager name and contact
information, type of project, and what the project geals and objectives were and how they were met.

The following cites three separate projects, each highlighting a different relevant skill for this procurement, and all
demonstrating J.P. Morgan’s project management skill with both large scale and smaller, complex projects. Due to
the sensitive nature of these projects we are unable to provide all of the details in a document subject to FOIA/FOIL
but we would fully support an opportunity to speak with the State to answer any questions and share more detail.

J.P. Morgan follows a disciplined, tested project management approach for projects regardless of size and
complexity. Elements include, but are not limited to:

Goals/Cbjectives — Situation Assessment
e  Change readiness
¢ |Infrastructure/Needs assessment
*  Target state
*  Risk and controls
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*  What is the impact?
*  Whaois affected?

* |dentification of Stakeholders and partners across the organization and Executive Sponsors and decision
makers

Project plan:
e Gather program requirements
*  |dentify project parameters
e Confirm reporting structure
*  Determine technology requirements
*  Action items
e Validation
e Communication plan
¢ Build-in contingency plans

Pragram configuration

bashboards/Reporting— Timelines, quality assurance, validation measures

Resource assignment—Assemble high performing teams with business and technical expertise
Ongeing Testing and Documentation

Communication, testing and tracking and renorting against plan are key elements in all project plans
D. Program Transitien: State Card Program implementation

Location Statewide

Project Manager ' Kelly Bastin, Executive Director
312-954-4422
Kelly.L.Bastin@jpmchase.com

Project Goals/Objectives Transition 155 State Departments/Agencies to a new
- card issuer and integrate J.P Morgan's proprietary card
management software with the State's Gl Advantage-
based ERP system.

Qutcome The program was implemented in five waves over 13
weeks with multiple onsite training events based on a
specific department/agency selection. The program has
grown from $55 million annual spend to $70 million
annual spend in five years.

2. Large Scale Processor Migration

Location Nationwide

Project Manager Migration Transition Team Lead
James Flugstad

312-954-3922
James.j.flugstad@jpmorgan.com

Project Goals/Objectives ' Seamlessly transition 700 card tustomers to a new
processor with no disruption of service
Outcome Successful migration and “go live” on March 20, 2017.
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New Product Implementation: Expand State Government Card-Based Payables With The addition of Single-
Use Accounts

Location Statewide

Project Manager 1.P. Morgan Implementation team working with Supplier
Onboarding team
Ron Bowman
314-727-7055
ron.g.bowman@jpmchase.com

Project Goals/Objectiives simplify the State purchasing process and reduce
administrative expenses associated with making State
purchases by replacing paper payments with card-based
electronic payments.

Outcome Achieved additional annual card spend of $50million in
2016. Onboarded an additional $20 million in recent
follow-up supplier campaign.

b} Eligibility of Vendor

Provide a summary detailing the vendor's business and ability to provide the services described
in the RFP including:

1)

2)

The history of its purchasing card services

J.P. Morgan has three decades of experience in the commercial card industry-we began issuing commercial
cards in 1985, and we have issued purchasing cards since 1992, As part of our broad spectrum of payables
solutions, we introduced our unique single-use account e-procurement solution in 2004.

J.P. Morgan's Commercial Card team is strategically placed within the bank to leverage investment and product
enhancements from both the Consumer & Community Banking infrastructure as well as the Corporate &
Investment Bank group. This placement within our organization allows us to provide our clients with innovative
solutions driven by advancements in technology and market needs.

A contact [ist of three (3) customers, including the contact person, phone number and e-mail
address, one of which shouid be a public sector customer

J.p. Morgan is proud of the relationships we have with our clients. Although we have several clients with
greater than $500 million in annual spend, we have chosen the clients listed here to speak with the State
regarding our commercial card offerings, service, and functionality based on the similarity of their platforms
and scope recognizing that few smaller population States compare to the State of West Virginia in program
development, allowing you to accurately assess our compatibility with your organization.

STATE OF CONNECTICUT

Kerry DiMatteo, State PCard Administrator
Telephone Number:  860-713-5072

Eumgil aﬁdress: ~ kerry.dimatteo@ct.gov
Address: 450 Cofumbus Blvd.
Qiﬂty, 7SVtrate, Zip: !—_Iartfg_)_rd,_l(IVT”0610737

Type of ___BusineﬂssE One Card
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The State of Connecticut has had a Purchasing card program with J.P. Morgan for over a decade. Since
that time, the program has experienced significant growth, with spend volume increasing from $25
million to over $80 million. The program includes approximately 150 entities including State agencies,
universities and colleges and political subdivisions. }.P. Morgan halds monthly business review meetings
with the State, as well as an annual onsite meeting for program administrators which typically includes
information presented by the State, a presentation on a topic of interest from J.P. Morgan, and
PaymentNet training and updates.

ORGANIZATION: | STATE OF DELAWARE

Contact and Title: Michelle Strauss, Acting Director of Accounting
_Telephone Number: 302-672- -5100 -
Email Addre_s;_  Michelle.St Strauss@state de.g gov -
Address: 820 Silver Lake Blvd. Suite 200

Clty, State, le Dover, DE 19904

Typeo NPurchasmg_ Cerd S

The state of Delaware awarded its Purchasmg card program to J P Morgan in 2007 and renewed the
contract in 2013 following a very competitive procurement process, Through our partnership, the
State’s program has grown from $60 million to more than $120 millien during the last eight years. The
card program comprises approximately 180 “State agencies,” which include universities, colleges, and
public schools, ail in the State hierarchy under a centrally managed program.

In late- 2014, we worked with the State to introduce a new payment type, Single-use accounts, to replace
paper checks and automate reconcitiation. In 2015, single-use accounts increased spend the State's
rebate-eligible spend by over $30,000,000 replacing 8,000 paper checks. The program achieved over
$50,000,000 in spend in 2016.

ORGANIZATION: STATE OF NORTH DAKOTA

Contact and Titie: Jeff Larshus D|rector of Accounting
Teﬁephone Number 7701 328 4302

Email Address: jlarshus@nd.gov

Address: 600 E Boulevard Avenue

~ City, State, Zip: Bismarck, ND 58505

Type of Busmess Purchasmg Card

The State of North Dakota has a centrally-managed Purchasing card program that includes State
agencies, universities and colleges, and political subdivisions, All higher education institutions are
grouped under a single company number as are alf the State agencies, and the remaining political sub-
divisions are also separately grouped, The program has grown from $30 million to $113 million in
annual spend during the last five years. Separate annual conferences are held for the State agencies,
higher education institutions and political subdivisions to enable them to share “lessons learned”.
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For each contact listed, the number of cards issued, average daily transaction dollar volume
and number of daily transactions

. ae Da
Der o s ber ot t
oroa W 3 0 L0
Ll B d O
State of Connecticut 5000 . $220,000 1,000
State of Delaware 4700 $195,000 408
State of North Dakota 4750 $311,315 770

¢) Organizational Size/Structure in Relation to the Scope of Work

Please provide the following information:

1)

10

Any information about the vendor's current dollar and transaction volume capacity to provide
the services described in this document

The following table represents our dollar volume capacity for the past four years.

PORTFOLIO SPEND

ey | 20700 i S RUETTRR
Gne Card 8,983,760,784 8, 633 143 228 8,009,329,070 6, 707 770,600
Purchase 16,437,904,671 18,181,807,336 18,468,880,637 18,454,729,314
single Use 8,262,999,456 7,855,477,388 7,024,4156,788 5,473,146,037
Travel 5,015,576,697 5,563,300,503 5,815,865,9463 6,233,067,178
Grand Total 40,499,372,953 41,852,077,915 40,845,811,453 38,203,570,769

NUMEER ﬂF CLIENTS BY UDLUME R‘AHGE

r“J'LrLL
68

;! S f.tf;if! on
56

6,834

TOTAL 9

Transaction Volume

The following table represents our transaction volume capacity for the past four years.

TRANSACTIONS PRDCESSED {COMMERCIAL CARDS)

Product

. 2016, 2015 2014 |
One Card 34,509,108 32,773,458 30,471,745 27,566,483
Purchase 39,600,967 42,656,504 44,823,756 46,892,481
Single Use 5,382.569 5,847,039 4,102,064 3,305,090
Travel 32,339,369 35,468,734 35,929,450 37,754,806
Grand Total 111,832,013 116,745,735 115,327,025 115,581,860
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Information supportiﬁg the adequacy of personnel resources available to implement and
support the State of West Virginia's Purchasing Card Program including

a) The number of employees currently assigned to government credit card and corporate
credit card accounts, respectively;

The number of Product Sales Specialists and Relationship Managers currently assigned to J.P. Morgan's
Government, Healthcare, Higher Education, and Not-for-Profit (GHHN) group is 129. In addition, there are 25
Commercial Bankers dedicated to Government accounts and over 20 dedicated Treasury Officers. Firm-wide,
we have 634 Bankers and 192 Treasury Management Officers with Card Client responsibility.

The State will be further supported by our program coordinators and customer service teams who are available
24{7/365.

b) The number of positions that would be assigned to the State’s purchasing card account and
the number of hours each position will spend on implementation and on-going operations for
the duration of the contract;

Number of Positions
We have developed a streanilined plan that will be used across each agency participating in the State of West
Virginia. J.P, Morgan has an experienced team of implementation resources who successfully execute
hundreds of impiementations for our ciients each year. Execution of this pian will invoive two Implementation
Project Managers, two Implementation Coordinators and a Technical Consultant supporting the State during
the course of the implementation.

» Implementation Project Manager - Responsible for the overall project plan and maintenance of project
dashboards that provide weekly status on overall transition status. Your implementation Project Manager
will also consult on the design on your J.P. Morgan card program and serve as primary contact
coordinating transition activities with J.P. Mcrgan onboarding resources.

e Implementation Coordinator - Responsible for partnering with you on design of cardholder controls {(e.g.,
spend limits, merchant categery code {MCC) allowances), card design, card issuance requirements and
cardholder data collection and configures your program on the TSYS TS1 processor.

e Technical Consultant - Serves as the primary point of contact for your technical staff and assists with data
mapping to your CGI-AMS system, file transfer and connectivity.

Should the individuals named to support the State on this transition become unavailable, we have a deep bench
of equally qualified individuals with several years of commercial card implementation experience who we
would submii to the state as alternate implementation support resources

Number of Hours

We anticipate the transition of your program will take approximately 7 months after the award date. We are
deeply committed to the State of West Virginia and will work collaboratively to ensure that our transition
approach is efficient; we believe that the transition could be further streamlined should the State approach this
transition with strong centralized decision-making and standardized program configurations across agencies.

Ongoing Operations

Your management team can iurn to your designated j.P. Morgan reiationship manager for sirategic advice,
assistance with key features and tools, and help with any program-wide fssues that may arise. Thé State will
also have ongoing access to your local treasury and banking representatives Ann Wagner, Kari Lamar and
George Sesock, to leverage resources throughout JPMorgan Chase & Co.
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1.2, Morgan Program Coordinator Team

Your program administrators will be supported by LP. Morgan’s Program Coordinator Team. Program
coordinators handle day-to-day administrative duties and technical issues. Program coordinators are also able
to reach out to other areas of the bank, such as fraud or disputes. Your program coordinators witl work with
other individuals as needed to resolve the issue, and will communicate frequently with the State.

J.P. Morgan Customer Service

J.P. Morgan has two customer service call centers assigned to commercial card, Both are located onshore in the
United States—one in Elgin, lllinois and the other in Columbus, Ohio. Between these two call centers, we employ
over experienced individuals trained to assist with cardholder specific inquiries.

Our call centers are open areund the clock, including holidays, which means that your cardholders can contact
our service representatives at any time for assistance with a wide range of inquiries, such as billing or
statement questions as well as emergency services for stranded travelers. Program administrators can also call
after hours in the event of an emergency (e.g., to report a card that has been lost or stolen). The toll-free
customer service telephone number is printed on the back of each card and will also be given to you during
implementation.

¢) The physical location of employees to he assigned to the account

Name, Rolg Location

George Sesock, Relationship Executive Akron, Ohio
Ann Wagner, Treasury Management Officer Akron, Ohio
Karl Lamar, Treasury Management Officer Columbus, Ohio
Jean Taplett, Product Sales Specialist Purchase, NY
John Lee, Relationship Manager 7 Jacksonville, FL

Implementation Personnel:

Patricia Dahlberg, implementation Manager Elgin, lllinois
Manisha Samani, Implementation Manager Elgin, lllinois
Lisa Beck, Implementation Coordinator Elgin, lllincis

Jasmine Thompson, Implementation Coordinator | Chicago, lllinois

Jennifer Gaughran, Technical Consultant Elgin, lllinois

Customer Service Teams Eigin, lilinois and Columbus, Ohio

J.PMorgan
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d} Financial Information

The State desires to review the vendor's financial information that confirms the financial
stability of the company. The vendor should provide its most recent audited financial report
and describe any outstanding or potential liabilities which may impact the vendor's ability to
provide requested services.

J.P. Morgan’s most recent annual report, as well as audited statements and other financial documentation
spanning the past nine years, may be accessed online at the State's convenience using this link:
http://investor.shareholder.com/jpmorganchase/annual.cfm

Due to the extensive length of such documentation, J.P. Morgan strives to minimize reproduction of our annual
reports in print form as part of our green initiatives; however, the State has the ability to download electronic
copies of our reports from our website, or you may request print copies of any of the listed reports via simple
online forms.
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List project goals and objectives contained in Section 4, Subsection 4:
4.1 Goal/Objective 1 Transaction Volumes

The vendor should describe available options for handling large volumes of transactions for
entities throughout the entire state.

Vendor Response:

J.P. Morgan has the capacity to handle a iarge volume of transactions. We have several clients with annual spend in
excess of $450 million and for whom we process over 1,000,000 transactions annually. Our processor is equipped
to handle a large volume of transactions. The location throughout the State should not have an impact on
transaction processing,

The Implementation plan that we have attached is designed to transition all 200 agencies to our PaymentNet Card
Management software. We successfully followed a similar plan with another State for which we transitioned 155
Departments/Agencies. During implementation, J.P. Morgan will assist the State in creating a PaymentNet hierarchy
that matches your existing hierarchy to allow for roll-up reporting. PaymentNet supports a vertical limit of 25 levels
deep, with no horizontal limit regardiess of the number of transactions. When generating a report, you can narrow
or expand the data to be displayed using either criteria parametiers or hierarchy parameters so that the data
distributed can be specific to your audience (e.g., department managers, auditor, etc.)

4.2 Goal/Objective 2 Worldwide Transactions
The vendor should describe available options to accommodate the use of the card worldwide.

Vendor Response:

By partnering with Visa and MasterCard, J.P. Morgan can offer the State worldwide card acceptance levels, J.P,
Morgan Commercial Cards are accepted at more than 40 million vendor locations around the world, including
approximately 9 million in the United States alone. These high acceptance levels will assist your organization in
capturing additional card spend, which can result in an increased rebate. Your cardholders will also benefit from the
flexibility, confidence, and peace of mind that comes with knowing that wherever they travel, they will be able to
conduct business transactions with ease. Furthermore, Visa and MasterCard are continually working to increase
merchant acceptance, with multiple initiatives fecused on expanding the number of business-to-business merchants
across the globe.

The following table provides global acceptance statistics for our commercial cards:

TOTAL ACCERTANCE

Africa/Middle East 3,124 941 1,248,079
Asia/Pacific 9,742,543 11,898,632
Europe ) 12,428 569 13,122,124
Latin America 8,572,803 6,386,498
Canada 972,385 1,098,798
United States 8,993,790 8,319,631
Worldwide 43,835,031 42,073,760
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(Although this data is believed to be accurate, it has not been audited or independently verified. In some cases, the
reported number of locations may be higher due to multiple counting of the same outlet by different acquiring
members.)

4.3 Goal/Objective 3 Billing Accounts

The State needs to provide card services to multiple participating agencies (approximately 200
billing accounts) in the purchasing card program. The vendor should describe options and
requirements for billing account creation and maintenance, including but not limited to:

a) Electronic processing capabilities

b) Mobile processing capabilities

¢) Secure file upload capabilities

d} Workflow approval and number of levels

e} Credit usage alerts

f) Assign software roles/permissions to program administrators/coordinators at varicus
hierarchy levels

g) Audit trail capabilities

Vendor Response:

a)

b)

c)

d)

15

Electronic processing capabilities
We capitalize on the core competencies of Total System Services, Inc. (TSYS} for our mainframe processes.

Mobile processing capabilities
1.P. Morgan Cardholders can access PaymentNet through their mobile devices to
manage and monitor their transactions.

J.P. Morgan Commercial Card Mobile helps cardholders to easily view balances, filter
and sort transactions, access real-time authorizations and declines, and make a
payment through their mobile device. Support is provided for the most widely-used
smartphones and mobile devices (i.e., Appfe, Android, or Blackberry devices), with
stability and security as a top priority.

Users can also access help while logged in or call J.P. Morgan Customer Service with
any questions.

Secure file upioad capabilities

We support muitipie secure communications protocols based on our ciienis’ needs. Clients using pubiic network
connectivity must employ a minimum of 128-bit AES encryption, and we recommend the use of control records
in custom file feeds to ensure that the receiving application can determine data completeness.

Workflow approval and number of levels
The following features are available to support your workflow:

*  Upto eight authorization levels to promote accountability at various stages

J.PMorgan
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= Checkboxes for “reviewed” and “approved”

¢ Access roles assigned to cardholders and non-cardholders, allowing them to review or approve
transactions, modify accounting code allocations, or access other functions as needed

*  Email notifications when transactions are awaiting review or approval

*  Email messages sent to users designated as “cc” and “bec” on employee profiles (allows designated users
to be copied on relevant information)

*  Transaction reviewer's name displayed on the Transaction Detail screen next to the “Reviewed” checkbox
(helpfu! for organizations where an authorized proxy user may complete a transaction review on behalf of
the cardholder)

*  Delayed transaction locking for all roles until a transaction is marked as “Exported”: users can still edit
accounting codes after a transaction is approved, up until the transaction is exported

In addition, PaymentNet allows information flow to be customized according to your organizational hierarchy
or accounting structure. The State can choose from multiple configuration options to employ the process that
best adheres to the State’s accounting rules.

Your implementation project manager will work with you to establish approval checkboxes, access roles, and
other elements to support the workflow that fits your needs.

Hierarchy

During implementation, J.P. Morgan will assist the State in creating a PaymentNet hierarchy that matches your
existing hierarchy to allow for roli-up reporting. PaymentNet supports a vertical limit of 25 levels deep, with no
horizontal limit. When generating a report, you can narrow the data to be displayed using either criteria
parameters or hierarchy parameters so that the data distributed can be specific to your audience (e.g.,
department managers).

Sample Program Hierarchy
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Each agency can have its own program hierarchy that matches its existing hierarchy.
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e} Credit usage alerts

f)

17

PaymentNet offers several reports that will help you monitor purchases, thereby ensuring that the commercial
card is used correctly:

e Declines—This report can be used to monitor when and why transactions have been declined. It lists decline
code and reason, account name, account number, transaction amount, MCC, MCC description, date, and
time of decline.

e Transaction Detail--This report can be used to monitor the purchases for each account (payments are
excluded). It fists account name and number, transaction and post dates, transaction ID, merchant,
merchant city and state, MCC, debit and credit amounts, sales tax, and transaction type. Subtotals are
provided for each account and central bill account, along with grand totals for the entire report. (We also
offer severai travel-related Transaction Detail reports that provide full ievel 1| detail for aii cardholder
transactions to help you easily identify spend that does not comply with your established rules.)

= Unusual Activity Analysis—This report can be used to monitor unusual transaction activity and determine
whether transactions are business-related. Subtotals are provided for each merchant category along with
grand totals for the entire report. The report lists MCC, MCC description, account name, merchant name,
transaction date, and transaction amount.

PaymentiNet's policy monitoring feature can also help the State identify cardholders making transactions not in
accordance with your organization’s policies. This feature enables you to track cardholder transactions by
setting up monitoring rules in four different categories:

*  S5ingle Transaction Amounts—This monitor type allows you to flag transactions over a specified dollar
amount.

¢ Split Transactions—Use this monitor if you want to flag situations when a cardholder breaks a purchase
into multiple transactions in order to circumvent the account single-transaction limit.

*  Merchant Category Codes {(MCCs)~You can use this monitor type to flag transactions at a merchant that
belongs to a specific MCC.

*  Merchants—This monitor will flag transactions completed at specific merchants.

Assign software roles/permissions to program administrators/coordinators at various
hierarchy lavels

During implementaticn, J.P. Morgan will assist the State in creating a PaymentNet hierarchy that matches your
existing hierarchy to allow for roll-up reporting. PaymentNet supports a vertical limit of 25 levels deep, with no
horizontal limit. When generating a report, you can narrow the data to be displayed using either criteria
parameters or hierarchy parameters so that the data distributed can be specific to your audience (e.g.,
department managers}.
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Each agency can have its own program hierarchy that matches its existing hierarchy.

User Access Roles

Once a hierarchy is set up for your organization, your program administrator can assign login roles to your
employees (both cardholders and non-cardholders) to allow them to perform tasks such as viewing
transactions and modifying accounting code allocations.

User access {0 PaymentNet is accomplished by creating user authorities. A user authority consists of a role, a
hierarchy ID, and a scope. The role defines the functionality to which the user has access (e.g., create new
accounts or approve transactions). Hierarchy ID identifies the location in the organizational hierarchy where
the role is effective (e.g., division, department, or line of business). Scope defines the breadth of data to which
the role has access {e.g., everyone in the division or just peopie in the depaitment). Each user can be given as
many user authority designations as needed.

PaymentNet has six pre-defined roles of access:
¢ Auditor—Users have read-only access to ali transactions, employee information, and reports.
= Order Requestor—Users can view and request orders and applicable reports.

«  Cardholder—Users can view their own transactions, profile, and reports specified by the program
administrator. They can also make online payments (if applicable).

*  Transaction Approver—LUsers have access to approve transactions.

*  Manager—Users can view their department’s transactions, employee information, accounts, and reports
specified by the program administrator. They do not have access to all configuratien functions, unless
allowed by a program administrator.

*  Program Administrator—Program administrators have universal access to ail functions, including
configuration features. They can view/modify all transactions, employees, accounts, and reports.
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The cardholder, manager, and program administrator roles can be customized, enabling you to restrict access
to certain features within PaymentNet (for example, you could establish a program administrator role that
cannot create or modify account limits).

Audit trail capabilities

The Account Detail - History screen displays changes made to a card account for audit purposes. The State can
also review the audit history of changes made to your transactions within PaymentNet. This allows you to
monitor transaction modifications, including the date, time, description of the transaction change, user who
initiated the change, and other important details.

Transaction Audit Fields
Change Date This field dispiays the date when the transaction was modified.
' This field displays a description of the transaction modification. For example, Line

Field Name Item Total is a possible description.
Previous Value |This field displays the previous audited value.
New Value This field displays the new audited value.

This field displays the PaymentNet user identification number of the individual who
made the change. If a J.P. Morgan customer service representative makes a
Modified By transaction change, then Customer Service displays as the value.

Audit data can also be compiled and reviewed in the Transaction Audit report.

Through PaymentNet, the State can access a suite of other standard reports to help you easily monitor and
manage expenditures throughout your organization.

In addition to enabling the State to see what your cardholders purchased and from whom, PaymentNet’s suite
of standard reports addresses the most common user-specific needs:

*  Program administrators—Manage employees and accounts, review and approve transactions, assess
policy compliance, and analyze spend composition

*  Cardholders—Run reports at the end of each billing cycle, review transactions, and print data for expense
reports

PaymentNet’s Policy Monitoring feature can help the State identify non-compliance with your organization's
policies. This feature enables you to track cardholder expense policy compliance by setting up transaction
monitoring rules in four different categories:

¢ Single Transaction Amounts—This monitor type ailows you to flag transactions over a specified dollar
amount.

«  Split Transactions—Use this monitor if you want to flag situations when a cardholder breaks a purchase
into multiple transactions in order to circumvent the account single-transaction limit.

*  Merchant Category Codes (MCCs) to Monitor—You can use the MCCs to Monitor option to flag transactions
at a merchant that belongs to a specific MCC.

*  Merchants to Monitor—You can use the Merchants to Monitor option to flag transactions completed at a
specific merchant.
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Goal/Objective 4 Cardholder Account Maintenance

The vendor should describe options and requirements for maintaining cardholder accounts,
including but not limited to:

a} Electronic processing capabilities
b) Mobile processing capabilities

c) Secure file upload capabilities

d) Card demographic modifications
e} Real time capabilities

f) Assign software roles/permissions to perform maintenance by pregram
administrators/coordinators at various hierarchy levels

a) Audit trail capabilities

r

Vendor Response:
J.P. Morgan will work with the State to develop custom plastic.

a)
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Technical design specifications

There are four fines available on the card for embossing, The first three lines are reserved for the account
number, expiration date, and cardholder name. The fourth line is for client use and offers up ta 21 custom
characters (including spaces). This line can be used for an agency or department name, a tax ID number, or a
combination of hoth.

Each card is embossed in silver with the account number, cardholder name, and expiration date,

One Carn

-Embossing tines can include:
“ Line 1 Azcount number. .
Lirie 2: Expiration date :
-kine 3+ Cardholder name /. -

g ds o oS
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Chip Cards

We recognize that industry changes and customer needs are driving adoption of chip functionality for
commercial cards. In addition to enhanced security, chip cards promote broader acceptance internationally and
in the L.S. as chip technology is more widely adopted by merchants. With this in mind, we offer the
convenience and security associated with chip technology as a part of our card programs.
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Logo Cards

We can add Agency logos or seals through a “hot stamp” process. Through the hot stamp process, we can print
a logo or seal on the front face of the card along with additional information that will not fit within the standard
embaossing lines, such as the words “For Official Use Only” (all components of the hot stamp will be combined
into one image). The final design must be approved by J.P. Morgan.

The process takes approximately four weeks to complete and requires black-and-white, camera-ready artwork
of your logo.

Using the hot stamp option, a seal or logo can printed in silver, which is the default color. However, the
seal/logo can also be printed in white, if requested. Note that the final design must be approved by J.P.
Morgan.

Ability to provide multiple designs based on card type, i.e. One Card, Travel, Emergency,
Fleet, etc.

The standard card design is dark gray for our One Card, dark blue for our Purchasing Card and dark brown for
our Corporate Card. The left margin of the card is silver with the program type printed.

It the State is interested in having a single, custom designed plastic for all transaction types, the embossed
fields on the Gne Card can be updated to denote different agencies.

Ability to provide multiple designs based on billing account
Each billing account can have a distinct logo on their cards using the “hot stamp” process described above.

4.5 Goal/Objective 5§ Account Statement Delivery

The vendor should describe available options for statement delivery to include but not limited
to:

a) Online
b} Email
c) Secure file delivery
d) Mobile
e) Paper

f) Ability to have multiple delivery methods

Vendor Respense:

a)

21

Online

Cardhoiders and Program Administrators/Coordinators can use PaymentNet to review statements and remit
payment online. This payment vehicle also debits directly from approved checking or savings accounts.
Statements are available in PaymentNet within two days after your billing cycle closes.
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b) Email
For security reasons, we do not offer statements via email, However, PaymentMet can send email reminders to
cardholders when new statements are available. Cardholders can then log into PaymentNet to review and
download the statements.

c) Secure file delivery

PaymentNet's system and network architecture are specifically designed to promote the highest level of
industry security standards while still offering unlimited user access. PaymentNet security is based on digital
certificate technology that utilizes certificates issued by recognized authorities, and Internet-based access is
restricted to secure, encrypted browser sessions using 128-bit SSL. Additional security measures include the
following:

*  Web servers protected by multiple, redundant hardware

*  Firewall equipment and hardware augmented by an intrusion detection system
°  Noremote access by unauthorized third parties

e All servers on internal network segments, not accessihle from the Internet

e Data transfers based on SSL {default) or custom encryption arrangements made on a client needs basis
(PKI, PGP, etc.)

d) Mobile
Currently, statements cannot be accessed through mobile devices. J.P. Morgan offers both online and hardcopy
statement delivery.

8) Paper

Your accounting department and cardholders can receive hardcopy statements that detail all transactions for
the billing period. For accounts that are centrally billed and paid, cardholders can alse receive an individual
memo statement to assist in reconciliation, We consistently meet our goal of mailing statements within three
days of cycle ciose.

f) Ability to have multiple delivery methods
J.P. Morgan offers the State online as well as hardcopy summary and memo statements,

4.6 Goal/Objective 6 Agency Billings/Payment Cycles

The vendor should describe their billing and payment cycle options to include but not limited
to:

a) Monthly
b) Bi-Monthly
¢) Weelkly
d) Daily
Vendor Response:
Billing Options
1.P. Morgan offers 26 billing cycle closing dates, allowing you to select the date that is most appropriate for your

calendar. This date can vary for each agency that has its own accounting system. Standard billing runs on a 30-day
cycle with payment due 14 days after the end of the cycle. There are several flexible payment options, with shorter
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payment cycles - 14 days (semi-monthly), 7 days (weekly) or daily tied to reduced credit exposure and improved
rebates.

Payment Options
Payment options are driven by the Billing and Payment setup rather than program type. Programs that are setup to
consolidate billing on one or more central bill accounts can take advantage of the following payment options:

Central Bill/Central Pay

Auto Debit—).P. Morgan will electronically withdraw payment from a designated checking or savings account

ACH CCD or CCD+-This option is for a single ACH payment made to a single central bill account, a ghost card
account, or single-use central bill account

ACH-CTX—-0ne lump sum payment can be allocated to multiple billing accounts. Typically used when a
company has one or more central bill or individually billed accounts that they would like to pay in one
transaction. The account payment details are included within the addenda records of the ACH CTX transaction.

Onfine through PaymentNet/direct debit (online ACH)—Cardholders can authorize ACH payments to be taken
directly from their bank accounts. To set up this process, cardholders enter their ABA number, checking
account number, and checking account name.

Check—Checks can used for consolidated or individual payments

Individual Bill/Central Pay
Individual Bill/Central Pay (IB/CP) programs require payment options that support a single payment with
instructions to distribute the funds to multiple accounts.

We offer the following payment options for iB/CP programs:;

ACH-CTX—0ne lump sum payment can be allocated to multiple individually billed accounts. Typically used when
a company makes payments to their employees’ individually billed T&E corporate cards, however this payment
type can be used for any card program with one or more billing accounts.

Bulk Payments Transmission Files - tf the ACH CTX is not a payment option you can support, we offer
standardized file formats which contain the instructions for applying the payments. These files are transmitted
to the hank and funds are sent separately via ACH CCD.

Check—Checks can be used for consolidated or individual payments

During implementation, your preferred payment method will be tested for approval. Our payment processing
department receives and posts all electronic payments. All electronic payments are tracked in PaymentNet or
through the bank's internal DDA system,

J.P. Morgan strives to post all payments to cardholder accounts on the day they are received. Payments made
through PaymentNet are posted within 24 to 48 hours of receipt.
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4.7 Goal/Objective 7 Rebate Calculations
The vendor should provide a quarterly rebate plan to the State of West Virginia based on the
aggregate volume of purchases from all agencies during a standard payment cycle and, if
applicable, based upon increasing dollar and rebate tiers. Additionally, if varying rebates are
offered based on categories of spend, timing, frequency of payments, and/or partial payments,
those differences should be thoroughly explained. The vendor should describe its
methodology for computing its rebate by utilizing the attached spend scenario

{Attachment C).
Please refer to Attachment Cin Cost Proposal.

Vendor Response:

J.P. Morgan offers a simple rebate calculation based on spend volume and file-turn (speed of pay). Please refer to
Attachment C and Exhibit 1 in our Cost Proposal for complete details.

4.8 Goal/Objective 8 Program Optimization

The vendor shouid describe any other options avaiiabie to optimize card utilization, inciuding
but not limited to:

a) Virtual card
b) New vendor recruitment
¢) State vendor card acceptance analysis
d) Expansion of payment capabilities through additional card platform tools
e} Benchimarking and performance goals
f) Preloaded cards or similar capability
g} Fieet programs inciuding aii tracking capabiiities
Vendor Response:

a} Virtual card

The J.P. Morgan Single-use account solution is an electronic, credit card-based payment method that can help
the State more efficiently manage your payment process as well as help reduce costs and transform traditional
areas of expense into potential revenue generators.

J.P. Morgan offers a true Single-use account solution. Each Single-use account has a credit limit equal to the
approved invoice amount. There is just one account per invoice, helping to ensure that the merchant has access
only to approved funds Tor a specific invoice.

Benefits of our solution include the following:

*  Replacement of less efficient payment methods, such as checks

¢  The flexihility, float, and rebate of a purchasing card coupled with powerful payment control, anti-fraud,
and reconciliation features
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* Increased payment processing efficiency through automation and integration, improving record accuracy
and shortening reconciliation periods while providing security and visibility throughout the payment cycle

s Financial returns in the form of a rebate

*  An efficient way to hold on to cash longer while paying suppliers sooner

As part of our Single-use account solution, the State will have access to J.P. Morgan’s industry-leading
Paymentiet system, the engine that interfaces with MasterCard to create your accounts. You can also use
PaymentNet for account and transaction management, advanced reporting, activity monitoring, statement
access, reconciliation, and data integration tasks.

The Single-Use Account Payment Process
LP. Morgan offers flexible Single-use account setup options to meet our clients’ virtual payment needs.

The batch option that we are proposing for the State will allow you to utilize your current ERP system to
manage your accounts payable expenses. You also have the added benefit of requesting one-off Single-use
account numbers in real time by logging into PaymentNet.

Batch Single-use accounts

Batch Single-use accounts support payments made within a set terms schedule (e.g., 30-day payments). This
payment option is ideal for accounts payabie and claims type transactions, and is designed to be integrated
with the State’s internal ERP system, allowing you to utilize the resources you have in place today. During
implementation, we will work with your organization to set up your system’s output and input file formats to
support Single-use accounts.

When your invoice is approved in your ERP, the State can load approved payments into your system throughout
the day. Your system will then create a file with payment requests to be sent to J.P. Morgan for Single-use
account creation. Our clients typically batch payment files once per day (often at the end of the workday) and
send them to J.P. Morgan for overnight processing.

After creating your Single-use account payments, J.P. Morgan will send the State a confirmation file within four
hours {(we regularly beat this goal). We will also send payment notifications to your suppliers via secure email
with the account number, CVV code, expiration date and security code; if desired, your organization can choose
to send these notifications yourself. Notification emails include details such as line items, payment amounts,
validity dates, and remittance information to support reconciliation within your internal system. Suppliers
process Single-use accounts the same way they would any other credit card payment-by keying information in
their point-of-sale terminals.

Single-use account reconciliation is based on matching four key elements of purchase orders or invoices to

transactions: account number, validity dates, dollar value (including tolerances), and MCC. When these items
match, reconciliation occurs automatically. A reconciliation file will be delivered to the State’s ERP system.
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Single-Use Account Process Flow: Batch
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Our batch process allows users to create single-use accoints from within their ERP systems,

As an additional benefit, the State can also log into PaymentNet to create immediate payments as needed. By
simply logging into the system, you can easily input payment details to request Single-use accounts.

Once the payment details are entered into PaymentNet, the account number will be immediately available for
payment {via J.P. Morgan’s secure email channel or via client notification channels).

SUA Connection
SUA Connection makes it easy for your suppliers to process and track SUA payments. A user-friendly online

resource, SUA Connection empowers suppliers via:

+  Full visibility into SUA payment status

e Anintuitive user interface to simplify payment processing and tracking

¢ Self-serve options to minimize missed/expired payments and improve DSO
«  Easy access to aggregate remittance data to streamline reconciliation

*  Supplier-defined profile, preferences and user access control to ensure tailored support

SUA Connection is easy to navigate and offered to suppliers at no additional cost.
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SUA Connection - Payments at a Giance
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As we rolf out SUA connection mare broadly, your suppliers will be able to access all of their SUA transaction
data from all of their customers who use SUA in one convenient place.

Your suppliers will be able to:
¢ See payments waiting to be processed and the number of days remaining until expiration
¢ Review payment deciines (including declire rationale), along with any missed payments

*  View any account number to see if it allows multiple transactions, as well as the amount remaining and any
posted transactions

=  Download aggregate remittance data

¢ Maintain profile, preference and contact information for their organization
= Control user access

®  Leverage the Technical Support Desk for questions/issues

Benefits
SUA Connection makes processing payments easier for your suppliers and reduces one-off calls to you.
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[ _ :'-'.'-.li.ﬁiii':_| =R BENEFITS ' BUYER BENEFITS

*  Greater control, plus another layer of insight | = Fewer one-off supplier calls or emails
and support requesting information

*  Ondemand data to easily troubleshoot issues | »  Less time spent researching payment issues

*  Fewer missed/expired payments ¢ Reduced need to reissue requests for
missed/expired payments

o Streamlined reconciliation; no more cutting *  More options for suppliers, more support to
and pasting data from multiple emails Erow your program

Unlike some sites with complex interfaces and multiple applications, SUA Connection was developed with your
suppliers in mind and designed to allow for optimal self-service,

Supplier Registration
Registering for SUA Connection is quick and easy, requiring only three steps:

*  Your supplier agrees to accept SUA and we send them an email with a link validating their acceptance

®  The first time you submit a payment, your supplier will receive an email with a link to the SUA Connection
registration page

°  Your supplier receives temporary credentials, sets up a user name and password, and is officially
registered

Mew vendor recruitment

The J.P. Morgan Client Campaign Management team applies effective strategies to convert targeted card-
accepting suppliers from their current payment type (e.g., checks or traditional cards) to virtual Single-use
accounts.

What differentiates J.P. Morgan’s approach?

¢ Campaign Management services provided at no additional charge

= More than 10 years of experience identifying and onboarding suppliers

*  Statistics driven supplier recruitment forecasts applied to the targeted vendor list

°  Acollaborative working relationship focused on your objectives

*  Pre-developed supplier communication templates to meet client needs

»  Dedicated resource for supplier outreach, program education and SUA acceptance

= Ongoing support, tracking and communication of supplier outreach results within campaign duration

A typical Client Campaign Management engagement takes approximately 20 weeks to complete {including
preparation and campaign time), but may bé shorter or longer based on the client’s leve! of engagement. The
Client Campaign Management process will run concurrently with the State’s SUA implementation.
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Cedicated Campaign Manager, guides the client Ihrough ihe process of supplisr enablement
Anealyze suppller base to identify rocruliing targets and prepare campaign communication
Exacuie recrulting campsign 1o optimize supplier adeption

Preparation (8 weeks) Onboarding/Closure (12 weeks)
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analysls team communication and specialists start 7
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= Appirove goal communiceaiion ant Supplier of enroiiment
targated * Praven communication progress
supplisrs metnodology + Launch + Moniter and
payment policy campaign support
= Communication transition to
strategy new payment
ype

State vendor card acceptance analysis

As part of the supplier recruitment process, the campaign management team will work with the State to:

Analyze your active supplier base

The J.P. Morgan Performance Analytics team will review, analyze and segment the State's vendor {AP)
data to determine each supplier’s likelihood of converting to Single-Use Account (SUA) payments. Applying
informed analytics, experience and proven methodologies, we're able to identify suppliers who would be
the most receptive targets for vour SUA campaign.

This proposed targeted list includes suppliers that are card-accepting, do not have discount payment
terms, receive more than $25,000 annually from the State, and have been paid in the past 12 months.
Depending on your specific business needs, we may segment your suppliers differently to achieve the
highest conversion rate,

Develop an effective campaign strategy for your organization’s unique business needs

A Campaign Manager will meet with the State to understand your business needs concerning virtual Single-
Use Accounts and any special concerns or requirements you may have (e.g., you may prefer to contact
strategic suppiiers directly rather than through JPMC), and to acquire your supplier information.
Comprehensive supplier data is critical to the success of our campaigns and the more insight you can

provide the Campaign Manager abeut your suppliers, the smocther the campaign process is likely to ba.

Prepare your Campaign

Your Campaign Manager will work closely to guide you through a successful supplier campaign. During this
stage, he or she will address program requirements, proven methodology for SUA acceptance and cover
topics to be communicated to your internal stakeholders to help educate all the State impacted resources
and prepare them for the campaign process.
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Recruit your targeted suppliers using proven methodologies

The State's Campaign Manager will provide you with your targeted SUA supplier list, project timeline, and
communication templates to be used when contacting your suppliers. Upon approval of these key
deliverables, the Recruitment Specialists will begin contacting your suppliers.

During the campaign, your Campaign Manager will provide you with a detailed report, tracking overall
effort and progress that will be reviewed during weekly conference calls. These calls also serve as an
opportunity to resolve any issues that may arise (e.g., incorrect supplier information). In complement to
the scheduled calls, your Campaign Manager will be available to provide consultative support on an
ongoing basis as needed.

As suppliers confirm acceptance of virtual Single-Use Account (SUA) payments, the State can update your
ERP to reflect the new payment type, enter the email address(es) for payment notification delivery and
begin paying those suppliers via SUA.

d) Expansion of payment capabilities through additional card platform tools

Your relationship manager will perform regular account reviews with the State to provide a comprehensive
update on your program and compare your practices with industry standards. During reviews, your relaticnship
manager will:

8)
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Assess progress of joint program goals set during implementation

Introduce soluticns to optimize overall program effectiveness

Assess use of J.P. Morgan resources and tools {e.g., training and technology)

Compare current payment options, spend limits, and service to industry best practices
Provide a rebate calculation or projection to date

Establish goals and objectives for the next review period

TOPIC DETAIL

Intraductions 1P Morgan and key client stakeholders
v Execu_{l;f; Smummary N Whére- have we heen? Where ara we today?
 Opportunities Whereare we going tomorrow?
.J P Morgan Prociuct Soluttons Hc;w ﬁan we help'«’ .
Actlon plan How will \.\;p ger fhprp? )

Benchmarking and performance goals
As part of the account reviews conducted by your relationship manager, many options are available to help
track and report on program performance:

Review of accomplishments
What we've accomplished over the life of the program
Milestones/accomplishments for the year currently under review
- Goals and objectives for the next year and aver the lifetimie of the contract
- Special projects
- Program statistics
= Program audits
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Best practice recommendations
Program optimization

e  Considering and implementing new products

e Review of industry trends {e.g., fraud)

*  Review of program volume statistics and rebate incentives

s |nformation about spend by merchant category and top merchants
*  Benchmarking against other similar J.P. Morgan client programs

+=  Biannual reviews of key categories

Cardholder limits versus actual spend

- Merchant category groups

- Program administrator assignments
Individuals with system administrator access

The following are sample analyses from a typical account review:

Sample Spend Analysis Charts

Annual Spend * QuarterlySpend

$150,000,000 | . 540,000,000
_5 iﬁﬁ,ﬁﬂﬂ,ﬂﬂﬂ | '5. za‘mﬂ'noa 2
SS0.000,000 410,000,000 2011
o > w12
TR

Through account reviews, relationship managers help clients assess their ongoing program performance.

Preloaded cards or similar capability

Declining Balance Cards-1.P. Morgan's purchasing cards can be set up with Declining Balance functionality that
prevents monthly credit limits from refreshing when payments are received or a new cycle begins. Declining
Balance functionality on Purchasing Card is a controlled option that can be made available for approved use
cases. For each card, the State can establish a credit limit and validity time period. When either the credit iimit
or expiration date is reached, the card will become unusable. This approach is often helpful in managing
specialized expenditures such as grants, projects, meeting nlanning, and employee relocation,

Fleet programs including ail tracking capabilities

Fleet Cards are no longer part of our commercial card offering; however, the J.P. Morgan One Card solution can
be used to make fuel purchases.

PaymentNet receives all data transmitted by merchants at the point of sale, including enhancéd (level Il and HI)
data; the exact level of data captured is dependent on each merchant's point-of-sale terminal setup. By
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utilizing enhanced data from commercial card transactions, the State can collect any data elements related to
fuel transactions.

4.9 Goal/Objective 9 Card Issuance

The State desires an automated process for card issuance that includes multiple approval
levels and can be integrated with our ERP platform. The vendor should describe options and
requirements for card issuance, including but not limited to:

a)
b)
c)
d)
e)

f)

g)

Electronic processing capabilities
Mobife processing capabilities

Secure file upload capabilities
Workflow approval and number of levels
Real time capabilities

Assign software roles/permissions to perform card issuance by program
administrators/coordinators at various hierarchy levels,

Audit trail capabilities

Vendor Response:

a) Electronic processing capabilities
As a best practice, J.P. Morgan accepts a formatted, electronic card application file for initial issuance, allowing
us to enrcll all of your cardholders simultaneously. For ongoing issuance, we provide user-friendly online and
electronic paper application options.

Initial Issuance
To facilitate a seamless implementation and save the State time and paperwork, we can accept an Excel-
formatted J.P. Morgan bulk application containing account information for each cardholder, such as:

Legal first and last name
Date of birth

Country of citizenship

Home and business address

Phone number

Account security details (e.g., ast four digits of an empioyee il or sociai security number and first four
letters of the mother's maiden name, or other unigue letter/digit password)

Spend limit
Cardholder department and cost center {optional)

Ongoing Issuance
We offer several convenient options for ongoing card issuance:

32
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*  Oniine applications—Program administrators can request a new individual account directly via
PaymentNet. Alternatively, employees can request a new commercial card via PaymentNet’s Account
Request Manager (ARM). Once completed, the applications are routed to a designated manager and/or
program administrator for approval. Cardholder policy can be posted to the application site for
acknowledgement by the cardholder.

*  Paper applications—Paper applications can be submitted by your cardholders or program administrator
via mail, email, or fax.

*  Spreadsheet applications—A J.P. Morgan-supplied spreadsheet application can be submitted by your
program administrator for mass applications, even after initial issuance. Once completed, the spreadsheet
should be encrypted and emailed to J.P. Morgan for processing.

Mobile processing capabilities
Currently, card issuance cannot be processed through mobile devices, Please refer to item a) above.

Secure file upload capabilities

We support multiple secure communications protocols based on our clients’ needs. Clients using public network
connectivity must employ a minimum of 128-bit AES encryption, and we recommend the use of control records
in custom file feeds to ensure that the receiving application can determine data completeness.

Worlflow approval and number of levels

Our New Accounts team performs guality checks on 100% of the applications it processes, ensuring that user
profile details and card parameters are established properly at the time of account setup.

Our online application tool, Account Request Manager (ARM), which is accessible via PaymentNet, offers the
ability to move the entire application, validation, and approval process asscciated with commercial cards to a
secure online platform.

ARM integrates several workflow options for the application approval process and provides multipie levels of
contral, including an electronic signature option using a secure, validated PaymentNet approver role,
PaymentNet offers several pre-defined access roles: -

*  Auditer-Users have read-only access to all transactions, accounts, employees, and reports.

= Order Requestor—Users can view and request orders and applicable reports (single-use account programs
only),

= Cardheider—Users can view and manage their own transactions, profiles, and those reparts specified by a
program administrator. At your option, they can also make online payments.

»  Transaction Approver-Users have access to approve transactions.

©  Manager—Users can approve their departments’ transactions and access reports specified by a program
administrator.

*  Program Administrator—Users have universal access to all functions, including configuratien features, and
can view/modify all transactions, employees, accounts, and reports. This role can be customized to
promote additional control throughout your organization.

Real time capabilities

Program administrators can create a new card account by using an existing card that has the same parameters
required for the new account. Furthermore, when a program administrator applies for a new card through
PaymentNet, a card number is provided for instant use.
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Buitding upon the card creation capabilities for program administrators within PaymentNet, J.P. Morgan offers
Account Request Manager (ARM), an online application tool and new module within PaymentNet. This tool
offers the ability to move the entire application, validation, and approval process associated with commercial
cards to a secure online platform.

Benefits of the Account Request Manager process include:

*  Replacement of paper applications - ARM is an entirely electronic card application and approval system,
eliminating delays and costs associated with distributing, collecting, storing, and managing paper
applications.

e fficiency - Distributing card applications to employees is as easy as sending them a hyperlink, and
responses are immediately stored and available for perusal by program administrators. In addition, with
the integrated approval process, there is no need to separately manage an approver list or track approvals
outiside the system.

°  Approval controls - ARM integrates several workflow options for the application approval process and
provides multiple levels of control, including an electronic signature option using a secure, validated
PaymentNet approver role.

°  Increased speed and visibility - The application process is managed entirely within the system for faster

processing and easier tracking. Approval requirements can be changed as needed, and all changes to
applications, application templates, and approvers aré recorded for full end-to-end traceability.

* Improved accuracy - Cardholder account information is entered once, reducing the possibility of
introducing errors when re-keying data from paper to a computer system or from one system to another.
Data is validated before the application is submitted, preventing applicants from submitting bad or
incomplete applications and ensuring that everything work the first time.,

«  Customization - Administrators can tailor application templates to target specific groups of employees,
adding instructions, customized labels, and help text for individual data fields.

Note that Account Request Manager is available for use with Internet Explorer {version9 and higher) or
Firefox (version 33 and higher). As an expansion, it is certified for the same browsers as PaymentNet.

Assign software roles/permissions to perform card issuance by program
administrators/coordinators at various hierarchy levels.

With PaymentNet, the State can easily assign user access roles to determine what users are able to see and
what actions they are able to take within PaymentNet. An access role is a three-part structure comprising role,
hierarchy ID, and scope. The role assigned to each user defines applicable functionality {e.g., create new
accounts or approve transactions). The hierarchy ID identifies the organization hierarchy location where the
role is effective (e.g., division, department, or line of business}. The scope defines the breadth of data to which
the role has access (e.g., everyone in the division or just people in the department).

Audit trail capabilities

One benefit of ARM includes increased speed and visibility. All changes to applications, appiication templates,
and approvers are recorded for full end-to-end traceability. The application process is managed entirely within
the system for faster processing and easier tracking and approval requirements can be changed as needed.
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410 Goal/Objective 10 Physical Card Issuance and Time Factors

The vendor should provide a description or narrative of One Card issuance and specify the
time frame and delivery method options to:

a} Produce a card when an application is initially submitted

b) Reissue lost or stolen cards

¢) Reissue damaged cards

d) Reissue due to fraudulent activity or compromised accounts
Vendor Response:

a) Produce a card when an application is initially submitted

To facilitate a seamless implementation and save the State time and paperwork, we can accept an Excel-
formatted J.P. Morgan bulk application containing account information for each cardholder, such as:

e Legal first and last name

e Date of birth

¢ Country of citizenship

* Home and business address
*  Phone number

¢  Account security details {(e.g., last four digits of an employee ID or social security number and first four
letters of the mother’s maiden name, or other unigue letter/digit password)

*  Spend limit
*  Cardholder department and cost center {optional)

Ongoing Issuance
We offer several convenient options for ongoing card issuance:

*  Online applications—Program administrators can request a new individual account directly via
PaymentNet. Alternatively, employees can request a new commercial card via PaymentNet’s Account
Request Manager (ARM). Once completed, the applications are routed to a designated manager and/or
program administrator for approval.

«  Ppaper appl.icétions—Paper applications can be submitted by your cardholders or program administrator
via mail, email, or fax.

*  Spreadsheet applications—A 1.P. Morgan-supplied spreadsheet application can be submitted by your
program administrator for mass applications, even after initial issuance. Once completed, the spreadsheet
should be encrypted and emailed to J.P. Morgan for processing.

issuance Timeline 7

individual cards are sent directly to cardholders or your program administrator within four business days after
card application processing through standard first-class mail. We also offer overnight bulk card delivery for 10
or more cards sent directly to a central location.
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b) Reissue lost or stolen cards
In the event of card loss, theft, fraud, or misuse, the State should notify J.P. Morgan immediately. We will
promptly cancel the account to prevent further program Iiability. Qur customer service team is available
24/7/365 to cancel lost or stolen cards and reissue new plastic as needed. Delivery of new cards is made
within five to seven business days. If a rush card replacement is requested, a card can be delivered within one
to two days. -

¢} Reissue damaged cards
Card replacement requests can be placed online using the account maintenance feature of PaymentNet. From
the Account List page, this simple process requires just two clicks. Cards are processed on the same day when
received by their pre-set processing deadlines. Cards are typically in the mail within five business days of
request receipt, or sooner.
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Program administrators can quickly and easily request replacement cards online at any time.

d) Reissue due to fraudulent activity or compromised accounts

in the event of card ioss, theft, fraud, or misuse, the State should notify J.P. Morgan immediately. We will
promptly cancel the account to prevent further program liabiiity. Our customer service team is available
24/7/365 to cancel lost or stolen cards and reissue new plastic as needed. Delivery of new cards is made
within five to seven business days. If a rush card replacement is requested, a card can be delivered within ane
to two days.

411  Goal/Objective 11 Card Format/Design

The vendor should describe specifications for any card customizations that may be necessary
to fulfill the program requirements to include but not limited to:

a) Technical design specifications

b) Ability to provide muitiple designs based on card type, i.e. One Card, Travel, Emergency,
Fleet, etc.

¢) Ability to provide multiple designs based on billing account
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Vendor Response:
J.P. Morgan will work with the State to develop custom plastic,

a)

b)

37

Technical design specifications

There are four lines available on the card for embossing. The first three lines are reserved for the account
number, expiration date, and cardholder name. The fourth line is for client use and offers up to 21 custom
characters (including spaces). This line can be used for an agency or department name, a tax |D number, or a
combination of both.

Each card is embossed in silver with the account number, cardholder name, and expiration date.
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Chip Cards

We recognize that industry changes and customer needs are driving adoption of chip functionality for
commercial cards. In addition to enhanced security, chip cards promote broader acceptance internationally and
in the U.S. as chip technolegy is more widely adopted by merchants. With this in mind, we offer the
convenience and security associated with chip technology as a part of our card programs.

Logo Cards

We can add Agency logos or seals through a “hot stamp” process. Through the hot stamp process, we can print
a logo or seal on the front face of the card along with additional information that will not fit within the standard
embossing lines, such as the words “For Official Use Only” (all components of the hot stamp will be combined
into one image). The final design must be approved by 1.P. Morgan.

The process takes approximately four weeks to complete and requires black-and-white, camera-ready artwork
of your logo.

Using the hot stamp option, a seal or logo can printed in silver, which is the default color. However, the
seal/logo can also be printed in white, if requested. Note that the final design must be approved by J.P.
Maorgan.

Ability to provide multiple designs based on card type, i.e. One Card, Travel, Emergency,
Fleet, etc.

The standard card design is dark gray for our One Card, dark blue for our Purchasing Card and dark brown for
our Corporate Card. The left margin of the card is silver with the program type printed.

If the State is interested in having a single, custom designed plastic for all transaction types, the embaossed
fields on the One Card can be updated to denote different agencies.
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Ability to provide multiple designs based on billing account
Each billing account can have a distinct logo on their cards using the “hot stamp” process described above.

412 Goal/Objective 12 Card Controls and Restrictions

The vendor should describe card controls and restrictions available through their card
products, including but not limited to:

a} The ability to modify card controls and restrictions within the vendor's software based
upon a user's hierarchy level

b) The ability to modify card controls and restrictions at the billing account level
¢} The ability to modify card controls and restrictions at the individual card account level

d) Other controls and restrictions available that are not included in Mandatory Requirement
6.3

Vendor Response:

a)
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The ability to modify card contrels and restrictions within the vendor's software based upon a
user's hierarchy level

J.P. Morgan’s programs offer numerous card controls and key administrative features such as full hierarchy
support, real-time adjustments of spend controls online, and denial at the point of sale for transactions that do
not meet your requirements. The State’s program administrator can establish dollar, transaction, merchant
category code (MCC), and cash advance limits at any level of your hierarchy: by individual, by department, or
for your entire organization.

Control Options by Hierarchy Level
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PaymentNet provides a variety of controls for every level of your organizational hierarchy.

Standard controls available for our commercial cards include:

= Doliar limits—Doilar iimit controls include cycle spend, transaction amount, daily spend amount, monthiy
spend, and spend limits by MCC.

= Transaction limits—Limits can be placed on the number of transactions allowed per day and per month.

*  MCC restrictions—PaymentNet makes it easy to adjust MCC-based dollar limits, transaction limits, and
transactions allowed per day.
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¢ Cash advance controls—Our program gives the State the ability to control monthly cash advance amounts;
you can also restrict cash advances entirely.

b} The ability to modify card controls and restrictions at the billing account level

c)

The State will have the ability to set and modify card controls at the billing account level.

The ability to modify card controls and restrictions at the individual card account level

The State will have the ability to set and modify card controls at the individual card account level. The graphic
below shows the interface for changing a cardholder’s account limits:

Adjusting Account Limits
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J.P. Margan enables program administrators to easily change account limits and velocity controls online

d) Gther controls and restrictions available that are not included in Mandatory Requirement 5.3
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Our program gives the State the ability to implement all card controls and restrictions available in Mandatory
Requirement 5.3.
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4.13 Goal/Objective 13 Lost/Stolen Cards, Unauthorizeleraudulent Transactions, Time

Requirements and Procedures

Please describe any deadlines or time frame requirements for reimbursement or insurance
purposes, including your process for handling:

a) Lost or stolen cards

b) Unauthorized transactions
¢) Frauduient transactions
d) Employee fraud

e} Charges that may occur after an account is closed

f} Automated account closure process

Vendor Response;

a)

b)
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Lost or stolen cards

The State is protected from fraud if you contact I.P. Morgan immediately when you suspect a card has been
fost, stoten, or compromised. Once notified, J.P. Morgan will promptly cancel the account. Subject to the terms
and conditions outlined in our financial offering (Exhibit 1), the State will not be liable for fraudulent
transactions made on that account. Merchants that do not follow transaction authorization procedures can be
subject to chargebacks. If there are fraud losses, they are typically netted out of the program rebate
opportunity.

Liability for Card Misuse or Abuse
Liability for commercial card charges resides with the organization; as a precautionary measure to protect the
State, J.P. Morgan requires that all commercial cards be used only for business-related expenditures.

In general, liability includes the amount of all transactions made using authorized cards. However, the State
can effectively minimize liability from employee misuse or abuse of funds by setting appropriate card limits,

Unauthorized transactions

Although they are often confused or grouped together, fraud and misuse have different definitions and
methods of prevention, detection, and protection.

DEFINITION PREVENTION/DETECTION PROTECTION
Fraud Unauthorized use in which the . Software card controls J.P. Morgarn third-party
cardholder is not involved (e.g. e J.p. Morgan round-the-clock fraud waiver
lost or stolen card activity) fraud screening
Misuse Card use by an empioyee for e Software card conirols Visa/MasterCard

unauthorized or wrongful The State's poiicies and liability waiver
purposes procedures
e Policy Monitoring and reporting
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Employee Misuse

We offer a liability waiver program to protect the State from employee misuse of your commercial cards. Based
on following a sequence of outlined steps, including termination of the employee, this program will reimburse
the State for inappropriate expenditures made on a card. This protection is provided at no cost and is
automatically included in your J.P. Morgan card program.

The coverage provided by our liability waiver program includes:

*  Charges that do not benefit you directly (1.e., non-business charges)

*  Chargesincurred 75 days prior to or 14 days subsequent to termination
*  tpto $100,000 per cardholder

*  Upto $1,000 cash advance protection

Visa Liability Waiver
To protect the State from employee misuse of funds, J.P. Morgan offers the Visa Liability Waiver program. This
program waives certain charges, helps minimize losses, and includes the following benefits:

°  Coverage of up to $100,000 per cardholder

= Automatic enrollment

*  Nodeductible, no extra cost, and no maximum cap

¢  Coverage of cash advances, officers, and ghost accounts

¢ Simplified claim procedures

Other coverage includes:

e Chargesincurred that do not benefit the client directly or indirectly, or benefit the client when the
cardholder was reimbursed for those charges and failed to pay

¢ (Charges that are the responsibility of the ciient and/or cardhoider for payment

As a condition of this program, the cardholder's employment must be terminated. Eligible charges are those
incurred by the cardholder 75 days prior to termination and up to 14 days after termination. J.P. Morgan must
be notified immediately to deliver the vital safeguards that enable clients to provide commercial cards to
employees with security and confidence.

MasterCard Liability Waiver

J.P. Morgan works with MasterCard to waive certain eligible charges and minimize losses due to employee

misuse of commercial card privileges. MasterCoverage is a complimentary service that covers up to a maximum

limit of $100,000 per cardholder and cash advances of $300 per day, up to a maximum of $1,000 per claim.

Other coverage includes:

= {ard charges that were reimbursed to the employee but not remitted by the employee io the financiai
institution

= {ard charges that did not directly or indirectiy benefit the ciient

®  Card charges that were reimbursed to the financial institution by the client on behalf of the cardholder, but
were fater discovered not to have directiy or indirectly benefited the client
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Fraudulent transactions

A fraudulent transaction is defined as unauthorized use in which the cardholder is not involved (e.g., lost or
stolen card activity). We offer a third-party liability waiver as protection from fraudulent transactions as
outlined below.

Fraud Protection

The State will not be liable for charges resulting from third-party fraud (i.e., transactions made on an account
by individuals other than employees who do not have authority for such use, and from which neither the
employees nor your organization receive benefit), subject to the following:

= LP. Morgan reserves the right to hold the Siate liable for fraudulent transactions if we determine that
subsequent to implementation of your program and at the time that the fraudulent transacticn occurred,
your organization failed to operate your program in accordance with J.P. Morgan’s fraud reduction
requirements:

Bleck high-risk MCCs identified by J.P, Morgan and presented to the State.

Maintain reasonable security precautions and controls regarding the dissemination, use, and storage of
card and transaction data,

- Comply with all other requirements J.P. Morgan may reasonably require from time to time.

Fraud Screening

If the State fails to comply with your obligations, and J.P. Morgan determines that you are liable for fraudulent
transactions, we will either: (1) invoice your organization for the amount of such fraudulent transactions minus
any amounts collected, or (2) deduct the ameount of such fraudulent transactions from your rebate.

L.P. Margan's fraud screening process is designed to protect our clients from fraud losses. Our communication
process ensures that the right person is contacted when we suspect fraud.

We provide fraud screening 24/7/365. As a result, fraud statistics for our commercial card programs are well
below the industry average and a far lower rate than the fraud associated with consumer cards. This fow fraud
rate speaks to the strength of our fraud prevention practices as well as our partnerships with clients in
establishing effective card controls.

J.P. Morgan’s team of experienced fraud prevention analysts utilizes specialized screening tools to constantly
monitor transactions for suspicious activity and to aid in detecting fraud and minimizing losses. Our fraud
detection systems are flexible and have the ahility to target both general and specific fraud trends. Criteria or
rules are defined based on analysis of fraud data, providing us with current fraud trends, which we determine
through analyses of:

¢  Fraud patterns

*  Specific or high-risk MCCs

s  Dollar amounts and cash advances

*  Geographic location

= Specific merchants and unusual purchases such as jewelry or electronics

Our screening process uses several indicators (including the trends listed above) to identify possible fraud. The
categories we monitor include unusual purchases such as jewelry or electronics, high-risk MCCs, and
guestionable geographic areas. Cash advances are also monitored for high-risk locations and large dollar
amounts. Suspicious transactions are further identified based on details that include the authorization type,
merchant type, location of recent fraud trends, account history, expiration date entered, and decline reason. If
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authorizations meet these pre-defined criteria, the account is sent to a fraud handling queue or blocked for
referral. '

If requested, our fraud team will provide a detailed walkthrough to client executives and program
administrators explaining fraud performance in depth. This information includes collaboration with the client
and program administrators to identify and implement ongoing improvements.

Communication Process

When a potentially fraudulent transaction is identified, a fraud analyst will evaluate the account’s history and
activity. If fraud is still suspected, the analyst will contact the cardholder to confirm card possession, verify the
cardholder’s two security identifiers on file, and validate the transaction{s). Depending on the circumstances,
we may continue to monitor the account for suspicious charges or suspend it temporarily to minimize potential
fraud losses. If we suspect employee misuse of funds, we will contact the State’s program administrator
directly.

Under most circumstances, a call is placed to the cardholder at the telephone number(s) on file, with messages
left if contact cannot be made. After the first attempt, we will call the cardholder at both phone numbers and
leave messages, as well as email the cardholder if it is after normal calling hours and an email address is
avaiiabie. If we are unsuccessful in reaching the cardholder after three attempts or if the phone number(s) on
file is invalid, we will place a hold on the card and reach out to your program administrator.

Process Flow for Identifying and Communicating Fraud

Transactlon s A fraud praventon A temporary hold
identified as analyst examines I5 placed on
potential fraud theaccount the account

Ifithe analyst is unable ro cantact
the cardholider after three atiempts
overfour days, heor she will contacr
the program administrator

The analyst
contacis the

cardholder

v

The amalyst determmines if the transaction is valid

I the transaction is valid, wewill remove the hold on the account

Ifthe transaction s not valld, it will be reparted 1o Visa/MakterGard
a5 aptplicable

AP Morgan will epliaborate with the cardhaldar to dlase the aceaunt
afd reissie a newnumber and card

By taking these steps, 1.P. Morgan keeps fraud on our commercial card programs exceptionaily low.
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Additional Fraud Protection

To complement our fraud screening, we offer clients our third-party fraud waiver and MasterCard’s liability
waiver for employee fraud. Due to the sensitive nature of fraudulent transactions, we require that fraud be
reported to an expert in the J.P. Morgan Fraud Department by phone. Reporting fraud by phone ensures that
all fraudulent transactions are identified as soon as possible. The card will be blocked and no further
transactions can be processed, stopping fraud attempts immediately. There are also systematic processes to
ensure timeliness of opening and resolving a fraud case as well as requirements put in place by MasterCard. In
most cases, we can provide a complete resolution in one call, avoiding multiple call-back attempts and saving
time on resolving any open issues.

Cardholders can report fraud by calling the number on the back of their card or the direct fraud line at 888-
307-2990,

Employee fraud

We offer a liability waiver program to protect the State from employee misuse of your commercial cards. Based
on foltowing a sequence of outlined steps, including termination of the empioyee, this program will reimburse
the State for inappropriate expenditures made on a card. This protection is provided at no cost and is
automatically included in your J.P. Morgan card program.

The coverage provided by our liability waiver program inciudes:

*  Charges that do not benefit you directly {i.e., non-business charges)

= Charges incurred 75 days prior to or 14 days subsequent to termination
*  lUpto $100,000 per cardholder

=  Upto $1,000 cash advance protection

Charges that may occur after an account is closed

In the event that the State has reason to dispute a transaction, any disputed item will be removed from the
balance during the investigation and a temporary dispute credit will be issued while the dispute is being
researched.

If a dispute is resolved in the State’s favor, we will credit your account. This credit is processed just like a
transaction and will appear on your next statement. If the dispute is resolved in the merchant's favor, the
suspended charge will leave the dispute status and the charge will be due.,

Automated account closure process

J.P. Morgan can process account changes, such as terminations, based on mass data received from an
employee data refresh file. Upon receipt of this file, data is loaded directly into PaymentNet and updates are
posted automatically, eliminating the need for manual account maintenance. This process can be established
during implementation.

Once a card has been cancelled, it can only be reinstated by J.P. Morgan. However, program administrators can
immediately reissue new cards through PaymentNet's online maintenance feature. (Your program
administrator can also contact your pregram coordinator for assistance with account reinstatements.)

414  Goal/Objective 14 Changes in Program Coordinators/Administrators

44

The State desires an automated process for maintaining program coordinators/administrator.
The vendor should describe the available methods of change for program
coordinatorsfadministrators, including but not limited to:
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a) Electronic processing capabilities

b) Mobile processing capabilities

¢} Secure file upload capabilities

d) Workflow approval and number of levels
e) Real time capabilities

f) Assign software roles/permissions for program administrators/coordinators at various
hierarchy lavels.

g) Audit trail capabilities for tracking new additions and maintenance

h) Other capabilities not listed above

Vendor Response:
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Program Administrator Functions
Following are a few examples of the PaymentNet functions available to program administrators:

[
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Employee search—Find users quickly and easily with PaymentNet's query feature

Employee management-Set up new users, modify contact information for current users, update passwords,
manage hierarchy levels, and link accounts to a user

Account search—Find an account quickly and easily with PaymentNet’s query features

Account management—Create and update accounts and account attributes, such as credit limits and daily
transaction limits; deactivate accounts

Account linking—Link an account directly to a user or search for accounts and link them to users when new
users or accounts are added

Hierarchy management—Manage hierarchy structure, assign and move accounts, create a reporting hierarchy,
and manage reporting hierarchy

Employee greeting—Customize a greeting that will display on the PaymentNet Welcome screen for your whole
grganization, departments, or specific user roles
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Program administrators have access to an array of tools for effective user management in PaymentNet.

Real-Time Account Maintenance

Program administrators can make account changes using PaymentNet's account maintenance feature. With this
feature, tasks such as credit limit adjustments, profile updates, and termination activities can be accomplished
online and in real time, with changes effective immediately. Available functions include:

*  Name and address updates

*  Current balance verification

= Transaction limit changes

*  Monthly/cycle credit limit changes (temporary and permanent)
e MCC Group changes

«  New card requests

s (ard replacement requests

¢ Account closures
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*  Authorization/decline activity access

Cardholders can also use PaymentNet to view their account data, although they will not be able to make changes.

The Account Detail screen displays basic account information to your program administrator, such as credit limits,
account status, and hierarchy level.

PaymentNet’s Online Account Maintenance Feature
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Make real-time account updates online, using PaymentNet.

Audit Recommendations

PaymentNet features enhanced monitoring controls through extensive audit reporting. Auditing is available for
transactions, accounts, employees, hierarchy, chart of accounts, and orders. You can view the last 20 changes
made to any of these objects using the History screen, and we offer standard reports tor each of these objects
that provide up to one year of data. Our system and reports show each individual change, including previous
and new values, the name of the person whe made the change, and the time that the change was made.

To further help ensure user compliance, PaymentNet offers seven standard auditing reports:

*  Account Audit—This report lists all card changes made during a selected date range; it contains the
account number, change date, a description of the field changed, original data, new data, and
PaymentNet user ID that made the change.
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*  Chart of Accounts Audit—Any chart of accounts creations and changes to an existing chart of accounts
using PaymentNet can be queried using a date range. This repert will display all chart of accounts
changes made during a requested period of time. It contains change date, change time, chart name,
segment, segment value, field name, previous value, new value, and user ID that made the change.

*  Employee Audit—Any new employee account creations or changes to an existing employee account using
PaymentNet can be queried using a date range. This report lists all employee changes made during a
requested time period and contains change date, change time, user 1D changed or added, field name,
previous value, new value, and user 1D that made the change.

»  fHierarchy Audit—Any hierarchy creations or changes to an existing hierarchy using PaymentNet can be
queried using a date range. This report will show all hierarchy changes made during a requested time
period. It contains change date, change time, hierarchy 1D, field name, previous value, new value, and
user 1D that made the change.

*  Login Audit—PaymentNet fogins can be queried using a date range. This report lists all logins during a
requested time period and contains login date and time, user ID, and session duration.

= Transaction Audit—This report will provide all transaction changes made during a selected date range; it
contains the transaction D, change date, a description of the field changed, original data, new data, and
PaymentNet user ID that made the change.

445 Goal/Objective 15 Disputed ltems and Crediis

The vendor sheuld describe the options available for handling disputed itemns and credits,
including the following:

a) Processes for disputing charges appearing on the statement

b) Procedure for crediting an agency's account, pending resoluticn of the
questioned/disputed item

¢) Process for credit of items resolved in the agency's favor
d) Description of any timeframes or requirements invoived with this process

€) Process for returning credit balances on master billing accounts

Vendor Response:

a}
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Processes for disputing charges appearing on the statement

Most erroneous charges can be corrected by calling the merchant, avoiding the dispute process entirely. To
initiate a dispute through J.P. Morgan, we have a straightforward dispute initiation process that makes it easy
for the State to initiate disputes. Throughout the dispute resolution process, the J.P. Morgan Disputes Team will
dci as advocates on your behaif.

We recommend that the State initiate all disputes via phone, as this enables our specialists to discuss the issue
with the cardholder and provide the most comprehensive support. Cardhelders can contact our customer
service department by calling cardholder service. Disputes can also be initiated online in PaymentNet or by
email or mail. Dedicated personnel handle the reporting, tracking, and resolution of disputes worldwide and
keep cardholders informed about dispute progress by phone or through written notifications.

In general, dispuies must be made within 60 days of the transaction date; the specific terms vary according to
each client’s contract. Dispute resolution typically occurs within 5 to 60 days of initiation, depending on the
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nature of the dispute, and we regularly exceed our goal to resolve 65% of disputes within seven days and 88%
within 30 days.

When you notify J.P. Margan of a disputed transaction, the disputed item is removed from the balance during
the investigation. A temporary dispute credit is issued while the dispute is being researched.

If a dispute is resolved in the State’s favor, we will credit your account. This credit is processed just like a
transaction and will appear on your next statement. If the dispute is resolved in the merchant's favor, the
suspended charge will leave the dispute status and the charge will be due.

Our Streamlined Dispute Process

Disputed transaction oceurs

Initiate dispute intiate dispute via
by phone alternate method
{recommended) {email, mail, etc.)

Disputed transaction placed in & dispute status
(noke that disputed amount = nol subtractsd fromy
minipmum payment amolnt and must be paid)

J.P. Morgan researches and investigates dispute;
analyst will r n out tocardholder as needed

Dispute resolved

i v

if resotved in client’s H resolved in

~ favor, credit appears | merchant’s favor,
on next statement charge appears

on next statement

J.P. Morgan makes it easy for the State to initiate disputes.

Initiating a Dispute by Phone

Cardholders who are uncertain how to submit a dispute should contact our customer service team by calling
the number on the back of their card. The customer service specialist will walk the cardholder through the
process to initiate a dispute. A dispute analyst will review the case and follow up with the cardholder. They
have access to additional tools and information to facilitate the process, such as mediating a conversation
between the cardholder and the merchant for immediate resolution, which is often the best approach. This
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gives the anaiyst an opportunity to more fully understand the concern and better assist the cardholder, We
recommend this process for more complicated disputes.

Online Dispute Initiation in PaymentNet

Users authorized by the State to initiate disputes in PaymentNet can do so using a pre-populated form. The
user simply selects a dispute reason, follows the prompts to input additional information, and clicks “submit” to
transmit the form to our disputes department.

PaymentNet enables emplayees to track disputes initiated through PaymentNet online. Color-coded indicators
on the transaction screen mark steps in the dispute process. After a dispute has been submitted, a yellow
indicator appears next to the transaction. When it has been assigned to a dispute specialist and is actively being
worked on, the indicator changes to red. After the dispute is resolved, the indicator turns green. Your program
administrator can also run the Transaction Disputes by Hierarchy report to see the status of all open disputes.

Dispute Initiation by Email or Mail

We offer a standard form that cardholders can send to us via email or mail in order to initiate a dispute.
Cardholders can also initiate a dispute via email without using the form. The dispute will be initiated when we
receive the form, and a disputes analyst may contact the cardholder via phone or email for additional
information. We will provide the standard form to your program administrator; it can also be obtained at any
time by calling our disputes department.

Cardhoiders should include his or her name and account number aleng with the transaction details of the
disputed charge and their reason for disputing the charge. Details of any efforts they have made to resolve the
dispute with the merchant on their own should be noted. Cardholders should also provide additional
documentation, such as receipts, during the dispute resolution process.

Procedure for crediting an agency's account, pending resolution of the questioned/disputed
item

When you notify J.P. Morgan of a disputed transaction, the disputed item is removed from the balance during
the investigation. A temporary dispute credit is issued while the dispute is being researched.

Process for credit of items resolved in the agency's favor

If a dispute is resolved in the State’s favor, we will credit your account. This credit is processed just like a
transaction and will appear on your next statement. If the dispute is resolved in the merchant’s favor, the
suspended charge will leave the dispute status and the charge wiil be due.

Description of any timeframes or requirements involved with this process

In general, disputes must be made within 60 days of the transaction date; the specific terms vary according to
each client’s contract. Dispute resolution typically eccurs within 5 to 60 days of initiation, depending on the
nature of the dispute, and we regularly exceed our goal to resolve 65% of disputes within seven days and 88%
within 30 days.

Process for returning credit balances on master billing accounts

When you notify J.P. Morgan of a disputed transaction, the disputed item is removed from the balance during
the investigation. A temporary dispute credit is issued while the dispute is being researched.

If a dispute is resolved in the State's favor, we will credit your account. This credit is processed just like a
transaction and will appear on your next statement. If the dispute is resolved in the merchant's favar, the
suspended charge will leave the dispute status and the charge will be due,

Please refer to the process described in a-d above for more details.
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4.16  Goal/Objective 16 Secure Data Transmission

The State desires secure data transmission. The vendor should describe the methods of
securely transmitting the data file to the State, including but not limited to the following:

a) The vendor should fully describe any limitations or restrictions to distributing these data
fields to the State.

b} The State of West Virginia desires to continue to receive data transmissions with the
content of Total Systems Data Exchange File Level 8 or equal. We are currently at release
2016.2. The vendor shouid describe its approach to handle data transmissions in relation
to total data exchange file Level 8 or equal.

¢} Please describe the different versions of data transmission files available and provide the
data file layouts, including an overview of the differences and a discussion as to how often
new versions and/or updated versions are made available. including but not limited to
cardholder demographics, transactions by various types such as traditional cards, virtual
cards, program coordinators, fleet, travel folio, etc.

d) Provide a description of technical support capabilities inciuding access, phone number, e-
mail, etc. and include a description of a file delivery help desk and an escalation process.

e) The Siate desires io receive merchant payee data, to integrate with the State's vendor
tables within our ERP system. Vendor should address any available options as well as the
proposed frequency of reporting and updates.

f) Itis desirabie to receive electronic billing statement files on whatever cycle(s) the
purchasing card program utilizes. This data should be included as part of the regular data
transmission. Please describe ail avaiiable options to the State.

g) The State desires to receive a payment reconciliation file, which reflects payments applied
to the master account(s) for a billing cycle.

h} Vendor should describe mobile technology capabilities including Integration into the
State's ERP.

Vendor Response:

a)

b)
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The vendor should fully describe any limitations or restrictions to distributing these data
fields to the State.

We offer three file options to fit clients’ data formatting needs: a standard transaction file, a flex mapper utility,
and an internal development tool called the Data Extract Utility (DEU). The standard transaction file and flex
mapper allow clients to run files without additional assistance from J.P. Morgan, while our DEU is available for
clients with more extensive or complex requirements.

The State of West Virginia desires to continue to receive data transmissions with the content
of Total Systems Data Exchange File Level 8 or equal. We are currently at release 2016.2. The
vendor should describe its approach to handle data transmissions in relation to total data
exchange file Level 8 or equai.

J.P. Morgan has extensive experience in mapping commercial card data, and our flexible technical integration
capabilities will allow the State to import your transaction information into your ERP system daily, weekly,
monthly, or by billing cycle.
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We offer three file options to fit clients’ data formatting needs: a standard transaction file, a flex mapper utility,
and an internal development tool called the Data Extract Utility (DEU). The standard transaction file and flex
mapper allow clients to run files without additional assistance from J.P. Morgan, while our DEU is available for
clients with more extensive or complex requirements. We have provided information on all file options below
for the State’s review.
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We provide flexible data file options, allowing the State to import transaction data into your system.

Standard Transaction File

Our standard transaction file is designed for clients that want to load data into their own systems without
additional assistance from J.P. Morgan. This static, tab-delimited file is available within the PaymentNet user
interface and contains more than 700 data elements, giving you access to a wide range of details, including
transactions, merchants, chart of accounts (when applicable), and reporting hierarchy. If merchants have
passed level |1l or enhanced data with transactions, that information is also included in the file. -

This file aption is available through the user interface, and may be created and generated through the mapper
utility. We also provide technical resources and a developer’s guide to help you easily map data elements.

Flex Mapper

J.P. Morgan’s fiex mapper offers 90 data elements (65 standard data elements plus custom fields created by
the user, up to the maximum of 25 custom fields), making it most useful for clients that require only basic
transaction information. Like the standard transaction file, the flex mapper allows you to build and maintain
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files without J.P. Morgan assistance, with files available through the PaymentNet user interface. The flex
mapper also allows you to determine which elements are exported, the order in which they are arranged, and
the file format.

This file option is offered at no additional cost, and our PaymentNet user guide will help you easily utilize the
file and see which data elements are accessible with this method.

Data Extract Utility

J.P. Morgan’s DEU was developed for clients that require more extensive capabilities than those offered by our
flex mapper. With the DEU, the State can develop file specifications that will be built and delivered by J.P.
Morgan at no additional cost.

The DEU allows for output fields to be grouped together, caiculated fields and counters to be used within the
mapper, and a vastly expanded range of data elements to be utilized, including transaction, order, and account
elements. Level Il data (as well as almost every other piece of data displayed in the PaymentNet user
interface) may also be accessed with the DEU. Additionally, the tool offers a broad choice of formatting and file
output options.

c) Please describe the different versions of data transmission files available and provide the data
file layouts, including an overview of the differences and a discussion as to how often new
versions andior updated versicns are made available. including but not limited to cardholder
demographics, transactions by various types such as traditional cards, virtual cards, program
coordinators, fieet, travel folio, etc.

J.P. Morgan has extensive experience in mapping commercial card data as described above in item b},
Paymentiet displays all information provided by merchants at the point of sale, including level Il and 11l detail.
We offer several file feeds customized for accounting software packages, as well as a range of data transfer
options, including FTP, VAN for EDI files, XML, and HTTP over SSL. Complete transaction data can be
downloaded from PaymentNet to the State's ERP system on a daily basis.

Data Collection Process Flow
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All transaction data passed by merchants flows from the point of sale to PaymentNet,
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After downloading your transaction data, the State can have it sent directly to your ERP system or to your
PaymentNet user interface, where it will remain until a user manually downloads it to your system {files within
the user interface are available for 365 days and can be deleted as necessary). The State will select your file
transmission method during implementation.

New Versions
Pericdic adjustments are made to transmissions which are then communicated via our release notes.

Provide a description of technical support capabilities including access, phone number, e-
mail, etc. and include a description of a file delivery help desk and an escalation process.

The Client Application Support (CAS) team is your first level of help desk technical support. Available from 8:00
a.m. to 7:00 p.m, Eastern Time, Monday through Friday, with on-call emergency support available 24 hours per
day, seven days per week, this knowledgeable team can resolve most concerns within the first call. The CAS
team will assist the State in addressing program-specific software functionality issues, including:

. System error messages

¢  System outages

. System slowness

* Inability to access moduies

¢ Actual results that are different than expected results
s  Defect and incident updates

e Association (MasterCard/Visa) issues

Our approximately 30 CAS employees are located in Elgin, Illinois and Columbus, Ohio, and can be reached
directly by the State or through one of our internal business partners such as your J.P. Morgan relationship
manager. Regardless of who initiated the reguest, the CAS team will speak directly with the State and will
inform your relationship manager of issue resolution.

Problem Resolution
LP. Morgan has an established escalation process that includes designated points of escalation for cardholders,
program administrators, and contract administrators.

Our support specialists are empowered to make key decisions and act on behalf of J.P. Morgan to promptly
assist clients with any issues that may arise. We employ a “one call” service philosophy and aim to resolve
issues quickly and satisfactorily, without requiring a second call whenever possible. When immediate issue
resolution is not feasible, J.P. Morgan has research and escaiation processes in place to ensure that every
client’s employees receive timely, dependable support.

Cardholder Support

If a customer service specialist is unable to provide an immediate solution, the specialist will place the
cardholder on hold and contact the proper resource (such as a team lead or technical support) for assistance.
The speciaiist will then provide the necessary details and transfer the call to the appropriate resource for
immediate resolution.

In the event that additional resources are not available at the time of the call, the 1.P. Morgan specialist will

communicate a time commitment for resolution to the caller, end the call, and perform any research or
escalation necessary to resolve the issue.
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Cardholder issue Resolution and Escalation

Cardholder
Sorvices
Manager

Customer Service Subject Matter

Larchotes Spechalist : Experts

Service specialists can resolve Issues on their own and have the ability to escalate if necessary.

Program Administrator Support

Our program coordinators are your program administrators’ main contact for regular operational support and
can often provide compiete assistance in a singie caii. Program coordinators also have access to subject matter
experts throughout J.P. Morgan on whom they can call for further information and support.

If an immediate solution is not availabie, the program coordinator will communicate a time commitment to the
program administrator and research the issue as needed. Program coordinators can also escalate issues to
supervisors and managers when necessary.

Program Administrator Issue Resolution and Escalation

Client
Services
Manager

Program
Coordinator
Team Leader

Program Customer Service Subject Matter
Administrator Specialist Experts

1.P. Morgan’s program coordinators can research program-wide issues and escalate as needed.
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Contract Administrator Support
Contract administrator support is provided by relationship managers. Contract administrators should contact a
relationship manager if they require assistance.

Comprehensive Client Support

To ensure knowledgeable and efficient support for our clients, J.P. Morgan encourages communication among
departments and service teams. This approach enables our staff to be educated not only about multiple facets
of our product offerings, but also about the overall client program. For example, if a cardholder contacts our
customer service team with an issue that could affect a client beyond the initial inquiry, the service specialist
will be able to self-escalate by notifying our program coordinator team, who can then contact the appropriate
State program administrator to discuss the matter further,

Moreover, relationship managers are available to senior management, program administrators, and contract
administrators and can assist with any program-wide issues that may arise.

Overall Program Support and Escalation Flow

Senior Relationship
Management Manager

Program Program Subject Matter

Administrator Coordinator Experts

Customer Service

Cardholder Specialist

J.P, Morgan encourages connmunication across departments to provide ample program stpport.

Customer Advocacy Team

A Customer Advocacy Team reviews all complaints and escalations, trends data, and drives resolution
timeliness and discussion of overall process, technology, and coaching needs to proactively eliminate
escalations. Items fiom each of ihe groups noted here can be escalated to this team, which has dedicated
personnel to triage and troubleshoot issues te ensure a comprehensive solution.

The State desires to receive merchant payee data, to integrate with the State's vendor tables
within our ERP system. Vendor should address any available options as well as the proposed
frequency of reporting and updates.

PaymentNet receives and displays all levels of transaction detail passed by merchants at the point of sale. All
domestic locations are level | capable, and more than 1.4 million (Visa) and 4.9 million (MasterCard)
merchants can send level Il or Il information. Complete transaction data can be downloaded from PaymentNet
to the State’s ERP system on a daily basis.
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Data typically included at each level is noted in the following table:

¥ v v
Date v v v
Cardholder information ¢ v v
Exchange rate v v v
Merchantname v v v
Merchant city, state, zip v v v
Meréhént tétégor:v c'o'de v ' v
Sales tax amount/VAT v v
Customer code ¥ ' \/ ’
Street address, phone number ¥ v
Small business status ¥ v
MWDOB data v v
Tax ID/DUNS number “ v
Item description v
ftem quantity v
- Cc;srtr perrunit h v
ltemtransactionamount v
- Ship to/from v
Freight, duty v
Alternative tax v

It is desirabie to receive electronic billing statement files on whatever cycle(s) the purchasing
card program utilizes. This data should be inciuded as part of the regular data transmission,
Please describe all available options to the State.

Cardholders can use PaymentNet's online statement functionality to view electronic versions of their
statements. Statements are available for viewing 48 hours after the billing cycie ends, which means that there
is no need to wait for hardcopy statements in order to make payments.

Statement information can be included as part of the regular data transmission.

The State desires to receive a payment reconciliation file, which reflects payments applied to
the master account(s) for a billing cycle.

Our flexible technical integration capabilities will allow the State to import your transaction information into
your ERP system daily, weekly, monthly, or by hilling cycle. We offer three file options to fit clients’ data
formatting needs: a standard transaction file, a flex mapper utility, and an internal development tool.called the
Data Extract Utility (DEU).

Vendor should describe mobile technology capabilities including integration into the State's
ERP.
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J.P. Morgan Commercial Card Mobile helps cardholders to easily view balances, filter and sort transactions,
access real-time authorizations and declines, and make a payment through their mobile device. Transactions
cannot be mapped directly into your ERP system through mobile devices; this is done online via a web browser.

Goal/Objective 17 Software Solutions

The vendor should describe its available software solutions including but not limited to the
following:

a) The sofiware solution’s capabilities and operational requirements

b) Transaction reconciliation

1)
2)
3)
4)
5)
6)
7)
8)
9)
1)
2)
3)
4)
5)
6)
7}
8)

9)

Workflow approval and number of levels
Default funding aliocation capabilities
Field lengths

Integration with ERP

Ability to attach documentation

Ability to lock down interfaced or mapped transactions
Ability to upload chart of accounts
Process for modifying chart of accounts
Ability to validate funding allocation
Standard reports

Ad hoc or customized reports

Report scheduling

Delivery options, i.e. online, email, mobile
Exporting options and formats
Dashboards

Number of data fields available

System data retainage

Ability to access/run reports across hierarchy levels based on uset's security role(s)

c) Single sign-on to available software solutions
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d) Program audit tool
1) Card account information

2) Transaction information

Vendor Response:

a)
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The sofiware solution’s capabilities and operational requirements

PaymentNet is a fully hosted online solution that requires no client-side software and is accessible from
virtually any secure Internet browser. Designed, developed, and supported in house by J.P. Morgan, our easy-
to-use system will help the State streamline time-consuming tasks and offers key features such as the
following:

*  Simplified day-to-day account management—From real-time profile changes and declined transaction
viewing for program administrators to streamlined reporting options for cardhoiders, PaymentNet can
help you handle everyday tasks more quickly and efficiently.

°  Mass update capabilities—PaymentNet allows program
administrators to send mass updates of approvals, accounting
codes, and cardholder applications, reducing the need for
one-off manual updates.

PaymentNet Advantages:

* Complete anline solution,
wholly owned by J.P. Morgan

*  Flexible receipt imaging—).P. Morgan clients are given access
to PaymentNet's versatile receipt imaging options, including
the ability to fax or upload scanned receipts.

Realtime adjustments of
account controls

Multiple standard reports plus

°  Time-savi ortin tions—Paym lets create
saving rep g op aymentiNet users et e e

and save report queries, schedule reports to run
automatically, and view reports on screen for quick Full hierarchy support
transaction reviews. PaymentNet includes a suite of standard Seamless integration with
reports to assist you in monitoring, analyzing, and reporting your financial systems

rpr spend,
on your program spend Simple user interface

s Custom fields and transaction splitting—Our clients use
PaymentNet's custom fields to meet their auditing needs, and
the ability to easily split transactions simplifies the
reconciliation process.

e Online disputes—Any cardholder or authorized user can submit a dispute in PaymentNet, which is not
passible in many competitors’ systems.

PaymentNet's built-in hierarchy support gives program administrators and other authorized personnef access
to a wide range of administrative options and allows cardhelders to benefit from convenient self-service
features. In addition, PaymentNet can be fully integrated with the State's existing ERP system during
implementation, enabling your organization to leverage the full extent of your transaction data in support of
your program goals. As an added benefit, we will provide PaymentNet to the State at no charge.

To help you get the most out of PaymentNet, J.P. Morgan will provide comprehensive training for your program
administrater, as well as a variety of training options and materials for cardholders and other users.

PaymentNet Features

Our PaymentNet system enables the State to efficiently manage all aspects of your commercial card program,
from policy adherence tracking and spend control to real-time adjustments of credit limits and other account
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parameters. Unlike other management software, PaymentNet provides a consolidated piatform for all card-
related needs, creating a uniform and consistent user experience.

PaymentiNet Home Page Screenshot
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PaymentNet's intuitive interface gives users quick, efficient access to all key account activities.

The following are the core features of PaymentNet:
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Transaction management—PaymentNet offers transaction viewing, powerful reallacation capabilities
{including a flexible number of splits}, and real-time updates. Simple checkboxes allow users to indicate
reconciliation tasks for each transaction, and custom fields for transactions, accounts, employees,
merchants, and MCCs provide additional options,

Account management—PaymentNet's account management function allows account changes, including
credit limit adjustments, maintenance activities, and deactivations, to be made online with immediate
effect. Changes can be completed through a standard account import process in PaymentNet. Changes can
also be completed through an automated batch process. Temporary credit limit changes and account
suspensions can he applied to support upcoming events.

Employee management—Your program administrator can manage all user tasks, set up new users and
passwords, create new hierarchy levels, and link users to accounts. Custom greetings can be configured to
be dispiayer organization-wide or to specific departments and user rojes, PaymentNet also supports
decentraiized administration, with the option for muitiple program administrators throughout your
hierarchy.

Spend analysis and reporting—With a suite of standard reports that can be run at any time {or scheduled
to run automatically}, you can easily monitor transaction data for expense reporting, policy adherence,
vendor negotiations, and virtually all other situation analyses. Advanced query and sorting options allow
for the tailoring of reporis to users’ specific needs.
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*  Data integration—PaymentNet can produce data files for download directly to your existing ERP system.
You can specify different record types, order, and sorting based on your system requirements, ensuring a
seamless and accurate interface.

°  Electronic statements—Cardholders can view statements online for a rolling 24-month period.

*  Account Request Manager—Program administrators can manage every step of the online card application
and approval process within PaymentNet, minimizing manual tasks and increasing administrative speed,
accuracy, and transparency.

Your valuable data is protected through industry-proven Secure Sockets Layer (SSi) encryption technology. All
sensitive data is masked, the login process is password protected, and security access levels can be configured
to ensure that only authorized the State personnel have access to critical information.

The scalable architecture of Paymentiet is designed to accommodate as many logins as needed without
sacrificing speed or consistency. Because PaymentNet is housed online and wholly owned by J.P. Morgan,
updates and enhancements are taken care of behind the scenes, saving your organization the time and money
associated with software maintenance.

in providing PaymentNet, J.P. Morgan’s objective is to meet clients’ unigue organizational needs and program
goals in the most efficient, comprehensive, and user-friendly manner possible, We would be pleased to discuss
PaymentNet’'s numerous features with the State in greater detail at any time.

Operational Requirements
Current requirements include the following:

Processor
Pentium® or Celeron® 500 MHz processor {minimum)

Operating System
Windows 7

Supported Browsers
PaymentNet is supported for use with:

= Microsoft® Internet Explorer® 11 on Windows 7
*  Microsoft Internet Explorer 10 on Windows 7

®  Microsoft Internet Explorer 9 on Windows 7

¢ Mozilla® Firefox® 38 or higher on Windows 7

*  Google Chrome 58 or higher

J.P. Morgan encourages users to use a supported browser for the best experience.

Browser Requirements
Configure your Internet browser to accommodate the following:

*  Enable JavaScript

s Allow cockies

¢ Turn off pop-up blocking in your browser and within any other security software on your computer
¢ Verify your selected browser supports AES 128-bit encryption security
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*  Keep your “Trusted Root Authorities” up-to-date. Microsoft Internet Explorer (MSIE) users can obtain more
information here: http://www.microsoft.com/downioads/details.aspx?FamilylD=f814ecle-ee7e-435e-
99f8-20b44d4531b0

*  Support EV SSL {Extended Validation SSL) certificates

*  Adjust cache settings (temporary Internet files) to automatically check for updated versions of stored
pages. For MSIE instructions, see:
http://www.microsoft.com/windows/ie/ie6/using/howto/customizing/clearcache.mspx#EAF

Additional Software

s Adobe® Acrobat® Reader® 4.0 or higher

e Any file decompression software (for example, WinZip®)

*  Microsoft Excel® 2003 or later is required to view and download reports, imports, and mappers

Memory
512 Mb RAM (minimum), 1 GB RAM (recommended)

Storage Capacity
300 Mb available free space after installation of operating system and browser (minimum}, 500 Mb
{recommended)

Transaction reconciliation

10) Workflow approval and number of levels
The following features are available to support your workflow:

= Checkboxes for “reviewed” and “approved”

*  Access roles assigned to cardholders and non-cardholders, allowing them to review or approve
transactions, modify accounting code allocations, or access other functions as needed

*  Up to eight authorization levels to promote accountability at various stages
*  Email notifications when transactions are awaiting review or approval

*  Email messages sent to users designated as “cc” and “bcc” on employee profiles (allows designated
users to be copied on relevant information)

=  Transaction reviewer's name displayed on the Transaction Detail screen next to the “Reviewed”
checkbox {helpful for organizations where an authorized proxy user may complete a transaction -
review on behalf of the cardholder)

*  Delayed transaction lecking for afl roles until a transaction is marked as “Exported”; users can still edit
accounting codes after'a transaction is approved, up until the transaction is exported

In addition, PaymentNet allows information flow to be customized according to your organizational
hierarchy or accounting structure, The State can choose from multiple configuration options to employ the
process that best adheres to your organization’s accounting rules.

Your implementation project manager will work with you to establish approval checkboxes, access roles,
and other elements to support the workflow that fits your needs.

liser Access Roles
PaymentNet offers several pre-defined access roles:
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*  Auditor—Users have read-only access to all transactions, accounts, employees, and reports.

*  Order Requestor—Users can view and request orders and applicable reports (single-use account
programs only).

¢  Cardholder—Users can view and manage their own transactions, profiles, and those reports specified
by a program administrator, At your option, they can also make online payments.

*  Transaction Approver—Users have access to approve transactions.

*  Manager—Users can approve their departments’ transactions and access reports specified by a
program administrator.

=  Program Administrator—Users have universal access to all functions, including configuration
features, and can view/maodify all transactions, employees, accounts, and reports, This role can be
customized to promote additional control throughout your orgarnization.

Additionally, approvers and/or administrators can reassign approval tasks if the approver(s) have been set
up previously and have the proper scope and authority to approve the request.

If a user is assigned more than one role they will select which role they wish to function under. This allows
the user to focus on the functions and tasks specific to the role they have selected. The user can easily
toggle between their different roles easily and quickly.

11} Default funding allocation capabilities

With PaymentNet, the State wifl be able to manage reconciliation by assigning default accounting codes
and then reallocating or splitting transactions. When reconciliation is complete, users can simply mark
transactions as reviewed and submit them for approval based on rules you establish.

Assigning Default Accounting Codes

PaymentiNet's custom accounting code system can imitate your existing system, allowing the State to
define your accounting code segments, The segments can alsg accommodate multiple codes within each
segment. Once your codes are set up in the system, PaymentNet will automatically attach default
accounting codes to each transaction based on transaction defaulting rules for employee, hierarchy,
merchant, MCC, account, or customer code. Each accounting code can have a flexible number of
alphanumeric characters, giving you the flexibility you need to accurately and easily allocate your
transactions.
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Default Accounting Codes
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Default accounting codes are automatically attached to transactions in PaymentNet.

Reallocating Transactions

Within 24 to 48 hours of merchant posting, PaymentNet users will be able to access transactions and edit
chart of account segments and custom transaction field attributes before downloading data into your
general ledger. As users review the information, each transaction will be shown with pre-populated
accounting codes. Users can then manually allocate accounting codes by free-form input or by selecting
the appropriate code from a drop-down menu. The accounting codes displayed within the menus will be
appropriate for each user based on his or her position in your hierarchy. This capability will benefit the
State by enabling managers, auditing teams, and your program administrator to effectively monitor which
transactions have been edited, viewed, and approved.

Splitting Transactions

Users can split transactions up to 300 times among accounting codes. A Transaction Allocation report is
available in PaymentNet to track how each transaction is being split among cost centers. This will allow
your program administrator and managers to ensure that charges are not being reassigned to incorrect
accounting codes.

12) Field lengths

PaymentNet offers editable fields that can be modified for each user access role in key categories across
your organization, including account, employee, merchant, MCC, transaction, and order. The State’s
program administrator can give each custom field a unigue name, provide a description of the information
to be supplied, and specify whether the field will be a checkbox, a text box of up to 99 characters, or a
drop-down list with a defined range of values for each user to choose from.
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Custom fields can be set up as required or optional. By using required fields, the State will be able to
ensure that users enter appropriate accounting codes or transaction notes in order to save their edits. In
addition, accounting code fields can be configured to validate codes that are entered into them, which
facilitates simple compliance monitoring and streamiined reconciliation for your organization.

13) Integration with ERP

J.P. Morgan is able to integrate with major ERP and financial systems providers, including CGI Advantage.
We offer three file options to fit clients’ data formatting needs: a standard transaction file, a flex mapper
utility, and an internal development tool called the Data Extract Utility (DEU). The standard transaction file
and flex mapper allow clients to run files without additional assistance from I.P. Morgan, while our DEU is
available for clients with more extensive or complex requirements.

14} Ability to attach documentation

Our receipt imaging feature enables users to scan and upload or fax receipts into PaymentNet and
associate them with transactions for easy reference and retention, Within two hours of uploading a receipt,
the information can be viewed and downloaded via a link next te the transaction.
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Users can easify append receipts to transactions for more efficient oversight, increased control and
policy compliance, and reduced costs.

The system also offers a Receipt imaging Volume report that summarizes the total number of receipt image
files attached to transactions.

Receipt images can be retrieved from PaymentNet for individual transactions on a rolling 24 month period.

15) Ability to lock down interfaced or mapped transactions

The mapped transactions can be locked down to prevent further changes within PaymentNet. This will
apply to accounting code aiiocations and further changes to the review/approval status in the system,
though transaction notes can. still be added. Please note that this is an option; if the State wishes to allow
transactions to be edited after the mapping takes place, that can be done as well.

186) Ability to upload chart of accounts

During implementation, your chart of accounts will be created, validated, and loaded into PaymentNet.
Your chart of accounts can contain your general ledger accounts, cost centers, and any other required
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fields, Your program administrator and/cr cardhalders will then be able to select the appropriate account
number from a drop-down menu {only validated numbers will appear) for reconciliation. Program
administrators and cardholders will also be able type a value directly into a text box {again, the system will
validate the user has entered a valid value).

To simplify the process even further, the State can limit the number of codes available to each user. You
can also include descriptions along with the codes. Within 24 to 48 hours of the transaction (to allow time
for merchant posting, and batch data load processes), users will be able to access the transaction and edit
department or cost-center code assignments before downloading data into your general ledger.

In addition, J.P. Morgan uses alphanumeric character fields, which means that we can incorporate any
accounting code structure and thereby accommodate your existing accounting string.

Accounting Code Structure in PaymentNet
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Each chart of accounts structure can accommodate up to 1,500 characters,

Automated Chart of Accounts Import (COA Batch)

The automated chart of accounts import is a file transfer service that helps our clients manage their
accounting codes through a standardized batch process. The import text file is transmitted to PaymentNet
using a secure file transmission process (e.g., SFTP). Once received, the requested accounting code
updates are performed in PaymentNet. This feature enables a system-to-system interaction where the
State is not required to log into PaymentNet to upload the import file, Instead, the file is transmitted from
your system.

17) Process for modifying chart ¢f accounts

The State can limit the number of codes available to each user. You can also include descriptions along
with the codes. Within 24 to 48 hours of the transaction (to allow time for merchant posting, and batch
data load processes), users will be able to access the transaction and edit department or cost-center code
assignments before downloading data into your general ledger.
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Within 24 to 48 hours of merchant posting, PaymentNet users will be able to access transactions and edit
chart of account segments and custom transaction field attributes before downloading data into your
general ledger. As users review the information, each transaction will be shown with pre-populated
accounting codes. Users can then manually allocate accounting codes by free-form input or by selecting
the appropriate code from a drop-down menu. The accounting codes displayed within the menus will be
appropriate for each user based on his or her position in your hierarchy. This capability will benefit the
State by enabling managers, auditing teams, and your program administrator to effectively menitor which
transactions have been edited, viewed, and approved.

18) Ability to validate funding allocation
During implementation, your chart of accounts will be created, validated, and loaded into Paymentiet.
Your chart of accounts can contain your general ledger accounts, cost centers, and any other required
fields. Your program administrator and/or cardholders will then be able to select the appropriate account
number from a drop-down menu (only validated numbers will appear) for reconciliation. Program
administrators and cardholders will also be able type a value directly into a text box (again, the system will
validate the user has entered a valid value).

Reporting

i0) Standard reporis
Through PaymentNet, the State can access a suite of standard reports to help you easily monitor and
manage expenditures throughout your organization. These reports have been developed based on best
practices and actual client usage, making them effective, practical, and convenient.

Employee access to standard reports in PaymentNet can be modified by the State’s program administrator
based on the system roles assigned to each user type. Sensitive data in reports is also restricted based on
the scope-of-view assigned to each user.

In addition to enabling the State to see what your cardholders purchased and from whom, PaymentNet's
suite of standard reports addresses the most common user-specific needs:

¢ Program administrators—Manage employees and accounts, review and approve transactions, assess
policy compliance, and analyze spend composition

*  Cardhoiders—Run reports at the end of each billing cycle, review transactions, and print data for
expense reports

Our clients use PaymentNet reports for a variety of purpases, and the flexibility of our reporting tool will
be a major benefit to the State. Some typical uses for PaymentNet reports include;

e Vendor negotiations—By running reports on specific merchants, the State can gather the information
you need to negotiate with merchants for discounted rates or better terms (e.g., air travel spend with
a specific airline). PaymentNet’s Merchant Profile (available in Excel), Merchant Ranking and
Transaction Defail by Parent Merchant reports are especially helpful in making these assessments.

= Monitoring declines—!dentifying which transactions were declined at the point of sale can assist the
State in tailoring program policies and identifying possible misuse of cards. The Declines and Unusual
Activity Analysis reports, among others, can assist the State in this area.

*  Assessing credit limits—By comparing cardholder credit limits to card usage, the State can accurately
assess your employees’ commercial card needs. Heipful standard reports include Accounts with Low
Available Credit and Cardholder Profile.
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*  Deeper analysis—PaymentNet's popular transaction detai! reports include addendum data (e.g.,
airline details), enabling your organization to break down and analyze your program spend, The
Transaction Detail, Transactions Pending Review/Approval, and Central Bill Reconciliation reports are
just a few of the many reports that can facilitate deeper spend analysis.

Please refer to Exhibit 2 - Sample PaymentNet Reports.

11} Ad hoc or customized reports

PaymentNet offers several ways to configure your reports that will display your critical criteria and assist
you in getting to the information you need quickly and efficiently.

Configurable Reports

After you have selected a report, our reporting tools atlow you te narrow its scope:

¢  Date range—Select a date range defining the information you would like to view.

»  Criteria—Specify the type(s) of data included in the report, including a date range.

¢ Hierarchy-5Select the report’s hierarchy level.

= Order by—Choose how data will be sorted {PDF format only).

After you have set up your preferences, the selections can be saved by giving the report a unique name.
You can create as many different configurations of a standard report as needed.

Report Customization in PaymentNet
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Users can select report parameters and save the resulting customized report for future use.
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Online Queries
PaymentNet's query functionality allows users to target the type of data they would like to view. Options
include:

=  Pate range—Select a date range defining the information you would like to view.
*  Criteria—Specify the type(s) of data that should be included in the report.

=  Hierarchy—Choose the hierarchy level you want the query to encompass.

¢ Order by—Determine how data in the query will be sorted (PDF format only).

The online query function is available to all PaymentNet user types. After a user has set query preferences,
selections are saved by giving the query a unique name.

12) Report scheduling
All reports can be run on demand, but to save time, users can also schedule reports to run automatically; a
user can elect to receive an email alert when a scheduled report is ready to view, The State can download
them in PDF, Excel, or comma-separated values (CSV) format.

Users can easily create daily, weekly, monthly, quarterly, and annual reports in real time or set up reports
for automatic generation based on your goais.

13) Delivery options, i.2. online, email, mobile
All reports can be viewed online at any time and downloaded in Adobe PDF, Microsoft Excel, or CSV format.
Users ¢an schedule a certain day to run reports or may run them manually on demand.

For security reasons, reports are not provided via direct email or via mobile; however, your employees can
receive email notifications when their scheduled or on-demand reports are available in our online system.

14) Exporting options and formats

Flexible output formats can be downloaded to your system for further analysis or archival. Reports are
available in Adobe PDF, CSY format or Microsoft Excel. Users may print copies as needed.

15) Dashboards
The State can access our suite of reports through PaymentNet.
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PaymentNet’s intuitive interface gives users quick, efficient access to alf key account activities.

16) Number of data fields available

Data fields avaifable in all commercial card reporting systems (not just J.P. Morgan’s offerings) are
contingent upon the issuer, the card association, the merchant acquirer, and the processor as well as the
system itself. Some fields are standard and required, others may oe generated at the point-of-sale and fail
to make it all the way to the commercial card reporting system, and still others may not be recorded at the
point-of-sale and will never contain information.

The card association sets the rules for required and optional data fields. The merchant acquirer works with
the merchant to collect and pass certain fields; they must pass the required fields, and they can decide
which optional fields to pass. The processor must also pass all required fields, but it can choose which of
the optional fields it transmits. The data from the processor {(or in some cases, directly from a card
association) will be fed into the reporting system. Each reporting system specifies which fields to make
available and which ones to exclude. For the fields made available, the system also decides how those
fields are offered—on screen or in reports—and their attributes {e.g., whether they are searchable or
editable, or whether they present summary data or detailed information).

To help clients leverage the most accurate and detailed transaction information available, system
providers such as J.P. Morgan also create custom fields that a client can populate with details specific to its
organization. In theory, providers can create any desired field in a system {e.g., account, merchant,
transaction, or employee), but the data available to populate these fields remains contingent upon
external entities. The card association still has control over whether data is required or optional, and the
merchant and merchant acquirer must be able to transmit the data and pass it accurately to the card
association, which in turn needs to be able to transmit the data and pass it accurately to the card
processor. Finally, the reporting system must be able to both display and generate reports containing the
information that has been received.
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It is important to note that the PaymentNet system is fully capable of capturing, displaying, and reporting
on nearty all data elements transmitted at the point of sale. Custom fields are also available to help meet
the State’s unique needs.

17) System data retainage

All reports are available in PaymentNet and can be generated with up to 24 months-of historical data
(audit data is archived after 12 months)., We further maintain up to seven years of basic transaction
information that can be retrieved by contacting your relationship manager.

18) Ability to access/run reports across hierarchy levels based on user's security role(s)

The State’s program administrator can control report accessibility based on your established hierarchy,
ensuring that sensitive information is limited to approved employees. All employee-specific reports are
available only for that employee unless otherwise specified by your program administrator.

Single sign-on to available software solutions

We have designed the PaymentNet system to ensure the highest levels of security available to protect client
information. PaymentNet uses a unigue identifier consisting of a three-part key: organization ID, user ID, and
password. A user's access in the system depends on this three-key combination and assigned access level to
ensure that employees only have access to the data they need. To safeguard against unautherized usage, fraud,
or identity theft, PaymentNet provides:

e Powerful Secure Sockets Layer {(SSL) protocol for data encryption

¢ Dual-factor login authentication

o Automatic inactivity logout

¢ Automatic masking of sensitive date elements

¢ Authorized administrator control of credit limits and open accounts

Accassing PaymentNet

Password entry is masked on all input forms. Only State-authorized employees with an assigned user ID and
password can access PaymentNet. Because PaymentNet is accessed from the Internet and not through your

intranet, your employees will be able to access PaymentNet from any web browser in the world, However, there
are certain security restrictions in this setup:

*  PaymentNet requires use of the newer browsers, such as Microsoft Internet Explorer .0 or higher, and
Firefox 31.

e JavaScript must be enabled to use PaymentNet.
e Cookies are required when using PaymentNet.

A program administrator can set passwords. Once created, passwords are stored as a one-way encrypted
token, and the actual password cannot be retrieved. Security event logging and monitoring for authentication
and authorization failures can be provided to clients en administrative reports.

As a uUser navigates PaymentNet's functions, the system ensures that the data and functionality accessed is

authorized for that particular user. This approach restricts users’ scope-of-data view, which helps to preserve
data integrity.
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e) Program audit tool

3)

Card account information

PaymentNet features enhanced monitoring controls through extensive audit reporting. Auditing is available for
transactions, accounts, employees, hierarchy, chart of accounts, and orders. You can view the last 20 changes
made to any of these objects using the History screen, and we offer standard reports for each of these objects
that provide up to one year of data. Our system and reports show each individual change, including previous
and new values, the name of the person who made the change, and the time that the change was made.

To further help ensure user compliance, PaymentNet offers seven standard auditing reports:

4)

72

Account Audit—This report lists all card changes made during a selected date range; it contains the account
number, change date, a description of the field changed, original data, new data, and PaymentNet user ID
that made the change.

Chart of Accounts Audit—Any chart of accounts creations and changes to an existing chart of accounts using
PaymentNet can be queried using a date range. This report will display all chart of accounts changes made
during a requested period of time. It contains change date, change time, chart name, segment, segment
value, field name, previous value, new value, and user ID that made the change.

Employee Audit—Any new employee account creations or changes to an existing employee account using
PaymentNet can be queried using a date range. This report lists all employee changes made during a
requested time period and contains change date, change time, user ID changed or added, field name,
previous value, new value, and user ID that made the change.

Hierarchy Audit—Any hierarchy creations or changes to an existing hierarchy using PaymentNet can be
queried using a date range. This report will show all hierarchy changes made during a requested time
peried. It contains change date, change time, hierarchy ID, field name, previous value, new value, and user
ID that made the change.

Login Audit—PaymentNet logins can be queried using a date range. This report lists all fogins during a
requested time period and contains login date and time, user ID, and session duration.

Transaction Audit—This report will provide all transaction changes made during a selected date range; it
contains the transaction 1D, change date, a description of the field changed, original data, new data, and
PaymentNet user |D that made the change.

Transaction information

Because PaymentNet offers powerful splitting and reallocation capabhilities, the Transaction Allocation
report will track how each transaction is being split among different cost centers. This report allows your
program administrator and managers to ensure that cardholders are not reassigning charges to incorrect
accounting codes, PaymentNet also offers the following audit report:

*  Transaction Audit—This report will provide all transaction changes made during a selected date range;
it contains the transaction ID, change date, a description of the field changed, original data, new data,
and PaymentNet user ID that made the change,

PaymentNet receives and displays all levels of transaction detail passed by merchants at the point of sale.
All domestic locations are level | capable and more than 1.4 million (Visa) 4.9 million (MasterCard)
merchants can send level il or (Il information.
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Vendor Response:

The software solution’s capabilities and operational requirements

PaymentNet is a fully hosted online solution that requires no client-side software and is accessible from virtually
any secure Internet browser. Designed, developed, and supported in house by 1.P. Morgan, our easy-to-use system
will help the State streamline time-consuming tasks and offers key features such as the following:

*  Simplified day-to-day account management—From real-time profile changes and declined transaction viewing
for program administrators to streamiined reparting options for cardholders, PaymentNet can help you handfe
everyday tasks more quickly and efficiently.

*  Mass update capabilities—PaymentNet aflows program
administrators to send mass updates of approvals, accounting
codes, and cardholder applications, reducing the need for one-off
manual updates.

PaymentNet Advantages:
*  Complete online solution,
whaolly owned by J.P. Morgan

Real-time adjustments of
account controls

¢ Flexible receipt imaging—J).P. Morgan clients are given access to
PaymentNet’s versatile receipt imaging options, including the
ability to fax or upload scanned receipts.

= Time-saving réporting options—PaymentNet lets users create and Multiple standard reports plus

save report queries, schedule reports to run automatically, and

query capabilities

view reports on screen for quick transaction reviews. PaymentNet Full’hierarchy support
includes a suite of standard reports to assist you in monitoring, Seamless integration with
analyzing, and reporting on your program spend. your financial systems

¢ Custom fields and transaction splitting—Our clients use Simple user interface
PaymeniNet's custom fields to meet their auditing needs, and the
ahility to easily split transactions simplifies the reconciliation
process.

*  Online disputes—Any cardholder or authorized user can submit a dispute in PaymentNet, which is not possible
in many competitors’ systems.

PaymentNet's built-in hierarchy support gives program administrators and other authorized personnel access to a
wide range of administrative options and allows cardholders to benefit frem convenient self-service features. In
addition, PaymentNet can be fully integrated with the State’s existing ERP system during implementation, enabling
your organization to leverage the full extent of your transaction data in support of your program goals. As an added
benefit, we will provide PaymentNet to the State at no charge.

To help you get the most out of PaymentNet, J.P. Morgan will provide comprehensive training for your program
administrator, as well as a variety of training options and materials for cardholders and other users.

PaymentNet Features

Our PaymentNet system enables the State to efficiently manage all aspects of your commercial card program, from
policy adherence tracking and spend control to real-time adjustments of credit limits and other account
parameters. Unlike other management software, PaymentNet provides a consolidated platform for all card-related
needs, creating a uniform and consistent user experience.
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PaymentNet Home Page Screenshot
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PaymentiNet’s intuitive interface gives users quick, efficient access to all key account activities.

The following are the core features of PaymentNet:

74

Transaction management—PaymentNet offers transaction viewing, powerful reallocation capabilities
(including a flexible number of splits), and real-time updates. Simple checkboxes allow users to indicate
reconciliation tasks for each transaction, and custom fields for transactions, accounts, employees, merchants,
and MCCs provide additional options.

Account management—PaymentNet's account management function allows account changes, including credit
limit adjustments, maintenance activities, and deactivations, to be made online with immediate effect. Changes
can be completed through a standard account import process in PaymentNet. Changes can also be completed
through an automated batch process. Temporary credit limit changes and account suspensions can be applied
to support upcoming events,

Employee management—Your program administrator can manage all user tasks, set up new users and
passwords, create new hierarchy levels, and link users to accounts. Custom greetings can be configured to be
displayed organization-wide or to specific departments and user roles, PaymentNet also supports decentralized
administration, with the option for multipfe program administrators throughout your hierarchy.

Spend analysis and reporting—With a suite of standard reports that can be run at any time (or scheduled to
run automatically}, you can easily monitor transaction data for expense reporting, poiicy adherence, vendor
negotiations, and virtually all other situation analyses. Advanced query and sorting options allow for the
tailoring of reparts to users’ specific needs.

Data integration—PaymentNet can produce data files for download directly to your existing ERP system. You
can specify different record types, order, and sorting based on your system requirements, ensuring a seamless.
and accurate interface.
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«  Electronic statements—Cardhelders can view statements online for a rolling 24-month pericd.

°  Account Request Manager—Program administrators can manage every step of the online card application and
approval process within PaymentNet, minimizing manual tasks and increasing administrative speed, accuracy,
and transparency.

Your valuable data is protected through industry-proven Secure Sockets Layer (SSL) encryption technology. All
sensitive data is masked, the login process is password protected, and security access levels can be configured to
ensure that only authorized the State personnel have access to critical information.

The scafable architecture of PaymentNet is designed to accommodate as many logins as needed without sacrificing
speed or consistency. Because PaymentNet is housed online and wholly owned by J.P. Morgan, updates and
enhancements are taken care of behind the scenes, saving your organization the time and money assaciated with
software maintenance.

In providing PaymentNet, J.P. Morgan’s objective is to meet clients’ unigue organizational needs and program goals
in the most efficient, comprehensive, and user-friendly manner possible. We would be pleased to discuss
PaymentNet’'s numerous features with the State in greater detail at any time.

Operational Requirements
Current reguirements include the following:

Processor
Pentium® or Celercn® 500 MHz processor {minimum)

Operating System
Windows 7

Supported Browsers
PaymentNet is supported for use with:

= Microsoft® Internet Explorer® 11 on Windows 7
e Microsoft Internet Explorer 10 on Windows 7

s Microsoft Internet Explorer 9 on Windows 7

s Mogzilla® Firefox® 38 or higher on Windows 7

¢ Google Chrome 58 or higher

J.P. Morgan encourages users to use a supported browser for the best experience.

Browser Requirements
Configure your Internet browser to accommodate the following:

*  Enable JavaScript

= Aliow cookies

*  Turn off pop-up blocking in your browser and within any other security software on your computer
*  Verify your selected browser supports AES 128-bit encryption security

*  Keep your “Trusted Root Authorities” up-to-date. Microsoft Internet Explarer (MSIE) users can obtain more
information here: http://www.microsoft.com/downloads/details.aspx?FamilylD=f81 4ec0e-ee7e-435e-99f8-
20b44d4531b0
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*  Support EV SSL {Extended validation SSL) certificates

*  Adjust cache settings (temporary Internet files) to automatically check for updated versions of stored pages.
For MSIE instructions, see:

http://www.microsoft.com/windows/ie/ie6/using/howto/customizing/clearcache.mspx#EAF

Additional Software

*  Adobe® Acrohat® Reader® 4.0 or higher

* Any file decompression software (for example, WinZip®)

*  Microsoft Excel® 2003 or later is required to view and download reports, imports, and mappers

Memory
512 Mb RAM (minimum), 1 GB RAM (recommended)

Storage Capacity

300 Mb available free space after installation of operating system and browser (minimum), 500 Mb
{recommended)

Transaction reconciliation

1} Workflow approval and number of levels
The following features are available to support your workflow:

¢ Checkboxes for “reviewed" and “approved”

*  Access roles assigned to cardholders and non-cardholders, allowing them to review or approve
transactions, modify accounting code allocations, or access other functions as needed

*  Uptoeight authorization levels to promote accountability at various stages
*  Email notifications when transactions are awaiting review or approval

*  Email messages sent to users designated as “cc” and “bcc” on employee profiles (allows designated users
to be copied on relevant information)

*  Transaction reviewer’'s name displayed on the Transaction Detail screen next to the “Reviewed” checkbox

(helpful for organizations where an authorized proxy user may complete a transaction review on behalf of
the cardholder)

*  Delayed transaction locking for all roles until a transaction is marked as “Exported”; users can still edit
accounting codes after a transaction is approved, up until the transaction is exported

In addition, PaymentNet allows information flow to be customized according to your organizational hierarchy
or accounting structure. The State can choose from multiple configuration options to employ the process that
best adheres to your organization's accounting rules.

Your implementation project manager will work with you to establish approval checkboxes, access roles, and
other elemants to support the workflow that fits your needs.

User Access Roles
PaymentNet offers several pre-defined access roles:
*  Auditor-Users have read-only access to all transactions, accounts, employees, and reports.

*  Order Requestor—Users can view and request orders and applicable reports (single-use account programs
only).
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¢ Cardholder—Users can view and manage their own transactions, profiles, and those reports specified by a
program administrator. At your option, they can also make online payments.

*  Transaction Approver—Users have access to approve transactions.

*  Manager—Users can approve their departments’ transactions and access reports specified by a program
administrator.

*  Program Administrator—Users have universal access to all functions, including configuration features, and
can view/modify all transactions, employees, accounts, and reports. This role can be customized to
promote additional control throughout your arganization.

Additionally, approvers and/or administrators can reassign approval tasks if the approver(s} have been set up
previously and have the proper scope and authority to approve the request.

If & user is assigned more than one role they will select which role they wish to function under. This allows the
user to focus on the functions and tasks specific to the role they have sefected. The user can easily toggle
hetween their different roles easily and quickly.

Default funding allocation capabilities

With PaymentNet, the State will be able to manage reconciliation by assigning default accounting codes and
then reallocating or splitting transactions. When reconciliation is complete, users can simply mark transactions
as reviewed and submit them for approval based on rules you establish.

Assigning Default Accounting Codes

PaymentNet’s custom accounting code system can imitate your existing system, allowing the State to define
your accounting code segments. The segments can also accommodate multiple codes within each segment.
Once your codes are set up in the system, PaymentNet will automatically attach default accounting codes to
each transaction based on transaction defaulting rules for employee, hierarchy, merchant, MCC, account, or
customer code. Each accounting code can have a flexible number of alphanumeric characters, giving you the
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Default Accounting Codes
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Defaulf accounting codes are autematically attached to transactions in PaymentNet.

Reallocating Transactions

Within 24 to 48 hours of merchant posting, PaymentNet users will be able to access transactions and edit chart
of account segments and custom transaction field attributes before downloading data into your general ledger.
As users review the information, each transaction will be shown with pre-populated accounting codes. Users
can then manually allocate accounting codes by free-form input or by selecting the appropriate code from a
drop-down menu. The accounting codes displayed within the menus will be appropriate for each user based on
his or her position in your hierarchy. This capability will benefit the State by enabling managers, auditing
teams, and your program administrator to effectively monitor which transactions have been edited, viewed,
and approved.

Splitting Transactions

Users can split transactions up to 300 times among accounting codes. A Transaction Allocation report is
available in PaymentNet to track how each transaction is being split among cost centers. This will allow your
program administrator and managers to ensure that charges are not being reassigned to incarrect accounting
codes.

Field lengths

PaymentNet offers editable fields that can be modified for each user access role in Key categories across your
organization, including account, employee, merchant, MCC, transaction, and order. The State’s program
administrator can give each custom field a unique name, provide a description of the information to be
supplied, and specify whether the field will be a checkbox, a text box of up to 99 characters, or a drop-down list
with a defined range of values for each user to choose from.
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Custom fields can be set up as required or optional. By using required fields, the State will be able to ensure
that users enter appropriate accounting codes or transaction notes in order to save their edits. In addition,
accounting code fields can be configured to validate codes that are entered into them, which facilitates simple
compliance monitoring and streamlined reconciliation for your organization.

Integration with ERP

J.P. Morgan is able to integrate with major ERP and financial systems providers, including CGI Advantage. We
offer three file options to fit clients’ data formatting needs: a standard transaction file, a flex mapper utility,
and an internal development tool called the Data Extract Utility (DEU). The standard transaction file and flex
mapper allow clients to run files without additional assistance fram J.P. Morgan, while our DEU is available for
clients with more extensive or complex requirements.

Ability to attach documentation

Our receipt imaging feature enables users to scan and upload or fax receipts into PaymentNet and associate
them with transactions for easy reference and retention. Within two hours of uploading a receipt, the
information can be viewed and downloaded via a link next to the transaction.

Adding Receipts to Transactions

JPMorgan paymentNet®
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Users can easily append receipts to transactions for more efficient oversight, increased control and
policy compliance, and reduced costs.

The system also offers a Receipt Imaging Volume report that summarizes the total number of receipt image files
attached to transactions.

Receipt images can be retrieved from PaymentNet for individual transactions on a rolling 24 month period.

Ability to lock down interfaced or mapped transactions

The mapped transactions can be locked down to prevent further changes within PaymentNet. This will apply to
accounting code allocations and further changes to the review/approvai status in the system, though
transaction notes can still be added, Please note that this is an option: if the State wishes to allow transactions
to be edited after the mapping takes place, that can be done as well.

Ability to upload chart of accounts

During implementation, your chart of accounts will be created, validated, and loaded into PaymentMet. Your
chart of accounts can contain your general ledger accounts, cost centers, and any other required fields. Your
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program administrator and/or cardholders will then be able to select the appropriate account number from a
drop-down menu (only validated numbers will appear} for reconciliation. Program administrators and
cardholders will also be able type a value directly into a text box (again, the system will validate the user has
entered a valid value).

To simplify the process even further, the State can limit the number of codes available to each user. You can
also include descriptions along with the codes. Within 24 to 48 hours of the transaction (to allow time for
merchant posting, and batch data load processes), users will be able to access the transaction and edit
department or cost-center code assighments before downloading data into your general ledger.

In addition, J.P. Morgan uses alphanumeric character fields, which means that we can incorporate any
accounting code structure and thereby accommodate your existing accounting string.

Accounting Code Structure in PaymentNet
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Each chart of accounts structure can accommodate up to 1,500 characters.

Automated Chart of Accounts Import (COA Batch)

The automated chart of accounts import is a file transfer service that helps our clients manage their accounting
codes through a standardized batch process. The import text file is transmitted to PaymentNet using a secure
file transmission process (e.g., SFTP). Once received, the requested accounting code updates are performed in
PaymentNet. This feature enables a system-to-system interaction where the State is not required to log into
PaymentNet to upload the import file. Instead, the file is transmitted from your system.

Process for modifying chart of accounts

The State can limit the number of codes available to each user. You can also include descriptions along with the
codes. Within 24 to 48 hours of the transaction (to allow time for merchant posting, and batch data load
processes), users will be able to access the transaction and edit department or cost-center code assignments
before downloading data into your general ledger.

Within 24 to 48 hours of merchant posting, PaymentNet users will be able to access transactions and edit chart
of account segments and custom transaction field attributes before downloading data into your general ledger.
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As vsers review the information, each transaction will be shown with pre-populated accounting codes. Users
can then manually allocate accounting codes by free-form input or by selecting the appropriate code from a
drop-down menu. The accounting codes displayed within the menus will be appropriate for each user based on
his or her position in your hierarchy. This capability will benefit the State by enabling managers, auditing
teams, and your program administrator to effectively monitor which transactions have been edited, viewed,
and approved.

Ability to validate funding allocation

During implementation, your chart of accounts will be created, validated, and loaded into PaymentNet. Your
chart of accounts can contain your general ledger accounts, cost centers, and any other required fields. Your
program administrator and/or cardholders will then be able to select the appropriate account number from a
drop-down menu (only validated numbers will appear) for reconciliation. Program administrators and
cardholders will also be able type a value directly into a text box (again, the system will validate the user has
entered a valid value).

c) Reporiing

1)
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Standard reports

Through PaymentNet, the State can access a suite of standard reports to help you easily monitor and manage
expenditures throughout your organization. These reports have been developed based on best practices and
actual client usage, making them effective, practical, and convenient.

Employee access to standard reports in PaymentNet can be modified by the State's program administrator
based on the system roles assigned to each user type. Sensitive data in reports is also restricted based on the
scope-of-view assigned to each user.

in addition to enabling the State to see what your cardholders purchased and from whom, PaymentNet's suite
of standard reports addresses the most common user-specific needs:

¢ Program administrators—vanage emplioyees and accounts, review and approve transactions, assess
policy compiiance, and analyze spend composition

*  Cardholders—Run reports at the end of each billing cycle, review transactions, and print data for expense
renorts

Qur clients use PaymentNet reports for a variety of purposes, and the flexibility of our reporting tool will be a
major benefit to the State. Some typical uses for PaymentNet reports include;

*  Vendor negotiations—By running reports on specific merchants, the State can gather the information you
need to negotiate with merchants for discounted rates or better terms {e.g., air travel spend with a specific
airline). PaymentNet’s Merchant Profile (available in Excel), Merchant Ranking and Transaction Detail by
Parent Merchant reports are especially helpful in making these assessments.

°  Monitoring declines—Identifying which transactions were declined at the point of sale can assist the State
in tailoring program policies and identifying possibie misuse of cards. The Declines and Unusual Activity
Analysis renorts, among others, can assist the State in this area.

*  Assessing credit limits—By comparing cardholder credit limits to card usage, the State can accurately
assess your employees’ commercial card needs. Helpful standard reports include Accounts with Low
Avaifable Credit and Cardholder Profile.

*  Deeper analysis—PaymentNet's popular transaction detail reports include addendum data (e.g., airline
details), enabling your organization to break down and analyze your program spend. The Transaction
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Detail, Transactions Pending Review/Approval, and Central Bill Reconciliation reports are just a few of the
many reports that can facilitate deeper spend analysis.

Please refer to Exhibit 2 - Sample PaymentNet Reports.

2) Ad hoc or customized reports
PaymentNet offers several ways to configure your reports that will display your critical criteria and assist you in
getting to the information you need quickly and efficiently.

Configurable Reports

After you have selected a report, our reporting tools allow you to narrow its scope:

= Date range—Select a date range defining the information you would like to view.

*  Criteria—Specify the type(s) of data included in the report, including a date range.
¢ Hierarchy—Select the report’s hierarchy level,

*  Order by—Choose how data will be sorted {PDF format cnly).

After you have set up your preferences, the selections can be saved by giving the report a unique name. You
can create as many different configurations of a standard report as needed.

Repaort Customization in PaymentNet
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Users can sefect report parameters and save the resulting customized report for future use.
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Online Queries
PaymentNet's query functionality allows users to target the type of data they would like to view. Options
include:

*  Date range—5Select a date range defining the information you would like to view.
°  Criteria—Specify the type(s) of data that should be included in the report.

*  Hierarchy—Choose the hierarchy level you want the query to encompass.

*  Order by—Determine how data in the query will be sorted (PDF format only).

The online query function is available to all PaymentNet user types. After a user has set query preferences,
selections are saved by giving the query a unique name.

Report scheduling

All reports can be run on demand, but to save time, users can also schedule reports to run automatically; a user
can elect to receive an email alert when a scheduled report is ready to view. The State can download them in
PDF, Excel, or comma-separated values (CSV) format.

Users can easily create daily, weekly, monthly, quarterly, and annual reports in real time or set up reports for
automatic generation based on your goals.

Delivery options, i.e. online, email, mobile
All reports can be viewed online at any time and downloaded in Adobe PDF, Microsoft Excel, or CSV format.
Users can schedule a certain day to run reports or may run them manually on demand.

For security reasons, reports are not provided via direct email or via mobile; however, your employees can
receive email notifications when their scheduled or on-demand reports are available in our online system.

Exporting options and formats
Flexible output formats can be downloaded to your system for further analysis or archival. Reports are
available in Adobe PDF, CSV format or Microsoft Excel. Users may print copies as needed.

Dashboards
The State can access our suite of reports through Paymentiet.
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PaymentNet Home Page Screenshot
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PaymentNet’s intuitive interface gives users quick, efficient access to all key account activities.

Number of data fields available

Data fields available in all commercial card reporting systems (not just i.P. Morgan's offerings} are contingent
upon the issuer, the card association, the merchant acquirer, and the processor as well as the system itself.
Some fields are standard and required, others may be generated at the point-of-sale and fail to make it all the
way to the commercial card reporting system, and still others may not be recorded at the point-of-sale and will
never contain information.

The card association sets the rules for required and optional data fields. The merchant acquirer works with the
merchant to collect and pass certain fields; they must pass the required fields, and they can decide which
optional fields to pass. The processor must also pass all required fields, but it can choose which of the optional
fiefds it transmits. The data from the processor (or in some cases, directly from a card association) will be fed
into the reporting system. Each reporting system specifies which fields to make available and which ones to
exclude. For the fields made available, the system also decides how those fields are offered—on screen or in
reports—and their attributes (e.g., whether they are searchable or editable, or whether they present summary
data or detailed information).

To help clients leverage the most accurate and detailed transaction information available, system providers
such as J.P. Morgan also create custom fields that a client can populate with details spacific to its organization.
In theory, providers can create any desired field in a system {e.g., account, merchant, transaction, or
employee), but the data available to populate these fields remains contingent upon external entities. The card
association still has control over whether data is required or optional, and the merchant and merchant acquirer
must be able to transmit the data and pass it accurately to the card association, which in turn needs to be able
to transmit the data and pass it accurately to the card processor. Finally, the reporting system must be able to
both display and generate reports containing the information that has been received.
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it is important to note that the PaymentNet system is fully capable of capturing, displaying, and reporting on
nearly all data elements transmitted at the point of sale, Custom fields are also available to help meet the
State’s unique needs,

8) System data retainage

All reports are available in PaymentNet and can be generated with up to 24 months of historical data {audit
data is archived after 12 months). We further maintain up to seven years of basic transaction information that
can be retrieved by contacting your relationship manager.

8) Ability to access/run reports across hierarchy levels based on user's security rolels)

The State's program administrator can control report accessibility based on your established hierarchy,
ensuring that sensitive information is limited to approved employees. All employee-specific reports are
available oniy for that employee unless otherwise specified by your program administrator.

Single sign-on to available software solutions

We have designed the PaymentNet system to ensure the highest levels of security available to protect client
information. PaymentNet uses a unique identifier consisting of a three-part key: organization ID, user ID, and
password. A user’s access in the system depends on this three-key combination and assigned access level to ensure
that employees only have access to the data they need. To safeguard against unauthorized usage, fraud, or identity
theft, PaymentNet provides:

¢ Powerful Secure Sockets Layer (SSL) protocol for data encryption

*  Dual-factor login authentication

*  Automatic inactivity logout

*  Automatic masking of sensitive date elements

°  Authorized administrator control of credit limits and open accounts

Accessing PaymentNet

Password entry is masked on all input forms. Only State-authorized employees with an assigned user ID and
password can access PaymentNet. Because PaymentNet is accessed from the Internet and not through your
intranet, your employees will be able to access PaymentNet from any web browser in the world. However, there are
certain security restrictions in this setup:

*  PaymentNet requires use of the newer browsers, such as Microsoft Internet Explorer 9.0 or higher, and Firefox
31.

= JavaScript must be enabled to use PaymentNet,
*  Cookies are required when using PaymentNet.

A program administrator can set passwords. Once created, passwords are stored as a one-way encrypted token, and
the actual password cannot be retrieved. Security event logging and monitoring for authentication and
authorization failures can be provided to clients on administrative reports.

As a user navigates PaymentNet’s functions, the system ensures that the data and functionality accessed is

authorized for that particular user. This approach restricts users’ scope-of-data view, which helps to preserve data
integrity,
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PaymentNet features enhanced monitoring controls through extensive audit reporting. Auditing is available for
transactions, accounts, employees, hierarchy, chart of accounts, and orders. You can view the last 20 changes
made to any of these objects using the History screen, and we offer standard reports for each of these objects
that provide up to one year of data. Our system and reports show each individual change, including previous
and new values, the name of the person who made the change, and the time that the change was made.

Tofurther help ensure user compliance, PaymentNet offers seven standard auditing reports:

*  Account Audit—This report lists all card changes made during a selected date range; it contains the account
number, change date, a description of the field changed, original data, new data, and PaymentNet user ID
that made the change.

= Chart of Accounts Audit—Any chart of accounts creations and changes to an existing chart of accounts using
PaymentNet can be queried using a date range. This report will display all chart of accounts changes made
during a requested period of time. it contains change date, change time, chart name, segment, segment
value, field name, previous value, new value, and user 1D that made the change.

°  Employee Audit—Any new employee account creations or changes to an existing employee account using
PaymentNet can be queried using a date range. This report lists all employee changes made during a
requested time period and contains change date, change time, user ID changed or added, field name,
previous vaiue, new value, and user ID that made the change.

*  Hierarchy Audit—Any hierarchy creations or changes to an existing hierarchy using PaymentNet can be
queried using a date range. This report will show all hierarchy changes made during a requested time
period. It contains change date, change time, hierarchy ID, field name, previous value, new value, and user
ID that made the change.

*  Login Audit-PaymentNet logins can be queried using a date range. This report lists all logins during a
requested time period and contains login date and time, user ID, and session duration.

*  Transaction Audit—This report will provide all transaction changes made during a selected date range; it
contains the transaction ID, change date, a description of the field changed, original data, new data, and
PaymentNet user |D that made the change.

Transaction information

Because PaymentNet offers powerful splitting and reallocation capabilities, the Transaction Alfocation report
will track how each transaction is being split among different cost centers. This report allows your program
administrator and managers to ensure that cardholders are not reassigning charges to incorrect accounting
codes. PaymentNet also offers the following audit report:

*  Transaction Audit—This report will provide all transaction changes made during a selected date range; it
contains the transaction ID, change date, a description of the field changed, original data, new data, and
PaymentNet user ID that made the change.

PaymentNet receives and displays all levels of transaction detail passed by merchants at the point of sale. All
domestic iocations are levei | capable and more than 1.4 million (Visa) 4.9 million (MasterCard) merchants can
send level Il or Il information,
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418 Goal/Objective 18 Transition/Implementation

The vendor's transition and implementation plans are extremely important to the State.

The transition/implementation team should be available during the State's normal business
hours. The vendor should describe the transitionfimplementation plan and should include but
is not limited to the following:

a) The timeline for implementing the purchasing card program

b} The iasks to be performed and responsibie parties

¢} All customer support that will be provided during implementation such as onsite support,
technical assistance, user manuals, web-based training, etc.

d) The process for adding new cardholders, billing accounts and coordinators during
transition/implementation if different than the applicable sections above

e} Names of the proposed on-site implementation team members
f) Resumes and experience of the proposed team members
g) The man-hours required to compiete the transition within identified timelines

h} Any other information necessary to understand the implementation of the proposed
system

i) Expansion of payment capabilities through additional card platform tools

I} A pian to expand the program

Vendor Response:

a)

87

The timeline for implementing the purchasing card program

Our implementation team will be available during the State’s norma! business hours. While every
implementation s unique, our average timeline is approximately 60 business days to “go live” (cards in hand,
ready to transact), plus another 30 business days—one billing cycle—to confirm that all of the components of
the program are interfacing smoothly. While we will strive to complete implementation within the State’s
desired timeframe, project lengths vary depending on program scope, complexity, and client readiness.

For the transition of the State's program we are proposing a streamlined approach that we have successfully
used to transition another State Purchase card program of similar size, in which we would gather standardized
requirements across the State’s agencies for the Purchase card program setup as weil as connectiviiy io CGI-
AMS. This response is specific to the transition of the Purchase card program; should the State choose to move
forward with the Single Use Account program, we will provide specific details on the implementation of that
program.

We are proposing a phased approach in which we will work closely with you to segment agencies into six
implementation waves that will be implemented sequentially. The transition of your established program will
begin with several ‘Agency Transition Overview Meetings’ that are joint sessions with the agencies to provide
an overview of our transition approach, agency requirements during transition, and transition timing. We
wouid then begin our iterative implementation process. Our plan is currently constructed to support
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decentralized management of each Agency program including unique Agency setups. We helieve that we could
further streamline the transition should the State proceed with a singie centralized decision maker and
standardized setups across all agencies.

The tasks to be performed and responsible parties

Because every client’s business requirements and program goals are different, J.P. Morgan approaches each
implementation according to ciient needs. We will consuit directly with the State using a standard, proven
methodology that establishes a strong program foundation. J.P. Morgan’s methodology consists of five phases;

Project Initlation—The first step is to assemble the resources from J.P. Morgan and the State who will be
involved in implementation. Your J.P. Morgan team will include a senior impiementation project manager,
who oversees the entire process from start to finish, and your relationship manager, who will [everage his
or her experience managing programs for clients similar in size and scope to the State. This team will make
best practice recommendations and can bring in additional resources as needed. During this phase we
will work collaboratively with you to segment agencies into transition waves, We will also work closely
with you to define standard setup attributes across agencies in order to expedite requirements gathering
and to streamline the transition. The core of this phase will be multiple Agency Transition Qverview
Meetings that will be conducted by your J.P. Morgan implementation Managers during which the agencies
will be provided with a roadmap of what to expect during the transition process.

Requirements—We will work with the State to gather your standard program requirements across all
agencies, including platform parameters, card controls, reporting structure, and data transmission
requirements. We will then hold joint sessions with the agencies participating in the transition wave to
confirm program requirements and to collect requirement program documentation including client
authorization designation forms, which authorize individuals to make decisions on program setups on
behalf of each agency. Additional, program options/requirements will be documented for each agency and
each agency program administrator will sign-off on requirements prior to program build by our
Implementation Coordinators. During this phase we will also provide details on the data requirements for
cardholder enrollment and provide support to agency program administrators as they populate cardholder
enrollment forms.

Program Configuration—Our implementation team will build your program, including file feeds, reporting
features, software setup, and other elements established during the previous phase. While building your
program, we will also perform ongoing quality assurance reviews to validate that program elements are
functioning properly. During this time, your agency program administrators wil complete cardholder
enroliment documentation so that once the program is built and quality checked, we can initiate the card
delivery process.

Card Issuance & Go live—After your program has been built, we will deliver cards to your cardholders; they
can begin using them immediately. J.P. Morgan will also provide comprehensive training to your program
administrators in joint training sessions during this stage, instructing your organization on key system
features, reporting tools, and best practices. We will monitor cardholder spending and data flow to assess
whether any adjustments are needed.

Cycle—During the agency’s first monthiy statement cycles, your implementation team will remain engaged
to monitor your program. After the first cycle, they will confirm that each agency is able to reconcile and
that you are able to submit payment. We will confirm that each agency program is on track, and provide a
transition document that includes support phone numbers, service contacts, setup summary, and other
details. The State will also transition to your designated relationship manager, who will serve as your
primary contact on an ongoing basis.

Please refer to Exhibit 3 - Sample Implementation Plan.
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All customer support that will be provided during implementation such as onsite support,
technical assistance, user manuals, web-based training, etc.

Onsite Support

J.P. Morgan looks forward to providing our services to the agencies participating in the State of West virginia
Purchasing Card program. Our implementation personnel will coordinate with the State of West Virginia State
Auditor’s Office Purchasing Card Division throughout all stages of the implementation process. We will
collaboratively work with the State of West Virginia State Auditor's Office Purchasing Card Division to
coordinate phasing of implementations, implementation activities, and decisions. We anticipate onsite support
initially during the Project Initiation phase of the transition as we hold Agency Transition Qverview meetings to
provide our roadmap of what to expect during the transition process to each of the participating Agencies in
joint Agency sessions. Subsequent meetings will be held via telephone conference and we will utilize a tool
called WebEx which allows us to share our meeting materials online.

Technical Assistance

To help deliver a smooth implementation, J.P. Morgan will provide the State with an implementation team led
by an assigned implementation project manager. Our implementation managers have extensive experience in
the commercial card industry, and our support team includes experts in implementing programs similar to
yours. We have a strong infrastructure behind these team members, and we conduct both internal and client-
specific calls at least weekly to ensure strong communication throughout the implementation process.

As a best practice, the same project manager is assigned for the duration of your implementation. A backup
project manager may be engaged should your project manager become unavailable (e.g., vacation, medical
leave, etc.). Primary working hours are 8:30 a.m. to 5:00 p.m. Central Time, Monday through Friday; however,
should specific circumstances require participation outside of this timeframe, we will work with you to come to
a mutually agreeable solution.

The State’s implementation team will consist of the following personnel:

¢ Implementation project manager— Manages the overall process and resources, maintains the project
dashboard, and conducts weekly status calls; this person is your main contact for process improvement
suggestions and best practices

* Implementation coordinator—Gathers program reguirements, configures back-end processor and biiling
setup, and processes cardhoider spreadsheets for card issuance

*  Technical consultant—Provides technical support such as the layout of electronic files and methods
available for data transmission

Each member of your implementation team has well-defined support responsibilities:

Implementation Project Manager

*  Serves as lead project manager and primary point of contact

*  Ensures that project goals are met

*  Develops implementation project dashboards/assessments

e Consuilts oii the design of the State's card program

*  Oversees weekly status meetings, task lists, and related items

*  Manages hierarchy setup discussions and accounting code configuration
e Obtains mapper interface requirements for reconciliation

*  Works with client to determine go-live timeframe
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Coordinates training requirements and delivery

implementation Coordinator

Consults with your organization on cardholder controls, such as spend limits and MCC allowances
Determines card issuance requirements

Sets up cardholder files and coordinates cardholder settings

Verifies data integrity and quality for processor configuration

Technical Consultant

a

-

Serves as a point of contact for your technical staff

Assists with data mapping, file transfer, and connectivity
Offers best practices for data solutions

Consults with you on standard and custom technology tools

Project management services are inciuded as part of your contract.

User Manuals

What distinguishes J.P. Morgan’s implementation methodology from those of our competitors is the emphasis
we place on maintaining a controlled, risk-averse environment. We have found, based on neariy 300
implementations we completed in 2015 alone, that the potential for long-term problems with your program
performance can be significantly reduced by mitigating common risk factors at the outset.

To that end, J.P. Morgan meticulously documents the entire implementation process. Below are a few
examples:

“What to Expect” implementation guide—Before the implementation begins, we present each of our
clients with a summary of common findings and expectations. This document is often presented during the
sales process.

Project plan/ project dashboard—RDepending on the complexity, either a project plan or project dashboard
will be prepared and presented to the client after we perform the needs assessment, which occurs earlyin
the implementation. This document includes the timeline that has been mutually agreed upon by both
parties and also lists resource allocations.

Implementation checklists—Used to ensure that we have asked all of the appropriate questions and that
we are adhering to the goals set during the kickoff meeting.

Go-Live materials—You will receive training guides such as “Quick Reference Cards” to help your
employees get started with the new program, and a communications toolkit to help you message the
program changes and cascade announcements to your employees,

Welcome pack-Presented when implementation is complete, this is essentially a summary document that
the State can keep on hand for quick reference. it inciudes key program contacts, program details {e.g.,
your billing structure and payment method), platform setup information, and a list of your insurance
benefits.

By adhering to documented processes, we ensure that we stay on track, in terms of hoth timeliness and quality.
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Web-Based Training

We deliver our training courses through customized webinars. This approach allows for a virtuaily unlimited
number of participants and makes it easy to accommodate scheduling preferences without requiring attendees
to travel, obtain special equipment, or arrange for large meeting spaces.

For your initial training, one of our expert trainers wiil consult with the State’s program administrator, in
collaboration with the J.P. Morgan implementation team, to perform a needs assessment and create a webinar
based on your goals and existing processes. We will then conduct training for your program administrator and
system support staff once your program goes live. The session typically lasts half a day and covers alf key
elements of PaymentNet, highlighting the specific steps, tasks, and features that will be most valuable for your
operations.,

For ongoing training, our training team members will continue to provide assistance throughout the life of your
program through the following:

*  Supplemental tailored training sessions—Whether for program administrator enrichment or natural
program evolution, we can provide instruction tailored to your organization’s specific ongoing needs.

*  Monthly topical webinars—After initial program roHout, the State can participate in monthly conference
caiis and webinars.

*  Program administrator training—We offer specialized training for existing clients that add new program
administrators.

=  Training materials— 1.P. Morgan provides quick reference cards for frequently used processes, user
guides, help files within PaymentNet, and more.

The process for adding new cardhoiders, billing accounts and coordinators during
transition/implementation if different than the applicable sections above

During implementation, we will work with the State to apply the appropriate resources and structure your
program according to your instructions.

Issuance

As a best practice, J.P. Morgan accepts a formatted, electronic card application file for initial issuance, allowing
us to enroll all of your cardholders simultaneously. For angoing issuance, we provide user-friendly online and
electronic paper application options.

initial issuance
To facilitate a seamless implementation and save the State time and paperwork, we can accept an Excel-
formatted J.P. Morgan bulk application containing account information for each cardholder, such as:

s Legal first and last name

*  Date of birth

*  Country of citizenship

*  Home and husiness address
*  Phone number

°  Account security details {e.g., last four digits of an employee ID or social security number and first four
letters of the mother’s maiden name, or other unique letter/digit password)

*  Spend limit -
*  Cardholder department and cost center (optionaf)
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Our New Accounts team performs quality checks an 100% of the applications it processes, ensuring that user
profile details and card parameters are established properly at the time of account setup.

Ongoing Issuance
We offer several convenient options for ongoing card issuance:

«  Online applications—Program administrators can request a new individual account directly via
PaymentNet. Alternatively, employees can request a new commercial card via PaymentNet’s Account
Request Manager. Once completed, the applications are routed to a designated manager and/or program
administrator for approval,

= Paper applications—Paper applications can be submitted by your cardholders or program administrator
via mail, email, or fax.

= Spreadsheet applications—A 1.P. Morgan-supplied spreadsheet application can be submitted by your
program administrator for mass applications, even after initial issuance. Once completed, the spreadsheet
should be encrypted and emailed to J.P. Morgan for processing.

Billirig Options

1.P. Morgan offers 26 billing cycle closing dates, allowing you to select the date that is most appropriate for
your calendar. This date can vary for each subsidiary that has its own accounting system. Billing runs on a 3¢-
day cycle with payment due 14 days after the end of the cycle. There are several flexible payment options, with
shorter payment cycles tied to reduced credit exposure and improved rebates.

Adding Program Administrators

with PaymentNet, the State can easily assign user access roles to determine what users are able to see and
what actions they are able to take within PaymentNet. An access role is a three-part structure comprising role,
hierarchy 1D, and scope. The role assigned to each user defines applicable functionality (e.g., create new
accounts or approve transactions). The hierarchy ID identifies the organization hierarchy location where the
role is effective (e.g., division, department, or line of business). The scope defines the breadth of data to which
the role has access (e.g., everyone in the division or just people in the department).

PaymentNet offers several pre-defined access roles, including the role of Program Administrator.

Names of the proposed on-site implementation team members

We anticipate onsite support initially during the Project Initiation phase of the transition as we hold Agency
Transition Overview meetings to provide our roadmap of what to expect during the transition process to each
of the participating Agencies in joint Agency sessions. Subsequent meetings will be held via telephone
conference and we will utilize a tool called WebEx which allows us to share our meeting materials online. At a
minimum, your Implementation Project Managers, Patricia Dahlberg and Manisha Samani will be on-site to
conduct the initial Agency Transition Overview Meetings.

Resumes and experience of the proposed team membhers

Patricia Dahiberg

Patricia Dahlberg has worked for J.P. Morgan for more than 4 years in our commercial card onboarding
organization. As an implementation manager, Patricia works with clients to analyze their organization’s culture
and objectives in regard to designing and implementing a world-class commercial card program. She has
implemented and managed many of J.P. Morgan’s largest client programs. With more than 10 years of industry
experience, Patricia has worked in customer service, training, quality assurance, marketing, implementations
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and client relations. She has focused primarily on travel and purchasing card programs and has had exposure
to many large, key clients.

Manisha Samani

Manisha Samani is adept at working with individuals from all levels of an organization - from CEOQ to junior
developers. During her 9+ years with JPMorgan, Manisha has demonstrated exceptional communication, client
relationship building, technical and analytic skills on countless engagements remotely, across a variety of
industries, including but not limited to Universities, Manufacturing, Internet-based services and Insurance.
Manisha has successfully executed numerous commercial card implemeniations and is adept at managing
implementations of clients that deploy card programs across multiple entities. With an Operations
Management Information Systems degree, she has the unique ability of being able to straddle the fence
between technical teams and clients, translating information between both entities.

The man-hours required to complete the transition within identified timelines

Given our assumptions that each Agency participating in the Purchasing card program may have varying
program requirements; we anticipate that the transition will take approximately seven months. The transition
can be significantly expedited if the State elects to have a single centralized decision maker for the transition
and elects for standard requirements/configurations across all agencies.

Generally over the course of the implementation, client Program Administration resources can anticipate
spending four hours per week during the Project Initiation, Requirements and Program Configuration phases of
the transition and one to two hours per week during the last two phases. Variables that drive client time
commitment are the ease of access to obtained required information (e.g., cardholder enrollment data) and
whether the data must be manipulated or formatted; number of cardholders; and, complexity of accounting
code hierarchy/structure.

Information Technology resources will be required to provide financial system details and test file setups to
ensure that they interface properly. . Generally it requires 20 hours for file integration and five to 15 hours to
establish file transmissions. Variahles that drive IT time commitment are the complexity of the program setup
and level of testing required and security protocols required to establish the secure conduit for data flow.
Please refer to Exhibit 3 for general timing of implementation activities.

Any other information necessary to understand the implementation of the proposed system
1.P. Morgan’s implementation team members make every effort to balance speed and efficiency with quality
and accuracy. Our project management, consultation, communication, service level tracking, and internal
control processes set our approach apart from those of our competitors’.

¢ Extended monitoring—While cards are typically in hand within 60 to 90 business days, the State’s
designated implementation team will remain engaged throughout your first billing cycle and the first
payment to ensure that your program is running smoothly before transitioning to your ongoing support
representatives. This also means that any initia! issues will be reviewed by personnel familiar with your
program setup. ‘

o)

Expert coiisuliation—1.P. Morgan's implementation staff is well versed in industry best practices and can
provide valuable recommendations for developing a best-in-class program. We will collaborate closely with
the State to gain an in-depth understanding of your unigue objectives and processes to create a project
management plan tailored to your needs.

*  Consistent communication—In addition to task and milestone tracking, your implementation team will
provide weekly status reports summarizing overall progress. We will also conduct regular status

93 J.PMorgan



i)

94

conference calls with the State’s project management team as well as steering committee meetings with
your executive sponsors.

¢ Service level tracking—Our implementation organization sets high standards for employee performance
and results. We regularly manitor service levels for project pace and quality and are proud to consistently
exceed our goals.

*  Process controls—1.P. Morgan places the highest priority on ensuring that our products and services are
secure for our clients as well as comgliant with industry standards and regulations. We therefore take a
highly prescriptive and thorough approach to program implementation while striving to provide a smooth
and efficient process for the State.

Expansion of payment capabilities through additional card platform tools

Your relationship manager will perform regular account reviews with the State to provide a comprehensive
update on your program and compare your practices with industry standards. During reviews, your relationship
manager will:

®  Assess progress of joint program goals set during implementation

¢ Introduce solutions to optimize overall program effectiveness

¢ Assess use of 1.P. Morgan resources and tools (e.g., training and technology)

¢ Compare current payment options, spend limits, and service to industry best practices
= Provide a rebate calculation or projection to date

e Establish goals and objectives for the next review period

TOPIC DETAIL

Introductions LP. Morgan and key client stakeholders

Executive Summary * Where have we been? Where are we today?
--Oggéaun—i‘t;és.-. o N Where are we going tomorrow?

JP Morgan Prodhct éél-ut.i.b.ns wa can we helrp?w o

Actionplan  Howwilwegetthere?

An example of an expansion oppertunity may be the J.P. Margan Single-use account (SUA) solution.

Our SUA solution is an electronic, credit card-based payment method that can help the State more efficiently
manage your payment process as well as help reduce costs and transform traditional areas of expense into
potential revenue generators. Benefits of our solution include the following:

e Replacement of less efficient payment methods, such as checks

*  The flexibility, float, and rebate of a purchasing card coupled with powerful payment control, anti-fraud,
and reconciliation features

* Increased payment processing efficiency through automation and integration, improving record accuracy
and shortening reconciliation periods while providing security and visibility throughout the payment cycle

= Financial returns in the form of a rebate

»  Anefficient way to hold on to cash longer while paying suppliers sooner
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A plan to expand the program

Performance Analytics - The J.P. Morgan Performance Analytics team will review, analyze and segment the
State’s vendor data to determine which suppliers are card-enabled. This proposed targeted list includes
suppliers that are card-accepting, do not have discount payment terms, receive more than $25,000 annually
from the State, and have been paid in the past 12 months, Depending on your specific business needs, we may
segment your suppliers differently to achieve the highest conversion rate. A Campaign Manager will meet with
the State to develop a plan to contact suppliers and will work closely to guide the State through a successful
supplier campaign.

Single-use account Program - As an additional benefit for the State, once your Single-use account program is
up and running, we will consult with you to identify opportunities for enhancing other areas of your payables
processes to drive discounts and maximize efficiencies. Our consultative approach to providing electronic
payment solutions and our considerable industry experience and expertise wili supply your organization with
access to a wide range of best practice advice, customized recommendations, and other resources to help
ensure that your program is operating at peak levels,

In addition, J.P. Morgan can perform an analysis that will show the State how much you can save simply by
replacing checks and extending your days payable outstanding (DPQ).

Client Consuiting - The J.P. Morgan Client Consulting team is a specialized group of subject matter experts who
offer complete payables analysis and consultation designed to optimize working capital, capture additional
rebate, and improve efficiencies.

Vendor Expansion - J.P, Morgan has an established program to recruit businesses for purchasing card
programs through our partnership with Commerce Solutions, the payment processing and merchant acquiring
business of JPMorgan Chase. After initial enrollment, Commerce Solutions can handle ongoing one-off requests
via email or teiephone. Once an account has heen approved. for acceptance, it will appear on a report of
participating vendors provided to you each month.

419  Goal/Objective 19 Training

95

The State desires a vendor that has the capability to train at all levels from the State

Purchasing Card Management to the agency level coordinators. The vendor should describe

the Training considerations including but are not limited to:

a) Updates on technology changes

b) Updates on purchasing card rules and regulations affecting the State of West Virginia

¢) Updates on changes within the financial institution that affact the State of West Virginia

d) The State desires to continue to adopt best practices and utilize current technologies.
Please describe how you assist clients to attain this as well as maintain a strong program
including educational training for clients that involves presenting new products, services
and industry trends as well as provide the opportunity for the client to network and share
business strategies with both domestic and international peers.

e) Supplements to the existing web-based training programs of the Auditor's Office.
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The Auditor's Office reserves the right to use vendor-provided training programs on the
Auditor's Office web site or any other web site or server by which the web based training
programs are distributed for the Auditor’s Office and the State Purchasing Card Program.

Vendor Response:

a)

b)

96

Updates on technology changes

For your initial training, one of our expert trainers will consult with the State's program administrator, in
collaboration with the J.P. Morgan implementation team, to perform a needs assessment and create a webinar
based on your goals and existing processes. We will then conduct training for your program administrator and
system support staff once your program goes live. The session typically lasts half a day and covers all key
elements of PaymentNet, highlighting the specific steps, tasks, and features that will be most valuable for your
operations.

For ongoing training, our training team members will continue to provide assistance throughout the life of your
program through the following:

*  Supplemental tailored training sessions—Whether for program administrator enrichment or natural
program evolution, we can provide instruction tailored to your organization’s specific ongoing needs.

°  Monthly topical webinars—After initial program rollout, the State can participate in monthly conference
calls and webinars.

=  Program administrator training—We offer specialized training for existing clients that add new program
administrators.

*  Training materials— .P. Morgan provides quick reference cards for frequently used processes, user
guides, help files within PaymentNet, and more.

Tailored Training Sessions

1.P. Morgan’s tailored training sessions go beyond foundational training; they are designed to improve the
overalil program administrator experience and card program. Based on our trainers’ extensive backgrounds in
supporting commercial card clients like the State, they will take a consuitative approach and supply best
practice recommendations for day-to-day program tasks and longer-term process improvements, which enable
your program administrator to easily and efficiently manage your card program. Importantly, we also offer
continuing education options to keep your program administrator up-to-date on the latest PaymentNet
enhancements, as well as industry trends and issues that may affect your organization.

Updates on purchasing card rules and regulations affecting the State of West Virginia

Your dedicated card relationship manager, John Lee, will discuss these updates during your regular account
review sessions. John will provide a comprehensive update on your program and compare your practices with
industry standards.

The State is welcome to participate in our monthly training sessions, which are designed to enhance your
knowledge of commercial card programs and the card industry. These sessions cover a range of topics,
including:

¢ Updated information on PaymentNet features
*  New details on our programs and services
*  Industry trends

*  Best practices
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Session invitations will be conveniently posted on your PaymentNet Welcome screen, and we offer morning and
afternoon sessions for fiexible scheduling. Each session lasts about an hour, and at the end of the session,
attendees are polled regarding desired topics for upcoming sessions, enabling you to help drive the direction of
future calls.

Updates on changes within the financial institution that affect the State of West Virginia

An important component of our commitment to the State of West Virginia will be our relationship team with a
rich history working with public sector entities. Your designated team will be your portal into our firm and your
point of escalation for any issues. The team is experienced and readily available to provide information and any
updates on changes within the market and within J.P, Morgan. George Sesock will be your relationship
executive supported by Karl Lamar and Ann Wagner, your treasury services managers. As always, their first
responsibility will be to manage the State of West Virginia’s relationship and work with the State to expand the
program and solve any ongoing issues.

Further, our training team supplies ongoing topical training opportunities to address special needs that arise
throughout the life of your program.

The State desires to continue to adopt best practices and utilize current technologies. Please
describe how you assist clients to attain this as well as maintain a strong program including
educational training for clients that involves presenting new products, services and industry
trends as weli as provide the opportunity for the client to network and share business
strategies with both domestic and international peers.

We are one of the very few card issuers to employ a specialized team dedicated exclusively to commercial card
client training. Our training team has also grown significantly in the past decade, with increased experience in
varying industries, card program size, and complexity. On average, our trainers have commercial card
experience of 12+ years. This wealth of knowledge translates into a consistent, reliable experience for our
commercial card clients.

Monthly Topical webinars

The State is welcome to participate in our monthly training sessions, which are designed to enhance your
knowledge of commercial card programs and the card industry, These sessions cover a range of topics,
including:

*  Updated information on PaymentNet features
e New details on our programs and services
¢ Industry trends

*  Best practices

Session invitations will be conveniently posted on your PaymentNet Welcome screen, and we offer morning and
afternoon sessions for flexible scheduling. Each session lasts about an hour, and at the end of the session,
attendees are poiied regarding desired topics for upcoming sessions, enabling you to help drive the direction of
future calls.

New Program Administrator Training

Invitations will be sent via email to new program administrators for existing clients. These specialized training
sessions lasts 90 minutes and focus on common administrator topics, such as PaymentNet hierarchy setup,
reporting, and managing cardholder limits, This training is an invaluable rescurce for new program
administrators, giving them the extra instruction they need to feel confident in their roles.
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Client Conferences

In addition to the monthly topical webinars discussed above, J.P. Morgan hosts conferences that allow our
clients to meet and share ideas. These conferences focus on discussing best practices, industry trends and
potential product upgrades. Gaining in popularity are the roundtable sessions. In these sessions, tables are
assigned based on industry and spend. Attendees are provided a set of business practice questions to help
guide the discussion. Participants choose one of the questions to answer and are then asked to pair up with
another at their table to share their responses. The session ends with questions being discussed by the entire
table. After the conference, we provide the notes from each table to the attendees to share with their teams.
Clients can use this additional information to help identify different opportunities and make informed decisions
about card program options. Additionally, we are able to collect valuable feedback from our client base about
potential service improvements as well as product enhancements and direct the communication to the
appropriate department within J.P. Morgan for consideration.

Supplements to the existing web-based training programs of the Auditor's Office.

The Auditor's Office reserves the right to use vendor-provided training programs on the
Auditor's Office web site or any other web site or server by which the web based training
programs are distributed for the Auditor's Office and the State Purchasing Card Program.
Although we do not have a video link at this time, L.P. Morgan posts a variety of educational materials in
PaymentNet to ensure that all program participants have quick, easy access to information about the tools they
are using and the tasks they must compiete. We can continue to offer live customized sessions at the State’s
will. This way, you can be sure that the information you are receiving is up-to-date and easily accessible to
anyone who would like to receive training, regardless of physical location or budget constraints.

Available resources include the following:

*  PaymentNet user guide—The guide walks users through PaymentNet functions step-by-step and contains
comprehensive details about the more than 100 reports offered in the system.

*  Quick reference cards—Our quick reference cards contain instructions for frequently used PaymentNet
processes in a user-friendly format; versions for program administrators and cardholders are provided.

*  Help files—Context-sensitive help files address common questions and technical features and can be
viewed at any time and from any page in PaymentNet.

*  Import file templates—Your program administrator can leverage several Excel tempiates to assist you in
importing data such as your chart of accounts or hierarchy changes.

°  Product release notes—When we update or enhance our products, we keep you informed about these
madifications through detailed release notes.

J.P. Morgan can also offer marketing sheets, product brochures, and sample policies and procedures to help
the State promote and manage your program. Qur wide range of reference materials can significantly reduce
your program administrator’s workload by providing immediate answers to questions posed by infrequent
PaymentNet users and serving as a starting point for self-directed “refresher” training for any user or group.

Ensuring that our clients have the education, information, and support necessary to maximize your commercial
card programs is a primary focus for L.P. Morgan, and we look forward to consulting with the State to
implement a training plan that will achieve your unique objectives.

Training Whenever You Need It

It is important to note that 1.P. Morgan’s training professionals can be engaged at any phase of your program’s
life cycle—from the initial sales process through regular operation—via your designated account personnel.
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420 Goal/Objective 20 Emergency Purchasing Cards

The State of West Virginia currently has an Emergency Purchasing Card Program for federal
or state declared emergencies. Please describe the process for the performance of this type of
activity on a 24 hour/7 day per week basis.

Vendor Response:

J.P. Morgan supports several different options for emergency card distribution. “Dormant” cards can be held by key
State personnel. These cards would have high limits and few restrictions but are not activated. In the event of a
declared State emergency, these specially designated cards will be activated and made ready for immediate
distribution, with no need to wait for a special overnight delivery request. To further secure these cards, the State
could keep these cards under a separate hierarchy so that they can be easily tracked to ensure that they are not
currently being misused. Additionally, the State would be able to easily isolate any spend associated with an
emergency card by running reports based on that hierarchy level.

The State could also provide designated cardholders with active cards with typical limits and controls but pre-
authorized for higher “emergency limits”. These higher Iimits can be pre-established and noted in the State’s profile
with the J.P. Morgan program coordinator team. In the event of an emergency, the State’s program administrator
couid cali the program coordinator team to authorize the pre-established emergency limits for the designated
cardholders. This process supports best practice recommendations in that the group of emergency cardholders is
pre-trained to use the card in emergency situations,

4.21  GoallObjective 21 Disaster Recovery Plan

Vendor should describe their disaster recovery plan in detail and indicate the length of time
required to restore full service assuming that the vendor's primary operation site is
unavailable due to either man-made or natural disaster.

Vendor Responss:

J.P. Morgan Chase is committed to providing high quality and resilient service to our customers and clients and has
developed a rigorous program to do so. We are committed to meeting our legal and regulatory obligations in each
of the jurisdictions where we do business, as well as to maintaining high standards of resiliency at all times during
our daily practices.

Our Glohal Resiliency and Crisis Management (GRCM) program is designed to provide an integrated firm-wide
resiliency program aligned to our business strategy and principles, as well as the requirements of our customers
and clients globally. We do this by:

*  Providing continuity of client and customer services while protecting the firm's employees and assets;

*  Engaging senior management on ail aspects of the program, including determining the resiliency risk appetite,
strategy, leadership and program oversight;

*  Proactively managing resiliency risks to incorporate appropriate mitigation and controls;
*  Developing and maintaining resiliency plans based on impact analysis and criticality; and

*  Helping empioyees understand their role in recovery scenarios and undertake validation tests and exercises
for all critical functions and locations.

The information betow provides details about the key aspects of our program.
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Regulation and Compliance

Our GRCM policies and standards establish rules for resiliency planning, response and recovery across the firm. The
GRCM Program is:

*  Managed by a firm-wide GRCM Steering Committee, comprised of Senior Management of each line of business
as well as J.P. Morgan Chase corporate functions;

*  Reviewed and approved by the Audit Committee of the Board of Directors of J.P. Morgan Chase on an annual
basis;

*  Subject to risk-based examinations by 1.P. Morgan Chase Internal Auditors; and

*  Subject to regular inspection by regulatory authorities, including the US Oftice of the Comptrolier of the
Currency (OCC), The Federal Reserve Board (FRB), The UK Financial Conduct Authority (FCA), Prudential
Reguiation Authority{PRA), Monetary Autherity of Singapore (MAS) and other national regulatory authorities.

Crisis Management Processes

A robust crisis management process is in place that seeks efficient, effective and timely response to incidents of
varying severity and types.

*  Afirm-wide notification tool is used internally to communicate in crises

°  Escalation processes are in place and are routinely tested:

*  Post event reviews are undertaken tc ensure event management procedures and resiliency capabilities are
continuaily enhanced

Resiliency Planning
Managers throughout the firm develop and maintain resiliency plans as part of the GRCM program.
*  Annually, impact analyses are performed to determine and confirm the relative criticality of processes:

All businesses develop recovery plans, based on their business impact analysis and risk assessments,

addressing business, operations and technology components (including critical services provided by third
parties);

* Quality reviews and audit assessments are undertaken and where appropriate corrective measures
implemented; and

¢ Senior management approves resiliency plans annually.

Testing and Exercising

The firm employs a comprehensive testing approach to regularly validate the effectiveness of the recovery
program in different incident types.

°  Tests include tabletop exercises and physical recovery of strategies; and

*  Test results are communicated to the firm's senior management for all business functions as appropriate.

Special Contingencios
Plans address high-level absenteeism events, including pandemic and severe weather.

a

®  LP. Morgan Chase businesses have incorporated speciai contingency events into their resiliency pianning; and
The firm has participated in several market-wide and regulatory exercises

Please refer to Exhibit 4 - Business Resiliency Overview,
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4.22  Goal/Objective 22 Liability

The State shall be liable for all valid transactions not exceeding the single purchasing card
transaction limit which are initiated within the control restrictions in effect at the time of the
transaction. The State shall not accept liability for unauthorized use of purchasing cards,
fraudulent use, or lost or stolen cards that are reported in accordance with the successful
vendor's policies. The vendor should describe how it handles unauthorized/fraudulent use or
lost/stolen cards procedures.

Vendor Response:

the State is protected from fraud if you contact J.P. Morgan immediately when you suspect a card has been lost,
stolen, or compromised. Once notified, J.P. Morgan will promptly cancel the account. Subject to the terms and
conditions outlined in our financial offering (Exhibit 1), the State will not be liable for fraudulent transactions made
on that account. Merchants that do not follow transaction authorization procedures can be subject to chargebacks.
If there are fraud losses, they are typically netted out of the program rebate opportunity.

Liability for Card Misuse or Abuse
Liability for commercial card charges resides with the organization; as a precautionary measure to protect the
state, J.P. Morgan requires that ali commercial cards be used oniy for business-related expenditures.

In general, Kability includes the amount of all transactions made using authorized cards. However, the State can
effectively minimize liability from employee misuse or abuse of funds by setting appropriate card limits.

Fraud Process
J.P. Morgan’s fraud screening process is designed to protect our clients from fraud losses. Our communication
process ensures that the right person is contacted when we suspect fraud.

We provide fraud screening 24/7/365. As a result, fraud statistics for our commercial card programs are well
below the industry average and a far lower rate than the fraud associated with consumer cards. This low fraud rate
speaks to the strength of our fraud prevention practices as well as our partnerships with clients in establishing
effective card controls.

Cardholders can report fraud by calling the number on the back of their card or the direct fraud line at 888-307-
2990.

4.23 Goal/Objective 23 Card Brand
The State strongly desires to select the card brand once the award has been made to the
financial institution; however, if the card brand would change the vendor's proposal, the
vendor must submit a separate proposal for each card brand.

Vendor Response:

J.P. Morgan can offer the State both Visa and Mastercard branded commercial cards, allowing the State to choose
the Card brand with the most appropriate set of features and tools for your commercial card program.

4.24  Goal/Objective 24 Additional ltems

The vendor should describe available options or methods for the following areas of interest to
the State:

a) Services available to aid participating agencies with conversion from their current
operation to the vendor's proposed system
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b) Electronic notifications, i.e. mobile, email, online
¢} International card usage
d) Ongoing support

Vendor Response:

a) Services availabie to aid participating agencies with conversion from their current operaticn

to the vendor's proposed system

1P. Morgan's scale enables us to provide the extensive resources necessary to ensure a successful
implementation, We will seamlessly transition your commercial card program to J.P. Morgan using a tailored
approach that is designed around your specific organizational needs. Four key elements of our approach will
facilitate a smooth transition: minimal disruption for cardholders, an experienced implementation team, a
variety of implementation support resources using a proven methodology, and effective training for your
program administrators.

Minimal Disruption for Cardholders

We are committed to ensuring that your cardholiders have a positive experience from the start. It is impartant
to note that J.P. Morgan can help minimize any disruption to your employees by beginning work on your
implementation while your previous card provider's program is in the exiting process, and even prior to
contract execution. However, in order to issue cards, a fully executed contract is required to be in place. Using
cardholder data that you provide to J.P. Morgan in a standardized template format, the implementation team
will process your cardholder information for card issuance.

Experienced implementation Team

Our implementation team for the State, led by your designated implementation project manager, has
experience with major programs comparable to yours. Drawing on the full resources of J.P. Morgan, including
additional staff if needed, team members will assist you throughout your program transition and setup. The
process begins with the development of a detailed implementation plan based on consultations with your
organization. From that point forward, your implementation project manager will provide regular status
reviews to monitor implementation deliverables.

Implementation Resources Using Proven Methodology
We will provide as appropriate a variety of implementation support resources, which are anchored in our
proven methodology, including:

*  Best practice recommendations, leveraging industry research and documented client results
*  Time-bound implementation project dashboard

*  Arisk and issues log to track issues and resclution

° instructions for creating program hierarchy structure

*  Instructions for preparing your chart of accounts and reconciliation process

*  (ard plastic specifications {e.g., options for a logo card)

*  Spend control options

*  Billing/payment options

*  Suggested methods of cardholder enroflment

*  Program launch communication templates
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Training

Effective training for your program administrator, managers, and cardholders is a key element of a smooth
program transition. Our dedicated and experienced training staff will provide significant assistance during the
go-live stage. Our program takes a “train-the-trainer” approach in which your key administrators will be
trained on program management as well as methods for teaching cardholders how to properly use their cards.
Your program administrators will also be equipped with quick reference materials to cascade to cardholders.

Electronic notifications, i.e. mobile, email, online

Email

Your employees can receive email notifications when their scheduled reports, on-demand reports or new
statements are available in our online system. Email notifications can also he sent when transactions are
awaiting review or approval.

PaymentNet users can also receive automatic email notifications, which can be managed within their “My
Profile” settings. Note that because all PaymentNet alerts are set at the user level, each user (e.g., a
cardholder) must set the notifications required by the State.

Online

Program Administrators can notify users of required actians, changes in their company's policies, or provide
general information via the Message/Greetings feature of PaymentNet. Messages can be targeted to specific
hierarchies and to specific user roies within a hierarchy.

The State can also create custom greetings or messages to their users of PaymentNet. These messages can be
customized at the hierarchy level and to roles within each hierarchy. Further, the State can determine the
period of time that the message will be displayed to the users.

International card usage

J.P. Morgan Commercial Cards are accepted at millions of vendor locations arcund the world, The following
table provides global accentance statistics for our commercial cards:

TOTAL ACCEPTANCE

(&3 MasferCare
Africa/Middle East 3,124,941 1,248,079
Asia/Pacific 9,742,543 11,898,632
Europe 12,428,569 13,122,124
Latin America 8,572,803 6,386,496
Canada 972,385 1,008,798
United States 8,093,790 8,319,631
Worldwide 43,835,031 42,073,760

{Although this data is believed to be accurate, it has not bean audited or independently verified. In some cases,
the reported number of locations may be higher due to multiple counting of the same outlet by different
acquiring members.)
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Ongoing support

Our service structure is composed of experienced commercial card experts and is designed to ensure that we
provide the customized support and central points of contact our clients require at all organizational levels,
from senior management to program administration to cardholders.

J.P. Morgan Service Mode{

SEMOR MANAGEMENT SUFPORT Relatianship manager

Our service model is designed to give each area of your organization the specialized support you need.

Management Team Support

Your management team can turn to your designated 1.P. Morgan relationship manager, John Lee, for strategic
advice, assistance with key features and tools, and-help with any program-wide issues that may arise. The State
will also have ongoing access to your-local treasury and banking representatives, Ann Wagner, Karl Lamar and
George Sesock, to leverage resources throughout PMorgan Chase & Co.

In addition, upon contract award, the State will be assigned an implementation project manager to help you roll
out your program. This individual leads an experienced team who wilt leverage our proven methodology to
make your program deployment as smooth and seamless as possible, working closely with you to design and
implement your commercial card program using a comprehensive approach that is specifically tailored to your
objectives.

Program Administration Support

After program implementation is complete and cards have been issued, your day-to-day tasks will be attended
to by our program coordinator team members, who have extensive backgrounds in supporting commercial card
programs. The State’s program administrator can contact our program coordinators for assistance with
account management inquiries, change and operations requests, and technical issues. The program
coordinator team will have access to your organization's program files and the State specific information to
ensure prompt, efficient service.

Our program coordinator servicing team is empowered to make decisions, ensuring prompt action and one-caii
resolution. When issues cannot be resolved immediately, a time commitment for resolution is communicated
hack within 24 hours for telephone inguiries and 48 hours for email inguiries.

J.P. Morgan’s program coordinators are a specialized group of experts that provide day-to-day operational
assistance for the State’s program administrator. Program coordinators handle issues associated with account
management, such as hierarchy changes or creation of MCC groups. Our program coordinators are trained on
all of our commercial card products, have extensive backgrounds in customer service, and have the authority
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to make sure that your needs are met in a timely manner. The average tenure with 1.P. Morgan for our program
coordinators is 4 years, ensuring a depth of experience and knowledge to support each client’s service needs.

Program coordinator responsibilities include:

*  Performing mass cardholder updates

*  Monitoring user and organization credit limits

*  Assisting with account reconciliation tasks

*  Providing support for reporting and card management tools

*  Acting as a liaison between the State and our internal operations groups to handle disputes and technical
issues

*  Coordinating any ongoing software training
*  Serving as a backup for your refationship manager

In addition, program coordinators are well versed in our software platform and it’s online help system and can
assist you in troubleshooting and learning how best to take advantage of system capabilities. Program
coordinator support is further gugmented by 24/7/365 customer service assistance, which is available to
program administrators in addition to cardholders.

Our program coordinators are available during extended business hours (specifically, Monday through Friday
from 7:00 a.m. to 7:00 p.m. Central Time) to assist your program administrator.

Cardholder Support

The State’s cardholders receive 24/7/365 support from our commercial card call centers. Our customer
service specialists are available to answer questions, resolve issues, and make sure your employees have
access to the support resources they need whenever and wherever they do business. J.P. Morgan’s service
personnel are held to some of the highest standards in the industry, and our service organization is entirely
dedicated to commercial card support—customer service team members do not handle consumer cards or
other bank products. All customer service is conducted domestically—we do not offshore support. J.P. Morgan
has two call centers with 100 customer service specialists dedicated to Commercial Card,
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Attachment B: Mandatory Specification Checklist

Complete Attachment B: Mandatory Specification Checklist. By signing and dating this
attachment, the Vendor acknowledges that they meet or exceed each of these specifications as
outlined in Subsection Five of Section Four: Project Specifications. The State reserves the right to
require documentation detailing how each is met at its discretion.

List mandatory specifications contained in Section 4, Subsection 5:
8.1 Mandatory Requirement 1 Card issuance

Card Issuance requires the approval of the State Auditor's Office. The successful vendor will
incur all costs associated with card issuance.

Vendor Response:
There are no costs associated with card issuance for your commercial card program,

5.2 Mandatory Requirement 2 Card Format/Design

It is mandatory that the vendor previde customized card designs created specifically and
exclusively for the State of West Virginia Purchasing Card Program. Examples include, but are
not limited to:

a) The name of the 'STATE OF WEST VIRGINIA® on the face of the card, the State's official
seal, or any other distinct feature approved by the Auditor's Office

b) The phrase 'FOR OFFICIAL USE ONLY’ on the face

c) The phrase 'TAX EXEMPT' and each agency's unique tax exempt number embossed or
otherwise placed on the face of the card

d) The successful vendor’s toll-free telephone number for reporting a card lost or stolen
printed on the back of the card

e) Custom background on the face of the card
Vendor Response:

a) The name of the 'STATE OF WEST VIRGINIA' on the face of the card, the State's official seal,
or any other distinct feature approved by the Auditor's Office

The State can incorporate this information into your custom design or use the four lines available on the card
for embossing. The first three lines are reserved for the account number, expiration date, and cardholder
name. The fourth line is for client use and offers up to 21 custom characters (including spaces). This line can be
used for an agency or department name, a tax |D number, or a combination of both.

Each card is embossed in silver with the account number, cardholder name, and expiration date.

b) The phrase 'FOR OFFICIAL USE ONLY' on the face

The fourth line on your cards offers up to 21 custem characters (including spaces). This line can be used for an
agency or department name, a tax 1D number, or a combination of both.
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c)

d)

e)

The phrase 'TAX EXEMPT' and each agency's unique tax exempt number embossed or
otherwise placed on the face of the card

The fourth line on your cards offers up to 21 custom characters {including spaces). This line can be used for an
agency or department name, a tax ID number, or a combination of both. As an alternative, some clients include
the phrase “Tax Exempt” as part of the hot stamp logo. J.P. Morgan will work with the State to develop a
satisfactory design.

The successful vendor's toll-free telephone number for reporting a card lost or stolen printed
on the back of the card

Our cards feature a toll-free number on the back of each card. In areas where toll-free calling is not offered, a
collect number is also listed on the back of every card to ensure prompt, efficient service.

Custom background on the face of the card
J.P. Morgan will work with the State to develop a customized plastic card including custom artwork, if desired.

5.3 Mandatory Requirement 3 Card Controls and Restrictions

It is mandatory that the Auditor's Office and other participating agencies have the ability to
place account controls and restrictions on any card under the purchasing card program at
various hierarchy ieveis. The vendor is to describe the controls and restrictions they have
available. Such controls and restrictions shail inciude the following:

aj The ability to use or restrict card access for cash or cash-like producis

b} MCC group templates

c) Vendor blocking

d) Single per transaction dollar limits

€) Number of purchasing card authorizations per day

f} Number of purchasing card authorizations per billing cycle/month

d) Temporary card maintenance based on date parameters

h) Dollar limits per day

i) Dollar limits per billing cycle/month

j} Dollar limits per cardholder

Vendor Response:

a)

The ability to use or restrict card access for cash or cash-like products

Our program gives the State the ability to control monthly cash advance amounts; you can also restrict cash
advances entirely.
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MCC group templates

We can place boundaries by Merchant Category Code (MCC) group to determine how much a cardholder can
spend at a group of merchants. This MCC group Iimitation can be restricted by daily number of transactions,
transaction amount, and monthly spend.

As a best practice, clients usually establish templates of MCC groups that apply to different cardholder profiles,
Your relationship manager or program coordinator will be happy to assist you in opening or blocking MCC
groups as needed.

Vendor blocking

Merchant blocking occurs at the MCC level; card limits can be set by MCC, blocking use at all unapproved
merchant types. Several profiles of MCC blocking can be configured, giving different parts of the State structure
their own set of MCC blocks. You can leverage up to 180 MCCs per group in as many as nine MCC groups, each
of which can have a custom name applied for your internal purposes.

The State can use J.P. Morgan’s policy monitor to flag transactions with vendors not approved by the State.
Upon settlement, an email is sent to the cardholder and the cardholder’s manager signaling that the cardholder
has made a purchase from a vendor not approved by the State.

Singie per transaction doilar limits
Dollar limit controls include cycle spend, transaction amount, daily spend amount, monthly spend, and spend
limits by MCC.

Number of purchasing card authorizations per day
Limits can be placed on the number of transactions ailowed per day.

Number of purchasing card authorizations per billing cycle/month
Limits can be placed on the number of transactions allowed per month.

Temporary card maintenance based on date parameters

Program Administrators can set beginning and ending dates to make profile adjustments to credit and daily
transaction limits. These changes can be set to revert to the original account settings after a predetermined
amount of time. However, adjustments to Merchant Category Code (MCC) restrictions will require manual
updates from your program administrator. It's important to note that these adjustments occur in real time.

Doliar limits per day
Dollar limit controls include daily spend amount.

Dollar limits per billing cycle/month
Dollar limit controls include monthly and cycle spend amount.

Dollar limits per cardholder
Dollar limit controls include limits per cardholder.
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5.4 Mandatory Requirement 4 Fraud Detection

A robust and effective fraud detection system is mandatory for the purchasing card program.
The State desires to have a vendor with a system that will alert the State of any possible
fraudulent transactions and desires a process to alert agency level card management
personnel and to investigate suspect transactions for fraud and misuse.

Vendor should provide a description of how their proposed fraud system operates.

Vendor Response:
L.P. Morgan’s fraud screening process is designed to protect our clients from fraud losses. Our communication
process ensures that the right person is contacted when we suspect fraud.

We provide fraud screening 24/7/365. As a result, fraud statistics for our commercial card programs are well
below the industry average and a far lower rate than the fraud associated with consumer cards. This low fraud rate
speaks to the strength of our fraud prevention practices as well as our partnerships with clients in establishing
effective card controls.

Fraud Screening

J.P. Morgan’s team of experienced fraud prevention analysts utilizes specialized screening tools to constantly
monitor transactions for suspicious activity and to aid in detecting fraud and minimizing losses. Our fraud detection
systems are flexible and have the ability to target both general and specific fraud trends. Criteria or rules are
defined based on analysis of fraud data, providing us with current fraud trends, which we determine through
analyses of:

= Fraud patterns

= Specific or high-risk MCCs

*  Dollar amounts and cash advances

»  Geographic location

¢ Specific merchants and unusual purchases such as jewelry or electronics

Our screening process uses several indicators (including the trends listed above) to identify possible fraud. The
categories we monitor include unusual purchases such as jewelry or electronics, high-risk MCCs, and questionable
geographic areas. Cash advances are also monitored for high-risk locations and large dollar amounts. Suspicious
transactions are further identified based on details that include the authorization type, merchant type, location of
recent fraud trends, account history, expiration date entered, and decline reason. If authorizations meet these pre-
defined criteria, the account is sent to a fraud handling queue or blocked for referral.

If requested, our fraud team will provide a detailed walkthrough to client executives and program administrators
explaining fraud performance in depth. This information includes coliaboration with the client and program
administrators to identify and implement ongoing improvements.

Communication Process

When a potentially fraudulent iransaction is identified, a fraud anaiyst wiil evaiuate the account’s history and
activity. If fraud is still suspected, the analyst will contact the cardholder to confirm card possession, verify the
cardholder’s two security identifiers on file, and validate the transaction(s). Depending on the circumstances, we
may continue to monitor the account for suspicious charges or suspend it temporarily to minimize potential fraud
losses. If we suspect employee misuse of funds, we will contact the State’s program administrator directly.
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Under most circumstances, a call is placed to the cardholder at the telephone number(s) on file, with messages left
if contact cannot be made. After the first attempt, we will call the cardholder at both phone numbers and leave
messages, as well as email the cardholder if it is after normal calling hours and an emajl address is available, If we
are unsuccessful in reaching the cardholder after three attempts or if the phone number(s) on file is invalid, we will
place a hold on the card and reach out to your program administrator.

Process Flow for ldentifying and Communicating Fraud

Transactionis A fraud prevention A temparary hold
ntified as analyst examines is plated on
patential fraud the account theaccount

IFtheanalvstis unableto cantact
the cardhiolderaften thres attempts
averfoundais Neorshe will cantact
the pregram administraton

The analyst
contacts the
cardholder

' Ifthe trnsactionis notvalid, it Will B repoited 1o Visa/IMuastercard
asapplicable

LB Morganwill collshioratawith the eardholder to clase e account
and reissue a new number and dand.

By taking these steps, J.P. Morgan keeps fraud on our commercial card programs exceptionally low.

Additional Fraud Protection

To complement our fraud screening, we offer clients our third-party fraud waiver and MasterCard’s liability waiver
for employee fraud. Due to the sensitive nature of fraudulent transactions, we require that fraud be reported to an
expert in the J.P. Morgan Fraud Department by phone. Reporting fraud by phone ensures that all fraudulent
transactions are identified as soon as possible. The card will be blocked and no further transactions can be
processed, stopping fraud attempts immediately. There are also systematic processes to ensure timeliness of
opening and resolving a fraud case as well as requirements put in place by MasterCard. In most cases, we can
provide a complete resclution in one call, avoiding muitiple call-back attempts and saving time on resolving any
open issues.

Cardholders can report fraud by calling the number on the back of their card or the direct fraud line at 888-307-
2990,
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5.5 Mandatory Requirement 5§ Cardholder Information

The successful vendor shall not sell or distribute a list of participating agencies/institutions
addresses, cardholder names and addresses, or any other information to any person, firm, or
other entity for any purpose. Additionally, the vendor shall not contact individual cardholders
for any purpose not directly related to the use of the state purchasing card.

Please confirm compliance.

VYendor Response:

LP. Morgan does not sell any client information; however, in the course of our normal commercial card program
activities, we may have to share some client details with our third-party partners such as Visa or MasterCard (for
network-related issues) and TSYS (for transaction processing). We may also share client information among our
affiliates and business units when we believe it will enhance the services we provide to clients, but only in
circumstances where such sharing conforms to law, any applicable confidentiality agreements, our policies and
practices, or where a client has consented to such sharing.

5.6 Mandatory Requirement 6 Contact Information

The successful vendor must provide customer support to the State Auditor's Office, P-Card
Division and agency Purchasing Card Coordinatore ae designated by the State Auditor's
Office. Please address personnel assignments, hours of availability, methods of access to
personnel and account information and response times.

a) 24/7/365 Customer service call center and technical support available to program
coordinators/administrators and cardholders

b) Dedicated account representative(s) for the State's normal business hours
¢) Emergency contacts
Vendor Response:

a) 24/7/365 Customer service call center and technical support avaiiable to program

coordinators/administrators and cardholders

The State’s cardholders will be supported 24/7/365 by our customer service specialists in Elgin, Illinois, and
Columbus, Ohio. By simply calling the toll-free number on the back of their cards, cardholders are identified by
their card number and then routed to the proper service specialist. In areas where toll-free cailing is not
offered, a collect number is also listed on the back of every card to ensure prompt, efficient service.
tmportantly, our customer service specialists are solely dedicated to commercial card support and do not
handle any other bank products.

Services Tailored to Cardholder Needs

Valee Response Unit e Customer Service
' (VRU) The cardhokler Team
18 Mosgar ; isautomatically

| Call toil-iree 24/7/365 | OurVRU identifies | rewedtathe

L il Representatives are i
to reach on-shore, | | your cardholder by his| " P | trained on the specific
. multi-lingual support | | orher card number { products they supponj

Our specialized service structure enables cardholders to access the support they require 24 hours a day.
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Knowledgeable and Experienced Support

J.P. Morgan offers support from approximately 100 specialists in two locations. Each customer service
specialist is trained and knowledgeable about the specific programs they support. All customer service
specialists receive targeted training, enabling them to become experts in their roles.

Services and information our specialists offer for your cardholders include:

e Lost/stolen card reporting *  Apnswers to statement questions ¢ Card activation

*  General account information *  Balance/credit information e  Billing disputes

=  Cardholder transaction = Specific charge details s Account closures/card
information {(including declines) cancellations

*  Fraud reporting *  Replacement card requests e Payment information

s Emergency assistance e Online password assistance

Our average respense time is less than 20 seconds, and if issues cannot be resolved immediately, a time
commitment will be communicated to the cardholder within 48 hours.

Additional services provided through our call center include an easy-to-use voice response unit (VRU) for
commonly asked guestions and an interpretation service to assist non-English-speaking cardholders in over
100 languages (e.g., Spanish, German, Italian, and French),

Technical Support

The Client Application Support (CAS) team is your first level of help desk technical support. Available from 7:00
a.m. t0 6:00 p.m. Central Time Monday through Friday with on-call emergency support available 24 hours per
day, seven days per week, this knowledgeable team can resolve most concerns within the first call. The CAS
team will assist the State in addressing program-specific software functionality issues, including:

. System error messages

o System outages

¢ System slowness

*  [nabhility to access modules

*  Actual results that are different than expected results
*  Defect and incident updates

*  Association (MasterCard/Visa) issues

Our approximately 30 CAS employees are located in Elgin, Illinois and Columbus, Ohio, and can be reached
directly by the State or through one of our internal business partners such as your J.P. Morgan relationship
manager. Regardless of who initiated the request, the CAS team will speak directly with the State and will
inform your relationship manager of issue resolution.

Dedicated account representative(s) for the State’s normal business hours

Your management team can turn to your designated J.P. Morgan relationship manager, John Lee, for strategic
advice, assistance with key features and tools, and help with any program-wide issues that may arise.
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The State will also have ongoing access to your local treasury and banking representatives, Ann Wagner, Karl
Lamar and George Sesock, to leverage resources throughout JPMorgan Chase & Co.

¢) Emergency contacts

Available from 7:00 a.m, to 6:00 p.m. Central Time, Monday through Friday, with on-call emergency support
available 24 hours per day, seven days per week, the Client Application Support (CAS) team can resolve most
concerns within the first call. The CAS team will assist the State in addressing program-specific software
functionality 1ssues.

The State’s cardholders will also be supported with 24/7/365 emergency assistance by our customer service
specialists by simply calling the toll-free number on the back of their cards.

5.7 Mandatory Requirement 7 Lost/Stolen Cards and Account Closures

The State of West Virginia is not liable for unauthorized or fraudulent transactions posting to
an account. '

Vendor Response:

The State is protected from fraud if you contact J.P. Morgan immediately when you suspect a card has been lost,
stolen, or compromised. Once notified, J.P. Morgan will promptly cancel the account. Subject to the terms and
conditions outlined in our financial offering (Exhibit 1), the State will not be liable for fraudulent transactions made
on that account. Merchants that do not follow transaction authorization procedures can be subject to chargebacks.
If there are fraud losses, they are typically netted out of the program rebate opportunity.

Liability for Card Misuse or Abuse
Liability for commercial card charges resides with the organization; as a precautionary measure to protect the
State, J.P. Morgan requires that all commercial cards be used only for business-related expenditures.

In general, liability includes the amount of all transactions made using authorized cards. However, the State can
effectively minimize liability from employee misuse or abuse of funds by setting appropriate card limits.

5.8 Mandatory Requireme.nf 8 Data Transmission and Connectivity
a) The successful vendor must provide a secure data transmission of its account and
transaction activity at least once per bank processing day, to multiple points as
designated by the State Auditor's Office.

b} The State must receive all data fields available in the transaction output from the card
processor.

¢) The successful vendor must be able to re-transmit the data transmission file(s).

d) The State requires vendor to provide all data associated to account transactions including
but not limited to travel folio data.

Vendor Response:
a} The successiul vendor must provide a secure data transmission of its account and

transaction activity at least once per bank processing day, to muitiple points as designated by
the State Auditor's Office.

J.P. Morgan offers two options for generating files:
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Scheduled—Files can be set up to generate on a recurring schedule. You can choose to have files produced
automatically on a daily, weekly {you select the day of the week), monthly (you select the day of the
month), or cycle-based schedule. Scheduled files may be set to generate in the evening or in the morning,
outside of business hours.

On demand—You can produce a file whenever you need the data, applying date range criteria and other
filters on an ad hoc basis.

How to Receive Files
The State can receive files via two convenient options:

Transmission—We offer a suite of comprehensive data communication alternatives that enable secure
connectivity to virtually any system through industry-accepted standards and protocols. We recommend
direct transmission to your internal system since it blocks the potential for data corruption,

Dowrload—the State can retrieve files directly from PaymentNet for manual upload into your internal
system. Unless deleted by a user, files are retained in the PaymentNet user interface for 365 days.

b) The State must receive all data fields available in the transaction output from the card
processor.

Data Collection Process Fiow
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All transaction data passed by merchants flows from the point of sale to PaymentNet.

J.P. Morgan offers several file feeds customized for accounting software packages, as well as a range of data
transfer options, including FTP, VAN for EDI files, XML, and HTTP over SSL.
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After downloading your transaction data, the State can have it sent directly to your ERP system or to your
PaymentNet user interface, where it will remain until a user manually downloads it to your system (files within
the user interface are available for 365 days and can be deleted as necessary). The State will select your file
transmissien method during implementation.

¢) The successful vendor must be able to re-transmit the data transmission file{s).
J.P. Morgan will be able to re-transmit data transmission files.

d) The State requires vendor to provide all data associated to account transactions including but
not limited to trave| folio data.
PaymentNet displays all information provided by merchants at the point of sale, including hotel folio, airline,
and car rental detail when passed by the merchant. Complete transaction data can be downloaded from
PaymentNet to the State’s ERP system on a daily basis.

5.9 Mandatory Raquirement 9 Rebate Documentation

The State Auditor's Office requires the vendor to provide the backup documentation for the
rebate earned at a minimum of the master account level. The vendor shall show any rebate
withheld for not meeting payment due date requirements or applicable fees at the same level.
The State assumes any applicable cash advance or foreign transaction fees will be charged
and billed to the associated card account.

Vendor Response;

J.P. Morgan offers a simple rebate calculation based on spend volume and file-turn (speed of pay). Please refer to
Attachment C and Exhibit 1 in our Cost Proposal for complete details and backup documentation.

By signing below, | certify that | have reviewed this Request for Proposal in its entirety;
understand the requirements, terms and conditions, and other information contained herein; that |
am submitting this proposal for review and consideration; that | am authorized by the vendor to
execute this bid or any documents related thereto on vendor's behalf: that | am authorized to bind
the vendor in a contractual relationship; and that, to the best of my knowledge, the vendor has
properly registered with any State agency that may reguire registration.

J.P. Morgan Chase Bank, N.A.
{Company)

George Sesock, Executive Director L2 F‘ &d [ L

(Representative Name, Title)(_/

330-972-1762
(Contact Phone/Fax Number)

April 11, 2017
(Date)
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| J.P. Morgan Card Services

for State of West Virginia

Attachment C: Financial/Revenue Proposal

Complete Attachment C: Financial/Revenue Proposal included in this RFP and submit in a
separate sealed envelope. Financial/Revenue should be clearly marked.

Please refer to Attachment C in Cost Proposal.
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L.P. Maorgan Card Services

for State of West Virginia

Attachment D: Additional Information — Spend by MCC

Noted but not incorporated into our response.
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Report information includes:

* Account Number
® (Change Date

= (Change Time

*  Field Name

*  Previous Value

*  New Value

* Modified By
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Account Delinquencies
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Report information includes:

Account Number

Cardholder Last Name
Cardholder First Name

Account Hierarchy

Employee ID

1-30 Day (past-due amount)
31-60 Day (past-due amount}
61-90 Day (pasi-due amount)
91-120 Day (past-due amount)
121-150 Day {past-due amount)
151-180 Day {past-due amount}
Charged Off Amount

Current Balance

Sub-Total: Account(s)

Grand Total: Account(s)
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Accounts with Low Available Credit

Accoumts with Low Available Credit
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Report information includes:

Cardholder Last Name
Cardhoider First Name
Account Number
Current Balance

Date Effective

Credit Limijt

Cash Advance Limit
Available Credit
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Air Travel Activity
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Report information includes:

* Cardholder Last Name
o Cardholder First Name
s Account Number

° Traveler Name

e  Departure Date

e Transaction Date

s Qrigination

» Destinaticn

= Ticket Number

» Referenced Transaction Amount
* Transaction Amount

*  Sub-Total

¢ Grand Total
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Airline Ticket Credit Summary

Airline Ticket Credit Summary
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Report information includes:

¢ Ticket Number

* Departure Date

* Traveler Name

¢ Merchant Name

* Transaction Date

*  Post Date

* Travel Agency

* (Credit Transaction Amount
s Grand Total
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Cardholder Default Account Codes and Custom Fields

Cardholder Default Account Codes and Custom Fields
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Report information includes:

Cardholder Last Name
Cardholder First Name
Account Number

Account Status

Credit Limit

Single Amount Limit

Daily Amount Limit

Daily Transaction Limit
Cycle/Monthly Amount Limit
Cycie/Monthiy Transaction Limit
Account Number

= Other Amount Limit
=  QOther Transaction Limit

= (Chart of Accounts

* Chart of Accounts Segment Description

¢ Accounting Code Values
*  Segment Value Description

¢ Transaction Default Custom Field Name

*  Transaction Defauit Custom Field Vaiue

* Account Custom Field Name
°  Account Custom Field value
* Grand Total
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Cardholder Status

Cardholder Status
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Report information includes:

Cardholder Last Name

Cardhclder First Name

Hierarchy

Account Number
Open Date

Closed Date

Credit Limit
Available Credit
Single Amount Limit

Cycle/Monthly Amount Limit

Status

Account Status Reason

Sub-Total: Account(s)

Grand Total: Account(s)
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Central Bill Reconciliation

Central Bill Reconciliation
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Report information includes:
Transaction Date e Transaction Amount
Post Date ¢ (Cardholder Name
Transaction ID Reference Number * Billed To Account
Merchant Name e  Account Number
MCC * Central Bill Account
Merchant City ¢ Transactions
Merchant State/Province ¢ Sub-Total: Transaction(s)
=  Grand Totak Transaction(s)

Merchant Zip/Postal
Merchant Country
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Report information includes:

° Last Name *  Merchant City

*  First Name * Merchant State/Province
* Account Number *  MCC

* Decline Amount *  MCC Description

* Decline Date * Decline Reason

* Time = Sub-Total

*  Merchant Name * Grand Total
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Lodging Spending Analysis by Merchant

Lodging Spending Analysis by Merchant

Date'Tine Printed: Oletizaion: Porair
Selecelon Criferin: T tont Type -o- Payment AND Fost Date Is Berween F107/2010 AND 917052011
‘Totad Transaction Armount Totl Number of

Aerchont Xame Tr o Ir ion Averag
COURTYARD BY AARRIOTT $385.990 50 0 $1.624.00
DONG HWA HOTEL $31,932.00 240 $133.05
SMALLPARTS.COM $16,754.40 48 345
Grand Total: $428.676.80 60 Trausaction{s) S436.06

Report information includes:

¢ Merchant Name

e Total Transaction Amount

» Total Number of Transactions
¢ Transaction Average

¢ Grand Total: Transaction(s)
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MasterCard Socio-Economic

MasterCard Socio-Economic
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Report information includes:

Classification

Total Number of Transactions
Percent of Transactions

Total Transaction Amount

Percent of Total Transaction Amount

Total Number of Vendors
Percent of Vendors
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Merchant Ranking

DateTine Prnfed:

Merchant Ranking

Crnentutiar. Portrait

Selection Criterin; Troassuetion Type <> Payment AND Forl Dt Es Between 11072000 AND 01052011

Alerchantt Neine Toial Transaction Ammcw Tatsl Numbsr of Transactisns Tranwnctioe A-rerﬂ.
CorRental

AVIS RENT-A-CAR $29,509.6 240 311879
CarBental Sub-Total: $28,509.60 240 Teagsaciion(sh SHE.T¥
Laodging

COURTYARD BY MARRIOTT $362,990.40 40 $1.624.95
DORG HWA HOTEL $3:.95200 240 $133.05
SMALLPARTS. COM $16,754.40 460 331491
Luodging Sub-Tofal; §438,676.80 260 Transactiondsh 5456.06
Other

COC 161 CONVENIENCE CHI $E4,500.00 244 $350.00
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INTERMATIONAL TRANSACTION $319.30 240 $£i33
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Travek Sub-Totak: S7,694.4D 240 Trausactisn(sy 3206
Graud Futak 1,27t 812 80 3,120 Tramvaction{sh §407.63

T 1611 JPMinygan Chase & Ca. AN vighits reserved

*CONFIDENTIAL - THIS REFORT CONTAINS SENSITIVE BATA TNATTHORIZED USE PROHIEITED "

Alerchant Ranking
Pagetoll

Report information includes:

* Merchant Name

* Totai Transaction Amount

* Total Number of Transaction(s)
* Transaction Average

* Sub-Total: Transaction(s)

= Grand Total: Transaction(s)
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Order Transaction Detail

Order Transaction Detail

DEMO2ID
sl iy Peipnnd: DR N09 04.50:23 %4 Lsiriece, Landitapm
Salvaivn Cirisrlay
Trnazes fan Trmurnitive . Marsiant Carrauey Origiwal
Sornunt Nember T wnanc ey T Srdoe T Fozi Dats Dum Sogrwnn Koaridaws Some  Morbapr Qi BawieTrevings  MET  MUE ﬂom Lz Amrunt
Ovdar W1
ARSI 2 UREEN0 17008 My Avm ROUNSLKRE Vi I AVISRENT-4-SAR filk
RENT-A-CAR
SlTank nT Hragm
Orier T
BTN 3 {mnaane 10310 BakP HILEN RAK [ W1 Cenm .5
BAMUART ___ Fadciion
Exi-Tomh 3 L2 H]
Crdaz 1
HMHSHRRTTT A ¥ LIS o, SO0 CIRITED AR CHC A 0. X0 USTIRD 800
HwleTaunl~ p2t- g 3w
Quder IF
MRPAERITIINEE b3 PN 0NN FILNG LINTYEDH At CARCAGAG B M UNTRE pLE
SalbTan2 5.6 feit )
Drder il
LR Vi B9 L. HSAE050 1971, 2 EHIA AVES ROARERE WA My AV FENDALAR R
RENT-AL AR
GalaTaends pi R e
Srdor 124
AT ®w [l ot [L-r2 e 3835 HLEAN b [ ol Caroe 3633
HANCURY Frakuisen
SabTond: LE5H 53
Brdar 31
A Frateinio B 00 HALD00 00 EIREIET AR CHIC At tt. HED UBITRRM i
TubuTapnt: EXLOE LR
Srter I
LRTRLHE TS -] PRI [ bro ] EI438 AVEY FOARIRE a A AVISBENTALAR sErge
BEXTACAR
Sab-Tahad: 4R frrean
#8003 Uergey Chuse & Co. Al righin esoeremd
TIAL - THIY Teoe 3 EDATA LRATT L1 4 ¥
Crides Tramoaesas Do
Eazslaftl

Report information includes:

e Account Number

* Transaction ID

¢ OrderlD

* Post Date

* Transaction Date

= Transaction Amount
® Merchant Name

* Merchant City

14

* Merchant State/Province
e MCC
*  MCC Description

* Currency Code

* Qriginal Amount

= 5ub-Tota

* Grand Total

J.PMorgan




Restaurant Spending Analysis

DiatefTims Printad: G1/A7/2011 09:32:20804

Restaurant Spending Analysis

demoiisi

Selection Criteris: Transaction Typs < Payicent AND PostDote Ex Berwasn 10:20-3010 AND 0117201

Orfentotion: Perfralt

Toinl Tramsnctien Amecnt Total Nomber of Traasncdss Average
Mirzbont Xeme Transactons
K BOB'S 8307 £98.30 5 §i9.66
cHlrEs 36 - $106.35 5 32127
COZTMEL'S GRAPEVINE #3 515810 5 $31.82
RURY FEQUELAY LUSSOCH H0% $8L10 X £1622
CIRCEKTL-A 2li4iE Stig60 § £13.92
TEMAS LAND ANDOO; 71082 $14220 3
SALTERASS 370270 3
TAUATS TAZANARE D 33 5
B8 RESTAURSNTS 422 $230.0¢ 3
NOERTS PLACE §3230 3
EIOP 2036 518175 5
PEIAEUT=[155E $398.45 5
CELITO LDDO LI AN G $135.05 5

& 2011 DK Jorgan Chase & €, AL rights recesred

TCONFIZIENTIAL - THISREFORT CONTA™E $ENSIITVE BATA UNAUTHORIZED UiT PROTIBITED.

Report information includes:

* Merchant Name

* Total Transacticn Amount

» Total Number of Transactions
e Transaction Average

¢ Grand Total: Transaction(s)
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Statement of Account

Doov Vo Prsied & 77201132 523 PN
bsboeon Criteln, Framemfion Type o - Paromra® AN Post Thate s Butvann ‘12 B8 55137 AND ES D5 2000

CARPHOLBER, ING ATRD

6 MICEG L%

HICAG, B SR0R0
Teamtsction I Trausrsten D

Fat Dive

Statement of Account - LANDSCAPE

For Teasaeduns pecod Werwers 13 01 2035 1o 1231 2043

Merdhon Nane

St Loy

Alwekuns ;LK

State Fravines

Avemne Xanbie
Doufyall L0 Name
Bl €O Valey

R

Sz Tt Francscien
Amoent

oI

SR

kel

B3WI
Notirsin
Covivon Firkd Nasonr

e o |

Luirom Fidd Vales

L]
wembd®
it

uy

P15 10
Koz
Cowmm Fladd Nuass

[3-3 941

AVTS RENT-ALAR

Cazoomt Firld Vsl

32 ]

DELOMTE 2 TOLTHE )66

Cstim Fiald Vadwe

P i 1)
Nodes =

230% 1

SORSTHIES S 255TLT

HER

siany

S04 00

A0t

H

5500 W

by Him S

i "o L0000

3] i [ 2]

% TR TPt (e & Co AT rights votived

*CONFIBEXTIAY - THIG REPOEY CONTATNS SENSIEVE DATA ENATTHORLEED USE IROSIBITED 5
Srermast of Sorvamt- LANDALAPE

This e s 6 825A] S bt o Kt boi

Report information includes:

2

Transaction D

Transaction Date
Post Date
Merchant Name
Merchant City
Merchant State/Province

MCC

Original Amount

16

e Exchange Rate

¢ Sales Tax

* Transaction Amount

*  Notes

*  Sub-Total: Transaction(s}

= Cardholder Signature Date

< Supervisor/Manager Signature Date

J.EMorgan
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ummary Spend by MCC

Summary Spend by MCC
TAICOD19
DiataTioes Pumiad (47972004 103748 431 Cwivupfon Farau
Belaedon Crévering Poar Dace It Baresan 00 020513 AND 24363014 ANT Tramsaction Type <= "Payment’
ACC ACC Deseription Tetal Xmnber of Total Trapsaction Trausncrion Average
Transactions Arzsuaf
0000 Unknown 62 $1,057854.63 $175.67
3000 AIRLINE i §su682 149832
3066 ARLINE 3,011 (52,300,404.00) (578400
4R CAR RENTAL £ $RETATE 5 511878
3501 HOTEL i 151 218100
3550 HOTEL 3011 $4852,754.56 1142455
4214 SHIEPING SERVICES L $96.532.66 3208
4814 HOTEL 3,011 $93.150.34 $3032
5169 STORES e $616,682.2 $3.23418
5350 STORES 4 Y Pzl 53523
5310 STORES 2 138
5392 MISCELLANEOUS 3,013
5411 S§TORES 2
5541 e 3,011 $3500
3542 GAS 2 S5
5735 RECORD $HOPE 501 $0.08 380
5512 RESTAURANT 13 $Eanzs $7083
3814 RESTAURANT 5 38147 RNy
5992 STORES 500 $210,197.01 §%4 91
ik HOTEL LEE 1403,168.50 $133 2
7361 HOTEL 3,011 14548,559.05 §1,610.8
7523 PARKING i 13830 $36.70
Grand Total: #2250 Trnax aetian|s) L'-ﬂAi

Report information includes:

17

MCC * Total Transaction Amount
MCC Description ¢ Transaction Average
Total Number of Transactions * Grand Total: Transaction{s)

JPMorgan




T&E Expense Activity by Cardholder

T & E Expense Activity by Cardholder

Dete/Time Primled;

Sedection Criteria: Transartion Type <= Payment AND Post Date Is Between 11, 07/2010 AND 03052011

Crentation: Portrait

Last Name, Flest Name T&E Type “Totad Number of Trausnetlozes Total Trausactlon Amount Trrmsactlon Avernge
AIR,JETF
Adrline [ S0.00 S0.00
CarRental 24 $2,850.95 311379
Lodging 05 343 867.65 §456.06 |
Orideer 168 #70.603,.20 $474.36
Revirurant L] 8000 50.00
Travel H 376844 $32.06
Total: 321 Trousaction(s) 12718128 S407.53
BOTTLE, WATER
Adrlinz o 8000 £0.00
CarRental 2 52,650,065 $118.79
Lodging %6 $42.867.68 §426.06
Othar 168 $70,693.20 £274.36 |
Resimuznt i 3060 £0.00
Fravel 1| 5760.44 $32.06 |
Total: 312 Trausactions) 512718124 S407.63
[
% 1011 JFMorgan Chase & Co. All vights reserved ‘
*CONFIDEXNTIAL - THIS REPORT CONTAINS SENSITIVE DATA. ENAUTHORIZED USE PROHIBITED.*
T & E Expense Activity by Covdbolder
Fiat Lufs

Report information includes:

* Cardholder Last Name, First Name
*  T&E Type

° Total Mumber of Transactions

* Total Transaction Amount

* Transaction Average

18
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Transaction Allocation

Transaction Allocation

TMC1S
Drete'Time Prinad, 06 392014 118230 4% Oreattion Londsonpe
Sehciss Criteriat Post Saie e Betrovan ‘SLGLIGLLY AND CL2EI0L) AND Tragsecies Tope o Prroae?
Treviwedee ID List Nega First Nazet Acozunt Namber Trueterke  Powlin Merckaat Mams Lercacn: Larckazt MCC 3z Tox Trazseruce Trawsacties
Thts Ciw StataPraviccs Atarst Tvpy
— —

PRELIEYEN JANE FEETRRASSIIATY [R50 TR 52 a7 il e 13808 Comvenm:e
SETH SERVERTENCE SHR Shack

1IPR00TRI0N SAETH SOHN 5670888000200 01302081 1M TG e ur W .00 13575 Conresent
TORVENGINS CZX Chedd

ISOERIEI0! DOTR JORN $567035500000821 BLED20ML L1B0 D | I T 5iC w 6000 .00 $I2LD Commmitasze
SONUERTENGE SO Cred

15989108 71008 SSETORGSIONIESE LS Lo H] OliRINE  LCI6 SEC vy o) o 300 Covvemissy
SONVENTNCE CHR Ched

S0P DNITH oS FHETORGINITTE ot 1073611 SLAGMAE CTIE S1e T 500 .00 332008 Coveziezze
CONVERTNCICHR =13

1393001106008 SAITH e FEETOISS00002 268 oldon a0 SO L4l 5L vr L 500 $35000 Cozvewiece
CUNVERENIECHR =153

Uo7 T JANE SFETORGSBO024932 o102008 SUAGANL Sol4r SIS o7 L 000 $350.00 Convwzien:e
TERVENIMCT CHR sk

15930H 1268081 SEEHBE00028004 of 1601l Ll b B g T3 SLC T L) .00 $38508 Corvemimne
SONVENENIRCHR =13

ESPERIIITG gMITH FOEDS SHTTIEHGNITES H112011 Lo B 43 1 SC8 L 144 Hooo (Ll 335000 Corvenieie
CONVENTNCZ CHR Chmk

1598412391008 SEETRISS0000T 732 S 10T o1 18200 (=814 LT oT 000 s 35000 Comvaniem-s
SONVERTINCICER Chaz,

TEPAMI2A000T pETH JANE S5GT0FE000001724 01307011 0110201 CLI6T 5LC T WK o 333846 Copvamiemsr
COMNVEAENCECHR T

155125001 A TTH JANE FISTOIEE00020054 Cilf2051 6L 102011 ZC b 5LC uT 006 .00 $5W Comvexes
SCHVENERCE CHE Chezk

15980412610001 SSET0RRE00003 46 OLIREL 1T b S R ot { SLe w 0380 oo 35000 Coovecinice
TCNVENDNGS CHE Chack

RO oprR JANE 1367088850015750 01 12011 ezl 141 SLC Lizg Qo000 .00 $35500 Convenience
CONVERTENCE CHR Chesk

15ia1L1E00) SSEHE8E000IRLY B9 oyloagit  CC IS Ste 173 0000 $0.04 136050 Choveinse
CONVENIENCE CHK Ched

1593041500 o JANE S5870566000206L T OF 10200 GG I0EE OO SLC or Fo00 3000 335440 Comvezierte
CONVENIENCE CHE Chradt

1395041315100 S5670306000:0858 01102011 1NN LM SLe wr o0 .o $I5000 Comvemiensy
CORVERIRNCE CHEC =153

INSAINE0]  SAOTH IANE SHETORSS00020815 1102011 LRl R o ] SLE T L Loke] TN Cureice
CONVENIENCE CHE Tl

13820413202001 SHTH JORN SSErORedtlig Iy [uF 1139 L1621 cois SLC ur 008 $000 $35000 Cosvemierie

CONVENERCECER

ESPEO4I208000 e prypy JORR: FIEMRSS00020055 QRIL QL10° (<113 8w w Q000 #0.00 335008 Comaziecce
CONVENIENCE CHE Check:

L5080413234001 $557058500010403 ol1a2011 0 12N oL 16 SLE Tr G003 .00 SR Torremese
g CONVEWENCE CHE Chnck:

1593041545000 SMETH JORN SETOAGSONOIPIS  PTURROTL D IOME  CC1M 174 T o0 M $550.00 Coumience
CONVENIEWCH CHE Chack

% 2014 JPMorgan Chate & Co. Al rights ererved
*CONPIDENTIAL - THIS REPORT CONTAINS SENSITIVE DATA. UNAUTHORIZED USE PROKIBITEDS

Tranaction Alaciien R
Report information includes:
* Transaction D ¢ Merchant City
s Last Name * Merchant State/Province
=  First Name ¢ MCC
e Account Number = Sales Tax
* Transaction Date * Transaction Amount
e Post Date * Transaction Type
* Merchant Name *  Grand Total: Transaction{s)

19 JPMorgan




Transaction Detail

Transaction Detail
DEMO22)
Toe TR Fasd $UTEN 1 28 vka Crisnntipe: Lusdicapn
Selrngr Shne
Traacscdon Mrschant
Yopeim D  Dam Pozd Do Nerchans N orchamt Cirr SteaProvinre  MCC Dbt huvount Lrvlls Amsurt SalezTaz  Yrseasciss Trpe
WAL INIT K ATIS8MA SRS
g SR feanter- 3153 LWLVE T k. 144 nnn Wod 088 Coprusisece Slecki
Myl PN R NI s [t 14 a2 Lo ELT- ik Fosbes
=1 2 22 JaroAV TR & BURRANE €4 it e L] W Ced Adousn
BIIIN
i ety Yo Snve it ] e oo W fawncon S
| s Thinias  # FOGRAE ur ey N 0 637 Trenoaes nogd
3y LIRUTER T e TINTLY GV ur g A4 9 Lo Semaanass Pudin
o
H3 WA BRI Yirip n 215 L) o1 WA Pt
Ha 1h2Lase HE AR ur EL ) 2R $050 BERE Porshace
Sy LTS LI E ooy
3 Ntk SO T T b+
44T 1EHRey AR 5568
el Pldridero: P OROVE w7 T
s Bl bt b ] L FRSVE T e
W B ] AT T pill]
4927 WU FLGECVE or 3343 e 050
#w AFTETIID A AT R a. L 0N Pk
L3 AP -1+ Wl ik Wi Emiaa
i PL GROVE er 14y I 0 S04 Commnimes S
Pl I Vi GROVE kixy A foso 2] 040 L g T
e ] FEFAT o eee w0 seon W Faan
L] SOLTE PL GROVE vr 8 TR0 §2.00 o Fatun
w1 SUMN G LT BLGDY -9 B2l 9 ok R Dimvemensn T
-
i FAOVG T 4 wa ey 000 Basasy
Wi BURBAE [=% L Eaga HEE 800 fLrmmaan Ta
G0I88, UNIT K ATISEIME5570938 Sob-Taeal N Tragsacess)st 550125 1M
W6 TEST 715 Q015TE T2
Fad i TBDR AERITIR BLGRovE k23 " 200 W M Romimg
e ey lrie] tpsazain FERIR STUATL AFTET SCH ¥ SIFLM EHS Wit Pz
&n id0ms 2 Sl PE GROVE kied e byl el W Fanl

ASROTER

O Fldsrm Chase & Ca Alrghts reserved
“CONTIBINTIAL - TEIS REFORT CONTADNG SENSITIVE DATA. TRAUTHORIZYD TEE PRONIEITID

Traxseesn Beet
Report information includes:
° Transaction ID *  MCC
= Transaction Date *  Dehit Amount
* Transaction Amount * Credit Amount
¢ Post Date *  Sales Tax
* Merchant Name ¢ Transaction Type
*  Merchant City = Sub-Total: Transaction(s)

* Grand Total: Transaction(s)

¢ Merchant State/Province
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Transaction Detail by Hierarchy

Transaction Detail by Hierarchy

DEMGIE
Doz Timg Snimd NALIRHG U] FTILAN :
Feieedur el
A ot
ewazesina i WA TN Pk dpaip Mk N L pasire < Ay s s Lol WY st e e Sl T Ui piiud T2
Rem Dulantt Lies Vade
CROCODILE, 4713630800010017
4135 RURIR S Lo T EBNTEEFIEE BALCLARELY ur ko] 43935 a0 W Pussimip
EEFT-ATAL
4t T EDYER AREYFHG FOFIA GITATL EEcRALIR] SCH kL 17084 it 4 Paims
8 Jipxzaxm CRE® SELL TYRP T EL A TR T or b1 r] 70930 £0.00 Caly Mdeancs
nhe 502172099 LMD AZRRTER LTI ur AL TR0 AN AR nipitrai
124 107312009 ARENTTIR T VRN = 351 SEOIB.63 1000 1t Buscfuse
4 19312909 SEROTEK 2 ROV ur 8L $702.00 020 S300 RAT T
CROCGDILE, 47153 06000LA0]T Sob-Toutk: § Tragsacdonis) 5375380 3000 LLiES a
CROCODILE, 471563 0081570833
3 12703009 B TOTRNACINNTRYeMI4 PLOROVE uT 334 L5833 $8.00 .o
®»R 10722009 Lol CHEVRON DU173386 PFROVO T 1 648 368.00 0o
4538 10202008 Lol TOWT & SO E04 FLGROVE T 3541 £530 00 N
451 1072008 SEANE TACO VILLA &2 Arp 5812 [-51 1843 S0
Zesk 192173000 RETHING AEROEFE PLGROVE ur 61 T 5000 S6.00 Faza
lesg 10217008 LEAA2NG DHLW Chicago = 431 33 000 SO0 Prrchass
s 15302008 DBAH201E TOWH & COUNTAY #1247 FLGROVE uT Eoot] 1542 Saad $dr00 Comvamincs Chscks
R EC20/2009 AEH21L0 DLACLEMD TN PLGROVE or 3z 02517 000 Lol Commidn cx Chacks
A
4hay 10202008 JE010 FL GROVE ur piEky L3775 00 009 Camamezs Czasln
I 147212008 QB0 PLGROVE ur 7351 $1038.63 0 800g Parchawe
MR 102409 TR APTRTLI} L | Y 7B 5080 5000
L Ll ) SORNG CFFICE DEPOT 2336 CHICAGC [ 3§43 1838 pde] £0.00 irzae Qlaths
& 30F el Chase & Co. A migh resarved
“CONFIDENTLAL . TH:5 RTFORT CONTAICS SENSITIVE DATA UNATITHOUIZRY U5F 520 T8 TIE.*
Do Ty Brerascbr

Report information includes:
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Transaction 1D
Transaction Date

Post Date

Merchant Name
Merchant City

Merchant State/Province
MCC

Debit Amount

Credit Amount

Sales Tax

Transaction Type
Sub-Total: Transaction(s)
Grand Total: Transaction(s)

JPMorgan




Transaction Detail by Parent Merchant

Transaction Detail by Parent Merchaut

(L o8 Sw Rt ]
Do Femed: (309 DU0P | L Y00 Hmm:ln‘icnyﬁ
Aerrhowt A Trumssrdon
Merclmes lane Aferchpg Seuveifrovines  TIF Tt BT Firs; Kema Iléit Fozs Dars
Parens Mpechant Name: AEROTEL o —
AFADTER FLGROTE T 402380520 5L TESTIID 10212008 SRR S0
AFRCTER FLEEINE ur iximite el e Yy RIS CESEE1E
AVROTRR BLERITE ur ESOE7- 540400 7361 TET ACC &4 15212509 TBA010
AMLOTER PLSEOVE v TA0ES- 340650 T8 s CHACE MIEE] -4 187212050 RPN
AHROTER FLGROVE or PeDE2-240630 7361 1413 oy St et il TETACC 2] 1V I260% DATAE0IE
AERRETS PL GAOTY oy p. 129 CHASE MIEEL R 162172009 fadnie
ur 124 Farciel sl M TSTACC IR 16212008 S04 0
v 3463 TITUSYE EDOT 112509 95042010
&Y 1504 TEST i 162172000 QL2010
w 3 LAl ek oy TETAZC % 10213909 BLgaane
ur Ears B ISt “uNYS TORER TAYGUZ 157212008 L0M43010
T B0G3-340620 TIEL 45 THIFEN DFHDS 190 T8F [t
L2 4T e 597 st M 4 15302008 QEB2010
wr 61990801 Tl e WAFDIGTON GECRGE Lva17300 [0t
ur c 3 T8 1993 i TETACC 43 1gLmp DERATLED
v Lawiie el 8! P77 Foos i oe & M 3 B @138 [2 % ]
or BHISI-6A0E20 TI51 1384 LOGHI& TESTM 1RILIN0F OLB4TOED
vr BA0AZ-34D820 pl 1] b1 BARCN ol e 4 JRSla kel g [ ioti
ur e LAy Al 68 GREN TEWY 1372172000 PETAROIG
ur 7351 1016 et TST ACC 85 pLopd -3 DRAR2010
ur 7351 2% piag ™ 1OAL200R VRT2010
ur N8 m EINNG EDNY 103212009 QEDAT0ID
T o i e il o 1138 LAST FRSY 192172009 CETHIED
T (R v TIs1 STERER  FaRiiITiEES 2453 LETINIT TETACC 12 LTF OE0AI0E0
© 2 Xphforgne Chuva & Co. Al siphts rrzervsd
-THIS RYPURY TATA TRAUTHORITFD USE FEOHIBITED +
Trawar fiey Detall by Pareot Aerchags
| - pemies |
Report information includes:
e Merchant Name ¢ Transaction ID
s Merchant City ¢ Last Name
*  Merchant State/Province *  First Name
= Merchant Zip/Postal * Transaction Date
= MCC *  Post Date
* Transaction Amount e Sub-Total: Transaction(s}
e Reference Number e Grand Total: Transaction(s)
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Transaction Detail with Purchase Addendum

. N N )
Transaction Detail with Purchase Addendum
Die’Fooe Pristed. Otz Lisdcape
Sedection {ifraia: Transaeton Tpe «» Payibent AND Yol Diste Ts Meampen 11972010 AN S105501)
TomwdsaDan  PoxcDan Tramscloald  Merchanr Notoe Moschane Ciry el wee Dethamons  Credin Amooas s Tz
asammans
MEFLAXE JEFF ARGt
a0 .1 38 1 TRORYE 3060 SMALLPARTS COM SEATTLE WA w2 ha o 5040
Quantiry Descrigtion Unit Price Line [ewn Tokad Produes Code Unit of Memore
L ‘Evertaw 3 Dustells ®i $1990  BRMFAYSY
146248 2814 2510 17852240001 AMALLPARTS COM SEATTLE WA ) wa o et
Reantity Description Uit Frie Line rem Toeal Bredust Code Usitof Measare
10 Witk via . Ce (o 50,00 SH0P TN ME
Develapen)
1111058 HIEERETY 1REPEATAN] SMALLFARTS COM SEATTLE WA 4 s P sed
Qeatiity Dhserastion Calk Prics Line Town Toil Prodoce Code Vbt of Mexime
] Tiartast X5 Deasitells o SI30Y BIAMFAYEY ME
HIEEETT FIRTRE S 12876511001 SMALLPARYS (OM SEATTLE WA F) [Py o ey
Quantiry Distiuien Uit Prlee " Lhow bren Toral Brodme Cods Uit af Mensare
i Wiadmrt vis C€n i - 5000 S0 STIEEMNG ME
Devedepen -
11127640 [IRE3-1) LS MS3BG01 DUALIPARTSCOM SEATTLE wa e [RRY) W Wi
Quantity Thestu fprsion Lult Priee Line hein Toral Ryodutt Code Unit of Aleasare
L Frertuas b Duasabeits 1nad 41000 BEOIFAYSY E
11157910 JIAES: T 1B2921T6008 SMALLPARTS COM SEATILE WA [ ey e W
Quamtity Description Unlt Price Line liean Tocal Pemeuct Code Ul of Mensare
374 Windrrt wha € iPr0 .00 LA DTN KE
Devedopn)
1600 LR 18815405000 DULIPARTS COM SEATTLE WA 2 3 00] oo 843
Quaatity Bustripnion Enit Prive R liem Foral Product Code Wtls of Memare
iw Everiase 2b Dornbbely poto 11880 BUNFAVSY ME
117018 100231 LEERARAEACE] SMALLPARTSCOM SEATTLE wa 47 (3 wos 600
Quantily DestLiion s Priee Lise liend Todsl Produrt Code Uny of Abensare
€ 2011 JPMargan Chase & Co AB ciglus reserved
ACONFIDENTIAL - THES REBORT CONTAINS SENSITIVE DATA UNAL THORIZED USE PROFIRITED.-
‘Trzasaesion DeraB with Pursleste Addesdm

Report information includes:
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Transaction Date

Post Date

Transaction 1D

Merchant Name
Merchant City

Merchant State/Province
MCC

Dehit Amount

Credit Amount

Sales Tax

Sub-Total: Transaction(s)
Grand Total: Transaction(s)

J.P.Morgan




Transaction Summary by Hierarchy

" "
Transaction Summary by Hierarchy
EUS0047

Dt e Prested £3 10 3024 €30 2940 Trrzes. b
Sekction Crtotis. Toantactes Tape - Povmont

Number of Dbkt Tramin Numbg of Credi Transting Torb Mustber of Total Trawntines.
Actont Numbes LurName Fit Xame Db e Susdie Ay pr— Ansi,
Teail Tarid
iatseel PASER NEWS 18 HPHLTELS 4 (e o] 520 HRP4E85
Testl} Yareld SabTotad ERbg SSLR a (Ut (3] LIEL AT S
ERASSICRED THASHICNED
T BE TEST 5% $EISIE 26 u e 3ot S5E 13083
Wi pareg _— - ST 56 % {4y s LI
ettty e TETERANS s S5 Y TETN " B30T
e e AN 0 45,190 52 3 A5 TN j<1) HHTIE T
sl AP A2 3 [P %0207 1 [0 35 W
Bttt g ASOTHESR, Fo S 1 (481 ) £5] Wi
s fR8 MAY PABY un ST 6T 4T M fithi b ko] HERAE
rTAHOLCRgY MEMBER TEAY 1 SEUE % U] 50 HeomLE
Ty T ] L08R 51 BN [ a1 52 1352155480
TTUOGlS  BROTHER VOURGE 56 FITh: T o (iFAIRY 24 BRI
seresegey parses D e [ITX YN o #5805 51 26! 1000408146
T YT 1 SWEAT st YT [ (L578. 528 pRlobelad 44
T S = [H1] M3 3 Lk (At ] HAT2ET 16
g g TRACE, i T L4 N Gl W 5al WA
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Report information includes:

= Account Number

* Last Name

=  First Name

*  Number of Debits

* Debit Transaction Amount
s Number of Credits

e (Credit Transaction Amount
» Total Number of Transactions
* Total Transaction Amount
*  Sub-Totak Transaction{s)

= Grand Total: Transaction(s)
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Transactions Pending Review/Approval

Trausactions Pending Review/Approval
DEMO220
D Toma Prigmd: 6508 205F M4 MANE Srimnny asdizaps
Selprorn Crirerin:
Dre
L Mame Firt N Astemmi Xwader A,_lnﬂl!nm Mrthos Name . Foxz Dare TrAmisom Alesa  Troacsrden Xulpeed Te Astipord
i Eie ot S 3 MAAAAAALAL - Hem HIL YO BANGTET ¢ T 11} wn MEINr K
weieh IR BresrvaniTIOONS Mex AV XET-ASAR FEM N0 Y ERRUST R
weier o % VIR gy LY CNIED AN, ROEINY 20 e ®
jeh g T e ] o AV RENT-ACAR HEMTND SR 196 TINT
A L | riasnanetagny om ILTNDARTET W X ADMINROOT  f
ADAN RooT 2 R 1 Faew UNTEDADR L2 8 % $I200  ADMIN.EOGT %
ADMT zoT 2 sae el Ve AU NENT-ACAK TEHAND WS ADMNREST @
L. g AMATEDE ¥ vriieeereer gl New USTIEE AR RN SBLAC ADVR ARAFIDF T
A AMLTIDF T ik b g How AVIS REWT-L-5AR NG SIMI ABILY.AAANDF ¥
ART ARASSL? T R didadds How HL T BANGRET e $633 ARSTANATSDY T
AFRE BRI PSRRIy M STES AR, HHINY $ER  APPLE BRIAM
APPLE BRIAN A ] Kow HETON RS LEMINY $4)3  APPLE SR
AFFLE -1 R TRL 7 W AVSRENT-A-CAR WHINF $343  AFPLE BRIAN
AR HGEREN (U H £ UNHED A LN SHLS  RAKCH MGEMKY
BARCY v QLTS T ICLION BANGUET 1304205y 143 BARCN, HERRRR
10 HORIEEH B b 7] Haw AVYS RENTALAR 25 21 SINSS MAKKN HURMOM
5505 A ] Ko WUION BANGRAT SEALIN $63  BGSMOAS
BLEHoss ridrycy Few AV ENT-A-CAR SR 1Y BONN
HHOSS ERRREERILENS ") f0) URhEDAX 2 kil SRI0) BSSMUSE
BONHOR peonraroaggy 10N THOTED AN EE 300 BEtaiAL
SASHMS L ] Few TELTON BANYET S S BOMEMS
BOSSHSS B T = Krr AVTS SESTAACAR. S I3 BOSSNGAS
BRSSO SRRARTUARARANTE Rex UHITRD AR I L0 BGAANDRS
S344HOES Feergn Faw B TON BANGUET AN LIE50  BAZENGAE
T Ton IO Gl 2 ] T LN BANRET M Tl Tee
Lk Toue HHagey Yo TR AT T ] $3Le%  CadTau
Sard Tou M ey Fam AVDS FENT-ACAR SEIND Lt B~ e T
x MG TPl pas Chace & Co Al visht rmved
*CONTTOENTIAL - THIS REPOKT CONTARSS SENUTIVE BATA USATTRORIEED C5E FROBIMTED *
Traunat tiony Pradog Erries Apgeeind
Pam o ¥?

Report information includes:
* Last Name

°  First Name

e Account Number

*  Approval Status

*  Merchant Name

* Post Date

* Transaction Amount

* Transaction Assigned To
e Transaction ID

e Transaction Date

¢ Date Assigned
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“ Sample PaymentNet Reports

Transportation Spending Analysis by Merchant

Transportation Spending Analysis by Merchant
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Report information includes:

*  Merchant Name

* Total Transaction Amount

* Total Number of Transactions
* Transaction Average
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Unusual Activity Analysis

Unusual Activity Analysis
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Report information includes:

e Last Name

e First Name

* Merchant Name

* Merchant City

* Merchant State/Province

+ Transaction Date

® Transaction Amount

*  Sub-Total: Transaction(s)

¢ Grand Total: Transaction(s)
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Visa Merchant
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Report information includes:

* Merchant Name

* Merchant Address

* Merchant City

¢ Merchant State/Province
* Merchant Zip/Postal

= Business Phone

* Business Fax

e MCC

¢ Merchant DBA Name

° Corporate Status Code

* Sofe Proprietor First Name
* Sole Proprietor Last Name

28

*  Woman Owned Indicator

* SBA Registered Indicator

¢ SBA Disadvantaged Indicator
* HUB Zone Indicator

° Disabled Veteran Indicator

*  Veleran Indicator

= Vietnam Veteran Indicator

* information Refused Indicator
» Sales Volume

* Employee Count

* Franchise Code

= Total Transaction Amount
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Project Initiation

Agency Implementation
Segmentation

Centralized West Virginia
Program Administration

Sample Imp! ‘ation Plan

Agency Transition Overview
Meetings

Joint sessions

CGI-AMS Mapper

Mapper/Connectivity
Requirements

IT Resources Required

' Security Authorization
{Designation (SADF)

Mapper Buitd/Test

IT Resources Required

Mapper Deploy

Pilot Wave

~ 10 Agencies

Requirements Gathering

Joint sessions

Per Agency

Client Authorization {CADF)
e A
Cardholder Spreadsheets  |Per Agency
Eg::lgu'lr'i;(s Corporate Per Agency
PaymentMNet Configuration |Per Agency
Card Delivery Per Agency
Go-Live Per Agency
Cycle & Payment Per Agency
Transitién Joint sessions
Wave 2 ~40 Agencies

Requirements Gathering

Joint sessions

Client Authorization {CADF) |Per Agency
Requirements Sign- )
Cff/iProgram Options Per Agency
Cardholder Spreadsheets  |Per Agency
Build TSYS Corporate

Accounts Rendeency
PaymentNet Configuration |Per Agency

JPMorgan Chase & Co. Confidential

4/6/2017
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Sample Imp* ‘ation Plan

Card Delivery Per Agency
Gé-Live Per Agency
Cycle & Payment Per Agency
Transition Joint sessions
Wave 3 ~40 Agencies

Requirements Gathering

Joint sessicns

Client Authorization (CADF) |Per Agency
Requirements Sign- '
OffiProgram Options Per Agency
Cardholder Spreadsheets  |Per Agency
Build TSYS Corporate

Accounts _Per Agency
PaymentNet Configuration |Per Agency
Card Delivery Per Agency
Go-Live Per Agency
Cycle & Payment Per Agency

Transition

Joint sessions

Wave 4

~40 Agencies

Requirements Gathering

Joint sessions

Requirements Sign-

Off/Program Options § °r ROsncy
Requirements Sign- i
OfffProgram Cptions Form g Aasncy
Cardholder Spreadsheets  |Per Agency
Build TSYS Corporate
Accounts Per Agency
PaymentNet Configuration |Per Agency
Card Delivery Per Agency
|Go-Live Per Agency
Cycle & Payment Per Agency

Transition

Joint sessions

JPMorgan Chase & Co. Confidential

4/6/2017
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Wave §

~40 Agencies

Sample Imp* ‘ation Plan

Requirements Gathering

Joint sessions

Requirements Sign-

QH/Program Options RERAgEREY
Requirements Sign-

OfffProgram Options Farm Per Agency
Cardholder Spreadsheets  |Per Agency
Build TSYS Corporate )

Accounts Per Agency
PaymentNet Configuration |Per Agency
Card Delivery Per Agency
Go-Live Per Agency
Cycle & Payment Per Agency

Transition

Joint sessions

Wave 6

~30 Agencies

Requirements Gathering

Jaint sessions

Requirements Sign-

OfffProgram Options jrevAgency
Requirements Sign-

OfffProgram Options Form r-.‘er Agency
Gardholder Spreadsheats  |Per Agency
Build TSYS Corporate

Accounts Per Agency
PaymentNet Configuration |Per Agency
Card Delivery Per Agency
Go-Live Per Agency
Cycle & Payment

Per Agency

Transition

Joint sessions

Transition Program

JPMorgan Chase & Co. Confidential

4/6/12017
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Global Business Resiliency

IPMorgan Chase (JPMC) is committed te providing high quality and resilient services to our customers and clients.
This is done through a rigorous control program committed to meeting legal and regulatory obligations in each of
the jurisdictions where we do business.

Our Global Business Resiliency program is designed to provide an integrated firmwide resiliency program aligned to
our business strategy and principles, as well as the requirements of our customers and clients globally, We do this

by:

*  Providing continuity of client and customer services while protecting the firm's employees and assets;

*  Engaging senior management on key aspects of the program, including determining the resiliency risk appetite,
strategy, leadership and program oversight:

*  Proactively managing resiliency risks to incorporate appropriate mitigations and controls;
*  Developing and maintaining resiliency plans based on impact analysis and criticality; and

»  Helping employees understand their role in recovery scenarios and undertake validation tests and exercises
across critical functions and lecations.

The information below provides details about the key aspects of our program.

Reguiation and Compliance:

Qur resiliency policy and standards establish requirements for resiliency planning, response and
recovery across the firm.

The program Is:

*  Managed by a firmwide resiliency Steering Committee, comprised of senior management from each line of
business as well as relevant JPMC corporate functions;

*  Reviewed and approved by the Audit Committee of the Board of Directors of JPMC on an annual basis;
*  Subject to risk-based examinations by JPMC internal auditors; and

®  Subject to regular inspection by regulatory authorities, including the US Office of The Comptroller of the
Currency (OCC), The Federal Reserve Board (FRB), The UK Financial Conduct Authority (FCA) and Prudential
Regulation Authority (PRA), the Monetary Authority of Singapore (MAS) and other national regulatory
authorities.

Crisis Management Processes:

A robust crisis management process exists to ensure efficient, effective and timely response to
incidents of varying severity and types.

*  Afirm-wide notification too! is used internally to communicate in crises;
*  Escalation processes are in place and are routinely tested; and

*  Post event reviews are undertaken to ensure event management procedures and resiliency capabhilities are
continually enhanced.

1 JPMorgan



Resiliency Planning:

Managers throughout the firm develop and maintain resiliency plans as part of the program.
*  Annual impact analyses are performed to determine or confirm the relative criticality of processes;

*  Lines of business maintain resiliency plans, based on their business impact analysis and risk assessmeants,
addressing business, staff, operations and technology components, and critical services provided by third
parties;

*  Plans address high-level absenteeism events, including pandemic and severe weather;

*  Quality reviews and audit assessments are undertaken and where appropriate corrective measures
implemented; and

*  Senior management reviews and approves resiliency plans annually.
Testing and Exercising:

The firm employs a comprehensive testing approach to regufarly validate the effectiveness of the
resiliency program under different impact scenarios:

*  Tests inciude simuiation exercises and physical tests of recovery strategies;
*  Testresults are communicated to the firm’s senior management across business functions, as appropriate; and
*  The firm regularly participates in market-wide and industry sponsored exercises.

Cybersecurity:

JPMC has over 1,000 staff dedicated fo cyber operations and operates three 24/7 cyber
operational centers around the giobe.

Cyber staff work to identify areas of weakness as well as proactively respond to cyber threats and attacks as they
occur.
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J.P. Morgan {(JPMC) has provided comments on the terms or conditions that we respectfully request be
modified along with our recommended revisions. We are, of course, willing to discuss mutually agreeable
modifications to the contract terms. The remaining terms and conditions are acceptable as stated.

The proposed changes are indicated by additions in italic underline and deletions by-strikethrough-text-

INSTRUCTIONS TO VENDORS SUBMITTING BIDS

26. SUBSEQUENT FORMS

The terms and conditions contained in this Contract shall supersede any and all subsequent terms and
conditions which may appear on any form documents submitted by the Vendor to the Agency or Purchasing
Division such as price list, order forms, invoices, sales agreements, or maintenance agreements, and

includes internet websites or other electronic documents. Acceptance or use of Vendor's forms does not
constitute acceptance of the terms and conditions contained thereon.

While we respect West Virginia’s desire to use this Contract in negotiating with JPMorgan Chase Bank for
commercial card services. it is the expectation of JPMC that the JPMorgan Chase Master Commercial Card
Agreement (attached) be the document to govern the services provided by JPMorgan Chase Bank to West

Virginia. JPMorgan Chase Bank's Master Commercial Card Agreement directly relates to and articulales the

banking-refated services that JPMC is proposing to West Virginia. It is JPMC’s desire to work with West

Virginia to reach a mutually beneficial agreement.

Please refer fo Exhibit 6 — Sample Master Commercial Card Agreement.

J.P. Morgan respecifully requests the opportunity to negotiate this clause.

28. WARRANTY: The Vendor expressly warrants that the goods andfor services covered by this Contract
will: (a) conform to the specifications, drawings, samples, or other description furnished or specified by the
Agency; (b} be merchantable and fit for the purpose intended; and (c) be free from defect in material and
workmanship.

This section is inapplicable for a commercial card services coniract, JPMC does not make warranties relating
to commercial card services including warranties that services are fit for a particular purpose.

31. PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not disclose to
anyone, directly or indirectly, any such personally identifiable information or other confidential information
gained from the Agency, unless the individual who is the subject of the information consents to the disclosure
in writing or the disclosure is made pursuant to the Agency's policies, procedures, and rules. Yendorfurther

' a oD A

By activatin;q and.usinq JP-MC'S commercial cards, CaMholders (;onsent fo disclosure of information under
the circumstances described in the Cardholder Agreement. As a highly requiated financial institution JPMC

has internal policies in place to govern privacy, security and confidentiality, and is unable to agree to adhere

fo policies of individual clients.

All information furnished by either party in connection with the RFP shall be kept confidential. The foregoing
obligation shall not apply to information that: (A) is already fawfully known when received without an
obligation of confidentiality other than under this REE {5} is o becomes lawfuily obiainabie from other
sources who are nof under a duty of confidentiality,_ (C) is in the public domain when received or thereafter
enfers the public domain through no breach of this Section; (D) is developed independently by the receiving
arty without use of the disclosing party’s confidential information: (E) is in an aqare ate form non-aftributable
fo the disclosing party; (F) is required to be disclosed to. or in any document filed with, the U.S. Securities and
Exchange Commission (or any analogous body or any registrar of companies or other organizations in any
relevant jurisdiction), banking requiator, or any other governmental agencies. (G) is required by a licable law
fo be disclosed and notice of such disclosure is given (when leaally permissibie) to the disclosing party, or (H)
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may be disclosed as provided elsewhere in this REP. Nofice under (G), when practicable, shall be given
sufficiently in advance of the disclosure to permit the other party fo take legal action toc prevent
disclosure, Vendor may exchange confidential information with affiliates.

FPlease refer to our It Risk Letter — Exhibit 10.

J.P. Morgan respectfully requests the opporiunity to negotiate this clause.

37. INDEMNIFICATION:_ The Vendor agrees to indemnify, defend, and hold harmless the State and the
Agency, their officers, and employees from and against: (1) Any claims or losses for services rendered by any
subcontractor, person, or firm performing or supplying services, materials, or supplies in connection with the
performance of the Contract; (2) Any claims or losses resulting to any person or entity injured or damaged by
the Vendor, its officers, employees, or subcontractors by the publication, translation, reproduction, delivery,
performance, use, or disposition of any data used under the Contract in a manner not authorized by the
Contract, or by Federal or State statutes or regulations; and (3) Any failure of the Vendor, its officers,
employees, or subcontractors to observe State and Federal laws including, but not limited to, labor and wage
and hour laws.

To the maximum extent permitted by law, in no event shall either party be liable to the other under any theory
or tort,_ contract, strict liability or other legal or equitable theory for any exempla unitive, special,_indirect,
incidental. or consequential damages or the like, including, without limitation, lost profits, each of which are
expressly excluded by agreement of the parties herein regardless of whether such damages were reasonabl
foreseeable and whether either parly has been advised of the possibility of such damages. Contractor's
maximum liability for direct damages to the Stats will not exceed. in the agaregate. the amount of $500,000
during the initial term of the resufting contract,

SECTION FOUR: PROJECT SPECIFICATIONS
4. Project and Goals: The project goals and objectives are:

The use of the purchasing card will not be restricted to specific vendors, countries or types of

purchases. Vendors may submit proposals for multiple card brands. If services vary by brand and vendors opt
to submit proposais for more than one, the vendor should clearly address such differences in the applicable
sections of their proposal. If differences affect the financialfrevenue portion of the response, vendors will be
required to complete separate financial/revenue proposals based on the attached financial/revenue scenario
for evaiuation purposes.

OFAC Compliance and Sanctions

It is the policy of J.P. Morgan to comply with the sanctions of the Office of Foreign Assets Conirol (OFAC) and
with applicable sanctions and iaws of the foreign jurisdictions in which our offices are located. All JPMorgan
Chase & Co. branches, subsidiaries, and employees worldwide are subject to and must comply with OFAC
sanctions and this policy.

The United States Government imposes economic and trade sanctions (*U.S. sanctions”) on specific foreign
countries, terrorism-sponsoring organizations, and international narcotics traffickers based on U.S. forsign
policy and national security objectives. The U.S. sanctions are imposed by various federal statutes and
executive orders and are administered and enforced by the U.S. Department of the Treasury through OFAC.
Some sanctions are multi-lateral within the global community and are used against targeted countries as well
as groups that threaten the security, economy, and safety of the United States. OFAC and the U.S. banking
requlatory agencies require U.S. financial institutions to cooperate and comply with the OFAC sarctions

reguiations (“OFAC sanctions”).

We do nof issue cards and prohibit use of our cards in any country_against which the United States has
imposed sanctions. A list of sanctioned countries, as well as information about sanctions, is available on the
U.S. Depariment of the Treasury website: treas. gov/offices/enforcement/ofac.
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MASTER COMMERCIAL CARD AGREEMENT

Version 2.0

This Master Commercial Card Agreement, which is comprised of the Master Temms together with any exhibits and Local Schedules attached thereto,
as amended, suppiemented or replaced from time to time (the “Master Agreement”), is made and entered into as of [ , 20__] (the
“Effective Date”) and sets forth the terms and conditions under which JPMorgan Chase Bank, N.A. or one or more of its Affiliates (“Bank”) shall
provide commercial card services to [ ("Client”) who executes this Master Agreement and/or one or more of such Client's Affiliates. Client
and Bank may be referred to in this Master Agreement individually as “Party” and collectively as the “Parties”. For good and valuable consideration,
the receipt and sufficiency of which are hereby acknowledged, and intending to be legally bound hereby, Client and Bank hereby agree as follows:

MASTER TERMS

1. Definitions
Each capitalized term used in this Master Agreement shall have the following defined meanings set farth below or as otherwise set forth hereln.
Access Code means the user identification code and password assigned to Authorized Users.
Account means each account established in the name of Client pursuant to the Master Agreement.
Affiliate means an entity controlling, controlled by, or under common control with, directly or indirectly, a Party to these Master Terms. For this
purpose, one entity “controls” another entity if it has the power to direct the management and policies of the other entity {for example, through the
ownership of voting securities or other equity interest, representation on its board of directors or other governing body, or by contract).
Applicable Law means for any country, all federal, state, provincial and local laws, statutes, regulations, rules, executive orders, supervisory
requirements, licensing requirements, export requirements, directives, circulars, decrees, interpretive letters, guidance or other official releases of
or by any government, any authority, department or agency thereof, or any regulatory or self-regulatory organization such as the European
Union, that apply to a Party’s obligations under the Master Agreement.
Authorized Approver or Authorized Sigher means an individual(s) designated by Client ta have authority over the Program.
Authorized User means an individual designated by Client to access Account and Transaction data and reports.
Business Day means a day on which Bank is open for business as identified in the applicable Local Schedule.
Card means a Network-branded card that is issued to Cardholders by the Bank upon the request of the Client and approval by the Bank, and
includes any plastic card bearing @ card number and accounts and card numbers wiihi 110 associated plasiic card, which inciudes Singie-Use
Accounts.
Card Request means a written or electronic transmittal from Client, requesting Bank to issue a Card(s).

Cardholder means: (A; an individual in whose name & Card is issued, and (B) any person or entity authorized by Client or named Cardholder to
use a Card.

Cardholder Agreement means documentation provided by Bank to Client or Cardholder governing use of a Card by such Cardholder.
Cardhoider Credit Limit means the maximum spending limit established in relation to a Cardholder.

Corporate Liability means Client is solely fiable for the Transactions, subject to the Master Agreement and any Cardholder Agreement.
Credit Card Network or Network means either MasterCard International, Inc. or Visa U.S.A., Inc.

Credit Limit means the maximum spending limit established for Client in connection with the Program.

Cycle means the monthly period ending on the same day each month or, if that day is not a Business Day, then the following Business Day or
preceding Business Day, as systems may require, or such other pericd as Bank may specify.

Effective Date means the date indicated as such on the introductory paragraph.

Fraudulent Transactions means transactions made on a Card by a person, other than Client or Cardholder, who does nat have actual, implied
or apparent authority for such use, and which Cardholder or Client receives no direct or indirect henefit.

Joint and Several Liability means Client and Cardholder are jointly and severally liable for the Transactions, subject to the Master Agreement,
and the Cardholder Agreement.

Local Schedule means a schedule to these Master Terms which sets forth the terms and conditions applicable to the commercial card Programs
provided to Client in & particular geographic region or country.
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Marks means the name, trade name, and all registered or unregistered service marks of Client, the Network and Bank.

Program means the commercial card system composed of Accounts, Card-use controls, reports to facilitate purchases of and payments for
business goods and services, and refated services, all as established in connection with the Master Agreement.

Program Administrator means an individual or individuals authorized by Client to perform administrative and security functions in connection
with the Program and System.

Single-Use Account means a one-time virtual card number generated for a single transaction.

Systems means the systems through which Client can access Account and Transaction data and reports.

Tax means any tax, levy, impost, duty or other charge or withholding of a similar nature (including any related penalty or interest).

Tax Deduction means a deduction or withhelding for or on account of Tax from a payment under the Master Agraement.

Transaction means a purchase, a cash advance, fees, charges or any other activity charged to an Account in respect of a Card.

2. Certain Bank Services

A,

o

Subject to prior financial, risk management and compliance approvals by Bank, Bank shall establish Accounts in the name of Client and,
where applicable, issue Cards to employees and authorized representatives of Client who are approved by Bank and are designated and
authorized by Client to incur legitimate business expenses on Client's behalf, Any balance outstanding associated with an Account for
which a corporate liability waiver is requested shall become immediately due and payable,

Extension of Program. Upon Client's submission &f a request from tima (o time Iii the form required by Bank aid following Bank's
agreement to do so, Bank will extend Program to Client's Affiliates.  Client is responsible as principal obligor for all obligations under the
Master Agreement (including, without limitation, as principal obligor with respect to all payment and other cbligations as the same relate to
its Affiliates and their respective Cardholders and waives any deferices or offsets available ta such Affiliates). Client shall cause each of its
Affiliates and their respective Cardholders to cornply with the Master Agreement.

Notwithstanding the foregoing, Bark shall not be obligated to provide any Account to Client or any Client Affiliate or any Card to an
employee or authorized representative of Client or any Client Affiliate or to process any transactions in violation of any limitation or
prohibition imposed by Applicable Law, including, but not limited to, the regulations issued by the U.S. Department of Treasury's Office of
Foreign Assets Control (“OFAC™). '

Supplier Recrultment. Supplier recruitment is an optional recruitment campaign comprising of certain services provided by Bank (such
services collectively, “Supplier Recruitment”) in connection with certain products. Should Supplier Recruitment be requested, Client shall be
deemed to have accepied and agreed to the following terms of use. Client will follow Bank suggested best practices in effect including, but
not limited to, requiring or strongly suggesting supplier participation; reaching out to strategic suppliers to encourage recruitment;
considering payment acceleration for participants and extending payment terms for non-participants; having internal resources available to
address weekly recruitment needs; providing complete and accurate supplier information such as supplier name, remittance address,
contact name, phone number, and email addresses. “Supplier Data Enrichment” is"a particular Supplier Recruitment service provided by
Bank should Client not have contact information available to provide to Bank. Supplier Data Enrichment entails Bank utilizing internal and
external tools to obtain supplier contact information to provide to Client througheut Supplier Recruitment. Bank will use commercially
reasonable efforts to validate supplier contact with supplier information provided by Client. Client is solely responsible for validating Bank
obtained -supplier contact information prior to issuing payment to that supplier. Client acknowledges that supplier contact information is
accurate once payment has been issued. Bank reserves the right 1o refuse or discontinue recruitment andfor data enrichment services at
any time. Furthermere, Client, on its behalf and on behalf of cach of its affillates and related persons, (i) releases and forever discharges
Bank and each of its affiliates and related persons, from any and all past, present and future claims, losses, liabilities, abligations,
expenses, attorney or other fees, suits, debts, liens, contracts, agreements, promises, demands and damages, of any nature whatscever,
known or unknown, suspected or unsuspected, fixed or contingent (collectively, “Claims”) that Client or any of its and each of its affiliates
and related persons ever had, now has, or hereafter may have against Bank and each of its affiliates and related persons, arising out of or
related 1o, Supplier Data Enrichment, and (i) agrees to indemnify, defend, release and hold Bark and ali of and each of its affiliates and
related persons hammiess from any and all Claims arfsing under clause (i) from Client suppliers.

Receipt Image Services. For purposes of this section, "Receipt Image Services” means the services provided by Bank to allow Client the
ability to fax andfor upload and maintain image(s} of receipt(s) on the System, and*Receipt Image(s)” means an image of a receipt
produccd by & Transaction through use of Accounts and maintained on the System by Bank. Bank will receive, siore, and make Recelpt
lmages available to Client through use of the System. in order for Bank to make Receipt Images available through the System, Client shall
first fax and/or upload to the System images of Client's receipts through use of its own devices. Client is responsible for verifying the
accuracy of the image of its receipts and any other information uploaded and entered into the System. Client shall ensure that the
information contained in the image of the receipt accurately reflects the applicable Transaction. Bank will then make the Receipt Image
available online through the System for a maximum of twenty-four (24) months (“System Irhage Accessibility Period”). The System Image
Accessibility Period includes the month of the Transaction Date. Bank may, in its sole and absolute discretion, reject Receipt Images
provided by Client to be posted on the System. In addition, Bank may suspend Client’s use of the Receipt Image Service at any time
without prior notice {o Client.

3. Obligations of Client

Page 2 of 12



In connection with the Program, Client shall:

A,

Ll

Submit Card Reguests in the form and via the method required by Bank. Client shall not give, nor cause or permit to be given, any Card to a
Cardholder before the Cardholder application process defined by Bank is completed.

Notify each Cardholder at the earliest opportunity: (i) that Cards are to be used only for Client’s business purposes; (i) of the Cardholder
Credit Limit and any other applicable limit; (jii} of Bank suspending a Card or refusing to issue any further Cards, closing an Account, or
ending the Cardholder Agreement; (iv) of revisions to any guide to the use of Cards (if applicable); and (v} of the extent, if any, to which
Bank will provide Transaction and Account information to third parties at Client’s request.

Use commercially reasonable effoits: (i) to safeguard Accounts using reascnable security procedures; (ii) where applicable, to maintain, a
process ensuring timely and accurate reimbursement of all Transactions to its Cardholders; (jii) not to exceed the Credit Limit; (iv) to collect
and destroy any Cards which are no longer required; and (v} to the extent that Cardholder Agreements and Cardholder documentation are
provided, cause Cardhelders to comply with the Cardholder Agreements and Cardholder documentation.

if not previously provided by Bank, provide to each actual and prospective Cardholder, in accordance with Bank's instructions, Cardholder
documentation supplied by Bank.

Immediately notify Bank: (i} of any Card or any Account which is no longer required; and (i) by phone of any Card that Client knows or
suspects has been lost, stolen, misappropriated, improperly used or compromised. In connection with Client's notifications obligations
described herein and notwithstanding anything to the contrary contained in these Master Terms:

i. Liability for Fraudulent Transactions Following Notification. Client shall not be liable for any Fraudulent Transactions made on a
Card under any Account after the effective time of such notification to Bank of such Fraudulent Transaction.

il. Liability for Fraudulent Transactions Prior to Notification. Subject to the terms and conditions contained in subsection (iii) below,
Client shall not be liable for Fraudulent Transactions made on 2 Card under any Account prior to the effective time of such
notification to Bank of such Fraudulent Transactions.

fit. Bank reserves the right, in its sole and absolute discretion, to hold Client liable for Fraudulent Transactions should Bank determine
that, subsequent to implementation of Client’s Program and at the time that the Fraudulent Transaction occurred, Client failed to
operate its Program In accordance with the following fraud reduction requirements:

a.  Client must block required high risk merchant category codes (“MCC's™) identified by Bank and presented to Client;

b. Client must maintain reasonable security precautions and controls regarding the dissemination, use and storage of
Account and Transaction data; and

c. Client must comply with all other reguirements as Bank may reasonably require from time to time.

If Ciient fails to comply with its obligations described in this subsection (jii), and Bank determines Client to be liable for Fraudulent
Transactions, Bank will either: {1) invoice Client for the amount of such Fraudulent Transaction minus any amounts collected, or
(2) deduct the amount of such Fraudulent Transaction amount from Client's rebate.

Notify Bank of any Transaction that Client dispuies as soon as practicable after the iast day of the Cycie during which such ‘Transaction is
charged to Client, and in any event within sixty (60} days of such day. Client shall use commercially reasonable efforts to assist in obtaining
reimbursement from a merchant. Client or, subject to any Cardholder Agreement and in the case of Cards under any Joint and Several
Liability Accounts, the Cardholder, shall not be relieved of liability for any disputed Transaction if the charge-back is rejected in accordance
with the applicable Networl’s charge-back policy. Bank shall not be liable to Client where notice is received after such sixty (60) day period
unless specified in a Local Schedule. Client shall not make a claim against Bank or refuse to pay any amount hecause Client or the person
using the Card may have a dispute with any merchant.

Provide any required notification or obtain authorization under applicable privacy or data protection legislation.

Unless previously provided to Bank, obtain and provide to Bank such information as Bank may reasonably request, for the purposes of
investigating the identity of an actual or prospective Cardholder or Client or the identity or financial condition of Client, evidencing authority
for Card Issuance requests, and assisting in any review of Bank by a regulator with relevant jurisdiction. Any information provided by Client
to Bank shall be, to the best of Client’s knowledge, information and belief, accurate and complete in all material respects.

Make payments for aii Transactions posted to Accounts no iater than ihe payment daie {the Payment Date), as specified in the periodic
statement. In the event that Client makes payments other than as contemplated by the periodic statement, Bank may require, and Client
shall provide, such documentation as reasonably required by Bank to reconcile such payments to the amounts stated as due in the periodic
staternent by the Payment Date. Any amount due which is not received by the Payment Date shall be subject to the late fees and
delinquency fees as set out Exhibit 1 to the Master Terms. If collection is initiated by Bank, Client shall be liable for payment of Bank’s
reasonable attorneys’ fees and other costs and expenses of collection.

In the case of Corporate Liability Programs, be solely liable for all Transactions and Client's obligations shall be enforceable regardless of
the validity or enforceability of a Cardholder's obligations. In the case of any Joint and Several Liability Account, Client shall pay Bank,
within ten (10} days of written notice, for any Transactions not paid by a Cardholder within one hundred and twenty (120) days of the first
billing in respect of the relevant Transaction.
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K. Unless otherwise provided to Bank, provide Bank with such financial statements and other related information annually, or as otherwise
requested by Bank in form and in such detail as Bank may reasonably request.

L. Use commercially reasonable efforts to ensure that such applicants to whom it requests Bank to issue Cards and whom Client authorizes to
use the Cards are.not identiffied on & prohibited government sanctions list, or otherwise subject to a sanctions program applicable to Clignt.

Credit Limits and Certain Bank Rights

A. Bank may establish a Credit Limit and Cardholder Credit Limit and may establish other limits from time-to-time. The establishment of a limit
does not prevent such limit from being exceeded and, subject to the Master Agreement, Client is respansible for all amounts including such
amounts that exceed a limit.

B. Bank may at any time: (i) increase or decrease any Credit Limit or the Cardholder Credit Limit or any other limit in connection with any Card
or any Account or the Program; (i) refuse to authorise Transactions; (jii) vary the payment terms, or require the provision of security or
additional security; (iv) suspend or terminate any Card or any Account; (v) decline to open any Account; or issue any Card or {vl) require
MCC authorization restrictions in connection with a Program; (vil) apply or offset any credit balance hereunder to the payment when due of
any amount owing under this Master Agreement; (viii) offset any obligation of Client to Bank under this Master Agreement or otherwise
against any obligation Bank owes to Client.

System Access

A. Bank shall provide Client with password-protected access to Systems through use of an Access Code. Bank shall assign an initial Access
Code to the Program Administrator who shall create and disseminate Access Codes to Authiorized Users.

B. Client shall adhere to security procedures, terms and conditions provided by Bank regarding the System as set forth herein. Client agrees
that any access, Transaction ar business conductad using an Access Code is presumed by Bank to have been in Client's name for Client's
benefit.

C. Except for unauthorized use by a Bank employee, Client is solely responsible for the genuineness and accuracy of all instructions,
messages and other communications received by Bank via the System. Bank may rely and act upon all instructions and messages which
are issued with Access Codes, without making any further verification or inquiry.

D. Bankis authorized to rely upon any written instruction that designates an Authorized Signer until the autherity of any such Authotized Signer
is revoked by Client by written instruction to Bank, and Bank has reasonable opportunity to act on such instruction,

E. From time to time, Bank may suspend the System when Bank considers it necessary to do so (including, without limitation, for maintenance
or security purposes). Bank will use reasonable efforts to provide Client with notice prior to the suspension.

Representations and Warranties

Each Party represents, warants and covenants that it will comply with Applicable Laws in connection with the perfarmance of its obligations
under the Master Agreement. Each Party represents and warrants that this Master Agreement constitutes a legal, valid and binding obligation
enforceable in accordance with its terms, and that execution and performance of the Master Agresment: (A} does not breach any agreement of
such Party with any third party, {B) does rot violate any law, rule, or regulation, or any duty arising in law or equity applicable to i, (C) are within
its organizational powers, and (D) has been authorized by all necessary organizational action of such Party and validly executed by a person(s)
authorized to act of behalf of such Party. Client also represents, warrants and covenants that it will use its commercially reasconable efforts to
ensure that the Accounts and the Cards shall only be used for Client's business purposes. Client also represents and warrants that it will use
commercially reasonable efforts to ensure that such applicants to whom it requests Bank to issue Cards to and whom Client authorizes to use the
Cards/Accourts are not identified on a prohibited government sanctions list, are not located or resident in a sanctiohed country, or otherwise
subject to a sanctions program applicable to Client. Bank reserves the right to terminate the Master Agreement andfor cancel any of the
Accounts at any time if Bank determines that a Card has been issued to a person residing in a sanctioned jurisdiction or where the Cardholder's
narne, or the name of an individual authorized to use a Card/Account, appears on a government. sanctions list appiicable to Client or
Bank. EXCEPT AS SET FORTH IN THESE MASTER TERMS OR IN ANY LOCAL SCHEDULE, NEITHER PARTY MAKES ANY OTHER
REPRESENTATIONS AND WARRANTIES WHETHER EXPRESS OR IMPLIED INCLUDING THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Fees and Charges

Bank may change the fees and charges payable by Client af any time, provided that Bank notifies Client &t loast thirty {20} days prior to the
effective date of the change or such other period as is specified in the applicable Local Scheduls. Bank's periodic statements represent the
official record of amounts due and owing by Client to Bank regardless of the method(s) by which Client elects to recelve invoice information from
Bank (e.g., in electronic form, mappers or other methods). Client acknowiedges that it has an obligation to verify and reconcils its payment
obligations to Bank’s pericdic statements.

Term and Termination
A.  This Master Agreement shall commence as of the Effective Date and continue in full force and effect for a period of I {__) years

unless otherwise terminated in accordance with the terms of this Section 8. Thereafter this Master Agreement shall automatically renew for
successive one-year terms unless earlier terminated as set forth herein.
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10

B. Either Party may terminate this Master Agreement for any or no reason upon sixty (60) days prior written notice to the other Party.

C. Either Party may terminate this Master Agreement immediately upon the occurrence of one or more of the following events: (i) the other
Party's violation of Applicable Law, (i} the liquidation, insolvency or dissolution of the other Party, (iii) the voluntary or involuntary filing of
bankruptcy proceedings or similar proceedings with respect to the business of the other Party, or (iv) with the exception of a payment
obligation, a Party’s breach of a material obligation under this Master Agreement that is not cured within thirty (30) days following receipt of
notice of the breach from the non-breaching Party.

D. In addition, Bank may immediately {(a) terminate this Master Agreement, {b) terminate one or more services provided for in this Master
Agreement, and/or (¢} terminate one or more Cards upon the occurrence of one or more of the following events: (i) Client fails to remit any
payment in accordance with the terms of this Master Agreement, (i) there is a default by Client or its parent, subsidiary or affiliate in the
payment of any debt owed to Bank or a Bank-related entity under any other agreement, (ili} there is a material adverse change in the
business, operations or financial condition of Client, or (iv} any representation or warranty made by the Client or any financial staternent or
certificate furnished to Bank, shall prove to be inaccurate, false or misleading in any material respect when made.

E. This Master Agreement shall terminate immediately upon the termination of all Accounts issued pursuant to this Master Agreement.

F. Inthe event of termination of this Master Agreement by Bank in accordance with Section 8.C or Section 8.D above, Client shall immediately
pay all amounts owing under the Master Agreement, without set-off or deduction.

G. Inthe event of termination of this Master Agreement for any reason other than by Bank in accordance with Section 8.C or 8.D above, Client
shall pay all amounts due and owing under this Master Agreement in accordance with the settlement terms of the Program, without set-off or
deduction.

H.  Upon termination of this Master Agreement for any reason, Client shall promptly destroy all physical Cards furnished to Cardholders.
i.  Client (upon notice tn Rank) may suspend or terminate any Account or any Card under any Account at any time and for any reason.

J.  Sections 3, 4, 5, 6, 8., 9, 10, and 11 of these Master Terms shall survive the termination of the Master Agreement or any Local Schedule.
Notwithstanding anything to the contrary contained in this Section 8, the provisions of these Master Terms shall remain in effect until all
Cards and Accounts have been cancelied.

Limitation of Liability

A. Subject to Section 9.8 below, Bank shall be liable only for Client’s actual damages which Client suffers or incurs as a direct result of Bank's
negligence or wilful misconduct and shall not be liable for any other loss or damage of any nature.

B. TO THE MAXIMUM EXTENT PERMITTED BY LAW, IN NO EVENT SHALL EITHER PARTY BE LIABLE TO THE OTHER UNDER ANY
THEORY OF TORT, CONTRACT, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE THEQRY FOR ANY EXEMPLARY, PUNITIVE,
SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OR THE LIKE, INCLUDING, WITHOUT LIMITIATION, LOST
PROFITS, EACH OF WHICH ARE EXPRESSLY EXCLUDED BY AGREEMENT OF THE PARTIES HEREIN REGARDLESS OF
WHETHER SUCH DAMAGES WERE REASONABLY FORESEEABLE AND WHETHER EITHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

Confidentiality

Except as expressly provided in the Master Agreement, all information furnished by either Party in connection with the Master Agreement, the
Program or Transactions shall be kept confidential. The foregoing obligation shall not apply to information that: (A) is already lawfully known
when received without an obligation of confidentiality other than under this Master Agreement, (B} is or becomes lawfully obtainable from other
sources who are not under a duty of confidentiality, (C) is in the public domain when received or thereafter enters the public domain through no
breach of this Section; (D) is developed independently by the receiving Party without use of the disclosing Party’s confidential information; (E) is
in an aggregate form non-attributable to the disclosing Party; (F) is required to be disclosed to, or in any document filed with, the U.S. Securities
and Exchange Commission (or any analogous body or any registrar of companies or other organizations in any relevant jurisdiction), banking
regulator, or any other governmental agencies, (G) is required by Applicable Law to be disclosed and notice of such disclosure is given (when
legally permissible) to the disclosing Party, or {H) may be disclosed as provided in the Cardholder Agreement or other Cardholder-related
docurnentation. Motice under (G), when practicable, shall be given sufficiently in advance of the disclosure to permit the other Party to take legal
action to prevent disclosure. - Bank may exchange (and Client insofar as necessary hereby consents to such exchange) Client and {to the extent
authorized) Cardholder confidential information with Affiliates. Bank may also disclose confidential information to service providers in connection
with Bank's provision of Program services; provided, that the service providers comply with the terms of this Section 10.

11. Miscellaneous

A. Except as otherwise mutually agreed, neither Party shall use the Marks of the other Party without its prior written consent. If Client elects to
have its Marks embossed on the Cards or provide them to Bank for other uses, Client hereby grants Bank a non-exclusive limited licence to
use the Marks for the foregoing purposes.

B. if any provision of this Master Agreement is found by an arbitrater or court of competent jurisdiction to be unenforceable, such provision shall
not affect the other provisions, but such unenforceable provision shall be deemed modified to the extent necessary to render it enforceable,
preserving to the fullest extent permissible the intent of the Parties set forth in this Master Agresment. The failure of either Party herete to
enfarce any right or pursue any remedy hereunder shall not be construed to be a waiver thereof.
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C. Bank and Client will at all times be independent contractors. In furtherance thereof and of the parties’ mutual interests in this Master
Agreement, no third party will be deemed an intended or unintended beneficiary of this Master Agreement. This Master Agreement is
enforceable only between the parties hereto and shall not be subject to any actual or implied right or  obligations of, ar commitment to, any
third party without the pricr written consent of Bank.

D. In the regular course of business, Bank may monitor, record and retain telephone conversations made or initiated to or by Bank from or to
Client or Cardholders.

E. This Master Agreement shall be binding upon and inure to the benefit of Client and Bank and their respective successors and permitted
assigns. This Master Agreement, or any of the rights or obligations hereunder, may not be assigned by Client without the prior written
consent of Bank.

F. This Master Agreement constitutes the entire agreement between the Parties with respect to its subject matter and supersedes all prior or
contemporaneous proposals, understandings, representations, negotiations, and agreements of any kind, whether written, oral, expressed
or implied, relating to the subject matter thereof. This Master Agreement may be amended or waived, subject to Applicable Law, only by
notice to Client in writing from Bank.

G. This Master Agreement may be signed in one or more counterparts, each of which shall be an original, with the same effect as if the
signatures were upon the same document. Facsimile signatures shall have the same force and effect as the original.

H. If applicable, to the extent that Client would have been able to claim sovereign immunity in any action, claim, ‘'suit or proceeding brought by
Bank, Client irrevocably waives and agrees not to ¢laim such immunity.

I Unless Client provides Bank with a valid applicable exemption certificate or other proof of exemption, Client will pay or reimburse Bank upon
demand for any taxes, levies, imposts, deductions, charges, stamp, transaction and other duties and withholdings {together with any related
interest, penalties, fines, and expenses) in connection with the Master Agreement, any Account or any Transactions, except If imposed on
the overall net income of Bank. If a Tax Deduction i raquired by law, the amount of the payment due to Bank froim Client will be increased
to an amount which (after making the Tax Deduction} leaves an amount equal to the payment which would have been due to Bank if no Tax
Deduction had been required.

J. Neither Bank nor Client shall be liable for any loss or damage to the other for its failure to perform or delay in the performance of its
obligations under this Masier Agreement, if such non-performance or delay is caused directly or indirectly by an act of God, act of
governmental authority, de jure or de facto, legal constraint, war, terrorism, catastrophe, fire, flood or electrical, computer, mechanical or
telecommuriications failure, or failure of any agent or corespondent, or unavailability of a payment system, or other natural disaster or any
cause beyond its reasonable control,

K. Any disputes between the Parties hereto concerning this Master Agreement shall be governed by and construed in accordance with the laws
of the State of New York without regard to choice of law provisions thereof. TO THE EXTENT PERMITTED BY APPLICABLE LAW, EACH
PARTY HEREBY WAIVES ANY AND ALL. RIGHT TO A TRIAL BY JURY IN ANY ACTION OR PROCEEDING OF ANY KIND ARISING
OUT CF, BY REASON OF, OR RELATING TG THIS MASTER AGREEMENT, THE INTERPRETATION THEROF CR TO ANY
TRANSACTIONS HEREUNDER. THIS WAIVER IS KNOWINGLY, WILLINGLY AND VOLUNARILY MADE BY THE PARTIES.

L. Client acknowledges that Bank prohibits the use of Cards under any Accounts to conduct transactions (including, without limitation, the
acceptance or receipt of credit or other receipt of funds through an electronic funds transfer, or by check, draft or similar instrument, or the
proceeds of any of the foregoing) that are related, directly or indirectly, to unlawful internet gambling. The term "unlawful internet gambling,”
as used hers, shall have the meaning as set forth in 12 C.F.R. Section 233.2(bb).

M. Al notices and other communications required or permitted to be given under these Master Tenms shall ba in writing except as otherwise
provided herein, and shall be effective on the date on which such notice is actually received by the Party to which it is addressed. All notices
shall be sent to the address set forth below or such other address as specified in a written form from one Party to the other,

To Bank:
JPMorgan Chase Bank, N.A.
300 South Riverside Plaza
Mail Code IL1-0199
Chicago, IL
UNITED STATES
Attn: Commercial Card Contracts Manager

To Client: L.

L
Aftn: [

N. If any credit arises on an Account in respect of a Card (for example as a result of a duplicate payment, merchant refund or refund for a
disputed transaction), Bank will apply the credit to offset any amount owed to Bank, either then or at any later ime, under this Master
Agreement. Bank may at its option pay it to the relevant Cardholder or the Client using any method chosen by Bank.
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N WITNESS WHEREOGF, the Parties have caused these Master Terms to be executed by their duly authorized representatives as of the Effective
Date.

JPMORGAN CHASE BANK, N.A.

By

Name

Title

Client Authorization: The undersigned is an officer, member, manager, directar, managing partner, or general partner {or person authorized to
represent the foregoing), as applicable, of Client, authorized to bind Client to enter into and to perform its obligations under this Master Agreement.
The undersigned certifies to Bank that the governing body of Client has adopted resolutions or other appropriate and binding measures authorizing
Client to enter into and perform its obligations under this Master Agreement and that those resolutions or other appropriate and binding measures
were: (a) adopted in accordance with, as applicable, all requirements of law and Client's organizational or constituent documents, (b) have been
entered into the minute books or company records of Client, and (¢} are now in full force and effect. Client shall provide to Bank immediately upon
demand conclusive evidence of the authorizations described above.

CLIENT

By

Name

Title

Note: The legal name of any member, managing member or general partner who is signing but is not an individual person must appear in the
signature block.

Client Attestation: The undersigned officer, member, manager, director, managing partner, ar general partner (or person authorized to represent the

regoing) of Client, hereby certifies that the individual signing above on behalf of Client has been duly authorized to hind Ciient and to enter into and
~erform its obligations under this Master Agreement and that the person signing above on behalf of Client, whose execution of this Master Agresment
was witnessed by the undersigned, is an officer, member, manager, director, managing partner, or general partner (or person authorized to represent
the foregoing) of Client possessing authority to execute this Master Agreement. Client shall provide to Bank immediately upon demand conclusive
evidence of the authorizations described above.

By

Name

Title

Note: The person signing the attestation shall be someone different from the person signing above on behalf of Client.
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“XHIBIT 1 to the Master Terms
INCENTIVES & FEES
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-OCAIl. SCHEDULE FOR THE UNITED STATES

This

Local Schedule for the United States (“U.S. Schedule”) sets forth the terms and conditions that will apply to Bank's establishment of Accounts in

the name of Client and/or one or more Client Affiliates and issuance of Cards to its and their respective employees and authorized representatives in
the United States. This U.S. Schedule is made a part of and incorporated into the Master Terms as though fully set forth therein. If a provision of this

U.s.

Vi

ViL

Schedule conflicts with the Master Terms, the provision of this U.S. Schedule will prevail,

Overview

Bank shall issue Cards under the Program in the United States (“U.S. Program”) in United States Dollars, and Cllent may participate in the U.S.
Program subject to the terms of this U.S. Schedule.

Definitions

Capitalized terms used but not defined in this U.S. Schedule will have the meanings given to them in the Master Terms. For purposes of thig
U.8. Schedule, the following terms shall be defined as set forth below:

Business Day means a day on which Bank and Federal Reserve Banks are open for business.

International Transaction means any Transaction that is made in a currency other than U.S. dollars or'is made in U.S. dollars outside of the
United States of America.

Certain Additional Terms

Client represents and warrants that the Cards and Accounts to be issued and established under this U.S. Scheduls are substitutes for accepted
cards and accounts, or will be sought and issued only in response to written requests or applications for such Cards or Accounts. Client shall
retain such applications {paper or electronic) for any Card when such application is not provided to Bank, for & period of twenty-five (25) months
after the application has been received and acted upon.

Fees and Incentives

The fees and charges and incentives (if any) related to this U.S. Schedule are set forth on Exhibit 1 to the Master Terms,

Notices

All notices and other communications required or permitted to be given under this U.S. Schedule shall be in writing, except as otherwise provided
herein, and shall be effective on the date on which such notice is received by the party to which it is addressed. All notices shall be sent to the
address get forth below or such other address as specified in a written form from one party to the other.

To Bank: JPMorgan Chase Bank, N.A.
300 South Riverside Plaza
Mail Code IL1-0199
Chicago, IL
UNITED STATES
Attn: Commercial Card Contracts Manager

To Client: i
r_

L _

Aty
International Transactions and Fees
If an International Transaction is made in a currency other than .S, dollars, the applicable Network will convert the Transaction into U.S. dollars
using its respective currency conversion procedures. The exchange rate each Network uses to convert currency is a rate that it selects gither
from the range of rates available in the wholesale currency markets for the applicable processing date (which rate may vary from the rate the
respective entity itself receives), or the government-mandated rate in effect on the applicable processing date. The rate in effect cn the
applicable processing date may differ from the rate on the date when the International Transaction occurred or wihen the Card was used. Bank

reserves the right to charge an International Transaction Fee, as specified herein. The international Transaction fee will be calculated on the
U.S. dollar amount provided to Bank by the Network,

Governing Law

This U.8. 8chedule and any matters arlsing out of or in relation to this U.S. Schedule shall be governed by and construed in accordance with the
laws of the State of New York without reference to the principles of conflicts of that State.
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-OCAL SCHEDULE FOR CANADA

This Locat Schedule for Canada (“Canada Schedule”) sets forth the terms and conditions that will apply to Bank's establishment of Accounts in the
name of Client and/or one or more of Client Affiliates and issuance of Cards to its and their respective employees and authorized representatives in
Canada. This Canada Schedule is made a part of and incorporated into the Master Terms as though fully set forth therein. If a provision of this
Canada Schedule conflicts with the Master Terms, the provision of this Canada Schedule will prevail.

Hl.

vl

Qverview

Bank shall issue Cards under the Program in Canada (“Canada Program”} in Canadian Dollars, and Client may participate in the Canada
Program subject to the terms of this Canada Schedule.

Definitions

Capitalized terms not otherwise defined in this Canada Schedule have the same defined meanings as set forth in the Master Agreement. For
purposes of this Canada Schedule, the following terms shall have the following meanings:

Business Day means a day other than a Saturday, Sunday or legal holiday on which Bank is open for businass in Toronto, Ontario.

International Transaction means any Transaction that is made in a curency other than Canadian dollars or Is made in Canadian dollars outside
of Canada.

Schedule of Fees means a list of the fees and finance charges that may be charged to the Accounts.

Additional Client Obligations

In connecfion with the Program, Client: (A) shall initially provide Bank with a Card Request for the number of Cards it desires in connection with
the Program; (B) confirms that it has obtained and shall obtain the written consent of any existing or proposed Cardholder to permit Bank to
investigate the identity of said Cardholder by obtaining, verifying, recording, using and potentially disclosing personal identifying infermation and,
if reasonably necessary, obtain such infermation from third parties; (C) shall co-operate with Bank in all efforts to obtain and verify any personal
information in respect of Cardholders required by applicable law and take all such action and provide all such information and documents as may
be reasonably requested by Bank to comply with any legisfation, guidance or regulation applicable to Bank.

Fees and Incentives

The fees and charges and incentives (if any) related to this Canada Schedule are set forth on Exhibit 1 to the Master Terms.

Notices

Al notices and other communications required or permitted to be given under this Canada Schedule shall be in writing except as otherwise
provided herein, and shall be effective on the date on which such notice is recefved by the party to which it is addressed. Notices so given shall
be desmed accepted upon the earfier of (i) actual receipt by the party to which notice is given, or (ii) on the fifth (5th) day following mailing. All
notices shall be sent to the address set forth below or such viher address as specified in a written form from one party to the other.

To Bank: JPMorgan Chase Bank, N.A., Toronto Branch
200 Bay Street, Royal Bank Plaza
South Tower, Suite 1800
Taronto, ON
M5J 2J2
CANADA
Aftention: Commercial Card Product Manager

To Client: _
-
-
Attn: [

Service Providers

Client acknowledges that Bank outsources various services it provides in connection with the Accounts and the Cards to Affiliates and other
service providers outside of Canada. As such, Client acknowledges that personal information (including personal information of Cardholders)
may be processed outside of Canada and accordingly, subject to the legal requirements applicable in such foreign jurisdictions. Bank’s ability to
offer credit and perform its obligations in respect of the Cards and the Accounts will depend on the ability of its Affiliates and service providers to
perform the services in respect of the Cards and the Accounts which will, in turn, be subject to the laws of the foreign jurisdictions where those
Affiliates or service providers are located.
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VIil. Privacy

Each of Client and the Bank agrees to manage all personally identifiable information in accordance with the Personal information Protection and
Electronic Documents Act (Canada). Client agrees to cooperate with the Bank and to execute additional documentation andior implement
processes in relation to obtaining consents from its Employees in order to comply with the previous sentence.

VIll. Usury Laws

If any provision of this Canada Schedule would oblige Client to make any payment of interest or other amount payable to Bank in an amount or
calculated at & rate prohibited by law or would result in a receipt by Bank of interest at a criminal rate (as such terms are construed under the
Criminal Code (Canada)), then notwithstanding such provision, such amount or rate shall be deemed to have been adjusted with retroactive
effect to the maximum amount or rate of interest, as the case may be, as would not be so prohibited by law or so result in a receipt by Bank of
interest at a criminal rate, such adjustment to be effected, to the extent necessary, as follows: (A} firstly, by reducing the amount or rate of
interest required to be paid to Bank under this Local Schedule; and (B) thereafter, by reducing any fees, commissions, premiums and cther
amounts required to be paid to Bank that would constifute Interest for purposes of section 347 of the Criminal Code (Canaday); but in all
circumstances after taking into account and offsetting any incentive awards paid to Client. Notwithstanding the foregoing and after giving effect to
all adjustments contemplated thereby, if Bank recefves an amount in excess of the maximum permitted by the foregoing, then Client shall be
entitled, by notice in writing to Bank, to obtain reimbursement from Bank in an amount equal to such excess, and pending such reimbursement,
such amount shall be deemed to be an amount payable by Bank to Client. Any amount or rate of interest referred to in the foregoing shali be
determined In accordance with Canadian generally accepted accounting practices and principles as an effective annual rate of interest over the
term of this Canada Schedule on the assumption that any charges, fees or expenses that fall within the meaning of “interest” (as defined in the
Criminal Code (Canada)) shall, if they relate to a specific period of time, be pro-rated over the period of time.

International Transactions and Fees

If an International Transaction is made in a currency other than Canadian dollars, the Network wili convert the Transaction into Canadian dollars
using its currency conversion procedures. The exchange rate the Network uses to convert currency is a rate that it selects either from the range
of rates available in the wholesale currency markets for the applicable processing date (which rate may vary from the rate the Network receives),
or the government-mandated rate, if any, in effect on the applicable processing date. The rate in effect on the applicable processing date may
differ from the rate on the date when the International Transaction occurred or when the Card was used. Bank will charge an International
Transaction Fee as disclosed in the fee schedule attached hereto. The International Transaction Fee will be calculated on the Canadian dollar
amount provided by the Network. The same process and charges may apply if any International Transaction is reversed. The exchange rate
used by the Network may not be reflective of the exchange rate available to Client elsewhere.

Complaints
In the event that the Client wishes to register a cornpiaint regarding the Bank or ihe Program, the following escalation process shall apply:
A. The Client should contact Its relationship manager or other Bank contact for the Program, as applicable.

B. If after speaking with the relationship manager or other Bank contact for the Program, as applicable, the Client believes its concern remains
unresolved, i Client may contact the Bank's Ombudsman at the following address:

JPMC Ombudsman Office
Attention: Deputy Ombudsman
JPMorgan Chase Bank, N.A.
2220 Walkley Rd, Floor 1
Ottawa, On K1G 5L2

Fax: 1-877-919-3589

C. Ifthe Bank's Ombudsman is unable to resolve the concern to the satisfaction of the Client within 90 days of raising the complaint with the
Bank's Ombudsman, the Client has the right to refer its complaint to:

The Ombudsrnan for Banking Services and Investments
401 Bay Street

Suite 1505, P.O. Box 5

Taronio, Ontarfo M5H 2v4

Toll free telephone: 1-888-451-4519

Toll free fax: 1-888-422-2865

Toronto area telephone: 416-287-2877

Toronto area fax: 416-225-4722

E-mail: ombudsman@obsi.ca

Website: www.cbsi.cg

D. Ifthe Client has a complaint regarding the Bank, it may in addition file a written complaint with:

The Financial Consumer Agency of Canada
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6th Floor, Enterprise Building

427 Laurier Avenue West

Ottawa, ON K1R 1B9

Website: http:/iwww fcac-acfc.gc.caleng/

Xl. English Language

Bank and Client have expressly requested that this Canada Schedule and all related documents, in¢luding the Terms and notices, be drawn up in
the English language. Le Banque et le titulaire ont expressement demandes gue ce contrat et tout documents y afferent, y compris tout avis,
soient rediges dans la lange anglaise.

Xil. Governing Law

This Canada Schedule and any non-contractual obligations or matters arising aut of or in relation to this Canada Schedule shall be governed by
and construed in accordance with the laws of the province of Ontario and the federal laws of Canada applicable in the Province of Ontario.

Xll.Taxes
Any amount payable under this Canadian Schedule by Client is exclusive of any value added tax or any other Tax of a similar nature which might

be chargeable in connection with that amount. If any such Tax is chargeable, Client shail pay to Bank (in addition to and at the same time as
paying that amount) an amount equal to the amount of that Tax.
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wewo State of West Virginia 0000839
wes  YENDOR PREFERENCE CERTIFICATE

—ertification and application is hereby made for Preference in accordance with West Virginia Code, §5A-3-37. (Does not apply to
construction contracts). West Virginia Code, §5A-3-37, provides an opportunity for qualifying vendaors to request (at the time of bid)
preference for their residency status. Such preference is an evaluation method only and will be applied only to the cost bid in
accordance with the West Virginia Code. This certificate for application is to be used to request such preference. The Purchasing
Division will make the determination of the Vendor Preference, if applicable.

Application is made for 2.5% vendor preference for the reason checked:

Bidder is an individual resident vendor and has resided continuously in West Virginia for four (4) years immediately preced-
ing the date of this certification; or,

Bidder is a partnership, association or corporation resident vendor and has maintained its headquarters or principal place of
business continuously in West Virginia for four (4) years immediately preceding the date of this certification;

Bidder is a resident vendor partnership, assoclation, or corporation with at least eighty percent of ownership interest
of bidder held by another entity that meets the applicable four year residency requirement; or,

Bidder is a nonresident vendor which has an affiliate or subsidiary which employs a minimum of one hundred state residents
and which has maintained its headquarters or principal place of business within West Virginia continuously for the four {4)
years immediately praceding the date of this certification; or,

Application is made for 2.5% vendor preference for the reason checked:

Bidder is a resident vendor who certifies that, during the life of the contract, on average at feast 75% of the employees
waorking on the project being bid are residents of West Virginia who have resided in the state continuously for the two years
immediately preceding submission of this bid; or,

Application.Is made for 2.5% vendor preference for the reason checked:

Bidder is a nonresident vendor that employs a minimum of one hundred state residents, or a nonresident vendor which
has an affiliate or subsidiary which maintains its headquarters or principal place of business within West Virginia and
employs a minimum of one hundred state residents, and for purposes of producing or distributing the commodities or
completing the project which is the subject of the bidder’s bid and continuously over the entire term of the project, on
average at least seventy-five percent of the bidder's employses or the bidder's affiliate's or subsidiary's employees are
residents of West Virginia who have resided in the state continuousty for the two immediately preceding years and the
vendor's bid; or,

Application is made for 5% vendor preference for the reason checked:
Bidder meets either the requirement of both subdivisions (1) and (2) or subdivision (1) and (3) as stated above; ar,

Application is made for 3.5% vendor preference who is a veteran for the reason checked:
Bidder is an individual resident vendor who is a veteran of the United States armed forces, the reserves or the National Guard
and has resided in West Virginia continuously for the four years immediately preceding the date on which the bid is

submitted; or,

Application is made for 3.5% vendor preference who Is a veteran for the reason checked:

Bidder is a resident vendor who is a veteran of the United States armed forces, the reserves or the National Guard, if, for
purposes of producing or distributing the commodities or completing the project which is the subject of the vendor's bid and
continuously over the entire term of the project, on average atleast seventy-five percent of the vendor's employees are
residents of West Virginia who have resided In the state continuously for the two immediately preceding years.

7. Application is made for preference as a non-resident smail, women- and minority-owned business, in accor-
dance with West Virginia Code §5A-3-59 and West Virginia Code of State Rules.

D Bidder has been or expects to be approved prior to contract award by the Purchasing Division as a certified small, wemen-
and minority-owned business.

Bidder understands if the Secretary of Revenue determines that a Bidder receiving preference has failed to continue to meet the

requirements for such preference, the Secretary may order the Director of Purchasing to: (a) rescind the contract or purchase order:

or (b) assess a penalty against such Bidder in an amount not to exceed 5% of the bid amount and that such penalty will be paid to

the contracting agency or deducted from any unpaid balance on the contract or purchase order. '

By submission of this ceriilicate, Bidder agrees to disciose any reasonably requested information to the Purchasing Division and
authorizes the Department of Revenue to disclose to the Director of Purchasing appropriate information verifying that Bidder has paid
the required business taxes, provided that such information does not contain the amounts of taxes paid nor any other information
deemed by the Tax Commissioner to be confidential.

Bidder hereby certifies that this certificate is true and accurate in all respects; and that if a contract Is issued to Bidder
and if anything contained within this certificate changes during the term of the contract, Bidder will notify the Purchas-

g Division in writing immediately.

gidder: J.P. Morgan Chase Bank, N.A. Signed

Date: 4/6/2017 Title:

“Check any combination of preference consideration(s) indicated above, which you are entitled to receive.
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STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

MARDATE: Under W. va. Code §5A-3-10a, no contract or renewal of any contraci may be awarded by ihe state or any
of its political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or a ralated pariy
to the vendor or prospective vendor is a debtor and:(1} the debt owed is an amount greater than one thousand dollars in
ihe aggregate; or (2) ihe debtor is inemployer default.

EXCEPTION: The prohibition listed above does not apply where a vendor has contested any tax adminisiered pursuani to
chapter eleven of the W. Va. Code, workers' compensation premium, permit fee or environmental fee or assessment and
the matter has not become final or where the vendor has entered into a payment plan or agreement and the vendor is not
indefault of any of the provisions of such plan or agreement.

DEFIMITIONS:

"Debi” means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any of its
poliical subdivisions because of a judgment, fine, permit violation, license assessment, defaulied workers'
compensation premium, penalty or other assessment presently delinquent or due and required to be paid io the state
or any of its poltical subdivisions, ncluding any interest or additional penalties accrued thereon.

"Employer defauli™ means having an outstanding balance or liabilty to the old fund or to the uninsured employers'
fund 2r being i policy default, 25 defined nW.Va. Code § 23-2¢-2, failure to maintaih mandatory workers'
compensation coverage, or faiure to fully meet is obligations as a workers' compensation seff-insured employer. An
employer is not in employer default ff it has eritered into a repayment agreement with the nsurance Commissioner
and remains in compliance with the obligations under the repayment agreement.

"Related pariy” means a party, whether an individual, corporation, parinership, association, limited labitty
company or any other form or business associaiion or other entty whaisozver, related to any vendor by blood,
marriage, ownership or contract through which the party has a relationship of ownership or other interest with the
vendor so that the party will aciually or by effect receive or control a portion of the beneiit, proit or other
consideration from performance of a vendor contract with the party receiving an amount that meets or exceed five
percent of the total contract amount.

AFFIRMATION: By signing this form, the vendor's authorized signer afirms and acknowledges under
penally of law for false swearing (W. Va. Code §61-3-3} that Lased on lmowledoe, informaon, and befied
upon _dug inouiny neither vendor nor any related parly owe a debt as defined zbove and ihat neiner
veindor nor any related party are in employer default as defined above, unless the debt or employer
default is permited under the exception above.

WATHESS THE FOLLOWING SIGHNATURE:

Vendor's Name: \fﬂ O RGAN 644§£_M /\/.Id

Authorized Signaiur&%ﬂﬁw Date:Mia—/—.’—
[
State of ;’7 h (0

L

County of , to-wit: J .

- e TTRL h it f
Taken, subsmbed,amlsxmntobeforrnﬁz:hus_ ay of y 20" .
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J.P. Morgan Chase Bank, N.A.

1111 Polaris Parkway, Columbus, OH, 43240
i 314) 436-3055

FOR INFORMATION CONTACT THE BUYER
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ADDENDUM ACKNOWLEDGEMENT FORM
SOLICTTATION NO.: CRFP AUDI700000001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by
completing this addendum acknowledgment form. Check the box next to each addendum
received and sign below. Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

[ \A Addendum No. 1 [ ] Addendum No. 6
[ ] Addendum No.2 [ ] Addendum No.7
{ 1 Addendum No. 3 [ ] Addendum No. §
[ ] Addendum No. 4 [ ] Addendum No. 9
[ ] AddendumNo.5 [ 1 Addendum No. 10

Tunderstand that failure to confirm the receipt of addenda may be cause for rejection of this bid.
I further understand that that any verbai representation made or assumed to be made during any
oral discussion held between Vendor’s representatives and any state personnel is not binding.
Only the information issued in writing and added to the specifications by an official addendum

is binding.
TP ocan Chse Bk A4,

Company '

F Sud

Authorized Signature

drail I 017

Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document
processing



James A. LaFleur
Managing Director
Chief Technology Controls Officer

Rohan M. Amin
Managing Director
Chief Information Security Officer

JPMorgan Chase’s Program to Safeguard Customer Information and Provide a Secure
Information Technology Environment

Dear Valued Customer,

At JPMorgan Chase (JPMC), we are committed to safeguarding our customers’ data and have developed
arigorous program to do so. We are also committed to observing the data protection laws and
regulations in each of the jurisdictions in which we do business.

Our Information Security Program is designed to:

- Provide clear guidance regarding the protection of customer information;
Monitor our systems for threats to customer information;

- Provide security solutions that minimize the threat to customer information;
Help employees understand their responsibilities with respect to the protection of customer
information and the security of our systems;

- Expect our relevant third-party service providers to adhere to specific security policies and
standards, as well as regulatory obligations as applicable;
Address all customer notification and other requirements regarding information protection,

The Information Security Program is governed by the following principles:

- The foundation of the Program is a set of I'T Risk and Security Policies and Standards that
establish rules for safeguarding the JPMC IT environment.
The Program has oversight by the Global Technology Operating Committee and is managed by
a firmwide Global Technology Controls Committee, composed of representatives of each line of
business and relevant JPMC corporate functions.
The Program is reviewed and approved by the JPMC Audit Committee of the Board of Directors
on an annual basis,

- Our IT programs and processes are subject to reviews on an gngoing basis by JPMC internal
and external Auditors.

- The Program is subject to periodic inspections by regulatory authorities across the world in
countries where JPMC operates.

Copyright ® 2016 JPMorgan Chase & Co. All rights reserved. This document contains information that is
confidential and is the property of JPMorgan Chase & Co. It may not be reproduced, distributed or used,
1 in whole or in part, for any purpose other than as expressly authorized by JPMorgan Chase. All services JPMORGAN CHASE &OO
are subject to applicable laws, regulations and services terms. All trademarks, trade names and service
marks appearing herein are the property of their respective owners.



Areas of Focus

Key areas of the JPMC Information Security Program are:

1.

Cybersecurity Pregram

The cyber defense strategy is designed to ensure the security of the firm'’s IT infrastructure, as
well as coordinating firmwide response to security-related events via an integrated approach
across the bank and the external ecosystem. This strategy is designed to:

o Engineer security from the ground up to build a fortress foundation that provides
resiliency, which includes security embedded throughout the technology stack and
adapting security and controls to global business, regulatory and threat environments.

* Innovate strong security operations that are risk-based and intelligence-led, including
comprehensive insider and third-party threat protection.

o Fully engage the business and external ecosystem as cyber defense partners, and ensure
business awareness and preparedness through robust training and simulation, increasing
our reach through global partner engagement.

¢ Safeguard business data at all levels, by identifying and implementing protection
technology for information ieaving JPMC and within the firm - inciuding differential
protection for critical information assets and appropriate disposal of assets, media and
portable devices

The Firm’s Cybersecurity Program has comprehensive security policies, procedures and control
measures, which are designed to provide an enterprise-wide strategy to defend the bank, minimize
threats to customer information and ensure a stable and secure operating environment. The program
includes: Network & Email Security, Endpoint Security, Data Protection & Cloud, Application Security,
Vulnerability Reduction, Security Event & Incident Management, Digital Forensics, Fraud & Protect the
Client, and Data Management.

2.

identity and Access Management

The primary focus of the Identity and Access Management function is the institution of access
standards and controls across the firm’s infrastructure and applications, particularly those that
contain customer information. These controls are desighed to provide services to authenticate
users, permit authorized access, enforce consistent administration procedures, maintain
segregation of duties, and ensure timely changes through certification/termination/transfer
processes for firmwide information systems.

Resiliency Management

The Global Resiliency program is designed to provide an integrated firmwide resiliency
program aligned to our business strategy and principles, as well as the requirements of our
customers and clients globally. We do this by planning, preparing and testing:

* Providing continuity of client and customer services while protecting the firm’s employees
andl assets;
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» Engaging senior management on key aspects of the program, strategy, leadership and
program oversight;
Proactively managing resiliency risks to incorporate appropriate mitigations and controls;
Developing and maintaining resiliency plans based on impact analysis and criticality;
Helping employees understand their role in recovery scenarios and undertake validation
tests and exercises across critical functions and locations.

Global Resiliency program is intended to ensure that the Firm has the ability to recover its
critical business functions and supporting assets (i.e., staff, technology and facilities) in the
event of a business interruption.

Physical Security, Investigation and Crisis Management

The Physical Security and Business Resiliency and Crisis Management programs, managed by
the Global Security and Investigations (GS&I) organization, are designed to protect JPMC’s
physical assets from theft, damage or destruction and to coordinate firmwide response to
global and regional crises. Among other things, it is designed to ensure controls on physical
access to JPMC locations. Specific restrictions are also placed on computer facilities within
JPMC locations that contain critical systems or confidential information and logs are
maintained with regard iv access to those iocations. GS&I is aiso responsibie for performing
background checks and fingerprinting on all U.S.-based employees with responsibilities for, or
access to, customer information.

GS&I plays a key role in underpinning the security of the firm. The group achieves this by
seeking to minimize fraud losses and meeting all regulatory reporting requirements relating to
fraud, security, and crimes against the bank. The Investigations group proactively determines
and investigates both fraud instances and employee wrongdoings, and in so doing, assists in
identifying control gaps and recommending remediation solutions.

Third-Party Risk Management

The Third-Party Risk Management Program establishes the risk management governance
framework for the firm’s third-party relationships. The framewoerk includes identifying,
assessing, addressing and monitoring risk emanating from third-party vendors and partners
and leveraging integrated reporting and analysis for effective risk posture management.

Production Assurance

The Production Assurance program is aimed at ensuring the existence and use of appropriate
processes, tools, and governance surrounding Change Management, Problem Management and
Incident Management of production systems across the firm. The focus is to ensure the stability
of the production environment, and to promote and enact strict controls that maintain the
integrity of the firm’s production systems.

Risk Assessment

As part of the Information Security Program, there are processes in place to inventory and
protect certain asset classes for Personal Information, including business applications, third
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party vendors, email content, data backups, and laptops. An enhanced IT Risk Framework
provides improved risk assessment processes and leverages synergies and automation.

In addition, the IT Risk & Security Management functions govern or participate in the following
supplemental assessment initiatives:

Periodic Risk Assessments

Risk-Control Self-Assessment (RCSA)

Application Risk Assessment Review (ARA)
Perimeter Infrastructure Risk Assessment (PIRA)
Vulnerability Scans

Third Party Risk Assessment

# Project Risk Assessments

* Location Control Assessment (LCA)

Compliance Measurement and Reporting
Monitoring for compliance with the requirements of the Information Security Program is
incorporated in multiple assessment reports and techniques including;

Risk and Control Self-Assessment Process

IT Control Metrics Monthly Review Process

Monthly Data Protection Steering Committee Meeting

Monthly Global Technology Operating Committee Business Controls Committee Meeting
JPMC Internal Audits

The following additional activities ensure that the Information Security Program is adjusted to
address appropriate risk priorities:

e Global Production Assurance Process

¢ Security Event Management Process

* Vulnerability Assessment Process

» Application Security Assessment Process

¢ Third Party Oversight Process

e Weekly Global Technology Control Committee

¢ Monthly Technology Business Controls Committee

e Lines of Business Risk and Controls Committees

¢ Policy and Standards Lifecycle and Approval Process
Privacy

The JPMorgan Chase Privacy Program is managed by the JPMC Chief Privacy office and is
designed to comply with global privacy regulatory requirements through the development of
policies, standards, controls, advisory services and process enhancements,
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10. Training and Awareness

Information Security Awareness is supported jointly from the Corporate Technology & Risk
(CTR} and Cybersecurity tearns, in partnership with the Chief Learning Office, to ensure
ongoing communication with Regional and Business representatives.

¢ The IT Risk Training program offers live, virtual and computer-based training to all IT risk
and controls practitioners across the firm.

o Inaddition, as per the JPMC Global Privacy Program, all employees are required to take
annual awareness training on data privacy, which includes confidentiality, security and
responding to the unauthorized access to or use of information.

* Cybersecurity training has been rolled out across the firm as a firmwide mandate. The
training is based on the firm’s cybersecurity policies and standards, and is supplemented by
a firmwide cyber awareness program and testing initiatives (i.e. phishing tests); staff
members who fail spear phishing tests receive immediate awareness and education.

e There is regular coverage of Cybersecurity themes to all employees globally, along with
outreach to targeted audiences for awareness and training on how to help ensure securing
access controls.

¢ The firm has executed thirteen Cybersecurity Simulations in 2015, consisting of tabletop
exercises with each major line of business as weli as operationai-ievel driiis with Giobal and
LoB Cyber Teams; the firm will continue to expand the scope and sophistication of
simulation exercises into 2016 and beyond.

Thank you for your continued confidence in JPMorgan Chase.

i L1/

f:}‘ , &
James A, LaFleur Rohan M. Amin
Managing Director Managing Director
Chief Technology Controls Officer Chief Information Security Officer
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