Confidential Information Statement

Per the requirements of Section 21 and Section 31 of the Request for Proposal - Gaming System and
Services (CRFP LOT170000001) (the “RFP”), as well as the response to Question No. 33 from the
Questions & Answers (Addendum No. 3) to the RFP, IGT Global Solutions Corporation (“IG1”) has
expressly excluded from this Proposal all material that IGT considers to be confidential, a trade secret or
otherwise not subject to public disclosure (collectively, “Confidential Information”), which would
otherwise be exempt from public disclosure under the West Virginia Uniform Trade Secret Act (W. Va.
Code § 47-22-1 et seq.) and the West Virginia Freedom of Information Act (see W. Va. Code § 29B-1-
4(a)(1)) (collectively, the “Confidential Information Exemption Acts”).

However, IGT has noted, in specific responses throughout this Proposal, certain areas where IGT believes
that the provision to the Lottery of this critical Confidential Information would be in the best interest of
the Lottery and the State of West Virginia, as the Lottery’s review of this Confidential Information will
allow the Lottery to make the most informed decision regarding the gaming system proposed by IGT (as
well as other vendors) and to ensure that the State of West Virginia is receiving the most secure and
technicaily superior gaming system available in the market. This includes, for example, Confidential
Information regarding security of the gaming system (such as security features and security plans), which,
if provided in this Proposal (and thus made publicly available as set forth in Section 21 and 31 of the RFP),
could cause significant and devastating harm to the security and operation of the gaming system and the
Lottery should IGT be awarded the Contract.

To that end, IGT has noted in those instances, where IGT believes provision of such Confidential
Information is warranted and in the best interest of the Lottery and the State of West Virginia, that IGT
would be agreeable to making this Confidential Information available for review by the Lottery during the
Oral Presentation (assuming such Oral Presentation is not subject to the West Virginia Open Meetings
Act) and/or under a separate Non-Disclosure Agreement or similar (“NDA”), whereby IGT can be
assured that such Confidential Information will not be made publicly available. While IGT acknowledges
that a significant factor in not including certain of this Confidential Information in this Proposal is a
result of the fiduciary duty IGT owes to its shareholders to protect its trade secrets and other information
that has significant commercial value to IGT and that gives IGT a business advantage over its competitors.
However, IGT also believes that IGT has a duty to disclose, and that the Lottery should receive and review
(either at the Oral Presentation or under the proposed NDA), security and other similar information (that
would otherwise be protected under the Confidential Information Exemption Acts) regarding its
proposed gaming system. IGT would be happy to discuss this issue further should the Purchasing
Division or the Lottery have any questions, as IGT’s ultimate goal is to ensure that the Lottery and the
State of West Virginia receive the most cost-effective and superior gaming system available and that the
security of such gaming system is maintained for the duration of the Contract.
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February 22, 2017

Department of Administration
Purchasing Division

2019 Washington Street East
Charleston, WV 25305-0130

Re: Request for Proposal - Gaming System and Services
West Virginia Lottery: Solicitation No.: CRFP 0705 LOT1700000001

Dear Purchasing Division:

With this letter, IGT Global Solutions Corporation (“IGT”) submiits its proposal in response to Request for
Proposal - Gaming System and Services, Solicitation No. CRFP 0705 LOT1700000001 (the “RFP”).

We are proud to be the current lottery gaming system and related services provider to the West Virginia Lottery
(the “Lottery”) and welcome the opportunity to build upon this long-standing and productive relationship. If IGT is
selected as the successful vendor, the Lottery can be assured of the same high level of service, integrity, and security
that it currently provides for West Virginia's lottery operations today. Additionally, we are committed to working
with the Lottery to increase operational efficiencies and sales through the many features and functions that IGT's

new technology will provide.

IGT proposes its latest lottery system, retailer terminals, associated equipment, and communications network.
They have each been carefully developed to facilitate growth of lottery sales and provide the Lottery with an
innovative and, most important, reliable solution. We will also provide a timely conversion that strictly adheres

to the conversion plan timeline and all requisite quality assurance and acceptance testing requirements.

IGT employs a Customer First philosophy. This customer-centric ideology is the framework around which our
long-lasting customer relationships are forged and our professional expertise is skillfully delivered. Customer
First means that the Lottery will receive reliable, customized collaboration based upon the consistent quality
service standards we apply to every customer account. This approach has become a time-tested and proven
methodology for listening, learning, and collaborating to ensure that the Lottery is the beneficiary of a positive

and productive partnership that exceeds expectations.

IGT Center 10 Memorial Boulevard Providence, Rl 02903 Phone: 401-392-1000



We are committed to responsible gaming and will adhere to the Lottery's socially responsible gaming
framework, government legislation, and rules. This commitment is demonstrated by our ongoing investment in
new and creative features and functions in this area, including age control, customer relationship management,

player tracking, and analytics.

Should the Purchasing Division or the Lottery have any questions concerning our response or would like to
further discuss our proposal, please feel free to contact either me or Elizabeth (Nikki) Orcutt, the Account
Development Manager for our West Virginia operations (contact information below).

Elizabeth (Nikki)} Orcutt

Account Development Manager, West Virginia Lottery
IGT Global Solutions Corporation

1700 MacCorkle Avenue, SE

Charleston, WV 25314

Phone: 304-206-3190

Mobile: 304-552-3079

Fax: 681-265-9143

Email: Elizabeth. Orcutt@lGT.com

Thank you for this exciting opportunity to present IGT’s enclosed proposal to the West Virginia Purchasing

Division and the Lottery for your consideration.

Best regards,

/p?u. Honcron

Joseph S. Gendron

Senior Vice President, WLA North America
IGT Global Solutions Corporation

10 Memorial Boulevard

Providence, Rl 02903

Phone: 401-392-7631

Email: Jay.Gendron@IGT.com

IGT Center 10 Memorial Boulevard Providence, Rl 02903 Phone: 401-392-1000
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DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Adnnmstrator and the initial point of contact for matters relating to this Contract.

Elizabeth (Nikki) Orcutt, Account Development Manager

(Name, Title)

_Same as Above

{Printed Name and Title)

1700 MacCorkie Avenue SE, Charleston, WV 25314
(Address)

304-206-3190/681-265-9143

(Phone Number) / (Fax Number)
Elizabeth.Orcutt@IGT.com

(email address)

CERTIFICATICN AMD SIGNATURE: By signing below, or submitting documentation
through wvOASIS, I certify that I have reviewed this Solicitation in its entirety; that I understand
the requirements, terms and conditions, and other information contained herein; that this bid,
offer or proposal constitutes an offer to the State that cannot be unilaterally withdrawn; that the
product or service proposed meets the mandatory requirements contained in the Solicitation for
that product or service, unless otherwise stated herein; that the Vendor accepts the terms and
conditions contained in the Solicitation, unless otherwise stated herein; that 1 am submitting this
bid, offer or proposal for review and consideration; that I am authorized by the vendor to execute
and submit this bid, offer, or proposal, or any documents related thereto on vendor’s behalf; that
I'am authorized to bind the vendor in a contractual relationship; and that to the best of my
knowledge, the vendor has properly registered with any State agency that may require

registration.
IGT Global Solutions Corporation

:)/4 /%« W

(A o ture) (Representative Name, Title)

oseph S. Gendron, Senior Vice President, WLA North America
' (Printed/Name Title of Authorized Representative)

/?/ /")

(Date)

401-392-7631/401-392-4810
(Phone Number) (Fax Number)

Revised 05/09/2016
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[ADDITIONAL INFORMATION:

e

Reguest for Proposal

The Acaquisition and Contract Administration Section of the Purchasing Division is soliciting proposals for the Depariment of Revenue, State

Lottery Commission for equipment and services lo operate its on-line and instant ticket gaming system. Service and equipment requirements are

contained within Section 4 of this RFP. This solicitation serves as notice, pursuant to WV Code 5A-3-10c, of the commodity or service being
sought and is to be considered the opportunity for vendors to indicate their interest in bidding on such commodity or service. Per the bid
requirements, specifications and terms and conditions attached hereto.

* ATTENTION: This solicitation is composed of the Request for Proposal, attached terms and conditions and 2 compact disk {CD) containing

additional refafence and bid documents. Vendors must separately request the CD by contacting the Purchasing Divisicn at 304.558.4785 and
referencing soficitation number CRFP LOT1700000001.

INVOICE TD SHIP TO
ACCOUNTS PAYABLE PURCHASING
LOTTERY LOTTERY
PO BOX 2067 500 PENNSYLVANIA AVE
CHARLESTOM WV 25327-2067 CHARLESTON WV 25302
us us
Line Comma Ln Desc Qty UnkH Issue Unit Price Total Price
1 GAMING SYSTEM AND SERVICES
'Comm Code Manufacturer Specification Model #
43211512
Extended Description :

Equipment and services to operate on-line and instant ticket gaming system per attached specifications. Service Fee as a percentage of sales,

Vendor must attach Attachment C Cost Sheet with submitted bid response

Page: 2



ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CREP 0705 LOT1700000001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

[Vv] Addendum No. 1 [ 1 Addendum No. 6
[V] Addendum No.2 [ 1 Addendum No, 7
[Vv] Addendum No. 3 [ ] Addendum No. 8
[V ] Addendum No. 4 [ ] Addendum No.9
[ ] Addendum No.5 [ ] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. |
further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

IGT Global Solutions Corporation
Company

/é%;m O Von Mo

]OseP S-Gendron, Authorized Signature
Semo ice President, WLA North America

f/’?

Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
Revised 6/8/2012
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Pride, Partnership,
and Promise for All
West Virginians

West Virginia pride. It’s a common thread that weaves
intricately throughout the entire state and makes us appreciate
the opportunity to partner with the West Virginia Lottery to
provide draw-based and instant ticket scratch-off game

systems and services.

IGT - including the nearly 60 professionals who
make up the local team - remains optimistic despite
the State’s economic challenges. Our ongoing
commitment to collaboration and high expectations
will result in a collective end goal to drive a positive
trajectory of profits for contributions to some of the
many things West Virginians hold dear: education,
senior citizens, tourism, and state parks - all with the
confidence that, together, we will meet and exceed both
your stated requirements and high expectations.
Our proposal brings news of the Together, e
organizational structure, and culture that will meet and
we have made since our acquisition of IGT. exceed both
For the Lottery, these investments represent your stated
an energetic and enhanced partnership in direct requirements

significant investments in innovation,

i t with i irem :
alignment with its requirements for technology, and hlgh
content, and services to support current needs and

expectations.
identify future opportunities. EeciEhs

Executive Summary



Figure 1: IGT - Values That Shape Our Culture

®]

PASSIONATE ONEERINEN  REsPONSIBLE COLLABORATIVE

Built on Customer and Employee Engagement: Our culture reflects the kinds of values, operating principles, and core
competencies that comprise the kind of partner the West Virginia Lottery seeks.

Having defined our company and capabilities from customer and internal feedback, we can
assure the West Virginia Lottery that we have heard you. We value our West Virginia partnership,
are passionate about your business, and our site and corporate teams will have a laser focus on

increasing your proceeds to the good causes you serve.

Customer First Service

The changes we have implemented position us to serve you better. In addition to the exciting
new products and capabilities we have brought to market, we have, since our acquisition of
|GT, channeled innumerable legacy resources into streamlined service organizations focused

on customer service.

To illustrate the benefit to West Virginia, we introduce Nikki Orcutt
as our Account Development Manager (ADM) to serve as your
General Manager. Previously, she served as the Lottery's Deputy
Director of Marketing prior to joining IGT in December 2015.

Nikki is one of our most knowledgeable experts and thoroughly

@ experienced with the West Virginia Lottery’s business operations,

-~

Nilcki Orcutt

Since joining us, she has become a catalyst for game innovation - a
strategic function of critical importance to the Lottery and IGT - the
fruits of which are available to you in your next contract. In addition to being a proven and
accountable leader, Nikki embodies, and will demonstrate, all of IGT's values in her service

and proactive support of the Lottery’s goals.

With Nikki's oversight of the IGT-West Virginia team, you will receive enthusiastic effort and
tangible results from our team of dedicated professionals. These are the same people whom
you have come to know and trust - across all functional areas of your business — and who will

continue to strive every day to guarantee your satisfaction.

Executive Summary 3
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As General Manager, Nikki will report directly to |GT Regional Vice
President Matthew Cedor. Matt will ensure Nikki sets the example for
our West Virginia-based team in providing Customer First service to the
West Virginia Lottery. Customer First represents the framework around
which our customer relationships are built and professional expertise

delivered. Customer First means that you will receive proactive, reliable,
customized service based on the consistent quality standards we apply

Matt Cedor to every customer account. It is our proven methodology for listening,
learning, and working together to

assure the Lottery of a positive

and productive experience that

As manager of one of the top-ten
‘stores in Lottery sales in the State

exceeds expectations.

Your organization, too, has undergone

a recent leadership change. We of West Virginia, | have been very
welcormed the opportunity to work ) .

with Interim Director Myers, and PleaSE'd With the_IOb IGT haS done
assert that our changes and yours as the contractor for the West

- including the January 15, 2017, .

appointment of Alan Larrick as \/"r ginia LOtter Y.

Director - bode well for a productive - Wayne Davis, Manager, One Stop #101, Retailer #146512,
and long-term partnership. South Charleston, West Virginia.

IGT’s approach ensures that it

will be engaged with the Lottery at every step, with a high level of involvement that guarantees
transparency. It will also enable the Lottery to see first-hand how its quidance and feedback are built
into the solutions that will support West Virginia and other lotteries in the future. It is this level of
collaboration with our customers that has helped us evolve pioneering new products, such as the

Altura® Flex retailer terminal and Aurora™ central system that we propose for your next contract.

CLAIMRY TIATES



Modernization at Retail

QOur Research & Development
investment has enabled us to produce
our latest point-of-access products
and operating system. IGT proposes
its latest, fastest, most innovative
terminal yet - the full-function Altura
Flex — that will reliably meet your
retailers’ needs for speed, efficiency,
and ease of use and maintenance.

For lower-volume, space-challenged
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retailers, we offer the Flex Vision
tablet-based terminal.

Your new terminals originate from the

Alltura platform, first deployed in 2001,
hard at work in more U.S. lotteries than any other, and selected in 11 recent procurements. Today's
Altura platform - and the Flex in particular - reflects new features and functions that originated

directly from retailer and customer feedback.

The self-service solution we
propose — the Gemini™ Touch
~ako e;"""ed from 2 highly At one point, we were doing

successful platform, and has ;

players excited and sales rising. In $7Z 000 a minute in sa /es. We had
Washington State, during a five- "

month period of 2016, average no hICCUP S, No Issues, No paper

weekly instant ticket scratcheoff — shortages. Nothing occurred that in
game sales rose 7.5% (based on )

~attorents) compared to the any way lessened the excitement of
same period from the previous the moment. |G T was there for us.

year, and draw-based game
ticket sales rose 23.6%. In 2077,
the Touch will be deployed in
Florida, North Carolina, Virginia,

and Missouri.

- Alice Garland, Executive Director, North Carclina
Education Lottery

Executive Summary 5
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Your retailers know they can rely on IGT equipment on

a daily basis and during the rush precipitated by record
jackpots. In the research conducted for the Lottery by
Repass in May 2016, your retailers indicated that they are
“very satisfied with the terminal and how it operates,” and
“find the machines easy to use, reported few problems
and, even when pushed, had a hard time coming up with

suggestions as to how they could be improved.”

Both our proposed terminals and self-service solutions are two
generations removed from your current equipment — with even
more user-friendly features. They will make Lottery purchases
and transactions easier and more efficient and, as a result,
continue our record of satisfying your retailers and players with
easy-to-use and reliable point-of-access equipment.

Operational Efficiency for Current and
Future Needs

|GT's technology solutions align with your objectives, providing
a high level of operability to enhance current operations and
the flexibility and adaptability to incorporate the best of IGT,
third-party, and industry products and services.

Reliable, Efficient, and

Secure Systems

|GT systems process nearly 80% of US.
lottery transactions every day, or $4 out
of every $5 spent by players on lottery.

Executive Summary



Navigator

Aurora
OnePlace

Aurora
Pathfinder

Anchoring the Lottery's new system will be IGT's Aurora, evolved from 15 years of customer

feedback on its predecessor, Enterprise Series (ES), which runs more than half of U.S. lotteries. Aurora’
builds on ES functionality, providing the same high level of performance and system integrity, combined
with new tools and content needed to transform, manage, and grow your business now and as you plan

for the future.

Of particular interest is Aurora Navigator Back-Office, which augments the proven ES feature
set with an improved and customized experience and features promoting user productivity and
operational efficiencies. For example, Navigator provides retailers, sales staff, administrators,
operators, security personnel, and others role-specific and actionable, task-specific user interfaces
that enable them to efficiently execute their jobs. In short, Aurora will provide your users a single

gateway to all back-office applications.

The Lottery will derive numerous benefits from Aurora, including:

*  Open design for interoperability and reduced risk of obsolescence over a long-term contract.

*  Compatibility with IGT’s library of games - the largest in the industry — as well as easy
integration with third-party content.

* A continuous player experience across current and potential products, channels, and devices.
* Actionable insights from a depth of analytics across all lottery touch points.

*  Universal access to a single retailer view for exceptional retailer Customer Relationship

Management (CRM).
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With Aurora, the Lottery will have the capacity and capability to easily add games, new play styles, and
game enhancements, and quickly develop and launch promotions. Add to that our process structure and
discipline, which makes us more agile and responsive to your needs. To address persistent calls for improved
speed to market, for example, we implemented a streamlined test automation process that has reduced

testing time from 14 days to just 11 hours.
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Satellite

Supporting the retail equipment will be our redundant communications solution, including Dual Comm
Inside (DCI), for the top 50% of your retailers. These retailers generate 80% of your total lottery sales
today. Defined in Section 4.2.23, Communications Networks. DCl uses two separate communications
technologies (Very Small Aperture Terminal [VSAT] and Internet Protacol [IP] Celiular) within the terminal;
switchover to the secondary path is instantaneous and seamless in the event that the primary path fails. This
solution provides nearly 100% uptime, minimizing or eliminating any disruption to retail sales or interruption

of play, and will protect 80% of your sales.

Increased Revenues

The bottom line is that our solutions and services have one job - to increase the revenues you transfer to

' your beneficiaries — and there are numerous assets at our disposal to help you do just that. It begins with
knowing you, your retailers, and your players. The importance of market research has led us to take a deeper
look into enhancing our already formidable capabilities and expertise. Our newly branded Insights 360

aroup will serve West Virginia by helping to harness actionable consumer and retail insights, using foresight

Eﬁ’fp consumer behavior to accelerate growth in lottery sales and proceeds. Insights 360 is part of an overall

;'J_lobal Lottery Marketing Organization led by experts who can collaborate with you across the spectrum of

ottery products and services.

8 Executive Summary



Figure 2: Global Lottery Marketing Organization
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SV Glnta] Lipetiasy
Matkating

Expert Support for Your Site: The support of IGT's Global Lottery Marketing Organization’s expertise spans all
technology, games, and services we propose to West Virginia, along with the analytics and insights to inform your

decision making.

We also bring to West Virginia the expertise of third parties whose work will enhance our service
to you. One such organization is the Foresight Factory, a well-respected trendspotting firm
that can help us help customers anticipate and address shifts in retail environments and player

preferences, or whatever the future holds.

New Game Strategies

IGT wants to collaborate with you on portfolio strategy

and content. To assist that effort, we offer FutureGame™, a
results-driven process borne out of our R&D efforis process | - G aimne

to initiate and test concepts that lead to the development

and launch of innovative and exciting new games. Several draw-based games from our most recent
rounds of testing are relevant to the Lottery’s market and, thus, highlighted in our proposal. FutureGame
can also be a valuable tool for the Lottery to use, at no additional expense, to assess, benchmark, and

validate its current games.

An additional source for new games exists as a result of our acquisition of IGT in 2015. We can now
offer you games built from the legacy content assets which, when combined with our lottery game
content, creates the industry’s largest and most relevant library of games.

Awareness of your games can be greatly accentuated with a strategically sound and executable
promotions program. We know you want to do more with promotions, and have applied lessons we
learned from your last conversion to ensure that every promotion you want to run is built into the
requirements documentation, fully tested, and available to you from Day One. In addition to providing
ease-of-use functionality through Aurora Promotions, IGT will provide a wide range of promotion
choices and evidence of their success in other jurisdictions.

Executive Summary 9
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New Retail Strategies

Bricks-and-mortar retailers still account for nearly 99% of all lottery transactions. Our proposal details how

we can make fottery sales more efficient. With automation tools like OnePlace, recently acquired by IGT
frorm Hudson Alley, our Field Marketing and Sales Representatives (FMSRs) will enter each retailer visit with

up-to-the-minute knowledge of the retailer and, as a result, can spend the visit discussing sales opportunities

rather than counting inventory. This will give the salesforce that serves the West Virginia Lottery the

same tools as those used by IGT
customer sites in Texas, Nebraska,
Indiana, New Jersey, and Italy.

Additionally, IGT will collaborate
with the Lottery to agree upon a
stratified visit schedule to ensure
that high-volume and high-potential
retailers receive the increased level
of support required to build and
sustain successively increasing

lottery sales.

|GT's Retail Market Insights (RMI)
is the industry’s only data collection
and insights tool. Counting the
West Virginia Lottery among the 26
lotteries signed on, IGT has filled

a gap in research that now enables
customers and non-custorners alike
to share and glean insights from
direct retailer research. Soon, you
will see the benefit of using the
analysis to determine issues that are

consistent across jurisdictions and

/ have to say that | am highly
- impressed with the professionalism

of the employees that | have

dealt with at IGT. Along with his
professionalism, my representative
Bruce is very polite, courteous, and
always willing to help out if my
employees or myself encounter

a problem, which are few and far
between. [ could not ask for better
service or support.

- Angela Dean, Manager, J&J's Mountaineer Mart #10,
Retailer #117826, Mount Hope, West Virginia.

share what they have done to solve problems, improve operations, retain quality retailers, and expand their

retailer base.

Your retailers will also appreciate IGT’s latest retailer website, Retailer Wizard, which will vastly improve the

Lottery’s current solution, particularly with its at-a-glance dashboards that give retailers a comprehensive

view of their lottery business.

10
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New Ways to Play

IGT's PlaySpot solution — which recently went live for the Rhode Island Lottery - represents a major

bridge between the retail and digital channels.

Figure 3: PlaySpot Overview

Benefits
* Draw ¢ A new way to interact
® Keno * An engaging player experience

ElhstaqkGames * Within existing retail locations

or in new non-traditional
establishments (expansion)
¢ Bridge interactive and retail channels

Video Control
Unit (VCU)
Mobile App Existing retailers Mew
iOS/Android non-traditional
retailers

Enabling Players to Play Where They Shop: PlaySpot means what its name implies - that the Lottery can reach
consumers with messages and special spportunities on their own devices, and right on the spot, &s soon as they enter

the stores where they prefer to shop.
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With convergence of the retail and interactive channels being a central component of a comprehensive
iLottery solution, we can work with you to devise the optimal, compliant solution set to engage your players

and retailers.

With these solutions:
* The Lottery and its players can take advantage of opportunities in the interactive space in
compliance with a regulatory and political climate that does not allow Intemet wagering.
« The Lottery will discover new ways in which to drive players to and engage them at the retail space.

IGT will continue to provide services to support retailers and players and expand those services under the

new Contract, according to the Lottery’s specifications.

In summary, the foundation of who we are as partner to the West Virginia Lottery remains. IGT is financially
sound, will be here to support you for the long run, and commits itself to helping the Lottery achieve profit
growth by promoting responsible play. In addition, we have worked to address your concerns by making
changes that will immediately benefit you across alf product and service areas.

Figure 3: Recently Retained, Recaptured, and Extended Contracts

With {GT for the Foreseeable Future: In the past five years alone, IGT has retained 10 out of 11 long-term contracts
through competitive procurements, while other customers have significantly extended existing contracts. Customers cite
both technology and customer service as reasons for choosing, or staying with, IGT.

12 Executive Summary



IGT wants to continue to win your business and your trust. We are
humbled by the fact that, over the past five years, many lotteries have
either renewed or extended our long-term contracts, or selected |GT

after working with a different vendor.

By selecting IGT and remaining a valued customer, the Lottery will
benefit from the customized service we continue to build from our
experience and lessons learned - primarily in West Virginia, and also
from these other successful IGT customers. We know where the
opportunities exist, and have designed our products, services, and

professional leadership and expertise to ensure that you achieve your

The Lottery will
benefit from
the customized
service we
continue to
build from our
experience and
lessons learned

sales and profit goals and sustain year-over-year (YOY) growth. As an R&D-focused

organization, we bring you a wealth of new products, services, and professionals, all ready

now to positively impact your business.

MD
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Our West Virginia team, whether in our main office, data center, National
Response Center, or out in the field, is composed of dedicated West
Virginians who take great pride in their state and its possibilities. Ve

all have a stake in wanting the Lottery to succeed because we see the
impact it has - when citizens play, and when they win - in |mpr0vmg the

quality of life for our nelghbors and their communities.

Executive Summary




We recognize that there is great promise in West
Virginias future, and look forward to continuing
our partnership to support what we know will be
a highly successful next chapter in the life of the
West Virginia Lottery.
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Qualifications and Experience

Drovide a response regarding the following: firm and staff qualifications and experience in completing similar projects: references;
copies of any staff certifications or degrees applicable to this project: proposed staffing plar; descriptions of past projects
completed entaifing the location of the project, project manager name and contact information. type of project, and what the
project goals and objectives where and how they were met.

IGT has been a strong and reliable partner with the West Virginia Lottery since 2009, working to maximize
returns to the state. Going forward, we will use our decades of experience to provide a seamless conversion
for the Lottery, paving the way for it to generate even more revenue to the good causes it serves.

Including West Virginia, IGT has contracts to provide lottery systems in 25 North American states, and
its systems process nearly 80% of all U.S. lottery transacticns daily.

Figure3 - 1:

IGT Contracts in North America

IGT’s impact is equally strong on a global level; the company serves customers in more than 100
countries worldwide.

Qualifications and Experience 3-1
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We will build on our industry-leading system foundation to give the Lottery the tools required to run the
day-to-day business while providing its retailers with industry-leading technology. Our in-state support
staff and all critical components of the Lottery’s operation will remain in West Virginia, keeping jobs in
the state when they are needed most. Copies of our proposed staffing plan and all applicable certifications
are included in Section 3.4, Vendor Staff and Qualifications.

In everything we do, our focus will be on using our experience and qualifications to improve performance
for growth opportunities in West Virginia. IGT provides technology and related services for lotteries both
larger and smaller than West Virginia. We have helped other lotteries with these same goals and have
included references and case studies of similar projects.

Rhode Island Lottery (RIL)

» Contact:
Gerald Aubin, Director
401-463-6500
gaubin@rilot.ri.gov
1425 Pontiac Avenue
Cranston, RI1 02920

A long-term partner with IGT, the Rhode Island Lottery, with its 1,150 retailers, is similar to the West
Virginia Lottery in terms of size and diversity of gaming.

Since 1978, IGT has worked hard to ensure that the lottery in its home state of Rhode Island has
benefited from the industry’s leading technology. IGT has been privileged to provide the RIL with its

state-of-the-art draw-based game, instant ticket scratch-off game, and video lottery central systems, along
with management and operational support of those systems.

IGT has also worked closely with the RIL to develop a

"Wa have heen vety mobile player convenience app. The app became available
fortunate to develop not only 3 to players in fall of 2015, giving players quick access to
bu 5‘”‘-'5“; _’“Edr_"i‘”lil_'_"r- _'-Fr i :'“E real-time lottery information, including jackpot information,
sartnieeship with G 1y Have .. . X .
el ohell iyl % e winning numbers, lottery retailer locations, instant game
proven to be a trustod marker
leader in our industry, and most information, and details related to responsible gaming.

importantly, have continued to
deliver top-noteh technology.
systemns, and services to the IGT’s new Gemini™ Touch instant ticket scratch game

Rhode lstand Lattery " vending machines. FY15 sales were $865.9M, with $381.9M
total revenue to the state. The current contract term is from

Most recently, the RIL was the first in the nation to install

2003 to 2023,
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North Carolina Education Lottery (NCEL)

* Contact: Alice Garland, Executive Director
919-301-3600
Alice.garland@loterync.net
2100 Yonkers Road
Raleigh, NC 27604

The NCEL awarded IGT a 10-year contract on January 24, 2016, following a competitive procurement.
The project kickoff took place on March 9, 2016. Terminal emulation begins in September, and the Go
Live date is March 26, 2017.

IGT provides the NCEL with the same Aurora™ Open Retail software solution and Altura® Flex lottery
terminals it is proposing for West Virginia. The NCEL also receives 1,500 Gemini Touch self-service
lottery vending machines, the latest Aurora MultiMedia digital display solution, and 3,500 ticket checkers.

Virginia Lottery
¢ Contact: Paula Otto, Executive Lottery Director
804-692-7100
potto@valottery.com
600 East Main Street,
Richmond, VA 23219

The Virginia Lottery awarded 1GT a seven-year contract on March 29, 2016, following a competitive
procurement. Terminal emulation will begin in March 2017, with a Go Live date of October 22, 2017.

Under the contract terms, the Virginia Lottery will receive the Aurora Open Retail software solution,
5,500 Altura Flex terminals, 1,500 Gemini Touch self-service lottery vending machines, and 4,000 ticket
checkers. IGT will also provide warehousing and distribution for instant ticket scratch-off games, field
services, and marketing support.
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3.1
Corporate Capabilities and Overview

The Vendor shauld have corpaiate experience, technical and project manageiment skills, and financial capability to support this
Contract. The Vendor should previde the following information:
o Name and address of the business entity making the proposal
o Type of business entity {.q. corporation, partnership, etc,)
o  Place of incorporation, if applicable
o Name and location of major offices, plants, and other facilities that relate to performance under the terms of this RFP
o Name, address and function of all subcontractors, associated companies, cr consultants to be invoived in any phase
of this project
o Name, address, and telephone number of Vendor's representative to contact regarding all contractual matters
concerning this proposal
& Name, address, and telephone number of Veendor's representative to contact regarding all technical matters
concerning this propcsal
Name, address, and telephone number of Vendor's representative to contact regarding site visit schedule and
other arrangerments

@

& Vendor's Federal Fmployer Identification Number

Name and Address of the Business Entity Making the Proposal:

» IGT Global Solutions Corporation
10 Memorial Boulevard
Providence, R1 02903

Type of Business Entity (e.g. Corporation, Partnership, etc.):

s Corporation

Place of Incorporation, if Applicable:

e Delaware

Name and Location of Major Offices, Plants, and Other Facilities that
Relate to Performance Under the Terms of This RFP:

e IGT’s Primary Data Center for the West Virginia Lottery
1700 MacCorkle Avenue SE
5th Floor South
Charleston, WV 25314

* IGT’s Warehouse for the West Virginia Lottery

4998 Scouth Elk River Road, Unit |
Elkview, WV 25071

3-4 Qlualifications and Experience
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» IGT’s Backup Data Center for the West Virginia Lottery
64 Sterling Drive
Bridgeport, WV 26330
» IGT Operating Headquarters
10 Memorial Boulevard
Providence, RI 02903
*  West Virginia IGT NRC Call Center
1700 MacCorkle Avenue SE, 5th Floor
Charleston, WV 25314

Name, Address, and Function of All Subcontractors, Associated Companies, or
Consultants to Be Involved in Any Phase of This Project:

If IGT is the successful vendor, its list of primary subcontractors will continue to include the following:

¢  United Parcel Service (UPS)
UPS Customer Center
3100 MacCorkle Avenue SW
Charleston, WVA 25303

UPS is a well-recognized and highly respected package delivery company. It is known for its
secure, reliable service and high level of customer service. IGT currently uses UPS to deliver
instant tickets and other items from its warehouses to retailers in West Virginia, as well as
New York, Texas, Michigan, New Jersey, Virginia, North Carolina, Nebraska, and Arizona.
UPS consistently meets its delivery commitments for our customers.

¢ HCL Technologies, Ltd. (HCL)
806 Siddharth, 96 Nehru Place
New Delhi 110019, India

HCL will provide software development support services to IGT. HCL is a global Information
Technology (IT) services company with offices in 32 countries. HCL has been in business for
35 years and subcontracting with IGT for 15 years. It is among the top 20 largest publicly
traded companies, with a reputation for accountability, transparency, and trust.

e IEI Integration Corp. (IEI}
4F, No. 29, Zhongxing Road, Xizhi Dist.
New Taipei, 221, Taiwan, R.O.C.

IE], an International Organization for Standardization (ISO}-certified Taiwanese company,
will manufacture certain hardware/components of the Altura Flex retailer terminals. To
determine the viability of its secondary source, IGT relied on its own extensive manufacturing
experience and expertise. [EI uses standard processes and procedures equivalent to those
adhered to by IGT. IET’s production facility in Shanghai is certified to both the ISO 9001:2008
and ISO 14001 standards, and IEI’s second facility in Taipei is certified to ISO 9001:2008.
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» Hughes Network Systems (Hughes)
11717 Exploration Lane
Germantown, MD 20876

Hughes will provide certain Very Small Aperture Terminal (VSAT) communications network
support services. Based in Germantown, MD, Hughes is the world’s largest provider of
satellite networks and services.

IGT’s successful relationship with Hughes began in 2003. Since then, resources at Hughes and
IGT have worked hand-in-hand crafting the very best in design, deployment, operations, and
tech support, as well as repair and upgrade strategies and processes. Upcoming growth and
rollouts are now logistically simple, as Hughes engineering, operations, and construction
resources are all collocated, streamlining the development and deployment processes.

= Ventus Networks, LLC (Ventus)
10 Norden Place
Norwalk, CT 06855

Ventus will be a secondary communications provider. For more than 20 years, Ventus has
developed cellular wireless and fixed line IT solutions for an expanding array of business
connectivity applications. The company’s solutions include Payment Card Industry Data
Security Standards (PCI DSS)-compliant data transport, integration services, data encryption,
cloud services, and integrated network administration and monitoring systems.

IGT also plans to contract with third parties for VSAT and Point of Access (POA) installations.
The subcontractor(s) will be determined upon contract award.

Name, Address, and Telephone Number of Vendor’s Representative to
Contact Regarding All Contractual Matters Concerning This Proposal:

¢ Joseph S. Gendron
Senior Vice President, WLA North America
10 Memorial Boulevard
Providence, RI 02903
Jay.Gendron@IGT.com
401-392-7631

3-6 Qualifications and Experience



[ ——
F i

£l

North Carolina Education Lottery (NCEL)

«  Contact: Alice Garland, Executive Director
919-301-3600
Alice.garland@lotterync.net
2100 Yonkers Road
Raleigh, NC 27604

The NCEL awarded IGT a 10-year contract on January 24, 2016, following a competitive procurement.
The project kickoff took place on March 9, 2016. Terminal emulation begins in September, and the Go
Live date is March 26, 2017.

IGT provides the NCEL with the same Aurora™ Open Retail software solution and Altura® Flex lottery
terminals it is proposing for West Virginia. The NCEL also receives 1,500 Gemini Touch self-service
lottery vending machines, the latest Aurora MultiMedia digital display solution, and 3,500 ticket checkers.

Virginia Lottery
¢ Contact: Paula Otto, Executive Lottery Director
804-692-7100
potto@valottery.com
600 East Main Street,
Richmond, VA 23219

The Virginia Lottery awarded IGT a seven-year contract on March 29, 2016, following a competitive
procurement. Terminal emulation will begin in March 2017, with a Go Live date of October 22, 2017.

Under the contract terms, the Virginia Lottery will receive the Aurora Open Retail software solution,
5,500 Altura Flex terminals, 1,500 Gemini Touch self-service lottery vending machines, and 4,000 ticket
checkers. IGT will also provide warehousing and distribution for instant ticket scratch-off games, field

services, and marketing support.
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3.1
Corporate Capabilities and Overview

The Vendor shou!d have corporate experience. technical and project management skilss, and financial capability to support this
Contract. The Vendor shouid previde the fellowing information:
2 Narmz and address of the business entity making the proposal
o Type of business ently (e.. cosparation, partnership, etc.)
e Place of incorporation, if applicable
s Name and location of major offices, plants, and other facilities that relate to performance under the terms of this RFP
+  Name, address, and function of ail subcontractors, associated companies. or consuitants to be invelved in any phase
of this project
»  Name, address, and telephone number of Vendor's representative to contact regarding all contractual matters
concerning this proposal
v Name, address, and telephone number of Vendor's representative to contact regarding all technical matters
conceining this proposal
»  Name, address, and telephone number of Vendor's representative to cortact regarding site visit schedule and
other arrangements

¢ Vendor's Federal Emplayer ldentification Number

Name and Address of the Business Entity Making the Proposal:

» IGT Global Solutions Corporation
10 Memorial Boulevard
Providence, RI 02903

Type of Business Entity (e.g. Corporation, Partnership, etc.):

e Corporation

Place of Incorporation, if Applicable:

¢ Delaware

Name and Location of Major Offices, Plants, and Other Facilities that
Relate to Performance Under the Terms of This RFP:

» IGT’s Primary Data Center for the West Virginia Lottery
1700 MacCorkle Avenue SE
5th Floor South
Charleston, WV 25314

* IGT’s Warehouse for the West Virginia Lottery

4998 South Elk River Road, Unit ]
Elkview, WV 25071
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The resumes contain the following information for each team member:

*  Most recent five-year employment history, including dates, locations, and experience working
on any equivalent project performed onsite for any other state or provincial lottery or
regulated lottery in a foreign jurisdiction.

¢ Description of traditional lottery gaming system and lottery experience.

» Contractual role of the individual for the project.

¢ Anyadditional information indicating the individual(s) ability to perform the work specified
in this proposal.

Our proposed team for the conversion of the Lottery’s Aurora lottery gaming system will be comumitted to
the project for its duration and collaborate with the Lottery with full transparency. It is composed of a
group of dedicated team leads, many of whom are familiar with West Virginia and the surrounding region
and, combined, have nearly 130 years of lottery industry experience. Some members of the team will also
continue to support the Lottery after the conversion is completed. Throughout the project, our team will
collaborate with our Ongoing Operations Team in West Virginia. Please refer to Attachment A, Section
4.5.2, WV Vendor Staff, for more information,

The following tables list the conversion staff who will work on the project for West Virginia, along with
their responsibilities for the project, certifications and/or degrees (if applicable), and with whom they will
partner and collaborate from our West Virginia Local Team. These tables also appears in Attachment A,
Section 4.8.1, Project Implementation.

Figure3 - 2:

Key Conversion Staff

Role: Project Manager _
Statf Membey: Gaurav Jain
Responsibilities: Gaurav will have overall responsibility for the West Virginia implementation, including acting as
a primary |GT liaison with the West Virginia Lottery, and work closely with Nikki Orcutt, our
West Virginia General Manager. He will be responsible for all planning, tracking and controlling
throughout the execution of the project. He will define scope, activities, dependencies, and
duration of tasks to complete the project on time and within budget. Gaurav will develop the
risk management plan, rmanage the change control process, and serve as the primary interface
| between |GT and the project team

Certifications/ »  MBA from Bryant University in Smithfield, Rhode lsland
Dlegrees = Master of Science in information systems from Bryant University
Project Management Professional (PMP)-certified from the Project
Management institute
o Certified Serum Master, Microsoft Certified Technology Specialist (MCTS), and
holds Information Technolagy Infrastructure Library (ITIL) Foundations certification

West Virginia Loeal s Nikki Orcutt: General Manager
Staff Partner

Qualifications and Experience 3-9



Systems Engineer

Staff Membiey: John Wood
Responsibilities: John is a returning member of our West Virginia Conversion Team, having been a part of your last
online conversion in 2009. In his role as Senior Systems Engineer, he will support the Delivery
Team with an understanding of the requirements of the defined solution. He will align and
influence technical requirements and work closely with the team to deliver the proposed
solution. John will also drive and participate in design and change reviews and system
readiness evaluations

Certifiestions/ e B.S. in physics from Leeds University in the United Kingdom
Pagrees o Post-graduate courses in software engineering
*»  PMP-certified
s Completed numerous corporate training courses in engineering and management
West Virginia Lecal o Nikki Orcutt: General Manager
Staff Partner ®  Tim Snyder: Operations Manager
s Joe Payne: Field Marketing and Sales Manager
»  Marketing Content Manager: To be hired
¢ Roger Ezzell: Field Service and Warehouse Manager
= Jeramie Gibson: Business Analyst
»  Tim Powers: Systems Administrator

Lead Business Analyst
Pierre Gallant

Pierre will provide guidance to the Business Analyst (BA) tearn throughout the project life cycle in
the design, development, implementation, operation, and maintenance of software through
requirements managernent. He will manage and control the project scope in collaboration with
project managers and the technical lead

Certifications/ s  Bachelor's degree in applied computer sciences from the Université de Moncton in
Begroes Moncton, New Brunswick, Canada
e  Associate’s certificate in business analysis from TwentyEight Strategy Execution,
formerly ESI International

West Virginia Local s Jeramie Gibson: Business Analyst
Staft Partner

Rale: Software Project Manager
Staff Member: Ashish Agarwal
Respansibilities: Ashish will facilitate all software design and development, as well as software implementation
and acceptance, He will ensure that software is delivered within specifications, on time, on
budget, and to the Lottery’s satisfaction

Certifications/ o Bachelor of Technology degree in electrical engineering from the Institute of Engineering
Degrees and Technolegy in Lucknow, India

s PMP-certified from the Project Management Institute

West Virginia Local s Tim Snyder: Operations Manager
Statf Partner o Jeremy Vickers: Software Quality Assurance (SQA) Analyst
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Certifications/
Deqrees

West Virginia Local

Staff Partner

taff Member

o
Resnansibilities
I

Certifications/

Degrees

YWest Virginia Local

Staff Partner

Rale:

Staff Member:

Certifications/

Dagrees

West Virginia Local
Staff Partner

Responsibilities:

«%r IGT

C_Qualitx Assuran;_g Lead
Celestina Alessio

Celestina will review the software requirements specifications, create the test plan, oversee the
creation and review of test cases, manage the daily allocation of work among the QA team,
provide progress reports, ensure that items are fully tested before release, and provide
assistance to the Lottery during its own testing
o AS. Data Processing degree from Thames Valley State Technical College, now called
Three Rivers Community College, in Norwich, Connecticut
e  Holds certifications from HP Quality Center

s Jeremy Vickers: SQA Analyst

Fir-1anc'e. Lea;i
Kim Scho[le

Kim will lead the monthly forecast reviews, assist the appropriate teams in managing project
budgets, and compile detailed variance analyses. She will also participate in the costing process
for new business opportunities, prepare benchmark analyses for cost reviews, and report the
financial status at the executive level for projects in delivery

s B.S.in accounting from the University of Maryland

o Nikki Orcutt: General Manager

Infrastructure Project Manager

. Justm Lefebvre

Justin will |mp|ement data center servers as well as communications hardware and software,
manage all Information Technology (IT) systems support and communications engineers, and
serve as a member of the Core Project Team

»  Associate of Arts degree in elementary education/special education from the Community
College of Rhode Island

»  Associate of Science degree in computer information systems from the New England
Institute of Technology

» Instructorffacilitator-certified by Langevin Learning Services

e  Holds two ITIL certifications in Foundations v3 and Service Capability: Operational
Support and Analysis

e Tim Snyder: Operations Manager

Quualifications and Experience -1
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Reale-
Staff Member:

Responsibilities

Certifications/
Degrees
Wezt Virginiz Local
Staff Parther

Staff Member:

Hesponsibilities

Cortifications/
Degrees
Waest Virginia Local
Staff Partner

Rale:
i _'E;taﬂ: Member-

Responsibilities:
pansit

West Virginia Local
Staff Partner

Communications Lead

George Lonergan

George will configure, |nstaI| and test the hardware and penpherals associated with the
communications network. This responsibility expands to all facilities including the Primary Data
Center, Backup Data Center, remote offices, Lottery connectivity, as well as the retailer network
and backbone

e B.S.in aerospace engineering from Boston University

*  Tim Snyder: Operations Manager
*  Tim Powers: Systems Administrator

.Ne;cwork Rollout Organlzatlon (NRO) Lead

Dustm Larson

Dustinis a returning rmember of our West Virginia Conversion team, having been a part of your rlast
online conversion in 2009. As a Senior Network Rollcut Manager, he will manage the installation of
your new ALTURA® Flex terminals, peripherals, and communications equipment. Dustin will be in
charge of the daily management of the IGT third-party vendors hired to install communications
network and point-of-sale equipment in all retail locations. He will also work with the local IGT field
service staff in charge of conversion warehousing and logistic channels to ensure that all
equipment is tracked and allocated properly to all retailers and contractors

e Very Small Aperture Terminal (VSAT) certified: Hughes Network Serwces
Spacenet/Gilat, MDS Radio, and ACTMP Silver Telecornmunications Certification
¢ Working toward PMP certification

¢ Roger Ezzell: Field Service and Warehouse M;anéger

Tralning PM
Christopher Lawrence

Christopher will manage all tralnlng related initiatives for the full ife cycle of the project.
Specifically, he will be the central point of contact for all training deliverables and create and
manage the timeline for training activities and documentation

s BAin English from the University of Colorado

o PMP-certified

*  Six Sigma Master Black Belt certified

* [TIL Certification

¢ Microsoft Certified Systems Engineer (MCSE)
»  Nikki Orcutt: General Manager

e Joe Payne: Field Marketing and Sales Manager

»  Moarketing Content Manager: To be hired

5-12
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Rote: Facilities Manager

Statf Mambar: David Rannacher

Respansibilities: David is a retuming member of our West Virginia Conversion team, having been a part of your last
online conversion in 2009. He will manage the selection, leasing, and tenant improvements at afl
fadilities supporting the West Virginia Lottery. This process includes incorporating all of the needs of
the account team, including offices, data centers, warchousing, and repair depots. David will execute
this effort by teaming with landlords, engineers, and general contractors to deliver the facility
requirements on time and within budget

Certitications/ ¢ Completed facility engineering management classes at Johnson & Wales University in

__ Degress Providf.'nce, Rhode Island
West Virginia Local »  Nikki Orcutt: General Manager
Staff Partner *  Roger Ezzell: Field Service and Warehouse Manager

West Virginia Ongoing Support

As described more fully in Section 4.5, Vendor Administration, IGT will also provide a dedicated,
experienced team to provide on-going Aurora operations and support services. We have provided this
team’s rcsumes, which include all management, supervisory, field service, and key technical personnel,
within the exhibit entitled Resumes, which is located behind the Exhibits tab. Should any staffing changes
occur, we will provide the Lottery with updated resumes, and understand that resumes will be reviewed by
Lottery personnel to determine if the individual(s) are qualified to perform the work specified in this RFP.
We also understand that all staff assigned to this Contract are subject to approval and a criminal
background check by the Lottery as defined in Lottery Terms and Conditions item 44.1 titled Criminal
Background Investigation.

With nearly 50 team members who have supported and learned from the West Virginia Lottery since
2009, IGT is committed to maintaining a smooth level of business continuity in West Virginia. The
organizational chart for our West Virginia team may be found within Attachment A, Section 4.5.2, WV
Vendor Staff. Additionally, we will continue to hire West Virginians for any open positions or positions
that may have to be filled during the course of the contract. IGT is uniquely committed to the economy
and job market in West Virginia. For example, West Virginia currently hosts one of several National
Response Centers for retailer and player Hotline calls that we maintain to serve our entire base of U.S.
customers (see Attachment A, Section 4.6.5, Hotline, for more information).

Qualifications and Experience 3-13
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3.5
Vendor Technical Capabilities and Resources

Vendor should have the capacity te provide the software applications and Systemn support that is critical to this project, Vendor's
response should include descriptions of its (1) software engineering and system integration capabilities, and (2) configuration
management tools and procedures.

IGT’s technical capabilities and resources have been refined over the last 35 years and will ensure that
best practices continue to be applied across the West Virginia Lottery’s operations. We remain committed
to providing the highest-quality service and software to the Lottery and are prepared to deliver system
improvements that will ensure the future success of your business. In short, we are well-positioned to
partner with you throughout the life of the next Contract.

IGT has a worldwide presence, with more than 800 full-time staff and 450 consultants or variable staff
who consistently deliver between 1.8 million and 2 million software hours annually, as illustrated in the
following figure:

rigure 3 - 3:

Organization Structure: Global Delivery Team

Engasesring Hubs Certrfications

o Vet Greareach R LISA o Chitvt Lasal 3

0 Lgerm TX USA & FASPL Bequissrmenis Definitioa

o Guadalsjera, Mewen s NASPL Q4 Development Process

o WMarsaw. Pelsad s NASPL Xal Retall Accoune Raporong
& Bargelona. Jpain @ WA Curporste Social Respunsibihits
o Channad & Hyderabad. Inddia e 50 4001 14901, ©78Y 27002, 27007
o Sheiwen. Ching
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We build our terminals in compliance with the International Organization for Standardization’s (ISO’s)
9001:2008 standard for development and manufacturing quality. IGT also holds global certifications
under ISO 27001:2005 and World Lottery Association Security Control Standard (WLA SCS): 2012.

Many of the professionals on our software team are leaders in the field, having received formal training at
respected colleges and universities and industry certifications through organizations such as the Project
Management Institute (PMI) and Scrum Alliance as well as industry leaders such as Microsoft, Sun, and IBM.

IGT has also achieved Capability Maturity Model Integration (CMMI-DEV) Level 3 certification for
software development. Our manufacturing team holds some of the most prestigious accreditations in the
industry from organizations such as the PMI, the American Society for Quality (ASQ), and the Institute
for Supply Management (ISM).

Software Engineering and System Integration Capabilities

IGT’s approach to software and quality engineering is based on our Systems Development Life Cycle
(SDLC) approach, which incorporates requirements, systems engineering and architecture, and
software development, design and quality from the Integrated Delivery Model (IDM) framework for
repeatable success.

One of the critical components of the SDLC, as it relates to software development and quality engineering,
is our Build-Test-Correct (BTC) methodology. BTC is an iterative approach to creating software in cycles.
It allows us to measure progress across the planned software development schedule and verify it against
approved business requirements to correct defects as early in development as possible. As a best practices
approach, we typically configure and enhance the more complex areas of the system in the earlier BTCs.

Configuration and Release Management

Our software services approach requires equally strong configuration and release management practices,
especially when multiple code-lines are required for concurrent and parallel efforts to achieve long-term
and short-term business objectives,

Strong configuration and release management starts with having our people trained and experienced to
handle even the most dynamic of situations. We draw on our many years of CMMI experience to ensure
our people have the processes in place for configuration and release management in order to handle these
highly complex delivery environments. Because this aspect of our service is so critical, we have regular
compliance checks and audits to safeguard the code that drives your business. We further support our
people by providing them with the tools identified in the following table.

Quualifications and Experience 315
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Figure 3 - 4:

Tools Used for Software Development

Dynamic Object-Oriented
Requirements System

(DOORS®)

JIRA™
(indudes Partner-JIRA)

Quality Center™

Teoo!
Multi-Point Integrator

Subversion

GIT

Red Hat Network Satellite
(RHNS)

RHNS - NEXUS PRO
PUPPET

JENKINS
VAGRANT

Purpase

A requirernents management application for optimizing requirements communication,
collaboration, and verification

An issue-tracking and workflow tool from Atlassian. Along with the “out-of-the-box”
built-in issue and work flow, IGT has developed its own custom workflows for
enhancements and software requirements. JIRA also supports plug-in tools to facilitate
Agile Project Management, e.q., Greenhopper™ (an Agile project management tool used
for software development)

QM software offered by the HP Software Division of Hewlett-Packard with many
capabilities acquired from the acquisition of the Mercury Interactive Corporation

Purpose
An IGT-developed tool that automates the integration of requirement artifacts from
DOORS to JIRA to Quality Center. For example, content or status changes of
requirements are automatically displayed in JIRA and Quiality Center; development
status, release, and test considerations are automatically pushed to Quality Center,
thereby giving us a fully integrated suite of best-in-class tools for managing the software
development life cycle. The Multi-Point Integrator also includes a data warehouse
component that pulls all the data from the three tools to support reporting on different
levels, e.q., high-leve! project status, burn- down and burn-up charts, defect find/fix/close
rates, team productivity, etc.
An open source version-control system founded in 2000 by CollabNet, Inc. Provides
true atomic operations; maintains versioning for directories, renames, and file metadata;
users can move andjfor copy entire directory-trees very quickly while retaining full
revision history

Repository and repository management for source code as well as all build/deploy rules

RHNS keeps server p.roﬁles by using standardized software channels. All packages
including applications will be distributed using RHNS

Nexus is used to keep all artifacts required by maven (scripting tool) to build applications

PUPPET is used for automated operating system configurati'on: middleware delivery and
configuration, and software installation

JENKINS is used as an orchestrator to trigger all builds and installations

VAGRANT is used to distribute Virtual Machine imagés to developer boxes to support

local builds and deployment before code is submitted into the code repository

In our ongoing efforts to be the leading technology provider in the lottery industry, we constantly assess
our skills and capabilities to provide up-to-date, cutting-edge methodologies for delivering software.
For additional information regarding our software engineering and system integration capabilities and
configuration management tools and procedures, please refer to Section 4.2.24, System Hardware and
Software, and Section 4.8, Conversion and Implementation Specifications.
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3.6
Audit Requirements

Specific requirements related to financial audits are detailed below:

IGT has undergone an annual SOCI audit every year since it was awarded the Lottery contract in 2009.
We are proud of our record - six clean audits, with no exceptions noted.

Our response to requirements related to financial audits is detailed below.

3.6.1
Annual Financial Audit

The Vendor shall have a complete financial audit conducted annually.

IGT will comply.

The financial statements of International Game Technology PLC are audited on an annual basis by
PricewaterhouseCoopers (PwC). PwC’s audit report is included in the Form 20-F that is filed with the
Securities and Exchange Commission by International Game Technology PLC no later than the due date
of May 1, 2017,

3.6.2
Annual Examination by Independent Certified Public Accounting Firm

In addition, an examination of the description of relevant controls applicable to the Vendor's description of its West Virginia
operations shall be conducted annuslly by an independent certified public accounting firm that will be selected by the Lottery.
This exarnination shall be conducted in accordance with the attestation standards established by the American Institute of
Certified Public Accountants (statement on Standards for Attestation Engagements No. 16, Reporting on Contrels at a Service
Organization (AICPA, Professional Standards. AT sec. 501))). This examiration is cernmonly referred to as a SOCT, Type 2
examination, The expense of the examination will be paid by the Lottery.

As it does today, IGT agrees to cooperate with the independent certified accounting firm selected by
the Lottery.

Under current practice, the SOC1 audits are conducted every July by Arnett Carbis Toothman, LLP in
Charleston, West Virginia. If the Lottery contracts with a different auditing company in the future, we
will work closely with that firm as well.
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The Veendor will cooperate with the independent certified accounting firm selected by the Lottery in its performance of the
examination and viifl:

3.6.2.a
System Description

Provide the description of the Vendor's systern;

IGT will provide a description of its system to the independent certified accounting firm selected by
the Lottery.

3.6.2.b
Management Assertion

Provide 8 management assertion aboit the fair presentation of the description and the suitability of design and operating
effectiveness of the controls to achieve the related control objectives stated in the description;

IGT will provide the independent certified accounting firm selected by the Lottery with a management
assertion about the fair presentation of the description and suitability of design and operating
effectiveness of the controls to achieve the related control objectives stated in the description.

3.6.2.c
Responsibility for Description/Assertion

Acknowledge responsibility for preparing the description and for the assertion, including the completeness, accuracy, and method
of presentation of the description and the assertion. providing the services covered by the description. specifying the control
objectives and stating them in the description, identifying the risks that threaten the achievernent of the contiol objectives,
selecting the criteria. and designing, implementing, and documenting controls to achieve the related control objectives stated in
the description: and

IGT will acknowledge responsibility for preparing the description and the assertion, including the
completeness, accuracy, and method of presentation of the description and the assertion, providing the
services covered by the description, specifying the control objectives and stating them in the description,
identifying the risks that threaten the achievement of the control objectives, selecting

the criteria, and designing, implementing, and documenting controls to achieve the related control
objectives stated in the description.
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3.6.2.d
Working Papers Review

Will not prohibit a review of the working papers of the examining auditor by the Lottery's independent auditors.

IGT agrees not to prohibit a review of the Working Papers of the examining auditor by the Lottery’s
independent auditors.

3.6.3
Examination Within 90 Days

The Lottery reserves the right to mandate the first examination of the Vendor's description to be conducted within ninety (90)
days cf installing the system,

IGT understands and agrees that the Lottery reserves the right to mandate the first examination of IGT’s
description to be conducted within ninety (90) days of installing the system.

3.6.4
Records and Operations Audit

The Lottery reserves the right to audit the Vendor s record's end cperaticns as they relate to West Virginia during the teim of
the Contract. The audlits may be conducted by the Lottery's own auditors or an independent firm specified by the Lottery.

IGT understands and agrees that the Lottery reserves the right to audit IGT’s records and operations
as they relate to West Virginia during the term of the Contract. The audits may be conducted by the
Lottery’s own auditors or an independent firm specified by the Lottery.
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3.7

Glossary of Terms in This RFP

ABCA

Acceptance

Activation, Activate

ADA
Agreement

Back-office System

Back-up System

Base Cost

Base System

BDC

Chains

Alcohol Beverage Control Administration, a state agency which has regulatory
authority over facilities that sell alcohol

Whitten notice of approval from the Director transmitted to the Veendor that the
Lottery has evaluated the performance of an action by the Vendor and has
determined that the performance meets the Lottery’s requirements.

The act of notifying the Lottery through a Retailer Terminal that the Lottery
Retailer has bequn selling a particular Pack of Scratch Game Tickets which then
authorizes a Retailer and the Lottery to validate and pay a prize from a ticket
within that Pack.

Americans with Disabilities Act
See Contract.

Data processing systems used to support the central business operation of the
Lottery, as distinct from gaming systems or systems employed by the retailer at
the point-of-sale. This includes for exarmple the Lottery’s ICS systems.

A computer system located at the currently active data center (PDC or BDC)
that is able to immediately function as the Primary Computer System.

The rate proposed by a Vendor for the Online Gaming Svstem and for all
items, equipment, scftware. services. functions, and duties required by the RFP
and subject to all of the terms and canditions specified by the RFP. and any
other feature proposed to be included by the Vendor. represented as a
percentage of daily net revenue.

Sase System means the standard system marketed and sold to existing
customers. It may or may not have all required functionality described in

this RFP.

Baclkup Data Center: A remote data center that has the full functionality as the
prirary cata center. including independent network paths. In this RFP, the
traditional gaming system is housed in a Lottery provided BDC-

Chains are groups having the same ownership and/or electronic funds transfer

("EFT") account.

i
1
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Consumables

Contract

Contract Manager

Degraded Functionality

Legraded Performance

Effective Date

Gaming System, Online

~ -
\Zalming

System, Online Lottery
Gaming

System, System, or
Traditional

System

Go-Live Date
(Start-Up Date)

SIGT

Play slips, ticket stock. printer paper. printer ribbons, ink supply, toner, and any
other operational supplies required by retailers to operate their terminals.

The term "Consumables” does not include point-of-sale promotional items
or scratch tickets.

The written agreement resulting from this RFP, the succassfuf Proposal and
subsequent negotiations, which incorporates, among other things, this RFP end
the Viendor’s Froposal, and all medifications hereto and theretc as well as WV

forms WV-96 and Affidavit

The manager of a party responsible for the Contract oni behalf of the
respective organization.

The operation of the System when (i) any onfine function required by the
Agreement, including but rot limited to validation, selling andfor canceling
tickets, or producing retaifer accounting reports, is not available due to failures
other than failures which are determined to be outside the responsibility of the
Vendor, (i) data is not being recorded on two (2) magnetic media within six
(6) seconds of ticket issuance on the computer that is acting as the Primary

Computer System, (iii) data is not being recorded on the Secondary Computer
System. or (iv) data is not being recorded on the Back-up Computer System.

The operation of the System when draw game tickets are not being produced
within the specifications and response times required by the Contract.

The date upon which the Contract is signed.

The set of software and hardware components required in order fo deploy and
operate a particular game or set of games. Such compcnents include for
example game terminals, communications channels, and game host computers
as well as back-office systemns at the Lottery Headquarter Office,

The designated date defined by the Lottery, when the conversion of the
new System is completed and the Lottery permits the Vendor to enable five
business transactions.

Qualifications and Experience



Hash Totals

Hotline

IGT

Instant ticket

Intellectual Property Rights

Internal Control System

(ICS)

Lottery

Lottery Headguarters

Lottery Director

Lottery Retailer. Retailer

Management Terminal.
Management Workstation

The two primary methods utilized are MDS and SHA-{ each of which is a
mathematical computation of the individual characters within a file resulting in
a string of characters. If two files have the same hash value, their contents are
identical. If any bit is changed in one of the files the hash numbers will not be
the same. Changing MAC dates, file names or file locations will not change the
computed hash values.

The method utilized by a Vendor to handle incoming telephone calls from
Lottery Retailers relating to Retailer Terminal problems, ordering of supplies
and handling of Lottery Retailer questions.

IGT is the current vendor, known as IGT Global Sclutions Corp.

A physical product sold by the Lottery; belonging to the Instant products. To
play, the player must scratch off or tear off a covering to reveal ticket symbols
to determine if it is a winning ticket.

Any rights with respect to inventions. discoveries, or improvements, including
patents. patent applications and certificates of invention; trade secrets.
knowhow, or similar rights; the protection of works of authorship or expression,
including copyrights and future copyrights: and trademarks, service marks,
logos, and trade dress; and similar rights under any laws or international
conventions throughout the world. including the right to apply for registrations,
certificates. or renewals with respect thereto, and the rights to prosecute.
enforce. and obtain damages.

The audit systern and its associated processes that performs auditing of the
i ) P g
gaming system componerit to ensure the integrity, security, and accuracy of

gaming fransactions.

The West Virginia Lottery.

The main physical location that houses the Lottery’s central offices located at
900 Pennsylvania Avenue Charlesten. YWV 25302,

The person(s) in charge of sunning the Lottery and making executive decisions
on a day-to-day basis or kis designee.

Legal business authorized by the Lottery to sell and validate lottery tickets

ata POS.

Terminal or perscnal computer used by the Lottery for inquiry, report
preparation, and/or managing game parameters for the Online Gaming
Systern or other Systems.
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MUSL

NASPL

Online Transaction, System
Transaction, Transaction

Pack

Party, Parties

Play Slip

POS

Primary system

PDC

HIGT

Any event which, following Generally Accepted Accounting Principles
(GAAP) or International Accounting Standards (1AS), would require &
disclosure in the annual report of a publicly traded corporation.

Multi-State Lottery Association - The association of lotteries based in Des
Moines, lowa that currently conducts a number cf games, including
Powerball@.

North American Association of State and Provincial Lotteries, www.nasplorg.

The activity in the Online Gaming System that creates a record and receipt of
a sale, canceled or validated ticket, or other transaction. A transaction may
begin when a Lottery Retailer presses the send key or function on the Retailer

Terminal and ends with the printing and dispensing of an Online Game Ticket
or report. A transaction may also be a result of a player activated terminal, a
kiosk, or a web-located user,

A quantity of Instant Game Tickets that are shrink-wrapped and inventoried
to be distributed to Lottery Retailers.

Tke Lottery and the Viendor or Viendor, each being a Party, jointly referred
to as Parties.

A pre-printed Retailer Terminal-readable form issued under the authority of
the L ottery used for marking a player’s draw game play selections.

Paint of Sale (retail location), often linked to a Lottery Retailer.

A computer systern located at the Prirnary Site that has the ability to process
and racord all transacticns on a real-time basis and all functions refated to the
Traditional Gaming System. Each data center has two redundant systems and
the one that is currently operational and processing transactions is referred to
as the Primary System.

The System is comprised of four redundant systems, two of which are housed
at the Primarv Data Center (a fully functioning dats center) and two are
housed at the Backup Data Center. At any moment in time, one cf the four
systems is actively processing gaming data and is referred to as the Primary
System, the second systern at that particular data center is referred to as the
Secondary System, all four have mechanisms in place to synchronize all
transactions so that the refevant databases are kept up to date and contain the
same data.
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Proposal (Bid)

Proposal Clarification

RFP

Secondary system

SLA

Software

SRS

SS5AE18

55T

Subcontractor

Anything that a vendor submits in response to a solicitation that constitutes an
offer to the State and includes, but is not limited . documents submitted in
response to request for proposals.

A process used by the Proposal Evaluation Committee to resolve ambiguities
and improve the understanding of an individual Vendor's Proposal. The
responses of individual Vendors to Lottery requests for clarification are
considered part of the deliberative process of clarifying the offerings in a
Proposal.

References this "Request For Proposal” document including all appendices
and subsequent amendments.

A second set of computers, located at each data center, which records all of
the transactions on a real-time basis from the Primary Computer System in
the event of a failure of the Primary Computer System. The Secondary
system is able to immediately function as the Primary Computer System with
identical performance and capabilities as the Primary Computer System. Note
the PDC and BDC each have two systems, one is primary, the other is
secondary unless the roles are reversed due to a Jocal failure.

Service Level Agreement includes specifications and objectives to achieve a
desired level of seivice.

All system software and customized software (which is including the source
code and any technical and functional (development) Documentation
developed by the Viendor for or at the request of the Lottery).

System Requirements Specifications are used to document how certain
functions or programs will be designed.

Staternent on Standards for Attestation Engagements (SSAE) No. 16”, short

SSAEL 6 (formerly known as SAS 70) producing & "Service Organization
Controls (SOC) 1 report” as output. US equivalent to ISAE 3402, The report
issuedisa SOC T TYPE 2

Self Service Terminals ailowing players to purchase and validate Lottery
games.

Person(s)} to whom the Vendor entrusts a portion of the execution of the
Contract.

o
|
)
N
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System

T elecommunications
Network, Communications
Network

Terminal

Ticket

Ticket Checker or Seif-
Check Unit

Transaction Log or System

Log

Vendor

Voucher

& 1GT

A collection of hardware, software, facilities, and procedural efements vwhich
provides garning services and which produces data related to games played and
won. In this RFP there are numerous references to systemns, inclusive of
references to systems that are subsystems of other referenced systems. The
immediate context and adjectives or labels define which systems are being
discussed. VWhen used without other qualification. “System” refers ta the
cormprefensive gaming system as per the objective of this RFP proposed by the
Vendor.

The System incliding telecommunication lines, switches, routers, and central
office equipment that provides the interface and compatibility between
Retailer Terminals, communications equipment, and the Primary and Back-up
Computer Systems. The majority of the circuits utilize satellite
communications.

Machine designated to facilitate Lottery product sales, validations, reports, and
instant ticket ordering at a POS.

Tangible or digital evidence issued by the Lottery to provide participation in a
Lottery game.

A player activated terminai where a player can check to see if their Online
Games or Scratch ticket is a winner. The terminal simpiy replies with an
appropriate message,

The file or data structure that lists all transactions, by a Lottery Retailer, that
have occurred during a day (or longer). This includes all Online Game
transactions, selection sets. times, management commands, Scratch Game
Ticket validations pass through transactions, etc.

The Vendor with whom the State of West Virginia will execute a Contract
pursuant to this RFP: prior to Contract Award generally refers to bidders
submitting a proposal,

Once the State of West Virginia signs the Contract, the bidder becomes the
Vendor.

Ticket or transaction number on a ticket that will be used for entrv for contests
conducted over the internet.

IGT has read, understands, and acknowledges the Glossary of Terms presented in this RFP.
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Project, Goals, and Objectives

List project goals znd or objectives contained in Saction 4, Subsection 4;

IGT has read, understands, and acknowledges the project’s scope, goals, and objectives, as well as
specifications for the RFP response and potential engagement by the West Virginia Lottery with
other sources.

Project, Goals, and Objectives
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@

Faciities to house the Systeim should be designed and constiucted to support operation of the Systant and maximize efficiznzy.
Please describe your plans to achieve the goals related to FACILITIES. (Section 4.7).

To meet and exceed the West Virginia Lottery’s evolving business needs, IGT has invested substantially in
a number of facilities throughout the state. If selected to be your next vendor, we will continue to provide
local facilities that meet all state and local codes, are able to handle the complexity and growth objectives
of the Lottery, and — perhaps most important -- are safe and secure.

The facilities will include a local Primary Data Center (PDC), a separate local, remote Backup Data Center
(BDC), a warehouse, and several lock-up locations distributed throughout the State. All facilities will be
Americans with Disabilities Act (ADA)-compliant and adhere to all applicable West Virginia regulations.

The facilities include:

* PDC Located in Charleston: This PDC location will benefit from continuity of operations
and the efficiency of being located 3.4 miles from Lottery Headquarters. Equally important, this
location represents IGT’s commitment to staff members who reside in and around Charleston.

* BDC Continuity jn Bridgeport: Geographically separate and secure from the PDC, the
Lottery-owned BDC facility will provide your new gaming system with redundancy and
security in accordance with IGT best practices.

*  Warehouse in Elkview: As well as being a storage and repair center for lottery terminals,
peripherals, and consumables, our secure warehouse in Elkview also houses Pick ‘n Pack operations.

= Strategically Located and Secure Lock-up Locations: We currently maintain five lock-up
locations in West Virginia, strategically located to effectively serve your retailers. We will
examine each location on a case-by-case basis to determine whether relocation will better suit
your needs while maintaining our focus on strategic geographic placement. The figure in
Subsection 4.1.5, Additional Warehouse Space, displays the specific locations of these
facilities throughout the State.

= Data Center of the Americas (DCA): In addition to the robust capabilities of our proposed
in-state data centers, we will provide support from our Austin, Texas-based DCA, a world-
class facility and one of the longest-running consolidated data centers in the U.S. It is home
to a well-trained, expert staff who are on site 24 hours per day, seven days a week.

Facilities 41-1
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We are the vendor best positioned to ensure that your PDC conversion proceeds on schedule and with
minimal disruption to you and your retailers. We will not need to construct a temporary data center to
use during implementation, as further described in Section 4.8.1, Project Implementation. Using our
existing location will eliminate the disruptions and risks to your business and retailers that a new vendor
might experience during such a multi-faceted conversion. Managing and operating secure and efficient
data centers is one of IGT’s core competencies. Following are further details on our proposed facilities.

4.1.1
Primary Data Center ("PDC")

In the currant environmeant the Vendor provides facilities and utilities for the PDC. The Vendor provides and maintains in good
operating condition, an appropriately sized unintemptible power systerm ("UPS”) and an appropriately sized generator with the
capacity to support and serve the PDC. Should a utility power failure occur, the UPS currently provides at least 150% of the
capacity needed to sustain all hardware, environmental equipment, communications equipment, fire protection equipment, alazm
systers, and recessary lighting to conduct services at full capacity. Such equipment compiies with all applicable fire and safety
codes. The Vendor maintains the UP5 and generator systems at their PDC with adequate periodic inspections and foad testing
required by the product manufacturers to assure dependabifity and functionality. Inspections and tests are requested and
reviewed by the Lottery.

IGT will continue to provide and operate a PDC at the location specified below.

Location:

1700 MacCorkle Ave SE
5% Floor South
Charleston, WV 25314

rigure £1-1:

View of the West Virginia PDC Facility | Close Proximity for

| a Better Partnership:
With Lottery
Headquarters and the
IGT PDC just a few
miles apart. we will be
able to continue our
close collaboration
and track record for
getting things done.

41-2 Facilities



&1GT

IGT’s West Virginia PDC facility is located 3.4 miles from the Lottery’s Headquarters at 900 Pennsylvania
Ave. Our current location in Charleston offers close proximity to the Lottery with convenient access for
Lottery staff, giving us a better opportunity to serve your ongoing business needs in a timely manner.

Figure 4.1-2:

IGT Operated Local Data Centers

] -State Primary Data Canter (PDC)
| in-State Backup Data Center (8DC)
Bl instatePDC and BDC

PDA and MD in-stage PDCs suppart thoze furisdictions’ shot mrechine central ystems

Data Center Expertise: IGT brings robust experience in the operation of local data centers on behalf of ite
lottery customers.

As we have for the Lottery - and as we do for all of our customers, whether their data center is local or at
the DCA - we will continue to implement operational best practices that adhere to the highest lottery and
Information Technology (IT) industry standards.

To ensure maximum efficiency at your PDC, the Lottery will:
= Benefit from IGT’s experienced staff.
= Receive convenient access at all times to dedicated IGT personnel.

Unique in comparison to most PDCs, our existing facility at 1700 MacCorkle Ave. in Charleston wili house:
»  Alocal Quality Assurance (QA) lab.
» Call Center/Hotline operations.

¢ Tel-Sell operations.
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Locating these departments in-state provides jobs for local West Virginia residents and ensures
streamlined services that are specific to Lottery operations. The following figures give an on-site glimpse
into the various departments housed in the PDC.

Figure 4.1-3:

West Virginia PDC Operations

QA Test Lab l

Computer
Operations
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Figure 4.1 - 4:

A Full Gamut of Lottery Services: IGT's Charleston PDC is distinctive in its housing of Computer
Operations, the QA Test Lab, the Call Center, and Tel-Sell Operations under one roof. This “all in one’
location ensures specialized, local services for the Lottery and its retailers.
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The Lottery’s CAT Lab and IGT’s QA Test Lab will continue to be outfitted with IGT-furnished and -
installed retailer terminals connected to the testing system in 2 manner that replicates all modes of actual
retailer terminal communications. To ensure that exact replication is possible during testing, all terminal
types across West Virginia will be available in the testing locations:

* ALTURA® Flex.

»  Flex Vision.

*  GEMINI™ Touch.

*  Motorola TC55 Mobile/Handheld terminals.

Because data center safety and security are so critical in the lottery business, we have used our extensive
experience in constructing and retrofitting facilities to establish safety and security best practices. Those
best practices and our expertise in Multi-State Lottery Association (MUSL) standards will ensure that the
Charleston PDC continues to operate according to the most current practices and specifications.

Additionally, the location of our PDC on the fifth floor of the facility prevents the possibility of water
exposure to our server equipment in the event of a flood.

Power and Environmental Control Equipment

IGT will continue to provide and maintain, in good operating condition, an appropriately sized
Uninterruptible Power System (UPS) and an appropriately sized generator with the capacity to support
and serve the PDC. The proposed UPS provides at least 150% of the capacity needed to sustain all
hardware, environmental equipment, communications equipment, fire protection equipment, alarm
systems, and necessary lighting to conduct services at full capacity in the event of a utility power failure.
All equipment complies with all applicable fire and safety codes. IGT will continue having periodic
inspections and load testing performed as required by the product manufacturers to assure dependability
and functionality.
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4.1.2
Backup Data Center (‘BDC")

Vendor has acquired. installed. tested and operates all of the remote backup system equipment and communications in the
BDC facility for their systems. The remote backup system environment mirrors and is configured to run parallel with the systems
at the PDC. The Vendor's BDC is co-located with the Lottery’s BDC. Should the Lottery determine that relocating the current
BDC is required the Vendor will have the option to relocate to a central data facility or co-locating with the Lottery subject to
Lottery approval,

The Lotzeny's BDC is focated at 64 Sterling Diive Bridgepat. W\ 28330, The BOC has dadicated 2,859 squaie feet OF the
8,260 square foot building to the Vieador for the remote backup System and t:aditiona! cpeiations. includling a secure storage
area for shared warehotise space, vendor office, an operations control room outside of the data center, and space for training and
Storage. The building space and computer support equipment (HVAC/Generator/UPS and building environmental systems are
provided with a lease cost Of $19 per square foot per year which is paid by the Vendor on a monthly basis in arrears [currently
$4,543 per month]. The Lottery will limit any increases to no more than 10% or the annuial rate of inflation, whichever is greater,
should such an increase be deemed necessary by the Lottery.

The i ottery provides security svstems, kevcard access, UPS, generater, and HVAC to the entire building at the BOT. Detailed
ottery provid y sy : g g

specifications for tha environmenta! svstams wiff be provided as an addendum to the RrD. The Vendor is providad access to

security svstems as appropriate.

IGT will continue to operate all of the remote backup system equipment and communications from the
co-location specified below.

Location:
64 Sterling Dr.
Bridgeport, WV 26330

Continuing your BDC operations at this proven and convenient lottery facility will provide you and your
retailers with both continuity and minimized risk. An on-site computer operator will be availabie at the
location Monday through Friday, from 8 am to 5 pm.

Power and Environmental Control Equipment

The current Bridgeport BDC facility is outfitted with safety, security, and environmental control
equipment that is appropriate for a computer facility. All construction and furnishings comply with fire,
safety, building, and ADA codes. We will continue to maintain compliance with all such codes.

IGT understands that should the Lottery determine that relocating the current BDC is required, IGT
will have the option to relocate to a central data facility or to co-locate with the Lottery subject to
Lottery approval.
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4.1.3
Warehouse

The primary warehouse provides adequate space to receive, process. package, ship, distiibute. warehouse, track, and manage
inventoiv for the Lottery's instant tickets. retailer and player consumables, POS items, promotioral materials, and Vendor
equipinant.

IGT will continue to provide a primary warchouse that provides adequate space to receive, process,
package, ship, distribute, warehouse, track, and manage inventory for the Lottery’s instant ticket scratch-
off games, retailer and player consumables, Point-of-Sale (POS) items, promotional materials, and vendor
equipment from the location specified below.

Location:

4998 South Elk River Rd.
Unit]

Elkview, WV 265071

This location allows IGT to handle the bulk of the Lottery’s equipment repairs locally rather than shipping
parts out of state. We will also handle activities related to instant ticket scratch-off games from this facility
such as Pick ‘n Pack operations and the shipment of tickets.

Environmental controls are in place to maintain a temperature setting appropriate for the storage of paper
goods such as instant tickets, roll stock, and play slips.

Resources available on site include a Field Services/Warehouse Manager and two Distribution Service Clerks.

Security Upgrades

IGT will add devices to the electronic security controls at the warehouse, which will enhance the current
system by activating reader sirens. The upgrade will include the installation of an Alarm Expansion Board
(AEB) and a Relay Expansion Board (REB). As well, an upgrade to the Digital Video Recorders (DVRs)
currently in place will allow for convenient web-based viewing, rather than having to install software on a
PC with a high definition picture. This upgrade enables IGT to deliver a single path through our firewalls
while allowing connections to camera views at different locations.

4.1.4
Field Staff Sites

The Field Repair Center(s) support the Field Technical Service Staff by providing maintenance, repairs, and replacernents for the
Vendor's equipment including field equipment ieased by the Lotterv,

IGT currently maintains two Field Repair Centers in West Virginia: one located at our Warehouse in
Elkview and the other located at the BDC facility in Bridgeport.

41-8 Facilities



DIGT

4.1.5
Additional Warehouse Space

The Vendor may include additional distribution or storage depots to support the primary warehouse and its functions and should
describe how it plans to utilize the additional facilities for its operations and the benefits it may provide to the Lottery,

West Virginia Secure Lock-up Locations

To provide the Lottery and its retailers with the most effective and convenient service possible, we will
continue to provide secure equipment and consumable storage units, known as lock-ups, to support
remote Field Service Technicians (FSTs) throughout the state.

Our chief motivation when selecting the current lock-up configuration was to strategically locate the units
in a manner that ensured FSTs would have the greatest and most convenient access for servicing the
major concentration of retailers.

The next figure shows the locations of our secure lock-ups, as well as the aforementioned Field Service Centers.

Figure 4.1 - 5:

Storage Locations

West Virginia Secure Lock-up and Ficld Repair Loca throughout West

wide area of the

ups and Field Repair

Benwood @ our FSTs with ready

access to equipment
and consumables,

Bridgeport @ to retailers.

© Elkview

© Chapmanville

'O Beckley . Lock-up Locations =

Field Repair Locations ()
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For the upcoming contract, we will review each of these facilities for their suitability to optimally support
the Lottery.
The Vendor's proposal shouid describe exceptions to the Current environment and provide details about any known or planned

enhancerments or new features that would provide better service and increase revenue for the Lottery. The proposal should include
any schematics, pictures, diagrams. configuration settings or network diagrarns that would kelp the Lottery evaluate the proposal,

IGT plans to continue using the current environment with the following enhancements and new features.

Enhancements and New Features

To ensure that our PDC facility staff has all of the tools and information needed to effectively and
efficiently perform their responsibilities, the PDC will undergo a modernization process. This process
will entail a cosmetic refresh of the facility including new paint, carpeting in high-traffic areas, and new
counter tops in the computer operations room and break room. An upgraded DVR and enhancements
to the electronic security system currently in place at the PDC will promote a more secure environment.
The computer room air conditioning units will be replaced post Go Live as the new Aurora systems will
discharge a much lower heat load. As well, electrical work, including additional electrical outlets, will
ensure the new computer systems receive enough power.

4.1-10 Facilities
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The Syster should be a turnkav daliverabie that supgoits currant and future needs related io traditiona! lottery sales anc
promotions. Plaase dascribe your plans to achisve the goals related to the SYSTEM including: System Cenfiguration, Remote
Backup Configuration, System Failover, IC5, Testing Configuration, Comimunications Network, Systermn Hardware Design,
System Performance, System Logging, and System Security Requirements.

With each new release and customer deployment of our systems over the years, IGT teams learned more
about how technology is used every day by lotteries worldwide. The lessons learned, combined with the
millions of dollars IGT invests in Research and Development (R&D), allow the Company to continually
improve its solutions to meet cvolving customer needs. Aurora, our proposed technical platform for the
West Virginia Lottery’s future, is the culmination of this experience.

Additional information regarding Aurora, in the form of screenshots, is trade secret and/or highly
proprietary and confidential commerical information that IGT can make available for review by the
Lottery during the Oral Presentation and/or under a Non-Disclosure Agreement (or similar), as
disclosure of this information in the Proposal (and public disclosure of the same as noted in Sections 21
and 31 of the RFP) could severly jeopardize IGT’s competitve position in the marketplace and cause
significant harm to IGT and its stakeholders.

Aurora

IGT’s high-performance Aurora Gaming System is built upon 14 years of legacy, learning, and success
built into our Enterprise Series (ES) gaming System. IGT developed the Aurora suite of smart, open
solutions to support current and future lottery growth. Our lottery Systems are the most widely deployed
of any vendor in North America and globally, currently in operation in 30 North American jurisdictions
and 60 jurisdictions worldwide, identified in the following graphic:
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Figure42-1:
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Today, IGT’s Aurora lottery gaming System builds on that proven ES legacy to address the industry’s
evolution to a player-centric and retailer-focused entertainment realm that vastly eases the use of the
System by our customers.

4.2 - System
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Here are some highlights:

rigure 4.2 - 2:
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How Aurora Design Featuresﬂamfﬂsth_n‘;f Vi

Aurora Feature

Benefits to the West Virginia Lottary

Decision Support for
Lottery Management

' Open, Standards-Based
Architecture

Platform Independence

Modularity

Internet Protocol (IP)
Interfaces

Flexibility and Scalability

Sééurity

Point-of-Sale (POS)
Equipment Diversity

Usability of the System: Single portal Graphical User Interface (GUI} to access all
information, ete.

No operator intervention

Desktop tools by discipline, by user

Real decisions made in real time

Reporting tools allow proactive choices, not reactive results

No proprietary-System barriers

Accessible to third-party, off-the-shelf software

Easier integration throughout the System due to the separation of middleware in
its own tier

Open, standard architecture includes our terminals

Medularity, a modern Operating System (OS), and other improvements prevent
Lottery data processing System obsolescence

Easy integration to Lottery-owned Systems through standard interface messaging
and methods

Better service, performance, and uptime

Open standards, i.e., using industry-recognized, scalable architectures
Standard protocals for increased integration opportunities
No reengineering of the system architecture every few years

Most widely used protocol around the world

Bandwidth and speed to drive innovative content

IGT has adopted Information Technology (I T) and lottery industry-wide standards
for messaging formats, such as eXtensible Markup Language (XML)

Sized for today and tomorrow

System configuration enables growth

Exceeds lottery-industry standard audits

N-plexing (IGT method for managing multiple systems) for data redundancy
Internet ready

Performance exceeds RFP requirements

IGT personnel with years of experience in lottery security and law enforcement will
develop and support the Lottery's Operations Security Plan

IGT dosely monitors and participates in the activities of the:

- World Lottery Association (WLA) Security and Risk Management Forum

- Multi-State Lottery Association (MUSL)

North American Assodiation of State and Provincial Lotteries (NASPL)

Expand into non-traditional channels and maximize channels for the marketplace
Integration tools to reach more distribution channels
Match the implementation to the opportunity - no “one size fits all”

System
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Evolution - From Enterprise Series to Aurora

The latest improvements to ES were based on emerging industry and technology trends and the current
and future needs of our customers — and have led to the highly innovative Aurora System. To that end,
we've incorporated our experience meeting worldwide lottery business challenges into Aurora’s design.

Description of IGT’s Aurora Gaming System

Aurora is the most advanced implementation of our gaming System to date. IGT places great importance
on delivering solutions that are specific to each customer. To deliver tailored solutions, Aurora’s flexible
architecture allows for different System profiles by using the same code base. This allows us to leverage the
best features across all of our implementations with a faster time to market. Aurora is composed of many
components. These can be delivered and integrated as a single System or provided individually as an
existing System upgrade. The Lottery’s requirements and business objectives will drive the end solution
and dictate the deployment/support model we provide to you.

Included in the following figure are those applications being proposed for the Lottery based on the
requirements called for in the REP and to meet your business objectives:

Figure £.2 - 3:

Propesed Aurora Sclution for the West'

BAurara . :
C Furction/Bemstit
L Cmponent
Aurora Transaction *  The solution will perform gaming and transaction activities for our assembly of products,
Engine {Central such as core game logic, game management, transaction processing, transaction data
System) management, accounting, and promotions

®  The Lottery's business is powered by an industry-proven, stable and secure transaction
engine, trusted by lotteries around the world

Aurora Anywhere *  Aurora Anywhere is a core suite of gateway products exposing a standard set of
Application Programming Interface (API) guidelines
o |t offers the Lottery quick, easy access to a system anywhere there's a web browser or
digital channel

Aurora Connect® *  Aurora Connect is a highly secure, high-volume, open-standards Internet Protocol (IP)

network interface (i.e., the front-end communications processor) that connects the
Lottery’s sales channels, such as IGT's proposed Altura® Flex terminals, to the Aurora
Transaction Engine

e  The Lottery’s Retail Network is connected by a feature-rich, reliable network interface
scaled to support the Lottery’s network at cutover and future growth well beyond what will
likely be required, ensuring that it does not need to consider network capacity when
considering new sales opportunities

42 -4 System



Aurora

SIGT

Functionf8enefit

CI]I'ITPE nent

Aurora Instant
Processing System

{Aurora IP5) and
Aurora OrderStar

Aurora Performance
Intel

Aurora Retailer

Wizard

Aurora MultiMedia

Aurora FlexDraw®

Aurora Navigator
Back-Office

Aurora IPS is an instant ticket scratch-off game management engine that is highly scalable
to rapidly meet the Lottery’s dynamic business rules and sales optimization initiatives.
IGT’s Aurora OrderStar uses a sophisticated series of formulas designed to generate
Suggested Orders that will help retailers maximize their sales based upon their recent
history and the Lottery’s sales focus. This is a fully customizable sales tool that can
effectively recommend orders to the Lottery for each retailer based upon the Lottery's
objectives

Top-selling Lottery games will always be at every retailer, and retailers are never
resupplied with slow-selling games. Returns are minimized. Aurora provides the Lottery
and its retailers an integrated solution with an efficient single data source

This comprehensive Bl and analytics toolset will provide the Lottery's analysts and
managers with instant access to actionable lottery insights. These insights will help the
Lottery see that the right level of retailer profits can be attained to grow the Lottery’s
retailer base

Advanced visualizations will simplify complex data into an “ah ha” moment for every
Lottery stakeholder

Retailer Wizard is a retailer-website application enabling a new level of communication
and engagement with both corporate and independent retailers; it supports in-store
execution and sales performance

Functions with any HyperText Markup Language (HTML) 5-supported browser

The Aurora MultiMedia management System enables the management, configuration,
and creation of multimedia shows on a local device, with the ability to test these shows on
various device configurations prior to pushing the shows into an integrated environment
(i.e., on monitors at the retail POS)

With many purchase decisions occurring at the POS, digital signage is the optimal salution
to drive Lottery incremental sales and engage and inform customers

Aurora FlexDraw is IGT's automated Random Number Generator (RNG) and physically
secured RNG software solution for all lottery draw, or monitor, games including lotto,
keno, raffles, and numbers

FlexDraw can accommodate a broad range of games with a variety of matrices. Each time
a set of winning numbers is needed for a particular game, the central System will send a
request to FlexDraw to generate a random set of winning numbers

Aurora Navigator Back-Office is an extensive and fully integrated back-office
management System. The solution comprises the back-office administrative applications
that the Lottery can use to operate the System and manage users, retailers, players,
games, etc., as well as a modern, highly useable User Interface (UI) (the Aurora
Navigator) customized for Lottery users according to their roles

Lottery users will be armed with a device and browser-agnostic interface, using role-based
navigation and a dashboard customized to Lottery business practices, defivering
information and tools where, when and in a manner best for each user

System
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Aurara

Compenent

Aurora Navigator
Back-Office: Aurora
User Security

Aurora Navigator
Back-Office: Aurora

Game Manager

Aurora Navigator
Back-Office: Aurora
Retailer Manager

Aurora .Navigator
Back-Office: Aurora
Clairns and Payment

Aurora Navigator
Back-Office: Aurora

Promotions

Function/Benefit

Aurora protects data by strictly limiting access to the system to authorized individuals only.
Aurora User Security will allow the Lottery (andfor IGT) to control users and their access
to the system. [GT applies the Principle of Least Privilege to the access-control function,
whereby users have access only to the resources or information that are essential to
performing their job functions

The Lottery will use a simplified user-administration application, providing a
comprehensive security program and supporting access at a granular level

A web-based application, Aurora Game Manager is the principal back-office tool for
managing and monitoring System activity, setup and control of draw games and game
liabilities, transaction processing, draw processing, terminal administration, and monitoring
data in real time. The solution also provides a range of features for balancing and
reconciling draw games, along with audit trails and reporting capabilities

Landing pages provide quick snapshots of overall activity at the Lottery user login.
Separation of products (games and features) within the engine allows for segregation of
required modification, resulting in a more efficient development and test cycle and a more
rapid time to market

Aurora Retailer Manager will allow the Lottery to manage all aspects of its retailers’
business. The sclution provides automated management of the complete life cycle of
retail locations and owners, clerks, and terminals, Retailer information is logged
automatically and visible for authorized front- and back-office users

The retailer licensing process is tailored to the Lottery. New functionality is applied to
Systematically move the user through the application and licensing process, allowing the
Lottery to bring retailers online faster

Aurora Claims and Payment (CAP) is an integrated solution that will allow the Lottery to
validate claims, generate payments, write checks, and report payment information for draw
games and instant ticket scratch-off games. This component will present the Lottery with a
single view of its players’ CAP history, including associated claims, payments, and
annuities

The application is customized to Lottery business rules, providing the efficient processing
of multiple claims, and outstanding checks and balances to ensure the integrity and
auditability of the CAP process

Aurcra Promotions is a flexible, scalable, and feature-rich tool that will enable the Lottery
to provide a wide variety of terminal, game, and retailer promotions to drive consumer
engagement. The solution enables promotions to be targeted to virtually any terminal
group defined by a lottery

Aurora Promotions offers a vast array of promotion types, e.g., those designed to
introduce players to new games and those that inform long-time players about new ways
in which to play current games. It also allows for highly customizable promotion attributes:
types, prizes, criteria, text, and participation

Aurora will enable the Lottery to easily and quickly create, group, prioritize, and launch
promotions that will draw consumers to its games

42-6
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Decision Support for Lottery Management

Aurora offers the Lottery more agility when executing key business decisions, and sound, actionable
analytics to help make those decisions. Aurora’s advanced BI portfolio allows data to be integrated,
mined, and visualized, ultimately driving results.

IGT’s Aurora solution will allow the Lottery to seamlessly connect all of the different channels in which

it operates, enabling it to know its players, communicate with them, and give them value wherever and
whenever they play. Aurora extends down to the point of sale, where a new framework provides flexibility
to deploy applications across a full suite of terminals and devices.

Aurora Navigator Back-Office

IG'1"s Aurora Navigator Back-Oftice Applications (Aurora Navigator Back-Office) will give the Lottery
a central point of access — Aurora Navigator, the Ul to an extensive suite of back-office applications for
managing games, retailers, draws, promotions, and more, along with solutions for Bl and reporting.
Those who use Aurora Navigator can customize the look, layout, and feel to meet their exact needs, help
them better manage their business, and enhance their productivity.

Aurora Navigator provides an improved interface that is customizable and easy to navigate. It puts
the information that Lottery users need to do their jobs front-and-center and in a manner that is easy
to navigate.

Aurora Game Manager

A web-based application, Aurora Game Manager is the main tool for setting up and controlling terminal-
based games and game liabilities and monitoring gaming data in real time. It also provides features and
capabilities to balance and reconcile terminal-based games, along with audit trails and reporting
capabilities. Authorized users can easily access Aurora Game Manager’s capabilities via the Aurora
Navigator UL

Additional game control information can be found in Section in 4.2.15.1, Management Application
Features and Capabilities.

System 42-7
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Aurora Performance Intel

Another key solution is our Aurora Performance Intel analytics and reporting solution, which is described
in detail in Section 4.3, Reports and Interfaces. We will apply our industry experience with data warehouses
to create a unique and customized “Aurora Performance Intel” Data Warehouse for the Lottery that will
support its specific needs and requirements. This includes BusinessObjects” Data Universes, the windows
used to view and analyze data within the Data Warehouse.

We understand that the current Lottery reporting System was not delivered with the Universes needed to
satisfy the Lottery’s report requests. IGT will make certain that the Lottery will be provided with all required
Universes in this offering.

Our Aurora Performance Intel solution will support comprehensive searches of all database tables

within a centralized data warehouse using a single search screen as determined by the Lottery during the
requirements part of our delivery process. The ability to see, for example, in one report, both retailers and
winners by searching any field available in any data universe is a fundamental capability of our enterprise
reporting and advanced visualization toolset.

Authorized Lottery staff will select from these windows to create and analyze information when
conducting ad hoc analysis. It is important to understand that the universes of information are designed
to include windows and views for the entire Lottery staff, such as Brand Management, Sales, Finance,
Retailer Contracts and Administration, and Security. The resulting windows and views will provide
authorized staff with the reporting capability to give them the insights needed to make smart business
decisions throughout the day.

Our Aurora Performance Intel and Data Warehouse reporting System and Customer Relationship
Management (CRM) tools will also enable you to analyze and better understand player behavior so you
can make the right decisions to maximize sales.
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4.2.1
System Configuration

Traditional game operations are supported by a quadplex hardware environment where two independent systems [primary
systern and secondary system] are installed at both the PDC and BDC. Each data center has independent communications
networks to the retailers and the Lottery (at the BDC for the Lottery and Lottery headquarters).

Svstem game, database, and administration functions are currently supported by a protectively redundant configuration.

The POC processing complex consists of two physically separate host precessing systems. networked and designed for 1007
redundancy. Phvsizal saparatior of the PDC host prozessing systarms ansuras inat ne single point of faiiure axizts. One nost
processing systerr is designated as the Primary System and the otter ona s a fully functional backus Systeny A corponert
failure in one system cannot cause a failure in the other system. The remaining system assumes afl processing in case of a failure
in the primary Syster without loss or corruption of any data and transactions received prior to the time of the failure.

PDC system recovery in auto failover from a single system failure is designed to recover in no more than two minuites vhite
still maintaining current sales transactions. This includes the ability to fully service the communications network supporting the
retailer terminals. The Systern and communications network initiates recovery from failure automatically cr manuslly at the
discretion of the Lottery.

Response Note: The sicuation described in this pazagrapi refers te system faiicvers in the same daia caiter, this might be

the failure of a major hardware component in the primary system but the communication network ang environmental systems
| = )

(power/HVAC) are stifl functioning.

The Systemn does not permit remote connectivity into the System from a remote, non-authorized terminal without Lottery
approval. The Lottery reserves the right to request Vendor network device configurations and logs at any time and anticipates
this need to occur in the future. These configurations, files, and logs include firewalls, routers, switches, remote access devices,
aind system logs.

IGT will comply and fully support this functionality. We know how important the West Virginia Lottery
is to the good causes it serves. We have learned from our shared experiences with the Lottery since 2009
and your retailers and players. We acknowledge that, at times, there have been challenges and, through
those experiences, we are committed to closing gaps with new leadership as discussed in Section 4.6,
Vendor Administrative Functions and Support, to ensure transparency and accountability and new
innovative solutions and services, many of which are discussed in this section.

We have examined all of your requirements and objectives, and paid diligent attention to detail in the
proposed design and development of the System offer based on the firsthand insight we have into the
Lottery’s business. The proposed solutions will ensure increased efficiencies and productivity to the
benefit of the Lottery, its retailers, and its players.

For a complete description of our proposed redundant Aurora central System and Primary Data Center
(PDC) System configuration, please refer to Section 4.2.24, System Hardware and Software.
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4.2.2
Remote Backup System Configuration

The BDC processing compiex consists of two physically separate host srocessing systems, networked and coupied for
redundancy. The remote backup system is configured with an indepandent communication network that runs in paratiel with the
systerns at the PDC to immediately assume production operations of the Svster with no loss of data or transaction records.

IGT will comply and fully support this functionality. The Backup Data Center (BDC) processing
complex consists of two physically separate host processing Systems, networked and coupled for
redundancy. IGT will provide two remote Aurora Transaction Engines at the BDC in Bridgeport,
West Virginia. The System will be configured with an independent communication network that runs
parallel to the two production Aurora Transaction Engines at the PDC in Charleston.

The BDC Aurora Transaction Engines can take over Lottery operations with no loss of data or transaction
records during the switching process in situations where the primary and secondary Aurora Transaction
Engines, or the building in which they are housed, are no longer available.

The remote Aurora Transaction Engines can take over operations manually or automatically, should both
Aurora Transaction Engines in the PDC, or the PDC itself, become inoperable. Because all data processed
at the PDC is transferred to and recorded at these remote Systems in real time, these Systems will always
contain the most recent transactions.

For additional information regarding the BDC, please refer to Section 4.1.2, Backup Data Center ("BDC").
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4.2.3
System Failover

The PDC and BDC System configurations are designed aid configured to failover and ther. fail back should a System problem
oceur. Neither communication network relies on routing. switching. or any connectivity from the alternate system. The PDC and
its communication network are 100% independent from the BDC and its communication network.

Response Note: This situation refers to a failover from the PDC to the BDC or from the BDC to the PDC. This often implies
anvironmental systems (power/HVAC) are not available at tha current site or there js 3 major commuiiications outage on the
patyork betwean the current site zind the reralers.

The Vendecr tests the remcte backup system o demonstrate it is fuiy functional by operating in production from the BUC a least
twice a year for a period that shall be requested and approved by the Lottery; Lottery and Vender have agreed to a testing schedule
that provides adequate notice to both parties prior to a planned failover. Testing includes full performance and end-to-end testing
of all business processes and procedures, system, and component functionality. The Lottery observes the testing/exercises. The
PDC serves as the backup data center in this scenaric. The Lottery and Vendor work together to determine the duration of each
fail test/exercise.

The Lottans requires a written repert within five days of each failover test. This raport highlights any is:ves encountered and the
correntive actions being taken to mitigate these issues. The Lotrery imay request a repeat test outside of the schedulec semi-
annuai tests if it deems the issues encountered are sericus enough to warrant another test is necessary. Prompt correction and
retesting of any deficiencies discovered by audit findings or operational recovery is required.

IGT will comply and fully support this functionality. Before your new System goes live, IGT will have
implemented and tested failover/takeover processes and procedures for your central System configuration.
We will test the System at least twice per year for a period requested and approved by the Lottery. The
Lottery and IGT will agree to a testing schedule that provides adequate notice to both parties prior to a
planned failover. Testing will include full performance and end-to-end testing of all business processes
and procedures and System and component functionality.

IGT understands that the Lottery will observe the testing/exercises and that the PDC serves as the BDC in
this scenario. The Lottery and IGT will work together to determine the duration of each fail test/exercise.
Neither communications network relies on routing, switching, or any connectivity from the alternate
System. The PDC and its communication network are 100% independent from the BDC and its
communications network.

Data transferred to and recorded on the Aurora Transaction Engine at the BDC will always contain the
most recent transactions, allowing for a takeover/failover, if necessary. The retailer network will have a
routing independent of the PDC so that the BDC can be reached without the PDC in place. Testing from
the BDC will include a full MUSL game draw period — per MUSL requirements.

Games administration functions will also be available at the BDC, as well as remotely available by
communications from the PDC; the System at the BDC will hold the same processing and disk-storage
capacity as the primary System.
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IGT will provide the Lottery with a written report on the failover testing within five days of each failover
test. The report will highlight the specific test activities, the results of each, and clearly define any issues
encountered and the corrective actions being taken to mitigate these issues. IGT understands that the
Lottery may request a repeat test outside of the scheduled semi-annual tests if it deems the issues
encountered are serious enough to warrant that another test is necessary. Prompt correction and retesting
of any deficiencies discovered by audit findings or operational recovery will be provided.

For a complete description of our Failover procedures, please refer to Section 4.2.22.1, System Failover.

4.2.4
Internal Control System ("ICS”)

The Veendor provides ICS applications through a third party vendor to ensure that all transactions remein in balance. The current
solution includes four ICS applications that include alf System components and peripheral equipment. Two ICS applications are
configured and installed at Lottery headquarters, one ICS application at the | ottery BDC, and one IS application at the Vendor
PDC for testing. The Vendor ICS test system is physically and logically segregated from the System and any production networks.

The Lottery conducts daily operations on the three production ICS systems. The ICS checks the Syster independently by
reprocessing transactions, audit daily transactions, error condlitions, winner seiection, winner verification, prize payout calculations,
sales summaries, queries, and reconcifiation activities.

The ICS platform components are designed to be fault tolerant. ICS connectivity is redundant using diverse connectivity paths
approved by the Lottery. The ICS connects remotely to the third-party ICS software provider for support and service.

The IS functions with the Vendor's PDC and Vendor's remote backup svstem iocation. I the avent of a System failure, the
ICS software, connectivity, and operations continue without interruption and without using the Lotterv’s network infrastruciure

at the PDC.

The Test Vendor ICS system communicates with both the Vendor and the Lottery test labs. The hardware environment for both
the Vendor and Lottery test fabs is located at the Vendor PDC with remote operations capabilities proviced for the Lotterv. The
test fab environments are not used by any other jurisdiction.

Retailer transaction daia supplied to the ICS includes the retailer ninber. terminal number, numbe: of times the terminal had to
send any particular transaction bafore completion, manually or reader entry. marually cerrected after reader input. and the type
of each transaction. All Systern functions and transactions are desigied to be a near rea! time feed to the ICS, inchiding periodic
checkpoints to ensure complete files.

IGT will comply with and fully support the functionality detailed in this requirement. Special features
offered by our proposed ICS vendor Elsym include a lockdown prevention program that will reduce costs
associated with having personnel available during the Powerball draw times, and a monitoring program
that makes the ICS solution fault tolerant with minimal human intervention, adding efficiency to the
process and reducing labor costs.

These features, along with a complete description of our ICS solution, are described in Section 4.2.22.2,
Internal Control System (“ICS”).
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4.2.5
Testing Configuration

The Vendor provides testing equipment for the Lottery and Vendor test labs. The Lottery, or its designee, conducted a series
of acceptance tests with Vendor support before System conversion. All network and System components in the test labs are
identical to the production System. Each type of communication that will be present in the field is installed in the test labs and
configured among the test terminals unless otherwise approved by the Lottery.

IGT will comply and fully support this functionality. We will provide testing equipment for the Lottery
and our test labs. IGT understands that the Lottery, or its designee, will conduct a series of acceptance tests
with IGT support before System conversion. All network and System components in the test labs will be
identical to the production System. Each type of communication that will be present in the field will be
installed in the test labs and configured among the test terminals unless otherwise approved by the Lottery.
For additional information regarding our proposed testing configuration, please refer to Section 4.2.22.3,

Test Systems.

4.2.5.1
Lottery Test Lab

Test equipment permarnently installed at the Lottery test lab currently includes the following: one of each type cf terminal with at
least one terminal configured to use dual communications, one self-service unit, one customer display, two Keno monitors, and
one management terminal that must interface with all management applications on the testing svstem. [he Lottery test lab is
fully functional and able to test al aspects of the System, including instant ticket functions.

The Lottery test lab is used to test MUSL quality assurance requirements. All equipment and software simulating the production
environment is supplied and installed by the Vendor.

IGT will comply and fully support this functionality. Test equipment permanently installed at the West
Virginia Lottery test lab will include the following: one of each type of terminal with at least one terminal
configured to use dual communications, one self-service unit, one customer display, two Keno monitors,
and one management terminal that will interface with all management applications on the testing System.
The Lottery test lab will be fully functional and able to test all aspects of the System, including instant
ticket scratch-off game functions.

IGT understands that the Lottery test lab will be used to test MUSL Quality Assurance {QA) requirements.
All equipment and software simulating the production environment will be supplied and installed by IGT.
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4.2.5.2
Vendor Test Lab

The Vendor test [at is physically and iegically segregated from the System and production netwerks. Approximately five
terminals are permarently instailed at the PDC in the Viendor test lab for testing bv the Vendor and Lottery and are included
as part of the percentage of net sales paid to the Vendor {Base Cost),

Upon the Lotten s request, the Vendor has provided additional retailer terminais for specialized testing, and at feast one of

each standard and specialized terminal(s) are utifized in the Vendor testing solution required by the Lottery, Two management
terminals are instalied and all Management Workstation application software is downlcaded onto terminals or other workstations
configured iii the test lab. These terminals support testing of all features and opsratians available on the production systems in all
logical confiqurations including alf peripherals in respective retail configurations.

The Vendor's test lab space accommaodates at least four Lottery employees during testing exercises and quality assurance

("QA") projects.

Fhe Vendor utilizes separate system(s) for software development and corporate QA activities not using any of the production
svstems nor the Lottery testing systems identified above. All production system downloads for software upgrades or changes are
dore at the Veendor PDC location unless another location is approved by the Lottery.

IGT will comply and fully support this functionality. IGT’s test lab will be physically and logically
segregated from the System and production networks. We will permanently install approximately five
terminals at the PDC in the Vendor test lab for testing by IGT and the Lottery, which will be included as
part of the percentage of net sales paid to the Vendor (Base Cost).

IGT understands that, upon the Lottery's request, it will provide additional retailer terminals for specialized
testing and at least one of each standard and specialized terminal(s) to be used in IGT’s testing solution
required by the Lottery. Two management terminals will be installed, and all Management Workstation
application software will be downloaded onto terminals or other workstations configured in the test lab.
These terminals will support testing of all features and operations available on the production Systems in
all logical configurations including all peripherals in respective retail configurations.

IGT’s test lab space will accommodate at least four Lottery employees during testing exercises and QA projects.

IGT will use separate System(s) for software development and corporate QA activities not using any of the
production Systems nor the Lottery testing Systems identified above. All production System downloads
for software upgrades or changes are done at IGT’s PDC location unless another location is approved by
the Lottery.
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4.2 . 6 Communication Networks

Cornrmunication networks and facilities are designed with Vendor monitoring. redundancy, and security features minimizing the
passihiity of 5 disruction impacting the retwork and the Svstem. Veador provides wiraizss connectivity for terminals used at
Lotten nromotions, fairs. festivals. and events.

Communications network protocols are based on IP technology. The Vendor has implemented industry standard netv-ork
security measures, including MUSL Rule 2, for alf communication network designs and configurations.

IGT will continue to provide a communications network and facilities designed with monitoring,
redundancy, and security features that minimize the possibility of a disruption impacting the network and
the System. A full description of our communications network can be found in Attachment A, Section
4.2.23, Communication Networks. That section describes the kinds of communications technologies IGT
will implement, network design, key security features, IGT’s monitoring tools, and aspects of its
redundancy plan.

IGT will also provide wireless connectivity for terminals used at West Virginia Lottery promotions,
fairs, festivals, and events. Communications solutions can be deployed for these events using the most
appropriate technology for the application and geographic location. Technologies include our Gaming
Over Any Link (GOAL) solution with cellular or broadband connectivity or, if required, installing a
temporary Very Small Aperture Terminal (VSAT). Additionally, IGT proposes the use of the highly
portable Motorola TC55 Handheld Terminal with a Zebra Technologies iMZ320 battery-driven,
Bluetooth printer for use at such events. Full details on the TC55 can be found in Attachment A, Section
4.4, Field Equipment and Consumables.

Our communications network protocols will be based on Internet Protocol (IP) technology, and we will
implement industry-standard network security measures, including Multi-State Lottery Association
(MUSL) Rule 2, for all communications network designs and configurations.

For full details, please refer to Attachment A, Section 4.2.23, Communication Networks.
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4.2.6.1
Communication Network Functions

The Vendar is currently respansible for all placement and configuration of cormmunications equipment. including any
communications dishes, modems, in-store wiring, etc., and that practice is expected to continue with this Contract. The Vendo-
orders and canceis ail data lines and other services necessary for terminal communications. [he Vtender is responsible for
resclution of outages refated to cammunications,

IGT will continue to assume responsibility for all placement and configuration of communications
equipment. We will order and cancel all data lines and other services necessary for terminal communications.
IGT will also be responsible for resolution of outages related to communications. Our problem resolution and
escalation practices are described in detail in Attachment A, Section 4.2.23, Communication Networks.

4.2.6.2
Network Security

Communications external to secured facilities are encrypted and monitored routinely by staff. Data is encrypted from point of
transmission to point of receipt, including any data transmitted directly from the System to any administrative and remote backup
systems. Protected information includes game transactions ("plays”), validations {"ticket redernption”). security codes, and
downloaded software as required by MUSL Encrypted AES 256 bit or other commercially available encryption mechanisms

that are of equal or better quality are acceptable. ['he encrvption scheme js reviewed and approved by the Lettery.

Connections made between the Vendor-supplied Local Area Network (LAN} and the Lottery's LAN are
channeled through a device to filter out unnecessary, unauthorized traffic, and bad-packet traffic, and
provide improved security by limiting access to authorized nodes (firewall). In Aurora, communications
external to secured facilities will be encrypted and monitored routinely by staff via our suite of network
monitoring tools.

Data will be encrypted from the point of transmission to the point of receipt, including any data
transmitted directly from the System to any administrative and remote backup Systems. Protected
information will include game transactions (“plays”), validations (“ticket redemption”), security codes,
and downloaded software as required by MUSL Encrypted Advanced Encryption Standard (AES) 256-bit
or other available encryption mechanisms of equal or better quality. We acknowledge and accept that the
encryption scheme must be reviewed and approved by the Lottery.

For a complete overview of IGT’s network security features, including details on our LAN and Wide Area
Network (WAN) connections, use of firewalls, monitoring capabilities, and data encryption, please refer
to Section 4.2.23, Communication Networks.
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4.2.6.3
Network Monitoring

Communications network tast and monitor tools reside on the System and remote backup Systern and are used to interface and
analyze protocols and view transaction data for analysis. Vendor uses standard protocol such as SNMP to facilitate monitoring
of the communication path and to extend this capability to any new network devices.

Tools include the ability to determine whether failure has occurred in the equipment at the PDC or BDC, within the wide area
communications netwaork, or at tne terminal level, Equipment supplied includes recording capability which is ronfiguied and
rmaintaiied to industrv standards. Glualifiad communications mainienance cechnicians a-e available for assistance to cnsite
Venclor staff whenever the System is operationz! and whanever the Lortery requests such support for test purposes.

Nen-responding terminals are logged in real time to a communications network monitoring application featuring visual and/or
audible notification. A terminal is logged as not respondiing during 8 Communication failuire (non-responding terminal} when
it fails to respond within a set number of transaction attempts or within an approved time window set by the Lottery. The
current System includes aflowance for servicing of all other terminals on the network between transaction attermpts of the
terminal not responding.

The hast processor, front end processor, retailer terminal, and diaarostic equipment are designad to notify the System monizor
of a transmission faiture as soon ac possible after an occurrance.
Diagnostic information that is recorded with the Veendor Hotline includes a real time display with retailer diagnostic information

including such items as communication failure, retailer sign on status, and other refevant information. This information is easily
accessible by the autharized Lottery personnel.

IGT’s communications network test and monitor tools will reside on the System and remote backup
System and be used to interface and analyze protocols and view transaction data for analysis. Our network
monitoring suite comprises three tools that will provide IGT and the Lottery with a comprehensive view
of network connectivity, down to the device level (e.g., individual terminals, cellular modems, etc.).

Our tools will determine whether failures have occurred in the equipment at either data center, within
the WAN or at the terminal level. Our monitoring equipment includes recording capabilities that are
configured and maintained to industry standards. IGT’s staff includes engineering and support staff
who will be available to our onsite staff whenever Aurora is operational and whenever the Lottery
requires support for test purposes. Our staff has years of experience deploying and supporting large
data communications networks and are industry-certified. Network Engineers and Administrators have
Cisco, Database 2, and other senior-level certifications.

IGT’s Aurora Connect monitors terminals and will log, in real time, when terminals are non-responsive
and feature visual and/or audible notification. The Lottery’s Aurora System allows for servicing of all
other terminals on the network between transaction attempts of the non-responsive terminal.

The host processor, front-end processor, retailer terminal, and diagnostic equipment will continue to
notify the Aurora System monitor of a transmission failure as soon as possible after an occurrence.

Information, such as retailer diagnostics, that is recorded with the Vendor Hotline, i.e., communication
failure, retailer sign on status, etc., will be easily accessible to authorized Lottery personnel.

A detailed description of IGT’s network monitoring suite can be found in Section 4.2.23,
Communication Networks.
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4.2.6.4 Communication Maintenance

All maintenance on communications and communications networks, including maintenance performed by third-party service
providers. is performad at the conclusion of the business day during the nightly maintenance window or other reguired times
approved in advance by the Lottery.

IGT will comply with this requirement. Maintenance on communications and communications networks
- including maintenance performed by third-party service providers, will be conducted at the conclusion

of the business day during the nightly maintenance window or other required times, approved in advance
by the Lottery.
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Vendor is responsible for developing. providing, implementing, and maintaining all software for the terminals and systems which
will be delivered and installed as per the Lottery’s requirements for the curation of the Contract.

Aii mainrensnce o0 scftware and hardware componanis, including maintensnaz performea Dy third-partv service providers. is
performed at the conclusion of the business day during tha nightly maintenance window or other required times approved in
advance by the Lottery.

IGT will assume responsibility for developing, providing, implementing, and maintaining all software
for the terminals and Systems that will be delivered and installed as per the West Virginia Lottery’s
requirements for the duration of the Contract.

Software and hardware maintcnance - including maintenance performed by third-parties — will be
conducted at the conclusion of the business day during the nightly maintenance window or other
required times approved in advance by the Lottery.

4.2.8
System Capacity, Memory, and Processing Speed

The System was designed to support a network of 2.200 terminals at System startup without any upgrades to the System bandwidth.

The Veendor implementation converts all existing files from the pricr system (e.q. sales, retailers, players, validations, inventories,
annuities, etc.,), along with 36 months of historical data to the new System prior to conversion. The System validates all winning
tickets sold prior to conversion with minimal retailer input. System design includes sufTicient capacity to allow retention of all
data and game information relating to winning tick=ts on the System for 365 calendar days after each game drawing.

The System is designad with the hasdirare aixd software capacity tc accommodate 300 concurrent instant aames baing
distributed, sold. and validated: the new System should have the memory and capacity to support 400 concurrent instant games
as specified in section 44.7 and Lottery Terms and Conditions 44.10.6.9.

The System is configured to support and interface with multiple transaction platforms without loss of current speed and
functionality, including internet transactions, during processing. The System is designed with the processing speed to maintain
alf functionality during periods of high volume sales supporting up to $9 million in daily draw game sales. The System has the
capability to process a minimum of 32,000 combined transactions per minute, including wagers, validations, and cancellations.

System Capacity

Performance Matters

During the January 2016 $1.6 billion Powerball drawing, IGT’s Systems were up 99.99% of the time,
averaging more than 500,000 transactions per minute, and equaling more than 1 billion transactions total,
with an average send-to-cut time of 3 seconds or less.
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IGT will continue to support the Lottery’s network well in excess of 2,200 terminals at System start-up,
without any upgrades to the System bandwidth. Our Aurora Connect server, which is a highly secure, high-
volume, open standards network interface that connects your Aurora Transaction Engine to sales channels,
can support up to 100,000 terminals, far exceeding the Lottery’s requirements for terminal support.

For full details on our Aurora System design, including how virtualization will provide the Lottery with
enhanced flexibility and growth potential, please refer to Attachment A, Section 4.2, System, under the
heading Aurora Virtual Solution.

Conversion from Current System

When the West Virginia Lottery’s new System starts up, the accuracy of its data will already be bolstered
by the fact that, because we are your current provider, the new data structures will be similar to that which
is in the existing System, significantly mitigating conversions risks. [n addition, we will ensure accurate
data at start-up through our parallel processing phase, the act of synchronizing historical data and current
end-of-day transaction data from the current gaming System with the new gaming System. The parallel
processing phase ensures that the new System is up and running on the morning of Go Live with
previously validated and verified data.

Ticket validations, retailer accounting, and other processes depend on accurate data to prevent disruption
to retailers and players during conversion. To start parallel processing, we must first convert the large
volumes of historical data that exists on the current System. Our experience has shown that this initial
static data conversion step can take many hours to accurately process and balance. It is a procedure that
you do not want to have fail on cutover night. Our parallel processing approach allows this time-
consuming conversion component to be vetted many weeks prior to the start of the new System.

After final conversion and verification of transaction and historical data to the newest format, IGT
generally performs two weeks of parallel processing to ensure that all data on the new System is
synchronized and verified against the legacy System on a daily basis. This process ensures complete
accuracy and preserves and protects the integrity of the Lottery.

Handling the Unexpected During Parallel Processing

Developing and managing a project of this size and scope brings with it the understanding that there are
some things you cannot control. For example. during the parallel processing phase of a conversion project
in New York, the New York Lottery experienced its highest jackpot to date. In the course of synchronizing
data between the existing and new Systems at end of day for a two-week period, IGT's new System
processed 36 million additional transactions with no reported issues.

This synchronization, along with all parallel processing that will be performed during conversion, is vital to
maintaining consistency for your retailers and staff with respect to data. With accurate data, we preserve
and protect key financial functions, the Lottery’s revenue stream, and its integrity in the public eye.
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Hardware and Software Capacity

The System will have the “as delivered” capacity in all hardware and software aspects to accommodate
400 concurrent instant ticket scratch-off games being in any status (i.e., available, unavailable, picked,
packed, shipped, confirm shipment, activated, promotional, validated, returned, damaged, recalled,
destroyed, archived, etc.). The proposed System has the capacity for a draw-based game sales day of at
least $50,000,000 and a multi-billion-dollar jackpot.

Supporting and Interfacing with Multiple Transaction Platforms via Aurora Connect® and
Aurora Anywhere

IGT’s System is configured to support and interface with multiple transaction platforms without loss of
current speed or functionality - including Internet transactions through Aurora Anywhere and retail
transactions through Aurora Connect - during processing. As previously stated, Aurora Connect
connects your Aurora Transaction Engine to a multitude of sales channels, including retailers, mobile,
and self-service. Aurora Connect operates with any number of physical networks to meet the changing
needs of the Lottery as well as cost efficiencies. These include VSAT, 3G, 4G Long Term Evolution (LTE),
Fiber To The Curb (FTTC), Data Qver Cable Service Interface Specification (DOCSIS) Cable, and
MetroEthernet using an Ethernet cable for connectivity.

IGT’s Aurora Anywhere provides lottery gaming to points of sale far beyond traditional in-store terminals.
It is the industry’s leading multi-channel gateway solution, offering instant ticket scratch-off and draw-
based game play on all kinds of digital devices.

The technology that underpins this new lottery paradigm is the Application Programming Interface
(API). Aurora Anywhere opens the door to this technology with a secure, scalable, developer-friendly
path into lottery Systems for digital access to mobile and web applications.

Our solution supports gaming on:

¢ Laptops and PCs.

o  SmartTVs.
#* Mobile Phones.
e Tablets.

¢ Cash Registers.

¢ (Gas Pumps.

*  Smart Wristwatches.
* ATMs.

Best of all, Aurora Anywhere offers quick, easy access to lottery Systems anywhere there is a web
browser or digital channel. So, for every new smart device in the future, Aurora Anywhere will be there
to link it to the Lottery. It’s all made possible by APIs, which provide interfaces over the Internetin a
format that is consumable by most modern connected devices. In addition to lotteries being able to
expand their service offerings to multiple connected consumer devices, they can even expand existing
service points at retail locations.
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IGT is the first lottery provider to bring break-through API technology to the industry.

The following figure issustrates some examples of Aurora Anywhere’s ability to support digital channels:

Figure 4.2.7 - 1:

Aurora Anywhere Technolagy

. v

Anywhere, Anytime: Aurora Anywhere is fully capable of supporting any digital channel that can use APls over
the Internet.

As the broker between front-end users and back-end assets, Aurora Anywhere can integrate with lotteries’
Systems to expose functionality, such as Player Account Management (PAMY), wagering, draw information,
instant ticket scratch-off game information, and ticket checking.
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Maintaining Processing Speed and Functionality

As stated previously, the System maintains processing speed and functionality, even during periods
of high-volume sales. In this regard, IGT far exceeds the Lottery’s requirement of supporting up to
$9 million in daily draw-based game sales, as the System can support daily sales of up to $50 million.
In addition, our Aurora Transaction Engine has been benchmarked - on comparably sized hardware
~ to process in excess of 300,000 transactions per minute, including wagers, validations and
cancelations, exceeding the Lottery’s minimum requirement of 32,000.

4.2.9
Hardware and Software Maintenance

The Vendor should provide an example maintenance plan and schedule that includes all Systern components at the PDC, BDC,
ICS systems, communication networks, hardware and software components, and all terminal devices to assure continuous,
accurate, and secure System operations and functions.

Maintenance

We take a proactive approach to System maintenance by maintaining hardware in accordance with the
manufacturer’s guidelines. For example, maintenance agreements for all hardware will be in place with
manufacturers such as IBM and Cisco. Operating procedures and automation will dictate daily System
maintenance, such as data retention and disk space availability.

Any hardware maintenance or System software upgrades are performed in a timely manner and in
accordance with the West Virginia Lottery’s approvals. All work will be done during the nightly
maintenance window or a period of time with the least impact on sales.

IGT implements service contracts to ensure the production hardware is supported 24/7/365 with qualified
providers (e.g., IBM, Trident). Contracts are in place prior to having any hardware implemented in any
location. When applicable and necessary, we will obtain replacement parts and maintenance services that
are approved, recommended, or recognized by the original equipment supplier as effective.

Maintaining Production and System Integrity

Recognizing the importance of maintaining the integrity of your production and test Systems, we have
built automation that continually monitors the versions of System components, including application

and gaming software. Reports are generated for our operations staff to monitor Original Equipment
Manufacturer (OEM) and third-party software for notification of upgrades and patches. For maintenarnce,
should any patches or upgrades be recommended (for security fixes, for example), we will seek approval
for a change to be made through our disciplined change-management procedures.
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Upgrades Process

Upgrades can include updates to third-party products running on our Systems, upon either their “end
of life” or the introduction of new features that will create value for the Lottery. Upgrades may also
include the merging of new or improved Lottery applications that will drive sales or create value for
your end users or retailers. We understand that our System will evolve and grow as your needs change,
and you can rely on us to provide efficient and timely modifications, enhancements, and upgrades to
supplement those changes.

QOur Change Management Approach Overview

Firmware updates will be applied to follow industry best practices. IGT will provide strict performance
according to the principles of configuration and change management for any change (hardware, network,
software, etc.) to production. IGT has more than 35 years of experience specifically handling production
System change control and configuration management. We have found that the proper combination of
people, processes, and tools are required to maintain System change control and configuration
management for today’s complex Systems.

To ensure our System change control and configuration management protects the integrity of our
customers’ Systems, IGT has adopted best practices from the Information Technology Infrastructure
Library (ITIL), and the International Organization for Standardization (ISO)/International Electrotechnical
Commission (IEC), specifically ISO/IEC 27001:2005. This large body of reference, combined with the
strength of our people, will guarantee that your new Systems will be governed by disciplined change and
configuration-management principles.

IGT will fully test all changes to Systems, network devices, and applications in a test environment
following standard Quality Assurance (QA) best practices. When we've satisfactorily completed testing,
you will have an opportunity to test on your dedicated testing System. We will require your acceptance
and approval prior to implementation into any production environment. Once deployed, all Systems,
production, backup, QA, etc., will receive the upgrades necessary to ensure consistency and compatibility.

IGT will provide release notes for all software changes that characterize the planned changes. The
software changes will be incorporated into a completely defined release package. Our software release
process also includes I'TIL-based Change Management processes. IGT' uses the same ITIL processes for
other System:related changes such as firmware, Operating System (OS) database, and other third-party
software, updates, and patches. Release notes shall include, but not be limited to, version number, files
affected, change-request identifiers, and change descriptions.
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4.2.10
Hardware and Software Upgrade Opportunity

In year five, the Lottery may elect to obtain replacement hardware and any new coordinating software in part. or in whole, for the
System, player and retailer websites, and field equipment. At the Lattery’s request, the Vendor should present options and
discuss the benefits of each new product offering. Costs for acquisiticn of hardware and additional scftware are to be excluded
from this cost proposal. The Lottery may detarmine when the option is exercised and new lease annual lease cost per unit will be
negotiated. Vendor will configure necessary software upgrades to ensure functionality on the System at no additional cost.

IGT will fully comply with this requirement. We acknowledge that the Lottery, in year five of the Contract,
may elect to obtain replacement hardware and any new coordinating software in part, or in whole, for the
System, player and retailer websites, and field equipment.

At the Lottery’s request, IGT will present options and discuss the benefits of each new product offering.
Costs for acquisition of hardware and additional software have been excluded from IGT’s cost proposal.
We understand that cots will be the responsibility of the Lottery when the option is exercised. In addition,
IGT will configure necessary software upgrades to ensure functionality on the System at no additional cost.
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Any standardized bar code methodologies developed by the Lotterv or for use by the Lottery are configured. readable, and
supsorted oy the Viendor duiing the Contract. The Swstem read's and pro zesses baicodes through scanning and manual input for
toxats, coupens, and other processar,

We have a proven history of enhanced game design and operations experience. Any standardized
barcode methodologies developed by the West Virginia Lottery or for use by the Lottery will be
configured, readable, and supported by IGT during the Contract. The System will read and process
barcodes through scanning and manual input for tickets, coupons, and other processes. IGT’s System
will fully comply with all the Game Design and requirements described through this subsection.

4.2.11.1
Validations

The System checks and redeems all tickets for a minimum of 180 calendar days following the draw date or instant game end date
or 3 validation period as determinad by the Lottery. Fellowing the end vaidaiion date, 2xoired draw game and instant game
tickets spear on the Systein for a minimumn of 185 days. The valicasion tansaction should reference the oiiginal bet transaction.
A winning ticket cannot be cashed or validated more than once.

Validation stations and retailer terminals are designed to issue payment for winning tickets for prizes up to $600. The System
produces a validation prompt for the retailer to verify sufficient funds for payment of prize winnings or decline the transaction so
that no ticket is recorded in the System as redeemed)/vafidated without payment of prize winnings. The trigger arnount for the
validation prompt is set by the Lottery and allows retailer modification to a lower amount as needed.

The System processes each wager and play separately even if the transaction contains more than one wager. Multipla wagers on
8 wianing ticket are hanaled separately for tax and offset prize payment purposes (e.g. two wagers o1 one ticket. both winning
$500, and each are paid separately and require no tax withholding). The System issues a continuation ticket for remaining draws
and wagers on a multiple draw ticket. Continuation tickets are printed, clearly marked, and logged on the System.

The System provides alerts relating to retailer activities and allows the Vendor to enable, disable or suspend a drawing or game
function. This ability should include, but not be limited to, game sales, cancels, reports and validations System-wide, by game,
or by retailer.

Further information on validation and vender controls can be found in Section 4.2.13.3, Game Validation
and Prize Payment Operations, Section 4.4.2, Standard Terminals, and Section 4.2.15.1, Management
Application Features and Capabilities.
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Additional Controls for Certain Purchases

The Svstem produces 5 large dollar purchase prompt for the retailer to verify the purchase by providing an option to stop or make
another appropriate action prior £ compiating the transaction. The trigger amount for the large dollar purchase prompt is sat by
the Lottery. The retaifer has the ability to subtotal at any time during the processing of & players activity.

For additional information, please see Section 4.4, Field Equipment and Consumables.

4.2.11.3
Terminal Messages and Alerts

Ticket messages, reports. and audible alerts are produced for players and retailers announcing prize awards that include cash.
merchandiss, entry notification. free play prizes, and other information. All messages include variable descriptive information.
If the terminal is not powered on or not communicating with the System, the System ensures that the terminal receives the
message immediately uper sign on,

The System categorizes and sends messages to all retailers, a specific retailer, any group of retailers in a given circuit. county.
=ip codea, businass type. premation, game type, chain, or sales level without disrupting wagering. Retailer terminal messages
are defined as immediata or deferrable. Immediate messages are received by the retailer right away with no disruption to the
wagering process. Deferrable messages may be requested by the retailer when it is more suitable to plaver traffic.

Further information regarding terminal messages and alerts can be found in Section 4.2.15, System
Management Applications, Section 4.4.2, Standard Terminals, and Section 4.7.4, Retailer Website
Enhancements.

4.2.11.4
MultiMedia Content

The Vendor schedules and creates messages to retail terminals, text and graphics to customer displays, and Keno monitors.

For additional information, please see Section 4.4, Field Equipment and Consumables.
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4.2.11.5
Secure Data Transfer and Interfaces

The System has connectivity and supports encrypted data transfer to the existing Lottery LAN/WAN infrastructure. The Systemn
and applications are designed to be flexible so that any [uture software and hardware upgrades made to the Lottery infrastructure
will be compatible with the System.

The Vendor provides and supports all required interface files and data feeds to suppart Lottery operations, including but not
limited te, the Lotterv accounting svsterm {"Micrasoft Dvnamics OGP} the Lotter; website, MUSL. Mega Millicns, and anv
juttz programs implemeved By tha Lotrer,. The Vandor nyovides 2 veal time incar 0o for viebste Lpdzies of v inning numiers
as required by the Lattery for 2ach game.

The Vendor develops new interfaces as required. New interfaces are developed and supported as directed within timeframes
designated by the Lottery.

For additional information, please see Section 4.2.37, Third-Party Agreements and System Interfacing,
and Section 4.3, Reports and Interfaces.
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The Systam supports instant game receint. inventory, ordering, distiibution, sales, and validation. The Systam currantly supports

3C0 instant games.

IGT’s proposed Aurora gaming system for the new contract period includes the Aurora Instant
Processing System (IPS), the latest generation of the IPS software that has supported the West Virginia
Lottery under the current contract. Aurora IPS will support the Lottery’s requirements for instant ticket
scratch-off game receipt, inventory, ordering, distribution, sales, and validations, Aurora IPS will support
up to 400 instant ticket scratch-off games simultaneously, exceeding the current system’s capability. IGT
will meet the Lottery’s current functionality for instant ticket scratch-off games plus provide more
features to make the Lottery’s job easier.

A complete description of IGT’s instant ticket scratch-off game management system is provided in
Section 4.2.32, Instant Ticket Game Operations.

Barcode Algorithms

The Svsrem accomiviodates readisg and processing a rinimuin of four cifferent par code algorithms. The Systam s capabie of
simuftaneously loading and processing ail games and game files provided by the current and any subsequent instant ticket print
vendor(s). The System is designed to have the ability to add packs to an existing game, change game definition parameters when
adding reorder packs, append validation files when adding reorder packs, modify prize structures, and overwrite a validation file to
correct printing andjor validating error(s).

Aurora will accommodate the reading and processing of a minimum of four different barcode algorithms.
We commit to the Lottery that we place no limit on the number of barcode algorithms that Aurora will
accommodate. If the Lottery needs to replace an algorithm, IGT will replace it. We understand the critical
importance of barcode algorithms to an instant ticket scratch-off game program.

Like the current system, Aurora IPS can load and process game files from any of the firms supplying
instant ticket scratch-off games to U.S. lotteries today. Our systems in Arizona, California, Florida,
Indiana, New York, North Carolina, Texas, Virginia, and Wisconsin regularly process game files from
“our factory, Pollard Banknote, and Scieitific Gaines siimultaneously.

Also like the current system, Aurora IPS will allow the loading of additional packs to an existing game
along with the additional low- and high-tier validation files, modifying the prize structure of the game.
When a reorder is added to the system, game parameters can be changed, if necessary, by authorized staff.
Should it be determined that there is an issue with either an inventory or validation file, Aurora will allow
the files with the error(s) to be replaced.
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Security Grid

Operations on packs and tickets depenid on a rules-based security grid that defines acceptable status changes. The grid's rules
are developed joiritly with the Lottery. The System shouid aflow a retailer to activate a pack of tickats for vafidation and security
purposas, Validation records are a cne-to-one ratio with instant ticket validations, instait gamme transactions at the retailer
tarminal level are confirmed against 5 validation database maintained by the Sysiem and validzted by any retaller ("cross-
validation”). The System confimns that the ticket was properly issued and activated. The Svsten: responds with a trapsaction
{"pay, no-pay. <laim”) sent back to tie retailer verifying whether the ticket is a wirner and specifias the ameunt to be paid.
Arcounting functions apply tc ranges of tickets within a pack (ie. stolen packs or partiaily settied packs) seflacting the ramaining
number of available winning tickets.

Aurora IPS, like our current system, operates using a rules-based security grid that defines acceptable
status changes. The grid will be developed jointly with the Lottery, allowing the Lottery to make any
changes it deems necessary.

We anticipate configuring Aurora IPS to require retailers to activate a pack of tickets before placing it on
sale for security and validation purposes, like the current system.

Aurora IPS will support “cross-validation.” All validation requests received from retailer and claim center
terminals will verify that the status of the ticket makes it eligible for validation. If eligible, Aurora IPS will
check the validation database to confirm that the prize has not previously been paid. Aurora IPS will then
return a “pay, no-pay, claim” message to the retailer, along with the amount of the prize (if appropriate}.

Like the current system, Aurora IPS supports all accounting functions and validation controls related to
ranges of tickets in a pack in connection with stolen (and/or missing) and partially settled packs. Winning
tickets from the portion of a pack not marked as Stolen, Missing, or Returned will still be eligible for prize
payment authorization.

Keyless Validation

The System uses a sacuie "weyless validation” requiring ne more than a bar code read for Lotters approved prize levels and
terminal tvpe. "Auto-cashing” of fow tier tickets is not considered a satisfactory solution by the Lotiery. The Lostery bears the
respoasibility of acquiring special bar codes in the instant ticket printing process to support keyless validations. System validates
winning tickets by scanning one ba:code located on the ticket back and scaining another code under the scratch coating, or
scanning ane barcede under the scratch coating, scanning one baicode located cn the bottom of draw tickets, and manual eatry
of any ticket serial and validation codes.

Aurora IPS will support a keyless validation functionality that requires no more than a barcode read for
Lottery-approved prize-level and terminal types, just like our current system. IGT acknowledges that
auto-cashing of low-tier tickets is not considered a satisfactory solution by the Lottery.

With the expiration of the “FailSafe” patent in October 2015, the Lottery’s ticket vendor(s) will supply
keyless validation using any current validation algorithm acceptable to the Lottery.
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Like today’s system, Aurora can be configured to support the following validation methods:

Scanning one barcode on the ticket back and scanning another code under the scratch coating.
Scanning one barcode under the scratch coating on the front of the ticket (the Lottery’s
current practice).

Scanning one barcode located on the bottom of draw-based game tickets.

Manual entry of a ticket’s serial number, inventory number, and validation number,

as appropriate,

As the leading supplier of lottery systems and instant ticket scratch-off game management systems, IGT
will continue to supply the secure validation of all of the Lottery’s games. Our proposed terminals and
Aurora IPS support all instant ticket scratch-off game validation processes used in the U.S. today. No
instant ticket scratch-off game validation functionality will be lost in transitioning to the new terminals

and Aurora system.

System Support for Game Parameters Information

T he Systaim supports pasametars for the adminisirative input anc mairtenance of game informaticn that incivdas:

®

(~]

Game name [up to 30 characters] and number;

Game number [up to five digits]:

Pack number [six digit pack identifier]:

Validation number [current 24 digit validation number] the new five digit game number, and any changes to the instant
ticket validation and bar codes in the future;

Tickst date that includes stait pack rumber missing pach numbers. rumbar of pachs in game. cost per pach, number of
dckets per pack, pack velue of fow -end prizes, cos! per ticket. and number of tickets per pcos;

Prize structure information that specifies each prize level for each game and associate the following: prize value,
low/mid/fhigh tier, prize description, PIN requirement, payor claim cade, estimated number of winners, actual number of
winners, and multiple occtirrences of the same prize amount;

Game event dates that include order start date, activation start date, vafidation start date, order end date, activation
end date, and end validation date (180 calendar days after announcement of game end. The Lottery has the abilitv to
search expired games for a minimum of 185 days following the end validation date): and

Any autherized user ovarride datas of Game Date parametars for either one ratailer o all retailass to allow migration of
pack statuses in the event of lost, stolen. misplaced, or unsettled packs.

Like your current system, Aurora supports a wide variety of parameters for the administrative input and
maintenance of game information, including:

Game name (up to 30 characters} and number.

Game number (up to five digits).

Pack number (seven-digit pack identifier).

Validation number (the current 24-digit validation number using a four-digit game number),
any changes to the validation number to support a five-digit game number, and any changes
to the validation algorithm and barcode required by the Lottery during the new contract and
any extension thereof.

Ticket data that includes the starting pack number, missing pack numbers, number of packs
in game, cost per pack, number of tickets per pack, pack value of low-end prizes, cost per
ticket, and number of tickets per pool.
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¢  Prize structure information that specifies each prize level for each game and associates the
following: prize value, low/mid/high tier, prize description, Personal Identification Number
(PIN) requirement (if any), payor claim code, estimated number of winners, actual number
of winners, and multiple occurrences of the same prize amount.

= (Game event dates that include order start date, activation start date, validation start date,
order end date, activation end date, and end validation date. Aurora will support the current
180 calendar days end validation date. The Lottery can change this value for an individual
game or all games as it deems appropriate. IGT will configure Aurora to allow the Lottery to
search expired games for a minimum of 185 days following the end validation date.

«  Any authorized user override dates of Game Date parameters for either one retailer or all retailers
to allow migration of pack statuses in the event of lost, stolen, misplaced, or unsettled packs.

4.2.12.1
Instant Ticket Inventory and Tracking

The Swstem provides receiving reperts and inventory management for all inventon- movement. The Svstem tracks and provides
accounting of packs shipped to retailers and any subsequent status changes. Unopened packs may be returned within 30 days of
Lottery annaunced game end. Field Marketing and Sales Representative riav return packs/tickets for resale or returr inventory to
tne warehouse.

Like your current system, the new Aurora IPS application will provide receiving and inventory
management reports for all inventory movement. Aurora IPS will track and provide accounting of packs
shipped to retailers and any subsequent status changes. Unopened packs will be returned within 30 days
of Lottery-announced game end. Field Marketing and Sales Representatives (FMSRs) may return full
packs of tickets for resale or storage as returned inventory to the warehouse. Authorized staff may process
partial-pack returns based upon Lottery procedures.

Using Aurora OnePlace (the successor to the well-known OrderPad), our FMSRs will have access to
inventory information while they are in the field. For example, if a retailer needs a pack of tickets for a
particular game, an FMSR will be able to check the inventory of other retailers in the area to find an extra
pack for the retailer who is low on inventory. Our FMSRs can also generate replenishment orders for both
retailers for delivery the next business day. Recently, IGT acquired Hudson Alley Software, Inc. (Hudson
Alley) and its OnePlace solution, which we have renamed Aurora OnePlace. IGT now provides integrated
sales force automation solutions to 20 U.S. lotteries, and this number continues to grow each year.

Please see Section 4.6.8, Field Marketing and Sales, and Section 4.6.9, Field Marketing and Sales Reports,
for additional information about IGT’s OnePlace.
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4.2.12.2
Settlement and Billing

The System supports settlement with biliing of the packs to retailers. The System allows packs to be manually settled and
support automatic settlernent parameters.

The System allows any pending electronic fund transfer ("EFT”) amounts to become due immediately when retailers are no
longer ficensed,

Aurora IPS will support settlement with billing of the packs to retailers. In addition to supporting
automatic settlement by monitoring the status of each pack, Aurora IPS allows retailers to settle packs
manually before the settlement parameters cause a pack to settle.

Aurora IPS monitors the current status of each individual pack of tickets at each retailer for the purpose of
supporting pack settlement. The Lottery’s current settiement rule can be supported without question.

Aurora allows the simultaneous use of multiple settlement parameters, such as the time since the pack was
delivered, the time since the pack was activated, the percentage of low-tier validations from the pack, and
settling the oldest active pack with the activation of a new pack. Most of our customers take advantage of
this ability, which allows them to settle packs as soon as any of the thresholds is met. Different retailers
can have different settlement rules.

Typically, Aurora is configured to perform a settlement automatically when a partial pack is either
returned or marked as Stolen. This simplifies accounting in these situations by automatically charging
the retailer for the part of the pack that was sold or not stolen. Manual adjustments are not required in
these situations.

Aurora monitors the current status of every pack of instant ticket scratch-off games. As a result,
authorized staff can view the current status of each pack at any retailer. Packs in other locations - for
example, at the warehouse, in transit, in possession of an FSMR, or returned to the warehouse - are
similarly monitored by Aurora IPS and can be reviewed by authorized staff.

All retailer inventory status information is maintained in real time, so the data is always current.

Aurora IPS can support ticket-level accounting for instant ticket scratch-off games, which can encourage
more retailers to offer more tickets at higher-price points for sale at the same time, even if they sell slowly.

Settlement and Billing for Retailers Who Lose Their Licenses

Aurora allows pending EFT amounts to become due immediately when retailers are no longer licensed.
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4.2.13
Draw Game Operations

The Systern automaticaliy closes a game draw without operator intervention at a specified time before tie diawing is approved
by the Lotierv.

The Susterm maintsins contiol of fransactions Lnderway tc allow transactions bafore the game draw close event to apply to the
currert dizwing and all transactions after the game draw close evert to apply to the subsequent draving.

At each came draw close, the Vendor and the [ ottery management terminals produces the following information for the game

draw inciuding the time of day. net game pool {wagers minus cancels), Hash Total of wagered numbers (including cancels). poci
status. ard game .0,

Game Draw Close

The Aurora lottery gaming system will fully support the Lottery’s requirements for draw-based game
operations. Aurora will automatically close a game draw without operator intervention at a specified time
before the drawing is approved by the Lottery.

Aurora will maintain full integrity and control of all transactions underway at game close to ensure that
all transactions before the game close time apply to the current drawing and that all transactions after the
game-draw close time will apply to the following drawing, as described in the following paragraphs.

After the game close, Aurora will provide game-related standard information (i.e., totals, sums, status,
etc.). We acknowledge that it is important for the Lottery to minimize the time window between close of
the game, the drawings, and the ability to pay winning tickets. Aurora will comply, and is easily
configured to comply, with the time window specifications established for each game.

The Aurora Transaction Engine (the central system of the Aurora lottery system) will automatically close
each game, without operator intervention, at a specified time before the draw is held. All wagers for a given
game that are taken after that time will be eligible for the subsequent draw. Once a game has been closed,
the following automatic procedures occur:
* A game-closed transaction is logged in the Master Journal File {M]F) of each Aurora
Transaction Engine in the central-system configuration. That transaction identifies, down
to the hundredth of a second, the exact time the game closed.
» The game-closed transaction is sent to the Internal Control System (ICS) in near real time.
The ICS reads the transaction, thereby allowing it to calculate sales to that point to ensure
balancing with Aurora.
» A logged-status message is displayed on the system-management console at the PDC and
BDC. That message alerts operations staff that the game is closed, allowing them to prepare
for winning numbers entry following the draw.

At the close of each game draw, the Lottery’s and IGT’s management terminals will produce this
information for the game’s draw: the time of day, net game pool (wagers minus cancels), Hash Total of
wagered numbers (including cancels), pool status, and game Identification (ID).
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Dual Entries for Game Draw
The Vancor and tha Lotrarv must each eier the detr rapasaia. The catu enly is nad eccepled if it does not marth. Al entry
attempis are logged Prize peol amounts are mindiziable If authoiized By tha Lotren.

Drawn winning numbers for @ game draw must be dually entered with one number set entered by the Vendor and one number
set entered by the Lottery on two different management workstations each requiring a unique password. The entry cannot be
processed nor does winner selection begin if the password andfor winning numbers do not match. All entry attempts must

be logged,

The Sustens aliows suspensian of sales of a game foi the reinainds of the coeration day after the last drawing cf the cay.
.

113 Fegtuce Ay USROS 2 3ame el chang s,

The System allows a game to resume futue sales v.ithou: firalizing a drawing and declaring a problematic dravwing.

Aurora supports dual entry of the winning numbers drawn, as well as prize and jackpot amounts. All
attempts to enter this information, whether successful or not, are logged, including the user ID.
Unsuccessful attempts result in restarting the process from the beginning. We will monitor, track, and
supply reports of all entry attempts, as required by the Lottery. It is important to note that each attempt is
also logged to the MJF on each Aurora Transaction Engine and transferred to the ICS. Prize pool amounts
will be modifiable if authorized by the Lottery.

Dual manual-entry of winning numbers as a critical tool in protecting the Lottery. While this function
was initially developed to ensure that no one person had control or had the ability to commit fraud, it has
the added benefit of providing an additional layer of protection for the Lottery in the case of a single
incident of operator error that could, potentially, impact players.

Aurora enforces dual-manual entry through two different application screens. To further ensure the
integrity and security of the dual-manual entry process, access to the two separate screens can be
configured to require two different users to log in. With Aurora, it is possible to define privileges to
ensure separate users are performing each function independently. Finally, the dual-entry process can be
done from separate physical locations, providing another check and balance for control and accuracy of
key entry of winning numbers.

Our dual-manual entry process works in the following manner. Once a draw attains the appropriate status
(e.g., Draw Closed) and before the draw is set such that all divisions are payable:
¢ Anauthorized user accesses the Enter Winning Numbers screen in Aurora for the game (as
shown in the photo in the following figure).
» The authorized user enters the winning numbers.

- Aurora will not allow this authorized user to access any other screen, following the first
successful entry of winning numbers. (Only the second authorized user will be able to access
the second screen — ie., the Verify Winning Numbers screen — to independently enter the
winning numbers to verify the numbers that were entered in the first, successful attempt.)

s A different authorized user then enters the winning numbers on the Verify Winning

Numbers screen in Aurora. This second screen can be accessed only after the winning

numbers have been entered on the first screen, i.e., the Enter Winner Numbers screen.
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The winning numbers on both screens must match before the draw close process can continue.

Dual Entry Process

Bogerwizmmt e
Evtge Werwa B4

Ensuring Accuracy, Integrity, and Security: Chacks and balances within the dual manual-entry precass wil
provide an added layer of authentication to ensure the inteqgrity of the Lottery.

If the numbers entered on the two independent screens (and different management workstations) do not
match, both users are notified, and the process must be repeated. All attempts are logged, regardless of
whether or not they were successful. The entry screens of successful attempts can be automatically printed
and a file created and delivered to the Lottery for updating other systems.

Aurora will allow sales of a game to be suspended for the remainder of the operation day after the last
draw of the day. We acknowledge that this feature mainly supports a game matrix change. Aurora will
also allow a game to resume future sales without finalizing a draw and declaring a problematic draw.
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4.2.13.1
Random Number Generator (RNG)

Random Number Generator ("RNG”): Vendor provides RNG software programs to generate tickets from the terminals and
produce game draw selections. RNG software on terminals is configured and installed to produce random play picks/numbers
[partial or total selections] for all draw games on afl terminals (e.g. Easy Picks).

The RNG program(s) are required by MUSL to be certified as random by a reputable. L ottery-approved test laboratory paid for
by the Vendor. The Vendor is required o periodically tast any and &l RNG equipment snd seftware used in the eperation of the

5 'y Iy L eyl % - ik b i n 7
svstars, Tha Vandor assumes alf coste for such testing within the Base Cost.

IGT will comply with and fully support the functionality detailed in this requirement.

Our Aurora Open Retail terminal platform includes RNG software, which is common across all terminal
types and used to generate Easy Picks (random play picks). The RNG software is tested extensively using
IGT’s proprietary GRAD software application prior to submission to a MUSL-approved third-party
testing vendor. IGT currently contracts with Gaming Laboratories International (GLI) for third-party
testing of all RNGs.

Please refer to Section 4.4.2, Standard Terminals, under the heading “Random Number Generator,” for
further details.

4.2.13.2
Keno Game Operations

Travel Keno utilizes computerized closing of pools and game draws using a randem number generator ("RNG”). The Vendor
provides backups for the RNG software and equipment that automatically failover. Game drawing numbers are obtained from a
RNG backup in the event of a System failover. The Vendor has no means, programmatically or manually, to create game
drawing numbers to override the RNG output.

IGT will comply with and fully support the functionality detailed in this requirement. Our solution is
described below.

Aurora FLEXDRAW® can support traditional draw-based games, like keno, that have set game matrices of
“X” numbers from a larger set of numbers, without replacement (e.g., 10 of 80). Aurora FlexDraw also
supports games with greater mathematical complexity, such as our monitor-based poker game. This type
of odds-based game, in which each participant has a predefined probability to win, requires the system to
shuffle a deck of cards and draw winning number sets that correlate with that predefined probability.

Please refer to Section 4.2.29, Concurrent Draws, for more information on our FlexDraw solution.

Instant Game Operations 4212-9
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4.213.3
Game Validation and Prize Payment Operations

The System is configired with validation and prize payraen: sofware that validates and accounts for all cash and nor-cash prizes
won playing anv lott=ry gama [ticket]. The software js programmed to automatically reco=d aff validation tasks and transacticns in
the Sysiem as validaced and paid so it cannot be validated more than once [Note: continuaticn tickets are printed if vaiidating a
ticket purchased Fxr multiple drawrs]

IGT will comply with and fully support the functionality detailed in this requirement. Qur solution, in
which we describe various game validation and prize payment operations, is described below.

Validation and Payment of “Normal” Prize Claims

Aurora will provide the Lottery with the functionality to validate and pay “normal” prize claims. In
addition, a daily validation file for all games that the Lottery sells will be provided. The Lottery can use
this information to generate the payment of prizes with winner checks and provide the information for
IRS filings as necessary.

Validation and Payment of Grand Prize Cash and Annuity Claims

Grand prize cash and annuity claims and associated payments require the Lottery to perform additional
validation procedures (required by the MUSL) before payment of the prize claim can be made. Aurora
supports the validation and payment of grand prize cash and annuity claims.

Validation and Payment of Noncash (Merchandise) Prizes

Our Aurora Claims and Payment (CAP) module enables the validation and payment of non-cash
(merchandise) prizes. It is fully capable of evaluating, processing, and reporting on tax liability for higher
value merchandise, whether the prize be tax paid or taxable. Where the option is available to the player,
Aurora CAP will also manage and process the cash equivalent value associated with a merchandise prize.

Payment of Prizes with a Debt Setoff

Aurora CAP has a powerful, open-standards-based structure that can interface with third-party back-
office systems. For example, it can connect directly to external state agencies that communicate debtor
information automatically. This makes state debt collection easier to automate. Debts such as overdue
taxes or child support can be set off against prizes, ensuring that the appropriate state agencies are paid
before paying the claimant.

For the Lottery winnings to be intercepted, the parent must owe past-due child support. IGT can support
the Lottery with debt collection activity through Aurora CAP.,
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System Processes

In the following paragraphs, IGT describes how each of the related processes will be accomplished by
Aurora and its associated modules and applications.

Multiple Prizes Paid to One Player

Aurora CAP has the ability to “merge” multiple payments for one player into one payment. For example,
if a player has three separate claims processed for $1,000, $2,000, and $3,000, and the checks have not yet
been printed, the “merge” feature of Aurora CAP can be used to combine these three payments and
produce a single check for $6,000.

This feature is useful if a check needs to be created for one of the agencies for which debt collection was
withheld. Several payments can be retrieved and a single check created.

Ensuring that Draw Game Prizes and Instant Ticket Scratch-Off Prizes Are Legitimate

Aurora CAP will process draw game and instant ticket scratch-off game validations. Tt will process the
validations in the same way the terminal processed them. The validations will be sent from Aurora CAP
to the appropriate Aurora component to process the validation.

Tickets will be rejected if already paid or if they fall within an invalid ticket range, i.e., Stolen or Returned.

If a winning ticket that’s already been paid is presented for payment again, either at a retailer or from the
Aurora CAP system, an error message will be sent to the Exception Log.

When a ticket is presented for validation, Aurora checks its current status. That status is identified by a
flag assigned to the ticket’s record in Aurora (each ticket has a record). A marked flag indicates thata
ticket was previously cashed; an unmarked flag indicates that the ticket is available to be cashed. If a ticket
has not been cashed, Aurora extracts the appropriate payment authorization data, automatically sets the
flag to “paid” (cashed), appends a unique ID of the validation transaction, and authorizes payment.
Validation information for the play transaction is stored in the Aurora Transaction Engine’s MJF and
Backup Journal File (BJF) and in the game’s Product Transaction Master (PTM) file, as well as updated
in the game’s Outstanding Tickets and Winners File (OTWF), to maintain system liabilities. Additional
information, such as the date, time, and cashing terminal, is also stored with the transaction.

If someone attempts to validate the ticket more than once, Aurora will see the flag, determine that the
ticket has already been validated, and deny authorization of a prize payment. Aurora will also return a
suitable message, such as “Previously Paid,” to the originating terminal along with the identity of the
retailer who validated it.

In addition to ensuring one-time validation, Aurora will allow the Lottery to mark an uncashed ticket as
“on hold” by entering that ticket’s serial number into the system. If anyone attempts to validate that ticket
at a retail location, Aurora will alert the Lottery, noting the location, date, and time of the attempt.
Validation will be denied with a message on the terminal that says, “Unable to Validate — Please Contact
Lottery.” This message can be customized by the Lottery to suit its business needs.
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4.2.14
Privileged Validation Software Operations

The pivilegad validation stations cash vinring tickets of anv Jencmination, produce continuation tickets, produce reports, and
function with terminal peripherals (ie. ticket checker. digital iackpot signage. customer disofav’. Priar to orocessing and issuing a prize
he oriviieged validation stati il calcut d offset "withhold") standard state withhoidi dard fecleral
paymert, the privieged vaiiaation stations will calcufate ana ojfset (withhoid” ) standard state withholdihgs, standara federal tax
withholdings. chitd advocate, definquent taxes, and any other mandated withholdings that imay be requivad in the future. The System

is programmed to allow priviteged validation stations to calculate and deduct these withholdings in a specified order,

IGT will comply with and fully support the functionality detailed in this requirement. Please refer to
Section 4.2.26, Privileged Validation Hardware and Software, for a description of our validation activities.

4.2.14.1
Check Writers and Prize Payment Operations

The curreint System has thrae check writers, one at [ ottery headquarters and 0n¢ at the Lettery’s regional office. and one
additional chack wivter is maintained but not instaiied at the BDC. Check writers complement the privilege validation stations
and alsc provide for the printing of tax documents such as W-2G and 1099 forms.,

The chack wiiter software prints a physical check with an authorized signature [sigiature stame] or issues an electronic funds
transfer transaction ("EFT™). Softvare is configurad to process EFT transfers that will desosit wianings directly into a winner's
bank accourt, and to print checks using MICR capable lazer printers located in all Lottery offices,

The System provides proper identification codes far each Lottery location to identify cransactions when usars query and view
¥ ! ' ) / :

check registry and associated reports.

Ogperations allow voided checks to be reissued under chack maintenance and the W-2G database is automated to update to

reflect corrections.

IGT will comply with and fully support the functionality detailed in this requirement.

IGT will provide the Lottery with check writer software and system as an integrated check-writing
application for use by the Lottery at privileged validation stations. Check-generation will be strictly
controlled and limited to authorized Lottery personnel. In addition to the granular level of application
security and user authorization provided by the Aurora User Security function, Aurora CAP allows for
management workstations that originate check-generation requests to pass additional security verification
based on separate ID protocols.

Network security recognizes management workstations through the use of Media Access Control (MAC)
addresses. Only certain workstations will be authorized for appropriate functionality. Furthermore, user ID
passwords will identify and permit authorized users to perform critical functions such as check-generation.

Please refer to Section 4.2.26.1, Check Writers, and 4.2.26.2, Check Writing/EFT Prize Payment
Accounting and Reporting, for further details on our solution.
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4.2.14.2
Additional Check Writer and Prize Payment Tasks

The validation and check wiiting /prize payment software solution is designed and configured to perform the foilowing tasks and
operations on the System:
o Simultaneous Validations: Validation functions and check writing/EFT transaction processing is designed for use by
multiple users simultaneously without processing or accounting degradation
»  Multiple Claimants: Provides prize payment to more than one claimant by splitting the total prize won on a singie ticket
[£600 or sneral basad o cerimin nertesiager 03 fo eaon individuar

&

Exception Checks: Provides prize cavrient and an 2uiomaied accowniing procass 1 isive & "anoeption ciek for
winnings associated with a valid game and ticket that is expired. defective or damaged & minimurm of 60 days beyond
the end validation date after security features requiring dual approval by the Lottery are satisfied:

o Retailer Bonuses: Provides prize payment and an automated accounting process to issue an “administrative check” for
commissions and bonuses associated with Lottery determined prize awards (e.g. retailer commission and bonus checks
for selling jackpot prize tickets presented at press conference). The System calculates the percentage of the selling
benus given to a retailer based on the jackpot amount as opposed to the cash option armeunt;

o Tax Witkholiinas: (a) Calculates. produces. and submits paviment of state and fedaral vithholding taves. and oier o i
st stasutory amoun's fom the prize pavment on an ad hoc besis: awd (5) captures and maintains [scovicat claimant
information required by IRS at year-end (W-2Gs), which includes a database of winner names, addresses game type,
armount won, claim date, retailer location, withholdings, etc. The System supports the printing and mailing of Vv-2Gs
for the current year, along with the previous three years; and

»  Produce Lottery required correspondence materials that accompany prize checks and any explanations for

specific withholdings.

IGT will comply with and fully support the functionality detailed in this requirement.

Please refer to Section 4.2.26.1, Check Writers, and 4.2.26.2, Check Writing/EFT Prize Payment
Accounting and Reporting, for further details on our solution.
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4,215
System Management Applications

The Vender’s management application sojtware resides on the \endsi's workstations, on database servers, on the management

o Pr j g
computers, or a combination of the abave. Access to soffware functions by the Vendor or Lottary personinel requires written
Lottery authorization.

The Lottery’s LAN has Windeows-based computes workstations used to perform Systern management functions as well as
normal Lottery functions. Masagement application software and Svstem interfaces are installed on Lottery workstations for
authorized users by the Vendar.

The Vendor provides communication and connectivity between the Lottary’s LAN and the System. Connectivity to the
Lotten’s AN for printing on existing Lottery printers is permitted. The Lottery may request modifications or additional softwara
to produce reports, screen displays, inquiries, and other administrative applications.

IGT will comply with and fully support the functionality detailed in this requirement.

IGT’s new Aurora Navigator Back-Office solution takes a giant step forward in making Lottery staff more
productive and their work easier. This dynamic solution includes the administrative applications a lottery
uses to run its lottery (manage retailers, players, promotions, claims, etc. and operate its system). It also
comes with a new User Interface (UI) - the Aurora Navigator - that’s device and browser-agnostic. In
other words, your authorized users can work on any device, with any browser, to meet the needs of
today’s multi-tasking, fast-paced lottery environment. Aurora Navigator Back-Office will provide many
efficiencies and benefits to the Lottery in terms of streamlining and personalizing operations.

The web-based Aurora Navigator, built on HTML 5 for maximum flexibility, will support laptops and
mobile devices of any screen size. This modern Ul is also role-based, i.e., it is customized to each user’s
role. Each authorized user’s Aurora Navigator will show that user, starting with data visualizations on the
initial screen, exactly what he or she needs to see to do his or her job.

Aurora is a totally integrated, secure, exceptionally efficient, and MUSL-compliant system. With its open
architecture, it can be expanded to add new features and functions, allowing it to serve the Lottery
throughout the contract period and any possible extensions.
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4.2.15.1
Management Application Features and Capabilities

Vendor provides an interface for the Lottery to access the System for all functions requiring access by Lottery staff. Lottery Back
Office Systems have access to game management applications for performing and controlling functions such as licensing.
configuring game settings, managing Retailer terrinals, performing accounting functions, etc,

The management worlstation saftware or interface is compatible with all current versions of Windows Operating systems and
cubsystams such as ‘nternet Explorar, Functionalizies of she managemant workstation software and maregement application

featuras inch.de bhe o

g

Mznagement werkstation 3osiications pravice a payerf figurs and a pavoif jadility fer eazi game i rea! time, Vander
nainzains dynarmic pocts for the cuirent draw and doilar summarias for plays for future draws for all draw games. The
current day’s pools include all current days wagers as well as advance day wagers for that draw.

Monitors number combinations selected in game sales and identifies when any fixed payout game reaches the Lottery
determined liability limit (example: a particular number combination quota is met) and can ne longer be sold.
Authorized users may trigger suspensicn of sales of a number combination in any fixed payout garme within any
epprovad timefremes:

= Applicadons are desigrad end configurad with ability i shui down and resume ail vagaring and validatior
functiona‘ity on each game independentfy;

Control of certain draw game functionality and terminal functionality (e.g. activation/deactivation of individual retai'er
terminals); and

Ability to query retailer and chain leve! licensing and financial information [e.q. (1) sales, voids, and validations by game,
by day, by retailer; (2) sales, voids, and validations by game, by calendar month, by retailer; (3) sales, voids, and
validations by game, by billing week. by retailer: and (4) owner contact information, address, email, phone number, etc.
by individua! retziler or chain] is provided to the Lottery.

i oiten and Vendor are akle to query the staius of draw gams informadion in real tima including but not fmites'ic:
sales, voids, and validations. by game. by day. by drawing: prize pool amounts: status of pools for each drawing (open o
closed); and sales/transactions by minute.

System is capable of querying retailer information and financial history including: retailer name, address, phone, contact,
etc.; current day and historical financial information (containing both the beginning and ending balances) by retailer, by
day, by week, by month, by calendar year and by State fiscal year (July 1 - June 30); consumable, equipment, and
point-of-sale item inventory as reported and logged by administrative support personnel.

Sacurit features to epsura data integrity reguire “dual-entry” bv Lottery and the Vender to reconcife aif winning
rumears. variabie prize daita, and jackpat amouwriis entered into the Systa befoie prediction aperations may
commence refated to any such information.

Ticket cancellations are available through a terminal function, Vendor and Lottery management application software
functions, and by manual input. Note: Tickets and any terminal transactions can only be cancelled from the issuing
terminal within the specified timeframe on Lottery approved games,

IGT will comply with and fully support the functionality detailed in this requirement. A description of our
solution follows.
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Aurora Game Manager

Aurora Game Manager is one of the Aurora Navigator Back-Office applications and the principal tool for
controlling games and monitoring gaming data in real time. This web-based application allows authorized
users to set up and control games and liabilities and monitor and manage system activity related to:

¢ (Games.

* (Game management.

¢  Draw-based game transaction-processing and validation.

¢ Draw processing.

» Terminal administration.

e Audit trails.

¢ Reporting.

Payout

The Aurora Transaction Engine monitors wagering for fixed-payout games. It will immediately alert the
Lottery and IGT operations, via emails, when sales of a number in a fixed-payout game reach a warning
level and then a specified liability level:

Upon reaching a predefined percentage of such a limit.

*»  Upon reaching 100% of the limit; in addition to sending an alert, no further wagers will be
accepted for the combination in question. Through the Aurora Game Manager application on
the management workstations, authorized Lottery personnel can obtain payoff figures and
payoff liability for each game in Aurora whenever the Lottery requests them. The Aurora
Transaction Engine can also be configured to automatically suspend sales of any number, or
any combination of numbers, when the liability limit is reached. The Lottery can override
such suspensions. Liability limits are easily configurable so that the Lottery can respond to
market trends.

Draw Schedule

IGT will support the Lottery according to its draw schedule and support current and future Lottery game
offerings through Aurora. Aurora will provide the flexibility needed for various game status changes —
either automatically (e.g., game close) or by manual intervention, as determined by the Lottery. IGT
understands that this may also include the suspension of sales and validations for a game. All such
changes will be fully and securely logged by Aurora.
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Draw Close

Aurora will maintain full integrity of all transactions underway at game close to ensure that all
transactions before the game-close time apply to the active draw and all transactions after the game-close
time shall apply to the following draw, as described in the following paragraphs.

Aurora will provide game-related standard information (i.e., totals, sums, status, etc.). We know that it is
important for the Lottery to minimize the time window between close of the game, the draw, and the
ability to pay winning tickets. Aurora will be, and is easily, configured to comply with the time window
specifications established by the Lottery for each game.

The Aurora Transaction Engine will automatically close each game’s draw, without operator intervention,
at a specified time before the draw is held. All wagers for a given game that are taken after that time will be
eligible for the subsequent draw. Once a game has been closed, the following automatic procedures occur:
» A game-closed transaction is logged in the MJF of each Aurora Transaction Engine in the
central-system configuration. That transaction identifies, down to the hundredth of a second,
the exact time the draw closed.
» The game-closed transaction is sent to the ICS in near real time. The ICS reads the
transaction, allowing it to calculate sales to that point to ensure balancing with Aurora.
s  Alogged-status message is displayed on the system-management console at the PDC and
BDC. That message alerts Operations staff that the game is closed, allowing them to prepare
for winning numbers entry following the draw.

Shutdown Functionality

The proposed Aurora system is able to activate, de-activate, and re-activate all Lottery functions or
specified gaming functions for the entire retailer network or for specified retailers or groups of retailers at
any time (i.c., the ability to sell and validate draw-based games or instant ticket scratch-off games).

With Aurora, an authorized user can enable/disable functionality, such as wagering globally across all
games, an individual game, an individual retailer, or a group of retailers.

Aurora Navigator, the Ul to the back-office applications, is the principal tool for controlling a retailer’s
ability to perform gaming functions. It is used to:
e  Setup a retailer’s privilege to control games and their associated liabilities.
» Monitor and manage system activity related to games, transaction processing, draw
processing, and terminal administration.

Aurora Navigator includes a comprehensive set of gaming data and management screens that are
available on demand in real time.
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Aurora Navigator:
* Provides a range of features and capabilities to balance and reconcile draw games; it also
provides audit trails and reporting capabilities.

e Allows authorized users to shut off and resume sales and validations for each game (including
draw-based games), independently, in real time, for the entire network. Authorized users can
suspend other functions, such as cancellations, for each game independently.

*  Provides the ability to suspend functions at the retailer, sales associate, and terminal levels.
For example, a function could be suspended for one sales associate while other users of that
same terminal continue to use that function. This feature provides retailers with the type of
management flexibility they are looking for.

Retailer Queries

Please refer to our response in Section 4.2.16.1, Licensing Data Fields and Query Capabilities.

Dual Entry

Please refer to our response in Section 4.2.13, Draw Game Operations,

Ticket Cancellations

As required in this RFP, ticket cancellations will be available through terminal function, vendor, and
lottery management application software functions, as well as by manual input.
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4.2.16
Retailer and Licensing Function

The System is the primary data source for all information that is maintained about aff of the Lottery’s traditional retailers. The
current Vendor converted the existing legacy Lottery traditional retailer files to its new retailer master files and reference files at
the inception of the current contract.

The System aflows autherized user(s) to define, enable and/or disable any retailer terminal. Actions taken toward retailer management
are effectiva withaut waitiag for a baich iun and create an audit trail of the changes imade, the date of the change. and the user who

. : ] i s el Y iyl | ey, St = T | i N e e By b (LR ot B - gpnm
imade the change 1c 2 rsteler tarmingl Ay autions telen raside o the Sysiern for 365 days foloviing dhe conursnce,

The Systam provides 2 coding scheme for layered retaiier “disabling” reasons and is capable of repoting a retaiie’s dizable
history (e.q. if a retailer is disabled for a collection related problem and disabled for a disciplinary problem, these ruitiole disabling
cades are recorded in the retailer record, historically maintained, and clearly displayed upon management workstation query.) The
coding scheme has the ability to accommodate a minimum of 20 different types of disable.

The Systam produces and aliows printing of licenses by types and groups with variable graphics and data (e.g. license year,
licerse tvpe, fogos, etc ).

- N 5 r

The S,stans maiiaing 3 trassectiona! kistory log of 3l changes madse o mhe retailer master and refanence Fla mpoenation,
accessible ir real time for at least 12 months foliowing the change. The transactional history fog incluges the user's i) who mads
the change. The information is retrievable for the term cof the Contract.

Fraditional retailer information files are updated in real time. Information maintained by the System includes:

o Permanent retailer application information with restricted access including Application control number, retailer type
(e.g. SIC), ownership type (e.g. sole proprietor, partnership, corperation, non-profit, LLC, etc), tax information (e.g.
FEIN, tax exampt status, 1095), ownership (indicating 1099 to be produced) application received dats, chain affiliation,
vetail licanse. officers and thai; social security numbaers, baclground check status. ficense appiovai or denial date,
application fee, werkers compensation daia, state tax data. unermplovimen: data. NCIC — securicy and Jnancial
security;

o Permanent traditional retailer information: L egal name, doing-business-as (d/b/a), location address, mailing address,
billing address, terminal numbers, phone numbers, email addresses, terminal classifications, circuit number and drop,
store hours, dermographic data, licensing event dates, ownership data, marketing codes, financial codes, commission
rate, sales bonus rate, cashing bonus rate, county, zip, Standard Industrial Classification (SIC) cades, 6-digit retailer
number, accounting information, retailer tvpe, 6-digit control number, and ABCA number (e.g. 23-A-212-010345);

o Retailer relationships between: ciher retailers with the same ownership {e.g. chain, headquarters, and oter lacatiors).
additional terminals and pedipherals, squipment and paint-of-sa'e itams, sales regions, deliveiy iouies, and Vandor field
and marketing service employees:

o Retailer status and reason codes with dates: License (Active, Inactive, Terminated, Suspended, etc.), Marketing
(Active, Inactive, Terminated, Suspended. etc,), Financial (Active, Inactive, Settlernent Hold, Terminated). Billing and
EFT sweep (Complete, Pending), Application/license (Approved, Rejected), and Sales Type (Traditional, Full-
Product, S5Ts);

e Historical locaticn information: Changes of ownership (or partnership). changes of retailer 1D number (link to previous
number). seles, commissions. bonuses, change of location. accounts raceivable and coleciions infermation including
NSF information. and appiication and renewal status and regsen codes.

IGT will comply with and fully support the functionality detailed in this requirement.

Please refer to Section 4.2.36, Retailer and Licensing Function, for further details on our solution.
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4.2.16.1
Licensing Data Fields and Query Capabilities

The Systemn ailows authorized Lottery and Vendor staff to ri querias based on certain data fields. The System aliaws cueries

by retailer nuimber or application nurmber providing retailer information, histerical lecation information and inventory aata of the
retailer: quey by retailer name provides alf matches or near matches, and afiows seiection of retailer number. query by address.
city, zip code, or coundy provides all retailers in the selected address. citv, zip code. or countv and allows selecticn of retailer
number; query by status or type codes provides all retailers associzted with the selected code(s). and allows selection of retailer
number; query by cwner. business name, or Social Security number provides aif matches or near matches of owners: and query bv

any. or all otner data fields in the System as required by the Lotter.

IGT will comply with and fully support the functionality detailed in this requirement.

Please refer to Section 4.2.36, Retailer and Licensing Function, for further details on our solution.

4.2.17
System Logging

[he Lottery requives the ability to research transaction history files to verify the axistence of aff transactions. The System is
designed to search by eitering the transaction 0. view ali fields of any transactior; (or aroup of transactions) history immediately
after the transactior has taken place, and view or print transaction contens. Use of sacure offsite storage for critical filas, software,
and backup data is subiet to Lottery approval.

IGT will comply with and fully support the functionality detailed in this
I requirement. A description of our solution follows.

cp. Aurora will enable an authorized user to view all fields of any transaction (or group
of transactions) history immediately after the transaction has taken place (been
EXCEEDS recorded). In addition, the Aurora Performance Intel data warehouse will provide
immediate online access to detailed transaction data for up to three and one-half
years (current year to date plus 30 months over two prior years). Detailed transaction data for earlier
periods will be retrievable from off-line storage upon request, through a Ul view, i.e., the Aurora
Performance Intel's Ad Hoc Module’s UL By leveraging IBM’s DB2 compression technologies, we provide
significant capabilities to store years of data online while maintaining query performance.

Aurora will support an authorized user entering a transaction ID for look-up. An authorized user will
be able to view or print transaction content available on the Aurora system.

We understand and acknowledge that the use of secure off-site storage for critical files, software, and
backup data is subject to Lottery approval.

Backup media is maintained in accordance with each customers’ data retention requirements. An
automated Tape Library system is located in the PDC and BDC. This automated tape library houses
media designated by barcode for storage management and sequential- or random-access retrieval. The
data is backed up to the media without human intervention.
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Periodically, the PDC and off-site data storage will be audited to ensure the integrity of the historical data.

» The BDC site also houses an automated tape library. Backups are performed in the same manner.

»  Media is stored at a secure third-party off-site facility to provide additional confidence that
IGT has the capability to completely restore any day’s system activity for the duration of your
retention requirement. Iron Mountain will pick up the media daily and transport the media
in locked containers, each of which must be signed in/out and inventoried. Our off-site
storage also protects your data in the event of a disaster and is a critical part of our Disaster
Recovery Plan.

¢  The backup media is tested monthly to ensure media and data integrity.

The current Vendor uses report balancing and reconciliation to ensure files and archived backup copies are valid, with emphasis
on validation files and future bets files where recavery by reprocessing large volurmes of aged transactions may be impractical.

As part of our operational practices, we employ automated nightly report balancing and reconciliation to:
» Ensure that the current files and archived backup copies are valid.

»  Prevent the need for reprocessing large volumes of aged transactions.

Nightly report balancing is completed on all of the Aurora Transaction Engines in the central-system
configuration. These reports are reconciled within each Aurora Transaction Engine and then between
other systems (ICS, etc.} as required. This reconciliation process ensures that all of the Aurora
Transaction Engines are in sync. In addition, we maintain configuration-management files to allow
system configurations to be restored, if necessary.

Checksums are mandatory for executable programs on the System for auditing purposes. These figures are verified and defivered
at startup and shutdown every day during Customer Acceptance Testing and any other times as directed by the Lottery. The
Vendor works jointly with the Lottery to develop procedures for daily and change control checksums including any function that
impacts with the ICS.

Software Checksums

IGT employs checksums to verify, for auditing purposes, that the correct software for all executable
programs is installed across Aurora, including the Aurora Transaction Engines, front-end processors,
network equipment, administrative systems, and all field-deployed equipment.

When Aurora is installed, all executable files on the system and terminals will be check-summed and verified.
If a file’s checksum is deemed invalid, the installation will not continue until the discrepancy is resolved. Any
time a change to the executable files is required, the change in the checlisum will be supplied to the Lottery,
and the checksuin values on the systern will be updated following Lottery approval.

IGT offers a unique solution in which each morning, before the beginning of sales, Aurora will generate a
checksum of all executables on the system and record it in the MJF. Since this consolidated checksum is
recorded as a transaction, it will be passed to the ICS for auditing purposes. The ICS can enact an
automated process to compare the previous day’s checksum with the current day’s and report any
discrepancy to the Lottery’s Security division immediately along with the daily ICS verification process.
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IGT will print these figures at start-up and shutdown every day and at other times at the Lottery’s discretion.

A transaction simulaZicn prograrm generates afl tyoes of fransactions (terminal and Svstam) in cotional percentages for use i
testing software quaiity and performarca This program adows manualy entered dravs garne sales to mix with the simulation
program generated sales.

IGT’s industry-recommended test-automation tools facilitate the delivery of quality solutions and
services. Our automated Game Matrix (GM) tool has the ability to automatically create game transactions
based on your game portfolio. Please refer to Section 4.2.22.3, Test Systems, for more information.

Alf Systern processing activities are recorded and stored immediately on storage media on mudtiple hosts so that the following
funcrions occur:

»  The System backup, recovery, and redundancy features can be supported using lag files for recavery if necessary:

#  The System, including cutages and recovery events, can be audited and checked for apprapriate usage and any errors
[confirms a one-to-one relationship between tickets printed, tickets registered in the log fites, and ticket transactions
carried forward to the [(CS on secured file transfers and then are made avai'able to authorized Lottery personnel}-

The Systein transaction fog includes detailed records of canceled draw game tickets. rejected validation inguiries,
terminal outages, takeovers by the backup system, date, time, transaction type (e.g. wager, validation), and location
{e.q.. retailer number, terminal number) of each transaction. The System procasses and logs all transactions eccuiring
from aff terminal types including self-service terminals. The Systern must individually process and log all transactions
from a given location regardless of the nurmber of terminals, Transaction log entries aliow standard queries, sores. and
raports by data types. Training mode is controllable by the System and legs when the terminal has entered or exited
training maode. Al training made transactions are logged by the Systeni and labeled as training mode transactions- and

e The System transaction logging process includes periodic checkpoints including sigaificant totals (counts and
amounts) for all games.

«  Log files aie providad by Vender in ASC! text format and install any software necessary to interoret or deciypi its
proprietary or urique file farmats.

IGT will comply with and fully support the functionality detailed in this requirement.

With our solution, all game processing activities and transactions are securely logged immediately across
muttiple disks - the MJF and then the BJF as well as each game’s PTM - on each Aurora Transaction
Engine operating in the central-system configuration.

Each MJF contains a real-time, time-stamped (to the nearest hundredth of a second) sequence of all
transactions. These include sales, rejects, cancels, payouts, validations, validation attempts, other play-
related transactions, any other retailer terminal commands, application-error conditions, and any
commands issued from the game-management applications.

All transactions are also sent to the connected ICS in near real time. In addition to these redundancy
mechanisms, all job-console entries, error conditions, and major system-level events are logged in the
standard System log (Syslog).
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System Recovery

IGT maintains multiple log files to permit the reconstruction of gaming data for reprocessing, if
necessary. Log files of game-processing activities and transactions that are logged to the MJF and BJF
disks on each Aurora Transaction Engine can be used for system recovery.

System Auditing

Numerous internal and external audits are performed to validate the integrity of our software, systems,
and processes. Authorized Lottery staff can audit and check - from a number of audit and log files
maintained on Aurora — all events and transactions in the system, including outages and recovery events,
to ensure appropriate use as well as freedom from error.

These audit and log files include:
» Operating System (OS) logs.
» Transaction Engine logs.
» System-console logs.

e User command logs.

In addition, we perform system checksums and complete user access reviews to maintain the appropriate
level of access for users, further ensuring the integrity of all transactions.

The Lottery will track and verify the life of any ticket transaction or other event in the system. Aurora
maintains a relationship between tickets printed, log records for ticket transactions, and ICS records. In
other words, there is a strict one-to-one relationship between tickets processed, wagers printed, tickets
registered in the MJF, and ticket transactions carried forward to the ICS.

Using these audit/log files, the Lottery can track and verify the life of any ticket transaction or other event
in the system. For example, all transactions representing modifications to the Aurora Transaction Engine
(such as game-control parameters or winning-number entries) are logged and protected.

Tracking and verification can also occur through our software and back-office applications.
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4.2.18
System and Data Security

To ensure the integrit cf the Systemn and games, the Vendor prcviges metheas and proceduras that prevented unauthorized
acvess si tampaving +ith amyv part of the System.

Managerment workstations have a hierarchical security schems which aliovs svstam access to specific Lottery personnai based o
Lottery avthoiized security level and entered passwerd. The security schera accemmodates a minimum of 40 individuals with
varving sectiity levels vithout intervention by a privifeged System operator.

System passwords o/ secuiy codes do not print and are not displayed an the user's workstation. The System precludes the use of
gereric passwards (such as single characters and common dictionary words) and requires periodic password changes. Passweid
length must be at least eight cnaracters, non-replicated in 24 previous passwords, praclude use of full names, and contain the
following: Alpha upper, alpha iower, numerals, and non-alpha. The maximum age of a password may not exceed 60 days.

Managemen weskstations zre password protected and designed te log information necessary for an audit frail. Log entries refersnce
the time. date, terminal, and valid/invalid sign on attempts. All transactions from the management applications representing
rodifications to the S;ster: are logged and protected by verification steps with a printout of both the entry and the verification.

Terminal level password functions peimit multiple levels of secure access including Lettery representative, field safes and service
representatives, store managersowner, and clerk. Passwords are not to be displayed printad. or visible in any manner at the
terminal. and the Sysiem permits password changes without a service cali to the retsiler. Terminal level password functions
restrict transaction types to atthorized users {e.g. store managers may be able te clisplay o print retailer financial raports, but the
functio: may not be availablz to other retailer employees), prohibiting unauthaiized use, and be configured to permit multiple
fevels of secure access.

IGT will comply with and fully support the functionality detailed in this requirement.

To IGT, the security of the systems and data for which it is responsible is paramount. Whether it is our
own corporate systems and data, or that of our lottery customers, retailers, or players, we take the secure
management and care of the data and systems under our control very seriously.

Among the critical areas for which we provide comprehensive security controls:
»  Physical access.
o User access.

* Network communications and encryption. (Please also refer to Section 4.2.23,
Communication Networks).

» Sensitive data.

Aurora User Security - IGT’s System Access Control Solution

With Aurora, the Lottery will have a tool to administer access control. Through the Aurora Navigator UT
and the Aurora User Security module, the Lottery will be able to control retailer, Lottery staff, and IGT
access to Aurora.

Aurora is designed to be flexible to meet individual customer needs; that flexibility applies to managing
user access. The Aurora User Security component of Aurora will allow the Lottery and/or IGT to control
users and their access to Aurora.
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Aurora User Security comes with a single interface from which to manage roles, groups, and users. The
Lottery or IGT will be able to assign multiple roles to each group and multiple groups to each user,
effectively mirroring your organizational structure. Roles are activity-based to make setting access
permissions to the Aurora applications easier. Please note that the Principle of Least Privilege has been
applied to Aurora User Security, which means users are allowed access to only the resources or
information that are essential to their job.

Aurora User Security allows lotteries to:
+  Customize access assignments to mirror their organizational structure.
» Decide access levels for different users.

L Manage user access.

Additional information regarding this Section is trade secret and/or highly sensitive security information
that IGT can make available for review by the Lottery during the Oral Presentation and/or under a Non-
Disclose Agreement (or similar), as disclosure of this information in the Proposal (and public disclosure of
the same as noted in Sections 21 and 31 of the RFP) could severely jeopardize the security and integrity of
the system, and public disclosure of this information is not in the best interest of the Lottery or the Slale of
West Virginia.

4.2.19
Software Distribution and Tracking

The Svstem contols terminal software distribution in oider to prevent terminals fron: rusning unautharizad versions ) software.
The Vendor's software manages the System development iifecycle including versioning and tracking of change. The Vendor’s
software also identifies the history, use, and location of a component including logging “when, what. and by whom” changes were
made to avoid update conflicts; producing a configuration status report or listing: any enhancement or modification of the
operating software must be approved by the Lottery prior to instal.

IGT will comply with and fully support the functionality detailed in this requirement. A description of our
solution follows.

Software integrity is a critical component for the successful operation of the West Virginia Lottery, and
our process ensures that it is maintained. We employ checksums to verify that we have the correct,
unchanged software versions for all executable programs across the configuration of Aurora Transaction
Engines and terminals for auditing purposes.

Instant Game Operzations 4212-25



Distribution Control

Aurora maintains control of software distribution so that systems and terminals cannot run inappropriate
versions of the software. With Aurora, all executable files on the system and terminals are checksummed
and verified. Any time a change to the executables is required, we will supply the change in the checksum
to the Lottery. Checksum values on the system will be updated following the Lottery’s approval.

Software releases are managed using Linux Package Manager (RPM). When we install a release, RPM
maintains an up-to-date database with checksums of the software modules installed on the system(s).
Operations, as part of its daily processes, uses automated scripts to verify the installed software with the
checksums in the RPM database. Any discrepancies are reported for resolution. RPM reports can be verified
by each system, across systems, and reports can be distributed. This process also applies to the development
and Quality Assurance (QA) systems, and evidence will be provided to the Lottery upon request.

At the terminal level, all software versions are passed to the front-end processors at sign-on. If a terminal
is not at the correct software revision, it will request and load the correct revision from Aurora. Sign-on
can then again be attempted. This process ensures that the Aurora system and terminals cannot
inadvertently run inappropriate versions of the software.

Al operator commands executed by the System and any System warniags or problem messages are recerdad on secured logs
that are provided daily ard as requested by the Lottery. The console log is also provided digitally to the Lottery for auditing and
contains aff activity entered or received through the cperator’s conscle and includes siich items as Systern operaticn, time of
inquiry. access code of inquiries reason for inquire, etc,

Command and Error Logging

The functionality for researching transactions and operations will be provided to authorized Lottery
personnel. The Aurora Transaction Engines will record, as stated, all game-processing activities on
electronic media. All commands executed by system operators and any system warning or problem
message will be logged immediately on a numerically sequenced console log file, a copy of which will be
provided daily or more frequently as requested by the Lottery. Additionally, all job console entries, error
conditions, and major-system-level events will be logged in the standard Linux system log. Further, a
record of all accesses and changes to the operational systems and their environment that do not affect the
games themselves (e.g., file backups and transfers) will be stored in the system logs.

Numerous logs are available on the system and readily available to users for viewing based on the user’s
security level/role. These roles are provided and controlled through the Aurora User Security application,
which is accessible through the Aurora Navigator, the single, user-friendly web interface through which
all authorized management users of the Lottery (and/or IGT) will access the back-office applications to do
their work.
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Real time monitoring of gaming transactior: traffic and system utilization is provided. The Lottery receives immediate notification
of abrorimal System cperasions and ther caiiszs sich ss valication prodlens, ation difficulizs, computer downting
etc. The Sustem fracks and provices tawainal diagnostics and status conditions t1at can e managed and utservad ranately &y
Vendor and Lattery personinel.

et

PTG

IBM Tivoli Monitoring

Aurora provides comprehensive, real-time monitoring of gaming transaction traffic and system use -
including sales, game and feature status, system performance, system events, and other statistics -
through the management workstations. Our monitoring tools will allow operators and administrators to
be notified immediately of abnormal system operations, unusual system events, or software/hardware
failures (such as validation problems, communication difficulties, and computer downtime) through
automated audible messaging, warning emails, or exception logs. Your designees will receive immediate
notification of these abnormal system operations and their causes. Tivoli Monitoring will also monitor
system use and performance in order to help you determine capacity needs.

Terminal Diagnostics

We can easily monitor the ALTURA® Flex through the terminal’s self-diagnostics and indicators that
monitor and collect data on the operating status. Local diagnostics will be available to both IGT and
Lottery personnel, providing Contact Image Sensor (CIS) play slip reader and printer tests,
communications tests, and barcode reader tests.

Diagnostic messages communicated on the display screen include information about the terminal and
processing status, terminal errors, validation and cancellation errors, reader device errors, reader edit
errors, terminal entry and communications errors, as well as Lottery news.

These tests and additional guided diagnostic procedures available during hot line calls provide rapid
corrective action or dispatch of Field Service Technicians (FSTs).

4.2.20
Secure Transaction Processing

Each transaction from a terminal must be received by at least two active processing systems before authorization te print a ticket
including the System handling the transaction (primary System) and a system capable of recovering for a failure of the system
processing the transaction (backup system). The terminal retains and transmits retailer identification, device identification, and
other unique security identifiers to the Systeim. It is nat possible to enter t-ansactions on the network using unknoves or duplicate
retailer terminal addresses. The System ensures network iitegrity wherein o action, either operational or by tampering. car
permit duplicate or unauthorized addresses to be established on a communications link.

IGT will comply with and fully support the functionality detailed in this requirement. A description of our
solution follows.
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To ensure high-performance, minimize service interruptions, and prevent loss or corruption of data from
a hardware or software faiture and loss of processing capability from a component failure, we will provide
fail-safe operation and fault-tolerant hardware and software at both the Primary Data Center (PDC) and
Backup Data Center (BDC.) All transactions processed by Aurora will be recorded, multiple times on the
Aurora Transaction Engines in the PDC and the BDC. When necessary, switching from the primary
Aurora Transaction Engine to the secondary at the PDC will occur instantaneously and seamlessly.
Switching between the PDC location and BDC location for transaction processing can be performed
seamlessly. We will demonstrate a failover/takeover of the primary Aurora Transaction Engine to the
secondary Aurora Transaction Engine at the PDC and failover/takeover from the PDC to BDC - as part
of the pre start-up tests/demonstrations.

The Aurora Transaction Engines will be fully functional prior to start-up, and we will test the system-to-
system failover (primary to secondary) periodically throughout the year and the PDC-to-BDC failure at
least twice per year.

Neither external agents nor insiders can create a duplicate or unauthorized terminal address. We will
guard against retailer “spoofing,” a situation in which one person or computer program successfully
masquerades as another by falsifying data.

4.2.21
Ticket Stock Security and Tracking

The Svstem is configursd to mainain detailed invertorv records of ticket stock distributed fo the retailers and permit returs
reissues. and Jestruction of stecr as approved by éne Lottery. "The Systam alfows the Lottery to access detailed inventory records
of tickat stock: distributed to the retailers.

The Vendor provides all Svstem configurations and cthe: raechanisms necessasy to store, maintain, query status and interpret
infermation relating tc ticket stock assigned to speciic retailers, Each pach of ticket stock has a bill o lading that identifies the
rol's contained inside. Fach roll has a unique bar code alicwing receipt and activation of tickat stock at the Lottery headquarters or
at altarnative sites dasignated by the Lettery in ihe spacifications of this RFP or otherwise proposed by the Viendor and accepted
upen Contract Avard,

Every ticket is identified with a unique preprinied ticker stock number and accaunted for in ticker contro! reports. Ticker stock
activity reports track erroneous ticket stock activity. Tha ticket stock tracking information is delivered from the ticket stock printer
to the Lottery using a methed of securs electronic dalivary,

In addition ro the System logged transaction number, the System generates and prints a unique ticket sevial number that links
transactions to specific retail terminals and unambigrously identifies all tickets by specific game, game extension, price. date, site
facation, and unique validation to secure printed tickets independentiy from the System.

IGT will comply with and fully support this functionality. Our ticket stock tracking system is in
compliance with multi-jurisdictional and lottery-security standards that apply to the Lottery (e.g., MUSL
rules, serial number).

Please refer to Section 4.2.38, Ticket Security, for a complete description of our solution.
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Exceeding MUSL Guidelines

IGT's ticket stock inventory system will exceed the minimum MUSL (or other multi-jurisdictional-
organization) security requirements. We welcome a review of the tracking system.

Following are examples of how we exceed minimum requirements:
e We capture all ticket stock information froim the time we physically receive it in our Configuration
Management Softwace (CMS) datebase
»  Any cartor raceived get: a status, which typically starts with Available.
e All cartons shipped to retailers are assigned to those retailers immediately.
o All cartons assigned FSTs or FMSRSs are assigned to them once they leave the warehouse.

s In some sites where we use United Parcel Service (UPS), we use a Quantum View feature that
confirms receipt of ticket stock at the retailer focation every day. This becomes a record in the
CMS system, sliowing us tc determine that a package was received at the location and who
sigred for i

¢ Inthe event of a returned package, we scan the barcode labe! on the carton and assign a Returned
status, which updates the retailer’s inventory. Only after this process can a carton be returned to
inventory and placed back in Available status.

s  We only return full cartons back to inventory.

s  Any partial rolls are returned and held in a separate caged area, and only after a lottery's security
raam has confirmed and logged the roll numbers are the rolls ther destroyed securely and logged
as Destroyad.

4,222
System Configuration

Vendor should describe its failover desian in detail incliding the estimated time to fai'over from a single systeir failure (to
redundant svstam in same Daza Center).

Aurora is designed with no single point of failure; that is, the system cannot be disabled by a failure of any
single component of the architecture. Redundancy is designed down to the component level. If the
primary Aurora Transaction Engine were to fail for whatever reason, the backup (secondary) Aurora
Transaction Engine at the PDC will take over automatically. A failover within the PDC will not cause any
loss of game-processing continuity. Should there be a need to start processing transactions from the BDC,
the system takes less than two minutes to failover to the BDC, and there will be no loss of transactions
during the failover.
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Failover Design

Before your new Aurora gaming system goes live, we will have implemented and tested failover/ takeover
processes and procedures for the configuration of four Aurora Transaction Engines. We will test the system
at least twice per year. Data transferred to and recorded on the Aurora Transaction Engine at the BDC will
always contain the most recent transactions, allowing for a takeover/ failover, if necessary. The retailer
network will have a routing independent of the PDC so that the BDC can be reached without the PDC in
place. Testing from the BDC will include a full MUSL game-draw period - per MUSL requirements.

Games administration functions are also available at the BDC, as well as remotely available by
communications from the PDC; the Aurora Transaction Engines at the BDC holds the same processing
and disk-storage capacity as the primary Aurora Transaction Engine.

IGT will provide the Lottery with a written report on the failover testing within five days of each failover
test. The report will highlight the specific test activities, the results of each, and clearly define any issues
encountered and the corrective actions being taken to mitigate these issues.

4.2.22.1
System Failover

The Vendor should describe System failure scenarios, describe the typical System faifover scenaric, estimated failover recovery
dirraframas. and dascribe the precedures used for correction in the event of System failure at the PDC

PDC Transaction Engine Failure Scenario

If the primary Aurora Transaction Engine in our four-system configuration malfunctions or fails, failover
to the remaining Aurora Transaction Engine at the PDC occurs automatically with no operator
intervention, and transaction processing continues without:

s Interrupting or degrading system performance.

»  Causing delays in play.

* Losing or corrupting any data or transactions received prior to the time of the failure.

If one Aurora Transaction Engine fails at the PDC, one of the Aurora Transaction Engines at the BDC can
be enabled as the new “secondary backup” until the Aurora Transaction Engine that failed at the PDC is
recovered, at which time the Aurora Transaction Engines will go back into their traditional configuration.

Failover to the BDC Scenario

The BDC can assume control of system operations. We recommend that an operator perform this
function (a best practice). The BDC’s Aurora Transaction Engines will be able to take over all transaction-
processing functions should both systems in the PDC become inoperable.

The PDC to BDC takeover strategy is typically in three phases: the pre-failover checks, the actual failover,
and post-failover checks.
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Pre-failover:
1. Verify all terminal applications are in sync across the PDC and BDC.
2. Collect terminal counts from the PDC.

Actual failover:
Disable Wide Area Network (WAN) on PDC side (via Server Control).

Set BDC Aurora Transaction Engines to backup mode.

Verify BDC Aurora Transaction Engines are now in LIVE state.

1
2
3. Gracefully shutdown primary Aurora Transaction Engine.
4
5. Enable WAN on BDC side (via Server Control).

Post-failover:
1. Stop front-end application access in PDC.
2. Perform standby database takeovers from BDC.
3. Start front-end application access in BDC.
4, Verify terminal counts from BDC against expected counts.

The pre-failover activities are performed at any time prior to the failover; in addition, these activities are
part of standard system monitoring. The actual failover takes significantly less than two minutes. The
post-failover steps run concurrently with the failover steps and are completed in under two minutes.

Backup Site System Recovery Scenario

BDC system recovery from a PDC failure in auto-failover mode will be accomplished in no more than two
minutes without loss of any transactions. This includes the ability to fully service the communications
network supporting the retailer terminals.

While we can configure the failover to occur automatically and thus achieve a failover to the BDC in less
than two minutes, best practices have shown the value of performing the failover to the BDC manually
when viable. This ensures that any momentary disruption to the WAN to the PDC does not cause a
failover to the BDC to occur unnecessarily.

4.2.22.2
Internal Control System (“1CS”)

Vendor should include a detailed description of its plan for an ICS solution in its propesal that includes how its sclution is fuily
optimized and equipped to handle two test environments as the minimum specifications require or include a detailed proposal for
a fifth system if Vendor believes it is required or advantageous.

Integrity of Lottery operations is our mission for the West Virginia Lottery - and that includes providing
an ICS that is trustworthy, secure, and compatible with the Lottery’s gaming system. We recommend
keeping the current provider used for the Lottery, Elsym Consulting, Inc. (Elsym), a highly experienced
and qualified firm that is independent from IGT.
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Elsym's test ICS can be configured to have more than one logically separated environment in order to
run simultaneous testing. Each testing environment performs full testing functionality, from real-time
data feed to draw processing to balancing - all independent of one another. Report history, data
backups, the ability to re-process days, etc., are maintained within each testing environment. This
feature allows for a single hardware server to be implemented and maintained yet permits different tests
to be performed simultaneously. A single user interface prevents users from needing multiple logon
accounts for each testing environment. User credentials control which testing environment the user has
access to, from one to all.

Elsym currently provides ICS support to more than 35 lotteries worldwide and is approved in 28 MUSL
jurisdictions. Elsym’s experience provides a competence in understanding multi-jurisdictional games that
surpasses that of all other ICS subcontractors combined. Furthermore, Elsym’s system has achieved the
ISO 9000:2008 standard for quality assurance.

Flsym has been providing ICS solutions since 1989 and is very familiar with supporting our Aurora (formerly
Enterprise Series) systems. Elsym provides ICS services on various platforms for the following lotteries.

Figure 4.212 - &

Elsym ICS Customers and Platf
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1CS Functionality

The ICS will receive and reprocess transactions for draw-based and instant ticket scratch-off games in
near real time from the Aurora Transaction Engine’s transaction log file for the purpose of auditing and
balancing the system processes. This approach will permit the ICS to perform draw-sales balancing,
immediately, once the draw closes. Draw-result balancing between the Aurora Transaction Engine and
the ICS will begin once the draw-close processing and the end-of-draw processing are completed on both
systems. The ICS will continually and automatically audit and balance against the Aurora Transaction
Engine at each checkpoint in the Aurora Transaction Engine’s checkpoint schedule. This means any out-
of-balances will be found and reported immediately, instead of at draw break, and thus can be resolved
more quickly.

Transactions are received by the ICS, reprocessed, and compared to the Aurora transaction Engine. Three
automated procedures are used in this comparison to ensure the systems balance:
» Daily end-of-day ICS reports are automatically compared to the identical draw-based games
and instant-ticket games Aurora Transaction Engine reports for accuracy.
»  Draw-result balancing is automatically performed foliowing winner selection after each draw.
»  Weekly financial balancing generates retailer invoice reconciliation and adjustment data to
maintain financial accuracy.

The Aurora Transaction Engine’s MJF, generated by our system software, contains very detailed
information on every system and operator-generated command. The ICS uses this detailed information to
scan and identify any command that is out of the ordinary. Any situation that the Lottery deems
abnormal can be scanned for and, if found, is reported on the system- and operator-generated Command
Exception Report. This report provides information on the type of exception generated, who generated i,
and when. This information can then be supplied to you for follow-up. This process ensures the integrity
of the data captured by the ICS.

The ICS application software will reprocess all data for each drawing, verifying sales by game and by
drawing for each retailer, verifying the number of prize winners at each prize level for each game, and
confirming validations and outstanding prize liabilities for each game and each drawing. Various reports
are also created to show that the system is balanced.

ICS Reports

The following ICS reports are generated on a daily basis:
» Log Tape Edit Report: A count of all transactions processed as well as any errors/anomalies
encountered during processing.
»  Daily Activity Summary Report: A count of all draw-based game transactions processed.
» Daily Activity Game Report: A count of all draw-based transactions by game.
* Daily Game Financial Report: A count and amount of all activity by game.

¢ Daily Retailer Activity Report: A count and amount summarizing all retailer financial
activity for the day by retailer.

» Sales by Time Interval Report: A count and amount of all financial activity by hour.
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*  Deferred (Advance) Sales Report: Breaks down total sales for the day by draw pool to show
total pool-to-date figures for each game.

»  Check Files Consistency Report: Compares an actual ticket count to the summary values, to
ensure no tickets have been added or removed from the sales files.

» Retailer Adjustment Report: Shows detail of all adjustments made to a retailer including the
final balance.

»  Carryover Sales Report: Shows all multi-draw tickets still eligible for future draws.

¢ Cashed/Purged Tickets Report: Shows all tickets cashed for a particular day and all tickets
whose cashing period has expired and are now ineligible to win.

¢ Transaction Gap Report: A list of all gaps in validations and sales by game, as well as first
and last transactions for the day.

* Pre-Draw Sales Report: A list of net sales for each day for the current draw.

* Winning Numbers Report: A list of large draw-based game jackpot winners or cancelled
winners for the current draw.

* Draw Share Report: A report of all shares, liability, and other financial information for the
current draw.

» Instant Game Activity Report: A count of all instant ticket scratch-off game transactions
processed and their financial value.

* Instant Game Validation Report: A count and amount of all instant validations by game
and tier [evel.

* Daily Instant Activity Report: A count and amount summarizing all retailer financial
activity for the day, by retailer.

» Transaction Summary Instant: A summary of all instant ticket scratch-off activity.

¢ Weekly Instant Activity: Weekly sales activity by retailer.

= Auto-Balancing Report: Automatically balances all ICS information on a single report.

These reports are compared to the draw-based game system to ensure the two systems balance.

Automated Balancing

A main feature of Elsym’s ICS solution is its automated balancing module, which will be provided to
Lottery. Each critical number from each of the daily, weekly, and draw reports is recorded in an
auto-balancing file for the day. After the ICS has created and recorded these numbers, the equivalent
information is extracted from IGT’s reports, and the numbers are electronically compared. Any
discrepancies are identified and displayed. The operator is notified both visually and electronically that
the system is either in-balance or out-of-balance.

The benefits of this process are as follows:
»  The Lottery operator no longer needs to perform the time-consuming process of printing and
comparing reports.
= The operator does not need to be familiar with the balancing process. The system ensures that
all critical numbers match.
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Elsym’s [CS encompasses a wide range of system auto-balancing. The following items are tracked and
balanced on a daily basis:

Daily sales.

Daily cancellations/returns.

Daily validations.

Daily net sales.

Weekly sales (invoice day only).

Weekly cancellations/returns (invoice day only).
Weekly validations (invoice day only).

Weekly net sales (invoice day only).

Unclaimed prizes.

Future sales.

Retailer cashes ~ lottery vs. non-lottery terminals.

Sales commissions.
Validation comimissions.
Bonuses.

Claims.

Adjustments.

Draw sales.

Number of winners.
Share amounts.

Draw liability.

Retailer net due.

Terminal net due.

Report Archiving

The ICS generates a significant set of detailed reports. All reports are generated and stored in an electronic
format, which can then be emailed, printed, and transferred via Secure File Transfer Protocol (SFTP) to a
report server and archived. Reports are part of the daily backup process and can be stored indefinitely.

Special Features to Enhance West Virginia Operations

Elsym has created a Lockdown Prevention Program that will reduce costs associated with having
lockdown personnel available during the Powerball draw times. In addition, Elsym developed a special
monitoring program that makes the ICS solution fault tolerant with minimal human intervention, adding

efficiency to the process and reducing labor costs. These features are described in detail below.

Instant Game Operations
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MUSL Lockdown Alternative Reduces Lottery Costs

Elsym is pleased to provide 2 Lockdown Prevention Program based upon the recently approved MUSL
Rule 2 changes. Tmplementation of this option will allow the Lottery to reduce costs because there will
now be no need to have extra security on-site to support a lockdown during Powerball draw times.

Included in the draw-break process, all tickets eligible for the draw are copied off to external removable
media (i.e., flash drive) or SFTP server. At the same time, a copy of IGT’s transaction file is also copied off
to the same external media. It is recommended that the Lottery obtain a copy of IGT’s transaction file, to
their SETP server, directly from IGT, in the event that the ICS cannot obtain all of the data via the real-
time link at the time of the draw break (Le., in the event of a network outage).

Elsym will supply the Lottery with a stand-alone Windows application that can be installed on any
standard Windows PC in the Lottery’s Security department. This application is used to read the ICS ticket
files and IGT’s transaction file. The user can query the data based on the selling retailer, date/time range a
ticket was sold, a serial number or serial number range (if known), or the draw number on which a ticket
won in order to produce a report showing the details of the ticket or tickets in question. This can be used
to verify the authenticity of the ticket being presented as a winner.

Note: This solution is in production in many jurisdictions and has been MUSL-approved. Although it is
included with IGT’s proposal, MUSL requires that the Lottery submit its own lockdown alternative plan
for final approval by MUSL.

Also, Elsym will provide the ICS portion of the new MUSL Automated Reporting System (MARS)
Application Programming Interface (API) reporting features to replace the current reporting system.
MARS will allow the pre- and post-draw results for MUSL games to be transmitted directly to MUSL via
an outgoing Internet connection to MUSL, eliminating any manual entry error,

Configuration Management/Monitoring

If outgoing-only Internet access is allowed to retrieve software updates, Elsym will be responsible for all
configuration management activities to ensure the OS, Oracle, and applications are at their current level
of support. On a quarterly basis, all configuration updates will be loaded on the test system and a
regression test will be performed. Updates will then be applied to the secondary system and a week later
to the primary system.

Elsym has written a special monitoring program that runs separately, and continuously, on the primary
and secondary ICS solutions. A monitoring program on the primary ICS monitors the status of the
system. If the ICS solution fails or stalls at any point, notification is sent out via email that the ICS system
has degraded or failed. At the same time, the secondary monitor program monitors the primary ICS for a
complete hardware failure. If the primary ICS fails, the secondary ICS notifies Elsym and the Lottery via
email that the primary has failed. The reverse scenario is in effect also for monitoring the secondary ICS.
After a review of the system, if it is determined that the primary ICS cannot be restarted due to hardware
or system failure, the secondary ICS is used to continue processing the day. This makes the ICS system
fault-tolerant with minimal human intervention.

4212 - 38 Instant Game Operations



DIGT

4.2.22.3
Test Systems

The Vender provides testing equipment for the Lotrery and Vendor test fabs. The Lottery, ar its designee, conducts a series of
Acceptance {ests with Veendor support before System conversion. All netwark and System components in the test fabs are
identical to the production System, Each tvpe of communication that will be present in the field should be provided in the test
labs and corfigured among the test terminals unless exceptions are approved by the Lottery.

IGT will fully support the functionality detailed in this requirement. While we understand that the Lottery
or its designee will conduct acceptance tests before system conversion, IGT will support the Lotteryina
variety of activities, such as system recovery, load testing, reporting, system setup, system processing, data
entry and much more.

We understand that each type of communication to be present in the field will be provided to the test labs
and configured among the test terminals — unless exceptions are approved by the Lottery.

Vendor shouid pravide at lzast twe separate nost processing systems for softvaare testing, and amy individuel svstem must be
available for testing by the Lattary at any time with full support from the Vendor. The test systems a-e identicai in architecture
and capacity to each of the production systems provided for all transaction processing, front-end pracessing, and games
management applications,

The test lab environments and 1CS systems are not to be used by any other jurisdiction. The fwo test fab environments could be
separate hardware or virtualized system subject to Lotteiy approval. The Lottery has assumed that either test environment could
be configured to connect to the test {ZS indepandanth if they are not connected at the same time, but the Vendor must
derarmine whether that s possible or 3 fif:5 105 system is required and should include this information in ies proposar.

The Vendor should describe its proposed test environment including local and corporate personnel support. Vendor should detaif
estimated timelines for any System alterations that require testing (i.e. length of time it takes to program, test, and launch
new/updated System software, game. and promotion functions).

Test Systems

IGT will provide a Lottery test lab and IGT test lab. Each will contain a full complement of retail terminals
and back-office equipment and be connected to separate test systems. The two test systems will be
implemented as virtual systems on separate IBM ESX virtualization servers. The test systems will not be
used by any other jurisdiction or for any purpose other than to support the Lottery. The configuration of
the test facilities that we propose for the Lottery’s use is illustrated in the following figure.
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Some of the utility services are provided by stand-alone servers that can be shared between the two test
environments with no loss of functionality. Shared utility servers include:

IGT Gateway Server: Provides access to IGT personnel for maintenance and software releases.
Utility Server: Provides a platform for operations and diagnostic tools.

FlexDraw Server: Provides a dedicated RNG source for test environments.

SFTP Server: Provides a secure end-point for inbound and outbound interface files.

Backup and Tape Library: Provides a dedicated backup server and tape library for test
system use.

IGT will also have access to additional development and test environments located in IGT’s Corporate

infrastructure. These will be used to support development and system test activities prior to submitting

releases for Lottery acceptance testing.

Virtualization During Testing

Virtualization allows IGT to provide separate testing systems far more easily and efficiently for our
customers than in the days where physical systems were the standard. Virtualization provides many

benefits, including:

In cases where we have overlapping projects, we sometimes create extra environments in
order to manage and get releases to market faster for our customers.

During the implementation phase of the conversion project, we often deploy a dozen or more
environments in our Corporate server facility for development and testing, including many
more virtual servers for all of the various disciplines required to deliver the complete system
to the customer.

When the project is completed and post live, IGT can maintain multiple testing and
development environments based on the scope of work required to meet customer needs.

Test Labs

The Lottery test lab, the Customer Acceptance Testing (CAT) lab, will be located in the Lottery’s
headquarters facility. Test equipment permanently installed in the test lab will include:

Retailer Terminals: Sufficient retailer-operated terminals to provide at least one of each type of
retailer-operated terminal and support at least one instance of each type of terminal
communications connection: Very Small Aperture Terminal (VSAT), Dual Comm Inside (DCI),
and one type of each GOAL communication medium deployed to the field. Atleast five terminals
will be provided, to the Lottery’s requirements, including one privileged terminal capable of
validating higher-value tickets.

Self-Service Terminals: One of each type of self-service terminal (GEMINI®* Touch,
INSTANT-TO-GO" 4) deployed to production retail locations.

A Full Suite of Peripherals: They will be provided for each terminal, to the Lottery’s
requirements, including printers, barcode readers, customer displays, cash drawers, jackpot
signs, and TICKET-SCAN" Plus ticket checkers.
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¢ Two Keno Monitors with Video Controller Units (VCUs).

¢ A Pick and Pack Test Station with Label Printers: To support full simulation of Pick ‘n Pack
operations within the test lab.

The IGT’s test lab will be located in the IGT offices in Charleston and will duplicate the equipment and
functionality provided in the CAT lab. The IGT test lab will be available on request for use by the Lottery
in support of its test objectives. We will also ensure that production data is not replicated in the test
environment unless it has been previously anonymized or otherwise modified to protect the
confidentiality of sensitive data elements.

IGT will not conduct any software development or QA activities on any of the production systems or on
the Lottery’s test systems. Qur technology services organization will provide separate development and
QA system(s) at one of our technology hubs.

Test System Communications

The test systems each reside on their own network, completely separate from the production networks at
the PDC and BDC. Each test system will include a front-end processor (Aurora Connect), which will
provide communications to test terminals and Keno VCUs located in the test labs. Examples of all
terminal communications technologies, on separate networks to production terminal connections will be
provided, distributed over the test terminals located in the Lottery test lab. Terminal communications and
connectivity will be duplicated in the IGT test lab.

Connectivity for back-office workstations, pick and pack, and claims equipment located in the Lottery test
lab will be over a separate network to the equivalent production connections. Identical connectivity for
back-office and remote systems will be provided in the IGT test lab.

Test |CS System

The ICS test system is a physical server, completely separate from the production ICS systems. The server
connects to the CAT and IGT test systems, maintaining separate instances of the ICS software and
database for each test system. Please refer to Section 4.2.22.2, Internal Control System ("ICS"), for
additional details on the ICS systems.

Local and Corporate Personnel Support

Immediately following Go Live of the new Aurora system, the conversion project team will monitor
the system and respond to issues, supporting the Lottery for a minimum of four weeks post live, or by
agreement with the Lottery, to resolve any critical issues which may arise.

During CAT, local IGT Operations and QA staff will support the Lottery in the IGT test lab and at the
Lottery’s test lab, as necessary, for system administration and assistance in configuring environments.
Local IGT staff will be augmented by Corporate developer and QA resources allocated to support the
Lottery as necessary during ongoing contractual maintenance and development activities, and in
accordance with the scope of the effort at any given time.
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Timeline for Setup and Software Release

With the release of the Aurora product suite, IGT has implemented a process of Continuous Integration
(CI), which has greatly increased our ability to support rapid deployment of software releases. Depending
on the complexity and scope of the release, the setup and deployment of a software release for the
Lottery’s CAT can be accomplished in one or two hours. Additional time may be necessary to back up the
system should roll-back to an existing configuration be considered. With the provision of two test
systems, and the automated CI tools and processes that we have adopted for release management, IGT is
sure that the frustrating delays that have sometimes occurred during preparations for the Lottery’s test
programs will no longer happen. We look forward to timely releases and productive test programs in
support of the Lottery’s ongoing and future development and maintenance initiatives.

Cl is the practice of having engineering teams, typically software development teams, successfully deliver
solutions by frequently delivering or committing small tested changes, often many times a day. Continuous
Delivery (CD) is the practice of having engineering teams successfully deploy CI solutions using repeatable,
controlled methods. This frequent delivery model, enabling diverse teams to discover integration and test
issues as early as possible, requires an infrastructure able to support a specific set of tools.

The ideal of CI implies a high degree of automation; however, IGT recognizes that human intervention,
particularly in testing and validation, is an essential component of a managed process in a high-reliability
production environment. Qur CI solution provides the framework to support an engineering team’s
ability to use distributed version control, deliver efficient, automated software builds, and apply
automated unit testing as build deployment artifacts are constructed.

rigure 4.2.12 - &
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In a typical CI workflow, a developer’s code is first checked into the repositories from their Integrated
Development Environment (IDE). The build server is configured to connect to the repositories, and
automated procedures are initiated, resulting in the creation and storage of RPM deployment files in
preparation for release to IGT QA system test, or CAT environments. The standard processes used in this
workflow are briefly described in the following table.

Flgure 4.2.12 -5

Standard Processes
Cl - Snapshots Build and Process defined on build-management tools. Artifacts are created and staged using jobs
Deployment that are triggered every time any submit or push is done to repository

Automated Deployment Application is built by jobs scheduled to run daily or when triggered manually Schedule

{Daily Build) can be changed per requirements. Snapshot artifacts (usually RPMs) are deployed to
snapshot channels in Red Hat Network Services (Linux) (RHNS), and are then deployed
on development environments using automated deployment teols

Automated Release Process Release jobs use an automated solution based on maven plugins. If there is any other flow,
defined jobs cover it by executing commands in an appropriate sequence. As a last step,
RPM packages are built from tag created during release process and are pushed to the
RHNS server from where they can be published to any system

Automated Release This process usually uses the same jobs which are used by automnated deployment The
Installation only difference is the environment they are executed on and the RPM version (release
Jinstead of snapshot)

Automated Tests Tests are executed as part of the build process. A wide variety of test frameworks are
provided and can be executed, including reports presentation, archiving etc.

For additional information on IGT’s software development process, please refer to Section 4.2.24, System
Hardware and Software, under the heading “Procedures for Developing, Providing Testing, Modifying,
Upgrading, and Supporting Hardware and Software During the Contract.”

Typical Software Deliveries

The Lottery and IGT have collaborated over the years to develop requirements and software more rapidly
while ensuring proper test plans and cycles remain intact. Our approach is based on iterative and
incremental software development, whereby requirements and solutions evolve through cooperation
among cross-functional teams. Using this approach, IGT will deliver quality software for new games and
features, emergency fixes (including defects), and/or on-going enhancements to the Lottery within shorter
time durations than the Lottery has today. This will be accomplished through a combination of grouping
requirements to gain efficiencies while leveraging new system flexibility.

Some vendors may promise extremely fast turnarounds for software development, but such speed without
the discipline afforded from principles grounded in recognized quality practice standards can adversely
affect software quality. The Lottery is meticulous about developing and reviewing its requirements for any
software deliverable. Promising an aggressive delivery date before this process is completed would be
irresponsible on the part of a true partner.
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Change Type

These software modifications need to be made immediately to correct any aspect of
Emergency Fixes the systern deemed mission-critical. The duration of these changes is typically
measured in terms of hours rather than days

These software modifications impact single modules of the software (such as a report
Enhancements to Games and o a screen change) that is cosmetic in nature. The duration for such a release varies,
Back-Office Applications but our approach is to combine these enhancements into a development “sprint” and
deliver the software in a shortened sprint cycle

These software modifications may impact multiple modules of the system software,

-Scal i X - .
Small-Scale Software Service such as end-to-end business processes. The duration for this type of release varies but

RIS will typically be a shorter development sprint cycle (a typical development sprint cycle)
These software modifications include changes that individually affect mu|t|p|e modules
of software, yet together may affect a major portion of the systermn. This includes matrix

Medium-Scale Software «changes for existing games and the addition of new features or business processes to

Service Project an existing piece of functionality. The duration for this type of release varies but
generally takes two development sprint cycles or a medium development duration if
delivered in one drop
A Iarge software service project, ‘such as adding a new complex functionality or adding

Large-Scale Software a new multi-state game, has the highest impact on the system and is the most complex.

Service Project The duration for this type of release varies but will likely take two to three development

sprint cycles after requirements are agreed upon

Our approach provides better agility, communication, and collaboration and a less rigid and more flexible
process. To facilitate communication and collaboration, we will provide authorized Lottery users with
access to Partner-JIRA, a helptul tracking tool.

Partner-JIRA will enable the Lottery to check the progress or status of software under development at any
time. The use of our existing, mature development methodologies with additional improvements for
requirement optimization and test automation will make this shortened software development time frame
possible without risking quality.

Speed to Market

IGT understands time to market for new games and game changes is critical for the Lottery to ensure its
game offerings remain fresh and interesting. Through the Aurora solution, the Lottery will have the ability
to make new games and game modifications quickly and efficiently. When launching new games, however,
IGT recognizes a delicate balance exists between timeliness and risk. In response to these considerations, the
terminal application framework within Aurora and IGT’s game reiease processes enable easy and fast
development, modification, and maintenance of games sold on the Altura Flex terminal. When approved,
new games are downloaded to terminals in the background and are ready for sales.
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Innovations for Efficient Acceptance Testing - Test Automation

IGT has built a set of industry-recommended test-automation tools that will streamline the CAT process
and reduce time to market during software deliveries. Test automation uses software to control the
execution of tests, the comparison of actual outcomes to predicted outcomes, the setup of test
preconditions, and other test control and reporting functions. Commenly, test automation involves
automating a manual, formalized testing process already in place.

Benefits of Test Automation

Test automation is often used in regression tests to ensure that basic functionalities remain stable.
It brings multiple advantages to the testing system, including:

» Reduction of execution time,

« Improved test coverage.

» Reliable, repeatable, and consistent test results.

*  Better use of system resources (off-hour/unattended testing).

*  Greater confidence in products (from more frequent and thorough testing).

» The incorporation of industry best practices.

Our QA test engineers currently use test automation tools to:
»  Exercise terminal UI for end-to-end regression.

Dur autamated
process has
decreased manual

» Automate gaming functions to rapidly progress the system through
daily procedures.

test-case execulion ¢ Initialize core Aurora Transaction Engine functions through remote

time lram weeks procedure calls.
to hotirs:

»  Export selected reports to a user’s workstation for balancing
configurable financial data across a report set.

IGT’s investment in test automation has resulted in delivering game changes faster and at a higher quality.
Our automated process has decreased manual test-case execution time from weeks to hours. With the
implementation of QA and engineering best practices for our automated testing of software products, we
are able to deliver lottery solutions of exceptional quality within minimal timelines.
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4.2.23
Communication Networks

1ihe Vendor response shouid describe communication methods to be utilized and inciude a detailed communication design
proposal that describes the links to retail agents, the central data processing sites { PDC/BDC). Lottery’s LAN/WAN, and other
connections relevant to the network’s topology and the state’s gecgraphy. In the communication design, all Vendor configuration
items should be identified by manufacturer, model number, and operating parameters.

The Vendor should account for L AN/WAN elements to serve the Systam compenants and communications services for Hotline
/ fl / + ) 1
and dispatch. Vendsi shou'd includa key factoes siah as sacusdtv: fl racovery siocedires, avaitsbiln: of sanica eliabiity.

imainianadiiee wiilzing and mansging resousces i inaxivize cagaciy. open System rachnoiogy. last mie cannections, baclbone

commmurnications, System to Lottery communications, and maintaining reliable, cost affective communications with retzileys.
. } i

Vendor should describe any plans for dual communications networks or redundant network connectivity if its solution includes
alternative connection possibilities for retailers that can handle all gaming system activities, Proposal should detail whether this
would be implemented for afl retailers or certain retailers meeting sales thresholds or other conditions that would warrant dual
communications,

The Vender's response includes proceduras for retailer trouble reperting. commurization oroblam resoiusion, and escalaticn
srocedires for tha communications reawoik Tha System communication quetes show b minimized thiouah affeciive daimand
{ . i

techniques to lirit conterttion afiowing maximized response times.

A robust and reliable retailer communications network is essential to protecting and growing sales and
keeping retailers satisfied and excited to continue selling Lottery products.

IGT’s 35 years of experience in designing and implementing wireless communication networks has taught
us that no single technology can provide 100% uptime. While VSAT remains the most reliable technology,
poor weather conditions can interfere with the signal. IP Cellular continues to improve in terms of
reliability, but based on our experience in numerous jurisdictions, it is not yet dependable enough to
warrant a single, cellular-only solution.

These factors have led us to offer the Lottery a communications solution with greater reliability than your
current network: Our solution will still employ a VSAT foundation, but it will be coupled with our
patented Dual Comm Inside (DCI) solution for 50% of your retailers. DCI-enabled retailer terminals will
be implemented with two separate communications paths: one using VSAT and one using IP Cellular.
The routing logic resides in the terminal and switchover to the secondary communications path - when
the primary path is disrupted - is automatic and seamless.

It is worth noting that the IP Cellular portion of DCI will be provided in partnership with a managed
network service provider of integrated machine-to-machine and enterprise cellular wireless solutions.
Our provider will deliver the hardware and assist in the engineering and management of the network,
including working directly with cellular carriers.

By taking ihis approach to building a redundant network, your retailers can expect high uptime and fewer
disruptions. And, by outfitting 50% of your top retailers with DCI, a significant portion of the Lottery’s
sales are protected at all times. In the following section, we explain why we chose this technology solution
and why it’s the most advantageous for retailers. We also detail the network design, security features from
the sales terminal to the data center, and aspects of IGT’s redundancy plan.
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Communication Technologies

Our proposed network comprises a combination of reliable, high-performance communications
technologies:

o IP Very Small Aperture Terminal (VSAT) Satellite: IP VSAT offers state-of-the-art
universal coverage and high-speed data. Our configuration of multiple, independent satellites
and two hubs provides unbeatable redundancy. In addition, the West Virginia Lottery’s
VSAT-outfitted retailers will experience significant improvements in uptime with our
enhanced transmitter, which will bolster VSAT-retailers’ signal strength, providing greater
availability. IGTs transmitters are more powerful than other vendor offerings. In addition,
no other vendor has our experience with VSAT.

s IGT’s patented DCI solution: DCI will bring together different combinations of VSAT and
IP Cellular. With DCI, if one network technology fails, the other immediately takes over and
retailers just keep on selling. DCI provides the greatest uptime in the industry.

o Internet Protocol Cellular (IP Cellular): [P Cellular is proposed as the secondary
communications path for DCI-enabled terminals for reasons such as excellent geographic
coverage, high network availability, and the minor effect weather has on its performance,
as compared to other communications technologies.

s IGT’s Gaming Over Any Link (GOAL): GOAL, our versatile Virtual Private Network (VPN)
solution, is for retailers with challenging communications environments. Adaptable to any
IP network, GOAL provides communications where all else falls short. GOAL uses several
different wireless and wireline solutions.

Qur proposed network will ensure that the new Aurora system meets all of your business requirements
and relevant performance criteria. With the different types of technologies being proposed, we will cover
every communication scenario in West Virginia, including retailers in challenging geographic areas. For
information on configuration items, please refer to the Exhibit entitled, West Virginia Lottery Network
Architecture, located behind the Exhibits tab.

National Radio Quiet Zone (NRQZ)

A number of retailers in West Virginia fall within this protected zone. We researched these locations
based on latitude and longitude and will follow the permit process required by the National Radio
Astronomy Observatory (NRAO), Green Bank, West Virginia, and the Naval Research Laboratory, Sugar
Grove, West Virginia. IGT works closely with the NRAO to ensure that Lottery retailers located within
this area are fully compliant with all government regulations, and we will continue to do so going forward.

Highly Reliable and Fast Communication Solution for Lottery Retailers

Our communications network is built with world-class partners providing VSAT, IP Cellular, and
components of our GOAL solution. IGT’s MultiProtocol Label Switching (MPLS) backbone is part of
our managed services provider’s robust 250,000-route-mile U.S. fiber network.
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How the Technologies Will Be Allocated

Our proposed communications network comprises:

¢ VSAT Satellite Technology: 48% of your retailers will receive the latest VSAT technology as a
stand-alone solution. In addition, 50% of your retailers will receive VSAT as the primary
communications path for their DCI-enabled terminals.

¢ IP Cellular: As part of DCL 50% of Lottery retailers will also be provisioned with our latest
cellular solution using 4G.

* GOAL: A highly flexible VPN communications solution, for the remaining 2% of your
retailers in areas with challenging communications environments.

And, as mentioned previously, 50% of your retailer base will receive IGT’s patented DCI solution, which
brings together combinations of VSAT and IP Cellular technology. With DCL if one network technology
fails, the other immediately takes over. The following illustration shows the breakdown.

figure 2272 -7
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Overview of |GT’s Proposed Communications Network Solution

No other gaming system provider has designed, installed, and managed more lottery networks, leveraged
more diverse technology types, and served more lotteries and more retailers at the highest levels of
availability than IGT.

Intralot

11%

Selecting an experienced vendor with a history of delivering and managing large-scale redundant
networks, as well as multiple redundant hubs, will ensure your retailers have the high-quality service
they require and reduce the risk of lost revenue for the Lottery.

Our goal is to provide your retailers and players with the best possible gaming experience and help
you grow your sales sustainably and responsibly for the long-term. To make that happen, we designed
a communications network that is secure, reliable, and fault tolerant and takes into consideration
West Virginia’s diverse topology and unique weather conditions.
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The Unpredictable Challenges of a Single-Cellular

Solution

As cellular technology improves, so does its reliability. However, we've found that a single cellular solution
still poses inherent difficulties and risks to retailer networks.

This past fal,, several IGT customers using single cellular solutions experienced outages due to an
uiforasean issus with 2 routine software update. Specifizaly. on the morning of Thursday, September 22.
2518, Y erizon Wirelzss pushad out a software update to 2l of 15 cell sites. s 31 unexpected consaguence,
data messages of a particular size were lost. The preblemn was not identified or resolved by Verizon until
the evening of September 23. Unfortunately, this issue impacted lottery transactions. Retailers using
Verizon circuits across 21 states were inoperable for more than 36 hours. In New Jersey, 279 retailers using

a cellular-only solution were unable to place transactions for two days.

This type of unpredictability with IP Cellular, coupled with weather-related issues that occasionally impact
V5AT-cily retaliers. led us to offer the West Virginia Lottery 5055 DCl. to ensure that your top retaiiers
won't hrave to worry ebout the unexpected and that they can twin their focus to selling Lottery games
without thinking twice about network availability.

A Customized Solution Comprising Leading Technologies

In addition to the communication network solutions described above, our offering includes:
* A fault-tolerant MPLS backbone.
*  User Datagram Protocol/Internet Protocol (UDP/IP) Layer 3 protocol from the terminal to
the host system (the Aurora Transaction Engine).
® An MPLS network backbone for WAN communication between WAN access points and the
Aurora Transaction Engine.

Our network will support IP with sufficient bandwidth to ensure that Aurora meets all of the Lottery’s
business requirements and relevant performance criteria. We will design, implement, and operate the
network in compliance with agreed-upon RFP specifications, including network monitoring, management,
and reporting. We will monitor the network and proactively route data traffic to avoid outages.
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Dual Comm Inside (DCI) for 50% of Your Retailers

With DCI, two separate technologies are used for each retailer. Specifically, Provider 1 will be our VSAT
solution partner and Provider 2 will be a cellular wireless carrier. Carriers will be determined based on
signal strength for each retailer. The failover/fallback routing function from one technology to the other
will be provided internally by the IGT retailer terminal itself. The terminal’s DCI failover logic will
recognize any fault and automatically failover to the alternate communications device and network.
Retailers will not be required to intervene and rarely notice a failover between devices.

DCI- Designed with Fault Tolerance in Mind

IGT has continually improved the quality and deployment of lottery networks worldwide over the last 35
years. Our patented DCI network solution is the culmination of this experience. Designed for maximum
fault tolerance, it will provide the highest availability to your retail partners. DCI will provide these benefits:
No Single Point of Failure: DClI-equipped retailers will be serviced by two parallel and
independent communications solutions, ensuring no single point of failure. Failover to the
secondary communication channel will occur seamlessly without inlervention.
o Maximized Uptime: The DCI design will provide the Lottery with minimal downtime by
avoiding communications disruptions due to an issue with a retailer’s primary
communications circuit.

Because the failover/fallback routing function is internal to the retailer terminal, there are no external
routers or other appliances required at retail, enhancing retailer convenience and the Mean Time Between
Failures (MTBF). Primary and secondary access devices are independent so that failures in either device
are isolated from the other device. This approach avoids the vulnerabilities introduced by other solutions’
funneling of communications channels and network devices through a single router (and thus a single
point of failure).

In the case that a primary communications circuit should fail, all DCI retailers will seamlessly continue
communications over the secondary wireless channel.
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The Major Benefits of DCI
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Flgure 4.2.42 - o

Features and Benefits of DCI

Featura

Maximized Uptime: Uptime measurements for DC|
stand at the industry’s greatest

Twao Diversified Networls: Each DCl-equipped
terminal will be connected to two live communications
networks at all times

Automatic Failover: Failover from the primary
communications network to the secondary
communications network is automatic

Single Point-of-Contact for Both Communications
Networks: A single point of contact for all the Lottery’s
communications issues

Monitoring Tools: We provide a proactive and unified
communications network design and enhanced
manitoring tools

Experience: We are the Vendor that's most experienced
in designing high-availability communications networks
for diverse retailer bases

The DCI Difference

£2GT

Benefit to the: Lottery

Provides significantly greater uptime than any single
communications technology

Even in the event of one network technology failure, the
second System immediately takes over, and your retailers
will continue selling tickets

If the primary network technology suffers from downtime
or degraded performance, the retailer will not have to call
for service and, in fact, may not even realize the secondary
network is transporting data

Streamlines retailers’ access to the resources who can help
resolve their issues

A single view of all networks and retailer availability

We will “get it right” the first time. Our design will be based
on a thorough engineering study of the Lottery and on our
technology expertise. We understand trouble spots and
their solutions

The following table details the advantages of DCI over other Vendor solutions:

Figure 4.2,12 - 10:

DCI Compared to Alternative Solutions

IGTs DC| Salution

Other Mandors' Salutions

Our DCl solution enables direct-to-terminal, last-mile
connections. That allows nearly any two network
technologies, carriers, and/or solutions to be combined, in
parallel, to provide maximum network uptime — far
exceeding the availability of each individual network type

Our DCl is independent of the communications device.
Any failure of one of the twe external communications
devices does not affect the remaining device. Our
solution has true hardware diversity with no SPOF

Other solutions are limited by the capabilities of their
external routers. Those routers also introduce another
Single Point of Failure {(SPOF) in the communication
path, and this includes dual Subscriber [dentification

Module (SIM) wireless routers

DT Versus Diual i

A dual S5IM router has the routing logic and both wireless
modems contained in a single communications device, A
failure of either internal component will cause a total
communications failure. Dual SIM is a complex, integrated
solution, but it lacks hardware diversity and introduces a

SPOF into the retailer communications network

Instant Game Operations
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When we provide our DCl solution, two separate
providers and technologies are used. For example,
Provider 1 could be VSAT. Provider 2 could be a 4G
cellutar carrier. Thus our solution provides carrier and
technology redundancy

Our primary-to-secondary network failover and fallback
routing logic is managed through direct negotiations
between the communications software client in the POS
terminal and communications servers at the Lottery data
center. These network health probes, decision making,
and P connections are intelligently negotiated and
managed end-to-end within IGT’s lottery client and server
communications, and fully integrated within our Aurora
Connect architecture

With IGT’s industry-first DCI solution, the local
failover/fallback routing function is provided internally by
the 1GT POS terminal, eliminating the need for an
additional external router or other appliance at the retail
location, reducing hardware complexity and retailer
footprint while increasing the total System MTBF. Also,
the primary and secondary network access devices andfor
modems are fully independent, meaning they are not part
of any single router or appliance. A failure in either device
is isolated from the other. The IGT terminal’s DCl failover
logic will recognize any fault and automatically failover to
the alternate communications device and network

Al |GT POS terminals will be shipped "DCI-capable.”
Upgrading a terminal fram a single communications
solutlan to DT is a simple matter to aceamplish

With an ever-increasing awareness and responsibility to
environmental and Green initiatives, the DCI design
requires no additional power or physical resources

Integrated Architecture with End-to-End Monitoring

MNa Single Point of Communications Hardware Failure

Simple Dual Communications Upgrade

Dual SIM relies on a single wireless module and
technology in the router for the entire solution. For
example, wireless SIM 1 might be Sprint Code Division
Multiple Access (CDMAY) and 5IM 2 Verizon - both using
the same CDMA router electronics and at times even the
same cell tower

All other solutions make use of external routers connected
to external modems or dual SIM wireless routers. These
external routers have no way of knowing about the end-to-
end traffic flow between the client and host applications
and, therefare, make decisions based on simple ping-
probes at the physical and network layers

The introduction of an additional router device in other
solutions inherently introduces an additional SPOF,
completely contrary to the problem that it is tasked to
solve. All additional communications channels and network
devices are funneled through and reliant upon this single
device, making them vulnerable to any failure of this
router. These additional devices increase the System
complexity and complicate the remote management and
monitoring capability, defeating the purpose

Upgrading any competitive solutions from a single to dual
communications method will requirs extensive addibional
aquipment ta be procured. installed, and configured

Other solutions using external routers and devices come
with an environmental burden of increased power
consumption and carbon footprint

4.2.12 - 52
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The following figure compares IGT’s DCI solution to other “dual” solutions.
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Terminal Tarrminal * Your terminal will have two live
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Although two carriers are used, no frus
redundancy is built into this solution

IF a calhudar netvork fails, half of aff retailars
connected via this tachnology will be
unable to sell tickeis

+ Cellular providers won't provida an

SLA that maets your requirernants

»  Alfhaugh teis corem dechnalogles

are used, the router creates a single
point of failura

*» By adding an external piece ofhardware
(the router), trouhble-
shooting time is increased bazause
technicians must examina both the router
and teminal to find the fault

connections, comected to two separate i
networks at all times.
No single point of failure

+ Bacause we usa an internal routing
mechanisny, no external ecquiprment
israquired, and relisbiity is increased

+ Fallover is automatic, seamiess,

and requires no retailer intervention

A distinct advantage of our solution is that it will automatically switch to the alternate communications
path without human interaction. Other solutions require retailer intervention or unreliable external
routing appliances. DCI is patented and proprietary to IGT. It can be configured with different
combinations of communications technologies and carriers and provides unmatched retailer connectivity.

The VSAT Portion of the Lottery Telecommunications Network

The VSAT portion of the network - as part of both DCI and as a stand-alone solution - is secure and
reliable. Lotteries around the world have experienced the proven advantage of deploying VSAT networks.

Further, over the last 10 years, satellite technology has vastly improved. For the Contract period, IGT proposes;
¢ Installing our new and improved Indoor Units (IDUs), which are more effective in coding the
satellite transmission and reception channels at all locations.
* Installing higher-power Outdoor Units (ODUs) at all locations. This builds upon our
previous iterations by increasing the satellite uplink signal by a factor of 3dB which, in turn,
increases availability.
Calculating the dish size, VSAT power, and hub power budget using the industry-accepted
Crane-Global Attenuation model to ensure appropriate fade margins.
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+  Using multiple satellites, evenly divided across the retailer base. This allows for more dish-
pointing flexibility.

»  Using two geographically separated redundant hubs to mitigate any weather, backhaul circuit,
or catastrophic failures.

Increased Signal Strength

The new IDUs use Turbo-codes that increase the effective System gain over our previous IDUs by
greater than 2.7dB, essentially reducing by nearly 50% the amount of necessary power for transmitting a
signal. This improvement also doubles the range in which the signal can be received, thereby increasing
network availability.

Unmatched Experience

While all Vendors have the capability to provide “point-to-point” communications, our engineers have
designed WANS in diverse geographic areas and for diverse retailer types around the world. Our network
design will provide the best-available online retailer network because it incorporates features that no other
vendor or commuodity VSAT uplink-service provider can match. In addition, other than electrical power,
VSAT has no reliance on local infrastructure.

Our highly experienced team of engineers and technicians at the VSAT Network Operations Centers
(NOCs) will be proactive in terms of risk management, network monitoring, and weather monitoring
using a variety of industry-standard and customized tools.

Following a detailed analysis of communications technologies, service providers in West Virginia, and

various network architectures, we chose the latest generation of our VSAT satellite system. Using muiltiple
satellites and a new transmitter with a substantial increase in power will provide your retailers with robust
connectivity. And our fully redundant links and hardware will eliminate SPOFs throughout your network.

Hub and Data Center Redundancy: Built upor: the raulti-sateflite system redundancy. our data centers
and hubs are all indepandant of each other.

Should a catastrophic satellite failure occur, we mitigate the possibility of losing the affected terminal
population in many ways by offering:
s A secondary communications path (IP Cellular) via DCI for 50% of your retailers while the
satellite failure is addressed.
» A multiple satellite solution with contingent capacity should we need to move some retailers
from one satellite to another, allowing for quick disaster recovery.
o A strong partnership with our satellite service provider to assist with any needed migration
between satellites.

We have performed satellite switches in non-emergency instances in four U.S. jurisdictions where we
wanted to move a substantial number of retailers from one satellite to another to rebalance the network.
In each case, the transition was rapid and without incident.
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VSAT Equipment at Retailer Locations

VSAT, at the retailer location, is composed of an ODU, i.e., a satellite-dish antenna and associated
transmitter and receiver electronics, and an IDU. They are connected by coaxial cable and the IDU
connects to the terminal using industry-standard IIA/EIA-568-A or ITA/EIA-568-B cable.

For the ODU, we will continue our preferred practice of using pole mounts for retailers wherever possible.
Unlike roof mounts, pole mounts offer easier and safer access to the dish for snow removal and will not
add unnecessary weight to the retailer’s rooftop.

The ODU comprises:
* The .74-meter, hydrophobic-coated satellite dish antenna and support bracket that, together,
sit on an area no more than four feet by four feet.
* A Low-Noise Block (LNB) that receives the satellite signals.
* A high-powered transmitter, improving upon Lottery retailers’ current VSAT solution, that
sends the uplink signals,

*  Galvanized mounting brackets.

We engineered our new satellite antenna system with improved feed-arm mechanics and geometry to
minimize the collection and buildup of snow and ice, thereby providing increased availability over
previous designs during inclement winter weather.

Standard satellite-dish antenna mount options include the pole mount, non-penetrating roof mount, a
wall mount, a no-hole pole, in-ground poles, and compression mounts. While the preferred mount is the
pole mount, the actual mount is dependent on building construction and line-of-sight consideration. A
VSAT site survey will detail which of these mounts will be used.

Figure 4.2.12 - 12:

Improved .74-meter Antenna and ODU
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The IDU consists of receiver, transmitter boards, and an interface to communicate with the online
terminal. The IDU is often functionally compared to a modem and typically located within six feet of the
lottery terminal. We will deploy the latest generation IDU, which sends and receives the uplink and
downlink data using turbo-coding, an advanced signal encoding method that greatly increases the
efficiency of transmission and reception channels, thereby improving overall availability.

The Inter Facilities Link (IFL) cable, the pair of coaxial cables running between the ODU and IDU, will be
properly dressed and routed wherever possible through an existing waterproof building entrance. Any
building penetration required for the IFL cable will be performed in the most professional manner with
strict attention to waterproofing, grounding, and applicable building and safety codes.

The Cellular Fixed Wireless Portion of the DCI| Network

TP Cellular will be used to back up 50% of your retailers with our DCI solution. We will use 3G or 4G
technology with the carrier in each retail location selected on the basis of signal strength and reliable
coverage. The fixed wireless technology will not be a typical “cellular” connection because the connections
will be dedicated and data-only. This will provide high-bandwidth IP communications to your retailers to
support your current level of business and facilitate future opportunities to establish new distribution
channels and enhanced game offerings.

Cellular wireless networks provide high bandwidth and support for IP communications. We have
successfully deployed thousands of terminals using cellular fixed wireless.

Benefits of Managed Cellular Service

Most modem manufacturers don’t provide any operational suppott. In addition, because cellular
networks (3G, 4G, etc.) have a relatively short technology lifespan (5-10 years), replacement wireless
hardware hits its end-of-life in a relatively short time (as gauged against most lottery contract periods).
Not only does our provider offer a fully Managed Service, but its warranty includes same or equivalent
replacement of failed modems or alternate carrier modems for the entire term of service.
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Providing cellular as a Managed Service offers these benefits:
» Modems, data plan, and operations are all included. (Past cell deployments have included
various modems, several carrier plans, and IGT operations.)

* Includes end-to-end network and device monitoring, defined Quality of Service (QoS),
a dedicated help desk, and 3-tier support 24/7/365.

®  24/7/365 monitoring and history identify signal-coverage and tower-congestion issues.

»  Alternate carrier modems are deployed when coverage/congestion issues arise.

»  Broadcast services eliminate the need for complex tunneling.

s  Modems automatically switch from 4G to 3G and automatically switch frequency.

* Modem-provider standardization provides a quantity-cost-reduction opportunity.

» Managed Service helps mitigate cost increases.

»  Warranty includes free swap of failed modems or alternate carriers for entire term of service.
» Provides VPN concentrators.

» Historical data, helpdesk, and retailer and engineering support.

These benefits, combined with 24/7 network monitoring and engineering support, make this Managed
Service ideal for IGT and the Lottery.

Private Machine-to-Machine (M2M) Cellular
Architecture

Although some competitors may suggest that they are assigned specific frequencies from wireless carriers, this
in fact does not occur. There are no dedicated radio frequencies (RFs), exclusive channels. or allocated
bandwidth assigned to any cellular user for lottery-specific data. The wireless connections we will use are carried
over a private and secure M2M infrastructure (aka wireless realm) dedicated to the Lottery.

No cellular provider will sign on for any Service Leva! Agreament (SLA). Cellular providers prefer a
Service Level Ghjective (5LC). There is no reccurse for not achiaving a customer’s SLO; consaquently,
IGT takes a more fault-tolerant approach when implementing cellular deliveries. Cur cellular
implementations use multi-frequency, multi-band cellular modems, using the 3G frequency bands of 700
- 1900 MHz (Universal Mobile Telecommunications System [UTMS]/High Speed Packet Access
[HSPA]/HSPA+, and Evolution Data Only [EVDOJ) as well as the 4G frequency bands of 1700-2100-
2500 Mhz (LTE). Not being locked into one band allows our moderms to adapt to frequency changes
should the cell tower get overloaded. interfered with, or just go down. Single-band modems have an issue
with longevity. As legacy celiuiar tachriologies sunset (as we are seeing today with 2(3 natworks and 3G
projected in 2021). single-band modems become obsolete and require replacement.

The M2M data transport services provided by our wireless carriers are internal and private up to the
gateway. The gateway is the point of demarcation between the carrier’s network and IGT. We then make
a private circuit connection between this gateway and both the PDC and BDC. This is the basis of IGT’s
private end-to-end M2M architecture. This is unlike other consumer circuits, which go through a shared
infrastructure and a public gateway to the Internet.
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Fixed Wireless vs. Mobile Wireless

While fixed and mobile wireless communication technologies operate in the same frequency ranges, fixed
wireless is a more stable and lottery-ready solution. Mobile wireless is affected by many factors that make
it more likely to degrade and become unstable. Benefits of fixed over mobile include the following:
»  Modern fixed wireless networks use dedicated data-only channels, providing full data
capacity independent of the volume of voice traffic.
o Unlike mobile wireless, there are no cell-tower handoffs in fixed wireless. The connection is
persistent between the base station and wireless modem at the retail location.
» Signal strength is at a fixed and predictable level, not variable as in mobile wireless.
» Fixed wireless has a three-to-six-times better signal/noise performance ratio than
mobile wireless.

The fixed wireless solution will support a private WAN connection inte our primary and secondary hubs
for connections between the wireless provider’s network and the Lottery’s host servers. WAN backhaul
data is segregated based on a private Access Point Name (APN) for each IGT customer and provides
guaranteed IP address pools assigned to our specific customers. The wireless provider's WAN
connections provide routable, automatic failover between the PDC and BDC. Wireless modems are only
allowed to connect to the private network after successfully passing authentication using IGT-managed
individual device accounts. The wireless backhaul is secure, and non-Lottery traffic is segregated from
Lottery traffic. For increased performance, the following wireless network features are permanently
disabled: Internet access, text messaging, voice, roaming, and mobile-to-mobile traffic.

Further Security Features

Our cellular solution provides the following security features:

Network Transport Security
e End-to-end encryption at the network level: IPsec, VPN, with AES 256.
¢  All traffic is encrypted from routers to the data centers.
» Payment Card Industry Data Security Standards (PCI DSS) Level 1 service provider.

¢ Centralized data encryption management.

Physical Security

¢ Tilt-Sensors: Detects movement and tampering,
¢ Battery Backup: Preserves connection(s) when router loses power.
s Global Positioning System (GPS): Uses cell-tower triangulation to track device location.

* Power Alerts: Activated when a router loses power. Alerts are then sent to a pre-determined
recipient list.

e Cover Alarm: Detects faceplate tampering. Automatically sends an alert upon detection.
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The following diagram illustrates our VPN connections between the various carriers, IGT, and Lottery
data centers.
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Built upon redundant cellular communications, the PDC and BDC systems and network hubs are
independent of each other.

Technical Support Operations

With U.S.-based Technical Support Centers, IGT’s managed service provider and partner offers
24/7/365 technical support services, including:

o Cellular connectivity verification.

» Installation coordination and router reconfigurations.

» Tiered technical support from installation through the life cycle.

» Proactive escalation procedures.

» RF engineering.

e Signal optimization.
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Private Cellular Architecture

The wireless connections that IGT deploys are carried over a private and secure M2M infrastructure
(aka, wireless realm) that will be dedicated to the Lottery.

IGT takes a fault-tolerant approach when implementing cellular deliveries. Our cellular implementations
use multi-frequency, multi-band cellular modems with:

* 4G frequency bands of 700, 800, 1700, 1900, 2100, 2300, and 2500 MHz - LTE.

* 3G frequency bands of 850, 1700, and 1900 MHz ~UTMS/HSPA/HSPA+, and EVDO.

Not being locked into one band allows our modems to adapt to frequency changes should the cell tower
get overloaded, interfered with, or, rarely, simply go down. Single-band modems have an issue with
longevity. As legacy cellular technologies are sunset (as we are seeing today with 2G networks), any single-
band modem becomes obsolete and requires replacement.
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Gaming Over Any Link (GOAL) Technology

There are a few cases where either the cellular coverage is not sufficient, nor is it feasible to install a
satellite dish, e.g., locations with line-of-sight obstructions from the dish to the three satellites
(particularly in urban areas with high-rise buildings), with landlord restrictions, and with safety concerns
(gas station canopies, for example). Our solution for the few retailers that can’t be connected via wireless
technologies (including VSAT or cellular) is known as the versatile GOAL technology.

GOAL is a transport-technology-agnostic VPN architecture that allows us to connect our terminals to any
IP network. It can operate over MPLS, cable, Digital Subscriber Line (DSL), fiber. In West Virginia, we
will implement GOAL using the most appropriate technology available at each required retailer location.
Please note that the flexibility of GOAL will also allow us to use emerging technologies as they become
commercially available, e.g., MetroWi-Fi, MetroEthernet, and future generation wireless, among others.

GOAL circuits will terminate on Carrier-Class VPN platforms at our IGT NOCs in Rhode Island and at
the IGT Data Center of the Americas (DCA) in Texas, with redundant connections to your PDC and BDC.

GOAL is currently operational for a number of our customers. It provides the following benefits:

¢ Future-Proof: GOAL is our solution of choice to replace outdated technologies. It can
operate over any IP-compliant network, current or future, including IP Version 6 (IPV6).

®  Security: GOAL provides end-to-end secure tunneling from IGT terminals to the IGT
PDC/BDC Virtual IP using an IPSec, AES-256 encrypted VPN connection.

*  Flexibility: Our innovative architecture supports any IP network, allowing GOAL to be used
over cellular fixed wireless, cable, DSL, fiber and other IP network technologies.

* Management: GOAL is a managed, end-to-end service with full network management
System visibility and a guaranteed QoS.

*  Support: 24/7 monitoring, management, technical, and live customer support.
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The following figure provides a high-level view of the GOAL configuration.
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Network Risk Mitigation

IGT’s network design for the Lottery mitigates the limitations and risks posed by each of the proposed
communications technologies, such as unavailability of service in certain areas due to radio interference,
adverse weather, variability in terms of latency or bandwidth, and failure of retailer clusters.

Intermittent or For the 50% of your retailers outfitted with our DCl solution, VSAT failures of any magnitude
Localized VSAT — small or large-scale - will have no effect on retailers’ ability to process transactions as the
Network Failure terminal will immediately and seamlessly transition to the P Cellular communications path

upen failure recognition

Failure of Satellite in  Retailers with VSAT will receive service from multiple satellites, and those within a single ZIP
Orbit (happened code will be assigned judiciously between these satellites so that, in the rare case of a satellite
only once in history)  outage, only a small percentage of the retailers in that ZIP code will be affected

Blocked signal The satellites are located at different azimuth directions. Should the signal from one satellite
be blocked by a building or other obstruction, we will point the satellite dish in another
direction and use one of the other satellites
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Rain fade

The dish size, VSAT power, and hub power budget are calculated using the industry-accepted
Crane-Globai Attenuation model to ensure appropriate fade margins. With greater transmit
power, twice the receive capability and improved dish mechanics, our new VSAT provides greater
reliability and availability than previous systems. In addition, these improvements will ensure that
intermittent weather outages will be less frequent and shorter

Cellular Fixad Wireless

Signals gain and lose
strength due to
changes in location,
weather, and other
factors

Networks operate on
shared infrastructure

Subject to slow-data
rates; service
degradation could
lead to reaming
charges

The cellular fixed-wireless component will provide a much more reliable and stable network
connection than mobile wireless

Within the wireless carrier’s infrastructure, IGT uses a private APN or Realm |D, depending
on which type of cellular provider we use. IGT is guaranteed a secure, cellular fixed-wireless
network with a direct private connection to our network. There is no connection to the
Internet. }GT’s own authentication servers are also used for all cellular device access. Fixed
wireless traffic is encrypted using the same AES that all Aurora CONNECT? (interface
solution) traffic uses

IGT's implementation of cellular fixed wireless is a data-only configuration. Roaming, voice,
Internat, SMS, and other services are completely disabled, and the bandwidth provided is
dedicated to lottery network traffic. Additionally, because of the fixed nature of the solution,
signal strength is more constant and predictable than a typical consurmer mobile experience.
Last, advances in 4G and 3G wireless technologies, coupled with billions of dollars of network
advancements and improvements, are providing service levels rivaling even the best wire-line
networks

Relies on third-party
carriers

Relies on third parties
for provisioning

GOAL is carrier-agnostic. Should one carrier or technology not be available, we have the
option of switching to other carriers or technologies

Due to the versatile nature of GOAL, we can source the connection though a number of IP
network providers

Hub failure

Natural disaster

Mewwork Operations Center (NDC)

Our fully redundant satellite hubs on both the east and west coasts will be connected by a
private, fault-tolerant MPLS network to your PDC and BDC

Two geographically diverse IGT NOCs - one in Texas and one in Rhode Island - mean
that, if there are problems at one NOC, such as a natural disaster, we can switch to the
other NOC, avoiding any service disruption. Both NOCs are “hot” and operational
24/7/365

instant Game Operations
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Network Operations Center {NGC}

Weather event Ir the event that an unpredicted weather event occurs at the online satellite hub location, our
network-operations procedures empower the on-shift communications technician to initiate a
network services switch to the other satellite hub if the satellite carrier for the impacted hub or
NOC is completely down for mare than several seconds

Each data center will be connected via redundant, high-bandwidth MPLS links to ensure that all
transactions are securely logged at both data centers.

Network Monitoring System (NMS)

The NMS is composed of enterprise-class network-management tools: IGT’s Aurora CONNECT
Admin, Hewlett Packard’s Business Technology Optimization (BTO) suite, and a Cellular Network
monitoring system from our managed cellular service provider. These tools will provide complete
management, monitoring, control, and troubleshooting of the network, as well as extensive
performance analysis and reporting.

Network Access Controls (NAC)

Our LAN management solution provides access to real-time and historical performance monitoring and
fault management directly from a web browser. Web-enabled maps provide a real-time pictorial status of
the network topology and offer the ability to click and drill into regions, departments, and devices.

Our solution monitors the data centers’ LANs (routers, switches, firewalls) for:
o Availability.
= Network latency.
# Bandwidth use.
» Interface errors and discards.
e Volume usage.
e Node, interface, and volume status.

« Buffer usage and errors.

The comprehensive alert engine and event monitor help identify network problems, keeping outages and
downtime to a minimum.

Network Monitoring Components

We have selected enterprise-class network-management tools to support your requirements and resolve
complex problems. Our integrated NMS tools will perform network and protocol monitoring and
analysis, as well as event recording. These tools will show the status of the network, including data
communications, and the functioning of all network circuits used by the system. This capability
determines whether a failure has occurred in the equipment at the data centers, within the wide area
communications network, or at the retailer-terminal level.
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Our proposed NMS tools include:

* Aurora Connect Admin: A browser-based application that collects transaction statistics and
provides terminal status and configuration capability. For example, the Terminal Down
screen provides a list of terminals that are not communicating with the host and tracks the
amount of time a terminal has been out of service. Full details on Aurora Connect and Aurora
Connect Admin can be found in Section 4.2.24, under the heading Aurora Connect.

¢ Hewlett Packard BTO Network Node Manager (BTO NNM): The most-comprehensive
network-management solution available. Third-party evaluators rate BTO as a leading
NMS performer.

¢  Cellular Network Monitoring System: A centralized management tool for your entire
cellular device portfolio.

The Lottery will be provided with live fault and bandwidth management, including real-time alerts.
These powerful tools can monitor thousands of interfaces and elements concurrently. At any given time,
authorized operators will know the full status of the network, including automated audible and visual
alarms from significant transmission failures or outages.

HP BTO Network Node Manager/HP BTO Operations

The BTO suite will provide the primary NMS management console for IGT' network operations. BTO
will gather Simple Network Management Protocol (SNMP) data directly from the terminals and network
devices, including the subsystem managers. This software is coupled with the advanced-correlation,
service-view concept and single-pane-of-glass presentation features of BTO Operations.

The BTO suite will serve as the primary NMS console for IGT network operations. The suite will provide
complete monitoring, control, statistics, alarms and events, network configuration, and report generation
of the network and devices, allowing the Lottery to:
* Automatically discover and map network devices, including retailer terminals and the gaming
system, to show the status of the entire network.
¢ Collect and display key information on all devices to pinpoint problems and enable proactive
troubleshooting.
¢ Support custornized event-handling to trigger alarms and sort them by priority condition and
service-driven impact, ensuring the most effective and efficient problem resolution.
*  Correlate multiple alarms to pinpoint the source of the network issue quickly and accurately
so that no time is wasted trying to discover the problem.
*  Capture network and terminal-device information for use with inventory management.
»  Compile historical information from network devices for trend analysis of performance and
availability, thereby allowing unique and/or chronic probiems to be identified.

*  Export historical information into a database to enable access and customized reporting.

We also offer a high-level view of the network, which provides real-time Aurora Connect active terminal
counts and the distribution of terminals by communications type.
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View the End-to-End Topology

Our management system allows for advanced discovery and automatic mapping of network components.
Within the UL components are represented by different shapes. Various aspects of the network are depicted,
including routers, firewalls, interface connectivity, and trunk connectivity.

On the management screen, different colors will be used to represent the different statuses of the network:
s Operation Unknown/Undetermined: Blue.
* Normal: Green.
s Minor/Marginal Alarm Present: Yellow.

¢ Critical Alarm Present: Red.

Traffic management and QoS reporting are important indicators of how well a network is operating, With
BTO, the Lottery will have vital information concerning its network traffic. It will also have QoS reporting
available. IGT will design the management system to automatically distribute standard reports to a
predefined distribution list. Although these reports will contain relevant information for most standard
requirements, IGT understands that other specific data may be necessary. Customized and ad hoc reports
are available.

We can provide status and granular details of individual network interfaces. This information is used by
Network Engineering to perform capacity evaluations and diagnostic troubleshooting.

Performance Dashboard

The performance dashboard/network operations interface screen provides a fast, high-level view of the
network status. The management system can monitor the performance of the entire network and drill
down in great detail to spot and solve any problem. In addition, alarm conditions can be set for network
communications quality. For instance, a condition can be set to let us know beforehand if a retailer’s site
is due for preventative maintenance.

Our level of detailed monitoring allows for pinpointing a finite issue, This powerful monitoring capability
is scaled up through the entire network. Therefore, we can quickly identify the status of all terminal
communication devices, including cellular and VSAT, as well as monitor the overall health of the
network. For example, specific, non-responding retailer terminals are listed in a message browser; the
system presents intelligent, automatic terminal count monitoring. Through software algorithms, the
system can detect an unexpected drop in the active retailer count, alert the user via an alarm, lock in the
violated threshold, and then reset to normal condition when the issue clears.
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Cellular Network Monitoring System

Our service provider’s cellular network monitoring system provides centralized management for your
entire cellular device portfolio. This intuitive, web-based UI is the window to your network. With real-
time monitoring of every connection and device, the system offers insightful views, management
capabilities, and customized reporting, including:

* Device Status: Up/down, device health, event log, asset tracking.

¢ Over the Air (OTA) Updates and remote router reconfiguration.

*  Administration: Ordering, plan changes, trouble tickets.

¢ Troubleshooting and Diagnestics: Ping, traceroute, and firewall denials.

*  Real-time Maintenance Alerts: Bandwidth limit, power, network outage.

* Monitoring: Signal strength, throughput, latency, availability, and temperature.

* Reporting; Installation, bandwidth usage, suspicious usages, and wireless metrics.

Networking Expertise

Our commitment to provide the highest-quality services is apparent in the experience and expertise of our
workforce. Our engineering and support staff have years of experience deploying and supporting large data
communications networks and are industry-certified. Network Engineers and Administrators have Cisco,
Database 2, and other senior-level certifications.

The engineering and support staff at our NOC in Austin includes Subject Matter Experts (SMEs) in all
disciplines of network technology. Our experienced engineers have in-depth knowledge of all aspects of
data communications, including Ericsson Asynchronous Transfer Mode technology, IP-based Cisco
networks, satellite operations, and software development and deployment. They are available to provide
immediate real-time support to IGT’s local site staff.

Network Design

The proposed network will deliver all retailer traffic to the PDC. When the BDC is the primary host, the
communications network will deliver all retailer traffic to the BDC. IGT understands that we will be
responsible for connecting the PDC/BDC to Lottery Headquarters facility for interface with Lottery’s real-
time ICS System. IGT will also secure the connection of management terminals from the PDC/BDC to
Lottery Headquarters.

We will provide several types of telecommunications for use between the data centers and retailer
locations and provide the necessary communications service between the data centers for coordination
and recovery purposes.
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The following nodes and network elements will be supported:
¢ Retailer network.
* (Games management network.
o ICS network.
= Test network.
» Inter-site connections.
» Lottery systems.
¢ Data center LAN.

IGT understands that the Lottery expects that only one data center will actively host the draw-based
gaming activities at a time. When the BDC is invoked, the network will permit the traffic to flow to the
appropriate data center. IGT will provide the necessary communications service between its data centers
for coordination and recovery purposes.

Retailer Network

Our proposed network design for the Lottery includes three highly reliable, high-performance technology
solutions as previously described — IP VSAT satellite, DCI combining VSAT and IP Cellular, and GOAL -
with a fault-tolerant MPLS backbone.

Games Management Network

Each data center contains the games management network and will be connected via redundant, high-
bandwidth MPLS links to ensure that all transactions are logged at both data centers.

|CS Network

We will use a dedicated communications link to send transactions to the ICS computer in as close to real
time as the ICS can receive them. The ICS will be recognized by all of the Aurora Transaction Engines.
Transactions will be N-plexed and recorded first on the primary Aurora Transaction Engine. N-plexing is
IGT’s method of logging all gaming activity on multiple systems to achieve a fault-tolerant lottery system
capable of processing hundreds of thousands of transactions per minute on a continuous basis and in a
completely secure manner. Transactions will subsequently be sent over the secure, dedicated
communications link to the ICS for independent processing.

Connectivity between the primary Aurora Transaction Engine and the ICS server is a one-way
connection. Per MUSL rules, the primary Aurora Transaction Engine is not allowed to make any direct
connections to the production ICS server(s). If the ICS server cannot make a connection with ICSLOG on
the primary Aurora Transaction Engine, it should attempt to talk to the secondary Aurora Transaction
Engine at the PDC.

If this process fails, connection is routed to the BDC, or spare Aurora Transaction Engine. The primary
ICS should always attempt to route back to the primary Aurora Transaction Engine.
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Test Network

IGT will procure, install, and manage the links and size to support the network, based on traffic levels.
Our network will support secure, encrypted data communications and provide connectivity between all
computer sites. Connectivity will include supplying a connection between the CAT systems and the
Lottery’s test network, which will consist of a high-speed private MPLS connection that will allow access
to both the test and production environments, depending upon what is required to be reached at a given
point. This will allow for full CAT and will facilitate getting tested releases moved into production
efficiently when they are ready.

Inter-Site Connectivity

Our proposed communications network supports all computer sites for data transmission. It includes
redundant communications lines between the PDC and BDC and the Lottery. Communications between
the PDC and BDC are provided by redundant MPLS circuits to facilitate transaction logging between the
two data centers. All data center aggregate circuits will include Telco cloud Point-Of-Presence (POP)
diversity and, where possible, building-access diversity to maximize reliability and eliminate SPOFs
within the network, These MPLS circuits will be provided in a Closed User Group (CUG) configuration
for additional security and data segregation of all Lottery traffic. They allow for dynamic routing between
all of our nodes for automatic failover between circuits.

Termination of these connections will occur with redundant routers at the PDC and BDC. These links
and routers will be configured to allow for load balancing, resulting in optimized performance. Also, the
routers will be programmed to prioritize traffic across the two links to specific data pathways, ensuring a
balanced load of traffic across both links while providing complete redundancy in case of a link failure.

IGT will also provide connectivity of the PDC/BDC to the Lottery Headquarters facility for interface with
the Lottery’s real-time ICS. We will secure the connection of management terminals from the PDC/BDC
to Lottery Headquarters.

Lottery Systems

The connection from your PDC in Charleston and your BDC in Bridgeport to your administrative
network will be provided by MPLS WAN connections. IGT will procure, install, and manage the links and
size to support the network, based on traffic levels. Our network will support a secure and encrypted data
communications path and provide connectivity between all computer sites.
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Data Center LAN

We will provide multiple LAN connections, dependent on our configuration, within the data centers.
Each LAN is capable of supporting Virtual LANs (VLANS) to meet segregation and security needs. These
VLANSs and Access Control Lists (ACLs) are employed inside the Aurora Transaction Engine perimeter
to ensure that access is permitted only as required and approved.

To connect to the Lottery’s LAN, we provide redundant Gigabit Ethernet connections termination at the
Lottery's preferred handoff location (usually Lottery HQ). These connections are connected to redundant
IGT Cisco 2911 routers, each with Telco POP diverse private CUG MPLS circuits with dynamic routing
support to ensure high availability to all IGT locations.

For a view of the network architecture proposed for the Lottery, please refer to the Exhibit West Virginia
Lottery Network Architecture, which is located behind the Exhibits tab.

Retailer Trouble Reporting

To support the Lottery and its retailers, IGT staffs a help desk {or retailer trouble calls; our technology-
powered National Response Center (NRC) is comprised of three physical help desks located in the
continental United States:

» Charleston, West Virginia.

s Providence, Rhode Island.

» Reno, Nevada.

Communications Services for Hotline and Dispatch

Our Real Time Management System, Cadence, is deployed in all IGT domestic
locations as the HOTLINE and dispatch managing system to receive, update, and close
service calls. This tool covers the life cycle of a retailer service call, spanning all retailer
service disciplines, including:

* Hotline.

» Communications,

« Dispatch.

s Installations/removals/moves.

¢ Field service.

* Repair depot.
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The workflow is depicted in the following figure.
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Monitoring Every Step: We time-stamp and monitor every step in the service-call work cycle to ensure that all
work meets or exceeds maintenance expectations.

IGT’s Field Services organization strives to ensure the efficient delivery of services to its customers.

To accomplish this, Cadence uses site-specific metrics to assign each call to the best available FST. Tt
uses advanced SMART technology delivering a level of automation that provides real time, intuitive
dispatching of the optimal FST for each service call. This integrated tool enables retailer-focused service
delivery. with the singnlar goal of customer satisfaction.

The Real Time Dispatch Engine selects the optimal FST for each service call based on:

o Location.

¢  Drive time.
e  Workload.
= Call type.

*  Service level.

In addition, local Field Service management can adjust the priority of any service visit due to the needs
and requirements of the Lottery.
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For full details on the kinds of reports Cadence can produce, please refer to Attachment A, Section 4.2.35,
System Management Applications.

Key Factors

Security

Our layered approach to security design ensures that only authorized users access the network and
guarantees that only valid transactions are logged. Proactive network management, intrusion detection,
and firewalls for stateful inspection of traffic, together, provide the base layer of our network security.
“Stateful inspection” is a firewall architecture that works at the network layer. Stateful inspection at the
firewalls lets only authorized traffic through to specified systems and peripherals on a network.

Intrusion Prevention System (IPS)/Intrusion Detection System (IDS)

Intrusion detection/prevention is the process of continuously monitoring the events occurring ina
computer system ot network for signs of intrusion, analyzing any attempts at intrusion that do occur, and
reporting them. This process allows new security measures to be adopted to prevent attempts in the
future, such as attempts to compromise the confidentiality, integrity, or availability of the network or
system or bypass computer or network security mechanisms.
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To monitor network access, we propose to use the extensive capabilities and features of next-generation
firewalls, which includes integrated IPS functionality. We will surround the trusted zone of the data center
network with a redundant pair of firewalls. The firewalls will form a data center security perimeter against
the terminal network, as well as a second perimeter against back-office/operations systems and networks.
These firewalls offer best-in-class firewall, application security and intrusion-prevention capabilities in a
single, easy-to-deploy platform. They combine in-line intrusion prevention services with innovative
technologies to improve accuracy. As a result, more threats are stopped without the risk of dropping
legitimate network traffic. Through a series of innovative yet simple techniques, IGT will adapt the detection
and response technologies of the next-generation firewalls’ IPS configuration to the specific environment

of the Lottery, providing analysis and mitigation that is tailored to protecting Lottery business.

The firewalls constantly update profiles or signatures of events that indicate a potential network intrusion.
These events could include malicious packets potentially containing a virus or causing an abnormal action
such as shunning and reset, which can cause a service interruption.

IGT will initially choose signatures that are common and atomic. Atomic signatures trigger on a single
event and:
* They do not require the firewalls’ IPS feature to maintain stateful information.

* The entire inspection can be effectively accomplished in high speed.

* Do not require any knowledge of past or future activities.

This allows any of the implemented firewalls to be configured to send a Transmission Control Protocol
(TCP) reset and shun packet from the offending IP address to protect against any network attacks.

The firewalls are updated as new features or fixes are published after we fully test them within the
Architectural Performance Lab (APL) at our Rhode Island facility. Once updates have been reviewed and
approved by the Lottery, a scheduled update will be planned. These firewalls support IPV4 and [PV6.

Inbound IP packets that ingress the data center from the terminal network first traverse two enterprise-
class edge routers. Behind the edge routers are two enterprise-class Gigabit Ethernet switches, fully
redundant and trunked together. Immediately behind these switches are two next-generation firewalls
(WAN firewalls) configured in an active failover setup. In case of failure or any anomaly situation, the
secondary router, switch, or firewall will take over automatically from the primary in a manner that is
virtually transparent to external connections, as the connections are passed between the two units.

WAN Firewall

The WAN firewall we propose to deploy is a platform that provides the next generation of security and
VPN services for environments ranging from small- and medium-sized businesses to large enterprise
networks. The WAN firewall serves as the data center security perirneter device that faces the terminal
network. It offers a comprehensive portfolio of services that are configured to support the specific
requirements of the Lottery for firewall, intrusion prevention, content security, and VPN services.
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WAN Security Functions

In our communications network solution, a private WAN carries data traffic between the terminals
and the central transaction processing systems. The following tools are used to protect the data during
this transmission:

s Data encryption.

¢  Secure protocols.

» Secret and public key cryptography.

s Stateful firewalls.

Access Firewall

The proposed access firewall, which protects the data center systems from threats that might originate
from external back-office/operations systems, is also a next-generation firewall.

User Access

Network access controls will allow routing of only those network services needed by authorized system
hosts. Syster users will be afforded system access and assigned one-time login passwords, which they are
forced to change upon login. Their access will be based on their job responsibilities, need to know, and
least privilege access (they can access only those areas that apply to their business functions). Passwords
may be changed by the individual user or, if necessary, by the System Administrator. Current passwords
will not be displayed anywhere in the system. Further details on user access controls, network user access,
access privilege levels, and more, please refer to Section 4.2.18, System Data and Security.

Network Device Hardening

System security relies on the configuration of the internal network firewall rules to limit access to only
authorized systems.
« To prevent intrusion, we use a hardware network appliance (firewall) with stateful policies,
which adhere to the principle of least privilege.
«  Other hardening that takes place includes firewall management that is done through HTTPS
and Secure Shell (SSH) while router and switch management is restricted to SSH. All other
management protocols are blocked from the devices.

o  All firewalls that protect the gaming systems employ the IPS with the latest signatures.

Network Log Management

We employ a centralized logging solution for all data center firewalls. The System Log (SYSLOG)
application can retain these logs for up to two years.
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Protection Against Other Possible Security Breaches

Denial of Service (DoS) and Other Attacks

IGT will protect the network and the Aurora Transaction Engines against DoS and other attacks through
the following intrusion detection and prevention methods:

¢ To ensure that network and communications lines are secure from tampering or splicing, all
cable runs will be through walls or other secure locations.

¢ Network routers and switches are protected from intrusion by means of address packet
filtering. IDS/TPS events will be processed through the Aurora’s SYSLOG server and filtered
by critical events.

*  All network equipment passwords will be under the control of appropriate management.

All default Vendor passwords for this equipment will be changed, and the maintenance
passwords escrowed with the communications manager.

* TheIGT Communications and Information Technology (IT) departments maintain a log of
periodic security checks stating the date of the check, which department performed it, what
the check entailed, and what the findings were. Copies of these logs will be provided to the
Lottery upon request.

Fault Recovery/Failover Procedures

The data transferred to and recorded at the BDC will always contain the most recent transactions,
allowing an Aurora Transaction Engine at the BDC to become the new “secondary system” (or even the
primary system) with no loss of data. This feature also enables a takeover by the BDC. QOur retailer
network will have a routing that is independent of the PDC so that the BDC will be fully functional
without the PDC in place. Games administration functions will be available at the BDC, as well as
remotely by communications from the PDC.

For a “fatal” failure in an online system at the PDC, whereby one system can no longer process draw-based
transactions, operations personnel are not required to take any action whatsoever. Removal of the off-line
computer from the online configuration occurs automatically (and essentially instantaneously) without
operator intervention. The auto-failover is seamless, transparent to retailers, and results in no loss of sales
or data. Full details of our fault recovery and failover procedures are in Section 4.2.22.1, System Failover.
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N-Plexing for High Availability and Fault Tolerance

The unique nature of a lottery (where uptime, security, and integrity are critical) requires a customized
solution. Part of our customized solution for the Lottery is called “N-plexing,” where “N” represents the
number of identical systems required to ensure fail-safe operations. N-plexing is a mission-critical feature
that other replication or reprocessing approaches cannot equal. IGT invented N-plexing and still offers it
today because it has significant benefits over other approaches to creating fauli-tolerant systems.

.
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Features and Benefits of IGT's N-P  Technolog

N—_i:’-l;;&n Feature _ Benefit to theLotten

Primary and backup Aurora Transaction Engine Each transaction is processed simultaneously and in real time by
operations are synchronized at the primary and backup Aurora Transaction Engines, ensuring
all times that Lottery functionality is maintained. This feature provides a

risk mitigation benefit that shared systems (a clustered
architecture) cannot provide

The Aurora Transaction Engines are constantly If a takeover occurs, there is no problem or lost transaction
exercised during each day

of operation

Each system is capable of running the Lottery’s This design currently provides 99.99% system availability for
transaction processing and each functions as a numerous lottery systems

stand-alone system

There is no common point of failure (as there are in  This feature provides defense-in-depth against system or
clustered systems) component failures

Loosely Coupled Systems

We design our systems to be loosely coupled via our N-plexing technology; the only connection between
systems is an interprocessor LAN or WAN. In an N-plexed environment, the primary system sends the
log of the transaction to each non-primary system, which then processes the transaction, updating its own
data using its own separate memory.

For example, a typical site failure could be the result of a phone company backhaul outage that causes one
of the systems of the N-plexed configuration to perform a hard shutdown. Since the lottery data residing
in the primary system is continuously shared in a real-time manner with all of the other systems, there is
no loss of lottery functionality even if the primary system shuts down. The remaining two systems will
continue to function normally until power is restored to the affected system. Even if both systems at the
PDC fail simultaneously, the alternate system at the BDC will continue to function and provide a full data
restore to the shutdown system when phone service is restored to the PDC systems. This process is fully
automated; it will be transparent to lottery staff, retailers, and players.
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All Aurora Transaction Engines in our system configuration simultaneously log and process all transactions
to multiple, independent journal files. Each Aurora Transaction Engine has an MJF and a BJF that mirrors
the contents of the MJF. The MJF and BJF are stored on separate physical disks on each Aurora Transaction
Engine. If gaming is restarted after an interruption, only the transactions recorded on the MJF since the last
checkpoint will need to be reprocessed; files are kept current and in synchronization with the MJF. “Aurora
Transaction Engine with N-plexing” provides a highly reliable solution for maintaining synchronized data
files across a gaming system. This approach provides the following features and benefits:
¢ Thelocal and remote Aurora Transaction Engines are always synchronized, so each
transaction is processed in real time by all Aurora Transaction Engine systems and logged
on those systems, providing multiple levels of assurance of data integrity.
*  The Aurora Transaction Engines are constantly exercised during the day, so there is little
likelihood of a problem with the system going undetected.
¢ Each Aurora Transaction Engine is capable of running the Lottery’s transaction processing
functions independently.

Unlike in clustered systems, IGT’s N-plexing configuration ensures that there is no common point of failure
(shared data storage disks). This provides defense-in-depth against system or component failures.
Additionally, the auto-balancing feature checks and verifies that lottery data matches across all systems
within the configuration, which provides yet another assurance that the data is accurate and in balance.

Checkpointing

The Aurora Transaction Engine periodically writes all of its key lottery summary data, maintained in
memory, to disk. This process is called checkpointing. All essential data, which includes counts and
amounts for all financial transactions, is checkpointed by product. (There are numerous products on the
Aurora Transaction Engine.) There are many checkpoints, and each occurs, typically, every 10 to 20
minutes. As part of checkpointing, the memory data structures of each of the non-primary systems are
compared to that of the primary system at the time the primary’s checkpointed data is sent to the non-
primary systems. If the memory data structures are identical, then all of the systems are synchronized.
These checkpoints establish a point of reference for restarting the system, should that become necessary.

The non-primary systems process transactions as they are received from the primary system and balance
with the primary system at every checkpoint. If there is a problem with any non-primary system, it will
show up during processing rather than afterward or when a failover occurs. We will catch potential issues
that could harm the Lottery before they happen.
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Incident Management

IGT’s incident management process guides the individuals responsible for creating, completing, and
submitting incident reports for their respective business units worldwide. This process is used to report
and escalate incidents associated with a specific product and obtain the necessary technical expertise to
resolve those incidents in a timely manner.

Escalation Procedures with External Communications Carriers

For retailers that are serviced through common carriers, we will follow that carrier’s escalation procedure.
The following is an outline of a common carrier’s escalation procedures.

Level-Three Outage

Description

This type of outage affects a single site.

Example

Service at a site is not restored within the time required; a trouble ticket is opened.

Escalation Requirements

I service has not been restored to the operational thresholds required by IGT, the common carrier will
contact the following personnel:
e The common carrier’s Senior QA technician,

¢ The common carriet’s Program Manager (PM).

If service is not restored within six hours, the outage will be escalated to:

e The common carrier’s Director of Field Service.

+ The common carrier’s Network Monitoring Center Supervisor.

If service is not restored within the following 24-hour period, the outage will be escalated to:
» The common carrier’s Network Monitoring Center Director.

o The common carrier’s Customer Service and Support Director.

Status Updates
Hourly.

It should be noted that IGT prides itself on being proactive, resulting in infrequent escalations and, in
sum, a more reliable and robust network.
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4.2.24
System Hardware and Software

Vendor's proposal should include a detailed overview of the System design, operations, and functions with respect to existing
production operations. Vendor should describe its capability. capacity, plans, management tools, and proceduires for developing,
providing testing, modifying, upgrading, and supporting hardware and software during the Contract.

To develop our offering for the West Virginia Lottery, we examined all of your requirements and
objectives. We then designed an architecture to meet current requirements and future needs. We propose
a full duplex-production environment for both data centers; it includes a redundant hardware
configuration for all IGT servers, including those supporting back-office applications.

As stated, our proposed central system configuration (shown in the next figure) includes four
independent Aurora Transaction Engines:
*  Two at the PDC, which will be housed in IGT’s data center in Charleston, West Virginia.

* Twoat the BDC, housed in our data center in Bridgeport, West Virginia.
We will also include a dedicated Lottery CAT System located at the PDC, which can be accessed by

authorized Lottery staff from your CAT lab. Also, IGT will have second test system at our PDC for IGT"s
testing. This system can be made available to the Lottery when simultaneous testing efforts are required.

Figure 4.2.12 ~ 20:

Aurora Four-System Configuration

Backup
Configuration

Production
Configuration

Data Stream Maintained: The redundancy of the Aurora Transaction Engine (central system) configuration is
an optimal solution for securing data. At the same time, it's flexible, supporting opportunities for growth.

The redundant configuration of the four Aurora Transaction Engine systems across the PDC and BDC will
support all game types and game administration functionality for draw, monitor, and instant ticket scratch-
off games. The Aurora Transaction Engines will be networked for high-availability processing and storage
redundancy. A component failure in one Aurora Transaction Engine will not cause a failure in another.
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To ensure high-performance, minimize service interruptions, and prevent loss or corruption of data from
a hardware or software failure and loss of processing capability from a component failure, we will provide
fail-safe operation and fault-tolerant hardware and software at the PDC and BDC. All transactions
processed by the Aurora system will be recorded on the two systems in the PDC and the two systems in
the BDC, at all times. When necessary, switching from the primary Aurora Transaction Engine to the
secondary at the PDC will occur instantaneously and seamlessly. Switching between the PDC location
and BDC location for transaction processing can be performed seamlessly as well when necessary.

System Architecture

IGT has integrated its proven lottery transaction-processing capability with an enterprise architecture
approach. The proposed Aurora solution has been developed with a focus on functionality, performance,
reliability, flexibility, expansion capabilities, and ease of use.

Aurora is based upon open IP standards. It adheres to Java Enterprise Edition (Java EE) specifications for
all middleware applications. Because of the wide adoption of the latest generation of the Java EE software
standard and our proposed solution is based on open IP standards, Java EE software standards, and
modern HTML 5-based user interfaces, the Lottery will be provided with a more reliable, maintainable
system than might be available with other system solutions.

The modular and scalable architecture of Aurora enables the addition of new modules, features, and
functionality to deliver and support new sales channels and gaming opportunities. Aurora does more than
keep pace with industry requirements — it provides the pathway to the future while maximizing uptime
and maintaining data security and integrity.

The following graphic is an Aurora high-level architecture component diagram that shows much of the
baseline Aurora functionality.
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Note: This diagram represents the full suite of potential features and components available on the Aurcra
platform. Based on the Lottery’s RFP requirements for a Gaming Systern, those items not greyed out are part of
the base offer.

Based on more than 35 years of worldwide lottery experience, the Aurora system will provide the Lottery
with full redundancy against failures and performance degradation, safeguarding Lottery operations with
minimal service disruption and no loss or corruption of data in the event of hardware, software, or
network problems or failures.

The proposed Aurora system is configured with hardware, software, and all other equipment and
technology necessary to support your business applications. ‘I'he Aurora central system configuration
consists of four fault-tolerant, fully redundant Aurora Transaction Engines networked across the PDC
and BDC.
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Aurora Virtual Solution

IGT designed Aurora with the assumption that the solution must grow and adapt to new technologies as
they emerge. Having an open and flexible solution is essential in adapting your business to changing
market requirements. One way in which we accomplish that is with an infrastructure that is virtualized.
Virtualization provides enhanced flexibility and growth potential because computing resources, such as
additional servers, can be created without actually procuring new hardware.

Aurora comprises different application components that are built for taking full advantage of a virtualized
infrastructure that supports vertical and horizontal scaling. The fully virtualized deployment
infrastructure that IGT proposes for the Lottery uses the VMware technology on Lenovo/IBM ESX
servers. This combination allows us to scale the infrastructure resource allocation and use across the
applications and application servers.

This technology has gained wide acceptance across industries because it provides significant flexibility in
terms of allocating computing resources — Central Processing Unit (CPU), memory, and storage — across
many servers. This technology will allow the Lottery to configure additional servers for future unforeseen
needs without having to procure additional hardware.

Each data center will be 2 mirror image of each other. Within a data center, we have full server
redundancy. The following servers will be enveloped and duplicated in our Virtual Server environments:

» Aurora Transaction Engine servers.

s Aurora Connect (host-terminal interface) and Aurora MultiMedia servers.

» Middleware and Portal, Web, and Application (PWA) servers.

e An Aurora Performance Intel (business intelligence/reporting) server.

e Database servers.

e Aurora Anywhere servers.

o Aurora Player Direct servers for your player database to support subscriptions.

e File Transfer Protocol (FTP) servers.

» Email servers.

1GT’s gaming host uses IGT’s proprietary implementation of system resource allocation and resource use
technology that ensures best scaling and performance output against demand. The solution has its buili-in
rules and a bootstrapping mechanism to meet the increasing resource demand, and it is proven on the
field for all lottery customers across the world. From an infrastructure point of view, this gaming host
deployment is fully virtualized through VMware — achieving vertical scaling as resource demand increases.
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To future proof the Lottery’s technology, Aurora is scalable by adding servers and, upon that, by adding
virtual servers to provide the extra capacity as needed:

* Using the product VMware, multiple “virtual servers” are created on each central Aurora
(ESX) server. The virtual servers can be created and/or deleted while the system is operational
with no effect on any function other than the specific application allocated to the modified
virtual server. This capability provides a whole new range of flexibility in terms of configuring
and managing gaming functions.

¢ Virtualization reduces the total number of hardware components in the Lottery’s full system
solution. The proposed configuration efficiently uses the physical servers, and IGT will size
the hardware requirements to take advantage of virtualization’s flexibility, while providing
more processing power to accommodate peak demands and future growth.

* Atthe application server level, which most of the back-office components run on, the JBoss
clusters configured to encompass the PDC and BDC ensure that the loads are distributed in
the most optimal way to the different nodes. The horizontal scaling is easily achieved by
adding more virtualized nodes to this server cluster seamlessly without any impact on
business continuity.

We will tailor Aurora to meet the business needs and rules of the Lottery related to gamgs, retailers, and
promotions, and accounting system changes will not need re-engineering; instead, changes will be
configurable through system management parameters for draw-based game and instant ticket scratch-off
game support. Due to the length of the Contract, we anticipate that changes to the system will become
necessary as the Lottery grows its business. IGT is prepared to meet any changes as needed.

Storage Redundancy

To ensure that our databases in the PDC are kept up to date in real time, our high-availability database
domain employs IBM’s Tivoli System Automation (ISA) and DB2’s High Availability Disaster Recovery
(HADR) technologies.
¢ TSA manages failover between the two database server nodes (active and passive} located
within the PDC,
¢ Tohandle a failure of both database server nodes in the PDC, the BDC is ready to take over
due to HADR data replication from PDC to BDC.

Use of these two technologies, coupled with our N-plexing technology, will meet your requirements for
high-availability processing and storage redundancy.
¢ Should an active database server fail, TSA will detect this event and immediately move the
database resource group over to the second database server, which then assumes the “active” role.
¢ Ifthe entire PDC were (o fail, operations would switch over to the BDC, which is kept
synchronized with the PDC by HADR. The operations staff will swing the terminal network
from the PDC to the BDC through Aurora Connect’s administrative UI {(Aurora Connect Admin).
Once completed, all transactions from the field will automatically route to the BDC.
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N-Plexing for High Availability and Fault Tolerance

For the greatest system integrity and availability, our systems employ N-plexing. N-plexing is an IGT-
invented method of logging all gaming activity on multiple systems to achieve a fault-tolerant lottery
system capable of processing hundreds of thousands of transactions per minute on a continuous basis and

in a completely secure manner.

In an N-plexed gaming system, when switchover is required from the primary to the secondary Aurora
Transaction Engine, it is done in real time automatically while the gaming system remains fully
functional. As noted previously, no operator intervention is necessary.

Fault Tolerant
Solution: Our
N-plexing
Backup Data Center technology ensures
that all of the Aurora
Transaction Engines
in the system
configuration
are continuously
updated in real time.

**ggl_:

=

Primary Secondary ] 'Terti.arym ' Gutémary

N-plexing ensures that the Aurora system is always available to players and that transaction-data integrity
and security are always maintained. It has significant benefits over other approaches to creating fault-

tolerant systems.

Features and Benefits of IGT's N-Fieﬁﬂ_g Tﬂhﬂﬂiﬂﬂ

Benehil ta the West Virginia Lottery

N-Plexing Feature

Primary and backup Aurora Transaction Engine Each transaction is processed simultaneously and in real time by

operations are synchronized at all times the primary and backup Aurora Transaction Engines, ensuring
that lottery functionality is maintained

The Aurora Transaction Engines are constantly If a takeover occurs, there is no prablem or lost transaction

exercised during each day of operation

Each system is capable of running the Lottery’s This design currently provides 99.99% system availability for

transaction processing and each functions as a numerous lottery systems

stand-alone system

There is no common point of faillure This feature provides defense-in-depth against system or

component failures
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Red Hat Linux 64-Bit Operating System Software

We offer Red Hat Linux as the OS software for the Aurora Transaction Engine on the Lenovo/IBM
x3650 M5 servers (using Intel Processors). Linux features a powerful, 64-bit computing capability fuily
supported by Lenovo/IBM on its server family. With Linux as the OS, the Lottery will enjoy the benefits
of the industry-leading open source OS: flexibility, reliability, and broad-based support.

The Lottery will not only have Linux as the OS for the Aurora Transaction Engines, but it will also have a
single (and unified) Linux OS across all of the major components of the Aurora: the POS devices,
communications front-end servers, middleware servers, and the Transaction Engines. A single, unified OS
across all of the components will streamline software upgrades, security patch management, and training,

Using Linux across the major components of Aurora also allows IGT to unify the powerful Reliability,
Availability, and Serviceability (RAS) features that the Lenovo/IBM Linux strategy offers. The Lottery will
have all of these advantages with our single, unified OS approach.

Aurora’s Flexible Design

Aurora’s modular design, open architecture, and “loose coupling” are geared toward adaptability,
enabling the Lottery to meet growth opportunities over the long term. Note that “loose coupling”
is an attribute achieved by designing interfaces across modules or components to reduce their
interdependencies. This design reduces the risk that changes within one component will create
unanticipated changes within other components. In addition, this approach specifically increases
flexibility to add or replace modules without impacting other components of the system.

The following list presents some of the benefits of the flexible and scalable Aurora system:
*  Ability to “swap out” and upgrade hardware and software components.
*  Open standards, i.e., industry-recognized, scalable architectures.
* Standard protocols for increased integration opportunities.
* No reengineering of the system architecture every few years.
*  Sized to accommodate for today and tomorrow.
» System configuration that enables growth.
*  Highest system security and integrity today and tomorrow.
*  Architecture that exceeds lottery industry standard audits.

Aurora has well-documented product definitions and future roadmaps - something that IGT can provide
through its software specialists - and the R&D investment IGT makes in enhancing the core Aurora
software product.

IGT is committed to driving business by bringing games to market faster; Aurora can adapt quickly to
changing market conditions. A highly configurable system, combined with an extensive games library,
results in faster time to market and lower risk in terms of the overall implementation. Our goal is to
quickly on-board new games and game enhancements so the Lottery can maximize the opportunities that

come its way to increase sales.
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Operations and Functions
How the System Achieves High Performance

Manageability and Security

Powerful systems management features simplify local and remote management of the Lenovo/IBM x3650
M5 server. The server includes:
« Integrated Management Module II (IMM2) to monitor server availability and perform
remote management.
» Integrated industry-standard Unified Extensible Firmware Interface (UEFI) enables
improved setup, configuration, and updates, and simplifies error handling.
o Two integrated Trusted Platform Modules enable advanced cryptographic functionality such
as digital signatures and remote attestation.
¢ Industry-standard AES New Instructions support for faster, stronger encryption.

 Intel Execute Disable Bit functionality to help prevent certain classes of malicious buffer
overflow attacks when combined with a supported OS.

s+ TIntel Trusted Execution Technology for enhanced security through hardware-based
resistance to malicious software attacks, allowing an application to run in its own isolated
space, protected from all other software running on a system.

Automated Balancing

To ensure Lransaction integrity, IGT’s Aurora Transaction Engine periodically writes its entire key lottery
summary data, maintained in memory, to disk — the checkpointing process. All essential data, which
includes counts and amounts for all financial transactions, is checkpointed by product (game). (There are
numerous products on the Aurora Transaction Engine.) There are many checkpoints, and as part of
checkpointing, the memory data structures of each of the non-primary Transaction Engines are compared
to that of the primary Transaction Engine at the time the primary’s checkpointed data is sent to the non-
primary Transaction Engines, If the memory data structures are identical, then all of the Aurora
Transactions Engines are in synchronization. These checkpoints not only provide balancing between the
four systems, but also they establish a point of reference for restarting Aurora, should that become necessary.

The non-primary systems process transactions as they are received from the primary system and balance
with the primary system at every checkpoint. If there is a problem with any non-primary system, it will
show up during processing rather than afterward or when a failover occurs. We will catch potential issues
that could harm the Lottery before they happen.

Auto-balancing compares the data from the different data sources across the primary, secondary, and
backup systems and provides results that are viewable using the Game Manager and BI Suite features of
the Aurora system.
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Aurora Operations Automation

Today’s IT environments are getting more complex and expensive to run, and IGT’s are no exception,
with many interconnected systems and enterprise-wide applications that operate 24/7/365 around the
globe. IGT’s Aurora Operations Automation (Ops Automation) helps manage this challenge.

The Ops Automation includes a dashboard (UI) that provides IGT staff with a consolidated view of
automated activities, including file transfers. Ops Automation is used to increase processing performance,
reduce manual operator processing tasks, provide processing status information, enable proactive
monitoring, and promote situational awareness in order to reduce risks and provide better service levels.
Ops Automation extends to both mission-critical and tactical areas, such as day-to-day, repetitive tasks
with predictable processing patterns. It simplifies an operator’s workload by streamlining activities that
make sense to streamline and reducing human variability, while keeping the operator informed of the
status of expected outcomes.

The new, automated features and functions (at the data center) include, for example:

* Automatic end-of-day processing that includes balancing.

e Automated interface file transfers.

*  Daily operations workflow tasks and associated verifications.

®  Greater use of checksums to verify Aurora-installed software. Checksums confirm that the
software has not changed from the previous day by comparing the daily checksum for each
executable file to the previous day’s checksum.

* Automated creation and transfer of nightly reports and files.

*  Alerts regarding the health of the system.

Key data is concisely presented to allow at-a-glance monitoring of present and future events (as well
as browsing of completed events). Further details on a specific activity are just a click away.

In Aurora Ops Automation, a Workflow Job consists of one or more tasks that an Operator regularly
performs, such as nightly or daily backups. All aspects of Workflow Job instances arc tracked, including
verification plan arrangements. Operations staff members have a complete view of planned Workflow
Jobs and individual Task details on the dashboard. Workflow Job definitions are configuration-driven and
can be prebuilt according to the Lottery’s needs and then made available for production use.

The dashboard includes intervention controls for the Job and Task level — including Hold, Resume, Skip,
Rerun, as well as canceling a running Task - centrally administered for any server involved with automation.

West Virginia Lottery Operations Automation

The major areas of applied Ops Automation include Managed File Transfers, Managed Workflows, and
Heaith Monitoring.
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Managed File Transfers

The Managed File Transfer automation solution includes an event-driven ability to act on files as soon as
they are ready. When a file of interest is closed by its authoring application, the “close event” triggers file-
transfer processing. Event-based transfers avoid the latencies incurred by time-based transfers and also
adapt well in test environments where application business cycles are typically accelerated.

Managed Workflows

Many of the daily operations procedures formerly run interactively by operations staff can now be outfiited
with Managed Workflow automation. This standardizes each operational flow, reducing processing time
and procedural errors. Each Workflow Job consists of one or more Tasks, each reflecting a well-defined
step from an Operations procedure, along with any choreographed task dependencies.

Health System Monitoring - IBM Tivoli

Ops Automation incorporates the IBM Tivoli monitoring station to centrally monitor the health of
servers and applications. Tivoli is designed to show system, server, and database performance snapshots
along with reporting histories for possible investigations into anomalies and performance metrics. Since
including Tivoli in our solution, we have implemented it at more than 14 lottery jurisdictions across the
globe. It has proven to efficiently monitor lotiery production systems.

Tivoli alerts operations and second-tier support resources of potential issues or incidents based on
configurable thresholds and SNMP traps that are programmed into the host products and then sent over
to Tivoli to alert the staff, Tivoli includes out-of-the-box agents to gather information on vitals such as the
OS, storage, CPU, temperatures, as well as SNMP event collectors to poll application health. IGT also
imbeds traps in the software, which Tivoli captures and reports on critical application health.

The SNMP trap notifications are recejved by the Tivoli SNMP Trap listener for display and are also
forwarded to configurable email distribution lists for attention and resolution.

Tivoli provides agentless monitoring and infrastructure component management. 1t can be configured to
notify specific users when certain events are triggered, such as Disk Space Utilization and Transaction
Management system status.

Other Tivoli components include a VMware Agent that communicates with the Virtual Center appliance
to gather events and the health state of the Aurora Connect servers and guest VMs. All collected data,
such as trend analysis, can be warehoused for historical purposes.

Aurora Connect

Aurora Connect is a highly secure, high-volume, open-standards IP network interface (i.e., the IGT front-
end communications processor) that connects a multitude of sales channels, such as IGT’s proposed
Altura Flex terminals, to the Aurora Transaction Engine. IGT’s Aurora Connect will comfortably support
the Lottery’s network. For example, in Rhode Island, Aurora Connect supports 1,220 terminals, and in the
Kentucky, 3,240 terminals.
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Principal features of Aurora Connect are:
* Aurora Connect includes the Aurora Connect server(s) and Aurora Connect Admin, a
web application that provides administration and management support for the Aurora
Connect servers.

* Aurora Connect servers add to the flexibility and speed of the Aurora solution and decrease
complexity and risk:
- The virtual Aurora Connect servers can be horizontally scaled with no feasible limit.
- Each Aurora Connect server is configured to be fully redundant.

* Aurora Connect also includes expansion capabilities.

The following table highlights many of the benefits of our Aurora Connect solution.

Figure 4,2.12 - 24:

Valueof IGT s Surora Cannect Solution

Terminal Awrora Connect can:
Management *  Report the accurate status of the terminals dynamically
*  Collect and report the statistics for an individual terminal or all terminals dynamically
*  Report the health of the terminal network
»  Troubleshoot terminal communication issues
*  Manage nearly every aspect of terminals (adding, removing, enabling/disabling, resetting,
etc.), and we monitor information for each terminal (up or down, response times, etc.)

Network ¢ Aurora Connect is Wide Area Network (WAN)-technology-independent (i.e., can run

Management with Cellular, VSAT, etc))

Seamless System ¢ Awurora Connect can be upgraded on our proposed System without the need for a major

Enhancements conversion. This modularity ensures long-term support on a variety of industry-leading

platforms

Proven Aurora Connect is based on IGT's 20+ years of experience building real-time system interfaces

Technology for online transaction processing systems and is currently operating in more than 95 jurisdictions
_ worldwide - _

Easy-to-Use Easy-to-navigate web-based Uls are designed for maximum usability and for easier

rnanagement and monitoring of POS terminals

Aurora Connect can be seen as an intermediary network device between your WAN and LAN devices. It
supports and exchanges messaging services between POS clients and their designated primary Aurora
Transaction Engine. We achieve this message-exchange service functionality via a custornized back-end
application and configuration management services screens provided by the Aurora Connect Admin UL

In addition to transaction routing, Aurora Connect monitors and manages IP networks and POS
terminals via the Aurora Connect Admin UL It also provides failover, full redundancy of critical
components and applications, and application and file download services.

In addition to connecting to a multitude of sales channels, Aurora Connect can operate with any number
of physical communications technologies to meet your changing needs.
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Simply stated, Aurora Connect is a future-proof and robust solution for retailer-terminal-to-central-
system connectivity for the proposed Contract period and beyond.

Procedures for Developing, Providing Testing, Modifying, Upgrading, and
Supporting Hardware and Software During the Contract

Commitment to Software Excellence

IGT is committed to providing the highest-quality service and software to the Lottery. We are best
positioned to provide the capability, capacity, management tool, and procedures for partnering with you
throughout the life of the next Contract.

Through 35+ vears of experience, IGT’s methodology has become a “tried and tested” approach. Over the
years, we have incorporated certain Agile principles into our method that strengthen it, allowing us to be
confident that we will deliver to the Lottery on time and with superior quality. In this modified Waterfall
approach, planning and requirements development are accomplished upfront and baselined.

We recommend defining the above processes to adhere to the framework depicted in the following figure
(Ongoing Operations: Pipeline Planning, Change/Release Management, and Software Services), but to not
preclude the use of any specific SDLC methodology principle or practice.
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Please refer to the heading “Modifications of System Software or Applications” for a detailed description
of our Software Development Life Cycle process.

4212-90 Instant Gama Operations



&2GT

IGT’s Change Management Approach

IGT will provide strict performance according to the principles of configuration and change management
for any change (hardware, network, software, documentation, technical manuals, specifications, program
source and object code, etc.) to production. IGT has more than 35 years of experience with more than 70
customers around the world, specifically handling Production System Change Control and Configuration
Management. We have found that the proper combination of people, processes, and tools are required to
maintain System Change Control and Configuration Management for today’s complex lottery and
gaming systems.

To ensure our System Change Control and Configuration Management protects the integrity of our
customers’ systems, IGT has adopted best practices from the Information Technology Infrastructure
Library (ITIL), and the ISO/International Electrotechnical Commission (IEC), specifically ISO/IEC
27001:2005. This large body of reference, combined with the strength of our people, will guarantee that
your new system will be governed by disciplined change and configuration management principles.

IGT will fully test all changes to systems, network devices, and applications in a test environment
following standard QA best practices. When we have satisfactorily completed testing, the Lottery will have
an opportunity to test on its dedicated testing system. We will require your acceptance and approval prior
to implementation into any production environment. Once deployed, all systems, production, backup,
QA, etc., will receive the upgrades necessary to ensure consistency and compatibility.

IGT will provide release notes for all software changes that characterize the planned changes. The
software changes will be incorporated into a completely defined release package. Release notes shall
include, but not be limited to, version number, files affected, CR identifiers, and change descriptions.

Managing Changes to the Lottery’s Production Environment

Our Production Change Management approach is designed to identify, evaluate, and negate the risks
inherent in moving a very technical environment forward to meet business needs. With our approach, all
changes to production system software are initiated by formal request. We recommend continuing with
this approach of providing you with release notes and our REC for your approval of any change to
production whether hardware or software. Once approved, the REC will be posted to our internal
Forward Schedule of Change (FSC) utility. Posting to the FSC allows us to avoid resource conflict and
sequencing problems. Upon completion of the production install, all changes are subject to a post
implementation review to expose areas of possible improvement.

Production Change Management Process is owned and managed by IGI’s Operational Governance team
within our Data Center of the Americas (DCA), located in Austin, Texas.

The following figure details IGT’s integrated process of change and configuration management, which is
designed to minimize risk and assure a coordinated, transparent approach.
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Standardized Prozass: Defined change contro! and configuration managament practices speed the softwara
elevation process and scheduled releases.

Change Management activities commence during the Release Planning and proceed in parallel with the
Release Management activity, with the final validation and authorization for production installation
occurring upon successful completion of the Lottery’s software QA testing and Installation Dry Runs.
This ensures that timely production installs will meet the Lottery’s business objectives.

A Change Manager, a role that may be filled by various individuals from our Operations or Technology
teams depending on the scope and type of release, is assigned to marshal the change through the CR life
cycle to ensure, through procedural and system controls, that only approved changes, on an approved
schedule, can be made. We will provide reports to the Lottery to review change-management activities.

All changes are recorded in the change-management system. For example:
o The scope of service and infrastructure changes is defined and documented.
o  All CRs are recorded and classified (e.g., urgent, emergency, major, minor, etc.).
e CRs are assessed for their risk, impact, and business benefit.
o Changes are accompanied by an approach for reversing unsuccessful changes.
+ Changes are approved, checked, and implemented in a controlled manner.

«  All implemented changes are monitored and reviewed for success and
post-implementation actions.
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*  The authorization and implementation of emergency changes are controlled consistent with
the change-management policy.

*  Existing, previously established implementation dates are used as the basis for change and
release scheduling.

*  Aschedule that contains details of all the changes approved for implementation and their
proposed implementation dates is maintained and communicated to relevant parties.

*  Change records are regularly analyzed to detect increasing levels of changes, frequently
recurring change types, and emerging trends.

¢ The results and conclusions drawn from analyzing change records are recorded.

Throughout the change-management process, actions for improvement will be identified, recorded, and
put into a plan for improving the service.

Managing Software Changes

Software changes to your new Aurora could be at your fingertips! Currently, our local site BA processes
these requests on your behalf; however, a different approach you may consider is for authorized Lottery
personnel to have access to our Partner-JIRA application so that can enter and track software requests —
putting you in control of requests for software enhancement. By allowing Lottery personnel to enter their
requests directly into Partner-JIRA, we will capture information directly from the source so that we can
efficiently assess, plan, and deliver according to the user’s expectations. If the Lottery chooses this
approach, we will provide added value by continuing to have our BA complete enhancement requests
through Partner-JIRA after receiving the request from the Lottery.

The PMBOK and CMMI-DEV Level 3 Advantage

Implementing a successful business plan during the course of game launches, game changes, and upgrades
to existing functionality (all provided with a quality-service approach) is a vital part of a lottery’s continued
integrity and growth. To achieve this goal, IGT pursues and achieves certification with some of the most
stringent processes-and-standards groups in the world. IGT uses these processes to ensure that software
enhancements to the Lottery’s system, whether new games, changes, upgrades, or maintenance releases,
are ready and correct long before they are deployed in a production environment.

Software change-management processes and procedures ensure that the integrity of the delivered software
is maintained throughout the services project life cycle. At IGT, we recognize that Change Management is
crucial to project success and a fundamental part of all project methodologies.

Please refer to the exhibit PMBOK Model for Quality Management, which is located behind the
Exhibits tab.
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IGT’s Release Management Process

Release management (the process of planning, building, testing, and deploying hardware and software)
includes version control and software storage. We designed our release management process to minimize
the number of incidents caused by changes in production environments by:
» Planning the rollout of software.
« Designing and implementing procedures for the distribution and installation of changes to
the IT systems.
o Effectively communicating and managing expectations during the planning and rollout of
new releases.
s Controlling the distribution and installation of changes to the IT systems.

Strong Configuration and Release Management

Our software-services approach requires equally strong configuration and release-management practices,
especially when multiple code-lines are required for concurrent and parallel efforts to achieve long-texm
and short-term business objectives.

Strong configuration and release management starts with having our people trained and experienced to
handle even the most dynamic situation. We draw on our many years of CMMI experience to ensure our
people have the processes in place for configuration and release management in order to handle these
highly complex delivery environments. Because this aspect of our service is so critical, we have regular
compliance checks and audits to safeguard the code that drives your business. We further back our people
by providing them with the tools identified in the following table.

Dynamic Object-Oriented A requirements management application for optimizing requirements communication,

Requirements System collaboration, and verification

(DOORS®)

JIRA™ An issue-tracking and workflow tool from Atlassian. Along with the “out-of-the-box” built-
(includes Partner-JIRA) in issue and work flow, IGT has developed its own custom workflows for enhancements

and software requirements. JIRA also supports plug-in tools to facilitate Agile Project
Management, e.g., Greenhopper™ (an Agile project management tool used for software
development)

Quality Center™ QM software offered by the HP Software Division of Hewlett-Packard with many
capabilities acquired from the acquisition of the Mercury Interactive Corporation
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Tool ' Purpose

Multi-Point Integrator An |GT-developed tool that automates the integration of requirement artifacts from
DOORS to JIRA to Quality Center. For example, content or status changes of
requirements are automatically displayed in JIRA and Quality Center; development status,
release, and test considerations are automatically pushed to Quality Center, thereby
giving us a fully integrated suite of best-in-class tools for managing the software-
development life cycle. The Muiti-Point Integrator also includes a data warehouse
component that pulls all of the data from the three tools to support reporting on different
levels, e.g., high-level project status, burn-down and burn-up charts, defect findffix/close
rates, tearn productivity, etc.

Subversion An open source version-control system founded in 2000 by CollabNet, Inc. Provides true

atomic operations; maintains versioning for directories, renames, and file metadata; users
can move and/or copy entire directory-trees very quickly while retaining full revision

history
GIT Repository and repository management for source code as well as all build/deploy rules
Red Hat Network Satellite ~ RHNS keeps server profiles by using standardized software channels. Al pa'ckages
(RHNS) including applications will be distributed using RHNS
RHNS - NEXUS PRO Nexus is used to keep all artifacts required by maven (scripting tool) to build applications
PUPPET PUPPET is used for automated operating system configuration, middleware delivery and
configuration, and software installation
JENKINS JENKINS is used as an orchestrator to trigger all builds and installations _
VAGRANT VAGRANT is used to distribute Virtual Machine images to developer boxes to support

local builds and deployment before code is submitted into the code repository

IGT will also maintain the third-party hardware and software elements of Aurora with “supported
releases” from the manufacturers. This includes, but is not limited to, software for networks and devices,
configurations, reporting software, management systems, data warehouse systems, business intelligence,

Software Engineering Practices

The Veador response shauld 2lso inciude sufficiert detail to demanstrata its sofrware sngineeiing practices, hardwsre production
oracticas, and any oxher recognized quality pracrice standards relating to hardwar= and software developiment and support,

Solution Quality: System-Engineering Approach

IGT’s approach to technical deliveries stems from a system-engineering perspective and commences with
the documentation of an Execution Strategy. This document outlines the proposed execution strategy for
the project. The document addresses the execution in terms of:
¢ Technology Scope and Architecture: Sets the base for planning, solution quality
managernent, and technical leadership.
® Key Dependencies: Which project dependencies present the most risk to project execution?
* Risk Management: Given scope, design challenges, and key dependencies, what are the major
risks to manage?

¢  Solution Quality Summary: Lays the foundation for the project quality-management plan.
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« Design Considerations: What aspects of the job require special attention with regard
to design?

+  Technical Project Planning: Provides guidance to team leaders regarding assumptions,
planning, and status tracking.

s+ Technical Leadership Structure: Given the information contained herein, how should the
technical leadership team be structured?

Because lottery clients are different, so too are the systems deployed to support their businesses.
Consequently, projects differ, and we consider these differences uniquely for each client. The framework
is consistent, but the details vary. The Execution Strategy ensures the Software Development Life Cycle
(SDLC) team is synchronized to the priorities and objectives of the project so that each technical
discipline within the SDLC can develop and execute its discipline-specific plans.

|GT Technology Professionals

Many professionals on our software team are leaders in the field, with formal training at respected
colleges and universities and industry certifications through organizations such as Project Management
Professionals (PMP) and Scrum Alliance as well as industry leaders such as Microsoft, Sun, and IBM.

In our quest to be the leading technology provider in the lottery industry, we constantly assess our skills
and capabilities to provide up-to-date, cutting-edge methodologies for delivering software.

Our technology hubs - distributed across the globe — are staffed by professionals who have the skills,
training, and certifications to meet the challenge of constantly evolving lottery technologies. The
following figure details the scope of our technological support.

Skill Levels Our experienced product management and technology professionals have worked in every type of
lottery environment, from high-volume U.S. lotteries to international jurisdictions that support
interactive gaming via mobile devices and the Internet. As an organization, |GT is certified ina
number of industry standards for software delivery and quality. The principles embodied in these
standards form the basis for the policies, processes, and practices that we use on a daily basis to

) fulfill our obligations as the lottery industry’s leading technology Vendor

Headcounts More than 3,400 |GT technology professionals worldwide

Locations |GT’s newly centralized, one-million-square foot manufacturing facility is in Reno, Nevada. We also
have technology personne! at various locations throughout the world, including technalogy hubs in
West Greenwich, Rhode Island; Austin, Texas; Moncton, Canada; Rome, ltaly; Warsaw, Paland;
Barcelona, Spain; Chennai and Hyderabad, India

Certifications We have practitioners certified in Six Sigma, Project Management Institute (PMD), ScrumMaster
and Product Owner from Scrum Alliance, the International Consortium of Agile Certified
Professionals (ICP), and I TIL Practitioner, Sun Certified JAVA Programmer and Web Component
Developer, International Software Testing Qualifications Board - Foundation level and Certified
Software Tester (CSTE), and ESI Intemational Business Analysis Certification from George
Washington University

4212 - 96 Instant Game Operations



S GT

Certifications - Setting the Standard

IGT is certified in all pertinent industry standards for software delivery and quality. That enables us to
meet the Lottery’s requirements using the principles embodied in these standards — the policies, processes,
and practices that make us the lottery industry’s leading technology Vendor.

NASPL Certification

The NASPL Standards Initiative (NSI) is a collaborative effort with participation from lotteries, retailers,
and lottery suppliers. These stakeholders work together to develop standards, best practices, and
certification programs that benefit the lottery industry.

IGT has achieved certification in the two areas of QA best practices applicable to Vendors - Requirements
Definition and Development Process — from the NSI Certification Program operated by the Open Group.
These certifications confirm that IGT meets NASPL’s documented conformance requirements for those
best practices or technical standards.

IGT is an active member and leader within NSI and will continue to enthusiastically support the program.
Our participation in and commitment to projects involving NASPL retailers and the Standards Group of
the Petroleurn Convenience Alliance for Technical Standards (PCATS) will provide support for the
Lottery’s own efforts in this area.

In regards to Lottery Acceptance Testing, we adhere to the lottery industry’s best practices as described in
the NSI Best Practice for Quality Assurance of Product Development in the lottery industry - specifically,
the NSI Acceptance Testing Best Practice. This best practice provides a set of processes and procedures
that addresses QA requirements throughout the hardware and software production cycle, from
requirements specification through design, implementation, and testing to acceptance and deployment,

NSI has defined the scope of this best practice generally enough for many software and hardware
production environments while addressing several QA aspects that are specific to the lottery industry.
It consists of:

* Requirements Definition: The requirements for the system or system components must be
defined, documented, agreed upon, and approved by both the service providers and the
customer. IGT will work with the Lottery to follow this process in order specify the correct
information and reach all necessary agreements.

¢ Development Process: [GT uses a development process that covers design, implementation,
testing, problem tracking and resolution, change control management, and release and
installation. The process incorporates documentation and approval phases.

¢ Customer Acceptance Testing (CAT): IGT follows a defined acceptance testing process and
plan that is typically agreed upon during requirements definition and carried out in a
controlled environment during CAT.
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NSI’s suggested method for creating an Acceptance Test Plan includes:
+  Analyzing the product to be tested (in this case the system conversion), including performing
a risk analysis.
* Determining a testing strategy.

« TIdentifying entry, suspension, resumption, and acceptance criteria.

Industry Certifications

The following list further highlights our extensive certifications.

o  Capability Maturity Model Integration (CMMI): For life cycle software services.

o Project Management Body of Knowledge (PMBOK): For Project Quality Management.

s International Organization for Standardization (ISO) 9001 and 9126 Fundamentals:
For Quality Planning, Assurance, and Control processes and procedures.

o ISO/IEC 27001:2013: Comprises information security standards published jointly by the
ISO and IEC. Specifies requirements for establishing, implementing, operating, monitoring,
reviewing, maintaining, and improving a documented Information Security Management
System (ISMS) within the context of the organization’s overall business risks.

s  World Lottery Association (WLA) Security Control Standard: 2012 (SCS: 2012): For
information security practices within the framework of the lottery industry. WLA’s
comprehensive certification is more rigorous than our ISO certification for Information
Security Management. It extends beyond the scope of ISO 27001.

Modifications of System Software or Applications

fodifications of System Software or Applications: The Vendor s response snould describe how it proposes to manage
implementation of nes applications modify scftware or Systam programs, and identify updates to install that inchudes how
Vender plans to assess Lottery requests to recommend which should be acriorabie and the appropriate priority.

Tt is essential that IGT implement an industry-standard life cycle methodology that clearly addresses the
Lottery’s specific business requirements. Your business plan — game launches, game changes, upgrades to
existing functionality, top-quality service - is a vital part of your continued public service and responsible
growth. That is why our life cycle methodologies are designed from the business users’ experience. This
approach gives all parties valuable feedback to be used as a project moves forward and ensures that we
stay focused on assessing the quality and status of enhancements to your new system from your end
business users’ perspective.

IGT has the capacity and capability to provide quality system software and support and look forward to
helping you reach your goals in ways that strengthen your good name.
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Software Development Life Cycle (SDLC)

IGT’s approach to software and quality engineering is based on our SDLC approach, which incorporates
requirements, systems engineering and architecture, and software development, design, and quality from
the Integrated Delivery Model (IDM) framework for repeatable success.

One of the critical components of the SDLC, as it relates to software development and quality engineering,
is our Build-Test-Correct (BTC) methodology. BTC is an iterative approach to creating software in cycles.
Tt allows us to measure progress across the planned software development schedule and verify it against
the approved business requirements to correct defects as early in development as possible. As a best
practices approach, we typically configure and enhance the more complex areas of the system in the
earlier BTCs. The next figure depicts the iterative BTC software development process.

Figure 4.2,12 ~ 29:

READY

' 1 _ Réqulremants
Developer Codes o Coded and Ready
From Requirements QA Tests Code For Systemn Test

— —
Faled (" This methodology will Build, Testand Corract the |

Tests software in loglcal portions with the goals baeing te:
1) Iteratively buildfintegrate the system feature/function.
I _ _ h 1 ) ’ 2) Mdentify defacts as early as possible and correct major
5 | —— f;l'? P bugs immediately to ensure progress.
"'# 3) Prioritize (and correct) less critical bugs to future BTC
cydles to sustain development momentum.
Rework 4) Plan a final BTC cyda after completion of
featureffunction development to comect outstanding
&s in praparation for System Test.

Integration and Testing: BTC is an approach to creating software that's designed to ensure we meet your
requirernents and eiiminate defects as quickly as possible.

For maintenance and enhancement of software, we recommend that the IGT software services
development process begins by documenting external and internal business requirement requests through
Partner-JIRA. Partner-JIRA is the tool used to submit and manage an upgrade or enhancement request.
As mentioned earlier, it can also be provided to authorize Lottery personnel to engage in this process
themselves if the Lottery wishes to take that approach.
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To ensure a common understanding of the request by the local IGT team and the Lottery, the following
activities take place for each software request submitted prior to planning releases and beginning any
software modification:

Each request is logged and tracked electronically from submission to completion.

s Animpact/risk analysis is conducted to evaluate the scope and implications of the
proposed change.
Acceptance criteria is captured to aid in the understanding of the request.

s+ Alternative solutions are considered, a final recommendation is made, and the priority level
is assigned in conjunction with the Lottery.

Prior to an upgrade or enthancement being planned to a release and implementation starting, we require
approval from the Lottery. We will implement our approach for planning, developing, and releasing software
according to your priorities. Our primary goal is to provide you with ongoing delivery of useful software.

Software requests — including all required data exports and any new reports and modifications to existing
reports — form the “pipeline” of the software services that we deliver. One of the improvements that the
Partner-JIRA tool offers is the ability to capture vital information along with the software request.
Information obtained directly from your business users, e.g., in the form of User Stories (i.e., descriptive
narratives, in the business language of users, that captures what users do or need to do as part of their job)
accelerates the delivery process. Capturing acceptance criteria right up front from the business user also
aids the team in delivering high-quality software. This approach often eliminates the need for additional
requirements documentation if the User Story is sufficiently clear and the acceptance criteria is
unambiguous to the user as well as the team.

The Partner-JIRA tool also allows us to collaborate with you to prioritize the pipeline to deliver software
services that meet your business priorities. We call these prioritization sessions Release Planning. During
Release Planning, we work with you to lock down the enhancements in the upcoming software batch
release and tentatively schedule those enhancements that will be included in subsequent releases.

Release Planning

At any time, the Lottery and IGT can view the backlog and the status of all items in the backlog through
the Partner-JIRA’s real-time window. To ensure the backlog is always up to date, continual Lottery
involvement and collaboration among all team members is essential.

Checkpoints are established throughout the process. Checkpoints help determine if an enhancement is
sufficiently described within the User Story or, alternatively, if additional work is required to break down
the enhancement further. Additional work may involve specification workshops with business users,
prototypes, and/or high-level designs. The goal of the additional work is to have a clear understanding

of the request so that we can properly assess the impact to your system and deliver to your satisfaction.
Taking this just-in-time approach to documentation eliminates the waste of unnecessary documentation.
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Identifying Updates to Install

The following describes how IGT plans to assess Lottery requests to recommend which should be
actionable and the appropriate priority.

IGT’s Patch Management Team (PM'T), working closely with the local Operations team, has the overall
responsibility of monitoring vulnerability databases for predefined software profiles or identifying needed
patches and updates using automatic or manual scanning tools.

An initial assessment is performed by the PMT and reported to the Information Security (InfoSec) Group
on a weekly basis, or as quickly as possible if a new vulnerability has been initially assessed as critical.

Once Lottery-approved, the PMT only downloads software patches, fixes, and updates from trusted and
recognized sources approved by the InfoSec Group. All patch software that comes with a digital signature
must have its digital signature positively verified prior to being installed.

During this phase, the PMT performs a thorough analysis with the collaboration of the InfoSec Group.
The result of this analysis provides enough information to assign a level of criticality and urgency in the
deployment of a patch,

Patches are assigned the following levels of criticality:

*  Critical: The exploitation of this type of vulnerability may lead to the data breach or
compromise of a critical network or system component and/or a script is available in the
public domain to exploit the vulnerability,

© Moderate: The exploitation of this type of vulnerability may lead to the compromise of a
noncritical component when an exploit is available in the public domain or the compromise
of a critical component only when combined with vulnerability and no script is available in
the public domain.

*  Low: The exploitation of this type of vulnerability may lead to the compromise of a
noncritical component and no script is available in the public domain.

The criticality level also takes into account the criticality level assigned by the provider or vulnerability database,
the value of the data stored on the asset, as well as the business impact if such vulnerability is exploited.

The urgency of deployment takes into account the following criteria:
¢ The system component is a desktop/workstation or server.
*  The network or system component is part of the intranet or extranet.
* The network or system component is facing a public or (semi-) private network.

*  The network or system component is used for production operations. When a patch or
update is deemed necessary for deployment, the PMT opens a Global Request for Software
Services (RFSS).
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The deployment of a patch, fix, or update depends on its criticality as well as its urgency. Before deploying
a paich, fix, or update on a network or system component, the PMT uses the production change-
management process and ensures the following:
¢ Tt knows how to undo the change {(back out or contingency plan).
o It communicates the requirement that a backup has been tested and is available before patching.
»  Fach component has documentation, including a list of applications running on itand a
patch history.
s The patch, fix, or update has been approved and acknowledged in the change control process,
including customer approvals as necessary.
o All patches, fixes, or updates will be tested on the test system before applying to the
production environment whenever possible.

The Vendor shouid provide configuration block diagrams down to the component ieve! for System hardware. Each hardware
compo.ant’s manufacturer and model number should be identified. Each third-party software component’s supplier should be
identifiec and the release numbers should be provided or it will be essumed that it is the latest release at the time of conversion.
Deviations from standard hardware and software products are to be disclosed and an expiaiation provided by the Vendor.

Configuration Block Diagram
Please refer to the Exhibil entitied Configuration Block Diagram, which is located behind the Exhibits tab.

4.2.25
System Performance

Vendcor shaud desciibe its ressonse time for the transactions desciibed below. Faster response times are dasirabie. Additional
information should be provided in Viendor's preposal detailing its plast for satisfring these times and the process fequirad to
nerform each transacticn in compiiance with the specifications of tris RFP.

Our response times for transactions are detailed below. All transaction times are equal to or better than
those listed in the requirement.
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Each single play Isingle panai] ticket should be produced in no more than four saconds frem completion of data entrv,

Single-Play Ticket Transaction Time
We will exceed this REP requirement. The new system will produce single-play tickets
with an individual transaction time in less than three (3) seconds from completion of
! s data entry to the availability of the ticket for the retailer. We will be pleased to show you
\V' this functionality during the benchmark.

The terminal incorporates diagnostic software that can be enabled to support accurate
EXCEEDS measurement of send-to-cut times within the terminal. We will be happy to demonstrate
with a stopwatch in conjunction with the more accurate, internal-timing feature,

Variable length, multiple wager [up to 10 panels] tickets are to be produced in no mare than six seconds after completion of
data entry.

Multiple-Wager Tickets Transaction Time

We will exceed this requirement by taking less than five (5) seconds of transaction time from the
completion of data entry to the availability of the ticket for the retailer for variable length or multi-wager
tickets. We will be pleased to demonstrate this functionality during the benchmark.

Ali other trsnsactions (e.o. instant pack authoarizations winwing ticker valdations, cancels and Bbrief oa-line and Fistant tickst
ieports, atc,) are to be designed so that they are produced within six seconds after completion of data en trv. Please describe
response times for transactions required for Systern operaticns described in this RFP and the processes Vendor plans fo
implement for completion of each task.

All Other Transaction Times

The upgraded systein will produce all other transaction types and reports that include instant pack
transactions, winning ticket validations, cancels, and brief draw and instant ticket reports in less than five (5)
seconds after completion of data entry (“Send” is pressed) to availability of the ticket or report to the retailer,
exceeding the requirement. We will be pleased to show you this functionality during the benchmark.

IGT understands and acknowledges that the stated response time specifications are considered met and
will be considered satisfied under the Contract if greater than 99.9% percent of the transactions of
particular types comply with the specifications. We further understand and acknowledge that if System
Performance standards are not met, then the applicable liquidated damages may apply.
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4 2 2 6 Privileged Validation Hardware
bt and Software

The Vendor should describe hovr the validation activities will accur at Lottery cffices and the System processes required for
compliance vith REP specifications. Veendor should deiiver six privileged vaiidacion staticns and instelf each separately 2t Lottery
approved focetions. The Yendor shoul provide and instal one serming! cavabie of repart functicrs but not zansbie ¢ vaidation
or ticket sales at Lottery haadguarters.

Privileged validation functions may be performed on validation terminals similar to retailer terminals or by software on authorized
Lottery management workstations (PCs provided by the Lottery),

IGT will deliver six privileged validation stations and install each separately at Lottery-approved locations.
We will provide and install one terminal capable of report functions but not capable of validation or ticket
sales at Lottery headquarters.

Privileged validation functions will be performed on validation terminals similar to retailer terminals
or by software on authorized Lottery management workstations (PCs provided by the Lottery).

IGT proposes Aurora Claims and Payment for claims processing at all of your claim centers, Your end
users will access CAP via the PC in the claim center.

Aurora Claims and Payments (CAP)

Aurora CAP is the integrated back-office solution for managing players’ claims, payments, and annuities;
writing checks; and reporting payment information for winning tickets for draw-based and instant ticket
scratch-off games. It presents a single view of players’ CAP history, including their associated claims,
payments, and annuities. Aurora CAP validates winning tickets, processes claims, and generates payments
for winning draw-based and instant ticket scratch-off games. It also supports paying other State agencies
for debt withholdings. Only authorized financial personnel have access to perform sensitive procedures;
strict security standards are always followed.

Managing Claims

Aurora CAP supports the management of a claim throughout its life: creation, approval, and payment.
Claimant or payee information is stored separately from claim information, allowing authorized users to
search for a claimant’s information while processing a claim and viewing previous claims made by that
claimant. The user can also add new or modify existing claimants.

Regular claims are supported for valid winning tickets that have not been validated previously.
Exception claims are supported for tickets that have already been validated in the system or tickets that
have problems, such as white-out or signature mismatch. Aurora can build ticket results for tickets that
do not return valid results on an exception claim.
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Cash ptizes are paid through a check or an Electronic Funds Transfer (EFT) transaction. Depending on
the prize winnings, Aurora may generate one or more claim payments per claimant. In general, Aurora
generates one payment for all cash winnings of a claimant. Similarly, it generates one payment for all
non-cash winnings.

When processing a winning ticket for payment, Aurora CAP calculates and withholds the appropriate
federal and state taxes, debt setoffs, and other designated amounts. It captures and prints claimant
information required for IRS reporting. It performs a real-time inquiry to the Aurora Transaction Engine
and is configured with local, state, and federal tax percentages to accommodate automatic tax withholding
based on configurable prize thresholds and withholding limits. It also records the winner’s name, address,
and related information for reporting of prizes over the reporting threshold.

Claimant data is retained in Aurora for occasions when a player wins additional large prizes in the future.
The process is faster since the person’s player record is already in the system.

4.2.26.1
Check Writers

The Vendor should supply, install and maintain up to six check writers and all check writing software. Check writer software is
integrated with the System and provides validation and check writing applications at Lottery offices. EFT transactions are to be
transferrad to the winrer’s bank account and payment transaction recorded in the System.

IGT will supply, install, and maintain six check writers and all check-writing software. Check writer
software will be integrated with the system and provide validation and check-writing applications at
Lottery offices.

EFT Transfers

Electronic Funds Transfer (EFT) transactions will be transferred to the winner's bank account and
recorded in the System. Aurora can create two types of claim payments: cash prize and merchandise (non-
cash prize). Cash prizes are paid through either a check or an EFT transaction. Depending on the prize
winnings, Aurora can generate one or more claim payments per claimant. In general, however, Aurora
generates one payment for all cash winnings of a claimant.
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4.2.26.2
Check Writing/EFT Prize Payment Accounting and Reporting

Vendor's proposal should describe its solution for check writer and prize payment tasks related to accounting and reporting. The
Vendor should describe how its proposed Solution performs the following tasks as well as how its solution satisfies the following
specifications:
o  Voids and reissues checks when required and update the correction in all proper accounting channels. including check
registry and reports;
Aflows for interim dailv reporting of chack printing ar each lacation, orazaized b 2ach user geperating checks:
*  Frovides preliminary detail raports for veritication before interface to the Lottery s financial accouting svszers:
@ Provides various sales and management reperts refated to winning numbers, instant tickets aad other gaming activity:
o Provides a listing Of outstanding checks with any exceptions noted by the processing of a cleared check tape supplied
by the Lottery’s bank; and
o Provides and produce IRS 1099 information for the current and preceding five vears.

IGT’s Aurora system will support the check-writing functions of the Lottery. Check generation will be
strictly controlled and limited to authorized Lottery personnel. In addition to the high level of security
related to applications and user authorization, the Aurora CAP functionality allows for management
terminals that originate check-generation requests to pass additional security verifications based on
separate identification protocols.

The Aurora CAP application leverages the draw-based style of products and the instant ticket scratch-off
game products for ticket validations and integrates with the rest of the Aurora suite of gaming System
applications. Only authorized financial personnel may have access to Aurora CAP to perform sensitive
procedures; strict security standards are always followed. Appropriate user permissions for Aurora CAP
can be defined by the Lottery.

In processing a winning ticket for payment, Aurora CAP will calculate and withhold federal and state
taxes and other designated amounts, as defined by the Lottery. Aurora CAP captures and prints claimant
information required for IRS reporting (i.e., W2Gs). This process includes appropriate documents for
each winner of a combined prize of $600 and greater. Documents will be stored electronically and
accessible by the Lottery for reprint on demand.

Aurora is configured with local, state, and federal tax percentages to accommodate automatic tax
withholding based on configurable prize thresholds and withholding limits. In addition, the prize
payment functionality can check Social Security Numbers to determine if they match any of those in a
file provided by the Lottery or any other agency identified by the Lottery. If payments are in arrears, the
prize payment (or part of it) can be held. For example, Loitery winnings can be intercepted and used to
pay past-due child support debts if a parent wins $500 or more from the Lottery. We will work with the
Lottery to support this and other similar collection activities

Privileged Validation Hardware and Software 4226-3



Voids and Reissues Checks

Aurora voids and reissues checks when required and updates the correction in all proper accounting
channels, including check registry and reports. In addition, in an effort to minimize fraud, the System
verifies banking transactions via regularly scheduled and ad hoc reports on payment activities such as
EFT's and issued checks.

Please note that the majority of voided and reissued checks within the validations department are due
to address changes or lost checks. The proposed Aurora solution will update the player record with
any address changes during a void and reissue. This will include updating the W-2G and 1099
records, thereby ensuring the Lottery that its players receive the correct tax forms in a timely fashion.

Age Verification

IGT takes preventing underage gambling seriously. As discussed in Section 4.4.2.1, Optical Reader, we can
enable the Flex terminal (including those assigned to the Lottery for administrative functions) through our
2D image barcode reader to verify customer age and ID. The barcode reader(s) uses an advanced 2D imager
that can read today’s as well as future barcodes. West Virginia driver’s licenses contain PDF417 barcodes,
which are standard barcodes read by all IGT 2D readers. The algorithm designed to do this only looks at
the person’s age — it does not store or capture any other personal information ensuring data privacy is
maintained. Once the license is scanned, the terminal displays a message with the age of the customer.

Interim Daily Reporting

CAP allows interim daily reporting of check printing at each location, organized by each user generating
checks. Reports related to claims, claimants, prizes paid, taxes withheld, form type, and other gaming
activities are available. We will work with you to define and execute which specific sales and management
reports are available. If desired, CAP generates a bank interface file so that your bank can be updated
throughout the day with check-writing activity.

Preliminary Detail Reports

The system will provide preliminary detail reports for verification before interface to the Lottery’s
financial accounting system. Any data that is captured into Aurora CAP can be extracted into interface
files, including the following:

» Payment type and amount.

» Check number, date, and amount.

»  Withholding amount.

¢ Tax ID information.

¢ Player information.

IGT produces these interfaces for many of its customers and a variety of financial accounting systems. We
will work with you to ensure our interface file meets the requirements of your specific accounting system
and further define how you will use this solution.
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Sales and Management Reports

Aurora will provide various sales and management reports related to winning numbers, instant ticket
scratch-off games and other gaming activities. Reports related to claims, claimants, prizes paid, taxes
withheld, form type and other gaming activities are available. We will work with the Lottery to define and
exectite which specific sales and management reports will be available.

For additional reporting information please refer to Section 4.3, Reports and Interfaces.

Outstanding Checks

The system will provide a listing of outstanding checks with any exceptions noted by the processing of a
cleared check tape supplied by the Lottery's bank.

1099 Information

Aurora Navigator Back-Office will provide all of the functionality, including files and forms that the
Lottery needs for state and federal tax reporting purposes. IGT’s Aurora accounting application collects
financial data on an ongoing basis.

On a quarterly schedule, IGT runs a process to create and transfer the retailer financial interface file to the
tax system. The following transaction types are collected:

¢ Commissions.

= Tax-only Adjustments.

For the 1099 process, the new system will provide and produce IRS 1099 information for the current and
preceding five years.

4.2.27
Draw Game Software Security and Control Features

Vendor should propose solutions for the following security and control features and describe how it wifl satisfy the Lottery’s
specification. Any additional functicnalities or enhancements should be included and noted

All game processing activities and transactions are securely logged immediately across multiple disks — the
Master Journal File (MJF) and then the Backup Journal File (BJF) as well as the games’ Product Transaction
Master (PTM) - on each Aurora Transaction Engine operating in the central-system configuration.

As noted in Section 4.2.17, System Logging, each MJF contains a real-time, time-stamped (to the nearest
hundredth of a second) sequence of all System transactions. These include sales, rejects, cancels, payouts,
validations, validation attempts, other play-related transactions, any other retailer terminal commands,
application error conditions, and any commands issued from the game-management applications.

All transactions are also sent to the connected ICS in near real time. In addition to these redundancy
mechanisms, all job-console entries, error conditions, and major system-level events are logged in the
standard system log.
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Control Features

As noted in Section 4.2.15.1, Management Application Features and Capabilities, Aurora Navigator, the
User Interface (UT) to the back-office applications, will provide an authorized user access to controlling a
retailer’s ability to perform gaming functions.

For example, it will:
e Setup a retailer’s privilege to control games and their associated liabilities.

» Monitor and manage System activity related to games, transaction processing, draw
processing, and terminal administration.

Aurora Navigator includes a comprehensive set of gaming data and management screens that are
available on demand in real time.

Aurora Navigator:

s Provides a range of features and capabilities to balance and reconcile draw-based games; it
also provides audit trails and reporting capabilities.

¢  Allows authorized users to shut off and resume sales and validations for each game (including
draw-based games), independently, in real time, for the entire network. Authorized users can
also suspend other functions, such as cancellations, for each game independently.

» Provides the ability to suspend functions at the clerk, retailer, and terminal levels. For
example, a function could be suspended for one clerk while other users of that same terminal
continue to use that function. This feature provides retailers with the type of management
flexibility they are looking for.

Additional Functionalities - Operations Menu Environment

The IGT solution to operational security on the IBM systems is the operations menu environment, which
is a collection of character cell-based menus and Operating System (OS) scripts. The menus provide all
of the functionality required by Operations staff. An individual’s access to the various menu options is
provided through configurable parameters in Aurora. Aurora User Security allows individual user
accounts to be created for all users who require system access. Users are granted different levels of access
based on their roles and group memberships.

IGT’s N-plexing Advantage

For the highest level of integrity and maximum availability, our Aurora Transaction Engines employ our
unique N-plexing technology. N-plexing is a method of managing multiple transaction-processing
systems and achieving a high-volume, fault-tolerant lottery System that is capable of processing hundreds
of thousands of transactions per minute in a completely secure manner. N-plexing ensures that Aurora is
always available to players and transaction-data integrity and security are maintained. In our N-plexed
central-system configuration, when switchover is required from the primary to the secondary central
System (i.c., the Aurora 'I'ransaction Engine), it is automatic and in real time, and Aurora remains fully
functional. No operator intervention is necessary.
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4.2.28
Dynamic Pools

Vendor must maintain dynamic pools for current draw and dollar surmmaries for all plavs for all future draws on sale, The Vendor
must also maintain dynamic pools for current draw and future draws for the numbers-type games. The total dolfars played by
game by play type must be maintained for future draws. The current day’s pool must include all current day’s sales as well as
advance day sales for that draw, Vendor should pravide a pool file with 100% integrity that can be used to determine the official
aurnber of winners.

For all matrix-type games, IGT will maintain dynamic pools for the current draw and dollar summaries
for all plays for all future draws on sale. We will also maintain dynamic pools for current and future draws
for numbers-type games as well as the total dollars played by game and by play type for all future and past
draws. The current draw pools will include all current and advance day sales for that draw. Aurora uses a
winner count process that runs immediately after the winning numbers have been entered into the
System. This process reads and examines each wager placed for the draw, identifying its winning status.
From this process, we can provide an official number of winners with 100% integrity.

4.2.29
Concurrent Draws

The Vendor should propese a method of conducting computerized draws for all games addressing the issue of concurrent draws
(ie. Travel Keno and othier d.awv games simuttanecus’y or nearly the same time). The Vendor must provide automated and
physically secuied RNG software to select game drawir.g numbers. Should the Lottery offer additional games that require RNG
equipment or programs for drawings, the Vendor js responsible for providing such items,

IGT fully supports the functionality detailed in this requirement, we also understand that, should the
Lottery offer additional games that require Random Number Generator (RNG) equipment or programs
for drawings, we will provide such items. Our solution is described below.
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Aurora FlexDraw

Aurora FlexDraw is IGT’s automated RNG and physically secured RNG software solution for all Lottery
draw-based or monitor games, including lotto, keno, raffles, and numbers.

FlexDraw can accommodate a broad range of games with a variety of matrices. Each time a set of winning
numbers is needed for a particular game, the central System will send a request to FlexDraw to generate a
random set of winning numbers. These requests can be sent at any time throughout the day. There are no
limitations on the number of games or daily drawings. FlexDraw is able to support drawings occurring at the
same time. This true random proprietary solution will support game matrices today and into the future.

Full System Integration

Aurora FlexDraw is completely integrated with the central gaming System, a design that ensures smooth
functionality between the games and the RNG. Once wagers are closed and the RNG has picked the
winning numbers, the central gaming System performs the winner selection based on the values it
received from the RNG.

The following figure illustrates the system integration of Aurora FlexDraw. Additional information regarding
Aurora FlexDraw is trade secret and/or highly proprietary and confidential commerical information that IGT
can make available for review by the Lottery during the Oral Presentation and/or under a Non-Disclosure
Agreement (or similar), as disclosure of this information in the Proposal (and public disclosure of the same as
noted in Sections 21 and 31 of the RFP) could severly jeopardize IGT’s competitve position in the marketplace
and cause significant harm to IGT and its stakeholders.
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Figure 4.2.2.6 - 1:

FlexDraw Integration Model '
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(1) Draw closes. Game inititates request for winning numbers.
_& (2) Request is sent to FlexDraw RING for processing.
(3) FlexDraw RNG returns random numbers.

(4) Game recieves numbers and proceeds with Winner Selection.

As shown in the preceding figure, Aurora FlexDraw exposes a proprietary and secured Application
Programming Interface (API) that is used by the central System to request the winning numbers
according to a set of parameters that are part of the call. The call and the response are registered in one of
the Systemn Jogs created for audit purposes.

This process can be fully automated or require a human confirmation to initiate the draw, depending
on business requirements. For example, a Keno game would be completely autornated without any
human intervention.

Although FlexDraw is integrated with the central System, it is actually completely game independent.
It responds to each request for a set of random numbers, in a format appropriate to the request. Thus,
FlexDrraw is very flexible and can support additional games when needed.

An Auditable, Certifiable Solution

The winning numbers Aurora FlexDraw generates are auditable. Technical Systems Testing (TST), a
third-party testing facility, has independently certified Aurora FlexDraw for randomness. In addition,
TST and FishNet Security, another third-party security solutions provider, have audited Aurora FlexDraw
for system hardening, which helps minimize security vulnerabilities.
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The Aurora FlexDraw product release has been certified for true randomness by Gaming Laboratories
International (GLI) and can be certified specifically for the Lottery by GLI or other qualified test
service providers.

FlexDraw Advantage

Benefits of Aurora FlexDraw include:

o Complete System Integration: FlexDraw fully integrates with the central gaming System
to ensure seamless operation between the games and the RNG.

» Full Auditability: Generated winning numbers are auditable to ensure correct and fair
operation.

»  Solid Security: FlexDraw protects generated random numbers, restricts logical access to
the console, and logs user input. The solution also can be employed in a fault-tolerant,
redundant configuration.

s Cost-Effectiveness and Flexibility: FlexDraw is designed for long-term deployment lasting
the length of the contract. It requires minimal support and no software development to
support new game matrices. Flexibility is achieved by the “game-agnostic” design of the
FlexDraw RNG algorithm itself and the modern API provided by FlexDraw toward the
game engine.

4.2.30
Game Closing, Drawing and Cashing

The Vendor should describe the process of ciosirg games, conducting game drawings, entry of winning numbers. and readiness
to pay winning tickets within each inherent time window. The Lottery intends to maintain or minimize the time window betveen
close of games. d:awings, and the ability to pay winning tickets. Vandor should include its plans to perform the specified tasks
related to game closing. draws, and cashing and auditing of the same.

The time window betweer the close of & drawy game aind that geme’s drawing canaot exceed 10 minutes for propsietary WV
f g g prog b
| ottery games and 20 minutes for multi-state games. Validation of fixed pavout game tiers occur no less than 10 minutas Fom
¥ g f ) g h
drawing time. Instant validations are available during Syster operating hours.

System audit files are “closed” at draw game sales conclusion and a new file is initiated. The audit files are provided to tne Lottery
within five minutes following the close of sales for any game, and prior to the drawing for thar gare. A final audit file for the day is
provided to Lottery personnel immediately after close of the System each operaticna! day. Vendor should provide the Lottery
with log files in ASCII text format by providing any software necessary to interpret or decrypt proprietary or unique fife formats.

Aurora will comply with the time window specifications of the Lottery’s current and future draw
games for closing games, conducting game drawings, entering winning numbers, and readiness to
pay winning tickets.

Aurora can address all game types. Aurora will support fixed payout validations well within ten (10}
minutes of the drawing time. The time window between the close of a game and that game’s drawing will
not exceed current time windows. This includes 20 minutes for MUSL games.
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Figure 4.2.2.6 - 2:
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Minimizing the Time Window

IGT supports fixed payout validations within seconds in many jurisdictions. For annuity games, prizes
become cashable within seconds of being entered. In addition, you can easily adjust the schedule of these
activities through Aurora Game Manager, if necessary. This applies to all numbers and matrix-type games.

The high-speed Aurora Transaction Engine is designed to be efficient and minimize the processing
time for each step of the drawing procedure. For example, it ensures instantaneous status changes on
a per-game basis for:

¢ Disallowing wagering.

¢ Suspending wagering for all draws.

* Closing the current draw.

» Initiating draw break, if applicable.

* Restarting sales for the next draw.

e Resuming wagering for the next and subsequent draws.

* Broadcasting terminal parameters and retailer notifications, as necessary.

In any draw process, the task that carries the longest processing time is counting winning tickets. This
task is always dependent on the sales volume; of course, the process takes longer on higher jackpot days
than on days when the jackpots are not high. However, the Aurora Transaction Engine can complete the
count of winning tickets in as little as a few seconds.

Closing Games

The Aurora Transaction Engine will automatically close a game, without operator intervention, at a
specified time before the drawing. This process is parameter-driven and can be modified should you
decide to extend a game’s sales period.

Conducting Game Draws and Entering Winning Numbers

Once a game has attained the appropriate status, i.e., “closed,” and before the drawing is set to the “pay”
status, an authorized user accesses the Enter Winning Numbers screen for the game through the Aurora
Navigator User Interface (UI) to enter the winning numbers. This functionality is available immediately
after the game closes.

The winning numbers are then verified by a different authorized user who enters the winning numbers
through the Verify Winning Numbers screen.
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As stated, with Aurora, an authorized user can enter the winning numbers through the Winning Numbers
Entry screen at the PDC while another authorized user verifies the winning numbers at a second
workstation/PC (via the Winning Numbers Verification screen) located elsewhere. If the numbers do not
match, the users are notified and, within 10 seconds, the process is repeated. All attempts to enter and
verify numbers are logged to the system, regardless of whether the attempt is successful or not.

Readiness to Pay Winning Tickets

The Aurora Transaction Engine has a quick “disk selection of winners” feature, With this feature, we
identify winners using a winner-count process, which runs immediately after the entry and verification of
the winning numbers. The process is designed to scan through the draw files to perform a quick selection
of winners. After the Lottery enters and verifies the prize amounts, the system can begin issuing payouts
within five minutes.

Audit Files

Because the ICS receives a copy of all transactions in near real time, it can also process the transactions,
build the game, and calculate draw totals as they occur. The near-real-time feed we are offering will also
include periodic checkpoints with significant totals. These allow the ICS to ensure the ICS file is complete
and verify the integrity of the transactions it has received.

Aurora Performance Intel includes near-real-time data for all Aurora Navigator Back-Office applications.
Performance Intel provides authorized staff with insights needed to make smarter business decisions
throughout the day.

We will provide the Lottery with:
o A daily final audit file, immediately after the close of the Lottery gaming System.
e  Audit files, including reports and data extracts, within five minutes following the close of sales
for a game and prior to the drawing for that game.
» Final reports and data extracts, which will be made available to the Lottery immediately after
close of the Lottery Gaming System each day.

We will provide the Lottery with any software necessary to interpret or decrypt any proprietary or unique
transaction log (audit) record formats resulting in American Standard Code for Information Interchange
(ASCII) text and extractable data. We will work closely with the Lottery to ensure that any proprietary record
formats of the Aurora System can be decrypted and interpreted as necessary. At the same time, we will
maintain an agreed-upon level of security surrounding confidential data and winning ticket information.
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4.2.31
Pari-Mutuel Games

The Lottery has no pari-mutuel payout games at this time. However, dual entries of prize amounts and jackpot arounts for pari-
mutuel games are to be included in the System. Vendor should include any proposals for introducing pari-mutuel games and
describe any pari-mutuel games it supports in other jurisdictions and how the games have enhanced sales.

Dual Entries

Aurora’s enhanced functionality supports dual entry of winning numbers drawn, as well as prize and
jackpot amounts. All attempts to enter this information, whether successful or not, are logged, including
user identification (ID). Unsuccessful attempts will result in restarting from the beginning. We will
monitor, track and supply reports of all entry attempts, as required by the Lottery. It is important to note
that each attempt is also logged to the Master Journal File (MJF) and transferred to the ICS.

We recognize the importance of dual-manual entry of winning numbers as a critical tool in protecting the
Lottery. While this function was initially developed to ensure that no one person had control or had the
ability to commit fraud, it also provides an additional layer of protection for the Lottery due to any single
incident of operator error that could potentially impact players.

Aurora enforces dual-manual entry through two different application screens in Aurora. One of the
entries will be performed using a dedicated Lottery management terminal. To further ensure the integrity
and security of this process, access to the two separate screens can be configured to require two different
users to log in. With Aurora, it is possible to define privileges to ensure separate users are performing each
function independently. Finally, the dual-entry process can be done from separate physical locations,
providing another check and balance for both control and accuracy of key entry of winning numbers.

Once a draw attains the appropriate status (e.g., draw closed} and before the draw is set such that all
divisions are payable:
¢ Anauthorized user accesses the Enter Winning Numbers screen in Aurora for the game
(as shown in the photo in the following figure).
* The authorized user enters the winning numbers:

- Aurora will not allow the first authorized user to access any other screen, following the
first successful entry of winning numbers. Only the second unique user will be able to
access the second screen to independently enter the winning numbers to verify the
numbers entered in the first, successful attempt.

* A different authorized user then enters the winning numbers on the Verify Winning

Numbers screen in Aurora. This second screen can be accessed only after the winning

numbers have been entered on the first screen.

The winning numbers on both screens must match before the draw close process can continue.
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Figure 4.2.2.6 - 3:
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Ensuring Accuracy, Integrity, and Security: Checks and calances within the dual-manual-entry process will
provide an added layer of authentication to ensure the integyity of the Lottery.

If the numbers entered on the two independent screens do not match, both users are notified and the
process must be repeated. All attempts are logged, regardless of whether or not they are successful. Entry
screens of successful attempts can be automatically printed and a file created and delivered to the Lottery
for updating other systems.

Pari-mutuel Games - SuperCash!

In Wisconsin, the SuperCash! Game offers a $350,000 non-rolling top prize. Because SuperCash! sales
are not driven by jackpot fluctuations, it presents a unique challenge and opportunity. Players choose 6
different numbers from 1 to 39. Minimum play is two panels for $1. The game becomes pari-mutuel if
more than 20 peaple hit the jackpot, and $7,000,000 is shared equally among winning plays.

The game enhanced sales by adding a mid-tier jackpot game that managed liabilities through the pari-
mutuel framework. The game has steadily represented approximately $25 million in annual revenue
(approximately 10% of draw game sales) for the Wisconsin Lottery over the past five years.
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4.2 ) 32 Instant Ticket Game Operations

Vencor response should describe its solution for instant ticket operations and, specifically. how the Systam will handle instant
game ordeys, order corfirmation, game recsipt, garse acadvation. valication, pack validacion status, pact sall thrcugh settlement,
inventany, repoils, and feninal satiun and contols.

Respoise Note: Vendor's proposal must address its games library and the abiiity to expand beyond traditional games and
play options.

The System provides receiving reports and inventory management for alf inventory movement from the Vendor warehouse.
Vendor should describe its proposed solution for performing the following tasks and services, which may include utilizing third
party systems designed for inventory management or asset tracking. Response should include proposed plans for accomplishing
the inventoiv and reporting functions required by the Loztery and soecified in this section.

The System supports Field Macketing and Sales Reprasentative instant ticket inventory management transactions at retailer
locations through the terminal and the Field Marketing and Sales Representative portable or handheld device. System provides
receipts for instant ticket deliveries and returns eliminating the use of manual forms. Provide retailer accounting and inventory
on a shift and daily basis.

The System should be confiqured so that it recognizes and records a minimum of 15 pack status classifications that include:
Instant ticket recejving, ordering, order confirmation, activation, validation. pack validation status, pack sell-thiough, settlement,
and inventory. Reports, terminal setup, and controls are supported by the System.

The System should aliow a retailer to activate a pack of tickets for validzticn and security purposes. Operations on packs and
tickets depend on a rules-based secusity grid that defines acceptable status changes which are to be recognized, tracked, and
processed by the System. The grid's rules are developed jointly with the Lottery. The Lottery raserves the right to change these
processes in part or full during the life of the Contract.

The Vendor should supply, maintain, and configure the instant ticket accounting and management software to provide the
following minimum furictions related to inventory and tracking tickets on the System:

¢« Track retailer pack inventory and sales history:

*  Moniter inventory status. pack status, status elapsed time. and pack percent of vaiidations (by aame per retail location
and total surmimary of inventory by retailer):

- Change status of tickets or packs in bulk (i.e. by instant game number, by date scanned. and by partial pack); and
- Allocate different quantities based on price point and on individual retailer or chain needs,

o The System generates auto-orders for shipment based on inventory turnover at the retailer locations. Auto-crder is
set up to allow usage only on certain games and on a retailer-by-retailer basis. Auto-order parameters are able to be
canceled or adjustad;

*  The System provides same day order fulfiliment by Telemarketing. Field Marketing & Sales Representatives, and
directly from retaifers in the same day and then allows automatic orders with stock depletici;

Response Note: The specifications detailed in this section are of particular interest to the [ ottery because inventory and ticket
tracking features were limited by the specifications provided for the current System contract. Therefore, a recognized need exists
for the tasks and features described abave, and Vendor should propose and recommend solutions as well as describe how each
proposed system or plan works that includes highlighting the best features and any limitations with each proposal.
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IGT’s proposed solution for the secure operation and control of the West Virginia Lottery’s instant ticket
scratch-off game program is our Aurora Instant Processing System (IPS) software. Aurora IPS, in
combination with other elements of our proposed Aurora lottery gaming System, will monitor, authorize
and control instant ticket scratch-off game orders, order confirmations, game receipts, game activations,
validations, pack validation statuses, pack sell-through, settlements, inventory, reports, and terminal
setups and controls.

IGT’s game library extends beyond traditional lotto, numbers and keno games, and the current play
options of those games in West Virginia. Please see Section 4.6.10, Research and Strategic Development,
for a discussion of the games and play options that are available to the Lottery with our proposed Aurora
lottery gaming System. Please also see Section 4.2.31, Pari-Mutuel Games; Section 4.2.40, Repeat Plays;
and Section 4.2.41, Combo Play, for additional information.

Overview of Aurora IPS

Aurora IPS is a comprehensive, end-to-end solution providing all of the functionality required to manage
an instant ticket scratch-off game program. Aurora IPS is an integrated component of the Aurora System.
Aurora IPS offers many benefits to the Lottery. Specific features and benefits include (but are not limited
to) those listed in the following table:

Figura 4.2.32 - 4

Aurora IPS Features and Lottery Benefits

‘Aurora IPS Featurs * Benefit to the Lartery
Single point of data entry for all instant ticket scratch-  Any information required for operation of the IPS System can

off game parameters, including those relating to be provided in real time, streamlining operations
warehousing, telemarketing, and distribution _ o ‘
Support for 400 instant ticket scratch-off The Systern allows the Lottery extra time to reconcile
games simultaneously ‘ closed games

Data collection beginning at the outset of a game and  Complete game data, combined with additional sales data,
throughout its life cycle will enable superior analysis of game performance, thereby

providing the Lottery with better information to make more
informed decisions about current and future games

Proven and effective approaches for It reduces the retailer labor associated with instant ticket
keyless validation 7 ~ scratch-off game validation — with full security.

User and group security-level access to instant ticket ~ The Lottery has complete control of user privileges down to the
scratch-off game administration and reporting field level on any screen within any function for any individual
Flexible validation and settlement criteria available The System offers flexibility in terms of retailer compensation
by retailer and support for multiple business models simultaneously
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Unmatched Experience

The Lottery knows the importance of having its instant ticket scratch-off game program supported by a
System that is robust and reliable. But today, robustness and reliability are not enough. A System’s built-in
flexibility to adapt to the changing retail environment is just as important, Our new Aurora system has all
three of these characteristics.

From Texas to Trinidad, from New York to New Zealand, and from California to Rhode Island, IGT
Systems manage and process millions of instant ticket scratch-off game transactions every day. Qur current
system has supported the Lottery securely and reliably throughout the current Contract. As we do for the
Lottery, we also staff and operate telemarketing, warehousing, distribution, and field sales programs for a
number of leading lotteries in the U.S. and internationally.

Our hands-on experience has helped us design the exceptional functionality included in Aurora IPS, and
is presented here for your consideration:

Figure 4.2.32 - 2:

Unmatched
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With 42% of the
market, IGT’s
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experience easily
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every other
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As of April 2016

IGT is the leading supplier of instant ticket scratch-off game management Systems in the U.S. and around
the world. Twenty-one of the 46 U.S. lotteries with an instant ticket scratch-off game program use an IGT
instant ticket management System.
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As shown in the following table, more than 45 lotteries worldwide use IGT instant ticket scratch-off game
management Systems:

Figure 4.2.32 - 3:

IGT's Instant Ticket Scratch-off Game Management Sy

Custo

LS

Arizona North Carolina_

California Oregon

Florida Rhode Island

Georgia Tennessee

Illinois Texas

Indiana Virginia

Michigan Washington

Missouri West Virginia

Nebraska Wisconsin

New Jersey “U.S. Virgin Islands

New York

[ International Customers
Anguilla Luxembourg

Antigua Mexico

Barbados . New Zealand

Belgium Poland

China (Beijing) Portugal

Czech Republic Slovakia

Fintand Spain (ONCE)

Germany (Saxony) St. Kitts

Germany (Thiringen) St. Maarten _
Germany (WestLotto) Switzerland (Loterie Romande)
Israel Trinidad _ -
Jamaica United Kingdom (Camelot)
Lithuania

Aurora IPS provides detailed accounting for each game. It tracks the ownership and location of each pack
of tickets and each ticket in each pack. Screens and reports are available that show the quantity and value
of inventory in Lottery-approved status designations and locations and the retail value of that inventory.

Loading Game Inventory and Validation Records

Aurora IPS supports the loading of new game inventory and validation information for each individual
instant ticket scratch-off game. The System has been configured to accept this data using Secure File
Transfer Protocol (SFTP) or CD-ROM.

As indicated in Section 4.2.12, Instant Game Operations, our system will work with tickets from all of the
companies, including our own, that supply instant ticket scratch-off game tickets to North American
Association of State and Provincial Lotteries (NASPL) lotteries today.
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The factory supplies three data files for each instant ticket scratch-off game:
* Aninventory file.
* A low-tier validation file.

e A combined mid- and high-tier validation file.

Aurora IPS performs preliminary checks of the files before loading the game information into the

System. This phase, called the “verify” phase, produces a report that will allow our staff to compare the
game information in the files to the documentation provided by the ticket factory and Working Papers for
the game. Once the game data has been verified and the Lottery has completed its tests on the Customer
Acceptance Testing (CAT) system, the loading process is completed. This process enables a new game to
be loaded quickly.

Additional amounts of game inventory and related validation information for reorders of popular games
may be loaded at any time. In these situations, Aurora IPS will check the information provided in the new
files against what is currently loaded on the System in order to prevent inconsistencies in the game
parameters. The appended inventory and validation information becomes available for use and sale
immediately after it is loaded onto the System.

The System also allows authorized users to enter game parameters manually. Any change to a game
parameter is a transaction so there is a permanent record of the change in the Master Journal File (MJF).

Designated Lottery staff will enter all game activity dates, such as Product Available dates, Distribution
dates, and Validation dates manually.

Monitor and Record Changes in Pack Status

Aurocra IPS will enable the Lotiery to manage and account for all instant ticket scratch-off games, {rom
receipt at the warehouse to shipment to activation to settlement (or to return, reconciliation, and
destruction). Stolen, Damaged, and all other statuses are supported to simplify the security, control, and
management of the instant ticket scratch-off game program.

Security Grid

AITGT instant ticket scratch-off game management Systems, including Aurora IPS, use rules-based
security grids that define acceptable status changes for operations involving packs of tickets (and
individual tickets as appropriate) as the basis for monitoring and controlling instant ticket scratch-off
game programs. We are prepared to implement all of the current rules and statuses in the new Aurora
system and/or modify any of the rules that the Lottery wants to change, and add or remove any statuses
during conversion.
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Pack Status

Aurora [PS maintains inventory data on every pack of instant ticket scratch-off game tickets in every game
loaded on the system. This data includes the status and location of every pack. Aurora monitors changes to
the status of each pack (and partial packs, as appropriate) based upon the Lottery-approved security grid.
Aurora security controls preclude anyone from making an unauthorized status change. All improper
transaction attempts will be reported on the Security (Exception) Log and recorded in the Master Journal
File (MJF). The MJF is a permanent, non-changeable record of all transaction requests and transactions
received by the Aurora System. It ensures that the Lottery can manage and maintain a secure program.

With the Aurora System, authorized Lottery and IGT staff will be able to view the inventory of instant

ticket scratch-off game tickets and the status of each pack at any Lottery-authorized location (e.g., at the
warehouse, at Lottery Headquarters and claim centers, in transit to a retailer, at a retailer, or with any of our
Field Marketing and Sales Representatives [FMSRs]). The status and location of a pack also indicates the
ownership of that pack at that moment in time, based upon the Lottery’s business rules. Aurora IPS provides
Inventory Summary reports and screens showing the status of the inventory in each individual game.

The data on the screens and Inventory Summary reports represents real-time snapshots of the status of
the inventory. Authorized staff will be able to look at the history of all of the inventory transactions
associated with a specific pack including partial portions of a pack (if appropriate) from any instant ticket
scratch-off game.

While not anticipated to be necessary in West Virginia, the Aurora system can support multiple physical
and logical warehouses and limit the activities at each warehouse.

Retailers can use their new Altura® Flex terminal to view a listing of the packs of tickets assigned to them,
together with the status of those packs, by selecting the Detailed Inventory report from the Reports menu
on their terminals.

While these reports and screens provide snapshot information and/or the complete transaction history
of a pack, our System also provides the ability to look at the status of a pack during a designated period.
Aurora allows transaction-level data to be reviewed through the Performance Intel reporting package by
date range, among other parameters. The ability to examine transaction-level data easily will be beneficial
to the Lottery’s security team.

Pack History

Our System permits authorized staff to view the history of all transactions related to an individual pack
because every transaction is recorded by the system. With Aurora IPS, there is no limit to the number of
transactions that a pack can go through and no limit to how many transactions can be viewed. The history
will also indicate if any partial pack transactions, such as parts of a pack being marked as Stolen, Missing,
or Returned, have occurred.
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Recording Inventory Transactions Using Barcode Scanning

IGT designed Aurora IPS to use the barcode number scanning to support the operation of a lottery’s
instant ticket scratch-off game program, including pack handling and validation. Specifically, Aurora
relies on the unique identification of each ticket in each game represented in one or more barcodes
printed on each ticket.

For most transactions associated with the movement of instant ticket scratch-off game inventory, an IGT
employee or Lottery retailer will scan a visible barcode printed on one of the tickets in a pack to identify
the pack to Aurora. In these transactions, Aurora usually looks for the game and pack number found in
the barcode.

For instant ticket scratch-off game validations and the processing of partial pack returns, IGT configured
Aurora to accept the ticket number included in the barcode in addition to the game and pack number in
order to identify the ticket (or tickets) to Aurora.

The Altura Flex terminal includes the ability for a retailer or Lottery employee to manually enter any data
that is included in the visible barcode. While the need for the manual entry of ticket ID data is rare today
(given the terminal 2D barcode reader), our terminals and Aurora are ready should the need arise.

Security and Reporting Features for Stolen, Missing, or Undelivered Packs

Aurora IPS includes special security and reporting features related to stolen, missing and un-delivered
packs of instant ticket scratch-off game tickets.

Aurora will be configured with Lottery-approved business rules that only allow winning tickets to be
approved for payment if they pass a series of security status checks. These checks include confirmation
that the ticket is from a pack that has been activated by the assigned retailer and placed on sale.

This feature prevents winning tickets from a pack that a retailer has not yet activated, tickets with an
FMSR, tickets in transit to a retailer, and tickets in the warehouse from being approved for prize payment.

Stolen Tickets

If tickets are stolen from a retailer, the retailer is required to call the Hotline number to report the
incident. Our Hotline team members notify Lottery Security so that they can change the status of any
packs of tickets that are reported as stolen to “Stolen.” Like the current system, Aurora will immediately
reject any attempt to validate any winning ticket from a pack whose status has been changed to “Stolen.”

If retailers have kept good records of their sales of instant ticket scratch-off game tickets by ticket number,
your security staff can mark the unsold portion of the pack as Stolen, allowing winning tickets from the
“sold” portion of the pack to be authorized for prize payment without issue. Designated Lottery staff will
refine the range of tickets that were stolen from activated and settled packs by reviewing the validations
from the packs in question.

The Aurora system will automatically settle the packs and invoice the retailer for the portion of the pack that
was not marked as Stolen. This automatic accounting simplifies the process for the retailer and the Lottery.
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When tickets are reported as Stolen, an authorized user can start an investigation into the incident by
assigning it a case number within Aurora IPS. As the investigation proceeds, findings can be entered and
the issue tracked under the assigned case number.

If the stolen tickets are recovered, the status of the tickets can be changed back to their previous status by
designated Lottery staff,

Undelivered Packs

If UPS cannot deliver a package or a package is refused, UPS will return the package to IGT’s warehouse.
Our staff will verify the contents of the package. They will change the status of the packs from “Confirmed”
and assigned to the retailer to “Available” in the warehouse. This will allow these packs to be used to fill
other orders.

Controlling Inventory at Retailer Locations

Aurora IPS, in combination with our proposed retailer terminals, will meet all of your requirements for
controlling instant ticket inventory transactions at retailers. Aurora IPS supports all classic retailer
inventory management and control transactions, including:
»  Activating packs when placing them on sale.
e Manual settlement of packs as needed before the Lottery’s standard settlement rules cause
a pack to settle automatically.
¢ Ordering of tickets and consumables using the retailer terminal (if implemented).
* Validating instant tickets.
¢ While not used in West Virginia today, the System can be configured to allow retailers to
acknowledging delivery of instant ticket scratch-off game shipments.

Aurora IPS provides all of the functionality available in our current Enterprise Series (ES) system along
with two major enhancements:

o Advanced predictive ordering algorithms incorporated in the Tel-Sell software to provide
retailer-specific recommended orders based upon the retailer's sales experience, on-hand
inventory, and Lottery sales objectives. The recommended order information will also be
available to our FMSRs on Aurora OnePlace, their new Sales Force Automation tool.

* Support for ticket-by-ticket accounting (if implemented).

In addition, Aurora IPS can be configured to record the sales of instant tickets to players.

Further, the new predictive ordering algorithms in Aurora OrderStar's Tel-Sell software will provide our
Tel-Sell clerks with refined recommended orders for each retailer. Over time, this software will reduce
the level of returns from individual retailers. Our FMSRs will also be able to take advantage of Aurora
OrderStar's predictive ordering algorithm when entering orders on Aurora OnePlace, their new Sales
Force Automation tool

4232-8 Instant Ticket Game Operations



SIGT

Sales Representative Inventory Management Activities

Aurora IPS controls the inventory transactions that our FMSRs, acting on your behalf, can perform using
retailer terminals.

Returns and Transfers

IGT configured Aurora IPS to allow FMSRs to process returns of both full and partial packs at retailer
terminals. In addition, by supporting the use of trunk stock by FMSRs, IPS enables FMSRs to re-issue full
packs in their possession to retailers that have an immediate need for additional inventory. With Aurora
IPS, returns and transfers are easy to execute; no manual forms are necessary when an FMSR performs
either function. Furthermore, returned or transferred packs and tickets are secure.

While in the possession of an FMSR, no inventory is eligible for validation even if from a formerly Active
pack. When an FMSR processes a full pack return on a retailer’s terminal, the packs are automatically placed
in a status assigned to the FMSR, which makes any winning tickets from the pack ineligible to be validated.

To execute a return or transfer packs, an FMSR simply accesses a special menu on the retailer terminal after
logging onto the terminal and performs various instant ticket inventory functions, just as they do today.

When a return is transacted or a pack is transferred, Aurora IPS instructs the terminal to produce two
receipts: one for the retailer and another for the FMSR. When a retailer views (and prints if desired) any
of the various instant ticket inventory and status reports available, the reports will indicate those packs
(and partial packs, as appropriate) that have been returned. Retailers who receive a pack or packs of
tickets that were transferred by their FMSR will see an increase in the number of packs in their on-hand
inventory count.

We have designed Aurora IPS so that authorized users have immediate access to real-time information on
the current status of every pack of tickets, just like the current system. This includes full and partial packs
in the possession of an FMSR. IPS tracks every ticket in every pack in every game and displays
information at the ticket level for exception statuses such as Missing, Stolen, and Returned.

FMSR Transactions by Authorized Staff

Aurora IPS is typically configured to allow authorized staff to transfer inventory to and from an FMSR
electronically. Aurora IPS also allows authorized staff to transfer inventory between two FMSRs (typically
in response to a phone call). In these situations, the software allows the staff to transfer either individual
packs of tickets or full cartons (as received from the instant ticket factory). This feature can be especially
helpful if a large quantity of packs from a single game is to be transferred. It may rarely be needed, but it
does serve as another example of how IGT has equipped IPS with the flexibility to deal with unusual
situations with full security and accountability right from the start.
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Returns from Terminated Retailers

FMSRs will be able to collect full and partial packs of tickets from terminated retailers and return them to
the warehouse in two ways: (1) using the retailer’s terminal (if it is still active) or (2) having an authorized
staff member transfer the inventory to the FMSR in response to a phone call, as they can today. Upon
receipt at the warehouse, the inventory is then transferred from the FMSR to the warehouse. Full packs of
tickets from active games will be available for re-assignment to orders from other retailers. Partial packs
will be held in a secure area of our warehouse pending reconciliation of the game after it is closed.

FMSR Transaction Inquiries and Control

All transactions performed by an FMSR using a retailer’s terminal are recorded in the Master Journal
File (MJF) of the Aurora Transaction Engine in the same manner as every other transaction in the
Aurora System. The Aurora reporting module, Performance Intel, significantly accelerates and
simplifies querying the MJF. It enables authorized staff to view historic FMSR transactions in minutes,
even those occurring many months in the past.

Being able to limit what transactions an FMSR can perform, combined with the ability to monitor what
inventory is in the possession of an FMSR, will give you complete control over this portion of your instant
ticket inventory.

Pack Delivery to Retailers

IGT proposes to configure the new System like the current System such that all packs shipped from our
warehouse to individual retailers are in the Confirmed status. This allows retailers to place new packs of
tickets on sale quickly because retailers only need to “Activate” a pack to place it on sale.

IGT understands that the Lottery’s accounting department wants to book the sale of a pack at the time it
was shipped. Therefore, for accounting purposes, the sale is booked when it is shipped, the pack leaves the
warehouse in a Confirmed status, and then the pack settles 30 days later. We acknowledge that this method
has limited much of the analytics available to the Marketing Department when these pack statuses were
removed. In addition, this method has put a wedge between the Lottery’s Accounting and Marketing
Department. IGT proposes to work with the Lottery to solve this problem by allowing the Lottery to book
a sale when the pack is shipped, yet still provide the pack movements and statuses offered for security and
analytics purposes.

Should the Lottery elect, during the new Contract, to modify how it classifies inventory, Aurora has the
capability to ship tickets to retailers so that they must acknowledge receipt of a ticket shipment by scanning
a confirmation barcode printed on the packing list that accompanies each shipment from our warehouse.

4232-10 Instant Ticket Game Operations



SIGT

Partial Pack Returns - Simplified Process

In our latest installations, we have configured IPS to allow FMSRs to scan the inventory barcodes of the
first ticket in the portion of the pack being returned and the last ticket. This speeds up the partial pack
return process for both the FMSR and the retailer,

Special Feature:
One-Step Process for Partial Pack Returns

With Aurors, partial packs can be processed as “Returned - Partial” without first manually settling the
pack! Aurora IPS will automatically settle the pack and credit the retailer’s account for the tickets being
returned. This is a real timesaver compared to older systems that required a two-step approach.

Of course, if a pack was previously settled (such as by a chain) this is not an issue. Aurora IPS takes care
of the accounting automatically. according to the Lottery’s business rules.

Capability for Retailers to Process Returns Directly

With Aurora IPS, retailers could be allowed to bypass their FMSR and process returns directly in specific
instances, such as when a particular instant ticket scratch-off game has ended or in an emergency closure
of a game, In these instances, a retailer would use the same process an FMSR uses. Access to this
functionality would be for limited time periods; at other times, retailers would not be able to access the
function. This feature shows the flexibility of Aurora IPS even though the Lottery may elect not to deploy
the functionality.

Currently, we understand that retailers do not process returns. Instead, they contact their EMSR, Tel-Sell,
or the local warehouse to inform IGT of the returns. They then give the pack(s) to the FMSR who contacts
Pick and Pack. Next, Pick and Pack removes the pack from the retailer and assigns it to the FMSR. The
FMSR can then either resell the pack or return it to the warehouse. If the Lottery wishes, IGT will be
pleased to discuss with you how this process can be improved.

Further, the FMSRs do not generally need to contact Pick and Pack. They can return the pack through the
retailer terminal process and the pack then goes into the FMSR trunk stock. They then have the flexibility
to sell it to another retailer or return it to the warehouse where it can be sold/shipped to any retailer.

The benefit of performing any necessary accounting transactions immediately when a return is processed
on the retailer’s terminal is that it makes it easier for retailers to reconcile their weekly invoices. The New
Jersey Lottery and its retailers have used this approach for processing returns for more than 20 years with
great success. In that state, the Lottery ends the sales of instant ticket scratch-off games on a quarterly
basis. Retailers are notified that they have a “window” (typically 45 days) in which to process returns, and
they are provided a list of the games, which can be returned. Retailers are invoiced for any tickets they do
not return from these games at the end of the return window.
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Pack Activation

Aurora IPS allows retailers to activate individual packs of tickets when they are ready to start selling them.
'This is one feature of the system that allows the Lottery to control which packs are eligible for validation.

Auto-Activation

Aurora IPS can be configured to support “auto-activation” of ticket packs. A few lotteries have had us
configure their IPS System to activate a pack of tickets automatically when the first low-tier winning ticket
is cashed at the retailer to which the pack is assigned.

The advantage of auto-activation is that it reduces the number of problem situations wherein a player tries
to cash a ticket from a pack that the retailer failed to activate. The Hoosier Lottery (Indiana) and Rhode
Island Lottery are examples of lotteries that benefit from auto-activation.

Specific Requirements Indicated in the RFP

In the following pages, IGT addresses the specific requirements indicated by the Lottery in the RFP.

Receiving Reports and Inventory Management

Aurora IPS will provide receiving and inventory management reports for all inventory movement from
our warehouse as described earlier. Our System will provide authorized staff easy access to real-time
inventory information in the warehouse, at individual retailers, and with individual FMSRs. System
reports can be viewed on an employee’s work computer and printed, if needed.

As a shipment of tickets is received, the warehouse staff will scan incoming deliveries to properly account
for inventory on hand.

Field Marketing and Sales Representative Inventory Transactions

Aurora IPS will allow EMSRs to perform inventory transactions at retailer locations using the retailer’s
lottery terminal as they do today. This includes processing full and partial pack returns and transferring
any trunk stock in their possession to retailers. With our System, no manual forms are required to
perform these transactions. When processing a return, our new System, like the current System, will be
configured to produce two receipts, one for the retailer and one for the FMSR. The System can also issue
receipts for inventory that an FMSR transfers to a retailer.

We can configure our proposed sales force automation device to record confirmations of returns electronically.

OnePlace provides sales information in a way that allows FMSRs to instantly know if sales for each
product line (sales data to retailers by game, game type, etc.) are trending up or down by using color-
coded arrows with percentage increase or decrease indicators. It also records confirmation of returns
electronically. Additional information about OnePlace is provided in Section 4.6.8, Field Marketing and
Sales, and 4.6.9, Field Marketing and Sales Reports.
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Shift Accounting

Most retailers and chains have processes in place to reconcile their instant ticket inventory with their cash
drawers. The problem is that these processes are manual. IGT’s patented instant ticket Balancing Tool
automates these calculations.

IGT recognizes that, even with our tool, the process of shift and day accounting is challenging. We are
making a significant investment to improve the usability of this tool. The first installation of our enhanced
tool is scheduled to be in use by Q3 2017.

At the end of each shift, or the end of the day, a retailer, using the external barcode reader on the new
Altura terminal, scans the next ticket’s barcode number (on the back of the ticket) of each instant ticket
on sale. Our application then calculates the number of tickets sold for each game. Retailer and clerks
won’t need to manually record the ticket number or perform any manual calculations.

The terminal can print a report indicating the number of tickets sold by game name and/or by price point
during that period (shift or day). This report is used to reconcile the store’s cash drawer, reducing the time
required for sales clerks to perform both end-of-shift and end-of-day reconciliations by approximately
50%, in addition to improving the accuracy of the process.

SmartCount is being used on a limited basis in Minnesota and New Jersey.

Supported Inventory Statuses

Our Aurora system will recognize and record a minimum of 15 pack status classifications, including, but
not [imited to: receiving, ordering, order confirmation, activation, validation, pack validation status, pack
sell-through, settlement, inventory, missing, stolen, damaged, and Guaranteed Low-End Prize Structure
(GLEPS) Test. IGT is fully prepared to implement all of the current pack status classifications and add
additional classifications.

Retailers will be able to view (and print, when necessary) a series of inventory and sales reports on their
new Lottery terminals, as they can today. With our proposed new retailer website, retailers will be able
to view additional information about their businesses well beyond the reports available from their
Lottery terminals.

Like the current System, the Aurora System will allow authorized staff to configure terminal setup
controls for individual retailers. Authorized staff will be able to view, modify and generate a variety of
sales, marketing, and security reports for the business as a whole and for each major product category
using Aurora Performance Intel.

Aurora Performance Intel allows lotteries to gain easy access to critical information to help you manage
your business, such as:
* How many retailers are selling the new game?
»  What are the average sales per retailer of each game?
¢ Which retailers are not selling game “X” (instant ticket or draw game)?
*  Which retailers had more than “X” non-winning instant ticket validation attempts yesterday?
Last week?
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Aurora Performance Intel is discussed in more detail in Section 4.3, Reports and Interfaces.

Managing the FMSR program for five U.S. lotteries (Illinois, Indiana, Nebraska, New Jersey, and Texas),
in addition to your lottery, has helped us realize the critical need to give FMSRs timely information to
help them work with retailers to grow sales and proceeds for the Lottery. This recognition led to our
acquisition of Hudson Alley. With Hudson Alley, now part of IGT, we are able to integrate critical data
from the Aurora system’s data warehouses to OnePlace tablets for our FMSRs, our proposed retailer
website, and the benefit of the Lottery.

OnePlace is not a one-way communication tool. With OnePlace, our FMSRs can place orders directly in
the Aurora System for retailers, and we can conduct mini-surveys, quickly rolling up data daily as the
FMSRs travel their territory in addition to downloading multiple analytical sales reports. This tool also
allows us to update important information used in our predictive order calculation easily. The ability of
OnePlace to take pictures and videos and email them will be helpful in resolving issues in a timely manner.

Pack Activation for Validation and Security Purposes

As indicated earlier, all operations on packs and tickets managed by our Aurora system depend upon a
rules-based security grid, which IGT will develop jointly with the Lottery. We recommend implementing
all of the current rules unless there are some that the Lottery wants to remove or modify, IGT understands
and acknowledges that the Lottery may need to add, delete or modify, in whole or in part, the security grid
during the life of the new Contract.

Instant Ticket Accounting and Management Software Functionality

Throughout this section of our proposal, IGT has described the accounting and management capabilities
of our Aurora IPS software, which we will supply, configure, and maintain if the Lottery elects to retain
our services for the new Contract period.

The functionality of our new software is very similar to that of our current System, with major
improvements in the areas of:
e ‘'Telemarketing, which now includes advanced predictive order calculations for each retailer.

s TIntegration of the advanced predictive order calculations with OnePlace, our planned sales
force automation platform and tablets.

¢ Terminal ordering.

e Sales reporting, analytics, and visualization.
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Many other improvements in the underlying technologies that support the Aurora System and Aurora
IPS are discussed in Section 4.2.32, Instant Ticket Game Operations. Combined with the other elements
of our proposed Aurora system, including but not limited to, Aurora Performance Intel and Retailer
Management, our new system will:
= Track retailer pack inventory and sales history.
¢ Monitor inventory status, individual pack statuses, elapsed status time, and percent of
validation per pack including by game per retailer location and total summary of inventory
by retailer, as appropriate, including:
Changing the status of tickets or packs in bulk (i.e., by instant ticket scratch-off game
number, by date scanned and by partial pack).
- Allocating different quantities based on price point and individual retailer or chain needs.
* Generate auto-orders for shipment based on inventory turnover at each retailer location:
- For designated games.
- For designated retailers on a retailer-by-retailer basis.
- With the ability to cancel or adjust auto-ordering parameters.
¢ Provide same-day order fulfillment for orders generated by our Telemarketing team, EMSRs
using the OrderPad sales force automation tool, and terminal ordering:
- Terminal orders and FMSR orders will need to be entered by 4:00 pm in order to ensure
shipment the same day, like telemarketing orders today.
- Automatic ordering with stock depletion.

Game Replenishment/Auto Reorder

Aurora IPS includes IGT’s Aurora OrderStar predictive ordering software. This software supports game
replenishment, including Auto Reorders to ensure retailers always have the right instant ticket scratch-off
game inventory for their locations.

While only Georgia, Indiana, California, Missouri, and Washington have our latest predictive ordering
capability, IGT has offered telemarketing and replenishment ordering software since 1992.

Predictive Ordering

IGT’s Aurora OrderStar uses a sophisticated series of formulas designed to generate Suggested Orders that
will help retailers maximize their sales based upon their recent history and the Lottery’s sales focus. They
are predictive formulas, influenced by the input order of multiple attributes, with validations being the
primary, but not sole, attribute used in generating the Suggested Order for each game. The effectiveness of
our predictive ordering software for the California, Hoosier (Indiana), Georgia, Washington and Missouri
lotteries, as described in Section 4.6.3, Telemarketing, is strong testimony for the appropriateness of our
formulas and the attributes we use to create each Suggested Order.
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Initial Allocations for New Games

IGT’s Aurora IPS includes our Initial Distribution module for the automatic generation of orders.
Designed to generate orders for the launch of new games, it can also generate orders for a specific
game for all retailers at once at any time without affecting other re-ordering methods.

Initial Distribution has three options for automatically creating orders:

» Referenced Product: This method allows you to choose a similar game and create orders
based on each retailer’s sales experience with that reference game. The reference game can be
selected because it has the same price as the new game, the same play style, the same theme,
or all of these attributes. More than one game can be used as the reference simultaneously.

In addition, you can specify how many and which weeks of sales history to use in creating the
recommended order.

» Fixed Quantity: You can choose a fixed quantity of tickets for all retailers.

» Ad Hoc: You can provide the system with a file containing the retailer number, the game
number, and a quantity of packs for each retailer. This method is the most flexible. It allows
you to use any method to determine the appropriate quantity of tickets for distribution to
each retailer. Various ways of analyzing sales or inventory levels can be used to determine the
desired quantity.

Aurora IPS allows multiple games to be included on a single Initial Distribution order. Lotteries regularly
use the system to generate launch allocations for three, four, or five games simultaneously.

The software ensures that only retailers who are active receive an order. In addition, when used to
generate orders to launch a new game, the software automatically excludes those retailers who have opted
out of receiving new game distributions automatically. It allows the Lottery to create Initial Distribution
orders quickly, in minutes or hours rather than taking days to negotiate orders for new games with each
retailer or the FMSRs.

Warehouse Operations

IGT’s Aurora IPS software supports Warehouse Operations and includes our robust Pick and Pack
System. In addition to our team in West Virginia, the Arizona, California, Georgia, Indiana, Michigan,
Nebraska, New Jersey, New York, North Carolina, Oregon, Texas, Virginia, Washington State and
Wisconsin Lottery warehouse teams have used our Pick and Pack process to fill orders for many years.

Please see Section 4.6.7, Warehousing and Distribution, for additional information on our warehousing
and distribution program. Our system will allow our team to ship orders entered by 4:00 pm, no matter
how they are entered, the same day.
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Validation

IGT’s proposed Aurora IPS will support the secure validation of instant tickets in real time at all West
Virginia retailer sites through our proposed retailer terminals. Aurora will process instant ticket scratch-
off games produced by any firm the Lottery selects to supply instant tickets.

Aurora IPS ensures the secure, one-time-only payment authorization of winning instant tickets. IGT’s IPS
Systems supports the management of validation records for hundreds of instant ticket scratch-off games
for lotteries yearly. When a player presents an apparent winning instant ticket to a retailer, the retailer will
process the validation request using our proposed retailer terminal.

Aurora IPS then checks validation files to determine whether the ticket is a winner and, if so, the amount
won. The system returns a “pay/no-pay/claim” message, with an additional message such as “Already paid
by you” or “File claim,” as appropriate, back to the requesting terminal, and with an indication of the
winning amount, if applicable. All of your current terminal messages can easily be implemented in our
proposed System. However, if the Lottery wants to update any of the messages, the conversion is a great
time for doing just that. The Lottery has final approval of the content of all of these messages.

Since these transactions are processed in real time, terminal reports for the current day and week-to-date will
immediately reflect successful validations. When a winning ticket is authorized for payment, the validation
record with Aurora IPS is marked/flagged as “Paid.” In the unlikely event that the ticket is presented at
another retailer (or even the original validating retailer), the System will send the message “Previously Paid”
to the terminal, ensuring that all winning tickets presented for validation are paid just once.

Aurora will allow “cross-validation;” that is, winning instant tickets can be validated at any retailer
terminal in the Lottery network, regardless of where they were purchased, subject only to the Lottery’s
cashing-limit rules. The new System, like the current System, also supports multiple cashing limits based
on prize amounts. The Lottery’s current cashing limits are easily supported.
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The Vendor should describe a broad range of promotion fluctuations that are generated andjor integrated with the tarminal(s),
Svstem, and other Lottery piatforms to enhance sales and providz additional value to the playar. Venda: should describe whe
Bedbiic and secudty fagtures for such promotisns.

Respoiise Note: The Letiery has net inaximized promotional capabilities and opoortuitios avaiiabie i the industry, and
recognizes tie importance of expanding this functionality with the new System. Vendors should describe any new or additicnal
promotional opportunities and how each has enhanced sales in other jurisdictions that are not included in the Lottery’s
specifications. Estimated timeframes for development and implementation shouid be noted in proposal

Maximizing Promotion Opportunities

The West Virginia Lottery sees great opportunities from promotions during the coming Contract to
enhance sales, playership, and the play experience. You want your System to offer the flexibility and agility
to select a promotion and know that your Vendor can deliver that promotion to your retailers and players
within the designated time frame.

‘ ‘ With approximately 80% of your sales We recognize the importance
currently coming from chain stores, the Lottery of ensuring that any promotion
can achieve substantial playership and sales types you require are fully tested
goals with targeted chain-only promotions. during conversion and available to

you at start-up, and we will work
with you to create that list during
requirements documentation. In
addition, we understand that potential promotions have sometimes been at odds with the Lottery’s
accounting procedures. We invite collaboration in requirements gathering and testing for all required
promotions to ensure transparency and the assurance that your desired promotions are accounted for.

IGT's system will put the capability to develop , ,
such promotions at the Lottery’s fingertips.
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IGT brings several benefits to help the Lottery make the most of this important element of its marketing plan:
» An evolved and flexible system: IGT’s Aurora System, detailed throughout Section 4.2,
contains an enhanced promotions module. Aurora Promotions features a broad range of
functions and features for promotion development.

o Lessons learned in West Virginia and elsewhere: Customer feedback drives many of the
changes and improvements in our products and services. In applying the lessons learned,
we have expanded testing to include both customer-required and additional promotion types
during the conversion period. The Lottery will be assured that all promotions that are
relevant to its business will be fully tested and will be ready for launch at Go Live. By doing so,
we will alleviate the concerns of promotions not working correctly on the first day and level-
setting expectations.

» Understanding your promotion challenges: We will engage and involve the Lottery’s
accounting team in all promotion testing to ensure that promotion reports and interfaces
contain all necessary information.

» Deep Promotions Experience: We collaborate with our customers to develop promotion
plans and develop and launch the right promotion on the right game at the right time. This
section defines our wide range of available promotions, including and beyond those you
require in the RFP, our creative approach to executing within your required promotion types,
and presents numerous examples and the results they achieved for our customers.

These benefits and more will provide the Lottery with a new and clear view into its promotions
program and into IGT’s actions and support of your program. We are committed to helping you
maximize the success of your promotions and collaborating with you with the utmost transparency.

We will be accountable to the Lottery — personally and through promotions reporting, as detailed in
Section 4.2.34, Promotion Accounting and Reporting, for planning, implementing, and tracking
promotion results to ensure you are meeting your objectives.

Additional information, in the form of screenshots, is trade secret and/or highly proprietary and
confidential commerical information that IGT can make available for review by the Lottery during

the Oral Presentation and/or under a Non-Disclosure Agreement (or similar), as disclosure of this
information in the Proposal (and public disclosure of the same as noted in Sections 21 and 31 of the RFP)
could severly jeopardize [GT’s competitve position in the marketplace and cause significant harm to IGT
and its stakeholders.

Evolution of Promotions System

The design of our Aurora System will alleviate any concerns about promotions. Any promotion the
Lottery may choose to run, from day one, will be available and launch successfully.
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New User-Appreciated Functionality for Improved
Promotions Support

®  Upon selecting the Promotions option, the authorized user will first arrive at a Promotions landing
page that lists all active promotions.

* Authorized usars may search for any promoticn using criteria such as active, inaciive. or ended.

e Auchorized users mav saarch for any promotion (active. fitore. or past) ssing @ vasiaty of ssarch
fields such as promn 1D, promation type. and date range.

¢ While on the Promotions Landing page, a user may select the Promotion [D from the Active
Promotions list or from any search result list to see promotion details related to the Promotion
selected.

® The user may clone an existing promotion with just a few key clicks, resulting in fewer errors
{rename tha promotion, make a few changes, and good to go).

o Mzw Prometicns includa the ability to configure ¢iferent tirae ranges (start smefend time) for
each day of the week that the promation is set to run, so cn Monday the Promotion couid start at
one time and on Tuesday it could start at a different time.

Overview of IGT’s Broad Range of Promotion Functions

IGT’s experience with terminal promotions spans the majority of our U.S. and international customers.
That experience is only enhanced with Aurora, which will soon be “live” in neighboring states (Virginia,
North Carolina). Through Aurora, IGT offers a robust promotions package with a simple interface and a
variety of options for pinpointing promotions to specific audiences, combined with business intelligence
tools that refine your promotions even further. Features that once required software batch installation to
implement are now standard in the baseline product and will be specified and delivered for start-up.

Promotional offers, events, and partnerships are important tools to attract consumer attention and build
brand relevance and appeal. That effort takes a giant leap forward with our latest Aurora System, which
contains a suite of the full spectrum of promotions that will facilitate and support the Lottery’s plans to
reach new and current players alike.

IGT can offer the Lottery the following:

¢ A new Promotions solution with powerful new features that will enable you to quickly and
efficiently develop and launch statewide and local promotions by selecling parameters in a
simple User Interface (UI).

* Local site study, supported by corporate resources, of the local market to obtain input from
IGT’s corporate marketing analysts to provide critical data that the Lottery can use for
planning and implementing promotions.

® The ability and willingness to engage contractors and third-party vendors with whom you or
we already have a working relationship. This will develop complementary functionality that
enhances your capability to drive promotional and cross-promotional opportunities that meet
the needs of your retailers and player segments (including light, lapsed, and non-players).
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We will deliver this improved promotions support — and the exact promotions you desire — by meeting

with the Lottery during the requirements-gathering portion of the conversion to discuss current and future
promotion plans. Together, we will convert these to promotional parameters that will be tested prior to launch.
After launch, we will involve your technical teamn and ours with the business teams that study consumer
research, create new promotional objectives, and convert them to future promotional features.

The range of promotions that IGT offers - exceeding the ones that your RFP requires — will give the
Lottery great flexibility to strategically select particular promotions to achieve specific playership, sales,
and revenue goals. In our experience, we find that among lotteries that use large numbers of game
promotions, there is a direct correlation between the number of promotions they run and their compound
annual growth rate (CAGR) for non-monitor draw games. Qur customers have relied on our promotions
software to achieve some of the highest CAGRs in the industry.

Designing Promotions

In our new promotions System, the Lottery will enjoy additional variety and innovation that it can apply
to its program. This will enhance the play experience for existing players and stimulate trial among player

» e

segments identified in your 2015 research, including the “In it for the big win,” “Lottery advocates,”
and the “All ins,” as well as those who are not yet core players. In addition, we will help you develop
promotions that retain frequent players and attract occasional players more often by facilitating their

play and stimulating interest in portfolio offerings and, thus, expanding customer loyalty.

In support of your strategic and marketing plans, we will provide our experience in designing and
implementing promotions that reward a range of consumer behaviors, including:

¢ Encouraging players to buy a wider range of products.

» Encouraging players to try a new feature on an existing product.
* Rewarding regular players of a product.

» Enhancing the value of a non-winning ticket.

o Rewarding retailers for encouraging purchase of a new product.

We will help you develop and execute the types of promotions you want, from statewide, regional, and
chain-specific to the individual retailer level. In concert with the elements of our proposed System,
equipment, and marketing plan, we will support the Lottery’s promotions with coordinated messaging
to generate consumer participation across the retailer network.

Performance assessment is related to promotions goals, such as redemption rates, sales lift over base, or
participation rates by consumer segments.
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Creating and Analyzing Promotions

Our corporate marketing team has extensive experience creating and analyzing promotions with lottery
tearns and developing retailer incentive programs and special events. This group has worked with lotteries
around the world building promotions that drive sustainable sales growth for lotteries” good causes.

In New Jersey, the marketing team combined player promotions with retailer incentives to support the
launch of Cash4life. a new draw game that averaged $0.2C weekiy per-capita sales in the year aftar
laurcch. Thasze includec:
¢ Buy1 Getifree coupan.
* A series of street team promotions, with Lottery tents at popular summer events such as the
Seafood Festival in Belmar and the Freedom Fest in L.ong Beach Island.

*  An Ask for the Sale incentive for players and retailers, with 50 free play coupons to give away per
store when sales associates neglected to ask players to try the game.

o Asaries of Every Mth vouichers for retailer antries into contest drawings.

We will deliver this improved promotions support by devoting meetings with the Lottery to current and
future promotion plans, the first during conversion requirements-gathering. Together, we will convert
these plans to promotional parameters that we can test prior to launch. After launch, we will involve your
technical team and ours with the business teams that study consumer research, create new promotional
objectives, and convert them to future promotional features.

Among lotteries that choose to use large numbers of game promotions, there is a direct correlation
between the number of promotions they run and their CAGR for non-monitor draw games. IGT
customers have relied on promotions software and support to achieve some of the highest CAGRs in
the industry. We expect to help you achieve the same result in West Virginia,

Security Features

The Lottery’s promotions will leverage the same level of security as the System that runs the games and
accounting. For example, the source code is inside Aurora Promotions and leverages the same security
measures as the Transaction Engine. Also, transactions, such as a Buy X, Get Y promotion, will be treated
the same as any wager and be protected by the same security measures. It also provides user security in the
form of authorizations. The system can be set up so that only Lottery- or [GT-authorized users can access
or use the promotions module for promotion set up and launch.
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Promotional System
Promotic:n functions are modufar and pararnerer drivan. and prograim:med functions reguiring softvare chaages are not
acceptahle for performance of the dutizs required by this RFD for promoticns.

Promotions are confiqured with start and stz dates and times as well as parmit real time start and stop. New promotioit
fuactions are developed and implemanted by the Vender upos the request of the Lottery within 60 cays cf the Lotterv’s initial
request, Ary piagramming errors should be resolvad within twe weeks.

Promation functions are to be corfigurable for ali retailers, individual retailers, chains, individual terminai type, geographic area,
city, zip code. county, or Sales Representative region, In addition to targeted sales premctions, the System should be capable of
executing mudtiple promoiions Jefinad by the Lottery for different games, the same game. and at tha same time. Priority values
are assigned to any conflicting active promctions in order to determine which promotion(s) quaiify.

Flexibility and time to market are two key benefits the Lottery will enjoy from IGT’s Aurora
Promotions System module. It contains all of the parameters the Lottery needs to maximize the use
of promotions through customization and can help the Lottery launch new promotions quickly -
sometimes within 24 hours.

Our goal is to provide you with the tools to create promotions that will effectively engage player segments
and provide a healthy return on your investment. With approximately 80% of your sales currently coming
from chain stores, the Lottery can achieve substantial playership and sales goals with targeted chain-only
promotions. IGT"s System will put the capability to develop such promotions at your fingertips.

We will support the Lottery in increasing its use of promotions, including developing new promotion
functions within 60 days of the Lottery’s request and resolving any programming errors within two weeks.

The following pages detail the features of Aurora Promotions. In addition to the benefits highlighted
earlier in this section, the System meets and exceeds the Lottery’s requirements as it reflects improvements
based on your feedback:

s  All promotion functions in the System are parameter-driven. Because all relevant promotion
types will be tested prior to conversion, your ability to design and launch any available
promotion will not require software changes.

e The system will enable all promotions to be configured with start and stop dates and permit
real-time starts and stops. IGT will develop and implement any Lottery-requested promotion
functions within 60 days of the initial request. In the unlikely event of programming errors,
IGT will resolved them within two weeks,

s All promotion types, including those required in the RFP and the additional types we describe
later in this section, are fully and easily configurable for all retailers, individual retailers, chains,
individual terminal type, geographic area, city, zip code, county, and Sales Representative
region. The system will support targeted sales promotions as well as multiple promotions for
different games and/or the same game at the same time. A key feature of Aurora Promotions
is the capability it provides to the Lottery to assign priority values to properly determine which
promotion qualifies in the event of conflicting active promotional offers.
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The setup and testing of promotions before you bring them to market are as important as the solution.
We will contribute to promotion testing without taking extra days to launch. We know that both the
quality and functionality of the promotion and its time to market are critically important to its success.

System Support for Promotions

Your IGT system will fully and flexibly support promotions via our latest, most evolved promotions
component, Aurora Promotions. This function within the system will fully support your promotional
plans and simplify the ways in which you view, create, and introduce your existing and new promotions
going forward.

The System’s highlights are enhancements above and beyond the current system and include the
following features:
» Easy to Navigate: With a newly evolved UL, the Aurora Promotions landing page provides
a glimpse of existing promotions and gives users a multi-tab workflow that enables them to
work at their own pace.
* Simplified Promotion Categories: Of all the possible types and configurations in the
promotions universe, our experience tells us that they can be run through just four main
promotion categories, thus simplifying configurations for users.

Figure 4.2.33 - 1:

Simplified Promotion Categories

A

00000

1]

Mth Promo

|

The system will support multiple instances of these promotion types running in parallel.
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Simplification, flexibility, and capability define the hallmarks of the IGT system that will support your
promotions. The Lottery will appreciate the system’s additional benefits, including the capability to build
upon past promotions to create new ones and to custom-configure timing for your promotions.

Through an enhanced, user-friendly UL, Aurora Promotions will make promotion setup and launch quick
and easy. We can help you maximize the benefits of promotions with our System’s flexible capabilities and
collective promotions know-how. The ability to run these promotions will be available to you at start-up.

While the basic idea for a promotion is usually very simple, the actual attributes under which the
promotion operates can be very complex. Aurora Promotions enables hundreds of promotions by
classifying different atiributes as follows:

» Promotion Types.

» Promotion Prizes.

¢ Promotion Criteria.

* Promotion Text.

¢ Promotion Participation.

Aurora contains a newly enhanced promotions component. It is flexible, scalable, and feature-rich to
enable a wide variety of terminal, game, and retailer promotions to drive consumer engagement, with
a number of enhancements.

Tts capabilities can also assist the Lottery in targeting certain regions, trade styles, or player groups in its
promotion design and execution.

As important as the solution are the setup and testing of promotions before bringing them to market.
We contribute to promotion testing without taking extra days to launch because we know that the quality
and functionality of the promotion and its time to market are critically important to its success.

Our solution can run many kinds of promotions in an intuitive, user-friendly manner. It allows promotions
for any draw-based or instant ticket scratch-off game that the Lottery provides. We can work with you

to plan, create, and execute successful promotions, from researching the initial idea to planning and
implementing the promotion with retailers. We also know that your sales and marketing staff are integral
to the promotion implementation process at the retail location.

Aurora Promotions also offers activity tracking and reporting capabilities, which enable us to evaluate
promotion results and recommend new promotions. While a promotion is running, and after it has run
its course, the System can provide the reports and statistical information to determine its success.

By design, and based on global experience, we have built into Aurora Promotions an extensive array of
parameters that we have found that lotteries need most; in these cases, no software changes are required.

In fact, quick and easy promotion setup is a primary capability of Aurora Promotions. It will accommodate
your current promotions and help you develop and implement new ones that use media-driven conceplts,
second chance drawings, raffles, bonus draws, and cross-promotions.
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Promotions can be set up with little notice; they need only be created one day in advance of the first day of
the promotion. This will give the Lottery the ability to run promotions on the fly, based on certain conditions
- for example, run a Multi-State Lottery Association (MUSL) game promotion the morning after a large
jackpot is hit to sustain player interest at low jackpot levels.

Aurora Promotions will enhance the ease of use of the current promotions module and provide the
following additional benefits:
= It supports draw game promotions and co-promotions that offer incentives to motivate
non-players and loyal lottery players to play.
» It enables lottery users to efficiently build promotions based on specific criteria.
» Itallows lotteries to create promotions that are statewide, regional, by independent retailer,
corporate chain store-specific, or a combination of retailers.
» The System assigns a unique promotional ID for every promotion in the gaming System.
»  The System separately tracks instant scratch-off game tickets used for promotions from those
distributed by normal/retail processes for the same game.
» The Promotions application supports each draw game, including the type you require as part
of promotional planning as well as additional promotions that we identify later in this section.

e 'The System supports prizes of cash or merchandise, or both.

Aurora Promotions is highly configurable, which means that the Lottery’s marketing staff or any authorized
user can implement promotions quickly and easily. In minutes, and without the need for any IGT intervention,
the Lottery can have a promotion for the entire retailer network set up and ready to launch.

On the Aurora Navigator home page, in the Promotions box, authorized users click Create Promo. On the
Promotion Overview page, they then enter the applicable information. Creating a promotion in Aurora
Promotions requires minimal navigation because each page is available as a tab.

When authorized users fill in or select the information for each field on each tab, they have just created
the promotion and can then enable it.

Whether updating an existing promotion with new dates, changing a promotion completely using a
variety of configurable characteristics, or setting up an entirely new promotion, the Aurora Promotions
application makes the task simple.
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Promotion Grouping

Aurora Promotions will enable targeted promotions to virtually any group defined by the Lottery. The
Aurora Promotions module also offers a vast array of promotion types, e.g., those designed to introduce
players to new games and those that inform players about new ways to play existing games.

Promotional management includes:
» Targeted delivery — deliver to all retailers or specific groups.
= Highly customizable promotion attributes — types, prizes, criteria, text, and participation.

* Leveraging of promotion “best practices.”

With Aurora Promotions, the Lottery can create custom groups for targeted promotions with a simple
parameter screen. Our parameter-controlled interface affords optimum flexibility in terms of promotion
and message creation for targeted marketing purposes. For example, the Lottery can easily tailor
promotions with an individual chain, such as Go-Mart (103 locations) or Little General (107 locations),
West Virginia’s most prevalent and Lottery-friendly chains, to reinforce the ability to help the chain
include Lottery games as part of its rewards program and customer-acquisition activities.

Within Aurora Navigator authorized users can create retailer groups through predefined criteria, such as
zip code, business class, EMSR, and a specific game - for example, all retailers who sell draw, numbers, or
instant ticket scratch-off game products.

Groups can also be created by manually assigning retailer numbers to the group. With Aurora
Promotions, the Lottery can truly refine groups so that promotions reach targeted players.

Once a group is created, authorized users in Aurora Promotions can assign a promotion to that group
only. This function can be used to:
+  Create groups for product placement, such as launching a new game in a specific
market segment.
* Run a promotion, such as Buy X Get Y, in a target retail group, such as retailers in a
specific geographical region or chain.
» Asasignificant enhancement, apply groups to Aurora MultiMedia shows, given
appropriate planning, with targeted advertising pages to support specific group delivery
of promotions.

The group options can include trade style (using Standard Industrial Classification [SIC] codes),
corporate account, zip code, sales region, terminal type, and sales level, or any other custom grouping of
retailers. These groups can be used for many purposes, such as promotions, messaging, and email groups.

Once data is captured, our system enables two types of groups:
e  Static: Any collection of retailers grouped together that do not share a common data element.
¢ Dynamic: A collection of retailers with common data elements such as zip code or chain ID,
such that when a new retailer gets approved to sell Lottery tickets that share the same data
field (such as zip code or chain ID), it dynamically becomes added to the group.
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At this time, to our knowledge, IGT is the only Vendor with such proven capabilities and extensive
experience in providing true promotion grouping across so many jurisdictions.

Grouplng a Benefit in Grocers and Chains

Washlngton s Lottery has benefited from the custom grouping
functionality by offering lottery terminal-printed raffle vouchers
POWERD as part of 3 promotion at Safeway siores exclusively.
Veashington s Lettery also vuns other chaln-spedific promistions

inchiding a recent Sun & Sand Safeway promotion. Th:.-.
promotion enabled Safeway customers to Buy X, Get Y, with a
voucher prize to mail in for a chance to win a vacation package.

INSTANTLY WIN A

An additional example includes the Fred Meyer “On the Spot”
promotion, which only allows Fred Meyer Altura® and self-
snrvice terminals to participate. !n this promotion. W as'wingfo"’

— Lottary vsed the Svery Nth promotion featurs, in which every
15tn $10 draw ticket provided 2 coupon goad for a $50 Fred Meye gift card.

Promotions entered through Aurora will enable the Lottery to run promotions similar to these.
Promotions can also be prioritized.

f.

Supporting Your Priority Promotions

ST Our system has the ability to set a priority for a promotion so the systemn will
default to the promotion with the highest priority. This will enable the Lottery
to have long-running promotions take a back seat to promotions that it
wanted to run for shorter, more time-sensitive periods, such as on weekends, during seasonal sporting
events, atc. The Florida Lottery used this functienality during its 2012 “Flerida Lotto Love” promeiion,
featuring a Buy X, Get Y promotion running (Priority 50) as well as an Every Nth Coupon promotion
(Priority 75). Since the Every Nth promo had a higher priority, the system defaulted to that promotion.

Promotion Filters and Triggers

Aurora Promotions offers several filters and triggers (such as every Nth ticket, buy X get Y, and buy Y get
Y) that allow a user to receive a promotional incentive, such as a free play ticket.

The System supports issuing free Easy Picks (where the System picks the player’s numbers), as well as single-
board or muiti-board plays for any and all games, at various dollar amounts, or any combination thereof,
for coupon redemption.

The System can provide a coupon or additional ticket for every Nth ticket and award a prize to a customer
who buys a specified ticket that happens to be the designated Nth ticket purchased System-wide.
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The System allows discounts to be enabled/disabled just as any promotion or trigger for coupons and
promotions can be. The System generates reports on discount quantity and dollar amounts separate from
the number of plays. We provided this functionality in California, Missouri, New York, and Louisiana.

IGT worked with the Wisconsin Lottery to offer a free play promotion on the Wisconsin Megabucks
game. During the prometional period, which it called MegaPlay Days, players who purchased Megabucks
tickets valued at $5 or greaar recaived a bonus ticket with two additional plays for the following draw.

In summary, IGT’s Aurora Promotions will provide the Lottery with enhanced functionality and
flexibility as well as the transparency and accountability necessary to maximize the effectiveness of your
promotions. Aurora Promotions has completely simplified the promotion process and incorporated
innovative functions that will enhance and speed promotion setup and launch - all further facilitating
the Lottery’s promotions program.

Proposed Promotions Solution

Vendor's proposal should describe its solution for promotions, specifically, providing promotion funciions that include but are not
limited te:
fnstant or draw gams purchase or validation used tc trigger a promotional event (BUY X. GET™Y) by game, play type.
piay amount, purchase amount. andfor multidraw count issuing a free ticket for the same or ancther instant or drawv
garme {with amount and specifications changeable and determined by the Lottery), a coupon ticket, a seiizlized second
chance ticket, o an entry slip ticket:

s Variable tizket count used to trigger a promational event (Nth ticket) by game, play type, play amount. purchase
amount, and/or muit-draw count issuing 3 free play ticket (mirrors original viager or Lottary a coupon ticket, 2
seriafized second chance tickat, or an entry-sip ticket;

Prize percentage increase cr manual increase by game and/or prize level for specified winning wagers which may o7
riay not include drawing an additional winning number or set Of winning numbers;

o Multiohier function pesmitting a1 additional wager for a chance to multiply base prizes for each drawing (e.g. Travel
Keno with Bonus);

Multiple drawings for the same game within one day (day/night} with the same play for both diawings;

«  Multi-game easy pick ("Samplar”) producing twvo or more plays for different games and may er may ot inclide &
discouinted piay, and
Additional wager whereby a player has the option to play additional randomly selected nurnbers ("Spiel”) than the
regularly drawn numiers.

Messaging cn original trigger ticket must be variable and used to alert the player and the retailer that an additiona! play, coupon,
or ticket has been issued.

We look forward to collaborating with the Lottery on its promotional program. Qur solution goes beyond
the systems and the types of promotions we can make available to you. It also includes expert support in
promotional planning, including the following basic steps:
s Analyze: We will work with you to conduct pre- and post-sales analysis of particular
promotions in particular time periods. This enables us to compare sales of the game during
the promotion to sales during non-promotion periods. The following figure shows an
example of such an analysis of a Red Ball promotion from four customer sites.
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Figure 4.2.33 - 2:

Jurisdiction Promotion Mame Sales Impact

Virginia Pick 3 Fun Ball Payback Pick 3 1.84%
Ohio Pick 3 Red Ball Pick 3 10.55%

»  Collect: In addition to analyzing your promotions, we will gather information from our
database of promotions conducted among our customers. By doing so, we can analyze the
success of certain promotions in other jurisdictions.

» Recommend: Our evaluations will determine if we recommend particular promotions to you
based on their success in other jurisdictions. Success in one place does not guarantee success
in another place. We will recommend that the Lottery adapt only those promotions that are
relevant to your player segments, games, and overall business.

Our overall approach to promotional planning will be based on what’s important to you, including,
for example:

+ FMSR program.

¢ Grouping promotions.

* FMSR tracking.

Throughout the Contract period, we will look forward to bringing product and promotional initiatives to
the Lottery’s attention for your consideration. We prefer to base our discussions on actionable data, which
we will share with you at scheduled meetings and as warranted.

West Virginia Lottery-Required Promotion Types

IGT’s system includes all of the promotion types required by the Lottery. The following pages define how
these promotion types appear in the System, describe the promotion, and provide examples of how they
have successfully enhanced sales for our customers. We direct your attention to the promotions that were
conducted in collaboration with chain stores. Given that 80% of your sales are generated through chain
stores, IGT recommends and can provide chain-only promotions as a potential strategy for your
promotions program.

Subsequent pages identify additional promotion types that IGT will make available to the Lottery.

We reiterate that each of these promotion types, if desired by the Lottery at requirements gathering, will
be fully developed and tested during the conversion process. This will ensure that all desired promotions
will be available from day one of the new Contract.
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Buy X, Get Y

Buy X, Get Y is the most prevalent promotion found in marketing plans. It can be created and presented
in numerous ways to achieve desired player attraction and engagement goals. The Lottery can also use
promotions as a way to co-promote products with its retailers and with other consumer goods providers.

Buy X, Get Y is defined as the ability to base the “X” on a transaction cost versus ticket cost and play type.
This promotion uses the appeal of popular products to encourage trial of new and lesser-known products.
It can encompass numerous configurations, including players who purchase X draws of a specific game
and receive Y draws/boards of the same or different game free, at a discount, as a second chance prize and
more. It can also reward higher than average price per ticket.

The following IGT examples fall under the Buy X, Get Y category of promotions. We note in the examples
if they are also referred to by another name.

Traditional Buy X, Get Y

Figure 4.2.32- 3:

[FEEE TICKET
GIVEAWAY

of AY awr Mosfuhor oo

Sales increased 12.1% comparing the 13 weeks pre-launch to the 8 weeks throughout the promotion.
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Cash Prize

Cash Prize promotion is a Buy X, Get Y promotion that awards monetary prizes during the promotional
period based on the Lottery’s criteria, such as Nth player receives $X instantly.

Figure 4.2.33 - 4

Cash Prize Rhode Island
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From June 1-14, all players spending $10 or more on a single Lucky for -
Life ticket will have the chance to win 5100 INSTANTLY at the terminal.

- Atrailer ticket will print from the terminal. The player mustthen bring
the ticket to the Rl Lottery headquarters to redeem the prize. All players .
who redeem their prize will also be entered into a drawing to win one of .

5 $1,000 second-chance prizes!

''''' - - - - - - - - - - - - -

Sales increased 20.8% during the two promotional weeks (comparing 13 weeks pre-launch) and 5.0%
comparing 13 weeks pre-launch to 10 weeks post-launch (most recent week available).
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Serialized Coupon

With a serialized coupon, a promotion produces a bonus cash voucher which can then be redeemed for
cash, a free ticket, or a specific lottery or non-lottery product. It can also apply to coupons generated on a

corporate retailer’s mobile app.

Figure 4.2.33 - 5:

Coupon: New Jersey

CELEBRATE TODAY!
Happy

1" ANNIVERSARY : June 1~ June 14
Buy 844+ of CASH4LIFE,
got %1 off counon for
Powerbail with Power Play
Quick Pick!

NEWVY JERSEY LOTTERY

CASH
i

OME YEAR & OVER §30 MILLIOMN WEON!

. The New Jersey Lottery is celebrating its first anniversary of its Cashabife game this *
. June! Players spending $4 or more on a single Cash4life ticket during the promo ~
« period will receive:

* June 1-14: $1 coupon for Powerball with Power Play

= June 14-28: 31 coupon for Mega Millions with Megaplier

More than 4.1 million coupons - 4,121,554 to be exact — were produced with an overall redemption rate
of 58%. Sales during the promotion increased nearly 2%, while in previous weeks they had been declining
at about 2% per week.

Via Aurora Promotions, the System will also validate Lottery-sponsored coupons and promotional items
and provide System-generated barcode numbers to the Lottery for printed or electronic coupons.
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Raflla
A raffle is a Buy X, Get Y promotion type that awards a raffle ticket redeemable for a non-lottery product.

Figure 4.2.33 - 6:

Raffle Promo (Rhode Island)

W

March 16 ~ Barch 30, 2014

tet a ‘Lachy Bafile Ticket"’
for & chazee to win 3§00
when you spenk 38 ox mote
om § Tmcky fox Lifs® Ticket!

Get a Lucky Raffle ticket when
you purchase 8% or more on
1 Lucky for Life Ticket

March 16-March 30, 2014

Top Prize $400

Wasming Raitie Numbers wilt be
postid on this page {serot
down) by 108m the next day.
Results for Friday, Saterday
and Sunday will ba pestad on
Menday.

“Lvoiey Rnfia Ticket! o I
roguired to claie prize, S g gty

Taftte telorts e grod for aaly
S Srowing b0 By evsty dayd

Sales were up 6.1% when comparing 13 weeks pre-promotion to the two weeks during the promotion.
Weekly sales averaged $128,755 for the two weeks.
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Second Chance

A second-chance promotion is a Buy X, Get Y promotion type in which non-winning tickets can
be entered into an additional drawing; typically, the player enters a code via the lottery’s website.

Hoosier Millionaire Tickets |

The promotion generated 518,772 total entries.
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Every Nth

An Every Nth promotion involves a ticket that issues a prize to a customer who buys a specified ticket that
happens to be the designated Nth ticket purchased at a terminal. The following are both examples of a
successful Every Nth promotion.

Gift Card Giveaway

Figure 42,33 - 71

S H.Luoll

INSTANTLY WIN A

Washington’s Lottery hosted two concurrent co-op promotions with two of the state’s largest chains. In
Albertsons locations, all players spending $5 or more on a single Mega Millions ticket had the chance to
win a $50 Albertsons gift card; every 60" player received a voucher for a gift card.

Two hundred and two (202) gift card vouchers were awarded at Albertsons locations, with 186 redeemed
for a 92% redemption rate.
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Bonus Casn
In Missouri, the Lottery created an Every Nth promotion on its Pick 3 Bonus Bucks game.

A numbered raffle ticket followed every $1 or greater Pick 3 single-ticket purchase for that day's draw
(midday or evening).

Once a week during the four-week promotion, a drawing was held for the raffle numbers issued that week.
At each weekly drawing, the Lottery awarded:
e $2,500 CASH (16 total prizes) at each of the four weekly drawings, four prizes of $2,500
were awarded.

e $10,000 CASH! (4 total prizes) At each of the four weekly drawings, one prize of $10,000
was awarded.

At the final drawing on March 1, one grand prize of $50,000 was randomly selected among ALL of the
raffle numbers issued during the entire promotion, giving players two chances to win cash during the
raffle drawings for each qualifying purchase.

Eligible players also won $10 instantly during the raffle promotion.
« More than 350 times per day, a "Bonus Cash” voucher printed with a minimum $1 Pick 3
ticket purchase for the current or same-day draw, good for an instant $10.
o  The terminal played a special tune and the Vacuum Fluorescent Display (VED) sign flashed
a "You've won $10!" message to alert players that they won.
s Every player who purchased a qualifying Pick 3 ticket received either a raffle ticket for the
designated drawings OR a Bonus Cash voucher for a $10 instant prize.

As a second example, we provide a description of the Club Keno Playmaker bonus Raffle and Bonus Cash
Promotion, in which players could win $7, $3 or $2 INSTANTLY whenever they play Club Keno, with an
average of 1,500 instant cash winners awarded every day during the promotion. At random intervals, a

Bonus Cash voucher will follow a Club Keno purchase for the current drawing. A special tune will play on the
terminal, and the Bonus Cash voucher will print from the terminal immediately after the Club Keno purchase.
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Prize Percentage Increase

A prize percentage increase is a promotion through which, for a predetermined promotional period, such
as “Happy Hour,” the System allows winning tickets to award increased prizes (by X%) for all tickets or
tickets meeting certain draw, board, or winning division requirements.

IGT customers have used this promotional feature, including the Arizona, California, Florida, Georgia,
Kansas, Michigan, Minnesota, Missouri, New York, North Carolina, Oregon, Rhode Island, Tennessee,
Virginia, and Wisconsin Lotteries. We highlight the following success stories from New York and
Michigan. This promotion can also be called a Markup Prize promotion.

Figure 4.2.33 - 8:

Markup: Mew York

L@!ﬁﬂ@, AT

600-1 PAYOUT 6000-1 PAYOUT

Evm'nnsdayln Fobruary yegutar prizes

ISR W 0 WIS (Db BT PR INTT0T e D B AT LMD TR RO

Throughout February, all prizes on midday fevening Numbers ticket

Tuesdays and Win 4 tickets sold on Wednesdays increased by at le
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Comparing 13 weeks pre- and post-promotion launch, sales of Numbers and Win 4 were up 3.4% and
5.5%, respectively.

Figure 4.2.33 - 3:

Sample Bonus Payoff Promation

[ﬁichig_an Doubler Days

3 & 15 a cance 1o
- W EWANSR S D EUBLE
i G\S % YoURPRIZE!

NOW UNTIL APRIL 2"

HOW TO PLAY

From now until April 2nd, random Chub Keno tickets will be prirted with a

DOUBLER miessage {see image to the left). Any Club Keno prizes won on these

tickets will be doubled. I a player purchases a multi-draw ticket with a DOUBLER

message, all winnings accrued in all drawings on that ticket are doubled.

Club Keno tickets must be valid winners to be eligible for the doubler winnirgs.

A DOUBLER message itself does ot denote a win.

The DOUBLER applies to all Club Keno base game and Kicker prizes. Jack prizes

are not eligible for this promotion. J
— —_—
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Multiplier

In a multiplier promotion, the Lottery will pull another number - and signify it as a bonus, or pull =
multiplier at the beginning of the game - for an additional dollar.

Figure 4.2.33 - 10:

LIMITED TIME FEB. 1-29, 2016

163

chance that the Lightning Ball

The Wisconsin Lottery provided a Lightning Ball promotion on Megabucks, in which every Nth ticket
was a lighting ticket, received a lighting ball number, and the Lottery added a prize level for Megabucks.
For example, if players matched 5/6 plus the Lightning Ball, they won a prize. The jackpot could only be
won for matching 6/6. Results included:
* Megabucks:
- Promotional sales up 15%.
- Post promotional sales down 4% (two months).
o Badger5:
- Promotional sales up 17%.
- Post promotional sales up 5% (three months),
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An additional multiplier example can be found in Georgia, which ran a Super Bowl Keno Bonus Hours
promotion. In this promotion, the Lottery offered 30% higher payouts on all winning Keno tickets during
particular two-hour intervals on three dates leading up to and including Super Bowl Sunday.

Multiple Drawings

Multiple drawings are a popular promotional feature that we run with more than half of our customers -
it’s effective for jurisdictions in states where such drawings are permitted.

Typically, lotteries add draws on a permanent basis through the Aurora Transaction Engine and its product-
management application. Examples of this include adding midday draw sales for a game that had previously
been drawn only at night or adding a Sunday draw. The included software module has the capability to vary
draws to create drawing events. The software (whether Transaction Engine or Promotions module) allows
you to make temporary or permanent changes to the number of drawings per day. We can vary the number
of draws per game, number of draws per week, and the day on which drawings are held. Some lotteries will
move the draw date for certain games to accommodate major holidays (Christmas, for example).

Aurora enables those types of events.

Flaure 4.2.33 - i1
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On March 31, 2008, the North Carolina Education Lottery (NCEL) added a second daily draw to its Pick 3
game. Following the success of adding a second daily draw to its Pick 3 game, a draw was added to Pick 4.
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Comparing 13-week pre/post transition, Pick 3 sales increased 22.5%; this positive effect was magnified as
time went on, with the spike increasing to 53.4% comparing the 52 weeks pre/post transition.

The Pick 4 transition saw an even greater immediate effect of the additional draw; sales were up 46.6%
(13 weeks pre/post) and continued to climb throughout the year, with a 56.4% increase comparing the
52 weeks pre/post.

Sampler

The “N-Pack” promotion functionality allows a user to identify “N” number of games to include in a
sampler promotion. A discount (or free ticket) can be applied to the bundle of tickets. The discount or
free ticket is applied to the last ticket configured in the N-Pack. This is a multi-game Easy Pick (random
generation), whereby the system automatically generates additional plays, either with or without a
premium. We have worked with many customers, including Florida, Nebraska, Arizona, and Minnesota,
and highlight a sampler promotion from Wisconsin in the following example.

Figure 4.2.33 - 12:

Sample Sampler Ticket Promotion

@isconsin: Lucky 7

e For $7, a player will receive a Guick

LUCKY 7 |75, RSt

Badger 5, Pick 3 and Pick 4

EERERD » Tha $7is for a $2 wager on
| AT Tr e Powerball; $1 wagers on Mega
KB Millions, Megabucks, SuperCashl,
and Badger 5; and $.50 box plays

on Pick 3 and Pick 4

\

Spiel

EZMatch is a game add-on that can be used as a promotional feature on a daily game. The add-on gives
players a chance to instantly win up to a particular amount of cash. By adding EZMatch to a base game for
$1, players can achieve a 1 in 5.1 chance to win a cash prize (typically from $2-5500) that can be redeemed
instantly, just by matching the EZMatch numbers to their game numbers. Qur South Dakota customer
experienced a 44% increase in sales from the EZMatch enhancement. EZMatch sales are incremental and

have caused a large increase in base wager spending.

Messaging on the original trigger ticket can be configured to be variable and will be used to alert the
player and the retailer that an additional play, coupon, or ticket has been issued.
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Additional Available Promotions

Free Play

Aurora Promotions offers several filters and triggers (such as every Nth ticket, buy X get Y, and buy Y get
Y) that allow a user to receive a free play ticket. The amount and specifications of the free play will be
changeable and determined by the Lottery at start-up and during the promotion. The System supports
issuing free Easy Picks, single-board or mutlti-board plays for any and all games or any combination for
coupon redemption

Figure 4.2.33 -13:

Sample Free Play Promotion

. * Throughout the entire month of

. March, any piayer who purchases a
Pick 3 or Pick 4 ticket has the
chance to instantly win a FREE
1-Off ticket

¢ The ticket is printed directly from
the tarminal at the time of purchase

\

Sales of Pick 3 and Pick 4 increased by 2.3% and 6.1%, respectively, comparing the 13 weeks pre-
promotion to the five weeks throughout March.
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Cross-Promotion

Aurora will support promotions between products that allow for discounts (e.g., buy “X” amount of Game A
and get “Y” amount of Game B free). This function will be tested and operational at Go-Live. This particular
cross-promotion depicts what we call a Partner Prize or Partner Play, a Buy X, Get Y promotion in which
the purchase of a Lottery ticket generates a voucher for a free item in the store. To ensure this meets with

the Lottery’s accounting rules, we will work with your retailers, including corporate chains, to provide such
special incentives to your players.

Figurs 4.2.35 - 14;

Partner Prize

MEGA MILLIONS
MEGA THIRST

Buy 35 or more of Maga Millions,
Got a free 25 oz, Arctic Sol Water
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Available at all 16 rest stops along the New Jersey Turnpike and Garden State Parkway, the New Jersey
Lottery offered a free 25 oz. Arctic Sol Water for all players spending $5 or more on a single Mega
Millions ticket.

By week 10 of the program (13 weeks overall), 5,078 of 9,214 issued coupons had been redeemed, for a
55% overall redemption rate.

This promotion type can also work in reverse, with the purchase of a non-lottery item providing the
opportunity to get a free lottery ticket.
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Both draw and instant ticket scratch-off game products may be cross-promoted in combinations (namely
draw-to-draw and instant scratch-off ticket-to-draw). Understanding from our lessons learned in West
Virginia that your desired promotions require testing during conversion, we assure the Lottery that our
system will support draw games as prizes for instant ticket scratch-off games. The Missouri Lottery
launched $5 Powerball and Mega Millions instant ticket scratch-off tickets designed to create synergies
between the classic draw games and the instant ticket scratch-off portfolio.

Should West Virginia opt for this opportunity, it can help to attract draw-game players to your instant
ticket scratch-off games and vice versa.

rigure 4.2.33 - 15:

7

TFIT o

Cross-Promotion: Missouri Powerball and Mega Millions Instant Scrat

The first release of the ticket, launched in May 2013, indexed at 143 against all other $5 games. The second
release, launched in April 2014, indexed at 172 against all other $5 games.

This strategy can also be used to leverage strong awareness of in-state games such as Cash 25.
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Voucher

A voucher promotion awards a voucher redeemable for a non-lottery product in exchange for a particular
lottery purchase. Qur customer in Washington runs a monthly promotion specific to its corporate chains.
The retailer, in turn, supports the program by offering the non-lottery product - in this case, a gift card. This
specific voucher program combines the characteristics of both a Buy X, Get Y and an Every Nth promotion.

Figure 4.2.33 - ié:

Purchase a $10 Powerball ticket
from any Fred Meyer vending
machine for a chance to win a

$50 gift card!

Voucher prints automatically
from machine

Purchase o 810 Powerball ticket for your chonce to instantly Overall odds Of winning a gift

b1t §50 Fred Sift Card = .
. M ' =g card are 1:29

Washington’s Lottery hosted two concurrent co-op promotions with two of the state’s largest chains. In
one, in Fred Meyer locations, players spending $10 or more on a single Powerball ticket had the chance
to win a $50 Fred Meyer gift card; every 30™ player received a voucher for a gift card.

Three hundred fifty-two (352) vouchers were awarded at Fred Meyer locations, with 322 redeemed for an
astounding 91% redemption rate.
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Payout on Two Sets of Winning Numbers

IGT has worked with many lotteries to execute this type of promotion, including Kentucky, Michigan,
New York, and Virginia. Aurora allows for the drawing of two winning numbers (set of winning
numbers). The second set of numbers is considered a bonus payout.

Figure 4.2.33 - 17:

Payout on Two Sets of Winning Numbers

WHEN THE GREEN BALL
POPS UP, YOU GET A Ma

SECOND CHANCE TO WIN! ‘%E

AYAILADLE OM MIDDAY AND EVEMING DRAWER ADF" 5

Go Grean with Grean Ball! Avallable March 23 - April 5!
When the Green Ball is drawn, a second set of Pick-3 numbers will ba drawn for an additional chance to win.

Watch the Plek-2 Green Balf drawing on the Watch Drawing teb or by tuning into the avening drawings
on channels PHL 17 and PIX 11 at approximately 7:58 p.m.

o

TWICE DAILY

FIOK § BRICE YOU FUNL E{aTamant AN SRiZEs,

Sales of Pick 3 during the promotion were up 11.9%, comparing the 13-week period prior. Comparing
13 weeks pre/post promo, sales were up 6.8%.
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Available Game Promotions

Discounting

Discounts plays can be provided on specified games. Discounts can be offered automatically or with a
coupon. We understand the challenge of accounting for free tickets, in that the Lottery has not run raffle
promotions. We will work with the Lottery to solve this accounting issue should you require discounting

promotions in your coming Contract.

Figre $.4.33 - 18

Discounting: Michigan Super Rufﬂe
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The Michigan Lottery offered a $5 discount off the $50 price of its $2,000,000 Super Raffle IV ticket on
the first 50,000 tickets sold. 250,000 tickets were available for purchase overall.

The 50,000 discounted tickets sold out in less than two weeks; $2.03 million and $1.09 million worth
of tickets were sold in its first two weeks on the market. Overall, 215,596 total raffle tickets were sold,
producing $10.8 million in sales.
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Match Xof Y

In this type of promotion, the Lottery adds a temporary extra winning level (division).
Figure 4.2.33 - i9:

Match X of ¥: New York B Lﬂmwr
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The New York Lottery hosted a “Bonus Lotto Week” that added three prize tiers to the standard Lotto
matrix: Match 2, 3, or 4 + the Bonus Ball to win a Bonus Prize.

Sales during Bonus Lotto week were $3.841 million with a $13/$14 million jackpot, compared to $3.823
million with a $15.2/$16.5 million jackpot the week after. With 55,866 additional winners, 40.7% of all
players who won a prize during Bonus Week won a Bonus Prize that wouldn’t usually have been paid out!
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Web Codes Promotion
For several types of promotions or promotional features, IGT can print a specific web code on the

game ticket.

Figure 4.2.33 - 20:

Sample Web Codes Promotion

[Missouri: Second Change of a Lifetime)

ENTER NON-WINNING
SCRATCHERS AND
DRAW GAME TICKETS

FOR YOUR CHANCE TO WIN!

r e “
* All summer lang, players can enter ALL non-winning scratchers and draw game tickets online
for the chance to win the trip of a lifetime, including alrfare, accommodations, ground
transportation, and $2,000 spending cash. Three lucky winners will choose among:
# CMA Awards: Nashville, TH 2 South by Southwest: Austin, TX  + Bonnaroo Festival: Manchester, TN
¢ Coachella Festival: Indio, CA  + Stagecoach Festival: indio, CA
* And 30 more winners will receive $1,000 cash!

.

IGT recently started similar promotions in California on a Super Lotto second chance promotion, and in

Indiana on Lotto.
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Kicker
A kicker promotion enables players to win an additional prize by matching their selected numbers either
forward or in reverse order. It is typically played for an additional $1 on a classic lotto or numbers game.

Figure 4.2.33 - 21:

Sample Kicker Promotion s

| Michigan: Daily 4 Doubler]

H  You Play Lottery Draws Ynuwﬂfl!
1,337 | 9325 (s1,000

DOUELES wits

VO e arw not e gikie for this grematen

During the Michigan Lottery’s Daily 4 Doubler promotion, Daily 4 saw an average weekly sales lift of 2%

compared to the 13 weeks prior.
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Variable Commission Rates

For certain draw and instant ticket scratch-off products, defined by the Lottery, commission rates may
be set differently from the default value. For certain retailers or retailer subsets, commission rates may be
temporarily or permanently set differently from the default, as defined by the Lottery. Through Aurora
administrative screens, retailers can be defined as having a different commission class from the default.
Commission classes are initially defined in the System specifications, and additional classes can be added
to the System as required. Commission rates may be set for one or more days, or any portion of a day.

Some lotteries have used temporary increases in retailer commission rates to build a strong foundation for
new game launches. Using Aurora Promotions to make such temporary commission changes quickly and
easily on the Systern gives lotteries a great tool to foster retailer attention to new games. By the time the
commission bonus expires, players have adopted the routine of playing the game

Figure 4.2.33 - 22:
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Flexibility: Statewide to Single Store

QOur new Promotions module is agile and parameter-driven. If the Lottery wants to turn on certain
promotions for chain stores or provide a promotion to specific zip codes, etc., our system makes selective
grouping available. IGT pioneered the algorithm that gives lotteries the capability to deliver this feature.
Aurora includes a complete, parameter-controlled mechanism to afford the Lottery optimum flexibility
in terms of promotion and message creation for regional or otherwise targeted marketing purposes.

Within Aurora’s Promotions module, authorized users can create retailer groups through predefined
criteria, such as zip code, business class, region, territory, or specific game. Groups can also be created by
manually assigning retailer numbers to the group.

We acknowledge the Lottery’s currently offered promotion types and assure the Lottery that our System
will support them. For example, the proposed Flex terminal will provide a button that will enable
initiation of a specified promotion, such as terminal-based game bundles. The System will track how
many times each button is pushed and which sample games came out of the terminal. All such
transactions are tracked through Aurora Performance Intel.

In summary, IGT is positioned better than ever to provide the level of support for increasing and
enhancing your promotional program. In addition to having a wide range of promotion types available
and long experience helping customers with successful promotions, we offer a system that makes it fast,
easy, and transparent to set up and launch promotions. We will be accountable to the Lottery for every
promotion. Those you desire for your next Contract will be available, beginning on day one of the new
Contract, and we will work with you to build your program to maximize sales and revenues.

4.2.34
Promotion Accounting and Reporting

The System shouid support promotions and tasks relzied to promctions and sheuld be corfigured to perform aperaticnal tasks
accounting and reporsing functions necessary for all promations. Additional specifications for defining promotions sad other
System requizements for promoticn operatioas, accounting. and reparting are inchided beiow and should be described in
Vendor’s proposal.

Proving the Worth of Your Promotions

Across the lottery and consumer product industries, it has historically been difficult to provide the worth
— or return on investment (ROI) - for promotions. IGT acknowledges the importance of measuring ROI
for promotional dollars. We will provide sales reports that will allow the Lottery to measure before and
after a promotion is run. The evolved business intelligence system that underpins promotion accounting
and reporting has been developed with IGT customer marketing directors, from Georgia, North Carolina,
and elsewhere, assuring the Lottery of support and services that are customer-approved and appropriate
to the task.
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* Promotion transactions are uniquely identified and associated with prorer game(S) accounting to record counts. discourts,
wredits, boavses, commissions. and other promoticna) activities so then inay b ditroguizasd T staadard counts, dscounts,

. Bnsuses. cominissions, and olner activitias that 3.2 ot ol 3 proriovional nature. Retaitar commission 20d bonuses for
cashing or issuing a promotion ticket will be varied and paid cn a per prometion basic and tracked indepandentiv as well as
suinmarily. The System prodices promotion summary and transaction reports defining outstanding liabilities and claimed
amounts. [hese reports are available through managernent workstations, standard terminals, self-service terminals, Field

Marketing and Sales Representative devices, andintegrated into alf standard reports;

Analysis Options: Effectiveness of Game Changes, Promotions, etc.

New games, core games, and the associated game promotions provide the main areas of inventory and
sales analysis of instant scratch-off ticket game promotions. Draw games and promotions rely on sales
data to validate performance.

For example, leveraging Performance Intel’s Scratch Tickets performance module, $2 price-point games
can be analyzed by varying dimensions (sales rep or district manager), historical trend, and business type
to narrow the focus of poor Year-Over-Year (YOY) sales.

Promotions are critical to selling, upselling, or cross-selling games, or simply creating game awareness. To
see if your promotions investment is working (having the intended impact on sales), Aurora Performance
Intel can provide a variety of reporting and analysis options. Tracking sales of any demographic - and
drilling down to retailers, chains, or selected segments of retailers or chains by relevant time dimensions,
game or game categories, and the associated DMs - can help you better understand your promotions and
provide the insight needed to adjust future promotions. One sample report shows draw games sales by
retailer. Filters and prompts can be added or changed for the appropriate drill-down and analysis relevant
to the promotion or game change. Prompts and filters are available in all reports and data visualizations in
Aurora Performance Intel. Looking at any time period affords a user control over the relevant time period
of game sales that can be associated with a game change or a promotion.

Figuie 4.2.33 - 23:

V= T

Analyzing Retailer-Level Sales to Learn the Impact of Promotions and Game Changes s
Made Easier (and Interactive) with Prompts and Filters

Manthly Validation Sales by Retailer
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Another example shows a rates-of-sale dashboard that includes links to tabular reports of selected instant
ticket scratch-off games. These metrics may point towards the need for a new promotion if the rate is low,
replacing those games, or simply improving game penetration of those games.

Track and Provide Reports on Specific Sales or Promotional Thresholds

Goals, thresholds, and benchmarks make business intelligence and analytics relevant, and relative in many
cases, as opposed to time comparisons, averages, and other descriptive statistics. Aurora Performance Intel
allows goals to be added and, optimally, will work with feeds from our Aurora Transaction Engine
administrative applications to manage and control lottery-fed thresholds, goals, and benchmarks. Some
information, in particular thresholds and benchmarks, can not only be part of Aurora Performance Intel but
also be adjusted to empower the user to play “what-if” analyses and adjust a threshold with an input control.

Penetration rates are a good example of a variable that can impact instant scratch-off ticket game sales.

In California, a sales-rep incentive program to increase game penetration helped enable a multi-million
dollar increase in weekly sales state-wide. An example of a tracking and “what-if” mechanism to analyze
instant scratch-off ticket game penetration is an adjustable penetration rate threshold that adjusts the level
of game penetration and the traffic-lighted gradient colors of penetration (green is good, over the
established threshold).

Information to Adjust Retailer Commissions or Pay Retailer Bonuses

Historical analysis of sales and cashes, tracking the level of winners across retailers and districts, and other
data-driven insights are instrumental in adjusting the sales and cashing commissions and bonuses for
retailers from store winners to ensure retailers are engaged and motivated and want to be Lottery retailers.

The program structure must be set and adjusted appropriately to grow sales and entice new retailers.

The right business intelligence and analytics, which are available from Aurora Performance Intel, will
make sure that the right level of retailer profits can be attained to grow the Lottery’s retailer base. Aurora
Performance Intel can provide a depth of longitudinal and even real-time reporting to meet the analytical
need to adjust retailer commissions and bonuses.

Historical retailer earnings and sales can impact decisions on commissions and bonus rates.

Reviews of accounting and finance reports, payouts, and sales show the impact of commissions,
promotions, and bonus decisions on the growth in Lottery retailers and new retailers. The following
Aurora Performance Intel report shows detailed accounting that includes commissions relative to the
other ingredients of a financial statement to show a bottom-line profit.
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Figure 4.2.33 - 24:
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* Redemptions ae finited per promotion wo crezte e “Vhile Suppliss i ast” event:

IGT’s System will accommodate reports on redemptions as limited per promotion to create a “While
Supplies Last” event. We can work with the Lottery to change a parameter to sell up to a certain dollar
amount or a certain number of tickets. The promotion could include messaging to consumers that
indicates there are a limited number (while supplies last) of tickets. With Aurora Promotions, the Lottery
can easily set any appropriate threshold for the promotion.
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Cperational aspects of both standatons and mu'ti-visdictional :affle games with tickets and numerical sequencing gererated
and tracked by the Sustem both within a given pavamerar of volume and with an admiristrative cut-off. Comprahensive reperting
for the issuance of raffle tickats, including but ot fimited to: place and time of sale, number per dav. and per game:

* An audible and visual securitv alert feature indicating trigger ticket cancellations at any retailer locaticn in excess of set of
parameters; and

IGT’s System will provide an audible and visual security alert feature to indicate trigger ticket
cancellations at any retail location in excess of set parameters.
* The Lottery may employ System generated and third-party external coupons to trigger a System promaotional event. Coupons

will be serialized, have a unique identifier, and usa standard-use barcodes to redesm and track each coupon individually and
associate with the resulting ticket(s).

Via Aurora Promotions, the System will validate Lottery-sponsored or third-party coupons and/or
promotional items to trigger a promotional event. The coupons will be serialized, with unique identifiers,
and use standard barcodes to redeem and track each coupon individually and associate it with the
resulting ticket(s). The System will generate barcode numbers for printed or electronic coupons.

4.2.35
System Management Applications

Software provided by the Vender that resiclas on these workstations must be compatible with alf current versions of Windows
Cperating Svstems, including varsions of Internet Explorer and other thisd party browser vendors, including Fivefox, Chrome and
othars. Additiona! specifications related to Managament anplications and management workstations are provided in this section.

The software that IGT will provide to the Lottery that resides on these workstations will be compatible
with all current versions of Windows Operating Systems. This includes versions of Internet Explorer and
other third-party browser vendors, including Firefox, Chrome, and others. Additional specifications
related to management applications and management workstations are provided in this section.

With the new solution, the Lottery can upgrade to the latest version(s) of whatever browser it is using
during the life of this Contract. All of the Uls for our new Aurora product line are designed to be browser
agnostic and tested against current versions of Internet Explorer (currently IE11), Firefox, and Chrome.
We want to assure the Lottery that we will support any mainstream browser it chooses to use.

Lottery end users will access all system applications through Aurora Navigator. Aurora Navigator is
browser agnostic and presents screens via an intuitive HTML 5 UL
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4.2.35.1
Workstation Reports

Systern Interfaces and sends files to and from Lottery workstations. Users are able to abort a report, the running of a report and
printing of a report or graphic with minimal system run-time.

IGT acknowledges the System will interface and send files to and from Lottery workstations. We further
acknowledge that users will be able to abort a report, the running of a report, and printing of a report or
graphic with minimal System run-time. IGT’s Aurora lottery gaming system will provide this same
functionality. Please see the information provided about IGT’s Aurora Performance Intel solution in
Section 4.3, Reports and Interfaces.

4.2.35.2
Validation Workstation

Apprication shou'd alfow a user te assign retailer commission rates and boius yates that arz date sensitive and vary by retailer
license type and game. All rates, rate changes, and their effective periods are recorded and used by the System to calculate
retailer commission amounts and bonus amounts.

Aurora Retailer Manager will allow an authorized user to assign retailer commission rates and bonus rates
that are date sensitive and vary by retailer license type and game. All rates, rate changes, and their effective
periods will be recorded and used by the Aurora System to calculate retailer commission and bonus amounts.

For certain draw and instant ticket scratch-off game products, defined by the Lottery, commission rates
may be set differently from the default value. For certain retailers or retailer subsets, commission rates
may temporarily or permanently be set differently from the default, as defined by the Lottery. Through
Aurora administrative screens, retailers can be defined as having a different commission class from the
default. Commission classes are initially defined in Aurora specifications, and additional classes can be
added to Aurora as required.

Commission rates are date sensitive and can vary by retailer license type and game and may be set for one or
more days, or any portion of a day. Some lotteries have used temporary increases in retailer commission rates
to build a strong foundation for new game launches. Using Aurora Promotions to make such temporary
commission changes quickly and easily on Aurora gives lotteries a great tool to foster retailer attention to new
games. By the time the commission bonus expires, players have adopted the routine of playing the game.
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4.2.35.3
Hotline Reports

Authorized users are to receive Hotine call summaries and resoluticn racords in real time that are cetagorized by individual
retailers, call type, solution, and individua! respondent respensible for resolving the issue.

Vendor sho.ld descibe its Maragement Applications and proposed managemen: zoplication saftware solution to perform 2"
tasks soeciffed in Sectizia + and 2! terms and conditions of this RFP. Repcrtiaz and interfaces that alfow files to be sent from
management workstations or management applications should be described in detail in the Viendor's response.

With IGT’s solution, authorized users will receive Hotline call summaries and resolution records in real
time that are categorized by individual retailers, call type, solution, and individual respondent responsible
for resolving the issue.

The Management Applications and proposed management application software solution to perform all
tasks specified in Section 4 and all terms and conditions of this RFP include Aurora Navigator and our
reporting solution, Aurora Performance Intel. Information about Aurora Navigator is provided at the
beginning of Section 4.2, System, and in particular under the heading Aurora Navigator Back-Office.
Aurora Performance Intel is described in Section 4.3, Reports and Interfaces. Reporting functionality
and associated interfaces will allow files to be sent from management workstations or management
applications, as described in Section 4.3, Reports and Interfaces.

In the following paragraphs IGT describes its Management Applications and proposed management
application software solution to perform all tasks specified in Section 4 and all terms and conditions of
this RFP. The reporting and interfaces that allow files to be sent from management workstations or
management applications are described in detail below.

IGT’s Cadence/Service Management Tool (SMT) System tracks all statistics relating to both call center
and field service performance. The System includes a log of all maintenance activities. The statistics are
presented in reports that we use to improve our service. As a result of our long history providing retailer
hotline services to lottery customers worldwide, our Cadence tool provides a robust suite of reports. The
reports have been continually enhanced over the years based on customer feedback and the needs of the
local site-management team.
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Cadence provides many reports that allow authorized Lottery users to view all of the activity related to

retailer calls and solutions. They include the following:

The date and time of the original call.

The identification of the retailer and the NRC associate.
The general nature of the retailer’s call.

The date and time of the FST dispatch.

The date and time of problem resolution.

What the FST found upon inspection.

Any relevant retailer, FST, and/or associate comments.

In addition, all of the calls between retailers and NRC associates are recorded. Recordings will be made
available to the Lottery upon request.

We use this information to identify the severity of each call and those regions that may require an
evaluation to improve service.

Via their desktop, NRC associates also have real-time access to view detailed communication status.
Other real time diagnostic information displayed includes, but is not limited to, sign-on/sign-off status
and information covering the last 25 terminal transactions.

Our Cadence/SMT system has the ability to assign a problem type and resolution code and provide useful
reports for review. We can also track the original assigned problem and the final problem code that we
assign in the field.
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Tracking Performance Improves Retailer Support

Every interaction with a retailer is logged in Cadence. NRC associates track every issue to resolution and
continually add updates to the case as they occur. Our associates can set a Priority status to urgent issues,
indicate a need for a call back, and review past interactions to make sure the Lottery’s retailers are taken
care of properly. Cadence also allows IGT to quickly identify trends and perform historical analyses, to
provide ongoing improvement and problem solving.

Figure 4.2.33 - 25:
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Tracking Support History: Cadence allows associates, working across all service channels, to easily track a
retailer’s support history to provide efficient and timely service.
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Ensuring the Quality of Our Call Center Service

The NRC’s Quality Assurance (QA) team uses world-class tools to manage performance. The QA team
reviews a random sample of calls each month for every NRC associate and works closely with NRC call
center supervisors, training staff, knowledge management resources, and the leadership team to identify
trends and opportunities for improvement. The QA team also responds to any direct requests for call
recordings and research and provides a thorough analysis of an interaction and recommends steps to
determine root cause and mitigate any potential issues.

Statistical Hotline Activity Reports

According to IGT’s standard reporting configuration, the Cisco Voice over Internet Protocol (VoIP)
phone system will provide the Lottery and IGT with statistical reports weekly, monthly, and on-demand.
The metrics measured will include:

»  Calls received.

= Calls answered.

* Percent of calls that queued.

=  Average answer time.

»  Number/time of abandoned calls.

= Percent of abandoned calls and average abandon time.

®  Average and total hold time.

e A variety of other call management statistics.

4.2.36
Retailer and Licensing Function

Retailer rianagement actions on the Svstem are effective in real-time viithout batch processing and they create an audit trail of
the changes mads, tha date of the crange ard the user who mace the chanice to 2 retailer ierminy., Any aciians teken reside on
the Swstem for 365 davs folioving the occurrence.

The Vendor should describe the process for converting the existing retailer files to the new System, and identify any constraints.
The Vendor should describe how information is collected, maintained and reported for retailer and owner licensing with Lottery
and Vendor procedures and roles. The Veendor should include the processes for updating retailer status, licensing new retailers,
annual relicensing, changing of ownership, adding and deleting terminals, and calculating and suspending fees. System allows
authorized user(s) to define. enable andlfor disable any retailer terminal

IGT acknowledges that retailer management applications on the System are effective in real-time without
batch processing, and they create an audit trail of the changes made, the date of the change, and the user
who made the change to a retailer terminal. We further acknowledge that any actions taken reside on the
System for 365 days. As described in the following paragraphs, IGT’s Aurora Retailer Manager will
provide this same functionality required by the Lottery plus a lot more. All historical retailer data will be
included in the conversion process with no constraints.
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Aurora Retailer Manager

Aurora Retailer Manager will allow the Lottery to manage all aspects of a retailer’s business. It provides
automated management of the complete life cycle of retail locations, retail owners, clerks, and terminals.
Retailer information is logged automatically and on-demand and visible for authorized front and back-

office users.

Aurora Retailer Manager provides these benefits to the Lottery:

One complete, integrated set of retailer-management back-office functions across all
Lottery products.
Streamlined retailer application work flow that supports retailer expansion.

End-to-end management of the retailer life cycle (including recruitment, contracting,
licensing, financials, and decommissioning).

New, efficient data entry capabilities to save time: enter data once and make use of it multiple
times; new auto-correct capabilities.

A complete audit trail that corresponds to retailer activity and includes a comment utility.
Changes that are recorded and can be viewed in the retailer’s history.

Automation of the Lottery’s retailer-licensing processes, shortening the time it takes to bring
a retailer online and start selling.

Retailer Application Management and Licensing

IGT’s Aurora Relailer Manager application will meet the Lottery’s requirements for retailer application
management and licensing, plus additional retailer life-cycle management functionality. Aurora Retailer
Manager will make all application processes faster and easier for the Lottery and its retailers.
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Introduction to Aurora Retailer Manager

The Aurora Retailer Manager application enables licensing, automated coordination, control, monitoring,
management of all of the locations, devices, and activities of your retailers through their entire retailer life
cycle, as shown in the following illustration.

Figure 4.2.33 - 26:

Retailer Life Cycle [

 Tarmination

Trsining &
Insgaliation

Aurora Retailer Manager will provide the Lottery with many benefits. For example, it will:
*  Bring new retailers online faster and more easily by accelerating the application process.
= Support sitnple and complex retailer relationships.

¢ Reduce labor and time associated with Changes of Ownership (CHOWs5), e.g., automatic
transfer of terminals to a new retailer; no field service visit is needed.

e  Allow administration of draw and instant ticket scratch-off game in one integrated module,
* Suppert adjustment entries on individual retailers and chain heads or chain subordinates.

* Include comprehensive search capabilities.

»  Allow view/management of privileges for a terminal at a granular level.

* Provide complete retailer history for analysis and informed decision-making.

* Provide one unified, historic record for each retailer, from initial licensing to termination.
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Aurora Retailer Licensing Improvements That Make a Difference

Aurora Retailer Manager can enhance your already-strong relationship with your retailer partners,
bringing them online faster via new functionality that drives your application and licensing process.

Retailer licensing benefits include:

» A new wizard specific to the Lottery’s application and licensing process accelerates bringing a
retailer from initial data entry to actually selling tickets.

»  Lottery users can partially complete an application and continue at a later time.

»  Application entry, even with missing required data, does not impede the progress of the
licensing process. Compliance check processing and application entry can occur
simultaneously, speeding up the entire licensing process.

o The new architecture allows for a very flexible model to extend and capture various data
elements in an application or for a retailer.

In addition to the new retailer licensing solution, the entire Retailer Manager Ul has been redesigned to be
browser and device-independent, giving your authorized users flexibility in terms of the browsers that
they can use.

Aurora Retailer Manager manages the retailer’s life cycle including changes to retail locations, terminals,
and sales associates.

Aurora Retailer Manager will enable the Lottery to manage all licensing and account-management functions,
including sales accounting, sales commissions, validation commissions, bonuses, and other forms of retailer
compensation for the life of a retailer’s business. Retailer Manager also provides complete control over all
retailer data. In short, it is the primary data source for all retailer information.

Aurora Retailer Manager will also satisfy requirements related to account management functions
including adjustments, sales accounting, sales commissions, validation commissions, bonuses, and any
other form of retailer compensation. Specific Aurora Retailer Manager elements are described in the
following subsections.
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Retailer Data

Aurora Retailer Manager is a flexible tool set. It supports a comprehensive retailer database and is central
to games-management functions. Retailer Manager provides access to current retailer information. Its
database will contain all known information about your retailers, including, but not limited to:

-

Retailer names and addresses (physical, mailing, and shipping).

Days and hours of store operation.

Billing data (weekly invoices showing sales, validations, cancellations, commissions, and
amount due), with select fields encrypted for the highest levels of data security and integrity.
Products sold and product privileges.

Sales representative assignments including route assignments and retailer associations.
Retailer status (active, inactive, or terminated) and history (when was the last status change,
who changed it, etc.).

Retailer relationships (independent, multiple terminals under one retailer number,

chain subordinate or chain head, and in the case of a CHOW, tracking of the previous
retailer number).

Various codes that define the retailer (Standard Industrial Classification [SIC], chain codes,
geo-codes, county, district, etc.).

Retailer group assignments.

Aurora Retailer Manager will be your one stop for all necessary retailer data — data that is current,
accurate, accessible, and secure. With a single source of data that is backed up nightly and can be accessed
only by authorized individuals approved by the Lottery, the Lottery will have peace of mind.

Retailer Key Personnel

Aurora Retailer Manager supports the entry of detail data for all owners. Additional personal data for
location contacts (i.e., retailer or a specific Sales Representative) is also captured.

Information captured for each owner includes:

Name.

Title.

Address.

Phone contact information (home, fax, cell, and pager).
Date of birth.

Alias{es).

Driver’s license numiber.

ID number.

Gender.

Percent of ownership (for a multiple ownership retailer).

Contact identifier (primary and secondary).
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The Lottery can search the information by name (first or last), owner 1D, driver’s license ID, or any field
that the Lottery wishes to set up as a searchable field.

Retailer Tax Accounting/1099 [nformation

For the 1099 process, Aurora will gather required tax information (tax ID, tax name, and ownership type)
that is used to process 1099 and other tax documents by the accounting application.

Change of Ownership (CHOW) Process

With the development of Aurora Navigator Back-Office, several back-office solutions have been enhanced
to significantly improve the user experience and productivity. The CHOW process is one of them. Within
the Retailer Manager application, we’ve added functionality to drive the process. It ensures all steps are
handled and visible by the user. This automated procedure will relieve Lottery personnel of time-
consuming manual effort.

The new and improved CHOW process will make it easier for authorized staff to make required retailer
changes, as detailed below:
= The user is guided through the CHOW process in the form of the step-by-step process,
providing visual feedback at any given time throughout the process.
»  Forms include collapsible accordions to optimize screen size and reduce key clicks.
= Users can now easily toggle between old and new retailer location information.
» Transfer of inventory and assets is now configurable based on site policy (e.g., automatic
transfer of all packs or just partial packs or manual transfer via Sales Rep).
»  Steps remaining for successful completion of the CHOW are displayed to the user with links
to the appropriate page.
» Upon the death of an owner, a new owner can be added to the existing retailer without the
need for a CHOW if the Tax ID and banking information do not change. New owner
compliance checks need to be completed, but the sales will not be stopped.
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Tracking for Retailer Changes

Aurora Retailer Manager provides complete history tracking for all changes made to each retailer’s master
file and accounting files. Whether changing a status, applying an adjustment, or simply adding a comment,
the retailer record retains the details. Users can search and view all historical changes. Displays and reports
show past changes and file status.

The record will show the date and type of the change, the user who changed it, and a description of what
was done to the retailer record, as shown below.

Figur"— 433
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Complete History Tracking: Aurora Navigator Back-Office enables authorized Lottery users to easily track the
location history of retailers.
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In addition, Aurora provides Retailer Manager functionality to view and update comments and events for

each location. These comments, along with the Audit History, become an essential tool to manage retailer

relationships effectively.

Figure 4,2.33 - 28:

Sample Comments
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The Aurora Retailer Manager application will allow Lottery personnel with the proper authority and/or
authorization to update information about each retailer. The Lottery will use the Aurora User Security
application to set authorization levels for each System user.
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4.2.37
Third-Party Agreements and System Interfacing

Describe how your System can provide for interfacing with third-party systems or software at the request of the Lottery for any
games or garne concepls.

Aurora’s Support of New Games and Game Concepts

IGT’s designed its Aurora solution to interface with third-party systems and accommodate present and
future capacity for multiple sales channels - from traditional retail to the interactive channel. Aurora will
support all new, enhanced, or revised games the Lottery wishes to offer, all with no additional software
hours to add a new game and with shorter launch times.

Our proposed Aurora solution has substantial capacity to accommodate as many new draw-based games
as you wish to offer and simplifies the process of adding new games or game enhancements. You can
leverage the best and most relevant content from anywhere in the market and tailor it to each existing and
future sales channel, Aurora features:

¢  Anopen, Service-Oriented Architecture (SOA) that enables a more streamlined integraticn
process with any third-party system by making Aurora’s Application Programming Interfaces
(APIs) available to third parties so they can customize their solutions to interface with Aurora
- all under strict control and subject to Lottery approval.

»  Built-in capability to interface easily with third parties. The APIs are standardized across
delivery channels, so the Lottery will experience maximum reusability and faster time to
market when adding new channels.

»  Agile software development practices 1o deliver quality games to market faster, simplify
promotion categories and development, and speed promotion launch. Our goal will always be
to quickly onboard new games and game enhancements to present players with a refreshed
portfolio and immediately generaie additional sales. Aurora is a highly configurable systern
that easily accepts and manages new games. As a result, the Lottery will appreciate greater
speed to market as well as low-risk implementation of new games.

Companies worldwide are moving toward an API method of integrating system-to-system interfaces.
Aurora is architected around APIs. We have more APIs - indicating a standard way of being open — than
any other vendor. For example, with APIs, once you've added a new sales channel, complexities decrease
when you add the next. APIs enable us to securely and seamlessly integrate with third-party solution
providers. With IGT, openness is guaranteed because of our technology and architecture choices.

Aurora’s architecture ensures speed-to-market when adding new channels and systems, even third-party
systems and channels, without the burden of having to make extensive changes to the central System or
management Systems (as was required in the past). Moreover, Aurora enables a single-player view across
those channels so that lottery managers can track players and learn all about them, communicate with
them, and give them value wherever and whenever they play.
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To prepare and future-proof the Lottery’s System, IGT has adopted Information Technology (IT)

and industry-wide standards for messaging formats, such as eXtensible Markup Language (XML),
Representational State Transfer (REST) service API protocol, and Java Script Object Notation (JSON)
encoding. This is our assurance to the Lottery that, as new channels become available, IGT is prepared for
any future interface and data exchange requirements.

Additional information, in the form of screenshots, is trade secret and/or highly proprietary and
confidential commerical information that IGT can make available for review by the Lottery during

the Oral Presentation and/or under a Non-Disclosure Agreement {or similar), as disclosure of this
information in the Proposal (and public disclosure of the same as noted in Sections 21 and 31 of the RFP)
could severly jeopardize IGT’s competitve position in the marketplace and cause significant harm to IGT
and its stakeholders.

Aurora Anywhere Maximizes Third-Party Compatibility

The proposed Aurora System is fully integrated and will support the sale of all current Lottery games, as
well as any future game innovations you may choose to add. In addition, Aurora will operate efficiently
and dependably and allow for future growth and ease of integration with third-party applications
and/or hardware.

Consumer preferences and shopping behaviors are constantly evolving - including how and where
Lottery gaming is consumed. To meet consumer wishes, IGT’s Aurora Anywhere enables Lottery gaming
to take place on POSs far beyond traditional in-store terminals. Aurora
Anywhere is the industry’s leading API gateway solution, not only enabling
alternative sales channels, but also the integration of third-party game

Awrera Anywhere is engines.
the: industry’s leading

— A T The technology that underpins this new paradigm is the APL. Aurora
gateway solution. Anywhere opens the door to this technology with a secure, scalable, and
developer-friendly path into adding new sales channels and game engines.
Aurora Anywhere offers quick, easy access to a lottery system anywhere
there’s a web browser or digital channel. So for every new smart device in the
future, Aurora Anywhere will be there to link it to the Lottery. It’s all made possible by APIs that provide
interfaces over the Internet in a format that is consumable by most modern connected devices. In addition to
lotteries being able to expand their service offerings to multiple connected consumer devices, they can even
expand to existing service points at retail locations.

Third-party games live in the same ecosystem as IGT’s game engine, and they will have access to the same
retailer management services as IGT’s own games. Each third-party game engine is, however, required to
implement its own game management UT for running the games. Given the open architecture of the
Aurora solution, third-party game engines have full access to the sales channels available to IGT’s games.

Because APIs are standardized across delivery channels, lotteries using Aurora Anywhere get maximum
reusability and faster time to market when adding new channels. A new channel - mobile ticket checking,
for example - just needs to plug in to the existing APIs to access existing Lottery functionality.

423354 Promotion Functions



DIGT

The following figure graphically represents how Aurora Anywhere acts as a broker between players and
game engines.

Figure 4.2.33 - 29:

Aurara Anywhere - Bridging Game Engines with Player Touch Points g
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Legend:

Third-Party Interfaces

IGT has interfaced with the equipment and systems of a number of other gaming vendors for many years.
These implementations include, but are not limited to:
¢ ICS-provider systems, such as Spectra, Elsym, and assorted state systems.
»  Third-party instant ticket scratch-off game systems such as those in Kentucky, Minnesota,
and South Dakota,
» Third-party lottery POS devices such as those in Indiana, Missouri, and California.
e Third-party tools such as:
- Ling3.
- Hudson Alley, now part of IGT, which includes the QOrder Pad and OnePlace solutions.
- Lapis-Gem Intelligence.
- Diamond Games.
*  Third-party data warehouses such as those in Virginia.
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Other Vendors' Systems

Leveraging the SOA approach and achieving interoperability within IGT and third-party applications,
we have proven technology that allows foreign terminal devices to be incorporated into the proposed
System/network configuration.

This includes the ability of our System to connect other providers’ terminals, self-service devices, or
devices not specifically defined at this time.

We provide a common interface for accessing host services; it is loosely coupled so it can interact with
different versions of host and client applications with no or minimal code changes. It is platform-neutral,
so it easily integrates with third-party products and adheres to industry standards. For example, IGT has
experience running its lottery terminal application on another Vendor’s lottery terminal. We completed a
major conversion in Indiana with the Hoosier Lottery, where an IGT application was installed on a
Scientific Games terminal.

Responsibility for Configuration and Testing

Complete System intarfacing and testing are to be provided by the Viendor and configured with the ICS, remote-back up
svstem, hardware and software components, and all other refated functions and reports. Vendor provides, configures, and
performs testing on the System of third-party games and game concepts at no additiona! cost to the Lotiery. The Lottery reviews
and approves any System changes pricr to implementation. Vendor should work with the Lottery and third-party to establish
commercial reasonable timalines. Vendor should implement System interfacing within the timalines that are mutually egresd
uper by ali parties.

IGT understands and acknowledges that:

e Complete System interfacing and testing are to be provided by IGT and configured with the
ICS, remote-back up System, hardware and software components, and all other related
functions and reports.

« IGT will provide, configure, and perform testing on the System of third-party games and
game concepts at no additional cost to the Lottery.

= The Lottery reviews and approves any System changes prior to implementation.

» IGT will work with the Lottery and relevant third-parties to establish commercially
reasonable timelines.

» IGT will implement System interfacing within the timelines that are mutually agreed upon
by all parties.
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Acquisition and Financial Obligation

Venzervdl! aeadie any additionsf hardware, sofnvemie and intaliectus propeny vighits to sucpert any changes wo the Lottey s
procuct offering, uiess othenvise directed bv the Loitery. The Lotterv assumes firancia! nbiigation directly velsted to third-party

intellectual property and components specifically required for such acquisition.

IGT understands and acknowledges that:
* 1GT will acquire any additional hardware, software, and intellectual property rights to support
any changes to the Lottery’s product offering, unless otherwise directed by the Lottery.
¢ The Lottery assumes financial obligation directly related to third-party intellectual property
and components specifically required for such acquisition.

4.2.38
Ticket Security

The Vendor should provide dcket stock sacurity rezeures and dascribe piroposed methads for vtilizing these featuras to
investigate tcket validity and verify damaged and altered tickets.

Retailer terminals must generate a hash number or code, aside from the System-logged transaction serial number, that can be
used to link winning tickets to selling terminals; approach proposed must be acceptable to MUSL. Bidder should describe how
the System may eliminate the requirement/need to pick-up ticket stock and other paper sfips or forms from the Retailer. The
Vendor rmust provide any hardware and software necessary for Lottery security to decrypt any transaction designed for use by
Lottery Security who will contrel and manage any such application.

IGT Ticket Stock Security Features and Methods

1GT will provide the Lottery with MUSL-approved ticket siock. In addition, Aurora provides several
{eatures and methods for investigating and verifying damaged or altered draw-based game tickets. These
methods include the use of security features that are either built into the ticket stock or applied to the
ticket during transaction processing:
= Ultraviolet (UV) Inks: We preprint graphics (or text) in UV inks, invisible to the human eye,
on our draw-based game tickets to detect fraudulent claims. This feature allows us to confirm
the authenticity of the ticket stock and, thus, a claim. There are two ways we can confirm the
ticket stock is ours:
- Our security department, through the use of a black light, can obtain a visual image of
the UV ink.
- A third-party forensics lab can authenticate the ticket stock by confirming the UV
security imprint in addition to any attempts to alter the ticket.
¢ Preprinted Ticket Serial Number: We have a serial number preprinted on the back of our
ticket stock rolls. This number enables us to track where and when a ticket was distributed so
that we can determine if the ticket is fraudulent, or is not linking to the retailer to which it
was assigned. A claimant’s date and location of purchase (tracked with this serial number}
must reconcile with our database records before the claimant’s ticket is considered legitimate
and eligible for payout.
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« External Transaction Serial Number: The external serial number uniquely identifies a
gaming transaction. This number is a combination of three other numbers and is encrypted
using an IGT proprietary algorithm. This number is printed on the draw-based game ticket
at the POS.

* GGuard Plus Number: This is an encrypted number generated from the Aurora Transaction
Engine that unambiguously verifies ticket validity.

¢ Retailer Identification Number: Every retailer has a unique identification number that can
be verified when a ticket is presented for validation.

» Barcode: Each ticket has a barcode; the unique external transaction serial number is part of
the barcode.

¢ Special Paper Stock: A unique paper stock is used for draw-based game tickets; this
specialized thermal paper can be identified forensically to ensure it is the actual stock used
by the Lottery.

The following figure details the various components of an IGT draw-based game ticket.

Figure 4,2.33 - 30:

Security Components of a Printed Tick
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The proposed system exceeds the NCSC standards of C2.
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Ticket Security Number

Before producing a draw-based game ticket, wagers are logged on both the primary and backup Aurora
Transaction Engines. A proprietary security number generated by the terminal provides a means to verify the
validity of a winning ticket separate from the Aurora Transaction Engine. Finally, secure production, storage,
and distribution of draw-based game tickets are ensured through our automated tracking procedures.

The Lottery’s retailer terminals will generate a hashed number or code that is used to link winning tickets
to the selling terminals. This number/code is aside from the logged transaction serial number. The
proposed dual-security approach will be acceptable to MUSL and any multi-jurisdictional associations
of which the Lottery becomes a member.

The application provided will be under the Lottery’s physical and operational control. IGT will provide
the hardware and software necessary for Lottery Security to decrypt any transaction designed for use by
Lottery Security who will control and manage any such application. This method will mean that retailers
will not have to save sign-on slips or other materials. It also will preclude IGT staff from decrypting the
dual security number.

The only time ticket stock will be “picked up” from a retailer is if:
» The retailer closes completely (with no CHOW).
* Some or all of the ticket stock had been damaged.
* A retailer calls to request that we take some inventory back (i.e., a small storage area).

With IGT’s solution, the collection of sign-on slips will no longer be required.

The Consumables Management System (CMS) tracks ticket stock from the time we receive it to the time it
ends up at a retailer. Even for CHOW, we simply transfer ownership of the ticket stock from the old
retailer to the new one without having to physically go there and pull cartons out only to have to go back
and re-supply the new retailer. Tracking is maintained, and the old retailer number is tracked under the
new retailer according to MUSL rules.

Ticket Stock Tracking and Security

To maintain ticket-stock tracking and security, we developed the CMS for tracking the location of a pallet,
carton, roll, or individual ticket from manufacture and delivery to when it is potentially returned or
destroyed. Since individual units of ticket stock are uniquely identifiable, our solution provides a more
detailed level of tracking.

IGT will provide hardware and software necessary to store, maintain, inquire of, or interpret information
from the ticket-stock tracking system, And we will provide backup for this capability at the remote BDC.
We will ensure that ticket-stock tracking information is delivered directly to Lottery Security from the
ticket-stock printer using a method of secure electronic delivery
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Exceeding MUSL Guidelines

Our ticket-stock inventory systeim will zxceed the minimum MUSL security requirements in the following ways:
o  Woe capture al! ticket-stock infermation from the time we physically recaive it in our CMS
System database.
o Any carton received gets a status, which typically starts with Avaiiable.
o All cartons shipped to retailers are assigned to those retailers immediately.
o Ali cartons are assigned to FSTs or Sales Reps once they leave the warehouse.

e In some sites where we use United Parcel Service (UPS), we use a Quantum View feature that
confirms receipt of ticket stock at the retailer location every day. This becomes a record in the
CMS system where we can physically determine that a package was received at the location and
who signed for it.

o Inthe avent of a returned package, we scan the barcode label on the ticket-stock carton and assign
a Returned status, which updates the retailer inventory, and only then can a carton be returned to
inventory and placed back in Available status.

e We only return full cartons back to inventory.

e Any partial rolls are returned and held in a separate caged area, and only after a lottery’s security
team has confirmed and logged the roll numbers are tha rolls then destroyed securely and logged
as Destroyed.

We welcome a review of the tracking system.

Ticket Stock Protection Process

Our role in protecting the Lottery’s ticket stock begins when we select a company to handle printing and
distribution. Our contractors are experienced and meet all MUSL standards for ticket-stock printing,
handling, and management. Furthermore, their facilities must meet the highest standards for security.

For example, physical security measures - such as locks and gates over the dock doors, as well as intrusion
detection and alarm systems - are in place to ensure that only authorized individuals can enter the facility
and gain access to restricted space.

A Comprehensive Reporting Solution

Our ticket-stock tracking system’s standardized and specialized reports add a powerful dimension to
tracking. The system generates operational and management reports in either summary or detail format,
enabling ticket-stock inventory to be organized and analyzed.

The System’s stock tracking provides numerous on-screen reports. For example, users can run Locate Ticket
Stock reports to determine if the stock is in a specific location, damaged, stolen, in transit between locations,
issued to a distribution representative, or to a retailer. Or users can generate reports to locate and verify an
individual ticket-stock serial number (the number preprinted on the back of the stock) when high-tier winners
are identified. Users enter the Vendor ID, stream code, and individual serial number, and the System responds
with the location details of that serial number.
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These reports can search for an entire skid of ticket stock, a carton, a roll, or even a single ticket. The
tracking system retains historical data online. The maximum data retention timeframe varies among
jurisdictions, depending on available disk space and performance criteria.

The following is a list of available on-screen reports:

Locate Ticket Stock: Performs a lookup for a particular carton, roll, or ticket to see where that
item is currently located.

Retailer Delivery History — Ticket Stock: Displays the delivery history for a specified retailer.
Ticket Stock Inventory: Displays current inventory levels for selected criteria. The following are
available search criteria:
- Summary by Location.
All Representatives.
- Individual Representative.
- Summary by Zone.
- Individual Retailer.

Individual Representative: Displays ticket stock inventory levels for the selected Sales
Representative.

Summary by Zone: Displays ticket stock inventory-level summaries based on the zone to which
retailers are assigned.
Individual Retailer: Displays ticket stock inventory levels for a specified retailer.
Retailer Delivery History — Supplies: Shows the history of supplies delivered to a specific retailer.
Supply Inventory Summary: Displays current supply inventory levels for the selected criteria.
The following are the available search criteria:
- All Locations.
- One Location.
Individual Retailer.
- All Representatives.
- Individual Representative.
- Summary by Zone.

All Locations: Allows users to see a summary of supply inventory levels for each storage location.
One Location: Allows users to see a summary of supply inventory levels for a particular storage location.
Individual Retailer: Displays supply inventory levels for the specified retailer.

All Representatives: Allows users to see a summary of supply inventory levels across all
representatives.

Individual Representative: Displays the supply inventory levels for the selected representative.
Summary by Zone: Displays supply inventory level summaries based on the zone that retailers

are assigned to.

Delivery History - Ticket Stock: Displays ticket stock delivery records for the specified ticket-
stock roll.
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4.2.39
Offsite Data Storage

Use of secure cffsite scorage for critical files. software, and backup dacz is subject ro Lottarv aporoval and shoutd be noted in the
7 v api
Vendor’s rasponse as epplicable if proposed.

Subject to Lottery approval, IGT will store backup copies of all critical files, software, and backup data
required to support a full System recovery without loss or corruption of data by maintaining it in a secure
location that is remote from the PDC and BDC. We will transfer all backup media from site to site under
the strictest security controls, including the use of locked transport boxes.

Our central Aurora Performance Intel Data Warehouse leverages the latest data management and
performance capabilities to optimize both data storage and data retrieval from our data repositories. The
ability to manage and store years of online data with optimal retrieval times has been propelled with the
introduction of advanced software and hardware improvements. Performance Intel leverages the latest
“Columnar” database technology, which results in greater compression and performance, allowing end-
users to query years of transactional data with optimal performance.

This approach leverages our recognized security best practices. Our Security Plan details the following
data backup features:

»  Backup media is maintained in accordance with each customers’ data retention requirements.
An automated Tape Library System is housed in a separate cage within the Charleston PDC.
This robotic library houses media designated by barcode for each customer. The data is
backed up to the media without human intervention. Additional separation of duties and
security of your data is enhanced by reducing the number of team members who have access
to the Tape Library cage to administrator-level personnel only. Periodically, the PDC and off-
site data storage will be audited to ensure the integrity of the historical data.

»  The Bridgeport BDC site also houses an automated Tape Library. Backups are performed in
the same manner.

o Media is stored at a secure, third-party off-site facility to provide additional confidence that IGT
has the capability to completely restore any day’s System activity for the duration of your
retention requirement. Iron Mountain picks up the media daily and transports it in locked
containers, each of which must be signed in/out and inventoried. Our off-site storage also
protects your data in the event of a disaster and is a critical part of our Disaster Recovery Plan.

* The backup media is tested monthly to ensure the media and data integrity.
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4.2.40
Repeat Plays

Describe fiow your system can provide the capability to scan a ticket from a previous drawing and issue a new ticket with the
sarne nuimbers and play ("Play It Again” Feature).

The baseline Aurora systemn has functionality called Play It Again where the serial number of the issued
ticket links to the board information and duration of the original ticket. Play It Again allows players to
play their last wager again, quickly and easily. By scanning the original wager’s barcode with the barcode
reader, the retailer duplicates the player’s wager information for the next scheduled drawing. With Play It
Again, retailers do not have to enter new numbers manually, and players do not need new play slips.

4.2.41
Combo Play

Describe how vour system can be designed with an option to automatically generate all combinations of any number selection
requested by a player purchasing Daily 3 or Daily 4 tickets ("Combo Play”).

Qur proposed Aurora system supports the Daily Numbers games as offered today by the Lottery. Each
wager played contains a wager type. As part of the wager information sent to the central System, the
terminal will send the board data, wager amount, and wager type. Wager types supported include Straight,
Box, Combo, Wheel, Front 3, Back 3, Front Pair, and Back Pair.

Combo Wager Types

We define a Combo wager type where a player wins if the selected numbers match the winning numbers
in exact order or any order. This is essentially a Straight/Box. We provide Combo wager type games in the
following jurisdictions: Georgia, New York, Virginia, Florida, Indiana, Kentucky, Missouri, Nebraska,
Tennessee, and Texas.

Wheel Wager Types

A wager is defined as a Wheel wager type when every combination of the numbers selected are played as
a straight. The ticket cost is determined by the play amount and possible number of combinations. For
example, if a player selects a Wheel wager with the numbers 1234, the system recognizes this one wager as
24 straight wagers. Wager cost will be 24 multiplied by amount played.

IGT supports Wheel wager types in New Jersey, Michigan, and Indiana.
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®

Reports and Interfaces should be designed and implemented to support current requireiments with the flexibility to create neww
reports and interfaces to meet future needs for all users. Please describe your plans to achieve the goals related to REPORTS
AND INTERFACES. (Section 4.3)

In the following sections and subsections, we describe how the reporting capabilities of the new Aurora™
system will provide the functionality the West Virginia Lottery needs to most efficiently perform its work -
saving time and money. Our solution is user-friendly and intuitive, and provides data-driven insights
historically, daily, and in real time as required to enhance the Lottery’s productivity with timely information.

A number of enhancements have been made to the reports and interface files developed in the new
Aurora system. We not only used customer insights to develop enhancements to reports, but continue
to refine reporting functionality to find new and better ways of delivering the information our customers
need to manage their business objectives.

Additional information, in the form of screenshots, is trade secret and/or highly proprietary and
confidential commerical information that IGT can make available for review by the Lottery during

the Oral Presentation and/or under a Non-Disclosure Agreement (or similar), as disclosure of this
information in the Proposal (and public disclosure of the same as noted in Sections 21 and 31 of the RFP)
could severly jeopardize IGT’s competitve position in the marketplace and cause significant harm to IGT
and its stakeholders.

Complementary Business Intelligence (“BI”) and Analytics Tools

Only IGT offers a synchronized suite of complementary products that leverage consistent customer
insights and analytics across all lottery stakeholders to drive sales. These powerful tools deliver proven,
actionable content based on lottery customer feedback as well as our own experience managing lotteries,
retailer networks, and lottery sales forces in multiple jurisdictions worldwide.
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Figure 4.5 - 1:
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Key Differentiator: Common analytics and data across infoimation access tools for all lottery stakeholders is a
key differentiator offered by IGT. Your retailer. Field Marketing and Sales Representative (FMSR), and lottery
managers and analysts are always looking at comparable information from a comimon data point of truth.

The following are key components of our offering to the West Virginia Lottery:

*  Aurora Performance Intel: Our proposed solution to provide the Lottery with
comprehensive lottery Bl and analytics. Performance Intel’s central data warehouse is a key
data source for IGT’s complementary sales force automation, retailer website, and exclusive
market insights product solutions. Aurora Performance Intel is a comprehensive, one-stop
solution for data-driven decision making for every user. Performance Intel informs lottery
users with at-a-glance, visual analytics that are complemented with in-depth reporting and
analysis features. A thorough review of Performance Intel can be found in the next section of
this proposal.

* Aurora OnePlace: IGT’s Aurora OnePlace, from IGT’s recent acquisition of Hudson Alley
Software, is our field-proven lottery Sales Force Automation (SFA) solution that will be fully
integrated with our other systems, applications, and the Performance Intel data warehouse
that we are offering to the Lottery. A full description of OnePlace is found in Section 4.6.8,
Field Marketing and Sales.
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Aurora OnePlace

IGT'’s recent acquisition of Hudson Alley Software, Inc. has brought the best SFA platform and most
experienced SFA team in the lottery industry to IGT. We are offering Aurora OnePlace, which will be
integrated into our Aurora System.

Aurora OnePlace:

¢ Optimizes retailer visits with at-a-glance information that includes up-to-date inventory and
performance measures.

¢ Manages and organizes communications and activities with retailers using task management
capabilities and an alerts feature that pinpoints inventory or performance issues.

» Helps recruit retailers more effectively and efficiently.

e Aurora Retailer Wizard: Retailer Wizard, IGT’s retailer website, is truly a self-service
solution that provides retailers with virtually everything they need to develop and better
understand their lottery business. Aurora Retailer Wizard will complement the efforts of our
FMSRs and facilitate retailer management while helping grow Lottery sales and keep updated
information at your retailers’ fingertips. eLearning tools for Lottery staff, retailers, and clerks
alike is readily available through IGT’s Lottery Learning Link that is also accessible through
Retailer Wizard. More details about Retailer Wizard can be found in Section 4.7.1, Retailer
Website, of this proposal.

» Retail Market Insights (RMI): RMI includes a collaborative of U.S. lotteries to provide cross-
jurisdictional lottery retail sales analytics. RMI is the first lottery database to bring the power
of Big Data analytics to U.S. lotteries. RMI combines retailer information and sales data from
lotteries across the U.S. This data will help your marketing and sales team identify opportunities
for growth and generate data-driven presentations to help drive decisions for chain prospects in
demonstrating the likely impact of lottery on their businesses. The West Virginia Lottery is
currently an RMI participant.

Other Avenues of Reporting

Additional avenues of reporting include terminal reports that a retailer can get directly from the Lottery
terminal or that a Lottery employee can access via the user friendly, web-enabled interface of Aurora
Navigator’s Retailer Management component. Aurora Navigator also provides additional reporting
options that include standard (Host) reports that provide daily and weekly operational reporting, and
reports from Aurora Navigator’s Accounting components that include Claims and Payments (CAP), and
Instant Ticket Scratch-off Game Inventory.
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Accounting Feeds

IGT will provide appropriate data transfers and near real-time exchanges of information between the
proposed lottery system and the Lottery’s accounting systers. IGT has extensive experience providing
data in any required format or via automated data integration processes to best meet the rigor and data
precision required by the Lottery’s accounting system. This information is detailed later in this section in
Section 4.3.2, Accounting Interface.

4.3.1
Business Intelligence (“BI”)

The Verdor’s System interfaces with a web-based tool with a raparting functionality that includes data mining techniques,
business parfermance management, predictive analysis, data refationship patterns, associations. and other information needed
by the Lottery. This tool collects data from multiple sources (ie. Systern operations. retailer website, Hotline, etc.). The Bl too!

is designed to be able to transform raw data into meaningful and useful information for reporting, statistics, promotional,
marketing. straiegic planning. and other analysis purposes. The System is confiqured in a redundant manner and location for
allowing continaous access by the Lottery through an easy-fo-use graphical user interface ("GUI). This interface is used to
access information based on access rights with a comprehensive set of reports, dashboard, and other information made available
fo authorized Lottery staff. The Bl includes a mechanism to schedule and deliver (by email) required reports to designated users.
Such functisnality may include onfine inquiries of selected information, graphic displays on workstations, printed graphic displays.
or any other oufput cptions.

IGT has reviewed and acknowledges the information provided by the Lottery regarding the functionality of
the BI application that the Lottery currently has. Our new Aurora Performance Intel solution will provide
the same functionality you have described plus much, much more, as presented throughout this section.

Providing actionable, data-driven insights and enabling access to timely information to help improve the
West Virginia Lottery’s performance is imperative in today’s lottery industry.

Our current partnership and years of experience working directly with the West Virginia Lottery
underscores the need to improve upon timely report delivery and easy access to the exact data content
needed for reporting and analysis that have been pain points for the Lottery, IGT’s current business
intelligence product support model includes new and enhanced business processes that will bolster a
collaborative requirements process (detailed later in this proposal response) to deliver our latest business
intelligence and reporting products in an expeditious manner.
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In addition, and in light of known historical challenges as your lottery partner, we have made the
following improvements:
1. Strengthened our on-site (Tier-1) business intelligence and reporting support with Shane
Durham’s expertise and strong relationship with the Lottery.

Shane Durham.
our Tiar 1 suppoit
person for the Lottery

2. Added a Tier-3 support team that includes Scott Gaus, who provides the Lottery with
additional intel as an accessible lottery business intelligence and reporting expert.

Scott Gaus,
our Tier-3 support
person for the Lottery

3. Invested several million dollars, over the past four (4) years, in our Business Intelligence (BI)
product that now includes a separate, 12-person R&D team that works closely with our
dedicated BI delivery and site teams.

4. Leveraged knowledge sharing and experience with lotteries across the U.S. to help create
more valuable, targeted baseline product content for the West Virginia Lottery.

wn

Completed and implemented a business process-improvement effort that resulted in a
revamped business intelligence and reporting delivery and support process. This includes
up-front classroom training and a rigorous, collaborative requirements process with lottery
stakeholders that will also provide authorized Lottery users access to their existing sales and
finance reports to create a truly one-stop shop for lottery reporting.

o

Improved training, mentoring, documentation, and other on-site delivery efforts to ensure
the West Virginia Lottery has the appropriate level of support and direct access to the reports
and data it needs to succeed, plus an expeditious change process when help is needed to
change or create reports.
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Overview of Aurora Performance Intel

Aurora Performance Intel - The Foundation for Intelligent Decision-Making

IGT is excited about its new Aurora Performance Intel business intelligence
and analytics product solution. Not only have we refined and optimized
Performance Intel’s central data warehouse for improved query
performance and data availability, but Aurora Performance Intel now
includes real-time and visual analytics. Performance Intel informs lottery
users with at-a-glance, visual analytics that are complemented with in-
depth reporting and analysis features. Other new capabilities and baseline
content are sure to help the West Virginia Lottery leverage data-driven,
actionable insights. Aurora Performance Intel is accessed through Aurora
Navigator, IG1’s back-office solution access point.

Aurora Performance Intel is a comprehensive, one-stop solution for data-driven decision making for
every user at the Lottery. It includes retail sales and marketing users as well as iMarketing insights that
range from web analytics and usage metrics regarding your player’s portal to the impact from retailer and
consumer interactions with the Lottery’s social media channels. Even better, Performance Intel is ready
for any future Internet-related lottery capabilities.
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Optimizing lottery performance through actionable insights is the essence of Aurora Performance Intel. It
delivers insights that show targeted areas of Lottery performance, enabling Lottery personnel to direct
resources to solving inventory and product distribution problems, and to take advantage of opportunities
to improve the sale of Lottery products.
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The essence of business intelligence is to look at trends and patterns that can lead to more in-depth
analysis of Lottery performance issues, e.g., sales trending below goals or poor penetration of new instant
ticket scratch-off games. Aurora Performance Intel provides that foundational business intelligence
capability, taking these types of analyses way beyond simply bean counting by creating pre-defined
measures and metrics that are complemented by more interactive, visual analytics, and real-time data
analysis capabilities.

A key enhancement to Performance Intel is its interactive, highly visual dashboards that provide easy

data discovery. A user can easily pinpoint sales trend performance by price point, business type, region,
district, or even by FMSR. Performance Intel’s instant ticket scratch-off game dashboard, for example,
shows multiple widgets that visually portray various performance metrics (such as sales or game
penetration) at varying levels of aggregation and percent changes from a prior period. Simply clicking

one of two bar charts that visually portray sales by district, price point, or business type will immediately
re-render the dashboard’s computations with re-computed trend lines and totals. This is for those selected
filters, e.g., sales district, $1 games, $2 games, and convenience stores only.

Descriptive statistics combined with Aurora Performance Intel’s reporting and data visualization
technologies and database-management capability enable lottery users to gain significantly more insights
and rapid responses to performance issues or optimization opportunities.

Performance Intel’s intuitive, web-based user interface includes interactive dashboards and reports that
measure and track performance of every lottery product line and channel and can be accessed by
anyone, anytime.
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Your “current” IGT business intelligence and reporting system primarily generates tabular reports from
SAP’s BusinessObjects InfoView (Web Intelligence) software, as shown in in the following figure.

Figure 43 -3:
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Current Solution: SAP includes Ad-Hoc Query Data Universes and folder access to canned reparts.

In comparison, the new Performance Intel solution’s reports are greatly enhanced with valuable
information. The new, intuitive Aurora Performance Intel User Interface (UI} provides point-and-click
tabs and menu selections to quickly get to the report you want. Integrated help features that include video
tutorials, universe guides, data dictionaries, and a user’s guide are only a click away. Access to Ad-Hoc

queries and report creation is also a hot link from this central user interface.

Reports and Interfaces

43 -9



&IGT

The following figure is a sample screenshot that shows the type of reports provided with the new Aurora
Performance Intel solution.

Figure 4.3 - 4:

| Intaitive Ul: Aurora

. Performance Intel's
point-and-click U!
features a responsive
design, interactive
dashboeards, and
direct access to
documentation from
a drop-down menu.

-

Lottery performance is improved with Performance Intel by providing a one-stop, easy-to-access source
of actionable insights and oversight, so everyone at the Lottery can make smarter, strategic, and tactical
business decisions throughout the day.

One-stop Bl and analytics means Performance Intel consolidates and organizes data collected across IGT
systems and relevant third-party systems. It then overlays this comprehensive, central data warehouse
with feature-rich data visualization and enterprise business intelligence and analytics software, combining
Tableau’s top-rated data visualization capabilities with SAP’s BusinessObjects’ enterprise reporting and
robust query software.

The solution offers your staff easier access to data and intelligence by leveraging an updated, intuitive user
interface and a larger, more cross-functional data set for insights into all areas of your lottery organization.
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Aurora Performance Intel will provide the Lottery’s managers and analysts with a comprehensive system
that enables oversight and actionable insights into your Lottery’s performance. This is accomplished by
providing expert baseline confent in addition to lottery-driven requirements, capabilities that improve the
ease of use and access to information, and collaboration that ensures the West Virginia Lottery’s reporting

and analysis needs are met across stakeholders. Delivery and support processes include appropriate
training and continuous knowledge sharing of industry best practices and new ideas.

These three essential elements of a top-notch lottery business intelligence system are described in more
detail below:

Content

¢ Establishment of a well-designed, tightly integrated, central data warehouse that includes
a complete set of data from all relevant lottery and third-party data sources.

*  Available analytics modules of predefined, configurable baseline reports and dashboards
based on industry experience and expertise. These modules include, for example, Self-Service
Terminal (SST)} Analytics, Instant Ticket Scratch-off Game Performance, and Fraud Detection.

» Provision of system reports, dashboards, and a well-organized, business-friendly semantic
layer to access more granular data through the Performance Inte]l Ad-Hoc module.

* Varying levels of data periodicity including real-time analytics.

e Database and application documentation that includes data universe guides and underlying
data warehouse data dictionaries, database design documentation (i.e., Entity Relationship
Diagrams), video training, and a comprehensive users’ guide.

Reports and Interfaces 43-1
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Figure 4.3 - 5:
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Extended Analytics Capabilities: Real-time analvtics is provided for Fraud Detection and SST analytics
currently in Performance Intel, but can also be extended to other lottery functional areas of analysis as required.

Capabilities

A web-based, intuitive UT leveraging a flexible design to enable self-service use.

L]

» Dynamic, interactive tabular reports, dashboards that include geomaps, and business graphics
with dynamic prompts and filters underscore the ease of use of visual analytics.

» Direct access to guides and tutorials from a one-stop shop UL

» Advanced data visualizations and dashboards for easy and fast data discovery.

¢ Full access to all of your data using an Ad-Hoc Users module that leverages point-and-click

features to query data and create or change reports.
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Collaboration

A delivery process that includes a requirements effort that elicits business needs from all
Lottery stakeholders based on a “one-size-does-not-fit-all” Lottery system,

Inclusion of upfront training, mentoring during implementation, and a support system
that ensures that quick fixes and changes can be made expeditiously, overcoming some
current challenges.

Feedback and knowledge sharing from IGT’s more than 35 customers and sites using
business intelligence, plus new ideas from IGT market research and marketing analytics
teams, e.g., our efforts working with a consortium of U.S. lotteries (Retail Market Insights
or RMI™) to provide a broad view of retail chain and trade type performance and enable
same-store sales optimization and chain expansion.

Other aspects of our Aurora Performance Intel offering that distinguishes IGT include:

[ ]

Field-tested and proven in more than 35 jurisdictions worldwide that use IGT BI capabilities
and content. Thus, the Lottery will have the advantage of the insights and “best-of” analytics
that IGT has gained from these experiences.

Of particular value are the insights we have acquired as a technology and services partner
or operator in 23 U.S. states. In some of these instances, we have not just developed and
implemented Aurora Performance Intel — we are using it ourselves, which gives us

an exceptional understanding of its management and decision-making functionality.

We constantly integrate new capabilities and analytics content to ensure that Aurora
Performance Intel best practices evolve just as the lottery industry evolves.

Knowledge-sharing across our consulting, Aurora Performance Intel support, and dedicated
Product R&D teams. This will provide additional value to the Lottery’s Aurora Performance
Intel implementation and ongoing reporting needs. The comprehensive marketing-consulting
efforts in which IGT engages with other jurisdictions - and the new understanding and ideas
we come away with — are regularly discussed among our corporate and on-site marketing

and business intelligence analysts. This regular feedback ensures that the best ideas from our
consulting experience and cultivated best-of-lottery performance measures, along with your
own analysis-based insights and actions, can be used to monitor, measure, and take action to
improve the Lottery’s performance.
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Figure 4.3 - 6:
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Experience with Over 35 Lotteries

Support of retailer best practices: Aurora Performance Intel provides reports that identify
opportunities for improving retail sales. Authorized users can access specific reports to
identify retailers who are not using best practices to manage their instant ticket scratch-off
games and work with them to implement best practices to optimize sales. Draw-based game
performance and liability information is readily available by chain or by retailer.

Ability to gain further retailer insights: IGT’s efforts to expand the Lottery’s ability to gain
further retailer insights includes new retailer metrics, benchmarks, and measures to improve
the growth of lottery retailers with targeted marketing analytics.

Improved ability to analyze the instant ticket scratch-off games product category: This
feature will enable your business users to better manage inventory at the pack and partial-
pack levels, and report on winners. They will also be able to analyze sales by region, trade
style, retailer, game theme, and other game attributes.

Two user modules: Aurora Performance Intel also provides two user modules. The Business
Users module provides quick access to pre-defined but highly interactive dashboards and
reports that will be available to the majority of authorized West Virginia Lottery users. The
Ad-Hoc Users Module allows a more limited pool of data-savvy users (note that we offer
detailed, multi-day classroom data universe training and access to a video library of lottery
ad-hoc analysis and report creation scenarios) to query data down to the transaction level,
create new reports, or change existing report templates.

43-14
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¢ Collaborative reporting requirements process: A key element of the collaboration element
is Aurora Performance Intel’s refined and enhanced requirements processes used to meet and
exceed the Lottery’s reporting needs. IGT’s “one-size-does-not-fit-all” model of delivering
Aurora Performance Intel with an in-depth, collaborative requirements effort and associated
detailed documentation and training process ensures adoption and use of this powerful
business intelligence and analytics capability prior to Go Live, helping the Lottery maximize
profits and become even more efficient.

The Lottery’s stakeholders — including retailers, players, beneficiaries, and policymakers - demand
accountability from the Lottery. Likewise, the Lottery demands the highest levels of reporting accuracy
and transparency from its suppliers. IGT will correct and ensure that all management and administrative
reports are accurate and impactful, enabling the Lottery to continue effectively managing its business and
maintaining its positive reputation with all stakeholders. IGT will make sure all user reports are traceable
to your unique set of requirements to ensure there are no reporting gaps that the Lottery may have
experienced in the past. This includes a rigorous testing process to ensure a smooth conversion.

Executive Dashboards and Visual Analytics

Visual analytics and at-a-glance executive dashboards are key leading-edge practices and technologies
used by our Performance Intel product solution to improve usability and the ability for users to quickly
react to information. Users are more productive because they process information faster when it is visual,

“Visualization works from a human perspective because we respond to and process visual data better than
any other type of data. In fact, the human brain processes images 60,000 times faster than text, and
90 percent of information transmitted to the brain is visual.”

Source: http:f/www.t-sciences.com/news/humans-process-visual-data-better

Sales dashboards provide at-a-glance views of performance. Visual Analytics, combined with interactive
dashboards, create improved adoption and ease of analysis to gain insights into the Lottery’s performance.
IGT would be pleased to show these sales dashboards at a presentation or at the benchmark.

Dashboards that are part of Performance Intel’s Business Users Module will allow Lottery managers and
analysts to quickly identify sales trends and details by game, price point, district, region, or retailer to
provide data drill-down analysis in addition to trend analysis. For example, executive-level dashboards
quickly show at-a-glance comparisons and trends. In one example, overall sales metrics and trends are
compared to Gross Gaming Yield (which shows relative profits by backing out actual payouts) to show
evidence of the balance or imbalance of low- and high-tiered prize structures and the projections on
which prize structures were based.
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Business Users Module Overview

Aurora Performance Intel’s Business Users module provides an intuitive, point-and-click, web-based Ul
with functional lottery tabs and menus of selectable reports. It includes advanced visualizations, dynamic
dashboards, and integrated geomapping.

Access to Performance Intel’s Ul is access-controlled from Aurora’s central system user access management
tool (Aurora User Security), and further managed for each Performance Intel user at the functional report
category and even down to the report level as required for users who have a need to know.

Baseline content and access to documentation, tutorials, and the Ad-Hoc module (for deeper, more
granular data inquiries or report creation) are accessible from the Business Users module. Training is key
to adoption and use of these powerful dashboards and reports that will lead to data-driven decisions to
improve performance. Video training showing how to use these data is only a click away.

Draw-Based Game and Instant Ticket Scratch-Off Game Reports

Draw-Based Game Performance

Draw-based games make up a significant portion of the Lottery’s revenue, and maximizing big jackpot
sales and managing payouts and liabilities are critical elements towards maximizing profits.

Draw-based games analytics and reporting are supported by Aurora’s Performance Intel. The following
figures provide examples of measuring sales to goals and show a more detailed report that provides
information about payouts and liabilities. Prompts and input controls allow filtering by game(s) or
other drill-down and filtering criteria, and user prompts provide “what-if” analysis regarding any
potential payout adjustments.
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Draw-Based Game Sales Trends and Comparisons to Goals
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Draw-based game reporting and analytics can be drilled down to the retailer level, as depicted in the
following tabular report examples:

Figure 4.3-9:

Performance Intel Baseline Report - Draw-Based Game Sales by Chain and Retailer
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Performance Intel Baseline Report ldentifies Monthly Draw-Based Game and Instant
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Aurora Performance Intel’s Ad-Hoc Users module will allow Lottery staff the ability to query data, create
reports, and change existing reports to meet any level of draw-based games reporting and analysis. For
example, an ad-hoc query comparing and reflecting draw-based sales and commissions’ amounts by retailer
can be quickly generated by selecting from data objects that are organized in a business-friendly semantic
layer that includes data universes and classes of data objects within an easy-to-use query panel.

Instant Ticket Scratch-off Game Performance

Analyzing sales and inventory-optimization metrics can help improve the Lottery’s instant ticket scratch-
off game sales (which fell by just more than 2% over FY2014). IGT also continues to leverage knowledge
sharing and best practices to optimize ticket sales. IGT’s supporting analytics services, national
workgroups, and product R&D teams continuously work together to improve instant ticket scratch-off
game sales with analytics tied to IGT’s instant ticket optimization strategies.

Aurora Performance Intel’s Instant Tickets Performance module provides two (2) dashboards that each
include sub-dashboards and underlying tabular data, providing even deeper knowledge of instant ticket
scratch-off game performance.

The first dashboard provides an overview of instant ticket scratch-off games for executives, managers, and
analysts to gain quick insights. This dashboard is partially depicted below with sub-dashboard selection
tabs at the top:

Figure 4.3 - 11
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The Sales Trends sub-dashboard begins to drill down to a second level, giving you a deeper dive of the
statewide sales that you've seen on the Overview tab. The Sales Trends dashboard is a terrific tool to begin
to drill down on sales details that may lead you to weaknesses in your retailer network or sales network
that may need to be addressed.
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The Alerts sub-dashboard tracks key alerts regarding top Instant Ticket Scratch-Off Game Key
Performance Indicators (KPIs} that are collected and analyzed historically to target locations with habitual
patterns ofkpoor inventory management. Alerts bring to the attention of lottery staff actionable conditions
that drive real results if addressed in a timely manner. Alerts are retailer-specific and address specific best
practices where a retailer may have a weakness that you want to address. Like most of our dashboards,
measures can also be aggregated and filtered at regional, district, FMSR, and Tel-Sell Representative levels
to gain insight, take action, and communicate issues at those levels of detail.

'The next dashboard focuses on daily and historical instant ticket scratch-off game penetration analyses
plus historical trends and comparisons of games at varying levels of aggregation to support strategic and
tactical decisions. Any date can be analyzed for any geographic entity, or by inside sales (Tel-Sell) and
field FMSRs regarding instant ticket scratch-off game penetration. “What-if” analysis is accommodated by
adjusting the color-coded game penetration thresholds/goals to determine the level of game penetration
that should be attained by FMSRs.

A lottery’s management team really needs know about two types of penetration in the marketplace:
activation of new games at retail in that all-important first week of distribution and game penetration of
all other games in the marketplace. Selecting New Games Activation in the Daily Penetration sub-
dashboard allows users to see the percent of retailers in the retailer network that have activated a pack of
each new game during the first week of distribution. This is updated daily the first week after a launch of a
new game.

Selecting (Regular) Game Penetration shows ALL of the games in the marketplace. Regular penetration
differs from the New Game Activation in that the Regular Game Penetration measures the % of retailers
that actually have a game on the counter and selling.

The remaining two game penetration sub-dashboards provide an historical view of sales and associated
snapshots of game penetration leveraging interactive visual analytics. Knowing the historical penetration
rate of a game is important, but even more important is measuring that penetration rate each day, over
time, and comparing it to the game sales over that same time period. Comparing the penetration rate to
sales tells us whether that game is still in demand in the marketplace or that customers are losing interest
and the game is nearing the end of its life cycle. This is a vital tool when trying to decide which games to
include in a planogram, for example. Lotteries need a picture of games that the public actually has the
opportunity to purchase; it’s not useful to count retailers that simply have packs of tickets in the safe.

Stale inventory is another example of Performance Intel’s out-of-the-box baseline content, and includes
drill-down capabilities at the region, FMSR, and individual retailer levels. Stale inventory has to be
replaced immediately with better-performing games to optimize sales.
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Marketing Reports and Interfaces

Aurora Performance Intel fully supports marketing reports other than standard system (Host) reports for
business users. It also provides an ad-hoc user interface to query data, create reports, or extract data to be
used for other marketing analyses. The Performance Intel presentation layer is tied to the Performance Intel
data warehouse. Baseline reports and dashboards include advanced data visualizations and geo-maps.

IGT understands the importance of this information to the Lottery, and will make marketing reports a
high priority. During our requirements-gathering process, we will identify the marketing reports that are
desired by the West Virginia Lottery early on to ensure these reports will be available at Go Live. Much of
our baseline content that was discussed in the previous section will also help meet your marketing
reporting needs, covering instant ticket scratch-off and draw-based game sales by retailer, by chain, and
system wide.

Because the Performance Intel data warehouse collects all game transaction details, it can provide both
detailed and aggregate reporting with sales and validations - and identify free plays, coupons, Easy Picks,
manual entries, play slip entries, multi-board wagers, multi-dollar wagers, and add-ons/multipliers for
any given period.

Detailed monthly sales data by retailer is shown in the following figure. This alsc shows prompts that can
be built-in to adjust the date range or look at selected retailers or FMSRs.

Figure 4.3 - 12:

Monthly Validation Sales by Retailer
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Other examples show system-wide trend and comparative analysis of instant ticket scratch-off games as
reflected previously with regard to the daily and historical game penetration analysis dashboards. The
reports include another dashboard that was derived from collaborating with IGT’s Same Store Sales
analytics team. [t visually portrays game penetration relative to sales to a best fit trend line, plus additional
visual analytics regarding rates of sales for each game.

Sales data by chain is easily accessible for the Lottery’s marketing team to identify top sales chains and
chains that may need some more marketing support to increase sales, as shown in the following example:

Figure 4.3 - 13:

Chain-Level Sales Information
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Winner awareness is also critical to grow sales and identify winners by location and jurisdiction-wide.
Identifying winners is always a great marketing tool; the Lottery can advertise winners at identified retail

locations or by chain or other relevant entity.

Figure 4.3 - 14:
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Lottery managers and analysts can get more details about a selected chain or retailer with Performance
Intel’s Retailer 360. This module includes metrics such as rankings and information about winners by
location for the selected retailer and nearby lottery retailers based on a selected distance range of

neighboring lottery retailers to compare relative performance.

The preceding paragraphs discuss much of Performance Intel’s baseline content, which will enable the
West Virginia Lottery to analyze and identify sales, instant ticket scratch-off game inventory, and
marketing efforts to ensure positive sales growth. We understand how critical security and brand integrity
are to every Lottery’s success. The next section identifies potentially fraudulent activities that can be
identified with analytics and reporting. We can also monitor any identified locations in real time to build
a case that enables authorities to investigate and take action on suspicious activities,
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Fraud Detection and LiveAlert

IGT’s Fraud Detection module includes a date- and filter-driven analytics package that can be used as a
lottery analytics module to augment your current fraud detection capabilities.

Reporting that Identifies and Targets Suspicious Activity

Easily accessible, transaction-level detail reporting is available by terminal and any other level of detail.
IGT worked closely with anti-fraud experts from more than 15 jurisdictions to create Aurora Performance
Intel’s baseline fraud reports. Fraud detection relies on accumulating evidence by first targeting areas of
suspicious activity, e.g., cashes of unclaimed draw-based game products near purge time or excessive
draw-based game cancels versus sales. One of our baseline reports provides an interactive dashboard
regarding cashing behavior. This is one example of targeting chains or selected retailers with a dynamic
prompt- and filter-driven data visualization report that can be viewed based on selectable thresholds of
suspicious activities.

The following is a list of some of our other fraudulent activity reports provided in our baseline fraud
detection module:

e Activated Packs with No Validations.

» High Percentage of Cancels versus Sales.

» Cancel Transaction Details.

» Ticket Lifecycle.

¢ Draw Games Coupon Fraud.

» Instant Ticket Scratch-off Game Validations.

e TMIR (Transaction Master Information Retrieval).

» Cash of Unclaimed Draw Games Near Purge Time.

o Tickets Validated at Location Other Than Owning Location.

o Excessive Invalid Validation Attempts per Instant Ticket Scratch-off Game.

s  Excessive Non-Winning Instant Ticket Scratch-off Game Validation Attempts.

e Attempt to Validate Canceled Draw Game Ticket.

o Attempt to Validate Instant Ticket Scratch-off Game from Pack or Partial
Pack in Invalid Status.

s Stolen Packs with No Validation Attempts.

LiveAlert Monitors Suspected Activity in Real Time

A natural next step in collecting evidence of potential fraudulent activities is to monitor transactions at
targeted locations to verify the identified and analyzed suspicious outliers, trends, and patterns day-to-day
and minute-by-minute. IGT is excited to include its Aurora Performance Intel-based Aurora LiveAlert
module in this base business intelligence and data warehouse offering. Aurora LiveAlert provides real-
time monitoring and analysis keyed to pre-determined scenarios of fraudulent activity.
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LiveAlert’s Monitoring and Alerts mechanism can be enabled as part of the Aurora Performance Intel UI
or in a more accessible location, such as a tablet or mobile device.

LiveAlert's dynamic performance dashboard leverages Aurora Performance Intel’s visual analytics data
presentation component. Alerts based on your business rules and thresholds of suspicious activity to
which you want to be alerted can be changed as needed. LiveAlert also leverages geo-mapping for a quick
view of suspicious activity for any geographic area and at-a-glance evidence of suspicious activity for any
time dimension,

Fraud detection requires transaction-level evidence, which is also available directly from LiveAlert. This
value-added functionality collects the underlying, targeted transaction activities tied to each scenario of
targeted suspicious activity.

Ad-Hoc Users Module Overview

Create or change reports or simply query and analyze your data with Performance Intel’s Ad-Hoc Users
Module. The ad-hoc capabilities of our Aurora Performance Intel solution include prompt- and input
control-driven report models (pre-defined reports created for use in the Business Users module, advanced
visualizations, and interactive dashboard workbooks) that can be manipulated or changed. Plus, you will
have full access to the Aurora Performance Intel Data Warehouse for data query and investigation. This
will be at a granular level of detail via data universes. Business analysts, marketing specialists, and draw-
based/instant ticket scratch-off game product managers will be able to use these tools to address any
pressing challenges.

Aurora Performance Intel's Ad-Hoc module can further data mining and what-if analysis with pre-
defined filters and a host of input controls and filters to quickly interact with more granular data objects
and find data associations and patterns. The creation of ad hoc reports will not require any software
programming. It’s a self-service tool that requires detailed data knowledge. IGT-site team members will
work closely with your users to make the most of the system and tools. We have enhanced our on-site
training for ad-hoc module users with a data-intensive, multi-day, on-site training class that includes how
to use data universes. Qur Aurora Performance Intel ad-hoc users’ implementation includes detailed Data
Universe Guides, access to video training on focused lottery data analysis scenarios, and report creation
using the Ad-Hoc Users’ module. Training, documentation, and continuing on-site support will create a
solid foundation from which Lottery staff can start generating reports and analyzing data with confidence.

Our evolved Aurora Performance Intel product solution provides an array of next-day and real-time
reporting capabilities. Authorized Lottery users can use the Ad-Hoc module to look at data across
Lottery channels, across time, from the previous weck, or cven from today’s domain applications or
host system transactions.

Integrating disparate databases within the central Aurora Performance Intel Data Warehouse optimizes
the ability to search multiple databases. Data universes further that capability for less technical users by
essentially creating a view of data across related data tables, enabling a semantic layer of business-friendly
nomenclatures that are more familiar to the user. Federated searches are also possible, as required, across
additional databases leveraging IBM’s DB2 Blue Accelerator technologies. Note that any field in the
Lottery’s data warehouse will be searchable.
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Aurora Performance Intel supports comprehensive searches of all database tables within a centralized data
warehouse using a single search screen as determined by the Lottery during the requirements part of our
delivery process. The ability to see, for example, in one report, both retailers and winners by searching any
field available in any data universe is a fundamental capability of both our enterprise reporting and
advanced visualization toolset.

Data analysts and reporting developers can use the point-and-click Aurora Performance Intel Ad-Hoc
module to query data down to the transaction level or create and share new reports. Pre-built data
universes include pre-built data views (universes and data classes), data aggregations, filters, and measures
to save time and ensure accuracy. Any Ad-Hoc data query can also be exported to multiple export options
that include Excel, CSV (Comma Separated Value file), PDF, or Text format for use in other tools or
application. Existing baseline reports can be used as templates for new reports or report changes such as
adding additional filters or prompts.

The latest SAP BusinessObjects Version 4.1 solution and Tableau Version 9 solutions, integrated into
IGT’s latest Aurora Performance Intel offering, will provide easy access to query and report on gaming
information collected by data processed by the Aurora Transaction Engine, Aurora’s back-office
applications, and any other critical third-party databases as required by the Lottery.

Users will access data down to the transaction level and create or change existing reports, create ad hoc
analyses, and schedule reports to run automatically using the aforementioned Aurora Performance Intel
Ad-Hoc module. They will also export reports in a variety of formats and share them with co-workers.
Any Lottery user with authorized access will have the same capabilities, whether in-office or from a
remote location with Internet access.

Data Mining and Advanced Analytics

To address the West Virginia Lottery’s requirements to have inferential statistical capabilities for
predictive analysis, data mining, and other inferred data-driven patterns and associations, IGT’s Aurora
Performance Intel is positioned to produce any existing or derived data models by leveraging “R,” an
available toolset that can also mine data and develop data models. IGT is currently working with internal
and external stakeholders on many analytics fronts to bring predictive analytics into Aurora Performance
Intel as a baseline capability when that capability can be configured to meet any lottery’s specific
predictive analytics needs. Retailer sales and fraud detection models are currently being developed
internally, and we are always assessing their applicability to our customer sites.

One example of our baseline fraud detection reporting that is keyed to data associations is an Anomalous
Retailer Behavior Analysis report that correlates instant ticket scratch-off game settlements against
validations. It looks for outliers keyed to the resultant percentage of the variance between the
observations, i.e., the R-Square (RSQ). High and low variances, or RSQs. are taken into consideration for
further analysis to detect patterns of suspicious activities, or refute these as suspicious due to other
environmental variables impacting lottery product sales, e.g., an adjacent industry going out of business
that had supported lottery sales at that location.
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Data mining techniques are also commonly referred to as data or knowledge discovery that can be
accomplished in several ways. One method is the dynamic interactive data drill-down, slicing and dicing
data and general data investigation searching for trends and patterns or correlations between data
dimensions and measures, e.g., noting poor sales of instant ticket scratch-off games at locations of a
specific trade style or geographic location.

Tableau, a featured software capability within Aurora Performance Intel, is considered a top “data
discovery” tool. Additional methods of data mining include dynamically incorporating data modeling
development as a result of data variable selections that may have a correlation to a hypothesized outcome.
Many IGT experts use these more inferential statistics-oriented tools to derive predictive or simple
correlational data models to understand what impacts lottery product sales. R has become an industry
standard for data modelers, and the toolset IGT uses to produce data models within Aurora Performance
Intel. In fact, any R script can connect directly to Tableau to, in turn, use dashboards as a front end for R
code, which allows viewers to intuitively interact with R data models.

Aurora Performance Intel enables data investigation (or discovery) by first providing the Lottery with
functionality to analyze the structured lottery data at various levels of detail. This leverages the solution’s
aggregated and transaction-level relational data warehouse (IBM’s DB2 with Blu Acceleration)
components, namely Reporting Data Store Transactions (RDST) and Reporting Data Store Aggregated
(RDSA), which maintain the required levels of data detail by varying dimensions,

SAP BusinessObjects and Tableau both offer drill-down and drill-through capabilities that leverage the
Aurora Performance Intel data warehouse. BusinessObjects Ad-Hoc User Module represents a full-
featured data analysis platform tied to well-organized data universes, classes, and associated data objects,
enabling data mining at varying levels of aggregation. The Ad-Hoc module is discussed in more detail in
the following paragraphs.

Big Data Solutions

At its most fundamental level, “Big Data” is about looking for insights from very large data sets. IGT has
increased its focus on Big Data to help its lottery customers optimize the use of their data assets, enabling
analysis to find apparent (and not-so-apparent) data correlations that can increase sales.

Aurora Performance Intel provides a strong foundation for Big Data analysis. We have engaged with
global experts, such as IBM and the Massachusetts Institute of Technology (MIT), for their insights into
how Big Data analysis might be best applied to our industry. Additionally, IGI"s Product Management
and Aurora Performance Intel R&D technology teams are working collaboratively with lottery customers
to better understand retailer sales and better target prospective lottery retailers through our Retail Market
Insights (RMI) tool that leverages IBM’s data warehouse Netezza Big Data appliance.

that supports the processing of large data frameworks in a distributed computing environment, While
future Internet lottery transaction information and adjacent social media and web analytics information
will require Big Data capabilities, current retail lottery data can also benefit from the power of Big Data
technologies to more quickly mine data and extrapolate associations and patterns across a large range
of variables.
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Reporting Data Universes: Your Window into the Lottery Database

Our solution includes BusinessObjects’ Data Universes, the windows used to view and analyze data within the
Data Warchouse. Authorized Lottery staff will select from these windows to create and analyze information
when conducting ad-hoc analysis. It is important to understand that the universes of information are designed
to include windows and views for the entire Lottery staff, such as Brand Management, Sales, Finance, Retailer
Contracts and Administration, and Security.

Each Universe includes Data Objects. Data Objects can be dimensional objects (such as game name or
retailer name) or measures (numerical data, typically the result of a calculation, such as net sales). The
specific universes the Lottery will have will be established during the requirements gathering process
ensuring they will be available at Go Live.

Visual Analytics and Tableau

Tableau provides a visual analytics front-end that uses an in-memory (Relational On-Line Analytical
Processing [ROLAP]) data engine to allow Lottery users to quickly look at various data dimensions in a
highly visual and easy-to-use format.

Tableau offers the best in self-service data discovery and interactive data visualization. It enables data
analysts to quickly and easily perform slice-and-dice operations to explore trends and relationships
in data, and then create visualizations. Tableau enables one-click filtering and fast rendering and
re-rendering of output that is tied to dynamic user interactions. These analyses are again bolstered by
the ROLAP data engine that supports optimized, multi-dimensional data selections and measures.

Aurora Performance Intel’s data discovery capability creates an interactive data mining environment to
compare and contrast data segments. In one example, instant ticket scratch-off game alerts can be tracked
and assessed any day(s) by FMSR, region, and relative location. Additional interactive data controls and
thresholds or goals can be added for further data discovery.

Sharing Capabilities, Bl Data Warehouse, and Technology Components

IGT, Through Aurora Performance Intel, IGT will supply web-based BI tools, provide extensive reporting
functionality, support data mining techniques and capabilities, enable business performance management,
add predictive analysis capabilities and available applicable analyses, and provide data relationship patterns,
associations, and other related information needed by the Lottery.

Sharing Information to Support Decisions

Any data visualization or tabular report is portable in three ways. First, the download feature creates a
snapshot of data for a particular dashboard, and includes full functionality of that dashboard from
anywhere by downloading Tableau’s (free) Reader software. Using the Download function in the lower
right corner of the data visualization screen creates a Tableau workbook file ([filename].twbx) that can be
shared and used without the Tableau or Aurora Performance Intel user interface. Data are only for the
point in tirme that are not connected to a live data warehouse. SAP Business Objects also provides
comparable export features to further share reporting content.
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Figure 4.3 - 15:
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Export options, as depicted in the preceding figure, include PDF or image file (e.g., PNG - Tableau only).
Underlying data can be exported to Excel, CSV, or Text files. PDFs and image files can be used to enhance
marketing or management presentations,

Second, mobility is a featured capability. Any Tableau workbook can currently be made available from
your internal network on a tablet device. Tableau and Aurora Performance Intel follow a responsive
design framework. Full mobility of Aurora Performance Intel and smartphone capability is on IGT’s

current Aurora Performance Intel product roadmap.
|

Third, additional features enable scheduling reports to be e-mailed
to designated users. A feature in Tableau that saves (remembers) a
set of interactive analysis selections or “Custom View” provides My Custom Views

one-touch access to an analysis task that is worth repeating as data | db Selected Draw Games - indspendent Retaiters

vigw
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Aurora Performance Intel’s foundational data warehouse includes
the relevant design and data integration work, i.e., the “heavy data
lifting” that IGT experts perform as part of the delivery process.
The data warehouse will integrate data at the level of detail and
update periodicity required from the Lottery. A trusted,
comprehensive, centralized database is a fundamental requirement L3 Uanage Custom Views
for an industry-standard BI system.
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Using the Aurora Performance Intel reporting solution, authorized Lottery staff can quickly and easily
access gaming information data processed by the Aurora Transaction Engine and other Lottery systems,
including pre-defined dynamic reports and dashboards and the thousands of more granular data
elements. The Ad-Hock module enables you to create reports or simply query and interrogate “your”
lottery database. Data stored in the Performance Intel data warehouse includes retailer data, sales records,
terminal maintenance data, daily transactions, and any other data required by the Lottery.

Bl Data Warehouse and Technology Components

To create a one-stop-shop for business intelligence and analytics, Aurora Performance Intel has integrated
multiple data sources into a trusted, tested central data warehouse. It then combined industry-tested
advanced visualization, enterprise reporting, and advanced analytics tools to create a solid business
intelligence and analytics foundation.

The three components of Aurora Performance Intel use best-in-class technologies and baseline content
fed from IGT’s years of experience and customer insights. Combined with our collaborative requirements
delivery process, we will ensure that Lottery staff have the data and reports they need.

These components include:
1. Data management: Aurora Performance Intel’s central data warehouse includes aggregated
data for reporting expediency and an operational data store that provides transaction-level
detail. The “heavy lift” of designing a relational database is done for you.

2. Value-added technology: Leverages top-rated data visualization {Tableau), Enterprise
Reporting (SAP BusinessObjects), and advanced analytics ("R”).

3. Value-added functionality: Lottery analytics modules that are part of Performance Intel’s
baseline content, e.g., Instant Ticket Scratch-off Game Performance, LVM Analytics, and
Fraud Detection.

“Best-in-Breed” third-party software adds advanced data visualization seamlessly integrated in an
intuitive, web-based UL Aurora Performance Intel’s software set includes SAP BusinessObjects, which is
the de-facto standard in Enterprise Reporting and Analytics, as well as Tableau, which complements
BusinessObjects by providing leading-edge, best-practice advanced visualization; dynamic dashboards;
geo-mapping; and data discovery capabilities. The two products work seamlessly together to build IGT’s
BI and analytics product offering along with a Vaadin web framework that provides HTMLS5 and
responsive design capabilities to add further flexibility to Performance Intel. Add robust documentation
and training videos that are a mouse click away and you have a truly seif-service business intelligence
product solution.
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Our central Aurora Performance Intel data warehouse will contain relevant sales and revenue history by
game in addition to associated data dimensions that correlate sales and revenue information with related
information for the term of the Contract. Longitudinal data about lottery sales and revenue is
fundamental to providing the Lottery with current and recent sales performance {oversight), comparative
analysis to previous periods (hindsight), and targeted analytics and associated reporting (insights) that are
actionable to change behavior and, ultimately, increase sales and the profits that contribute to the good
causes of West Virginia.

Aurora Performance Intel’s data warehouse aggregates disparate data sources into a central, well-
managed, organized relational database using eXtensible Markup Language (XML) files created from the
host system’s Master Journal File (MJF) data in memory (i.e., buckets of data) that provide data separation
from the production MJF transactions and domain systems (e.g., Aurora Instants Processing System )
databases. Most data are updated daily and pre-aggregated (completed during non-peak or off-hours) for
the RDSA.

Detailed, transaction-level data is separately stored in the RDST, providing an Operational Data Store
(ODS) capability for more granular data analysis outside of the production system. An ODS, by design,
provides a separate parallel snapshot of the production detail-level database that is used for reporting and
analysis in Aurora Performance Intel. These transaction-level data snapshots taken from the production
database throughout the day cause no impact to the production system’s performance and enable real-
time analytics by using these frequent microburst transaction updates as necessary.

While aggregate lottery sales, revenue, and inventory analytics are available at varying levels of detail
{time, sales force entities, retailers, chains, trade styles, socio-demographics and other geographic entities
such as county, city, zip code) player-level detail at this juncture depends on extrapolations of data, e.g.,
socio-economic data tied to retailer locations, in lieu of having identified player data.

The data warehouse’s data integration and management provides an extensible database platform to analyze
and report on your lottery operation, chains, retailers, and - given access to required data — can even provide
a single view of a player across products and lottery channels.

Our solution enables integration or interlinking of usage data from web applications to assess details
about the users and usage of IGT’s Customer Relationship Management (CRM) web applications (such as
OnePlace), third-party applications, or data services. In turn, Aurora Performance Intel enables the
creation of application usage reports that meet the Lottery’s requirements. IGT has significant experience
integrating data from third parties - including Cadence call center data as well as Nielsen/Claritas
demographics and data mapping sources — to generate usage and accompanying performance reports.

In addition, integrating disparate databases within a centralized data warehouse optimizes the ability to
search multiple databases. Data universes further that capability for less technical users by essentially
creating a view of data across related data tables, enabling a semantic layer of more familiar, business-
friendly nomenclatures.
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Aurora Performance intel and Data Quiality

Data quality is paramount in a trusted business intelligence system. IGT prides itself on being a top-flight
data integrator that follows industry best practices. We use IBM’s DataStage Extract, Transform, and Load
(ETL) processes to measure and monitor data controls and balance and maintain data integrity in concert
with IBM’s latest DB2 relational database management system. In ETL:

»  Extract is the process of reading data from a source database.

o Transform is the process of converting the extracted data from its previous form into the
form it needs to be in so that it can be placed into another database. Transformation occurs
by using rules or lookup tables or combining the data with other data. For example, rankings,
data fields, and other combined or pre-calculated fields can be created at this step.

o Load is the process of writing the data into the target Aurora Performance Intel data warehouse.

Our ETL processes are highly flexible to effectively and efficiently accommodate disparate data sources
and formats, which, in turn, may require varying scheduled production updates. Data processing follows
a “zero-tolerance” process whereby any etror results in an immediate alert, issue resolution, and data
reprocessing to maintain data quality.

Aurora Performance Intel centers around data extracted from various domain data sources such as the
Aurora Transaction Engine, Aurora Retailer Manager, and Aurora Instant Processing System. Data from
these systems is propagated into the Aurora Performance Intel Data Warehouse for next-day and real-time
reporting and analysis. A web-based load monitoring process ensures successful, accurate data processing.

Key points and processes include the following:
» During the ETL process, data is loaded into staging tables for movement into the final
reporting tables.
e Datais also loaded from DAYEND total transactions maintained by the source system.
¢ Prior to loading the final tables, the ETL process automatically checks the data loaded into
the staging tables against the DAYEND totals logged by the source system.
e Only if those checks pass will the data be moved to the final reporting tables.

¢ A report is generated comparing the various tables in the data warehouse to each other and
the source system DAYEND totals; this report is available through the load monitoring tool.

Production capabilities to ensure data quality include data visualization showing a load status page that
identifies the start time, end time, total time, and current status by ETL stage/phase, the extract counts,
load batch counts, and the status of database (typically weekly) backups. The Load Monitor process will
also track any external file loads. This refreshes frequently, generally every five seconds. Additional load-
monitoring screens provide detailed balancing of counts and amounts for review.

The Aurora Performance Intel product suite has embedded the latest data management and performance
capabilities to optimize both data storage and data retrieval from our data repositories.
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For detailed transaction data (RDST) we will store, online, two (2) prior years of data ptus the current
year. For research purposes, we will have the ability to restore a prior year on demand by temporarily
taking one of the prior years off-line.

Aurora Performance Intel leverages the latest "Columnar” database technology, which results in greater
compression and performance, allowing end-users to optimally query years of transactional data.

Recognizing the “need for speed” for near real-time and real-time data processing,

IGT continually works to improve data query performance - demonstrated by IGT’s working directly
with IBM’s Architecture Performance Labs (APLs) in a successful assessment and testing of IBM’s latest
DB2 Release of Version 10.5, with BLU Acceleration, which is included in Aurora Performance Intel.

Data Dictionaries and Training

IGT’s offer includes detailed, multi-day classroom data universe/business objects training, plus direct
access from the user interface to data dictionaries and a video library of lottery analytics modules that
include “how-to” videos (including how to create ad hoc queries for specific report creation scenarios).
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An example of a data dictionary is shown below:

Figurz 4.3 - 16:
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Delivery and Support

Delivery and Collaborative Requirements

We expect that the West Virginia Lottery currently uses many mission-critical reports. These reports will
be included as part of the business requirements, ensuring that you have pre-defined reports based on
specific West Virginia Lottery business needs. IGT’s delivery team and Aurora Performance Intel experts
will work with the Lottery’s experts and reporting stakeholders. These on-site, deep-dive sessions will
ensure that your baseline reports and underlying data structure meet the Lottery’s specific requirements.

Many of these reports will generate data for time periods that include day-after or week-after information
or are keyed to time and data periods defined during the requirements process.

To meet your business intelligence and analytic requirements, we will use our new “Collaborative
Requirements Process” that was most recently used in Virginia’s business intelligence product upgrade
and the full delivery of IGT’s latest business intelligence solution to the Tennessee Education.

‘ ‘ The Bl upgrade project has been a win for both the This effort will include
Lottery and IGT. Our users are definitely excited customizing the underlying
about the updated and more powerful toolset and semantic layer of data

universes and data element

with the collaborative approach taken. It is also a
nomenclatures to provide

testament to what strong project management

can bring to a large project such as this. , , your advanced users with a
familiar context for
- Ted Maxwell, Director, Information Technology creating reports and
Services, Virginia Lottery analyzing data with the

Ad Hoc User module.

Finally, our collaborative requirements process will give your stakeholders the chance to validate, change,
or enhance existing reports and see where efficiencies can be gained - e.g., using input controls and
prompts or advanced visualizations to consolidate or improve the usability or effectiveness of reports.
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Ongoing Support

To meet the Lottery’s reporting obligations and respond to business needs or rules requiring new reporting
for management information applications, IGT provides three-tiered support plus an accessible, central
Aurora Performance Intel system-dedicated R&D team. Your local Tier-1 support person, Shane Durham,
has considerable knowledge about the Aurora Performance Intel solution and your unique needs.

Shane Durham is currently the on-site Database Administrator (DBA) for the Lottery. He maintains an
up-to-date reporting system using SAP BusinessObjects (BO). Over the years, the Lottery has had
multiple requests for reports that were needed from every major department. Shane has worked diligently
to fulfill these requests and assist with any reporting issues the Lottery may have - including running
reports. making modifications to an existing report, verifying ticket wagers, and confirming validations for
the Lottery’s security team.

Shane will be extensively trained in all the of latest software tools, baseline content, and underlying
database management intricacies.

Under the new Contract, Shane would continue to provide these vital services to the Lottery as your Tier-
1 support person. Shane will also have direct access to the Tier-2 operations Team, the regional (Tier-3)
team, and our R&D team.

Other levels of support combine Tier-2 support personnel from our Data Center of the Americas (DCA)
in Austin, Texas. These personnel will ensure that your data systems and servers run at peak efficiency. In
addition, a highly skilled regional Aurora Performance Intel team, including a Senior Aurora
Performance Intel expert, will get any reporting or database change or additions done quickly and
efficiently, in many instances working directly with your on-site resource. The installation of Aurora
Performance Intel and any associated data feeds will be led by the Tier-3 team in conjunction with the
immediate groundwork that will be conducted by our on-site team for a quick and efficient Aurora
Performance Intel delivery.
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This tiered support model is depicted in the following graphic:

Figure 4.3 - 17:

IGT's Aurora Parformance Intel - Support.

¢ Fast issue resolution and change results
* Ready access to expert help

* R&D team evolves the product

¢ Continuous knowledge sharing

Corporate

* Mentoring during delivery
* Classroom training
* Full requirements documentation

Our solution will collect data from multiple sources, including (but not limited to) Aurora operations,
retailer website, Hotline, etc. Regarding the retailer website requirement, IGT proposes its Aurora
Retailer Wizard, a powerful tool that combines all IGT has learned from its experience managing
retailer networks and lottery sales forces and building retailer websites for lotteries worldwide. With
Retailer Wizard, your retailers can devote more time and energy to engaging players, selling tickets,
and driving Lottery growth. In turn, any unique data, including usage and activity data from Retailer
Wizard, can be integrated into Performance Intel for in-depth and historical analysis of retailer activity
and associated retailer-level information.

Please see Section 4.7.4, Retailer Website Enhancements, for additional details. Please also see Section
4.3.8, Retailer Website Reports, later in this section.
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4.3.2
Accounting Interface

Data imported from the Vendor system is either a table-tc-table transfer from the Vendor's database(s) or provided by the
Vendor in a delimited flat file. The Lottery currently uses MS Great Plains Financial Software. The flat file consists of row one
being the column headers and the remaining rows being strictly data items. No file may include biank lines or page numbers and
column headers cannot be included beyoind row one.

Report templates and queries used to retricve information from the System are developed, installed, maintained, and updated by
the Vendor upon the Lottery’s request and approval. The Vendor works jointly with Lottery persoinel to determine the general
ledger and marketing interface requiremnents to ensure extracted information provided by the System transfers will update the
appropriate fields of the Lottery’s system(s). The Vendor upgrades all data transfer protocols and formats to be compatible for
integration with the latest version of software employed by the Lottery throughout the life of the Contract. Examples of general
ledger interface fites are included in Appendix B.

The Vendor design provides near real time exchange of information between the System and the Lottery’s accounting systems.
The exchange of data occurs daily on a schedule and method dictated by the Lottery. The Systern is configured to enter, update,
and delete adjustments specified by the Lottery. For each adjustment type, the System provides the ability to add/modify the
tetailer number, debit or credit amount, debit or credit transaction, reason (type of adjustment), provide list for selection, initials of
person making the adjustment that is posted automatically, and provide a comment field.

The Svstem is designed to have a warning threshold on the amount of an adjustment that is set per user. The System provides
the ability to apply, in one process, the sarne adjustment to retailer groups. The System credits retailer accounts for prizes paid by
them ip real time.

The System credits retailer accounts for sales and cashing commissions and other items as determined by the Lottery. The
Svstem is desigred to be fiexible and aflow for modification of these items throughout the term of this Contraci.

As your current vendor, we understand the information provided in this section by the Lottery. The new
Aurora solution will provide the same - but much improved - functionality and address your
requirements more quickly and efficiently.

Accounting Adjustments

Aurora will provide the Lottery with the ability to execute and review manual accounting adjustments to
retailer accounts. The Aurora software will contain more than adequate internal features to allow
authorized Lottery staff to perform manual accounting adjustments.

Aurora Accounting allows the Lottery to customize adjustment types to its business rules. Only
authorized users can make adjusting entries to retailer accounts, including the addition of bonus
payments. These entries generate a complete audit trail, including a unique reference number, adjustment
amount, adjustment date, the user entering the adjustment, adjustment type, and a description of the
reason for the adjustment. Authorized users can also make recurring adjusting entries based on
parameters within the System and/or a file provided by the Lottery, and produce the same audit trail.

The wide range of adjustment types are configurable to your business needs. Adjustment types are also
available to reimburse retailers for misprinted draw-based game tickets and damaged or defective instant
ticket scratch-off games.
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Aurora Retailer Manager provides the ability to manage periodic retailer charges automatically. Tt
includes a data entry capability for manually inputting debit and credit adjustments. In addition, Retailer
Manager captures and tracks security deposits and remittances and allows authorized users to view
current retailer sales information. For example, an authorized user would use the Sample Location
Adjustment screen to enter manual adjustments such as retailer bonuses. The authorized user would then
use the screen titled Sample Location Create an Adjustment Screen to view the adjustment detail.

4.3.3
Accounting Reports

The Vendor should work jointly with the Lottery to create accounting reports, see Appendix C, these are reports currently in use
by the Lottery and it is intended that any new system be able to recreate these reports.

IGT would be pleased to continue working jointly with the Lottery to create accounting reports. We
acknowledge that the reports in Appendix C are the reports currently in use by the Lottery. The proposed
Aurora system will be able to recreate these reports and provide comprehensive and integrated accounting
functionality to the Lottery.

Aurora’s retailer accounting functionality will ensure that all transactions from the retail environment are
accurately processed in order to invoice each retailer on a weekly basis — or as retailers are terminated.
This Accounting component resides on the Aurora Transaction Engine, and handles all accounting needs
for every game, both draw-based and instant ticket scratch-off. Aurora Accounting is closely linked to the
Retailer Manager component, which provides extensive retailer accounting functionality, as described in
the following paragraphs.

Consistency with Current Lottery File Formats

IGT will provide weekly Comma Separated Values (CSV) and eXtensible Markup Language (XML) files

that are consistent with current Lottery file formats to use for email and/or Secure File Transfer Protocol
(SFTP). Aurora Retailer Accounting will upload weekly Electronic Funds Transfer (EFT) information to
the Lottery’s bank for processing and collection of the amounts invoiced.

Internal Controls, Security Features, and Auditing Tools

The Aurora accounting component has internal controls, security features, auditing tools, and other
measures to prevent and/or detect changes to retailer banking or other account information through
fraudulent means or attempts at executing other improper transactions. These internal control
features will include the periodic reporting of all file maintenance transactions involving Lottery
retailer information.

Our proposed retailer accounting software is user-friendly, robust, configurable, and has multiple layers
of security. It enables customizable and extensive data mining via Aurora Performance Intel. We will
work with you to customize it to meet your needs today and as your business grows.
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Standard reports include:
* Detailed Retailer Activity Sales.
¢ Instant Ticket Scratch-off Game Returns.
»  Retailer Inventory Status.
e Retailer Renewal Queue (renewal licenses pending approval).

® Key Accounts Location Report.

The benefits of this extensive accounting-management functionality include:

s A single point of processing for all financial transactions, including those generated from all
games and from all channels. This seamless integration of data generated by sales, validations,
cancellations, debits, and credits on Aurora Retailer Manager (where they’re recorded)
ensures accurate accounting data.

e Fast processing and report generation for more efficient business management. With Aurora,
there are no financial reconciliation issues, which are inherent in systems with separate and
multiple databases to maintain,

e User-friendly administration of accounting via Aurora Retailer Manager.

Aurora presents a single financial profile for a retailer’s draw-based and instant ticket scratch-off game
transactions. If there is a change, updates do not have to be made in two different places, as all of the
components of Aurora seamlessly integrate with one another. This enables you to answer retailer
questions efficiently with one set of comprehensive data at your fingertips.

If retailers have questions concerning their accounts, then Retailer Manager provides the transaction
detail trail and explanation (via comments) of the transactions.

Recording Financial Transactions

Financial transactions recorded in the MJF and Backup Journal File (BJF) on each Aurora Transaction Engine
are scanned and uploaded into accounting files and compared with the totals posted by the various products
(games). The existing baseline calculates retailers’ invoices once per invoice period (the actual day and period
length are configurable). At the end of each day, the Accounting component runs the financial data load
program automatically. It scans the MJF and accumulates the invoice data by Point-Of-Sale (POS) device in
the device invoice files. Separate invoice files are maintained for each invoice period.

IGT’s support will be readily available on an ongoing basis to advise the Lottery on how to fully utilize
the software features, functions, and controls and ensure the Lottery’s accounting operations’ integrity
through the segregation of duties and other means.
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4.3.4

Management and Administrative Reports

Management workstation software produces reports similar to those found in Appendix D and any other reports required by
the Lottery.

Reports for chain headquarters includes sales, inventory, and settlements for any individual store within the associated chain,
aff stores within the chain, and a roll-up summary of all stores within the chain.

Dravs game and instant game information are previded as discrete reports or combined for summany reporting, Raceiving.
shipping. and other Vendor warehcuse aciivity repoits aie provided at the request of the Lottery to moaitor and cverses the
storage, packaging, and distribution of warehoused jterns.

The ICS vendor of record compares and reconciles data files and slerts the Lottery and the System Vendor to any discrepancies

or out-of-balance situations between the System and the ICS. The Vendor creates an electronic data interchange ("ED 1) file(s)
as required by the Lottery.

IGT acknowledges the information provided by the Lottery for management and administrative reports. As
your current vendor, we understand your requirements for these reports, including those in Appendix D.

Our new Aurora solution will provide these same reports, although access to them will be faster and
easier. In addition, with Aurora improves the user experience when viewing reports. Improved navigation
via a web-enabled user interface with intuitive menu and report selections is tied to configurable,
functional areas of lottery reporting and analysis. Under the hood, Aurora Performance Intel can leverage
IBM DB2’s advanced data compression and data throughput technologies to improve data query speed.

4.3.5
Instant and Draw Game Reports

The Lottery receives report(s) by game on a daily, weekly, and in a continuous accumulated format from the inception to the
conclusion of each game.

Vendor's design prevides the Lottery with access to instant and draw game repor:s listad in Appendix E.

IGT acknowledges that the Lottery receives report(s) by game on a daily, weekly, and in a continuous
accumulated format from the inception to the conclusion of each game. With the new Aurora system,
we can provide the same reporting functionality. In addition, we can provide the Lottery with access to
instant ticket scratch-off and draw-based game reports as listed in Appendix E.

More details on how Aurora Performance Intel will provide Instant Ticket Scratch-Off Game and Draw
Game Reports are provided in Section 4.3.1, Business Intelligence (“BI”), under the heading Instant and
Draw Game Reports.
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4.3.6
Marketing Reports and Interface

The System should provide the marketing reports and interfaces in a format approved by the Lottery. Report injorration should
be detailed by game, by retailer, by chain. and svstem-wide inciuding but not be linitec' to: sales. validations. free plays, coupons.
cancels. easy-picks, manual entries, piay slip entries. multi-board wagers, rulti-dollar wagers, and add-ons/multipliers for any
given neriod, All reiailer dat available to the telemarketing staff and Field Marketing and Sales Represertatives is also available
in similar format to Lottery marketing staff. Examples of marketing interface files are included in Appendix F. The Lottery
currently receives the reports included in Appendix G.

IGT’s Aurora system will provide the marketing reports and interfaces in a format approved by the
Lottery. Report information will be detailed by game, by retailer, by chain, and system-wide, including but
not limited to:

» Sales.

e Validations.

s Free plays.

» Coupon.

» Cancels.

» Easy-picks.

¢ Manual entries.

* Play slip entries.

o  Multi-board wagers.

»  Multi-dollar wagers.

e Add-ons/multipliers for any given period.

Your new gaming system will provide all retailer data available to the telemarking staff and FMSRs. It will
be available in a similar format to Lottery marketing staff. We have reviewed the examples of marketing
interface files included in Appendix F. In addition, we have reviewed the reports in Appendix G that the
Lottery currently receives. Just as we do now, we will provide the marketing interface files and reports the
Lottery has now. Plus, during the project’s specifications gathering phase, we will work with the Lottery to
ensure it has all of the data, reports, interfaces, and functionality it needs at Go Live.

We will use and analyze reporting data to develop additional insights that drive our business reviews and
recommendations. Please see Section 4.6.10, Research and Strategic Development, for additional details.
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4.3.7
Ad Hoc Reporting

Vendor’s design provides the Lottery with ad hoc reporting access that includes, but is not limited to: retailer data, sales data,
licensing data and statuses. terminal and other device maintenance data, inventory data, and daily transactions data. Vendor
provides read-only query and report software on a client-server basis with the Lottery’s management workstations,

The Vendor's proposal should describe any exceptions to the current environment and provide details about any known or
planned enhancements ar new features that would provide better service and increase revenue for the Lottery. The
oroposal shauld include apy schematics, pictures, diagrarns. configuration settings or netwark diagrams that wouid help the
Lotterv evaluate the proposal.

Vendor should provide examples of various terminal and system generated reports that are available to retailers, chain accounts,
Field Marketing and Sales Representatives, and Lottery personnel. Vendor should describe the ease of use for obtaining
such reports,

Response Note: Appendices B. C. D. E. . G and H document desired reporting to be produced by the System.

IGT acknowledges the information provided by the Lottery for ad hoc reporting. Reporting access
currently includes, but is not limited to, retailer data, sales data, licensing data and statuses, terminal and
other device maintenance data, inventory data, and daily transactions data. These reports are provided in
read-only query and report software on a client-server basis with the Lottery’s management workstation.
In the following paragraphs and associated graphics IGT provides information about how the new
solution will support the Lottery by providing faster, easier access to ad hoc reporting with the goal of
increasing revenue for the Lottery.

Note that the reports identified in Appendices B, C, D, E, F, G, and H will be produced by the new Aurora
system. In particular, our business intelligence delivery team will leverage our collaborative requirements
process (noted previousiy) as part of an updated delivery and support model. The delivery team will meet
personally with key Lottery reporting stakeholders to ensure that baseline and new reports meet and
exceed identified Lottery business needs that are required to be made available at start-up.

Ad Hoc Reporting Through Aurora Performance intel

Only a few steps are required to create an ad hoc report using a universe and its data objects in Aurora
Performance Intel. For example, to generate a specific report request, a user will ask, “What are my instant
ticket scratch-off game sales by game, retailer, Regional Manager (RM), and region for fiscal year to date?”
After selecting the universe (e.g., Retailer Sales), the user can then drag and drop to build and view new
reports. The report(s) can be saved, reused at any time, scheduled, or shared with co-workers.

Reports and Interfaces 43-43



S&IGT

The following graphic demonstrates how ad-hoc report creation is simplified for authorized users:

Figure 4.3 - 18:

Ad-Haoc Report Creation - Simplified

Dieag-and-drop report creation

Data objects, elements inclusive of the Retailer Sales universe, are displayed in the left-hand pane of the
screen. Users can expand the folder tree to see the included data objects. The solution includes Meta Data,
which provides a business-friendly description of each data object included in a universe to aid the user in
developing desired reports. The user creates the query by dragging data objects from the list into the
Result Objects pane.

More details on how Aurora Performance Intel will provide Ad-Hoc reporting are provided in Section
4.3.1, Business Intelligence (“BI”), under the heading Ad-Hoc Reporting Overview.
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4.3.8
Retailer Website Reports

Describe how your System will provide a website allowing authorized retailer access to accounting reports and other refevant
information (e.g. weekly settlement, instant game confirmation, instant game settlement, full and partial ticket pack inventory on
hand, etc.). Retailers designated as chain headquarters are to be able to request reports for any individual store within the
associated chain, all stores within the chain, and a rollup summary of all stores within the chain. Headquarter retailers only have
access to reports for their chain. Reports generated at the chain level indicate each retaifer number and the associated chain
rumber if applicable. Initia! user creatior will be based on Lotteiv anprovai. password resets should be avtormated withour
requiring manual intarvention.

The Vendor should provide and maintain a web-based NSI XML (as specified by NASPL) accounting interface that meets or
exceeds NASPL standards for retailer use. The retailer website is used to provide accounting reports for chains, key accounts, and
traditional lottery retailers capable of utilizing XML throughout the life of the Contract.

IGT’s Aurora Retailer Wizard, unique in the industry, is a robust, interactive website that provides all the
tools prospective and current Lottery retailers need to successfully manage and grow their lottery
business. With Retailer Wizard, we will meet and exceed the Lottery’s RFP requirements for authorized
retailer access to accounting reports and other relevant information (e.g., weekly settlement, instant ticket
scratch-off game confirmation, instant ticket scratch-off game settlement, full and partial ticket pack
inventory on hand, etc.).

Reports in Retailer Wizard can be accessed by:
* Report browser.
»  Subscription.

= Directly from the Summary and Instants dashboards.

With Retailer Wizard, retailers designated as chain headquarters will receive reports for each individual
store within the associated chain, all stores within the chain, and a rollup summary of all stores within the
chain. Chain headquarter retailers will only have access to the reports for their respective chain. Retailer
Wizard also allows chain headquarters users to view both Summary and Instants dashboards for each
store in its chain via its Store Profile feature, providing a singular, detailed view of their lottery business.

Retailer Wizard reports generated at the chain level will indicate each retailer number and the associated
chain number, if applicable. Initial user creation will be based on Lottery approval. Password resets will be
automated, without requiring manual intervention, eliminating the Lottery’s need to troubleshoot and
providing you and your retailers with a more user-friendly experience.

Built by lottery industry professionals, Aurora Retailer Wizard is a powerful tool customized to fit the
needs of both corporate account (chain) and independent retailers. Aurora Retailer Wizard’s responsive
design works across any browser or device, allowing retailers access to both timely information and tools
via desktop, laptop, tablet, and mobile - from anywhere with a web connection.
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In addition to detailed reports accessed directly through the Summary and Instants dashboards, Aurora
Retailer Wizard includes “Wizard only” reports easily accessible through a searchable, sortable report
browser that provides retailers with sales, earnings, and inventory data in easy-to-access, easy-to-read, and
easy-to-understand presentations.

These reports may also be sent directly to the user and/or his or her designees via email or to the user’s
defined Secure File Transfer Protocol (SFTP) site through Retailer Wizard’s subscription feature.

For dashboard, browser, and subscribed reports, retailers can set their own week and fiscal year to align
with their own business practices. Of course, invoice and Electronic Fund Transfer (EFT) information will
always be based on your Lottery’s accounting week.

Reports can be viewed, downloaded, and sent via email or to retailer’s SFTP site in a variety of formats,
including Excel (XLSX), Portable Document File (PDF), TXT, and Comma Separated Values (CSV).
Aurora Retailer Wizard also provides an exclusive eXtensible Markup Language (XML) data download
of retailer statements that exceeds NASPL standards for retailer use. All retailer-facing chain and
independent retailer reports are also available to Lottery staff.

Retailer Wizard will be used to provide accounting reports for chains, key accounts, and traditional lottery
retailers capable of utilizing XML throughout the life of the Contract.

Please also see Section 4.7.4, Retailer Website Enhancements, for a complete description of Aurora
Retailer Wizard.
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4.3.9
Retailer Terminal Reports

Retailers should be able to obtain authorized reports through the terminal. All terminal issued reports include the words
INFORMATION ONLY-NOT FOR SALE" or a similar Lottery approved message at both the top and the bottom of the
reports. The System provides combined business reports incorporating both instant and draw garme summaries accessible to the
retailer and the Lottery. Vendor must provide reports detailed by game as required by the | ottery. Retailer terminal reports
inclide, but are not fimited to: daily sales and validation reports for the current day and the previous seven calendar days, week-
to-datz validation reports, weekly invoize reparts for the current week and the previous 52 weeks weakiy summary reports,
instent game sell-th-ougn report based on validation percentage, instant game summaries. and detailed inventory reports
showing all pack statuses at the retail location and instant transaction pack activity (e.g. pack status information, detail pack
inventory at retail focation, summary of validations, instant ticket billing statements, and news messages).

The System includes the capability for retailers to be able to obtain authorized reports through the S8 Ts and other devices. SSTs
and other devices are to provide reports for all transactions. Operational components of SSTs and other devices are to report
totals that include, but are not limited to, sales, validaticns, cash-in, credits, vouchers, inventory, and out of stock percentages.
Report data should include. but not be limited to. total sales for dav, week, and previous week, current ticket inventory by game,
and cuirent bin settings.

The Vendor should provide retailer and chain accounting and invenzory summery reports for all terminal types and devices.
Reports include accounting, transaction, and other relevant information (e.g. weekly settlement. instant game confirmation,
instant game settlement, etc.). Retailer and chain information roll-up into an individual retailer summary and chain summary.

With IGT’s Aurora, the Lottery’s retailers will be able to obtain authorized reports through their Lottery
terminals. At both the top and bottom of the terminal-issued reports, the words “INFORMATION ONLY
- NOT FOR SALE” or a similar Lottery-approved message will appear. Aurora will provide combined
business reports that incorporate both instant ticket scratch-off and draw-based game summaries that are
accessible to the retailer and the Lottery.

IGT’s system will provide reports detailed by game, as required by the Lottery. Retailer terminal-
generated reports will include, but not be limited to:

*  Daily sales and validation reports for the current day and the previous seven (7) calendar days.

*  Week-to-date validation reports.

*  Weekly invoice reports for the current week and the previous 52 weeks.

*  Weekly summary reports,

¢ Instant ticket scratch-off game sell-through reports based on validation percentage.

* Instant ticket scratch-off game summaries.

* Detailed inventory reports showing all pack statuses at the retailer location and instant ticket
scratch-off game transaction pack activity (e.g., pack status information, detail pack inventory
at retail locations, summary of validations, instant ticket scratch-off game billing statements,
and news messages).

¢ Retailer-facing terminal reports.
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Samples of terminal-generated reports are provided below, along with other reports that are typically
available from the terminal, such as daily sales and validation reports for the current day and for 2 number
of weeks to be established by the Lottery, week-to-date sales and validation reports, weekly invoice reports
for the current week and previous weeks (number to be established by the Lottery), game jackpot reports,
summary and detail inventory and liability reports for all active instant ticket scratch-off games, and
reports showing instant ticket scratch-off games without top prizes remaining.

Lottery retailers will have reporting functionality available at their terminals. This functionality will enable
retailers and the Lottery to display and print relevant information regarding sales, financials, inventory,
Lottery news, jackpot information, and information about instant ticket scratch-off games.

The terminal’s easy-to-use UI makes retrieving reports a seamless process for retailers. Retailers will be
able to quickly run frequently used reports such as Weekly Sales and Current Day’s Sales at the touch of a
button. Reports can include sales, billing invoices, winning numbers, and jackpot information. With our
proposed terminal application, retailers can display and print reports for a selected day or week.

Terminal reports, such as the Daily Sales and Winning Numbers report, will be updated in real time, and
historical reports will be accessible from the terminal for a number of weeks established by the Lottery.
The reporting for the proposed terminal application displays on the terminal. The parameters of Aurora
are configurable and historical reports can be set by the Lottery for the number of billing weeks, which
will be accessible from the terminal.

Authorized Lottery users can also view retailer terminal reports, including instant ticket scratch-off game
billing statements, on their management PCs and see them in the same format in which the retailer sees
them. This eliminates any confusion that might otherwise arise during a discussion, because both parties
will be looking at the same document.

Lottery-Facing Terminal Reports

Retailer terminal reports will be easily accessible from the Aurora Retailer Manager back-office application.
The Lottery’s retail-management staff will have the ability to access Aurora Retailer Manager from their
Aurora Navigator. The terminal reports will be the exact same real-time sales, invoice, inventory, and
financial reports that retailers can print from their terminals. [t is easier to do business when lottery users
are viewing the same information as the retailer. Authorized users can also view the Invoice Terminal
Report rendered from Aurora Retailer Manager in the same format that the retailer sees them.
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Self-Service Terminal Reports

Aurora includes the capability for retailers to obtain authorized reports through the Self-Service
Terminals (S5Ts) and other devices and provide reports for all transactions. Operational components
of §STs and other devices will be able to report totals that include, but are not limited to:

® Sales.

* Validations.

¢ Cash-in.

*  Credits.

* Vouchers.

* Inventory.

*  Out-of-stock percentages.

Report data will include but not be limited to:
* Total sales for the day, week, and previous week.
* Current ticket inventory by game, and current bin settings.
* 88T Analytics.

Aurora Performance Intel’s patent-pending SST analytics module leverages advanced data visualization
and real-time analytics. This type of content and capability (e.g., a game penetration report) enables a user
to quickly make dynamic selections of SST locations that have not activated and faced a selected game.
These data are visualized by location on a geo-map and can be further refined with filter selections such as
trade style or service representatives. These data are available in real time with our improved session-
based data feeds that include bin-level data analysis.

Identifying locations where top games that should have high penetration are not being faced is critical to
sales performance. Geo-maps help the sales force or field services optimize route management and
communications to resolve penetration issues. We can provide sample SST Sales Analysis Dashboards
(85Ts are generically known as Lottery Vending Machines or LVMs}) to the Lottery at a presentation or at
the benchmark. These types of visual analytics and interactive filters make data analysis easy to get to
actionable insights to help the Lottery make data-driven decisions. In addition, a high-level geo-map of
SST locations can be filtered to target specific games, locations, FMSRs, or business types.

The SST Details link provides bin-level analytics of a selected location, providing easy-to-use visualization
of the actual SST inventory. (Note that this functionality does not apply to the Lottery’s current vending
machines.) Bin-level analysis helps the sales force and field services verify bin inventory not only in the
SST, but also in terms of what games may be available for restocking at that location. Reference data to
pian-o-gram optimization standards or sales information may help determine what price points may
improve sales.
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Comparable data visualizations and bin-level detail are also available for operational data (e.g., empty bins or
SSTs not selling), including the events and issues impacting these non-selling SSTs or individual non-selling
bins, in real time. Real-time analytics regarding empty bins or non-selling vending machines ties into an
adjoining work process that communicates this information in a timely manner (e-mail, push notifications
and alerts). This, in turn, maximizes the use of sales force and field services personnel, optimizing route
management to tackle the most-affected locations (e.g., focusing on non-selling machines and SSTs that
have a threshold of bins being empty, particularly at historically high-selling locations).

Overall sales analysis is also available as an interactive dashboard. The SST Sales Analysis dashboard provides
SST locations with marker sizes indicating relative average weekly sales (size of circular marker) and
information about whether or not sales are above (green) or below (red) lottery-wide sales averages. Bin-level
sales analysis is available by sclecting the Details link from any plotted location. Looking at a heat map (by
hours), the trend of sales shows Friday afternoon as the top sales day/hours of the day, i.e., the sales hot zone.

Finally, our $ST’s Summary Analytics Dashboard provides a high-level overview of both current and
historical performance of vending machines. This includes week-over-week and year-over-year metrics as
well as details on player sessions such as average spending per session.

4.310
Account Adjustments and Notifications

An alert shouid be automatically generated and transmitted to retailers when an adjustrinent has been completed, and status
updates should be provided while an adjustment request is pending. System should be programmed with the ability to make debit
or credit adjustment entries to reailer accounts with a complete audit trail by game, transaction type. adjustment amount, date of
adjustment, description/reason, and person who entered adjustmant. Retailer Terminal Reports are to reflect adjustments made
so that ratailers can run an updated report upon receipt of the alert.

The Veendor's proposal shouid describe any excepticns to the current environment and provide details about any known cr
planaed enhancemerits or new features that would provide better service and increase revenue for the Lottery. The proposal
should include any schematics, pictures. diagraims. or reports that would help the Lottery evaluate the proposal

According to the Lottery’s Q) & A dated October 28, 2076, the Lottery has recognized the duplication in Sections 4.3.9 and
4.3.10 and has removed and intentionaily omitted page 99 of the RFP.

With IGT’s Aurora accounting solution, an alert will be automatically generated and transmitted to
retailers when an adjustment has been completed. Status updates will be provided while an adjustment
request is pending,
The Aurora system will be programmed with the ability to make debit or credit adjustment entries to
retailer accounts with a complete audit trail for the following items:

s By game.

e Transaction type.

» Adjustment amount.

» Date of adjustment.

e Description/reason.

e Person who entered adjustment.
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Retailer terminal reports will reflect the adjustments made so that retailers can run an updated report
upon receipt of the alert.

There are no exceptions to the current environment. Details of enhancements or new features that would
provide better service to the Lottery and increased revenue are provided throughout this proposal section.
Note that schematics, pictures, diagrams, or reports are provided throughout this proposal section.
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. Consumables

Fiald Equipment ard Consumabias shouid be designed o suppert the cinrent and future gaine structure and the abiity to suephs
consumable items necessary for the fizld. Please describe your plans to achieve the goals related to FIELD EQUIPMENT AND
CONSUMABLES. (Section 4.4)

The West Virginia Lottery requires a terminal that fits the diverse and unique environments of its
retailers, many of which operate out of supermarkets, convenience stores, grocery stores, taverns, and gas
stations. Some retailers work in busy urban locations, such as the Charleston Town Center in downtown
Charleston, while others do business in more rural envircnments, such as Welch Bantam Market in
Welch. While some retailers have very limited space at the Point of Purchase (PoP), others enjoy ample
counter room for Lottery equipment. IGT continues to adopt and apply technology innovations to the
lottery retailer space and offer solutions that provide for high-speed transactions, ease of use, attractive
displays, increased reliability, and effective use of space.

We are pleased to offer the Lottery retailer terminal solutions that meet the needs and demands of
retailers today, and are flexible for future adaptability: the Altura® Flex and Flex Vision.

The Altura Flex terminal is built upon the features, functions, and benefits that have long produced
success for our customers. The Flex continues to represent what we believe will most benefit the Lottery
and its retailers - enhanced efficiency and productivity. As a full-service terminal with a modular
architecture, our proposed terminal is a premier and scalable solution designed to deliver the best-
possible performance and retailer satisfaction.

The Altura Flex reads play slips faster than any other terminal on the market, and its state-of-the-art
surface acoustic wave (SAW) touch screen offers high-end clarity and resolution.

Most important, transaction time has been greatly reduced thanks to the Flex’s user-friendly interface,
which requires fewer movements from the retailer when reading and processing play slips.

While West Virginia’s current fleet of Altura 604 terminals offer a print speed of 18 inches per second
(ips), the new Altura Flex clocks in at 25 ips, helping to create a faster transaction all around. Also, a quick
boot-up eliminates wait time, so retailers can get back to serving their customers.
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Accompanying each terminal is the AccuTherm?® Ultra printer — the fastest printer on the market. Paper
loading is quick, with minimal effort, while the printer’s stacker neatly organizes tickets without ticket
jams. A corded barcode reader, Ticket-Scan™ Plus (TSP) for customer ticket checking, and a Customer
Display Unit (CDU) for promoting content and other messaging, complete the solution.

As described throughout this section, each retailer using our standard terminal setup will receive:
e The Altura Flex retail terminal with 15” SAW touch screen.
e The AccuTherm Ultra Printer.
e 'The lottery industry’s fastest Compact Image Scanner (CIS).
e A corded barcode scanner.
e The TSP ticket checker.

s The Aurora MultiMedia CDU (provides advertising, winner awareness, unique player
transaction information, and Amber Alerts).

For those retailers who have prohibitive space restrictions, we offer our Flex Vision terminal and Compact
Reader Printer which provides low-volume retailers a smaller, more compact solution with the same
enhanced functionality of the full-size terminal.

For retailers operating with limited counter space, the Lottery will have the choice to provide a
configuration comprised of:
» The Flex Vision retail terminal with 10.1” Projective Capacitive (PCAP) touch screen.
» The Compact Reader Printer.
¢ A corded barcode scanner.
s  The TSP ticket checker.
e 'The Aurora MultiMedia CDU.
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4.4 1
Terminal Units

The Vendor should supply terminals for training, testing, and replacement.

Terminal features and functions are to be fully operational and support all games and options at startup. The terminal should
accommodate future games and options.

The Vendor configures and maintains terminal programming necessary to mest the neads of the Lottery at startup and for the
i R¥OC ! !

duration: of the Contract for all draw games, instant tickets, messaging. request for credt. raperts, and promotions. Loading of

gaming sojtwara fa the tevminal (gaming logic functions) shauic' be software driven and shouid be secure end modula:,

Capacity: Each terminal should be designed to support at least 400 concurrent instant games using up to four different bar code
algorithms without an upgrade of terminal resources. Terminal capacity is scalable and can be configured for expansion to
support additional garnes, graphics, and promotions, Terminal expansions that require more than double the initial terminal
capacity are to be negotiated with and approved by the Lottery. Additional terminal capacity should be available. installed, and
configured within 180 days of the Lottery’s request,

A terminal cannot process new transactions or send nevw requests to the Svstem until the preceding transaction is processed or
resolved. Each temainal should dave the capabiliity to cortinue requasting thai the Svste process the transacion upiil recovery
has been completed or a “tima-out” cendlition exists at the terminal level. The tarmical mermory cannot be destioyed, modified,
or lost for @ minimum period of 72 hours from the accurrence of any loss or interruption of power, When an end of ticket stock or
jam error occurs, the terminals provide a method of preserving transaction integrity. When the error is corrected, the terminals
return to service.

The terminals are to be equipped with diagnostics and status conditions alerting and informing the retailer and Vendor operations
personne! of the terminal operating status. Each terminal has audio capabilities as determined by the Lottery. (e.g. creating a
short tune(s) for promarional purposes and vaiidations.). The retailer should have the capalyility to enable and to disable this
feacure with Lottery permissicn. The terminals capture Vendor staff identificazion and piaver reviards identification (Pearing 2
unique identifier) that is universafly recognizable by the System. The terminals read, log, and process a variety of player
transactions as required by the Lottery.

Software downloads may be automatically initiated by the terminal for necessary updates, repair, or replacement on a terminal by
terminal basis [when resident software needs replacement] or scheduled in advance for download on certain or all terminals at
certain times {new lottery games, corrections, etc. are required at all terminals]. Software downloading occurs in the backgreund
and should not adversely impact near-24 hour operation of the System. Downloads are broadcast or multi-cast (send once,
receive many,\. Tha terminel should store more than one version of gaming softvare with scheduling or Systern promipting to
activate & version or revert to an older version,

The terminal casework and peripherals are to be provided in a color or wrapping selected by the Lottery using the Vendor
proposed manufacturer’s standards. The Lottery desires a durable and uniform color. No manufacturers” or Veendor’s logos or
identification will be attached to retailer equipment. The terminal has a serial number and bar code for maintenance, logistics, and
inventory, and all equipment bears the Vendor Hotline contact number.

Terminals come equipped with a power card at feast 10 feet in length with a 3-pronged grounded plug. Electronic and electrical
components are to be partitioned to prevent access by the retailer during cperation and maintenance. There are to be a minimum
of four additicna initially unoccupied data slots/ports for peripherals. These data ports are covered when they are not in Lottery-
atithorized use.

Vendor should provide a printing technology for the terminals to produce tickets that are casily read and durable. The Vendor is
liable for all prize paymenis as a result of printer errors creating tickets that appear to be winners.
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Tickets have to withstand ordinary consumer use including 2 variety of environmerital and tampavature exposuse conditions
preserving the integrity of a printed ticket for at least 150 days. Ticker stock is top-coated and pre-printed front and back with
text, images, and colors in 3 design approved by the Lottery. The Lottery may request and accept ticket stock that exceeds the
properties of the proposed ticket stock should any become avaifable during the Contract term and netwithstanding the
specifications found in this paragraph, any future technciogies that utilize digital media instead of paper ticket stock that meet
industry standards may be requested by the Lotterv and provided by the Vendor.

The terminals described throughout this section meet all requirements the Lottery has identified in
Section 4.4.1.

4.4.2
Standard Terminals

Vender shouid prapose at least one standard terminal model and describe the solution in its response that should include the
following information:

s Standard terminal type(s), unit specifications. unit weight, associated peripherals, installation, maintenance, and
replacement. The standard terminal size should be compact, and if modular, components should be wireless or cables
anchtrusive. Standard terminals withstand difficult environmental conditions such as heat, humidity, dust, grease,
spillad liquids, and operator abuse;

Crafting the Right Solution

As a global lottery leader, IGT has continually crafted solutions for our customers based on current
market conditions, research conducted at the local lottery level, and information gleaned from all of IGT’s
jurisdictions worldwide. Using that information, we have developed a retail solution we feel will best
address the needs of the West Virginia Lottery.
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The following figure outlines IGT’s retail solution offering to the Lottery:

Figure 4.4 -1:

Sales Device Offering to the West Virginia Latter:;r:_

Corded Bar Instant AccuTherm
Altura Flex Code Reader to Go Liltra Printer

Cl:lrnpa ct 227 Customer
Reader Printer Bisplay Unit (CDU)

Ticket Scan Plus

32" Keno Macitar |

Field Equipment and Consumables 44-5



S IGT

Core Terminal Components

The core terminal components offered to the Lottery are the Flex terminal, which includes a touch screen
and image scanner, and the accompanying peripheral devices comprised of a CDU, corded barcode
scanner, printer, and ticket checker terminal. The software application is IGT’s Aurora™ Open Retail
architecture, which has the ability to operate on all IGT terminals as well as third-party devices.

As previously mentioned, IGT also offers to the Lottery the Flex Vision terminal, which provides
retailers with an alternative terminal configuration for those spaces encountering lower volume on a

day-to-day basis.

The following table outlines the features and benefits of the Lottery’s current terminal (Altura 604), the
Altura Tlex, and Flex Vision:

Figure 4.4 - 2:

“Looking Under the Hood:" Com 3

Alrura 602

10.4-inch retailer
display with
640x480 resolution

1D internal Barcode

Reader (BCR)

3.25-inch play
slip/document
reader with a reading
speed of 18 inches

"15-inch LCD with 40% better resolution,

retailer-accessible power onjoff switch: The
larger touch screen makes it easier for retailers
to read information on the display. The depth is
16% less than the GT604 resulting in more
space on the counter for other merchandise.
The frameless display creates rmore useable
area on the screen and simplifies cleaning. The
display also includes an added screensaver to
save on power when the terminal is not in use

2D BCR: External, corded barcode reader with
mount to either side of terminal: highly
accurate and fast for reading all standard
barcodes and barcodes from mobile device
screens

Integrated 8.5-inch-wide play slip reader: At 25

"inches per second, with a higher resolution, it's

the fastest reader for play slips and ticket
validation in the industry, 8.5-inch-wide input

Flex Visian

10.1-inch retailer display with two times the
resolution with retailer-accessible power onfoff
switch: frameless display, at less than 50% of the
footprint of the Altura 604, with an airy, open
construction, more counter space is made
available and the appearance is cleaner for more
modern trade styles with a focus on style. No
fans for cooling results in silent operation. The
display also includes an added screensaver to
save on power when the terminal is not in use

2D BCR: Internal barcode reader moves with
display: highly accurate and fast for reading all
standard barcodes and barcodes from mobile
device screens

3.25-inch-wide play slip reader/printer: This
peripheral device reads play slips and barcodes
from tickets for validation at 10 ips at a resolution
of 200 dpi

per second (ips) can accept play slips in portrait or landscape
orientation, visual and auditory feedback with
unebtrusive stacking tray, make intuitive ease
of use and new features that minimize service
down intervals
256 MB Double Double Data Rate 3rd generation SDRAM: An  Double Data Rate 3rd generation SDRAM:
Data Rate SDRAM  optimized memory system facilitates more An optimized memory system facilitates more
(DDR1) efficient memory and doubles the data rate. efficient memory and doubles the data rate,
IGT selection of high-quality, industry-leading  |GT selection of high-quality, industry-leading
* components means components will be components means components will be available
available longer with better reliability longer with better reliability
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Altura 604 Alturs Flex ; Flex Vision
512 MB Flash Modern, configurable, next-generation solid-  Modern, configurable, next-generation solid-
memory (Diskon  state storage provides similar reliability to the  state storage provides similar reliability to the
Module/DOM) 604 but improved speed 604 but improved speed
810 MHz Celeron ~ Quad Core intel processor provides plenty of ~ Quad Core Inte! processor provides plenty of
single-core Central  processing power for Lottery applications : processing power for Lottery applications
Processing Unit
(CPU)
Saddle-mount shelf Robust stand cantilevered from terminal chassis Not available with this compact platform
to support color = secure mount for multimedia display or
display monitor printer — saves space on the counter
Good serviceability Modular construction means each major Robust design, few moving parts, no fans, and

component = Motherboard tray/power supply, extensive testing reduces the need for any
play slip reader, Liquid Crystal Display (LCD)  service. This means more up-time for selling

assembly = can each be removed in a few

minutes. Robust design, few moving parts, and

extensive testing reduces the need for any

service. This means more up-time for selling

For a full description of the Flex Vision's functionality, please see the subsection titled “Flex Vision.”

IGT’s offered terminals include Help screens that include retailer help, functional help, and context-based
player help. They include ticket inquiry, validation status/error messages, one-button functions for
frequent ticket sales or retailer selections, and a confirmation screen when a play is entered more than
once, a purchase exceeds a certain amount, or a validation falls within a given range.

The terminals can be used to order supplies and are easily updated and modified to accommodate new
functionality. They also display messages when play for a given draw is stopped and that draw is closed.
The terminals are highty reliable, robust and can withstand various demanding retailer environments,
including heat, cold, moisture, dust, grease, spilled liquids, and operator abuse. These characteristics
ensure minimal onsite service action and terminal downtime.

IGT’s terminals offer flexibility to allow for future growth, including;
» Development of new garmnes, expansion of existing games and easy maintenance.
*  Deployment of new games.
* Deployment of promotions.
» Addition of new peripheral equipment.
* Addition of standard expansion boards (serial and parallel ports, video and sound boards, etc.).
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Each terminal also offers interfaces for standard equipment including:
» External printer.
= CDU.
» Digital jackpot signs.
¢  Scanners for reading coupons and barcodes from smartphones.

Figure 4.4 - 3:

Standard Retailer Configuration
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Flex: Engineered for Tomorrow, Built on Proven Performance

Advancements in technology and innovation continue to rapidly evolve, as do the demands of lottery
retailers and players in every market we serve.

With those lessons learned, we introduce the latest addition to our terminal fleet — the Flex. This latest-
generation Altura terminal is currently deployed in North Carolina and Italy, and scheduled for
deployment in Virginia, Florida, and Georgia in 2017.

Fiavre 4.4 - 4

Features of the Altura Fiex Retailer Terminal

Faisteat playillp reador in the
indusity at 25 inches ey second

H}ghm _r-'n'llu.linn tach
liermert (1366 = T60)

On/aff button on front

_— Lade 156" alsss touch screon

f [ T ) Tk good for 100 milllon touches

can nefd sither printer ar by ; :

adventialg display unit i : Bo W
- Cintomizable, user-frigndly

app lnatining large buttons

Convenient stacking bin

 Adjinstable touch scraan for -Tlrmlml saftveare will be retained indufinitaly
ol of diffessnt haights i diszonnwicted From power source
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Altura Flex Retailer Terminal

The Altura Flex retailer terminal is a PC-based terminal specifically designed for retail environments and
was developed based on the feedback, opinions, and real-life experiences of thousands of retailers and the
latest developments in the Information Technology (IT) industry. In addition to being secure, robust, and
easy-to-use, the Altura Flex terminal has a highly flexible design based on modular components. Because the
Altura Flex is highly configurable, we will customize the terminal according to the Lottery’s specifications
and options.

The following figure depicts the Altura Flex:

Figure 4.4 - 5:

Altura Flex Retailer Terminal =

Taking into account extensive feedback from various IGT retailer focus groups from around the country,
we have developed a terminal, as well as accompanying peripherals, that best addresses the perils of a
retailer’s daily experience.
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Retailer Focus Group Feedback on Altura Flex

I just like it - it’s quicker and easier to use.”

“When you have 5 people in fine, speed counts. If there is a long line, they can go down the street somewhere
efse.”

“It takes up little space, always looking for space.”

Aurora Open Retail Operating Solution

Aurora Open Retail is IGT’s new retail terminal software application. The architecture of Aurora Open
Retail will support IGT hardware solutions and has the ability for future expansion. It is a browser-based
architecture that is device-agnostic. This enables lotteries to deploy one single terminal application across
multiple terminal types with greater ease than ever before.

IGT designed Aurora Open Retail architecture to help the transition from today’s network of single-
purpose devices with different applications to networks of different devices without the burden of
individual development effort tor each terminal type.

The architecture separates the user interface (UI) from the low-level functionality, such as printers and
readers. Within the framework is the server component that encapsulates all core functions, including
support for peripherals management, monitoring, and communications, exposing all required services
using Application Programming Interfaces (APIs). This simplifies the interface by separating the top
layers of the gaming functions and UI from the lower device control and communication. This
architecture is a popular building style for cloud-based APIs. This enables devices to communicate with
IGT’s Aurora Open Retail application using HTML. The APIs are the glue for HTML building blocks.

The UI component, written once, will work across multiple devices with different screen sizes and
resolutions. This same UI technology architecture can also be applied to the Bring Your Own Device
(BYOD) scenarios.

"The transition from using dedicated, single-purpose lottery devices in retail with multi-purpose devices
and BYOD networks will have a large-scale impact on retailers. The integration of Android, i0S (future)
and Windows (future) smart devices found on mobile phones and tablets will not only fortify lotteries’
networks but also their relationships with customers.

Field Equipment and Consumables 4.4 - 11



SIGT

Open Architecture

The Flex terminal supports the Linux Operating System (OS) and incorporates an Open Source
Embedded Linux distribution with a Linux Kernel. This OS has been proven to be reliable, stable, and
extremely powerful. Due to its acceptance in the PC industry, an extensive driver library for peripheral
components is readily available. By basing the Flex terminal on Java and Linux, developers can choose
from an extensive suite of off-the-shelf tools and code libraries. This enables lotteries to take advantage
of developments driven by the power of the PC and Internet industries. In addition, the terminals are
equipped with standard interface ports such as Universal Serial Bus (USB) 2.0, USB, 3.0, and Local Area
Network (LAN) ports, allowing easy integration with peripherals. The Flex can interface with self-service
ticket checkers, player transaction displays, and player advertising displays to name just a few.

Altura Flex Retailer Touch Screen and Ul

The Altura Flex is equipped with a 15” SAW touch screen. The SAW touch screen provides retailers
with superior image clarity and resolution. This display will allow Lottery retailers to see crisp graphics,
fonts, and text and rich, deep colors that automatically show the entire transaction being processed.

All of this makes selling games easier. High-volume retailers especially like these features, which enhance
the player experience while improving same-store sales.

Easy to Use; Easy to Perform Sales

The Altura Flex combines several technologies (rugged LCD touch screen technology and flexible
software) so that gaming functions are easy for retailers to perform. The screen layouts are designed to
make reading retailer messages, reports, and transactions (including lists of past transactions) a simple
task. Retailers quickly learn the screens and then move quickly through the sales process. “Power users”
often do not even need to look directly at the screen. The screens are formatted so that frequently used
buttons are positioned to provide consistency from screen to screen. Special functions, such as sales
reports and retailer diagnostics, are obvious and easy to access.

A message on the UI displays the status of the terminal, indicating that the terminal is ready to use. Basic
functions of the screen include:

o Accepting manual entry input and play slip wagers.

¢ Game selection.

» Edit mode.

»  Easy pick.

e Multiple draws number of draws.

e Number of tickets.

= Days of the week.

» Card symbols.

» Instant ticket scratch-off game menu including validations, activations and settlements.

¢ Play amounts to accommodate wagers.

e Cash/pay (print receipt).
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¢ Print screen.
e  Print broadcast messages.

¢ Repeat key.

e Reports,
¢ Reprint.
* History.

e Subtotal and total.
»  Utilities (terminal functions such as training and volume control).

The final UT layout will be agreed upon after meeting with the Lottery. The screen size and resolution
allows for an advanced UT design far beyond anything retailers have had previously, vastly improving
their Lottery experience. Based on lessons learned, IGT recommends placing the most used functions on
the Home screen to eliminate the need to access “nested” screens. This can include terminal functions as
well as game functions. The new touch screen, combined with Aurora Open Retail, allows the Ul to have a
flexible design. Also, because the Ul is not unlike common smartphone applications widely used by the
public, adjusting to the screen functionality will be easy. Button sizes and colors can all be easily
customized to deliver an easy-to-use and graphically pleasing UT retailers will appreciate.

Entire Transaction Displayed

The UI of the Altura Flex automatically displays the entire transaction a retailer is processing. When
manually entering a game, the retailer sees a “build-a-ticket” feature on the game’s Ul screen as the sale is
entered. This allows retailers to confirm that they are entering the correct numbers and what the sale will
be - and reduces the frustration of manual-entry errors, cancellations, and adjustments.

We have designed a simple and direct way to generate plays using our Uls via a touch screen with several
shortcuts. The following figure highlights the Altura Flex’s Ul key features which help retailers provide
players with a fast and efficient purchase experience:
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Figure 4.4 - 5:
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Consistent Parameters for Maximum Efficiency: The configurable Ul enables retailers to reduce
buttons/keystrokes and increase throughput.

The Altura Flex Ul offers a variety of features, including:

e On the game pages, the Ul “keyboard” has a 3D quality to it - the buttons change state and
appear “pushed” on the screen after being touched.

o Reduced levels of nesteéd screens minimize keystrokes as well as navigation. This ensures
utility and productivity for retailers and their staft.

» Game page shortcuts allow retailers to quickly move from game to game and achieve
other functionality with a minimum of touches and page changes, improving convenience
and efficiency.

o The keystroke flow is intuitive and easy to learn.

¢ Common activity is laid out to minimize keystrokes. For some games, especially numbers-
type games, keying efficiency is essential to gaining retailer acceptance.

o The layout allows sales staff to operate at maximum efficiency. IGT’s experience with high-
volume retailers, especially those who manually enter numbers-game tickets, has given us
unique insight into how to optimize retailer workflow. It is not enough just to produce a

single ticket quickly; the terminal interface must focus on overall operator efficiency
throughout the day and week.
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¢ Support is provided for multi-plays.
¢ Customized screens are designed for optimal use by left-handed or right-handed users.

*  Access to the Help screens and the Altura training mode is easy and convenient.

Our Uls, as with every aspect of the terminal, are designed with lottery retailers in mind. All screen
layouts will be approved by the Lottery.

Validations

Payment parameters for terminals connected to the Aurora Open Retail system are configurable. IGT can
seamlessly implement the current Lottery parameters. Our standard terminal validation software for both
draw-based and instant ticket scratch-off games produces a file claim or bearer’s claim receipt if the
terminal is not authorized to pay a particular prize. We can also configure the system to produce similar
claim forms for specific prizes under $600 so that the player must visit the Lottery to collect the prize.

Winning Ticket Payment

The Flex terminal will clearly display a “pay/no-pay/claim” message, with an additional message such as
“Already paid by you” or “File claim,” as appropriate, with an indication of the winning prize amount, if
applicable. The terminal will be configured to print a validation receipt for all validation transactions.

Claim instructions can be provided along with the validation receipt. All validation transactions on the
system are linked to the original sell transaction to ensure that the complete life of the transaction can be
audited. For game tickets that incorporate one or more draws under a single unique serial number, and
for multiple winners on the same ticket, the system will consider these to be one ticket for the purposes of
defining payment parameters.

IGT’s validation software prevents the cashing of tickets placed in various security-controlled statues, i.e.,
damaged, stolen, claim period ended, etc. The validation receipt will include Lottery-designated
messaging in these situations.

Additional Controls

The Altura Flex and central System, based on Lottery requirements, are capable of displaying a message
on the terminal alerting the retailer of the amount of the winning receipt to ensure the retailer has the
cash available to pay the player. Each gaming product has a parameter that specifies the threshold, at
which point the retailer is prompted to confirm the purchase before it is processed by the central System.

Continuation Tickets

The Flex can also produce a continuation ticket. The ticket, commonly referred to as an exchange ticket, is
valid for all remaining draws. The central System will be configured to handle all prize payment rules,
such as a scenario in which one ticket is winning multiple times.
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Terminal Messaging

Broadcast Messages

Many types of messages can be received and displayed to view at both terminals from the Aurora
Transaction Engine or access-controlled Lottery user computers.

If the terminals are not powered on or communicating with the Aurora Transaction Engine at the time of
broadcast, the Aurora Transaction Engine will ensure that the terminals receive the messages immediately
upon sign-on. Retailers will retrieve their messages by selecting the appropriate icon that is visible on the
terminal screen. The terminal will provide the Lottery with extensive messaging options and granularity.
With our terminal, you will have many choices to ensure your retailers receive important information.

Sign-On Messages

Sign-on messages appear when the retailer signs on. At sign-on, the terminal requests the time stamps of
all of the latest messages, compares them, and if there is a change, requests those changed mail messages
from the host to ensure the retailer has the latest, most correct messages.

Broadcast Messages
¢ Posted Messages: These can appear any time throughout the day. If a posted message is sent
to a terminal when it is not signed-on, the message will be re-sent to the terminal the next
time it is signed-on.
s  Special Messages: This function allows you to send messages to particular terminals or
groups of terminals. Targeting your messages can help increase sales in different locations
that have different demographics.

o Normal or Urgent: The display of messages can be classified as normal or urgent to let
retailers know how quickly they should read the information when their stores are busy.

+ Immediate Read or Deferred Read: When an Immediate Read message is received, the
terminal indicates as such and will not allow any financial activity until the message is read.
When a Deferred Read message is received, the terminal indicates as such, but allows the sales
associate to read the message when desired.

e News and Mail Messages: You can separate messages based on their content to further
ensure that retailers receive the proper information. News Messages include Amber Alerts
and other urgent public notices/messages. Messages are received quickly and in a manner that
conveys urgency. The Amber Alert messages can be printed on tickets, as determined by the
lottery, in real time, without significantly impacting production transactions.

s Message Notification: The Flex can be configured to emit an audible signal and/or display
an indicator on the retailer display screen upon receipt of the message command from the
Aurora Transaction Engine. Typically, a blinking mail prompt will remain on the status line
of the screen until the mail is read.

44 -16 Field Equipment and Consumables



SIGT

Memory and Storage

The mass storage memory of the Flex terminal is solid-state Flash memory, which has no moving parts
and is not prone to “crashing” like hard drives do. It will store the game applications and Linux OS.
Approximately 50% of the Flash memory is available for adding future game promotions and customer-
display multimedia content.

Additionally, IGT uses compression techniques when downloading to lower the amount of memory
needed for applications.

Benefits of Flash Memory Storage

Flash memory storage, combined with the Linux OS, provides the following benefits:
* A highly reliable, stable, and secure memory-storage device.
¢ Unlike a hard drive, flash memory has no moving parts,
¢ Substantial additional memory for future games.
*  Faster boot-up times for retailers than the Windows-based terminals offered by other
Vendors, with greater stability.

Please note that game application data and other critical information, such as the OS, are maintained in
Flash memory, requiring no battery backup to retain the data and code. Because of the solid-state nature
of Flash, the information will last for the life of the terminal.

Expandable and Upgradable Memory and Storage

The Flex terminal has a data rate type of three low-voltage (DDR3L)-synchrenous dynamic random-
access memory (SDRAM), with adequate space avaiiabie for future expansion shouid the need arise. We
use compression techniques when downloading to lower the amount of memory needed for applications.

The Flex terminal also features a 1.91 GHz ATOM Quad Core Central Processing Unit (CPU). With
additional cores and an increased operating frequency, the latest version of the processor ensures
noticeably enhanced terminal performance and increased energy efficiency, which are of notable
importance to retailers. These features also allow for more robust multimedia content, providing the
Lottery an opportunity to increase its footprint at retail.

Software Download

With Aurora Open Retail, software is downloadable in a modular fashion. To help our customers get
games to market quickly while ensuring near-24-hour operation, we developed a modular background-
downloading approach, our advanced ShadowLoad programming technology. ShadowLoad allows
software downloading without interruption to current transaction processing on the Flex terminals in the
field, as it completes data downloading during normal breaks in transaction processing. ShadowLoad
allows a new version of an application to be gradually downloaded to the terminal while the current
application is running. The entire terminal network can be modified in this manner with no impact on
performance. Only the modules requiring a change are downloaded.
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Background downloading is quick and transparent to the retailer, and the terminal stays online and sells
tickets — there is no interruption in sales. This background downloading will also allow the Lottery to
switch its entire network over to a new application (game) so that new games can be enabled without
interrupting business operations in any way. This is a great benefit for retailers with a 24-hour operation.
System upgrades to Read-Only Memory (ROM)-resident routines may also be downloaded. As an added
value, IGT uses data compression techniques that decrease the amount of data that needs to be
downloaded by more than 50 percent. This decreases the amount of time it takes to download the new
application by the same percentage.

Flex Vision

IGT's Flex Vision platform is a tablet-like architecture. The Flex Vision terminal consists of a 10.1-inch
touch screen, LCD, and motherboard controller on a stable base. The screen can pivot 90 degrees to
accommodate different heights of both users and counters.

The Flex Vision’s processor power comes from an Intel BayTrail Quad Core processor, providing high-
performance value with low power consumption. This processor is optimized for tablet computing and
brings valuable features such as an ultra-slim design and fanless operation.

To accommodate those tighter retail spaces, the Flex Vision comes with either our compact printer or
combination play slip reader/printer and a player display. Cable management is integrated with the base
to minimize cables on the counter. Wi-Fi and Bluetooth are standard features for connectivity and
expansion in addition to six USB ports.

Flex Vision Features
¢ Processor: Intel Atom Bay Trail Quad Core CPU.
« Display: Bright 10.1” high-resolution tablet display and touch screen with wide viewing angle.

* Memory: DDR3L Random Access Memory (RAM) and large amount of solid-state
memory for streamlined Lottery applications.

e  Wireless Connectivity: WiFi and Bluetooth.

» LAN: 10/100 Ethernet.

s Software: IGT Open Retail on Glinux.

s Scanner: Integrated 2D Imager barcode reader.
» Power: Integrated Power Supply.

» Dimensions: 9.8"Dx 11.3"Wx 146" H.

e External display support.

¢ USB expansion with multiple ports.

The Flex Vision terminal is integrated with a custom terminal stand designed by IGT. The stand allows
the angle of the Flex Vision display to pivot from 0° to 90° to accommodate height variations between
users. The display housing base includes a base distribution board assembly.
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The following figure provides a view of the Flex Vision:

Figure 4.4 -7:
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Flex Vision Size

Because not all retail environments are created equal, IGT offers a variety of retail devices to
accommodate different scenarios. The Flex Vision terminal is a compact-sized solution that will meet the
needs of retailers operating with limited counter space while handling low to moderate customer volume.

The following figure depicts a comparison between the Flex and Flex Vision terminals:

Figure 4.4 - 8:

ALTLIRA E_E = FLEX VISION

5.8in

16 in

F.5 I 1314n - Eprivdl] v
Feorprint Footprint

Modular Architecture; We designed the Flex with modular components, making it easy and quick to
replace parts.

Compact Reader Printer

Accompanying the Flex Vision terminal is the Compact Reader Printer. This evolution of IGT printing
solutions offers play slip reading and validating capability via an integrated scanner, in addition to the full
printing functionalities found on all of IGT’s printers.

The scanner supports 3.25"-wide play slips, with a maximum length of 13.77". It is capable of reading
barcodes in combination with coupons and play slips at a speed of 9.8 ips. The printer is a high-speed
thermal printer with a print speed of 7.4 ips and receipt stacker capable of stacking 50 receipts. Tickets are
printed on 3.25”-wide paper, and the printer manages a paper roll with 6" roll stock. The printer supports
“drop and sell” paper loading.
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The following figure depicts the Compact Reader Printer:

Figure 4.4 -9:

Compact Reader Printer

Figure 4.4 - 10:

Key Technical Features

Thermal printing

203 DPI (8 dots/mm)

7.4 ips

UPC-A, UPC-E, EAN13, EANg, CODE39, ITF, CODABAR, CODES3,

et CODE128, CODE32, PDF417, DATAMATRIX, AZTEC, QRCODE

Prinit nq Farmat Normal helght and W|dth from Ix to 8x, expanded, reversa, underlined, scrlpt
ting B rection Stralght 90°,180°, 270°

3147 [3.25”

59" o

60,600 hours (electronic board)

62.13 miles/100M pulses

1,000,000 cuts .

14"Lx85 Hx551W (with cover closed)

17.51" L x 13.98 H x 8.5 W (with cover open)

7.27 Ibs

Supportad Barcode
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AccuTherm Ultra Printer

o Variious peripheral attachments for standard terminals. Peripherals should enfance sales and improve ratailer service
and efficizncy. Peripheral intaifaces are desigred t2 meet the Lottery’s current and future needs;

e Prin spead, accuracy, and flexibility of standard terminal printers. Printers rapidly produce tickets, reports {automatic or
requested’. ard promotional coupons using a variety of fonts, graphics, and standard bar codes {2.g. 2D, stacked 2D,
QR) vwhilz providing a quick load of ticket stock. Character and graphic resclution should meat or exceed 200 DP
Printer should issue and cut tickets having uniform size or variable length as determined by the Lottery. Printers should
stack at lzast 5C tickets without retailer intervention.

All of our offered Altura Flex terminals will be equipped with IGT’s most popular printer, the AccuTherm
Ultra. At 12 ips, the AccuTherm Ultra is the fastest printer on the market. Its thermal printing technology
provides high-resolution images suitable for rendering logos, messages, and International Organization
for Standardization/International Electrotechnical Committee (ISO/IEC) industry-standard barcodes,
symbols, and play data. Thermal technology ensures the ticket print is of a size and darkness that can be
easily read by players and will last longer than one year from the date of purchase under ordinary
consumer use in the retail environment (including ticket folding, hot weather, rain, etc.). The AccuTherm
Ultra produces high-quality barcodes that support a 99% first-read rate by scanning equipment. The
compact design of the AccuTherm Ultra gives Lottery retailers the flexibility to determine the most
convenient location for the printer while meeting the demands of high-volume retailers.

Additional design features that make the AccuTherm Ultra one of the fastest lottery printers on the
market today include:
s  Ultra-fast 12 ips print speed, resulting in the capability of printing approximately 50 tickets
per minute without operator intervention.
* High-performance ability to stack more than 100 tickets.
» A 7.5-inch diameter paper roll that holds 62% more paper than a 6.0 roll.
» A clear clam-shell lid for easily checking the amount of paper stock left.

s Patented Jam Deflector technology that ensures tickets continue to print if the main paper
path becomes blocked.

e Can be placed on the back shelf of the Flex to save counter space.

* High-speed USB communications interface.

The printer can withstand heavy use and will continue to look and operate like new or will be replaced at
IGT’s expense. The printer operates quietly, cuts tickets so that they do not fall to the ground, prints variable
ticket lengths, Universal Product Codes (UPCs), and barcodes including PDF417, Quick Reference {QR)
codes, alphanumeric characters in up to 72-point font, and graphical symbols and pictures.

In addition to having the ability to print advertisements, the AccuTherm Ulira can print cross promotions
and applications the Lottery can use or sell.
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Figure 4.4 - 11:
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Figure 4.4 - 12:

AccuTherm Ultra Printer Specifications

Specification

Printer Type Thermal
Printer Speed 12 ips
Printer Gluality 203 dpi
Maximum Printiﬁ;g Width 3.15 inches
Paper Width 3.25 inf:hes

Figure 4.4 -13:

AccuTherm Ultra Printer Dimensions and Weight

Specification Measurement
Base Depth 13.2 inches
Base Width 6.5 inches _
Height 8.8 inches
Weight 4.9 pounds without paper
Footprint- 86 5g. inches
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Retailer Focus Group Feedback on Accutherm Ultra Printer

“Fewer rolf changes and because the roll is so large, the tickets at the end won't curl up so badly as
they do now.”

“I like that it stacks the play slips and the tickets.”

“Less time spent waiting. more time selling.”

Low Ticket Stock

To prohibit ticket stock from running out before a transaction is complete, the terminal only sends one
transaction to the Aurora Transaction Engine at a time. If an “end-of-ticket-stock™ condition occurs in
the printer, no more tickets will be printed until the situation is remedied by changing the paper, which
preserves the integrity of the transaction. An “end-of-stock” condition is generated when the AccuTherm
Ultra printer’s smart sensors detect the black ink that is added to the last 36 inches of the ticket stock This
is typically preceded by a red agent warning stripe alerting the retailer to a low-paper scenario.

In the event a retailer does not change the paper when prompted to, the printer will continue to print
until the sensor reads the black stripe (end-of-roll stripe) printed on the back of the paper, at which time
it will complete the last transaction and no longer print until the paper is changed. Should there be more
transactions left than available paper, the remaining transactions will be printed as soon as it is reloaded.
Other conditions, such as printer fault, jam, or misprint, are handled in the same manner. The
AccuTherm Ultra printer also has a clear top cover which allows the retailer to visually monitor the
amount of ticket stock remaining in the printer.
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The following graphic depicts the “end-of-stock” condition which is visible to the retailer:

Figure 4.4 - i4:

% Visible
L Indicator:

A stripe on the
ticket stock
helps indicate
to the retailer
that the roii
needs to be
changed.

Low Ticket Stoek

Inactive Area
(Backer copy area)

Active Area (keep out)

Direction of Travel End-of-Roll Stripe

Printer Connection

The host terminal will communicate with the printer via a USB 2.0. Tt uses an IGT-proprietary
communications packet protocol resulting in fast, secure messaging between the host terminal and
printer. The printer returns status and fault information over the same interface. The combination of the
12 ips print speed and the faster transmission speed resulting from using the USB 2.0 interface results in a
-more efficient send-to-cut transaction.

Paper Roll Dimensions

The paper roll contains 1,122 feet of paper. As a comparison, the AccuTherm Ultra’s predecessor, the
Supreme, contains 665 feet of paper. The AccuTherm Ultra printer accommodates a 7.5-inch diameter
paper roll and ticket width is fixed to 3.25 inches.
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Applications and Graphics

'The AccuTherm Ultra printer can download applications, graphics, symbols, and pictures sent from the
central System through the terminal and thereby define custom characters. These are generally referred to
as user-defined characters. The AccuTherm Ultra printer has room for 256 user-defined characters in
non-volatile memory.

Easy Paper Roll Replacement

Drop and Sell Feature

What retailers like most about our AccuTherm Ultra printer is how easily they can change the paper.
The “drop and sell” feature allows for an extremely fast paper change. A clerk simply does the following:
= Opens the clear printer cover and drops in a new roll.

» Closes the printer cover, and starts selling!

The paper automatically advances, so the AccuTherm Ultra printer is ready to go as soon as the cover
closes; no further steps are needed. Experienced retailers often accomplish this process in fewer than five
seconds, With this feature, players do not have to wait while retailers change the paper roll, a real
advantage during high-volume sales times, providing minimal disruption to retail sales activity.

Figure 4.4 - 15:

% 1t’s That Easy:
H Retailers love
the
convenience
of IGT's easy-
to-load printer.

Load Paper - “Drop and Sell”

1. Open lid to insert paper. 2. Close lid and start selling.
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Technical Characteristics

The AccuTherm Ultra is equipped with the following technical features:

Printing Technology

The AccuTherm Ultra’s thermal printing technology provides high-resolution images suitable for
rendering logos, messages, and ISO/IEC industry-standard barcodes, symbols, and play data.

Printing Width

The printing width of the AccuTherm Ultra can be a minimum of one “dot” to a maximum of 3.15 inches.

Printing Definition
The AccuTherm Ultra uses a long-life, thick-film 203 dpi (horizontal and vertical) print head.

Supported Image Types

The AccuTherm Ultra printer supports printing of game tickets, receipts, and reports in different fonts.
font sizes, and formats, as well as black/white graphics, including: BMP, GIF, TIFF, PNG, and JPEG.

Automatic Paper Loading

Because the paper automatically advances, the printer is ready to go as soon as the cover closes; no further
steps are needed, eliminating retailer frustration. The AccuTherm Ultra printer senses the new roll and
automatically triggers a test print.

Automatic Paper Cutting

The AccuTherm Ultra printer has an integrated, high-speed paper cutter to quickly and automatically cut
each ticket, receipt, or report from the ticket stock roll, thus eliminating the need for tearing off tickets
from the printer. The printer’s sensors also recognize a cut-complete condition.

Printer Driver Upgrade

The AccuTherm Ultra printer driver is upgraded via a download from the central System to the terminal.
IGT uses a proprietary communications packet protocol from the host terminal to the printer, resulting in
fast, secure messaging and driver upgrades.
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Ability to Print Graphics

The AccuTherm Ultra printer can download and print text and graphics (games and logos), symbols, and

pictures, including new designs sent from the central System through the terminal and thereby define

custom characters. These characters are generally referred to as user-defined characters. The printer has
room for 256 user-defined characters. Once a user-defined character is defined and stored in the printer,
it can easily be reused as needed. This allows the printer to be more flexible with the ticket layout and

quicker and more responsive when printing a ticket using the user-defined characters.

Various Character Fonts

The AccuTherm Ultra uses a TrueType font, which is easier to scale and allows more flexibility when

designing the look of receipts, graphical symbols, and pictures.

Printable Barcodes

The AccuTherm Ultra can print the following barcodes:

L]

PDF417 (2D Stacked Symbology).

Data Matrix.

Interleaved 2 of 5 (I 2 of 5).

Interleaved 3 of 9 (13 of 9).

European Article Number (EAN) 8 and 13.
UPC A and E.

Code 128.

QR Codes

Optical Character Recognition (OCR) 0-9.
Reduced Space Symbology (RSS) Databar GS1.

Minimum Definition

The long-life, thick-film print head provides 203-dpi definition.
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High-Performance Ticket Stacker

The AccuTherm Ultra provides enhanced ticket stacking (100 tickets) that ensures the retailer gets a
consistently neat stack of tickets. Its patented design eliminates issues caused by feeding and/or stacking
curled tickets.

Figure 4.4 - 16:

AccuTherm Ultra Stacks More Than 100 Tickets

Large Ticket
Tray: Retailers
appreciate the
significant
stacking
capability of the
printer when
many tickets
need to be
praocessed at
once.
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Jam Deflector

The AccuTherm Ultra is also designed with a feature that helps eliminate jams caused by retailers resting
their hands on top of the printer while it is printing. When the normal feed path is obstructed, the jam
deflection feature automatically feeds the paper out an alternate opening in the front of the printer. This
ensures a continuous operation.

Figure 4.4 - 17:

: \ Biocked Feed
" Path Does

Not Prevent
Printing: The
AccuTherm
Ultra is
equipped with a
feature that
allows
continued
printing should

Bt with the narmid feed path cbstroctad the normal feed

tha Ultra-contims 1 prmting path become
obstructed.

AccuTherm®@ Ultra Jam Deﬂﬂ:ﬁ Fe:

Smart Sensors

The AccuTherm Ultra printer uses electronic sensors and switches to provide the retailer with advanced
notice of the printer status. The printer’s sensors detect and communicate the conditions listed and
described in the following table. Printer status awareness allows the retailer to maintain the printer or
change the paper, e.g., when it is least disruptive to sales.
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Switch and Sensor Conditions

Condition | Desaription

Paper Low The printer recognizes a low ticket stock condition

Paper Cut The printer recognizes that ticket stock is not present and does not attempt to print in this
condition

Cover Open The printer recognizes when the cover is open and stops all action from taking place until the
cover is clased

Cut Complete The printer recognizes a cut-complete condition

Top-of-Form The printer recognizes pre-printed top-of-form marks on the non-thermal side of the paper

for jurisdictions that require fixed-length tickets

Paper Jam Sense The printer recognizes when the ticket stock is jammed and stops further tickets from being
printed until the jam is cleared by the operator

Print Head Failure The printer recognizes when there is insufficient current available at the print head to fully
energize the head and complete the print action

Alert Indicators

The Flex terminal automatically displays an alert notifying the user about various events with the
AccuTherm Ultra printer:

Figure 4.4 - 19:

AccuTherm Ultra Retailer Alerts

Printer Door Open

Please ji:lose the Printer Door

No Guesswork: Once an issue is detected, the display provides clear instructions for the retailer.
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Status LED

Tn addition to a wide array of sensors, the printer has been outfitted with a single Light-Emitling Diode
(LED) status indicator. With one glance, retailers can know a printer’s status.

Figure 4.4 - 20:

LED Indicators

Condition Status LED
Unit ReadyfPower On On
Power Off Off
Error Blink

Figure 4.4 - 21:
Enhanced

Feature Set:
The
AccuTherm
Ultra printer
provides many
enhancements,
including a 7.5-
inch ticket roll, 2
transiucent
cover, jam-free
operation. and a
ticket-stacking
capability to
meet the needs
of the most
demanding
retaiter.

AccuTherm Ultra Printer

The transpatent paper roll cover
Ny 2llows for viewing of the paper level

4.4 -32 Field Equipment and Consumables



£IGT

Printer Shelf

The rear printer shelf designed for the Flex terminal allows retailers to fit the AccuTherm Ultra printer or
the CDU (Aurora MultiMedia color monitor) on the back of the unit. By placing either device on the
printer shelf and within the terminal’s small footprint, less space is taken up on the retailer’s counter.

Figure 4.4 - 22:
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Figure 4.4 - 23:

Printer Shelf Footprint Reduction

Less Space Required

Using the printer/CDU shelf mount reduces the side-by-side terminal and
printer footprint. This increased counter space could provide additional
Lottery retailer equipment and increase awareness to stimulate impulse
purchases. Additionally, the extra counter space can be a tremendous
selling point when trying to recruit retailers.

Lizing the prin
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Flex Play Slip and Document Scanner/C|S Reader
v Optical reader(s) speed. accuracy, flecibiiity, processing capability, and functions that inclids reeding various physica!
and digits! grankics, barcodas. and markings on playes. ietailer, Lottery, and VVandor rnarerials both at the terminal and
at a distance from tpe terminal-

The Flex is equipped with an 8.5-inch reader that reads various size formats of slips, with widths up to 8.5
inches. It can read all current and future play slips and does not require special marking utensils. This
feature increases flexibility in play slip and document reading. The reader is also capable of scanning
retailer survey documents that the Lottery may wish to implement in the future.

With a rate of 25 ips, IGT’s CIS reader is the fastest reader on the market, designed to quickly read play
slips, resulting in rapid play transactions, which translates into both retailer and player satisfaction.
Retailers simply drop the play slip or document into the top of the reader and the feeder automatically
pulls the slip and deposits the play slip or document in front of them at the bottom of the reader.

Play slip documents are easily inserted in any direction as long as they don’t exceed the readet’s 8.5-inch
widih. If the play slip is incorrectly marked, it reverses the document back out the top of the reader so the
retailer can re-insert it without being confused about whether or not it was read.

The CIS reader of the Flex has evolved from its predecessor based on the analysis of feedback from our
customers. Improvements to the reader include a fixed-position CIS head, sealed sensors, and a sealed
drive mechanism, which eliminates issues resulting from the buildup of paper dust. These features reduce
the need for long-term service.

The Flex’s CIS is equipped with a 300 dpi head which translates to better resolution, improving barcode
reading and document scanning, Also, the CIS chassis is built from electrostatic dissipating material
which produces more predictable paper handling.

These enhancements, drawn from the analysis of our current readers in the field, leads to increased
reliability and improved up-time for retailers.
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Flex Vision CIS Reader

The Compact Reader Printer has an integrated high-performance scanner capable of scanning Lottery
selection slips. The scanner supports 3.25" wide selection slips, with a maximum length of 13.77". It is
capable of reading barcodes in combination with coupons and play slips at a speed of 9.8 ips.

«  Dimensicns. disolay resolution. graphic capabilities, communication to the terminal, and terminal memory usage for a
customer transaction and advertising display sclution to accommedate variable space limitations at retailer locations,
enhance sales, and improve
retailer efficiency:

IGT offers the Lottery its 22” LED CDU as a central component of the proposed multimedia solution. The
CDU is an effective tool for displaying customer transaction information as well as multimedia content.
The component can also be mounted to accommodate the space limitations of retailers. Terminal
memory usage is described earlier in this section with our description of terminal specifications.

For a detailed overview of our CDU solution, please see Section 4.4.6.1, Customer Display Units.

Customer ticket self-check unit solution includes the size. connactivity to the standard terminal, bar code readability,
and message visibility;

For a detailed overview of our self-check unit solution, please see Section 4.4.9, Self-Check Units.
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Standard Terminal Interface Layouts
#  Standard terminal tcuch screen user interface lavouss (e.g. clors, locations. grackics, ard text labels) minimize kevstrokes
and navigation for retailer case of use and efficizncy. Touch screen interfaces display retai'er rnessages, reports, grocessed
transactions. and past transactions, using variable fonts, full-color. graphics, and screen layouts. Touch screen shoudd enable
retailer sales, validations, reports, cancellations, and messages for draw games. Vendor should include graphic examples of
the proposed interfaces for standard terminals. Instant ticket inventory transactions {e.g. issue, transfer, activation and
settlernent), validations, receipts, reports and printed messages should alsc be enabled:;

The following graphics illustrate the responsive design of the touch screen interfaces of Aurora Open
Retail and user interface layouts:

Figure 4.4 - 24:

Online Applications Terminal Screen Example
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Figure 4.4 - 25;

Instant Applications Terminal Sereen Example
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Figure £.4 - 26:
Retailer Message Terminal Screen Example
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Figure 4.4 - 27:

Terminal Reports Screen Example
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Figure 4.4 - 29:

Retailer Sales Report Terminal Screen
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Figure 4.4 - 30:

Terminal Validations Screen Example
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Figure 4.4 - 31

Terminal Cancel Screen Example
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Figure 4.4 - 32:

Terminal Retailer Messages Screen Example
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Figure 4.4 - 33:

Terminal News Screen Example
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A detailed description of the Flex terminal’s touch screen user interface and layouts can be found under
the subheading “Aurora Open Retail Operating Solution.”

Retailer Accounting
IGT will supply retailer accounting reports through the terminal; this will enable retailers and the Lottery
to display and print information including all sales and financial data. Those reports, which can be found
under the same section of the terminal, include:

» Sales summary.

» Sales Associate sales.

s  Weekly invoice.

»  Weekly adjustments.

o Top prize.

» Cashes.

s+  Game sales.

'The Altura Flex also includes a suite of reports, pertaining solely to inventory, that will assist retailers in
managing their day-to-day operations. Reports on pertinent Lottery on-site inventory management, news,

and jackpot information is also available.
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Those reports include:
* Inventory:
- Summary Inventory.
- Detailed Inventory.
Pack Status.
- Pack Settlement Current Week.
Pack Settlement FLast Week.
- Active Pack, Confirmed Packs.
Returns Full Packs.
Returns Partial Pack.
*  Lottery News:
- Lottery news only displays the terminal sign-on message. It is under special functions ->
News. It gives you the option to print the message. Also, Mail is under Special Functions.
* Jackpots:
- Powerball, Mega Millions and Cash 5:
All allow you to print Winner Numbers, Winner Information, and
Current Jackpot.
- Pick 3, Pick 4, Raffle, and All or Nothing:
All allow you to print recent winners and winning numbers by draw.
- Instant Ticket Scratch-Off Games:
- Print Top prize.

Random Number Generator
o The standard terminal must have a certified and audited random number generating ("RING”) function for creating one
or imore random sets of numbers for each game as requested by the retailer or via play slip to produce ar easy pick
wager of wager part.

The Altura Flex terminal has a mechanism that generates one or more random play (Easy Pick) numbers
for any game requested by the retailer or via play slip. We understand that our randomizers must be
approved by the Lottery as being compliant with any MUSL or NASPL guidelines and agree that the
Random Number Generator (RNG) mechanism will be certified, at our expense, by an independent
laboratory such as Gaming Laboratories International (GLI). All IGT terminal RNGs have been tested
and certificd through GLI or an equivalent certification agency (in compliance with MUSL Rule 2).

Additionally, the terminal has the ability to produce tickets for games in which numbers are selected
sequentially from a pool but printed in a scrambled manner on the player’s ticket. This feature provides
the Lottery with a mechanism for selling tickets from a pool in a manner that appears random.

The terminal software includes a proprietary IGT algorithm that has been used by lottery systems
worldwide for more than 20 years. The IGT algorithms have been certified by GLI, as well as other
laboratories and regulatory agencies around the world.
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Play It Again
o Any additional standard terminal functions and peripheral that would improve ease of use and increase safes, reliability.
and accessibifity.

In the summer of 2007, the Kentucky Lottery requested that we develop an alternative method for players
to play their favorite numbers. Our engineers went to work to design and implement the Play It Again
solution as an enhancement to the Kentucky Lottery’s offerings. Play It Again was a great success right
from the start and continues to grow, making the transaction much easier for players and retailers alike.

Play It Again allows players to play their last wager again, quickly and easily. By scanning the original
wager’s barcode with the external barcode reader, the retailer duplicates the player's wager information for
the next scheduled drawing. With Play It Again, retailers do not have to enter new numbers manually,

and players do not need new play slips.

Terminal Privileges

The standard terminal identifies. logs transactions, and provides reports for Field Marketing and Sales Representatives. Vendor
staff specific privileges should include, but not be limited to, issuing and returning instant tickets, issuing and returning POS
materials and corsumables, inventory functions, reports, and training functions. Yendor staf{ privileges are able to be overridden
or disabled by Lottery approved personel, Vendor should configure terminals with a secuse mechanism for identifying Vendor
staff and providing the appropriate priviieges and options for the identified individua' to record all transactions. Vendor staff-
specific privileges include instant ticket returns, inventory functions, point of sale iterms, and training functions.

The Vender supplies and configures all screen graphics, icons. other content, and placement on the terminals upos the Lottery’s
request and at no additional charge. The tarminal interface uses default draw game parameteis unless parameters are altered by
the retailer  for a wager. Parameters are able to be duplicated to subsequent wagers. The user interface design should be
developed jointly with and approved by the Lottery.

The terminal kas the capability of operating in a training mode. Training mode tickets are marked "V OID---NOT A REAL
TICKET---NOT FOR SALE” or equivalent. For formal training in classes, trainiag rode may be focal to the individua! terminals
in the specified training facilities, or may operate from a local seiver. At the request of the retailer, the standard terminal should
have the capability of displaying and printing the last 25 transactions accepted by the System to compare printed tickats with
registered tickets. The information displayed includes the last transactions of each type, inchiding fast wager. last cancel, last
winner validation, last report. eic. as sefected by the retailer.

Password Protection

The Altura Flex terminal prohibits unauthorized access through a coded sign-on procedure that requires a
password. In addition:
» Passwords can be changed at the terminal by authorized personnel without requiring a
service call.
o Passwords can also be changed by authorized Lottery personnel via a management
terminal/workstation.
o No passwords are ever displayed, printed, or visible in any manner whatsoever at
the terminal.
» Ifaterminal exceeds a specilied number of sign-on attempts, a suitable message will be logged
on the Aurora Transaction Engine, and the terminal will be deactivated.
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Sales Associate |dentification (Key Lock Equivalent)

The Altura Flex sign-on screen requires sales associates to enter their sales associate number and pass
number. This is the equivalent to a key lock. The system keeps track of all draw-based game sales,
validations, and cancellations by individual sales associates, if desired.

In addition to meeting these requirements, our solution provides several additional sign-on security
protections, as follows:
» Ifaterminal exceeds a specified number of sign-on attempts, a suitable message is logged on
the Aurora Transaction Engine, and the terminal is deactivated.
*  We employ a “dual sign-on” approach. Before a financial transaction can be entered at the
terminal, both the terminal and the Aurora Transaction Engine must agree that the terminal
is signed on.

»  All sign-on attempts, both valid and invalid, are recorded in the System Log.

Assigning Privilege Levels

With Clerk Privileges and Accounting enabled, individual retailer clerks - and even individual terminals
within a store — can be assigned various privileges, such as the ability to access certain financial reports or
change a password. The System can also monitor transactions, such as sales transactions, automatically by
clerk, allowing for Retailer Shift Accounting. Some clerks, typically store managers, will be able to change
other clerks’ passwords, thus controlling who in their store has access to the terminal. The individual
retailer or the chain/group for multiple stores will control retailer System access levels and passwords.

Training Mode

Training mode is available, in both stand-alone mode for training rooms and online mode for retail
locations. While either terminal is in training mode, the status area of the screen clearly indicates training
mode status. Terminals in training mode will not interfere with or access the live system. The screen can
also be configured to change to a different background color from the active mode and display the words
“T'raining Mode” across the screen, behind the buttons.

Retailers appreciate the easy access to training mode and that it is always available and updated prior to
each new game start. Support stickers with the retailer Hotline number will also be placed on printers or
the terminals for the retailers’ convenience should they need to place a call.

Game-Specific Help

Flex terminals combine several technologies to provide an extremely flexible and user-friendly terminal
UL The Ul is easy to operate and provides the user with a Help option for every field and function,
including instructions on specific games. ‘Lhe terminals also display Help screens that include Frequently
Asked Questions and Answers. To obtain instructions on a particular game, a retailer selects that game
followed by the Help button at the top of the screen. The button is represented with a question mark.

Field Equipment and Consumables 4.4 - 45



&I1GT

The following figure depicts the Game Specific Help function:

Figure 4.4 - 34:

Finding Help
is Easy: West
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The Video Clip Feature

The Flex terminal also includes retailer training video clip functionality as an advanced training feature.
This feature will show retailers and their staffs how to change paper on each terminal and clear paper
jams, etc. Training video clips offer simple, visual reminders of how to perform terminal functions. Like
the standard help feature, the online video clips may be displayed to guide novice operators through a
transaction, instruct retailers and sales associates how to perform routine maintenance procedures, or
offer operational shortcuts for experienced operators.

The help and video clip features are available right on the terminal so that retailers are knowledgeable,
comfortable, and confident when selling Lottery products.
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4.4.2.1
Optical Reader

The terminal should incorporate a single component or multiple component optical reader that is mechanically and fault tolerant
te perform the following functions:
*  Read standard barcodes, graphics, pencil, pen, and digitally produced player, retailer, and Viendor materials to support
administrative functions;
¢ Scanand rapidly process single or continuous multiple play slios and dravy garme tickets {validation and canceliation)
without retailer inpus
Extend a misimum of 15 feat from She terminal fo read varicus shapes and sizad documents &t various argles and
directions (e.g. tickat packs, paper steck boxes, point-of-sale, dispenser inventory): and
Demarcation should be placed on the front of each winning or non-winning draw game ticket for canceflation and
validation indicating its “processed” status.

Corded Barcode Reader

Each of the Aitura Flex retailer terminals will come equipped with a corded external barcode reader. The
2D image-based barcode scanner will provide read rates and codes for the West Virginia Lottery’s existing
tickets, including industry-standard 1D, 2> and PDF417 barcodes; UPC and serialized, barcoded
coupons; and smartphone-displayed barcodes (such as Interleaved 2 of 5, EAN, PDF417, Data Matrix, QR
Code, and Aztec). The reader enhances retailer productivity by combining an onboard 2D imager with
high-performance scanning features. The scanner can also read barcodes that conform to NASPL
standards, accept player loyalty/frequent number media, and extend 15 feet from the terminal.

IGT's retailer research involving our barcode readers revealed a variety of positive feedback on both
readers. Many retailers praised the barcode reader for its convenience and efficiency due to its proximity
t0 ihe terminal. Also, retailer focus group participants liked having the ability to hold and aim the scanner
rather than bring a ticket behind the terminal to scan.

Features of the Corded Barcode Reader

IGT’s barcode readers offer an array of advantages to Lottery retailers. Among the reader’s features are:
*  Read rate: Provides a first-read rate of more than 99% when validating or cancelling a ticket.
¢ Comprehensive advanced data capture: Eliminates the need to purchase multiple types of

devices to capture 1-D, 2-D, and PDF417 barcodes. The optional hands-free presentation
cradle enables additional advanced data-capture capabilities, including signatures and images
of documents such as driver’s licenses.

*  Superior high-performance scanning on all barcodes: The revolutionary imager eliminates
the performance degradation common in 2-D scanning, delivering laser-like performance on
both 1-D and 2-D codes, rapid and accurate capture of even poor quality and damaged
barcodes, and full omni-directional scanning, which eliminates the need to precisely align
barcode and imager, improves ergonomics, and protects productivity.
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o Superior durability: Designed to meet best-in-class drop specifications, it has the ability
to survive six-foot drops to concrete, ensuring reliable operation in spite of everyday drops
and bumps.

s+ Lightweight ergonomic design: Easy-to-hold regardless of hand size, reduces fatigue, and
enables all-day scanning comfort to protect productivity in scan-intensive applications.

« Flexible positioning: Easy to place in a position that meets the retailer’s needs. The barcode
holder can also be attached to either side of the Flex.

The following figure depicts the barcode reader:

Figure 4.4 - 35:

MultiPlay

The proposed system will provide the functionality to multiplay a ticket by scanning the ticket into a
terminal. A ticket presented at the terminal for multiplay will result in a ticket issued with all of the
selections from the original ticket, including the player’s numbers, the number of draws, boards, play type,
amount played, and Megaplier or Power Play option (if applicable). Multiplay Easy Pick plays will be
printed with the same numbers as the original play.
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Age Verification

IGT takes preventing underage gambling seriously. We can enable the Flex through our 2D image
barcode reader to verify customer age and identification (ID).

The barcode reader(s) offered use an advanced 1D and 2D imager that can read today’s barcodes as well
as future barcodes. West Virginia driver’s licenses contain PDF417 barcodes, which is a standard barcode
read by all IGT barcode readers. The Flex is equipped with an age verification functionality that allows it
to scan the barcode on the back of a driver’s license and parse out the person’s age. The algorithm
designed to do this only looks at the person’s age = it does not store or capture any other personal
information, ensuring data privacy is maintained.

Once the license is scanned, the terminal displays a message with the age of the customer. For example,
retailers receive the message shown in the following figure:

Figure 4.4 - 36:

Verifying a Player’s Age

Age Verification

Please crlat:ethe player's driver’s license under
the handheld barcode reader. Hald the license at
4 distance that allows the green bar of light to cover
the entire barcode area

AGE IS 18 YEARS AND 03 MONTHS

Useful Retailer Tool: Retailers can use age verification for Lottery sales.
g Y

Demarcation

The internal reader of our terminals is equipped with demarcation functionality. The status of every ticket
receipt presented to a retailer for validation is always recorded at the central System. Consequently, even if
physical branding is not used, there is always a record of the status of the ticket on the master file.
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4.42.72
Cash Drawers

Cash drawers for terminals are provided by the Vendor for approximately 1200 retail locations. Cash drawers interface
electronically with the terminal and the cash drawer allovss manual lecking and uniocking as desired by the retailer.

IGT offers a cash drawer that is ideal for both cash transactions and non-cash transactions.

In terms of cash transactions, the drawer is configured with a five-bill, nine-coin tray that can be removed
to access items below it. The tray is constructed with indestructible Acrylonitrile butadiene styrene (ABS)
thermoplastic.

For non-cash transactions, the front of the drawer has a slot opening that can be used for checks, coupons,
courtesy checks, money orders, and debit card slips. These items can be conveniently deposited without
opening the cash drawer by simply sliding them through the front slot.

The cash drawer can be operated manually or electrically (drawer open) based ona command from the
Altura Flex terminal. The drawer opening mechanism is highly reliable and has been tested to endure
1,000,000 cycles.

The drawer front is stainless steel and includes an easily accessible locking device on the front panel. The
locking device has several positions, including locked (closed), online {(opens electrically) and manual
open. The cash drawer features a three-position lock for maximum cash security. All drawers will be
provided with two keys.

The dimensions of the cash drawer are:

e Width: 16.5".
o Length: 16.5".
¢ Height: 3.6".

This size drawer makes it convenient to position the Altura Flex terminal on top of it without impacting
the retailer counter space.
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The following figures depict the Altura Flex cash drawer:

o o e 4 -
iguie 4.4 - 37

Altura Flex With Cash Diawer

Figure 4.4 - 38:

Cash Drawer

-9
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4.4.3
Wireless Terminal Devices

The Vieader should describe unit specifications, installztion, maintenance. and replacement of wireless {e.qg. mobile/portable)
terminais. Mobile/oortablz terminals are to be compact, easily moved, and fully functioning for prerrotions and events. The
Vendor should provide mobile terminals that are capable of cperating from & temporary location or cromotional event. Alf
wireless terminal devices will be fully functioning at startup.

TCs55 Handheld Lottery Terminal

For special events, promotions, or scenarios in which standard lottery retail terminals are not convenient,
lotteries need a reliable, remotely accessible device to get the job done. While personal smartphones,
tablets, and laptops may be attractive and easy to use, they don't have the durability or functionality
necessary for mobile lottery use.

The pocket-sized, all-touch TC55 Mobile Handheld Terminal (MHT) has it all. The color screen
capitalizes on the latest technological advancements, aesthetic appeal, and usability of popular personal
devices. Unlike its consumer-grade counterparts, it has integrated, advanced data-capture capabilities,
including an integrated 1D/2D scanner and an 8-megapixel camera for high-resolution photos and
documents with proprietary software, making events staff more efficient. The TC55 supports Easy Pick
and manual entry of player numbers, ensures the West Virginia Lottery will be able to read all current
barcodes on both draw-based and instant tickets, and future-proofs the Lottery for any new barcodes it
may use in the future.

IGT proposes the TC55 Mobile Handheld Terminal to the Lottery. The handheld terminal is designed as a
single-purpose solution for support of lottery applications only. The handheld terminal will consist of two
discrete devices, both provided as third-party, enterprise-class devices. The battery-driven Motorola TC55
will act as the terminal device, and the Zebra Technologies iMZ320 will act as the battery-driven
Bluetooth printer. Combined with IGT’s new terminal software architecture, the Lottery will have access
to a portable, best-in-class handheld terminal solution.

The TC55 terminal is currently live in Washington, Tennessee, and Belgium and pending deployment in
New York.
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The following figure depicts the Motorola TC55 and the iMZ320:

Figure 4.4 - 39:

Type of Screen and Maximum Display Resolution

The TC55 is equipped with a 4.3” hyper amorphous silicon (HAST) color LCD with 480 x 8000 WVGA
resolution. The Projected Capacitive (PCAP) touch sensor is bonded to Gorilla Glass® 2 cover glass.

Screen Dimensions

The terminal screen’s active area is 2.2” horizontal x 3.6” vertical with a diagonal active area of 4.1”.

Backlighting and Brightness

The transflective screen of the TC55 comes with a thin film transistor (TFT) and is capable of displaying
light as bright as 700 NITs, or 700 candela/meters squared (cd/m2).
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iMZ320 Printer

The printer accompanying the Mobile Handheld TC55 terminal is the battery-driven Zebra iMZ320. This
printer is ideal for mobile lottery receipt printing applications. At three quarters of a pound, this
lightweight printer can be worn comfortably via belt clip or shoulder strap for unobtrusive and
convenient printing. The printer is simple to operate, with a single push-button for media access, making
paper reloading quick and easy. It’s equipped with intuitive Light-Emitting Diodes (LEDs) indicating
on/off, error, and connectivity statuses. The iMZ320 comes standard with Bluetooth connectivity to the
mobile TC55 terminal. The printer supports user-defined fonts and graphics, including custom logos. Its
memory includes 128 MB Flash (16 MB user available) and supports downloadable programs, receipt
formats, fonts, and graphics.

The Zebra iMZ320 supports the following barcode symbologies:

# Linear Barcodes:

Codabar (NW-7).
Code 39.

Code 93.

Code 128.
EAN-8.
EAN-135.

2 and 5 digit add-on.

Interleaved 2-of-5.
UCC/EAN 128.
UPC-A.

UPC-E.

2 and 5 digit add-on.

2D Barcodes:

Aztec Code.

Data Matrix.

GS1/DataBar™ (RSS) family.
MaxiCode.

MicroPDF417.

PDF417.

QR Code.

TLC 39.
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The following figure depicts product highlights of the TC55 and iMZ320:

Figure 4.4 - 40:

TCS55 Product Featuras

= Sadic receivar

Lighr sersar
manages scraen
backlight leval}
P Ponver onjaff batton Powsr anjoff button
|
e o ,
""_] }- USB connection port Paper feed button
Searning button =T { \
= == Paper open button
== 4.3" touch screen/display
Charger cabls connect
Pronary

microphore ~ . Charging contacts

== (cradle or cable)

4.4.4
Self-Service Terminals ("SSTs")

The Vendor should describe the unit specifications, installation, maintenance, and replacement for proposed SSTs. Vendor should
detail accepted payment methods (e.g. cash and non-cash purchases), instant and draw game ticket dispensing, ticket validation
and self-check, credit issuance for winnings, integrated customer display solutions. and inventory and reporting capabilities.

The S5Ts are to meet the following specification requirements or of%er afteraatives of equal or greatar value. Vendor shouid
describe any alternatives proposed in response.
o Designed to handle both instant and draw game transactions;
o Scalable with capacity to handle 12 to 24 separate instant gamnes four inches in width and ranging in size from two to
twelve inches in fength;
o Jicket price and dimension information should be easy for the retailer to change on a bin by bin basis;
®  Audible alerts and natices to inform store management of unauthorized entry into the machine, empty bins, jams,
sales transactions, bill acceptor failures, and any other failures with a remote disable function for retailers to prevent
unauthorized use (i.e. if a minor is about to use the machine);
*  Machines should have an automatic shutdown feature to prevent transactions when insufficient tickets are
available for sale;
+  Currency acceptor rnust be capable of accepting USD currency both new design and older design $1, $5, $10, $20, and
$50 U. S. bifls;
Display the armount of available credit (e.g. validated tickets, cash in, gift card balance, player’s card balance, and
coupon redemption) to the customer. Vouchers are printed for remaining change and remaining balance during
any malfunction;
*  Designed with a mechanism to display variable messages and advertiserments approved by the Lottery; and
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s Anvmemory expansior: should be provided by the Vender at no additional cost te the Lottery. Adaditional memory
should be availabla. installed. and configured within 18G days of the Lottery’s request. The termiral memory cannot be
destroyed, modified or lost for & minimum period of 72 howrs from the occurrence of any loss cr interruption of power. It
3 povier failire occurs, the SST prints the date and time of the failure along with sales and inventory levels at the time
of the failure.

The 24-Bin Gemini Touch Ticket Vending Machine

The evolution of personal electronics such as smartphones and tablets has opened up a whole new world
for self-service product innovation, particularly as it relates to consumer acceptance and use of touch
screen technology. As touch screen interfaces have become more ubiquitous and familiar, their migration
to vending has been a natural progression.

Self-service purchase of lottery products now includes an element of entertainment. It is a total player
experience heightened by the level of creativity that is now possible using touch screen technology.

With the Gemini Touch self-service terminal (SST), the West Virginia Lottery can more readily showcase
its brand using customizable attract screens, sell up to 24 instant ticket scratch-off games, and sell six or
more draw-based games all in one place.

Multimedia content is now integrated directly in the Ul, providing a more immersive user experience.
The use of animations, which calls attention to new games and the number of tickets left, adds another
layer of excitement for the player.

'The Gemini Touch contains a host of features, including real-time reporting capabilities, reinvestment,
Pick Your Own Numbers, instant ticket scratch-off game pack management, audible alarms, remote
control, and more.

IGT has maintained a strong focus on self-service, leading the lottery industry in self-service solutions for
more than two decades. Players and retailers are attracted to self-service — the former for the speed and
convenience, the latter because it frees up their workload and enhances sales opportunities. Our ongoing
investment in self-service technology has kept us at the forefront of consumer trends with an array of
solutions designed specifically to help customers increase sales.

Our self-service terminals make the lottery experience simple and easy for players, retailers, and Lottery
personnel. For players, the units are attractive, easy to use, convenient, and fast, offering a large selection
of games in a consistent and efficient manner. West Virginia retailers and the Lottery benefit as well:

Value to the West Virginia Lottery Retailer
o Increased Sales: Retailers can optimize store resources (improved efficiency/costs) while
achieving incremental Lottery-category sales growth.
« Reduced Waiting Lines: Increased Lottery sales no longer means extra work for retailers and
longer lines for customers, especially at high-jackpot times.

e Peace of Mind: Tickets and cash are locked up and accounted for at all times. End-of-day
ticket accounting and cash receipt reconciliation has never been easier.
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Value to the West Virginia Lottery

New Distribution Channels: Opens new retail venues and corporate accounts for the Lottery.
Attracts New, Younger Players: Self-service is more attractive to younger players who prefer
anonymous play, privacy and the ability to create their own lottery sales experience.
Promotes Lottery Brand: Outstanding merchandising capability via the attract screen
ensures immediate recognition of the Lottery brand to both new and existing players.
Increased Profits: Proven to drive incremental lottery sales and profits, its reliability and
uptime ensure maximum selling ability.

Player Awareness: Customized multimedia displays allow the Lottery to reach more players
at the PoP and optimize its advertising budget.

There are 1,450 Gemini Touch SSTs currently deployed in Washington State. Early statistics collected
since the conversion reveal an immediate impact on instant ticket scratch-off and draw-based game sales.
During a five-month period in 2016, average weekly instant ticket scratch-off game sales rose 7.5% (based
on settlements) compared to the same period from the previous year, and draw-based ticket sales rose
23.6%.

The Gemini touch is currently deployed in Washington State and scheduled for deployment in Florida,
North Carolina, Virginia, and Missouri in 2017. The Gemini Touch has also been piloted in Rhode Island
and Tennessee.

Features of the Gemini Touch

The Gemini Touch provides the following features:

A contemporary industrial design.
Intelligent Quad Bursters.
A 42-inch SAW dual-touch touch screen with 500 nit LCD.

An integrated Aurora MultiMedia digital advertising and messaging screen capable of
housing promotional videos.

A 1,000-note bill acceptor (optionally upgradable to a 2,000 note bill acceptor).

A full complement of draw-based games.

A new and improved 2D barcode reader capable of identifying winning tickets, non-winning
tickets, or if a prize should be claimed at the Lottery.

Reinvestment.

Pick Your Own Numbers.

Age verification.

An integrated player messaging area.

Audio capability.

Independent bin pricing.

A robust cabinet design using high-quality materials.
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e An easy-to-use main door latching mechanism.
s Alarge, lighted ticket-retrieval area.

= A play slip reader.

s A lottery-grade thermal printer.

s Internal color touch screen display to support Retailer Management and Field Services
Technicians (FST) functions with a new icon-based UL

» Cashless payment module (Optional).

The following figure depicts several features of the Gemini Touch:

Figure 4.4 - 41:

24-Bin Gemini Touch Self-Service Terminal

Intagratad 42 SAW Dual-Touch
Aurorn Mulihadic _ IR Seraer L

A Draw Gar
Perailshia Tor

28-bin Insta

Tieket Selecron:
Cachlese |-'r1y.-.—'-r.r
el (Citfered Option)

Machine Dimensions
353 inches {width) x 74 inches {height) » 27.2 nches (depth)
Touch Screen LCD Disgonal Length: 42 inches

Enhanced Functionality: The Gemini Touch'’s sleek, simple design makes playing as easy as pushing a button.
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Altura Flex Features and Benefits

Featiire

Modern, contemporary design available in 24-
and 28-bin configurations

Flexible touch screen Ul
* High-definition SAW dual-touch touch
screen LCD
¢ Customizable attract screens and
animations
» Game information screens

Real-time reporting
Consumable delivery sereen

AIjA considerations

Bill acceptor downloads from the central
systern

Integrated Aurora MultiMedia display in main
user interface

New, icon-based internal management touch
screen interface allowing retailers and FSTs to
perform spedialized functions when the main
door is open

Play slip reader (allow 4.5 inches
slip width)

2D barcode reader

Cashless payment module (Optional)
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Benefit to the West Virginia Lottery

« Continues as the industry standard for style and player appeal

o Attractive to new players

o Greater visual appeal

* Unique concave door designed to draw players in and give them
privacy when playing

» Engaging user experience and strong call to play

increased brand identity

Immediate draw-based game recognition

Flexible number of draw-based games

Expansion options for same-store sales growth

Rapid response to lottery market demands

Ul changes are made digitally, allowing for easy updates

Match games to various POS trade styles or to an individual

retailer’s sales capability

= Up-to-date, timely, actionable data
s Reduced machine downtime and out-of-stocks

¢ Confirm and log the delivery of consumables and update the
retailer’s complete consumable inventory

¢ Accessible areas within 15-48 inches above floor
¢ Flip the screen button, which allows games displayed in the upper
rows to be rotated to the bottom

® Reduced downtime
* Rapid updates of new currency notes

» Great modern iook that players prefer
# Player awareness and Lottery promotion tool

Diagnostics

Reports

Inventory management
Terminal configuration

Allows for playing any available Lottery game
Supports favorite numbers play

e Allows ticket checking, ticket validation
* Reads driver’s licenses for age verification
» Facilitates player/loyalty card use

» Allows for accepting debit cards
* Near Field Communications (NFC) solutions such as Apple Pay
and Google Wallet

Field Equipment and Consumables
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Feature ' Benefit ta the West Virginia Lottery

Front-mounted main door lock and » Easy lock access
improved latching mechanism » One-handed latch operation - easy for operators to open
= Fits into narrower openings

Large, lighted ticket-retrieval area s All tickets and vouchers fall in the same area
s Easier to ratrieve tickets in darker locations

Separately locked storage, cash box o Retailer convenience, safety, and security
enclosure, electronics, and instant
ticket scratch-off game draw areas

Additional information regarding this section is trade secret and/or highly proprietary and confidential
commercial information that IGT can make available for review by the Lottery during the Oral
Presentation and/or under a Non-Disclose Agreement {or similar), as disclosure of this information in
the Proposal (and public disclosure of the same as noted in Sections 21 and 31 of the RFP) could severely
jeopardize IGT’s competitive position in the marketplace and cause significant financial harm to IGT and
its shareholders.

Memory Expansion of the Gemini Touch

Any memory expansion will be provided by IGT at no additional cost to the Lottery. Additional memory
will be available, installed, and configured within 180 days of the Lottery's request. The terminal memory
cannot be destroyed, modified, or lost for a minimum period of 72 hours from the occurrence of any loss
or interruption of power. If a power failure occurs, the SST prints the date and time of the failure along
with sales and inventory levels at the time of the failure.

As an additional memory feature, players using the Gemini Touch will be able to use all of their credits at
the terminal. When a bin is sold out before a transaction is completed, or if there is a power failure, the
vending machine will indicate the remaining credits available for play, hold the credit for players, and
allow players to use the credit for another game, until the bin has been reloaded or power restored.

User Interface - The Heart of the Gemini Touch

OQur offering is a precise blend of aesthetics, practicality, and technology — an attractive solution to
increase sales, geared toward capturing the younger player demographic by incorporating greater
interaction with the machine using a customized UI. The Gemini Touch’s intuitive Ul is an example of
IGT’s evolution in thought leadership.

Beginning with the first Gemini Ultra, IGT’s widely distributed SST, and with the goal of achieving an
aesthetic departure from our legacy self-service products, Instants To Go® (EDSQ), the instant ticket
scratch-off game SST, and Lottery To Go® (Gamepoint), we enlisted a group of students from the Rhode
Island School of Design to consult on the design of that device’s UL IGT has leveraged the knowledge
gained from this experience and advanced it even further in its design of the Gemini Touch with a strong
emphasis on user experience design.
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User experience design is a field that involves the understanding of a person’s behaviors, attitudes, and
emotions as they relate to using a certain product. The Gemini Touch’s UI was designed at IGT by
individuals who are certified in user experience design. They are adept at the science behind consumer
interaction and have leveraged that knowledge to innovate the user experience. 1GT is currently pursuing
patents on several of the Gemini Touch’s innovative Ul components.

The touch screen interface offers the same simplicity and intuitive play as that of an SST with traditional
push-buttons, yet it leverages the flexibility that a touch screen offers. While it opens the door to many
creative possibilities, the touch screen interface for vending is a new concept for our players that required
extensive research.

Working to Create an Unprecedented Touch Screen Ul

Our Gemini Touch solution has relied heavily on the results of extensive focus group studies to provide
significantly more science, creativity, and precision in the development of the Ul to provide best-in-class
player experiences. The research that was conducted has provided the next level of player experience to
cultivate greater interaction with the machine.

IGT has taken the feedback gleaned from numerous focus groups and incorporated it into the Gemini
Touch UI design. The valuable input received relative to the Ul main screen background color and layout,
use of animations, attract screen concepts, as well as purchase path scenarios has provided us with a high
level of confidence in our UI design. Participants in our focus groups underscore how easy it is to operate
the Gemini Touch, noting that even older lottery players won’t encounter a learning curve. Also, the
intuitive feel is consistently noted throughout our research, underscoring the quality of the UL

During the course of our product research, focus group participants underscored the Gemini Touch’s
attention-grabbing appearance and the inherent benefits it offers to retailers battling long customer lines
at the counter. Also, the appealing graphics and interactive UT are especially attractive to retailers.
Participants note how the Gemini Touch looks and feels cutting-edge and won’t be difficult to learn how
to use, which will attract and create new Lottery players.

Retailer Focus Group Feedback on Gemini Touch

“The Lottery causes lines and it would efiminate the lines at the register. It’s like having an extra cashier
without hiring anyone.”

"It draws attention, it’s self-promoting, and it monitors the age of players.”

“This would catch people’s eyes.”
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Interactive and Inviting Appearance

'The Gemini Touch’s modern design is inviting, engaging, and interactive. The UI provides colorful
graphics and animation, keeping the player engaged within a dynamic and intuitive play environment.
Tts attract screen feature will allow the Lottery to showcase its brand, promote new games, and display
jackpot information. It will provide you with a blank, yet potentially dynamic, canvas that will allow you
to personalize the machines and amplify their presence in the unique West Virginia market.

Integrated MultiMedia Content

The main player screen of the Gemini Touch features IGT’s Aurora MultiMedia advertising integrated
into the top section of the main UL When combined with the Aurora MultiMedia Content Toolkit, the
Lottery can deliver, manage, and display multimedia marketing content at the Gemini Touch. Below the
Aurora MultiMedia show area are the high-resolution draw-based games as well as instant ticket scratch-
off game selections. Bright and vibrant, the games are readily identifiable to players.

Animation Adds to the Player Experience

Animation adds another dimension to the player experience. For example, it lets the player know how
many tickets are left for a particular game and which games are new. These types of details appeal to
players, especially those who bring a bit of superstition to their play. Animations are downloadable as
multimedia content and do not require the involvement of an FST.
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The following figure shows an attract screen on the left and a main player screen on the right:

Figure 4.4 - 43:

Inviting Touch Screen

e Ll
« e

Appaaling to the Player: The large draw-based game selection buttons on the Gemini Touch machines are
located at eye level to attract new players and help current players immediately recognize their favorite draw-
based games.

Player Messaging

The Gemini Touch provides intuitive, interactive player messaging. The touch screen allows greater
flexibility in terms of player messaging within the main UI because the size of the touch screen is no
longer a constraint. In the center of the U is the main player messaging area which is readily identifiable
and informative. Here, the player can see a display of credits, access help, and flip the screen should there
be an accessibility need. In addition, instructional, status, and error messages are displayed. The Gemini
Touch also makes use of pop-ups within the Ul to show detailed instructions, messages, and prompts.
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Figure 4.4 - 44:
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Simple and Reliable Ticket Dispensing

Upgraded Burster Technology

To ensure that our customers always receive the best machines available, we constantly work to enhance
our self-service products. Several improvements to the burster design have been made through the years.
IGT’s upgraded Quad Burster mechanism provides an even smoother, jam-resistant ticket separation and
dispensing action. It is the only proven technology for clean and reliable separation of individual tickets.
IGT’s SSTs have successfully dispensed instant ticket scratch-off game tickets printed by every ticket
printer in the industry, indicating the great flexibility of our terminals in terms of ticket specifications.

Additional information regarding this section is trade secret and/or highly proprietary and confidential
commercial information that IGT can make available for review by the Lottery during the Oral Presentation
and/or under a Non-Disclose Agreement (or similar), as disclosure of this information in the Proposal (and
public disclosure of the same as noted in Sections 21 and 31 of the RFP) could severely jeopardize IGT’s
competitive position in the marketplace and cause significant financial harm to IGT and its shareholders.

Ticket Checker: Easy and Accurate Ticket Checking

The SST allows players to scan the barcodes on their tickets using the 21 barcode reader to see if they have
won. Results are displayed in the player messaging area including the amount of credit available to players,

Players are presented with a win or non-win message. If the message on the display identifies that they are
winners, players are given the option to reinvest winnings by applying the associated credits to the
machine to continue playing their favorite games. They can also see the retailer to claim their winnings or
visit Lottery headquarters.

The Gemini Touch will display the amount of available credit to the customers.

Adding or Changing Draw-Based and Instant Ticket Scratch-off Games

Adding a new draw-based game to the Gemini Touch, one that is currently not in the Lottery’s draw-
based game portfolio, is accomplished at the host level through an application change that is downloaded
to the machine. With a digital U, there is no need to visit every location and change buttons on the
machine, greatly enhancing speed to market.

All new instant ticket scratch-off game assets (graphics) in the Lottery’s portfolio are downloaded to the
Gemini Touch and stored, making game changing quick and easy. New game inventory is loaded into a
bin using the barcode reader to scan the game ID on the instant ticket pack. Scanning the game ID
ensures that the correct game parameters, such as ticket dimension and price, are automatically stored.
The appropriate game image is then displayed on the screen.

Terminal Capacity

The Gemini Touch is scalable, with the capacity to handle 12 to 24 separate instant ticket scratch-off
games up to four inches in width and ranging in size from two to 12 inches in length.
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Bin Level Inventory Management

The Ticket Inventory report provides ticket inventory by bin and shows the value and quantity of tickets
presently in the machine as well as the game number. The software lowers the inventory count each time a
ticket is dispensed so that the report reflects the most recent inventory reading. The report also displays
the total number of tickets in the machine and their total value.

Credit Issuance for Winnings (Vouchers)

The Gemini Touch has the ability to cash winning tickets. Players will have the option to use some or all
of their winnings for new lottery purchases. Players will also have the ability to “cash out” and produce a
voucher for unused winnings. The voucher will contain a serialized barcode, which is recorded on the
central system. The voucher will be able to be read by all vending machines as currency, using the 2D
BCR. When presented with a voucher, the retailer will cash the voucher by scanning the barcode via the
terminal. The central system will mark the voucher as paid and return the value of the voucher to the
retailer. Any subsequent attempts to cash the voucher will result in an “Already Paid” message appearing
on the retailer screen. Just like with winning ticket validations, the retailer will receive a credit on the
weekly invoice report for all cashed vouchers.

Gemini: Reporting and Accounting Functions

The Gemini Touch contains software that accurately accounts for ticket sales and current inventory. The
reporting software of the Gemini device was developed specifically to provide retailers with the sales and
inventory information they need to make business decisions about which games to keep in stock and
when to refill the machine. With the connection to the central System, this reporting software will also
allow the Lottery to analyze its SSTs and make sure they are in stores that will make the most impact.
When used in tandem with the machine’s cash log, the software ensures the accuracy of ticket sales and
inventory, thus avoiding fraud and making accounting simple for the retailer.

Lottery End User Reports

The Gemini Touch’s comprehensive reporting package includes machine-generated reports and your
gaming systems’ business intelligence reporting, both of which are supported by IGT’s Aurora data and
applications. Machine-generated reports will be readily accessible in real time directly from the Gemini
and through Aurora Retailer Management; these reports are the same ones (sales, inventory, financial,
and invoice reports) that a retailer can print from the machine.

Gemini Touch’s transactional and operational data and other related information can be analyzed and
reviewed in-depth in near-real time or across time from our central Aurora Performance Intel reporting
solution. Aurora Performance Intel provides meaningful and actionable reports right at the desktop for
end users including business analysts, retail account managers, and other lottery operations personnel.
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Additional information regarding this section is trade secret and/or highly proprietary and confidential
commercial information that IGT can make available for review by the Lottery during the Oral Presentation
and/or under a Non-Disclose Agreement (or similar), as disclosure of this information in the Proposal {and
public disclosure of the same as noted in Sections 21 and 31 of the RFP) could severely jeopardize IGT’s
competitive position in the marketplace and cause significant financial harm to IGT and its shareholders.

Reports Available for the Gemini Touch SST

To ensure that West Virginia retailers and Lottery employees have all of the information they need to
assess their SST equipment, the Gemini Touch provides a variety of reports, including online reports and
local machine reports.

Gemini Touch SST Online Reports

Online reports for a single Gemini Touch are generated by the Aurora Transaction Engine and available
on the terminal when it is connected to the Aurora Transaction Engine:
* Online Reports:
-~ Online Summary Report.
- Invoice Report.
¢ Instant Financial Reports:
Cashing Summary.
- Pack Commission.
Commission Invoice.
* Instant Inventory Reports:
- Summary Inventory.
- Detailed Inventory.
Billing Summary.
- Billing Detail.
- Pack Status.
Settled Pack Report — Current Week.
- Settled Pack Report - Previous Week.

Gemini Touch SST Local Reports

Local reports are generated in the Gemini Touch software application and reside on the SST.
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Sales Reports

Sales reports include draw-based game and instant ticket scratch-off game sales on the same report.
Options for reporting sales are configurable based on site-specific requirements. Options include the

following:
» Bybin.
# Bygame.

* By bin and by game.

Sales reports can be specified for a given time period.

Inventory Reports

Inventory reports provide ticket inventory by bin and show the value and quantity of tickets presently in
the machine, as well as the game numbers. The software lowers the inventory count each time a ticket is
dispensed so that the report reflects the most recent inventory reading. The report also displays the total
number of tickets in the machine and their total value. The report configuration is machine-specific.

Shift Report

The shift report details all transactions that took place during the current shift. The report period is from
the last time a report was printed. For example, if the user prints a shift report at 9:00 am., and another
one at 5:00 p.m., the second report will include only sales for that eight-hour period. Sales are also defined
by game/bin, with a total for all tickets sold during the reporting period. Report times are configurable at
the device level. This means that the FST can configure the shift times to start and end at different times, if
desired. The Gemini Touch is capable of automatically printing the current day’s sales report for both
draw-based and instant ticket scratch-off game sales at predetermined times as designated by the retailer.

Status

'The status report shows the status of bins (“in service,” “door is open,” “bin inventory is low,” etc.) on a
single Gemini Touch SST, and status is shown for each individual bin.

Security Log

The Security Log lists all events that have been identified to be included in the Security Log. The
reportable events can be set up at the time of implementation. This particular report is a daily report and
can be accessed any time the Gemini Touch is signed on.

Audit Trail Report

The Audit Trail Report details the transactions that take place on the Gemini Touch and includes all of
the events that affect credits during the process of transitioning from cash amount to zero. Details are
reported for the last transactions. By default, three transactions/sessions will be reported.
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Gemini Touch Age Verification

IGT understands the Lottery’s commitment to responsible gaming and the prevention of underage play.
The Gemini Touch includes a 2D BCR that can be used to accurately validate a player’s age by scanning
the barcode on a U.S. driver’s license or similar government-issued ID. In addition to the technology
controls used to support age verification, IGT will incorporate its two best practice guidelines in its
solutions to prohibit lottery sales to people who are not of legal age.

These best practices are:
*  Bright and clear graphics labeling that identify the mandatory age requirement to play.

» Display messaging on the touch screen to reinforce age requirernents.

Remote Control

The Gemini Touch includes IGT’s remote control feature. With this feature, retailers can discreetly,
quickly, and easily disable and enable the Gemini Touch remotely. (Please note that, once disabled, the
machine must be enabled for the reader to be reactivated.) This feature allows retailers to monitor the
device and stop underage players from using the machine — an added security feature for retailers and a
great benefit to the Lottery.

The remote transmitters use Radio Frequency (RF) signals and are not significantly impeded by any
line-of-sight obstructions. Additional features of the remote control include the following:

¢  Theretailer-activated transmitter does not require careful aiming at the Gemini Touch.

» [t operates at 433MHz.

*  More than 68 billion codes are possible.

» TItincludes a sleek case with a flashing LED indicator.

* The remote transmitter includes a 12-Volt Direct Current (VDC) battery and keychain.
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The age-verification feature can be enabled or disabled using the configuration screen:
Figure 4.4 - 45:
- = =  Transmitter: |GT's remo trol t itter allows
Remote Contxdl RF | ansmitter s ote contro ransmitter allow
retailers to enforce age requirements related to the use of
S5Ts, halging the Lottery continue its support for
respcnsible gaming.

Security and Reliability

Construction

The Gemini Touch SST is built to be secure and durable, The cabinet is constructed of 14-gauge steel and
weighs approximately 812 pounds to keep the device secure in the POS environment. The Gemini Touch
contains mounting holes in the cabinet base to allow the machine to be secured to the floor. These
enhancements will help keep the machine secure in any retail environment.

The Gemini Touch’s touch screen uses a flat profile SAW technology designed specifically for high-use
applications. The construction is made of pure glass, which delivers the highest level of image quality
and light transmission while maintaining color purity. A pure glass touch screen surface also provides
unsurpassable durability, as there are no known modes of wear. There are no layers, coatings, or moving
parts. The touch screen provides for stable, drift-free operation for a touch response that is on target.
Operationally tested to 50 million touches in one location without failure using a stylus, the Lottery can
be assured that the Gemini Touch’s touch screen will stand the test of time and usage, giving the Lottery
the reliability it expects in a high-performance vending solution.
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Security Features - Locks, Sensors, and Alarms

The Gemini Touch offers the following security locks:
* Bill acceptor access door -- separately keyed.
s Main door - separately keyed.

The following sensors and alarms are also available on the Gemini Touch:
¢ Main door sensor.
» Side door sensor.
= Bill acceptor door sensor.
» 'Tilt sensor.
*  Audible security alarm (password is required to access service menus and to disable alarm).

*  Circuitry to monitor power loss and allow terminal to store status and enter orderly shutdown.

Audible Alarm

The Gemini Touch will emit an audible alarm that alerts the retailer of input errors, such as wrong
passcode, communication malfunctions, and when the terminal enters sign-on mode. This alarm is a
software-dependent function.

Gemini Touch Audible Alarm

As an additional security feature for retailers’ peace of mind, the Gemini Touch is equipped with an
andible alarm system for the following alarm conditions: tilt, main door access and bill acceptor door
access. An audible alarm activates whenever the main door or bill acceptor door is opened or the machine
is tilted in any direction greater than 13 £ 4 degrees. If the alarm is enabled prior to power being removed,
the alarm will sound when the alarm conditions are met. The alarm can be heard at a distance of up to 20
feet away from the vending machine,

Bill Acceptor Alerts

The following bill acceptor alerts are available on the Gemini Touch:
¢ BILL_OVER_LIMIT.
* CASH OVER LIMIT.
» BILL_ACCEPTOR SIGNED_OFF.
* BILL DOOR_OPEN.
= BILL_DOOR_CLOSE.
e CASHBOX_ INSTALLED,
¢ MAX_CASH.
* BA_STATUS_CHANGE.
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Sales Transactions Alerts

Sales transactions are provided in reports, on the machine and within business intelligence (Aurora
Performance Intel). Error conditions will also be displayed on the touch screen. For example, if the printer
is out of paper or if there is a ticket jam, the machine may say “Error. Please See Retailer for Assistance.”
The Software Requirements Specification (SRS) will contain a list of responses for different types of
failures for your review and approval.

Unavailable/insufficient Games

In order to preclude lost sales, the Gemini Touch terminal does not shut down if there are insufficient
tickets available. If a draw game is unavailable, an error message will appear. If there is no instant ticket
inventory, the machine will display “Sold Out,” or respond according to Lottery-defined business logic.

Changes in Currency

The currency acceptor used in our self-service SSTs can be easily updated to accept any new versions of
paper currency that the government is planning to introduce. The currency acceptors include a
reprogrammable capability that enables quick, easy updates.

When a change in currency occurs, the manufacturer issues a software update to IGT’s Field Services
Group. With the Gemini Touch, this update can be downloaded to the currency acceptor from the central
system when the machine is working in an online mode. The update can be made without any impact to
retailers or players or disruption of the machines’ selling capabilities.

Accepted Currency Types
The bill acceptor is capable of accepting $1, $5, $10, $20, and $50 bills.

Debit, Credit, and Gift Cards (Optional)

To better position the Lottery for future growth, the Gemini Touch is available with the option for
“cashless payment functionality” support incorporated into the design.

Qur cashless payment solution supports:
e Credit and/or debit cards (Note: Cashless transaction fees are not included in the cashless
payment solution).
e 'The leading payment networks Visa and MasterCard. (Note: American Express and Discover,
while technically supported, do not currently allow Lottery transactions).
o  The full range of payment technologies, including magstripe, chip card, and Near Field
Communications solutions, such as Apple Pay and Google Wallet.
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Please note that this cashless payment functionality includes only the hardware and software for our
Gemini Touch to support these cashless transactions. As cashless functionality introduces additional
business and operational and financial considerations, the offer does not include other associated costs
with respect to cashless transactions, such as communications fees, service costs, or transaction fees. Such
fees (and the parties responsible for payment therefore) will be dependent upon the final solution
specifications, the legal and regulatory environment at the time of deployment, and the final commercial
agreement regarding the party(ies) responsible to assume and pay such fees. As such, IGT and the Lottery
will need to re-examine West Virginia regulations, as well as banking and similar laws and regulations,
regarding cashless transactions in effect at the time of implementation of this option to ensure all parties
have a clear understanding and make final agreement with respect to the business model for such
implementation. IGT further recommends that you conduct either retailer and player focus groups and/or
a pilot program for cashless payments with a small group of retailers. These focus groups and/or pilot
program can help determine the optimal mix of cashless payment processing solutions, the timing to
deploy such solutions, and, most importantly, who should pay the fees associated with each payment
option (e.g., Lottery vs. retailer).

Installation, Maintenance, and Replacement

IGT will use professional, experienced, and bonded third-party Vendors for the delivery and installation of
the Gemini Touch terminals in West Virginia. The installation of the Gemini Touch SSTs will happen asa
separate effort from the installation of Flex terminals, peripherals, and communications equipment. Once
retailers have been identified as requiring a Gemini Touch SST, we will first install the Flex terminal,
peripherals, and communications equipment in these retailer locations. After that step is complete, we will
return to deliver and install the Gemini Touch SSTs. If the Gemini Touch SST is replacing an existing SST,
that terminal will be removed at the time of the Gemini Touch installation.

IGT will provide the Lottery with a regimented installation schedule prior to the start of the deployment
to ensure it meets all needs. All retailers will be contacted approximately one week prior to the scheduled
installation date and one day prior as a friendly reminder. IGT will strive to ensure that installation is
completed in the soundest manner with the least amount of disruption to retailer sales.

Like all other IGT-provided equipment, the Gemini Touch self-service terminal will be maintained by our
field service staff. Installations and replacement of the Gemini Touch are treated similarly to the existing
self-service terminal. Attachment A, Section 4.6.6, Field Technical Services, under the heading titled
"Terminal Maintenance in the Field" contains a thorough maintenance and service plan for all IGT-
proposed equipment inclusive of the Gemini Touch.
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4.45
Low Volume SSTs

Vendor should include an alternative SST model, or an equivalent solution, for low volume retailers that handle no mare than
eight separate instant games. Vendor's proposal should describe this solution and inciude whether the proposal includes instant
game sales solely o a combination of instant and draw game sales.

Instant To Go 4

This attractive, 4-game instant-only self-service terminal is easy to install - just plug in and begin selling -
and offers mounting options to suit every retail environment. It’s perfect for introducing instant ticket
vending into non-traditional lottery venues, such as keno retail locations and limited-gaming retail
establishments struggling to showcase instant ticket scratch-off games. The terminal also provides the
Lottery with a sleek way to enforce minimum selling requirements for instant ticket scratch-off games
and, alternatively, provides an option for expanding the distribution and exposure of top-selling or
proceeds-directed games.

With its eye-catching design and intuitive, user-friendly interface, the Instant To Go 4 (ITG-4) encourages
play, attracts new players and makes the purchase of instant ticket scratch-off games easy - even for non-

Lottery players. The player simply puts money in (coins and/or bills); pushes one of the four large,
illuminated buttons; and retrieves the ticket.

Figure 4.4 - 46:

Instant To. Go 4

SChATCE:
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Flexible and Customizable

The ITG-4 is offered as standard with a coin acceptor, a bill acceptor, or both. Other readers, including
card readers for age verification, are available as options. Colors and decorations can be customized to
match the Lottery’s palette. The [TG-4 is a stand-alone device that can be placed on a countertop,
mounted on a pedestal, or fixed to a wall.

The following table lists the specifications of the Instant To Go 4:
Figure 4.4 ~ 47:

Instant To Go 4 Specifications -

Mumber of Games 4 Games
Ticket Capacity 4 X up to 300 tickets pack
Tickst Sizes 2,, g 4,, e
2" to 8" Length
—— 4.8" to 8" Length
jidiictes 2"to 4" Width
~ Game Button 3.15" x 3.15” Light Emlttlng Dlode (LED) illuminated display for ticket picture
8- charactﬂr Liquid Crystal Dl.aplay (LCD)
User Display 0.26"x0.477 Wx H
e LED backlight
_Audio Sound effects (conflgurable WAY ﬁfes)

Configurable for U.S. and international currencies
Configuration tools for eoins updates
Configurable for U.S. and international currencies
Configurable tools for bill updates

2 x 16 characters backlit display

4 navigation keys

Recording weekly sales statistics over one year
Data collection and software update available using USB pen
mlcroSD connector

1x RS232 for optional peripheral

Optlonal Ethernet COM port

17.5" x 24.8" x 16.3" Wldth X Helght x Depth

78.3 |bs. 7

Complies with CE and RoHS standards

U.S. certifications to be planned

Coin Acce pior”

Bill Acceptor®
Service |nterface

Internal LISE Port

= ;
'-...'.:ln'lp|la.r.l-:r2
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4.4.6
Terminal Peripherals

Describe how your proposal demonstrates you can provide, install, maintain, and replace peripharal uinits that are functional with
all terminal rypes.

The following response demonstrates how IGT will provide, install, maintain, and replace peripheral units
that are functional with all terminal types.

4.4.6.1
Customer Display Units

Veendor should describe a solution for retailer customer displays. Vendor provides Customer Display Units that show player
transactions and advertising at all retail locations. Customer Display Units are to be clearly visible from a minimurn of 15 feet
and approved by the Lottery. The Vendor creates, programs, and maintains content for use on the Custorer Display Units as
requested and approved by the Lettery.

The custorner display shouid be configured to display both sales and validation transactions. Sales transactions communicate the
amount of the current sale. Validation transactions display notifications of any wins. Vendor configures each display to Lottery
specifications with the ability to net sales transactions with validations for the same customer at the same time, ie. the disnlay
will show the net balance. The content must be real time for transactions messages, and jackpots. The advertising content is date
driven and allows toggle on and off functions for rapid response in the field

One of the central components of IGT’s multimedia solution is a 22-inch LED monitor at the POS. When
placed at the POS, the digital display becomes an effective medium for displaying transaction information,
jackpot amounts, winner awareness, third-party alerts, and West Virginia Lottery messaging. The monitor
can also display graphics that can be managed via the Digital Content Management System at any time.

The displays built-in swivel, tilt, and pivot capabilities offer the retailer the flexibility to adjust the equipment
into the optimal viewing position. In addition to the standard counter mount, displays can be installed using
a pole to increase the height of the display or to the wall using a wall mount. The display also offers a flicker-
free feature allowing your content to display brightly across an ultra-wide viewing angle.
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The following graphic depicts the 22” monitor:

Figure 4.4 - 48:

®  © MARCHIs
Problem Gambling Awareness
Month in Wesl Virginia

If you or someone you know has
a gambling problem, calli

ceclS  1-800-522-4700

Powerball £3.00

st s T
o 18 orolderto by alariry kot Daify 4 2.00
prcklom, TOTAL 25,00

9

IGT’s customer display unit can display graphics and messages that change constantly, daily, or weekly
and be downloadable to the terminal (or a media box). Content for the units can be managed through the
Lottery management terminals and a content management solution. A Marketing Content Manager will
be able to use all of the IGT tools to manage this functionality. The Lottery can traffic content by region,
city, zip, chain and any other addressable demographic. The Lottery can also schedule program content by
demographic, parts of day or time, or retailer type.

The display can display advertising, jackpot information, alerts, promotions, and game information to
players within the store. Characteristics include a flat panel, flexibility of placement within the retail
establishment, sufficient cord lengths, good visibility, and sound available through auxiliary speakers or
the terminal. The display and terminal are capable of playing sound, static image files, animations, and
full-motion high-resolution video and dynamic RSS-fed slides.
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The following table outlines the specifications of the 22” CDU offered to the Lottery:
Figure 4.4 - 49:

22" ADU Specifications i

~ TypeofScreen RSV _
Height: 11.70” (without stand)
Width: 19.64" (without stand)
Elimensians and Weight Depth: 1.98” (without stand)

| ol DN 6.18 Ibs (panel only)
Caonstruction Type B Injected molded plastic with metal substructure
Brightness 250 cd/m2 (typical)
Maximum Screeri Resolution.  IRESUERNEAEITacE
(178" vertical/178° horizontal)

Maximum Viewing Angles Tilt (-5° to 21°)

Swivel (45° to 45%)

Pivot (90° clockwise)

1x DP (ver1.2)

1 x HDMI (ver 1.4) (6-foot length)
1x VGA

1x USB 3.0 port - Upstream

2 x USB 3.0 ports - Side

2 x USB 2.0 ports - Bottom
Voltage Required:

100 to 240 VAC/50 or 60 Hz + 3Hz/1.5 A (typical)
Power Consumption (Operational):

17W (typical)/57W (maximum)**/50.6 kWh (Energy Star)
il Operational and Standby/Sleep
Power Cansumption Standby/Sleep:
Lessthan03W

Integrated Sound Options Optional Soundbar - (AC511)

Pawer Re Quirements

Pawer Switch Optians

Standby Options

Aurora MultiMedia

IGT’s proposed system includes its innovative, latest-generation Aurora MultiMedia solution. Aurora
MultiMedia consists of a Content Management System, developer’s toolkit, media player (which will be
used to render the draw animation for your monitor games), and a 22-inch LED advertising monitor
connected to each Flex and Flex Vision terminal. All of these components will work together to allow the
Lottery to create and deliver exclusive customer-facing “Lottery shows” at each retail location.

Digital signage content will be driven by intelligent, yet easy-to-use show creation software. As mentioned
earlier, a Marketing Content Manager will be able to use IGT tools to create, manage, and edit the content
shows that are displayed at the POS. This will benefit the Lottery’s marketing team and provide better
execution of its marketing and advertising initiatives at retail.

4.4-78 Field Equipment and Consumables



£I1GT

Following are highlights of the Aurora MuitiMedia Content Toolkit:

* It runs on a Windows PC.

¢ A robust scheduling featute allows content to be scheduled based on a specific time of day,
day of the month, or even a large expanse of time, such as covering a holiday, season, or
major event.

*  Pre-defined conditions can be set that permit a show to play, or not play.

* A quick preview feature allows a show’s conditions, configurations, and schedule to be
previewed before finalizing the show.

* Anintegrated test tool connects to the terminal, allowing a remote view of the content
running on the terminal, identifying potential functionality and performance issues sooner.

* It supports legacy file formats such as Flash 6, Flash 7, Flash Lite 3.1, and Moving Pictures
Experts Group 2 (MPEG2), as well as newer standards such as Flash 10, HyperText Markup
Language 5 (HTMLS5), CSS, JavaScript, and WebM/MP4/H.264 video.

Smart Shows™

Smart Shows technology will allow you to create a dynamic playlist in which content can change based on
conditions and events you establish, such as start and end dates, chains, new instant ticket scratch-off
game releases, jackpot levels, etc. For example, you could create a show that only plays during certain
days, dates, or times, or when the jackpot reaches a pre-defined threshold. Once the conditions are
established in the Aurora MultiMedia Content Toolkit, the Aurora Transaction Engine will automatically
deliver the necessary information for the Aurora MultiMedia show.

Alerts

Aurora MultiMedia shows can be composed of a combination of images, video, and Flash animations, as
well as dynamic text such as jackpot information and winning numbers, and public service messages such
as Amber, Blue, and Silver Alerts. Graphics and messages can be changed on a periodic basis and, at the
Lottery’s discretion, be downloaded to the multimedia display to update shows at any time.,

Targeted Winner Awareness

The Aurora MultiMedia Smart Shows package includes Targeted Winner Awareness functionality that
can be directed to a single retail location.

Examples of Targeted Winner Awareness messages are;
* Total number of winners: “50 winners here at Kroger last week! Play today!”
® Number of high-tier winners: “T'wo Match 2 Win winners won the top prize yesterday!”
* Amount of prizes won: “$50,000 won at this store yesterday! Buy your ticket today!”
* First winner of new game: “Royal Bingo just had its 1st winner last week!!!”

* Large prize claimed: “Someone just claimed a $100,000,000 Mega Millions ticket!
You could be next!”
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The Aurora MultiMedia system gives you the flexibility to choose at which level the numbers and
amounts won are displayed. For example:

s At the state level: “West Virginia had 100,000 winners last week!”

o At the city level: “Charleston had 20,000 winners last week!”

o At the individual store level: “300 players won at this Go-Mart store last week!”

The Aurora MultiMedia system even lets you choose minimum thresholds for your messages, so that
messages are not displayed with a low number of winners or low-dollar amounts that might disappoint

players and potential players.

For example, you can preconfigure the rules such that:
+  If there were fewer than, for instance, 500 winners in a store, the system would automatically
display the number of winners in the city, rather than in the store.
o Ifthere were fewer than, for instance, 5,000 winners in a city, the system would automatically
display the number of winners in the state.

rigura 4.4 - 50:

Targeted Winner Awareness Example

.In_. ] ,_:_'s:ldl.re sold
al this focation
last week!
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Dynamic Content Automatically Entered: An operator dees not have to manually enter the number of
winners and the store name, since all of this information is already stored on the Aurora Transaction Engine.
Once the graphical template is set up, the system fills in the dynamic data for you.
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4.4.7
Digital Jackpot Signage

Vendor should describe a solution for advertising at least two draw games with wireless, digital jackpot signage. Vendor pravides,
configures, installs, and maintains jackpot signage at participating Lottery retailers.

Digital Jackpot Signage

Lottery awareness and attention-grabbing signage at the POS promote lottery sales and increase branding
awareness. For the West Virginia Lottery, we will offer Carmanah in-store wireless double (two-panel)
jackpot signs as a solution. The proposed wireless capability will operate only at short range, nominally
on the order of up to 100 feet. Radio signals will be designed so as not to interrupt or interfere with any
electronic devices otherwise operated in the store or carried by store customers or employees.

Carmanah Signage

Carmanah has been creating energy-efficient LED-illuminated signs since 1993. These signs are ideal for
corporate identity, lottery, POS, and gaming applications. Carmanah has more than 120,000 wireless
jackpot signs in the field, with approximately 65,000 connected to IGT terminals. Working with
Carmanah, we will provide the best solution available, at a time that meets the Lottery’s needs. The signs
will accommodate multiple games and their jackpot amounts,

All Carmanah jackpot signs meet the following criteria:
¢ Longlamp life.
* High degree of durability: no breakage during shipping.
¢ No replacement bulbs needed.
* Low maintenance.
* Low-cost, energy-efficient operation.
* Safe, low-voltage wall adapter.
* Environmental considerations.

¢ Wireless connectivity.

Multiple jackpots can be displayed per sign, more games can be added to the signs in the future, and many
signs within a 100-foot area can be updated at once. This means extreme flexibility in terms of displaying
information to your customers.

With Carmanah’s wireless, updatable jackpot signs, jackpot data can be sent directly from the terminal via
a standard USB cannection to the sign’s transmitter. Once the information is transferred from the
terminal to Carmanah’s USB utility, it is then wirelessly transmitted to the sign via secure, encrypted data.
With a service life of more than 10 years, Carmanah signs provide substantial maintenance-cost savings

in terms of labor and materials over traditional fluorescent or neon-illuminated signs. Additionally,
Carmanah LED signs require less than 1/10th the power of fluorescent, neon, or incandescent signs.
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IGT offers the Lottery two different types of double jackpot signs: either hung from the store window or
placed on the retail counter, as shown in the figures below. The Lottery can select either type of sign, ora
combination of both, adding up to the required number of units.

Figure 4.4 - 51:
> " Flexibility in
Double Jackpot Sign = Displays:
Carmanah
i i jackpot signs
offer many

options in terms
of configuration
and location
within the retail
environment.

MILLION MILLION
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additional
visibility to
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Changeable Graphics

Our signs feature a changeable graphic front plate, allowing for easy introduction of new games and
graphic “refreshes.” The plate is easy to change. You simply unscrew the existing front plate and replace it
with a new one. We are proactively working with our suppliers to address larger jackpots.

Figure 4.4 - 53:

- % Easy

| Introduction of
New Games:

L The changeable
front graphic
plate makes it
easy to promote
| new games.

Changeable Front Graphic Plate

Y

LED Energy Efficiency

Because they run at low voltage, LEDs are safer and more economical than other light sources. And since
the bulbs never need to be replaced, signs from Carmanah are, compared to neon or fluorescent backlit
options, the most cost-effective choice by far.

Modularity

Modularity is a unique advantage of Carmanah jackpot signs, in that it will enable the Lottery to add
incremental games at any point in time. For example, should a new national game become available, it
could easily be added to an existing double jackpot sign. The transformed sign will communicate using
the existing transceiver via the Lottery terminal.
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Visibility
The offered double jackpot display signs will provide clear, easy-to-read images that are visible from at
least 15 feet away.

4.4.8
Keno Monitors

The Vendor supplies and instzlls aquiprent, manitars. cables, and meuniing biackets as iequired for Kenc sales and brcadzasting
resuits. The Vender should describe the size, functicns, and compmiunicasions for the Neno onerasons including any aiterrative

- n ' ,-' g : N
preposais for Keno monitor equipment or technology and describe how it ray enhance Kenc game experience for piaysrs,

IGT offers the West Virginia Lottery new, replacement LCD monitors in all retail locations in which Keno
games are played. These 32” and 46” high-definition monitors can be wall-mounted and installed in larger
or higher-volume Keno locations through the State.

IGT will supply the Lottery with all equipment, Keno monitors, cables, and mounting brackets as required
for Keno sales and broadcasting results.

The Keno monitors are depicted in the following graphic:
Figure 4.4 - 54:

32" and 46" Keno Monitors

DOOVOOD

539310
D DD

Functions, Communications, and Future Player Enhancements

IGT’s current Keno operation in West Virginia groups retailers by region, chain, or other criteria to
provide targeted Keno shows within a specific group of venues. Keno shows also include promotional
screens for specific retailers or groups of retailers.

Field Equipment and Consumables 44 -85



&IGT

Enhanced Grouping

The value of digital signage increases when messaging is targeted to meet the needs and wants of those
viewing the content. Of course, customer needs and wants vary depending on their location or even where

they are shopping. Aurora Multimedia supports many grouping segments which allows the lottery to

group retailers for the purpose of targeted messaging.

Typically created in the Retailer Management System, lotteries can group retailers using the

following criteria:

L]

Activation Date.
Bill to Chain ID.

Business Code.
Chain Code.
City.

Contract Type.
County.
Location #.

Location Name.
Location Status.
Location Type.
Terminal ID.
Terminal Status.
Terminal Type.
Zip Code.

Once the groups have been configured, they are imported into the Group Library located in the Aurora
MultiMedia Content Toolkit. Once in the toolkit, content can be assigned to groups through easy drag-

and-drop or check box functionality.

How It Works

The Aurora Multimedia Content Toolkit offers two methods for adding groups to content shows during
the show creation process. The first method involves dragging and dropping group names from the
Group Library to the show you are creating. This option works well if you are interested in assigning

groups to one show.

44 -86
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Figure 4.4 - 55;

Adding Groups to Content Shows
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Another method for adding groups is through our Group Matrix. The group matrix allows users to see all
of their content shows for a particular channel at once, and then check off which group should receive the
content show. This method works well when multiple shows need to be assigned to a group.

Figure 4.4 - 56:

Group Matrix
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Player Rewards

Should the Lottery proceed with implementation of the Player Rewards package offered in response to
Section 4.2.8 of the REP, Keno players will have the advantage of IGT’s mobile convenience application
for Android and Apple iOS mobile devices which includes the following capabilities:
» Feature to locate Keno-capable retail locations on the retail locater map.
s  An animated display of current or prior Keno draw displays, replicating the Keno play reveal
display seen in retailers’ stores.

Video Control Unit (VCU)

To ensure that the performance of the retailers’ Lottery terminal is not compromised by the demands of
multiple video display streams (the Lottery’s Keno graphics and the advertising graphics on the terminal’s
CDU, we offer one of IGT’s newest products, the Video Control Unit (VCU).

The VCU is an external companion device that will expand your ability to handie higher-end graphics and
additional in-store displays by:

 Supporting two content streams independent of the terminal.

e Storing POS messaging and monitor games as well as driving content to in-store displays.

« Supporting legacy file formats, such as Flash 6, Flash 7, Flash Lite 3.1, and Moving Pictures
Experts Group 2 (MPEG2), as well as newer standards, such as Flash 10, HyperText Markup
Language 5 (HTMLS5), CSS, JavaScript, and WebM/MP4/H.264 video.

s Supporting two channels of sound through a pair of self-powered external speakers or a
display audio input.

« Allowing content to be loaded through the network or locally, through a USB flash. Network
loading is typically recommended for easier distribution, however.

e Accepting background downloads of content or application upgrades without any noticeable
disruption to the graphics on the display.

o  Allowing displays to be positioned away from the POS terminal for those retailer locations
that use multiple display devices.

Figure 4.4 - 57:
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Compact and Powerful: The VCU provides the capability to handle higher-end graphics for a better
advertising display.
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Key features of the VCU include:
* 1-HDMI and 1 Display Port (supporting 2 independent content streams).
s 1-USB 3.0 port.
#= 1-USB 2.0 port.
* laudio output via a headphone jack - HDMI and display ports support audio as well.
*  VESA mounting holes.

¢ Fanless cooling.

4.4.9
Self-Check Units

Customer ticket self-check units are to be provided at all retail locations and configured to read all Lottery approved bar codes.
Custorner ticket self-check units are either a self-contained peripheral or a part of a full service unit (i.e. Self-service terminals).

Ticket-Scan® Plus (TSP)

IGT designed its TSP to ensure security for players and retailers by allowing players to confirm whether or
not their tickets are winners prior to approaching the retailer. With TSP, players can check the win status
of draw-based game tickets, instant ticket scratch-off game tickets, as well as their transitional tickets from
the current vendor, by simply passing the tickets under the built-in barcode reader’s red beam of light.

Players hear a beep when tickets have been successfully read and the TSP will display messages related to
the outcome of the validation, as prescribed by the Lottery. The 2D imaging system used in the TSP is
capable of reading 1D and 2D industry-standard barcode symbologies and is downloadable with new
symbologies as they become available. Also, multiple ticket checkers can be placed in required iocations.

The following figure shows the TSP, which is currently installed in 12 U. S. lottery jurisdictions:
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Figure 4.4 - 58:
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Ticket Scan Plus

The TSP’s new design and refreshed technology build upon the features offered by its predecessor to meet
the growing needs of retail outlets and players.

The integrated 3.5-inch color display represents a leap in technology for ticket checker devices that will
enhance both Lottery and player usability. The color display offers the Lottery 2 wide variety of
capabilities, including the ability to present its marketing, jackpot, and winner awareness messages, to
name a few.

Players will appreciate the large and easy-to-read touch screen display. The display provides an anti-glare
screen with 320 (RGB) x 240 resolution, and the driver supports domestic and international fonts.

The touch screen can also be equipped with enhanced capabilities, and we will work with the Lottery to
establish specific touch screen requirements.
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Retailer Focus Feedback on Ticket-Scan Plus

“I'can move it and change the flow of traffic.”

“Being able to move it to a different location in the store would be great.”

Figure 4.4 - 59:

Features and Benefits of the Ticket-Scan Plus
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Feature

Fast and easy to use

Can be positioned up to 300+
feet from the terminal using an

Air Con radio
2D barcode reader

Player anonyrmity

Designed for wall, counter or
play-center mounting

3.5-inch color display with touch
screen

Proven technology

Modern design

Wireless connectivity

Customized trim kit
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Saves retailers and players time. Players do not have to wait in line, and retailers
do not have to check non-winning tickets. The Imager used in the TSP is a Zebra
(formerly Motorola) SE3300 2D imager. The SE3300 captures images at 60
framesfsec to facilitate a fast response to users when checking the STATUS of
their tickets

Reduces lines at the terminal and cash register

Reads all common lottery industry 1D and 20 barcodes, which wil} future-proof
the Lottery for years. Readable barcodes include:
+ 1D
» 2D
PDF417
interleaved 2 of 5
» EAN
» Data Matrix
¢ QR Code

» Aztec

Provides players with the opportunity to check the win status of their tickets on
their own

Provides complete flexibility for placement in the retail outlet

Offers additional player communication opportunities, including enhanced
play PP 9
jackpot information and/or advertising message capabilities

More than 147,000 IGT ticket checkers (including the earlier-generation Express
Point and Express Point Plus) are deployed worldwide; of that number, nearly
30,000 are TSP devices

Asttracts players with its new and fresh look

Uses the AirCon™ radio to support flexible deployment options at retail
Displays your brand to shoppers and players

Field Equipment and Consumables
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Size

The TSP can be deployed in a counter-mount configuration as well asa wall-mount configuration.
The dimensions of those configurations are as follows:
s Counter-mount configuration: 12.47 in. (H) x 7.45 in. (W) x4.85(D).

»  Wall-mount configuration: 12.03 (H) x 6.73 in. (W) x3.58 (D).

Figure 4.4 - 60:
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Figure 4.4 - 61:
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TSP Wireless Capability

AirCon Radio

An AirCon radio replaces the traditional RS-485 cable to connect the TSP to the terminal that can be
more than 300 feet away. A single AirCon radio on the terminal can communicate with multiple
peripheral radios such as a ticket checker and wireless jackpot signs. This ability reduces overall cost and
climinates the need to have two different radios plugged into the back of the terminal. The AirCon radio
delivers the capability to extend RS-485 peripherals within a retail environment without the high cost and
time required to relocate RS-485 cabling.

IGT has incorporated several features into the radio module to overcome the vast majority of conditions
encountered in a retail environment that cause Radio Frequency (RF) communication links to degrade.
However, in any wireless device deployment, there may be conditions that cannot be overcome with these
features. In those cases, hard wiring remains the most appropriate installation method.

When the AirCon radio module is incorporated into a product, line-of-sight distances can be affected by
the housing that contains each unit. As with any wireless RE device (e.g., garage door opener, mobile
phone, etc.), the physical placement, physical environment, and RF environment can impact the ability of
the radio to maintain a communications link.
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Security

The AirCon radio ensures security by using industry-standard, 128-bit authentication and packet
encryption, Medium Access Control (MAC) address filtering, and firewall functions. If the IGT terminal
radio does not receive a response from the peripheral radio due to a loss of signal, the peripheral radio will
reset itself, allowing the IGT terminal radio to re-connect.

The AirCon radio operates in the worldwide frequency band of 2.400 - 2.4835 GHz and complies with
Electrical and Electronics Engineers (IEEE) 802.15.4-2006 industry standards for spread-spectrum radio.
Because spread-spectrum signals are so wide, they transmit at a much lower power density than POS
(narrowband) transmitters. This allows POS signals to occupy the same band, with little or no
interference.

The AirCon radio has been certified by IGT and is approved by all major regulatory agencies including
the U.S. Federal Communications Commission (FCC), Underwriters Laboratories (UL), Canadian
Emissions (IC), European Telecommunications Standards Institute (ETSI), and Restriction of Hazardous
Substances Directive (RoHS).
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4.410
Consumable Supplies

The Vendors proposal should describe consumable supply development, approval and update procedures, procuremeant,
tracking, distributing, and inventory management solutions and provide examples of player and retailer materials. Materials
inchide, but are not limited to, ticket stock, retailer manuals, brochures, play slips, instant planograms (i.e. instant game menus,
sale sheets), digital jackpot displays and information, any customer digital display content, marking pencifs, literature holders, and
special promotional items. If special promotional items are requested by the Lottery such itemns will be billed at cose. The iottery
approves Vendor crested or updated retailer and player content before distribution.

The Vengaris raspansible for all Lottery consumabla suoplies and manegemani oy Mnse supplias in the field Vendor creates,
ypdotes, procures, secures, warehcuses, inventeries, delivars, and manages the consumable suppiies. which include. but is nat
fimited to:

e  PlaySlips: New play slips for current and future draw games and any game changes that require a new slip;

o  Brochures: Draw games and special promotions brochures detailing information and rules as requested by the Lottery.
The Lottery produces approximately eight promotions per year requiring brochures. Vendor works with the Lottery to
establish content, design. production, warehousing, and distributicn. Additional promosion brochures exceeding eigrit
per year are to be provided and Biflad to the Letterv ar cost:

»  Ticket Stock: Secure vasiable langth, prepriited ticket stock with Lottery-cesignaied information (mult-coler) or a
secure print process that meets MUSL Rule 2. Vendor should procure more than one provider for paper stock and
printing of ticket stock and play slips. The Vendor should also provide stock of the same paper quality suitable for
testing and training. Testing and training ticket stock should be phain and conspicuously distinct from live ticket stock
and is required to comply with any multi-jurisdictional security rules;

o Retailer operation manuals and updates, literature holders as needed, player marking pencils, and monthly instant
game planograms;

»  Prister toner, il and any other requirad materials for retaile: termingls and Checkwriters. and:

¢ Design retailer terminal. inventery, accounting. and cperation refererce materials for dist-ibution as requiestad
by the Lottery,

Consumables Management

IGT’s Consumables Management System (CMS) will provide the West Virginia Lottery with the flexibility
necessary to support its growing and changing business demands. We will provide an adaptable,
configurable solution to support your current and future business needs with a CMS tool that helps tailor
support requirements to your unique gaming, hardware, and retailer dynamics.

Consumable Supply Development, Approval and Update Procedures, and Procurement

Raw Paper Suppliers

IGT has a long history with raw material suppliers as well as designated consumable printers. We have
worked to develop thermal papers specifically designed for lottery as well as play slip paper. As technology
changes and printers become faster, it is imperative that the papers used meet the printer speed required
to produce a clean sharp image that will remain for years. IGT works tirelessly to stay ahead of the curve,
which is why we work with the leading thermal paper manufacturers to maintain a consistent thermal
technology that meets or exceeds the lottery industry’s expectations.
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Print Vendors

Our six printing partners throughout the U.S. have been long-term partners, some for more than 30

years. With this experience comes the fact that they produce the best-performing products for the lottery
industry. We continue to work with these suppliers and constantly work on methods to consistently strive for
problem-free products that work in conjunction with IGT terminals for the optimal player experience. We also
maintain redundancy among our suppliers to ensure that, at no time, would any customer be single-sourced
and we always maintain a healthy supply chain in the event of elevated jackpots or spikes in the business.

Supply Warehousing and Delivery

IGT’s proposal for recording, tracking, and delivering supplies is a unique, “best-of-both worlds” solution
for the Lottery and its retailers. We offer a solution that combines high-tech predictive ordering in
addition to personal hand deliveries by FSTs. The predictive ordering features of our innovative CMS$
mean retailers, who are often short on space, will never be overstocked, nor will they be understocked at
critical selling times. In addition, consumables will be delivered via United Parcel Service (UPS) via our
CMS model, which proactively monitors consumables usage and re-supplies retailers based on their
unique low- and high-water settings. These settings, for any particular item, can be uniquely configured
by retailer based on their storage capabilities and requirements.

IGT is proposing 4,000 square feet for the consumables warehouse. This will include space for a MUSL-
compliant cage, an area designated for packaging and shipping (new game rollouts, etc.), play slip pallets,
and storage of miscellaneous equipment. Please see section 4.6, Data Center Operations, for a description
of the warehouse.

Recording, Tracking and Fulfilling Supplies

IGT’s CMS records the amount of paper that is used every time a wager, validation, or report is printed.
The CMS also uses a similar method of counting the number of play slips used.

When a retailer’s inventory reaches a preset low level, an order is automatically generated for any low
inventory item(s). The CMS will then generate an order for all of those products to ship to the retailer.
This automated system requires no interaction on the part of retailers for ordering consumables.

Reporting
The tracking system will generate various reports for both ticket stock and supply inventories. The
following is a list of available on-screen reports:

» Locate Ticket Stock.

o Retailer Delivery History — Ticket Stock.

s Ticket Stock Inventory.

o Retailer Delivery History — Supplies.

¢ Supply Inventory Summary.

o Sales Representatives Delivery History — Ticket Stock.

» Delivery History — Ticket Stock.
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Our ticket stock tracking system’s standardized and specialized reports add a powerful dimension to
tracking. The system generates operational and management reports in either summary or detail format,
enabling inventory to be organized and analyzed.

The System’s stock tracking provides numerous on-screen reports. For example,

Lottery users can run “Locate Ticket Stock” reports to determine if the stock is in a specific location,
damaged, stolen, in transit between locations, issued to a distribution representative, or issued to a
retailer. Or, the Lottery can generate reports to locate and verify an individual ticket stock serial number
(the number preprinted on the back of the stock) when high-tier winners are identified. The Lottery user
enters the Vendor ID, the stream code, and the individual serial number, and the System responds with
the details of the current location of that serial number.

These reports can search for a skid of ticket stock, a carton, a roll, or even a single ticket. The tracking
system retains historical data online. The maximum data retention time varies among jurisdictions.

Delivery Method

The consumable delivery will be facilitated by the CMS system, in addition to FSTs, and integrated with
preventative maintenance and service events as they occur. In addition, our FSTs can usually respond to
ad hoc supply requests within the same calendar day, as opposed to the standard 24 to 48 hours often
required by UPS or FedEx.

During periods of higher than usual sales volume, supplemental deliveries can be shipped via UPS.
Emergency deliveries can be shipped overnight or delivered by FSTs, whichever is quicker and/or most
feasible. Emergency delivery of ticket stock due to an outage will receive the same priority as a “down”
service call.

UPS can deliver play slips for new game rollouts 5 to 10 days prior to Go Live instead of manual delivery
which may take longer. This reduces the possibility that retailers could misplace them or try to use them
prior to start-up. IGT effectively employs this practice in many states.

Back-up Option for Consumable Replenishment

When IGT FSTs are at Lottery retailer locations, they will review and update the retailer’s consumables
inventory through the terminal. If any inventory questions or concerns arise, our FSTs will relay that
information back to the warehouse manager, who can systematically make custom-tailored adjustments
by retailer in the system. Small storage areas, larger storage areas, and re-use of play slips by players can all
be managed specific to the retailer’s needs.

Warehouse Storage

Ticket stock will be stored in a MUSL-compliant cage area in our existing warehouse site, in the same
facility as our primary business site.
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Our CMS will create orders for each retailer based on metrics tracked by the host system. These are then
quantified by low and high watermarks to ensure the proper quantity of ticket stock is delivered to that
location. As the orders are put together in the MUSL-compliant cage area, the serialized items are scanned
via barcode scanner into the Transaction Engine. This data is then time-stamped for historical reporting
and in the event any investigations are needed by the Lottery. The FSTs will update the on-hand inventory
current in the system by conducting an audit count of both ticket stock and play slips and enter the
quantities of each in the locations’ terminal whenever on site for service. The terminal inventory updated
will load the new inventory information into the CMS.

Ticket stock is delivered to retailers in cartons having a barcode and carton number, which is then used as
delivery confirmation of ticket stock orders. If FSTs deliver product, they scan the ticket stock only to
confirm delivery.

Testing and Approval of Paper

I1GT maintains strict standards in terms of testing and approving paper for use in lottery terminals. There
are internal controls in place that review, evaluate, and test any product in conjunction with our hardware
partners and customers prior to implementation anywhere. These are very strict test methods and
approval processes that ensure that, before any product is put in the field, rigorous testing protocols have
taken place and have been approved. This process has been in place for many years and is constantly
evaluated to ensure we maintain the highest-possible product integrity.

Security Features of IGT Ticket Stock

IGT conducts a rigorous testing and qualification process for thermal paper used for its lottery customers.
In partnership with our printer hardware supplier, there is a multi-faceted qualification process between
our two companies to ensure that ticket stock paper meets our strict environmental durability
requirements and can withstand an extensive life test in the printer. This testing process ensures complete
compatibility between the printer and paper and guarantees a product that will retain image quality for an
extensive period of time. All paper grades meet compatibility and image-retention requirements.

All of our lottery-grade paper is MUSL-compliant and has been developed, tested, and approved by IGT
and its printer manufactuarer.

Security features built into the ticket stock include the following:

e Ultraviolet (UV) Inks: We preprint graphics (or text) in UV inks, which are invisible to the
human eye, on our draw-based game tickets to help detect fraudulent claims. This feature
allows us to confirm the authenticity of the ticket stock, and thus a claim. There are two ways
we can confirm the ticket stock is ours:

- Our security department, by using a black light, can obtain a visual image of the UV ink.
- A third-party forensics lab can authenticate the ticket stock by confirming the UV
security imprint.

44-98 Field Equipment and Consumables



2 1GT

* Preprinted Ticket Serial Number: A serial number is preprinted on the back of our ticket
stock rolls. This number enables us to track where and when a ticket was distributed so that
we can determine if the ticket is fraudulent. A claimant’s date and location of purchase
(tracked with this serial number) must reconcile with our database records before the
claimant’s ticket is considered legitimate and eligible for payout.

* External Transaction Serial Number: The external serial number uniquely identifies a
gaming transaction. This number is a combination of the Continuous Day Count (CDC), a
sequence number, and a product number generated from an internal serial number and then
encrypted using an IGT-proprietary algorithm. This number is printed on the draw-game
ticket at the POS.

* GGuard Plus Number: GGuard Plus uses an encrypted number which ambiguously verifies
ticket validity.

* Retailer Identification Number: Every retailer has a unique identification number that is
verified when a ticket is presented for validation.

* Barcode: Each ticket has a barcode; the unique external transaction serial number is part of
the barcode.

®  Best Practice Distribution System: Our industry best practice CMS tracks each carton of
ticket stock from the time it was manufactured, and then shipped, warehoused and
distributed to the retailer. Cases of ticket stock are issued in numerical sequence and rotated
aftter each delivery. Qur System knows the status of every carton at any given time in the
supply chain per MUSL rules. Any ticket that came from a carton that does not report to the
proper retailer in the System may be identified as possibly fraudulent.

Security as the Foundation of Storage and Supply Standards

When considering locations, layouts, and setups for equipment facilities, adhering to security protocols
is at the forefront of our minds. The Lottery deserves the assurance that we take as much care and
consideration in this endeavor as we do in designing your secure system and the games for your players’
enjoyment and for the benefit of the Lottery’s good causes.

Our proposed West Virginia facilities will meet all Lottery, MUSL, and WLA security requirements, The
Charleston location’s security components can be monitored 24 hours per day, 365 days per year. We
also monitor our security systems remotely from the Security Center at our corporate headquarters in
Providence, Rhode Island, and at the Data Center of the Americas (DCA) in Austin, Texas. Further, we
establish communications protocols with appropriate law enforcement and fire protection agencies
serving our facilities. An automatic fire-detection system will be installed and equipped with alarms that
sound both locally and at our fire-alarm Vendor’s national dispatch center.
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We install locking devices — including mechanical, magnetic, and/or electronic devices as appropriate -
on all doors and other entry points. This includes the receiving and shipping areas. Access to the
Charleston facility will be electronically controlled and restricted to authorized individuals only. Visitors
and utility/service personnel will be admitted to the facility only by prior arrangement and with
authorization from the Lottery. All visitors must sign a visitor log and produce identification. An IGT
employee will escort all visitors throughout their visits.

In accordance with our standard security policy, we will provide the Lottery with a record of all entries
and exits from the facility upon request. Our electronic card-access system can also generate access and
egress reports for all access activity within the facility, including that of authorized visitors. These reports
can also be made available to the Lottery.

Materials

Retailer Manuals and Brochures

Retailer reference manuals and quick reference guides are included with every new terminal deployment.
In addition, these documents are available on the Retailer Wizard website for review and download. The
terminal incorporates context-sensitive help for operations undertaken by the retailer, and the Lottery
Learning Link (LLL) provides extensive training material over a web interface.

Instant Planograms

With the new Gemini Touch self-service terminal, planograms have been automated so that the layout of
games on the touch screen can be determined centrally and remotely by users in Lottery headquarters.
This is done through a Ul page in the Navigator Instant Processing System (IPS) application. Retailers
may be granted privileges to adjust the planogram for local conditions at the Lottery’s discretion.
Planograms for instant ticket scratch-off game dispensers and static facings can be managed with Field
Marketing and Sales Representatives (FMSRs) using the OnePlace application, accessible from an iPad
carried by the rep. Planograms can also be published via the Retailer Wizard website.

Digital Jackpot Displays and Information

Digital jackpot displays will be distributed and installed during terminal rollout prior to Go Live, as
described in Section 4.8, Conversion and Implementation Specifications. IGT FSTs will deliver and install
new electronic jackpot displays as necessary during the Contract. Alternatively, such equipment may be
drop-shipped to individual retailers for installation during the normal FST visit rotation. Jackpot
information is passed to the displays via the terminals through which the jackpot displays are connected
(wirelessly in most cases).

Customer Digital Display Content

The system is capable of downloading customer display data to terminals and display controller units
using a background download mechanism.
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Examples of unbranded tickets (ticket stock) and play slips can be found in the Ticket (Ticket Stock} and
Play Slip Examples Exhibit behind the Exhibits tab in the Original binder. Other examples of player and
retailer materials include the Sample West Virginia Lottery Training Materials, located behind the
Exhibits tab, as well as various illustrations throughout Section 4.6, Vendor Administrative Functions and
Support. Please note that many additional examples requested are trade secret and/or highly proprietary
and confidential commercial information that IGT can make available for review by the Lottery during
the Oral Presentation and/or under a Non-Disclose Agreement (or similar), as disclosure of this
information in the Proposal (and public disclosure of the same as noted in Sections 21 and 31 of the RFP)
could severely jeopardize IGT’s competitive position in the marketplace and cause significant financial
harm to IGT and its shareholders.

4.4 .11
Manual Jackpot Signage

Vendor should include 2 manual jackpot signage solution for low volume retaiters in its proposa.

IGT will provide the West Virginia Lottery with 2 manual jackpot signage solution for low-volume
reiailers. This style of signage allows retailers to manually change the numbers of each corresponding
draw-based game as the amount changes.

The following figure depicts manual jackpot signage:
Figure 4.4 - 62:

Manual Jackpot Sign

WEDNESDAY
AND SATURDAY
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4.4.12
Ticket Dispensing Units

Manual countertop and in-counter display/dispensing units are to be provided installed, main tained, and replaced by the Vendor
and approved by the Lottery for afl retail locations. Units may be supplied, installed and maintained by the Vendor or through a
third-party. There will be existing units that remain in the field that are the property of the Lottery and will remain in the field;

the Vendor will be responsible for maintenance and replacement of these units at the Lottery’s request. The cost for new or
replacement equipment shall not be included in the Base Cost and shall be billed to the Lottery at cost upon order fulfillment.
The Lottery’s equiprment order history is included in Appendix A.

IGT will provide, install, maintain, and replace both manual countertop and in-counter displays/
dispensing units to the West Virginia Lottery. These units will be approved by the Lottery for all retail
Jocations. IGT will maintain and replace existing units remaining in the field that are the property of the
Lottery. We will work with the Lottery to determine the placement and quantities needed for each size
and type of ticket dispensing unit through the duration of the Contract. The number of units will be
sufficient to display all games sold on a retailer-by-retailer basis and approved by the Lottery. IGT will
provide new units as required by the Lottery for new retailers and replacement units will be available to
replace old units that do not meet the Lottery's approval.

IGT recognizes that, when it comes to the best way to display and promote instant ticket scratch-off
games in a given retailer environment, one size does not fit all. Therefore, we will work with the Lottery
to determine the best mix of options, ensuring that retail locations are optimized with the dispensers
and promotional displays that best suit their needs. The success of your instant program rests, in good
part, on the active involvement of retailers in promoting the sales of tickets. The following paragraphs
present examples of types of dispensers and displays that could be useful in specific retail situations.

Based upon our experience, we do not recommend “promoter” style displays for instant ticket scratch-off
games. While they do offer a compelling economic benefit related to the cost per bin, they do not provide
good visibility of the product. They may be beneficial in high-volume locations that use an alternative
approach, such as a menu board, to display the different games that are available.

While in-counter displays offer increased security for the tickets, their presentation to potential players is
significantly less compelling than on-counter dispensers. Menu mats and menu boards may increase sales
in these locations while retaining the security of the under-counter location.
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Figure 4.4 - 63:

Assorted Modular Instant Ticket Dispensers

A Vaniety of Choices: The single Snap-Together 6" Modular Mini* Dispenser, 12" Modular Mini® [Dispenser.
and dual 6" Bingo Dispensers provide versatility in counter displays.

Single Snap-Together 6” Modular Mini® Dispenser

The original, Snap-Together Modular Mini dispenser is a single-model unit molded of 1/8"
polycarbonate material. The dispensers can be stacked on top of each other with a “snap- together”
feature. It is recommended that the stacking not exceed four units, but it is not unusual to see some
stacked five or six high.

No foam tape is needed between units for stacking. A security door can also be added to this dispenser.
The security doors restrict ticket access when dispensers are unattended. This dispenser requires a Single
Lockable Slide Mount between the counter and first unit for mounting. Single units can be mounted on
top of dual units to fit around other store elements.
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Curved Front Dual Bingo 6" Dispensers

These dispensers provide a curved front, designed to fully display 4” x 6" tickets. They are available in
both single and dual units.

Figure 4.4 - 64:

Dual 6” Modular Mini Gen2 Dispenser

This is one of the newest dispensers from Shafer Systems, a manufacturer and distributer of instant ticket
scratch-off game displays, menu boards, and play stations. The dispenser incorporates a removable
divider panel so that 8” wide tickets, such as IGT' Super Tickets® and other oversized tickets, can be sold

from a standard dispenser.

The following figure depicts the Dual 6” Modular Mini Gen2 Dispenser:
Figure 4.4 - 65:

Dual 6" Modular Mini Gen2 Dispenser
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Ticket Menu Boards and Mats

Some retailers are reluctant to display tickets on the counter. In addition, some dispensers, such as in-
counter dispensers and certain black box dispensers, display very little of the tickets. Menu boards and
change mats can be effective alternatives in these situations.

Ticket menu boards sit on top of a retail counter without taking up as much space as a display case and
can display many tickets of varying shapes and sizes. This allows retailers to fully showcase all of the
games available to customers while saving on valuable counter real estate.

Several varieties of ticket menu boards are shown in the following figures:

Figure 4.4 - 66:

: | Space Saver:
Ticket Menu Boards _— B || Ticket menu

boards showcase
tizkets of varying
shapes and sizas
while freeing up
valuable counter
real estate,
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On-counter menu mats lay on the retail counter, without taking up any standing space, providing the
ability to display many instant ticket scratch-off games of varying shapes and sizes. Menu mats provide
retailers with the flexibility to showcase all ticket options without losing counter real estate.

Figure £.4 - 67:
" Mo Space Lost:

On-counter menu
rnats showcase tickets
of varying shapes and
sizes without taking
up any counter real
estate.

On-Counter Menu Mat

4.413
Management Applications/Inventory Management
and Tracking

The System should provide equipment, consumables, and point-of-sale ("PCS”) inventoiy management. The Systemn aliows
POS and other comimodity orders to he placed by the retailer andjcr Field Marketing and Sales Representative viz the terminal,
sales device, and/or management terminal, Orders are logged by representative, retailer, and icem including all deliveries, returns,
re-issues, and destruction. Vendor personnel scans or entars the necessary information for the System to track each item and
status change in real time. All equipment is assigned to the appropriate retairer for distribution. fnventory is trackad, viewable, and
searchable by retailer, itemn. Vendor personnel, and chialn.

Vendor should describe how it will accomplish the spacified inveritory management and tracking requirements and nate any
system provided by a third-party or other subcontractor.

Response Note: Current Vendor Field Equipment and Consumables requirements do not reflect minimum standards expressly
provided in section 4.4 and Lottery Terms and Conditions. Major components and functionality specified relating te inventory
tracking, l2gging, and analysis capabilities are not in the current System but are being requested 3s part of this RFP.

IGT is pleased to provide the West Virginia Lottery with significant enhancements to its management
applications/inventory management and tracking systems. Our tools have improved greatly and will work
to give the Lottery a real-time, comprehensive and holistic view of all equipment, consumables, and POS
inventory at all times.

4.4-106 Field Equipment and Consumables



SIGT

To achieve this, IGT will use three applications:

* Equipment: For equipment such as Aurora MultiMedia screens, terminals, and jackpot signs,
we will use a newly enabled feature of our Cadence hotline application, the Inventory
Management Tool (IMT). IMT is a premium capability that will track field assets and repair
activities in real time. With read-only access through the Cadence U, the Lottery can
understand retailer asset statuses and run reports based on a number of parameters.

¢ Consumable Management System (CMS): IGT’s CMS combines high-tech predictive
ordering for consumables such as ticket stock, with personal hand deliveries by FSTs.
Delivery via FST is integrated with preventative maintenance and service events as they occur.

¢ Point of Sale (POS): POS inventory, such as signage, adjustment forms, claim forms, ticket
dispensers, etc., will be tracked and managed by IGT’s powerful and intuitive Aurora
OnePlace. With OnePlace, upon retailer visits, FMSRs will access the OnePlace application
on their tablets to easily update inventory and place orders for retailers.

Below, we further describe these tools in greater detail.

Cadence’s New Inventory Management Tool (IMT)

As a component of our Cadence hotline application, IGT has implemented a brand new inventory
management tool that it will enable for the Lottery to vastly improve asset tracking and management.
This premium capability, the IMT, will track field assets and repair activities in real time, The Lottery will
receive read-only capability to the IMT UT, allowing for a real-time view of all assets and their statuses.

In addition, the Lottery will be able to run reports based on a number of parameters. IMT improves
management of site inventory, knowledge of material location, and reporting on repair trends and parts
orders. We will integrate with your Aurora system to monitor all major components installed froin
terminals to all peripherals This means that all item movements are monitored and tracked at all levels,
from depots and vehicles to agents.

Our solution supports the tracking of serialized and non-serialized assets. Inventory can be itemized by
asset number or quantity and entered by the Call Center Associate or FST into Cadence. In the field, FSTs
will use their mobile phones to communicate with Cadence in real time. In this way, asset management is
neatly integrated into Field Service activities, as FSTs are already responsible for preventative
maintenance, terminal provisioning, terminal repair, etc., allowing for precise, real-time tracking and
giving FSTs a more comprehensive and clear view of their territory. The entire life of the equipment is
maintained and can be tracked via Cadence by inventory number.
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Activities Prior to Go-Live

Prior to Go-Live, IGT will order all necessary equipment for retail and establish a temporary warehouse in
West Virginia. From there, IGT will:

Establish asset types based on the technical strategy (e.g., terminal configurations).

e Once serial numbers are recorded, IGT will establish an interim process for deploying the
infrastructure. Qur Network Rollout Organization (NRO) will work in concert with the
Cadence team to ensure that all serial numbers are synchronized, which will enable Asset
Tracking within Cadence and, in turn, provide FSTs with the most accurate information in
order to execute standard terminal maintenance procedures.

s  Equipment (i.e., terminals, peripherals, etc.) arrives at the temporary warehouse and IGT’s
NRO rolls out equipment to retailers and records all serial numbers.

« The FST organization will use and maintain the asset inventory throughout the transition
period in conjunction with the NRO rollout. At Go Live, all assets will be accounted for
within both retail locations and the warehouse.

o Post Go Live, the FST organization will continue to maintain serialized tracking.

Consumables

Our FSTs are trained to complete a maintenance visit each time they enter a retail location, no matter
what the retailer originally requested. This efficient approach to terminal maintenance allows us to
identify and resolve potential issues before they turn into a service call. While at retailer locations, FSTs
also check consumables inventories to ensure ticket stock and play slips are adequately maintained.
However, with our predictive inventory management program described below, retailers will always have
the proper amount of such consumables.

Predictive Inventory Management Program

IGT has developed an automated predictive inventory management system that maximizes operational
efficiency. Our system measures the movement of paper through terminal devices and utilizes the usage
statistics to calculate when new supplies are necessary. This is an inventory best practice, used throughout
the retail and manufacturing industries.

Our solution is described as a Push model. It uses a calculation to define material use at each retailer and
manages the distribution based on reorder point logic. The model “pushes” inventory to our retail
network based upon calculated need. Retailer inventory is adjusted on a daily basis as actual usage,
collected from terminal reporting, “nets” against retailer on-hand inventory. As on-hand inventory falls
below planned levels, replenishment orders are created. In other words, in place of a retailer calling the
customer hotline to order, an order requirement is automatically generated when the retailer’s inventory
level drops below a predetermined minimum days of supply.
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As the orders are put together in the MUSL-approved cage area, the serialized items are scanned via
barcode scanner into the Aurora Transaction Engine. This data is then time-stamped for historical
reporting and for any investigations needed by the Lottery. The local FSTs will keep the on-hand
inventory current in the system by conducting an audit count and entering the data in the locations’
lottery terminals which load the new inventory into the system.

West Virginia FSTs, if requested, can usually respond to ad hoc supply requests within the same calendar
day. All FSTs will also carry emergency stock for any emergency deliveries.

Ticket stock is delivered to retailers in cartons having a barcode and carton number. Each roll in the
carton has a unique barcode allowing the ticket stock to be received at the retailer terminal. This
information is used to confirm delivery of ticket stock orders.

Our solution frees retailers from having to manage their consumables inventory because it recognizes
their inventory position and replenishment needs in advance of a stock-outage. The solution allows
retailers to maintain sufficient on-hand quantity of all supplies and not be concerned with running low or
out. IGT manages all supply needs for the smooth and effective operation of sales.

Reporting
The tracking system will generate various reports for both ticket stock and supply inventories. Following
is a list of available on-screen reports:

¢ Locate Ticket Stock.

*  Retailer Delivery History - Ticket Stock.

» Ticket Stock Inventory.

*  Retailer Delivery History — Supplies.

*  Supply Inventory Summary.

= Sales Representatives Delivery History — Ticket Stock.

» Delivery History - Ticket Stock.

Our ticket-stock tracking system’s standardized and specialized reports add a powerful dimension to
tracking. The system generates operational and management reports in either summary or detail format,
enabling ticket stock inventory to be organized and analyzed.

The system’s stock tracking provides numerous on-screen reports. For example, users can run Locate
Ticket Stock reports to determine if the stock is in a specific location, damaged, stolen, in transit between
locations, issued to a distribution representative, or issued to a retailer. Or, you can generate reports to
locate and verify an individual ticket stock serial number (the number preprinted on the back of the stock)
when high-tier winners are identified. The user enters the Vendor ID, the stream code, and the individual
scrial number, and the system responds with the details of the current location of that serial number.

These reports can search for an entire skid of ticket stock, a carton, a roll or even a single ticket. The
tracking system retains historical data online. The maximum data retention time frame varies among
jurisdictions, depending on available disk space and performance criteria.
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Delivery Method

The consumable delivery will be facilitated by FSTs and integrated with preventative maintenance and
service events as they occur. In addition, our FSTs can usually respond to ad hoc supply requests within
the same calendar day, as opposed to the standard 24 to 48 hours often required by UPS or FedEx.

Removal and Destruction of Consumables

IGT will pick up and destroy existing ticket stock and play slips. Any material that is removed from a
retailer, due to being deemed not usable or recyclable or slated for destruction, is isolated in a MUSL-
compliant cage. All movement of ticket stock is recorded and signed off on by a Lottery security person.
Once ticket stock is destroyed in compliance with MUSL standards, it is given a Destroyed status in our
CMS system. Only Lottery-authorized personnel will be able to mark a roll as destroyed.

IGT will select a highly secure and reputable Vendor to perform the physical destruction of ticket stock.

QOur Commitment to the Lottery

IGT understands that the sensitivity of ticket stock makes it essential that the location of a skid, carton,
roll or individual ticket be traceable at all times. IGT commits that it will provide the Lottery with an
accurate picture of where each roll of ticket stock is located at any given point in time. When the Lottery
contacts IGT with an individual ticket number, IGT can track the number to a single retailer. Within 15
minutes, we will report back to the Lottery the name, location, retailer number, and date of delivery for
the retailer to whom the ticket stock was delivered.

Field Matketing and Sales Representative Automated Ordering

While our Push model solution described above will alleviate the need for retailers or FMSRs to
proactively place orders, IGT will ensure they can place orders via the retailer terminal and through
devices used by FMSRs. The terminal will have an option for the retailer to order consumable supplies,
and Aurora One Place will have consumable and POS inventory ordering capability on the tablets carried
by FMSRs.
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Tracking, Viewing, and Ordering POS Inventory via IGT’s Aurora OnePlace

Tracking and seeing that retailers are appropriately stocked with POS inventory is critical to ensuring
there are no delays in posting any signage or advertising items and they are being used by retailers
appropriately. A quick lookup of POS items available in the POS warehouse will be accessible using IGT’s
new Aurora OnePlace. FMSRs will be equipped with tablets containing the OnePlace app. The app allows
FMSRs to order POS inventory directly from their iPads. The order is automatically passed along to the
central warehouse system, which, in turn, creates a pickup request for the items from the POS warehouse.

Tight Integration with Your Aurora System

OnePlace will provide tight integration with IGT’s Aurora, and its dashboard will give FMSRs a view into
POS inventory at each retail location in their territory. The OnePlace Inventory History screen provides a
cumulative history of POS inventory at each retailer based on the FMSR’s input, which they can, in turn,
cross-check with the Aurora system and any other POS inventory data.

IGT will track retailer supplies through available content on the OnePlace Sales Force Automation tool. The
OnePlace Inventory History screen allows further oversight of retailer supplies with FMSR inputs at the
retail location - and will enable updates to a retailer’s recorded inventory during on-site visits by the EMSR.

In addition, during the on-site visits, FMSRs will coordinate each retailer’s current inventory with the
retailer so they can estimate when each retailer will run low and order the supplies that are needed.

There should be little need to process retailer consumables orders thanks to the enhanced efficiencies in
our SAP consumables management Push system, which calculates use of ticket stock and play slips. Based
on an algorithm containing usage, on-hand counts, and preset min/max inventory levels, the system
automatically determines when a reorder is needed.
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Vendor Administration

Vendor Administration Staffing should sufficiently support all phases of the project incitiding design, programming. installation,
cenversion, and ongoing suppoit. Please describe your plans to achieve goals related to VENDOR ADMINISTRATION
staffing specifications. (Section 4.5)

Vendor’s proposal should describe how it plans to satisfy the vendor administration roles as described below:

We value our relationship with the West Virginia Lottery and would like to approach this new
opportunity as more than just a relationship, but rather as a true partnership. IGT is ready to help you
carry out your vision and to work hard to achieve your goals. We are committed to supporting our
customers’ mission and business objectives by making our Customer First philosophy our most important
responsibility. Each of our customers deserves and receives attentive service based on this principle, and
the West Virginia Lottery is no different. Customer First is not a business practice at IGT; it is a mindset —
and we stand ready to continue putting this to work, every day, for you.

Our vendor administration staffing will sufficiently support all phases of the project, including design,
programming, installation, conversion, and ongoing support. The following sections describe how we
plan to achieve goals related to vendor administration staffing specifications and how we will satisfy the
Lottery’s vendor administration requirements.
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4.5.1
Contract Management and Support Staff

The Vendor will crovide the Lottery with staff for contract management and support services. Vendor personnel who are
dedicated for permanent, full-time work supporting the YWV Lottery account cannct be taken from their primary duties to provice
temporary services to another lottery jurisdiction or to the Vendor's corperate locations without the written authorization of the
Lottery Diractor or designee. Vendoi may cross-train perscnnel to ansure coverage across various Jjob» functions and allow
employees to serve in multiple capacities, unless othenvise specified in this RFP. No personnel may be remperarily reassigned to
provide servicas of any nature to the Lottery other than for traditional operations as set forth in this RFP, unfess express written
consent is providad by the Lottery Director or designee.

Vendor should identify any subcontractors that are anticipated to be part of the implementation and ongoing operational support
by name. Changes to the proposed documented structure or staffing are to be approved by the Lottery.

Our permanent, full-time employees will use their experience and expertise to work uniformly
across all lines of business to support the West Virginia Lottery’s business objectives and to keep
jobs in the State. Our local team will focus on helping you increase revenue and drive sales to fund
good causes that benefit West Virginia seniors, including Veterans, and support programs that
fund education and tourism in the State. We recognize the importance of having a dedicated team
to meet your needs. As such, we will provide a dedicated staff who will not be taken from their
primary duties to provide temporary services to another lottery jurisdiction or to other IGT
Corporate locations without the written authorization of the Lottery Director or designee.

Acquiring Local West Virginia Talent

Among our West Virginia staff are many native West Virginians and others who have proudly
made West Virginia their home. No matter their native state or country, their commitment to their
communities contributes to the growing multi-cultural fabric of the State. Over the course of the
Contract, IGT will source, attract, identify, and hire the best-in-class talent from within the State of
West Virginia. Thoughtfully, consistently, and constantly building the leadership and talent within
the organization through recruiting, ongoing training, and employee development will allow the
West Virginia team to continue to expand the resources necessary to accommodate 1GT’s future
talent needs. It is this talent that will deliver solutions to support the Lottery’s objectives and
achieve outstanding results.

Anticipated Subcontractors

While IGT will not have any subcontractors as part of our ongoing operational support structure, we plan to
contract with third-party subcontractors during the implementation period for Very Small Aperture Terminal
(VSAT) and terminal installations, as noted in Attachment A, Section 3.1, Corporate Capabilities and
Overview. These subcontractors will be determined upon Contract award.

We acknowledge that changes to the proposed documented structure or staffing will be approved
by the Lottery.
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4.5.2
WYV Vendor Staff

At minimum, the Vendor should provide the following management fevel positions: General Manager. Operations Manager,
Mearketing and Content Manager, Field Marketing and Sales Manager, Warehouse and Field Technical Services Manager,
Telemarketing Supervisor, Hotline Supervisor, Database Administrator, and Systems Administrator. These positions are to be
dedicated solely fo the Lottery’s account and operate from a Vendor facility focated in WV.

Upon Contract award, the Lottery reserves the right to refuse the services of any Vendor on-site employee baszd on the
employee’s competerice, petformance, and/or criminal hackgreund. Crirminal background refusal is based on the emplovee’s
conviction of any felony or crire ralated to theft, gambling, or involving mcral trpitude as detailed in the Lettery Tarms
and Conditions.

We recognize that your requirements de not begin and end with the awarding of your Contract. Our
ongoing commitment to achieving your business objectives is our most important responsibility. We
expect our employees to fulfill the requirements of their respective roles and, further, we encourage and
expect them to lead - no matter their role - in their service to the West Virginia Lottery. In keeping with
that expectation, we are proposing IGT professionals who are uniquely qualified to support business
continuity, continued growth, and innovation in West Virginia. The result will be a collaborative
organization that is responsible and accountable to you.

Under the leadership of General Manager Nikki Orcutt, the following critical staff will continue to serve
the West Virginia Lottery, leveraging the knowledge and experience they have gained working for you
since 2009:

¢ Nikki Orcutt: General Manager.

* Tim Snyder: Operations Manager.

* Joseph Payne: Field Marketing and Sales Manager.

* Roger Ezzell: Field Technical Services and Warehouse Manager.

¢ Gail Stroup: Telemarketing (Tel-Sell) Supervisor.

* Art Osborne: Hotline Supervisor.

¢ Shane Durham: Database Administrator.

¢ Tim Powers: Systems Administrator.

We have provided short biographies for each person later in this section.

Our Marketing and Content Manager position has been accounted for in our West Virginia staffing plan;
however, this role is to-be-hired. It is our intention, and our hope, to work collaboratively with you in
hiring a highly qualified local candidate through this process. We have provided more details about this
position in Section 4.5.10, Marketing Content Manager.
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|IGT West Virginia Organizational Chart

The IGT West Virginia Ongoing Operations Organizational Chart - presented as an insert at the end
of this section — includes all key Contract positions, names, titles, and headcount allocation numbers. It
also presents key IGT Corporate Support resources to show how our West Virginia staff will work
collaboratively with, and be supported by, our operations, marketing, and executive staff to ensure
business continuity and strength of service provision.

Resumes are provided in the exhibit entitled Resumes, which is located behind the Exhibits tab.

The following short biographies introduce our West Virginia tean:

Nikki Orcutt, General Manager

Nikki Orcutt will be responsible for the overall management and direction of
IGT’s operations in West Virginia. With more than seven years of West Virginia
) Lottery experience, Nikki and her staff will support the continued integrity of

| the Lottery and its successes. Nikki will manage the transition from conversion
to ongoing operations by working closely with the Lottery and our Corporate
IGT teams to ensure a seamless, risk-free conversion. She will also be

responsible for the ongoing development of our current staff and the continued
enhancement and revision of work processes and procedures.

Since joining IGT in November 2015, Nikki has been responsible for the organization and
implementation of IGT’s FutureGame, with primary responsibility for the strategic alignment of
innovative products across the Marketing and Portfolio Management Teams. She has collaborated with
other corporate lottery marketing functions to identify and support execution of same-store sales projects
and initiatives across the U.S. In addition, she was responsible for the customization of IGT’s “go-to-
client” approach, as well as the extension of FutureGame integration with other product areas (including
IGT Printing), non-U.S. jurisdictions, and third parties. Her return to the forefront of West Virginia
operations will see her serve as a direct mentor and leader to our local operations team, a collaborative
sales and revenue partner for the Lottery, and a coach to our incoming Marketing and Content Manager

to ensure a smooth transition on all West Virginia Lottery matters.
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Tim Snyder, Operations Manager

Tim Snyder has worked closely with the West Virginia Lottery management
and staff for nearly 17 years under several vendors and in different
capacities. Tim understands the challenges the Lottery faces on a daily basis
and works tirelessly to deliver results. Tim will continue to oversee all
aspects of operational services for the Lottery’s new Contract, including data
center operations - both Primary Data Center (PDC) and Backup Data
Center (BDC) - systems team operations, audits, and supporting system
project deliveries to meet the requirements of the Contract. He will serve as
a Point of Contact (POC) for the Lottery, will work closely with the Lottery and the IGT project team
during the conversion, and will continue as the liaison between the Lottery and the software delivery
teams to insure a seamless flow of information during the life of the Contract. Tim will also act as
liaison between the Lottery, Elsym, and all other third-party subcontractors.

Joseph Payne, Field Marketing and Sales Manager

Joseph Payne has been with IGT for five years and will be responsible for
managing the day-to-day operations for our West Virginia Field Marketing and
Sales Representatives (FMSRs). Joe will monitor and maintain service levels,
while incorporating best practice solutions for FMSRSs to use in the retailer sales
environment. Joe will serve as a liaison to the West Virginia Lottery Deputy
Director of Marketing and other West Virginia Lottery Marketing staff
members, providing support with retailer management, training, promotions,
and sales initiatives, as well as field sales and customer-relationship strategies.
He will also be closely aligned with our Field Technical Services and Warehouse Manager, as well as our
Telemarketing Supervisor to drive promotion and sales initiatives and create synergies in support of field

sales operations.

Roger Ezzell, Field Technical Services and Warehouse Manager

Roger Ezzell has been with IGT for more than 12 years and has led our

West Virginia Field Service operations since 2009. Roger has oversight for
our local team of FSTs, Repair Logistics Technician (RLT), warehouse staff,
and service vehicle fleet; has fiscal accountability for all service activities
within the state; and plays a key role in the planning, implementation, and
execution of equipment and firmware upgrades in the field. Roger is seen as a
dependable leader within our Global Field Service organization and has been
asked to participate in, and lead, multiple conversion efforts over the years
for our customers in Arizona, Tennessee, and Michigan. He was also an integral member of a global
safety initiative that spanned our Field Service organization, for which he received our Company’s
President’s Award. He will be closely aligned with our Field Marketing and Sales Manager, as well as
our Telemarketing Supervisor to enhance efficiencies in retail inventory management and field

operations support.
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Gail Stroup, Telemarketing (Tel-Sell) Supervisor

Gail Stroup has 25 years of experience in the lottery industry, all them providing
support to the West Virginia Lottery in different roles. Gail was an integral part
of the previous system conversion team in West Virginia in 2009, and she will
continue to bring her knowledge and experience to IGT’s West Virginia team
during the new Contract. In her role as a Tel-Sell Supervisor, Gail is responsible
for the direct supervision and training of our telemarketing team. She reviews
the performance of each individual team member, and the team as a whole, to
ensure performance goals are accomplished and retailer relationships are fully

developed. She coordinates the division of territories to make certain retailers are contacted on a weekly
basis. Using the various reports and information available, Gail provides the telemarketing staff with the
necessary tools to deliver the highest-quality customer service to your retailers. We have provided more
information about Gail’s responsibilities under your new Contract in Section 4.5.4, Telemarketing/Tel-
Sell Staff, She will be closely aligned with our Field Technical Services and Warehouse Manager, as well as
our Field Marketing and Sales Manager to help improve sales and promotional activity and assist in

enhancing retail field operations and Lottery customer relationships.

Art Osborne, Hotline Supervisor

N

Art Osborne oversees the daily operation of the Hotline in Charleston, West
Virginia, and has been with IGT in this role for the last six years. In his daily
responsibilities, Art ensures that required service levels are exceeded and that
customer service standards are met for each Lottery retailer call. He also ensures
that ESTs are notified of equipment issues in a timely manner and that data and
reports are available to identify any trends that may arise in maintenance calls.

When Art was hired, he realized the potential for the West Virginia call center to become something
more than a center that only services West Virginia's retailers, and lobbied IGT's National Response
Center (NRC) to have equipment and seats installed to expand the Charleston location to take calls from
all over the country. The center grew from a three-associate, West Virginia-only call center to a 10-
associate, nationwide center, creating seven additional jobs in the State, while maintaining the West
Virginia Lottery’s requirement for its calls to be handled within the State. As stated above, West Virginia
retailers are given call priority within our Charleston location, and we remain committed to that same
practice under the Lottery’s new Contract.
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Shane Durham, Database Administrator

As a Database Administrator, Shane Durham’s primary goal is to ensure that the
Data Warehouse contains the proper level of data granularity in a user-friendly
way, provide high-level support and assistance to the reporting solution, and
make sure all reports meet the West Virginia Lottery’s needs. Shane has been
with IGT for more than five years and currently provides support to the Lottery
relating to the Business Objects Reporting Solution. This includes creating and
editing reports, troubleshooting, and resolving issues with database universes,
tables, and data. Shane also provides support in Extraction, Transformation, and
Load (ETL) processing, ensuring that the ETL loads run on schedule and correctly Continuous Day Count
(CDC) after Continuous Day Count (CDC). Shane also works each year directly with the West Virginia
Lottery Licensing Department to ensure a smooth licensing period for both the West Virginia Lottery and
West Virginia’s retailer base. This includes creating or editing renewal forms in Business Objects for the
Lottery to be able to run one report for all retailer licenses. He also has created reports to help licensing
from start to finish of the licensing period.

Tim Powers, Systems Administrator

Tim Powers will be responsible for assisting in designing, planning, and
implementing modifications to the network, system, and servers including
security, access, and documentation. Tim will also provide technical assistance
in identifying, evaluating, and developing systems and procedures as they relate
to the network, servers, systems, and applications that are delivered. Tim has

13 years of Lottery experience and seven years with IGT in roles of increased
responsibility. In his current role as a System Administrator, Tim is responsible
for 24/7 proactive administration and operational support of the network,
servers, and applications in the production and testing environments. He develops and maintains scripts
for systems automation and maintenance tasks, provides server hardware and software support (including
installation, configuration, and deployment), and provides PC hardware and software support for
multiple users (including installation, configuration, repair, and deployment of desktop and laptop
computers and peripherals). Tim served as the Site Project Lead in 2011 for the West Virginia Lottery
Headquarters Relocation, and in 2015/2016 for the BDC Relocation Project.

Marketing and Content Manager

As noted above, we have provided more details about the Marketing Content
Manager in Section 4.5.10, Marketing Content Manager, as this position is
“to-be-hired.” The successful candidate will be closely aligned with Joe Payne,
Field Marketing and Sales Manager, and will work to leverage skill sets into the
retail selling environment.
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Addressing Business Continuity with Business Analysis and Software
Quality Assurance

Throughout the course of your last Contract, we have grown to understand the premium the West
Virginia Lottery places on business continuity. Our on-site Business Analyst (BA) and Software Quality
Assurance (SQA) Analyst are positions that are not required by the Lottery, but are local resources that
are crucial to your everyday ongoing operations.

Our BA is responsible for contract compliance and liquidated damage assessment, directing the efforts to
ensure that contract requirements are being met, and coordinating all auditing efforts at the site. This
includes working directly with all internal and outside auditors (SOCL, MUSL, SOX, ISMS, etc.) to identify
and define all controls and then collect, itemize, and retain evidence to support compliance to all control
objectives. The SQA Analyst provides local QA testing of all software changes prior to Customer Acceptance
'Testing (CAT), develops all testing scripts and procedures, and directly assists and provides services to the
Lottery during all CAT testing, including testing scripts and procedures, system preparation and restoration,
performing all game drawing procedures, instant ticket scratch-off game loading/ordering/ Pick and Pack
efforts, and performing and maintaining all tape backups.

By having an on-site Business Analyst and SQA Analyst, we are committed to continued knowledge and
transparency across our organizations and to going above and beyond expectations.

Jeramie Gibson, Business Analyst

Jeramie Gibson has been a part of our West Virginia team since 2009 and has 10
total years of lottery industry experience. Jeramie creales and edits requirements
documents during the course of a software batch, operates as the site liaison
between the Lottery and our local West Virginia team for software needs,
maintains the JIRA database that documents requests for software and software
changes from the Lottery related to host and hardware, and is responsible for the
annual SOC1 audit. Over the course of his tenure, Jeramie has developed
requirements for and helped to implement the following successful software

changes/upgrades: SmartCount, Mega Millions, Marketing Interface Files, Powerball Matrix Change,
Power Play and IPS Settlement, among others.

45-8 Vendor Administration



DIGT

Jeremy Vickers, SQA Analyst

Jeremy Vickers has been with our West Virginia team since 2009, where he
started as a Computer Operator. Jeremy’s primary responsibility is to create
plans and procedures and to test all software prior to its implementation into
the production environment. He assists the Lottery with acceptance testing,
reporting any issues found and ensuring resolution to the Lottery’s satisfaction.
Jeremy also assists with troubleshooting and problem resolution when issues or

anomalies occur in the production environment, and tests and ensures
compatibility between all new hardware and software. Since transitioning to the
SQA Analyst position, Jeremy has played a major role

in the MUSL updates to Powerball, updates to Business Intelligence (BI), implantation of batches and
Emergency Batch Fixes (EBFs), and the BDC relocation in 2015/2016.

|GT Executive Support Personnel

Our West Virginia Ongoing Operations Team will have a close working relationship with our senior staff at
the corporate level. Specifically, Nikki Orcutt will report directly to Regional Vice President, Matt Cedor.
This close working relationship will ensure the West Virginia Lottery has the support it requires from all
functional areas of our organization. In turn, IGT’s senior staff will be highly aware of the Lottery’s business
plans and objectives and the progress our West Virginia Ongoing Operations Team is making in support of
them. Along with these benefits is the assurance of immediate responsiveness to any escalated issue.

Matt Cedor, Regional Vice President

As Regional Vice President, Matt Cedor leads cross-functional IGT operations
teams in serving clients throughout the U.S5. market. Matt focuses on guiding the
organization in delivering IGT’s Customer First philosophy regarding a full
range of product solutions including iLottery and iGaming, lottery central
system solutions, instant ticket scratch-off games, and video lottery services.
Matt has been with IGT for more than 20 years in various roles, including site
operations, business development, product marketing and management, and
project management in both the U.S. and international markets.

Joseph (Jay) S. Gendron, Senior Vice President, World Lottery Association (WLA)
North America

Jay Gendron makes it his business to know and serve our customers. Jay makes
sure each customer’s business objectives are fully understood and supported. Jay
will provide the Lottery with a visible senior staff presence, as he will regularly
engage with West Virginia Ongoing Operations Team leadership and staff. He
brings more than 20 years of experience to our customers.
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Michael Chambrello, President & CEO, North American Lottery

Michael Chambrello oversees the strategic development and management of
business in the U.S. and Canada, working directly with IGT’s management teams
to deliver value to IGT’s customers, shareholders, and employees. Michael also
oversees the development and delivery of all lottery technology solutions globally
for IGT. In addition, he is responsible for our global instant ticket scratch-off
printing business.

4.5.3
System Operations Staff

The Vendor should provide personnel who are responsible for System operations, retailer natworks, test systems, and any other
operations at Vendor facilities. Duties inchide System startup and shutdown tasks. monitoring, draw results entry, report
generation, file hackups, recavery from system failures, and various operational procedures to provide accurate and secure
System operations. System operations provide reports and files documenting activities.

Vendor POC should be staffed with a minimum of two computer operators at all times and a minimurm of eight computer operators
te cover afl shifts. Appropriate management may temporarily substitute for an operator when he or she leaves the data center room.
The remote backup system facility shouid be adequately staffed for failover scenarios and testing as required by the Lottery.

Under the direction of Tim Snyder, the System Operations Team will consist of:
s Jeremy Vickers, SQA Analyst.
* Tim Powers, System Administrator.
e Shane Durham, Database Administrator.
¢ Eight PDC Computer Operators.
» Omne BDC Computer Operator.

This team will be responsible for Aurora™ operations, retailer networks, test systems, and any other
operations at our PDC and BDC facilities. They will handle Aurora start-up and shutdown tasks,
monitoring, draw results entry, report generation, file backups, recovery from system failures, and various
operational procedures to provide accurate and secure Aurora operations. The System Operations Team
will provide reports and files documenting activities as requested.

Our Charleston PDC will be staffed with a minimum of two computer operators at all times and a
minimum of eight computer operators to cover all shifis so that a temporary operator substitution can
occur should an operator need to leave the data center room. The remote backup system facility will be
adequately staffed for failover scenarios and testing as required by the Lottery.
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IGT Corporate Operations Support

Data Center of the Americas (DCA)

The DCA Operations Senior Management Team comprises seven lottery professionals across six crucial
organizations who have a combined total of more than 140 years of leadership and management
experience in the U.S. and abroad in both the lottery and IT fields. These professionals possess the latest
skills and are trained in industry, national, and worldwide operational best practices.

To ensure operational excellence for our customers, the DCA incorporates the following into the
governance of its operations:
*  Best practices from the Information Technology Infrastructure Library (ITIL), Control
Objectives for Information and Related Technologies (COBIT), and Capability Maturity
Model Integration (CMMI) frameworks.

* Guidance from Information Systems Audit and Control Association Certified Information
Systems Auditors (ISACA CISA).

Operational governance ensures that policies and strategies are actually implemented and that required
processes are correctly followed. Each process and best practice continue to ensure prompt and effective
response to recover from system failures, diagnose root cause of failures, perform planned maintenance,
and implement planned and urgent system, network, and software changes with minimal impact to the
operating environment. This includes defining roles, responsibilities, measuring, reporting, and taking
actions to resolve any identified issues.

4.5.4
Telemarketing/Tel-Sell Staff

The Vendor should employ a minimum of three telemarketing operators and be located in a Vendor facility in WV.

The Vendor should employ one additional individual to serve as a full-time Telemarketing Supervisor whose job will be to view
and analyze the telemarketers’ actions by telemarketer name cn deferred calls, orders placed, retailers that have dropped or
lowered orders, out-of-cycle call ins, and daily progress.

Our West Virginia Telemarketing Team of three operators will continue to be located in our Charleston
PDC location under the direction of Gail Stroup, our full-time Telemarketing (Tel-Sell) Supervisor. These
operators will create and promote a positive, customer-centric environment and will act as knowledgeable
resources for your retailers, working to ensure their on-hand inventory of instant ticket scratch-off games
are properly managed. The Telemarketing Team will promote new products, recommend orders based
upon the predictive order recommendations of our new Aurora OrderStar telemarketing software,
support your Key Accounts, and help our FMSRs promote sales in coordination with ongoing field
operations. Further information about our Aurora OrderStar offering may be found in Attachment A,
Section 4.6.3, Telemarketing.
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Our team is eager to continue working to increase the Lottery’s draw-based game and instant ticket
scratch-off sales. They are excited about the capabilities that Aurora OrderStar will provide, including
improved integration with FMSRs through the Aurora OnePlace Sales Force Automation Tool.

Gail will continue providing supervision for our Telemarketing Team. She will observe and evaluate their
actions pertaining to orders placed, deferred calls, fluctuation in order levels, out-of-cycle call-in orders,
and daily progress. Gail will ensure the team is properly trained and the Aurora OrderStar software
properly configured so the Lottery’s retailers and the Lottery will benefit from the new system starting on
Day 1. Gail will work with Nikki Orcutt and Joe Payne to ensure that the FMSRs are fully trained on the
ordering process available to them with the Aurora OnePlace Sales Force Automation Tool and that her
team works closely with the FMSRs to both monitor and improve the Lottery’s instant ticket scratch-off
business. Gail will also continue establishing weekly selling goals for each member of the Telemarketing
Team to ensure the required games are being upsold during daily retailer calls.

455
Hotline Staff

Vieridor Hotline staff services are required to be located in a Vendor facility in W\ and previde a 24/7/355 Hotline service to
assist retailers and provide support for player services. Vendor should provide a minimum of thiee Hotline operators during
normal businass hours dedicated to service traditicnal Lottery retailars and players including one Hotline Supervisor.

Vendor should have at least one operator at all times to provide timely, professional. and accurate call responses for the Lottery’s
retailers and players. Hotline staff should be trained to perform diagnostic tests, address communication failures, resolve most
retailer validation problems that do not require dispatch of fiald technicians. and provide technical support for player services (e.g.
user id/password assistance and rewvard balance inquiries).

Our West Virginia Hotline will employ a minimum of three operators who will be 100% dedicated to the
West Virginia Lottery. The operators will work under the direction of Art Osborne, our Hotline Supervisor.
These operators will continue to be located at our PDC in Charleston. Qur West Virginia Hotline is also part
of our National Response Center (NRC) family of Hotlines that provides around-the-clock (24/7/365)
Hotline service to assist retailers and provide support for players. As we do today, we will provide a
minimum of three Hotline operators during normal business hours dedicated to service traditional Lottery
retailers and plavers. Our plan is described in detail in Attachment A, Section 4.6.5, Hotline.

Our West Virginia Hotline will provide timely, professional, and accurate call responses for the Lottery's
retailers and players via a thorough training/onboarding program and continual professional
development and quality assurance reviews. They will be trained to perform diagnostic tests, address
communication failures, resolve most retailer validation problems that do not require dispatch of FSTs,
and provide technical support for player services (e.g., user ID/password assistance and reward balance
inquiries). We have provided more details regarding our approach to Hotline training in Attachment A,
Section 4.6.5, Hotline, under the heading “West Virginia Hotline Associate Training and In-House
Training Materials.”
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|IGT’s NRC Executive Support

Our West Virginia Hotline will benefit from the experience of our corporate support staff at the NRC.
These professionals have nearly 20 years of IGT experience supporting our local teamms, our customers,
their retailers, and their players.

Michael Carpenter, Director, Global Services Call Center

Michael Carpenter has been with IGT for nearly 10 years in roles of increasing
responsibility within our NRC call centers, training, and operations
departments, which has afforded him an acute knowledge of all aspects of
operations management. In his role as Director of Global Services Call Centers,
Michael has focused on delivering quality service to lottery retailers and
ensuring that all Contractual service level requirements are met. He has directly
contributed to every major Lottery start-up and conversion since 2008 and led
the effort to implement the interactive support model for the U.S. in 2011.

Steven Kay, Vice President, Global Services Call Center

Steven Kay has been with IGT for eight years as a member of our contact
center management team. In his current role, Steven has executive oversight
for our NRC locations in the U.S. and also provides support and oversight
for our retail contact centers around the world. Under his leadership, the
NRC has adopted a universal agent strategy in order to maximize the level of
service IGT provides to our customers. Since 2011, the NRC has been
recognized as one of the top five contact centers in the Americas by Contact
Center World. For the last two years, the NRC improved its ranking to besi in ihe worid. Steven aiso
sponsored Lean Six Sigma Training for all key contact center personnel. Since 2012, the NRC has
achieved ISO 14001, ISO 27001, and ISO 20000 certifications.
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4.5.6
Field Technical Service Staff/Field Staff

Vendor should provide one fuli-time Waiehause and Field Technical Services Managar vko will provide oversight of the Fleld
Technical Service Staff and warehouse staff.

Field Technical Service Staff should be hired and maintained by the Vendor at alf tmas. Field Technical Service Staff are
responsible for all necessarv equipment install maintenance. repair, and removal. in the avent of  retailer’s ficense being
approved, revoked, or suspended by the L ottery, the Field Technical Service Staff installs or recovers all Lottery and Vendor
equipment within a 24 hour period from the initial retailer or Lottery service request. Fiald Technical Service Staff should be on
site within two actual hours of notification for Lottery designated high volume retail focations and within four business hours of
notification for all other retail locations. Vendor should describe its response times and a detaled plan for its Field Technical
Service Staff proposal. The Lottery currently identifies 38 high volume retailers in Appendix H.

Field Technical Service Staff evaluates the field equipment including retailer and Lottery terminals, peripherals, check writers,
and ancillary equipment. Viendor supplies Field Technical Service Staff with motor while on duty. Vendor should ensure field
staff maintains a valid driver’s license and meets all Lottery security requirements.

Roger Ezzell will be our full-time Warehouse and Field Technical Services Manager. Roger will oversee
our Field Technical Services staff and Warehouse staff for the Lottery’s new Contract, as well as a team of
10 Field Service Technicians (FSTs), one of which will also serve as an RLT and be responsible for
terminal screening and maintenance repair at our Elkview Field Repair Location/Warehouse. We have
provided more details about Roger in Section 4.5.2, WV Vendor Staff, above and in Attachment 4,
Section 4.6.6, Field Technical Services, under the heading “Your West Virginia Field Services Team.”

The FSTs we hire and maintain are responsible for, at a minimum:
o  All necessary equipment install, maintenance, repair, and removal.

» Installing or recovering all Lottery and IGT equipment within 24 hours from the initial
retailer or Lottery service request in the event of a retailer license being approved,
revoked, or suspended by the Lottery.

e Arriving on site within two actual hours of notification for Lottery-designated high-volume
retail locations (currently 38 high-volume retailers as noted in Appendix H) and within four
business hours of notification for all other retail locations.

o  Evaluating the field equipment, including retailer and Lottery terminals, peripherals, check
writers, and ancillary equipment.

Our response times and a detailed plan for our West Virginia Field Services organization is provided in

full in Attachment A, Section 4.6.6, Field Technical Services. We will continue to provide a maintenance
and repair motor fleet for our FSTs and will continue to ensure our staff maintain valid driver’s licenses

and meet all Lottery security requirements.
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|IGT’s Corporate Field and Gaming Services Support

Our West Virginia Field Services Team will be supported by our corporate Field Services organization.
The management team has more than 70 combined years of experience providing lottery field service and
related projects for domestic and international customers. For more information about the management
team, as well as other IGT Corporate support teams that will work with our West Virginia Field Services
Team, please refer to Attachment A, Section 4.6.6, Field Technical Services, under the headings “IGT’s
Corporate Field and Gaming Services Support” and “IGT Corporate Support Divisions.”

4.5.7
Warehouse Staff

The Vendor should provide adequate personnel to receive, warehouse, process Orders, package, and ship/transfer all instant
ticket game stock, POS materials, consumables, ticket dispensers, terminals, equipment, and marketing supply items requested
by the Lottery.

Our West Virginia warehouse will remain in its current location in Elkview, West Virginia, which also
incorporates our primary field service repair activities for the Lottery. Qur warehouse team consists of two
warehouse clerks under the supervision of Roger Ezzell. They will continue to receive, warehouse, process
orders for, package, and ship/transfer all instant ticket scratch-off game stock, Point-of-Sale (POS)
materials, consumables, ticket dispensers, terminals, equipment, and marketing supply items requested by
the Lottery. Our warehouse team prides itself on ensuring prompt shipment of all replenishment orders
entered each day. For more information about our proposed warehouse and distribution plan for the
Lottery’s new Contract, please see Attachment A, Section 4.6.7, Warehousing and Distribution.
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458
Field Marketing and Sales Staff

Vendor's Field Marketing and Sales Representatives are tc be the Lottery's mair contact with retailers. Adequate staff
maintenance should be providad by Vendor and includes at ieast ane full-time Field Marketing and Sales Representative for
each 100 retailers, who will have a wide variety of duties. There are currently 1485 Lottery retaiters. Vendor sheuld maintain the
ratio of retailers per representative as required by the Lottery. Field Marketing and Sales Representatives pro vide services in
every geographic part of WV for ali retailers, The call frequency and schedules are approved by the Lottery, with a minimum of
one Field Marketing and Sales Rapresentative visit per retsiler per month. Field Marketing and Sales Representative assigned
territories are defined by county borders for sales reporting continuity, unless otherwise approved by the Lottery.

Vendor supplies Field Marketing and Sales staff with motor vehicles. Vehicles should not be branded to identify the Lottery, the
Vendor, or the State of WV and agpropriately insured to the levels requested by the Lottery, Vendor should ensure field staff
maintains a vaiid driver’s ficense and meets ail Lottery security requirements.

Field Marketing and Sales Representatives are to be paid using a sales incentive compensation, such as a base salary coupled
with bonus. Lottery approves the Field Marketing and Sales Representative compensation plan and any future modifications
upon Contract Avsard.

The Front Lines

In the lottery business, the sales force is more than just friendly, familiar faces. The FMSR is the lottery
retailer’s face of the Lottery, whose professionalism, frequent visits, advice, market insight, and availability
provide the foundation for a strong and mutually successful partnership between the West Virginia
Lottery and its retailers.

OQur staff of full-time FMSRs, managed by Field Marketing and Sales Manager Joe Payne working at
the direction of Nikki Orcutt, will be the Lottery’s primary face-to-face contact with retailers. We will
meet the Lottery’s requirement for FMSR staff maintenance by supplying one full-time FMSR for each
100 retailers (currently 1,485 Lottery retailers in total). We will maintain the ratio of retailers per
representative as required by the Lottery and will routinely monitor our staffing levels and retailer
recruitment numbers in accordance with this requirement. We have provided more information on
the roles and duties of our West Virginia FMSRs in Attachment A, Section 4.6.8, Field Marketing and
Sales, under the heading “Summary of Field Marketing and Sales Responsibilities.”

Today, our FMSRs provide services in every geographic part of West Virginia for all your existing
retailers. Their call frequency and schedules will be approved by the Lottery, with a minimum of one
FMSR visit per retailer per month. Their assigned territories are defined by county borders for sales
reporting continuity, unless otherwise approved by the Lottery. We will continue supplying our
EMSRs with motor vehicles — which will not be branded to identify the Lottery, IGT, or the State of
West Virginia - and will help to minimize security risks associated with ongoing service to retail
operations. We will appropriately insure our sales fleet to the levels requested by the Lottery, and our
FMSRs will maintain valid driver's licenses and meet all West Virginia Lottery security requirements.
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FMSR Sales Incentive Compensation Program

One of the most important lessons we’ve learned with lottery retailers is that “one size does NOT fit all.”
Each retailer has distinct and special needs, which can best be served by a highly motivated, “incentivized”
sales professional. Some retailers, particularly those with exceptional sales volume and replenishment
needs, may require more visits than others. In addition, retailers associated with a corporate organization
may be handled differently than sole proprietors. Customization of the number and kinds of retailer visits
is an IGT competence acquired through field-tested methods. Our West Virginia FMSRs have a sales
incentive compensation program (base salary coupled with bonus) that is paid out on a quarterly basis.
Our philosophy is that incentive compensation is performance-based and is designed to provide
incentives to achieve both short-term financial results and longer-term strategic objectives. The primary
focus of our West Virginia Sales Incentive Plan is to motivate our FMSRs and reward the achievement of
specific sales goals of retailers in West Virginia. We want to reward our FMSRs who materially impact our
ability to meet or exceed sales quotas for West Virginia Lottery accounts.

We will work in unison with the West Virginia Lottery to establish sales performance metrics and other
performance measures to ensure that our organizations are aligned and working to achieve the same goals
and objectives. The Lottery will approve our FMSR compensation plan and any future modifications upon
Contract award, as you do today. In conjunction with the Lottery, we will use the components below to
help determine the criteria used for the Sales Incentive Plan developed for West Virginia:

Quarterly Sales Quota Plan:

a. Sales goals will be established for each sales representative based on their territory’s sales from
the same quarter during the previous year. Payouts start when 95% of the sales goal has been
achieved. The maximum payout is met when 105% of sales have been achieved.

b. Target payout amount depends upon sales category and is weighted as follows:
- 45% Instant Ticket Scratch-Off Game Sales.
- 30% Online Sales (excluding Powerball and Mega Millions).
- 12.5% Powerball Sales.
12.5% Mega Millions Sales.
c. SPIFF Kicker

- The SPIFF is an opportunity to earn additional incentive payments for meeting or
exceeding stretch sales goal as determined by the company.

IGT’s Retail Sales and Marketing Execution Support

To strengthen the alignment of corporate and site resources around account plans and financial
objectives, IGT’s Retail Sales and Marketing Execution group will establish a dotted line reporting
connection to our West Virginia Field Marketing and Sales staff site resources.

Tom Stanek, Senior Director of Sales and Marketing, and Nat Worley, Vice President of Marketing:
North America, will work closely with our West Virginia team to execute coordinated growth initiatives.
For more information, please refer to Attachment A, Section 4.6.10, Research and Strategic Development,
under the heading “Staffing Plan.”
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4.5.9
Sales Manager

Vendor should provide a Marketing and Seles Manages to oversee ail field sales and marketing cperations. Vendor should
provide a highly-qualified individual with a minimur of five years of piofessional exparience in retail, saies. and/or marketing.
This pesition servas as the liaison to the Lettery Marketing Director. The marketing and sales manager maintains service levels
recruts, provides retailer and chain account services, and develops corporate marketing and sales initiatives and strategias for use
by the Lottery.

As stated in Section 4.5.2, WV Vendor Siaff, above, Joe Payne will be our Field Marketing and Sales
Manager for the Lottery’s new Contract and will oversee all field sales and marketing operations in the
State. He is well-known to the Lottery and is highly qualified, having received a promotion to this role
from his previous position as West Virginia Marketing Manager. Joe has more than five years of lottery
marketing experience and will work as the liaison with the Lottery’s Marketing Director, Retail and Chain
Accounts Manager, and other key Lottery Marketing staff with whom he has developed a great
relationship since his arrival. Joe has worked with the Lottery on two retailer incentive contests in 2016:
for your Holiday instant ticket scratch-off games and your $10 Wheel of Fortune game. These retailer
incentive offerings were the first of their kind under Joe’s tenure. Joe is also a presence in the field
alongside his FMSRs, making it a point to ride along with them at least three times per month.

In his new role, Joe will enhance service levels, recruit, provide retailer and chain account services, and
develop corporate marketing and sales initiatives, promotions, and strategies for use by the Lottery. Joe
will report to our West Virginia General Manager, Nikki Orcutt.

4.5.10
Marketing Content Manager

Viendor should provide a Marketing Content Manager with responsibiiities for scheduling, updating, tracking. and implementing
all Lottery-approved content for use across all platforms and distribution channels including but not limited te retail, website.
social mobile interactive, customer displey messaging, ticket messaging, terminal massaging, and any other Lottery raquested
marketing tools. Veador should employ and maintain a highly-qualified, organized indivichial with a minimum of three years of
experience in marketing, communications, retail, public refations. or other related field.

Marketing Content Manager w