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1 3.1.2 SLA for On-going Maintenance
and Support of the Enviro

12.00000 MO $1.000000 $12.00

81110000

The West Virginia Purchasing Division, for the West Virginia Secretary of State's Office, is soliciting bids for on-going
support and maintenance of the WVSOS' cloud environment, Azure (IaaS)  per the attached specifications and terms &
conditions contained herein.
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Kelly Farr 
kelly.farr@pcctg.com 
ph: 678.654.3262 

 

 



PCC TECHNOLOGY GROUP, LLC 
100 Northfield Drive, Suite 300A • Windsor, CT  06095 

860.242.3299 
www.pcctg.com 

 
October 2, 2015 
 
Frank Whittaker 
Department of Administration, Purchasing Division 
2019 Washington Street East 
Charleston, WV 25305-0130 
 
RE: Request for Quotation Solicitation No. SOS1600000004 
 
Dear Mr. Whittaker: 
 
The West Virginia Secretary of the State (WVSOS) knows PCC Technology Group, LLC (PCC). 
The WVSOS has long been a very important and strategic partner for PCC. Since the successful 
implementation the ElectioNet Solution in 2003, we have provided ongoing maintenance and 
support to include, most recently, Tier 1 support for all West Virginia counties. There is not another 
partner that is as knowledgeable about supporting the WVSOS or as well prepared to respond to the 
needs of the agency as PCC. With PCC as a partner in this next endeavor, the WVSOS will not have 
to worry about a ramp-up period or vendor education as we stand ready to work on Day One. 
 
Please read on and learn how we are best applicant to provide these services to the WVSOS. We 
have a successful track record in providing hosting services to other Secretary of State offices across 
the United States, and we look forward to providing that same great service to the WVSOS.  
 
Sincerely,  

 
Joe Singh 
President 
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RESPONSE TO SCOPE SPECIFICATIONS 
PURPOSE AND SCOPE: The West Virginia Purchasing Division is soliciting bids on behalf of West Virginia 
Secretary of State Office (WVSOS) for a service level agreement (SLA) for on-going support and 
maintenance of the environment specified below in WVSOS’ cloud environment, Azure (IaaS). To be 
billed on a monthly basis in the rears. 

The IaaS environment includes the following: 

• Two front-end application servers (Azure D2 VM – 1 core, 1.75 gb RAM, Windows OS), load 
balanced, running Windows Server 2012 R2. 

• One database server (Azure D3 SQL Server VM – 4 cores, 7 gb RAM, Windows OS), running 
Windows Server 2012 R2 and SQL Server 2014. 

• One report server (VM – 2 core, 3.5 gb RAM, Windows OS), Windows Server 2012 R2. 

• One UAT server (VM – 1 core, 1.75 gb RAM, Windows OS), Windows Server 2012 R2. 

• VPN (Azure Static/Dynamic Routing VPN) Site-to-Site. 

Due to the criticality of this application, it is imperative that the successful vendor communicate by 
phone, (304) 558-6000 and e-mail the WVSOS Information Technology (IT) staff, ITSupport@wvsos.com, 
any/all proposed changes, in order to make certain the application functions correctly in the IaaS 
environment. 

PCC agrees to provide a service level agreement for on-going support and maintenance in the environment 
specific to the needs of the West Virginia Secretary of State (WVSOS). 
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RESPONSE TO GENERAL 
REQUIREMENTS 
GENERAL REQUIREMENTS: 

3.1 Mandatory Contract Item Requirements: 

3.1.1 Viability and Prior Experience 

3.1.1.1  Vendor must provide their Dun & Bradstreet number within 24 hours of request. 

3.1.1.2 Vendor is required to include two references in their bid response or 24 hour as request for 
providing support and maintenance experience in working with servers in a cloud 
environment. 

1 VIABILITY AND PRIOR EXPERIENCE 
PCC Technology Group, LLC (PCC) is a US-based information technology services company with a 
successful track record of providing software solutions and hosting services to State and Local 
Governments and Fortune 1000 companies. It has always been our goal to innovate and develop high 
performance, cost-effective solutions and services for our clients.  

Incorporated in Connecticut in 1995 as a limited liability company, PCC was started with the goal of 
enabling state agencies with improved technology solutions and services. Twenty years later and a client base 
of agencies from 24 states, PCC has grown to provide “large company capabilities with small company 
culture and value”—our motto that reminds us that every client is our greatest asset.  

PCC Technology Group has successfully implemented hosted applications for the following states: 
State Application Year Implemented 
Vermont Corporations Division Integrated Document Management & 

Electronic Filing System 
2013 

Georgia Centralized Voter Registration System 2014 
Texas Centralized Voter Registration System 2015 
Vermont Elections Administration Platform 2015 

 

1.1 DUN AND BRADSTREET NUMBER 

Our Dun and Bradstreet number is 05-400-9704. 
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1.2 REFERENCES 

1.2.1 GEORGIA SECRETARY OF STATE 
Tim Fleming 
214 State Capitol, Atlanta, GA 30334 
Phone: (404) 463-1076 
Email: tfleming@sos.ga.gov 

 

1.2.2 VERMONT SECRETARY OF STATE 
Steve Mattera  
128 State Street, Montpelier, VT  05633 
Phone: (802) 828-2491 
Email: steve.mattera@sec.state.vt.us 

 

3.1.2 SLA for On-going Maintenance and Support of the Environment (IaaS) 

3.1.2.1 Monitor and manage the environment 24 X 7, 365 days a year for operations, including 
any outages, suspicious activity, or other possible concerns affecting the operation and 
availability of ElectioNet. 

2 SERVICE LEVEL AGREEMENT SPECIFICATIONS 

2.1 RESPONSE TO REQUIREMENT 3.1.2.1  

PCC shall monitor and manage the environment 24 hours a day, seven days a week, and 365 days a year. 
Under our management, we shall monitor for outages, suspicious activity, and any other possible concerns 
affecting the operation and availability of ElectioNet. PCC shall not be liable for Microsoft Azure Gov 
Cloud downtime or general non-availability during regular and critical election periods out of our control. 

Currently, PCC provides this service to several of our election clients, including Georgia, Vermont and 
Texas.  

3.1.2 SLA for On-going Maintenance and Support of the Environment (IaaS) 

3.1.2.2 Vendor must provide a Point of Contact for working with WVSOS for any type of 
communications prior to contract award. 
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2.2 RESPONSE TO REQUIREMENT 3.1.2.2 

PCC shall provide a point of contact for all communications prior to contract award. The services of this 
contract would be managed by our maintenance and managed services team under the direction of Keval 
Patel, who has worked with the WVSOS for nine years. 

 

3.1.2 SLA for On-going Maintenance and Support of the Environment (IaaS) 

3.1.2.3 Vendor must coordinate any system maintenance with WVSOS. 

2.3 RESPONSE TO REQUIREMENT 3.1.2.3 

PCC shall coordinate all system maintenance with the WVSOS; all regular, scheduled system maintenance 
will be done during non-working hours, such as on weekends in the middle of the night. With our 
experience as the ElectioNet maintenance partner, PCC will bring the knowledge of working with the 
WVSOS to coordinate any system maintenance. 

 

3.1.2 SLA for On-going Maintenance and Support of the Environment (IaaS) 

3.1.2.4 Vendor must maintain and apply operating system updates and SQL server patches only 
after receiving approval from WVSOS. 

2.4 RESPONSE TO REQUIREMENT 3.1.2.4 

It is a standard operating procedure for PCC to request approval from our clients before applying 
impending updates and patches.  

PCC scans for vulnerabilities in the information system on a weekly, monthly, and quarterly basis or when 
significant new vulnerabilities affecting the system are identified and reported. We use the current scanning 
tools, including SolarWinds, Site 24x7, and Qualys, in order to maintain a database of vulnerability levels for 
PCC solutions. We assess and mitigate any vulnerabilities identified by the tools, and these products run 24 
hours a day, seven days a week in order to evaluate the security posture of workstations and servers in the 
environment. PCC updates these tools weekly or as needed when major changes are recommended by 
current events. The tools include the capability to report the list of information system vulnerabilities 
scanned. By using the scanning tools, we can examine systems using the worst case scenario if an attacker 
gains access to a local network. In addition, PCC also runs scans from different network locations assess the 
exposure through different routing paths. Periodically, PCC deploys our “Red Teams” to evaluate systems. 
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PCC Response to RFQ No. SOS1600000004  

 
Specific scanning activities and vulnerability protection activities that has been implemented are described 
below:  

1. Anti-Virus updates during maintenance window 
2. Patches and upgrades on all environments, such as test, training, production, and disaster recovery 

monthly 
a. Operating System Patches  

i. IIS Application Server 
b. Database Patches for MS SQL Server  
c. jBoss Application Server 

i. Java runtime updates 
3. Vulnerability patch from Microsoft is updated weekly 
4. Qualys Network Vulnerability Scan is performed monthly for both production and disaster recovery 

enviroments. 
5. Qualys Web Application Scan is performed after every release in UAT and quarterly in the 

production environment 
6. Qualys PCI Compliance Scan is performed after every online release in UAT and quarterly in the 

production environment.  
7. Web Application Firewall updates are performed weekly.  

 

3.1.2 SLA for On-going Maintenance and Support of the Environment (IaaS) 

3.1.2.5 Vendor is responsible for configuring any access controls as required by WVSOS. 

2.5 RESPONSE TO REQUIREMENT 3.1.2.5 

PCC agrees with this requirement.  

 

3.1.2 SLA for On-going Maintenance and Support of the Environment (IaaS) 

3.1.2.6 Vendor is responsible for resolving any server issues that affect the environment. Incidents 
are to be documented, including activity, course of action, and resolution. Within 15 
minutes, vendor is to notify WVSOS IT by e-mailing ITSupport@wvsos.com and calling (304) 
558-6000. 

2.6 RESPONSE TO REQUIREMENT 3.1.2.6 

PCC agrees with this requirement and proposes to use our proprietary Web-based online tracking tool for 
all issues and incidents. PCC would like to use the same tools that are already familiar to the WVSOS for 
currently tracking ElectioNet maintenance issues; we would configure the tools to support any server issues.  
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3.1.2 SLA for On-going Maintenance and Support of the Environment (IaaS) 

3.1.2.7 Vendor is to continually monitor VPN connectivity and report any interruption in service 
within 15 minutes following detection directly to WVSOS IT staff by e-mailing 
ITSupport@wvsos.com and by calling 304-558-6000. 

2.7 RESPONSE TO REQUIREMENT 3.1.2.7 

PCC agrees with this requirement. We shall notify the WVSOS within 15 minutes upon discovery of any 
interruption that impacts the system. PCC adopts the following three level of monitoring: 

Application and Infrastructure Monitoring  
1. System Alert Monitor 

a. Database Performance Alerts 
b. Query Execution Time 
c. Due to Indexes 
d. Long Running Queries 
e. Stored Procedures 
f. Deadlocks  

2. Load Balancer Request Monitor 
3. Firewall Activity Monitor 

System and Networking Monitoring using Site 24x7 and SolarWinds 
1. Website Performance Monitoring 
2. Web Application Monitoring 
3. Web Page Analyzer 
4. Services Monitoring 
5. Real User Monitoring 
6. Application Performance Monitoring 
7. Database Monitoring 

Audit Logs Monitoring 

IIS Server logs, database transaction logs, database logs, application logs, event viewer, commands, and 
folder access.  
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EXCEPTIONS AND CLARIFICATIONS 
EXCEPTIONS AND CLARIFICATIONS: The Solicitation contains the specifications that shall form the basis of 
a contractual agreement. Vendor shall clearly mark any exceptions, clarifications, or other proposed 
modifications in its bid. Exceptions to, clarifications of, or modifications of a requirement or term and 
condition of the Solicitation may result in bid disqualification. 

CONTRACT AWARD: 

4.1.1 Vendor submitting different terms and conditions MUST provide them in writing prior to award of 
the contract. 

PCC takes no exceptions to the terms and conditions. 
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FORMS 
ADDDENDUM ACKNOWLEDGEMENT: Changes or revisions to this Solicitation will be made by an official 
written addendum issued by the Purchasing Division. Vendor should acknowledge receipt of all 
addenda issued with this Solicitation by completing an Addendum Acknowledgement Form, a copy of 
which is included herewith. Failure to acknowledge addenda may result in bid disqualification. The 
addendum acknowledgement should be submitted with the bid to expedite document processing. 

3 ADDENDUM ACKNOWLEDGEMENT FORM 
No addendum was released for this RFQ. 

 

 

 

 

 

 

The rest of this page is intentionally left blank. 
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4 CERTIFICATION AND SIGNATURE PAGE 
We provide the signed Certification and Signature Page following this page. 
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5 CRFQ 1600 SOS1600000004 FORM 
We provide the signed CRFQ 1600 SOS 1600000004 Form following this page. 

 

 

 

 

 

 

 

The rest of this page is intentionally left blank. 
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PURCHASING AFFIDAVIT: In accordance with West Virginia Code § 5A-3-10a, all Vendors are required to 
sign, notarize, and submit the Purchasing Affidavit stating that neither the Vendor nor a related party 
owe a debt to the State in excess of $1,000. The affidavit must be submitted prior to award, but should 
be submitted with the Vendor’s bid. A copy of the Purchasing Affidavit is included herewith.  

6 PURCHASING AFFIDAVIT 
We provide the signed, notarized Purchasing Affidavit form following this page. 

 

 

 

 

 

 

 

The rest of this page is intentionally left blank. 
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PREFERENCE: Vendor Preference may only be granted upon written request and only in accordance 
with the West Virginia Code § 5A-3-37 and the West Virginia Code of State Rules. A Vendor Preference 
Certificate form has been attached hereto to allow Vendor to apply for the preference. Vendor’s 
failure to submit the Vendor Preference Certificate form with its bid will result in denial of Vendor 
Preference. Vendor Preference does not apply to construction projects. 

SMALL, WOMEN-OWNED, OR MINORITY-OWNED BUSINESSES: For any solicitations publicly advertised for 
bid, in accordance with West Virginia Code § 5A-3-37(a) (7) and W. Va. CSR § 148-22-9, any non-
resident vendor certified as a small, women-owned, or minority-owned business under W. Va. CSR § 148-
22-9 shall be provided the same preference made available to any resident vendor. Any non-resident 
small, women-owned, or minority-owned business must identify itself as such in writing, must submit that 
writing to the Purchasing Division with its bid, and must be properly certified under W. Va. CSR § 148-22-9 
prior to contract award to receive the preferences made available to resident vendors. Preference for 
a non-resident small, women-owned, or minority-owned business shall be applied in accordance with 
W. Va. CSR § 148-22-9. 

7 VENDOR PREFERENCE CERTIFICATE FORM 
We provide the signed Vendor Preference Certificate form following this page. 
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COST PROPOSAL 
Purpose and Scope: The West Virginia Purchasing Division is soliciting bids on behalf of West Virginia 
Secretary of State Office (WVSOS) for a service level agreement (SLA) for on-going support and 
maintenance of the environment specified below in WVSOS’ cloud environment, Azure (IaaS). To be 
billed on a monthly basis in the rears. 

Term Contract 

Initial Contract Term: This Contract becomes effective upon award and extends for a period of one 
year. 

Renewal Term: This Contract may be renewed upon the mutual written consent of the Agency, and the 
Vendor, with approval of the Purchasing Division and the Attorney General’s office (Attorney General 
approval is as to form only). Any request for renewal should be submitted to the Purchasing Division 
thirty (30) days prior to the expiration date of the initial contract term or appropriate renewal term. A 
Contract renewal shall be in accordance with the terms and conditions of the original contract. 
Renewal of this Contract is limited to three (3) successive one (1) year periods or multiple renewal 
periods of less than one year, provided that the multiple renewal periods do not exceed thirty six (36) 
months in total. Automatic renewal of this Contact is prohibited. Notwithstanding the foregoing, 
Purchasing Division approval is not required on agency delegated or exempt purchases. Attorney 
General approval may be required for vendor terms and conditions. 

Delivery Order Limitations: In the event that this contract permits delivery orders, a delivery order may 
only be issued during the time this Contract is in effect. Any delivery order issued within one year of the 
expiration of this Contract shall be effective for one year from the date the delivery order is issued. No 
delivery may be extended beyond one year after this Contract has expired.  

PRICING: The pricing set forth herein is firm for the life of the Contract, unless specified elsewhere within 
this Solicitation/Contract by the State. A Vendor’s inclusion of price adjustment provisions in its bid, 
without an express authorization from the State in the Solicitation to do so, may result in bid 
disqualification. 

For the initial contract term, PCC charges $4,100 per month, which is billed on a monthly basis in arrears. 
After the third year, we increase the price by three percent (3%) in order to stay abreast with inflation, 
increases in Microsoft’s pricing, and resource rates for managed services. 

 First Year Second Year Third Year Fourth Year 

Monthly $4,100 $4,100 $4,100 $4,225 

Annually $49,200 $49,200 $49,200 $50,700 
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