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 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

1 3.1.1 Software as a Service
Capabilities (SaaS) Account

5000.00000 EA $48.000000 $240,000.00

43233200

Pricing shall be per "account" for a two (2) year initial period.

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

2 3.1.2.1 Optional Renewal of SaaS
(One Year) Year "3"

5000.00000 EA $24.000000 $120,000.00

43233200

Pricing shall be per "account" for a one (1) year period.

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

3 3.1.2.2 Optional Renewal of SaaS
(One Year) Year "4"

5000.00000 EA $24.000000 $120,000.00

43233200

Pricing shall be per "account" for a one (1) year period.

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

4 3.1.2.3 Optional Renewal of SaaS
(One Year) Year "5"

5000.00000 EA $24.000000 $120,000.00

43233200

Pricing shall be per "account" for a one (1) year period.



 

 

 

duosecurity.com 

 

   Duo Security Proposal 

State of West Virginia Authentication Project 

 

 

 

 

 

Duo Security Contacts 

Jeremy Gentry – Account Executive 

jgentry@duosecurity.com | 404.889.3787 

 

Jeff Smith – Enterprise Solutions Engineer 

jsmith@duosecurity.com | 734.217.4637 
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Duo Security Overview 
 

 

With today’s complex IT environments, protecting access to critical systems without compromising 
the productivity of business users is a must. The average professional uses multiple devices to access 
dozens of applications from any number of locations and networks. For IT teams, this means more to 
manage when you’re trying to keep valuable business data secure.  

Duo Security puts organizations back in control of how their applications and data are being 
accessed. Duo Security provides the world's easiest two-factor authentication service with policy and 
control over which users, devices, and networks are permitted to access organization applications. 
Duo analyzes user behavior, location, and device parameters and gives you the power to set more 
precise authentication policies. This lets you better secure your users without inconveniencing them. 
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Easy to Use 

Duo Security’s two-factor authentication service provides the best user experience available for two-
factor authentication. With Duo Mobile a user completes a login with a single tap approval. The Duo 
Mobile application is available on all major smartphone platforms including iPhone, Android, 
BlackBerry, and Windows Phone. 

   

Duo Security allows the user to chose their preferred authentication method during login allowing 
them the flexibility to use a Smartphone, Tablet, Cell phone, Landline, Landline w/ extension or 
hardware token at any time. 
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Easy to Manage 

Empower your users with the ability to manage their authentication devices through Duo Security's 
self-service portal for your integrations. The self-service portal saves time for both administrators 
and end users by eliminating the need to contact IT staff for authentication device changes. Your 
users can add, edit, and remove authentication factors. 
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Gain greater visibility and control with Duo’s Mobile Insight. Find out who’s accessing what 
company applications, and under what conditions. Measure your organization’s endpoint security 
health by analyzing meaningful attributes of your users’ mobile and PC devices - without requiring 
any agents on their devices. 
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Easy to Deploy 

Duo Security’s enrollment options provide organizations with the flexibility to choose which 
enrollment method works best. Commonly customers choose Duo Security’s self-enrollment process 
which makes it easy for users to register their smartphone, cellphone, landline or tablet further 
reducing support costs for deployment.  
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Easily protect any service with Duo’s drop-in Integrations and support for any application. Full 
Documentation is publicly available at duosecurity.com/docs. 
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Easy to Secure 

Duo lets you easily define access policies appropriate for your organization’s users and applications. 
Allow, deny or require two-factor authentication for every authentication attempt, depending on 
certain conditions and how they are configured per application and user group. 

Specify expected user locations, Allow or Deny specific networks and enforce device policy without 
agents. All easily controllable and enforceable with Duo’s policy and controls. 
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Thousands Trust Duo Security 

 

 
Duo makes it radically easy to deploy and manage two-factor authentication.  This easy of use has 
allowed Duo to achieve a 98% customer satisfaction rating with TechValidate. 

   
Duo has also worked with several of their satisfied customers to create case studies on why they 
choose Duo for their two-factor authentication solution.  The full list of Duo’s case studies is 
available online at duosecurity.com/success-stories.  

Day & Zimmermann | Case Study 
With hundreds of utility, nuclear power and government customers, D&Z knew they needed to find 
an easy and effective security solution to protect their customers. Read more… 

Safelite | Case Study 
Safelite chose Duo for their extensive documentation and to eliminate the expense of buying 
hardware tokens. Read more… 



 

 

 

duosecurity.com 

General Requirements 
 

 

3.1 Mandatory Contract Item Requirements: Vendor shall provide Agency with the 
Contract Items listed below on an open-end and continuing basis. Contract Items must meet or 
exceed the mandatory requirements as shown below. 
 

3.1.1 Software as a Service Capabilities (SaaS). The SaaS must include the following: 
3.1.1.1 Vendor must be listed in Gartner’s 2014 Magic Quadrant for User Authentication. 
 
 

3.1.1.2 Must be fully integrated with the existing Remote Access: Virtual Private Network 
(VPN) solution utilized by the State. 
 
Duo’s solution seamlessly integrates with some of the largest VPN providers, including Juniper, 
Cisco, Palo Alto and more. 
 

 
 

3.1.1.2.1 Solution must adhere to Level 3 specifications of NIST Special Publication 800-63-
2, Electronic Authentication Guideline. 
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Duo Security’s 2FA is an LOA 3 solution that is a significantly better fit for the business needs 
and threat model of many organizations. 
 

3.1.1.3 Must be configured for high-availability (HA). 
 
Duo’s high availability service is architected to offer world class availability, uptime and 
seamless end-user experience. Based on the flexible and scalable Amazon EC2 environment, 
Duo is hosted in multiple regions and multiple availability zones. 
 

 
 

3.1.1.4 Must provide customer data protection through data-at rest and data-in-transit 
encryption. 

All Duo integrations are mutually-authenticated and speak over SSL-encrypted channels to 
Duo’s hosted service. Duo provides 2-factor authentication and does not handle any PII. 
Encryption at rest is also available. 
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3.1.1.5 The vendor must provide the State, at minimum annually, third party information 
security audit(s) and be willing to share results of those audits(s). 

 
Duo has completed multiple security audits by external third parties. Bi-annual external security 
audits are performed by firms such as Matasano and iSEC partners.  
 
Audits of Duo security can be provided under NDA.   
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REQUEST FOR QUOTATION Multi-Factor Authentication (SaaS) 
3.1.1.6 The vendor must provide documentation outlining the use of any third party cloud 
services used by the vendor for the State. 
 
 

3.1.1.7 The Vendor shall notify the State concerning the discovery of critical vulnerability and 
security incidents that potentially jeopardize the confidentiality, integrity and availability of the 
SaaS. Notification shall be implemented and confirmed within twenty-four (24) hours following 
confirmation of the event. 
 
 

3.1.1.8 Multi-factor Authentication Support. Must support multi-factor authentication integration 
with the following applications & services at no additional charge: 
 
 

3.1.1.8.1 Remote Access/Virtual Private Network (VPN) 
 
Duo’s solution seamlessly integrates with some of the largest VPN providers, including Juniper, 
Cisco, Palo Alto Networks and more. 
Documentation: https://duo.com/docs 
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3.1.1.8.2 Microsoft Outlook, Forefront, Remote Desktop Protocol, Active Directory 
Federation Services (ADFS) and Office 365. 
 
Microsoft Outlook 
Duo offers a variety of methods for adding two-factor authentication and flexible security 
policies to Microsoft Office Suite logins. 
Documentation: https://duo.com/docs/o365#office-clients  
 
Remote Desktop Protocol  
Duo integrates with Microsoft Windows client and server operating systems to add two-factor 
authentication to Remote Desktop and local logons. 
Documentation: https://duo.com/docs/rdp  
 
ADFS 
Duo integrates with Microsoft ADFS to add two-factor authentication to services using browser-
based federated logins, complete with inline self-service enrollment and authentication prompt. 
Documentation: https://duo.com/docs/adfs  
 
Office 365 
Duo offers a variety of methods for adding two-factor authentication and flexible security 
policies to Office 365 SSO logins. 
Documentation: https://duo.com/docs/o365  
 

3.1.1.8.3 Unix – Secure Socket Shell (SSH) 
Duo can be enabled on any Unix system with the addition of a simple pam_duo PAM module to 
add two-factor authentication. 
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3.1.1.9 Second Factor Authentication Requirements. The “something you have” factor 
must support: 
3.1.1.9.1 No-cost, vendor-provided mobile phone application compatible with the latest 
Apple, Android and Windows mobile phone operating systems. 
 
Duo Push and Duo Mobile passcodes are available on all major smartphone platforms including 
iPhone, Android, BlackBerry, and Windows Phone at no cost. 
 

                                                     
 
Duo also allows users to leverage wearables such as the Apple Watch as an authenticator. 
 

 
 

3.1.1.9.2 Non-proprietary hardware tokens. 
Duo Security supports standalone, one-time password hardware tokens for two-factor 
authentication; choose from either USB devices or tokens. These tokens are non-proprietary. 
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3.1.1.9.3 Short Message Service (SMS) passcode authentication. 
Duo can text you passcodes via SMS. If you need a new batch of passcodes choose "Send 
Codes" (or type "sms" in the "second password" field). 
 

 
 

3.1.1.9.4 System-generated backup codes. 
Bypass codes, or backup codes, can be generated by administrators using Duo’s administrative 
interface or API. Users that are having difficulty with their mobile devices or tokens can still log 
into their applications. 
Documentation: https://duo.com/docs/administration-users#generating-a-bypass-code  
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3.1.1.10 Account Management Capabilities. The vendor must include the following 
capabilities for account management: 
 

3.1.1.10.1 Multi-factor authentication access control for account management console. 
Every aspect of your Duo two-factor authentication system can be managed from the Duo Admin 
Panel. This includes creating and managing applications, enrolling and activating users, issuing 
and managing SMS passcodes and bypass codes, managing mobile devices, fine-tuning the user 
experience of your Duo installation, and more. The Duo Admin Panel is secured with two-factor 
authentication. 
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3.1.1.10.2 Reporting capability for authentication logging and administrative actions. 

Duo provides portal access to authentication, administrative, and telephony logs. Administrators 
can search or export these reports via CSV or JSON or to a log management or SIEM via our 
AdminAPI. 
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Authentication logs provide a date/timestamp, the user, the application accessed, the result of 
the authentication request, the access device used, and the second factor method.  By 
normalizing the pattern of user, you can be alerted if abnormal activity occurs.  

Administrator log events let you track the username, time and type of administrator activity, 
including groups, user, integration and device management.  This lets you know if any major 
administrative changes occur, and if there’s any suspicious administrative activity. 
 
Telephony logs give you insight into the type of telephony event (SMS or phone), phone 
numbers, and the number of telephony credits used. 
 
The logs may be exported to a log management system using the Admin API. Documentation for 
accessing the logs via the Admin API are available here: https://duo.com/docs/adminapi#logs 
 
An example script for importing logs into Splunk are available on Github: 
https://github.com/duosecurity/duo_client_python/tree/master/examples/splunk  
 
3.1.1.10.3 Administrative management console application program interface (API). 
 
Duo’s REST based Admin API provides programmatic access to the administrative functionality 
of Duo Security's two-factor authentication platform. 
The Admin API lets developers integrate with Duo Security’s platform at a low level. The API 
has methods for creating, retrieving, updating, and deleting the core objects in Duo’s system: 
users, phones, hardware tokens, admins, and integrations. 

In addition, developers can write applications that programmatically read their Duo account’s 
authentication logs, administrator logs, and telephony logs; read or update account settings; and 
retrieve reports and other information. 
 
Documentation: https://duo.com/docs/adminapi  

3.1.1.11 Self-service Portal Capabilities. The vendor must include the following capabilities 
for user self-service: 
 
3.1.1.11.1 Ability for user self-enrollment. 
 
Duo’s flexible provisioning options also provide end users the ability to self-enroll in-line as they 
are accessing applications with little to no training needed. End users are also able to walk 
through the same enrollment process through enrollment links send to their email. 
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Enrollment Options: https://duo.com/docs/enrolling_users 
 

 

 
 

3.1.1.11.2 Custom branding capability. 
 
Duo provides customers the ability to brand the enrollment, authentication prompt, and Duo 
Push notification with a custom logo and customer name. 
 

3.1.1.12 Subscription and Services: 
 
 

3.1.1.12.1 Enterprise Edition subscription “or Equal”. 
 
Please refer to pricing XLS also attached to bid  
 
 

3.1.1.12.2 Vendor must bill based upon a per user account, per month basis. 
 
Please refer to pricing XLS also attached to bid 



Line	Item	
Number

Item	Name Description Alternative	Item	SKU Alternative	Item	Name	and	Description Unit	of	
Measure

Quantity Unit	Price Extended	
Unit	Price

3.1 Mandatory	Contract	Item	Requirments
3.1.1 Software	as	a	Service	Capabilities	

(SaaS)	Account
All	items	listed	under	"Software	as	a	Service	Capabilities	(3.1.1)".	Two	(2)	year	
initial	implementation	contract.

Enterprise	Edition
User	Account 5000 $24/user/year $120k/year

3.1.2 Renewal	of	Software	as	a	Service	Capabilities	(SaaS)
3.1.2.1 Software	as	a	Service	Capabilities	

(SaaS)	Account
OPTIONAL	RENEWAL	YEAR	3 Enterprise	Edition

User	Account 5000 $24/user/year $120k/year

3.1.2.2 Software	as	a	Service	Capabilities	
(SaaS)	Account

OPTIONAL	RENEWAL	YEAR	4 Enterprise	Edition
User	Account 5000 $24/user/year $120k/year

3.1.2.3 Software	as	a	Service	Capabilities	
(SaaS)	Account

OPTIONAL	RENEWAL	YEAR	5 Enterprise	Edition
User	Account 5000 $24/user/year $120k/year

Total	Bid	Price $600,000

Exhibit	A	-	Multi-Factor	Authentication	(SaaS)
Pricing	Sheet




