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Athreon Corporation

939 W. North Avenue, Suite 750
Chicago, IL 60642

(800) 935-0973

March 9, 2015

Division of Rehabilitation Services, Disability Determination Section
RE: Request for Quotation for Transcription Services

Dear Potential Client,

We are pleased to submit our proposal to the Division of Rehabilitation Services, Disability Determination Section,
in response to the departments need for transcription services. After initial review of the scope of work, Athreon is
confident in its abilities to meet all needs outlined in the RFQ. Athreon is premier provider of dictation and
transcription services for the healthcare industry. Our operations are designed to help healthcare organizations lower
costs, streamline workflow, comply with governmental regulations and improve end user satisfaction. Because
healthcare requires high-end security measures, our processes and systems have been structured to ensure HIPAA
compliance. Included in the following proposal is content detailing our service and technology capabilities, security
processes/infrastructure, turnaround time and customer support. Additionally, you will find all forms listed below,
required per the departments RFQ.

e Purchasing Affidavit

e HIPPA Business Associate Addendum

e Confidentiality Agreement

e Contract Manager Designation Form

e Request for Quotation (Per Line Price Included)
e Addendum Acknowledgement

We look forward to providing the Disability Determination Section with a software solution that fits the needs outlined
in the RFQ, and hope to have the opportunity to present our offering to further demonstrate Athreon’s capabilities. 1
strongly believe that our track record shows that we have the competencies necessary to drive higher levels of both
efficiency and quality within your organization. Please feel free to contact our Business Development Manager, Josh
Jech, anytime at 800.935.0973 x 711 or send an e-mail at josh@athreon.com.

Thank you in advance for taking the time to review our Submission. We look forward to your feedback.

g Cronde.

Magnus Garde
Chief Executive Officer
Athreon Corporation

939 W. North Avenue, Suite 750 | Chicago, IL 60642 | 800.935.0973 | procurement@athreon.com
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Related Experience and References

Year of Experience Executives have an average of 19+ years of experience working in
the transcription, management and technology industries

Number of Clients 100+ transcription accounts

Volume of Work Over 93 million lines transcribed to date

Client Type Medical

Staff Size 60

Experience Level Transcription staff has an average of 15 years’ experience.

All transcriptionists have received formalized transcription training.

Client Reference 1:

Facility Name: Virginia Heart

Facility Type: Nine location cardiology practice

Contact Name: Ms. Cyndi Nall

Business Address: 2901 Telestar Court, Suite 300, Falls Church, VA 22042
Contact Phone Number: (703) 621-2270

Years of Service: Client since 2007

Average Monthly Volume — 60,000 Lines

Client Reference 2:

Facility Name: King Edward Memorial Hospital

Facility Type: 451 bed Hospital

Contact Name: Ms. Sharon Pennyfeather

Business Address: 7 Point Finger Road, Paget DV04, Bermuda
Contact Phone Number: (441) 236-2345

Years of Service — Client since 2014

Average Monthly Volume — 15,000 Lines

Client Reference 3:

Business Name: Medstar Surgery Center

Facility Type: Ambulatory surgery center with 70+ physicians, 19 specialties, 5 surgical suites, 2
gastroenterology suites and a procedure room

Contact Name: Ms. Sakeana Wooten

Business Address: 1145 19th Street, N.W., Suite 850, Washington, DC 20036

Contact Phone Number: (202) 223-9040, Ext 125

Years of Service: 14+

Average Monthly Volume: 10,000 Lines

Client Reference 4:

Business Name: The Orthopedic Center

Facility Type: High-volume orthopedic practice with 10 Providers

Contact Name: Christine Broomhead

Business Address: 9420 Key West Avenue, Suite 300, Rockville, MD 20850
Contact: (301) 251-1433 X 345 / cbroomhead@theorthocentermd.com
Years of Service: Client since 2003

Average Monthly Volume: 40,000 Lines

Page | 5 RFQ Response for Transcription Services




3/09/2015

Service Capabilities and Technologies

Athreon offers an extensive array of document management technologies supported by teams of
expert professionals to deliver customized solutions.

Workflow

A core differentiator for Athreon is that we adapt to your workflow. We do not expect you to adapt
to ours. All aspects of workflow logistics, from dictation capture to document delivery, are
customizable to meet your exacting business needs. The illustration below offers a glimpse into
how our system can accommodate your objectives.

Figure 1: Customizable Workflow

Dictation Capture Technology
Clients can send us audio files via telephone, smart phone, digital recorder, PC microphone or via
a 3" party dictation system.

InTouch Telephone Technology

InTouch is our dictation system. To utilize InTouch, Athreon Clients are provided a dedicated
number, allowing dictations from any location. InTouch is designed in a non-stop configuration
within Athreon’s data centers. Any issue on one server will not affect other users. Today, Athreon’s
InTouch can handle over 300 simultaneous calls.

InTouch can be configured to require the dictator to key-in the patient/subject identifier, a
document type code, and a location code. In this fashion, dictators have ultimate control over what
document template is used for their dictation.

. The location and document type codes can be uniquely defined for each Client
. Keyboard commands, such as Record, Pause, and Play, can be customized for each
Client

In a healthcare setting, the InTouch prompts for Residents can be customized to request that they
speak the name of the Attending, which is used by the transcriptionist to select the additional
authenticator.

InTouch can also be installed on the Client’s site. In its simplest configuration, 2 servers are used,

one for the voice services and the second for the transfer services to upload dictation files. The
telephone interface is a T1/E1 Primary Rate Interface, which supports 23 simultaneous calls in
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North America and 29 in Australia and Europe. Athreon expects to have implemented Voice over
Internet Protocol (VoIP) interface support in the near future.

. Additional voice servers can be installed for Clients needing more than 23/29
simultaneous calls
. An additional voice server can be installed and configured to provide on-line non-

stop processing should the first voice server experience a problem

Athreon Mobile Technology e Sencs e 4-29.EM it L

Athreon Mobile is an application for the Apple iPhone el it
(and iPad) and Android phone (and mobile devices). e
It is a free download from the mobile device app store. : -

Dictators select the date on the device, select record, -

]
and dictate. Authors can: _ B IF

. Review the document template during
dictation to view the sections that need ENCOUNTER
to be populated. Appointment Date

. Review previous reports during ay 19, 2014 at 12:00 AM
dictation. Resourc

. Additionally, a complete set of record

and play functions are included. This
includes the ability to add dictation to
the end, insert new dictation in the

middle of the audio file or insert new 35244§$932

dictation in the middle and overwrite ;AT = . il

what follows. —t o & Ly
00:00 00:00

Athreon Mobile also allows dictators review, edit, and
electronically sign typed transcriptions from the o
mobile device.

Figure 2: Athreon Mobile App

Digital Recorders

Any digital recorder that connects to a computer as a “Removable Drive” and records in a standard
audio format can be configured and supported by Athreon. Additionally, we provide free software
to securely automate the transfer of audio files from these devices to Athreon’s dictation server.

Dictation Systems Hosted by Client

In the event a Client wants to maintain their own dictation system and have Athreon retrieve audio
files from it, we can accommodate. Athreon provides free software called ShadowLink in these
workflow scenarios. ShadowLink securely moves audio files between the Client’s servers and
Athreon’s severs over the public Internet. It encrypts files using Secure Socket Layer (SSL) /
Transport Layer Security (TLS) protocols that are embedded in the Microsoft Operating System
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on the local machine for communication across the Internet. As SSL/TLS uses port 443, there are
typically no firewall issues.

ShadowLink runs on a Client’s workstation/server under Microsoft’s Server 2003, Server 2008,
Vista, Windows 7, and Windows 8 operating systems.

ShadowLink is a service application written using the Microsoft. NET (version 4.0) framework. It
runs as a service in the background, but also has a user interface for entering service account
credentials. This interface can be used to monitor the service but is not required to be running. In
a healthcare setting, patient information is not accessible via the user interface.

During installation, the .NET framework version 4 will be installed on the workstation if it is not
currently installed. Other than the .NET framework (20 MB), ShadowLink has a small footprint
on the Client workstation (less than 0.5 MB).

o It uses the local drive for logging and for temporary storage of data while the
message is in transit. This temporary storage is cleaned up over time by the
ShadowLink service so space is conserved.

o It requires very little memory or CPU cycles.

ShadowLink communicates with the Athreon servers over a SSL/TLS connection. ShadowLink
uses HTTPS (secure HTTP protocols) to utilize web services running on our servers. Each HTTPS
request is authenticated with a service account login ID, Client identifier, password, IP address,
and workstation name using basic HTTP authentication over a SSL/TLS session.

o For example, in a healthcare setting, a typical request would be to post a HL7
message with patient information to our server. ShadowLink running on the
Client’s workstation has to successfully authenticate to the Athreon servers to do
SO.

o Likewise the ShadowLink Client will submit an HTTPS request frequently to our
servers to see if any transcriptions are available for download. These requests also
require authentication.

The authentication process uses the IP address and workstation name from the workstation it is
running on. This is compared to the IP address and workstation name that was recorded when
ShadowLink was originally configured. This ensures that new instances of ShadowLink cannot be
arbitrarily installed without the service account being reset by an authorized user.

ShadowLink was designed to encrypt information using SSL/TLS when transmitted to and from
the Athreon servers. No SSL certificates are used on the Client-side application; the certificates
are used from Athreon’s servers. The advantage of using this method is that all communications
are performed using the secured SSL/TLS connection, which was established inside of the Client’s
network; either within the firewall or within the Client’s firewall DMZ zone.
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Audio File Retention
All files can be streamed online for 90 days before they are archived. If a Client requires an
extended timeframe for streaming, that can be accommodated for an additional storage cost.

Document Distribution Technology

Athreon offers multiple distribution methods for delivering completed reports. When dictators
work at multiple facilities, permissions/restrictions can be set so that users have the precise access
privileges they need regardless of their physical location:

Inquiry
InQuiry is Athreon’s web-based application that can be used to view, print, edit, e-sign, and fax
transcriptions.

Figure 3: InQuiry Web Portal

ShadowLink

ShadowLink is an Athreon product that securely moves data transcribed reports between the
Athreon servers and Client’s workstation over the public Internet. It helps clients preserve their
investments in legacy systems and other technology (dictation systems, EHRSs, etc.). It encrypts
files using Secure Socket Layer (SSL) / Transport Layer Security (TLS) protocols that are
embedded in the Microsoft Operating System on the local machine for communication across the
Internet. As SSL/TLS uses port 443, there are typically no firewall issues.

ShadowLink runs on a Client’s workstation under Microsoft’s Server 2003, Server 2008, Vista,
Windows 7, and Windows 8 operating systems.

ShadowPrint

ShadowPrint is the automated printing feature of the Athreon platform. When transcriptions reach
a pre-defined trigger point in the InQuiry workflow, a ShadowPrint rule can be triggered that will
print the transcription to the Client’s printer that is defined in the rule. An InQuiry user is not
required to manually print the transcription.

Within ShadowPrint, a rule defines:
e What to print — based on dictator, dictator group, document type, and location.
e  When to print — at what point in the InQuiry workflow to print the transcription.
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e Where to print — what ShadowPrint service and printer defined on the ShadowPrint
service workstation. In a healthcare setting, where to print also includes print to a static
location or to a printer location defined on the most recent location of the patient in the
hospital.

Multiple rules can be set up to print the same transcription at different trigger points as well as on
multiple printers.

ShadowPrint includes a monitor (that is accessible through InQuiry to authorized users) to monitor
each print queue and to re-queue any print jobs to the same or another printer.

Printing can even be limited to specific times, such as when an office is staffed.

Figure 4: ShadowPrint Configuration Options

InFax
InFax is a distribution method that delivers documents by fax, either manually or automatically at
a set schedule.

Quality Assurance

Quality is our mantra at Athreon. We staff qualified transcriptionists from many well-respected
schools. Each transcriptionist is subjected to rigorous testing and a background check so that we
consistently deliver the best quality available anywhere. As part of our total commitment to
quality, we focus on the following 6 areas:

Figure 5: Six Areas of Quality Focus

1. Spelling: All words are accurately transcribed.
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2. Grammar: All sentence structures accurately convey the dictator’s intended
meaning.

3. Format: The layout adheres to best practices/Client preference.

4. Content: All necessary components are included and are coherent.

5. Demographics: Name spellings, dates, addresses and other information are
accurate.
6. Full Audio Review: Recorded audio matches the transcribed text.

How Athreon’s Quality Differs
o The typical Athreon transcriptionist has 15 years’ experience.
100% of transcripts are eligible for quality-review prior to Client delivery.
Clients are alerted to discrepancies found in their dictation.
Clients can edit/approve their documents online or offline.
In the rare event a typo is found, we will correct it for free.

QA Auditing Capabilities

We pair each audio file and transcript together online. This gives Clients the ability to hear their
dictation while simultaneously reading the transcript. This is helpful for verifying sections of a
report that were marked as unclear by our QA analysts.

Multiple Level Review Process

One major differentiator that sets Athreon apart from the competition is that Clients have the option
to have 100% of their files quality assured prior to delivery. Many competitors have workflow
configured so that jobs are delivered directly from the transcriptionist to the Client, with no
additional QA in between. As agreed to by the Client and Athreon, QA Level 1 analysts are
available to review files for spelling, grammar, format, content and demographics following their
original transcription. If our QA1 analysts determine that reports pass all the necessary quality
criteria, the jobs are sent to the Client. However, anytime a document is not suitable for delivery,
it can be escalated to a QA Level 2 analyst for further review. Customized QA workflows are
available to accommodate Client needs.

QA Checkpoint Transcriptionist QA1 QA2
Spelling X X X
Grammar X X X
Format X X X
Content X X
Demographics X X

Full Audio Review X X

Figure 6: Fifteen-Point QA Process

Transcription and Screening Process

We staff teams of carefully selected transcriptionists and editors who create documents with a
passion for quality. Our language specialists are recruited from many well-respected schools. The
average Athreon transcriptionist has 15 years’ experience. A majority of our transcriptionists are
US-based expert language specialists, many of whom are certified medical and legal
transcriptionists.
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As it pertains to healthcare Clients, Athreon is a corporate member of the Association for
Healthcare Documentation Integrity (AHDI) and the American Health Information Management
Association (AHIMA).

Automated Speech Technology

Automated speech recognition (ASR) technology is used where it makes sense to improve
workflow. While ASR is an evolving technology, it has several practical applications in a
document production environment. For instance, its most common uses include shortening
turnaround and accommodating dictation spikes. Regardless, ASR is not used as a substitute for
human labor. Any dictation that is put through ASR technology is proofread by a human editor to
ensure quality.

Templates/Leveraging Technology
Beyond making sure that we have the best qualified staff to transcribe dictation, we also employ
the latest technology. Our transcription platform ensures document quality in 3 distinct ways:

o Templates: Formats are always consistent since our system uses structured
templates. Our system can support as many templates as are required to meet Client
requirements.

o Dictation Interface: Our system automatically populates many routine pieces of

information like the dictator’s name, header information and dates. This helps to
minimize the margin of human error by reducing the need for repetitive data-entry
tasks.

o Spelling: Spell check is automatically run at the completion of each document so
the chances of a spelling error are significantly diminished.

Dictation Discrepancies

Documents that contain inaudible portions or other discrepancies are brought to the attention of
the Client. No guesswork is made when it comes to ensuring the accuracy and completeness of
files. Clients taking advantage of our electronic signature service also have the ability to edit files
online.

Demographics

While authors may provide demographic information (name spellings, dates, addresses, etc.)
during dictation, we offer several other options for getting demographics to us. For instance, we
can develop a network or ADT interface between your business and ours.

Address Directory

For authors who dictate correspondence frequently, our system will retain all dictated addresses.
This saves considerable time for authors because they do not have to repeatedly dictate name
spellings and other contact information. Authors can also provide a spreadsheet of contact details
if they would like to import an existing array of addresses into their account profile.

Reporting
Clients may opt to receive customized reports, which confirm that documents are meeting the
metrics for the agreed upon quality standards.
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Style Guidelines

Clients may request that a specific style guide be followed for transcribed reports. For healthcare
Clients, the standards of excellence set forth by the Association for Healthcare Documentation
Integrity (AHDI) are followed unless otherwise specified by the Client.

Turnaround Time (TAT)
Submitted dictations are processed as follows:

1. TAT is assigned to job based on job type
2. A first-in/first-out methodology is employed based on order received
3. Job priority (stat vs. normal) is taken into account

TAT Expected vs Actual
24
25
20
Hours for
b 15 10.79
ocument
Turnaround M Expected TAT
5 2172 M Actual TAT
0 T 1
Standard TAT STAT TAT
Types of Turnaround

Figure 7: TAT Expected vs. Annual

Security and Infrastructure

HIPAA/HITECH

Athreon takes strong measures to ensure patient privacy and to remain in compliance with the
HIPAA Omnibus Rule of 2013. We adhere to the statues of both the Health Insurance Portability
and Accountability Act (HIPAA) of 1996 and the Health Information Technology for Economic
and Clinical Health Act (HITECH) of 2009. As part of our ongoing compliance initiatives, our
Privacy Officer conducts an annual risk assessment and monitors regulatory changes that impact
Athreon, its Employees, its Covered Entity Clients, and its Business Associate Vendors. The
company enters into Business Associate Agreements with all Clients and Vendors who exchange
Protected Health Information (PHI) with us. Likewise, we train and test all Employees who have
access to PHI to ensure its proper and secure handling. Our objective is to safeguard the
confidentiality of all PHI that comes into our possession with state-of-the-art technology and
comprehensive best practices.

Confidentiality

Athreon takes strong measures to ensure that all Employees and Vendors safeguard sensitive
information. We understand that the nature of a Client’s business and the wellbeing of its
organizational structure are dependent upon protecting and maintaining proprietary material. All
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Athreon Employees and Vendors are required to sign confidentiality agreements to attest to their
commitment to comply with confidentiality requirements. Athreon bears the responsibility for the
orientation and training of Employees and Vendors to enforce confidentiality. Sensitive
information is defined as patient and client information, trade secrets or confidential information
relating to products, processes, know-how, designs, formulas, test data, marketing data,
accounting, pricing or salary information, business plans and strategies, negotiations and contracts,
inventions, and discoveries.

Data

Voice files that are uploaded to the Athreon server use our InSync application. It encrypts the
voice file using a 128-bit Twofish encryption algorithm. In a healthcare setting, InSync may also
be used to upload patient appointment information or associate (outside physician) lists as well as
download completed transcriptions to the EHR. These also use the 128-bit Twofish encryption
algorithm. A Client may have multiple copies of InSync running to upload transcriptions.

Our ShadowLink product is the preferred method of uploading patient appointment information
and Associate lists and download transcriptions to the EHR. It uses 128-bit SSL encryption.
Currently, ShadowLink is limited to one installation per Client.

The InQuiry application is a web-based service and is accessed via Microsoft Internet Explorer.
The InQuiry user would be a dictator or staff member that is involved with editing or printing the
final transcription. As it requires Microsoft Internet Explorer, it utilizes the 128- bit SSL
encryption when it views or uploads edits to a transcription.

Data that is moved between the data centers moves over secure connections which use 256-bit SSL
encryption.

Stored data is maintained in secure data facilities, backups are done constantly between 3 data
center locations on a private Metropolitan Area Network. Backups are conducted in a true GFS
fashion and are closely monitored. Our physical storage devices for backup reside only in secure
datacenter facilities.

Data Center

All data is stored and processed on Athreon servers in a secure data center. The servers run in a
VMware environment and use Windows Server 2008 and Windows SQL 2008. Data-at-rest in the
data center is encrypted. The environment is designed and configured to be highly redundant; any
single failure of a communication device, server, or storage device will not stop operations. It has
redundant access to the 2 Internet backbone providers. The data center has redundant public power
supplies, an engine generator, redundant air conditioning systems, and is highly secure.

When a transcription is received, it is immediately copied to 2 additional storage arrays within the
primary data center. Within 10 minutes, it is copied to a global storage array in the secondary data

center.

InTouch is located in the secondary data center. This center is capable of providing continued
service to all clients should the primary data center suffer a catastrophe.
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When a dictation is received or any edited transcription is received in the Athreon data center, it is
immediately copied to 2 additional storage arrays within the primary data center. Within 10
minutes, it is copied to a global storage array in the secondary data center. Each night a full backup
is performed from the primary data center to the secondary data center.

Servers

4 Dell 2950 Power Edge Servers

Redundant power supplies

Redundant Memory

Redundant Storage, each in Raid 5

Redundant Network Interface (4 total ports per server)
Redundant T1 Cards

(1 server has two 48 port T1 cards)

(1 server has two 24 port T1 cards)

(1 server has one 48 port T1 card)

(1 server has one 24 port T1 card)

Please note we operate 144 of 168 ports at any given time

Network

o All network infrastructure is redundant Cisco
o 2 Cisco 4948 Catalyst Switches

2 Vyatta Firewall edge routers

2 Gigabit Internet Feeds

Uptime Percentage
Athreon’s uptime exceeds 99.9% outside scheduled maintenance periods. Scheduled maintenance
starts at 10:00 pm CST on the first Saturday of the month and ends at 4:00 am the following day.

Security

Athreon takes Information Security very seriously. Our information security policy details several
levels of security. First, the data centers in which our systems (and the data held within our
systems) are secured have the following security measures: Access to our systems requires prior
authorization; persons that can access systems are limited to 3 operations members, and selected
data center personnel; access can only be accomplished by presenting photo ID, checking in with
armed security, and passing through 5 security doors with a pass code and biometric scans; and
every step of access is logged and videotaped. While working at the data center a CDW escort is
present at all times.

Second, our systems provide secured electronic access to data in the following ways: only
employees that require access to production data are granted logins and passwords to production
systems, and access levels are defined by the employee’s required function; employees and
vendors are required to sign privacy agreements stating that access may only be used for relevant
business purposes; passwords must be changed at regular intervals; data that is printed is required
to be destroyed as soon as it is no longer relevant; and access to systems and activity on systems
is logged.
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Finally, our system allows users to grant access to data within systems in the following ways:
access levels can be defined per login; relevant activity in the system is logged; and password
security can be setup to require certain levels of security.

Account Management

Our business model depends on satisfied Clients. We take support very seriously and work to
continually improve our quality, responsiveness, and knowledge to ensure our Clients are happy.

Athreon operates a Help Desk that is second to none. It is physically staffed from 7:00 a.m. to 7:00
p.m. Central Time, Monday through Friday, except recognized holidays. Calls are answered
directly by an experienced Help Desk specialist who gathers information and begins solving the
problem right away. Over 95% of the incoming calls are answered immediately without waiting
in a queue to speak to a specialist. If an issue requires further follow-up beyond the initial point of
contact, a ticket number may be assigned so that the Client can track the progress of the solution.

If an issue should arise outside business hours, the system will take a message and a Help Desk
associate will respond the following business day. Should the issue be severe and require
immediate action, the caller can opt to be connected to the afterhours Emergency Line. The on-
call technician will document the issue, gather contact information and reach out to the on-call
support staff assigned for that day. The assigned on-call staff will return your call in less than 30
minutes. Our response time to afterhour emergency calls, on average, is less than 15 minutes.
Athreon continuously measures and monitors call volume, wait time, abandoned calls, ticket
volume and issue resolution at our Help Desk. Typical calls to the Help Desk include:

Assistance in configuring the Athreon Mobile app

Need help to download and install InSync for a hand-held digital dictation device
Need a transcription to be moved back in the workflow to edit and re-authenticate
Add a new dictator or staff member

Directions on how to use InQuiry to edit and authenticate a transcription
Guidance on creating dictation using Athreon Mobile for iPhone/Android

Online Support - Submit issues or inquiries to Athreon’s Help Desk personnel. Issues will be
answered and worked on Monday - Friday 7 A.M. CST - 7 PM. CST

Phone Support - Toll-free telephone support is available weekdays 7 A.M. - 7 P.M. CST

After-Hours Emergency Option — Athreon offers an after-hours emergency line where Clients
can report an emergency server down or Athreon website down condition. The additional prompt
will be offered after the Athreon support option is selected during your call after normal business
hours. The option will put the caller in contact with our on-call technician who will alert on-call
support staff to investigate. Response time for a callback with status is 15 minutes. This option is
only for emergency system wide down conditions to report to our operations department in order
to investigate.
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Purchasing Divison State of West Virginia

2019 Washington Street East
Boat Offics Bux 50130 Request for Quotation

Charieston, WV 256305-0130 -

Proc Foider: 61039
Doc Description: TRANSCRIPTION SERVICES FOR THE WVDRS DDS SECTION
Proc Type: Central Master Agreement

Date Issued Solicitation Closes | Solicitation No Version
2015-02-04 2015-03-12 CRFQ 0932 DRS1500000005 1
13:30:00

BID CLERK ‘

DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON STE

CHARLESTON wv 25305
uUs

R

Vendor Name, Address and Telephone Number:

FOR INFORMATION CONTACT THE BUYER

Evelyn Melton
(304) 558-7023

evelyn.p.melton@wv.gov

Signature n(/Z‘ Lorr> C."“l'\ rene BH- 70859 oare 3/9/20186

All offers subject to all terms and conditions contained in this solicitation
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CHARLESTON DISABILITY DETERMINATION

DIVISION OF REHABILITATION SERVICES DIVISION OF REHABILITATION SERVICES
500 QUARRIER ST STE 500 DISABILITY DETERMINATION SECTION
500 QUARRIER ST, STE 500
CHARLESTON WV 25301 CHARLESTON wv 25301
us uUs
Line Comm Ln Desc Qty Unit issue Unit Price Total Price
1 TRANSCRIPTION SERVICES PER 1.00000 LINE
LINE PRICE h.12 NiA
Comm Code Manufacturer Specification ] Model #
41105803
N NIA WA
Extended Description :

ALL-INCLUSIVE TRANSCRIPTION SERVICES PER LINE.

THE WEST VIRGINIA PURCHASING DIVISION IS SOLICITING BIDS ON BEHALF OF THE DIVISION OF REHABILITATION SERVICES,
DISABILITY DETERMINATION SECTION (DDS) TO ESTABLISH A CONTRACT FOR THE TELE-TRANSCRIPTION SERVICES FOR THE
CONSULTATIVE EXAMINATION SOURCES.
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REQUEST FOR QUOTATION
CRFQ_DRS1500000005 - Transcription Services

11. MISCELLANEOUS:

11.1. Contract Manager: During its performance of this Contract, Vendor must
designate and maintain a primary contract manager responsible for overseeing
Vendor’s responsibilities under this Contract. The Contract manager must be
available during normal business hours to address any customer service or other
issues related to this Contract. Vendor should list its Contract manager and his or

her contact information below.
Contract Manager: deq
Vendor’s Address:
Telephone Number: _(8(x7) 455~ ()ﬂza X7

i e

Revised 10/27/2014
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WEST VIRGINIA DISABILITY DETERMINATION SERVICES
CONFIDENTIALITY AGREEMENT

OVERVIEW

The purpose of the Conﬁdcnﬁn!ityAgrwmentismsemnetheDisabililmeimﬁon
Services (DDS) most protected asset -information. DDS stores and transmits a great deal of
sensitive information. Aeeordingly,wehmconmsaboutwotecdngﬂ:econﬁdenﬁaﬁtyand
integrity of this information, in both its paper and electronic forms.

mmmcmmwwnmmmmmmaumwim
access to protected NPF, PII, SPII, and PHI information or any other information deemed
confidential, fully understand their obligations to limit their use of such information and to
protect such information from disclosure. Special attention items, as well as definitions, are
highlighted below. If you have any questions about this agreement or fail to understand the
contents, please contact personne] for further information.

Special attention items:

o Use of protected NPP], PI, SPN, and PHI information and confidential
information is permitted only when the user has & need to know such information;

¢ Disclosure of protected NPPI, PII, SPII, and PHI information or confidential
information is only permitted by SSA policies and procedures, s may be
aemended from time to time; and

e Protected NPP, PII, SPII, and PH] information and confidential information is
protected in all forms, electronic and paper.

DEFINITIONS

Disclosure - The release, transfer, provision of, access to, or divulging in any other manner of
information outside the entity holding the information.

Need-to-know - The necessity for access to, or knowledge or possession of, specific information
required to carry out official duties.

Protected Health Information (PHI) - With regard to HIPAA covered entitics, individually
identifiable health information, imcluding demographic information, whether oral or recorded in
any form or medium, that relates to the individual’s health, health care services and supplies, or
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payment for services or supplies, gnd which identifies the individual or could reasonably be used
to identify the individual. This includes information that rolates to the past, present, or future
physical or meatal health or condition of an individual; the provision of bealth care to an
individual imhldingbutmtlimitedtopmvenﬁve,dhgnosﬁc,ﬂ)aupunic,rehabiﬁtaﬁve,
mhﬂmanceorpaﬂhﬁw@aaswauascomseﬁn&sewice,mmupmeedumwhh
respect to the physical or mental condition, or functional status of an individual or that affects the
structure or function of the body; or the past, present o firture payment for the provision of
MmMMmindividuﬂ;mmcludesidmﬁtyinfomaﬁmm”wdalwmtynumbum
driver’s license number, even if the name is not included, such that the health information is
linked to the individual, Protected health information does not include the following:

L. ReeordseoveredbyﬂwFamﬂyEdwaﬁomlRighuandPﬁvacyAct.

2. Employment records held by the entity in its role as employer (although use and
dissemination of these records may be subject to other federal and state laws such as the
Family and Medical Leave Act and those related to West Virginia Workers®
Compensation).

Personally Identifiable Information (PII) - All information that identifies, or can be used to
identify, locate, or contact (or impersonate) a particular individual, Personally identifiable
information is contained in public and non-public records, Examples may include but are not
limited to a specific individual’s: first name (or initial) and last name (current or former);
geographical address, electronic address (including an e-mail address); telephone number or fax
mumiber dedicated to contacting the individual at their physical place of residence: social security
mnnbm-;ueditanddebitcardacoountnmnbm;ﬁnancialrecords,including loan accounts and
payment history; consumer report information; mother’s maiden name; biometric identifiers, .
including but not limited to, fingerprints; facial recognition and iris scans; driver identification
number; full face image; birth date; birth adoption certificate mumber: physical description;
genetic information; medical, disability or employment records, including salary information;
computer information, including information collected through an internet cookie; criminal
history, etc. When connected with one or more of the items of information specified above,
personally identifiable information includes any other information conceming an individual that,

ifdlsclosd,idmﬁﬁesorcanbeusedtoidemifyupeciﬁcpusonphysicﬂly or electronically.

Sensitivé Personally Idemtiflable Information (SPII) - Those elements of PII that must receive
heightened protection due to legal or policy requirements.

Sensitive PII includes:
i) Most data clements in State personnel records
i)  Occupational licensing data




WEST VIRGINIA DISABILITY DETERMINATION SERVICES
CONFIDENTIALITY AGREEMENT

fii)  Driver history records

iv)  State/Federal contacts data

v) Employment and training program data
vi)  Permits data

vii)  Historical records repository data

vili) Personnecl data

Very Sensitive includes:
)] Social Security numbers
iif)  Credit card numbers
iii)  Food assistance programs data
iv)  Criminal bistory data
v) Comprehensive law enforcement data
vi)  Foster care data
vii) Health and Medical data
vil) Welfare records/data
ix) Domestic abuse data
X) Driver license numbers
xi) Individual financial account numbers

Extremely sensitive includes:
i) State law cnforcement investigative records
ii) Communications systems
iii)  Child and Adult protective services client data

Non-Public Personal Information (NPPI) - Any personally identifiable information collected
about an individual, including but not limited to, social security mumbers, credit card or bank
account numbers, medical or educational records, financial information collected by a financial
institution used in connection with providing a financial product or service, or other sensitive,
confidential or protected data, unless that information is otherwise publicly available.

MG Initial

This agreement, including the attached overview, is entered into between the Disability
Determination Services (DDS) and __ Athwreon) |, Contractor’s Employee (hereinafter the
User).

All of the Parties agree as follows:
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It is understood between the Partics that during the terms of the User’s Employment, that
the User will only collect such protected Non-Public Petsonal Information (NPPI), Personally
Identifisble Informstion (PII), Sensitive Personally ldentifisble Information (SPII), and Protected
Health Information (PHI) or other confidential information in conformance with DDS policy,
procedures and rules.

It is also understood between the Parties that during the terms of the User’s
Employment, to the extent that the User has a need-to-know such information, the User may
have access to protected NPPL, PIL, SPII, and PHI or other information deemed confidential, in
sither paper, electronic or verbal form.

The User agrees not to disclose to anyone, directly or indirectly, any such NPPL, PII,
SPII, and PHI or other confidential information, unless the individual who is the subject of the
information consents to the disclosure in writing or the disclosure is made pursuant to SSA
policies, procedures, rules, or state or federal law. If information-specific releases, provisions,
and restrictions do not exist, then User agrees to disclose confidential information only upon
approval of the DDS Privacy Officer or counsel. All the above applies to the release of
information in total or fragmented form, Further, the User agrees not to misuse any media,
documents, forms or cectificates in any manner which might compromise the confidentiality or
security, or otherwise be illegal or against Authority’s policies, procedures or rales, such as
altering a record, using a certificate improperly, etc.

Any document, report, or other written information in whatever format, prepared by the
User or information in whatever format that might be given to the User in the course of their
Employment is the exclusive property of DDS and shall remain in the possession of DDS except
as otherwise specifically permitted by DDS policies and procedures. The User understands that
access to information is subject to monitoring and audit.

The User understands that cven when the User no longer has access to records of DDS,
the User is still bound by this document and must continue to maintain the confideatiality of
information to which access was previously given.

By signing below, the User understands and acknowledges reading and understanding the
contents of this document and understands that any improper collection, use or disclosure of
NPPL, P11, SPII, and PHI or other information deemed confidential may result in disciplinary
action from the Contractor. In addition, DDS reserves the right to seek any remedy available by

law or in equity for any violation of #lis agreement.
Contractor’s Employee: C A—"‘f
Date___D[A[ 2015
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This Health Insurance Portability and Accountability Act of 1996 (hereafter, HIPAA)
Business Associate Addandum ("Addesidum’”) ls made ¢ part of te Agreement ("Agreement”)
by. and betwéen the State of West Virginia (*Agency"), and Businsss Associate ("Associate”),
and is effactive as of the date of execution-of the Addendum.

The Associate performs certain services on behalf of or for the Agency pursuant to the
underlying Agreement that requires the exchange of infermation inckading ofected health
information protected by the Héalth insurance Portabilfy and Accountabify Act of 1986
(HIPAAY), as.amended by the American Recovery and Reinvestment At of 2008 (Pub. L. No.
111-5) {the “HITECH Act’), any assogiatbd regulations and the fadéral regulatiens published at
45 CFR parts 160 and 164 (sométimies collectively reférved to as “HIFAA"). ‘The Agency is a
*Covered Entity” as that term 1s dafined in HIPAA, and the parties.to the underlying Agreement
are entering into this Addendum to establish the responsibiities of both parties regarding
HIPAA-covered Information and to bring the undertying Agreement into compliance with HIPAA,

‘Whereas }t is desirable, in order to further the continued efficient operations of Agency to
disclose. to #s Associate certain informatioh which may contain confidential Individually
identifiable health information (hereafter, Protected Health Information or PHI); and

Whereas, it I3 the desire of both parties that the confidentiality of the PHI disclosed
hereunder be maintained and treated in accordance with all applicable laws relating to
confidentiality, including the Privacy and Sscurity Rules, the HITECH Act and its associated
regulations, and the parties do agree fo ‘st all imes treat the PHI and intarpret this Addendum
consistent with that desire.

NOW THEREFORE: the parties agree that in consideration of the mutual promises
herein, i the Agreement, and of the exchange of PHI hereunder that

1. Definitions. Terms used, but not otherwise defined, in this Addendum shall have the same
meaning as those terms in the Privacy, Secusity, Breach Notification, and Enforcement
Rulés at 45 GFR Part 160 and Part 164,

a. Agency Procuremant Officer shall mean the @ppropriale Agency individual

W4

b. Agent shall mean those person(s) who are agent(s) of the Business Assoclale,

in accordance with the Federal common law of agency, as referenced in 45 CFR
§ 160.402(c).

¢ Breach shall mean the acquisition, access, use or disclosure of protected health
information which compromises the secutity or privacy of such information,
except a8 exciuded In the defintion of Breach in 45 CFR § 164.402.

d.  Business Associate shall have the medning given to such term in 45 CFR §
160.103.

e. HITECH Act shall mean the Health (nformation Technology for Economic and
Clinical Health-Act. Public Law No. 111-05.. 111" Congress (2009).

1
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f.

Privacy Rule means the Standards for Privacy of Individually (dentifiable Health
nformation found st 45 GFR Parts 180 and 164.

Protscted Health Information of PHI shall have the meaning. given to such termn
in 45 CFR § 160,103, limited to the informalion created or teceived by Assoclate
from or on behalf of Agency.

Security incident msans any kriown successful or unsuccessful attempt by an
authorized of Unauthorized Individual to- inappropriately use, disclose, mudify,
access, of destroy any information or interference with system opetations in an
information system.

Security Rule means the Saourity Standards for the Protection of Electronic
Protected Heatth Infoimation found at 45 CFR Parts 160 and 164.

Subcontractor means a person to whom a business assoclate delegates a
function, activity, or eervice, othér than in the capacity of a member of the
workforce of such business sssoclate.

2. Permitted Uses and Disclosures.

PH! Described. This means PHI created, received, maintained or fransmitted on
béhalf of the Agency by the Associate. This PHI Is govemed by this Addendum
and is limited to the minimum necassary, to completd the tasks or to. provide the
services n:so’c)amd' with fhie térms of the original Agresment; and s described in
Appendix A,

Purposas. Except as otherwise limited in this Addendum, Associate may use or
disciose the PHL on behalf of, or to provide services to, Agency for the purposes
necesgary to complete the tasks, of provide the services, assoclated with, and
required by the terma of the original Agreement, or as required by iaw, If such
use or disclasure of the PHI would not violate the Privacy or Security Rulss or
applicable state law if done by Agency or Associate, or violate tha minimum
nacessary and related Privacy and Security policies and pirocedures of the
Agency. The Associate ie tirectly llable Under HIPAA for impermissible uses and
disclosutes of the PH!? it handles oh'behalf of Agency.

Further Uses and Disclosures. Except as otherwise kmfted in this Addendum,
the Assoclate may disciose PHI Yo third parties for the purpose of s own proper
manggement and ddministration, or as réquired by law, provided that () the
disclosure is required by law, or (i) the Assoclate has obtained from the third
paity reasohable assurances that the PHI will be held confidentially and used or
further disclosed only as required by law or fo¢ the purpose Tor which it was
disclosad tothe third party by the Assoclite; and, (ifl) an agreement to notify the
Associate and Agency of any instantes of which it (the third party) is aware in
which the ¢confidentiality of the information has been breached. To the extent
preictical, the informatlon should be In 'a lmited data set or the minimum
necessary information pursuant te 45 CFR § 184.502, or take other measures as
necessajy to satisfy the Agency’s bbiigations under 45 CFR § 164.502.

38




3. Obligations of Assoctate.

d.

Stated Purposee Only. The PHI may nat be used by the Associate for any
purpose other than as stated In this Addendum or as requirad or permitted by
law.

Limited Disclosure. The PHI is: confidential and will not be discicsed by the
Associale other than as staled in this Addendum or as required or permitied by
law. Associate Is prohibted from direcily orindirectly receiving any remuneration
inexchange for an individuat's PHI Uriless Agency glves wiitten approval and the
individual provides a valld authorizition, Assotiate will refrain from marketing
agtivities that would violate HIPAA, Tncluding specifically. Sectian 13408 of the
HITECH Act. Asaocisite. will report to Agency any use or disclosure of the PHI,
including -any Securify Incident not provided for by this Agresment of which it

Safegusrds, The Assoclate will usa appropriate safeguards, and comply with
Subpart C of 45 CFR. Part 164 with respect to slectronic protected health
information, i prevent use or disclosure of the PHI, except as provided for in this
Addendum. This shall include, but not be limited to:

L Limitation of the groups of ks workforce and agents, to whom the PHI is
disciosed fo those reasonably required to accomplish the purposes
stated in this Addendum, and the use End disclosure of the minimum
PHI riecessary of a Limited Data Set;

Il.  Appropriate notification and training of its workforce and agents in order
to protect the PHI from unauthorized yse and distiosure;

m. Maintenance of a comprehensive, reasonable and appropriate written
PH) privaty and security program that inckxies administrative, technical
and physical sefeguards appropriate to the size, nature, ‘scope and
%r'nepie:dty of the'Assoclate's operations, in compliance with the Security

iv. In acoordance with 45 CFR §§ 164.502(e)(1)(il) and 164.308(b)(2), i
applicable, ensure that any subcontractors that create, receive,
maintain, or transmit protected health information on behalf of the

business assoclate to the same restrictions, tonditions, and
requirements that apply to the business associate with respect to such
information.

Compliance With Law. The Associate will not use or disclose the PHI In a

mennar in violation of existing law and specifically not in violation of laws relating

g) canfidentiality of PHI, inciuding bist net. Imited to, the Privacy and Security
ules.

Mitigation. Associate agrees to mifigate, to the extent practicable, any harmful
effect that is known to Associate of a use or disclosure of the PHI by Associate in
viojation of the requirements of this Addendum, and report its mitigation activity
back 1o the Ageiicy.
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f.

Supyioit of individuat Rigfits.

I

it

Access to PHI. Associate shall make the PHI malntained by Assoclate
orits agamu or suboontractars in Desionated Racord Sets available to
Agenty for incpestion and copying, and in electronio formal, if
requested, within- ten (10) days of a request by Agency to enable
Agendy. to fulflif is o ons under the Privacy Rule, Including, but nat
:ir:_lrltgdc}':oA;‘é CFR § 164.524 and conslstent with Section 13405 of the

Amiendment of PHI. Within ten (10) days of receipt of a request from

Agency for an amendment of the PHI or a record aboirt at Individual

contained in a Designated Recotd Set, Associate or its agents or

syboontractors. shall make such PHI availabls to Agency for amendment

and Incorporate any such amendmeit to enable Agency o fulfill its

gt:llg?sk;m dnder the Privacy Rule, inciuding, but not limited to, 45 CFR
8

Accounting Rights. Within ten (10) days of notice of a request for an
accouriting of disclosures of the PHI, Assoclats and its egents or
subcontinctors shall make available to Agenty the documentation
required 1o provide an aceounting of disclosures 16 enable Agency to
faffil its obligations under the Privacy Rule, including, but not limited to,
45 CFR §164.528 and consistent with Section 13405 of the HITECH
Act. Assoclats agrees to document disclosures of th¢ PHI and
informatitn related to such disclosures as would be required for Agency
to respond fo a request by an individual for an agcounting of disclosures
of PHI In accordance with 456 CFR § 164.528. This should include a
process that allsws for an accounting o be collected and maintained by
Associats and its agents or subcontractore for at least six (6) years from
the date of disclosurs, or longer f required by state law. At a mininium,
such documentation shall include:
» the date of disclosure;
. the name of the anitity or person who received the PHI, and
khown, the address of the éntity or person;
s a.biief deseription of the PHI disclosed; and
. a brlef statament of pumoses of the disclosure that
reasoriably informs the individie! of the basls for the
disclosure, or a copy of the individual's authorization, or a
copy of the wittten request for disclosure.

Request far Restriction. Under the direction of the Agency, abide by
any individuaPs request to restrict the disclosure of PHI, consistent with
the requirements of Section 13406 of the HITECH Act and 45 CFR §
164.522, when the Agency determines to do so (except as required by
law) and ff the disclosure Is to @ health pian for payment or health care
opierations and it pertains to a health care item or service for which the
heafth cate provider was paid in full “out-of-pocket.”

immediate Discontinuance of Use or Disclosurd. The Associate will
Immediately discontinue use or disglosure of Agency PHI pertalning to
any individual whien o requésted by Agency. This includes, but i not
limited 10, cases in Which an individual has withdrawn or modified ani
authorization to use or disclose PHI,

§
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Retention of PHI. Notwithstanding section 4.a. of this Addendum, Assoclate and
its subcontractors or agents- shall retain afl PHI pursuant to state and federal law
andg shall gontinue to maintain the PH! required under Section 3f. of this
Addendum for a period of six (8) years after terminafion of the Agnsement, o
fonger I required under state law.

Agent's, Subcontractor's Compliance. The Associate shall notify the Agency
of ali subcontracts and agrsemenis reiating to the Agreament, where the
subcontractor or agent receives PHI gs described in. section 2.. of this
Addendum. Such notification shail ocour within 30 (thirty) calentar days of the
execution of the sulicontract arid shall be delivered to the Agency Procuremant
Officer. The Assoclate will ensure that any of its subcontractors, to whom &
provides any of the PHI It receives hereunder, or to whom if provides any PHi
which the Assotiate creates or receives onbeharfofﬂnmney agree to the
restrictions- and conditions which apply to the Associate hereunder. The Apency
may request coples of downstream sulicoitracts and agreements to detesmine
whether all restrictions, terms and conditions have been flowed down. Fallure to
ensure that dovmstream contracts, subcontracts and’ agreemem contain the
required restrictions, terms and condltions may resuilt in termination of the
Agreament.

Federal aiid Agency Access. The Asscclate shal make jts internal practices,
boaiks, and records relating to the use and disclosure of PHI, as well as the PHI,
recaived from, or creates or received by the Associate on behalf of the Agency
avaliahle to the U . Secrefary of Health and Humar Services consistent with 45
CFR § 164.504. The Assvciate shell also make these records avallable to
Agancy, ar Agency’s contractor, for periodic audit of Associate’s compliance with
the Privacy and Security Rules. Uponh Agency’s request, the Associate shall
provide proof of compliance with HIPAA and HITECH data privacy/protection
guidelines, certificaion of a secure network and other assurance relative to
compliance with the Privacy and Security Rules. This section shall aiso apply to
Asgociate's subcontractors, If any.

Security. The Asspciate shall take all steps necessary to ensure the continuous
security of all PHI and dita systems ¢oritalning PHI. th additlon, compliance with
74 FR 19006 Guidance Specifiing the Technologies and Methodologles Thet
Rendsr PHI Unusable, Unreadable, or indacipherable to Unauthorized
Individuals for Purposes of the Breach Notification Requirements under Section
13402 of Titie XIl is required, to the extent pmetlcable If Associate chooses not
to adopt such methodologles as defined in 74 FR 18008 to secure the PHI
govemed by. this Addeﬂdum. it must submit such written rationale, including its
Security Risk Analysis, to the Agency Procurement Officer for raview prior t6 the
exacufion-of the Addendum. This teview may take up.to ten (10) days,

Noti'ﬂc‘ation' of Bradich. Difing the ferni of fiils Addendum, the Associate shall

notify the Agency and, unless otherwise directed by the Agengy in wiiting, the
WV Oftice of Technoloqy immediately by e-mall or web form upon the discovery
of any Breach of unsecured PHI; or within 24-hours by e-mail or web form of any
suspeciad Security Incident, intfusion or unavithorized use or disclosure of PHI in
violation of this Agreemént. and this Addendum, or potential loss of confidential
data affecting this Agreement. Noﬁﬁcatlon shall be pmvtded to the Agercy
Procurement Officer at www.state.w suichis eiicyll.htm and,
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uniess otherwise directed hy the Agency in writing, the Office of Technoiogy at
incident@wy.gov or hitos:/aoos.wy, /Do S0X,

The Agsogiate shafl Immediately investigets suth Security Iricident, Brsach, or
unauthorizéd usé or disclvsiie of PHI or corfidsntial data. Within 72 hours of the
discovery, thé Associate:shall notity the Agency Procurement Offioer, and, uniess
otherwise directed by the Agency in writing, the Office of Technology of: () Date

(SN, O

of discovery; (b) What data elemants were involved atid the extent of the data

involved in the Breach; (t) A deéscription of the unaithortzed: personis known o
reasoriably beliaved to have improperly used of disclosed PHI or confidential
data; (d) A description of where the PH) or confidential data is balieved to have
been improperly transmitted, sant, or utilized; (6) A deseription of the probable
cayses of the improper yse or disciosure; and.(fj Whether any federal or state
laws requiring indlyidual notifications of Breathies are triggered.

Agency will chordinata with Associate to defermine additional specific actions
that will be required of the Associate for mitigation of the Breach, which may
inciude notification to the individual or other authorities.

Al associated costs shall be bome by the Associate. This may include, but not
be fimited fo costs associated with notifying affected individuals.

If the Associate enters info a suboontract refating to the Agreement where the
subcontractar Or agent recelvas PHI as described in section 2.a. of ihis
Addendum, all such subcontracts or downstream agreements shall contain the
same Incident notification requirements as contained herein, with reporting
directly to the Agency Procurement Gfficer. Fallure-to include such reqiirement
in any subcantract or agroement rhay result in te Agancy’s termination of the
Agreement.

Asslstance in Lifigation or Administrative Proceedings. The Associate shall
make Hself and any subcontractors, workforce or agents dssisting Assoclate in
the-performance of fts obligations under this Agreemant, avallable to the Agency
at no cost to the Agency to testify as withesses, or otherwise, in the event of
tigation or administrative procoodings belng commenced against the Agency, fis
officers or employees based upon claimed violations of HIPAA, the HIPAA
regulations or other laws relating te security and privacy, which involves inaction
or acions by the Associate, except whers Associate or its subcontracior,
‘workforee or agent Is @ named as an adverse party.

4. Addendum Administration.

Torm. This Addendum ehall termiriate on termination of the underiying
Agreement or on the date the Agency torminates for cause as authorizad in
paragraph (o) of this Section, whichever is soonsr,

Duties at Termination. Upon dny termination of the underlying Agreement, the
Agactiate shall cotum or destroy, at the Agency’s optian, all PHI reeeived from, or
creafed -or recelved by the Associate on behalf of the Agency that the Associate
still maintaing in any form and retain no coples of such PHI or, if such retum or
dpstruction ke not feasible, the Asspolate shal exterdd the protections of this
Addendum to the PHL-antd ilmit further usés and disclosures 1o the purposes that
make the Jetumn ¢r destruction of the PHI infeasible. This shall also apply to all
agents and subcontractors of Assoclate. The duty of the Associate and its agerits
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and subcontractors fo assist the-Agency with any HIPAA required sccounting of
disciosures sutvives the tamination of the underlying Agresment.

Termination Tor Cause. Associate suthorizes termination of this Agroement by
Agency, If Agency determinee Associate. has viclated a material term ef the
Agreement.  Agency may, at lis sule discretion, allow Associste a reasonable
period of time-to.cure the material breach before termination:

Judicidl or Administrative Proceedings. The Agency may terminate this
Agréeement if the Associate Is found guilly of a criminal viglation of HIPAA. The
Agency-may terminate this Agreementif a finding or stipulatior that the Assoclate
has violated any standard or requirement of HIPAA/MITECH, or other security or
privacy laws is made in any administrative -or clvil proceading in which the
Assoclate is a party or fias been joined. Associate shall he subject to prosecution
by the Depattment of Justice for viplations of HIPAA/HITECH and shall be
responsible for any and alf costs assoclatod with prosscution.

Survival. The respective rights and obligetions of Associate under this
Addendum shall survive the termination of the underiying Agréertient.

5. General Provisions/Ownership of PHI,

o

Retention of Ownership. Ownership of the PHI resides with the Agency and is
to be retumed on demand or destroyed at the Agency's option, at any time, and
subject to the restrictions found within section 4.b. above.

Secondary PHI. Any data or PHI generated from the PHI disolosed hereunder
which would perniit identification of an individual must be tield confidential aid is
also the property of Agency.

Electronic Transmlssion. Except as permitied by law or this Addendum, the
PHI or any data generated from the PHI which would permit identification of an
Individual must not be transmitted to another party by electronic or other means
for additional uses or disclosures not authorized by this Addendum or to another
contractor, or allled agenoy, or affiliate without prior written approval of Agency.

No Sales. Rarons or data containing the PHI may not be sold without Agency's
or the affected Individual's written consént.

No Third-Party Beneficiaries. Nothing express or Implied in this Addendum Is
intended to- confer, nor shall anything herein confer, tpon any person ather than
Agency, Associate and their respective suctessors or assigns, any rights,
remadies, obligations. or Nabilities whatsoaver.

Interpretation. The provislons of this Addendum shall prevail over any
provisions in the Agreement that may conflict or appegr inconsistent with any
provisions in this Addendum. The Interpretation of this Addendum shall be made
ufider the Jaws of the state of West Virginia.

Amendmant. The. parties agree that 1o the extent necessary fo comply with
appiicabig.law they will agree to further amend this Addendum.

Additional Terms and Conditidhs. Additional disorefionary terms may be
included in the release order or change order process.

7
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AGREED:

Ndme of Agency:

Signature;

Thle:

Date:

Form - WVBAA-012004
Amentad 00.28.2013
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Appendix A
(To be comploted by the Agency’s Pracurament Offioar prior to the execution of the Addendum,
and shall be made a part of the Addendum. PHI not identified prior to sxecution of the

Addm)dum may only bo added by ameiiding Appéndix A and the Addendum, via Change
Order.

Name of Associate: __ Adhreon COrpom‘\';nn

Name of Agency:

Describe the PHI (do not inciude any actual PHI). If not applicable, please indicate the same.




RFG No. DRS1500000005

STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

MANDATE: Under W. Va. Code §5A-3-10a, no contract or renewal of any contract may be awarded by the state or any
of its political subdivisions to any vendor or prospective vendor whan the vendor or prospective vendor or a related party
to the vendor or prospective vendor is a deblor and: (1) the debt owed Is an amount greater than one thousand doliars in
the aggregate; or (2) the debtor is in employer default.

EXCEPTION: The prohibition listed above does not apply where a vendor has contested any fax administered pursuant to
chapter eleven of the W. Va. Code, workers’ compensation premium, permit fee or environmental fea or assessment and
the matier has not become final or where the vendor has entered into s payment plan or agreemant and the vendor is not
in default of any of the provisions of such plan or agreement.

“Debt” means any assessment. premium, penally, fine, tax or other emount of money owed to ths state or any of its
pofitical subdivisions because of a judgment, fins, permk violation, license assessment, defaultsd workers'
compensation premium, penalty or other assessment pressntly delinquent or due and required to be paid to the state
or any of its political subdivisions, including any interest or additional penalties accrued thereon,

“Employer defauit” means having an oulstanding balance or iabilty to the old fund or fo the uninsured employers'
fund or being in policy default, as defined in W, Va. Code § 23-2¢-2, failure to maintain mandatory woriers'
compensation coverage, or fallure to fully meet iis obligations as a workers' compensation self-insured employer. An
employer Is not in employer default i it has entered into a repayment agreement with the Insurance Commissioner
and remaina in compliance with the obiigations under tha repayment agreement.

“Related party” means a party, whether en individual, corporation, partnership, association, imited iability company
or sny other form or business association or other entity whatsoaver, related to any vendor by blood, marriage,
ownership or contract through which the party has a relationship of ownership or aother interest with the vendor so that
the party will acluslly or by effect recsive or control a portion of the benefit, profit or other consideration from
performance of a verxior contract with the party recelving an amount that meats or exceed five percent of the total
contract amount.

AFFIRMATION: By signing this form, the vendor's authorized signer affirms and acknowledges under penalty of
law for false swearing (W. V. Code §81-5-8) that neither vendor nor any related party owe a debt as defined
above and that neither vendor nor any related parly are In smployer default as defined above, unises the debt or
employsr default s permitted under the exception above,

WITNESS THE FOLLOWING SIGNATURE:

ooy
Authorized Signature: ™ Date: 3/"!_/&5-

sutsof & U S

comyof_Coold ' :
Taken, subscribed, and swom to metmﬁdayof Mardn .20_1;/
My Commission expires (irm ufe

AFFIX SEAL HERE NOTARY PUBUCQ

3

JA%léglglAL SEAL

A. WILSON
NOTARY PUBLIC, STATE OF ILLINOIS
MY COMMISSION EXPIRES 9-5-2016
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ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: DRS1500000005

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary 1~ visions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the " ox next to each addendum received)

[\/,/Addendum No. 1 [ 1 Addendum No. 6
[\/{ Addendum No. 2 [ ] Addendum No.7
[ ' Addendum No. 3 [ ] Addendum No. 8
[ | Addendum No. 4 [ ] Addendum No.9
[ ] Addendum No. 5 [ 1 Addendum No. 10

I understan:: that failure to confirm the receipt of addenda may be cause for rejection of this bid, I
further und. -stand that any verbal representation made or assumed to be made during any oral
discussion I.-1d between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

Athreoy) corpor&hbn

Authorized Signature
B/27 /2016

Date

NOTE: This adder.!lum acknowledgement should be submitted with the bid to expedite document processing.
Revised 6/8/2012
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