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I I.Qualifications and
Experience

E X E C U T I V E  P O I N T  O F  C O N T A C T

Richard E. Piasecki, President/CEO
(800) 5-BUREAU [528-7328] ext. 209

1. Corporate Overview

THE BUREAU OF OFFICE SERVICES (“Bureau”) is a 58-year-old corporation that has provided large
scale transcription and document processing services since its inception. The Bureau currently

provides nationwide teledictation and e-document services on a “24/7/365” basis. Our enterprise-
scale telephone, digital media capture, specialty transcription, quality assurance, secure delivery
and secure reporting protocols are utilized daily by thousands public and private sector users.

Every item necessary to implement the State of West Virginia, Disability Determination Services
Program (“DDS”), transcription project including telephone dictation capture, training, electronic
media storage, centralized transcription, quality assurance, secure delivery and remote reporting
is in place and operational. Every aspect of the implementation adheres to the RFP requirements
and industry standards as they relate to privacy, security, training, certification and billing.

2. Corporate Particulars
a. Locations
i CONFIDENTIAL: REDACT EIN AND OTHER IDENTIFIERS BELOW PRIOR TO PUBLIC DISTRIBUTION i

Headquarters Location: 11S270 S Jackson Street, No 106
Burr Ridge, IL  60527

Satellite Location: 9932 Peregrine, Suite 105
Scottsdale, AZ 85262

Telephone: (800) 5-BUREAU [528-7328]

Web Properties: www.bureauhq.com & files.bureauhq.com

Legal Status: Corporation (Perpetual)

Copyright © 2015 Bureau of Office Services, Inc. 

Technical Proposal Notice: Portions of this document are CONFIDENTIAL and PROTECTED. Page 1 of 33



Page 2 BUREAU OF OFFICE SERVICES RFP No DRS1500000005

State of Incorporation: Illinois

Date of Incorporation: January 8, 1958

Parent Companies: None

EIN/FEIN/TIN: 36-2391254

DUNS/D&B No: 06-861-8834

CAGE: 1XQ50

WV Vendor No: 710133703

WV Vendor Code: 000000178861

Copyright © 2015 Bureau of Office Services, Inc.
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b. Proof of Insurance
i CONFIDENTIAL: REDACT CERTIFICATE BELOW PRIOR TO PUBLIC DISTRIBUTION i

Figure 1, Current Bureau ACORD certificate.

Copyright © 2015 Bureau of Office Services, Inc. 
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3. Staffing Expertise and Qualifications
a. Organization Chart

b. Key Staff Descriptions

President/CEO: < Administers fiscal contractual details
< Day-to-day executive-level contact
< Manages executive and managerial staff.
< Monitors aggregate workflow and summary

reports.

Qualifications: Experience managing a business including:
< Accounting
< Group and Individual Leadership
< Organization
< Planning
< Internal and Customer Communications
< Marketing

Copyright © 2015 Bureau of Office Services, Inc.
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Account Managers: < Manage day-to-day workflow and ongoing
project management

< Assigns staff queues
< Generates customer-specific instruction

manuals and reference material
< Monitor workloads
< Handles special requests
< Re-configures changes to data entry screens

and validation rules
< Updates document templates
< Responds to turnaround triggers and alerts
< Controls QA standards and integrates with

customer requirements
< Generates billing and audit data

Qualifications: Experience managing a department including:
< Budgeting
< Hands-on staff administration and

management
< Leadership
< Technical Systems
< Payroll Production and Audit
< Billing Production and Audit

IT Support Staff: < Technical project manager
< Configure and validate initial setup

< Database tables
< Data entry screens and validation rules
< Document templates
< Document templates

< Configures customer staff access to servers
< Monitors security of personnel, networks,

servers and workstations
< Distributes instructional and support

material
< Staff help desk and technical support line

Qualifications: Experience with networks, servers and technical
items including:
< Internet technologies

< E-mail
< Protocols (many)
< VPN technologies
< Web clients and servers

< Security
< Threat management
< Databases
< Word processing
< Servers and server operating systems
< Workstations and workstation operating

systems

Copyright © 2015 Bureau of Office Services, Inc. 
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 Transcriptionists: < Organize customer-specific reference
material

< Adhere to work schedule
< Transcribe and edit
< Review and respond to quality assurance

feedback
< Request additional materials
< Notify manager of non-compliant dictators

or groups

Qualifications: Experience transcribing medical reports:
< Experience in an acute care, production

environment as a transcriptionist, medical
editor or quality assurance

< 5 years of verifiable experience
< Specialty experience (e.g., neurology,

psychology, etc.)

Copyright © 2015 Bureau of Office Services, Inc.
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RFP No DRS1500000005 TRANSCRIPTION SERVICES Page 7

c. Key Staff Résumés
All production work will be performed in-house by Bureau employees. Administrative
management is done directly by Bureau administrative and quality assurance staff. The lead
contract administrator and project manager for DDS will be Ms. Christine Weisbrodt and Mr.
Michael Weisbrodt. (Figure 2)

i CONFIDENTIAL: REDACT RESUME BELOW PRIOR TO PUBLIC DISTRIBUTION i

Figure 2, Christine Weisbrodt résumé.

Automatic routing, triggered routing, statistical sampling, document review and document
editing will be managed by the Bureau’s two QA supervisors, Ms. Kathy Adame and Ms. Lizabeth
Rowley. Each has over twenty (20) years of medical transcription and quality assurance
experience. (Figure 3 and 4)

Copyright © 2015 Bureau of Office Services, Inc. 
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i CONFIDENTIAL: REDACT RESUME BELOW PRIOR TO PUBLIC DISTRIBUTION i

Figure 3, Kathy Adame résumé.

Copyright © 2015 Bureau of Office Services, Inc.
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i CONFIDENTIAL: REDACT RESUME BELOW PRIOR TO PUBLIC DISTRIBUTION i

Figure 4, Lizabeth Rowley résumé.

Copyright © 2015 Bureau of Office Services, Inc. 
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All technical issues will be handled by the Bureau’s in-house and on-site IT staff led by Mr. Fred
Nehls. (Figure 5 and Figure 6)

i CONFIDENTIAL: REDACT RESUME BELOW PRIOR TO PUBLIC DISTRIBUTION i

Figure 5, Fred Nehls résumé page 1.

Copyright © 2015 Bureau of Office Services, Inc.
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Figure 6, Fred Nehls résumé page 2.

d. Production Staff Expertise
The Bureau records and tracks production staff skills. (Figure 7) A sampling of categorical data
taken from the Bureau’s management platform shows the pool of transcription staff’s experience
and verified expertise.

Copyright © 2015 Bureau of Office Services, Inc. 
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i CONFIDENTIAL: REDACT TRANSCRIPTIONIST TABLE BELOW PRIOR TO PUBLIC DISTRIBUTION i
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A., Kathy (QA) 30 � � � � � � � � � � � � �

A., Melissa 8 � � � � � � � � � �

A., Judy 20 � � � � � � � � � � �

A., Judi 36 � � � � � � � � � � � � �

A., Jeanne 14 � � � � � � �

B., Sandy 14 � � � �

B., Linda 12 � � � � � � � � � � � �

B., Linda 25 � � � � � � � � � � �

C., Tammie 12 � � � � � �

C., Sue 11 � � � � � � � � � �

C., Tanya 10 � � � � � � �

D., Jayme 13 �

D., Debbie 16 � � � � � � � �

D., Jennifer 11 � � � � �

F., Kathleen 15 � � � � � � � � � � �

F., Diane 9 � � � � � � � �

F., Sandy 26 � � � � � � � � � � � �

G., Tracie 11 � � � � � �

G., Jessica 14 � � � � � � � � � � �

G., Barbara 41 � � � � � � � � � � � � �

G., Kay 12 � � � � � � � � � � �

H., Julie 16 � � � � � � � � � � �

H., Susan 11 � � � � � � � � � �
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K., Janene 14 � � � � � � � � � �

L., Beverly 19 � � � �

L., Margaret 23 � � � � � � � � � � �

L., Joy 9 � � �

L., Janet 13 � � � � � � � � � � � � �

M., Patricia 21 � � � � � � �

M., Jennifer 9 � �
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N., Jennifer 19 � � � � � � � � � � �

O., Daryl Lynn 15 � � � � � � � � � �

O., Judi 9 � � � � � � � � � � �

P., Michelle 15 � � � � �

P., Lori 17 � � � � � � �

R., Gayle 20 � � � � � � � � � � �

R., Maureen 11 � � � � �

R., Carole 29 � � � � � � � � � � �

R., Linda 15 � � � � � � � � � � �

R., Cynthia 17 � � � � � � � � � � � � �

R., Lizbeth (QA) 21 � � � � � � � � � � � � �

S., Corrine 21 � � � � � � � � � � � �

S., Rose 23 � � � � � � � � � � �

S., Karla 7 � � �

S., Ruth 5 � � � � � � � �

S., Greta 9 � � � � � � � �

S., Vickie 7 � � � � � � � �

S., Pat 22 � � � � � � � � � � � �

T., Gema 6 � � �

T., Sara 19 � � � � � � � � � � � � �

W., Pat 41 � � � � � � � � �

W., Crystal 13 � � � � � � � � � � � � �

W., Linda 20 � � � � � � � � � � � �

Y., Stephanie 9 � � � �

Mean Years: 16.52

Figure 7, The Bureau’s Medical Accounts Department transcriptionist summary

Copyright © 2015 Bureau of Office Services, Inc. 
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4. References
i CONFIDENTIAL: REDACT NAMES AND CONTACT INFO. BELOW PRIOR TO PUBLIC DISTRIBUTION i

1 State of North Carolina, Employment Security Commission

CONTRACT TERM 5 Years DATES 10/01/2011 - Present

ADDRESS 700 Wade Avenue
Raleigh, NC 27605

WORK Media capture
All transcription
All electronic delivery
~300 documents yearly

CONTACT Ms. Gretchen Parker PHONE

E-MAIL

(919) 707-1079
gretchen.parker
@nccommerce.com

NATURE OF WORK Legal and healthcare-related multi-party employment hearings
with a variety of “rush” and standard turnaround times

2 County of San Bernardino–ARMC and all outlying FHCs

CONTRACT TERM 5 Years DATES 10/01/2010 - 12/31/2014

ADDRESS 400 N Pepper Avenue
Colton, CA 92324

WORK All dictation capture
All transcription
All electronic delivery
~4,800 documents weekly

CONTACT Ms. Cynthia Carter PHONE

E-MAIL

(909) 580-0073
carterc
@armc.sbcounty.gov

NATURE OF WORK Enormous volume with intense 24/7/365 production of all
medical and specialty document types for all facilities county-
wide with priority 2-hour and standard 24-hour turnaround

3 Rehabilitation Institute of Chicago (RIC)

CONTRACT TERM Renewable 5 Years DATES 10/01/2001 - Present

ADDRESS 345 E. Superior
Chicago, IL 60611

WORK All dictation capture
All transcription
All electronic delivery
~270 documents weekly

CONTACT Mr. Mike Christiano PHONE

E-MAIL

(312) 238-1282
mchristian@ric.org

NATURE OF WORK 24/7/365 production of all diagnostic medicine, rehabilitation
medicine and specialty health document types for main facility
and clinics with 24-hour turnaround or less

Copyright © 2015 Bureau of Office Services, Inc.
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4 Keokuk Area Hospital and Tri-State Medical Group

CONTRACT TERM Renewable 2 Years DATES 11/15/2007 - Present

ADDRESS 1600 Morgan Street
Keokuk, IA 52632

WORK All dictation capture
All transcription
All electronic delivery
~120 documents weekly

CONTACT Ms. Linda Helmick PHONE

E-MAIL

(319) 526-8726
lindah@kah.kahnet.com

NATURE OF WORK 24/7/365 production of correspondence, medical reports and
specialty health document types with priority 4-hour and
standard 24-hour turnaround

5 Associates in Nephrology

CONTRACT TERM None DATES 05/24/1995 - Present

ADDRESS 210 S. Des Plaines Street
Chicago, IL 60661

WORK All dictation capture
All transcription
All electronic delivery
~100 documents weekly

CONTACT Ms. Charlotte Chapple PHONE

E-MAIL

(312) 654-2725
charlotte.chapple
@ainmd.com

NATURE OF WORK 24/7/365 production of correspondence, notes, consultations and
specialty health document types with 24-hour turnaround

Copyright © 2015 Bureau of Office Services, Inc. 
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Figure 8, Sample pocket-sized
telephone recording card, front

Figure 9, Sample pocket-sized
telephone recording card, back

II II.Proposed Services

1. Services to be Provided
The Bureau will provide every services as outlined in RFQ. This includes:
< Automated multi-user, redundant, dial-in and prompted dictation capability
< Training of Health Professionals to

use the Bureau’s dictation platform
(Figure 8 and Figure 9)

< Maintenance of databases of users,
documents and workflow

< Reporting that complies with RFQ
specifications in terms of content
elements and formatting

< Precise adherence to format
guidelines for transcribed report
documents

< Distribution of documents using
approved electronic formats via
secure SSA ERE website

< Secure, 256-bit encrypted download
capability directly from the Bureau’s document distribution website

< Automatic notification of Health Professionals that report documents are available
< Fax of report documents in the event of ERE website downtime
< Adherence to all SSA ERE requirements for secure use of the ERE website
< Strict confidentiality and personnel compliance of all rules surrounding report documents

and release of information
< Archiving of reports in a secure fashion for a minimum of one (1) year
< Log sheets for each report transmission including report statistics and verification
< Billing adherence to a 65 character line
< Monthly detailed invoices
< 48-hour turnaround of reports

2. Capabilities and Capacity
a. Teledictation Capability
The Bureau maintains triple-redundant telephone network connectivity. This includes redundant
telephone media capture servers and a combination of analog (PRI/T-1 and POTS) and digital
(VoIP) national telephone network connectivity. The Bureau has capacity for 75 concurrent and
simultaneous telephone sessions for use by DDS staff.

Copyright © 2015 Bureau of Office Services, Inc.

Page 16 of 33 Notice: Portions of this document are CONFIDENTIAL and PROTECTED. Technical Proposal



RFP No DRS1500000005 TRANSCRIPTION SERVICES Page 17

b. Medical Language Expertise
Bureau medical transcriptionists have thorough healthcare language experience that includes
daily exposure with thousands native English-speaking and ESL healthcare providers. Specialties
for which we have direct experience include:

< Acute/Critical Care
< Addiction Medicine
< Allergy Medicine
< Anesthesiology
< Audiology
< Bariatric Medicine
< Behavioral Medicine
< Cardiology
< Dental/Oral Medicine
< Dermatology
< Diagnostic Imaging
< Electrophysiology
< Emergency Medicine
< Endocrinology
< Family Medicine

< Gastroenterology
< Genetics
< Geriatric Medicine
< Hematology/Oncology
< Immunology
< Infectious Disease
< Internal Medicine
< Maternal/Fetal Medicine
< Nephrology
< Neurology
< Neurosurgery
< Nuclear Medicine
< Obstetrics/Gynecology
< Pain Management
< Palliative Medicine

< Pediatrics
< Psychiatry
< Physiology
< Podiatry
< Pulmonology/Resp. Medicine
< Ophthalmology
< Orthopaedic Surgery
< Otolaryngology (E.N.T.)
< Rehabilitation Medicine
< Reproductive Medicine
< Rheumatology
< Sports/Exercise Medicine
< Surgery (and sub-specialties)
< Urology
< Vascular Medicine

Figure 10, The tracked medical specialty skills included in the Bureau’s database for tracking transcriptionist proficiency

c. Typeset-Ready Document Experience
Bureau staff are thoroughly familiar with proper medical report formatting, content and style
conventions. Bureau staff are expert in proper formatting of both simple and the complex
documents. Each report will be formatted precisely and as requested by DDS staff. DDS-specific
samples will be sent to DDS administrators before use. (Figures 11, 12 and 13)
   

Figure 11, DDS Sample, Page 1. Figure 12, DDS Sample, Page 2. Figure 13, DDS Sample, Page 3.

Other production samples are shown to demonstrate options such as graphics, electronic forms,
electronic signature, video captioning, and embedded logos/letterheads.  (Figure 14 through
Figure 21)
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Figure 14, Sample 1. Figure 15, Sample 2. Figure 16, Sample 3. Figure 17, Sample 4.

    

Figure 18, Sample 5. Figure 19, Sample 6. Figure 20, Sample 7. Figure 21, Sample 8.
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3. Production Details
The Bureau’s automated platform enables every step of the process from the efficient capture,
collection and organization of audio, automatic prioritization, tracking, server-based
transcription, statistical quality assurance, staffing, billing, regular communication and
experienced project management.  Each task will be performed directly by Bureau employees. No
subcontractors, independent contractors or other business entities will be performing any work
for this contract.

The functional and procedural items to be performed are outlined in the capture, transcription
and delivery process diagram. (Figure 22)

i CONFIDENTIAL: REDACT ARTWORK BELOW PRIOR TO PUBLIC DISTRIBUTION i

Figure 22, Every step of the workflow process is automated and logged.

i CONFIDENTIAL: REDACT ARTWORK ABOVE PRIOR TO PUBLIC DISTRIBUTION i

Standards relating to each specification including turnaround time, production quality,
adherence to technical format requirements and billing verification are controlled and managed
by automated processes, meticulous logging and administrative oversight.  This includes the
capture of analog, digital and telephonically captured media to the Bureau’s central database,
prioritization of media, routing of media, secure delivery of media and document data for
transcription, template selection, routing of completed work to QA, document processing,
electronic and hard copy delivery and billing.
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Bureau systems have several layers of automated control to ensure recordings are processed in an
efficient and timely manner. (Figure 23 and Figure 24)

Figure 23, Items that are yet to be transcribed are
automatically routed and prioritized by document type,
assigned priority or several automatically activated
parameters. Items can also be manually re-prioritized at
any time. These are dynamically sorted and displayed as
highlight colors in real time.

Figure 24, The Master View screen displays details about all jobs specified
by DDS administrative staff and Bureau staff (e.g., by author, date(s),
report type, case number, subject name, etc.) in an easy-to-use
spreadsheet-like screen.  Note: Customer administrative staff are limited
to viewing jobs only for their organization or organizational subdivision.

The Bureau automatically tracks and dynamically assigns job priority using five (5) parameters.
(Figure 25)

Audio and Speech Recognition Work Prioritization Options

Priority and Routing
Activation Method Description

Work Type
Assigned by organizing routing group assignments in individual production staff
profiles

Age Determined dynamically (i.e., current time ! time of recording completion)

Trigger Time
Configured for each work type routing group and normally set to betwenn a and ½
turnaround time for normal priority reports and ¼ turnaround time for higher
priority reports

Turnaround Time Configured for each work type routing group and set to RFQ specifications

Assigned Priority

Multi-level and assignable by:
< Author assignment (i.e., any document designated as priority or STAT during

dictation)
< Bureau staff or DDS administrative staff assignment after dictation
< Exceeding Trigger Time automatic assignment
< Exceeding Turnaround Time automatic assignment

Figure 25, Multi-level, automatic routing and prioritization is built-in to the Bureau’s workflow process.

Additionally, the Bureau’s Government Accounts Manager and production staff monitor workflow
throughout the day, seven days a week, and are automatically notified via e-mail, phone and page
of items which are approaching or exceeding allowable parameters. (Figure 26)
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Figure 26, Routing Profiles for each work type or group of work
types ensure recorded jobs are automatically re-prioritized as
they get closer to their assigned turnaround time. In addition,
automatic pager and telephone notification options let
administrators know if a turnaround problem is eminent.

Administrators and transcriptionists see these changes as colors. (Figures 23 and 24 above) 
Dictations flagged as priority by the author during dictation are automatically assigned the
highest priority. They are displayed with a red background in database and job listings and
automatically are placed at the top of the list. The color of any normal priority job may also
change automatically as they approach a trigger time and/or the contracted turnaround time.
(Figure 26) Assigned turnaround times used to prioritize work will follow the solicitation
guidelines precisely. (Figure 27) Because of this automated prioritization, notification and
monitoring, the Bureau has met turnaround time criteria for historical and current transcription
contracts at a verifiable rate of 99.6% as measured on a per-document basis.

The automatic features of Bureau systems assure that no report that is properly classified by the
author will need manual intervention to be routed correctly and prioritized appropriately.

Prioritization

Priority
Trigger

Time
Turnaround

Time

STAT (High Priority) 6  hours 12 hours

Normal Priority 12 hours 24 hours
Figure 27, DDS document prioritization, trigger and turnaround time parameters to be configured.

The Bureau’s systems are client/server architecture. This is beneficial for ensuring accuracy,
controlling access, performing updates, ensuring conformity, logging all events and functions,
auditing processes and maintaining end-to-end security. This architecture positively affects many
aspects of processing. This includes the way document security is maintained, billing is generated
and information is purged. All documents are edited, stored, processed using Microsoft Word and
exported in one of over forty (40) different formats including the required Microsoft Word
format.
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Figure 28, The Transcription Entry Screen (“TES”) along with
streaming audio playback allows for efficient playback, quick
database lookup, insertion, verification and editing of data.

Documents are first processed from a data
entry screen (aka. transcription entry screen
or “TES”). The TES is where input is
constrained to proper entry format and
validated so it contains only valid data.
(Figure 28) In addition, any items which are
already in the system (e.g., subject name, case
number, etc.) automatically trigger the
population of the data entry fields to which it
is linked. This speeds input and ensures
greater accuracy. After entry of data at the
TES screen, a pre-formatted document
template is retrieved with items from the TES
screen already populated throughout the
document. Any future changes to items from
the TES screen are automatically populated
into the template. Should items such as
subject names or other information change in the future, reports will be correct during
subsequent edits or retransmission.

When repetitive text needs to be entered, a shared shortcut glossary allows for automatic entry of
preformatted language to be inserted anywhere within a document. This is valuable for
organizing and distributing author-specific content as well as fill-in paragraphs and tables
containing values. Each glossary entry allows for staff to select the specific entry either by
selecting it from a searchable database list or typing a shortcut to expand into the full text of the
glossary entry. These can be defined to more efficiently enter short phrases, an entire paragraphs
or many pages of form data that require data be entered into specific locations within the form.
New glossary data for each customer facility and department is updated upon user login, so the
latest additions and edits are always available to each transcription and QA user.

After a document is created or modified either by transcription, speech recognition, editing, QA
review, linking, splitting, electronic signature or other processes, a count is generated at the
server. Production staff do not submit counts or manually process production statistics. Several
production reports showing counts, breaks, session statistics and other information is available to
production staff, however, this only generates output for that particular staff member and does
not trigger or influence production statistics.

Counting parameters are configured and counting is performed at the document management
server. Count parameters within the Bureau’s system will be configured to match the line
counting method referenced in the RFQ. (Figure 29) 
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Figure 29, The Bureau’s document management system contains the configuration options necessary
for conformity to the solicitation-specified 75 character line counting and billing parameters.
Counting is automatically performed only at the server level.

Figure 30, The QC screen shows reports queued to QA staff for correction,
edit and scoring. After QA processes these jobs, they are reviewed by the
original transcriptionists and scoring information is available to Bureau
and DDS administrators.

Any creation of or change in the content of a document will cause a count to be triggered.
Content changes may add, do nothing or subtract from a document’s count depending upon the
nature of the change.

Every access and status change to a document is logged and available for review by authorized
Bureau and DDS staff.

4. Quality Assurance Overview
Quality Assurance (QA) at the Bureau serves two primary functions:
< Assuring final transcription product quality using verified statistical methods within a

unified processing, tracking, review and reporting system
< Initial and ongoing production employee training, education and feedback

When QA staff log in to the Bureau’s
system, work is queued automatically
based on facility, department, report type,
TAT and priority. (Figure 30)

Reports are triggered and routed to QA
by:
1. Random sampling
2. Customizable percentage (up to

100%) by:
a. Facility (aka. customer) (Figure

31)
b. Department or other

organizational subdivision (Figure 32)
c. Author or recording technician (Figure 33)
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d. Work type (Figure 34)
e. Transcriptionist (Figure 35)

3. The number of blanks–the default is one (1) blank to automatically route to QA
4. Manually triggered by transcriptionist
5. Manually triggered by managerial or executive staff

This flexibility allows for problem audio formats and authors to be assigned a 100% QA level.  It
also allows transcriptionists that are assigned to a new account to have 100% of their work routed
to QA for timely feedback until they become familiar with the content.

Minimum random sampling rates for all transcriptionists are five (5%) percent depending upon
the facility and contractual requirements. Sampling rates are adjusted as necessary and can be
adjusted by either administrative staff or the QA department based on historical error rates and
upon customer request.

Once a transcribed document is queued and selected for review by a QA editor, the initial
transcription entry screen is displayed. This is the same data entry screen that transcriptionists
use to initially process a report.

  

Figure 31, QA Percentage configured at the Facility or
customer level.

Figure 32, QA Percentage configured for each customer
subdivision or Department.

  

Figure 33, QA Percentage by Author, User or
content source (very useful for challenging users)

Figure 34, QA Percentage configured for Report Type
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Figure 36, Author lookup allows production staff to search
for and select providers from the Bureau’s database.

Figure 35, QA Percentage by Transcriptionist

This allows for easy verification and modification of document parameters. A user working from
this screen (i.e., before being released to QA) can review lists of available healthcare providers
(Figure 36) and their related data such as full name, title, specialty(ies), license number(s),
address(es), telephone number(s), fax number(s) and other related information. This data is
routed from the Bureau’s database, instantly and automatically, to the entry screen used by
administrative, transcription and QA staff and inserted directly into report documents.

Demographic information (e.g., name, SSN, codes,
visit dates, etc.) and the transcribed document along
with many other relevant data fields (i.e., turnaround
time, delivery status, electronic signature status,
count statistics, transcriptionist comment notes,
etc.) are also automatically stored for every patient
and report document. This data is automatically
added to logs, billing reports and other management
reports given to customers. This data can also be
used to search for reports and query the Bureau’s
database as necessary.

The QA Department will follow a written,
standardized system of processes based on guidelines from DDS, approved templates, ongoing
directives and Bureau standards along with ongoing feedback from transcription, managerial and
customer staff.

Each error or variance type within a report is assigned one of four (4) severity levels. (Figures 37
and Figure 38–below) Once a report has been queued and reviewed by QA staff, error scores are
added and an accuracy score is calculated by subtracting the error score from 100. These are based
on rigid guidelines uniquely formulated for each customer and follow this criteria :

1. Critical error in format or basic spell check error (- 8 points each)
A. Failure to follow standard formatting protocols for the given report type
B. Failure to correct an error highlighted during spell check or incorrect use of a

figure, table, section, phrase or word-expansion glossary entry
C. Misspelling of any name automatically populated by the database, as provided by

speaker or subjects or any names correctly spelled by speaker
2. Major errors (- 4 points each)

A. Incorrect jargon, terms or data
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B. Failure to transcribe recorded material verbatim upon request other than to note
grammatical errors made by a speaker (e.g., [sic], [intentionally spoken], etc.)

C. Punctuating a sentence in such a manner as to change its meaning
D. Addition/omission from recording for no apparent reason, unless asked to edit

recorded material during recording or by facility liaison
E. Incorrect entry of subject demographic information into predetermined data entry

screen or header format
F. Excessive blanks without valid documentation of cause
G. Failure to follow pre-formatted headers or text headings in the template document

and outlined/directed by client
H. Failure to follow any additional transcription guidelines requested by client in

accordance with professional standards
I. Improper use of abbreviations where forbidden (e.g., diagnoses, judgements)
J. Technical document errors including incorrectly overriding the automatic

template selection for report, use of typed characters which preclude proper
interfacing with other software programs (e.g., the degree symbol, foreign
language characters) or failure to use section, line or page break properly.

K. Failure to use reference material provided by the Bureau resulting in blanks within
transcription

3. Minor errors (- 1 point each)
A. Use of incorrect non-technical/non-jargon word or wrong form of word
B. Addition/deletion of insignificant words (e.g., “of,” “to,” “the,” etc.)
C. Incorrect verb/tense usage, even if recorded incorrectly except for verbatim
D. Failure to use appropriate capitalization protocols
E. Failure to use basic word processing skills (e.g., using spaces instead of tab or

indent resulting in misalignment of text, incorrect font usage, etc.)
F. Repetition of the same error within same report

4. Author/Note/Subject directive or procedural errors (- 0 points each)
A. Uncorrectable error in procedure, directive or data entry made by the authors or

recorded subjects
B. Audio error such as inaudible speech, garbled speech, mumbling or recording

device issues
C. Notes which QA staff track, but do not in-and-of-themselves constitute an error

  

Figure 37, Error names and severity assignments as
shown on the QA Errors Configuration screen.

Figure 38, Corresponding Severity value
assignments.

Accuracy scores are tallied automatically into the primary report document database and QA
database by subtracting any documented variances or errors from 100. The required accuracy
score stored for each report is a 0 to 100 grade which will flag a report if it falls below a set value.
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This will be configured to 98 for all DDS documents. Reports that fall below the required accuracy
score are automatically routed back to the transcriptionist for mandatory review. These must be
reviewed by the transcriptionist before they are allowed to continue to work.

Transcriptionist individual and aggregate scores are generated in both detail and summary
reports and are administratively reviewed during payroll generation every two weeks. These
reports show the frequency of each type of error, the severity of each error as well as the average
score by report and average severity of errors.

This data can be securely accessed by DDS staff using the Bureau’s internet reporting capability.

5. Work Delivery Overview
The Bureau maintains capability to securely deliver reports per specifications. Any and all delivery
methods will be tested and pre-approved by DDS administrative and technical staff. This may
include delivery via:
< SSA’s Electronic Records Express (formerly eData) secure website
< The Bureau’s Secure Transfer website and FTP site with 256-bit AES encryption (Figure 39

through Figure 43)
  

Figure 39, Detailed Bureau website step-by-
step instructions, page 1.

Figure 40, Detailed Bureau website
instructions, page 2.

Figure 41, Detailed Bureau website
instructions, page 3.

 

Figure 42, Detailed Bureau website
instructions, page 4.

Figure 43, Detailed Bureau website
instructions, page 5.
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< Direct secure transfer to secure DDS site (e.g., FTPS, HTTPS (web), SFTP, SMB+VPN, etc.)
< PKI-signed and encrypted e-mail
< Printed and direct-delivered postal mail
< Secure and remote printing at DDS site (e.g., modem, VPN, etc.)
< Faxed to pre-verified fax numbers (i.e., if specifically requested and approved)
< HL7 or other electronic records interface (e.g., with VPN)

It is understood that the Bureau will incur delivery costs including paper and postage costs.

The Bureau maintains an easy-to-use, on-premises, authenticated and validated website and high-
speed secure FTP site. This allows for retrieval of documents on an as-needed basis by the
customer and for secure transfers to be configured on an automatic basis so that new documents
are always delivered on-time. The bureau also maintains optional, secure bi-directional HL7
interface capability that includes industry standard HL7 formats along with custom HL7 segment
and HL7 field modifications for specific customer format variations. In addition, Bureau staff have
authenticated and encrypted PKI-e-mail available for high security e-mail communications with
organizations with PKI infrastructure and individuals that have been issued valid and
authenticated signing and encryption certificates.

All documents are automatically stored, archived and purged within the Bureau’s centralized
document management platform. Report documents will be remain accessible until purged to
authorized DDS administrators and authorized Bureau staff.

6. Security, Confidentiality and Privacy
The Bureau maintains HIPAA compliant, up-to-date, written security procedures for its core
business function–the provision of timely, quality, high-volume medical transcription and
dictation services.

The Bureau maintains strong, multi-layered security precautions. This includes internal user
education regarding the use of security-related software including automated anti-virus/anti-
malware software, use of document and e-mail security and other security policies (e.g., corporate
system use policy, password security, hard copy shredding). This is further reinforced by the
government-mandated online security and privacy training courses.

To highlight the primary security systems in place at Bureau offices, security is handled at three
(3) levels:

a. Physical site
b. Information security
c. Personnel security

a. Physical / Site
Three (3) and four (4) tumbler deadbolt locks with 14-inch stainless steel anti-jimmy plates secure
entrances. The main entrance of the Bureau headquarters in Burr Ridge, Illinois is further
protected by two heavy glass doors blocking entrance to the main office from the foyer.

Full-office, ADT-monitored alarm systems are installed and include:
< Magnetic sensors at each door
< Passive infrared motion detectors in each exterior room and every central area
< Active sonic sensors with glass breakage detection
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< Fire sensors
< Remote monitoring with immediate law enforcement and Bureau staff notification
< Cellular network notification vector
< Event logging
< Physically separate, doubly redundant battery backup with on-site generator
< Secured control panel

Managers are provided with locked offices equipped with locking file cabinets, locking desk
storage, secure fax machines, micro cross-cut shredders and business hour access to the corporate
vault.

b. Information
Information security is maintained for a variety of processes and systems which correspond to
their physical nature and usage patterns. Computer configuration, systems policy, hard copy
documents, magnetic media and network communications are managed to ensure that
information security is ensured.

i. Hard Copy
Bureau administrative staff are furnished with micro cross-cut shredders for disposal of printed
material with protected healthcare information (PHI). This is the only hard copy or “paper”
document with PHI at the Bureau.  All patient schedules, client dictation system listings and
other hard copy material with PHI is shredded prior to disposal.

Documents faxed from clients are received on toll-free, secure fax machines that are programmed
to delete transmissions upon sucessful completion. All faxing of PHI to or from DDS facilities will
be done with fax machines secured in individual managerial offices. These are individually
configured for no memory retention of sent or received faxes.

For any special cases where the Bureau is directed by DDS facilities staff to maintain hard copies
of documents with PHI, it will be stored in locked offices within a locked file cabinet.

ii. Systems
Bureau systems employ multi-layered security which includes:
< Automatic operating system, anti-malware and production application updates
< Disabling of all unused and non-essential operating system services and bundled software

packages
< Uninstall and/or disabling of statistically/historically vulnerable application software (e.g.,

MSN Messenger, Internet Explorer)
< Real-time anti-virus and anti-malware software which dynamically alerts and automatically

protects local file system entities as well as inbound and outbound internet communication
including:
< All executable programs, program libraries and other stored content
< E-mail
< Corporate instant messaging
< Network worm attacks
< Compressed files (local, remote and attachments)
< Malicious web scripts
< Blocking of malicious internet addresses

< NIST FIPS 140-2 level 1 compliant encryption (AES-256) of secondary storage
< US DoD 5220.22-M file system shredding of documents, logs and other files containing PHI
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< Encrypted network communications (i.e., virtual private network [VPN])
< Public key infrastructure-based (PKI) encrypted e-mail
< Spam and “phishing” e-mail tagging and filtering
< Firewall protection of internet connections

In addition, the Bureau’s system user policy further enhances integrity and security. Bureau
system user policy mandates that all Bureau systems are:
< Only for work-related endeavors
< To be used only by Bureau employees
< To have no security, policy or use-limiting features permanently circumvented
< To be kept updated by affirming and/or triggering genuine application, operating system and

utility software updates
< To never use removable media to store or transport PHI for all government accounts
< To have no additional software installed by users without direct written approval and/or

intervention by Bureau executive or IT staff
< Always to be used with Bureau-provided battery backup and surge protection
< To be turned off after shift completion
< Continuously audited for compliance–without notification or warning

(1) Server and Workstation Configuration and Encryption
All dictation and transcription system servers, related communications and peripheral equipment
are housed in the secure, Class III data center located at the Bureau headquarters in Burr Ridge,
Illinois.

All Bureau computers are protected by automated system policy, configuration options,
specialized software and the network communications infrastructure. This is installed,
maintained and supported by the Bureau’s internal IT department. Industry best practices are
used for the many security-related policy items enforced within the Bureau’s corporate domain.

Before use, all systems are imaged (i.e., wiped and initialized) to install and configure the
operating system and the default Bureau software.

Bureau systems are configured with whole-disk encryption. This is activated upon system startup
using a specialized boot loader (i.e., after BIOS initialization and test and prior to operating
system start).

No removable media (e.g., floppy disks, optical media, digital tape, etc.) is used for the storage or
processing of reports, logs or other data.

Symantec (i.e., “Norton Corporate Edition”) AntiVirus, ClamAV and Avast! AntiVirus are utilized
on all server and desktop systems. These are configured for automatic software and virus database
updates. Updates are normally released on a weekly basis, but often arrive with greater frequency.

Bureau servers are configured with user authentication lockout threshold configured for three (3)
incorrect login attempts, strong password selection with character complexity requirements and
60 day rotation.

User accounts are given privileges with the minimum user requirements necessary to work. For
normal work, standard user-level system access is given. For application software, operating
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system and utility updates which require normally inaccessible, protected components to be
updated, elevated user privileges are temporarily granted.

(2) Redundant and Secure Network Communications
The Bureau’s corporate network is connected to the internet using three (3) redundant
connections. Each connection peers the Bureau with a separate internet service provider (ISP).
These connections are routed through the Bureau’s network firewall appliances. These appliances
provide network management, filtering, packet inspection, VPN services and logging.

The Bureau’s two (2) redundant SE Linux-based network appliances allow secure communications
with external employees as well as protection and efficiency improvements for internal
employees. All external employees communicate using OpenVPN utilizing FIPS 140-2 compliant
encryption modules and algorithms. The Bureau’s OpenVPN servers and clients are configured to
use AES-256 encryption with dynamic, streaming LZO data compression. Initial authentication
starts with the Bureau’s 2048-bit public key certificate and then utilizes Bureau user accounts with
complexity-compliant passwords that are SHA-1 hashed. Internal employee internet
communications are managed using a variety of tool sets built-in to Bureau network security
appliances including iptables filtering, Squid web cache and proxy, SpamAssassin e-mail filtering
and tagging along with a variety of other network control and alert tools. The Bureau’s two (2)
Cisco appliances are used for continuous IPSEC connectivity for site-to-site VPNs requiring strict
Cicso compatibility with customer equipment.

All user workstations at the Bureau use the Microsoft Windows® firewall configured in the on
state. This enables application-level as well as inbound and outbound port and protocol blocking
with user notification of exceptions. Remote users are also provided with network routers as a
first layer of network defense (via NAT) for remote users from direct compromise, “zero day”
attacks and other direct connection vulnerabilities.

All Bureau administrative staff are issued personal authentication and encryption certificates for
use with PKI e-mail on a yearly basis. This allows for the automatic authentication and higest
levels of encryption for e-mails to internal staff and PKI-enabled customers.

Daily, monthly and quarterly transcription, billing, QA and compliance reporting is traditionally
printed on site or sent via PKI encrypted e-mail as attached Microsoft Excel® spreadsheets,
Microsoft Word® files and/or PDF files depending upon facility preference.

(3) Application, Privacy, Security and System Software
Medical records which flow through the Bureau are stored only on server computers.  Each server
computer utilizes RAID disk arrays and critical databases are backed up on a nightly basis. All
servers that store medical records are up-to-date and running the Microsoft Windows® Server
2012 operating system.

Bureau systems are configured to automatically receive and install application software, operating
system and utility software updates.

Microsoft® Windows 7 is deployed on all user workstations for executive, administration,
transcription and QA staff.
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�
how it works

Transcriptionists work in the Bureau’s document
management platform in a “streaming” environment.
Documents are only saved into the Bureau’s centralized
document management servers–not on individual
workstations. There is no facility for receiving or sending
data. Documents are also automatically counted, formatted
and processed on Bureau servers for transmission
automatically.

The Bureau’s production workflow
platform is configured for automatic
update at each user login. Also, no
aspect of production requires manual
processing using external applications,
manual copying or moving of files or
other privacy or security endangering
practice.

Bureau policy mandates that updates to computer operating systems and anti-malware software
which may occasionally require user intervention be done either automatically or as soon as
possible. Bureau training specifically addresses this and employees are responsible for license
agreement acceptance, user intervention and reboot triggers during and after updates for their
assigned workstations. Bureau IT department staff is responsible for all server systems and
monitoring user compliance with existing and future system policy guidelines.

Should a customer request documents be exported in file form from the Bureau database for
administrative or transmission purposes, files are shredded using automatic DoD 5220.22-M
procedure after transmission. Shredding functionality is also linked to every system’s Recycle Bin.
Wipes include cluster tip area and directory entry passes for all files that are deleted manually. An
additional DoD 5220.22-M wiping of unused disk space is scheduled to run during system idle
time on each machine and is completely automated.

(4) Data Transmission Security
Any digital transmission of data to an DDS facility will be encrypted. All data encryption and data
transmission vectors will use the standard data transmissions facilities approved and currently in-
use by the DDS and external contractors. Bureau staff is thoroughly familiar with the process. In
addition, Bureau policy and training espouses robust password selection and careful use of
encryption and data transmission technologies on a daily basis.

Due to the broad spectrum of delivery technologies, the Bureau will defer final decisions and
approval of methods and systems to DDS administrators.

Transmission and encryption methods used for the transfer of data–pending approval–may
include one, two or more overlapping combinations of the following:
1. Site-to-site VPN (e.g., IPSEC, SSL, etc.)
2. On demand VPN (e.g., Cisco AnyConnect, Nortel EAC, OpenVPN, PPTP, etc.)
3. Direct-dialed, encrypted modem transfer to on-site Bureau delivery system
4. PKI encrypted e-mail (i.e., certificate-based, asymmetric, public key encryption)
5. Encrypted, compressed archive transfer to on-site bureau SFTP site (e.g., certificate

authenticated and AES-256 encrypted, HIPAA-compliant, VA-approved and NIST-approved)
6. HIPAA-compliant and NIST-approved, application level encryption (e.g., Microsoft Word,

PDF, etc.)
7. ...as requirements and regulations change, other agreed-upon, HIPAA-compliant and DDS-

approved method(s) of encryption and transfer

Customer data retention is configured within the Bureau database for designated periods.
(Figure 44 and Figure 45) After expiration, all audio and document records are automatically
wiped from the Bureau’s database. Purge logs are kept for verification and compliance.
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Figure 44, The Bureau platform is configured to
archive, maintain tracking data and purge stored
media after a set number of days on a facility,
department and work type basis.

Figure 45, The Bureau platform also has equivalent storage, archive and purging
parameters for stored documents.

Early every morning, a housekeeping process automatically runs, marks, purges and logs every
dictation job and document that has exceeded parameters. (Figure 46) DDS work will be
configured for exactly five (5) years (i.e., 60 months) per specifications.

Figure 46, The Housekeeping service automatically performs the archive, record deletion and purge
processes every day, 365 days a year.

˜
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ALL-INCLUSIVE TRANSCRIPTION SERVICES PER LINE.

ADDENDUM NO. 2 IS ISSUED:

- TO PROVIDE RESPONSES TO VENDORS’ QUESTIONS REGARDING THE ABOVE SOLICITATION.
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