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PRICING INFORMATION: Total Price through 12/31/2016 $149,682.60

ITEM

DESCRIPTION

PRICE

Software License

for 1 year

System configuration, hosting, ballot building process,
initial setup

l.icense Fee: $68,619.00
l.ess Discount:  ($20,272.00)
Net License Fee: $48,347.00

Implementation

Internet site tested and ready for use no later than
September 21, 2012

$5,525.00

Training

Train the trainer sessions for Secretary of State and 55
County Offices either in person, by telephone or by
internet. List the co:t for each type of training session if
applicable.

$5,625.00

System support

Help desk support for election officials beginning 46
days before elections through the ballot receipt
deadline during election office business hours.
Online help support for voters beginning 46 days
before elections through the ballot receipt deadline for
each election, Must be available 24/7,

Included

System
modifications

Cost of future madifications not included in annual
maintenance.

Included

Annual software
support and
maintenance

Year 1

Election hosting and configuration, error
corractions (bug fixes), upgrades or
enhancements tha: may become available.

Software Support and Maintenance
is included in the Initial Software
License for 1 Year

(9/1/2012 through 12/31/2013)

Annual software

Election hosting and configuration, error corrections

$37,744.00 per year

sup|p0rt and (bug fixes), Lllpgrades or enhancements that may (1/1/2014 through 12/31/201'4 and
maintenance become available. 1/1/2016 through 12/31/2016)
Year2 &4

Annual software Election hosting and configuration, error corrections $14,697.60

support and (bug fixes), upgrades or enhancements that may

maintenance
Year 3

become avallable.

(1/1/2015 through 12/31/2015)

Note: Pricing reflects no elections
to be held in the odd-year,
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CERTIFICATION AND SIGNATURE PAGY,

13y siguing botow, | centify that 1 have reviewed this Solichtation in itz ontirety; wnedlerstand the requirements,
torms and conditions, ard othier information consained herein; that [ am submilting this bid ov proposal {or
rovicw and consideration; thut 1 am authorized by the bidder to excette this bid or any documents rolaled
therato on bidder's behalf; that T am authorized to bind the bidder in a contractual relationship; and that to the
hest of my knowvledges, the bidder has properfy registered wilh any State ageney that may require

registvation.

_Seydl  ysa, 11l

(Companny)

@”/ CWW ~ fenEnn, PaorLs

(chrcscmat‘:{m Name, Tills)

Jy3-759-316F /443 -T5T-3e0f

(CGontast Phone/Fax Number)

7 )a )iz

(Dato)

Revised A0
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ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NQ.: 505201207

Instructions: Please acknowledge receipt of all addenda issued with this soficitation by cornpleting this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: 1 hereby acknowledge receipt of the following addenda and have made the
necessary revisions t© my proposal, plans and/or specifieation, ete.

Addendnm Numbers Rocejved:

(Check the box next 1o each adderdum received)
[./] Addendum No. 1 [ A Addendum No. 6
[ /]/ Addendum No. 2 [ V{ | Addendum No. 7
(A AddendumNo. 3 [ A Addendum No. 8
[7] AddondumNo. 4 ] Addendum No. 9
(LY Addendurm No. 5 ] Addendus No. 10

| uaderstand (hat. &ilure to confirm the xeceipt of addenda may be cause for rejection of this bid. 1
further understand that that any verbal representation madg or assumed to be made ducing any oral
discussion heid between Vendor's ropresentatives and any state personnel is not binding. Only the
information isened in writing and added to the specifications by an officjal addendum is binding.

< c:{_Jr' Jsp Ll

Company

_' %&d Signatare

7/a/1*—

Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite dosurnent pracessing.
Revired 6/32012
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RFQ No. __sa E._g_g...l.,..z.;g i

STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

Wast Virginip Code §3A-3-108 stales: [¢0 conlrect or fanawal of pny conlrat) my be awardnd by the alato nr any of its
political subdhsions 1o any vendot of prospective vendor when tha vendor ar prospeciive vendor o 2 relaled prely Lo the
vender or prospeclive vendor i1 a dabtor and tha detsl owned s an amount greader ihan axe thoussnd dollare In the

aqgregate

DERMNITIONS:

“Dopbi* maana any aasessmant, premquuin, penalty, fine, 1ox ot oifior amount of mepey owed to the stole of any of iia
political subdbralons haciuia of a jutigment, fne, parmt viclalion, licanso assesamant, defaulted workers' compensation
premiun, penaily of othot pesossment preseally doflnquent o dua and requirard 10 o paid 16 he stale or any of I3
political subdivisions, inciuding nny Imterast of additional penaiiies accruad thereoh.

“Deblor” means any Indildunl, comaralion, parirership, assodiation, Limited Liability Company of any other [omy or
business aspoclation mwing 8 debt o Mo statk of any of itn pafliical aubdivislans, “Polltical subdivision” maona any county
camrrission: municipalily; counly board ol educallon; any Inatumontallly esteblichod by a county of mualcipatily; any
aspasate carporation or Inatrumentaiity ¢stablishad by ono or mora countlhy ar municipalities, as permitied by lawv; of any
puhllc body chargad by 13w with the peformence of a government function or whosn jursdiction 15 caextensive with one
of mora coumies or nunlsipalities. "flolaled party” moans R pardy, whether an indlviqual, corporation, parinaahip,
ancocintlan, hmilad sbility company or eny alhes form o busingss asgoclalion or other entity whalsanver, related to any
yender by bload, manlages, pvmerstp o sontmet (rough vihich o parly has a refatlonship of awnership or othat Inerast
with the vendor so that the gardy will actuplly of by alfect ynoaive o control @ postion of the tmnefit, profil or atlvar
consideration from performance of 2 vendar cantract with tha patty recelving aa amoun thal meels or exceed five percent
aof Wi tolal contract amelnt,

BXCEPTION: Tha prokilition of this seition dees ait apply where a vewrdor has cantested any 10x adminisiered pursunmt
(o choptor alever of KA cota, woiker' campongalion premium, permil fee of amvironmental foe of assesriment and the
matier has niol besoma [Inn] ar whero e vondor haa enterad inlo 2 payment plan o agieerment and the vendsr 13 not In
defadl of any of ihe provisions of such plan of agiecmmnl.

Undar panalty of taw for lalse swearing) (Wost Virginfa Cado §670-3), It I3 horeby carilled that the vendor affitms and
acknowledges the mformatian in tis allidgeit and i In compliance with 1ho taquirements as atnled.

WITNESS THE FOLLOWING SIGNATURE
Vandar's Name: ____s (Y] -H Ushk, L‘L-C___

Authorfzed Signalvre: __/91«/ ﬂ Hﬁéé/ R Daw _ 1. / 9 / | 2
@ e

Slate or__!\l__‘fll '},']al LV T—
County of Ekll Ty m!'ffﬁ Aot

e
Taken, subnaribad, and 3Wworn to vofote me s g_day of "f I l , 20 EZ
! ) K
Wy Camnrission axpirs el L@ Wé‘ .2Uij ;

AFRIX SEAL HERE NOTORY PUBLT,

SARAH O POPOQLA

BAT.%I&AggEngb‘&w . Purchrstag Alfldal [Revised 17/15/09)

MARYLAND
MY COMMISSION EXPIRES DEC. 28, 2014
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oy 5 State of West Virginia
VENDOR PRIEFERENCE CERTIFICATE

Conlification and application® is hareby made for Proforancerin accordance with Wost Virginla Codle, §5A-3-37. (Does ot appiy lo
consluction sonlracts), West Virginia Cado, §8A-4137, providea anopportunky for qumiifying vandiors to request (at he time ol hid)
preferance for thair residency status. Such preforsnce is an evalustion methed only and will ba appliad orly ta fhe cost bid in
secordancawilh he West Virginla Code. This cettiflcate for application is 10 be used to requost such prelerenco, The Purchasing
Diviston will make he dotenninafion of the Reslden:Vendor Prefersnce, if npplicahle,

1. Appiication is mada for 2,6% resldent vendar preference for the rpason checkmi:
Brdderla an individual residant vendor and has resided continuously in West Virglnla for four (4) years immediately precad-
ing the date of this certification; or,
Fidderis aparinerahip, assoclatlon or comination resident yendarand has maintalned its headquarters or principal piace of
business continuously In West Virginka (or four (A) yearsimmediately preceding the date of thle certification: or 80% of the
ovmnershin Interest of Biddar s held by mmolher individual, padnersin, assuckation or corporation resldert vendorwhe has
ralntained lte headquarters or principal piace of businass continuously in West Viminia for four (4) yaars iminediataly
preceding the dale of this cerllfcation; ax,

. Blddor Is 2 nonresident vendorwhich haa an affilinte or subsidiary wich employs 8 minimum of one hundred state residents
and which hae maintained its headquatters or principal placa of business vithin West Virginia cortinucusty for the four {4)
years madiataly preceding the date of tis certiffcation; o

Application o macdo for 2.5% rasident yepdor prefarance for the reason chogked:

Didder is a residont vendor wha cedifias that, during the life of the contract, on average at least 75% of the employass
waorking on the praject being bid afe reatdnnts of West Virginl who have rasided In he stale coriinuausly for tha lwo years
Immediately preceding submission of thia bid: ar,

Application Ja made for 2.8% vesident vanclor praference for the rRason checked:

Bldder Is o nonregident vendor emplaylng) a minimum of ene himdred state residents or fa a ponresident vendor wilh an
affillate or subsidiary which maintains its headquarters or pincipal piace of business wilhin West Virginia employlng a
mintraum of are hundred stato residents vho celified that, durlng (he life of the contracl. on average at leas! 76% of the
employess of Bidder's affiliate's or subshilery’s employees are residents of Weat Virgmla who have resided In the stale
continuausly for i@ two years immedtalely preceding submistian of Whia bid; o,

4. Application Is mado for 5% msidont vindar praference for thw reason checked;
Bldder moets either the requirement of bath subdivistens (1) and (2) or subdiviston (1) and (3) as stated above; o,

5. Application is marde for 3.5% residend vondor proference who is a vateran for (e reason chacked:

Bldder s an ndbidual resldent vendorwhe lsa veteran of the Unitad Statas ammedforees, tho raserves of tho Nationsl Guard
ane! has resided fn Wast Viginin conflnuousty for the four years immegliately preceding Ure date on which fhe bid is
submitted; or,

6. Application js made for 3.5% resident vendor preferance who [s a veteran for the reason chockad:

Bldder Ia a residant vendor who Is a veleran of the United Siatas amed foreos, fhe roserves or the National Quard, If, for
purposes of producing or distibwting tha commoditles or completing the project which s the subject afthavendor'e bid and
continuously over the entire lerm of the project, on Average al least sevanty-five percent of the vendor's emplayens are
raslidents of West Virginka whto have resiilzd n the state continuously for Ihe twa immodlately preceding years.

Bidder undarstands if the Secretary of Revenua determines that 2 Bidider receiving preference has failed fo continue lo meet the
requirernenia for such poference, the Secretary tnay ordar tha Dimelor of Pucchasing to: (a) reject the bid; or (2) a55205 aponsity
Agalnst such Bldder nan arount natto eyceed §% of the bid amount and that such penalty wilt be pald to the canlracting agency
or deducted from any ungaid balence on the corthact or purchase order.

Fiy submission of this cerfilicate, idder ogrees th disclose eny reasonably toquested informalion to the Puschasing Divislen and
aulhosizas the Departmont of Revenue todisclasa o the Diroctor of Purchasing eppraptate Information verifying thet Hidder has paid
the requlred businesstaxes, provided that such Information does not coatain the smounts of laxes paid nor any other information
deamed by tha Tox Cormmissioner to b confidernial.

Under ponalty of law for false swearing (Waal Virginta Code, §81-5-3), Blddor fiereby certifies that this certificate Is trun
and accurate in all respects; and that If a contract Is issued to Bidder and If anylhing contained within this certificata
changes during {he tarm of the contract, Bldder will notify the Purchasing Division In writing immaodiately,

Ridder: A)'QF;I;_ { J_Sﬁg UL Signed:_@__ Q

Date '?f‘?J/JZ— e (Ao ist. WMaIALase

“Check any combimition of pmiamnog considerotionfe) fdicriad abavo, which yau ars aniilied (o rieekvs,

r—

M

&

PAGE B6
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SEALLED DID

BUYER: H 4
SOLICITATION NO.: _ S OF 20\ 20—~
BID OPENING DATE: _7/10 [2.00 9 _ '
BID OPENING TIME: ___/£30 pA1

FAXNUMBER: _ 3oH-s55%- 4us -

Reviszd 632012
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Innovating Democracy

State of West Virginia

Solicitation Number SOS201207

Electronic Ballot Delivery System for Uniformed
and Overseas Citizen Absentee Voters

Naol to be opened before July 10, 2012

July 10, 2012

Contact
David Campbell

General Manager
david.campbell@scytl.com
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Scytl — West Virginia RFQ 808201207 _Electronic Ballot Delivery System
July 10, 2012

Scytl - Secure Electronic Voting
STRICTLY CONFIDENTIAL
Use only for evaluation purposes

The property of the cryptographic mechanisms and protocols described in this document
is protected by their owners.

© Copyright 2012 - Scytl USA, LLC
400 E.Praft Streel, Suile 800 Baltimore MD, 21210 | USA
Tel: +1 443 759 3168
www.Scytl.com

Neither the whole nor any part of the information contained in this document may he adapted or

reproduced in any material or electronic form without the prior written consent of Scytl Secure Electronic
Voting.

Page 2
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Scytl — West Virginia RFQ S0S8201207_Electronic Ballot Delivery System
July 10, 2012

1 Table of Contents

T TabIe Of CONLENES .uiiireeicrerecncrmrerieees cerrenrses e s sctssbsssteneenn saeransssesassnresss et as e sees seess 3
2 Executive Summary — UOCAVA Ballot Transmission........ P —— 6
LA TN 14112005 11 o O 6
2.2  The State of West Virginia Needs assessment..........cooeecoer oo 6
2.3 Meeting your Needs for an Electronic Blank Ballot Delivery System ..................... 6
2.4 Secure Ballot Features & Benefits for the State of West Virginia........e.c...ocevnn.n, 8
CR S e T s A —————— 10
2.5.1  Platform Capabilities INCIUAE ..........c.cccccoeccuiriirerecesoseeeeseeeoeoeeseee o 10
2.5.2  B508/A.D.A. Compliant PreSentation...........cc.eeveeee oo oo 10
2.5.3  VOLer FOGUSEA TIAIMNG ...ccrur..ervvesiisiisivsineeesneeeeneeseseesessssssssasseseessssssssessesssosn, 10
2.5.4  Administrative EQUCALION MaterialS ..........c..c..couveeeeeerooesereisseenoeoooi 11
2.5.6  Collect Data on USer FEEUDACK ..........c.eeeeeeecsssseeseeeeeeseeseceseeeoeooei 11
2.6 The SCytl TEAM ViSION i it et ee et s et et 11
27 SUMMATY tiiiie ittt b ss st e st e st s etee = eee e e s e s ee e e s e s e e e e oo oo 12
3 Secure Ballot Product OVervieW .u......ccoumieeeeseses o RN SRS SRS S 14
3.1 Key Secure Ballot DIifferentiators ............oociiieeceee e oo sinn 16
3.1.1  Bundled Solution — protection of legacy INVeStMents .........ccoeveevomoosoir 16
3,902 USADIMIEY . cvveecvvriioicceeseet sttt ettt 16
3.1.3  AAVANCEA SECUIIY covev oot 17
3.1.4  Auditability of the SOIULIONS ....ccccee oo oo eeees e eres e oo 17
3.1.5  Reliable data CeNOr .........c.ccoviiei oo it eee e e e e evee e 18
3.1.6  EaSe Of dEPIOYITIONL. c....oocvioeeeeeeee oot eeeees e eee et e e 18
3.1.7  Strong reporting Capabillties ...........u.cccooeuiirareeeeeeeseoeeeessessee e eeeaees 19
3.2  Additional features available as OptioNS..........covvivvieeee oo oo 19
3.2.1  Ballot ChoiCe BarcoCle.............c.cocueiviveeceicssirireeieeeeeras s aees oo vvsin 19
3.2.2  Interfacing with Westi' Virginia’s Voter Registration System ...............c..ccocrn. 20
3.2.8  MOVE-compliant tracking.............ccviveeeoveeeesceeriviieeeesoeseseeiseine sre e ivirsanes 20
3.2.4  OPLONAI SUIVEY ...t iesces sete st st sitiaeseee s sere s e s eneer s es e 20
4 Project Details and Reporting ReqUIr@MENts .......couveeeeeeeeeriseesises ereeseereesessossens 21
4.1 To access and mark their specific ballot online regardless of the Iocat|on of the
voter (the ability to mark the ballot online must be optional for the voter)...................... 21
4.2 To be notified of an over vote or under vote and revise before printing................ 21

4.3 To print the marked ballot or blank ballot, a privacy waiver, ballot envelope
templates, voling instructions and the oath of voter for submission to the appropriate

sTeTA T o - o S T 22
4.4 To choose their desired method of submission - U.S. Postal mail, email or fax (at
B TIVTTEITIUINNY ). 05 nmsemom s A8 s e s SRS BT AR ' OB S A YOS 22

4.5 Track the status of their ballot from the point of transmission of a blank ballot from
the county clerk to the voter to the point of receipt of the voted ballot by the county clerk
frOM N8 VOBT 1o et et bt e e s e s e e e s enseeseses sesssesssennsans 22
4.6 Provides for the development and distribution of a markable ballot, formatted
according to the specifications set forth by the Secretary of State and applicable law .. 23
4.7  Allows the voter to vote for an official write-in candidate .........o.ccoeevvvvvvvveine B

Page 3
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Scytl — West Virginia RFQ S0S201207_Electronic Ballot Delivery System
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4.8 Allows the ba[lot be sent only through direct action of the county clerk or designee

23
4.9 |s able to match the voter to the correct ballot style.........oooovivieveiiiee 24
4.10 Supports any bandwidth connectivity to the Internet with no time outs................. 24

4.11 Utilizes a Secure Sockel Layer (SSL) address for access by use on any browser
or equivalent. At a minimum, the system should be fully compatible with the latest three

versions of Internet Explorer, Frefox, Google Chrome and Mac Safari................c........ 24
4.12 Provides ADA COMPUANCE ... i e e s s naaaa 25
4.13 Provides an intuitive and user-friendly interface ..o i 25
4.14 Provides access only to individuals with the proper credentials, protecting the
identity of the indIvdUalE. couwsasssmam s aresy e 26
4.15 Monitors access for intrusion and reporting any such attempts ...........ccciine 26
4,16 Logs all transactions (Any on-line marking Is not to be associated with a particular
voterwhen providing this functionalily) s sesamansmmsmse svesmssmmpacs sy gorssare 26
4.17 Provides User Acceptance Testing of all system components prior to system
AEPIOYMENT ...oiviiiii i e s p—— 27

4.18 Provides a "help" option for the voter to resolve technical issues during the entire
period of absentee voting and hallot receipt periods (voter should be directed to clerk for

non-technical PerforManCe ISSUBS) . uuiui it st srrsss e s 27
4.19 Provides system “help desk” support to county clerks and Secretary of State staff
especially during live elections ... 27

4.20 Provides training to County Clerk staff and Secretary of State office staff via email,
internet or in-person. The training must include the functions of the system and how to

operate the system with the responsibilities of each party emphasized. ...............c....... 28
4.21 The vendor must provide a variety of state and county reports for daily usage,
weekly updates and a varlety of user mefrics to include but not limited fo:................... 28
5 Appendix A — Reference Letters i i s 30
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5.3 Marshall, WV ... et nnis s sra s et st ia e s bbb s 32
Bl NBW YOTK oo s smmeasvaemsnmnmmmmsss s b i85 55558 14 G5505 A A 08 TR BT DT A 5 KA 34
5.8  OKAIOOBA i -soni o ssisisimsssivsses (fI5 s vesss s smanasnris Srowswsmsormemess e v e £ R 35
56 Scyil's additional references information ... i, 36
5.6.1 MINISTRY OF FOREIGN AFFAIRS (FRANCE).......ccoovviiiiiiiiiis i 36
56.2 MINISTRY OF SCIENCE AND TECHNOLOGY (AUSTRIA) ..ccvvrvvisririvninians 36
5.6.3 STATE OF VICTORIA (AUSTRALIA)..c..coesinisrirsssnsassivass sasinessepmnesnnsossissisine 37
56.4 MINISTRY OF LOCAL AND REGIONAL GOVERNMENT (NORWAY) ........ 37
5.6.5 MINISTRY OF JUSTICE (FINLAND)......cccvirmriviuinainsinnsiniciiinniiaisirinnns 37
5.6.6 MINISTRY OF JUSTICE (UNITED KINGDOM) ....ccccconomsarmrvessmmvmmnsonrssnsssnsans 37
5.6.7 COMMISSION ON E[LECTIONS (PHILIPRPINES).....ccocoiiiiiiiiinirins i 38
56.8 STATE OF CATALONIA (SPAIN) ....cccoiovimmmvimmmiiiiniiinisictinmisimimiorissisrine s 38
5.6.9 CANTON OF NEUCHATEL (SWITZERLAND) ...ccoccvivuisssecianrmrnnaierinsasnsisasan 38
FHI0 GERTIPIEATIONS sonerammwamnmmermersmmommmos oo G 38
6 Appendix B - Secure Ballot Security CoOntrols.... i 39
Bl DOUTBIVIM, e o555 55005555050 5. Ao A 5 R SK 8 KRR AR ELY 2 30



e7/18/2812 11:37 4186660786 FX0D1967 COCKEYSVILLE PAGE 12

Scytl — West Virginia RFQ SOS201207_Electronic Ballot Delivery System
July 10, 2012

T F T g Lo T VT 39
6.3 SeCUritY CONITOIS ...uiviiiiiiii i it e e e e s b ne e s 40
637 Sevire Ballof ADDICHIOI s st i 68555 55 nno mansramsss b G T s 40
6.3.2 Porsonal DAE jvvosv.onmmmmemsvarsme s ssari s apins s s s sy 42
6.3.3  VOUNG MELEIIAIS.......c.ocoees ettt iine et es sttt sttt st eeaassaessnaanaenssnes 42
634 Conliguralion FIEE vu....mmivimasmmism G we s i Vi s s 42
638  Irmilable DOGS. commsrmrssseomeams oo o s s s e s e o s s g S aEPPREEI NS 42
B.4  Dat@base ...ocveeiiiiiiiiiiinir e e e e e e paan 43
B.8  'Oparafing SYSIEIMN civ..rsrsrrmmeitiiiis m55s SO o sssansnrsss TSRS s 44
68 | NOBWORK. oo s s s TR s s s S AP s g 46
6.7  Physical S@CUNLY ..ot i e e .46
7 Appendix C - State of West Virginia Training Plan....... e esiserininens A8
A T 1117 T e —— 48
a0 S H o T 1T Uit o S — 48
7,21 TrAINING LOVEBIS ....ocoovvevscaie e esirs avassisir e e siasitia et e ensnnen s srinnaran s 48
T T — 48
1.2.8  Cuslomer IHBUE s s e o mm s v weaspss s sy 49
7.3 COUrSE SHUCHUIG .. iiiiiiiiieis i e e s s s s e b e st s e et e aeseran s o 49
7.4  COUrae MAtBIIalE. . ... .. cormersmersarsssssnnmmansssssrasersns ST I TEITER S aisniys sanameanssasted o4 53 2R 49
T8 Course LIDrary s memsisacminms s m ot i s siveds v e s s s Sy s ssseiay sipgs 49
A R e 50
7.6.2  County AdMINISIAtioN .........coccovmrriviiiiisiii i cesie st e 50

Page 5



p7/18/2012 11:37 4186660786 FX01967 COCKEYSVILLE PAGE 13

Scytl — West Virginia RFQ S0S201207_Electronic Ballot Delivery System
July 10, 2012

2 Executive Summary -- UOCAVA Ballot Transmission

2.1 Introduction

Scytl USA LLC and its parent company, Scytl Secure Electronic Voting S.A. are herein
collectively referred to as "Scytl". Scyfl is pleased to respond to the State of West
Virginia Secretary of State (SOS) Request for Quotation to solicit proposals from
qualified companies for the comprehensive development and implementation of a
statewide computerized Electronic Ballot Delivery System for use during the 2012
General Election and continuing through the 2016 November General Election for each
of the 55 counties.

Scytl secure solutions for elecioral modernization are used by governments worldwide.
The nature of elections is evolving at a rapid pace; new technologies to ensure the
franchise is extended to all voters are being enabled by progressive legislation. The
ability to provide secure and reliable election innovation through our solutions is based
on a collaborative approach to harnessing new election technology and supporting our
clients that use this technology. Election technology now has moved across the
boundary of a single vendor supplier and Scytl has teamed with the principal equipment
system provider in the state, Election Systems and Software (ES&S), to create a
strategic alliance that provide bundled solutions that can achieve the required goals of
our clients for all stages of the election process. Scytl’s solutions achieve this and more
— from protecting legacy investments in technology, to supporting the introduction and
operation of newer technology. For example, Scyil's strategic alliance with ES&S
permits the seamless integration of all 55 counties election management system and
Scytl's online ballot delivery tocl. Scytl's vision is to nurture this type of collaboration for
our clients and achieve the goal of providing free and fair elections to all eligible voters.
To this end, we are pleased to submit our electronic ballot delivery system for UOCAVA
voters known Secure Ballot.

2.2 The State of West Virginia Needs assessment

The Scytl Team clearly understands your stated objectives to:

» Provide an electronic ballot delivery system for UOCAVA to use during the 2012
General Election and continuing through the 2016 November General Election for
each of the 55 counties i1 West Virginia; and,

o System must be live and available for use by voters beginning September 21,
2012 for the General Election; and,

o Vendor must provide costs for optional yearly maintenance and software support
through the November 20016 General Election; and,

o System should meet the requirements detailed in this RFQ.
2.3 Meeting your Needs for an Electronic Blank Ballot Delivery System

To meet your needs, the Scytl Team is proposing our fully compliant MOVE Act ballot
delivery and on-screen marking system, Secure Ballot, to provide your overseas voters
with the ability to quickly and accurately obtain their ballots, mark their ballots, and
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return their ballots-- ensuring their opportunity to participate in the election. The proven
robustness, flexibility, usability, and innovations of Secure Ballot ‘s secure online tools
will improve the participation and satisfaction of the overseas voter community and will
pave the way to ensuring that the number of ballots sent equals the number of ballots
returned successfully.

Secure Ballot |s designed tc facilitate simple data exchange and the movement of
information from the jurisdiction’s Election Management System (EMS) and Voter
Registration (VR) System to tables in Secure Ballot. Scytl has extensive experience
adapting their applications to provide smooth and simple interfaces with a nhumber of
various EMS and VR systems. Through its alliance with ES&S, Scytl can provide
seamless data integration with the election management systems of all 55 counties at
no additional charge to the State of West Virginia. This integration also allows
counties to incorporate more data into the interchange and into the Secure Ballot
features.

The State of West Virginia will be established in Secure Ballot with a unique "back
office” web site. This is a secure portal for election and voter management. The Secure
Ballot application is hosted in a secure data center behind a layer of redundant firewalls
under 24/7 physical and application monitoring to ensure the security, health and
integrity of the system around the clock.

Secure Ballot streamlines the process required to provide ballois to the UOCAVA
voters and for them to obtain, complete and return their ballots. Once activated for the
election cycle, Secure Ballot will sustain itself and ensure the voter's exact ballot style
is available to them on an as-needed basis.

Secure Ballot supports multiple methods to identify and/or authenticate voters. This
includes strong authentication with digital certificates, email address and password,
personal identifying information (Name, DOB), anonymous access by address-to-
precinct mapping, and others.

Overseas voters can be automatically notified by email when their ballots are ready and
available in Secure Ballot. Upon notification, the authenticated voter can download a
biank ballot for manual complefion and return, or optionally they can use the On-Screen
Marking Wizard to complete their ballots,

The Secure Ballot On-Screen Marking Wizard is extremely intuitive and conforms to the
highest usability standards that have been tested for use with a broad spectrum of
assistive devices which may be used by voters with disabllities. The On-Screen Marking
Wizard also provides convenlional protections against common mistakes made by
voters, including over votes and under votes. Multiple languages, write-ins, straight party
voting, candidate rotation, and other critical ballot marking requirements are also
supported. The On-Screen Marking Wizard always concludes with a review screen
where the voler can confirm the selections made or elect to change them before
generating the marked ballot.
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Depending on the State laws, IJOCAVA voters can also download their completed ballot
along with all required return materials (envelopes, oaths, affidavits, instructions, etc.)
which have been pre-populated for easy return via postal, fax, or email.

Secure Ballot provides election officials with an accurate and reliable automated
remake of returned ballots with its Ballot Choice Barcode (BCB) feature. Using a
barcode applied to the ballot through the voter's On-Screen Marking Wizard, the BCB
can replicate the voter's selections onto the local jurisdictions optical scan readable
ballot. This feature eliminates the need to manually remake the returned ballot before
tabulation.

UOCAVA voters can easily track the movement of their ballot via their own private
Secure Ballot account. Similarly, Election Officials can monitor, manage, and track
events associated with the delivery and return of ballots from their UOCAVA voters.

The Secure Ballot solution does not store voter information or voted ballots; therefore
the voter's privacy is never compromised. No voter information is cached or retained
and all files containing such information are destroyed upon conclusion of any project.
Confidential voter information is: always protected from accidental disclosure or breach.

In summary, Secure Ballot wi!l provide your overseas voters with the ability to quickly
and accurately obtain their ballots, ensuring their opportunity to participate in the
election. Secure Ballot will allow the State of West Virginia UOCAVA voters to have
control over their ballot and track their election materials both in receipt and return.
Using Secure Ballot improves overseas participation levels and reduces processing
errors, saving time and money. The table below summarizes how the features and
benefits of Secure Ballot will benefit your UOCAVA voters and the County election
staffs:

2.4 Secure Ballot Features & Benefits for the State of West Virginia

i Election Description of Featurp Current System Secure - Ballot:
| Phase Limitations System Benefits
Absentee | Secure Ballot has the: optional ability | Traditional postal | The provision of an
Ballot to provide online sbsentee ballot | delivery and return of | online electronic
Request requests which will quide the voter | ballot requests | ballot request wizard
through the completion and return of | introduce will shorten the time
the AB request. Further, this process | unpredictable delays | required to deliver
will also allow the vorer to setup an | into the process which | ballot requests and
account on Secure Ballot to track the | delay future steps. | will  help  ensure
return and processing of the AB | Voters can  often | voters complete them
request. With an account, the voter will | forget when a ballot | correctly.
also be able to setup =mail reminders | request is due for an
to complete requests for each election. | election  or  may
complete it incorrectly.
Absentee | Secure Ballot will provide online ballot | Traditional postal | The electronic
Ballot delivery of precinel specific ballots via | delivery of ballots is | delivery of ballots
Delivery its secure and accessihle online portal. | lengthy and | through a secure
Local election officials ¢an notify voters | unpredictable. It is | internet based portal
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Description of Featulfe

by email of ballot availability. To assist
in the baliot delivery, the Secure Ballot
online porlal provides instructions for
all screens, a help and support section
to assist with multiple help topics, a
secure messaging service to the
voter's local election official, a
newsfeed fo provide the latest
important news items, and other helpful
tools.

FX01967 COCKEYSVILLE

Current
Limitations
also costly in terms of
logistics, printing, and
mailing. Voters who
often move or are in
inaccessible areas
receive ballots late or
not at all.

System Secure

Ballot
System Benefits

will provide
consisient access to
eligible voters which

will  improve (he
successful
completion and
return rates of
ballots.

PAGE

provide faster and more accurate
processing, Secure Rallot can also
use ballot tracking barcodes to assist in
the correct receipt and tracking of
ballots, Furthermore, ballots may
contain the ballot choicz barcode which
assist in the automated replication of
returned paper ballots into optical scan
format for tabulation. Ballot return
tracking updates are provided to the
voter immediately upon processing

fo return their ballot.
Voters are often not
aware of when their
ballot is returned and
if it was accepted.

Furthermore, without
automated inlerfaces,
there are delays in the
processing and
tracking of ballots,

Ahsentee Secure Ballot will provide an intuitive | Some absentee voters | Voters who use an
Ballot onscreén  marking wizard  which | have difficulty | intuitive and
Marking conforms lo the highest wusability | understanding ballot | accessible onscreen
standards and has besen tested for use | content and | marking interface will
with a broad spectrum of assistive | completing ballots | have a higher
devices which may be used by voters | correctly. Voters with | probability of
with disabilittes. The ballol marking | disabilities face | completing the hallot
wizard also provides conventional | significant  problems | correctly which will
protections against common mistakes | marking paper ballots. | increase the number
made by voters, including over votes | Furthermore, manual | of ballols returned
and under votes. Multiple languages, | duplication is often | successfully, When
write-ing,  straight  party  voting, | required of ballols | a voter uses (he
candidate rotation, and other critical | which are refurned. onscreen marking
ballot mariing requirements are also wizard, Secure
supported. The ballot marking wizard Ballot provides a
always concludes with a review screen meachanism for the
where the wvoler c¢an confim the automated replication
selections made or slect to change onto an optical scan
them before generaling the marked ballot.
ballot.
Absentee Secure Ballot will previde voters with | Voters can get | The use of an online
Ballot exact state and county specific return | confused or have | electronic portal to
Return and | information along with the ballot and | misunderstandings provide correct return
Tabulation | will help facililate the correct return, To | about how and when | information and

return documents will

improve the ease
and rate of
successful return of
ballots.

Automated interfaces
and the wuse of
barcodes will shorten
the processing delay
and shorten the time
it takes to provide

through Secure Ballot and through tracking information

email notifications. to voters. The ballot
replication
mechanism with
Secure Ballot will
provide greater
operational
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| Election Description of Feature Current System Seciire Ballot
Phase Limitations System Beneflts

efficlencies in the
return processing of
the ballot.

2.5 UOCAVA Portal

For no additional charge at all, the Scytl solution includes an interactive, user friendly
learning tool to educate your voters about what they can expect from the voting process.
The UOCAVA Portal was developed by Scytl to assist states more effectively promote
and successfully execute implementations of Secure Ballot. There are many online
sources for overseas and military voters to learn about their legal rights and the federal
laws that protect their franchise; however, each state's implementation of UOCAVA,
MOVE and UMOVA affect the arocesses that voters need to follow to ensure their valid
votes are counted. Only you, as the state election officials can provide them with
authoritative, trusted information and Scytl can provide you an easy to administer,
graphically appealing learning platform designed specifically to answer the common
questions raised by UOCAVA voters—the UOCAVA Portal platform meets those needs.

2.5.1 Platform Capabilities Include

o User Friendly Introduction Page

e Welcome and Instructional Video Training
o 508/A.D.A. Compliant

o Multilingual Content Presientation

o Web Visitor-Specific Content

e Turnkey Solution

2.5.2 508/A.D.A, Compliant Presentation

Delivering a uniform presentation to every UOCAVA
voter, regardless of ability, is a minimum requirement
for providing an Online Ballot Delivery system. The
UOCAVA Portal delivers fully 508/ADA compliant
content empowering each ancl every voter with the = .
opportunity to exercise their right to vote confidently | Zmew. o= I
and securely from wherever they may be. The |---- = 2 -
UOCAVA Portal is compatible with all COTS screen
reading and other assistive technologies.

2.5.3 Voter Focused Training

The UOCAVA voting process can be complicated
and daunting even for seasoned election
| professionals. Voters are often confused about the
H process and will turn to online sources for answers.
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The UOCAVA Portal focuses its message and provides voters with an easy to
understand message. Secure Ballot, allows you to provide customn developed online
welcome and platform training videos for your voters. This secure landing page will help
develop a sense of comfort from your UOCAVA voters and enrich their experience while
voting abroad.

2 5.4 Administrative Education Materials

By using common adult education practices this online training platform may also be
used to deliver online training curriculum for West Virginia's electronic ballot delivery
administrative personnel. This training will be available 24/7 via a web browser and will
provide training on common administrative tasks to ensure that West Virginia's staff is
confident in its ability to administer the solution.

255 Collect Data on User Faedback

The UOCAVA Portal will provide the ability for UOCAVA voters to submit online exit
surveys on their experience with the product along with many other types of surveys.
This is completely secure and anonymous survey tool will allow the state to collect
valuable information on how to improve processes.

Functionality Includes:
o FEasily built survey templites
o Anonymous submittals
s Video based instructions
o Enhanced exit data

2.6 The Scytl Team Vision

To accomplish your objectives, you need election-savvy partners who have driven this
road before — partners with a proven frack record of online election modernization
system implementations and election experience — partners like Scytl.

West Virginia's transition to our leading-edge technology solution, Secure Ballot, will
result In significant technological and efficiency changes in every aspect of the State's
process for delivering ballots to and receiving ballots from its UOCAVA voters — changes
beginning with an online ballol: request and marking wizard and culminating with the
faster, and more accurate return and tabulation of the voter's ballot. The Scytl Team has
decades of large-scale implementation and election management project experience to
smoothly guide you through these changes.

The Scytl Team will work colladoratively to leverage the strengths of each its partners
for the purpose of installing and supporting the development of your highly secure
electronic ballot delivery solution. Our ability to offer you competitive pricing and
leverage the skill sets of the Scytl team is good reason why it makes sense to pick the
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Seytl team o be your electrenic blank ballot delivery vendor. Our pricing quote for
Secure Ballot installation, service, support, and maintenance for your 2012-2016
election cycles is found in the pricing appendix.

For the Secure Ballot project, Scytl will provide development expertise in the areas of
system integration for voter registration and election management systems. The Scyfl
training department will provide instructional information and facilitate training activities.
The Scytl support team will install and coordinate the usage of Secure Ballot
application with Scytl subject matter experts during the installation and acceptance
testing phases. The Scytl Helpdesk will provide support to the State. Scyil will work
jointly with the state to provide any support required.

Scytl is a worldwide leader in the development of
secure solutions for election modernization.
Headquartered in Barcelona, Spain with US offices in
cy Baltimore, Maryland, Scytl's solutions incorporate

unique cryptographic protocols that enable customers
to carry out all types of electoral modernization
Innovating Democracy =~ Processes and elections in a completely secure and
auditable manner. Scytl's advanced election security
technology positions the company as a leader in election modernization industry. Scytl
has customers both in the private and public sectors. For the 2008 Presidential Election,
Scytl provided Kiosk Based Internet Voting for Okaloosa County Florida where overseas
voters could obtain and cast their ballots online. In 2010, working with the US Federal
Voting Assistance Program, Scytl provide secure online ballot delivery and onscreen
marking to eight states, and in addition provided separate solutions to two other States
as well as full Internet Voting to West Virginia for its Primary, Special and General
Elections. Scytl's customers represent leading references in the election modernization
market (e.g., governments in Spain, the USA, France, Austria, Switzerland, United
Kingdom, Philippines, Argentina, Mexico, Finland and Australia) and are pioneering new
electronic voting applications. Scytl's solutions have been successfully used in multiple
projects worldwide, some of which represent breakthrough projects for the election
modernization industry.

2.7 Summary

The Scytl Team provides the State of West Virginia voters and election staff with the
cream of the crop in the election industry. As further described herein, the Scytl Team
has extensive experience with complex implementations and support for large
government municipalities and stands ready to provide you a secure and efficient
solution for electronic delivery and return of your UOCAVA ballots. The success of the
Scytl pilot project which ran in five West Virginia counties in the May 2010 Primary
validates the efficiencies, security, and accuracy of the Secure Rallot application.
Testimonial letters from two of the West Virginia county participants and other satisfied
customers are attached in the appendices.
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Our solution, Secure Ballot, will result in significant technological and efficiency
changes in every aspect of the State’s process for delivering ballots to and receiving
ballots from its UOCAVA voters — changes beginning with an online ballot request and
marking wizard and culminating with a faster, and more accurate return and tabulation of
the voter's ballot. The voter and the election staff will get immediate feedback from the
system with regards to receipt and return of the official ballot = something missing in
your current system. The features of our product solution will leave your overseas
voters satisfied and confident that their voted ballot was received and was included in
the final election tally.

Thank you for this opportunity &nd consideration. The Scytl Team looks forward to future
successes as we provide the State of West Virginia SOS and its 55 County Election
Managers with Scytl's unparalleled election service and support. Our proposal meets
and exceeds the specifications outlined in your RFQ, and includes additional features
that the State can incorporate Into its delivery and return process when and if State laws
are revised. Please address any questions you may have to Scytl USA General
Manager, Dave Campbell, who can be contacted at 410-746-7985 or at

david.campbell@scytl.com.
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3 Secure Ballot Product Overview

Secure Ballot’s Wizard solution is an electronic ballot transmission and onscreen
marking tool that completely fulfills West Virginia's requirements as set forth in the RFQ
for an Electronic Ballot Delivery System.

Secure Ballot is specifically designed to help states meet the requirements of the
MOVE Act. It is a secure web application that allows states to provide a reliable, flexible,
and easy-to-use ballot transmission and onscreen marking tool for their UOCAVA
voters. Secure Ballot is hostec for the state and is a uniform, interactive platform that is
collectively operated by both state officials and county absentee election managers
using separate user accounts and interfaces.

Hela Undadsollioks |

Ballot Access
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Secure Ballot offers two functionality sets: one for the election official and one for the
voters. For the election official, Secure Ballot offers:

o An Internet-based statevide tool to facilitate the configuration and customization
required for importing ballot contents and instructions from election management
systems at both the State and local level. The Secure Ballot import and reporting
tool provides an easy to use import capability that eliminates the need to re-
key/enter information from one system fo another and allows for the seamless
movement of data between systems, Secure Ballot accepts data in a number of
formats including VIP XML, OASIS EML, and other XML based formats as well as
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ASCIl. The data entered at the local level will then be aggregated into the
statewide wizard that is published as ballots for marking and downloading by the
state's voters. Most significantly, only Secure Ballot is designed for seamless
integration with election management data provided by ES&S election
management and vote tabulation systems (Unity).

« In addition, the import and reporting tool can generate customizable reports to
assess system statistical information. This tool has been carefully designed to
provide a very simple, although powerful, user experience despite the use of
specialized security measures.

For the voter, Secure Ballot offers:

e A universally accessible, front-facing wizard that allows the voter to obtain their
correct ballot style basecl on the ballot programming of the state or county;

« Provides the voter the cption to receive a blank ballot or to mark their ballot on
screen;
o Allows the voter to download the blank and/or onscreen marked ballot for

immediate printing or saving on their desktop for printing later — it will also allow
for the completed ballot to be returned via fax or email if a state allows;

o Provides all state required forms and envelopes for return pre-populated with
jurisdiction information;

e Is fully disabled, accessible and compliant with Section 508 of the U.S
Rehabilitation Act of 1973 (as amended); and

o Provides a clear process flow which further facilitates the correct completion of
the ballots, ensures cornpliance with specific election legislation, and prevents
involuntary errors.

. Election Official Interface

| Sate fﬂcial T - Local Election Official

Configure State Configure Jurisdiction

Manage Jurisdictions Import Election Data
Create and Manage Elections | Creafe and Manage Voter Accounts if Allowed by State

Consult Statistics Control and Monitor Voter Access to Account and Ballots Based
on Voter Validity and Valid Ballot Request

Voter Interface

Access precinct-specific ballot

Mark ballot onscreen with state-specific voting options
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Download onscreen marked ballot or blank ballot

Choose betwean return options availeble (e.g. fax, postal mail) with appropriate cover letter and
instructions for return

Download jurisdiction-specific return instructions and forms

Access online/email HelpDesk support

Secure Ballot is offered to Waest Virginia together with data center hosting services to
ensure a reliable operation of the system during the project. Specialized help desk
services for voters (Tier II) and election officials (Tier | & 1) will also be provided to
address problems or questions in a convenient manner.

3.1 Key Secure Ballot Differentiators

3.1.1 Bundled Solution — protection of legacy investments

The Secure Ballot solution leverages Scytl's experience and its alliance with ES&S to
provide a seamless deployment. Secure Ballot depends on its required information
from multiple sources — election management systems and voter registration systems.
West Virginia has made significant investments in both these sources. The Scytl feam
brings together the ability to merge these systems, as well as support services, into a
unified solution that when implemented can allow for the automatic movement of
required data between components — this approach allows for a self-sustaining system
to emerge that require little or no intervention on the part of election officials.

3.1.2 Usability

The Secure Ballot application is designed to provide voters and election officials an
easy-to-use, powerful interface that supports voters and eases the burden on election
officials. This is done, first, by providing a voter interface that is intuitive and follows the
usability guidelines in the Voluntary Voting System Guidelines (VV8G) established by
the EAC. By providing a highly usable interface, Secure Ballot lowers the error rate for
marking the ballot (the voter selection is correctly conveyed to and represented within
the system), provides efficient aperation (time required to operate is not excessive), and
enhances voter satisfaction. This is something that cannot be provided by simply using a
fill-able PDF interface and is why Scytl has chosen a more dynamic and voter-friendly
approach.

Some examples of the functional capabilities to support voter usability include providing
specific feedback to the voter that identifies improper selections, providing the voter the
opportunity to correct the ballot, and providing navigation controls that allow the voter to
advance to or return to content, Secondly, the election official interface is designed to
enhance the official’s ability to manage the election and voters without causing an undo
amount of labor. This is done by using setup wizards, a dashboard view, and a task
management section that allows the official to see each pending item and address it
directly.
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On top of the Usability, Accessibility is also very important in the design. The solution is
Section 508 compliant to ensure the maximum Accessibility for voters with disabilities,

3.1.3 Advanced security

The groundbreaking cryptographic protocols developed by Scyll provide elections with
the highest levels of security, in terms of voter's privacy, voter verifiability, election
integrity, system availability, and access control. Scyll secures each of its applications
through the use of a physicelly secure data center, complete redundancy of critical
resources, and the application of cryptography at multiple levels that ensure authenticity,
integrity, and confidentiality.

First, the Secure Ballot application is hosted in a secure Tier lli data center behind a
layer of redundant firewalls and where it is under 24/7 physical and application
monitoring to ensure the security and health of the system around the clock.

Second, Secure Ballot is run on hardened operating systems updated with the latest
security patches. The Secure Ballot application is also digitally signed to ensure its
integrity and executed using Java Virtual Machines that require the software be free of
any maliciously inserted source code. Af the application level, each connection over the
Internet is required to utilize the HTTPS protocol to establish a separate authentic and
encrypted communication channel with each user. This also allows the voter's web
browser to seamlessly verify the authenticity of the Scytl web domain which in a hosted
environment will be accessed transparently to the voter from a specific FVAP or State
provided URL before performing any actions. These measures combined create a
layered and unparalleled protection profile around the Secure Ballot application and
voter and election information.

Finally, as a best practice, the Scytl team takes care to ensure that sensitive data
provided by any States in the execution of the contract will be kept secure and
confidential. This will be done in a manner that is convenient for the State of West

Virginia.

3.1.4 Auditability of the solutions

As a part of the Scytl suite of patented election security technology, Secure Ballot alone
includes immutable audits Ings that provide near absolute accountability and
transparency to the system. This is done by recording the main actions of the application
and users in special log files that are digitally signed on periodic intervals. The recording
of each action provides that each important action is recorded and the digital signatures
ensure that each entry into the log is protected from undetectable manipulation. The
strong audit capabilities of the Scytl suite makes it ideal for sensitive applications like
voting applications.
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3.1.5 Reliable data center

Scytl utilizes a Tier 1l data center in Dallas, Texas, to provide the best possible
accessibility and response to its customers. The infrastructure and hardware supporting
Secure Ballot provide a fault-tolerant platform where critical services are able to
continue operation even in the event of partial system failure. This is achieved by
providing fully redundant sources of power, cooling, Internet connectivity, hardware, and
storages devices. For network infrastructure, the Secure Ballot application is connected
to a carrier-neutral intelligent routing layer which determines the best connection
between the connecting client and the servers. This is done by leveraging the physical
infrastructure of several global Tier | telecommunication providers and calculating
optimum transmission paths. Furthermore, each load balancer, intrusion detection
system (IDS), firewall, and server is duplicated in an active/active configuration. Also,
the Secure Ballot web application software is replicated onto at least two redundant
servers and all sensitive electicn material is stored in an Oracle RAC database cluster: a
high-availability database option that prevents data loss or corruption. The infrastructure,
hardware, software, and security controls are also monitored 24/7/365 by trained onsite
professionals. Physical and logical access control is also extremely limited to authorized
personnel and is properly logged. As a safeguard, redundant, Secure Ballot servers are
also maintained in Omaha, NE.

Scytl employs a data center intrusion detection System (IDS) that was designed around
SNORT, which is an accepted standard IDS implemented around the globe. The DS is
connected to the data center border routers through the use of mirror ports. The IDS
allows the data center network services staff to monitor all inbound and outbound traffic.
It is not only versatile, allowing many configuration options and formatting types, but it is
also supported by a large base of developers that constantly improve the software.
Snort is kept up to date with new code and intrusion signatures but it is only half of
Scytl's Data Center IDS solution. The data center has also implemented an analysis
engine, Alert Console for Intrusion Databases (ACID), which allows the network services
staff to review the data collectad by the IDS for more detailed research. This detailed
research assists the network services staff in tracking down the source and destination
of packets that match the signature of known intrusion types. The IDS system is further
monitored to verify its online and active state by data center's monitoring system.

3.1.6 Ease of deployment

The Secure Ballot platform is a Java web application which will be deployed in our Tier
Il data center located in Dallas. Texas and managed by Scytl. Being a Java platform, its
deployment is very straightforward and flexible to operate in numerous common web
application environments,

By default, Secure Ballot will be deployed with an application service provider (ASP)
model where Secure Ballot is hosted by Scytl in a secure and reliable data center. The
Secure Ballot platform consist of four servers placed behind a layer of load balancers
and firewalls: 2 servers provide the front end web interface and 2 provide the back end
database management. This configuration provides redundancy and delegation of roles
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such that large database operations can be executed without affecting the web
interface. Furthermore, each of these servers run Red Hat Enterprise Linux which is a
reliable, module based operating system that is very common in web application
environments. With this platform, Scyll is able to provide extremely high availability for
power, cooling, and network availability. Furthermore, the deployed architecture allows
for the platform to scale up and support more concurrent users if needed by simply
replicating the software in hew servers, without affecting already deployed nodes.

3.1.7 Strong reporting capabilities
Secure Ballot keeps record of the main activities done by the system, which can be
mined to obtain different statistics on multiple areas/actions, including:
o Number of accesses to the system to include login attempts and failures.
o Number of blank ballots downloaded.
o Number of ballots attempted and ballots completed.
« Transaction accesses by date and time.
o Date of completion — cornpleted transactions / ballots issued.
o Uncompleted transactions / no ballot issued.
o [Errors,
e Technical details about visitors/voters (i.e. type of web browser).
o Time required to complete a ballot.
e Most visited pages/sections.
» Statistics generated out of the Help Desk tracking tool.

o Geographic distribution of voters (country/state) interpreted by originating IP
address.

In addition to the previous statistics automatically gathered by the system, Scytl will be
able to provide results from post-voting surveys (optional feature) which voluntarily can

be filled out by voters.

3.2 Additional features available as options

The following sections describe: some additional optional features that are not required
according to the RFP documents, but the Scytl team thinks may be of interest to West
Virginia to enrich the current system.

3.2.1 Ballot Choice Barcode

With the use of the onscresn marking tool, voter selections are captured and
incorporated Into a 2D barcode. This barcode is used to duplicate a returned ballot, if
required, automatically. Returned ballots cannot be feed into optical scan tabulators for
tabulation — the Ballot Choice Barcode allows for election personnel to reproduce using
available office equipment a ballot that can be tabulated using optical scan devices. No
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voter information is contained in this barcode thereby ensuring the privacy of the voter;
an original hardcopy of the returned ballot exists in the event of an audit or recount. In
environments with significant voters using the system, this feature can save time and
money and prevent duplication errors.

3.2.2 Interfacing with West Virginia’s Voter Registration System

Secure Ballot can work as a standalone platform. Election Officials can then use the
back office to perform all required tasks.

The Election Official experience though is better used if interfaced via web services with
the Voter Registration (VR) system of the State is in place. With the interface Secure
Ballot will:

» Exchange files with the VR system in order to load all the voters with access
rights, even regular updates;

e Grant/deny rights to voters based on their status on the VR (for example, once
the mail in ballot is received, the voter should not download another ballot); and

e Maintain as much as possible, a single point of data entry to avoid doing the
same tasks repeatedly.

3.2.3 MOVE-compliant tracking

Secure Ballot provides electicn officials and voters the ability to track the status and
progress of voting materials including ballot requests, ballot delivery, and ballot return.
Furthermore, it allows electior officials to directly communicate to voters through a
secure messaging service, thus enabling a dialogue which can help many voters with
the process and enable them ta receive clarifications from or correct misunderstandings
with the election official before sending their ballots. The tracking and messaging
features are only available to vioters who create or get voter accounts. The voter will be
able to update and track their status as well as send and receive messages with their
local election official. The status includes “Ballot Request Received”, "Ballot Sent”, and
“Ballot Received”. This functionality’s greatest advantage is that each voter will be
made aware of when his/her bazllot reaches the election official. This election official can
update the status manually or the status can be updated automatically through an
interface with the local voter registration system. Also, Secure Ballot provides email
alerts to voters when they receive a message or the status of their ballot has changed.

3.2.4 Optional survey

Secure Ballot can offer an aronymous survey tool that will present to the voters an
optional survey at the end of the wizard process. Each question and the available
options can be chosen by the state and the results will be compiled and reported at the
end of the election. The collection of this survey information can provide a wealth of
additional information for the State that can be used to raise the level of services
provided to the overseas voting community.
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4 Project Details and Reporting Requirements

PROJECT DETAILS:
The system should enable the voter:

4.1 To access and mark their specific ballot online regardless of the location of
the voter (the ability to mark the ballot online must be optional for the voter)

SCYTL RESPONSE

Secure Ballot is a web-basad application that will be accessible to West Virginia
UOCAVA voters, during the 2012 General Election and future elections, from any
internet-connected computer through a secure, authenticated, and encrypted
communication channel. The application provides the appropriate ballot style
electronically to voters based on information provided by the election officials. During
and throughout the election process, election officials are provided ballot and voter
management functions which not only define the ballots but also define which ballot a
voter will see when accessing the system. Secure Ballot will use the information to
provide the correct display to the voter in an interactive and intuitive process, regardless
the location of the voter. The voter is then prompted to complete the onscreen marking
of his/her ballot or to download a blank ballot.

4.2 To be notified of an over vote or under vote and revise before printing

SCYTL RESPONSE

Once voters access the system, Secure Ballot determines the ballot style for the voter
based on information extractec from the county election management system and the
statewide voter registration svstem. The voter is then prompted to complete the
onscreen marking of his/her ballot or to download a blank ballot. Assuming the voter
chooses the onscreen marking, the voter is presented with the ballot in three sections:

1. Title Page - this provides the Header for the ballot and the basic usage
instructions

2. Ballot Contests — shown one at a time, the voter is able to page through the
contests and record his/her selections. Blank, under, and over votes are
detected and the appropriate West Virginia voting rules will be enforced.
Generally, states notify voters of under voted contests and permit the voter to
continue and do not allow a voter to over vote a contest.

3. Review Page — the voter will review each contest and the selection(s) chosen.
If not satisfied, the voter may return to a contest and edit the selection(s). If
satisfied, the voter will proceed and the ballot provided will be complete with the
selections are confirmed by the voter.

Once the voter has completed all contests on the ballot and confirmed the selections
made, Secure Ballot will promot the voter to choose a return type (i.e. postal mail, fax,
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or email- as permitted by the state). Based on the choice(s) made, Secure Ballot will
provide the marked ballot along with the corresponding return materials and instructions.
The ballot and all documents are provided in PDF format which allows the ballot to be
printed, faxed, or emailed.

4.3 To print the marked ballot or blank ballot, a privacy waiver, ballot envelope
templates, voting instructions and the oath of voter for submission to the
appropriate county clerk '

SCYTL RESPONSE

Once the voter has completed all contests on the ballot and confirmed the selections
made, Secure Ballot will prompt the voter to his/her intended return type (i.e. postal
mail, fax, or email). Based on the choice(s) made, Secure Ballot will provide the marked
ballot along with the corresponding refurn materlals and instructions. The ballot and all
documents including dynamically generated privacy waiver, ballot envelope templates,
voting instructions and the oath of voter are provided in PDF format which allow for the
ballot to be printed, faxed, or emailed.

All additional materials provided to the voter may be directly uploaded into the Secure
Ballot back office by the state or county officials. Secure Ballot also has the ability to
customize content on return materials - such as local county office address to mall
returned ballot.

4.4 To choose their desired method of submission - U.S. Postal mail, email or
fax (at a minimum)

SCYTL RESPONSE
Please see our response to the previous question.

45 Track the status of their ballot from the point of transmission of a blank ballot
from the county clerk to the voter to the point of receipt of the voted ballot by
the county clerk from the voter

SCYTL RESPONSE

Secure Ballot provides election officials and voters the ability to track the status and
progress of voting materials including ballot requests, ballot delivery, and ballot return.
Furthermore, it allows election officials to directly communicate to voters through a
secure messaging service, thus enabling a dialogue which can help many voters with
the process and enable them to receive clarifications from or correct misunderstandings
with the election official before sending their ballots. The tracking and messaging
features are only available to voters authorized by the state to receive their ballots online
and imported into the Secure Ballot system. The voter will be able to update and track
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their status as well as send and receive messages with their local election official. The
status includes “Ballot Request Received”, “Ballot Sent”, and “Ballot Received”., This
functionality’s greatest advantage is that each voter will be made aware of when his/her
ballot reaches the election official. This election official can update the status manually
or the status can be updated automatically through an interface with the local voter
registration system. Also, Secure Ballot provides email alerts to voters when they
receive a message or the status of their ballot has changed.

The successful vendor must provide a system that:

4.6 Provides for the development and distribution of a markable ballot, formatted
according to the specifications set forth by the Secretary of State .and
applicable law

SCYTL RESPONSE

Secure Ballot offers a secure internet-based, statewide tool to facilitate the
configuration and customization required for importing ballot contents and instructions
from election management systems at both the State and county level. The Secure
Ballot import and reporting too! provides an easy to use import capability that eliminates
the need to re-key/enter information from one system to another and allows for the
seamless movement of data between systems. Secure Ballot accepts data in a number
of formats including VIP XML, OASIS EML, and other XML based formats as well as
ASCII. The data entered at the local level will then be aggregated into the statewide
voting system that is published as ballots for marking and downloading by the state’s
voters. Voters will be associated with the correct local ballot based upon logic that re-
uses the same information used by county and state administrators currently.

4.7 Allows the voter to vote for an official write-in candidate

SCYTL RESPONSE

Secure Ballot allows for county and state administrators to identify contests for which
voters may write-in a candidats. Where permitted, the voter simply types the name of
the person for whom they wish to vote and the name appears on a line on the printed
ballot similarly to paper ballots used currently. As with the existing mailed absentee
ballot process, the eligibility of write-in candidates must be adjudicated at the local and
state level.

4.8 Allows the ballot be sent only through direct action of the county clerk or
designee

SCYTL RESPONSE

Secure Ballot receives voter information from the State and county clerk for only those
voters eligible to cast ballots via the Secure Ballot solution. The State or county
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employee will be responsible for notifying the voter of the availability of the system and
Secure Ballot can be configured to permit a variety of voter authentication methods to
issue voter credentials and provide access to the ballot, Notification of voter's access to
Secure Ballot will be performed by the State or county clerks.

4.9 Is able to match the voter to the correct ballot style

SCYTL RESPONSE

Secure Ballot uses informaticn provided by the State to ensure proper matching of
voters with the respective ballot style associated with the voter's electoral districts.
Through data extracts from the State voter registration system and the election
management systems of the counties, Secure Ballot will determine the most effective
method of matching these data sets. Secure Ballot uses contemporary data formats for
data inclusion including OASIS EML, VIP XML, and text based data.

4.10 Supports any bandwidth connectivity to the Internet with no time outs

SCYTL RESPONSE

For network infrastructure, the Secure Ballot application is connected to a carrier-
neutral intelligent routing layer which determines the best connection between the
connecting client and the servers. This is done by leveraging the physical infrastructure
of several global Tier | telecommunication providers and calculating optimum
transmission paths. Furthermore, each load balancer, intrusion detection system (IDS),
firewall, and server is duplicated in an active/active configuration.

The application itself, requires very little effective bandwidth for effective operation. The
default configuration of Secure Ballot will timeout a voter's session after 20 minutes of
inactivity, however, this option is configurable based upon the State’s determination.

4.11 Utilizes a Secure Socket Layer (SSL) address for access by use on any
browser or equivalent. At a minimum, the system should be fully compatible
with the latest three versions of Internet Explorer, Firefox, Google Chrome
and Mac Safari

SCYTL ReSPONSE

The Secure Ballot platform forces the voter's web browsers o access the application
using an HTTPS connection. This is conducted seamlessly for the user and establishes
an encrypted channel using a 256/2048 bit Secure Sockets Layer (SSL) protocol for the
transmission of all data. The use of HTTPS also allows for the Secure Ballot web
domain to be authenticated to the user such that the voter can be sure of the site's
legitimacy. See Appendix B for a complete review of ballot security. For the hardware
requirements, all the user needs is a standard PC connected to the internet that can use
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one of the Operating Systems and Internet Browsers the system is compatible with (see
the table below).

4.12 Provides ADA compliantce

SCYTL RESPONSE

Accessibility is an important element in Secure Ballot’s design. The solution is Section
508 compliant to ensure the maximum accessibility for voters with disabilities. Care was
provided to exceed the standards of Section 508 and provide a more user friendly
experience for voters using screen reading technology.

4.13 Provides an intuitive and user-friendly interface

SCYTL RESPONSE

The Secure Ballot application is designed to provide voters and election officials an
easy-to-use, powerful web intarface that supports voters and eases the burden on
election officials. This is achieved by providing a voter interface that is intuitive and
follows the usability guidelines in the Voluntary Voting System Guidelines (VVSG)
established by the EAC.

Functional capabilities that support voter usability include specific feedback identifying

improper selections, providing the voter the opportunity to correct the ballot, and
navigation controls that allow the voter to advance or return to content.
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4.14 Provides access only to individuals with the proper credentials, protecting
the identity of the individuals

SCYTL RESPONSE

Secure Ballot supports multiple methods fo identify and/or authenticate voters. This
includes strong authentication with digital certificates, email address and password,
personal identifying informaticn (Name, DOB), anonymous access by address-to-
precinct mapping, and others. The State will determine the best combination of security
and ease of use based upon its understanding of its voters.

4.15 Monitors access for intrusion and reporting any such attempts

SCYTL RESPONSE

Scytl deploys a data center intrusion detection System (IDS) that was designed around
SNORT, which is an accepted standard IDS implemented around the globe. The IDS is
connected to the data center border routers through the use of mirror ports. The 1DS
allows the data center network services staff to monitor all inbound and outbound traffic.
[t is not only versatile, allowing many configuration options and formatting types, but itis
also supported by a large base of developers that constantly improve the software.

The data center has also implemented an analysis engine, Alert Console for Intrusion
Databases (ACID), which allows the network services staff to review the data collected
by the IDS for more detailed research. This detailed research assists the network
services staff in tracking down the source and destination of packets that match the
signature of known intrusion types. The IDS system is further monitored to verify its
online and active state by data renter's monitoring system.

4.16 Logs all transactions (Any on-line marking is not to be associated with a
particular voter when providing this functionality)

SCYTL RESPONSE

As a part of the Scytl suite of patented election security technology, Secure Ballot alone
includes immutable audits Ilngs that provide near absolute accountability and
transparency to the system. This is done by recording the main actions of the application
and users in special log files that are digitally signed on periodic intervals. The recording
of each action provides that each important action is recorded and the digital signatures
ensure that each entry into the log is protected from undetectable manipulation. The
strong audit capabilities of the Scytl suite makes it ideal for sensitive applications like
voting applications. Please note that the on-line marking is not associated to the voter in
the log files to ensure voter's privacy.
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4.17 Provides User Acceptarice Testing of all system components prior to system
deployment
SCYTL RESPONSE

Scytl will provide the State of West Virginia access to the Secure Ballot solution for
performing User Acceptance Testing (UAT) for all components of the system prior to
deployment. Secure Ballot will be configured with test data to provide users with an
experience in configuring elections, importing voters and contests, uploading ballots and
ballot materials, and all other functions required for system operation. Additionally, Scytl
will perform support functions fo assist the State staff in the configuration process. In
the UAT process, Secure Ballot will also permit testing the voter interface, completing
ballots in the UAT environment and printing ballot and ballot related material. Scytl will
provide user documentation to assist in the process of conducting UAT.

4.18 Provides a “help” option for the voter to resolve technical issues during the
entire period of absentee voting and ballot receipt periods (voter should be
directed to clerk for non-technical performance issues)

SCYTL RESPONSE

Secure Ballot includes specific help sections in its ballot marking interface to guide
voters through steps of the voting system. Help support contact information is provided
to voters during each step of the voting experience. Scytl will provide voter support to
address general and technical questions. All voter support provided by Scyfl is
conducted in a professional and efficient manner to increase voter satisfaction,

The election official help service is tailored to provide support and clarifications in the
daily administration of Secure Ballot.

4.19 Provides system "help desk" support to county clerks and Secretary of State
staff especially during live elections

SCYTL RESPONSE
Seytl offering includes a complete Help Desk service for voters and election officials.

Secure Ballot includes specific help sections in its ballot marking interface to guide
voters through steps of the voting experience. Help support contact information is
provided to voters during each step of the voting experience.

Scytl will provide online voter support to address general and technical questions. All
voter support provided by Scyll is conducted in a professional and efficient manner to
increase voter satisfaction.

The election official help service is tailored to provide support and clarifications in the
daily administration of Secure Blallot.
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Located in the U.S., the Help Desk will be manned by experienced personnel trained to
support project requirements. The Help Desk will be available through a toll-free
telephone number via and email.

Scytl will provide support which will be composed of technical experts in Secure Ballot
and will be responsible of addressing non-standard queries made by voters and election
officials.

4.20 Provides training to County Clerk staff and Secretary of State office staff via
email, internet or in-person. The training must include the functions of the
system and how to operate the system with the responsibilities of each party
emphasized.

SCYTL RESPONSE

SCYTL and Scytl will train designated elections personnel on the use and administration
of Secure Ballot. Scytl proposes that in-person training be conducted on a regional
basis (3-5 regions) and include handout material to support the training presentation.
Further information of the training plan can be found in Appendix C.

REPORTING REQUIREMENT.S:

4.21 The vendor must provide a variety of state and county reports for daily
usage, weekly updates and a variety of user metrics to include but not
limited to:

— the number of people who accessed the system
— the number of ballots downloaded

_ the number of ballots downloaded multiple times from the same user which
includes geographic location

—  the number of ballots cownloaded from a domestic IP address which includes
geographic location

_ the number of ballots downloaded from a foreign P address which includes
geographic location

- the number of times the ballot tracking system was accessed
- the number of ballots cast

SCYTL RESPONSE

Secure Ballot keeps record of the main activities done by the system, which can be
mined to obtain different statist:cs on multiple areas/actions, including:

o Number of accesses to the system to include login attempts and failures.
¢ Number of blank ballots downloaded.
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o Number of ballots attempted and ballots completed.

» Transaction accesses by date and time.

o« Date of completion — completed transactions / ballots issued.

¢ Uncompleted transactions / no ballot issued.

e Errors.

« Technical details about visitors/voters (i.e. type of web browser).
« Time required to complete a ballot.

o Most visited pages/sections.

o Statistics generated out of the Help Desk tracking tool.

o Secure Ballot can also be configured to determine the nation/state of origin of IP
addresses and report on aggregated data collected from this geolocation feature.

In addition to the previous statistics automatically gathered by the system, Scytl will be
able to provide results from post-voting surveys (optional feature) which voluntarily can
be filled out by voters.
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5 Appendix A — Reference Letters

5.1

401 Mixalxaippl Straet
Pant Offlcer Do 136
Jackson, Mlsatsalppl 30205

Mississippi

DeLpeRT MOSEMANN
Secrciary of Stale

June 28, 2011

Ra:  Scyll USA
‘fo Whom It May Concern:

I am pleased to recommend Suytl USA as a strategle partner In the fleld of secure elactronlc voting.
Misslssipp! has partnered with his organization for over a year In Implementing a UOCAVA/MOVE Act
compliant electronlc votlng platform, which hos enabled more milltary and overseas voters to vete
quickly, efflclently, and safely fiom wherever thelr deploymaent or work has temporarily placed them,

From the outset of the Faderal Voting Assistance Program’s Initlative to construct and utllize a secure
electronlc voting platform to stive our deployed forces, Scytl has been an incredlble resource. from
Mlssissippl's perspective, the leadershlp, development and deslgn team at Seytl has heen proactive and
apgressive In Implementing a wsable format, enabling State and focal electlon officlals to work directly
with prospoctive military and overseas voters {o ensure that they have the opportunlty to cast thelr
ballots In a timely fashlon, with minimal lost time and Instrustion. Thelr product Is user friendly, which,
for us, translates Into a bettar votlng experlence and Increasad voter participation.

Through their professlonallsm and expertise, Seytl has mada my job easier, antl made our milltary’s
ahllity to vote faster and easler. 1 would wholeheartedly recommend Scytl to any election officlal who
wants to work with the very best,

Sirfcerety,

Qe G
W. Heath Hillman
Asslstant Secretary of State, Electlons

/bh
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5.2 Jackson, WV

08
43
&
" ::-/?) Jeft Wayhright

@ECLERK O THE JACKSON COUNTY COMMISSTON

e

T Post Office Box 800 » Ripley, WV 2527 1-080) = 304-373-2258 (OlTice) » 30-372-1107 (Fax)

June 1, 2010

To Whom It May Concern:

As County Clurk in and for Jackson County. WV, it is my distinct pleagure to reporl to
you a very successhul Qvermseas and Military voting pilot program implemented during
our May 11, 2010 Primary Election.

Wilh the assistonce of Seyl LISA Secure Elcclronie Voting, we were able to implement
voling precedures that allowed UQCAVA volers to sccurcly vote the correct ballot style
for our Primary Election vii internel access, nnd verily thal their ballot had been received
by us through tracking and checking procedures,

On Cleetion Day we were able ro download all voted ballots and enter those voles (o our
Rleetion Day lotals, via our absentee voting process. without any problems. Al clection
luws and regulations for the State of West Vieginia were met, and the system performed
Mawlesaly during all the vo:ing period with no security breaches deleeted.

In my apinion, sfier having successfully implemented this system in our Primary
Election, which had Federal, State and local contests on the ballot, Twould highly
recommend Scytl USA, and their outstanding stalf for future endeavors, The case of use,
functionality, and security not only met, bul exceeded our expectations,

Sincerely.

> N/ .
Jeff Waybright

~Tackson Coupe§ Clerk
Jackson County, WV
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5.3 Marshall, WV

Wanshall (County Cler o O{tml

PO, Box 459 104-845-1220 (phona) Janpost@aal.com
Maundavile, WV 26041 304-845-5001 (fax) Caclorx@stratuswavn.nt
Jam Pas, County Clork Viinnle Ry, Deputy
Jarvion Godon, Daputy Tenl WWihétaophion, Depuly

1

1.

June 1, 2010 5

To Whom It May Concern: ;
Marshall County, West Virginla, wns one of five counties in West Virginia to pal‘ﬁcipate
in a pilat project to permit internet voting for UOCAVA (Uniformed and Overseps
Citizens Absentee Voting Act) voters in the May, 2010 Primary Election.

The State of West Virginla implemanted the pilot project in respanse to the MOVE
(Mlliary and Overseas Voters Empowerment) Act and partnered with SCYTL Sécure
Flactronic Voting and another vendor to provige thelr service o the counties, Marshall
County chose to partner with SCYTL because of thelr previous experience offering
internet voting both In Florida and In other countries.

The process was very simple and completely user friendly. Seytl uses a military style
encryptlon process to ensure ballet security and once the ballots were cast they were
held in a secure servar until they viere retrieved by the 3 "key holders” on election
night. The key holders were selectad by the county clerk to diversify access to
launching and closing the election In this election they were the County Clerk
President of the County Commisstan and the Prosecuting Attorey, Each seledted their
unlque password and held their own data card, Two of the three had to be présent for
operation of the opening and closing process.

Being a layperson, 5o to speak, regarding security and encryption, | had complete

confidence in Scytl's product and never felt at any point that the ballot secrecy or safety
was compromised by any type of weakness or deficiency. | felt that their highest
priority was the integrity of the ballot and protection of the vater.

wr
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Scytl was prudent in following all aspects of West Virginia Election Laws In the

development of this pilot program and additionally, was cautlous to follow all b

Jayout rules as cutlined in the (fode. Their professionalism and knowledge we
the success that Marshall Courty had with the pilot project.

Very truly yo:i.

Jan Pest, County Clerk
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5.4 New York

November 4, 2010

Pat Campion

Coordinator of Special Projects
New York State Board of Elections
40 Steuben Street

Albany, NY 12207-2108

To whom It may concern,

New York State Board of Election has contracted with Scytl USA for the State’s complete solution in
compliance with the Military and Overseas Voler Empowerment Act 2009 (MOVE). Scytl has provided a
robust web based solution that assits both County Election Boards and voters alike in the managerent
of distance absentee ballot and tracking. This secure technology has Improved ballot access for
thousands of voters in New York State’s military and overseas community.

Having piloted the project in the 20110 Primary Election, the easy (o use online system allowed for 83%
of New York counties to provide baliots electronically to voters for the first time. This performance was
followed in the 2010 General Election with 100% participation and resulls that both the State and
counties are pleased with, More that 84% of voters expressed that they would prefer to receive their .
ballot in the future using Scytl's technology.

The Mew York State Board of Electians lools forward to working with Scytl in 2011 and beyond to
increase the usc of the online distance balloting and realize a cost savings to the citlzens of New York

State.

Sincerely

J

Patrick P Campion

Coordinator of Speciel Projects.
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5.5 Okaloosa

Okaloosa County {FL)
May 31, 2010

Dear Sirs,

Herely, we would like 1o inferm nou that Okaloasa County {pop. 190,000), in cooperation with
Operation BRAVQ Foundation, ewecuted the Okaloosa Distance Ballot Pllon [ODBP) during the
1.5, Presidential Election of November 2008, The ODBP project was based on Seytl’s Poyx
technological solutions and its primary objective was to facilitate the voting process to
UDCAVA veters fram Okatoasa Coumty through the use of an enllee system.

In the QDEP project, Pnyx was integrated with the Okaloosa County’s Flection Management
Systemn provided by Premler (GENIS) which allowed importing the correct ballot styles for ench
LOCAVA vpter. Furthermore, Pm: was Integrated with the early voting registration process
allowing tha deltvery of voting cradentials ta UGCAVA voters and thelr correct authentication.
Once 1JOCAVA voters had heen authenticated and they hed received the correct ballot style,
they tould mark anline their ballot following state rules, wverify the selectad voting aptions and
print the completed absemtee ballot which was subsequently sent to Okaloosa County, Finally,
voters could track and check the correct reception of their beliots.

Pryx was certified by the Division of Elections of the 5tate of Florida after a tharpugh securty
review conchucted by leading security exparts from difterent Universiies and a source ocode
audit. The Stame of Florida did the final funcional testing and certiffcation. Furthermore, Poyx
canformed to afl election laws and reguiations in the State of Florida, The woting tyshem
performed flawleasly during al) thie voting poriod and no attacker managed to succeed. Tham
were no security hreaches.

in our opinfon, after having suicessfully implernented Pryx In s federa), state and local
olection, the functionality offered by Payx is substamtially the same functionaltly required by
the MOVE Act and even exceeds the required functionality in some aspecis,

Sincarely,

f_,/'? . . /
Fatricia M. (Pat) Mollarn, CERA.

Retired Superdsor of Electiona (1189-2009)
Okaloosa County, Florida
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5.6 Scytl's additional references information

Scytl has participated in multiple election processes in the U.S. both in the private and
public sectors.

In the public sector, Scytl's election modernization solutions have been successfully
implemented in U.S. elections: at the federal, state and local level. The following are
some recent examples: 2008 1J.S. Presidential Election in Okaloosa County (FL), 2008
Primary election in Montgomery County (VA), 2010 Primary election in Marshall and
Jackson counties (WV), 2010 Primary election in 13 counties in Texas, and the 2010
General Election in Alabama. 11 2012 Scytl has implemented MOVE Act compliant ballot
delivery solutions in New York State, Alabama, Mississippi and Arkansas. Besides
federal and state elections, Scytl has also participated in multiple local elections and
referendums Including the King County (WA) Conservation District election in 2009 and
2010.

Furthermore, Scytl has worked on numerous high-profile election modernization projects
for governments worldwide. The following is a sample of some projects executed with
Scytl’s election modernization solutions (references are available upon request).

5.6.1 MINISTRY OF FOREIGN AFFAIRS (FRANCE)

The French Ministry of Foreigr Affairs selected Scytl to offer a secure online registration
and voting platform to the French citizens living overseas. In May 2009, 310,000 French
voters residing in Africa and Americas were able to register on-ling, get their credentials,
download their ballot style, mark the ballot online, optionally print the marked ballot and
carry out a secure electronic transmission of their ballot to elect their representatives to
the Assembly of the French living abroad (AFE). The online registration and voting
platform was available 24/7 to cover the time zone differences between the continents
involved. After the success of this initial election, the French government executed their
option to purchase a permanent license of the Pnyx platform that will be used for over 1
million French overseas voters in the next Parliamentary and AFE elections.

5.6.2 MINISTRY OF SCIENCE AND TECHNOLOGY (AUSTRIA)

The Austrian Ministry of Science and Technology selected Scytl to provide its secure
electronic voting software and election management solution (EMS) to carry out the first
binding Internet voting election in Austria. This was a high profile reference project for
both the Ministry and Scytl where 240,000 voters from 21 different Universities were
able to securely login on-line, download their ballot style, mark the ballot online,
optionally print the marked ballot and carry out a secure electronic transmission of their
ballot in over 400 simultaneous elections in May 2009. The solution provided by Scyil
was thoroughly audited and successfully certified by A-Sit, an independent accredited
certification authority appointed by the Ministry. The certification included among others
security and source code reviews, compliance with EC Recommendation (2004) 11 and
common criteria ISO/IEC 15408.
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5.6.3 STATE OF VICTORIA (AUSTRALIA)

The State of Victoria used Scytl's election modernization solutions during the 2006
parliamentary elections. Reusable voting terminals, based on standard PCs and Scytl's
e-voting software, running on Live CDs, were used to allow blind and visually impaired
citizens to vote without assistance. The terminals supported 12 languages and included
special features such as heacdphones and a speclally designed keyboard. Scyll also
provided its EMS to facilitate the configuration and management of the election. As a
result of the success of this prcject, the State of Victoria has selected Scytl again for the
2010 Parliamentary elections in a project that will expand the use of Scytl's technology
to overseas voters with new features and additional voting channels that will allow
overseas voters to vote remotety over the Internet and from several hundred locations.

56.4 MINISTRY OF LOCAL AND REGIONAL GOVERNMENT (NORWAY)

Scytl was selected by the Norwegian Ministry of Local and Regional Government to
provide a secure online platform to 11 of the largest Norwegian municipalities for the
2011 municipal elections. Voters in these selected municipalities will be able to register
on-line, get their credentials, download their ballot style, mark the ballot online,
optionally print the marked ballot and carry out a secure electronic transmission of their
ballot over the Internet either from polling stations or remotely from anywhere in the
world. A full nationwide rollout of this system is scheduled after the 2011 municipal
elections.

5.6.5 MINISTRY OF JUSTICE (FINLAND)

The Finnish Ministry of Justice decided to install accessible electronic voting terminals
connected to servers via the Internet for the 2008 municipal elections. After a thorough
analysis of different alternative solutions, the Ministry of Justice selected Scytl's ballot
security backend software application and a custom-made voter front-end and
authentication application provided by a Finnish vendor. The e-voting security software
provided by Scytl successfully passed 2 thorough test phases, focusing on functional
compliance and security, and performed well during the entire election process.

5.6.6 MINISTRY OF JUSTICE (UNITED KINGDOM)

The local councils of Rushmoor and South Bucks used Scytl’s Internet voting technology
during their 2007 local elections as part of the election modernization program funded
and supervised by the UK Ministry of Justice, Voters from both councils registered to
vote through the Internet voting channel over a one and two week period, respectively.
The Internet channel was used alongside postal voting and traditional paper voting in
council polling stations, Among the Internet voters, there were several British Army
members on duty in different missions worldwide.
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5.6.7 COMMISSION ON ELECTIONS (PHILIPPINES)

As part of the Election Modernization Program, the Commission on Elections of the
Philippines successfully used Scytl's Internet voting technology to allow their overseas
citizens to register on-line, get their credentials, download their ballot style, mark the
ballot online, optionally print the marked ballot and carry out a secure electronic
transmission of their ballot over the Internet. The system was integrated with the Filipino
Absentee Voter Registration system and used during 10 days to allow casting votes
from any computer connected lo the Internet. In an independent survey, over 90% of the
voters considered that the platform was easy-to-use and highly secure.

56.8 STATE OF CATALONIA (SPAIN)

The Government of the State of Catalonia used Scytl's Pnyx to allow its overseas
citizens to cast votes over the Internet in the 2003 Catalan parliamentary election.
Overseas citizens could vote remotely from anywhere with a computer and an Internet
connection and also from the Catalan government delegations in 5 different countries.

5.6.09 CANTON OF NEUCHATEL (SWITZERLAND)

Since 2004, the Swiss canton of Neuchatel has been using Scytl’s Pnyx to allow its
overseas and resident citizens to download their ballot style, mark the ballot online,
optionally print the marked ballot and carry out a secure electronic transmission of their
ballot in elections and referandums. This permanent platform has been used to
successfully carry out, with the highest security standards, an average of 4 to 6 elections
and referendums per year over the last six years.

5.6.10 CERTIFICATIONS

Scytl is 1S09001:2000 certified, following the ISO/IEC 90003 guidelines for software
engineering for electronic voting processes. ISO/IEC 90003 provides guidance in the
application of 1SO 9001:2000 to the acquisition, supply, development, operation and
maintenance of computer software and related support services. It frequently references
the ISO/IEC JTC 1/SC 7 software engineering standards: in particular ISO/IEC 12207,
ISO/IEC TR 91286, ISO/IEC 14598, ISO/NEC 15939 and ISO/IEC TR 15504.

According to ISO requirements, the quality system is documented which includes project
management, delivery, software development processes and software quality
assurance, among others.

Scytl's election modernization solutions have also been certified in multiple countries,
including the United States, FFrance, United Kingdom, Finland, Austria, Australia and
Switzerland. These certification processes have been carried out either by government
entities or by independent auditors appointed by governments. Scytl’s solutions have
never been denied certificatior or de-certified in any country or jurisdiction.
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6 Appendix B - Secure Ballot Security Controls

6.1 Overview

Secure Ballot is an online delivery and ballot marking wizard that provides many
services to voters and election officials via the Internet. Given the vast geographical
differences between users of this system and the ubiquitous problems of other
communication mechanisms, the Internet is the best solution to provide election services
to the United States military and overseas civilians. Given the Internet’s inherent
insecurity; however, the approach requires the most advanced and proven security
controls. Scytl recognizes this and has developed products over the last 10 years that
leverage proven cryptographic primitives to protect sensitive election information in an
internet- based environment. Scytl has the most widely used and intensely-audited
electoral security protocols in the industry.

6.2 Technology

Scytl was formed as a spin-off from a leading research group at the Autonomous
University of Barcelona (Spain). This group has pioneered the research on e~voting and
election management security in Europe since 1994 and has produced significant
scientific results, including 35 scientific papers published in international journals and the
first two European Ph.D. theses on electronic voting security, by Prof. Joan Borrell and
Scytl’s founder Dr. Andreu Risra (in 1996 and 1999, respectively). One of Scyll's key
differentiators is its unique election security technology, which derives from over 16
years of pioneering R&D and is protected by a portfolio of international patents. The
groundbreaking cryptographic protocols developed by Scytl provide elections with the
highest levels of security, in terms of voters' privacy, ballot box integrity, and voter-
verifiability. Around this core security technology, Scytl has developed Secure Ballot, a
family of solutions that address all the segments within the election market. This
innovative technology has received numerous international awards, including the
prestigious ICT Prize granted by the European Commission, the Red Herring 100
granted by Red Herring magazine and the Global Innovator granted by The Guideware
Group.

Secure Ballot wizard implements security with a defense-in-depth methodology using
firewalls, OS hardening, and different FIPS-compliant security technologies which go
beyond the standard security measures found in the market. These specific measures
include advanced cryptograph ¢ protocols, CAPTCHA technology, encrypted databases,
digital signatures, strong authentication access control measures and immutable log
techniques to facilitate audit processes. With the previous combination of security
techniques and procedures the system is very well protected against external and
internal attacks, ensuring privacy, confidentiality, integrity, non-repudiation, and
availability of the election data.
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6.3 Security Controls

6.3.1 Secure Ballot Application
A) Voters - Access Control

Voters shall be authenticated through user and password mechanism, which
ensures strong passworts (letters and numbers requirement, 7 characters of
minimum length ...).

Voters' passwords shall be stored encrypted.

Voters' user accounts shall be locked after a certain number of unsuccessful login
attempts (e.g. 5 attempts).

Voters shall be able to change his password.

B) Election Administrators — Access Controls

Election Administrators shall be authenticated through user name and password
or strong authentication mechanisms (both supported). Strong authentication
mechanisms will be basad in standard X509v3 digital certificates. Pre-exiting
personal digital certificates (e.g., electronic ID) are supported but in case these
are not available a key roaming mechanism is provided as a digital certificate
provisioning system.

User accounts and user rights shall be granted with the principle of least
privileges.

No generic user accounts shall be created. Application administrators and
application operators shall use individualized user accounts.

Access to digital certificates will be protected by using password based
encryption mechanism.

A secure password policy shall be established for password hased encryption in
order to ensure:

o Only strong passwords are accepted (e.g. letters and numbers requirement, 7
characters of minimum [ength.

o Users shall be able to change his password for encrypting the key.

o Digital certificates shall be locked after a certain number of invalid password
decryption attempts (e.g. 5 attempts).

o Passwords are not stored in clear anywhere.

C) Auditing

Application logs shall be kept, with “immutable logs” mechanism.

Every critical activities performed by voters or election administrators, shall be
recorded at the application log, e.g.:
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o Login attempts (succassful and unsuccessful).
o Users and groups modifications.
o Election configuration management activities.
o Voters' registration.
o Ballot downloading and ballot casting.
Detailed information abcut registered event shall be recorded, e.g.:
o Date and time of the event.
o Type of event.

o Subject identity (user, session id, IP address and other location information
from the user who generates the event).

o The outcome (success or failure) of the event;
o Related object identification.
Log files shall be included in the backup policy and procedures.

D) Software

Access to the software application code shall be restricted and audited.

Software source code shall be digitally signed to prevent unauthorized
modification.

Periodical reviews shall be performed through automated tools, to ensure the
source code / application code has not been changed.

E) Protected Data Types

The following information is managed and stored by the application, with different

requnrements about its prwaoy, mtegrlty. and authenticity.

i
el

Digital signature | -

,am's,\.f :w
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- Digital signature | Digital certificate

- Digital signature | Digital certificate
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- Digital signature | Digital certificate
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6.3.2 Personal Data
Personal data includes sensitive voter information.

The following security controls will be implemented in order to protect the privacy and
integrity of the information:

» Communication between voter PC and central server is secured through SSL
connections.

» Voter personal data is encrypted using the AES encryption protocol.

¢ Voter personal data is stored as a hash value using the SHA family of secure
hashing algorithms published by NIST.

6.3.3 Voting Materials

The integrity of voting materials shall be protected against unauthorized changes that
could affect to the election results (e.g. ballots templates). For this reason:

» Voting materials shall be digitally signed with the proper authorization level

o Voting materials shall be stored digitally signed.

o Files integrity and the digital signature shall be monitored, in order to detect
unauthorized changes.

6.3.4 Configuration Files

The integrity of configuration files shall be protected against unauthorized changes that
could affect to the election integrity, availability, and election results (e.g. election finish
date and time). For this reason:

o Configuration Files shall be digitally signed with the proper authorization level.

» Configuration Files shall be stored digitally signed; even if they are stored in a
database.

o The configuration integrity and the digital signature shall be monitored, in order to
detect unauthorized changes.

« Any change to configuration files shall be properly authorized, and digitally signed
by the proper authorization level.
6.3.5 [(mmutable Logs

As explained previously, the application shall register “activity logs" regarding any
important or critical operation performed at application level (performed by both the voter
as by the electoral officers).
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The integrity of these logs shall be ensured. For this reason, the logs will be protected
by the “Immutable Logs” mechanism, which ensures that any change to the application
logs would be detected.

6.4 Database |
A) Access Control

User accounts and user rights shall be granted with the principle of least
privileges.

Default users shall be removed or deactivated.

No generic user accounts shall be created. System ad ministrators and system
operators shall use individualized user accounts.

A secure password policy shall be established in order to ensure:

o Only strong passwors are accepted (e.g. letters and numbers requirement, 7
characters of minimum length ...).

o Passwords shall expire after a certain nuraber of days (e.g. 90 days). A
reminder of password expiration time could be implemented a few days before.

o Password history shall be stored to ensure that a new password has not been
used during the specified history (e.g. last 10 passwords).

o User accounts shall be locked after a certain number of unsuccessful login
attempts (e.g. 5 atterapts).

Database users and passwords shall never been stored or hardcoded as clear
text, in database tables, configuration files, operative system scripts, scheduled
jobs or daemons, databzse queries or procedures, application source code, ...

Remote Connection of privilege users (database administrators) shall not be
allowed.

B) Auditing

Every critical activities performed by interactive users shall be recorded at the operative
system event log, e.g.:

O

o

o}

@)

O

o]

Login attempts (successful and unsuccessful).
All administrators’ activilies (SYSDBA).

Users and groups modifications.

System parameters conviguration.

Audit Functions start / stop.

Modification / deletion over critical data tables.

Detalled information about registered event shall be recorded, e.g.:
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Date and time of the event.
Type of event.

Subject identity (user, session id, IP address and other location information from
the user who generates the event).

The outcome (success or failure) of the event;
Related object identification.

C) Security Configuration

Database Management System shall be updated in front of security updates.
Restrict rights granted at the operative system, to perform:

o Start/ shutdown the database service.

o Access to the database configuration files.

o Access to the database data files.

Database administrator user shall not have administrator rights at the operative
system, and vice versa.

Create and protect an independent service to administrate the database.

D) Backup

Database server shall be clustered.

A redo-log from the database shall be kept, protected, and stored in a different
server, to ensure the restoring of the database is possible.

Database files shall be included into the backup policies and procedures.

6.5 Operating System
A) Access Controls

®

User accounts and user rights shall be granted with the principle of least
privileges.

Default users shall be removed or deactivated.

No generic user accounis shall be created. System administrators and system
operators shall use individualized user accounts.

A secure password policy shall be established in order to ensure:

o Only strong passwords are accepted (e.g. letters and numbers requirement, 7
characters of minimum length ...).

o Passwords shall expire after a certain number of days (e.g. 90 days). A
reminder of password expiration time could be implemented a few days before.
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o Password history shall be stored to ensure that a new password has not been
used during the specified history (e.g. last 10 passwords).

o User accounts shall be locked after a certain number of unsuccessful login
attempts (e.g. 5 attempts).

Operating System users and passwords shall never been stored or hardcoded as
clear text, in database tables, configuration files, operative system scripts,
scheduled jobs or daemons, database queries or procedures, application source
code, ...

Remote Connection of privilege users (system administrators) shall not be
allowed.

B) Event L.ogging

Every critical activities performed by interactive users shall be recorded at the operative
system event log, e.g.:

O

o O O O

e}

Login attempts (successful and unsuccessful),
Users and groups modifications.

System parameters configuration.

Flles modification or deletion.

Privilege escalation functions (sudo, su o)
Event log configuration / activation / deactivation.

Detailed information about registered event shall be recorded, e.g.:

Q

o

Date and time of the event.
Type of event.

Subject identity (user, session id, IP address and other location information from
the user who generates the event).

The outcome (success or failure) of the event,
Related object identification.

C) Security Configurations

Operative System shall be updated in front of security updates.

Unnecessary software and unnecessary system services shall be removed or
deactivated.

Disable / restrict operative system capabilities to execute operations as root /
administrator (sudo, su, UID ...).

Disable system services which are sending or storing the passwords as clear text
(FTP, telnet, rsh... or rhosts).

Page 45

52



@7/168/2812 11:37 4186668786 FX01967 COCKEYSVILLE PAGE

Scytl — West Virginia RFQ S0S201207_Electronic Ballot Delivery System
July 10, 2012

o Files integrity shall be monitored through specific software which detects any file
change (tripwire, AIDE, ...)
6.6 Network

A) Communications Security: A secure network connection shall be established
through SSL - HTTPS:

o Every operation shall be performed through HTTPS (both authentication
operation as normal operations).

» No-HTTPS requests shall be rejected.
o Mixed zones are not allowed.

B) Servers Connections. Only the application layer (front end) can be connected to the
Internet. Other servers (back end, databases ...) shall not be connected to the internet
directly.

C) Network Security:

o Firewalls systems must be implemented and configured to protect internal
services from external altacks.

o Firewalls policies must be applied with the principle of least privileges.
o Personal firewalls shall be implemented at a server level (e.g. iptables).

6.7 Physical Security

Data Center Physical Controls shall be established in order to ensure the availability of
the service, and avoid the disclosure of information stored in servers.

A) Access Controls. Data Centre shall be protected by appropriate entry controls to
ensure that only authorized personnel are allowed access:

o Strong authenticated, password or Biomefric access controls.
o Restriction sluices to ensure each individual shall be authorized.
o Video cameras protecting data centre door and weak points.
e Strong-room conditions (no glass panes or weak windows).
B) Procedural Controls shall be designed and applied, regarding:
e Data Center access management.
e External providers management / guest management.
o Physical protection and guidelines for working in secure areas.
C) Environmental Controls. Frotecting against external and environmental threats:

o Data Center shall be located in a geographic zone without high-risk of
environmental threats (far from river banks, sea, volcanoes, earthquakes

Zones, ...
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Data Center room shall be located in a building room without high-tisk of
environmental threats (far from water-pipes, gas-pipes, bathrooms, chemical
ZONes ...).

Data Center location shall not be indicated.
Fire detectors and homologated fire extinguisher.
Humidity and water detector.

False floor and ceiling — with fireproof equipment, pipes classification, and cables
classification.

D) Equipment Security. To prevent loss, damage, theft or compromise of assets and
interruption to the organization’s activities:

Supporting Utilities like UPS’s or energy powers, to protect the equipment from
power failures and other disruptions caused by failures in supporting utilities.

Energy Panel independent from building energy panel.

Cabling Security - Power and telecommunications cabling carrying data or
supporting information services shall be protected from interception or damage.
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7 Appendix C - State of 'West Virginia Training Plan

7.1 Training Plan

Scytl's Secure Ballot is an intuitive-based product, which once operational, requires
little or no intervention on the part of election officials. Its training requirements are in
fact minimal. We are committed to working with the West Virginia Secretary of State to
provide a training plan and schedule that will most effectively reach the State and
County staff. Given the 2012 election cycle schedule, Scytl will follow a rapid approach
to training users of Secure Ballot. Due to the nature of Secure Ballot, the provided
training will be concise, direct, and short in terms of duration. Our design and
development has resulted in a product offering that requires virtually no interaction on
the part of State and Local election officials. It is a product that will manage itself and
direct voter's through the process.

7.2 Training Methodology

The Secure Ballot training system is forged from a training methodology which utilizes
multiple communication mediums, clear course objectives, and logical course
breakdowns by functionality sets and user groups.

7.2.1 Training Levels

Each course is designed to reach users at multiple levels, beginning with an introduction
to Secure Ballot on through personal experience. Scytl designs courses to reach users
at four levels:

e Awareness — This is the introductory level where trainees are taught about the
presence of Secure Ballot, what it is useful for, and which aspects of it that they
going to be interacting with.

o Knowledge -~ At this training level, trainees are taught about the distinct
capabilities and functions of Secure Ballot and what is function is able to
accomplish.

« Understanding — This lavel is where the trainee is able to apply the capabilities
and functions of Secure Ballot to a given scenario.

e Skill = This training level is where the trainee is able to complete system
operations with only the help of supporting documentation.
7.2.2 Delivery Mechanisms

In order to effectively and efficiently reach trainees at each of these four levels, Scytl
employs the use of three different delivery mechanisms. Each mechanism is used to
accomplish a specific goal as described below:

e Deliver an easily mastered skill set to Election Administrators though classroom
style training opportunities.
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o Reinforce training with webinar sessions as needed to offer a forum for Q&A,
refreshment training and an opportunity to train additional users. Enhanced
functionality and election specific training can be delivered to users in this flexible
manner.

« Provide comprehensive training materials in the form of detailed documentation
and easy to use graphical quick reference guides.

7.2.3 Customer Input

The Scytl training methodology relies heavily on feedback from the customer. The
training manager will work closely with State officials to fine tune content and course
structure to achieve the most affective training system based on West Virginia's unique
needs.

7.3 Course Structure

It is envisioned that we will schedule half-day fraining classes as required and
determined by the Secretary of State. Attendees will be provided training materials in
the form of detailed documentation and graphical Quick Reference Guides for notes
during the group led session and reference material.

| Approximately 90 minutes
prowde counties with a detailed
' of the Secure Ballot tool with

‘opportunity for Q&A and disouss

‘ Review and bisbusslon Approximately 30 minutes

7.4 Course Materials
Scytl will provide training documentation in these formats:

o User Documentation - Comprehensive detail and description on using the
Secure Ballot Software Tool with step-by-step instructions, suggestions for users
and a troubleshooting guide.

o Quick Reference Guides — Graphical, task-specific instructions that guide the
user through using Secure Ballot,

7.5 Course Library

The following are the course tilles and descriptions of the training courses that Scytl will
provide. This course library is based on our projected use of the system and may be
amended as necessary for West Virginia.

Page 49



@7/18/2812 11:37 4186660786 FX01967 COCKEYSVILLE

PAGE

Soytl — West Virginia RFQ $08201207_Electronic Ballot Delivery System
July 10, 2012
7.5.1 State Administration
Required Attendees: Primary state-level personnel
Optional Attendees: Secondary (backup) state-level personnel
Objectives:
Prepare trainees in the utility and functionality of Secure Ballot:
o \Whatis Secure Ballot and what does it do
o How Secure Ballot improves the UOCAVA experience

o How Secure Ballot can collect useful statistics to better serve the UOCAVA voter
environment

o How Secure Ballot can provide useful statistics to the Federal Voting Assistance
Program for reporting purposes

o How Secure Ballot provides an additional voting channel to UOCAVA voters

e How Secure Ballot can be extended in the future

o How the Scytl Help Desk supports the State and Voter
Description:
The course will cover that information necessary to understand the utility and
functionality of the Secure Ballot platform and how it can be used by the State to
extend the franchise in a more timely fashion to those overseas voters traditionally at a

disadvantage due to being overseas, and provide useful statistics based on empirical
data to the Federal Government.

7.5.2 County Administration
Required Attendees: Primary county-level administrators
Optional Attendees: Secondary (backup) county-level administrators
Objectives:
Prepare trainees in the full spectrum of Secure Ballot functionality and capabilities:
e Whatis Secure Ballot and what does it do
o How Secure Ballot improves the UOCAVA experience
o What is required of Local Election Officials
o How voter verification and authentication to use system is accomplished
o How voters use the system
o What Secure Ballot provides to voters at the end of the voting process
o Ensuring required return election materials and instructions are properly updated

o Ensuring eligible UOCAVA voters are aware of the availability of the platform

Page 50

57



87/18/2812 11:37 4186668786 FX01967 CDCKEYS'\)ILLE PAGE 58

Seytl — West Virginia RFQ S0S201207_Electronic Ballot Delivery System
July 10, 2012

e Upload ballot information as required

o Upload UOCAVA voter information as required

¢ Questions you can expect and how to answer

e How the /Scytl Call Centar and Online Help Desk supports the State and Voter
Description:
The course cover topics necessary to ensure election officials fully understand the
capabllities and functionality of Secure Ballot and what is required of them. It is
intended to ensure complete familiarization with the services provided to UOCAVA

voters who will utilize the platfcrm in the course of an election, and the type and level of
support that is available to both local election officials and voters.

Scytl may incorporate distance learning opportunities to West Virginia and its counties,
to be used in conjunction with initial on-site training.
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