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@ wvcommerce

Marketing & Communications | West Virginia Department of Commerce

WVCOMMERCE.ORG WEB PLATFORM HOSTING RFQ

INTRODUCTION:

The West Virginia Department of Commerce's Web Platform (www.wvcommerce.org) is the
State’s primary marketing tool for promoting tourism and development in West Virginia.

The application hosts a set of mission-critical applications for Commerce agencies — including the
West Virginia Division of Tourism's extensive travel planner database containing thousands of
accommodations and attractions, with separate interfaces to the consumer and the 1-800 Call
Center. Supporting the West Virginia Development Office, the application allows the agency to
maintain detailed commercial real estate information and statistics keyed to geospatial mapping.
WWW.Wvcommerce.orq receives approximately 600,000 page views each month, with seasonal
volume fluctuations in traffic driven by travel seasons and marketing efforts. The application hosts
dozens of targeted landing pages and minisites supporting Commerce’s marketing efforts,
including TV, print, online, search engine marketing, social marketing and mobile marketing.

BACKGROUND:

The purpose of this RFQ is to identify a managed hosting vendor who will lease and maintain
the equipment, services and software listed below for a set monthly fee. We are seeking a one-
year contract with the option to renew at the same terms and price for two more years.

Commerce plans to use contract system administration support to establish and maintain the
application in the new environment; therefore, only minimal “emergency” system administration
support is required from the managed hosting vendor.

The application has been hosted at Rackspace in Austin, Texas, for the past two years, receiving
on average a 600,000 page views each month, and growing.

Commerce's Web Platform is a full-featured Web content management system, custom-built in .Net.
Technologies in use include:
o Microsoft NET Framework 3.5, C3, ASP.NET
Microsoft SQL Server 2008
Web Technologies, including XHTML, CSS, JavaScript, JQuery, AJAX
GIS technologies, such as SharpMap, BING, SQL, Server 2008 Spatial Tools
Microsoft Windows Server 2008 with IS 7
Telerick Rad Developer Tools

Commerce foresees deploying our application and databases to the new hosting environment
and testing for at least four to six weeks prior to redirecting the URL of our current live servers to
the new servers. Commerce maintains a development server and code archive on site — therefore
this equipment and services are not included in this RFQ.



DESCRIPTION OF CURRENT HOSTING ENVIRONMENT:

One Wehserver:
o Dell PowerEdge 2950 Win2k3 x64 Enterprise with 8 GB of RAM Dual Quad Core 2.5
running RAID 5 on 6 300GB SAS drives. It is a dedicated resource
o Running Win2k3 x64 Enterprise with IS and fully patched to the current level with no
third party applications running.
e Using approx. 500GB of storage

One SQLserver:
e Dell PowerEdge 2950 Win2k3 x64 Enterprise with 16 GB of RAM Dual Quad Core Xeon
2.5 running RAID 5 on 3 300GB SAS drives and a mirror on 2 146GB SAS drives. Itis a
dedicated resource
¢ Running Win2k3 x64 Enterprise running SQL 2k8 fully patched to the current level with
no third party applications running.
o Using approx. 400GB of storage

There is a Cisco ASA firewall in place, as well as a Cisco Load Balancer.

For calendar year 2011, the average bandwidth usage has been within 4TB data transfer per
month for out-bound traffic.

Commerce’s current configuration of hardware has our analysis services sharing the SQL server.
There are times when we run reports that it slows down the database — and therefore the user

experience of the application is negatively impacted. The specifications, below, strive to separate
the analysis services onto a separate area; so, running reports does not impact site performance.

SCOPE OF WORK:

Please provide Commerce with one monthly hosting cost that covers the following services,
licenses and hardware. Commerce is contracting with a system administrator to perform our set
up and installation.

Set up and installation of our application should not be in the hosting Vendor's bid.

1.0 The successful managed hosting provider shall be a Gartner tier leader or challenger:
http://www.gartner.com/technology/media-prod ucts/reprints/att/vol12/article 1/article1.htm

1.1 Managed Hosting Services (Must meet or exceed)
+ 24x7x365 Support
+ 1 Hour Hardware Replacement Guarantee
Port Monitoring Service
Monthly Server Patching and Vulnerability Analysis
New Hardware Provisioned in 156 Business Days

s o o

Bandwidth
« Up to 4 TB Outbound Transfer
+ Unlimited Inbound Transfer
+ 100 Mbps Connectivity to the Internet, 300 Mbps Aggregate or greater
« Redundancy of four or more Diverse Path Backbone Internet Connections

| West Virginia Department of Commerce



NEW HOSTING SOLUTION:

Commerce would like to virtualize 3 servers on 2 boxes, using VMware (virtual machines) or the
equivalent technology. Please specify VMware with HA. The VMs will sit on physical gear. The
following server specs are provided with this strategy in mind.

2.0 Hardware

Commerce has been leasing Dell PowerEdge 2950 IIl units. We wish to upgrade to Dell's
PowerEdge R710 or comparable servers. Dell's PowerEdge R710 (Intel® Xeon® E5503, 2.0
GHz, 4M Cache, 800MHz Max Memory) are designed with 125 percent more memory capacity
and more integrated 1/O than the previous generation.

Vendor costs should be based on Commerce leasing this equipment.
The managed hosting facility must meet or exceed specified equipment, below.

2.1 One Web Server

The GIS Mapping Server and the Mail Server will be installed and configured on the Web server
+ Operating System & Software
+ Microsoft Windows Server 2008 Standard Edition

Hardware
+ Dell's PowerEdge R710 or comparable
» Dual Processor, Quad Core 2.5 GHz Processor
24 GB of RAM -- (1x8GB), 1333MHz Dual Ranked RDIMMs for 1 Processor,
Optimized
2 TB HDD in RAIDS
Windows 2008 Server x64 and IIS
Redundant Power
100 Mbps Connectivity

.

Standard Drive Partitioning
C:\ - single partition

External Storage Connection(s)
+ Private Backup Network Connection
+ Dell PowerVault MD3200 Dedicated Storage Unit (shown below)

2.2 One Database Server
Currently, the analysis services are hosted on the database, but this is causing performance
issues. This RFQ requires a separate server for analysis.

+ Operating System & Software

+ Microsoft Windows Server 2008 Enterprise Edition

+ Microsoft SQL Server 2008 Standard Edition

» Managed Backup Agent for Microsoft SQL Server (see Managed Backup below)

Hardware
+ Dell's PowerEdge R710 or comparable
» Dual Processor, Quad Core 2.5 GHz Processor
« 24 GB of RAM -- (2x8GB), 1333MHz Dual Ranked RDIMMs for 1 Processor,
Optimized
2 TB HDD in RAIDS
Windows 2008 Server x64 and IIS
Redundant Power
100 Mbps Connectivity

e o e o

Standard Drive Partitioning
C:\ - single partition

| West Virginia Department of Commerce



External Storage Connection(s)
+ Private Backup Network Connection
~ + Dell PowerVault MD3200 Dedicated Storage Unit (shown below)

Note: Currently, reporting is taxing on our database server and our log files get too big.
Commerce requires a separate virtual server to run our analysis services, apart from our SQL
DB. The Vendor may achieve this separation with virtual machines or VMware.

3.0 Other Services to be provided by the Managed Hosting Facility

3.1 One (1) Firewall, Shared

Hardware

Cisco ASA 5510 Firewall

100 Mbps Throughput

130,000 Concurrent Connections

Stateful packet inspection -

Fully Managed Device, includes 24x7 Monitoring, Rule Changes and 1 Hour
Replacement Guarantee

3.2 One (1) Storage Array
+ Hardware
« Dell PowerVault MD3200 Dedicated Storage Unit
« 7 x 400 GB 15k Serial Attached SCSI Drive(s), RAID 5 + HS

3.3 Dual Active/Active Storage Controllers
+ 512 MB Battery-backed Cache (per controller)
+ Redundant Power

3.4 Server & Application Monitoring

Port Monitoring

Ping and TCP Port 80

Additional Ports Monitored (e.g. FTP, SSH, DNS, POP3, MS SQL)
5 Minute Polling

Automated Ticket Creation and Response

e o & ® o

3.6 Advanced Availability Monitoring
« URL, FTP and Mail Service Monitoring
+ 10 Minute Polling
+ Automatic Alert Escalation

3.7 Synthetic Transaction Monitoring
« Scripted Site Walkthrough to Simulate a Typical User Interaction
+ 10 Minute Polling )
« Automatic Alert Escalation

3.8 Managed Backup
+ Setup, Configuration and Monitoring
« Weekly Full, Daily Differential Backup Schedule
+ Automatic Tape Rotation
+ 2-Week On-site Retention

4.0 Emergency System Administration Support - Please provide an hourly cost for
emergency system administration support. For example, Commerce envisions no more
than 2-6 hours, monthly, only on an as-needed basis. Support might include following
detailed step-hy-step instructions to restart our application if it goes down after
hours/weekend.

| West Virginia Department of Commerce



DEV1208

Pricing Page
Description Cost Quantity Extended
Monthly Managed 7 -
Hosting Fee $./200 " PerfMonth | X 12 o »
Months = $ 56 400.%
Emergency System — ) . 0
Administration $ /35 % PerHour | X 48 = |s_ & Y=
Support Hours i
olb o OO
TOTAL: | $_ 2R PM.E

The bid award will be based on the total for both Monthly Managed Hosting Fee and Emergency
Administrative Support.

The number of hours for Emergency Administrative Support is an estimate for bid evaluation purposes
only. The actual number of hours will be based on agency need.

Please provide the vendor's service level agreement terms along with your bid for review.

| West Virginia Department of Commerce
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~? terradon zommunications group RFQ# DEV1208
August 31, 2011

Proposal for Hosting Services
WWW.wvcommerce.org

Department of Administration
Purchasing Division

Building 15

2019 Washington Street, East
Charleston, WV 25305-0130

Presented By:
Terradon Communications Group, LLC

Page 1 of 4 PO Box 338, Nitro, WV 25143
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J
< terradon communications group RFQ# DEV1208
August 31, 2011

www.wvcommerce.org Hosting

Terradon Communications Group (TCG) will provide the following hosting services requested in RFQ#
DEV1208. Hosting will be placed with Rackspace, the world’s largest hosting provider with a 100%
Network Uptime and 1-Hour Hardware Replacement Guarantee. The Monthly Managed Hosting Fee and
Emergency System Administration Support Hourly Rate as outlined on the Pricing Page of this RFQ shall
be valid for a period of one (1) year from the award date and for two (2) subsequent one (1) year
renewals at Commerce's election. Commerce must provide TCG with a minimum of 30 days’ notice in
the event they desire to exercise a renewal option.

Database License:

. Database Licenses: SQL Standard 2008
. Licensing: Office Standard

2.1 Web Server:

Server Platform: Performance One - Silver (PowerEdge R710)
Operating System: Windows Server 2008 R2 Standard Edition 64-Bit (Licensed for 2 Processors)
Processor: Dual Processor, Hex Core Intel Xeon E5645
Memory:24 GB
Drive and RAID Configuration:

+ RAIDS

+ 450 GB (15K SAS 3.5") - Qty: 6
Standard Drive Partitioning: C:\ - single partition
External Storage Connection(s):SAS 6G HBA
Network:1000 Mbps
Managed Backup:

«  Unmetered Backups

«  Weekly Full, Daily Differential

+ 2 Week On-site Retention (Per GB)

. Backup Agent: Base Backup Agent

. Bandwidth:2000 GB

2.2 Database Server:

Server Platform: Performance One - Silver (PowerEdge R710)
Operating System: Windows Server 2008 R2 Enterprise Edition 64-Bit (Licensed for 2 Processors)
Processor: Dual Processor, Hex Core Intel Xeon E5645
Memory:24 GB
Drive and RAID Configuration:

+ RAIDS5

+ 450 GB (15K SAS 3.5") - Qty: 6
Standard Drive Partitioning: C:\ - single partition
External Storage Connection(s):SAS 6G HBA
Network:1000 Mbps
Managed Backup:

+  Unmetered Backups

+  Weekly Full, Daily Differential

e = s e =

Page 2 of 4 PO Box 338, Nitro, WV 25143
www.TerradonCommunications.com Phone: 304.755.1324 Fax: 304.729.9203
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+ 2 Week On-site Retention (Per GB)
. Backup Agent: Base + SQL Server Backup Agent
. Bandwidth:2000 GB

3.1 Firewall, Shared

Provided by Rackspace

Cisco ASA 5510 Firewall

100 Mbps Throughput

130,000 Concurrent Connections

Stateful packet inspection

Fully Managed Device, including 24x7 monitoring, Rule Changes, and one (1) hour replacement guarantee

s = = = = =

3.2 Storage Array: Dell MD3200u - SAS:

. Platform: Dell MD3200 (3.5") chassis [SKU: 106202]
Servers being connected to SAS MD device - Qty: 2
The MD3200 / MD3200 iSCSI can have a Maximum of 12 drives
The MD3220 / MD3220 iSCSI can have a Maximum of 24 drives
HBAs are required on the connected servers for the MD3200/3220 [SKU: 106232]
Entry Dedicated Storage Drives:
450GB SAS 15K RPM (6Ghb/s) 3.5" - Qty: 6
RAID 5
450GB SAS 15K RPM (6Gb/s) 3.5" - Qty: 1
Hotspare

e o & » @ ® ° & @

3.3 Dual Active/Active Storage Controllers

. Provided by Rackspace
. 512 MB Battery-backed Cache (per controller)
. Redundant power

3.4 Server & Application Monitoring

Provided by Rackspace

Port Monitoring

Ping and TCP Port 80

Additional Ports Monitored (e.g. FTP,SSH, DNS, POP3, MS SQL)
5 minute Polling

Automated Ticket Creation and Response

= ® & ® s @

3.5 Left Blank in RFQ

3.6 Advanced Availability Monitoring

Provided by Rackspace

URL, FTP and Mail Service Monitoring
10 Minute Polling

Automatic Alert Escalation

« o e @
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3.7 Synthetic Transaction Monitoring

Provided by Rackspace

Scripted Site Walkthrough to Simulate a Typical User Interface
10 Minute Polling

Automatic Alert Escalation

e e e

3.8 Managed Backup

Provided by Rackspace

Setup, Configuration and Monitoring

Weekly Full, Daily Differential Backup Schedule
Automatic Tape Rotation

2-Week On-Site Retention

4.0 Emergency System Administration Support

. Hourly cost provided on attached Pricing Page

Attachments

Complete copy of RFQ# DEV1208
Pricing Page

Vendor Preference Certificate
Purchasing Affidavit

WBENC Cettification

< 4 )
- > J 260 Y {(/ (/(/)

Brent Pauley
President -

Respectfully submitted,
7

proposal for services

RFQit DEV1208
August 31, 2011
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Rov. 09/08 State of West Virginia
VENDOR PREFERENCIE CERTIFICATIE

Certification and application* is hereby made for Preference in accordance with West Virglnia Code, §5A-3-37. (Does not apply lo
construction contracts). West Virginla Code, §5A-3-37, provides an oppottunity for qualifying vendors to request (al the time of bid)
preference for their residency status. Such preference is an evaluation method only and will be applied only to the cost bid in
accordance with the West Virginia Code. This certificate for application s to be used to request such preference. The Purchasing
Division will make the detenmination of the Resident Vendor Preference, if applicable.

1. Application Is made for 2.5% resldent vendor preference for the reason checked:

Bldder s an individual resident vendor and has resided conlinuously in West Virginia for four (4) years immediately preced-
ing the date of this certification; or,

Bidder is a paitnership, association or corporation resident vendor and has maintained its headquarters or principal place of
business continuously in West Virginia for four (4) years immedialely preceding the date of this cerlification; or 80% of the
ownership interest of Bidderis held by another Individual, partnership, association or corporation resident vendor who has
maintained its headquarters or principal place of business continuously in West Virginia for four (4) years immediately
preceding the date of this certification; or,

Bidder is a nonresident vendorwhich has an affiliate or subsidiary which employs a minirum of one hundred state residents
and which has maintained its headquarters or principal place of business within West Virginia continuously for the four (4)
years immediately preceding the date of this certification; of,

2. Application Is made for 2.5% resldent vendor preference for the reason checkecdl:

Bidder Is a resident vendor who certifies that, during the life of the cantract, on average at least 76% of the employees
working on the project being bid are residents of West Virginia who have resided in the slate continuously for the iwo years
immediately preceding submission of this hid; or,

Application Is made for 2.5% resident vendor preference for the reason checked:

Bidder Is a nonresident vendor employing a minimum of one hundred state residents oris a nonresident vendor with an
affiliate or subsidiary which maintains its headquarters or principal place of business within West Virginia employing a
minimum of one hundred state residents who celifies that, during the life of the contract, on average at least 75% of the
employees or Bidder’s affiliate’s or subsidiary's employees are residents of West Virginia who have resided in the stale
continuously for the wo years immediately preceding submission of this bid; or,

4, / Application is made for 6% resldentvendorpreferenceforthereasonchecked:
5.

&

Bidder meets either the requirement of both subdivisions (1) and (2) or subdivision (1) and (3) as slated above; or,

Application is made for 3.6% resident vendor preference who Is a veteran for the reason checked:

Bidderis an individual resident vendor who is a veteran ofthe United States anmed forces, lhe reserves or the Nalional Guard
and has reslded in West Virginia continuously for the four years immediately preceding the date on which the bid is
submilted; or, '

Application Is made for 3.6% resident vendor preference who Is a veteran for the reason checked:

BidderIs a resident vendor whois a veteran of the United States ammed forces, the reserves or the National Guard, if, for
purposes of producing or distributing the commodilies or completing fhe project which is the subject of the vendor’s bid and
continuously over the entire term of the project, on average at least sevenly-five percent of the vendor's employees are
residents of West Virginia who have resided in the state continuously for the two immediately preceding years.

Bidder understands if the Secretary of Revenue determines that a Bidder receiving preference has failed to continue to meet the
requirements for such preference, the Secretary may order the Director of Purchasing to: (a) reject the bid: or (b) assess a penally
against such Bidder inan amount not to exceed 6% of the bid amount and that such penally will be paid tothe conlracling agency
or deducted from any unpaid balance on the contract or purchase order.

By submission of this cerlificate, Bidder agrees to disclose any reasonably requested information to the Purchasing Division and
authorizes the Department of Revenue to disclose to the Director of Purchasing appropriate information verifying that Bidder has paid
the required business taxes, provided that such information does not contain the amounts of taxes paid nor any other information
deemed by the Tax Commissioner to be confidential.

Under penally of law for false swearing (West Virginta Cocle, §61-5-3), Bldder hereby certifies that this certificate is true
and accurate in all respects; and that If a contract Is issued to Bidder and if__ajlythlilg_,cc;? ained within this certificate
changes during the term of the contract, Bidder will notify the Purchasing Division ln)v ting immediately.

l o

Bldder: 72XEA99n) QY nIcs7 7004 G/’ signeds— (,-"—'"-\,J N )

Date: _jj/f/// Title: Lﬁdéf/ﬂc‘rl//’ / -

*Check any comblnallon of preference conslderation(s) indicated above, which you are enlitled to receive.




11

RFQNo. DEV1208

STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

West Virginia Code §5A-3-10a states: No cantract or renewal of any contract may be awarded by the state or any of its
political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or a related party to the
vendor or prospective vendor is a debtor and the debt owed is an amount greater than one thousand dollars in the
aggregate.

DEFINITIONS:

“Debt" means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any of ils
political subdivisions because of a judgment, fine, permit violation, license assessment, defaulted workers' compensation
premium, penalty or other assessment presently delinquent or due and required to be paid to the state or any of its
political subdivisions, including any interest or additional penalties accrued thereon.

“Debtor” means any individual, corporation, partnership, association,. limited liability company or any other form or
business assoclation owing a debt to the state or any of its political subdivisions. "Political subdivision™ means any county
commission; municipality; county board of education; any instrumentality established by a county or municipality; any
separate corporation or instrumentality established by one or more countles or municipalities, as permitted by law; or any
public body charged by law with the performance of a government function or whose jurisdiction is coextensive with one
or more counties or municipalities. “Related party” means a parly, whether an individual, corporation, partnership,
association, limited liability company or any other form or business association or other entity whatsoever, related to any
vendor by blood, marriage, ownership or contract through which the parly has a relationship of ownership or other interest
with the vendor so that the party will actually or by effect receive or control a portion of the benefit, profit or other
consideration from performance of a vendor contract with the party receiving an amount that meets or exceed five percent
of the total contract amount.

EXCEPTION: The prohibition of this section does not apply where a vendor has contested any tax administered pursuant
to chapter eleven of this code, workers' compensation premium, permit fee or environmental fee or assessment and the
matter has not become final or where the vendor has entered into a payment plan or agreement and the vendor is not in
default of any of the provisions of such plan or agreement.

Under penalty of law for false swearing (West Virginia Code §61-5-3), it is hereby certified that the vendor affirms and

acknowledges the information in this affidavit and is in compliance with the requirements as stated.
WITNESS THE FOLLOWING SIGNATURE

Vendor's Name: 7Z2RL d/‘l/7 Cﬁ(}{////’})&//t/ / (L//ﬂijo{ﬂ/f) f)‘/d’%// ), Ll
Authorized Signature: (,4 “ i .y /w' ) _ Date: /57 /1
qLunta ) [

State
County of , to-wit:
% o4l
Taken, subscribed, and sworn to before me this 3 / day of TIA W . 20_//.

My Commission expirem y ﬂ C74)
— A

AFFIX SEAL HERE

1Il|1il1|li|I|lI|IIllilllIlllillllllllllIIli|||lllllllll.ll“lllllllllllll= . : LR
T Officia

2\ Notary Public, Stats of West Virginia E

Seal
Peggy L. Russell

Furchasing Affidavit (Revised 12/15/09)
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