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March §, 2011

Roberta Wagner

Department of Administration
Purchasing Division, Building 15
2019 Washington Street, East
Charleston, WV 25305 - 0130

Re: State of West Virginia Emergency Notification Services Request for Quote #BPH11103

Dear Ms. Wagner,

Collaborative Fusion, Inc. (CFI) is pleased to provide this response to the above referenced Request for
Quote for Emergency Notification Services# BPH11103. CFI is confident that our proposal best meets the
needs of the State of West Virginia based on our proven track record in the State, this market, our industry-
leading expertise in deploying emergency notification services and Health Alert Network (HAN) systems,
and our established project approach as detailed in this proposal. Additionally, CFI is eager to provide a
live system demonstration, if requested, to help the during the evaluation process.

CFI has provided information about our CORES™ Health Alert Network System (CORES HAN) based on
the CORES Platform. CORES HAN, a CDC Public Health Information Network (PHIN) compliant HAN,
is designed to meet the messaging and notification needs of local, regional, state, and federal public health
agencies. CORES HAN is compliant with the CDC Direct Alerting and CDC Cascade Alerting standards
Version 2. CORES HAN provides a secure and easy to use solution to reliably, rapidly, and effectively
distribute health information and alerts in PHIN or non-PHIN message formats. It can be used to distribute
critical health advisories, alerts for urgent health threats, prevention guidelines, and other information
relevant to state and local readiness for handling disease outbreaks and public health emergencies. CORES
HAN also has an optional document library for information sharing and content management.

Required Forms
CFI has included a signed copy of the RFQ, no debit affidavit, WV-96 form, and the acknowledgement of

Addendum 1 as part of Appendix VI of this RFQ response. CFI also acknowledges and has signed the No
Other Terms form and submitted it inside Appendix VL

Capability Statement

Bryan Kaplan is authorized, as a corporate officer of CFI, to sign this letter and obligate CFI to perform the
work required and fulfill the commitments contained in this RFP response, if awarded. Further, Mr.
Kaplan’s signature affirms that CFI is capable of performing the work and fulfilling all of the commitments
made in this proposal. Mr. Kaplan is also the contact person for all technical and contractual clarifications
throughout the evaluation period. Bryan Kaplan may be reached at 412-422-3463 x4012 or via e-mail at
bkaplan@coliaborativefusion.com. Mr. Kaplan’s fax number is 412-291-3099. Collaborative Fusion, Inc.’s
headquarters is at 5849 Forbes Avenue, Pittsburgh, PA 15217.

3 !.I

“—DBtyan Kaplan

Vice President of Operations

Pittsburgh, PA « Washington, DC
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1.0 Introduction & Corporate Background

1.1 Solution Overview

Collaborative Fusion, Inc. (CFI) has reviewed the State of West Virginia’s Request for Quote
(RFQ) BPH11103 for an Emergency Notification System and determined that we meet or exceed
all requirements stated in the RFQ. CFI is pleased to provide this RF(Q response to meet the
Department of Health and Human Resources (DHHR), Bureau for Public Health (BPH), Center
for Threat Preparedness (CTP) requirement to provide an automated notification system for
public health and medical emergency callouts and other critical information to members of
various emergency and health preparedness response teams and public health partners.

To meet the requirements of this RFQ, CFI is proud to offer CORES Health Alert Network
(CORES HAN) System which will provide CTP with a mechanism to deliver messages via
various communications mediums (including inbound calling) 24 hours a day, 7 days a week,
365 days per year with minimal interruption. CORES HAN is a robust high-speed notification
system to produce, distribute, and verify receipt of phone and data messages sent to persons
and/or groups. CFI’s CORES HAN provides a CDC Public Health Information Network (PHIN)
compliant HAN designed to meet the messaging and notification needs of local, regional, state,
and federal public health agencies. CORES HAN is compliant with the CDC Direct Alerting and
CDC Cascade Alerting standards. CORES HAN provides a secure and easy to use solution to
reliably, rapidly, and effectively distribute critical health information and alerts. It can be used to
distribute critical health advisories, alerts for urgent health threats, prevention guidelines, and
other information relevant to state and local readiness for handling disease outbreaks and public
health emergencies. CORES HAN also can be licensed with the optional CORES Document
Library Module for information sharing and comprehensive content management. CFI is
confident that our solution represents the best value for the State given our current work
experience in the State, subject matter expertise, successful development of similar programs,
and our leadership position in this market. The enclosed proposal details CFI’s commitment to
providing the State of West Virginia’s Emergency Notification System.

1.2  CoHlaborative Fusion, Inc. Overview & Structure

CF1 is the nation’s leading provider of responder, notification, and incident management
solutions to government and health agencies. CFI’s products and services help private
organizations and local, state, and federal agencies best prepare for, respond to, and recover from
emergencies. CFI currently offers a range of software and consultative services to government
and private sector clients including to WV DHHR.

Since 2001, CFI has been completely dedicated to the field of health disaster management and is
a pioneer in the design and use of technology in response to health disasters. CFI has over 6
years of experience providing rapid notification systems. CFI was the first company to develop a
statewide ESAR-VHP system for volunteer management of healthcare professionals, and has
gone on to work extensively with the medical and health community to provide innovative and
effective Patient Tracking, HAVBED, Identification Card, and HAN systems to our government
partners. Under disaster conditions and real emergencies, no other technology platform has been
put to the test like CFI systems. Today, the states of West Virginia, California, Pennsylvania,
North Carolina, Georgia, Louisiana, Minnesota, Massachusetts, Delaware, Florida, Missouri,
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Maryland, Maine, Alabama, Utah, the District of Columbia, and the City and County of San
Francisco place their confidence and trust in CFI technology and services.

Collaborative Fusion, Inc. (CFI) was incorporated in 2000 as a Delaware Corporation. CFI is
headquartered in Pittsburgh, Pennsylvania with offices in Atlanta, Georgia, Charlotte, North
Carolina, and Washington D.C. CFI is organized into three business units, including Technology
Development & Operations, Business Development & Client Services, and Administration
Support Services. All of CFI’s operations are performed domestically in the United States.

CFI's management philosophy is defined by its commitment to customer service. Each
functional unit directly reports to CFI's Vice President of Operations who ensures that
professional practices, quality control, and appropriate cross department communication systems
are provided effectively. CFI’s Vice President of Operations reports to CFI’s President and CFI’s
Board of Directors. Each client engagement is supported by a combination of personnel across
departments, with each client typically supported by a dedicated Client Team Leader (CTL) and
a Technical Team Leader (TTL) who each ensure proper distribution of work and direct
supervision. CTLs are directly responsible for performing effective and satisfactory client
relations and ensuring contract performance. TTLs support each CTL and are tasked with
systems delivery and integration services support responsibilities. CFI also uses Implementation
Specialists during the initial phases of a project as they are experts in initial setup and
configuration of specific CFI products and report to the Client Team Leaders.

CF1 is also committed to improving the knowledge of our employees and ensuring that cach
employee, whether they have previous emergency or public health experience or not, is well-
versed in emergency preparedness and response concepts and terminology. Every employee at
CF1 has completed the following emergency management courses:

IS-100.a - Introduction to Incident Command System;

IS-547: Introduction to Continuity of Operations (COOP);

I8-700.a - National Incident Management System (NIMS) An Introduction;

IS-800.b - National Response Framework, An Introduction;

IS-802: Emergency Support Functions (ESF) #2 — Communications;

IS-807: Emergency Support Function (ESF) #7 - Logistics Management and Resource
Support Annex; and

¢ [S-808 - Emergency Support Function #8 (Health and Medical).

* & & & ¢ 9

Additionally, many CFI employees have completed supplemental coursework from the FEMA
course catalog as well as being regular attendees to CDC PHIN annual conferences. Since 2002,
CFT has provided technology solutions which now protect over 133 million United States
citizens.

1.3  100% Client Satisfaction

CFl is proud to maintain 100% client satisfaction and 100% retention for all of our contracts with
each CFI client serving as a reference for CF1. While not every system we have deployed
includes a Health Alert Network System, CFI would be pleased to provide our entire client roster
for reference checks by the State. Please also see Appendix IV: Letters of Recommendation.

-8- © 2011 Collaborative Fusion, Inc.
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2.0 Mandatory Service Requirements

CF1I has reviewed Section III - Mandatory Service Requirements of the RFQ and confirms that
CORES HAN meets all mandatory service requirements. CFI has responded to each Mandatory
Service Requirement as part of Sections 2.2 — 2.12 below where each section title includes a
summary of the Mandatory Service Requirement. For the purposes of our response, CFI has
provided a brief overview of the CORES HAN System in Section 2.1 prior to responding to each
requirement.

2.1 CORES Health Alert Network System

CFI proposes to use our CORES Health Alert Network System (CORES HAN) which has been
proven, tested, and built to meet the most rigorous standards available. CORES HAN allows
users to better plan, prepare, and respond through robust tools and interactive features. CORES
HAN is the ideal solution for the State of West Virginia due to our ability to provide an effective
solution for all the needs of the State as outlined in the requirements throughout this document
and a continued existing relationship and ease of integration with WVREDI and the State of
West Virginia. CORES HAN includes integrated modules that include a robust alerting
capability and user management solution packed in an easy-to-use and cost effective HAN
solution for the State. CORES HAN is rapidly deployable and requires no additional hardware or
software to operate. CORES HAN also optionally contains a powerful Application Programming
Interface (APT), which allows for direct integration with other emergency management products
through XMI..

CORES HAN provides a CDC Public Health Information Network (PHIN) compliant HAN
designed to meet the messaging and notification needs of local, regional, state, and federal public
health agencies. CORES HAN is compliant with the CDC Direct Alerting and CDC Cascade
Alerting v2 standards. CORES HAN provides a secure and easy to use solution to reliably,
rapidly, and effectively distribute critical health information and alerts. It can be used to
distribute critical health advisories, alerts for urgent health threats, prevention guidelines, and
other information relevant to state and local readiness for handling disease outbreaks and public
health emergencies. CORES HAN can also be licensed with the optional CORES Document
Library Module for information sharing and comprehensive content management.

Using CORES HAN, CFI was the first vendor to achieve PHIN Cascade Alerting Version 2
Certification for a single client and also the first vendor to achieve PHIN Cascade Alerting
Version 2 for multiple clients (See Appendix I for copies of certification letters and Appendix II
for a press release announcing certification for the State of Delaware).

2.2 A. WVREDI Integration

CFI confirms that CORES HAN can serve as the emergency alerting vehicle for WVREDL
CORES HAN supports the importing of information from existing databases and spreadsheets
with remote update capability or CORES HAN can be use information which is built and loaded
into the system from every WV County and the CTP. If desired, CORES HAN can also be
directly integrated with the State’s existing WVREDI system at no additional cost. CFI’s
CORES Platform, on which both systems are built, supports the use of common logins and

© 2011 Collaborative Fusion, Inc. ~-9-
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passwords for each system as well as a dynamic switching menu which allows access to either
system without having to logout and then login again.

In this setup, the CORES Platform also allows data to be shared across systems as users maintain
a common profile. Only additional questions required for the use of a system would be asked in
order to enable access. For example, if a user has a profile in WVREDI and then wants to join
the HAN system, they would only be asked for an access PIN (a data element not found in
WYVREDI). The user would not need to complete an entirely new profile. The CORES Platform
also supports the ability to be an administrator in one system but a user in the other system (or
different types of administrators).

2.3 B. PHIN PCA Requirements

CORES HAN meets all applicable Public Health Information Network (PHIN) requirements as
articulated in the CDC Partner Communications and Alerting (PCA) Guide version 1.3. Further,
CFI guarantees continued compliance with all CDC PHIN requirements at no additional charge
as part of our annual fixed fee. CORES HAN installations have been certified to the CDC
guidelines for Direct Alerting and Cascade Alerting v2.01 certifications. CFI was the first vendor
to achieve PHIN Cascade Alerting Version 2 Certification for both a single client (DE) and for
multiple clients (DE and UT). In July 2010, the State of Delaware HAN was the first state in the
nation to attain Cascade Alerting Version 2 certification. In addition, CFI has achieved Cascade
Alerting Version 2 certification for the State of Utah in August 2010 and the State of Louisiana
in December 2010. Please see Appendix I: Certification Letters for copies of the certifications.

24 C. Continuous Service and Security

CORES HAN is designed to be highly-available and capable of continuous and uninterrupted
performance on 24/7/365 basis. CFI has a significant track record of providing mission critical
applications which are designed to be highly available. The average uptime excluding scheduled
maintenance windows in CFI data centers for CORES applications has exceeded 99.998% in
2008, 2009, and 2010.

CFI hosts CORES HAN at two data centers (primary and secondary) using dedicated servers
provided by CFI. CFI provides a primary database in the primary data center (active server 1)
and a backup database in the primary data center (active server 2) which are updated together in
real time as information is entered. The secondary data center also receives near real-time
updates of database changes and stores them on both the secondary data center primary database
(active backup server 1) and secondary data center secondary database (active backup server 2).
CORES HAN will automatically transfer operations to a server located at the backup data center
in the event of a loss at the primary facility. CORES HAN also has redundant dialing capability
across an additional six data centers. All data center facilities meet or exceed SAS-70 (Type 1
and Type 2) standards. Only premium Internet/telecommunications datacenters from companies
such as ATT, Qwest, Verizon Business, and SunGard are used to house our distributed
infrastructure on both a national and international scale. Co-location sites include:

+ San Diego, CA * Denver, CO » Chicago, IL
« Washington, DC +» Phoenix, AZ « Pitisburgh, PA

-10- © 2011 Collaborative Fusion, Inc.
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Calling activities are distributed across multiple data centers and bandwidth providers to
minimize the likelihood that an outage in any geographic area or affecting a single provider
would affect service availability. CORES HAN uses this distributed calling infrastructure to
automatically route calls over the least congested networks to ensure rapid message delivery.
CORES HAN also supports the use of GETS for emergency call prioritization.

All listed data centers are Class-A / Type-IV data centers which means they feature the most
advanced in data and infrastructure protection. Each facility has strictly controlled limited access
with twenty-four hour supervision and environmental protection standard. The hosting facilities
are monitored 24/7/365 by trained and competent personnel. Fach hosting facility also has
backup power generation capability, intrusion alarms, and flooding and fire protection. CFI data
centers have redundant power supplies, employ static transfer switches, and have generator back-
ups that provide power for more than 72 hours. Each data center performs monthly tests of all
disaster recovery procedures. Further, CFI performs weekly tests of application failover and
monthly tests of backup and recovery systems from all sites.

To prevent against catastrophic data loss, CFI also performs encrypted disk-based backups every
4 hours and encrypted tape backups every evening at each facility. All servers, media, and data
are contained in separate, physically secured suites inside each data center. CFI has multiple site
backups of all CORES HAN installations. CORES HAN exchanges all data with 128/256-bit
SSL certificates or 256-bit AES SSH. All sensitive information stored in the system is securely
encrypted with 256-bit AES encryption. As usage grows, additional web servers can be added to
handle traffic. The existing database systems can also be clustered together and more servers can
be added as hot-standby units. The deployment of this nt1 infrastructure ensures that as load
increases the applications can remain responsive.

2.5 D. Inbound/Outhound Calls

CFI confirms that unlimited inbound and outbound calls are included in the proposed bid.
Further, CFI confirms that CORES HAN supports an unlimited number of names/contact
information stored in the system as part of the proposed bid.

2.6 E. DataImport

CFT has performed multiple contract transitions with incumbent vendors and is confident in our
ability to rapidly transition all existing data from the Software Computer Group within the 4
week timeline required by the State of West Virginia, CORES HAN supports the ability to
import and export muitiple contacts and databases using CSV, tab delimited, pipe delimited, and
Microsoft Excel format lists. For imports, CORES HAN allows authorized users to match up
columns in the import file with any data fields in the system (user configurable). Any import
errors or duplicate records are quickly brought to the attention of the administrator for manual
intervention. For exports, CORES HAN supports the selection of any data field that is configured
as approved for export and allows for the ordering of the data columns prior to running the
export. For both processes the file format can be designated by the authorized user.

2.7  F. Operational Timeline

CFI confirms that it can deliver a new fully operational system within five (5) weeks of contract
award. A detailed project implementation plan outlining the steps to ensure complete operation
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will be provided within one (1) day of contract award or upon request as part of this RFQ
process.

2.8 G. Operational Timeline

CFI confirms that it will cooperate with the agency and any subsequent vendor should the
contract, which is the subject of this RFQ, be terminated. CFI further agrees to deliver any and
all electronic files, documentation, and associated work products to the agency within thirty (30)
days of receipt of notice of contract termination.

2.8 H. Secure Message Transmission

CFI confirms that CORES HAN supports the ability to securely transmit notification messages
and provide reports back to the West Virginia State Center for Threat Preparedness or other
designated facility. CORES HAN also includes multiple points of communication from contact
requests including Internet (with or without VPN), dedicated dial-up, and a private peering
network.

29 1. Service Functionalities

CFI confirms that CORES HAN meets or exceeds each of the listed service functionalities. Each
service functionality listed in the RFQ is identified below. In addition to sequential numbering,
each section title includes a summary of that specific function.

291 L1 Role Based Rapid Notification Across Multiple Modalities

CORES HAN supports the ability to send notifications utilizing assigned roles by authorized
users. CORES HAN is designed around role-based security which allows multiple hierarchical
levels of administration in addition to a base user level. An unlimited number of hierarchical
roles are available in the system each with their own customizable permissions. This security
model allows the State to restrict screen and data element level access to roles on a granular
basis. CF1’s approach represents a significant step toward ensuring the proper
compartmentalization of data within the system and ensures only “need to know” information is
viewable. The proposed solution includes an unlimited number of user and administrator
accounts.

CORES HAN includes the ability to make notifications by land line/POTS and mobile/cellular
phones, TTD/TTY, satellite, SMS, pager, Blackberry PIN (optional), facsimile, instant message,
and email (SMTP). CORES HAN can also optionally communicate with other devices and
services such as an RSS and XML feeds, LCD display, public address system, Twitter,
Facebook, VHF/UHF/800MHz radio, or other mass communication tool as long as that tool has a
CAP compliant interface or a standard APIL.

CORES HAN supports all modern one-way, numeric and alphanumeric pagers as well as two-
way pagers (such as Motorola & Apollo) that can send and receive email or SMS messages, and
which commonly rely on the Wireless Communications Transfer Protocol (WCTP) and Simple
Network Paging Protocol (SNPP). CORES HAN also supports message submission, using TAP,
FLEX, ReFLEX, POCSAG, Golay, ERMES, NTT and other legacy protocols. It should be noted
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that a one-way numeric pager can only receive a message consisting of a few digits, typically a
phone number that the user is then expected to call.

2.9.2 12 Customized Messages

CORES HAN supports complete customization of messages including both the content and
delivery mechanism to each individual. CORES HAN also supports the use of a text-to-speech
engine to dynamically create messages.

CORES HAN is designed to send notifications using an easy three-step process, yet advanced
option fields (such as modalities, devices, number of times to re-contact, device delays, etc...)
allow for robust features to address unique requirements of complex emergency situations. The
three step process consists of (1) message composition; (2) recipient selection, and (3) message
sending. The average time to complete all three steps is less than 90 seconds. Each step can be
broken down into additional detail as follows:

Step 1 — Message Composition

Messages may be entered as text and then spoken to the recipient using a text-to-speech engine.
Messages may also be recorded by calling into a toll-free number and performing the recording.
Each modality (land line/POTS and mobile/cellular phones, TTD/TTY, satellite, SMS, pager,
Blackberry PIN (optional), facsimile, instant message, email (SMTP), etc...} can have unique
message content or can share message content with another modality. The most common
example of using different message content is when sending an email and while also sending an
SMS message. Since SMS is limited to 140-160 characters per message, it may be advantageous
to send a smaller SMS message especially if the email is long. All messages may be composed
ahead of time and stored as templates or on the fly.

CORES HAN supports the attachment of any file type to a message or fax. For security reasons,
CFI clients generally configure CORES HAN to limit the file types to MS Word, MS Excel, MS
PowerPoint, MS Works, RTF, TXT, Word Perfect, PDF, CSV, XML, TIFF, GIF, JPG, PNG,
BMP, MP3, ZIP.

CORES HAN also supports using customized domain names for message sending (for example,
messages could come from xyz@wvhan.com instead of a generic address), customized caller-id
phone numbers, and customized greetings for messages.

Step 2 — Recipient Selection

Recipients may be selected by category, role, organization, program, group, geography, name,
username, email address, phone number prefix, and over 50 additional elements.

Step 3 — Message Sending

Administrators are presented with an on-screen preview of the notification and given the option
to send themselves a test to ensure that all parameters are appropriately set. Once the
administrator is satisfied, the “Send” button transmits the notification and begins the message
delivery process. The first delivery report will be provided in less than 30 seconds.
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2.9.3 I3 Device Escalation

CORES HAN supports the ability to send notifications to one device and if there is no answer
within a specified timeframe (user defined), the notification will be sent to the next device in the
user’s profile. CORES HAN continues this process until contact attempts for all listed devices
defined in the user’s profile are exhausted. Additionally, the message sender has the option to
continue contact attempts until contact is successful.

2.94 14 Device Preference Order

CORES HAN supports the collection and use of delivery device preference order based on at
least two self-defined timeframes. CORES HAN users can define up to four time ranges for each
device or create schedule profiles which use devices in a specific order during different time
periods.

2.9.5 L5 Delivery Prioritization

CORES HAN supports the sending of notifications based on prioritization of individuals/roles.
When sending a notification, CORES HAN allows individuals, groups, roles, and other options
to be ranked for message delivery.

2.96 16 Pre-Defined Group/ Ad-Hoc Notifications

CORES HAN supports the sending of notifications using predefined groups and/or “on-the-fly”
ad-hoc groups. Groups can consist of numerous different selection categories including, roles,
agency worked for, geographic location, political jurisdiction, over 50 additional elements.
Administrators can create an unlimited number of predefined or ad-hoc groups for notifications.

297 I7 Subgroups
CORES HAN supports the sending of notifications using subgroups (group(s) within a group).
2,98 I8 User Selection

CORES HAN supports the selection of individuals, even if they are not in a group or subgroup,
to notify. Administrators may search for, and select to notify, any individuals registered in
CORES HAN regardless of whether they are in a group or subgroup. The State will decide what
users belong in specific groups, or not, and can select them as they see fit.

299 [9 Administrators

The proposed CORES HAN solution includes an unlimited number of administrators at the local,
county, regional, and State level.

2.9.10 110 Agency Conirol

CORES HAN supports issuance of complete control and flexibility over all number and types of
call groups.

2.9.11 111 Single Sign On

CORES HAN includes the ability to integrate with single sign-on portals including the
synchronizing of data (login, password, access rights) across systems. CORES HAN includes a
custom URL which can accept these parameters so login will be seamless.
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2912 112 API

CORES HAN includes access to an Application Programming Interface (API) which allows
notifications to be initiated from other applications and contact data synchronized. The API uses
SOAP-XML which is a standards-based SOA. The proposed API also supports management,
status updates, and cancellation of notifications. CFI confirms that the API proposed is sufficient
to integrate with WVREDL

2.9.13 113 Internet/Telephone Alert Activation and Reporting

CORES HAN supports the activation of alerts via the nternet or telephone. If a telephone is used
to activate the alert, CORES HAN supports the limiting of activations to specific and pre-defined
phone numbers and system user accounts. All notification requests, from any source, successful
or not, are stored in the system and are available in real-time as an automated report.

2.9.14 I 14 Receipt Confirmation

CORES HAN supports the capability for each notification to provide an immediate receipt
confirmation. Results of the notification and confirmation are available through a real-time live
report and also through historical reports.

2.9.15 I15 Notification Reply

CORES RMS supports the ability for message recipients to reply to a call or call back into the
system to report their availability for emergency response. All replies are collected and reported
in real-time back to the sender.

CORES HAN supports the use of DTMF tones to collect data, not just confirmation, for both
inbound and outbound calls as well as the ability for message recipients to respond via email,
SMS/MMS, two-way pager, Blackberry PIN (optional), and by logging in to the CORES HAN
system. When using telephony modalities, CORES HAN enables notification senders to collect
responses from recipients through the use of touch-tone keys, voice recorded messages, and
interactive message polling features. All responses are cataloged and available as part of the real-
time reporting interface. CORES HAN also supports the bridging of notification recipients into
call centers, conference call bridges, or to other phone numbers. Optional multi-level decision
trees can be created whereby the answer to a question can kick off another question for the user
to answer, CORES HAN can support well over 25 inbound calls per minute as required by the
RFQ.

2.9.16 116 Reporting

CORES HAN supports the capability to access reports via both the Internet and fax. All reports
are available in real-time and additional reports can be scheduled to send at pre-determined
intervals during the notification. At the completion of every notification, an email summary
including a PDF file report can be sent. A CSV or PDF report can be generated at any time
during the notification or once the notification is complete providing each notification attempt
and its detailed results.

CORES HAN captures and archives every detail of the message which was sent including
message content (for each modality), message sending options (modalities, devices, number of
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times to re-contact, device delays, etc...) message recipients, send time, receive time, all delivery
information (including results, time of results, type of result, operator status messages, etc...),
and responder availability. All information is stored indefinitely and is available for review by
administrators via both the Sent Messages and Reports tabs inside the system.

Each notification displays real-time progress on the Sent Message screen. The Sent Message
screen provides a complete closed-loop audit trail that tracks the time the notification was
launched, who received it, which devices were contacted, which responses were selected, when
the notification was completed and more. Call statistics are collected and displayed, including
answering machine, hang ups, bad numbers, and other statistics. Responses are broken down in
graphical format, showing each response as a percentage of the total. Administrators can click on
any of the responses and see which recipients responded with which option via which modalities.
By clicking on the recipients, you can view which devices were contacted in what order and
which responses came from what devices. Groups can be created on the fly for recipients who
selected a particular response, or who did not respond. Bad contact methods can also be
reviewed, fixed, or removed from user profiles through an easy to use administrator interface.
Please see Appendix III for a sample HAN message summary.

2.9.17 117 Notification Prioritization by Modality

CORES HAN supports the selection of different notification modalities based on the criticality
of the notification. Please see Section 2.9.2 for more information about CORES HAN message
sending.

2918 118 Send Later

CORES HAN supports the scheduling of messages to be sent at a later time/date from within the
Message Compose interface.

2.9.19 L19 Administrator Sending Rights

CORES HAN supports multiple layers of authorization/authority (hierarchical levels/roles)
which can restrict the modalities of notifications which can be sent (low via email, high via
telephone, etc...). An unlimited number of hierarchical roles are available in the system each
with their own customizable permissions for alert sending. This security model allows the State
to restrict access to roles for authorized administrators to send critical messages.

2.9.20 120 Administrator Access Rights

CORES HAN supports multiple hierarchical levels of administration in addition to a base user
level each of which can be assigned different permissions for view, change, add, notify, etc... .
An unlimited number of hierarchical roles are available in the system each with their own
customizable permissions for list management. CFI’s approach represents a significant step
toward ensuring the proper compartmentalization of data within the system and ensures only
“need to know” information is viewable. The proposed solution also supports “nesting” of
groups so that a true hierarchy can be built and administrated based upon your preferences.

-16 - © 2011 Collaborative Fusion, Inc.
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2.9.21 121 Cost Reporting

CORES HAN supports the creation of reports identifying costs for use by notification event,
individual sender, and/or organization. Reports can be viewed inside the system or exported to
PDF or .CSV files.

2.9.22 122 Multiple Notifications

The proposed CORES HAN solution has no limits to the number or type of notifications that can
be simultancously running with CORES HAN. CORES HAN will dynamically adjust the
sending of notifications to ensure that each alert has adequate resources for delivery. CORES
HAN also supports the ability, via the administrator interface, to override currently running alerts
and allocate all capacity to a priority alert.

The proposed CORES HAN solution includes the capability to perform 3,000 telephony calls per
hour (based on a 30-second message), 10,000 fax pages per hour, 50,000 SMS messages per
hour, 50,000 pager messages per hour, and 50,000 email messages per hour. CORES HAN can
be optionally licensed to perform up to 1,000,000 telephony calls per hour (based on a 30-second
message). CFI systems routinely deliver over 1,000,000 telephony calls, 500,000 faxes, and over
2,500,000 emails per day for our clients.

2.9.23 123 Audit Tracking

CORES HAN includes complete tracking of all login events by date, time, username, and 1P
address. CORES HAN also records all changes made in the system and logs them by date, time,
the old value, new value, and user who made the modification. This information can also be tied
back to specific IP address for ultimate accountability. Additionally, all CORES HAN audit log
entries are digitally signed using an application and client specific PKI key to provide total
accountability and ensure no tampering has occurred with the data.

2.9.24 124 Access Controls

CORES HAN supports the ability to maintain the privacy of all contact information through
access control where only administrators with appropriate rights can view or update recipient
contact information. CORES HAN is designed around a role-based access system, end-user
security roles can be assigned by the State with various levels of access control rights. CORES
HAN enforces a hierarchical role-based security model whereby users are only able to access
system functions and data with the appropriate roles. By default, all access is denied unless a role
is positively granted to a user by an authorized administrator. Each data element in the system as
well as all pages and all functions are secured by a granular role-based set of permissions.
Administrators must have the appropriate permissions to access and manipulate each element in
order for the action to be permitted.

2.925 125 Caller ID

CORES HAN supports the ability to customize the telephone number display (caller ID number)
for voice messages and the email address for text or email messages.
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2.9.26 126 Call Blocking
CORES HAN supports the ability to override call-blocking.

2927 [27 Voicemail

CORES HAN supports the ability to leave a message when a voice-delivered message reaches an
answering machine or voicemail. CORES HAN has the capability to differentiate between
human voices versus answering machines when delivering telephony notifications. CORES
HAN performs a detailed call analysis to ensure that the correct type of message is delivered.
When CORES HAN encounters an answering machine or voicemail system, it will wait for the
appropriate signal (such as a beep) prior to leaving the message. If a message is left, the System
enables recipients to call a telephone number to retrieve previous notifications. When a message
is left on a voicemail or otherwise provided to a recipient, a unique message ID is also provided.
The message recipient keys in the unique ID when calling the inbound number to retrieve their
message with a time and date stamp. CORES HAN can also optionally automatically play back
the last message (with time and date stamp) if the message recipient calls from the same number
that CORES HAN attempted to reach them at, as long as there is only one message to play, and
the message is not secured with a PIN. CORES HAN can be optionally configured to use a
dedicated toll-free number specifically for the State’s HAN System.

2.10 J. Support

CFI provides 24/7/365 support via telephone and email. Additionally, CFI provides both on-site
and off-site warranty support depending on the type of issue and the path required for resolution.
CFI warrants CORES HAN for the entire license/contract period as long as annual maintenance
fees are paid. The CORES HAN warranty includes issue resolution, bug fixes, and system
functionality problems. Warranty support is included in our fixed fee. Should the State seek to
change configuration options following the public launch of the system, CFI will follow our
established Change Order Request Process and provide options and recommendations to the
State for review. No changes will be made to the system without formal State approval. Any
system changes which stem from local, state, or federal requirements will follow the same
procedures and be differentiated as such. At all times, when a significant change to the system is
proposed outside of those under contract, CFI will provide a detailed assessment of the cost of
the future changes to the State to aid in its decision making process. Please see Appendix V:
Support Services for more information about CFI’s support structure.

2.11 K. Maintenance

CFI performs regularly scheduled software maintenance twice per month during pre-arranged
maintenance windows usually 6am on Friday morning. During this period of time, the
application will run from an alternate data center until the maintenance is complete.
Occastonally, CF1 will briefly take the site offline for more comprehensive maintenance. All
regular site maintenance is announced in advance and CF1 staff is reachable during the
maintenance window should any client need arise.
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Emergency interventions for system problems will be addressed upon discovery and every effort
will be made to ensure rapid resolution to the issue. CFI’s average resolution time for after-hours
incidents last quarter was 9.28 minutes.

2,12 L. Training
As required in the RFQ, CFI will provide 3 levels of training to the State of West Virginia.

1) Initial Training — 20 trainee’s — 7 separate trainings — Completed within 5 weeks of
contract award on-site in or near Charleston, WV with materials being the property of
the State.

2) Update Training — CFI will provide training as necessary should CORES HAN be
updated or changes made within the system that change the operation. CFI will setup
web-based training or provide CD instructional training.

3) New User Training — CFI will provide training for any Users that are added into the
system after the initial training. CFI will setup web-based training or provide CD
instructional training.

© 2011 Collaborative Fusion, Inc. -19-
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3.0 Deliverables, Scope of Work, and Timeframe

CFI has reviewed Section V1 Deliverables, Scope of Work, and Timeframe of the RFP and
confirms that we are able to meet the proposed schedule. As the RFQ did not request a project
plan, a detailed project implementation plan outlining the steps to ensure complete operation will
be provided within one (1) day of contract award or upon request as part of this RFQ process.

All CFI implementation plans use a detailed and rigorous project management methodology to
ensure that project activities are delivered on time, under budget, and in line with the needs of
the State. All project plan activities will be tracked with a Work Plan. The WP, customized for
this project, tracks activity for each distinct task outlined in the RFQ’s Deliverable Sheet. The
final development and implementation period will be determined in consultation with the State
and will be within the 5 week period outlined in the RFQ. The WP will be maintained by the
Client Team Leader for the duration of the contract and will be available at all times for review,
comment, and suggested revisions,

CFI will provide a draft WP in advance of the kickoff meeting. We anticipate discussing the WP
in detail during the kick-off meeting in order to make sure any necessary revisions are
incorporated. CFI will continue to update the WP throughout the contract period of performance.
The project schedule portion of the WP plan will also be updated and presented to the designated
State Administrator at each weekly status meeting, where, in order to facilitate an analysis of
project progress, we will identify tasks which have begun and those which have been completed
against planned initiation and completion.
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4.0 Cost Sheet

CFT’s cost proposal reflects the total fee to complete the deliverables as outlined in this
document and described included or standard. Items indicated as optional or at additional cost
are not included unless specifically outlined in the budget and only to the extent described in the
budget. All prices are good faith estimates including those for bidder-provided implementation
related costs, bidder supplied software licensing, maintenance and support fees, and
implementation costs based on the RFQ scope. Budget is inclusive of all costs to be incurred and
is a “not to exceed” price. CFI is willing to modify the budget based on changes to requirements
and assumptions agreed upon with CTP. CFI assumes that it is not responsible for venue costs
for meetings, workshops, trainings, and/or exercises.

© 2011 Collaborative Fusion, Inc. -23-
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Appendix I: Certification Letters

& Q},,,geﬁ‘”ﬂé-g%
i C DEPARTMENT OF HEALTH & HUMAN SERVICES Public Mealth Service
%“J-s»eau 1
Centers far Disease Centrol

and Prevention {CDC)
Atianta, GA 30341-3724

07/30/2010

PHIN CERTIFICATON AWARD NOTIFICATION

The PHIN Certification Evaluation determined the applicant has fully met all of the certification
criteria in the area of PHIN Certification listed below. This letier serves as the official notification

of PHIN Certification for that area of PHIN.

| Delaware Division of Public Health
PHIN Cascade Alerting

2

07/30/2010

06/18/2010 — (7/28/2010 (Initial)
07/30/2010 - 07/30/2010 (Re-test)

PHIN Certification Group
PHIN Cert Eval Rpt-DE-CascadeAlert-v2-100730.pdf

Congratulations on achieving this PHIN Certification.

In addition to recognizing your accomplishment on the PHIN website, we will also inform the
Coordinating Office for Terrorism Preparedness and Emergency Response (COTPER) and any
other appropriate CDC programs of your accomplishment,

Sincerely,

Glenn Moore

PHIN Certification Program Manager

Division of Informatics Practice, Policy, and Coordination
Public Health Informatics and Technology Program Office
Office of Surveillance, Epidemiology, and Eaboratory Services
Centers for Disease Control and Prevention

@ 2011 Collaborative Fusion, Inc.
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5 C DEPARTMENT OF HEALTH & HUMAN SERVICES Public Health Service
)
'74,@4‘%
Centers for Disease Control
and Prevention (CDC)
Atlanta, GA 30341-3724
08/31/2010

PHIN CERTIFICATON AWARD NOTIFICATION

The PHIN Certification Evaluation determined the applicant has fully met ali of the certification
criteria in the area of PHIN Certification listed below. This letter serves as the official notification

of PHIN Certification for that area of PHIN.

Utah Department of Health
PHIN Cascade Alerting

08/04/2010 - 08/27/2010 (Initial)
0873072010 - 08/30/2010 (Re-test)

PHIN Certification Group
PHIN Cert Eval Rpt-UT-CascadeAlert-v2-100831.pdf

Congratulations on achieving this PHIN Certification.

In addition to recognizing your accomplishment on the PHIN website, we will also inform the
Coordinating Office for Terrorism Preparedness and Emetgency Response (COTPER) and any
other appropriate CDC programs of your accomplishment.

Sincerely,

Glenn Moore

PHIN Certification Program Manager

Division of Informatics Practice, Policy, and Coordination
Public Health Informatics and Technology Program Office
Office of Surveillance, Epidemiology, and Laboratory Services
Centers for Disease Control and Prevention

-30-
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L SERVIGES,
3)‘?”‘ %
&
§ C DEPARTMENT OF HEALTH & HUMAN SERVICES Public Health Service
%‘r“‘%aa
Centers for Disease Control

and Prevention (CDC)
Atlanta, GA 30341-3724

12/17/2010

PHIN CERTIFICATON AWARD NOTIFICATION

The PHIN Certification Evaluation determined the applicant has fully met all of the certification
criteria in the area of PHIN Certification listed below. This letter serves as the official notification

of PHIN Certification for that area of PHIN.

Louisiana Department of Health and Hospitals
PHIN Cascade Alerting

2
12/17/2010

12/14/2010 - 12/16/2010 (Initial)
PHIN Certification Group

PHIN Cert Eval Rpt-LA-CascadeAlert-v2-101217 pdf

Congratulations on achieving this PHIN Certification.

In addition to recognizing your accomplishment on the PHIN website, we will also inform the
Coordinating Office for Terrorism Preparedness and Emergency Response (COTPER) and any

other apprepriate CDC programs of your accomplishment,

Sincerely,

Ronigua Watkins

Roniqua Watkins. MSIT

PHIN Support/Certification Team Lead

Centers for Disease Control and Prevention (CDQ)
Diviston of Informatics Practice, Policy and Coordination
Public Healtls informatics and Technology Program Office

® 2011 Collaborative Fusion, Inc.
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Appendix II: Press Release

PRESE RELEASE Collaborative Fusion®

TN

CONTACT:
Win Huffman
Collaborative Fasion, Ing

4124223463 x 501
whaffmanireoilsbo

State of Delaware Becomues First State to Obtain Caseade Aderting Version 2 Certification
Esing Collaborative Fusion, Inc. Software

Pittstiargh, PA - Juby 38, 2000 - The Delaware Department of Henlth and Haman Services and
Callaborative Fusion, Inc. proudly announce that Delaswars is the first state in the nation to atiain the
Conter for Disease Control™s mandated Public Health Information Network (PHINY Casende Alerting
Version 1 cortifeation, & conmanication cepability esseaial in alerting and notifiring health officizls
and medical profossionals in the event of an emergency, Using Coltaborative Fusion, Ines
CORES™ Health Alert Network {HAN), Delaware svoeessfully interfuced with the new PHRY
Exchange snd achioved sertificstion of the Delaware Health Alert Network system in bess than

seven dags.

With Caseade Alertog certification, Delaware has shovwn its continued commitment to FHIN
standurds s practices whicl inmprove the rawion®s oversl! capacity to exchange electeonic public
Bl tnformetion soross furisdictionnl Hnes. Delaware alse makes a major technofogy advance by
ensbiing rutomztied and instantanesas electronie exchange of alerts between notification systems,
aligning the Swte with major CRC 2009 inftistives to improve the nation’s public heolth emergency
capubilities, After completion of the Cascade Alerting Cenifization, Deloware's Division of Public
Healtth's Associate Depuiy Director for Health informatien and Science, D, Paul Silverman
commented, “This is another greet step forward In silowing Dotaware 1o be bes prepared and dbleto
instamianecusly communicate and collaborate with our public hoaith pariers in an emergoney
sitation.”

About Collaborative Fusion, Inc.

Callaborative Fusion, Inc. is the teading provider of web-based responder and incident mansgenment
sotutions helping tocal, state, and federal agencies best prepare for, respond o, and recover from
eRIeTEEnTies.

Colinborative Fosfon, Ino.s CORES™ Platform provides ESAR-VHI compatible, NIME compliant,
FIPs 2011 imeroperable repistration, notificadon, deployment management, omsoene
aecountshility, and post-incident roporting sofutions (o agencies responsible for coordinating
response personnel and resoarces in a disaster. Cofiaborative Fuston, Ing"s CORES™ Plaform
inctudes a PHIN compliant Health Alert Network system which can be locatly hosied or delivered a5
a managed service, Collaborative Fuslos, Tne.’s technology selntions hely protect over 123 miliion
Unitod Statos cithaens,

Frs g, B ¢ Wagtagtor, I

© 2011 Collaborative Fusion, Inc.
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Appendix III: Sample HAN Message Summary

=

Bate 1ssuad: O6D272010 19:41 AN EDT
Date Completed: Panding...

[nitiated By: Johin Smith

Alert identifier: ABCHZ3

Message Type: Alert

Alert Type: Alert

Alert Severity: Severn

Alert Status: Test

Detivery Time: Within 45 minutes
Is this alert sensitive? No

Would you like {o receive receipt confirmation? No

o 997 Selected £VI0W Recpionts ™ SExpsiResisionts Dualla e POEY.

Subject: Hoalth Adert #1468 - Potential Vacoine Contamination

Phone/Pager’SiS Message: There hax bean a peentiad vaseing contarination with the 2010 influenza Vaceine Supply
| Loti#t3-8. Please log info the Healih Alerf Network System for mone dotalls.

EmailifFax Message: Thera has been a potential vaceine confamination with the 2010 influenza Vacaine Supply

Lot#103-B. These vaccinations may confaln contaminants and must be discarded
immediately. if you have received any vaccinations from Lob#183.8, please contact the
Do 3382

‘Tetal Contacted: 250

Totat Reciplants: ag7 Total Responded 4
Tetal Calis: 942 Hang Up: & Answering Machine: 18
“fotal Emails; 793 No Answer: 392 Left Message: 104
Total Pages: 893 Busy: 22 Wrong Addresaif: 204
Total SMS: 228 Mot at thds Locationr 4 Cther: 2
Tnvalid Response: i Totat Faxes: 35

© 2011 Collaborative Fusion, Inc.
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Appendix IV: Letters of Recommendation

State of Delaware

DELA Wﬁﬁﬁ HEA& TH AND SOCTAL SER W{DES

Degemier 14, 2009

B Brysin Kaplas
Colaboratbic Fugisn, Ing.
5848 Forides dvenue
Pittsnerg, P& EIT

Dear M Baplar,

The. Depariwnt of Health and Sodal Seivices, Division of Pakic Heallh {BRHY. Public Haa%t?i F’vapar@mﬂss
Seoiion would ke @ snd or sirigers thanks e tha cormrdlansnt gisplayes by Vol s voor skffon the Delevasre
Hegfh, Sest Melwork prajpet. This osmmitreii was not only recogrized by cur:section but was fegopnized by
bt the DFice of Haalh and Risk Cosinsiihisations and e Buresy of Fiarmation Managsment. ofl of which havs
rEporied yourskcalen parformancs In mesting our apgrsssive deadling Lo file Governor of the Siate & Delaware.
Yourr dadication o customgr service is evident and we ook forward 16 our continues parinersaip.

2 F’ubm Heaith Preperedrissy
Dt Division of Pubils Heatlh

o0 SUNHYSIOE RoaD e Smmm #. DELAWARE » TEBTY
Te:aﬁpi«imsz {3&2} 223 1?2{3 # Fsax, 53{32} 223 1?‘21% :

© 2011 Collaborative Fusion, Inc.
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State of Florida

[ﬁrﬁgﬁ Niis

Charlis Crist ana M. Viamwenle o, MO, MPEL
Gavermor Ssute Sizaeom Gemenad

March 28, 2008

To Whom B May Concern:

Thig letter iz o recommend and support Collahorative Fusion, ing.  Collaborative Fusion, Inc,
{CF1)was selected through a competitive bid pracess by the Florida Depariment of Health to
sreate Florida's Emergency Systern for Advance Registration of Volunteer Health Professionals
(ESAR-VHP). | serve as the contract manager for this initiative.

The Florida Depariment of Health entered into a contractual srrangement with Collaborative
Fusion, Ino., in April 2007, Florida's statewide system — the Florida Emergency Health Volunteer
Registry (FEHVR}— was launched in Oclober 2007, CFl developed Florida's system in
rgsponge to Florida's needs and national requirgments.

CF| is comprised of creative, can-o exparts thal provide solid guidanice. CF| stays within
fimeframes, provides varied appreaches 1o training end-users, develops supportive documents,
and consistently stands regdy to support Florida with superior customer service. Thay share
insight and experiences of ather clients and facilitates client parinerships. What impresses me
mat with CF! is that they constantly look for better approaches and upgrades to their CORES
package. This results in upgrades to dlient systems with improved technology and approaches.
in my opinicn they lead the way.

| highly recomrmend CF| and their abifity to deliver web-based systems that meet speciatized
needs of organizations. |f | can be of assistance, please contact me at (880} 245-4746. Thank
you for this opporunity.

Bonnie Gaughan-Bailag?

State Coordinstor

Florda Emergency Health Volunteer
Ragistry at www.servil.com

fes of Pabli Heakh Narsing
A352 Duld £ypmess Way, Bin U237 » Toltzhasee, TL3IY.17]1
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State of California
STATE DECALIPOXNRL - RERLTE AND MEAK SERVIIUS ATENCY . ARMOLEZ SLEIWAR Y SRR, o
EMERGENCY MERITAL SERVICES AUTHORITY
L3 5% STREEY

SATTRAMENTO, CA G582
(936) A22.8335. FAK {I16] 3282535

Discernber 13, 2007

Atila Omer

Cofishorative Fusion, Tno.

1710 Mustiey Avenue, Suite 330
Fitisburph, PA 15217

Dear M. Omer;

On bedalf of the California Emergency Medical Bevvices Agency (EMSAY, T would e 1o thank
Colsborative Fasion, Ine. for the rapid confipuration and implementation of e Califormiz Medicaf
Wolemteers stte. CFT wag able to quickly implenane software and provide support to this ceiticad
pregeam within our tight deadlines,

© We necognize that the ESAR-VHP program is rapidly becoming a exitica] asset end nespares tool in the
event of & ieroxist nitook or all-beeanis disuster, The ability to repister, credential, deploy, and mansge
heakheare and non-healtheare volusteers, is an essentisl aspect to the vespoenze to any disaster or
atigek. CFI has provided serviess to the Siate of Taliforaka sad have greatly mpraved our ability to
respond to ax oll-haznrds event,

Bincerely,

2y

Randy Lintoun, Masager
Cakifornia Medical Voluiesr Project

© 2011 Collaborative Fusion, Inc, -39-
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Commonwealth of Pennsylvania

ﬁm%::

December 17, 2007

Atila Omer

Collaborative Fusion, Inc,

1710 MuwTay Avenue, Suite 320
Pittsburgh, PA 15217

Dear Mr, Omer:;

The Pennsylvania Department of Health, Office of Public Health Preparedness,would like to extend our
thanks to Cotlaborative Fusion, Inc, for your support in all areas of our ESAR-VHP system. Your system
and administrative support to our program are vital components to its success. Your focus on
implementing a timely, effective and efficient service to greatly improve Pennsylvania’s ability to prepare
and respond fo any all-hezards disaster or terrorist attack is a critical component to Pennsylvania’s safety.
We especially appreciate the willingness of the Client Team to provide fraining and facilitation to our
Unit Administrators within the system, often at very short notice.

ESAR-VHP was created by an act of Congress when it recognized the need to make optimum use of .
volunteer health personnel in an emergency. The aim was to have each State establish a standardized,
volunteer registration system. CFI’s work with the Pennsylvania Department of Health in registering,
credentialing, and managing volunteers directly addresses the goals BSAR-VHP seeks to accomplish as
well as prepares us to respond to any all-hazards disaster. SERVPA, the State Emergency Registry of
Volunteers in PA, currently has almost 1,000 volunteers registered since it went live in April of 2007,

‘We thank Collaborative Fusion for their support in this critical preparedness function and appreciate the
time, effort and work they have completed with our Department.

Singerely,

Zgﬂl WQZL&LL__
Carolyn K. Ellison, MHA
Emergency Workforce Coordinator
Pennsylvania Department of Health
Office of Public Health Preparedness
130A Kline Plaza
Harrisburg, PA 17104

Office of Public Health Preparedness + 7 130 AKline Plaza ¢ Harrisburg, PA 17104 + 7173460640 P ¢ 7173460643 F
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State of West Virginia, Depariment of Health and Human Resources
Emergency Nofification Services

RFQ #BPH11103

State of Minnesota

o

Protecting, predniednng and mproving the bealth of oll Mireesalans

Teeeanber 14, 2007

Alilg Oaer

Unilaborative Fusion. iha

1740 Murmy Avenuve, Suile 320
Figsburah, PA 15217

Proar Atila,

Chs ! of the Minnesoie Depariment vf Health, | would fike to thank Collsborative Fusion, Tne, {CFD
art! your Client Yeam for providing rapid and etficient system and progrommatie support for the Staie of
Minnesoia s Minnesote Responds Mudiced Reverve Corps progeam, Minesona coracted with CFEin
June 3006 to provide x web-based volunieer registey and management system. CFUs software is
integrated with u third-party véador (o provide # high-volume ted-o-speech clephone sherting systen,
The CFF gystem replaced an Inshovse dolunteer registration-only application that was mplemenied s
200348,

A5 backeronnd, Mingesota Responds Medical Reserve Corps [MNResponds MRCY is o partuership of
integrated Jueal, regional, snd statewide vohunteer onits W assist our public health and healthenre svstems.
Tt inglades nstional regisiered medical seserve coms unifs, focal public health teams: moriary pams,
wibal governments, e University of RMinnesota, and Veterinary resorve corps. Most units are organized
a1 2 Jocal bealth department. fevel. The programs all eeside i 3 web-based mansgement sysiem that allows
over & hundregd program sdministrafors to activate, communionts, and deploy their volunteers om within
the apphicarton, OfF the more than 3,900 porsaas regisicrud in Minsesols Responds, ihe majority [80%) are
medical professionals.

The BEAR VHP program is anerging as a eritical agset in allvwing our state sl nation o respond
sificiently and cffectively to a declared emergency or mass casusly hieident. CF 4 sorvices and prodnet
provide the Staie of Minsesota the ability o yuickly respond wil volumiesr MRC winlts to aid in any way
necessary during Hines of orisis and fiead,  Your company’s dedication and techaical skills as well as the
ety delivery of your prodir are vils! o 1he ongolng success of this wission.

Thank vou again for the services and product you provide to the Siate of Minnesota. I you have any
“oprestions regarding this letecr, phease call maw 651-201-5708,

Shwercly,

)
£y
Nihr (PR
Rob Carlson, MBA
ESAR-VHE snd MRC State Coordinator
Minnesots Bepartment of Teaith
623 Robort Swreat Nuril
51 Paul, Minacsieia

Ueneral informagion: 6512005008+ Toll-froer 38%-345-0823 « FTY:a31-261-3797 - www.beolth siape.oon.is
it equird upperinnien: empio er

© 2011 Collaborative Fusion, Inc.
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State of West Virginia, Department of Health and Human Resources
Emergency Notification Services
RFQ #BPH11103

State of Maryland

STATEOF MARYLAND:

Maryland Department of Health and Mental Hygi'ene
200w Presson-Sreet-+ Baltimore, Maryland 21201
RoubE Lo ERRIEN, Ir, Governon- Michizel 8. Stecke, Lt Govembe =5, Anthony McCann, Secretary

Al G, Presmem
CG Fiborative Fu‘swn Ine.

‘Pmsburg PA 15217

Dear:Atilax

Yonr teanii’s:dedfcation to this projeet was vital to-its:suceess. Thank you again for all of
youtr-assistance:

5ESinCerﬂ{§fi

Toll Froe FRZT4MDIDENH' TP for Disabled = Murviand: Relay Service -400-7352225%
Web:Site: www.dhmhsiate.md.us

-42.
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State of West Virginia, Department of Health and Human Resources
Emergency Notification Services
RFQ #BPH11103

Appendix V: Support Services

CFI has a two-tiered support structure for support requests based on the time of day a request is
made. CFI’s standard-tier support is designed to handle non-urgent requests made during normal
business hours. Non-urgent support requests will be answered within 24 hours. CFI’s priority-tier
support is designed for critical support requests. CFI employees are available 24/7/365 to handle
priority-tier support requests. If the CFI employee is unable to resolve the issue within 2 hours
after the initial callback, the support request will be escalated until it is satisfactorily resolved (as
described below in Sofiware Support Escalation Levels).

All support requests will be assigned a unique ticket number to facilitate tracking from initial
request to successful resolution.

Software Support Request Procedure
The client requests support in the following manner:

1. Any staff member or representative of the client will initially request support from an
internally designated client System Administrator(s).

2. If the client System Administrator(s) is unable to satisfactorily resolve the support request,
the client System Administrator may authorize an individual to contact CFI’s Support Center
via email or telephone. A support request ticket will be issue and a CFI employee will be
assigned for each support request.

3. The CFI employee assigned to the support request will attempt to resolve the support request.
If the CFT employee is unable to satisfactorily resolve the support request, the employee will
escalate the request through the support levels (as described below in Software Support
Escalation Levels) until the issue is satisfactorily resolved and the client System
Administrator(s) and/or client staff are notified of resolution.

4. A response to a support request will be considered satisfactorily complete if the client, upon
receiving an email response, does not request additional assistance or indicates that a support
request has been resolved. Any support request classified as Critical will require written or
verbal acknowledgement of satisfactory resolution by the client prior to the closing of the
ticket.

© 2011 Collaborative Fusion, Inc. -43-
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CFI Software Support Escalation Levels
Level 1

The client System Administrator/Authorized Individual contacts CFI’s Support Center (either via
phone or e-mail) and communicates with a CFI employee the nature of the support request
establishing a ticket. The CFI employee will work with the client’s System Administrator or
authorized individual to assess and classify the support request and establish a satisfactory
resolution. Upon satisfactory resolution, the CFI employee will document the interaction and

provide written feedback via email to the client thereby closing the ticket. If a satisfactory
solution to the support request is not reached, the support request will be elevated to Level 2.

Level 2

The CFI employee is unable to resolve the support request. The employee documents the initial
resolution steps and escalates the ticket to the on-call Client Team Leader and Technical Team
Leader. All three parties work to resolve the support request. Upon satisfactory resolution, the
CF1 employee will document the interaction and provide writien feedback via email to the client
thereby closing the ticket. If a satisfactory solution to the support request is not reached, the
support request will be elevated to Level 3.

Level 3

The CFI employee, Client Team Leader, and Technical Team Leader are unable to identify a
satisfactory solution for the client. The CFI employee, Client Team Leader, and Technical Team
Leader will contact CFI’s Vice President of Technology and Vice President of Operations.
Together, all members of CFI will work to identify a resolution for the support request. The CFI
employee and Vice President of Technology will provide a resolution plan to the client, and will
work with the client to establish a mutually agreeable solution to the support request. The CFI
employee will document the entire interaction and provide feedback via email and over the
telephone. The Vice President of Operations will contact the State within 24 hours to ensure that
a satisfactory resolution has been reached and close the ticket.

Software Support Priority/Severity Determination

CFI uses a “real-time” online ticket tracking system to manage the status of all support requests
and insure that issues are promptly and satisfactorily resolved. The time frame for resolution of a
ticket is largely determined by the classification code assigned to the support request. The
classification code is based on the severity level of the support request. Issue classifications will
be determined by CFI, unless the client specifically indicates a Critical classification (as defined
below).

If the client is not satisfied with the priority, pace, or result of a support request under the
procedures outlined above, the client may immediately request escalation of the question/issue to
the next higher support level.

Classification Codes for Support Requests.

Critical — Issues which impair access to the system and/or the ability of the system to perform
necessary functions. All issues marked “Critical” will be given immediate attention and will have

-44. © 2011 Collabaorative Fusion, Inc.
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an issue mitigation strategy developed and provided to the State within 4 hours that includes an
estimated time to resolution.

High — Issues which do not prevent access but may limit the ability of a user to perform specific
functions. Issues marked “High” are generally resolved within 24 hours.

Medium — Issues which are important but are not considered essential for satisfactory system
operations. Issues marked “Medium” are generally resolved within 1 week.

Low — Minor system issues which do not impair the functionality of the system but which need
to be addressed with detailed instruction from a support engineer or with minor modifications to
the application. Issues marked “Low” are resolved within a reasonable time period so as not to
inconvenience the client’s use of the System.

Upgrade/New Feature — Request for new system features or changes to system features which
require more than nominal effort and which may alter the overall functionality of the system.

@ 2011 Collaborative Fusion, Inc. -45.
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Appendix VI: RFQ# BPH11103

Please see the following pages for a completed copy of RFQ# BPH11103 and Addendum 1.

© 2011 Collaborative Fusion, Inc. - 47 -



State of West Virginia Request for ==
Department of Administration  Quiotation
Purchasing Division

2012 Washington Street East

Post Offica Box 50130 N ‘
Charleston, WV 25305-0130 ROBERTA WAGNER
: 304-558-0067
RFQ COPY

EAT,TH AND HUMAN RESOURCES

ETYPE NAME/ADDRESS HERE
PH - THREAT PREPAREDNESS

| ATTN: Bryan Kaplan
Collaborative Fusion, Inc.
5849 Forbes Avenue
Pittsburgh, PA 15217

505 CAPITOL STREET, SUITE 200
HARL.ESTON, WV
25301 _ 304—558—1218.

02/09/2011 -
BID OPENING DATE: 03/10/2011 BID OPENING TIME 01:30FM

‘ ool 405-60 _ ¥Y1: $55,924.79 ¥1: $55,924.79
: TO PROVIDE E RGENCY NOTIFICATION SERVICES -
. . _ ) See Cost Sheet

for additional

THE WV DEPT (F _ ‘HUMAN- RESCURCES, BUREAU. . -| prices.’
CR PUBLIC HEALTH C ER FOR THREAT PREPAREDNESS {(CTP)

S SEEKING VENDOR [QUOTATICNS FOR CONTRACTING OF A o
GED SERVICE TQ PROVIIDE AUTOMATED NOQTIFICATIONS OF
LIC HEALTH AND MEDICJAI, EMERGENCY CALLOUTS AND -CTHER
ITICAL INFORMATION TQ MEMBERS OF VARIOUS EMERGENCY
HEALTH PREPAREDNESS RESPONSE TEAMS [AND PUBLIC
EALTH PARTNHERS THROUGHOUT THE STATE, PFER THE ATTACHED
ECIFICATIONS. THE CONTRACTOR MUST PROVIDE AN

OMATED NOTIFICATION [SERVICE AND PRICING FOR THE
RVICES PROVIDED. -

ERM OF THE CONTR.Izng SHALL BE UPON AWARD AND CONTINUE
OR A PERIOD [OF ONE YEAR, WITH THE OPTION OF TWO (2},
NE (1) YEAR [PERIQDS. '

Ot =

SEE ATTACHED [SPECIFICATIONS

FIDAVIT PRICR TQ AWARD. ALL VENDORS [SHOULD SIGN

EEECESSFUL VENDOR MUST |SIGN THE ATTACHED NO DEBT
F
INCLUDE THE FORM WITH THEIR BID.

CCESSFUL VENDOR [SHOULD SIGN THE ATTACHED WV-96 FORM.
E WV-96 SI?SATURE DATIE MUST BE THE SAME OR LATER

L |

HAN THE BID DOCUMENT SIGNATURE DATE.
d

" Y-
('ﬂ_-“\\ ) e 412"422“3463X4012 oA March 8, 2011
TITLE v FEIN
Vice ProSTASAL O Uperathoms 25-1865773 ADDRESS CHANGES TO BE NOTED ABOVE

WHEN RESPONDING TO RFQ, INSERT NAME AND ADDRESS IN SPACE ABOVE LLABELED 'VENDOR'



: GENERAL TERMS & CONDITIONS :
REQUEST FOR QUOTATION (RFQ) AND REQUEST FOR PROPOSAL (RFP)

1. Awards will be made in the best interest of the Stale of West Virginia.

2. The State may accept or reject in part, or in whole, any bid. : .

3. Pror to any award, the apparent successiul vendor must be propedy registered with the Purchasing Division
and have paid the required $125 fes, ) .

4. All services perfonned or goods defivered under State Purchase Order/Confracts are to be continued for the
term of the Purchase Order/Contracts, contingént upon funds being appropriated b{ the Lepislature or otherwise
being made available. in the event funds are not appropriated or otherwise available for these sefvices or goods -
this Purchase Order/Confract becomes void and of no effect afier June 30.

5. Payment méy only be made after the delivery and agceptance of gaods or services.

6. Interest may be paid for late payment in accordance with the West Virginia Code. ‘

7. Vendor preference will be granted upon written request in accordance with the West Virginia Code.

8. The State of West Virginia is exempt from federal and stafe taxes and will not pay or reimburse such taxes.

9. The Direstor of Purchasing may cancel any Purchase Order/Contract upon 30 days written notice to the seller. -

10. The laws of the State of West Virginia and the Legislative Rules of the Purchasing Division shall govern the
purchasing process. : .

11. Any reference to automatic renewal is hereby deleted, The Contract may be renewed only upon mutual written
agreement of the parfies. - -

12. BANKRUPTCY: In the event the vendor/contractor files for bankruptcy protection, the State may deem
_this contract null and void, and terminate such contract without further order. .

13. HIPAA BUSINESS ASSOCIATE ADDENDUM: The West Virginia State Govemnment HIPAA Business Associate -
Addendum (BAA), approved by the Attomey General, is available online at www.state.wv.usfadmin/purchasefvre/hipaa.htm
and is hereby made part of the agreement. Provided that the Agency mests the definition of a Cover Enfity
(45 CFR §160.103) and will be disclosing Protected Heaith Information (45 CFR §160.103) fo the vendor.

14. CONFIDENTIALITY: The vendor agrees that he or she will not disclose to anyone, directly or indirectly, any such
personally identifiable-information or other confidential information gained from the agency, unless the individual who is
the subject of the information consants to the disclosure in wriing or the disclosure is made pursuant to the agency's
policies, procedures, and rules. Vendor further agrees to comply with the Confidentiafity Policies and Information -
Security Accountability Raquirements, set forth in http:/www.state wv.us/admin/purchase/privacy/notice Confidentiality.pdt.

15. LICENSING: Vendors must be ficensed and in good standing in accordance with any and all state and local laws and
requirements by any state o local agency of West Virginia, including, but not limited to, the West Virginia Secretary
of Staie's Office, the West Virginia Tax Department, and the West Virginia Insurance Commission. The vendor must
provide all necessary releases io oblain  information to . enable the director or spending unit to.
verify that the vendor is licensed and in good standing with the above entities. :

16. ANTITRUST: In submitling a bid to any agency for the Slate of West Virginia, the bidder offers and agrees that
if the bld is accepted the bidder will convey, sell, assign or transfer {o the State of West Virginia all rights, ftitle and interest
in and % all causes of action it may now or hereafter acquire under the anfitrust laws of the United States and the State of
West Virginia for price fixing and/or unreasonable restraints of trade relating to the particular commodities or services
purchased or acquired by the State of West Virginia. Such assignment shall be made and become effective at the time the
purchasing agency tenders the initial payment to the bidder. :

| certify that this bid is made without prior understanding, agreement, or connection with any corporation, firm, limited
liability company, parinesship, or person or entity submitting a bid for the same material, supplies, equipment or
services and is in all respects fair and without collusion or Fraud. 1 further cerlify that | am authorized to sig
the certification on behalf of the bidder or this bid. _

INSTRUCTIONS TO BIDDERS
1. Use the quotation forms provided by the Purchasing Division. Complete all sections of the quotation form.
2. ltems offered must be in compliance with the specifications. Any deviation from the specifications must be clearly
indicated by the bidder. Alternaies offered by the bidder as EQUAL to the spacifications must be clearly
defined. A bidder offering an altemate should attach comploets specifications and [iterature to the bid. The
Purchasing Division may waive minor deviations o specifications. . .
3. Unit prices shall prevail in case of discrepancy. All quotations are considered F.Q.B. destination unless alternate
shipping terms are clearly identified in the quotation. :
4. All quotations must be defivered by the bidder to the office fisted below prior to the date and time of the bid
opening. Failure of the bidder to deliver the quotations on time will result in bid disqualifications: Depariment of
Administration, Purchasing Division, 2018 Washington Sireet East, P.Q. Box 50130, Charleston, WV 25305-0130
5. Communication during the solicitation, bid, evaluation or award periods, except through the Purchasing Division,
is strictly prohibited (W.Va. C.8.R. §148-1-6.6).

Rev. 12/150%
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Request for Quote (RFQ) BPH11103
Emergency Notification System

1. Introduction

The State of West Virginia, Department of Health and Human Resources (DHHR)
Bureai for Public Health (BPH), Center for Threat Preparedness (CTP) is seeking vendor
quotations for contracting of a managed setvice to provide automaied notifications of
public health and medical emergency catlouts and other critical information to members
of various emergency and health preparedness response teams and public health partners
throughout the State. The service must be capable of delivering messages throughout
various communications mediums and provide the ability for volunteer coordinators from
any of 55 local health agencies and the Center for Threat Preparedness to place inbound
calls to the service. The successful bidder must have sufficient capacity to provide 24
hours a day, 7 days a week, 365 days a year, including holidays, (24/7/365) management
of the service with minimal interruption. The successful bidder must have 3 years
minimum experience with rapid notification and must provide references upon request.

. Background:

One of the critical capacity requirements of the Centers for Disease Control’s (CDC)
Public Health Emergency Preparedness initiative is to provide a method of rapid
notification and communication for public health partners in an emergency. The type of
emergency will determine who must be notified and what specific instruction must be
given to a selected group. Because hundreds of personnel could potentially be involved i in
each notification, automation technology must be used fo select who will be notified and
what instructional message will be sent, to process and send the actual notification result.
This will ensure that the appropriate personnel receive messages in a timely and efficient
manner. West Virginia has been using a Rapid Notification System for over 5 years.

III. Mandatory Service Requirements:
The successful vendor will meet al! mandatory requirements listed below:

A. In addition to the notification requirements described above, the service selected
will also serve as the emergency alerting vehicle for the West Virginia Rapid
Emergency Deployment Information System (WVREDI), the state’s health and
medical emergency credentialing system as well as for dissernination of important
alerts and warnings, including CDC’s Health Alert Network (FIAN) messages.
Information for alerting will be imported from existing databases or spreadsheets
with remote update capability, or will be separately built and loaded into system
from every West Virginia county as well as the Center for Threat Preparedness
itself.



B. The service selected must meet the following criteria: Must comply with all
applicable Public Health Information Network (PHIN) requirements as articulaied
in the CDC Partner Communication and Alerting (PCA) Guide. The PCA Guide
can be found at: :
http:ficdc. gov/phin/library/documents/pdf/guides/PCA Guide-v1.3.pdf .

C. Continuous and uninterrupted availability of this service is critical. While it will
not necessarily be used on a daily basis, the service must be continuously
available for use in times of need. Accordingly, the service must be distributed
across multiple call centers utilizing different telephone and bandwidth providers
within the United States to minimize the likelihood that an outage in any
geographic area or affecting a single provider would affect service availability.
Strong security must be deployed to ensure all possibie safeguards are in place to
protect data in storage at each of the locations. The service must be able to
autornatically route calls over the least congested networks to ensure rapid
message delivery, and must be able to utilize the Government Emergency
Telecommunication Service (GETS) hitp:/gets.ncs.gov/ as provided by National
Communications System, for emergency call prioritization. The service must
have redundancy or servers in different geographical locations.

D. The successful vendor must include unlimited inbound or outbound calls in their
bid. In addition, the system database must allow for unlimited names/contact
information to be included.

E. The successful bidder shall agree to work with the current vendor (Software
Computer Group) to ensure a timely, accurate, and complete transition of the
project operations. The bidder selected must be able to import existing data from
WARN (Wide Area Rapid Notification), the incumbent emergency notification
system (all call groups from each user location in counties and state) into the new
system within 4 weeks of contract award. If the incumbent system is not available
to export existing call group data from the state and local health departments, then
the successful bidder must be able to rebuild all the call groups from each of those
agencies within 4 weeks of contract award (See Deliverable Sheet). This would
include personal interaction with staff from each of the agencies and any technical
assistance needed.

F. The successful bidder shall agree to ensure the new system is fully operational
within 5 weeks of contract award (See Deliverable Sheet). Failure to meet this
deadline will result in cancellation of this contract with the vendor.

G. The successful bidder shall agree to cooperate with the agency and any
subsequent vendor should the contract, which is the subject of this RFQ, be
terminated, and to deliver any and all electronic files, documentation, and
associated work products to the agency within thirty (30) days of receipt of notice
of contract termination.



H. The successful bidder’s service must provide the ability for secure transmission of
notification messages, and report results back to the West Virginia State Center
for Threat Preparedness or other designated facility. The service center must also
have multiple points of communication from contact requests including, but not
limited to , the internet (with or without a Virtual Private Network (VPN), a
dedicated dial-up line, and a private peering network).

I. Each of the following service functionalities are mandatory requirements of the
successful bidder:

1.

Must have the capability to send notifications rapidly via multiple
communication mediums utilizing assigned roles; (Must be able to use both

““Jand lines” and mobile phone, fax, instant messaging, and Simple Mail

Transmission Protocol (SMTP) Short Message Service (SMS) messaging such
as email, alphanumeric papers and other wireless devices.)

Must be capable of delivering customized messages, both the content and the
delivery mechanism, to each individual, and in the case of voice messages
using a text-to-speech engine to dynamically create the messages;

. Must have the ability to send the notification to one device and if there is no

answer within a specified timeframe (user defined) sends the nofification to
the next device listed in the user’s profile. This process must continue until
contact attempts for all listed devices defined in the user’s profile are

- exhausted. The sender must have the option to continue contact attempts until

contact is successful.

Maust allow the user’s profile to contain delivery device preference order
based on at least two self-defined timeframes; (Example: Call pager first on
Monday — Friday, 8:00 A.M. —5:00 P.M. and home phone first at all other
times. Call mobile phone second at all times.)

. Must be able to deliver notifications based on prioritization of

individuals/roles (i.e. send to those in more authority first, then other users.);
Must have the capacity to notify predefined groups and “on-the-fly” ad-hoc
groups, not only by name, but by all fields (i.e. roles, agency worked for,
geographic location, and political jurisdiction.);

Must have the capacity to notify ‘subgroups’. (i.e. group(s) within a group)

Must have the capacity to select individuals even if they are not in a group or
subgroup.

Must have capability of multiple administrators. 130 at a minimum. (110 for
County use at 2 per county x 55 and 20 for State use).



10.

1.

12.

13

14,

15.

16.

Must have flexibility for agency control over number and type of call groups.

Must integrate functionality that will support single sign on from our-existing
portal and any necessary data synchronization methods. (Logon name field,
password field). Will need custom Uniform Resource Locator (URL) that will
accept these parameters so logon to potification system will be seamless.

Must have the ability to initiate a broadcast directly from another application
through an Application Program Interface (API) protocol solution (supplied
by the successful vendor) so that contact data can be maintained in another
system and broadcasts can be initiated directly from another application.
This process should be provided through a web-services API using a
standards-based SOA (service oriented architecture). In addition to initiating
the broadcast, the API should also handle cancellation and status of the
notification. Currently this would require integrating with the West Virginia
REDI System, a proprietary emergency credentialing platform developed by
Collaborative Fusion, Inc {See Section [l1A above).

Moust allow for the activation of alerts via the Internet or telephone; security
must be in place to only permit a notification request from specific, predefined
phone numbers and systems user identification accounts. Additionally, a log
of notification requests from any source, successful or not, must be
maintained in the system (not through manual loggmg) and made available as
an automated report.

Must have the capability for each notification to provide an immediate receipt
confirmation. Results of the notification and confirmation must be available
through live, on-line inquiry and through historical reports.

For high level/emergency notification, notification recipients must have the
capability of replying to the call or calling back into the system (not to a
person) and reporting their availability for emergency response. The system
must be able to record their responses, and include their availability in reports
back to the sender. The service must be able fo receive at least 25 inbound
calls per minute.

Must provide the capability to access reports via both the internet and fax;
(Reports must be available in real-time for high priority/emergency
notification and within user-defined time periods for low and medium priority
notifications, allowing for ongoing status reports of those notified. Reports
will include calling results and time of results, such as individual reached,
message left, no-answer, number out-of-service, etc., and, for high
priority/emergency notification, will include responder reported availability.)



17. Must allow for the sender to define how notifications are delivered based on
criticality of the notification, (E.G. high priority/emergency — utilize user
personal notification delivery preference, medium or low priority — fax and/or
e-mail only).

18. Must have capability for the sender to schedule notification to be sent at a
later time and/or date.

19. Must allow for multiple layers of authorization/authority. (Multiple authorized
users may be able to send a low or medium priority notification via e-mail or
fax, but only those with high-level roles can send high priority/emergency
notifications. Additionally, multiple agency use requires division of
authorization by agency, with some crossover of high-level roles.

20. Must be able to have multiple layers of administrator rights as to what access
is given. (i.e.: View, change, add, and notify rights determined by the State
office)

21. Must have the capability of producing reports identifying costs for use by
notification event, individual sender, and/or organization.

22. Must have the ability to send multiple notifications at the same time to the
same or different recipients.

23. Must have the ability to provide login audit tracking.

24. Must have the ability to maintain privacy of all contact information through
access control where only administrators with appropriate rights can view or
update recipient and contact information.

25. Must have the ability to customize the telephone number display (caller
identification (ID) for voice messages and the email addresses for text
messages. ‘

26. Must have the ability to override call-blocking.

27. Must have the ability to leave a message when a voice-delivered message
reaches an answering machine or voicemail.

Support for the successful bidder’s services must be available 24 hours a day, 7
days a week, 365 days a year, including holidays, (24/7/365) via telephone and
the Internet.

. Due to the emergency use of this system, routine maintenance, system upgrades
or emergency repairs for system degradation or failure must be managed in as
expeditious a process as possible. Emergency interventions must be initiated

1R
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immediately (within one hour) upon discovery of a problem and every effort must
be made to complete repairs, or provide appropriate temporary solutions until
permanent repairs can be completed, as quickly as possible with a minimum of
system disruption/downtime. '

L. The successful bidder must include 3 levels of training.

1. Initial training: The successful bidder must provide on-site training on the
use of the bidder’s service/system for up to 20 administrators per class for a
total of 7 classes. This training must be completed within 5 weeks of contract
award or at end of existing contract, whichever is later. Training facilities with
computers will be provided by the State in or near Charleston, WV. Training
materials will become the property of the state to copy at will for additional
USCIS. '

2. Update training: The successful bidder must provide training when updates or
changes are made to the system, if those changes mandate new ways to
operate the systems. This training can be provided via web training or CD.

3. New User training. The successful bidder must provide a way for later added
users to obtain Initial training, such as web training or via a training CD,

IV. Invoice Reguirements:

The successful bidder must submit invoices to the Agency at the address on the face of
the purchase order labeled “Invoice To” pursuant to the terms of the contract. The
invoices must be in a form approved by the Agency and shall enclose a monthly activity
log. The successful bidder will be responsible for payment of all subcontracts, staff, and
any other support staff contracted to provide services. State law forbids payment of
invoices prior to receipt of services. The Agency reserves the right to reject any or all
invoices for which proper documentation has not been provided. The successful bidder
will be notified of deficiencies within fifteen (15) days of receipt of the invoice.

V. WVDHHR’s Contribution To Contract:

The Center for Threat Preparcdness will collaborate with the vendor and will serve as the
point of contact. Additionally, they will contribute the following to the contract:

1. Meet immediately with vendor to develop project plan.

7. Provide vendor with contact person/address/phone number for each local
health department and other agency that has call groups to be loaded into
system {or built).

Provide location for training, with computers for use.

4. Meet quarterly with vendor to discuss project status, receive updates on
technological or contract upgrades/revisions.

5. Provide drills/exercises to test system’s performance.

b
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V1. Deliverables, Scope of Work and Timeframe:
YEAR1
Deliverable 1:

By end of Week 2: Vendor will meet with CTP to set up implementation strategy.
This portion of the deliverable can be accomplished by a telephone conference call or
“web ex” type presentation. Vendor will then meet with Notification System
Workgroup (State developed) to initiate implementation process. This meeting must
be conducted in Charleston, WV with CTP staff.

Deliverable 2:

By end of Week 4: Vendor will develop/implement State and Local Health
components of Notification System. This will include development of capacity to
push messages/information to State and Local Health-developed call groups as well
as internal and overall message management capability. This also includes the
provision and connection of a vendor-supplied AP Protocol, described throughout
this document, to the State’s emergency credentialing system, WV REDL

Deliverable 3:
By end of Week 4: Vendor will complete data transfer (call groups) from incumbent

system -OR- complete building and import of new State and LHD call groups into
Notification System.

Deliverable 4:
By end of Week 4: Vendor will develop initial user training curriculum/delivery
mechanism for all users as described above in this document in Section 3, Part L.

Deliverable 5:
By end of Week 5: Vendor will complete initial user training for State and LHDs as
described above in this document in Section 3, Paxt L.

Deliverable 6:

By end of Week 5: Vendor will complete “dry run” performance tests and correct
any residual issues. This will be executed and evaluated on site in Charleston, WV.
System will be initialized and placed in-service. Vendor presence will be required in
Charleston, WV during the performance test and initiation of the system.
Deliverable 7:

Week 5 - through the end of contract: Vendor will maintain system in “ready” state,
constantly menitoring for any operational itregularity and be prepared to respond to
ensure constant availability of system. Vendor will support its use during notifications
or information exchanges and drills and provide system upgrades and maintenance as
required. ’
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Deliverable 8:

Week 5 — through the end of contract: Technical assistance will be performed as
needed upon contact by State or Local staff. Assume 15 hours of technical assistance
per month.

Year 2

Deliverable 1:

By end of month 3 of contract: Vendor will dcvelop user update fraining
curticulum/delivery mechanism for all users as described above in this document in
Section 3, Part L. Training to be prov1ded via 2 “web ex” presentations or 1
reproducible DVD.

Deliverable 2:

By end of month 3: Vendor will complete new user training for State and LHDs as
described above in this document in Section 3, Part L. Training to be provided via 2
“web ex” presentations or one reproducible DVD.

Deliverable 3:

Throughout contract penod Vendor will maintain system in “ready” state, constantly
monitoring for any operational irregularity and be prepared to respond to ensure
constant availability of system. Vendor will support its use during notifications or
information exchanges and drills and provide system upgrades and maintenance as
required.

Deliverable 4:
Throughout contract period: Technical assistance will be performed as needed upon
contact by State or Local staff. Assume 10 hours of technical assistance per month.

YEAR 3

Deliverable 1:

By end of month 3: Vendor will develop user update training curriculum/delivery
mechanism for all users as described above in this document in Section 3, Part L.
Training to be provided via 2 “web ex” presentations or 1 reproducible DVD.



Deliverable 2:

By end of month 3: Vendor will complete new user training for State and LHDs as
described above in this document in Section 3, Part L. Training to be provided via 2
“web ex” presentations or one reproducible DVD.

Deliverable 3:
Throughout contract period: Vendor will maintain system in “ready” state, constantly
monitoring for any operational irregularity and be prepared to respond to ensure
constant availability of system. Vendor will support its use during notifications or
information exchanges and drills and provide system upgrades and maintenance as

. required.

Deliverable 4:
Throughout contract period: Technical assistance will be performed as needed upon
contact by State or Local staff. Assume 5 hours of technical assistance per month.

Vi1 Vendor Bid:

Vendor will bid by following the requirements of the Request for Quotation and
completing the attached Bid Price Sheet.

VY11il. Method of Evaluation:

The State will use the Total Bid Price from the Bid Price Sheet to determine the low bid
vendor and will award the contract. The winning bidder will be the one that submits the
lowest total bid price and assures the State the services to be performed as outlined in
these specifications will be provided.

VI1X. Life of Contract:

The contract becomes effective on the date of award and will extend for a period of one
(1) year. Contract may be renewed for two (2) additional one (1) year periods upon the
mutual written consent of the State and Vendor in accordance with the terms and
conditions of the original contract.

14



X. Additional Vendor Requirements:

Vendor is required to have general liability insurance. Insurance certificates are required
prior to award.

A. Insurance Requirements:

The Vendor, as an independent contractor, shall be solety liable for the acts and
omissions of its employees and agents. The Vendor shall maintain and furnish
proof to the Department of coverage of liability insurance for loss, damage, or
injury (including death) of third parties arising from acts and omissions on the
part of the Vendor, its agents and employees within thirty (30) days of the

Contract award. Said coverage shall provide minimum coverage in the following

amounts:

1. For bodily injury (including death): $500,000.00 per person, ﬁp to
$1,000,000.00 per occurrence.

2. For property damage: up to $1,000,000 per occurrence.

3. For professional liability: up to $1,000,000.00 per
occurrence.

B. Other Requirements:

1. Provide certification that it is registered with the Office of the Secretary of
" State, State of West Virginia, to do business in the State of West Virginia;

2. Provide evidence that it is in good standing with the West Virginia Bureau of
Employment Programs as to Unemployment Compensation coverage and
Workers' Compensation coverage or exempt from such coverage;

3. Provide certification that it is registered as a Vendor with the West Virginia
Department of Administration, Division of Purchasing; and

4. Obtain necessary licensing through State Tax Department.

X1. Vendor Relationship:

A. The relationship of the Vendor the State shall be that of an independent
contractor and no principal-agent relationship or employer-employee relationship
is contemplated or created by this contract. The Vendor as an independent
contractor is solely liable for the acts apd omissions of its employees and agents.

15



B. Vendor shall be responsible for selecting, supervising, and compensating any and

all individuals employed pursuant to the terms of this RFQ and resulting contract.
Neither the Vendor, nor any employees or subcontractors of the Vendor, shall be
deemed to be employees of the State for any purpose whatsoever.

Vendor shall be exclusively responsible for payment of employees and
contractors for ail wages and salaries, taxes, withholding payments, penalties,
fees, fringe benefits, professional liability insurance premiums, contributions o
insurance and pension, or other deferred compensation plans, including but not
limited to, Workers’ Compensation and Social Security obligations, licensing
fees, ef cetera and the filing of all necessary documents, forms and returns
pertinent to all of the foregoing.

Vendor shall hold harmless the State, and shall provide the State and Agency with
a defense against any and all claims including, but not limited fo, the foregoing
payments, withholdings, contributions, taxes, Social Security taxes, and employer
income tax returns.

The Vendor shall not assign, convey, transfer, or delegate any of its
responsibilities and obligations under this contract to any person, corporation,
partnership, association, or entity without expressed written consent of the
Agency.

Subcontracts/Joint Ventures; The Vendor may, with the prior written cousent of
the State, enter into subcontracts for performance of work under this contract.

. Indemnification: The Vendor agrees to indemnify, defend, and hold harmless the

State and the Agency, their officers, and employees from and against: (1) Any
claims or losses for services rendered by any subcontractor, person, or firm
performing or supplying services, materials, or supplies in connection with the
performance of the contract; (2) Any claims or losses resulting to any person or
entity injured or damaged by the Vendor, its officers, employess, or '
subcontractors by the publication, translation, reproduction, delivery,
petformance, use, or disposition of any data used under the contract in a manner
not authorized by the contract, or by Federal or State statites or regulations; and
(3) Any failure of the Vendor, its officers, employees, or subcontractors to
observe State and Federal laws including, but not limited to, labor and wage laws.

Goveming Law: This contract shall be governed by the laws of the State of West
Virginia. The Vendor further agrees to comply with the Civil Rights Act of 1964
and all other applicable laws and regulations as provided by Federal, State, and
local governments.

16



17

Aoy A

00"

i

0070004

Q[qeISATR(

J0J 1800) [Ei0L A[qeISATAT

[ AB3 X 193YS 1507)

WI)SAQ WOTIENJNION X0) WMPUIPPY OAY



18

62'vz6'css | 1 AeIX - LSOO TYLOL

BLZee'ss

s0'Z0L IS | 00°Z8E'v$

i Al S T




19

¥8'989°1$

 (ZE X180

00°092°e5%

00°08v'v$

00°005$

oo'os

P AR
J[qeIaAl(

10§ 1800 [R10],

L

S[GRIGATI(]

7 19X — 193§ 150D

MIISAS UOHBIYION J0J umpuappy OJH




20

00°ZL9'Y5$

00°005$

5
]
B

a[qeaAlld
10§ 1800 Te10], SIqRISAT[A(]

€ 183 — 393§ 350))

W91SAS UOIIEIION J0] WRPUIPPY OJH

v8'9v8'558 [ 7 18X ~ 1.S0D TV.LOL

\ N




2l

€+T+1
669282018 | XA X — [B}O], pUEID)

seses’sss | € AvaX — [SOD 'TVIOL

" ‘ LA L TR R R G e
, N\




22

Rev, 09/08

State of West Virginia
. VENDOR PREFERENCE CERTIFICATE

Certification and application* is hereby made for Preference in accordance with West Virginia Code, §5A-3-37. (Does notapply to
construction contracts). West Virginia Code, §5A-3-37, provides an opportunity for qualifying vendors to request {at the time of bid)
preference for their residency status. Such preference is an evaluation method only and will be applied only to the cost bid in
accordance with the West Virginia Code. This cestificate for application is to be used to request such preference, The Purchasing
Division will make the determination of the Resident Vendor Preférence, if applicable.

1. Application is made for 2.5% resident vendor preference for the reason checked:

Bidderis an individual resident vendor and has resided continuously in West Virginia for four (4) years immediately preced-
ing the date of this certification; or,

Bidderis a parinership, association or corporation resident vendor and has maintained its headquarters or principat place of
business continuously in West Virginia for four (4) years immediately preceding the date ofthis certification’ or 80% of the
ownership interest of Bidder is held by another individual, partnership, association of corporation resident vendorwho has
maintained its headquarters or principal place of business continuously in West Virginia for four {4) years immediately
preceding the date of this cedification; ot,

Bidderis a nonresident vendor which has an affiliate or subsidiary which employs a minimum of one hundred state residents
and which has maintained its headquarters or p.neipal place of business within West Virginia continuousty for the four (4)
years immediately preceding the date of this certification; or,

2. Application is made for 2.5% resident vendor preference for the reason checked:

____ Bidderis a resident vendor who certifies that, during the life of the contract, on average at least 75% of the employees
working on the project being bid are residents of West Virginia who have resided in the state confinuously for the two years
immediately preceding submission of this bid; or, : )

Application is made for 2.5% resident vendor preference for the reason checked:

Bidderis a nonresident vendor employing a mi'mum of one hundred state residents oris a nonresident vendor with an
affiliate or subsidiary which maintains its headquartars or principal place of business within West Virginia employing a
minimurm of one hundred state rasidents who certifies that, during the life of the contract, on average at least 75% of the
employees or Bidder's affiliate's or subsidiary's empioyees are residents of West Virginia who have resided in the state
continuously for the two years immediately preceding submission of this bid; or,

‘ o

Application is made for 5% resident vendor prefarence for the reason checked:
Bidder meets either the requirement of both subdivisions (1) and (2) or subdivision (1) and (3) as stated above; of,

Application is made for 3.5% resident vendo- preference who is a veteran for the reason checked:

Bidder is an individual resident vendor wha is a ve.. -2+, cfthe United States armed forces, the reserves or the National Guard
and has resided in West Virginia continuously for the four years immediately preceding the date on which the bid is
submitted; or,

Application is made for 3.5% resident vendor pr-ference who is a veteran for the reason checked:

Bidder is a resident vendor who is a veteran of the United States anmed forces, the reserves or the National Guard, if, for
purposes of producing or distributing the commodities or completing the projectwhich is the subject of the vendor's bid and
continuously over the entire term of the project, on average at least seventy-five percent of the vendor's employees are
residents of West Virginia who have resided in th : sl...z continuousiy for the two immediately preceding years.

l?'l:"

i o

Bidder understands if the Secretary of Revenue determi &3 that a Bidder receiving preference has failed to confinue to meet the
requirernents for such preference, the Secretary may order the Director of Purchasing to: (a) reject the bid; or (b) assess a penalty
against such Bidder in an amount not to exceed §% of the bid amount and that such penalty will be paid to the contracting agency
or deducted from any unpaid balance on the contract or purck..se order.

By submission of this certificate, Bidder agrees to disclose ary reasonably requested information to the Purchasing Division and
authorizes the Department of Revenue to disciose to the Director of Purchasing appropriate information verifying that Bidder has paid
the required business taxes, provided that such informati-»n - s not contain the amounts of taxes paid nor any other information
. deemed by the Tax Commissioner to be confidential.

Under penalty of law for false swearing (West Virginiz C e, §61-5-3), Bidder hereby certifies that this certificate is true
and accurate in all respects; and that if a contract is is: wed to Bidder and if anything contained within this certificate

changes during the ferm of the contract, Bidder will no:” ; the Pw fon g immediately.

Collaborative Fusion, Inc.

Bidder: Signed: A
T N

Date: March 8, 2011 e Vice President of Cperatiocns

*Check any combination of preference consideration(s) indicated & ve. which you are entiffed to recelve.
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STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

West Virginia Code §5A-3-10a states: No contract or renewal of any contract may be awarded by the state or any of its

political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or a related party to the
vendor or prospective vendor is a debtor and the debt owed is an amount greater than one thousand dollars in the

aggregate,

DEFINITIONS:

"Debt” means any assessment, premium, penalty, fine, tax or other amouni of money owed io the state or any of its
political subdivisions because of a judgment, fine, permit violation, license assessment, defaulted workers' compensalion
premium, penaliy of other assessment presently delinquent or due and required to be paid to the state or any of its
political subdivisions, including any interest or additional penalties accrued thereon.

“Debtor® means any individual, corporation, parinership, association, limited liability company or any other form or
business association owing a debt to the state ar any of its political subdivisions. “Political subdivigion” means any county
commission: municipality; county board of education; any Instrumentality astablished by a county or municipality; any
separate corporation or instrumentality established by one or more counties or municipalities, as permitted by taw; or any
public body charged by law with the performance of a government function or whose jurisdiction is coextensive with one
of more counties or municipalifies. “Related parly” means a party, whether an individual, corporation, partnership,
associaiion, limited liability company ar any other form or business association or other entity whatscever, relaied to any
vendor by blood, marriage, ownership or coniract thraugh which the party has a relationship of ownership or other interest
with the vendor so that the party will actuatly or by effect receive or control a portion of the benefi, profit or other
consideration from performance of a vendor contract with the party receiving an amount that meets or exceed five percent
of the total contract amount.

EXCEPTION: The prohibition of this section does not apply where a vendor has contested any tax administered pursuant
{0 chapter eleven of this code, workers' compensation premium, permit fee or environmental fee or assessment and the
matter has not become final or where the vender has entered into a payment plan or agreement and the vendor is not in
default of any of the provisions of such plan or agresment.

Under penalty of law for false swearing (West Virginia Code §61-5-3), it is hereby cerlified that the vendor affirms and
acknowledges fhe information in this affidavit and is in compliance with the requirements as stated.

WITNESS THE FOLLOWING SIGNATURE |

Vendor's Name: _Collaborgtive Fugion, Inc.

Authorized Signature: _ hY §§"< Date: Varch 8, 2011
_\__j R—

s

State of Pennsylvania

County of _A1legheny , to-wit:

Taken, subscribed, and sworn to before me this 8thday of March ,2011,

My Comrmission expires /%l:emlcef _j_Si: .20_{[_.

AFEIX SEAL HERE NOTARY PUBLIC //

COMMONWEALTH OF PENNSYLVAM - &M %l‘dayl |"5' w‘}’é{; Kwu....n 'é Me_

NOTARIAL SEAL
Michael J. McHale - Notary Put-
City of Pittsburgh, Allegheny Count
MY COMMISSION EXPIRES NOV. 01, - : Purchasing Affidavit {Revised 12/15/03)
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ATTACHMENT
POZ_THI1M0SB

This agreement constitutes the entire agreement between the parties, and there”
are no other terms and conditions applicable 10 the ficenses granted hereunder

March 8, 2011

Signal Date Signature Dais
Vice President of Operations '
Title Title

Collaborative Fusion, Inc.

Company Name Agency/Division



WV-96
Rev. 10/07

AGREEMENT ADDENDUM

n the event of conflict between this addendum and the agreement, this addendum shall control:

1.

DISPUTES - Any references in the agreement to arbilration or to the jurisdiction of any court are hersby deleted. Disputes arising out of
agreemert: shall bé presented to the Wfsrt Virginia Court of Claima, } Y 4 ® g out of the

HOLD HARMIESS - Any clause requiring the Agency to indemnify or hold harmless any party is hereby deleted in its entirety,
GOVERNING LAW - The sgreement shall be governed by the laws of the State of West Virginia. This provision replaces any references to any

Gther State's governimg law.
TAXES - Provisions in the agreement requiring the Agency to pay taxes are deleted, Asa State entity, the Apency fs exempl from Federal, State,
aid Jooa! taxes and will not pay laxes for any Vendor ilglclu ingl:n ividuals, nor will the Ageney file an’y tax rgturns oy repmgs on behalf of Vendor

or any other party,
PAYMENT - Any references to prepayment are deleted. Payment will be in arrears,

INTEREST - Should the agreement includea provisionfor interest on late ents, the Agenc ses to pay the maximum Jegal rate imder West
Virginia [aw. All other references to inferest or late charges are deleted. P Beney st Y 8 il

RECOUPMENT - Any language in the agreement waiving the Agency's right to set-off, counterclain, recoupment, or other defense is herehy
gl .

FISCAL YEAR FUNDING - Service performed under the sgreementma be contigued in succeeding fiscel lgears for the term of the apreemen
Conlingent Upon 1unds Eunﬁ_appropna d by the Legislature or otherwise being aveilable for this scrvice, In the event fimds are not appropria

or otherwise avaitable for this service, the dereement shall terminate without penalty on June 30. After that date, the agreement becomes of no
gffcot and is null and void. However, the Agency a%‘eﬁ o st its best efforts to have the amounts contemplated under the agresment included
in its budget. Non-appropriation or non-funting sha I hot be considered an event of defasit.

STATUTE OF LIMYFATION - Any clauses limiting the time in which the Agenéy may bring suit against the Veador, lessor, individual, or any

oiher Darty are delgted.
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SIMELAR SERVICES - Any provisions limiting the Ageney's right to abtain similar services or equipment in the event of default or noﬂ-ﬁmding
‘Funing the form of the agreemest are hereby deleted. .

ATTORNEY FEES - The A%enﬁ recoguizes an cbligation te pay attorney's fees orcosts only when assessed by a court of competent jurisdiction.
Any otier provision is inval considered nuli and void.

ASSIGNMENT - Notwithstanding any clause to the contrary, the Agency reserves the right to agsign the agn_aemcxit to another State of West
ginia agency, board or commission upon thirty (30) days written notiee to the Vendor and Vendor shall abiain the written consent of Agency
prior to assigning the agreement, ’

LIMITATION OF LIABILITY - The Apency, as g Stats entity, cannot agfes to assume the potential liability of a Vendor, _Accordin%ly, an
E‘rov_xmqn Timitiag the Vendors liability for direct damages to a certaits dollar amonnt or to the amount of the agreement 18 hereby deleted.

imitations on gpecial, itcidental or consequential damages are acceptable, In addition, any limitetion is null and void 1o the extent thatitpreciudes
any action for injury fo persons or for damages to personal property. :

RIGHT TO TERMINATE - Agency shall have the right to terminate the agreement upon thirty (30} days written notice to Vendor, Agency
Bprecs t pay vengar for Services rendered or goods received prior to the cifective date of termination.

TERMINATION CHARGES - Any provisioﬁ requiring the Agency t0 ‘}ny o fixed amount or liquidated damages upon termination of the
Saroenent i horeDy geleicd. The Agency may only agres to reimbursca endor for actual costs incurred or losses sustained during the current
scal year dus to verongful termination by the Agency prior to the end of any current agreement ternt,

RENEWAL - Any reference to autornatic renewal is hereby deleted, The agresment may be renewed only npon mutual written agreement of the
patties. -

INSURANCE - rovigion requising the Agency to insure equipment or preperty of any kind and name the Vendor as beneficiary or as an
additional msufeg?sy h%mby de}ebse%. 8 4 e piop

RIGHT TQ NOTICE - Any j:rovision for repossession of equipment without notice is hereby deleted. However, the Agency does recognize 8
Tight of repossession with Rotice.

ACCELERATION - Any reference to acceleration of payments in the event of default or non-funding is horshy deleted,

CONFIDENTIALITY: - \zpmvision reﬁarding confidentiality of fie terms snd conditions of the agreement is hereby deleted. State contracts
e public records under the West Virginie Freedom of Information Act.

AMENDMENTS - All amendments, modifications, alterations or changes o the agreement shell be in writing and siFned by both parties, No
Srendment, fodtication, alteration or change may be made to this addendum without the express written approval of the Purchasing Division

and the Attorney General.

ACCEPTEP BY:

STATE OF WEST VIRGINIA VENDOR

Spending Unit: Company Name: Collaborative Fusion, Ing.

Signed:

Signet:

S )
vice nt of Operations

Titie:

Title:

Date:

Date March 8, 2011
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State of West Virginia
Depariment of Administration
Purchiasing Division .
2019 Washington Street East
Post Qffice Box 50130
Charleston, WV 25305-0130

RFQ COPY

TYPE NAME/ADDRESS HERE
ATTN: Bryan Kaplan
Collaborative Fugiomn,
5849 Forbes Avenue
Pittsburgh, PA 15217

Inc.

Request for =
Quotation_

RPN B

BPH11103

RESS CORNESEONDENCE TOATIERT

ROBERTA WAGNER
304-558-0067

HEALTH AND HUMAN RESQURCES
BPH - THREAT PREPAREDNESS

505 CAPITOL STREET, SUITE 200
CHARLESTON, WV
25301

304-558-1218

02/28/2011

BID OPENING DATE:

ADDENDUM

1. QUESTICNS.
y,

Lo

BID.

EXHIBIT 10

DENDUM ACKNOWLEDGEMENT

DENDUM {S) AND
Y PROPOSAL,

NO.

AND ANSWERS ARE. ATTACHED. S

. ADDENDUM ACEKNOWLEDGEMENT IS ATTACHED. THIS DOCUMENT
SHOULD BE SIGNED AND RETURNED WITH YOUR
IGN AND RETURN MAY RESULT IN DISQUALIFICATION OF YOUR

HEREBY ACKNOWLERGE RECEIPT OF THE FOLLOWING CHECKED
HAVE MADE THE NECESSARY REVISIONS TO
PLANS AND/OR SPECIFICATICY, '

DENDUM NO. Y

5:

NO.
wo.

NO.

I UNDERSTANT
THE ADDENDUM {S)

--------

--------

THAT FAILURE TO CONFIRM.T
CAUSE FOR REJEQTION OF BIDS.

MAY BH

1

BID. FAILURE TO

REQUISITION NO.: BPH11103

ETC.
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]

TELEPHONE
r 412-422-3463x4012 r
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2011

TIILE Rl

Vice President of

%%e\fﬁ'tjlons

25-1865773

ADDRESS CHANGES TO BE NOTED ABOVE

WHEN RESPONDING TO RFQ, INSERT NAME AND ADDRESS [N SPACE ABOVE LABELED 'VENDOR'




GENERAL TERMS & CONDITIONS |
REQUEST FOR QUOTATION (RFQ) AND REQUEST FOR PROPOSAL (RFP)

1. Awards will be made in the best interest of the State of West Virginia.

2. The State may accept or reject in part, or in whole, any bid.

3. Prior to any award, the apparent successful vendor must be propetly regisiered with the Purchasing Division
and have paid the required $125 fee.

4. All services performed or goods delivered under State Purchase Order/Contracts are to be continued for the
term of the Purchase Order/Contracts, contingent upon funds being appropriated by the Legislature or otherwise
being made available. In the event funds are not appropriated or atherwise available for these services or goods
this Purchase Ordet/Contract becomes void and of no effect after June 30.

5. Payment may only be made after the delivery and accepiance of goods or services.

6. Interest may be paid for late payment in accordance with the West Virginia Code.

7. Vendor preference will be granted upon written request in accordance with the West Virginia Code.

B. The State of West Virginia is exempt from federal and stats taxes and will not pay or reimburse such taxes.

- 8. The Director of Purchasing may cancsl any Purchase Order/Contract upon 30 days writien notice to the seller.

10. The laws of the State of West Virginia and the Legisfative Rules of the Purchasing Division shall govem the
purchasing process. _

'11. Any reforence to automatic renewal is hereby deleted. The Contract may be renewed only upen mutual written
agreement of the parties. . :

12. BANKRUPTCY: In the event the vendorfcontractor files for bankruptey protection, the State may deem -
this contract null and void, and terminate such contract without further order.

13. HIPAA BUSINESS ASSQCIATE ADDENDUM: The West Virginia State Government HIPAA Business Assaciate
Addendum {BAA), aéaproved by the Atiomney General, is available online at www.state.wv.usfadmin/purchasefvre/hipaa.ivtm
and is hereby made part of the agreement. Provided that the Agency meets the definition of a Cover Entily
(45 CFR §160.103) and will be disclosing Protectsd Health Information (45 CFR §160.103) fo the vendor.

14. CONFIDENTIALITY: The vendor agrees that he or she will hot disclose to anyone, direclly or indirectly, any such
personally identifiable information or other confidential information gained from the agency, unless the individual who is
. the subject of the information consents to the disclosure in writing or the disclosure is made pursuant to the agency's
policies, procadures, and rules. Vendor further agrees b comply with the Confidentiality Policies and Information
Security Accountability Requirements, set forth in htipAferww.state wv.usfadmin/purchase/privacy/noficeConfidentiality.pdf.

15. LICENSING: Vendors must be licensed and int good standing in accordance with any and all state and local laws and
requirements by any state or local agency of West Virginia, including, but.not fimited o, the West Virginia Secretary
of Stale’s Office, the West Virginia Tax Department, and the West Virginia Insurance Commission. The vendor must
provide all necessary releases to obtain information to enable the director or spending unit to
vesify that the vendor is licensed and in good standing with the above entities.

16. ANTITRUST: In submitling a bid to any agency for the State of West Virginia, the bidder offers and agrees that
if the bid is accepted the bidder will convey, sell, assign or transfer o the State of West Virginia all rights, fitle and interest
in and to all causes of action it may now of hereafter acquire under the antitrust laws of the United States and the State of
West Virginia for price fixing and/or unreasonable restraints of trade relating to the particular commodities or services
purchased or acquired by the State of West Virginia. Such assignment shall be made and become effective at the time the
purchasing agency tenders the Iniial payment to the bidder.

| cerlify that this bid is made without prior understanding, agreement, or connaction with any corporation, firm, limited
liability company, parinership, or person of entity submiiing a bid for the same materal, supplies, equipment or
services and is in all respects fair and without collusion or Fraud. } further cerfify that I am authorized to sign
the certification on behalf of the bidder or this bid.

INSTRUCTIONS TO BIDDERS
1. Use the quotation forms provided by the Purchasing Division. Complete all sactions of the quotation form.

2. ltemns offered must be in compliance with the specifications. Any deviation from the spacifications must be clearly

indicated lgr the bidder. Altemates offered by the bidder as EQUAL to the specifications must be cleary

defined. bidder offering an altemate should aftach complete specifications and literature to the bid. The

Purchasing Division may waive minor deviations o specifications. .

3. Unit prices shall prevail in case of discrepancy. Al quotations are considered F.O.B. destination unless altemate

shipping teims are clearly identified in the quotation. :

4. All quotations must be delivered by the bidder fo the office listed below prior to the date and time of the bid
opening. Failure of the bidder to deliver the quotations.on time will result in bid disqualifications: Depariment of

Administration, Purchasing Division, 2019 Washington Strest East, P.O. Box 50130, Charleston, WV 25305-0130

5. Communication during the solicitation, bid, evaluation or ‘award periods, except through the Pdrchasing Division,

is striclly prohibited (W.Va. C.S5.R. §148-1-6.6).

Rev. 121509



Purchasing Division

2019 Washington Street East
Post Cffice Box 50130
Charleston, WV 25305-0130

RFQ COPY

| TYPE NAME/ADDRESS HERE

State of West Virginia Request for =
Department of Administration  Quotation

BPH11103

1a)

04-558-0067

HEALTH AND HUMAN RESQURCES
BPH - THREAT PREPAREDNESS

505 CAPITOL STREET, SUITE 200
CHARLESTON, WV

25301 . 304-558-1218

' 02/28/2011
= £

ITH THE BID/|

REV. 09/21/2909

END OF |ADDENDUM NO. 1

REVERSE AL FORTE

VYENDOR MUST CLEARLY UNDERSTAND THAT ANY VERBAL .
REPRESENTATION MADE OR|ASSUMED TO BE MADE DURING:ANY
C?RAL DISCUSSION HELD BETWEEN VENDCOR'S REPRESENTATIVES
AND ANY STATE PERSONNEL IS NOT BINDING, ONLY THE
INFORMATION ISSUEDR IN WRITING AND ADDED TO THE .
SPECIFICATIONS BY |AN OFFICIAL ADDENDUM |[IS BINDING.

T T T T I T R R N L R N R ]
.............................

P N I N L R AT I T S T I T I R S ]

ﬁOTE: THIS ADDENDUM ACENOWLEDGEMEﬁT SHQULD BE SUBMIT'I‘ED

FEIN

ADDRESS CHANGES TO BE NOTED ABOVE

WHEN RESPONDING TO RFQ, INSERT NAME AND ADDRESS IN SPACE ABOVE LABELED 'VENDOR'




Purchasing Division

RFQ COPY

State of West Virginia
Department of Administration

TYPE NAME/ADDRESS HERE

Request for =
Quotation .
2019 Washington Street East

Post Office Box 50130
Charlsston, WV 25305-0130

ol

'OBERTA WAGNER
304-558-0067

EALTH AND HUMAN RESOURCES
PH - THREAT PREPAREDNESS

05 CAPITOL STREET, SUITE 200
CHARLESTON, WV .
25301 304-558-1218

02/28/2011
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ADDRESS CHANGES TO BE NOTED ABOVE

WHEN RESPONDING TO RFQ, INSERT NAME AND ADDRESS IN SPACE ABOVE LABELED 'VENDOR'



BPH11103 - RESPONSE TO VENDOR QUESTIONS

1

QUESTION: Page 2 of the RFQ states, “successful vendor must provide any regquired
software license agreements or sign the attached “no other terms” form..” If a vendor
submits a license agreement which the State rejects, is that cause for bid dismissal or
will the vendor be given the opportusity to negotiate with the State and/or submit a
“No Other Terms” form?

ANSWER: If the vendor submits terms and conditions that are not acceptable by
the State, the State may choose to disqualify the vendor or try to negotiate
“additional” terms. Understand that if the vendor does not accept the State of West
Virginia’s Standard Terms and Conditions and sign the Agreement Addendum WV96
Form, they will be disqualified.

. QUESTION: RFQ Section [l Mandatory Service Requirements, item B, references the

current PCA guide. Can the State please confirm that all vendors who submit for this
RFQ must have already completed Direct and Cascading Alert certifications for another
system prior to the submission of this bid? ' ‘

ANSWER: No, we cannot confirm that, nor is that relevant to the RFQ. The intent of
the requirement is that the successful vendor meets the Public Heaith information
Network (PHIN) reguirements for this particular notification system.

QUESTION: RFQ, Section Il Mandatory Service Requirements, ltem C, references
unlimited usage. Can the State please provide an astimate as to how many telephony
minutes, messages, and fax pagers are currently sent per year?

ANSWER: No, that number is 1) not available for access by State staff {i.e. is not
obtainable by manipulating the system or developing reports) and 2) varies from year
to year, based on need {i.e. messages to be pushed out, number and size of exercises
executed, number and size of incidents that occurred, etc.)

QUESTION: RFQ Section lil Mandatory Service Requirements, ltem 1.11, references a
single sign-on method. Can the State please provide more details about how this
system works? Additionally, will all individuals registered in the notification system go
through this portal or only some portion?

ANSWER: A single sign on means that a person would fog into a portal or dashboard
that houses a number of IT systems, and through that log on, would be able to then



access the Notification System without the need for an additional log on sequence.
- Currently, the portal is hot completefin-service and the notification system functions
as a stand-alone system. Plans are to add it to the portal once development is
complete. Not all persons registered Into the system would have access through the
single sign-on portal. Only legitimate Notification System administrators at the county
-and state leve! (approximately 130 in number} would have access to the notification
system using this method.

QUESTION: RFQ Section Ui Mandatory Service Requirements, item 115, references
inbound telephony capacity. Can the State please identify what outbound telephony
capacity is required? For example, the State desires to be able to make 25 outbound
calls per minute or 1,500 calls per hour given a 1 minute message.

ANSWER: There Is no set number of outhound messages per minute. Messages fill
the spectrum in size.(e.2. 1 minute phone message vs. 5 minute phone message, one
page text type message vs. 4 page text type message, etc.). There Is no rational
method to approximate this type of information based on that variability.

QUESTION: Can the State please provide the Cost Shest in an editable format for
vendors to complete? The copy included with the PDF bid is difficult to input data on
without retyping the entire document. :

ANSWER: The State cannot provide an editable format. Only a PDF version is
available to maintain the integrity of the information on the form and prevent
changes from belng made to the specifications provided.

QUESTION: Can the State please provide the per year budget for this project as well as
the current amount the State Is spending per year?

ANSWER: No, that information is not relevant to the RFQ. Budget numbers are not
exact, nor do they necessarily break down Into specific costs that could be translated
for anything meaningful regarding the new notlification system.

QUESTION: will thg format for importing data from the WARN System be provided in a
standardized format? {e.g. CSV). If yes, can the State tell us what the data format wiil
be?

ANSWER: Yes, CSV format.

NO ADDITIONAL QUESTIONS WILL BE ACCEPTED.



