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Center for Threat Preparedness
Dept. of Administration
Purchasing Division

Building 15

2019 Washington St., Fast
Chatleston, WV 25305-0130

Re: Emergency Notification Services

Dear Ms. Wagner:

On behaif of Everbridge, I appreciate the opportunity to ptesent this comptehensive proposal
to West Virginia CTP in response to yout request. Based on your requitements, we are confident
the Everbridge Aware™ solution will meet or exceed your needs and expectations.

Everbridge, Inc., in operation since 2002 (privately owned), is the leading global provider of
mass notification solutions to healthcare systems, Global 2000 corporations, educational
institutions, and government agencies and municipalities in more than 100 countties with the
ability to communicate in more than 230 locations wotldwide.

Our corporate offices are located in Glendale, California. We currently employ almost 100
employees. Each employee is thoroughly examined to ensure the highest quality candidates are
hired, and our rosters currently include employees with Microsoft and Oracle certifications as
well as others such as CISSP (Certified Information Systems Secutity Professional), CIPP
(Certified Information Privacy Professional), and CISM (Certified Information Security
Manager).

We hope to have the chance to add you to our growing base of satisfied customers and look
forward to being chosen as your emergency notification setvice provider and pattner in the years
to come.

Best regards,

John Karambelas

Everbridge

Sr. Director of Strategic Sales
310-567-6300 phone
818-484-2299 fax
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1.

In the 30 seconds it
took to read the last
several paragraphs,
all of our customer
data was replicated
2,000 times between
our data sites.

EXECUTIVE SUMMARY

Everbridge Aware will bring tremendous automation and efficiency to the West Virginia
Department of Health and Human Resources, Bureau for Public Health, Center for
Threat Preparedness (CTP) communication processes and will ensure reliable delivery of
your emergency notifications via your Health Alert Network.

Everbridge will stand out for our focus in emergency notification, our work with and
recognition by more than 450 hospitals and several federal, state and county agencies,
our unique system features including flexible integration, our ease of use, out customet
support, and our infrastructure. Over time we have found that these are the key items
that impact clients. They range from game-changing technology to a client’s overall
experience with the application to client interaction with our personnel. The items below
sometimes get glossed over in a presentation and are usually burted somewhere in an
RFP response; but when a crisis hits, they are critically important and should ultimately
affect your decision of provider.

Infrastructure

In conjunction with the SaaS architecture, Everbridge leads the Emergency Notification
System market by providing the first true, third-party verified (by Otracle) Active-Active
architecture. Located at the Point of Presence in redundant, top tier, geo-dispersed
Qwest CyberCenters in California and Colorado, Everbridge’s 15 millisecond
bidirectional Active-Active Emergency Notification platform offers the highest
availability, capacity, scalability, security, speed, resiliency, and ease of use anywhere in
the world.

This means that if something happens to one of our data centers you will not lose access
to the application. In fact, you will not even realize anything has happened. This unique
architecture ensures Everbridge lives up to its 99.99% contractual uptime guarantee.
To further drive home the validity of this model, Everbridge does not exclude
maintenance windows from this guarantee as is commonly done by competitors in the
industry.

Capacity

Everbridge contractually guarantees communication capacity across out entire existing
customer base. The average utilization of Everbridge Aware is less than 3%. Instead of
making claims of “perfect world” distribution capabilities that few customers would ever
see, we guarantee communications with customers through Service

Level Agreements(SLAs) that provide contracted minimum performance levels that are
“burstable” and capable of taking advantage of the entire Everbridge system.

Everbridge maintains sufficient capacity to support all of our delivery SLAs and is
continually building capacity to support the needs of our growing customer base.
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Everbridge Aware is designed so that each data center is fully capable of meeting all
customer SLAs individually, so each additional load-balanced data center in the
Everbridge Active-Active environment adds multiples of capacity. In addition we own

“and operate 100% of our telephony resoutces and infrastructure. This allows us to offer
customer-facing SLLAs on true message capacity and delivery—not a third-party vendor
guarantee on their contracted "overflow" catrier capacity.

Secure Data Integration

Secure data integration is always a top requirement of any organization. Nothing is more
important to your employees and students than the security of their information. In
order to make our system the most secure, we comply with Department of Defense
security guidelines set forth by NIST (INational Institute of Standards in Technology). In
addition, NIST completed their own Emergency Notification vendor evaluation, where
they found that Everbridge best suited their needs.

In addition to our NIST compliance, the General Services Administration (GSA) has
also completed several security audits on our application. These audits resulted in our
being the only emergency notification vendor to receive an Authority to Operate and
secure the GSA as a customer.

From an integration standpoint, to minimize the stress and timeline, Everbridge offets
six different ways to get data into the system securely.

Everbridge Contact Data Management Solutions

Contact
1-2-3

Client Care/Customer Experience

Bach of Everbridge’s 1,000 client organizations relies on the Everbridge application to
deliver their important communications in the midst of emergency situations. From the
beginning of the implementation process, each customer is assigned a dedicated
Implementation Specialist. Everbridge does not stop there. After your implementation
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you will continue the life of your conttact with a dedicated Account Manager to make
sure you are always getting the most out of our application. This process has been honed
across over 1,000 customers across our different verticals and is the reason why we
uphold over 98% customer retention. In addition to your personalized service, we also
offer additional 24/7/365 customer support housed internally in out Network
Operations Center.

Intelligent Messaging

Everbridge offers a complete intelligent solution to sending out notifications that is
comprised of three different levels.

Emergency vs. Standard Message Broadcast Prioritization—Everbridge is in the business
of critical incident or crisis notification. With BEverbridge Aware, emergency broadcasts
always take preference over standard messaging. OCC will be able to choose which type
you need for each event.

Multiple Contact Paths with Prioritization vs. Limited Contact Paths with no
priotitization—The Evetbridge application allows you to enter up to 35 voice and text
contact paths per student/employee/recipient. These might include: home phone, cell
phone, work phone, e-mail, pager, fax, Instant Messaging (IM), text messaging (SMS via
SMTP & SMPP), Student’s Parent’s Phone, relocation phone, etc. In addition to the
multiple paths, the Everbridge platform allows you to customize the delivery via
ptioritization to each device. Bottom line—the more contact paths your
students/employees have on file, the more likely it is that you will be able to reach them
in emergency situations.

Priority Rotation vs. “The Blast”—Can you imagine a disaster has just occurred and all
of the sudden every device on your desk statts to buzz, beep or ting. Your cell phones,
your desk phone, your e-mail, your pager; which do you answer first? Studies have
shown that “The Blast” approach typically creates more confusion for the recipient than
was already expetienced by the disaster itself. Everbridge takes a more calculated
approach in the message delivery process. As the recipient of the message, you simply
instruct the system in advance as to the priotity/order you would like to receive calls.
First to your cell, then to your e-mail, then your office, then your pager, etc. Everbridge
Aware will systematically cycle through each device until you are reached and then stop
the delivery. Reaching is not just leaving a voice-mail, our system will ask for human
Interaction to ensure that the message was delivered to a human. Intelligent messaging
vs. bombardment messaging.

Reporting

Unlimited 100% custom repotts vs. hardcoded static reports—one of the toughest
things for any organization is trying to disseminate all of the figures to complete an after-
action report. The Everbridge application provides for the user to build simple custom
reports to view in their desired format, while also boasting the ability to export the data
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New users ate
typically able to
send a message in
just over one
minute,

in a vatiety of formats. While we also provide several commonly used static reports,

we know our customers are all different and each customer has preferences on how they
would like to view their activity. Ultimately with Everbridge Aware, the customer
controls the data and can manipulate the data in any manner desired, either through
available template reports, 100% custom repotts, or data exports.

Ease of Use

Ease of use in an emetgency notification application is paramount. Although your
organization may run drills and tests to ensure familiarity with the application,
emergency situations will test this familiarity and comfort level. Everbridge Aware was
first and foremost designed to provide a simple and intuitive graphical user interface.
The simplicity of the application has been finely balanced with a robustness of features
and functionality to provide our customets with a great deal of flexibility and choice
when composing and delivering a message. In spite of all this functionality and
flexibility, the underlying system still maintains three simple steps to send a notification.

Everbridge delivers mass notification with
an easy three-step process.

1. Select individuals and groups
2. Create voice/text message
3. Send to all devices simultaneously

This simple three-step process can be repeated for all types of messaging from a
standard message, to a polling notification, to an on the fly conference call or quota
notification. Once a user is familiar with the basic three-step process, the Everbridge
application is very easy and intuitive to navigate. In addition, our customers asked for a
scaled back three-step notification process to help with their “casual” ot “non-technical”
users. To answer that call we’ve developed a feature called QuickLaunch allowing for a
one-step notification process that can be bookmarked or placed on a desktop, hence
QuickLaunch.

In addition to all the system features, Everbridge offers the most comptehensive best
practices training and methodology in the industry. It is common knowledge that we
educate our competitors’ customers on proper system use as often as they educate their
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customets.

own through available well-constructed Webinars, local multi-day seminars, and custom
on-site learning tracts. We encourage the West Virginia CTP evaluation team to look
closely at these key areas mentioned above. Our exclusive focus in the emetgency
notification space for the past eight years has not only resulted in recognition by many
third-party groups such as the American Hospital Association and MICTA, but also by
leading industry analysts including Gartnier, the Yankee Group, Frost and Sullivan and
Forrester Research. We believe you will find beyond the checklists of features in the
typical evaluation that Everbridge excels in the core fundamentals of a notification
platform specifically in the area of infrastructure, ease of use, and customer service.
Focus and success 1n these areas will ultimate lead your team to a proven provider that
will not only deliver reliable communication for yout organization but will become a
partner in your communication process.

We thank the West Virginia CTP for the opportunity to present the Everbridge system
and are pleased the requirements of the RFP correspond very well with the strengths of
the Everbridge Awate, Act/SaaS offeting. As you will see by reviewing our response, we -
are poised to swiftly and effectively implement our solution to arm the West Virginia
CTP with a system that will dramatically improve your communication process.

We would be pleased to demonstrate Everbridge Aware at your convenience in an effort
to further support our RFP response.
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2.

REQUIREMENTS

The successful vendor will meet all mandatory requirements listed below:

A.

In addition to the notification requirements described above, the setvice selected
will also serve as the emergency alerting vehicle for the West Virginia Rapid
Emergency Deployment Information System (WVREDI), the state's health and
medical emergency credentialing system as well as for dissemination of
important alerts and warnings, including CDC's Health Alert Network (HAN)
messages. Information for alerting will be imported from existing databases or
spreadsheets with remote update capability, or will be separately built and loaded
into system from every West Virginia county as well as the Center for Threat
Preparedness itself.

Everbridge will comply. Everbridge Aware is capable of setving as the emetgency
alerting vehicle for WVREDI, the state’s emergency credentialing system and for
dissemination of alerts and warnings including CDDC HAN messages. Everbridge Aware
can import data from existing databases or spreadsheets with remote update capability,
or databases and spreadsheets can be separately built and loaded into system from every
West Virginia county as well as the Center for Threat Preparedness itself.

The setvice selected must meet the following criteria: Must comply with all
applicable Public Health Information Network (PHIN) requirements as
articulated in the CDC Partner Communication and Alerting (PCA) Guide. The
PCA Guide can be found at:

http:/ /cdc.qov/phin/library/documents/pdf/ quides /PCAGuide-vL.3.pdf.

Everbridge complies. The State Departments of Health of Connecticut and Maryland
have achieved PHIN Direct Alerting Cettification from the CDC using Everbridge
Aware.

©2010 Everbridge Merging Technology with Industry Excpertise Page 6
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C. Continucus and uninterrupted availability of this service is critical. While it will
not necessarily be used on a daily basis, the service must be continuously
available for use in times of need. Accordingly, the service must be distributed
actoss multiple call centers utilizing different telephone and bandwidth providers
within the United States to minimize the likelihood that an outage in any
geographic area or affecting a single provider would affect service availability.
Strong security must be deployed to ensure all possible safeguards are in place to
protect data in storage at each of the locations. he service must be able to
automatically route calls over the least congested networks to ensure rapid
message delivery, and must be able to utilize the Government Emergency
Telecommunication Service (GETS) http://gets.ncs.govl as provided by
National Communications System, for emergency call prioritization. The setvice
must have redundancy or servers in different geographical locations.

Everbridge complies. In order to maintain the 99.99% availability provided for in our
SLA, Everbridge employs two geographically separated Tier 4 Data Centers, located in
California and Colorado, for all of our test and production systems in an Active-Active
configuration. Data is continuously replicated between the California and Colorado sites,
and each site can provide the full range of Everbridge services. If service is disrupted at
either site, all traffic is dynamically rerouted to the other site so that Everbridge's systems
and services remain constantly available. Our operations staff is located in Glendale,
California.

Each site is designed with full redundancy from top to bottom. Dual network uplinks
feed dual routers, fully meshed with dual load balancers, which secure the front-end
network with tight controls. Each tier of servers are clustered using Oracle's Real
Application Clusters (RAC), which allows for real-time load balancing and failover
between nodes, and affords easy scalability to meet increasing demand.

Each of Everbridge's data centers includes a cluster of dedicated telephony setvers. Each
telephony server operates in parallel, independently polling the database for outstanding
calls to be made. If one or more servers were to fail, the others would continue to
function unaffected by the outage, and would continue processing until all outstanding
calis had been placed. Even if all of the telephony servers at one site were to fail, our
overflow configuration would route the calls through the telephony servers at our other
site which are fully capable of meeting all customer service level agreements.

Everbridge Aware is technically capable of supporting GETS; however the GETS
system was not designed for mass notifications.
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Everbridge Aware uses fully redundant Active-Active architecture,

Everbridge, in connection with Oracle, Qwest and AT&T, hosts and manages the
solution and continually upgrades all computer hardware, software and communications
lines.

The Everbridge architecture uses standard Intel based servers, and an Oracle/Red Hat
Linux application including database, applications servers, and web setrvers. In addition,
EMC 1s used for the Storage Area Network. These companies allow us to provide
secure, continuous access to data that is backed up at numerous locations daily.
Redundancy and multiple phone carriers eliminate a single point of failure crucial to the
nature of an emergency notification system, and to ensure system accessibility at any
time.

The Everbridge system was built with multiple redundancies, and 1s housed and
maintained by one of the most technologically advanced and protected data center
facilities in the world. These facilities are SAS 70 Type II certified and there is no single
point of failure within the entire system. The equipment is backed up with UPS back-up
powet at both locations. Hardware is continuously monitored and updated as new
technology becomes available.

©2010 Everbridge Merging Technology wirh Industry Expertise Page 8
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D.

The successful vendor must include unlimited inbound or outbound calls in their
bid. In addition, the system database must allow for unlimited names/contact
information to be included.

Everbridge complies. Everbridge has provided for unlimited inbound or outbound calls,
and the Everbridge Aware database allows for unlimited names and contact information
to be included.

The successful bidder shall agree to wotk with the current vendor (Software
Computer Group) to ensure a timely, accurate, and complete transition of the
project operations. The bidder selected must be able to import existing data from
WARN (Wide Area Rapid Notification), the incumbent emergency notification
system (all call groups from each user location in counties and state) into the new
system within 4 weeks of contract award. If the incumbent system is not available
to export existing call group data from the state and local health departments,
then the successful bidder must be able to rebuild all the call groups from each of
those agencies within 4 weeks of contract award (See Deliverable Sheet). This
would include personal interaction with staff from each of the agencies and any
technical assistance needed.

Ewverbridge complies. Everbridge will work with the current vendor to ensure a timely,
accurate, and complete transition of the project operations. Everbridge will be able to
impott existing data from the incumbent emergency notification system into the new
system within 4 weeks of contract award. If the incumbent system s not available to
expott existing call group data from the state and local health departments, Everbridge
will be able to rebuild all the call groups from each of those agencies within 4 weeks of
contract award.

The successful bidder shall agree to ensure the new system is fully operational
within 5 weeks of contract award (See Deliverable Sheet). Failure to meet this
deadline will result in cancellation of this contract with the vendor. G. The
successful bidder shall agree to cooperate with the agency and any subsequent
vendor should the contract, which is the subject of this RFQ, be terminated, and
to deliver any and all electronic files, documentation, and associated work
products to the agency within thirty (30) days of receipt of notice of contract
termination.

Everbridge will comply, and ensure the new system 1s fully operational within 5 weeks of
contract award.

©2010 Everbridge Merging Technology with Industry Expertise Page 9
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H.

The successful biddet's service must provide the ability for secure transmission
of notification messages, and report results back to the West Virginia State
Center for Threat Preparedness or other designated facility. The setvice center
must also have multiple points of communication from contact tequests
including, but not limited to, the internet (with or without a Virtual Private
Network (VPN), a dedicated dial-up line, and a private peering network).

Everbridge Aware provides the ability for secure transmission of notification messages
and report results. Everbridge Aware uses a 128bit SSL security certificate obtained from
VeriSign, and all data is transmitted over the internet using FITTPS. Data can be securely
sent and received from any computer with internet access, so neither 2 VPN, dedicated
dial-up line nor private peering network will be necessatry.

Each of the following service functionalities are mandatory requirements of the
successful bidder:

Must have the capability to send notifications rapidly via multiple
communication mediums utilizing assigned roles; (Must be able to use both
"land lines" and mobile phone, fax, instant messaging, and Simple Mail
Transmission Protocol (SMTP) Short Message Service (SMS) messaging such as
email, alphanumeric papers and other wireless devices.)

Everbridge complies. Everbridge supports up to 35 contact paths for each recipient,
nchiding:

Fax—3

Business Phone—4

Text Device Unlimited (T'ext-based email such as RIM devices) - 1
Home Phone—2

Instant Messaging—1

Email Address—3

SMS Device—2

Numeric Pager—1

Text Device Limited—1 (Two-way text pagers)
Mobile Phone—3

Other Phone—1

Assistant’s Phone--1

One-Way SMS Device—1

One-Way Pager Unlimited—1

One-Way Pager Limited—1

Tap Pager—1

International Phone—>5

TTY/TDD—3

©2010 Everbridge Mersing Technology with Indusiry Bxpertise Page 10
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2. Must be capable of delivering customized messages, both the content and the
delivery mechanism, to each individual, and in the case of voice messages using
a text-to-speech engine to dynamically create the messages;

Evetbridge complies. The message cteation process within the Everbridge system can be
completed in three easy steps. For maximum efficiency, both text messages and voice
messages can be created and delivered via the same broadcast. Users may leverage pre-
recorded messages, record their own message, or type a text message and elect to have it
converted to voice using the text-to-speech engine, if preferred. The user then has the
ability to select the delivery mechanism for the message.

3. Must have the ability to send the notification to one device and if there is no
answer within a specified timeframe (user defined) sends the notification to the
next device listed in the user's profile. This process must continue until contact
attempts for all listed devices defined in the user's profile are exhausted. The
sender must have the option to continue contact attempts until contact is
successful.

Everbridge complies. The Everbridge system offers the ability to communicate to up to
35 contact paths on up to 18 device types. The Everbridge system will rotate thorough
each contact device, individually, for a target member and seek confirmation. Once
confirmation is received, it is reported to the Fverbridge system and no further
notifications are deployed to that member—they have confirmed receipt. However, if
the member does not confirm (device cannot be reached, member hangs up, etc.), the
Evetbridge system rotates to the next available device for the target member and
attempts to contact them again, seeking confirmation. This process continues until the
member confirms or until the notification campaign has expired. This allows the
Everbridge Aware system to effectively deliver only the notifications required for the
environment (based on recipients confirming) and allows the recipients to more easily
respond, as they are being methodically contacted on one device at a time.

4. Must allow the user's profile to contain delivery device preference order based on
at least two self-defined timeframes; (Example: Call pager first on Monday -
Friday, 8:00 A.M. -5:00 P.M. and home phone first at all other times. Call mobile
phone second at all times.)

Everbridge complies. The Everbridge system allows the user’s profile to contain delivery
device preference orders based upon the urgency of the message.

5. Must be able to deliver notifications based on priotitization of individuals/roles
(i.e. send to those in more authority fitst, then other users.);

Everbridge complies. The Everbridge Aware systems provided the ability to delivery
notifications based upon the urgency of the message. This allows message that are time-
sensitive to be prioritized above those that are not.

©2010 Everbridge Merging Technology with Industry Expertise Page 11
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10.

11.

Must have the capacity to notify predefined groups and "on-the-fly" ad-hoc
groups, not only by name, but by all fields (i.e. roles, agency worked for,
geographic location, and political jurisdiction.)

Everbridge complies. Everbridge supports unlimited pre-defined groups and sub-groups
within the system. To support “on-the-fly” ad-hoc groups, Everbridge supports the
ability to add up to 10 “User Defined Attributes”. These attributes are available to store
additional data in the Everbridge system in the event the system does not contain a
default data field for the desited information. The “User Defined Attributes” can then
be used to generate filters for any target audience of a notification deployment —
enabling “dynamic targeting” for notifications based on the latest data stored in the
Everbridge system for each member. Everbridge allows the creation of dynamic
targeting based on up to three UDAs.

Must have the capacity to notify 'subgroups'. (i.e. group(s) within a group)

Everbridge complies. Everbridge suppotts the ability to notify subgroups. Everbridge
offets the ability to create an unlimited number of subgroups.

Must have the capacity to select individuals even if they are not in a group or
subgroup.
Everbridge complies. Everbridge suppotts the ability to select one or more groups or

individuals for a notification. Everbridge notifications may include individuals that are
not within a group or subgroup.

Must have capability of multiple administrators. 130 at a minimum. (1 10 for
County use at 2 per county x 55 and 20 for State use).

Everbridge complies. The Everbridge system does not restrict the number of
administrators or group leaders within the system. Everbridge does not charge extra for
additional administrators or group leaders.

Moust have flexibility for agency control over number and type of call groups.

Everbridge complies. The number of and type of call groups are created and managed
by the client.

Must integrate functionality that will support single sign on from our existing
portal and any necessary data synchronization methods. (Logon name field,
password field). Will need custom Uniform Resource Locator (URL) that will
accept these parameters so logon to notification system will be seamless.

Authentication and user information resides within the Everbridge Aware environment

and is not exchanged with any other systems.

Everbridge Aware does not cutrently support single sign on from existing customer
pottals due to the fact that this would require customets to open their authentication
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systemn to the Internet. Additionally, this creates a single point of failure between
Everbridge and our customers because if the external authentication environment is
unavailable for any reason, it creates a situation where the emergency communication
tool could be unusable.

12. Must have the ability to initiate a broadcast directly from another application
through an Application Program Interface (API) protocol solution (supplied by
the successful vendor) so that contact data can be maintained in another system
and broadcasts can be initiated directly from another application. This process
should be provided through a web-services API using a standards-based SOA
(setvice oriented architecture). In addition to initiating the broadcast, the API
should also handle cancellation and status of the notification, Currently this
would requite integrating with the West Virginia RED1 System, a proprietary
emergency credentialing platform developed by Collaborative Fusion, Inc (See
Section IIT A above).

Evetbridge provides two SOAP-based web service APT’s for integration into other 3rd
patty applications. The Everbridge API’s are Java-based and the West Virginia RED1
System would be able to use the web services which ate published through a WSDL.
‘The integration can be developed by the Everbridge Professional Services team or
development may be done internally by the client. Everbridge’s optional APT’s operate
secutely over the internet, using HTTPS (over Port 443} and a valid VeriSign 128-Bit
SSL Security Certificate. The Evetbridge API’s support member management and
initiating and reporting on broadcasts.

13. Must allow for the activation of alerts via the Internet or telephone; security must
be in place to only permit a notification request from specific, predefined phone
numbers and systems user identification accounts. Additionally, a log of
notification requests from any source, successful or not, must be maintained in
the system (not through manual logging) and made available as an automated
report.

The Everbridge system is web based, so the primary point of access is through the
internet using a web browset which suppotts HTTP/ SSL security. Everbridge also
recognizes that internet access, a computer, or a web enabled mobile phone will not
always be readily available. Thus, Evetbridge provides telephone based access, 24x7x365,
by contacting the Everbridge “Automated System” (IVR) or by contacting an Everbridge
Live Operatot. Notifications can be initiated by individual with the proper credentials
using any of these methods. '

Reports of all notification requests are available through the web interface. These
reports are kept on the system for 18 months and can be saved locally as a PDF file.
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14. Must have the capability for each notification to provide an immediate receipt

16.

confirmation. Results of the notification and confirmation must be available
through live, on-line inquiry and through historical reports.

Everbridge complies. The Everbridge system provides both “live” notification statistics
and historical reporting regarding any notification sent. The “live” Broadcast Dashboard
Report displays the current count of Confirmed/Not Confirmed/Unteachable Members
that have been targeted for the notification. The Dashboard Report is presented after
each notification sent. In addition, Broadcast Reports display a more granular level of
details concerning the notification such as contact attempts, the path type, what device
the member confirmed on, etc. Lastly, Ad-Hoc Reporting allows clients to fully develop
their own Broadcast Reportts and save them for later use —whether as a template or to
simply re-generate the report “on the fly”. All reporting data is stored within the
Everbridge system for 18 months. Customers have the ability to download the stored
data, at any time, into a Comma Separated Value (CSV) file format for further archiving
or use of the data within their environment

For high level/emergency notification, notification recipients must have the
capability of replying to the call or calling back into the system (not to a petson}
and reporting their availability for emergency response. The system must be able
to record their responses, and include their availability in reports back to the
sender. The service must be able to receive at least 25 inbound calls per minute.

Everbridge complies. Everbridge supports this requirement through the Polling
Notification which allows the sender to ask their audience a multiple choice question and
view responses in real time. This functionality can be used for reporting availability for
emergency response. The reciptent can respond to the polling notification during the
call — or they can respond using 2 call back number if the message is left on an answering
machine. The system will record and report on the responses. In addition, Everbridge
quota notificattons require broadcasts to terminate after a set number of positive
confirmations. This feature is ideal in many situations, such as recruiting a specific
number of volunteers for a project, filling a training session, or staffing last-minute open
shift positions. Once enough people respond to meet the need, the broadcast will end.
Everbridge can support at least 25 inbound calls per minute.

Moust provide the capability to access reports via both the internet and fax;
(Reports must be available in real-time for high priority /emergency notification
and within user-defined time periods for low and medium priority notifications,
allowing for ongoing status reports of those notified. Reports will include calling
results and time of results, such as individual teached, message left, no-answer,
number out-of-setvice, etc., and, for high priority/emergency notification, will
include responder reported availability.)

Everbridge complies. All broadcast repotts are available online and in real time. The
broadcast reports will include the calling results details with timestamps. Everbridge

©2010 Everbridge Merging Technology with Industry Expertise Page 14



Center for Threat Preparedness

eve Tbl’ldge Emergency Notification Services

17.

18.

19.

supports faxing a summary report at the conclusion of a broadcast campaign. The
summary report will not include all the details of the online broadcast report but will
include contents of the notification along with total number of member contacted, total
confirmed, total not confirmed and total un-reachable.

Must allow for the sender to define how notifications are delivered based on
criticality of the notification, (E.G. high priotity/emergency -utilize uset petsonal
notification delivery preference, medium or low priority - fax and/or e-mail only).

The Everbridge system supports emetgency (for high priotity, emergency) messages and
standard (for medium and lower priority) messages. The default delivery methods will
be determined by the sender — the recipient, however, can set the priority and methods,
within their personal profile.

Must have capability for the sender to schedule notification to be sent at a later
time and/or date.

The Everbridge system supported the ability to create a message to be sent at a later date
and/or time. The message can also be scheduled as reoccurting notifications.

Must allow for multiple layers of authorization/authotity. (Multiple authorized
users may be able to send a low or medium priority notification via e-mail or fax,
but only those with high-level roles can send high priority/emergency
notifications. Additionally, multiple agency use requires division of authorization
by agency, with some crossover of high-level roles.

Everbridge complies. The Everbridge mass notification system is designed to be
extraordinarily flexible and granular. ‘The system allows the organization to determine
how many administrators will have complete access to all functions and user data.

Administrators can create group leaders and groups of recipients accotding to team,
department, division, or whatever category best suits the needs of the organization, and
the system can support an unlimited number of groups and subgroups, as well as nesting
of groups within groups.

'The administrator is able to set the access and modification rights of group leaders and
can restrict access or to allow group leaders to add or change member information and
send notifications to their groups and sub-groups.

Users of the Everbridge application are assigned one of three roles: member, group
leader, or organization leader. Each role determines the level of access the user will have
to the organization’s profile and data and the actions the user will be able to petform via
the application.

In addition, Everbridge also offers an optional Organizational Hierarchy feature. This
feature allows organizations to grant separate locations, departments, or districts the
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20.

21

22,

23.

24,

power to manage their own data and execute emetgency plans independently or in
conjunction with the rest of the organization. Please talk to your sales contact regarding
pricing for this functionality.

Must be able to have multiple layers of administrator rights as to what access is
given. (i.e.: View, change, add, and notify rights determined by the State office)

Eiverbridge complies. Everbridge provides clients with 3 secutity roles: Organizational
Leaders, Group Leaders, and Members. The Otganizational Leadets support the ability
to manage and maintain member contact data, group creation, and group assignment in
the system. In addition, Organizational Leaders have full access to the system to deploy
notifications and generate repotts to any Member in the system. Group Leaders have
the ability to deploy notifications and generate reports —~but conduct those activities to
only the Group(s) to which they are assigned. Finally, Membets are the target recipients
for notifications and are the default security role for any person entered into the system.

Must have the capability of producing reports identifying costs for use by
notification event, individual sender, and/or organization.

Everbridge complies. The Everbridge system has the ability to generate reports based on
an event, individual senders and/or organization. Additionally, the Everbridge Aware
service supports the use of Billing Codes that can be required for each notification.
Billing Codes allow system administrators to produce reports identifying costs for use by
event, sender, and organization.

Must have the ability to send multiple notifications at the same time to the same
or different recipients.

Evetbridge complies. The Fverbridge system fully supports the ability to send multiple
notifications at the same time to the same ot different recipients. In addition, the
Everbridge Scenario Manager feature allows clients the ability to create an unlimited
number of scenario events within the system and to include multiple notifications
(Standard, Polling, Quota, Conference, and Call-In notification types), all with their own
set of target recipients, message content, and options.

Must have the ability to provide login audit tracking.
Everbridge complies. The Everbridge Aware setvice logs all login attempts. These
repotts are available through Everbridge Client Setvices.

Must have the ability to maintain privacy of all contact information through
access control where only administrators with appropriate tights can view or
update recipient and contact information.

Everbridge complies. Access to the Everbridge Aware application is roles-
based. Otganizational leaders are granted access to all of their organization’s data, group
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leaders are granted access to information pertaining only to the groups for which they
are leaders, and members can access only their own petsonal information.

25. Must have the ability to customize the telephone number display (caller
identification (ID)) for voice messages and the email addresses for text messages.

Evetbridge complies. The Everbridge system suppotts the ability to set the caller
identification (ID) for voice messages and the email address for text messages. The
system can be set with default values and the sender can have the option to change these
values when initiating a notification.

26. Must have the ability to override call-blocking.

Everbridge complies. The Everbridge Aware solution is not affected by telezappers and
other call-blocking type devices. The Everbridge Aware system offers custom caller D
options so that the telephone number displayed on the notification includes the
customers designated telephone number.

27. Must have the ability to leave a message when a voice-delivered message reaches
an answering machine or voicemail.

Everbridge complies. The Everbridge system suppotts the ability to leave a message
when a voice delivered message reaches an answering machine or voicemail. Everbridge
Awate 1s able to tailor the message for live delivety versus machine delivery. Everbridge
ptovides three options when a notification is deliveted to a machine. The options are:
leave no message, leave message or leave message with a call back number for
confirmation. If a live person answers the incoming call, Evetbridge can reliably deliver
the message content along with the necessary information to confirm receipt.

J. Suppott for the successful bidder's services must be available 24 hours a day, 7
days a week, 365 days a year, including holidays, (24/7/365) via telephone and
the Internet.

Evetbridge complies. Everbridge provides full maintenance and suppott of the
Everbridge Aware application at no extra cost.

Communication to Everbridge Aware Client Care is provided via the Internet, email, and
telephone. Everbridge Client Care is available 24 houts a day, 365 days a year by calling
out toll free Client Support line at 866-436-4911. Any authotized user needing assistance
from a remote-location can access the live operator 24-hour helpdesk from a telephone,
cell phone or computer at 877-220-4911, or they may call out automated system to send
a notification at 888-440-4911.

Client Care also provides our clients with access to our CRM Case Tracking tool via a
Self Service Portal. This portal provides clients the ability to submit and view cases
{(both open and closed), and have access to our Knowledge Database. The monthly
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webinar training calendar is accessible via the Self Service Portal and Everbridge
continues to expand our offerings via the Self Service Portal. Just express interest in the
Self Service Portal to your implementer for access and training.

Client Care staff members are actual Everbridge employees located on-site. We do not
outsource our client care services to third parties that do not have the Everbridge
expertise and may not even be located in the United States. When you teach out to
Everbridge Client Care, you will get a professional who is well-versed in the Everbridge
Aware system and is more than capable of assisting you, no matter what your need may
be.

‘The Everbridge mass notification system is a Softwate as a Service solution that doesn’t
follow traditional software models requiring traditional technical support. Because Aware
is based on an active-active architecture, the chances of a problem jeopardizing or
degrading the services provided are virtually zero.

The Client Care staff members are Everbridge employees, located on-site, and available
24/7/365. Everbridge does not outsoutce our client cate services to third-party entities
that do not have the Everbridge expertise and may not even be located in the United
States.

K. Due to the emergency use of this system, routine maintenance, system upgrades
or emetgency repairs for system degradation or failure must be managed in as
expeditious a process as possible. Emergency interventions must be initiated
immediately (within one hour) upon discovery of a problem and every effort must
be made to complete repaits, or provide appropriate temporary solutions until
permanent repairs can be completed, as quickly as possible with a minimum of
system distuption/downtime.

Everbridge complies. The Active-Active mirrored and load balanced environment
utilized by Everbridge means that routine maintenance and systems upgrades can be
performed without any disruption of service for our clients. When large-scale
maintenance is required, one site 1s taken offline while the other remains operational. At
this point, the automatic load balancers automatically redirect all client activities to the
other data center dynamically and seamlessly so that clients are unaware of the activity.
Once the maintenance operations are fully completed, tested, and verified, the site is
brought back online and so that the process can be repeated at the other site. This
unique architecture ensures Everbridge lives up to its 99.99% uptime commitment. This
1s equivalent to less than 53 minutes of downtime for the entire year. To further drive
home the validity of this model, Everbridge does not exclude maintenance windows
from this guarantee as is commonly done by competitors in the industry. Everbridge
performs system updates about once per quarter; however, in practice the schedule
varies and the intervals between releases may vary.
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L. The successful bidder must include 3 levels of training.

1 Initial training: The successful bidder must provide on-site training on the use of
the bidder's service/system for up to 20 administrators per class for a total of 7
classes. This training must be completed within 5 weeks of contract award or at
end of existing contract, whichever is later. Training facilities with computers will
be provided by the State in or near Charleston, WV. Training materials will
become the property of the state to copy at will for additional usets.

2. Update training: The successful bidder must provide training when updates ot
changes are made to the system, if those changes mandate new ways to opetate
the systems. This training can be provided via web training or CD.

3. New User training. The successful bidder must provide a way for later added
users to obtain Initial training, such as web training or via a training CD.

Everbridge Training

Just having access to an emetgency notification system isn’t enough. Everbridge must
know how to use the system effectively before you can protect your employees and
realize a retutn on your investment. Everbridge provides initial training as part of the
implementation process. We offer your choice of Web-based training or an intensive,
two-day, on-site training session. Duting your training, Everbridge will provide all the
information you need to use and maintain Everbridge Aware.

Web-Based Training

Training sessions typically last 4-6 hours. Topics covered include initiation and
management of all notification types (Polling, Conference, Quota, Call-In). Everbridge
will also train Everbridge on all functions of scenatios, including creating, sending, and
tnanaging messages. Administrators are trained on all administrative functions including:

e Member roles
¢ Adding/deleting/managing members
o Creation and management of groups and subgroups

e All reporting functions

Training Model

Our training model is to “train the trainer” with the goal of teaching key users how to
fully utilize and manipulate the system. As such, all trainees must demonstrate a
comprehensive undetstanding of system operation and capabilities before Everbridge
Client Care considers training complete.
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Ongoing Training

We aren’t successful if you aren’t successful. That’s why training does not stop after
implementation. Keeping your skills sharp will enhance your ability to use the system
effectively. As an Everbridge client, you may patticipate in on-demand training sessions
offered through our Client Self-Service Portal. These free, Web-based training sessions
ate available at your convenience—24x7x365. Simply log in at the Self-Service Portal and
choose from topics such as:

¢  Aware Administration

s  Aware User

o  SmartGIS — Part 1 — Who

e  SmartGIS — Part 2 — What and How
e Member Upload via an Upload File
e Scenatio Manager

¢ Ad Hoc Repotts

¢ Basic Admin/User Overview

As noted, there is no chatge for these training sessions, and you can participate in
however many you like 2s many times as you desire.

While our Web-based training is comprehensive, some clients prefer additional training
for their own purposes. To meet this request, we offer a two-day training session on-site
at the client’s location.

On-Site Training (Optional)

Developing and executing an effective incident notification strategy involves four critical
components: people, ptocess, message, and technology. Most providers stop at technical
training without factoring in the psychology of communications and the impottance of
message content. We go several steps further. Our two-day on-site training program
gives you the tools and training you need to integrate notification into your incident
tesponse plan and ensure a successful, comprehensive strategy you can rely on.

Training on People, Process, Message, and Technology

The two-day training program delves into topics aligning with Everbridge’s Four
Components of Incident Notification Model™, the four critical components of incident
notification to ensure our clients gain a comprehensive understanding of the many facets
of notification and learn how to maximize the effectiveness of the Everbridge system.
This training includes 4 main modules.
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Module 1: People

e Presence (internal and external audiences)-—How to roll out your program
internally to employees and to external audiences, such as students, citizens, and the

public

e Certification (internal audiences)—Building expertise and improving your skills,
best practices for drilling, the Chandler Method of Crisis Communications™, and
how to apply for continuing education units (CEUs)/continuing education activity
points.

e  Online resources (internal audiences)—Accessing Everbridge’s knowledgebase,
training documents, online help files, and more

Module 2: Process

e Protocol—Adjusting policies to address when to activate your notification plan, who
has authotity, and in which situations. Reviewing and updating procedures
concerning information soutce and credibility, level of response, notification up the
chatn of command, and monitoting

Module 3: Message

e Methodology—Writing cffective messages that evoke the desired reaction.
Understanding how to address differences in messaging needs at each stage of an
incident

Module 4: Technology
e Execution—Learning how to use the Everbridge system, evaluating delivery
decistons and incident scenarios, and continually improving skills

Advantages of On-Site Learning

Our training philosophy is the make each and evety training experience both educational
and enjoyable. Each session focuses on product demonstrations based on real-life
examples of system usage and drills down into product fundamentals and their
assoclated options.

Hands-On Learning

To learn how a notification system works and build proficiency with it, there is no
substitute for actually using the system as patt of training as opposed to watching a
demonstration from your computer.

On-Site Everbridge Trainer

An expert Evetbtidge trainet provides personalized, hands-on training for you and your
teatn. Qut training professionals also address your individual questions and lead
discussions on best practices.
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Customized Training

As a complement to the Evetbridge training model, we customize the leatning
expetience to meet Everbridge’s specific needs.

Skills and Confidence

Clients who take advantage of on-site training typically gain more skills, knowledge, and
confidence with the Everbridge system and feel better prepared to use it in any situation.

Continued Learning

While our on-site training programs kick-start your incident notification strategy and
deliver quick, effective results, our Web-based training sessions are an excellent way to
refresh and enhance your knowledge of the system. We accommodate all schedules by
offering multiple training Webinars monthly—varying from 30 to 90 minutes in
length—at no cost to clients as refresher courses for seasoned usets or as comptrehensive

introductory sessions for new users.
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3. EVERBRIDGE PRICING

Please see the following cost sheets for the price quote for implementing Everbridge Aware with
the Center for Threat Preparedness.
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4. REFERENCES

Evetbridge is providing three references where they have mass notification solutions for
existing customers with similar project scopes to the requirements set out by the Center
for Threat Preparedness.

State of Connecticut

Stephen Verbil

System Administrator - OSET Emergency Telecommunications Manager
State of Connecticut, Dept. of Public Safety

(860) 685-8127

stephen.verbil@po.state.ct.us

(860) 685-8363 Fax

Stephen has been the primary management contact from initial project outline, vendor selection
and project implementation.

Implementation of Statewide Emergency Notification System

112 Unique Otganizations comptised of multiple state agencies (State Police, DEMHS,
Department of Health, Emergency Operations, etc.) as well as 118 unique PSAP instances.

In the case of Connecticut the implementation also included a GIS component incorporating
1,700,000 unique households on a single map.

This implementation is without a doubt one of the most sophisticated ever undertaken in the
Emergency Notification space. Following is the timeline:

¢ Everbridge received a Purchase Order on July 17%, 2009, kick-off meeting scheduled
within the week

® Request by State of Connecticut that initial rollout of all citizens and state structure of up
to 130} unique otganizations be completed within the next 30 days in anticipation of
possible pandemic or severe hurricane season

Project officially began 8-1-09

Fitst phase of project delivered 8-22-09 (11 days early)

Complete geo-code and upload of 1,458,276 initial citizen records

132 Otganizations identified, 112 completed and ready for use

L R

10 System Administtators trained and ready to launch notifications

o As of today, over 300 users have been trained in a2 comprehensive two-day training
session covering in-depth study and application of message methodology, message
mapping, and system use

e 10 official tests conducted for auditing purposes
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¢ General access granted to trained users—system in daily use by state agencies

¢ Ongoing statewide policy meetings being conducted—group comprised of 30 state
emergency management leaders (Police, Fire, Health, Legal, EM), Everbridge has been
given a seat on the policy group

The project at this point is considered delivered. There are a few remaining users to be trained,
and Everbridge is conducting twice monthly on-site training workshops for the next 6 months
and then will continue providing the workshops on a quarterly basis.

The original project budget was $1,400,000 first year. The final project budget at completion of
delivery is $1,400,000. The project was delivered on budget and on time.

State of Maryland — Department of Mental Health and Hygiene
(Maryland Health Alert Network)

Hatrison Smith

IT QA Specialist Supervisor

Department of Health and Mental Hygiene
201 West Preston St.

Baltimore, MD 21201

(410) 767-5320

(410) 333-5941 Fax
hsmith@dhmbh.state.md.us

Harrison works with a team at DHMH which is using an extensive API (Web Services) use case
of Everbridge. Everbridge is being used to upgrade from a legacy system and will be used for
PHIN compliance (Both Direct and Cascade Alerting).

Sutter Health
{35,000+ members across 40+ unique healthcare installations)

Sara Obeidat

Project Manager

(916) 286-8549
obeidas@sutterhealth.otg

Sara represents a wondetful point of reference from a multi-pronged mentality. Sara was mnitially
tasked with evaluating emergency notification solutions for an enterprise roll-out spanning over
30 hospitals and 35,000 employees. Aftet an exhaustive selection process, Sutter Health was so
impressed with their findings on Everbridge’s robust feature-rich solution that they determined
Everbridge to be a preferred vendor system-wide. This designation followed with a pre-payment
in excess of seven figures for future service years yet to be delivered.
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GENERAL TERMS & CONDITIONS _ :
REQUEST FOR QUOTATION (RFQ) AND REQUEST FOR PROPOSAL (RFP)

1. Awards will be made in the best interest of the State of West Virginia.

2. The State may accept or reject in part, or in whole, any bid.

3. Prior to any award, the apparent successful vendor must be properly registered with the Purchasing Division
and have paid the required $125 fee.

4, Al services performed or goods delivered under State Purchase Order/Contracts are to be continued for the
term of the Purchase Order/Contracts, confingent upon funds being appropriated by the Legislature or otherwise
being made available. In the event funds are not appropriated or othetwise available for these services or goods
this Purchase Qrder/Contract becomes void and of no effect after June 30.

5. Payment may only be made after the delivery and acceptance of goods or services.

6. [nterest may be paid for late payment in accordance with the West Virginia Code.

7. Vendor preference will be granted upon written request in accordance with the West Virginia Code.

8. The State of West Virginia is exempt from federal and state taxes and will not pay or reimburse such taxes.

9. The Director of Purchasing may cancel any Purchase Order/Contract upon 30 days written notice to the selfer.

10. The laws of the State of West Virginia and the Legislative Rules of the Purchasing Division shall govem the
purchasing process. :

11. Any reference to automatic renewal is hereby deleted. The Contract may be renewed only upon mutual written
agreement of the parfies. :

12, BANKRUPTCY: In the event the vendorfcontractor files for bankruptcy protection, the State may deem
this contract null and void, and terminate such contract without further order.

13. HIPAA BUSINESS ASSOCIATE ADDENDUM: The West Virginia State Government HIPAA Business Associate
Addendum (BAA), approved by the Attorney General, is available online at www.state.wv.us/admin/purchase/vrc/hipaa.htm
and is hersby made part of the agreement. Provided that the Agency meeis the definiion of a Cover Entity
(45 CFR §160.103) and will be disclosing Protected Health Information (45 CFR §160.103) to the vendor.

14. CONFIDENTIALITY: The vendor agrees that he or she will not disclose to anyone, direclly or indirectly, any such
personally identifiable information or other confidential information gained from the agency, unless the individual who is
the subject of the information consents to the disclosure in writing or the disclosure is made pursuant to the agency's
policies, procedures, and rules. Vendor further agrees to comply with the Confidentiality Policies and Informaiion
Security Accountability Requirements, set forth in http-/fwww _state wv.us/admin/purchase/privacy/noticeCanfidentiality pdf.

15, LICENSING: Vendors must be licensed and in good standing in accordance with any and all state and local laws and

-requirements by any state or local agency of West Virginia, including, but not limited fo, the West Virginia Secretary
of State's Office, the West Virginia Tax Department, and the West Virginia Insurance Commission. The vendor must
provide all necessary releases to obtain information to enable the director or spending unit to
verify that the vendor is licensed and in good standing with the above entities.

16. ANTITRUST: In submitiing a bid fo any agency for the State of West Virginia, the bidder offers and agrees that
if the bid is accepted the bidder will convey, sell, assign or transfer to the State of West Virginia all rights, iile and interest
in and to all causes of action it may now or hereafter acquire under the antitrust laws of the United States and the State of
West Virginia for price fixing and/or unreasonable restraints of trade relating to the particular commodities or services
purchased or acquired by the State of West Virginia. Such assignment shall be made and becoms effective at the time the
purchasing agency tenders the initial payment to the bidder.

| certify that this bid is made without prior understanding, agreement, or connection with any corporation, firm, limited
fiability company, partnership, or person or entity submitting a bid for the same material, supplies, equipment or
services and is in all respects fair and without coliusion or Fraud. | further ceriify that | am authotized fo sign
the cettification on behalf of the bidder or this bid.

INSTRUCTIONS TO BIDDERS - ,
1. Use the quotation forms provided by the Purchasing Division. Complete all sections of the quotation form.

2. ltems offered must be in compliance with the specifications. Any deviation from the specifications must be clearly
indicated by the bidder. Alternates offered by the bidder as EQUAL fo the specifications must be clearly
defined. A bidder offering an alternate should attach compleie specifications and literature to the bid. The
Purchasing Division may waive minor deviations to specifications. : ' :
3. Unit prices shall prevail in case of discrepancy. All quotations are considered F.O.B. destination uniess altemate
shipping terms are cleatly identified in the quotation.

4. Al quotations must be delivered by the bidder to the office listed below prior to the date and time of the bid
opening. Failure of the bidder to deliver the quotations on time will result in bid disqualifications: Department of
Administration, Purchasing Division, 2019 Washington Street East, P.O. Box 50130, Charleston, WV 25305-0130

5. Communication during the solicitation, bid, evaluation or award periods, except through the Purchasing Division,
is strictly prohibited (W.Va. C.S.R. §148-1-6.6).

Bev. 12/15/09
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Jurat

State of Califorma

County of wﬁ A’Vlaﬂzéw—

Subscribed and sworn to (or affirmed) before me on this 7+‘l day of M Méz ,
20 /| by Mérie—lowce (ealise :

proved to p€ o1 the basis of satisfactory evidence to be the person(s) who appeared before me.

2~}
Signature — (Notary scal)

{ . ETHEL E. OLAGUE
8D COMM. # 1857745 3

NOTARY PUBLIC - CALIFORNIA =
LOS ANGELES COUNTY =

My Comm. Expires July 13, 2013

OPTIONAL INFORMATION

INSTRUCTIONS FOR COMPLETING THIS FORM

Any Jurat completed in California must comain verbiage that indicates the
notary public cither personally knew the document signer {affiant) or that the
identing was satisfactorily proven to the notary with acceptable identification
in accordance with California notary law. Any jurat completed in California
which does not have such verbiage must have add the wording cither with a
DESCRIPTION OF THE ATTACHED DOCUMENT Jjurat stamp or with a furai  form whick does include proper wording. There
are no exceplions to this law jor any jwrat performed in California. In
addition, the notary must reguive an cath or affirmation from the docwment
signier regarding the huthfulness of the contents of the document. The
dociment must be signed AFTER the vath or affirmarion. If the document was
previously signed. it must be ve-signed in front of the potary public during the
Jural process.

(Title or description of attached document)

(Titlc or (1(2:5-(3fipti0l] of attached document continued)

e Statc and County information must be the Staic and County where the

Number of Pages __ Document Date documicnt signer(s) personally appeared before the notary public.
s Datc of notarization must be the daie that the signer(s) personally appeared

which must also be the same date the jurat process is completed.
{Additional information) « Print the name(s) of document signer(s} who personally appear at the time of

notarization.

*+ Signaturc of the notary public must match the signature on file with the office
of the county clerk.

« The notary scal impression must be clear and photographically reproducible.
Impression must not caver text or lines. If scal impression smudges. re-scal if a
sufficicnt arca permits. otherwise complete a different jurat form.

<+ Additional information is not required but could help 1o ensure this
jural is not misused or attached to a different document.
% Indicate title ar type of allached decument. number of pages and datc.
s Sceurcly attach this document to the signed decument

2008 Version CAPA v1.9.07 800-873-9865 www.NotaryClasses.com
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R IR State of West Virdinia
VENDOR PREFERENCE CERTIFICATE

Uenification s spplinalion” is ey made for Prefesence ingeesrdancsweih West Virglnla Couls, §88-3-57, {Does nat apply 1o
crnstruciion corfracis). West Wirginie Code, §54-3-37, provides an opporunity oy gustifying vendors to request {at thetime of bid)
prolerence fov thelr residenty stabus, Buch praferencs i s evaluation mathod only and will be apgled only o e cost Hid in
arconianeewith the Wost Winglnls Code This cenifcats for applicalon istaba ezediorequest such praference. The Pusthesing
Diivisict il sl Be desarminatian of the Reailent Vender Puferonce, Tapplicable,

1. Apptieation is made for 2.5% resident vendar peefarenes for the mason checked: .

Bk b mee bl sesicent vendior sl fias eastded confingpusly n Weal Viginis foe tour (1) years inmedimialy oot
ing 1 dabe oF this carBicatian, o, '

Biidir i 1 parnefship, astocistion eretrporation resident vendor and [as maintained s headguartess of princis place of
brainess consinenusly in Weast Visginia for Soue (4 years immedingely sheceding ths date of this tertification; or B0% of the
eowmarship interest of Bidder s hald iy ancsher individusl, partnesship, sssociation or conporstion rsident vendorwhe has
srgintained ity resdquanes or pringial pace of business oontisueausly In West Wirginks for four {4) vears snmediabely
prassedivg e date of (e conificalon, or, _

Biddng s 5 nonmssident verdar which has se et or subsiian which ergiogs aoinfrmu of ane undrad slale residernds
arclwaich hios mainsained s headguariens of ool piace ol busines within West Wginks condinuoushy far this lour {4)
yaars irspediately pratading the dabs of this Dedlicsitn, o,

2. Puppibention i made for 2.5% rmsddent vendar prefarsnce Tor the reason chatked: _
Rlicihr is 2 sagislens wimdor wivy certifies fhat, suring the i of tie contracd, on fverage &t est TS% of he employses
ki an the propotbelng bid ase fesidens of Wes! Vingisds whs bave resided o the stdte continponsly Torthe o yern
immadietehy precsding subsrissine ol this bid, o,
3 Application is made for 2.5% resident vend s prdoranse for e reason checked:
Bicder is @ aommsident vendor emoloying 2 mi - i of ore hueydred stale msidents o i5 & noriresitant wirsionwith &%
alffiete oy mb&idi@s@ which misintakis s headouariers or prinsipsl place of businegs wathin West WViginia armiploysg 2
 priirdersare of oz bundred state resitents who sgrt¥ies thay, dunng ibe e of fhae contract, on puerags ot least T8% of tha
wnioyees o Bigders sfiiale’s or sutsidiarny’s empiayess are residents of WestVirginia whe bave resided inthe siate
guetinusisly for thebeo years immesiaiely preceding sutevasion of This bid o,

4, Applicstinn i made for 5% resident vendbe prafoanze for the reason checked: ,
- Fildder svets sithar the reguirerment of both subohdsions (T and (23 o subdivision {1} end (3} a5 statsd shove, or,

Z. Application iz made for 3.5% resident vendeo-nrference whoie a veteran for the reanon checked:

Btderis ar indvidual resident vendorahois sve. s ot the United Stabes armed foroes, he reserdes or the Mational Guard
‘and kas residerd in West Visgini toniinugusly for the four years nmadiately proceding the: dale on which tha bid is
slbeniEd; o,

&, Application is mede for 3.5% resident vendor pr.lzrence who s & veteran for the reason checked:

el B rvsidesier vendor whio ds @ veleran of thie L et Stales armed forces, the reserves orthe Mationak Gusrd, i, for
plrposes chnrodusing or chgtrieing e eomnandiies sr completing the projectwhich is the subject ofthe veridor's bid and
crmlirasaushy ouer this eRtires Somm of the project, on average a1 ol sevanty-dive peroent of e vendor's ervployees are
rissidints of West Winginiaowhe have resiind B - 49 te continususly for the b invedialsly preceding yeses.

25

Bidder understards i e Seoretary of Reveous deteri «5 el e Bidder resahdg peefomnos has filed Io conlipe lomeat the
rermdiremenis for such frefarence, the Satretary may coder the Divsilior o Purehasing ke ) rejoet T bid or (U} assees @ panaly
against suth Bidesr in an amount pol o pxoeed 8% of the bid et and et such penalty will e ped o the contracling agency
o hedinted from any unpsil balesice on the pantrect o purdh . 2e order,

By subenizsion ool canifieals, Bidder sorees o discinse ar ragsonably requesied infarmation to the Purchasing Divigion and
apherizes he Dapaubman of Revenue o disclaes o the Dissgtr of Purchesing appropriate infommation venfying that Bidder has paid
the reuined busimes s, praidec thal such infarmedi ¢~ =5 not ook the sreaunie of 2xes pald nos any pther inkarmnation
deamied by e Tae Domrmissions o ba confidetial,. _

Under penalty of Yawior false Swearing (West Virgini: © s, §61-5-3), Sidder hereby certifies thatthis cortficate is true
and mceurate in sl respects; and that F a conteact is Ts- wed bo Bidder awd i anytidng condsined within s certiticate
changes during the S of this coolract, Bidder will nos |, the Purchesing Division by sriting immediately.

Everbridge %

Piddar, & vl

g 3/7/2011 . VP-Finan
Tiale: _ s . B
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Z s Center for Threat Preparedness
everbndge Emergency Notification Services

6. EVERBRIDGE SERVICE AGREEMENT

Please see the terms and conditions of our standard Service Agreement. Everbridge will comply
with the terms provided by the Center for Threat Preparedness, but if possible, we would like to
add the non-conflicting terms of our Service Agreement to the agreement for service with if we

are selected.
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Everbridge, Inc.
Service Agreement

This Service Agreement {‘Agreement’} is entered into by and between Everbridge
Inc. {“Everbridge™, and {“Customer”), on , 2010
(the “Effective Date”). Everbridge and Customer are each hereinafter sometimes
referred to as a "Party” and collectively, the “Parties.”

- E PARTIES AGREE TO THE FOLLOWING TERMS AND CONDITIONS
~JVERNING THE USE CF EVERBRIDGE'S SERVICE:

1. DEFINITIONS. As used hergin, the following terms shall have the
meanings ascribed to them as set forth below:

“Everbridge Technology” includes, without limitation, the Software, all proprietary
technology {including software, hardware, products, processes, algorithms, user
interfaces, know-how, techniques, designs, and other tangible or intangible
technical material or information) made available to Customer through the Service
or otherwise in connection with this Agreement. “Applicable Law™ means any
domestic or foreign law (statutory, common, or otherwise), order, writ, injunction,
decree, award, sfipulation, ordinance or administrative doctrine, ordinance,
equitable principle, code, rule, regulation, executive order, request, or other similar
authority enacted, adopted, promulgated, or applied by any Governmental Body,
each as amended including, without limitation, the Telephone Consumer Privacy
Act (TCPA, 47 USC Section 227) and implementing Federal Communications
Rules {47 CFR 64.1200), the CAN-SPAM Act (15 USC Section 7701 et seq.) and
the FCC's implementing rules (47 CFR Section 64.3100, with respect to
communications to wireless devices) (47 CFR 64.3100), and the Federal Trade
Commission's implementing rules (16 CFR Section 316.3, with respect o
communications to computers). “AUP” means the Acceptable Use Policy of
Everbridge, available at htip:/www, everbridge.com/aup, as may be amended from
time to time fo time. “Customer Data” means the names and contact paths for
Members, and any and all electronic data provided by Customer to Everbridge in
connection with the use of the Service. “Governmental Body® means any
legislature, agency, bureau, branch, department, division, commission, court,
tribunal, magistrate, justice, multi-national organization, quasi-governmental body,
or other simifar recognized organization or body of any federal, state, county,
municipal, local, or foreign government or cther similar recognized organization or
body exercising similar powers or authority. “Intellectual Property Rights”
means patented or unpatented inventions, patent applications, patents, design
rights, copyrights, trademarks, service marks, trade names, domain name rights,
mask work rights, know-how and other trade secret rights, and all other intellectual
propery rights, derivatives thereof, and forms of protection of a similar nature
anywhere in the world.

smber” or “Members” shall mean Customer's employees, agents,
epresentatives, clients, customers, subscribers, members and/or other persons or
entities whom Customer may wish to confact using the Service, provided,
however, thal each Member Record, if more than cne for any Member, shall be
deemed to represent a separate Member for all purposes hereunder. “Member
Record” includes, without limitation, the Customer Data for a Member. “Quote”
means the description of Services purchased by Customer, subject to the terms
and conditions hereof, which is attached hereto as Exhibit A and incorporated
herein by this reference. “Software” means the computer source code and object
code, including, without limitation, the software, provided or used by Everbridge in
connection with the Service provided hereunder. “Users” means Members,
Customer's employees, consultants, contractors or agents who are authorized to
use the Service and have been supplied user identifications and passwords by
Customer {or by Everbridge at Customer's request).

2. SERVICE. Subject to the provisions of this Agreement, Everbridge shall
provide Customer access to the service ufilizing the Software, applications and
services that comprise the Everbridge Mass Notification System, an automated
system for delivery of messages to multiple Members via multiple communication
paths, and for processing responses thereto, as set forth in the Quote (the
"Service"). Unless explicily stated otherwise, any new features that augment or
enhance the current Service, including any new Service, will be subject to the
provisions of this Agreement. Everbridge shall make the Service avaitable to
Customer pursuant to the terms and conditions set forth in this Agreement.
Customer agrees that its purchase of the Service is not contingent upon the
delivery of any future functionality or features, nor is it dependent upon any oral or
written public comments made by Everbridge with respect fo future functionality or
features.

3. USE OF THE SERVICE.

31 Everbridge Responsibilities. Everbridge shall: (i) in addition to
its confidentiality obligations pursuant to Section 10, not use, edit or disclose to
any parly other than Customer, the Customer Data, unless otherwise reguired by
a Govemmental Body; (i) use commercially reasonable efforts to provide the
Service herein contemplated; (i) use commercially reasonable efforts to provide
~upport for the Service, except for: (a) planned downtime as therein set forth or (b}

/ unavailability caused by circumstances beyond Everbridge’s reasonable
Jntrol, including without limitation, acts of God, acts of government, flood, fire,
earthquakes, civil unrest, acts of terror, strikes or other labor problems, computer,
telecommunications, Intemet service provider or hosting facility failures or delays
involving hardware, sofiware or power systems, and network intrusions or denial
of service attacks, in each case, which are not within Everbridge's possession or
reasonable control.
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3.2 Customer Responsibilities.

(a) Customer is responsible for all activities that occur under
Customer's account, Customer shall: (i) provide Everbridge with the Customer
Data for Members that Customer and Customers authorized users want to
communicate with using the Service; (i) provide Everbridge with this Customer
Data in a form and format specified by Everbridge, if so required; (jii} have sole
and exclusive responsibility for the accuracy, quality, integrity, legality, reliability,
and appropriateness of all Customer Data; (iv) maintain a copy of all Customer
Data it provides to Everbridge; (v) designate certain Users to access and use the
Service on Customer's behalf; (vi) ensure that Users shall at all times use the
Service in accordance and in compliance with this Agreement, and the AUP, as
each may be updated periodically by Everbridge; {vii) prevent unauthorized
access to, or use of, the Service, and notify Everbridge promptly of any such
unauthorized use and, notwithstanding anything to the contrary in this Agreement,
Everbridge shall have no liability for any losses, damages, claims, suits or other
actions arising out of or in connection with such unautherized or improper use of
the Service by Customer, Users or Members; and (viii) comply with all Applicable
Laws; (ix) cause such number of its employees, as determined by Customer, to
undergo initial setup and training, as set forth in the Quote; (x) not cause any
disturbances, outages or take any other actions that may adversely affect the
Service; and (xi} be responsible for, andfor its Users shall be responsible for,
payment of any service fees, text messaging fees, and any other third party fees
or expenses, associated or incurred in connection with, the access or use of the
Service by Customer and/or its Users. Customer acknowledges that it is solely
responsible for the content of any information that it makes available through the
Service and that Everbridge will not, except as otherwise expressly herein set
forth, monitors Customer or Customer’s use of the Service to examine the content
passing through it. Notwithstanding anything to the contrary in this Agreement, in
no event shall Everbridge be liable to Customer, a Member or any other third party
for any failure on the part of Customer to fulfill its responsibiiities pursuant to this
Section 3.2 and Everbridge expressly disciaims any liability arising therefrom.

{b) Customer agrees to: (i) provide true, accurate, current, up-
to-date and complete Customer Data and information about itself; and (i) maintain
and promptly update the Customer Data to keep it true, accurate, current and
complete, the failure of which shall not impose or create any liability or obligation
on the part of Everbridge. If Customer authorizes Everbridge to do so, Customer's
Members will be allowed access lo their personal Cusfomer Data to make
modifications or changes thereto. If Customer or any Member provides any
information that is unfrue, inaccurate, not current or incomplete, Customer
understands, acknowledges and agrees that any nofifications sent ufilizing the
Service may not reach the intended Member.

{¢) Customer may designate up to the number of Users
permitted under its account, which corresponds to the level of Service purchased
by Customer as set forth in the Quote. Customer shall be responsible for the
confidentiality and use of its Users' identifications and passwords. Custorner shall
be responsible for all electronic communications (including maintenance of
Customer Data) and the sending of messages to Members ("Electronic
Communications"”) entered through or under a User's identification and/or
password(s). Everbridge will act as though any Electronic Communications sent
by Customer shall comply with Applicable Law, and shall have been sent by an
authorized User, and shall be permitted to rely thereon for all purposes. Customer
agrees fo immediately nofify Everbridge if it becomes aware of any loss or theft of
a User's identification and/or password(s) or any unauthorized use of the Service
and/or identification and/or password(s) used in connection therewith.

4, Use Guidelines. Customer shall use the Service solely for ity internal
business purposes as contemplated by this Agreement and shall not: (j) license,
sublicense, sell, resell, rent, lease, transfer, assign, distribute, time share or
otherwise commercially exploit or make the Service available to any third party,
other than as contemplated by this Agreement; or (ii) use the Service in violation
of the AUP or Applicable Law.

5. TERM. This Agreement will commence on the Effective Date and will
continue in force for three (3) years (the “Initial Term”). Subject to the provisions
of this Section 5, unless terminated in writing not less than 60 days prior to the
expiration of the then cumrent Term, or extended by written agreement signed by
both Parties, this Agreement shall automatically renew for additional successive
one-year terms (each a *Renewal Term® and, together with the Initial Term,
collectively hereinafter refemred fo as the “Term”} and confinue to renew until
terminated by either Parly pursuant to this Section 5 or in accordance with the
provisions of Section 6.

B. TERMINATION; SUSPENSION.

6.1 Termination by Either Party. During the Initial Term and any
Renewal Term, either Party may terminate this Agreement for cause, upon the
other Party's material breach of this Agreement, provided that (i) the non-
breaching Party sends written notice fo the breaching Party describing the breach
in reasonable detail; (i) the breaching Party does not cure the breach within thirty
(30) days following its receipt of such notice (the "Nofice Pericd"); and (i)
following the expiration of the Notice Period, the non-breaching Party sends a
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second written notice to the breaching Parly indicating the non-breaching Party's
election to terminate this Agreement.

6.2 Termination, Suspension by Everbridge. In the event Customer
fails to pay any fees or charges within thirty (30) days of the due date, Everbridge
gy terminate this Agreement and/or the Service, at Everbridge’ sole discretion.
- rmination for non-payment shall not relieve Customer' of its responsibilities
ider this Agreement including, but not limited to, its obligation to the pay the fees
accruing under or with respect to this Agreement for periods prior to or following
such termination. In furtherance of, and not in limitation of the foregoing,
Everbridge may, at its option, suspend the Service or terminate this Agreement,
effective upon notice, should Customer's or a User's use of the Service (i) violate
the provisions of Section 3.2 hereof, or (i) in the event Customer fails to pay any
fees or charges when due. In the event of a suspension of the Service,
Customer's account shall not be reactivated until such time as Customer shall be
in compliance with the AUP, Section 3.2 and/or shall have paid all past due
amounts, as the case may be, plus Customer shall have paid a reconnection fee
of $1,000.

7. PRICING. As consideration for the Service, and subject to the other terms
of this Agreement, Customer shall pay the fees set forth in the Quote ("Pricing").
Fees for professional services, if applicable, shall be set forth in a SOW.
Notwithstanding anything to the contrary in Section 5 or elsewhere in this
Agreement, the Pricing shall be automatically increased by five percent (5%) for
the first Renewal Term following the Initizl Term, and for each successive
Renewal Term thereafter.

8. PAYMENT TERMS; TAXES.

8.1 Payment. Unless otherwise set forth in Exhibit A, Everbridge shall
invoice Customer in advance for the Initial Term and annually in advance for any
Renewal Term. All payments, including, without limitation, fees for professional
services, shall be made within thirty (30) days from the date of invoice. If any fee
is not paid within thirty (30) days after it is due, in addition to any other rights and
remedies that Everbridge may have hereunder {including, without limitation,
pursuant to Section 6.2}, Everbridge reserves the right fo charge interest at a rate
of one and one-half percent (1%%) per month or the highest rate allowed by
Applicable Law, whichever is lower.

8.2 Taxes. Unless otherwise provided for in Exhibit A, or in a SOW, as
the case may be, Everbridge’s Pricing and fees for professional services do not
include any local, state, federal or foreign taxes, levies or duties of any nature
(‘Taxes”). Customer is responsible for paying all Taxes, excluding only taxes

*sed on Everbridge's income. If Everbridge has the legat obligation to pay or

lect Taxes for which Customer is responsible under this section, the
appropriate amount shall be invoiced to and paid by Customer uniess Customer
provides Everbridge with a valid tax exemption certificate authorized by the
appropriate taxing authority.

9. PROPRIETARY RIGHTS.

9.1 Grant of License. Everbridge hereby grants {0 Customer, during
the Term, a non-exclusive, non-transferable right to use the Service, solely for
Customer's own internal business purposes, subject to the terms and conditions of
this Agreement. Upon suspension of the Service as herein contemplated, or upon
termination of this Agreement for any reason, ail licensed rights granted to
Customer pursuant to this Agreement shall terminate immediately, and Customer
shall promptly discontinue all further use of the Service.

9.2 Restrictions. Customer will not: (i} copy, modify, port, adapt,
translate, localize, reverse engineer, de-compile, disassemble or otherwise
attempt to discover the source code of the Software, the Service or any porfion
thereof for any purposes, including, without limitation, to (%) build a competitive
product or service; {y) build a product using similar ideas, features, funcfions or
graphics of the Service; or (z) copy any ideas, features, functions or graphics of
the Service; (ji) create derivative works based on the Software, the Service or any
porticn therecf or merge any of the foregoing with any third party software or
services; {iii) remove, obscure or alter any proprietary notices or labels on the
Software, or any portion of the Service; (iv) transfer, lease, assign, sublicense,
pledge, rent, share, distribute or allow any lien or encumbrance to be placed on
the Service or Software cor any portions thereof; (v) disclose the results of any
performance, functional or other evaluation or benchmarking of the Software or
Service; provided, however, Customer may distribute the reports and other data
generated by the Service (excluding any Everbridge intellectual property or
confidential information included therein); (vi) use the Software, the Service or any
portion thereof to provide services to any third party or for the benefit of any third
party, including, without limitation, any entity or individual that markets, distributes
or provides notification software or services; (vii) create Internet “links™ to or from
the Service, or “frame” or “mirror” any content forming part of the Service, other
than on Customer's own intranets or otherwise for its own internal business
- wposes; (vill) use, post, transmit or introduce any device, software or routine

ich inferferes or attempts to interfere with the operation of the Service or the

' software; or (ix) permit access to the Software, the Service or any portion thereof

by any third party other than Customer's Users who (a) are bound by the terms of
a2 written agreement with Customer which will protect Everbridge and its
Intellectual Property Rights in a manner no less protective as the terms hereof and

EBSA090710

{b) use the Software and the Service solely for the benefit of Customer (each a
“Permitted Contractor”). Customer shall be liable to Everbridge for any breach of
the terms of this Agreement by any of its Permitted Contractors to the same extent
that Customer would be liable hereunder had it committed the same breach.

93 Reservation of Rights. Gther than as expressly set forth in this
Agreement, no license or other rights in or to the Everbridge Technology or
Intellectual Property Rights therein are granted to Customer, and all such licenses
and rights are hereby expressly reserved. In furtherance of, and not in limitation of
the foregoing, Everbridge owns all rights, title and interest, including any and all
related Intellectual Property Rights, in and to Everbridge Technology and the
Service and any suggestions, ideas, enhancement requests, feedback,
recommendations or other information provided by Customer or a User, relating to
the Service. Customer acknowiedges and agrees that Everbridge will retain all
right, title and interest to bench marking data, abstracted derivative data,
fransactional, performance data and metadata (but not to Customer Data) related
to use of the Service or the Software and the Service which Everbridge may
aggregate, benchmark and collect in such g way as {o not allow identification of
Custemer or a User (including Software use optimization and product marketing),
provided that such use does not reveal the identity of Customer or Users or
specific Software use characteristics that may be identified to Customer
{collectively, the “Transactional Data"). This Agreement is not a sale and does not
convey to Customer any rights of ownership in or related to the Service,
Everbridge Technclogy or Intellectual Property Rights owned by Everbridge,
provided, however, that as between Everbridge and Customer, all Customer Data
that is not Transactional Data shall be owned exclusively by Customer.

10. CONFIDENTIAL INFORMATION.

10.1 Definition; Protection. As used herein, “Confidential Information”
means all confidential and proprietary information of a party (“Disclosing Party™)
disclosed fo the other party (‘Receiving Party™}, whether orally or in writing, that is
designated as confidential or that reasonably showld be understood to be
confidential given the nature of the information and the circumstances of
disclosure, including the terms and conditions of this Agreement (including pricing
and other terms reflected herein and in all Order Forms hereunder), the Customer
Data, the Service, the Everbridge Technology and Intellectual Property Rights
therein, business and marketing plans, technology and techmical information,
praduct designs, reports and business processes. Confidential Information (except
for Customer Data) shall not include any information that: (i) is or becomes
generally known to the public without breach of any obligation owed to the
Disclosing Party; {ii) was known to the Receiving Party prior to its disclosure by
the Disclosing Party without breach of any obligation owed to the Disclosing Party;
(i) was independently developed by the Receiving Party without breach of any
obligation owed to the Disclosing Party; or {iv) is received from a third party
without breach of any obligation owed to the Disclosing Party. The Receiving
Party shall not disclose or use any Confidential Informatfon of the Disclosing Party
for any purpose outside the scope of this Agreement, except with the Disclosing
Party’'s prior written permission. Each party agrees to protect the confidentiality of
the Confidential Information of the other party in the same manner that it protects
the confidentiality of its own proprietary and confidential information of like kind,
but in no event shall either party exercise less than reasonable care in protecfing
such Confidential information. If the Receiving Party discloses or uses (or
threatens to disclose or use) any Confidential Information of the Disclosing Party
in breach of this Section 10, the Disclosing Party shall have the right, in addition to
any other remedies available to it, to seek injunctive relief to enjoin such acts, it
being specifically acknowledged by the parties that any other available remedies
are inadequate. In furtherance of, and not in fimitation of anything set forth in this
Section 10 or elsewhere in this Agreement, the terms and conditions of this
Agreement shall be Confidential Information of Everbridge.

11. WARRANTIES & DISCLAIMERS.

1.1 Warranties. Customer represents and wamants that it has the
legal power to enter into this Agreement and shall perform the responsibilities
required by it pursuant to Section 3.2. By purchasing the Service, Customer
authorizes Everbridge to collect, sfore and process Customer Data subject to the
terms of this Agreement. Customer shall ensure that, during use of the Service,
Customer shall have a privacy policy that clearly and conspicuously notifies the
Members of the way in which Customer Data shall be used. Customer represents
and warranis that the collection, sterage and processing of such Customer Data,
and the use of the Service, as provided in this Agreement, will at all times comply
with (i) its own policies regarding privacy and protection of user information; and
{ii} all Applicable Laws, including those related to processing, storage, use, reuse,
disclosure, security, protection and handling of Customer Data.

11.2 Disclaimer. Except as expressly provided herein, Everbridge
makes no warranty of any kind, whether express, implied, statutory, or otherwise.
Everbridge hereby specifically disclaims all implied warranties, including any
warranty of merchantability or fitness for a particular purpose, to the maximum
extent permitted by Applicable Law.

12. PROFESSIONAL SERVICES. Everbridge may provide professional
services to Customer from time to time. Such professional services shall, unless
otherwise expressly therein set forth, be provided in accordance with, and subject
o, the provisions hereof and any additional terms related thereto which are set
forth in a Statement of Work (“SOW").
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13. INDEMNIFICATION.

13.1 By Customer. Customer shall defend, indemnify and hold
Everbridge harmiess against any loss or damage (including reasonable attorneys’
fees) incumred in connection with any claims, suits or proceedings (“Claims™)

- *+ising as a result of a breach of this Agreement.

132 By Everbridge. Everbridge shall defend, indemnify and hold
Customer harmless from and against any Claim against Customer, but only to the
extent it is based on a Claim that the Service directly infringes an issued patent or
ather intellectual property right of a country in which the Service is actually
provided to Customer. If the Service is held to infringe and the use enjoined,
Everbridge shall have the option, at its own expense, to procure for Customer the
right to continue using the Service; or replace same with a noninfringing service;
or modify such Service so that it becomes non-infringing. Everbridge shall have no
liability for any infringement of patents, copyrights, or other infellectual property
rights resulting from Customer content, use of the Service other than as specified
in relevant Everbridge documentation, or use of the Service with products or
services not supplied by Everbridge. Everbridge’s indemnification obligations
hereunder shall not apply to the extent that any warranty claim or demand for
indemnification arises as a result of or is caused by (i) any unauthorized use,
reproduction, or distribution of the Service or Software; (i) any use of the Service
or Software in combination with other products, equipment, sofiware, or data not
supplied by Everbridge; (iii) any use, reproduction, or distribution of any release of
the Service or Software other than the most current release made avaifable to
Customer, or {iv) any madification of the Service or Software by any person other
than Everbridge.

14.  LIMITATION OF LIABILITY. In no event shall either Party have any liability
to the other Party for any loss of use, interruption of business, or any lost profits,
loss of use, costs of procurement of subsfitute goods or services, or for any
indirect, special, incidental, punitive, or consequential damages however caused
and, whether in contract, tort or under any other theory of liability, whether or not
the party has been advised of the possibility of such damage. Notwithstanding
anything in this Agreement to the contrary, in no event shall Everbridge's
aggregate liability, however arising out of or related to this Agreement, whether in
contract, tort or under any other theory of liability, exceed amounts actually paid
by Customer to Everbridge hereunder during the 12 month peried prior to the
event giving rise to any liability of Everbridge as contemplated by this Agreement.

15. MISCELLANEQUS.

151 Non-Solicitation and Non-Interference. As additional protection
- Everbridge’s proprietary information, for so long as this Agreement remains in
ect, and for one year thereafter, Customer agrees that it shall not, directly or
indirectly, solicit, hire or aftempt to solicit any employees of Everbridge. In the
event that Customer hires any such employee (whether as an employee or
consultant or otherwise engages the services of such employee), Customer shall
pay fo Everbridge an amount equal to 100% of the total first-year compensation
which Customer pays such individual as a fee, salary, or other compensation.

15.2  Waiver; Severability. The failure of either Party herelo to enforce
at any time any of the provisions or terms of this Agreement, or any rights in
respect thereof, or the exercise of or failure fo exercise by either Party any rights
or any of its elections herein provided, shall in no way be considered to be a
waiver of such provisions, terms, rights or elections or in any way to affect the
validity of this Agreement. If any of the provisions of this Agreement, or portion
thereof, are held invalid or unenforceable, such invalidity or unenforceability shall
not affect the remainder of this Agreement. In such event, the Pariies shall
negotiate, in good faith, a substitute, enforceable provision which most neariy
affects their original intent in entering into this Agreement, failing which the Parties
agree that the governmental body, arbitrator, or mediator making such
determination shail have the power to modify the provision in a manner consistent
with its objectives such that it is enforceable, and/or to delete specific words or
phrases, and in its reduced form, such provision shall then be enforceable and
shall be enforced.

153  Assignment. Neither this Agreement nor any rights granted
hereunder may be sold, leased, assigned (including an assignment by operation
of law), or otherwise transferred, in whole or in part, by Customer, and any such
attempted assignment shall be void and of no effect without the advance written
consent of Everbridge, such consent not te be unreasonably withheld.

154 Governing Law; Attorney’'s Fees. This Agreement shall be
governed exclusively by the internal laws of the State of California, without regard
to its conflicts of laws rules. The state and federal courts located in Los Angeles
County, California shall have exclusive jurisdiction to adjudicate any dispute
arising out of or relating to this Agreement. Each Party hereby consenis to the
exclusive jurisdiction of such courts. Each Party also hereby waives any right to
jury trial in connection with any action or litigation in any way arising out of or

‘ated to this Agreement. If either Parly employs attorneys to enforce any rights
sing out of or relating to this Agreement, the prevailing Party shall be entitled to
recover reasonable attomeys’ fees and costs.

15.5 Notices. All notices, consents and approvals under this Agreement
must be delivered in writing (i) by courier, or (i) by cerlified or registered mail,
{postage prepaid and retumn receipt requesfed), to the other Parly at the address

EBSAQ90710

set forth below, and will be effective upon receipt or three business days after
being deposited in the mail as required above, whichever occurs sooner. Either
Party may change its address by giving nofice of the new address to the other
Party. Notwithstanding the foregoing, any reports or other deliverables herein set
forth or in & Transaction Document may, to the extent practicable, be delivered by
Everbridge to Customer by electronic transmission (email) or by facsimile, in
addition to the any other means herein provided for. Annual invoices shall be sent
to the following Customer's contact and address:

[CUSTOMER ACCOUNT PAYABLE DEPT]

[ATTENTION]
[CUSTOMER MAILING OR EMAIL ADDRESS]

156 No Third-Party Beneficlaries.
beneficiaries to this Agreement.

15.7 Entire Agreement. This Agreement, the Exhibits, agreements and
documents referenced herein and therein, and the AUP, (the “Transaction
Documents™ constitutes the entire agreement beiween the Parties and
supersedes any and all other agreements and understandings between
Everbridge and Customer, whether oral or written, with respect to the subject
matter hereof. This Agreement and, except as otherwise herein provided for, the
Transaction Documents, shall not be modified or amended in any manner except
by a writing signed by authorized representatives of both Parties. Nothing
contained in a Transaction Document shall, except as otherwise herein provided
for, modify any of the express terms or conditions set forth in this Agreement, and
if any provision in a Transaction Document conflicts with a provision of this
Agreement, such conflict shall be resolved in favor of this Agreement, unless the
provision of such Transaction Document expressly provides otherwise.

15.8 Marketing. Customer agrees to be referenced as an Everbridge
customer in a press release within thity (30) days of the Effective Date.
Expenses related to the creation and distribution of this press release will be
bome by Everbridge.

159  Survival. Seclions 1, 3, 4, 5, 6, and Sections 8 through 15 shall
survive the expiration or earlier termination of this Agreement.

15.10 Counterparts. This Agreement and any Transaction Document
may be execufed in one or more counterparts, all of which together shall
constitute one eriginal document. In lieu of the original, a facsimile fransmission
or copy of the original shal be as effective and enforceable as the original.

There are no third-party

15.11 Export Compliant. Neither party shall export, directly or indirectly,
any technicat data acquired from the other pursuant to this Agreement or any
product utilizing any such data to any country for which the U.S. Government or
any agency thereof at the time of export requires an export license or other
governmental approval without first obtaining such license or approval.

IN WITNESS WHEREOQF, the Parties have caused this Agreement to be duly
executed as of the date set forth above.

EVERBRIDGE, INC.

By:
Print Name:
Title:
Date:

Address:
505 N. Brand Blvd., Suite 700
Glendale, CA 91203

[NAME OF CUSTOMER}

By:
Print Name:
Title:
Date:

Address:
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APPENDIX - EVERBRIDGE SYSTEM OVERVIEW

The Everbridge Approach

The Everbridge emetgency notification system is designed to help companies respond more
quickly to emetgency situations to keep employees and others safe and secure while minimizing
impact to the bottom line. The system is also applicable to many routine operational uses,
enabling organizations to achieve cost savings on a broader scale.

The Everbridge emetgency notification system is easy to use and implement requiring no
hardwate ot softwate to install or maintain. Everbridge manages the system, continually

upgrading all computer hardware, software, and communications lines. The Everbridge system
can be scaled readily to match Center for Threat Preparedness’s needs and implemented in a
timely fashion, accotding to Center for Threat Preparedness’s business requirements and
schedule.

3 - ¥
\ “Yes, | am available.”
'%.‘\

“No, |am not available.”
1. Client accesses 2. System cycles through all 3. Recipients confirm 4. Real-time
Everbridge system via possible communication paths | message delivery or send dashboard enables
Web, phone, or internal to deliver message. responses back to the sender. | quick, informed
system. decision-making.

Center for Threat Preparedness can access the Everbridge emergency notification system online
using any Internet-capable computer or via telephone to connect to Everbridge’s automated
attendant (Interactive Voice Response) or a live Everbridge operator. The Everbridge system
can send emergency and standard notifications to multiple devices and technologies at one time:

¢ Phones (land line, mobile, and satellite) e Native SMS (text messaging)
o E-mail e Instant Messenger

e PDAs o Pager (one-way and two-way)
o BlackBerry® and similar devices e Fax

The Evetbridge emergency notification system is designed to be extremely easy to use, even for
non-technical users. In usability tests of the system, untrained users who have seen the system
only one time are able to send a message in just over one minute.
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System Features

The Everbridge emetgency notification system is highly flexible and customizable; a set-up
tailored to Center for Threat Preparedness’s needs can be implemented very quickly and with no
impact to your otganization. Customization begins at the administrative level during
implementation when Center for Threat Preparedness defines the system features available to
users at each level.

System usets also have the ability to customize message creation and delivery on-the-fly to
handle unexpected or unplanned communication needs easily and efficiently.

Multiple ways to send notifications

Everbridge Aware provides multiple methods for creating messages:

e Self-service via the Internet
Users may create a message in one of several ways:

Recotd a new message via phone or with a microphone connected to the PC

Type a text message into the system. The text message can be automatically
converted to a voice message ot a voice message can be recorded in addition

= Select a pre-tecorded text and/ot voice message

= Upload a .WAYV file from your computer

e Self-setvice via our optional MobiLaunch feature
Usets can launch and manage messages directly from their cell phone, BlackBerry, i(Phone,
Palm smartphone, or othet Web-enabled wireless devices. (MobilLaunch is described in
the Optional Messaging Features section of this proposal.)

o Self-service via our optional QuickLaunch feature
Users can launch notifications quickly from a single screen with our easy One-Step
Send™ process. QuickLaunch allows you to focus on sending messages without the
distraction of administrative functions. (QuickLaunch is described in the Optional
Messaging Features section of this proposal.)

¢ Self-service via the phone
Usets may dial a toll-free number to access the Everbridge emergency notification
system. An Interactive Voice Response (IVR) system will guide users through the
process of tecording the message for delivery.

¢ Live operator-assisted via the phone
Usets may dial a toll-free number to reach a live Everbridge operator who will then
either record or transcribe the message for delivery.
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Custom greetings

i crosiog o Center for Threat Preparedness may use the default system

T greeting or create a branded greeting to announce all calls.

IR en 0 _ Customized greetings improve the recipient experience and
M b P E

Center for Threat Preparedness’s results by increasing the
likelihood recipients will listen to the message rather than
dismissing it as telemarketing,

Message prioritization

Users may indicate message priority when creating a message.

Emergency broadcasts receive immediate ptiority in queue

and ate programmed for a shorter wait time between cycles to

ensure critical messages get through as quickly as possible.

Message creation

The entire message creation process can be completed 1n

three easy steps. For maximum efficiency, both text messages
and voice messages can be created and delivered via the same
broadcast. Users may leverage pre-recorded messages, record
their own message, ot type a text message and elect to have it

converted to voice if preferred.

Contact lists

- T Users can send notifications to one or mote individuals,
o groups, ot dynamic groups (or any combination thereof) in a

single step. Center for Threat Preparedness may create an
unlimited number of groups and sub-groups one at a time or
automatically as part of the upload process.

Membets can ptioritize the sequence in which they are
contacted on all their communication devices, including
selecting a different sequence for emergency or standard
broadcasts as best fits their contact needs and preferences.
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Express notifications
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Everbridge’s optional premium Express Call feature enables
organizations to send notifications to any contact list in
ninutes, including contacts outside the Everbridge system.
Express Call is ideal for organizations with frequently
changing or temporaty contact lists.

Center for Threat Preparedness may require message
recipients to use a pte-determined personal identification
number (PIN) to access a phone message to prevent
unauthotized access to confidential information. The PIN
requirement also guarantees intended recipients that their
messages will not be intercepted purposefully or
unintentionally by a third party.

Senders may further customize delivery methods during the
nessage cteation process. For example, if a leader from
Center for Threat Preparedness wishes to send a standard
notification to only email addresses and work phones, it 1s as
simple as de-selecting the other paths. Center for Threat
Prepatedness may activate mote than 30 contact paths.

To accommodate specific communication needs, message
senders may set the number of times the systemn actively
reaches out to all contacts and how long confirmations
and/ ot responses will be accepted and recorded.

In addition to sending a message immediately, the user can
also choose to schedule 2 message to go out at a spectfic date
and time or as 2 recurring message to be sent daily, weekly or
monthly.

©2010 Everbridge
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Detailed reporting

When the intended recipient does not acknowledge receipt,
ctitical messages sometimes require escalation, or forwarding,
to a designated sequence of contacts until the message is
received and confirmed. Each contact may have up to three
levels of escalation.

The Everbridge system is &esigned to instantly receive a
confirmation from any two-way device. People receiving
messages on one-way devices (such as fax machines or
numetic pagers) may also confirm by calling 2 telephone
number automatically provided with the message. The
Everbridge system records detailed confirmation results,
displaying non-confirmed statuses, such as: “caller hung up,”
“busy,” and “message delivered,” as well as a date-and-time
stamp for confirmed messages.

The Everbridge emergency notification system synthesizes
broadcast data in real-time to display compiled results in a
clear, easy-to-read interface for quick and informed decision-
making. The screen automatically refreshes every 60 seconds
ot can be manually refreshed while the broadcast 1s active to
provide up-to-the-second information. Users can easily access
detail-level reporting to see who has received and confirmed
messages and who has not.

'The Everbridge emergency notification system supplies
several standard reports that display important information
Center for Threat Preparedness can use to ensure the
organization is getting maximum benefit from the system:
detailed broadcast reports (which also act as an audit trail for
legal compliance requirements), membet, group, and usage
reports.
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Customizable reporting
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The Everbridge emergency notification system also offers ad-
hoc reporting, which enables Center for Threat Preparedness
to cteate customized repotts to fit specific needs. Users can
generate reports that provide answets to questions such as
"How many broadcasts did we send in June?" or that simply
ptesents a well-organized view of the organization's member
ot group information. Custom reports can be saved, printed,
and emailed.

With a single click, users can easily rebroadcast a message
only to those who did not confirm or were unreachable. No
need to repeat the whole message creation process.

Users may invite othets to join a conference call through
the Everbridge system. If the invitation is accepted via
phone, contacts will be automatically connected to the
conference call. If the invitation is received or accepted via
a text path, the telephone number and access code of the
conference call will be provided so that contacts join the
call by phone.

The Evetbridge system’s polling feature enables the active
collection of information from recipients. Contacts hear or
read the message, then select a response from up to nine
different options. Message senders can enable recipients to
respond with additional information such as dates, phone
numbets, time of day, and more. The system compiles
results on-the-fly (e.g. I can repotrt to work immediately:
32%, etc.) for quick analysis of polling results. Results are
also searchable by many criteria, including response, and
can be exported to standard desktop applications. Message
recipients also have the option to be transferred to different
phone numbers defined by the message sender.
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User-defined fields

Custom Caller ID

CErY (Y] ending

SME-MmIMdrus £ WaurChoice@Business.com
i Sender Collez 1D o peasszZ

Quota notifications

» Send Attachment(s) to E-ail and

* Quota Required

F

International support

Users can create customized fields to store and search on
meaningful information specific to their organization, such
as divisions or building locations.

Usets tmay set the system to use a number of their choice to
show in the recipient's caller ID for voice notifications,
increasing the likelihood recipients will answer the call.

Quota notifications require broadcasts to terminate after a
set number of positive confirmations. This feature is ideal
in many situations, such as recruiting a specific number of
volunteers for a project, filling a training session, ot staffing
last-minute open shift positions. Once enough people
trespond to teet the need, the broadcast will end.

To save time in an emetgency situation, the Everbridge
system enables users to plan for a variety of “what-1f”
situations—such as a product recall or hurricane
instructions—Dby creating and storing a set of pre-recorded
messages and recipients. Users can send different
notifications to management, employees, customers,
suppliets, and so forth in two clicks in response to a single
event. Sending 2 scenario with a pre-recorded message
takes less than 30 seconds.

Record messages in any language or convert text messages
in English (US and UK), Spanish (Latin America and
Europe), or French into speech. Robust international
calling and SMS capabilities enable customers to
communicate seamlessly with contacts across the globe.
{(Note: The text-to-speech converter does not translate text
from one language into another.)
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Organizational hierarchies

Premium Call-In provides orgamizations with an additional
in-bound communication path. Premium Call-In enables
customers to provide their audiences with a single number
to retrieve simple or complex, multi-part messages.
Everbridge system members can call a toll-free number to
retrieve messages specific to them. Message senders can
post messages ditected to specific groups to a secure call-in
number with the option of sending an outbound
notification simultaneously with no extra work. Message
recipients can confitm receipt of a message, even if the
message was delivered via a voicemail or if they could not
be reached via their usual delivery paths.

Center for Threat Preparedness may post a recorded
message that any or all of your audiences may access by
calling a toll-free number.

Organizational hierarchies enable large organizations to
grant sepatate locations, departments, or districts the
powet to manage their own data and execute emergency
plans independently or in conjunction with the rest of the
otganization. Organizations can manage information on
many different levels while empowering the umbrella
organization to send messages to all system members.
Organizations can map the Everbridge emergency
notification system to work in lock-step with the way it 1s
structured instead of trying to shoehormn complicated,
internal processes into a rigid emergency notification
system. Locations, depattments, districts, and other
otganization-defined divisions have autonomy in using the
systetn, including the ability to manage their own member
lists and host their own unique caller 1Ds, personalized
greeting messages, and unique pre-recorded message
libraries.
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Custom conference bridge

With the custom conference bridge feature, clients may
integrate their conference service into Everbridge Aware’s
conference notification. This feature is designed for
companies that have standard conference bridges for
specific events/departments ot have sophisticated

conference features, such as call recording,

The custom conference bridge feature allows you to create
a library of custom conference bridge telephone numbers
and access codes. You can also set 2 default custom

conference bridge for your organization. This feature also
allows users to select which custom conference telephone
number and access code to use when sending a conference
call notification.

Custom branding

Configurable options—such as logos, color schemes, and
graphics—give Everbridge customers a robust emergency
notification system with their own look-and-feel,

facilitating rapid adoption of the application and seamless

integration with internal processes while providing an
enhanced end-user expetience. Custom branding is perfect
for organizations with many branches or locations.

Center for Threat Preparedness may target messages to
residents and businesses in a specific geographic area.
Users select a geographic region for the broadcast by using

‘| Start Cross Street:

13 st 2o coder a polygon to select a neighborhood or other location or by
{ End Cross Street: . . X .
| Enc 2o code: designating a zip code, street address, or radius from a

Radus:
3 Radius Unis

specific point. Everbridge Aware + GIS displays the
number of contacts in the selected region. With the ability
to add custom layers, Center for Threat Preparedness can
easily view organization-specific data, such as the location
of utility poles and fire hydrants, to target communications
more precisely and effectively.

Everbridge Aware Tools
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For organizations that already maintain contact and/or message data in an enterprise systemn,
Everbridge offers several process-enhancing tools designed to enable customer to maintain their
data mn the source system of their choice while still taking advantage of the power and
sophistication of the Everbridge emergency notification system. These tools are designed to
work with the entire suite of Everbridge Aware offerings:

Communication

Broadcast API—Initiate broadcasts directly from your own system. Everbridge’s Broadcast
API enables subscribers to maintain contact data and initiate broadcasts ditectly from their own
applications.
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Data Management

Experience has shown us that many customers are somewhat nervous about their ability to
manage contact data. We undetstand it can seem like an intimidating task. However, with
Everbridge Aware, you are in control of how you want to manage your data. And we are right
beside you to help make it happen.

Keeping contact data accurate and up-to-date are critical components of any effective incident
notification strategy. Our data management assistance program is ideal for all levels of client
needs, whether you have limited access to IT resources or a full I'T team at your fingertips. While
Everbridge solutions provide usez-friendly data integration modules and flexible repotting
templates out-of-the-box, clients of all sizes benefit from data management automation
strategies. Everbridge Professional Services can help you set up a burden-free data management
program that ensures you always have accurate contact information when you need it most.

Everbridge Contact Data Management Solutions

Contact
1-2-3

P 1Y s ag BT B IR Wiptf {1

thresttirst) rhe

Manuat Processes

Building Your Strategy

Before we recommend a data management strategy, Everbridge works closely with you to

understand your immediate and ongoing data management needs. We address five key areas:
¢ People—How many people will you be contacting with the Everbridge system?

¢ Data source(s)—Is contact data stored in internal systems (such as HR and ERP
systems)? Or are you relying on people to give you their contact information?

¢ Update frequency—How often will you add, delete, or update member contact data?

¢ Level of automatiom—How involved ot hands-off do you want to be with managing
your contact data on an ongoing basis?
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¢ Resources/skill set—How available ate your I'T resources? What is their skill set?

From Hands-On to Completely Automated

Everbridge puts you in control of your data management by providing multiple methods for
getting contact data into the system. All options can be used in parallel and can be used
interchangeably to support multiple data sources.

Level 1: Confact 1-2-3

Use one-at-a-time entry for small, period changes. Single entry consists of logging into the
Everbridge console and manually adding, deleting, and editing individual records and groups.

Typical use: An employee moves to a new location and needs to npdate a landline phone number. The HR
manager logs tnto Everbridge to update the contact data.

Level 2: Contact Upload

This method allows you to make numerous contact record changes quickly by uploading a
simple spreadsheet into Everbridge Aware. Uploads use Comnina Separated Value (CSV) files
because they are a universal standard usable with nearly every computer operating system,
database, and spreadsheet application. This allows for easy data portability without requiting the
use of specialized tools. Most HR systems ate capable of extracting data in the proper format
with little effort required.

Typical use: An organization hires 10 new employees. The HR manager logs into the Everbridge system and
uploads a spreadsheet containing the list of names and contact information. Contact data is immediately avatlable.

Level 3: Contact Migration Wizard

Everbridge Contact Migration Wizard allows you to automate data uploads and synchronize
with existing data sources. You can add, modify, and delete contact data on an houtly, daily,
weekly, bt-weekly, or monthly basis without human intetvention. Contact Migration Wizard
allows you to schedule data uploads to occur automatically on a recurring basis or manually
launch updates on the fly.

Typical use: An organization that needs to communicate with a constantly changing employee base sets is HR
database lo export a CSV file every night to a network server. Everbridge Contact Migration Wigard retrieves
the file and antomatically uploads the data into the Fverbridge system.

Level 4: Contact Opt-in Portal

The Contact Opt-In Portal gives people the ability to self-subscribe to alerts from within your
secure portal. This solution is particulatly valuable for organizations that do not maintain ot have
access to a database of contact information for all audiences and struggle with sign-ups. We
provide a pottal your IT team con configure to wotk as needed with your internal systems.
When additional configuration suppott is required, Everbridge Professional Services team is
available to help you implement the solution.

©2010 Everbridge Mergeng Technology with Industry Experiise Page 59



f&
R Center for Threat Preparedness
eve t’brldge Emergency Notification Services

Typical use: A university must make it easy for students to opt in to its emergency alerts program. Using
Everbridge Contact Opt-In Portal, students are able to sign up directly through the school’s student system.

Level 5: Contact Integration

Evetbtidge Contact Integration enables you to synchronize contact information stored in
internal systems of record with the Evetbtidge system so you always have the most current,
accutate contact information. Using Everbridge’s industry-standard Web Services API, your I'T
team performs the integration with guidance from our Professional Services team.

Typical use: An organization with a readily available IT team well versed in Web Services intsgrates its
internal HR system with the Everbridge system. When the HR feam updates employee records, the contact
information is antomatically added, deleted, or wpdated in the Fverbridge system.

Level 6: Contact Real-Time

"Through tight integration with your internal employee directory, ERP platform, or HR system,
Everbtidge Contact Real-Time (RT) continuously synchronizes your contact information with
the Everbridge system without user intervention. You always have the most current, accurate
contact information when you need to get 2 message out. Our Professional Setvices team works
with you to design and implement the solution according to your existing applications aad I'T
processes, including providing middleware built to work with all relational databases and Active
Directory/LDAP with additional data connectors possible.

Typical use: A company that collects employee contact information through its intranet integrates its system
with the Lverbridge system, adding several fields to collect additional contact information. When employees add or
spdate their contact information, the data is antomatically uploaded into the Everbridge system at the time of
entry. This provides up-to-the-minute synchronization.

Reporting

Reporting API—View reports in existing internal systems. Everbridge’s Reporting APT is an
option available to subscribers using the Broadcast APL It enables broadcast reports to be
teturned and viewed through a subsctibet's native application.
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Integration

Everbridge Aware integrates with industry-leading HRMS and ERP systems, directory services,
and business continuity planning systems.

HRMS and ERP systems, such as: Business continuity planning systems,

Lawson such as:

Oracle/PeopleSoft/ Siebel eBRP’%s ToolKit suite

SAP TAMP’s Disaster Recovery System
Strohl’s LDRPS

Directory services, such as: Strategic BCP’s ResilienceONE

Active Directory

Open Directory

Otacle Internet Directory
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Infrastructure and Security

Highlights of Everbridge’s infrastructure
include:

SLOSE U‘P, PIRSACES Y

® True active-active configuration

* FEnd-to-end Oracle infrastructure

» Geo-dispersed, top-tier catrier-
class facilities and network

® 24 x 7 x 365 availability

¢ No single points of failure

Failover = Disaster Recovery
Active-Active = Always Available

The Everbridge application and all its
components are stored in highly secure, ‘ :
globally-dispersed data centets in the U.S. DaACENTER
and Canada accessible only to approved g ' :
Everbridge employees. Everbridge provides the Evetbndge emergency nouﬁcatlon system via
Everbridge’s proprietary ACT-SaaS setvice, a Softwate-as-a-Service (SaaS) delivery model with
multiple data centers in an active-active configuration—the o#/y emetgency notification providet
to offer this level of secutity, performance, and availability. With active-active data centers, data
is continuously replicated between data center locations. If service is disrupted at a data center
location, all traffic is dynamically rerouted to a different site so that Everbridge's systems

remain continuously available with none of the time delays associated with notification solutions
that fail over. Everbridge’s ACT-SaaS emergency notification system gives customers dedicated
availability plus access to additional comtnunication resoutces actoss multiple data centers,
ensuring the highest level of message throughput—several times faster than on-premise or ASP
solutions, which are limited by port capacity or server access in a single data center. Everbridge
maintains all aspects of the system infrastructure, avoiding problems caused by notification
solutions that depend on third-party technology to deliver messages.
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Security at every level

Everbridge implemented rigorous security measutes at all levels—encompassing people,
processes, and technology—to protect all facets of Center for Threat Preparedness’s
information.

Physical security at all hosting
facilities:

24/7 security staff

Photo ID required for entry
into the data centers

Card key and biometrics
scans required for collocation
space

physical, application,
Computerized Access ] ' & data security

Control System A :

Video surveillance at all
entrances and on every aisle

Locked racks and cabinets

Network security based on the principle of “hide everything, control all access™:

Firewalls are locked down to allow access only via https and smtp (for mail) and DNS
(out name servers).

Administrative access is authenticated by the VPN setver and is encrypted.

No direct access from the public is allowed to any Everbridge application or database
servers.

Servers are locked down. No extraneous services are allowed to run on them.

Transmission security:

SSL (Secure Sockets Layer) protocol is used to transmit via the Internet.
Everbridge’s 128 bit SSL cettificate was obtained from VeriSign.

Application security:

Application access is roles-based. Organizational leaders are granted access to all of their
organization’s data, group leaders are granted access to information pettaining only to
the groups for which they are leaders, and membets can access only their own personal
information.

Access is controlled through member 1D and passwotds. Each member ID is assigned a
role and access is granted as described above.
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Database security:

® Passwords are encrypted using DES3.
¢ Al other customer data is segregated using logical partitions.

Scalability:

Everbridge partners with Oracle because it is the only information management solution proven
to scale to meet all business requirements on @/ hardware platforms. Oracle on Linux
outperforms Microsoft SQL, delivering high performance to companies such as Amazon.com
and eBay that rely on zero data loss and downtime for a large customer base. The Everbridge
emergency notification system architecture was also designed to scale up without limitation.
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