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SECLURITY

May 11, 2010

Shelly Murray, Buyer

State of West Virginia
Department of Education, Bldg. 6
1900 Kanawha Blvd, East
Charleston, WV 25305-0330

Dear Ms. Murray,

Thank you for the opportunity to respond to your Internet Filtering and Reporting solution, RFP#
(EDD327801), dated April s 3010. Enclosed is our proposal which meets the requirements outlined in
your RFP.

M86 Security is a privately held leading independent provider of web and email security solutions, We
have over 20,000 customers representing more than seven millions of users worldwide.

In particular, M86 Security is focused on meeting the unique needs of the K-12 market. We have
accomplished this with purpose-built appliances with unmatched scalability and reliability. Nearly 250
of the school districts within the United States utilize the M86 Security internet filtering solution. This
includes contracts that we have in place with 16 State DOE offices. We are the leading vendor of web
security solutions in the United States for the K-12 sector

The company’s award-winning appliance suite requires no additional software to install, resulting in the
lowest total cost of ownership on the market. M86 Security is recognized for its real-time analysis,
reporting capabilities and unmatched forensics that reduce security, legal and compliance risk. The
company’s solutions are customizable to meet individual customer requirements, yet are powerful
enough to meet the performance demands of the largest corporations in the world.

We look forward to the opportunity to work with your organization. Please feel free to contact me with
any questions you may have

M\w

Doug Haddad

Senior Account Executive

M86 Security

828 W. Taft Avenue, Orange, CA 92865
T: 508.637.1374

F: 714.282.6116
Doug.haddad@ma86security.com

www.m86security.com

Corporate Headquariers international Headguariers

828 West Taft Avenue Renaissance 2200, Basing View

Orange, California 92865 USA Basingsioke, Hampshire, RG21 4EQ UK .

T: 714.282.6111 « F: 714.282.6117 T: +44 1256 848080 « F: +44 1256 848060 www.mSSsecurity.com




REQ No, EDD327891

STATZ OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

West Virginia Code §5A-3-10a states; No contract or renewal of any contract may be awardad by the state or any of iis
political subdivisions to any vendor or prospaciive vendor when the vendor or prospective vendor or 2 related party io the
vandor or prospective vendor is a debtor and the debt owed is an amount greater ihan one thousand dollars in the
aggregate,

DEFINITIONS:

“Debl” means any assessment, premium, penaity, fing, tax or other amount of money owed to the state or any of its
ooiitical subdivisions because of a judgment, fine, permit violation, license assessment, defaulted workers' compansation
premium, penalty or other assessment presently delinquent or due and required to be paid to the state or any of its
potiticat subdivisions, including any interest or additional penalties accrued thereon.

“Debtor" means any individua!, corporation, parinership, association, limited liability company or any other form or
business association owing a debt to the state or any of its pofifical subdivisions. “Potitical subdivision” means any county
commission; municipality; county board of education; any instrumentality established by a county or municipality; any
separate corporation or instrumeniality established by one or more countiss or runicipalities, as permilted by law; or any
public body charged by law with the performance of a governmant function or whose jurisdiction is coextensive with one
or more counfies or municipalities. "Related party” means a party, whether an individual, corporation, parinership,
association, limiled lability company or any other form or business association or other entfity whatsoever, relaied to any
vendor by biood, marriage, ownarship or contract through which the party has a relationship of ownership or other inferest
with the vendor so that the party will actually or by effect receive or conirol a portion of the benefit, profit or other
consideration from performance of a vendor confract with the party receiving an amount that meets or exceed five percent
of the total contract amount.

EXCEPTION: The prohibition of this section does not apply where a vendor has contested any fax administered pursuant
o chapter eleven of this code, workers' compensation premium, permit fee or environmeniai fee or assessment and the
matter has not become final or where the vendor has entered into a payment plan or agreement and the vendor is nof in
default of any of the provisions of such plan or agreement.

Under penalty of law for false swearing {West Virginfa Code §61-5-3), it is hereby cerlifled that the vendor affirms and
acknowledges the information in this affidavit and is in compliance with the requirements as stated.

WITNESS THE FOLLOWING SIGN E

Vendor's Name: M86 % e /
/ Date: \51/ / DT / / —a

Authorized Signature:

-

State of L

County of Q't M ﬁ , to-wit:
% .]%M

Taken, subscribed, and sworn {o before me this/é an of

My Commission expires m@ﬁa 6/ ‘ ,204

AFFIX SEAL HERE NOTARY PUBLIC %ﬁ =/ )Z%M

. 2049
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Purchasing Affidavit {Ravised 124 5/08)
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West Virginia Department of Education
REQUEST FOR QUOTATION
EDD327891

Introduction

The West Virginia Department of Education (WVDE) is soliciting quotations for an Internet
filtering and reporting solution that consists of software, licensing, software
upgrades/updates, database updates and technical support. The vendor has the option to
include servers or appliances and associated costs in the guotation if the vendor's software
will not meet the requirements of this RFQ when installed on WVDE ovwned servers which
are described in Section I-Current Environment.

Throughout this Request for Quotation (RFQ) the term “iiltering solution™ is used to
refer to all vendor provided software and hardware used to perform Internet filtering
and reporting functions, including but not limited to application soffware, operating
system and database software.

The terms “server” and “servers” are used to refer to the hardware or appliances on
which any component of the filtering solution is installed.

Every statement of this RFQ that includes the word “must” or “shall” is a mandatory
requirement. A vendor should not submit a bid i the filtering solution cannot meet
every mandatory reguirement. :

The products and services that are bid must be capable of providing a level of service
appropriate for Internet Service Provider (ISP) facilities with 3 gigabits of Internet
bandwidth. School based or district based filtering solutions are not an acceptable response to

this RFQ.

The WVDE currently has two independent Internet connections for the K-12 public schools.
Internet filtering solutions must be installed at both Points of Presence (POP). Because of
the diverse needs of schools, the WVDE must have selective filtering levels and capabilities
for delegated administration of tailored filtering policies or profiles for different subnets.
Updates to the filtering solution must be provided at least once each day to ensure that the
filtering database is up-to-date using multiple methods and resources for the review of
content on Imternet sites. The Internet filtering must meet the requirements of the E-rate
program (refer to http://www.sl.universalservice.org/) and the West Virginia Board of
Education Policy 2460 that is available online at http://wvde.state wv.us/policies/p2460.htm}.
Information relevant to the Children’s Internet Protection Act (CIPA) and the Federal
requirement to implement Internet filtering is detailed at the URL
http:/fwww.fee.gov/egb/consumerfacts/cipa.himl.

The Children’s’ Online Privacy Protection Act (COPPA) must not be violated by any
requirements of the filtering solution to collect personal information about students, Refer to
hitp/fwww. fic. oov/copps/ for mformation about COPPA.

%)




astworks, an option mast be available to provide continued flt :1:1g of
caching appliances are currently in use; however the Internet filtering so
the option for the WVDE to install caching appliances.

Sectfion II - Technieal Requirements

zeneral

The vendor bid must provide zn Internet fltering solution capable of filtering 140,000 total
computers in a ne etwork consisting of twa POPs. The solution must be configured to support
70.000 client computers using 3 gigabits/sec of bandwidth at each POP.

The vendor must provide evidence of at least one current, successful installation of the
Internet filtering sohrtion in a network configuration servicing 70,000 computers with 3
gigabits/second of Internet bandwidth.

bl

The filtering solution must be a2 POP based installation; a filtering solution which invelves
the instailation of filtering software or hardware schoo!l districts or individual schools is not
acceptable.

The vendor must provide Internet filtering and reporting application software and all
necessary Supportmcr software including, but not limited to, operating system and database

software.

The Internet filtering solution must meet the requirements of this RFQ using
servers/appliances provided by the vendor or when installed on the WVDE owned equment
identified in Section I — Current Environment.

The WVDE will provide server hardware, equipment racks, networking components and
cabling as specified in Section I - Current Environment.

The filtering solution must support gigabit speed, copper based, Ethernet network interfaces.
The filtering solution must not exceed a total of 12 servers or appliances at each POP.

The total of all hardware components of the filtering solution for gach POP must be rack
mountable and not occupy more than 24 units of rack space (about 487) at each POP site. -
The equipment must operate on 110-120 Volts AC power.

In the event the winning bid does not meet the requirements of this RFQ when installed on
vendor provided server/appliances or on the existing equipment identified in Section I-
Current Environment, the vendor must provide additional servers and any other associated
installation, shipping, labor and configuration expenses at no cost to the WVDE or the
contract will be immediately terminated.

There must be no requirement for any configuration changes of any networking equipment
‘or computers that are connected to the private WV K-12 network at the school districts or

individual schools




-Pornography

-Obscenity

-Gambling

-Criminal Activities (sites that condone or provide instructions for criminal activity)

~

-Tllegal Drugs (sites that condone or provide instructions for illegal drug use, manufacturing
and distribution) '

-Anonymous Proxies (anonymizers 10 bypass filtering or hide the true source of Internet
activity)

-Compter crimes, cracking and hacking (sites that condone or provide instructions for these
activities)

-Malicious code (sites that contain, distribute, or execute malicious code such as malware,
viruses, root kits, bots, etc or retrieve information from computers that are infected with

malicious code)
-Instant messaging sites
-Peer to Peer (P2P sites)

-Phishing (fraudulent sites that imitate authentic sites, often to lure people into submitiing
personal or financial information.)

-Hate, racism, discrimination (sites that condone or encourage violence against or
suppression of any minorities or grouping based on race, religion, sexual orlentation,
ethnicity or any other social grouping characteristic)

The filtering solution must have the capability to allow or deny access o any individual web
site, URL, or IP address whether or not it is included in any vendor provided category.

The filtering solution must have the capability to permit the WVDE fo create unlimited
additional custom categories.

The filtering solution must have the capability to permit the use of “regular expressions”
(includes wild-card characters and other variables to specify complex text strings) when
creating custom allow or deny lists of URL web addresses or search terms.

The filtering solution must have the capability to block traffic related to peer-to-peer file
sharing protocols.

Lu 8




The filtering sclution must have a sync‘rtjonizm'iow ca p bility, Synchronization means that
when the WVDE makes a filtering configuration chan smcr the web managemant tool,
that change will be distributed to all of the fltering serv ~sers at both POPs. That change
distribution must take effect automatically within 5 minutes after the act of sav _ﬂU of the
configuration change, or be accomplished mamually with no more than 5 mouse clicks aiter

the configuration change is saved.

Internet Ulse Reporting

The filtering solution must provide a web-based reporting application and a minimum of one
terabyte of log file storage at each POP.

The filtering solution must provide a method for the WVDE to download log files in a
generic text format for analysis and archival storage.

Complete details of web browsing activity must be stored in log files and’ muast include, at a
minimum, the complete URL, date and time and IP address of the client computer.

Al end user functions of the reporting application must be accessible via a web interface.

The reporting solution must provide the capability to create reports based on specitic [P
address, web site address, date and time of day.

The reporting capabilities must include the ability to schedule aggregate reports of web site
accesses by categories, ranges of TP addresses and time periods.

The reporting capabilities must include the ability fo create “on demand” custom reports on
selected client IP addresses, specific URLs and time periods.

Section 11l - Contract Terms

The contract that results from this RFQ will remain in effect for one (1) year from the date of
award, with an option to renew for two (2) additional one (1) year periods.

The costs for software and the anmmal licensing for Internet filtering can be invoiced upon
delivery and acceptance by the WVDE, The technical suppert costs are payable in arrears
and shall be invoiced not more often than on a monthly basis.

Any terms and conditions must be submitted with the bid. After award, no changes will be
allowed which modify and terms and conditions. Award will not be made until all terms and
conditions are agreed to by the Stafe.

The vendor is solely responsible for all work performed under the contract and for all
services offered and products to be delivered under the terms of this coniract.

If the successful vendor is not the direct source, the vendor must provide documentation of
being an authorized reseller to provide the equipment, filtering updates, maintenance and
technical support.




Project Name # of computers flltered | Iniernst bandwidth

Tf the vendor fzils to identify any costs that are required to meet the terms, requirements and
conditions of this Quotation, it shail be the responsibility of the successiul vendor to pay
those costs and such costs will not be passed on to the WVDE or the State of West Virginia.

Pricing must be siated on the basis of one-year contracts.
The actial number of licenses purchased may vary from year to year. The quantities of
computers listed on the Cost Workshests are estimates only. The actual quantity to be

purchased will be specified in a purchase order.

Filtering licensing prices must be quoted based on the number of computers filtered annually
5o that the WVDE can determine the basis of the pricing submitted in the quote.

Software updates/upgrades and technical support must be priced on an annual basis and this
item 1s reflected as such on the cost page.

The vendor is responsible for any costs due to product end of life that will require
replacement or upgrading of the vendor provided software or hardware during the term of the

contract.

Section VI — Cost Evaluation

All quotes. shall be all inclusive. No separate reimbursements will be made for travel or any
other expense. '

The State intends to award the bid to the vendor with the lowest grand total costs to provide a
complete Internet filtering solution, including software, filtering updates, licensing, technical
support and maintenance according to the specifications. As previously explained, the vendor
may also include servers in the bid if the filtering solution cannot meet the requirements of
this RFQ when installed on the WVDE equipment identified in Section I - Current
Environment.

The WVDE reserves the right to purchase in part or in whole any products and services
offered by the vendor in the response to this RFQ. The actual number of licenses purchased
cach year will be based on a count of computers, provided by the WVDE, on the date of the
annual contract renewals.

[EN




Cost Worksheet

Hem Vendor Deseription | Quantity Unit Total
Cost Cest

Annual software cost
for Filtering Servers.*

Annual software cost
Tor Reporting Servers,*

Annuel License for 130,000
filtering of client
computers on K-12
network.

Annual License for ' 10,000
mobile computers.
(see note 1 balow.)

Technical support and I'year
upgradesfapdates for
filtering solufion

One Day onsite 1 day
training, 6 hours.
Charleston WV

{see note 2 below)

Onsite installation, 4 days
Charleston and
Morgantown, WV

{see note 2 below)

Filtering Servers
(if required)*

Reporting Servers
(if required}*

Other Hardware
(if required)*

Hourly rate for customn 20 hours
systemn modifications

Total Costs

Note 1: A mobile computer requires special client software that will force the computer to be
filtered even when it 1s disconnected from the K-12 network and connected to any other
network which provides Intemnet access. If there is no price difference for mobile computers,
enter the same unit cost as for computers on the K-12 network.

Mote 2: Costs for training and installation, configuration and testing must mclusive of all
incidental costs. Travel expenses, training materials and other reimbursable expenses will not
be paid separately. The distance between Charleston and Morgantown WV is approximately
180 miles.




Item Pricing:

This worksheet 1s for vendors to 1den itemns, les_'iflLluS and prov nue prices. The vendor

should indicate “No Cost™ or “N/ ﬁ‘x e zppropriate cells or blanks of the cost worksheet for
which there are no SGPEI&L@ or applicable cosis. Any cost area that is left blank will be
assumed 1o be “No Cost.” The vendor may add notes to explain or clarify the bid.

= V zndor is encouacred to provide unit pricing for each of these items. However, it shall be
he responsibility of the v endor to determine sufficient guantities needed for the scope of work

oudmed in the RFQ. For example, the quantity of servers needed to provide coverage for the

WVDE's network may be set at anz for vandor A, but be determined to be 5 by vendor B, due

to design efficiencies.
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Every day, T diraciors Datlls
performance, and expose
— increasingly de,s\oy o' via
solution that securs

oslicy and regulato

MBE Security’s ﬁndustry lzading solutions are multi-platorm, highly sca\ab
snvironment. Additionally, one suppon group sarvicas every product, 1
fownership

conlributing to reduced cost

M86 MaiiMarshat
Service Providar Edition

M

MB6 MailMarshal
SendSecure

M86 MalihMarshal Secure

Emaff Server .

- WEB SECURITY & MANAGEMENT

M86 Secure Web Gateway

Best-in-breed on-site and cloud-basad
real-time Web security. Patenisd, active
Real-time Code Analysis and optional ant-
virus madules inspects inbound and
cutbound communication: keeping
matware and crimeware out of networks.
and keeping sensitive/coniideniial data in

ME6 Web Filtering & Reporting Suite
High-perfarmance, scatable, appliance-
ased URL fillering, applicalion conlrof,
detailed forensic reporting and real-time
moniloring and mitigation of Web-based
threats. Inleroperable and easy (0 deploy
ir: any network infrastructure; utilizes
"pass-by technology” for zerc network
impact and fail-safe cporation. Also
supports remole laptop fittering for PC
and Mac

MB86 WebMarshal

Software-based, comprehensive Web
access control and management. proxy
caching, threat protection (URL. ang-virus
and matware filiering) and daia leakags
pravention. Policy-bassed. easy-lo-manage
and highly scalable

corﬂp.m noe, and focus on mission- Crallt"a\ projec

M#6 MaiiMarshal Z
© SMTP MB6 Secure Web Gateway

;

M86 Secure Web Service

MB& Web Fiftering & Reporting Suite

EMAIL SECURITY & MANAGEMENT

Ma86 MailMarshal SMTP

Software-based threal protection, unifying
conlent security, policy enforcement,
compliarce and dala ieakags prevention.
Acts as an emall gateway filiering all
incoming and cuigoing emait at the
perimeter. Highly scaiable, flexible and
gasy 1o manage.

M86 MailMarshal Exchange

Filters and manages internal, inbox-to-
inbox email. Monitors and controls intra-
organizational email content, facilitating a
safe, productive working environment and
compiiance with acceptabie use policies

MB86 MailMarshal SendSecure

Hosted service that facilitales encrypled
email messages 5 anyone in the worid,
withowt reguiring a pre-existing relationshio
or certificate and key exchanges. Dogsn't
raquire special software insialled prior to
reading secured messages.

me mskv of mabware. spafn Cyoerbuiw-ng cnmy
s a0 omprehensive, mulii-layered Web and emall security
ing overburdened IT st

ECUWURITY

urity and
OUS proxies

ff 1o slay ahsad of L"w;als answe

rd provide the fiexibility required by loday's learning
pottom. resulting in 2

: hetler nperaling experience and

Solutions available
in appliance, software

or SaasS

M88 MailMarshat
Exchange

M&88g MailMarshal Secure Email Server
Dedicated. policy-based, secure email
solution that provides encryption, dighal
signature and deep content inspection of
inbound and ocutbaund email messages.
Operates with any email gateway that can
recognize SIMIME encrypted amail and
automaticaliy updates contact details and
secure cartificate credentials for encryp-
tor comact, via a centralized server,

M86 MailMarshat Service

Provider Edition

Soflware as a Service (SaaS) solution that
anables Managed and Injernet Servic
Providers 1o offer compleie end-lo-end,
hosted emaii security services. Includes
email fillering, anti-spam, anti-virus,
encrypiion, parmnographic image detection,
policy compliance. email archiving and
reporting services delivered in a centrally
managed, highly scalabie architecture —
comptete with & customizable user
interlace and tierad service lavels.




Threat Security Labs

MB6 Security Labs is at the heart of our producis and technology innovations. Its missicn is
to detect current and emerging threats. then analyze and distribute this intelligence to the
installed base of M88 products, worldwide. This feedback-analyze-update model is based
an the need to react to and — n many cases — preempt Web and email threats, 24/7.

Critical to this process are Internat trends, malware and spam research, development of Suspacted threats coflected via M86
pattarn definitions, the M86 Web Filter Database, TRACEnNet, the Defense-in-Bepth . embeddead technologies (customer
anti-spam engine, and continuous spam and anti-virus updates. feedback modules) and blended threat

cloud services are passed on to M36
Sacurity Labs. There, the data is further
analyzed and correlated with gther
inteliigence coming from M86 installations

woridwide This constant feedback-

i External data feads come into M86 Security : analyze-distribute loop process provides

i Labs for analysis. These include M26 spam | THREAT FEEDBACK : maximum protection against existing and

i honey pots. which receive millions of spam : emerging threats.

| messages per day, and external data

¢ sources from organizations like the Anti-

i Phishing Working Group, the Internet Watch ;

i Foundation and Sunbelt. i

' BLENDED THREAT
CLOUD SERVICE

SPAM HONEY POTS

M86 INSTALLED
BASE PRODUCTS

M88 products protect the customer from
existing and emerging Web and email
threats such as:

= Spar email and spam product sites
+ Blended Webfemall threats

+ Email phishing attacks and fraudulent

3RD-PARTY
DATAFEEDS

M86 SECURITY LABS

@ " phishing websites

THREAT UPDATES « Wabsites with embedded, linked or
I - hosted malicious code
| M86 Security Labs power the core of @ - ¢ Botnet generated malware and sparm

.« Ancnymous proxies and applications that

MES's products. It's here that security D N Sroumvent SeCUrite Controls
~ analysts review ihe incoming dala for 1 Threat data researched, qualified and ‘ Em;i\ anachmentsywéth ermbadded
. frends and emerging issues and then .| prioritized by M86 Security Labs is malware

prioritize the urgent threat intelligence. : continuously pushed 1o MB6 products by

Relevant data is prepared for deployment oy of integrated security technologies | M8B security solutions provide a

1o the various M8G securty prOdu.C;S. and | such as TRACEnet in M86 WebMarshal, | | substantial extra layer of extended

then published as updates. Inaddilion 10 ypg Defense-in-Dapth anti-spam engine .| protection — a oritical component in
. the analysts, a team of verifiers manages . in M88 MailMarshal SMTP, and the ¢ today's swiftly evolving threat landscape
. the M86 Filter Dalabase to ensure . © appiication signature pattern and URL P ‘ T
-+ accuracy of conlent and category. M6 | filtering list updates in the MB6 Web
;. Security Labs also maintains the Security | Filtering and Reporting Suite.

Labs threat alert and information website
and customer notification system.

TRY BEFORE YOU BUY
M8&6 Security offers free product trials and evaluations, Simply contact us or visit www.m86security.com/downloads.

Carporate Headquarters Internationat Headquarters Asia-Pacific

828 Wast Taft Avenue Renaissance 22400 Suite . Leval 1. Buiding
z Bzeing View, Basingstoke Millennium Centre

renive RG21 4EG 203G Graat South Road

Kingciom Auckiand, New Zealand

ZECURITY

Fhone: +1 (714) 282-5711 - +44 {0) 1258 248080 Phone: +64 (0} & 884 5700
Fax: +1 {714} 282-61158 Fax: +44 {01 1255 845062 Fax: +54 () G 984 5720 Wersion 02,1510
& Sopyrighe 20710 FASS Ssourity Ak dghts ! 3. MBS Szounty inE e =l radarmanic of MES Saurity, Al other prodkst and camiBans Naniss rmarks of thar reepeslive corneniss




M86 Web Filtering and Reporting Suite

Internet Filtering, Reporting and Real-time Threat Monitoring

The M86 Web Hltering and Reporting Suite (M85 WFER Suite) is the most comprehensive solution availakle 1o protact
schools and districts from Web security threats and vulnerabilities associated with Web 2.0 applications and Internet-
hased learning. This best-of-breed, appliance-based solution integrates internet fitering, detaiied forensic reporting,
and real-time monitaring of Web traffic and bandwidth use. It provides reliability, unmatched scaiability and easa-of-
use in one affordabie solution.

R "o MB86 Web Filter Database
KEY BENEFITS FOR EDUCATION CUSTOMERS i MB88 pioneered today’s technofogy for, developmg and building

URL databases. The M86 Web Filter Database, regarded as

improves Productivity : the most complete and accurate sver compiled, was built

¢ Manages student access fo the Internet, eliminating time ;  from the ground up. Content verifiers from MB86 Security Labs
wasted on social networking sites, streaming media, . review, analyze and categorize Web sites using the most
gaming, Instant Messaging (IM) and Peer-to-Peer (P2P) ©  advanced technotogy.

apolications
Additionally, Custorner Feedback Modules (CFM} track and
collect clients’ most frequently visited uncategorized sites

) . ) - ) for inciusion in the database. It comeas pre- Conﬂgured with &
s Allows muiti-location/delegated administration to "CIPA Rule” for CIPA compliance.

streamtineg system and palicy management

s Enables IT administrators to focus on mission-critical
prajects instead of filtering or reporting issues

Best Value, Low Total Cost of Qwnership

Appliance-based solutions reguire no additional software or

. hardware purchases, so one price covers the total solution.
and MACs . "Pass-by” deployment and single-source support enable M86

= Supports CIPA compliance and 1:1 laptop initiatives ¢ to offer the most value and lowes? cost of ownership availabls

today—uwithout introducing bottlenacks or latency.

Ensures Student Safety
e Heips enforce district Acceplable Use Policies for PCs

¢ Prevents legal liabilities resulting from expesure to
inappropriate Web content
Scalable Appliance Options
Preserves Network Resources Districts can choose the solution that hest meaets thair needs;

¢« Monitors bandwidth use in real fime L .
=  Small to midsize schoo! districts:

u ConFroIsl aceess o bangwad?h-;r‘ﬂenswe sites and : An affordable, single. integrated Ma6 Waeb Fitter
applications by user and growps ; and Reporter appliarice housed in rack-mountable
= Maintams firawall, proxy or cache for core functions ) 1U hardware. :

- Suppors up to 7,000 workstations

SECURING THE LEARNING ENVIRONMENT - = Large school districs:
© One scalabie, dedticated M86 Web Filter and a dedicatad
The M86 WER Suite enables schogl districts and educational MBE Security Reporter appliance.

- Supports up to 20,000 workstations

institutions 1o meet regufatory requirements, ansure student
safety and proactively secure the network. Offering reliable,
acalabia solutions for districts of all sizes, M86 provides
cost-effective, unmatched protection from Web threais.

Single-source Provider

MEB6 “owng”, designs, supporis and maintaing every aspect

of the salution. This includes the operating system; the

Weh moenitoring, filtering and reporting applications; and the
hardware platforn. By confrolling the entire solution, M58
gliminaies the performance ar compaiibility issues commaon with
third-party integration—unlike software-pasged solutions.

Deployment Options

136 WFR Suite appliance(s) can be geploved in-line or in pass-
iny/SPAN port mods. When installed outside the fow of network
traffic in a "tansparent mode,” rather than “stop and check”
mode, it delivers zero netwark impact and fail-sale operation.

Real-time Threat Dashboard




M86 WFR SUITE INCLUDES:

= M86 Web Filter: Optimized for apeed, it filiers URLS, iPs,
anonymoUs proxies, spyware, botnets, IM, P25, social mectia
anct other sources of emerging threats. Uses the MB6 Wab
Fiter Dalabase. anhanced by Ineligent Footprint Technolody.

¢ M85 Security Reporter: Frocesses and displays
intarnet filtaring togs without impacting fitering and network
funations. Buiit on a dedicated MySQOL database, it providas
customizable, at-a-glance dashboards and executive
raports along with intuitive and extensive forenaic, drill-cown
reporting to prove user intent.

It alao clefivers up-to-the-minute graphical snapshots of
iriernet fraffic and bandwidth use, and is supported by real-
firme managament tools 1o identify and control
user-generated Wab threats and bandwidth use.

INTERNET CONTENT FILTERING

»  Internet Filtering: Includas URLs and/or P addresses, HTTR,
HTTPS, FTE, Newsgroups (NNTP), and TCP Poris,

s Internet Threat Blocking: Inclucles spywara, malicious code,
phishing sttes and botnets (IRC, command-and-cortrad),

"= Proxy-pattern Blocking: Uses unique signature-basad/

pattern detection 1o block anonymous proxies.

e “YX-Strikes” Blocking: Locks down a workstation when
adrninistrator-defined thrasholds for Web access
are excetded,

s SafeSearch Enforcement Forces the SafeSearch mode "on”

for all ssarches, Including images within search engines.

o Application Control: Uses signature detecticn to block mors
than 125 types of streaming madia, gaming, P2F, remots
deskiop ancl M applications. Helps districts demonstrate
complianca, mitigate security risks, prevent data logs and
manage bandwidih more effectively,

= Multi-tiered/Multi-layered Administration: Administrators
can define sub-administrator access control to their policy for
spacific AD/LDAP groups and users, Each sub-adminisirator
can then create a unique filtering profile for their delegated
wsers group(s)/IP range.

s  Daetailed Internet Usage Control: Provides the administrator
the ability to block, warn and manage Internet usage.

= Calendar-based Time Profiles: Enables profiles to be set by
day, day of the week or cay of the month. Recurrences can
be configured for daily, waekly, monthly and yearly settings.

o  Directory-based Authentication: Includes Windows Actlve
Directory, Windows NT, SunOne, ogen LDAP and transparent
MAC authentication.

REAL-TIME MONITORING AND MITIGATION

» Real-Time Threat Dashboard: Offers graphical “gauge
view" of online activity, displaying an organizational snapshot
of muitiple threat categories and top offenders based on
predefined thresholds and policies. Gauges are customizabie
to monitor different groups and threats,

Alert Notification: Delivers automatic, predefined notifications
via email, SNMP. of as an alarm in the system tray for
axcessive URL activity or bandwiclth usage. Alerts disptay
information regarding the user in violation.

s  Real-Time Mitigation: t.ocks out policy violators or users
engaging in potentially threatening activity. Activated manugally
or automatically, the lock-out mschanism can De set to
varying leveis of restriction, from category lockout to complete
quaranting.

+  Bandwidth Monitoring and Reporting: Providas real-time
bandwidth menitoring of inbound and outbound activity by
protocol, port and user.

s  Bandwidth Quotas: Enables administrators {o 8t up
bandwidth quotas by protocols or poris. Mitigate threats
proactively based on excessive bandwidth usage.

s  Trend Charting: Displays higtorical trending of Wab activity
and bandwidth usage based on predefinad categories or
orotocols, enabling optimization of threat gauge settings.

HISTORICAL FORENSIC REPORTING

= Intuitive Graphical Dashboard Reports: Identifies
ancmalous Internet activities quickly through easy-to-reac
graphical reports, including the top-blockad users, 10D
categories, top sitas, ete.

s  Custom or “Canned” Reports: Uses pre-set templates for
quick reference, then drill-down for more details:

s Executive Reports: Provides poweriul visibility into all
Wab-related student and staff activity,

s Detailad Foransic Reporting: Provides detailed driil-
down raporting using unigue criteria that help districts
buid compeliing foransic reports. User intert is gaugsd
by cocumenting the full length URLs visited, as well as
the search string used within a search anging text box.

s Report Memorization, Scheduling and Distribution:
Ensuras specific data inquiries can be saved or
“memorized” for immediate or fullre access, Custom
reports can be scheduled, executed and automatically
distributed via e-mail at a preferred fraguency.

»  Archiving: For largs installations or networks that
generate significant Wah traffic, M88 offers atiached
storage solutions to collect historical dara for future
ingjuiries.

ABOUT M86 SECURITY

Ma8 Security Is the global expert in real-time threat protection

and the industry’s leading Secure Web Gateway provider. The
company's appliance, sofiware, and Software as a Service {SaaS)
solutions for Wab and email security protect more than 24,000
customers and over 17 million users worldwide, MB86 products
use paterted real-time code analysis and behavior-based malware
detection technologies as weli as threat inteligence from MB6 Se-
curity Labs o protect networks against new and advance threats,
sacure confidential information, and ensurs regulatory compliance,
The company is based in Orange, California with international
headquarters in Londor: and development centers in California,
lsrael, and New Zealand.

TRY BEFORE YOU BUY

M86 Security offers free product rals and evaluations. Simply contact us or visit www.m8Bsecurity.com/downloads

Corporate Headquarters
828 Wast Taft Avenue
Crange, A 82865

inited States

z::EEZF:‘;ITY

Phong: +1 {7 14) 282-6111
Fax. +1 {7 14) 2B2-8116

international Headquarters.
Renaissance 2200

Sasing View, Basingstoke
Hampshirg RG21 48Q
inited Kingcom

Phone +44 (0} 1256 848080
Fax: +44 10} 1256 343065

Asia-Pacific

Millenniurm Centre, Bidg C, Level 1
800 Great Sout Road

Ellerstie. Auckland. 1051

New Zealand

Phone: +64 {01 © §84 5700

Fax: +64 [0) 9984 5720
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West Virginia Department of Education
REQUEST FOR QUOTATION
EDD327891

Introduction

The West Virginia Department of Education (WVDE) is soliciting quotations for an Internet
filtering and reporting solution that consists of software, licensing, software
upgrades/updates, database updates and technical support. The vendor has the option to
include servers or appliances and associated costs in the quotation if the vendor's software
will not meet the requirements of this RFQ when installed on WVDE owned servers which
are described in Section I-Current Environment.

Throughout this Request for Quotation (RFQ) the term “filtering solution” is used to
refer to all vendor provided software and hardware used to perform Internet filtering
and reporting functions, including but not limited to application software, operating
system and database software.

The terms “server” and “servers” are used to refer to the hardware or appliances on
which any component of the filtering solution is installed.

Every statement of this RF(Q that includes the word “must” or “shall” is a mandatory
requirement. A vendor should not submit a bid if the filtering solution cannot meet
every mandatory requirement.

The products and services that are bid must be capable of providing a level of service
appropriate for Internet Service Provider (ISP) facilities with 3 gigabits of Internet
bandwidth. School based or district based filtering solutions are not an acceptable response to
this RFQ.

The WVDE currently has two independent Internet connections for the K-12 public schools.
Internet filtering solutions must be installed at both Points of Presence (POP). Because of
the diverse needs of schools, the WVDE must have selective filtering levels and capabilities
for delegated administration of tailored filtering policies or profiles for different subnets.
Updates to the filtering solution must be provided at least once each day to ensure that the
filtering database is up-to-date using multiple methods and resources for the review of
content on Internet sites. The Internet filtering must meet the requirements of the E-rate
program (refer to hftp://www.sl.universalservice.org/) and the West Virginia Board of
Education Policy 2460 that is available online at http://wvde.state wv.us/policies/p2460.html.
Information relevant to the Children’s Internet Protection Act (CIPA) and the Federal
requirement to implement Internet filtering is detailed at the URL
http:/fwww.fce.gov/cgb/consumerfacts/cipa.himl.

The Children’s’ Online Privacy Protection Act (COPPA) must not be violated by any
requirements of the filtering solution to collect personal information about students. Refer to
hitp:/fwww . fie. gov/coppal for information about COPPA.
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Item Pricing:

This workshest is for vendors 10 identify items, guantities and provide prices. The vendor
should indicate *No Cost™ or “N/A™ in the appropriate cells or blanks of the cost worksheet for
which there are no separate or applicable costs. Any cost area that is left blank will be
assurned to be “No Cost.” The vendor may add notes to explain or clarify the bid.

* Vendor is encouraged to provide unit pricing for each of these items. However, it shall be
the responsibility of the vendor to determine sufficient quantities needed for the scope of work
outlined in the RFQ. For example, the quantity of servers needed to provide coverage for the
WVDE's network may be set at one for vendor A, but be determined to be 5 by vendor B, due
1o design efficiencies.
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EDD327891

. Addendum No. 1

Question #1: On average or ballpark, considering 140,000 machines, about
how many are truly online on a given day?

Response: The solution must be designed to accommodate peaks of 70,000
computers at each one of the two POPs.

Question #2: What is the average bandwidth used of the 3.0 Gigs internet
connection?

Response: The solution must be designed to accommodate peak bandwidth
use of 3.0 Gb/s at each one of the two POPs.

Question #3: While understanding 12 servers at each location is ideal, would it
be possibie to have 13 servers at one location and 11 servers at the other?

Response: The WVDE is amenable to changing this specification to the
following:

Specification now reads: The filtering solution must not exceed a total of 12
servers or appliances at each POP.

Specification is changed to: The filtering solution must not exceed a total of
24 servers or appliances configured between or amongst the two POPs.

Question #4: Is the ideal situation to have all the reporting in one log database
or one at each site? Considering a consolidated approach would provide a
single interface for all logging but the log traffic would need to be sent through
the network to that single site. '

Response: The solution must provide a web-based reporting application and a
minimum of one TB of log file storage at each POP. This may be in the form of
identical reporting and storage capabilities at each location for redundancy or it
may be independent reporting and storage capabilities at each POP with no
transfer of log files between the two POPs.

Questions #5: Does WV have available SPAN or Mirrored ports? Or would WV
consider the use of an in-line trap?

Response: We can configure SPAN ports. We currently have our filters in-line
to prevent unfiltered Internet access in the event of failure of a filtering server.




Questions #6: Can you provide hardware specs (processors, etc) of your Dell
2850°s7?

Response: The specifications of the exié?tiﬁé Deli 2850 servers in included in
Section | — Current Environment.

Question #7: is WVDOE willing to consider a multi-year agreement up-front or
is a 12 month agreement the only option at present time?

Response: Generally, the term of RFQs such as this one are one year upon
award, with renewal clauses for two additional one year periods, yielding a total
term of three years.

Question #8: Can you verify whether the end user for this RFQ will be solely the
schools of West Virginia, or if there will be other agencies included as an end
user?

Response: The contract that results from the RFQ will provide Internet filtering
for any device connected to the K-12 private network and those which are “off
network” but have a mobile client installed that enforces Internet filtering. This
includes computers owned by the public school districts and related
administrative and support entities/organizations such as the WVDE and RESAs
(Regional Education Service Agencies).

Question #8: Each POP is drawn with one PIX firewall. Are there two firewalls
at each POP or just one? if there is more than one firewall, are they
active/passive or active/active?

Response: There are two pix firewall switch blades at each POP that run in
active/passive mode.

Question #10: Section 1, first paragraph says that the PIX firewalls are modules
in the 6513. However, your diagram shows the Packeteer in-line between the
6513 and the PIX. Are there additional PiX firewalls? Or how is this done? If
they are modules in the 6513, are there two 6513s at each POP?

Response: The PIX firewalls are modules in the 6513 chassis. VLANSs force the
data to leave the 6513 chassis and then retumn to the chassis after it is checked
by the packeteer.

Question #11: How is traffic load balanced from your network across the two
POPs? '

Response: There is no load balancing between POPs. The network is split
roughly in two halves. Al traffic in one half is routed to the ISP via one POP and
traffic in the other half is routed to the other ISP location via the other POP.




Question #12: Are there 3x 1Gb/s circuits at each POP?

Response: A channelized Ethernet connection exists between the WVDE and
the ISP which functions as a single 3 Gb/s connection.

Question #13: How are the circuits load balanced at each POP out to the
Internet?

Response: The WVDE traffic is passed to the ISP via a 3Gb/s Etherchannel
connection. It is the responsibility of the ISP to manage load balancing to its
telecommunications providers.

Question #14: Where and how are those circuits terminated?

Response: The WVDE statewide private network is located in same facilities as
our ISP. We connect to the ISP via Ethernetchannel using multiple Category-6
copper.

Question #15: Which LDAP systems are in use other than Windows AD?

Response: Currently, the WVDE is using only LDAP and Windows Active
Directory.

Question #16: What OS will be required support by the mobile client software?
Response: Microsoft Windows XP and newer version of the Microsoft Windows
operating systems. In your response, please include any other operating
systems your mobile client can support.

Question #17: How many mobite users will be supported?

Respohse: As the Cost Worksheet indicates, 10,000 mobile users are
anticipated initially. The actual number of mobile users in subsequent years will

be determined by the various school districts.

Question #18: Does the customer utilize Cisco products in the POP networking
infrastructure? If so, what are these products?

Response: We use Cisco 6513 chassis at each POP.

Question #19; What filtering products perform similar functions in the DOE
network today?

Response: The WVDE uses only one product to perform filtering functions.
Some schools or districts may have installed other filtering at the local level,
however, the WVDE is neither involved with those decisions, nor necessarily




aware of those solutions. Currently the WVDE's filtering solution is provided by
Netsweeper.

Question #20: Please define the needs for the ‘informational page’ as per page
6. (When is this page to be accessible, how is it accessed, what needs to be
displayed, etc)

Response: In the Internet Filtering section, the intention of an “informational
page” is to provide warnings or reminders to users as they access particular
categories of web sites, even though the web site is not blocked. Another use is
to periodically provide all users of one or more client groups with custom
reminders about Internet safety tailored to the group.

Question #21: What methodology will be used by WVDE networking staff to
load balance traffic to the filtering appliances?

Response: EIGRP protocol is currently used to round-robin load balance traffic
across the Internet filtering servers.

Question #22: | see the vendor preference certificate. Can you supply the
breakdown percentage of other factors totaling 100% on how the RFQ will be
judged? l.e. cost, vendor pref, services, etc...

Response: RFQ’s are awarded to the lowest responsible bidder. if a vendor
utilized the resident vendor preference, the percentage that vendor is utilizing is
added to the out of state vendor’s cost.

Question #23: Regarding the following requirement: “The filtering solution
must provide for customizable, granular permissions so that additional
administrator/fuser accounts can be tailored on a user by user basis to match the
rights of a user to the tasks that a user needs to perform.” How granular must
delegation be?

Response: Granularity of rights for those that can login to the filtering
management and reporting system should be similar to those consistent with
typical network servers. For example, the system admin can create accounts,
change all system settings, define roles, client groups, reports, schedules, create
custom categories, assign filtering rules efc. An assistant admin may have most
of those rights, but not permission to change system setting or set client groups.
Other users may be considered group level admins and may only be able to set
schedules, create reports, assign filtering rules, etc for the client groups of which
they are a member. Others, at their group level, may only view the filtering rules,
view reports, and be limited to only add or delete URLs to a group ALLOW or
DENY list and not have rights to change the assignment of categories that are
denied to the group. Others may only have rights to view reports for activity of
clients in their group. This is not a comprehensive list of the possible degree of




granularity. There will be a wide range of desired levels of involvement by
regional or district admins and access should be limited to functions they need to
use and what they are trained to use.

Question #24: Regarding the following requirement: “The filtering solution
must provide for customizable, granular permissions so that additional
administrator/user accounts can be tailored on a user by user basis to match the
rights of a user to the tasks that a user needs to perform.” Is delegated
administration per custom category sufficient?

Response: Please see the response to question 23.
Question #25: What is the FTE. ForWV. ?

Response: The current number of students enrolled in the public schools in
West Virginia is 282,977.

Question #26: If one of the two major POP’s was to ever fail, would the other
POP designed to handle the fulf ioad of the entire state and if so, shouid the
designed content filtering solution do so as weli ? Basically, should the proposed
solution be able to handle the full 140,000 workstation work load in case of a
failure?

Response: No. The network is not designed to route all network traffic to the
Internet via one POP.

Question #27: Would WV like a reporting server at just one POP or one at each
POP?

Response: Please see the response 1o question #4.

Question #28: Will anyone be available from WV in order to transfer knowledge
about your existing architecture and how the wining solution will integrate into
WV. ?

Response: The network engineers at the POPs and the Internet filtering
manager will be available during the planning and implementation phases of the

winning solution.

Question #29: How many delegated Administrators will WV want to give access
to on the entire network?

Response: 128 delegated managers

Question #30: How long of a time frame will WV be looking to hold onto log
files?




Response: Ninety days of log files will be stored on the system in order to query
for reports. The WVDE also requires that the solution provide a method to
download log files for archival storage.

Question #31: Our solution wilf utilize the WCCP protocol on your existing Cisco
routers. How many physical ports are available on your core routers today?

Response: We anticipate that 12 copper ports will be available on the core
routers, but very few fiber ports.
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YENDOR PREFERENCE CERTIFICATE
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Ceritfication and application” is hereby made for Prefersncs in accordancs with West Virginia Code, §5A-3-37. (Does not appiv (o
construction contracts). West Virginia Codz, §5A-3-37, provides an opportunity for gualifying vendors fo raguest {at the time of bid)
prafarence for thair residency siatus. Such prefarencs is an avaluation method only and will be applied only 1o the cost bid in
accordance with the West Virginia Code. This ceriificate for application s 1o be used to ragusst such prefersnce. The Purchasing
Division will make the determination of the Resident Vendor Prafarence, if applicabla.

1. Application is made for 2.5% resident vendor preference for the reason checked:

Bidder is an individual resident vendor and has rasidad continuously in West Virginia for four (4) years immediataly pracad-
ing the date of this certification; or,

Bigder is 2 parinership, association or corporation resident vandor and has maintainad its headguarters or principal place of
business continuously in West Virginia Tor four (4] vears immadiaialy preceding the date of this cerification: or 80% of the
ownership interest of Bidder is held by another individual, parinarship, association or corporation rasident vendor who has
maintained its headquariers or principal piace of business continuousty in West Virginia for four (4) yaars immeadiatety
preceding the date of this cartification; or,

Biddar is a nonresident vendor which bas an affiiiziz or subsidiary which employs a minimum of one hundred stafe residents
and which has maintained its hsadguartsrs or principal piace of business within West Virginia continuously for the four {4)
years immediaiely preceding the date of this certification; or,

2. Application is made for 2.5% resident vendor preference for the reason checked:

Bidder is a resident vendor who ceriffies that, during the life of the contract, on average at least 75% of the employeas
working on the project baing bid are residents of West Virginia who have resided in the state continuously for the two years
immediately preceding submission of this bid; or,

3. Application is made for 2.5% resident vendor preference for the reason checked:

Bidder is & nonresident vendor employing 2 minimum of one hundred state residents or is a nonresident vendor with an
affilizie or subsidiary which maintains its headguarters or principal place of business within West Virginia employing a
minimum of one hundred state residenis who certifies that, during the life of the contract, on average ai least 75% of the
amployees or Bidder's affiliate’s or subsidiary’s employees are residents of West Virginia who have resided in the state
continuously for the two years immediately preceding submission of this bid; or,

4 Application is made for 5% resident vendor preference for the reason checked:
Bidder meets either the requirement of both subdivisions (1) and (2} or subdivision (1} and (3) as stated above; or,
5. Application is made for 3.5% resident vendor preference who is a veteran for the reason checked:

Bidder is an individual resident vendor who is a veteran of the United States armed forces, the reserves or the National Guard
and has resided in West Virginia continuously for the four years immediately preceding the date on which the bid is
submitted; or,

B, Applicafion is made for 3.5% resideni vendor preference who s a veteran for the reason checked:

Bidder is a resident vendor who is g veteran of the United States armed forces, the reserves or the National Guard, if, for
purposes of producing or distributing the commodities or completing the project which is the subject of the vendor's bid and
coniinuously over the entire term of the project, on average at least seventy-five percent of the vendor's employess are
residents of West Virginia who have resided in the state continuously for the two immediately preceding years.

Bidder understands if the Secretary of Revenue determines that a Bidder receiving preference has failed to continue tc meet the
requirements for such preference, the Secretary may order the Director of Purchasing to: {a) reject the bid; or (b) assess a penalty
against such Bidder in an amount not fo exceed 5% of the bid amount and that such penalty will be paid to the contracting agency
or deducted from any unpaid balance on the contract or purchase order.

By submission of this cerificate, Bidder agrees fo disclose any reasonably requested information o the Purchasing Division and
authorizes the Depariment of Revenus {o disclase to the Direcior of Purchasing appropriate information verifying that Bidder has paid
the required business taxes, provided that such information does not contain the amounts of taxes paid nor any other information
deemed by the Tax Commissioner to be confidential.

Under penalty of law for false swearing (West Virginia Code, §61-5-3), Bidder hereby ceriifies that this cerfificate is true
and accurate in all respects; and that if a contract is issued to Bidder and if anything contained within this certificate
changes during the term of the contract, Bidder will notify the Purchasing Division in writing immediately.

Bidder: Signed:

Date: ' Title:

*Check any combinafion of preference consideration(s) indicated above, which you are entilled fo receive.




Rev. 09/03 State of West Virginia
ENDOR PREFERENCE CERTIFICATE

Certification and application” is hereby made for Prefersnce in accordance with West Virginia Code, §5A-3-37. (Does not apply o
construction coniracts). West Virginia Code, §5A-3-37, provides an opportunity for gualifying vandors to requast (at the time of bid)
oreferance for their residency status. Such preferencs is an evaluation method only and will be applied only to the cost bid in
accordance with the West Virginia Code. This cariificate for application is to be used to request such preference. The Purchasing
Division will make the determination of the Resident Vendor Preference, if applicable.

1. Application is made for 2.5% resident vendor preference for the reason checked: :
Bidder is an individual resident vendor and higs residad continuously in Wast Virginia for four (4) years immadiately preced-
ing the date of this cartification; or, : :
Bidder is a partnership, association or corporation resident vendor and has mairtained its headquarters or principai place of
business continuously in West Virginia for four {4) years immediately preceding the date of this certification; or 80% of the
ownership interest of Bidder is held by another individual, partnership, association or corporation resident vendor who has
maintained its headquartars or principal place of business continuously in West Virginia for four (4) years immeadiately
precading the date of this certifization; or,

Bidder is a nonresident vendor which has an affiliate or subsidiary which empioys a minimum of one hundred state residents
and which has maintained its headquarters or principal place of businsss within Wast Virginia continuousty for the four (4)
yaars immediately preceding the date of this ceriffication; o,

2. Application is made for 2.5% resident vendor preference for the reason checked:
Bidder is a resident vendor who certifies that, during the life of the contract, on average at least 75% of the employees
working on the project being bid are residents of West Virginia who have resided in the state coniinuously for the two years
immediately preceding submission of this bid; or,

3. Application is made for 2.5% resident vendor preference for the reason checked:
Bidder is 2 nonresident vendor employing a minimum of one hundred state residents or is a nonresident vendor with an
affiliate or subsidiary which maintains its headquarters or principal place of business within West Virginia empioying a
minimum of one hundred state residents who ceriifies that, during the fife of the contract, on average at least 75% of the
employees or Bidder's affiliate’s or subsidiary’s employees are residents of West Virginia who have resided in the state
continuously for the two years immediately preceding submission of this bid; or,

a. Application is made for 5% resident vendor preference for the reason checked:
Bidder meets sither the requirement of both subdivisions (1) and (2} or subdivision (1) and (3} as stated above; or,

5. Application is made for 3.5% resident vendor preference who is a veteran for the reason checked:
Bidder is anindividual resident vendorwho is a veteran of the United States anmed forces, the reserves or the National Guard
and has resided in West Virginia continuously for the four years immediately preceding the date on which the bid is
submitted; or,

5. Application is made for 3.5% resident vendor preference who is a veteran for the reason checked:

Bidder is a resident vendor who is a veteran of the United States armed forces, the reserves or the National Guard, #, for
purposes of producing or distributing the commodities or completing the project which is the subject of the vendor's bid and
continuously over the entire term of the project, on average at least seventy-five percent of the vendor's employees are
residents of West Virginia who have resided in the state continuously for the two immediately preceding years.

Bidder understands if the Secretary of Revenue determines that a Biddsr receiving preference has failed to continue to meet the
requirements for such preference, the Secretary may order the Director of Purchasing to: (a) reject the bid; or (b) assess a penalty
against such Bidder in an amount not to exceed 5% of the bid amount and that such penalty will be paid to the contracting agency
or deducted from any unpaid balance on the contract or purchase order. -

By submission of this certificate, Bidder agrees to disclose any reasonably requested information to the Purchasing Division and
authorizes the Department of Revenue to disciose to the Director of Purchasing appropriate information verifying that Bidder has paid
the required business taxes, provided that such information does not contain the amounts of taxes paid nor any other information
deemed by the Tax Commissioner o be confidential.

Under penalty of law for false swearing (West Virginia Code, §61-5-3), Bige ereby certifies thaf this certificate is true
and accurate in all respeets; and that if a contract is issued to Bidd tif anything contained within this certificate
changes during the term of the confract, Bidder will notify the Pu g Division muwriting immediately.

Bigderr Rodney S. Miller Signed_

Date: May 11, 2010 Title: CFO

*Checi any combination of preference consideration(s) indicated above, which you are enfilled fo receive.




KRFQ No.

STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

West Virginia Cods §5A-3-10a states: No contract or renewal of any contract may be awarded by the state or any of #is
poiitical subdivisions 1o any vendor or prospactive vendor whan the vandor or prospaciive vendar or a relaied party fo the
vendor or prospective vendor iz a debitor and the dsbt owed is an amount greaster than one thousand dollars in the
aggregais.

DEFINITHONS:

“Debt” means any assessment, premium, penalty, fing, tax or other amount of money owed o the staie or any of its
political subdivisions bacauss of a judgment, fine, permit violation, license assessment, defaulied workers' cornpensation
premium, penalty or other assessment pressnily dslinguent or dug and required fo be paid io the stats or any of its

political subdivisions, including any interest or additional penaliies accrued thereon.

"Debior” means any individual, corporation, parinership, association, limited fiabity company or any other form or
business association owing a debt to the state or any of iis polifical subdivisions. “Political subdivision” means any county
commission; municipaiity; county board of education; any instrumentality established by a county or municipality; any
separate corparation or instrumentality establishad by one or more counties or municipalifies, as permitied by law; or any
pubfic body charged by law with the performance of & government function or whose jurisdiction is coextensive with ong
or more counties or municipalities. “Related party” means a2 parly, whether an individual, corporation, parinership,
association, fimited liability company or any other form or business association or other entity whatsoever, related o any
vandor by blood, marriage, ownership or contract through which the party has a relstionship of ownership or other interest
with the vendor sc that the party will actually or by effect receive or control a portion of the benefit, profit or other
consideration from performance of a vendor contract with the party receiving an amount that meets or exceed five percent
of the total contract amount.

EXCEPTION: The prohibition of this section does not apply where a vendor has contested any fax administered pursuant
o chapter eleven of this code, workers' compensation premium, permii fee or environmental fee or assessment and the
matter has not become final or where the vender has entered info a payment plan or agreement and the vendor is not in
default of any of the provisions of such plan or agreement.

Under penalfy of law for false swearing {West Virginia Code §61-5-3), it is hereby ceriified that the vendor affirms and
acknowledges the information in this affidavit and is in compliance with the requirements as sfated.

WITNESS THE FOLLOWING SIGNATURE

Vendor's Name:

Authorized Signature: Date:

Stale of

County of , fo-wit:

Taken, subscribed, and sworn {0 befora me this - day of , 20 .

My Commission expires L 20 .

AFFIX SEAL HERE NOTARY PUBLIC

Furchasing Affidavit (Revised 12/15/08)




