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THE WEST VIRGINIA PURCHASING DIVISION; FUOR THE ASENCY,
THE WEST VIRGINIA DEPARTMENT GF EDUCATION, I8
SOLICITING BIDS FOR AN INTERNET FILTERING AND REPORTIN
 SULUTION PER THE ATTACHED SPECIFICATIOGNS.

TECHNICAL QUESTIONS. MUST BE SUBMITTED IN WRITING TO
SHELLY MURRAY IN THE WEST VIRGINIA PURCHASING DIVISION
VIA MAIL AT [THE ADDRES|S SHOWN AT THE 10P OF THIS RFG,
VIA FAX AT 306-558-4115, OR VIA E-MAIL AT
SHELLY.L.MURRAY2WY.GOV. DEADLINE FOR ALL TECHNICAL
QUESTIONS 1S| 04/27/2010 AT THE CLOSE OF BUSINESS. ALL
TECHNICAL QUESTIONS RECEIVED, IF ANY, WILL BE ADDRESSED
BY ANDENDUM [AFTER! THE DEADLINE. ?

ae§'1 . Ls 920-55 /M/%My{/ {/t)ﬂ:)

INTERNET FILITERING AND REPORTING SOLUTIONY

EXHIBIT 3 2
LIFE OF CONTRACT:  THIS CONTRACT BECOUMES EFFECTIVE
UPON AWARD AND EXTENDS FOR A PERICD OF ONE (1)

YEAR OR UNTIL SUCH "REASONARLE TIME™ THEREAFTER AS IS
NECESSARY TO OBTAIIN A NEW CONTRACT OR RENEW THE
ORIGINAL CONTRACT. THE ®REASONABLE TIME" PERIOD SHALL
NGT EXCEED TWELVE! (12) WONTHS., DURING THIS "REASONABLE
TIME® THE VENDOR MAY TERMINATE THIS CONTRACT FOR ANY
REASON UPON [GIVING THE DIRECTOR OF PURCHASING 3¢ DAYS
WRITTEN NOTICE. '

AND {‘f"? o HONS

STl Bt el
Fi:-i’“ -77 Oglég(fg : 5 ADDRESS CHANGESTO BE MO""EB ABOVE. -

WHEN RESPONDING TO RFQ, INSERT NAME AND ADDRESS IN SPACE ABOVE LABELED VENDOR




GENERAL TERMS & CONDITIONS |
REQUEST FOR QUOTATION (RFQ) AND REQUEST FOR PROPOSAL (RFF)

1. Awards wil be made in the best interest of the State of West Virginia.
2. The State may acceptor rejectin part, or in'whols, any bid. - _
3. Prior to. any. award, the apparent successful vendor must be propetly registered with the Purchasing Division
and have paid the required §125fee, S o _ _ o
4. All services performed or goods delivered under State Purchase Order/Contracts are o be cohtinued for the
lerm of the Purchase Order/Contracts, contingent upon funds - being appropriated by the Legislature or othenvise
being made availabla. | In the event funds afe not appropriated or otherwise available for these setvices of goods
this Purchase Order/Coniract becomes void and of no effectafler Juns 20

5. Payment may only be mada after the delivery and acceptance of goods or services,

8. Interest may be paid for late payment in accotdance with the West? Virginia Code.

7. Vendor preference will be granted upon. written requastin accordance with the West Virginia Code.

8. The Staie of Wast Virginia is exampt frem fe‘dfarai and state taxes and will not pay or reimburse such taxes.

9. The Director of Purchasing may cancel any Purchase OrderiContract upon 30 days written nofice to the seller. _
+0. The laws of the Stale of West Virginia and the Legisialive flules of the Purchasing Division shall govern the
purchasing process., ;

11. Any refarence to auiomatic renewal is heteby deleted. The Contract may be renewed only upon mulual written
agreament of the parties.

12, BANKRUPTCY: in the event the ver{d-or/coni;acior files for bankruptey brofection, the State may desem
this contract nui-and void, and terminate such coniract without further ordér.. S o

43, HIPAA BUSINESS ASSOCIATE ADDENDUM: = The West Virginia' State Government HIPAA Business Associate
Addendum {BAA), approved by the Afloiney General, is available: osline at www.state.wv tsiadmin/purehasefircihipaaiim
and ig hersby made part of tha agreementt Provided that the Agency meels the definiion of a Cover. Entity -

{45 CFR §150.103) and will be disclosing Protected Health Information {45 CFR §160.103) te the vendor.

14. CONFIDENTIALITY: The vendor agrees that he or she Wil not disclose to anyone, direcéiy or indiractly, any such
persanally identifiable information or other confidential information gained from the agency, unless the, indhvidual who is
the subject of the informalion consents fo the disclosure In writing or the disclosure js made pursuant to the agenoy's

policies, procadures, and tules, Vendor further agrass to comply with the Confidentiality Policies and informalion
Security Accountablility Requirements, set forth in hﬁp-:!mw;.state.wv.usfadmin!purchasefprivacylnot%ceConﬁdenﬁaEity_pd{

15, LICENSING: Vendors must be licensed and it good standing in accordancé with any and all siate and local laws and
recuirerhents by any state or focal agency of West Virginia, Including, but not limited to, the West Virginia Secretary
of State's Office, the West Virginia Tax Department, and the West Virginia Insurance Commission. The vendor must
provide all necessary freleases o obtaln  informalion  to. enable the director or spending unit to

verify that the vendor is licensed and ingoed standing with the above enfiies:

48, ANTITRUST: In submiting a bid to any agency for the State of Wast Virginia. the bidder offers and agrees that
i the bid is accepted e bidder will convey, sel, assign or bansfer to the State of West Virginia all rights, titte and interest
in and io all causes of action it may now or hereafter acquire under the antitrust laws of the Unifed States and the State of
West Virginia for price fixing andior unreasonable resiraints of frade relafing to the particular commodities of gervices

nurchased or acquited by the State of West Virginja. Such-assignment shalf be mads and become effective at the time the
purchasing agency tenders the iniial payment to the bidder,

1 ceriify that this bid is ‘made withcut prior understanding, agreement, or connaction with any corporation, firr, fimited

lizhility company, partmership, of person or éntity submitting & -bid-for the same material, supplies, equipment of

- services and s in all respects falr and without coliusion or Fratd, 1 further ceriify that ! am authorized to sign
the certfication.on behalf of the bidder or this bid. Co T

. : INSTRUCTIONS TG BIDDERS .
{. Use the quotation forms provided by the Purchasing Division..Complete alf sections of the quotation form.
2. Hems offered must be in compliance ‘with the specifications. “Any deviation from the specificafions must be clearly
indicated by the bidder. -Alternates offered by the bidder as EQUAL fo the specifications must b2 clearly
defned. A bidder offeting an elternate should attach complete specifications and literature to the bid. The
. Purchasing Division may waive minor daviations to specificalions.

3. Unk prices shall prevail in case of discrepancy. Al quotations are considered F.0.B. destination unless alternata

. shipping terms are clearly idantified in the quotation. - _ : :

4. Al quotations must be delivered by the bidder to the office fisted below pricr to Ihe date and time of the bid
apening. Faiture of the bidder to defiver the quotations on time will result in bid disqualiifications: Department.of .
Administration, Purchasing Division, 2018 Washington Street East, P.O, Box 50130, Charleston, WV 25305-0130
5. Communication during the solicitation, bid, evaluation or award pariods, except through the Purchasing Division,
is strictly prehibited {W.Va. ©.8:R. §148-1-6.6). . : :

Rev 121508
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UNLESS SPECIFIC PROVISIONS ARE STIFPULATED ELSEWHERE
IN THIS CONTRACT ROCUMENT, THE TERMS, CONDITIONS AND
PRICING SET HEREIN ARE FIRM FOR THE LIFE OF THE
CONTRACT, '

RENEWAL: THIS COMTRACT! MAY BE RENEWED UPON THE MUTUAL
WRITTEN CONSENT OF THE SPENDING UNIT AND VENDOR,
SUBMITTED TO THE DIRECTOR OF PURCHASING THIRTY (30)
DAYS PRIOR T{0 THE EXPIRATION DATE: SUCH RENEWAL SHALL
BE IN ACCURDANCE WITH [THE TERMS AND CONDITIONS OF THE
ORIGINAL CONTRACT AND SHALL BE LIMITED T0o TWO (2) DNE
{1} YEAR PERIODS.!

CANCELLATION: THE DIRECTOR OF PURSHAS?NG RESERVES THE
RIGHT TU CANCEL THIS CONTRACT IMMEDIATELY UPDN WRITTEN
NDTICE 70 THE MENDOR IF THE COMMODITIES AND/OR SERVICES
SUPPLIED ARE| OF AN INFERIOR QUALITY OR DD NOT CONFORHM
TO THE SPECIFICATIONS OF THE BID AH& CS&TRACT HEREIN.

"

OPEN MARKET CLAUSE: THE DIRECTOR OF PQRCHAstQ MAY
AUTHORIZE A SPENDING UNIT TO PURCHASE ON THE OPEN.
MARKETY ;. WITHDUT THE FILING OF A REDUISIITION DR CUST
ESTIMATE, ITEMS SPECIFIED OGN THIS CONTRACT £OR
IMMEDIATE DELIVERY IN TMERGENCIES DUE TGO UNFORESEEN
CAUSES (INCLUBING BUT NOT LIMITED T8 DELAYS IN TRANS-
PORTATION OR| AN uNAyTICEPAega INCREASE! IN THE VYOLUME
OF WORK.Y :

BANKRUPTCY: | IN THE EVENT THE VENDOR/CONTRACTOR FILES
FOR BANKRUPTCY PROTECTION, THE STATE MAY DEEM THE
CICONTRACT NULE AND VOID, AND TERMINATE SUCH CONTRADT
WITHOUT FURTHER OKDER. :

THE TERMS AND CONDITIONS CONTAINED EN.THIS CONTRACT
SHALL SUPERSEDE ANY AND ALL SUBSEQUENT] TERMS AND
CONDITIONS WHICH MAY APPEAR ON ANY ATTACHED PRINTED

e v o AEE REVERSE BB 0N CONDAIONS |

osm;ma'ﬂ/W% T — . 0{' 431 /605 /[‘/[d

e /{ S M e o ' ' o ADDRESS GHANGES TOBE NOTED ABOVE
i i

|
WHEN RESPONDING TORFQ, !NSL—.F{T NAME A\D ADDF{ESS N SPACE ABOVE EABELED VENDOR'
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: EN6-558-8801
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| | LIGHTSPEED SYSTEMS INC | DEPARTHENT OF EDUCATION
1800 19TH STREET !
_ ? BUILDING &
| BAKERSFIELD €A 93351 1980 KANAWHA BOULEVARD, EAST
A CHARLESTON, WV
: 25365-~0330
! T "-."”:"" "E PR!%\ Eo T - : S“ﬁ’i’-’\"!f\ e & g ..: — w:a 7' ‘ .. «"“""Eﬁx‘\%s T
! 04/95/2u13 . _ ' P ' '
.05/13/2313 , R BID GPENING 1 Cl:30PHN
e QJAN“' R e : _;.»‘ \ T L jUN?
[DOCUMENTS SU£H AS| PRICE LISTS, ORDER FORMS, SALES
| AGREEMENTS OR MAINTENANCE AGREEMENTS, INCLUDING ANY
| FLEQTRO&TQ MED TUM SUCH AS CD-ROM.
i .
g MOTICE
A SIGNED BID MUST BE SUBMITTED 703
DEPARTMENT OF ADMINISTRATION
! PURCHASTNG DIVISION
! BUILDING 15 _
§ 4 201% WASHINGTON STREET, EAST
| CHARLESTON, WV 25305-0130
; THE BID SHOULD CD%TAI&%THIS INFORMATION ON THE FACE oF
g THE ENVELOPE OR THE BID MAY NOT BE CONSIDERED:
SEALED BID
BUYER: | SHELLY MURRAY
RFQ. NO.: : EDD327891
BID DPENING DATE: 85/13/201¢0
BID OPENING [TIME: ' 1130 PH
PLEASE PROVIDE A FAX NUMBEER IN CASE IT| IS NECESSARY
TO CONTACT YOU REGSARDING YOUR BID:
":.“:) 5'\'3\3[3 TfOfvS BRRL o
iTEl ; AT
ot 4%”/005 i Slfé’/ >
| ADDRESS CHANGES TO BE NOTED ABOVE
WHEN RESPONDING TO RFG, | NSE“MMA%EANDA“JHESST¢SPAC§ABOVCLABKUﬂ)VENDOQ
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DEPARTMENT OF EDUCATION

L1 BUTLDING 6

<1 1900 KANAWHA BOULEVARD, EAST
| CHARLESTON, WV

25305-0330

_G@/pgjzﬂ‘g - A kel e
SoRE 05/13/201¢8 | T BID OPENING TIWE _ 01:508K
L ] T Gemmmmean T T
CONTACT PERSON (PLEASE| PRINT CLEARLY): Y
| i 212
lkxxxxx  THIS IS THE END OF RFQ EDD327B91 xmxxxx TOTAL:

éwﬁi Lightspeed

= Ty Systems

(T

Al Rossi
Regional Sales Manager

rEn ADDRESS CHANGES TO BE NOTED AROVE

| K

""’HEN ?CSPO'\EDzNG TO RFQ,. NbERT NAME AND ADDQFSS R SDAC" ABOVE LABELED VENDOR
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The West Virginia Department o
ﬁi*ermc and re:psz*tmv soiaﬁm ﬂba‘ aons
.'pgadabsaﬁdaLes aa:a
include servers or appliances and associated cos
will not maet tha.r._z:'“ rements of %‘Q whern .'
are described in Section I-Current Environment.

Threoughout this Request for Quotativn (RFQ) the term
refe

angd

1931)
Tt
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3

o
ep
system and database software.

The terms “sepver” and “servers™ are used fo refer o the

all vender provided software and hardware used to perform Internet ﬁii‘ez’én
orting functions, including but not Hmited to apnhication software, operad

e hardw
which any component 0f the filtering solution is instalied.

i mead to

‘fltering solution™

e
€

appilanceson

Every statement of this RF(} that includes the word “prust” or “shail” is a mandatory

reguirement. A vendor should not submiit a bid if the fi

every mandatory reguliemest.

The products and services that are bid maust be capable of p
appropriate for Internet Service Provider (ISP) facilities wit
bﬁmd‘mdm Schiool based or district based filtering solutions
this RFQ.

The WVDE currently has two independent Infernet connect
Internet Sltering solutions must be installed at both Points ¢

Hering schition cannet mect

“oviding 2 level of service

h

-~
A
-

wigabits of Internct
e not an.acezptable rezponse to

ons for the X-12 public schools.
f Presence (POP). Becausc of
e filtering levels and capabilities

the diverse nseds of schools, the WVIDE must have selectiy

for delegated administration of tailored filtering policies or i}mﬁles for different subnets.
Updates to the filtering solution must be provided at least once sach day to ensure that the

filtering database is up—fo -date using multiple methods and =

esources 1or the review of

content on Infemnet sites. The Internet filtering must meet. th° requireinents of the B-rate
program {refer to hitp:/fwww. sl universalservice org’) and the West Virginia Beard of
Edudation Policy 2460 that is available online at http /fwidestate.wvusg/policies/p2460.html.

Information relevant o the Children’s Internet Protection Act (CiPA)and t

the Federal

requirement to :am;}lemc,nt Internet filtering is detailed at the URL

hitpi/fwww. foe. ooy, {eob/consumerfacts/cipa.himl.

The Children’s” Online Privacy Protection Act (C{}P?A) 1]
requirements of the filtering solution to eollect personal inf
sttpdiwww fic goviconpa/ for information shout COPPA.

ust ot be violated by any

Srtnation about students. Refer to




Section I — Current Environment

Approximately 700 pub 00lsin 57 school districts of West Virginis are connectad with

a privately addressad T .EP a-tewiofe network. The network uses the private Class A range

of 15.0.0.0 1P addresses: The POPs are egnipped with Cisco 6313 swite ches that contain
Cisco router and Cisco PIX firewall ﬁloames';that route and transiate the privaite IP addresses
to our Class B 168.216.0.0 puﬁlm network 1P addresses.. A Packetesr appliance igused to
manage bandwidth. The internet filtering shall be done at the two POPs where the K-12
aamam 1s routed to the [SP. The POPs are }ocated inthe WVNET facilities in Morgantown,
*\?’v‘"’ M and iz the [8&C facilities at Building 6 of the State Capnoi Complex at Charl&:::oﬁ

7. Bach one of the two POPs connécis ab*o*cr"méta v 70,000 unigue computers to the

irzaemet with 3 gigabits/second of bands sidth.

Ul

POP Site #1 Chazrleston, WY, is equipped with the following WVDE owned servers on
which the filtering solution may bs installed.

Lo ]

(eight) Dell 2850 servers with following specifications:
GHz KEON Processor with 2 MB. u&uh@, 2 GB DDR2 dimm, dual 73GB sest drives in
mirrored RAID, dual onboard gigabit mppw ethernet NICs.

sk

i {one) Dell. /8‘~{} ervers with foilow ng sgrccyﬁuaﬁong

1 (3Hz XEON Processor with 2 MBieache, 2 GB DDRZ dimm, dual 7368 ses: drives i
mimored RAID, dua? oﬁ.‘mard gigabit copper ethernet NICs, and one 1 TB swrage for
Feporis and Jog filss.

POP Site #2 Morgantown, WV, is squipped with the following WYDE ownad servers on
which the filtering solution may be §BSL&_§@€§.

8 (eight) Dell 2830 servers with following specifications:
3GHz XE‘: ON Processor with 2 MBicache, 2 GB DDR2 dimm; dual 73GB scsi drives in
mirrored RAID, dual onboard gigabit copper ethernet NiCs.

: {one) Dell 2850 servers with following %peczhc*mons

3 (GHz XECON Processor with 2 MB Qachc 2GB D“)R_f. dirmm, dual ?3 GB scst drives in
mirrored RAID, dual onboard gigabi copper ethernet NiCs, and one 1 TB storage for
reports and log files.

If the servers described above are notadequate to support the vendor's fillering selution, the
vendor must include appropriate servers or applances and associated costs in the response {0
this RFQ.

“The total number of computers 1o be ?Htez'eé is approximately 140,000 computers. The
Iniemet filtering must oceur at the point in the network after which the K-12 core routers
eonsolidate Internet traffic but. Deforc the firewall dynamically changes the pvivai;e 153
addresses 1o pubnc 1P addresses as shawn i the didgia’n on attachment A. The filtering
servers and reporting servers must ogerate within the scope of the K-12 private network s0
that filtering controt and reporting will reflect the private [P addresses of the client
computers. In the event that portable computers are cormected to residential, public, or other
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The vendor must ;:-z*m-‘ids Intemet ;

The Tnternet filtering ea‘iu
server sfapf.}i;mw $ provi ea bv the ‘/ﬁ"ﬁde or when s.@t ieg_
identified in Section I~ Current Environment. :

The WVDE will provide server hardware, equipment racks, networking components and
bling as specified in Section I - Current Environment.

The filtering solution must support gigabit speed, copper based, Ethernet network interfaces.
The filtering solution must not exceed a total of 12.servers-or appliances at cach POP
The total of all hardware components of the filtering soluticn for each POP must be rack

mountable and not occupy more than 24 units of rack space {about 487) at each POP siie.
The equipment must operate on 110-120 Volts AC power.

In the svent the winning bid does not meet the requirements of this RFQ when installed on
vendor arewd =d server/appliances oron the existing equipment identified in Section I-

Current Environment, the »!endor st provide additional sérvers and any other associated.
installation, shipping; labor and configuration expenses at ng cost (o the WVDE or the
contract will be 1r:r1m¢dkaicw terminated.

There mist be no requirement for any configuration changes of any networking equipment
or cotnputers that are connected to the Arivale WV K 12 nésinork at the school districts or
individual schools




The it
somputers that will enforee the saz
cannected to the WV K-12 network or
ernat via any other Internet service

R
o
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etiing such as &
The fltering solution must

commmiter ar

The filtering solutio
svstemns suchas LD ’*LP and Actve
The Internet filtering solution must be
fatlure of one server on ap‘wllazsce ata
for 70,000 commput

]
il

ST

ors-at

The vepdor must begin instaliation ng
and must be completed within 60 day

Interpet Filtering

e
i

The fiftering solution must provide a
confipuration tasks which can be perf

Il
=] ¥

1

13

no 11%
] 115,

od
1

The filtering 50
the event o

prevented.

The Internet filtering provided as a 1

the requirements of the Children's Int
hitpfwenw fee soviceb/econsumerfac

eting solution must provide ch nt software which can be

irtual private networking) or similar type of clie
proxy server configuration.

¢ the capability 1o filter based 0
nser a&uﬁ:ﬂﬁi‘éﬂlﬁn

1 must have me Lapa‘w

jon must have the ¢
the failure of the filtermmgp

«

inswalied on mobije
fhenng parameters whett mobile computer 5
r connected by wired or wireless networking to the
p*oxu.ur The client software mustnotbea V ")\

nt and must not rely on a-web browse

1
il

the IP addre

e

Y

Ly 10 be in
SW’CC}

tegrated with unified anthentication

b=

“cd’ons

> engineerad and operate with reduncancy s ich that the
POP wiil naireduce the capability o provide filiering

gigabits/see of throughput.

later than 30 days after receipt of the purchase order
5 of receipt of the purchase order,

web bazed interface Tor all n &Ila"“m@ﬂl and

formad by WVDE.

apebility o be configured to block Infernet access in
solution at a POP so that unfiliered Internet access is

sult of this RFQ must be verified by the vendor fo meet
ernet Protection Act (CIPA) frefer to
/cipahtmly and the West Vi xrozma Beard of Education

Policy 2460

The filtering solution musﬁihe‘ verifie
Privacy Protection Act {COPPAY Th
personal information from any users

The filtering sclution must provide the

filtering of content based on categod
https protecols.

The vendor must include all categorz

must not offer a reduced numberof ¢
only the categories that ars idaﬁtéﬁ&é

The vendor must provide, but is not
classifications or equivalent classific

that is available cnline at

hitnfwvde.state. wy us/ policies 2460 himl

4 by the vendor to comply with the Children's Online
= filtering process must not require the collection of any
:nder the age of 13,

= "pai}diﬁf for the WVDE to selectively enabie
- of web sites or individual web sites using the htfp and

o5 that the vendor offers on the product. The vendor
ategories in an attempt to reduce costs by pr oviding
in this RFQ.

inyitad to, the pre-po pmat ed cate he following
~uons of content on web sites:
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-Peer to Peer (P2P sites)

-Phishing {fraudulent sites that imitate authentic sites, often u} lure péeople into submitiing
persondl or financial information.) '

aie, 131:3*}2 discrimination (sites that. candone or & "tcoazraﬂe violence againstror
suppression of any minorities or grouping based on race, religion, sexual (néi:n*:f_lilalM
efhnicity:or any other social grouping characteristic)

The filtering soluiion must have the capabilify 1o allow or deny aceess to any individual web
site, URL, or [P address whether or not it is included In any vendor provided category.

The filiering solution must have the capability to permit rhb WVDF 1o create umiimited
adcitional custom categories.

The filtering solution must have the capability to permit th ‘use of “regular expressions”
(includes wild-card characters and other variables o specify: complex iext strings) when
creating custom allow or deny lists of URL web addresses c;?z. search terms.

The filtering solution must have the capability to block tzafmc related 10 peer-to-peer file
ﬂarmg protocols.




Thedi lteri_mg solution must have the capability to eaforce the “safe searching™ mode of
Google, Bing and Yahoo search engines, regardiess of the setlings chosen %:;v an end user that

Cl?

is asing those. S2arch engines.

Theo pab i?g musf exist t
administrators with restricied
specific groups.

The filtering soiution must provide It}r custemizeble, granular permissions so that additional
administrator/user acconits can be tailored on a user by user basis to mateh the rights ofa

user to the tasks that a user needs to perform,

e o solution must have the capability to selectively displey WVDIE customized
“site blocked™ pages based on the s;:he it group and/or the categonization of the blocked web

The Altering solation must have the capability to selectively display WYDE customized
“infornational” pages based on the ci ent group and/or the categorizarion of web sites to
which access is allowed.

The fAltering solution must have the c»pdbzlm to be configured to oaly perform fliering of
outgoing requests and to perform no Hlfering of incoming traffic.

The product offered by the vendor m;zsé perfomm Internet filiering primarily by companag
o 1160 ng requests 1o a database of categorized URLs and 1P addresses to detenmine whether
an attempt 10 acoess as site on the Tmf*;‘nez is 1o be blocked or permitied.

Any other Internet filteting methods ¢f the filtering sefution, such as “onthe %7 evaluation
of incoming content, must be able fao bé selectively disabled at the option of the WVDE,

The fltering solution must pmvideaf;Web based display of status and performance graphs for
all components of the filtering Soiu’zé'c}n-.

The filtering solution must havethe capabmtv for the WVDE fo set customized filtering
policies based on the time of day and ihb day of the week for individual IP addresses and/or
oroups of chient 1P addresses.

The Irdernst fltering solution mm‘é not (masquerade, spoof or change the source IP address
of the compmers om the K-12 networs. The source TP address of the client computer must be
passed to the PIX firewail,

The Internet filtering and reporting sérvers must operate on and report on the 10.0.0.0
private network [P addresses of the WVDE K-12 network.
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Section 11 - Coptract Terms

The contractthal ”M;um from this RF(Q will remain in effect for ane (1) year from the date of

El

award, with-an option to renew for two {2) additional one ( 1y vear periods.

The costs for software and the anoual 11 sensing for Internet filiering can be invoiced upon
delivery and accepiance by the WVDE. The technical support costs aré payable in arrears
and shail be invoiced not mors offen than on 'z menthly basm.

Any terms and conditions must be submitted with the bid. Aﬁbr award, no changes will be
allowed which modify and terms d conditions. Award will not be made until all terms and
condifions are sgreed 10 by the C}

The vendor 1s solely responsible for a &z work performed under the contract ang f{or all
services offered and products to be delivered under the terms of this contract,

iz not the cﬂrec’f source, the vendors
I to provide thie equipment, filterin
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The vendor understands that iecr%c& buppo*‘t includes verifying that all hardware and/or
software rerains opera‘uoml in the event of WVDE moarﬁea{mn- iﬁ:r‘E acement or ch*rade of

ANY SEIVETs Or network uonigumum
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s that impact the functioning of the filtering solution.
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Section ¥V - Yendor Response

The vendor is to complete the Cost W
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Interne: filtering solution n a retwork
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Section VI — Cost Evaluaiion

All guotes shall be all inclusive. No separate reimbursements will be made for travel or any
niher expense. :

The State intends to award he biﬁ to the vendor with the lowest grand total costs {o provide &
complete Tnterpet filtering solution, including software, filtermg updates, licensing, techmical
support and maintenance acco d;ng to the specificaiions. Asp \rmml explained, the vendor
may also include servers in the bid if the filtering solution ca:nhet meet ah,mqum, ntaof
this R¥Q) when installed on the WVDE equipment identified in Section I~ Current
Environment.

k3

The WVDE reserves the right to purchase in part or in whole any products and services
offered by the vendor in the respozzst, to this RFQ. The actual mumber of license: ph wohased
=ach year will be based on a count of computers, provided b* the WVDE, on the date of the
annual contract renewals.







Cost Worksheet

i

ltem Yendor E}eswépzésa Quantity Unit Total
: L, Cast Cost
| annuz sofware cost wncluded Wit
: iitering Servars *  WAW AP:X.&M& G \NCLUJD E,D
are cost mclud Wt '
for Reporting Servers.* | WAM__ppeliance 4 U INCLUD ED |
- Annual License for L GAATSPEED— 130,000 ¢ %
Tiktering of clisnt :
: . WEB KCCESS 1. Bb ;
Ccompuiers on K-12 : MﬁrNA@EﬁMAM) M’):OOO _
S TIEDWOT . : .
Annual License for CLIGUTSPEED - 0000 ¢ %
mobile compuzess. L WEB kCLE §$t- 60 [ 5,000
{se2 pfE } ”mww ; MNAGB-’R« Cu}A'M)

Charleston and
Morgadiown, WY

; {zee note 2 below)

S ES ENGINEER
(%1500 Per Day)

Technical support and | U (AMBPEED- ALL_. 1 year
upgradesd dec‘iﬁ“ for SO%A'E-E up F‘E’EE ~RKeEE
fltering solution ¢ UPDATES
Onz Day onsite LG5 PEED- 1 day
raining, 6 hours. S MLES ENGIVEER FREE  FREE
Charleston WV (i‘gw Fe' ¢ Oa )
{see note 2 below) ‘1 _
Onstie installation, LT <P EED- 4days | g

$

2600

- Filtering Sefvers

- (i required)®

WA PPPLINNCE

SNo-&-LES WM

3000

eporting Servers

DELL

G
A
g

¢ system modifications

PlloNEe  SUFPPORT

<
- (if requiredy* SEP‘EVEK 50; ODOM
- Other Hardware ,
s (if required)* NON E B} 9/ '9/
Howrly rate for custom | LLGAMTSPEED- 20 hours

| Total Cests

Note 1: A mobile computer requires special client software that will force the computer to be
filtered even when it is disconnected from the K-12 network and connected to any other
network which provides Internet access. If there s no price difference for mobile computers,

enter the same unit cost as for computers on the K-12 network.

Wote 2: Cosis for fraining and instaliation, configuration and testing must inclusive of all
incidental costs. Travel expenses, training materials and other retmbursable expénses will not
be paid separately. The distance between Charleston and Morgantown WV is approximately

180 miles.
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ADENDUM OF FUNCTIONS INCLUDED AT “NC ADDITIONAL CHARGE”

To Whom It May Concemn:

Below is a list of functions that will be included with our reply to Request For
Quote RFQ number EDD327891.

Also, for additional information please see the included datasheets in the biue
Lightspeed folder included with the RFQ.

e

Al Rossi

Regicnal Manager

Lightspeed Systems

Direct: 661-431-1603 / Free: 877-447-6244 x603
al@lightspeedsystems.com




NETWORK & BANDWIDTH MANAGEMENT

Granular traffic and bandwidth management

e By source or destination IP, source or destination port number, application, username or

group, time of day
s Tiered Management / Administration

s Extensive report with the ability to automatically generate and distribute key reports

» Network reports shall include but is not limited to

OO0 00000000 0C0OC0C0OC0OO0C0CO0CC0C000C 0000 O0O0

O

HR Report

Logged in Users - Current
Logged in Users - History
Users by Internal IP Address
Real-time and Historic fraffic & HTTP requests
Top Network Users

Busiest Protocols

Total Incoming/Qutgoing Traffic
Logged in Users

Busiest Protocols

Email Senders and Receivers
External URLs

External URLs Summary

File Downloads

File Uploads

Incoming Traffic by MAC
internal URLs

Internal URL Summatry

Logged in Users by IP
Qutgoing Traffic by MAC
Search Engine Queries

Top Email Receivers

Top Email Senders

Top Search Engine Queries
Suspicious Search Engine Queries
Total Incoming

Total Outgoing

Traffic by External IP

Traffic by Internal IP

Traffic by Protocol and External IP
Traffic by Protocol and Int. P
Customized Reports

» Provide tools to manage traffic issues.
+ Ensure availability of critical services with network monitoring
+ Integrates with Studeni Information Systems (SIS).




CONTENT FILTERING

« Enforce CIPA compliance on laptop computers outside of the network

e Access and ability to share approved YouTube videos with students, providing access to
valuable Web 2.0 learning resources without content risks. Video approval can be
delegated to teachers or curricular leaders, and teachers can tag, search, and review
approved videos.

« Safely provide access to Web 2.0 features and online content within a controlled,
monitored, secure environment

e Ability to filter and report based on session not IP. This allows for muitiple machines

behind a single firewall to be filtered separately.

netTrekker d.i. integration

Filtering for thin-clients (including nComputing, Citrix, and Windows Terminal Server.)

Filter all web traffic accurately and reliably

Trust an education-specific database

Filter all web traffic on workstations inside the network

Filter web traffic on remote laptops outside the network

Block Peer-to-Peer applications and file-type blocking

Ensure safe collaborative leaming in a Web 2.0 environment

Detect and block proxies
o Blocking Proxies at gateway

= Search engine: Block by keyword

Non-http

Proxy category

Unknown URLs, domains

Automatic signafure detection

URL Wild-Card

SSL

UltraSurf connections

Ut ferere

Al Rossi

Regional Manager

Lightspeed Systems

Direct; 661-431-1803 / Free: 877-447-6244 x603

al@lightspeedsystems.com
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Lightspeed Systems Guide To Intelligent Filtering
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Introduction

Filtering is a necessity in schools, for student safety, CIPA compliance, AUP adherence, and
network security. But in order to filter effectively and efficiently, schools must do more than just
install an Internet filter,

They have to stay ahead of ihe kids, ensuring that proxy tunnels don't allow users to bypass

the filter and access inappropriate sites. They have to menitor and report on the effectiveness
of the filtering, including reviewing blocked and visited sites, They have to ensure that over-
blocking doesn’t limit the educational potential of the Internet, and that under-blocking doesn’t
compromise student safety. And they have %o do all these things in an under-staffed, budget-
constrained environment.

In today’s schools, a web filtering solution has to do more than block inappropriate sites. It
needs to balance educational Web 2.0 use with student safety and network security.

Your scheok’s Internet filter serves many impartant purposes that help make your schosl network
a powerful resource for safe and secure learning. Effective, intelligent filtering requires that you
meet the goals of filtering while addressing its inherent challenges.

Goals of Web filtering:
e Safety of students
* Security of network
s identify cyberbullying
s C|PA compliance
¢ Enforcement of Acceptable Use Policies

Challenges to overcome:
s Bzlance between learning and education
e Meet needs of various groups and individuals
» Ensure over-biocking doesn't hinder learning
= Ensure under-blocking doesn’t impede safety and security
» Enforce policies despite sophisticated new proxy technologies
» Provide safe access to Web 2.0 tools to encourage participatary learning

It is possible to fifier effectively and efficiently, meeting these goals while overcoming the
challenges. This Guide to Intelligent Filtering will provide information to help you most
effactively utilize filtering technology on your school network.

This Guide includes:

» An overview of considerations when choosing an Internet filter

« |nformation about how you can seal up proxy tunnais

+ [nformation on how mobile filtering can help make your 1:1 initiatives a success
* [nformation on incorporating safe Web 2.0 use in schools

« [nformation on using filtering to ensure CIPA compliance

¢ [nformation on using filtering to prevent Cyberbutlying

» Real-world stories of schools that effectively utilize filtering

s Documentation on Lightspeed solutions that can help you filter more effectively
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Considerations for Choosing a Filtering Solution

When choosing a filtering sclution, you need to look at several factors that will ensure security,
compliance, balance, flexibility, and innovation.

Database

Filtering databases should be public, allowing users o easily see what sites are blecked and
why. Schools have different filtering needs than businesses. Filters designed for use by any
arganization often don’t fit the specific needs of an educaticnat institution. A comprehensive
database that organizes sites into education-specific and grade-specific categories gives schools
the ability to filter for their specific needs and adjust policies for different groups of students.

CIPA Compliance

The Children’s Internet Protection Act (CIPA) is a federal law passed by Congress in 2000 to
help ensure the safety of children accessing the Internet over schooi and library computers. The
act requires schools and libraries to use filtering to block dangerous or offensive material from
minor users. To meet the mandates of this law, you should choose & filtering solution designed
for schools, with the specific requirements of CIPA in mind.

Proxy blocking

Proxies bypassing the Internet filter are a critical issue school IT administrators face. As
proxies gain both new levels of sophistication and accessibility, fitters must deliver equaily
sophisticated methods for blocking anonymous, unsectire, and secure proxies.

Cyberbullying

Cyberbullying is a problem that can’t be ignored. Research indicates that almost half of all teens
have experienced cyberbullying. To prevent, identify, and address cyberbullying issues in your school,
you need afilter that can limit access 1o sites known for cyberbullying; block keywords related to
cyberbullying; report on suspicicus behavior; and deliver a detailed record of online activities.

Flexibility

Every school is different, and within each school are differant users with different web browsing
needs. A one-size-fits-all filter cannot deliver the fiexibility to allow for these differences. Beyond
a comprehensive database, an effective filtering solution should allow for customized allow and
block lists, as well as the ability to set different fiftering profiles for different users or groups.

Searching

Web content filtering prevents access to inappropriate sites, but cannot prevent inappropriate
search results from populating in a search request. An effective filtering solution needs to
incorporate “Safe Search” mechanisms to ensure that search results don't cantain dangerous or
offensive content and images.

Balance

While under-blocking can limit the safety and security a filter provides, over-blocking can
keep users from accessing valuabla educational content on the Web. Technology learning

and the integraticn of technology into the curriculum are vital to developing students’ 21-st
century skills. Innovative features with the educational market in mind, and customizability to
individual needs, can help create a balance between learning and safety.
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Web 2.0

Web 2.0 makes technology an active and collaborative rather than a passive medium. However,
to ensure security and safety of the ever-changing content on Web 2.0 sites, filtering solutions
often block all Web 2.0 content. An effective filtering solution should deliver innovative
solutions to make Web 2.0 content safe for student use, premeting participatory learning and
cellaboration within safe environments.

Mobile Users

Internet filters often block access to inappropriate sites when the computers on which they are
instalied are on the network. But when mobile users use schoo! computers off the network, they
can be exposed to inappropriate content, and the computers to damaging viruses and spyware.
An effective filtering solution needs te work for both deskiop and mobile users.

Reporting

To understand the effectiveness of your filter, you need information about how well it is
werking. Comprehensive reperting about blocked sites, accessed sites, search phrases,
and more can give you the information you need to adjust policies, confront breaches in
acceptable use policies, and fine-tune your fiitering criteria.

CIPA Compliance

The Children’s Internet Protection Act (CIPA) is a federal law passed by Cangress in 2000,
and updated and clarified since, to help ensure the safety of children accessing the Internet
over school and library computers. The act raquires schools and libraries to use filtering to
block dangerous or offensive material from minor users.

Any organizations that receive funding through E-Rate or the Universal Service Fund must
certify that they are meeting the requirements of CIPA.

What CIPA Requires

Any organization included under the CIPA guidelines must meet the foliowing four criteria: A
Technology Protection Measure, An Internet Safety Policy, an education program, and a policy
to menitor the online activities of minors.!

1. Utilize a Technology Protection Measure.

A Technology Protection Measure is defined as: “a specific technology that blocks or filters
internat access to visual depictions that are — {A) obscene (B) child pornegraphy; or {C}
harmful to minors,”?

The term “harmful to minors” is further defined as:

“Any picture, image, graphic image file, or other visual depiction thai— (A) taken as a
whole and with respect to minors, appeals te a prurient inferest in nudity, sex, or excretion;
(B) depicts, describes, or represents, in a patently offensive way with respect to what is
suftable for minors, an actual or simulated sexual act or sexual contact, actual or simulated
normal or perverted sexual acts, or a lewd exhibition of the genitals; and (C) taken as a
whole, lacks serious literary, aristic, political, or scientific value as to minors.” 3
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Filtering is required on all computers, whether used by adults or minors. However, the filtering
may be disabied for adult users when requested.

2. Create and enforce an Internet Safety Policy.

This required policy must address:
a) Access by minors to inappropriate matter on the Internet

b) The safety and security of minors when using electronic mail, chat roems, and other
forms of direct electronic communications

¢) Unautherized access, including so-called “hacking,” and other unlawfui activities by
minors online

d) Unauthorized disclosure, use, and dissemination of personal information regarding
minors

) Restricting minors' access to materials harmful to them?

3. Moniter online activities of minors
Schools must also adopt and enforce a policy to monitor the enline activities of minors.

4. Education program

Schools and libraries must also certify that minors are being educated about appropriate
online behavior. This shouid include information about cyberbullying, the sharing of personal
information, and online communication.

CIPA Compliance with Lightspeed

Content filtering is a primary feature of CIPA, as weil as most school Acceptabie Use Policies
outlining web browsing behavior. Content filtering allows scheols to block content that is
dangerous or inappropriate for minors.

Lightspeed Web Access Manager ensures that users’ web browsing is in line with CIPA
mandates as well as Acceptable Use Policies — while they are on the network or when utilizing
school computers off the network. Cur education-specific database is comprehensive and
accurate, ensuring that inappropriate sites are no longer a click away, but that valuable
content remains available to users,

Web Access Manager detects and/or blocks access to inappropriate material on the Internet
based on our extensive, education-specific URL database with more than one billion entries,
as well as your own custom allow and block lists. Our content filter groups sifes into about
120 school-specific categories based on subject matter and age-appropriateness, providing
gasy review and administration.
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Sealing Up Pesky Proxy Probiems

Students bypassing a schooel's Internst filter is 2 great concern, for maintaining student safety
as well as CIPA compliance. As proxy technology becomes more camplex in attempis to
anonymously tunnel users through content filters, Lightspeed Systems continues to develop
new proxy-blocking methods. By blccking secure, unsecure, and anonymous proxies, you can
ensure that Acceptable Use Polices are enforced and CIPA compliance is maintained.

Two thirds of respondents to Lightspeed Systems’ survey, 2007's Top IT Headaches for K-12
Schools, indicated that proxies bypassing the Internet filter was a somewhat critical or critical
issue. Clearly, over the past two years proxies hava gained both rew levels of sophistication
and accessibility.

Consider the very popular proxy UltraSurt. Its website, UltraReach.com, boasts, “[Tlhe most
prominent features of UltraSurf 8 are that it has implemented a complex proxy with complete
transparency and a high level of encryption on the Microsoft Internet Explorer (IE) platform.
... UltraSurf & implements almost all browser funciions based on HTTP and user needs,

such as browsing websites, login and posting en web forums, using Web mail, uploading and
downloading data fifes, real time audio, video and other muitimedia programs, etc.”

Since you can only enforce acceptable use policies on traffic you can see, recognizing and
blocking such “anonymizers” is essential — and requires some very sophisticated software.

Proxy Blocking with Lightspeed

As proxy technology becomes more complex in attempts to anonymously turinel users through
content filters, Lightspeed Systems continues to develop new proxy-blocking methods. These
methads fall into five categories.

Block unknown URLs

When a newly created site hits the Internet, no content filter has it categorized. It is
“unknown.” Not knowing if it’s “safe 1o aliow” is why many choose to block all unknown
URLs, that is, block access to all URLs that are not in the database. Further, Lightspeed can
be automaticatly notified of the new URL, which triggers an immediate review to categorize
and add it to the content database. In turn, database updates are pushed out daily. This
option to bleck unknown URLs can be enforced for all users, students only, or any group you
define with separate policies.

Block categorized domains and IP addresses of known proxies

Proxy sites cannot hide from Lightspeed for long. Through Lightspeed’s constant downfoading
of the entire internet, proxy sites are easily detected and categorized accordingly. Further,
Lightspeed customers submit new proxies every day. A scheduled task automatically forwards
previously unknown websites that users attempted accessing, and these are analyzed and
categorized accordingly. The content database now includes more than 25 million categorized
addresses and is open for review.®
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Block unknown URLs matching proxy patterns

A more direct, real-time approach 1o block proxies is te block all unknown URLs with
matching proxy patterns. When a user attempts to access a site that is not in Lightspeed's
content database, Total Traffic Control will search for signs of proxy activity using on-the-fly,
deep-packet inspection. When a request matches one of the hard-coded patterns, Lightspeed
blocks the request and logs the attempt. As proxy methods evolve, Lightspeed will continue to
add patterns.

Block alf proxied requests

By choosing to block all proxied requests, you can prevent access to the Internet if a web
request is using any proxy server. For instance, if a user configures his browser to use either
a local or external proxy server, all web requests will be immediately blocked, regardless of
destination. Any third-party browser plug-ins designed to utiiize the browser’s proxy settings
will also be blocked.

Block proxies at the deskiop

Finally, desktops with Security Agent installed can stop proxies in two additional ways —
through Lightspeed-distributed signatures that identify the proxy service applicaticn as a
virus and by disabling read/write access to removable media.

With these defenses in place, you can win the proxy battle. And rest assured, Lightspeed will
continue to add lines of defense as necessary.

Mobile Learning
Handhelds, laptops, netbooks and tablet PCs are being handed out fo students in districts

across the country. Students can take the computers home to continue their learning and
their technology interaction even after school hours.

e 1:1 initiatives offer many benefits 1o students and teachers:

* Provide regular, consistent interaction with technology

» Encourage iearning after scheol hours

* Provide consistent, fair access to technology for all siudents

* Allow students to utilize technolegy in a location/time of their choice

* Give students greater access to learning resources

s Increase teacher-student communication

in fact, research has shown that learning is enhanced when students use cemputers at home
to continue work initiated at schooi. The results of a three-year study showed thati:

“Extensive use of laptop computers, in conjunction with teacher development in fechnology
integration, results in increased time working away from the school, enhanced competency
and confidence in computer use, and improved parformance on measures of writing ability.”®

Project RED: Revolutionizing Education, which is an Apple-sponsored research project
aimed at measuring how technolegy can help schools save moeney and improve instruction,
revealed through recent research that the national average of schools with 1:1 (or ubiquitous)
technology programs is about 5.4 percent.
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The Need for Mobile Filtering

A successful 1:1 initiative must also recognize the inherent risks that come with allowing
students to utilize school resources away from the school network. When school computers
leave the network, both the computers and the users can be expesed o harmful content and
safety and security risks.

Blocking access to the internet when the mobile device is off the schoel network may seem
like a viakle option, but it stifles the learning process and severely limits the purpose of the
initiative: to encourage learning any place, any time.

Instead, schools need a solution that extends their on-netwerk policies and protection to users
who take their mobile devices off the network.

Mobile filtering offers many benefits:
+ Ensures students are protected from harmful content when they use schoal resources off
the netwark
* Maintains CIPA compliance for users off the network
* Protects mobiie computers from damaging viruses and spyware

» Protects districts from liability for issues on school-ownead resources

Mobile Filtering with Lightspeed

To provide districts with the protection they, and their students need, as they launch 1:1
initiatives, Lightspeed offers The Guide Mobile Filter.” The Guide Mobile Filter extends your
policies and protection with flexible filtering when computers are off the network. Whether
your mobile users are part of a 1:1 initiative or just staff bringing laptops on and off the
netwark, the Guide Mobile Fiiter will protect them and enforce your Acceptable Use Policies.

Benefits of the Guide Mobile Filter

Extends policies and protection to off-network computers. Your Acceptable Use Policies
protect both your users and your equipment. Laptops taken off the network are often free
from the content filtering used within the network, opening users up to inappropriate content
and equipment to dangerous web sites. The Guide Mobile Filter delivers fiexible filtering for
off-network computers, ensuring that blocked sites remain blocked — no matter where the
computer is being used.

Keeps users safe with comprehensive filtering. The Guide Mobile Filter detects and/or blocks
access to inappropriate material on the Internet based on our extensive, education-specific
content database, as well as your own custom allow and block lists, helping to ensure user
safety and CIPA compliance.

Reduces the cost, time, and frustration of compromised computers. By blecking sites known
as threats for spyware, malware, and viruses, the Guide Mobile Filter helps keep your school
computers secure and safe when they are off the network, helping to keep computers ciean
and functioning properly.

Key Features of the Guide Mobile Filter:
* CIPA-compliant Internet filtering for mobile computers

« Comprehensive and accurate education-friendly content database with mere than one
billion entries
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* Reporting of off-network activity, including Blocked URLs, Blocked URLs by Category,
Unknown URLs, URLs Visited

e Abifity to block alf forms of proxy servers (anonymous and secure}

s Forced SafeSearch for Google and Yahoo search engines

» [ocal policy controi (Active Directory and LDAP)

* Password-protected uninstall

e Fufl support for PCs and Macs

« Warks from any location, with any type of internet conrection — without the need far a VPN

Cyberbullying

The National Crime Prevantion Council defines cyberbuilying as: “When the Internet, cell
phones or other devices are used to send or post text or images intended to hurt or embarrass
another parscn.”® The increasing use of these technologies by children has led to an increase
in the occurrence of cyberbullying, with often devastating and violent consequences.

Cyberbullying is a problem that can't be ignored. Research indicates that almost half of all
teens have experienced cyberbullying. One in four have had it happen more than once. And
35% of kids have been threatened oniine.®

In many cases, cyberbullying can be more extreme and damaging than other types of bullying
because of the anonymity on online personas and the prevalence of the Internet in children’s lives.
Bullies can feel protected by the Internet, and may therefore be more vicious. The bullied students
may not know the atiacker, and may feel powerless to fight it. In addition, cyberbullying can occur
24 hours a day, anywhere, without the protection of home or school walls.

Types of cyberbullying
Cyberbullying can take many forms. Properly identifying and preventing cyberbullying
requires an understanding of the different ways technelogy can be used to hurt others.

In “An Educator’s Guide to Cyberbullying and Cyberthreats,”1° Nancy Willard breaks down
cyberbullying into these categories:

* Flaming. Online fights using electronic messages with angry or vulgar fanguage.

* Harassment. Repeatedly sending nasty, mean, and insulting messages.

» Denigration. “Dissing” someone online. Sending cr posting gossip or rumoers about a
person to damage his or her reputation or friendships.

* Impersonation. Pretending to be scmeone else and sending or posting material to get that
person in frouble or damage their reputation.

Outing. Sharing someone’s secrets or embarrassing infermation or images online.

s Trickery. Tricking someone into revealing secrets or embarrassing information and then
sharing it cnline.

» Exclusion. Intenticnally and cruetly excluding someone.

* Cyberstalking. Repeated, intense harassment and denigration that includes threats or
creates significant fear.
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Best Practices for Preventing Cyberbullying

1. Create policies and educate users. As part of their policies for accepiable use of the Internet and
other technologies, schools should address cyberbullying. In addition to educating students and
faculty on what cyberbullying is and why it will not be tolerated, specific guidelines for acceptable
communicaticn and clear consequences for cyberbullying behavior should be laid out.

2. Prevent the use of inappropriate sites or the sending of inappropriate messages. Some
sites, such as unmoderated chat rooms, have been shown to be particularly prone to
cyberbullying. By blocking, or limiting access to such sites, cyberbullying from the school
network can be prevented. Alsc, blocking access to sites with inappropriate content and
blocking messages that contain inappropriate words can help prevent cyberbuilying. Because
students are often adept users of technology, it is also impertant that Internet filters employ
sophisticated means to prevent users from bypassing Internet filters with proxy tunnels.

3. Monitor adherence to policies and adjust as necessary. To ensure that policies are being
adhered o, it is important that suspicious browsing, emailing, attachments, and instant
messaging be regularly reviewed. When inappropriate behavior is identified, policies and
filters should be adjusted to stop that behavior.

4, Preserve the evidence. In order te investigate instances of cyberbullying, schools should
keep records of inappropriate behavior and archive email messages. This information can
help school officials talk with students, as well as inform legal authorities, should they need
1o be involved in serious cases.!!

Preventing Cyberbullying with Lightspeed

Lightspeed Systems is committed to helping schools maintain the safety and security of their
networks, in order to create an effective 2 1st-ceniury learning envirerrment. Our solutions
help schools address the issues that impact the use of the network and the internet while
ensuring a balance between safety and learning.

To prevent, identify, and address cyberbullying issues in your school, Lightspeed offers best-of-
breed solutions with essential features for filtering, monitoring, and reporting en user behavior.

Prevent

Preventing certain communications and browsing behaviors can reduce the possibility of
cyberbullying on your schoot network.

With Lightspeed you can prevent behavior that could lead to cyberbullying:

» Keaep users from bypassing your filter and accessing blocked sites with multiple layers of
secure, unsecure, and anonymous proxy detection and biocking

Block web sites categorized as containing adult and pornographic subiect matter, and web
sttes categorized as promoting violence, hate, and weapons

Block web sites categorized as containing unmoderated forums, instant messaging services, web
mail services, chat and dating services, as well as personal and social networking services.

Block web sites promoting and/or supporting itlicit and illegal network intrusion and infilfration

Fiiter mobile users of school computers with the Guide Mobile Filter, which provides
filtering protection - without a VPN, from any location with any type of Internet connection

Filter email content to ensure that communications do not contain offensive material or keywords
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Identify
Early identification of cyberbuliying can minimize the impact and consegquences of the behavior.

With Lightspeed, you can monitor user behavior and identify possible cyberbullying with:
» Comprehensive and customizable reporting and alerts for suspicious activity on the

netwark

¢ The ability to drill-down to investigate the browsing and messaging behavior of individual
users

o Searching on specific keywords related to hate, violence, or other inappropriate content

Address

Should cases of cyberbullying be identified, documentation and adjustment of policies can
allow school officials to effectively address the situation.

With Lightspead, you can be equipped to address cases of cyberbullying with:
¢ Archival of inbound andfor outbound SMTP traffic, ACL Instant Messaging (AIM) and MSN
Messenger, and attachments {including documents, programs, and muitimedia files)
* Message file storage with indexing parameters for: From, To, Subject, Date, Keywords, and
Body Text
e The ability to modify policies for specific users

= The ability to integrate your Lightspeed solution with your Student Information System
{515} for a complete view of individual student activity and progress

Web 2.0 in Schools

From social networking to video sharing and blogging, Web 2.0 has transformed the Internat,
and has the power to transform education.

On his web site Tim O'Reilly defines Web 2.0 as:

Web 2.0 is the business revelution in the computer industry caused by the move to the
internet as platform, and an atfempt to understand the rules for success on that new
platform. Chief among those rules is this: Build applicalions that harness network effects
to get better the more people use them 12

By definition, Web 2.0 technologies are collaborative and social. They encourage discussion and
sharing. All of these things make them well-suited to an active, rather than passive, learning
environment, But while the use of Web 2.0 technologies in schools can enhance learning and
help students develon essential 21st-century skills, concerns about safety, security, bandwidth,
and more prevent many scheols from utitizing these resources.

Web 2.0 offers many advantages for collaborative, engaging, active learning. But it also opens
up some risks to safety and security. Lightspeed Systems and netTrekker recently spensored a
survey to determine which Ed 2.0 tools schools are using and why.

The most often cited reasons for adopting Web 2.0 technologies were:

1. Learning needs
2. Engaging student interest
3. Increasing students’ options for access to teaching and learning
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Districts are at different stages of use and adoption of different Web 2.0 technologies. Several
examples follow.

Online communication with parenis and students and muitimedia resources are used by
many teachers, and most disiricts have plans/policies that promote their use.

Teacher-generated online content is used by a significant number of teachers. District
technology leaders value sharing of teacher-generated online content as a way of sharing
expertise and not having to constanily “reinvent the wheel.”

Student use of virtual learning environmenis (including enline courses) was uncommon on
the part of teachers in most districts. However, more than one-third of the districts have
plans/policies that promote the use of this technolegy, and more districts are considering their
plans/policies related to it.

Online secial networking as part of instruction, on the other hand, is used by very few
teachers, and many districts’ policies don't allow use of this technoiogy. Key barriers to
adoption appear to be:

s | ack of teacher knowledge/professional development
¢ Concerns about student safety and security
s | ack of time

¢ [nsufficient access to technelogy

YouTube is the third most popular site on the Web, with more than 100 miilion US viewers
{more than 20% under age 18) watching nearly 15 billion videos a menth. Theugh many
districts block access to YouTube because of risks to network security and student safety,
access to YouTube videos is one of the primary requests school network administrators receive.
After all, YouTube is rife with educationally-rich videos; and research shows that kids learn well
through engaging muitimedia presentations, inciuding videos.

Research continues to show that students learn better when they are active participants in
their education, rather than just passive recipients of information. We also know that students
feel disengaged from technology and communication when they “power down” in schools and
jeave their usual methods of communication and information-access behind.

Participatory learning allows students o use the technology that is an integral part of their
lives to collaborate and communicate — making education an active, enriching, long-lasting
process.

From Wikipedia to individual blogs, it is clear that we can learn better together than we can
alone. Unfortunately, because of the safety risks of Web 2.0 sites and the challenges of
fittering their ever-changing content, students often don’t get to engage in the participatory
learning that the Internet offers.

in today’s schools, with today’s digital learners, web filtering needs to be about more than
biocking inappropriate content. it must be about creating a safe online experience that gives
students the educaticnal benefits of the Web — without the content and security risks.




Integrating Web 2.0 safely with Lightspeed

Lightspeed Web Access Manager has an innovative new feature, My Big Campus, o give you
the intelligent filtering solution you need — safely providing access to Web 2.0 features and
oniine content within a controlled, monitored, secure environment.

My Big Campus includes a Resource Library, where you can share and access videos, web
sites, documents, PDFs, and more. It also includes & Collaboration Site, where teachers and
students can communicate and collaborate within a safe environment.

What could your district do with My Big Campus?

Access thousands of educational videos, web sites, and other resources
implement coflaborative student projecis

Report on activity and comply with policies

Teach students about online commuaication

Get feedback on teaching ideas and lesson plans

Manage class assignments and assist with homeawork

Connect with students and classes for long-distance collaberative lessons
Extend Professicnal Learning Community efforts

Alfow students to write and publish within a closed community

Start an online pen pal project

Create onfine study groups

The possibilities are endless.
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About Lightspeed Web Access Manager

Lightspeed Web Access Manager provides flaxible filtering for school networks, ensuring that
users’ web browsing is in line with Acceptable Use Policies —while they are on the network

or when utilizing school computers off the network. Our education-specific database is
comprehensive and accurate, ensuring that inappropriate sites are ne longer a click away, but
that valuable content remains available fc users.

Lightspeed Web Access Manager provides powerful, easy-to-use features for filtering and
monitoring web browsing.

Comprehansive and accurate education-friendly URL database with more than one billion
entries grouped into more than 130 school-specific categories based on subject matter
and age-appropriateness, providing easy review and administration.

Mustipie fayers of anonymous proxy detection and blocking to keep users from bypassing
your filter and accessing blocked sites.

Educational Video Library allows teachers to share approved YouTube videos with students.
Video approval can be delegated to teachers or curricular leaders.

NEW! My Big Campus offers safe access to Web 2.0 tools, including & Resource Library to
post, view, and share online resources as well as a Collaboration site.

netTrekker d.i. integration to ensure seamless access o approved netTrekker sites.

Integration with Google and Yahoo! “SafeSearch” to screen for sites that contain explicit
sexual content and delete them from search results.

Cross-platform protection for school computers outside the network —without a VPN, from
any location, with any type of Internet connection — via the Guide Mobile Filter.

Flexible filtering for thin clients, including nComputing, Citrix, and Windows Terminat
Server.

Ability to create different poticies based on user, 1P, group, organizational unit, domain.
Peer-to-peer application and file-type blecking.

Integrates with Student information Systems for comprehensive, individualized user
information anc custom reporting.

Daily signature updates, and immediate emergency updates, directly from Lightspeed
Systems.

Ability to accommodate even the haaviest traffic loads, up to 1 GB of Internet Bandwidth,
without hindering performance.

For large, distributed, or high-bandwidth networks, Lightspeed Web Access Manager is also
offered as the Lightspeed Rocket, Web Access Manager — a high-performance appliance-based
solution for high-capacity netwerks.
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Lightspeed Systems Solutions

Lightspeed Systems is committed to helping schools of all sizes operate their networks
effactively and efficiently, so educators can provide a safe online teaching and learning
environment. Qur scluticns allow you to mere effectively ang efficiently filter, secure, monitor,
manage, and optimize your schoc! network.

SOFTWARE SOLUTIONS

Manage your schoo! network with our ali-in-one solution or its components:

%, Lightspeed
.~ Total Traffic Control

Total Traffic Control — Total Traffic Contrel is the complete soluticn for managing your school
network’s usage, health, and security. With this comprehensive solution you can monitor user
activity, ensure Acceptable Use Paolicies are being followed (on email, the Web, or the desktop
— both on the network and off), reduce dangerous and costly security threats, ensure schooi
resotirces are utilized safely and effectively, and easily view and share critical information

with custom reports.

Lightspead

Emait Manager

Lightspeed Email Manager — Email abuse can degrade network performance, leave your system
vulnerable to threats, and expoese users to time-wasting and offensive content. Lightspeed Email
Manager lets you monitor, regulate, report on, and archive all messaging communications,
ensuring that your Acceptable Use Policies on email usage are being enforced.

Lightspeed Web Access Manager — Regulations, policies, safety, and security all make an
Internet filter essential in scheols. But over-blocking timits the potential of the Web to promote
participatory learning and acquisition of 21si-ceniury skiiis. Web access management needs
to do more than filter inappropriate content—it needs to balance educational Web 2.0 use with
network security and student safety. Lightspeed Web Access Manager provides an intelligent
solution for web filtering-offering features for customization, granular policy control, safe Web
2.0 access, and mobile filtering-to ensure that inappropriate sites are no longer a click away,
but that valuabie content remains available to users.

......,_: Lightspeed

Educational Video Library

Edusadional Video Library —teachers to give their students access to valuable Web 2.0
learning resources, withcut the content risks. With this feature, you can easily allow
teachers and students tc play approved YouTube videos. Teachers can tag, search, and
review approved videos.
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@ Lightspeed

) Guide Mobile Filter

Guida Mobils Filtar ~ When school computers leave the network, both the computers
and the users can be exposed to harmful content and safety and security risks. Mobile
Internet filtering reduces the cost, downtime, and frustration associated with compuiers
that have a tendency to be compromised while off the network. Whether your mobile
users are part of 3 1:1 initiative or just staff bringing laptops on and off the network, the
Guida Mobile Filter will protect them and enforce your Acceptable Use Policies.

MEW! My Big Sampus — Teachers want access to educational content on the Web;
students clamor for more technology and collaboration; IT staff neads fo maintain
network security, CIPA compliance, user safety, and Acceptable Use Policy enforcement.
Web access management needs to do more than block inappropriate content — it

needs to balance educational Web 2.0 use with network security and student safety.
Lightspeed Web Access Manager has an innovative new feature, My Big Campus, to

give you the intelligent filtering selution you need — safely proviging access to Wab 2.0
features and onBine content within a controlled, mon¥ored, secure environment.

| Network Traffic Manager

tightspeed Network Traffic Manager — Network misuse, tight resources, and lack of
infarmation can make managing your network time-consuming and frustrating. Lightspeed
Network Traffic Manager iets you keep an aye on your overail network health with advanced
reporting, and keep critical applications running on your busy network with bandwidth
management capabilities.

Lightspeed Security Manager - Potential threats lurking inside and outside your network

can compromise safety, expose systems to harm, and lead to costly and {ime-consuming
probiems. Lightspeed Security Manager allows you to eastly maintain the health of computers
across your network by stopping known and unknown threats to your servers and deskiops
with a comprehensive database and with an advanced, stateful inspection of network traffic.

. Lightspeed

= Power Manager

Lightspeed Power Manager — Energy consumed by unattended, unused computers across your
network can drain your budget, as well as natural resources. An add-on to your Lightspeed
implementation, Lightspeed Power Manager arovides sustainable energy savings across your
network by monitoring energy usage and directing low-power states and shutdown times,
saving up to $75 per PC annually. The guick return on investment and ongoing cost savings
are documented with detailed reports.
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HIGH-CAPACITY NETWORK SOLUTIONS
High-performance, scalable appliance-based school network solutions

Lightspeed }fﬁ?ﬂ Web Access
Rocket \_)3 Manager

Lightspeed Rocket, Web Access Manager — Ensure safe web browsing on your high-capacity
netwark with comprehensive, customizable filtering and features for safe Web 2.0 access.

Lightspeed = ' Email
Rocket \,.)E Manager

Lightspeed Rocket, Email Manager — Efficiently block spam en your high-capacity netwaork,
while archiving and reporting on communications.

Learn more about these solutions at www.lightspeedsystems.com/products

Conclusion

The Internet offers valuable benefits — but is also full of content that can be harmful to
minors. To comply with CIPA regulations and Acceptable Use Policies, you have to ensure that
students are protected from potentiaily dangerous and inappropriate content.

But effective and efficient filtering requires that schools balance learning and securily; stay
ahead of filter-bypassing technologies; utilize features for customization and flexibility; and
menitar the effectiveness of the filtering solution with actionable reports.

Lightspeed is committed to helping schools create safe online iearning environments,

with a viable balance between learning and safety. That’s why our |nternet filter has a
comprehensive, education-specific database; flexibility and customizability for your needs:
innovative features to make collaborative Web 2.0 learning safe in schools; and a team of
friendly, responsive live people to suppori you.
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For More information

Lightspeed Systems !nc., founded in 2000, develops comprehensiva netwark security and
management solutions for the education market. We are committed to helping schools
operate thair networks effectively and efficiently, so educatars can provide safe online
teaching and learning environmers.

Our software is used in more than 1,000 school districts in the United States, the United
Kingdom, and Australia fo protect more than 5 million students. For the past two years,
Lightspeed Systems has been recognized on the Inc. 5,000 Iist as one of the fastest-growing
private companies.

www. lightspeedsystems.com

» Waich a 5-minute overview of our solutions:
htto:/fwww. lightspeedsystems.com/resources/Lightspeed_TTC_Dema.html

= Register for a live web demo: http:/fwww lightspeadsystems.com/demo/

« Get our Information Papers and valuable information in your Resource Center:
hitp:/fwww.lightspeedsystems.com/resources/Default.aspx

L http;/!www.e-ratecentra1.com/CIPNChi!drens#lnternet_Protection_Act.pdf
2 http:,’lwww.e-ratecentraE.comeIPAIChi?drens_lntemet_Protection?Act.pdf
3 ntip:/iwww. e-ratecentral.cem/CIPA/Childrens_internet_Protection_Act.pdf
* hitp:/Avww. fec.govicgb/consumerfacts/cipa. hitml

5 Review the database at htip:/Awww.lightspeedsystems.com/Search

§ nttpficaret iste.orgfindex.cfm?fuseaction=evidence&answer|D=27

7 The Guide Mobile Filter is a built-in feature of Lightspeed Web Access Manager. For more information on Web
Access Manager, visit www.lightspeedsystems.com/products/WebAccessManager.aspx

8 hitp:/iwww.ncpe.org/cyberbullying
3 hitp:/iwww.isafe,org/channels/sub.php?ch=op&sub_id=media_cyber_builying
10 hitp:fwww,cyberbully.arg/cyberbully/decs/cbeteducater. pdf

u http:flwww.teachemet.gov.uk/wholeschoollbehaviour!tacklingbulIying,’cyberbuIlying/respondingtocyberbullying;’
investigation/
“Schools should advise pupils and staff to try to keep a record of the abuse, particularly the date and time, the cantent of the
messagel(s), and where possible a sender's 1D {e.g. username, email, mobile phone number) ar the web address of the profile/content,
For example, taking an accurate copy or recording of the whole web-page address will help the service provider to locata the relevant
content. ... Keeping the evidence will help in apy investigation intothe cyberbullying by the service provider, but it can also be useful
in showing what has happened to those whe may need to know, including parents, teachers, pastaral-care staff and the palice.”

iz http:.’!radar.oreiIIy.com.’arch‘rveslz006,’12Meb-20—compact—definition—tryi.html

13 Get the complete report, Safe Schools in a Web 2.0 World: hittp:/fwww. lightspeedsystems.comfresaurces/
Information-Paper-Request-Form. aspx?Requested=SafeSchoels




CASE STUDY

School: Willows Unified Schoeol District
District Size: 1,700 Students

Solution: Total Traffic Control

Focus: Filtaring

wittows@UNIFIED
SCHOOL™ IHSTRECT

"With the dismal
budget for education
in California,
consolidating with a
single solution gives
me more features, like
antivirus protection
and bandwidth
management, without
additional costs.”

Baob Lillie
Director of Technology Services
Willows Unified School District

Lightspeed Customer Success

Willows Tackles Tight School Budgets with
a Single Solution

Overview

tn the small town of Willows, north of Sacramento, the challenges of managing a school network
are multiplied by the limited resources: only two pecple manage the nefwork that serves the
approximately 1,700 students spread across four physical campuses and seven schoo! sites.
From supporting teachers to troubieshooting printer problems, day-to-day activities can consume
a lot of time. But larger issues of security, filtering, and network management are critical—to
student and teacher safety and productivity, as wel! as network security and availability.

Chalienge

As Bob Lillie, Director of Technalogy Services, explains: “Within a school, teachers and
administrators are responsible for ensuring student safety, Technology is always changing—
and we need to constantly stay on top of it.”

When Lillie joined the Willows district in December 2006, he realized quickly that the solution
in place, Lightspeed Total Traffic Control, hadn’t been implemented correctly. “I had to be able
to stay ahead of the students, and quickly react to issues,"” shares Lillie. “We had a solution in
place to do that, but it wasn't being used effectively.”

Lillie’s first business trip: to Lightspeed Systems for user training. “The class helped me learn
what the preduct was capable of doing, what its role was, and how to configure it correctly.
Once you knaw that, it is an effective solution for many of the issues we face.”

Solution

With his training compieted, Lillie was able to use Total Traffic Control to monitor Internet usage,
stay on top of issiies, and respond quickly to policy changes. “Soon after | returned from the training,
administrators decided to ban instant messaging within the network. Because of the knowledge and
experience | gained during my training, | was able to make the changes to my Total Traffic Control
policy settings and instant messaging was gone with just a couple of mouse-clicks,” recalls Litlie.

The Internet filter provided by the Web Access Manager component of Total Traffic Control is one
of the tools Lillie relies on most, reviewing reports such as Suspicious Searches several times a
day. The information in these reports serves as a critical measure of individual student activity,
and helps ensure student safety. “I pass along information from this report to a vice principai,”
Liliie says, “who then meets with students who are searching for inappropriate things.”

While Web Access Manager relies on a comprehensive database of categorized web sites, Lillie
appreciates the collaboration and flexibility it offers as well. “When | visited the Lightspeed offices
during my fraining, ! saw the army of computars scouring the Web for sites, and [ was impressed,” he
remembers. But Lillie is even more impressed with the human element: “When ! think a site should
be either biocked or unbiccked, | submit a request through the program, Lightspeed clearly values its
customers: | usually get a response within a day.” If Lightspeed doesn’t agree with Lillie's assessment
of the site, he can override it with a local decision to block or unblock on his network. “The system
works, and provides good protection along with the flexibility for our specific needs,” states Liilie.




With many different types of users using the network for many different reasons, Lillie relies on
the ability to set policies by group or individual to ensure appropriate access based on needs. For
example, teachers are given graater freedom of access than students. But if a particular student
nas a special need, Lillie can customize their individual access privileges. Likewise, a student who
has repeatedly broken (or attempted to break) policies can be locked down even more tightly.

Conclusion

Total Traffic Controi gives Willows a comprehensive solution for its network. Despite solicitation
from many vendors with different paint solutions, Lilkie has renewed with Total Traffic Control
twice. “The other solutions aren't offering me anything | don't already have. Ang with the dismal
budget for education in California, consolidating with a single solution gives me more features, like
content filiering and antivirus protection and bandwidth management, without additional cosis”.

Exceptiona! Service and Support

Our feature-rich solutions designed specifically for
schools are the answer to your network management
and security needs. But cur unparalleled service and
support mean our sotutions will continue to deliver,
long after their easy implementation. With any
Lightspead Systems solution, you can depend on:

e 24/7 live-person phone technical support.

» Comprehensive online knowledge bases.

» The Lightspeed Wiki, rife with user collaboration
and product expertise.

Professional Development and Training

Professional Services:

We provide customized, collaborative
professicnal development services to address
your specific needs. For more information,
please contact: ps@lightspeedsystems.com

Training:

To help you fully leverage your investment
in Lightspeed Systems solutions, we
offer an array of training options.

# Online introductoery training and user
demonstration videos.

» Administrator certification.

» Regional training throughout the U.S.

Contact Us

Learn more about our preducts and services
atwww. lightspeedsystems.com

We Welcome Your Calls and Emails

Lightspeed Systems
1800 19* Street, Bakersfield, CA 93301

Main: 877.447.6244

Support: 800.444.9267

Sales: sales@lightspeedsystems.com
Support: support@lighfspeedsystems.com

156 50042000
F3 831074

2 Lightspeed

/’/fm\\\% Systems




CASE STUDY

School: Sierra Sands School District
State: California

District Size: 5,400 Students
Solution: Web Access Manager
Focus: Filtering, Reports,
Educational Video Library {EVL)

"The Educational
Video Library allows
us to easily review and
approve avideo and
put it out there for
access, and everyone
benefits from that.”

Donnie Marrison
Director of Technology
Sierra Sands Schoo! District

Lightspeed Customer Success

Sierra Sands Keeps Students Safe—on the Web
and on YouTube-with Lightspeed

Overview

As technology becomes an increasingly impeoriant part of siudents’ lives, the role of tfechnology

in schools will continue to grow as well. The Sierra Sands School District in southern California
recognizes this, and its forward-thinking fechnology department knows that its job is about more
than keeping the computers working—it's about making the network a valuable tool for education.

"The students are used to fechnology; it's what they relate to. If we want to keep them engaged,
we have to maich the things they do at home, and the things they enjoy. That is technology,”
shares Donnie Morrison, Director of Technology for the Sierra Sands Schoot District.

Smarthoards, web access, online videos and 1:1 initiatives all play into the district’s vision for
technology—but it is critical that it is done with safety in mind. And Dennie and his technology
team are working with administrators and teachers to find the right balance: “We have to make sure
we're protecting the kids, but also giving them access to valuable resources,” Donnie recognizes.

Challenge

Realizing that information is key to ensuring student safety, enforcing Acceptable Use Policies, and
adhering to regulations, Donnie began searching for a replacement to his previous content filter, which
offered very little reporting. With eleven schools in the district, one of the main goals Donnie had as
he began his search was the ability to send administrators reports about what was happening at their
individual schools.

Like every other California school, the other challenge Donnie faces is budget. With Lightspeed, Dennie
has the powerful web fiiter and reporting engine he neads—and a lower price tag. “Lightspeed gives us
comprehensive reports, and lets us create custom reports. In my opinion, it has more features, and is still
more cost-effective, than other options.”

Soluticn

The Sierra Sands Acceptable Use Policy prohibits users from activities fike harassing other
students and accessing inappropriate sites. Lightspeed Web Access Manager provides the filtering,
monitoring, and reporting to ensure that those policies are enforced. “| review reporis like blocked
content, search engine queries, and suspicious search engine queries every marning,” Donnie
says. “I'm able to look at everything and see if there are any issues | need to iook info further.

And | pass along reports to the principals so they can see what’s happening at their individual

sies as well as the entire district.” Among the things Donnie is on the look-out Tor are students
searching for words like ‘suicide’ or ‘bomb’ or a user searching for proxies that might atlow

him to bypass the content filter. “[ feel like with this information, | might be able to mitigate
something that may otherwise have turned into something disastrous,” Donnie shares.




“The reperts ara just awesome,” Donnie compiiments. “We can see everything that's going on or: the
network and determine if there are any areas of concern, with what the kids are doing or just with network
traffic in general.”

A naw feature Dennie is excited about is the Educational Video Library, which allows teachers to share
approved YouTube videos with students—without the concerns of inappropriate content, peripheral links,
or commenis. “We get a lot of requasts for teachers to be able to share goed educational videos from
YouTube, but allowing that in the past has really been quite a hassle,” Donnie recalis. “The Educational
Video Linrary allows us to easily review and approve a video and put it out there for access, and everyone
benefits from that.”

Conciusion

As Sierra Sands prepares its students for success in the 21st century by increasing the role technotogy
piays in education, it relies on Lightspeed Web Access Manager to help ensure that those endeavors
don't compromise siudent safety, regulatory compliance, or Acceptable Use Policy adherence. “If |
have a question about anything, 1 can go in and run a report and see what's going on. Having access to
that information ties to acceptabie use as well as student safety and legal issues,” Donnie concludes.

Exceptional Service and Support

Qur feature-rich solutions designed specificaily for
schools are the answer to your network management
and security neads. But our unparalleled service and
support mean our solutions witl continue to deliver,
long after their easy implementaticn. With any
{ightspead Systerns solution, you can depend on:

s 24/7 live-parson phone technical support.

« Comprehensive online knowledge bases.

» The Lightspeed Wiki, rife with user collaboration
and product expertise.

Professional Development and Training

Professional Services:

We provide customized, collaborative
professional development services to address
your specific needs. For more information,
please contact: ps@lightspeedsystems.com

Training:

To help you fully ieverage your investmeant
in Lightspeed Systerns solutions, we
offer an array of training options.

e Online introductory training and user
demonstration videos.

» Administrator certification.

¢ Regional training throughout the U.S.

ContactUs

Learn more about our products and services
at www. lightspeedsystems.com

We Welcorne Your Calls and Emails

Lighispeed Systems
1800 19" Street, Bakersfield, CA 93301

Main: 877.447.6244

Suppori: 800.444,9267

Sales: sales@lightspeedsystems.com
Support: support@lightspeedsystems.com
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About Lightspeed Systems

Lightspeed Systems Inc., founded in 2000, develops
comprehensive network security and management soiutions
for the education market. We are committed to helping schools
operate their networks effectively and efficiently, so educatars
can provide safe online teaching and learning environments.

Exceptional Service and Support

Qur feature-rich sofutions designed specifically for schools are
the answer to your network management and security needs.
But our unparalleled service and support mean our solutions
will continue to deliver, long after their easy implementation.
With any Lightspeed Systerns solution, you can depend on:

» 247 live-person phone technical support
* Comprehensive online knowledge bases
= The Lightspead WIk], rife with user colfaboration and product expertise

Professional Bevelopment & Training

Professicnal Services: We provide customized, collaborative
professional development setvices to address your specific needs,
For more Information, please contact ps@lightspeedsystems.com

Training: To help you fully leverage your investment in Lightspeed
Systems solutions, we offer an array of training options.

e Oniine introductory training and user demonstration videos
= Administrator certification
+ Regional training throughout the U.S.

Contact Us
Learn more about our products and services
at www,lightspeedsystems.com

We Welcome Your Calis and Emails
Lightspeed Systems
1800 19" St., Bakersfield, CAS3301

Main: 877.447.6244 = Support: 800.444.9267
Sales: sales@lightspeedsystems.com
Support: http:/Awiki.lightspeedsystems.com
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Lightspeed

FEATURES

e Granular traffic and bandwidth
management, by source or destination
IP, source or destination pert number,
application, username or group,
organizational unit, or fime of day.

= Extensive reporting, with the
ability to automatically generate
and distribute key reports.

» Customizable rules to block or
limit traffic by percentage or to
a specified number of kilohytes
(or megabytes) per second.

» Provides detaited reporting on
users’ Internet usage, including
Internet search queries, instant
messaging messages, web sites
visited, web siies denied, and more.

| Network Traffic Manager
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Control traffic with bandwidth management

Your network gives staff and students access to the content, systems, and services that
create a rich and powerful learning environment. But network misuse, tight resources, and
lack of information can make managing your network time-consuming and frustrating.

Lightspeed Network Traffic Manager lets you keep an eye on your overall network health,
and keep critical applications running on your busy network with advanced bandwidth

limiting and prioritizing capabilities. Advanced reporting makes it easy to spot and resolve
oroblems with hardware, software, overall systemn performance, and bandwidth utilization.

BENEFITS

Keeps your network running smoothly. The
performance of your network relies on access to
network health and usage information. Network
Traffic Manager allows you to ensure the availability
of critical services by giving you an easy-to-
understand overview of network usage and by
providing you with the tosls to manage traffic issues.

Allows you o quickly pinpoint and resolve
problems. Problems with your network can be
tracked down to a user, application, computer,

or time of day. And flexible rules make it easy for
you to adjust your traffic management to resolve
problems-—before they impact users and systems.

Manages network bandwidth. Guaranige
bandwidth for your critical applications while
blocking or limiting the bandwidth used by
non-priotity applications. Class-Based Queuing
aliows you to classify, allocate, and share
network bandwidth among classes of traffic,
while individual session management lets you
supplement general queuing rules as required,

Gives you granular control over your network.
With Network Traffic Manager’s flexible rules,
you can block or limit web content categories,
peer-to-peer traffic, instant messaging, web
applications, and questionable Tile extensions.

Comprehensive, Customizable Reporting

Network Traffic Manager gives you access to
comprehensive information about network usage
and health, so you can adjust Acceptable Use
Policies, review problems and frcubleshoot issues,
and plan for ongoing neads. You can see a high-
tevel overview of network traffic, and then drill
down for detailed information, with reports like:

s Top Network Users
» Busiest Protocols
= Total Incoming/Outgoing Traffic
¢ {ogged In Users
e Search Fngine Queries/
Suspicious Search Engine Queries
e {nstant Messages/Suspicious Instant Messages
a Fije lmage Archive




Lightspeed

Network Traffic Manager

Network Solutions for Safe Online Learning

Software solutions
Manage your school network with our
all-in-one solution or its components:

Lighispeed
Total Traffic Control

Filter, secure, manage, and monitor with
a single solution.

Lightspeed

Wil Web Access Manager

Ensure safe web browsing with customizable
filtering and features for safe Web 2.0 access.

Lightspaed
Email Manager

Archive and repert on communications,
while btocking spam.

Lightspeoad
Security Manager

Block viruses, spywars, and malware
with desktop and gateway security.

Lightspeed
Network Traffic Manager

2 Lightspeed
4 Power Manager

Manage energy use with automated
power management.

!

-

High-capacity network solutions
High-performance, scalable appliance-
based school network solutions:

Lightspeed )} B Web Access
Rocket i}? Manager

Ensure safe web browsing on your high-capacity
network with comprehensive, customizable
filtering and features for safe Web 2.0 access.

Lightspeed ' ;" Email
Rocket \)} Manager

Efficiently block spam on your high-capacity
network, while archiving and reporting on
communications.

Customize your high-capacity network
solution with the addition of our other
software products.

Get a comprehensive, cost-saving
sotution for your high-capacity network
by combining the two Rocket appliances
with Security Manager, Network Traffic
Manager, and Power Manager.

See the powerful reporting, policy creation, and
customization features of Total Traffic Control, and our
component solutions, for yourself. Schedule an online
demonstration: www.lightspeedsystems.com/demo

About Lightspeed Systems

Lightspeed Systems Inc., founded in 2000,
deveiops comprehensive netwerk security
and management solutions for the education
market. We are committed to helping schools
operate their networks effectively and
efficiently, so educators can provide safe
online teaching and learning environments.

Exceptional Service and Support

QOur unparalleled service and support mean our
solutions will continue to deliver, long after their
easy implementation. With any Lightspeed Systems
solution, you can depend on:

* 24/7 live-persen phone technical support.

* Comprehensive online knowledge bases.

* The Lightspeed Wiki, rife with user cotiaboration
and product expertise.

Professional Development & Training
Professicnat Services: We provide customized,
coliaborative professional deveiopment services to
address your specific needs. For more information,
please contact ps@lightspeedsystems.com

Training: T help you fuily leverage your investment
in Lightspeed Systems sclutions, we offer an array of
training options.

* Online introductory training and user
demonstration videos.

* Administrator certification.

* Regicnal training throughout the U.S.

Contact Us

Learn more abeut our products and services at
www.lightspeedsystems.com

We Welcome Your Calls and Emails

Lightspeed Systems
1800 19* Si., Bakersfield, CA 93301

Main: 877.447 6244

Support: 800.444,9267

Sales: sales@iightspeedsystems.com
Support: http:Awiki.lightspeedsystems.com
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Lightspeed
Web Access Manager
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FEATURES

» Comprehensive and accurate URL database
with more than one billion entries grouped
into education-specific categories.

» Multiple layers of anonymous proxy detection
and blocking to keap users from bypassing
your filter and accessing blocked sites,

» netTrekker d.i. integration io ensure seamless
access to approved netTrekker sites.

= Protection for school compuiers outside
the network—uwithout a VPN, from
any location, with any type of Internet
conrnection—via the Guide Mobile Filter.

» Flexible filtering for thin clients,
including NComputing, Citrix, and
Windows Terminal Server.

» Ability to create different policies based on
user, |P, group, organizational unit, domain.

= Peer-to-peer application and file-type
blocking.

s Infegration with Student Information
Systems for comprehensive, individuaiized
user information and custom reporting.

= Daily signature updates, and
immediate emergency updates,
directly from Lightspeed Systems.

= Ability to accommodate even the heaviest
traffic Joads, up to L GB of Internet
bandwidth, without hindering performance.

» Educational Video Library allows teachers to
share approved YouTube videos with students.

= MEW! My Big Campus offers safe access
to Web 2.0 tools, including a Resource
Library to post, view, and share online
resources as well as a Collaboration site,

Lightspeed % Web Access
Rocket \ﬁ Manager

Also available as the Lightspeed Rocket,
Weh Access Manager, an appliance-based
solution for high-capacity networks.

Ensure safe web browsing with customizable
filtering and features for safe Web 2.0 access

Regulations, palicies, safety, and security all make an Internet fitter essential in schools. But
over-blocking limits the potential of the Web to promote participatory learning and acquisition
of 21st-century skills. Web access management needs to do more than filter inappropriate
contentit needs to balance educational Web 2.0 use with network security and student safety.

Lightspeed Web Access Manager provides an intelligent solution for web filtering-offering
features for customization, granular policy control, safe Web 2.0 access, and mobiie
filtering-to ensure that inappropriate sites are no lenger a click away, but that valuable
content remains available to users.

BENEFITS Comprehensive, Customizable Reporting

Protects users from inappropriate material

on the Internet. Web Access Manager detecis
andfor blocks access to inappropriate material
on the internet based on our extensive,
education-specific URL database, as well as
your own custom allow and block lists.

Wab Access Manager gives you access to
comprehensive information about who is
viswing what over the internet, so you can
adjust Acceptable Use Policies, change allowed
usages, review problems and troubleshoot
issues, and plan for ongoing needs. You

can see a high-tevel overview of content

viewed and blocked, and then drili down for
detailed information, with reports like:

Keeps searches safe. Web Access Manager
ensures that search results on Google

and other popular search engines do not
include inappropriate sites or images, such
as pornography and sexual content.

= Blocked Content

s Search Engine Queries

o Blocked URLs

» URLs visited

& Traffic by Category

a Qverrides (active and history)

Provides safe Web 2.0 access. Web Access
Manager promotes 2 balance between learning and
security by offering safe, easily-managed ways to
access Web 2.0 tools and resources, share online
resources, and engage in participatory learning.

* Normally Blocked Categories
. Adult

o g} agoess-dented
+ At omant Fxer (meseiay

adutt

adult. art
adult bodyart
; adult.games

R adultJanguage
v maream adultdifestyles
aleahel

drugs

Eig;ﬂ

gambling

offensive

pom

H

parn.child

porn.de
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Network Solutions for Safe Online Learning

Software solutions
Manage your school network with our
all-in-one solution or its components:

«x\\‘“ ’% Lightspeed

= = Total Traffic Control

Filter, secure, manage, and monitor with
a single solution.

Lightspeed
4 Web Access Manager

Ensure safe web browsing with customizable
filtering and features for safe Web 2.0 access.

Lightspeed
Email Manager

Archive and report on communrications,
while blocking spam.

aﬁ@ Lig};ts,ce:ed
Security Manager

Bfock viruses, spyware, and malware
with deskicp and gateway security.

Lighispeed
Network Traffic Manager

Control traffic with bandwidth management.

Lightspeed
Power Manager

Manage energy use with autornated
power management.

High-capacity network solutions
High-performance, scalable appliance-
based school network solutions:

o
Lightspeed k{h}}?}h‘k Web Access
Rocket \ﬁj Manager

Ensure safe web browsing on your high-capacity
network with comprehensive, customizable
filtering and features for safe Web 2.0 access.

Lightspeed ' % Email
Rocket \_)j Manager

Efficiently biock spam on your high-capacity
network, while archiving and reporting on
communications.

Customize your high-capacity network
solution with the addition of our other
software products.

et a comprehensive, cost-saving
solution for your high-capacity network
by combining the two Rocket appliances
with Security Manager, Network Traffic
Manager, and Power Manager.

See the powerful reporting, policy creation, and
customization features of Total Traffic Contrel, and our
component solutions, for yourself. Schedule an online
demonstration: www.lightspeedsystems.com/demo

About Lightspeed Systems

Lightspeed Systems Inc., founded in 2000,
develops comprehensive network security
and management solutions for the education
rmarket. We are committed to helping schools
operate their networks effectively and
efficiently, so educators can provide safe
online teaching and learning environments.

Exceptional Service and Support

Our unparalleled service and support mean our
solutions will continue to deliver, long after their
easy implementation. With any Lightspeed Systems
solution, you can depend on:

e 24/7 live-person phone technical support.

» Comprehensive online knowledge bases.

* The Lightspeed Wiki, rife with user collaboration
and product expertise.

Professional Development & Training
Professional Services: We provide customized,
collaborative professional development services to
address your specific needs. Fer more information,
please contact ps@lightspeedsystems.com

Training: To help you fully leverage your investment
in Lightspeed Systems solutions, we offer an array of
training options.

» Cnline introductery training and user
demonstration videos.

* Administrator certification.
* Regional training throughout the U.S.

Contact Us

Learn more about our products and services at
www. lighispeedsystems.com

We Welcome Your Calis and Emails

Lightspeed Systems
1800 19 St., Bakersfield, CA 93301

Main: 877.447.6244

Support: 800.444.,9267

Sales: sales@lightspeedsystems.com
Support: hitp:/Awiki.lightspeedsystems.com
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Lightspeed

Guide Mobile Filter

! An innovative new feature in Lightspeed Web Access Manager and
Total Traffic Control

Extends policies and protection with flexible
. . How the Guide Mobile

filtering when computers are off the network ) )

Filter Works
When school computers leave the network, both t‘he c':omputerls and the us§rs c?an be The Guide Mobile Filter communicates
exposed to harmful content and safety and security risks. Mobile Internet filtering ensures internet-browser requests from the
the safety of your users-and reduces the cost, downtime, and frustration associated with rmobile computer to a Lightspeed server
computers that have a tendency to be com promised while off the network. Whether your at the district. In turn, the Lightspeed
mobile users are part of a 1:1 initiative or just staff bringing laptops on and off the network, server references the URL requests with
the Guide Mobile Filter will protect them and enforce your Acceptable Use Policies. its content database and either allows

the request fo be processed or sendsa
BENEFITS FEATURES blocking and redirect message to the user.
Extends policies and protection to off-network » CIPA-compliant internet filtering In this way Acceptable Use Policies are
computers. Your Acceptable Use Policies for mobile computers. consistently enforced for users alternately
protect both your users and your equipment. » Reporting of off-network activity, including attached to the local network and working
i aptaps taken off the network are often free fram . -

- oy Blocked URLs, Biocked URLs by Categary, remotely. The Guide Mobile Filter protects
the comtent filtering used within the network, Unk URLs. URLS Visited £ network ters f locati
opening LUSErs UDTO inappropriate contant and NKNOWN s, S Visiied. o.-ne ork computers from any ‘oca 10N,
equipment to dangerous web sites. The Guide » Ability to block all forms of proxy servers _ -W¥th any ty.pe of ”.‘ter”ef‘ connectionlﬁ
Mabile Filter delivers flexible cross-platform {anonymous and secure). - -without the need for a. VPN, connectio

support for off-netwaork computers, ensuring
that biocked sites remain blocked-—no matter
from where the computer i being used.

a Forced SafeSearch for Google
and Yahoo search engines.

Keeps users safe with comprehensive filtering. * Local policy control (Active Directory

The Guide Mobile Filter detects and/er blocks and LDAP).

access to inappropriate material on the » Password-protected uninstall.
Internet based on our extensive, education-

specific URL database, as weli as your own » Cross-platform support for Windows
custom allow and block iists, helping to and Macintosh.

ensure user safety and CIPA compliance. = Works from any location, with any type of

Reduces the cost, time, and frustration of Internet connection—without the need for a VPN.

coMFiaURATION <

‘ZLightspeed Guide - Blocked URLs

a1 -B{of8)

compromised computers. By blocking sites
known as threats for spyware, malware, and o S
viruses, the Guide Mobile Filter helps keep eWooet s
your school computers secure and safe when : — :
they are off the network, helping to keep
computers clean and functicning properly.

The Guide Mohile Filter provides flexible
filtering for mobile users, and offers reporting
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Network Solutions for Safe Online Learning

Software solutions
Manage your school network with our
all-in-one solution or its components:

\\\\“ lf/,,rz

=

Lighispeed
Total Traffic Control

Filter, secure, manage, and monitor with
a single sofution.

=

Lighitspeed
Welb Access Manager

Ensure safe web browsing with customizable
filtering and features for safe Web 2.0 access.

Lightspeed
oo Email Manager

Archive and report on communications,
white blocking spam.

3 {iohtspeed
L3 Security Manager

Block viruses, spyware, and malware
with desktop and gateway sectrity.

Network Traffic Manager
Control traffic with bandwidth management.

Y Lightspeed
Power Manager

Manage energy use with automated
power management.

High-capacity network solutions
High-performance, scalable appliance-
based school network solutions:

Lighispeed % Web Access
Rocket \‘f}j Manager

Ensure safe web browsing on your high-capacity
network with comprehensive, customizable
filtering and featuras for safe Web 2.0 access.

Lightspeed . Email
Rocket . \)} Manager

Efficiently block spam cn your high-capacity
network, while archiving and reporting on
communications.

Customize your high-capacity network
soluticn with the addition of our other
software products.

Get a comprehensive, cost-saving
solution for your high-capacity network
by combining the two Rocket appliances
with Security Manager, Network Traffic
Manager, and Power Manager.

See the powerful reporting, policy creation, and
customization features of Total Traffic Contrel, and our
component solutions, for yourself. Schedule an online
demonstration: www.lightspeedsystems.com/demo

About Lightspeed Systems

Lightspeed Systems Inc., founded in 2000,
develops comprehensive network security
and management solutions for the education
market. We are committed to helping schools
operate their networks effectively and
efficiently, so educators can provide safe
online teaching and learning environmennts.

Exceptional Service and Support

Qur unparalleled service and support mean our
solutions will centinue to deliver, long after their
easy implementation. With any Lightspeed Systems
solution, you can depend on:

» 24/7 live-perscn phone technical support.

e Comprehensive online knowledge hases,

* The Lightspeed Wiki, rife with user collaboration
and product expertise.

Professicnal Development & Training
Professional Services: We provide customized,
collaborative professional develoepment services to
address your specific needs. For more information,
please contact ps@lightspeedsystems.com

Training: To help you fully leverage your investment
in Lightspeed Systems solutions, we offer an array of
training options.

* Cnline introductory training and user
demaonstration videos.

* Administrator certification.
* Regional training throughout the U.S.

Contact Us

Learn more about our products and services at
www.lightspeedsystems.com

We Welcome Your Calls and Emails

Lightspeed Systems
1800 19 St., Bakersfield, CA 93301

Main: 877.447.6244

Support: 800.444.9267

Sales: sales@lightspeedsystems.com
Suppori: hitp:/fwiki.lightspeedsystems.com
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Total Traffic Conirol

a=== Educational Video Library

An innovative new feature in Lightspeed Web Access Manager and

Allows teachers to safely share approved
YouTube videos in the classroom

YouTube is rife with educationally-rich videos—but is alsc full of inappropriate content.
The new Educational Video Library allows teachers fo give their students access to
valuable educational videos. With this featurs, approved videos can be viewed and
shared—without the potentially dangerous and inappropriate peripheral content, such as

commeants and related links.

BENEFITS

Promotes a balance between learning and
safety in Web 2.0 environments. Research
shows that students can fearn well from rich
and engaging video content. YouTube provides
a vast array of videos on many subjects. With
the Educational Video Library, you can enjoy
the educational benefits of YouTube without
the potential content and security risks.

Removes the risk of YouTube videos, while
preserving the valuable video content. When
viewing an approved video, all of YouTube's
video functions operate normally, but the
other community information and links that
are usually displayed on the YouTube web
site along with a video, such as promoted
videos and user comments, are removed.

Provides easy use and administration. Network
administrators designate teachers and staff who
may submit and/or approve videcs for sharing.
Contributars simply enter a URL, without the need
for time-consuming video uploads and downloads.
As part of the submissicn process, videos are
categorized and tagged for easy searching. And
video approval is easily performed within the
tightspeed console or via a web interface.

FEATURES

= Approved Videa report shows all approved
videos, as well as who submitted them, when
they were submitted, and who approved them.

» Administrators can easily set permissions
for who can submit and approve videocs.

= Videos are streamed directly from YouTube;
na videos are stored on local servers.

« View list of approved videos by category or tag.

» Fasy management from within the
Lightspeed console, or via the Web.

s Organize approved videos into content
categories: Science, Language Arls,
World Languages, Philosophy & Religion,
Technology, Current Events, Social Studies,
Mathematics, Health & Physical Ed., The Arts,
Career & Technical Ed., Reference Tools.

o Easy mass import of up to 1000 videos
of a YouTube channel.

e« Optionally extend sharing and participatory
learning with My Big Campus, a new feature that
offers safe access to Web 2.0 tools, including a
Resource Library and Collaboration site.
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Balancing Learning
& Safely

Technology learning and the integration
of technelogy inte the curriculum

are vital {o developing students’
21st-century skills. Web 2.0 makes
tachnology an active and collaborative
rather than a passive medium.

YouTube is one of the most popular
sites, for adults and kids, with more
than 100 million US viewers (more than
20% under age 18) watching nearly

15 billion videos a month. Though
many districts block access to YouTube
because of risks to network security
and student safety, access to YouTube
videos is one of the primary requests
school network administrators receive.

Lightspeed is committed 1o helping
schools ensure a safe educational

2 Lightspeed

The Lightspeed Educational Video Library ailows
teachers to share approved YouTube videcs
with students without content concerns.
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Network Solutions for Safe Online Learning

Software sohitions
Manage your school network with our
all-in-one solution or its components:

s Lightspeed
F Total Traffic Control

Filter, secure, manage, and monitor with
a single sclution.

Lightspeed
Web Access Manager

Ensure safe web browsing with customizabie
filtering and features for safe Web 2.0 access.

1 Lightspeed
Email Manager

Archive and report or communications,
while blocking spam.

Y Lightspeed
Security Manager

Block viruses, spyware, and malware
with desktop and gateway security.

Lightspeod
Network Traffic Manager
Centrol traffic with bandwidth management.

% Lightspesd
#=d Power Manager

Manage energy use with automated
power management.

High~capacity network solutions
High-performance, scalable appliance-
based schocl network solutions:

2y
gz

iy,
Lightspeed 3\5@%‘% Web Access
Rocket 1Y) Manager
Ensure safe web browsing on your high-capacity
nebwork with comprehensive, cusfomizable
filtering and features for safe Web 2.0 access.

Lightspeed . Email
Rocket \ﬁ Manager

Efficiently block spam on your high-capacity
netwark, while archiving and reporting on
communications.

Customize your high-capacity network
solution with the addition of our cther
software products.

Get a comprehensive, cosi-saving
solution for your high-capacity network
by combining the two Rocket appliances
with Security Manager, Network Traffic
Manager, and Power Manager,

See the powerful reporting, policy creation, and
customization features of Total Traffic Control, and our
component solutions, for yourself. Schedule an online
demonstration: www.lightspeedsystems.com/demo

About Lightspeed Systems

Lightspeed Systems Inc., founded in 2000,
develops comprehensive network security
and management solutions for the education
market. We are committed to helping schools
operate their networks effectively and
efficiently, so educators can provide safe
online teaching and learning environmants.

Exceptional Service and Support

Our unparalleled service and support mean cur
solutions wili continue to deliver, long after their
easy implementation. With any Lightspeed Systems
salution, you can depend om:

* 24/7 live-person phone techrical support.

* Comprehansive online knowledge bases.

* The Lightspeed Wiki, rife with user collaboration
and preduct expertise.

Professional Development & Training
Professional Services: We provide customized,
collaborative professicnal development services to
address your specific needs. For more infermation,
please contact ps@lightspeedsystems.com

Training: To help you fully leverage your investment
in Lightspeed Systems solutions, we offer an array of
training options.

* Ontine introductory fraining and user
demonstration videos.

¢ Administrator certification.

* Regional training throughout the U.S.

Contact Us

Learn more about our products and services at
www. lightspeedsystems.com

We Welcome Your Calis and Emails

Lightspeed Systems
1800 19* 3t., Bakersfield, CA 93301

Main: 877.447.6244

Support: 800.444.9267

Sales: sales@lightspeedsystemns.com
Suppert: hitp:/wiki.lightspeedsystems.com
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Total Traffic Control

An innovative new feature in Lightspeed Web Access Manager and

Provides a safe environment for accessing and
sharing online resources and collaborating

Teachers want access to educational content on the Web; students clamor for more technology
and coliaboration; 1T staff needs io maintain network security, C1PA compliance, user safety,
and Acceptable Use Policy enforcement. Web access management needs o do more than block
inappropriate content—it needs to balance educational Web 2.0 use with network security

and student safety. Lightspeed Web Access Manager has an innovative new feature, My Big
Campus, to give you the intefligent fittering solution you need—safely providing access 10

Web 2.0 features and cnline content within a con

BENEFITS
For curriculum directors and tsachers:

Provides easy access to valuable resources.
Users can post, share, and access videos,

web sites, documents, and other content.
Content can be shared within a class, a school,
a group, or with all Lightspeed Systerms
customers. Uniike content accessed through

a typical filier, the resources shared on My Big
Campus are considered safe unless they are
flagged as inappropriate by users, minimizing
access issues and management hasstes.

Gives educators access to peer feadback.

My Big Carmpus can put teachiers in easy contact
with thousands of other Lightspeed Systems
users in the “Teachers' Lounge,” allowing them
{0 share lesson plans and resources, collaborate
on projects, and provice feedback on ideas.

Opens up coliaborative learning. My Big Campus
oprovides a safe environment 1o encourage

online participatory learning and safe online
communication within allowed groups.

For 1T directors:

Provides an authenticated, monitored
environment. There is no anonymity on My Big
Campus; Users are required 1o login with their
network cragentiats, ensuring that standards are
uphetd and policies are anfarced. Monitoring
occurs on several levels, including “flagged”
inappropriate content and ful! user activity
reports, which may be accessed by anyone 1T

S Y

trolled, monitored, secure environment.

Simplifies management, administration, and
policy enforcement. Becausé My Big Campus
is integrated with our content filtering solution
(Total Traffic Control and Web Access Manager),
district |T directars can use ali of their existing
computer user groups, policies, and reporis

te safely allow access to the resources and

tools on My Big Campus. For CIPA compliance
and network security, pornography and
sacurity-risk sites are always blocked.

FEATURES

s Big Campus Resource Library with
thousands of videcs, sites, efc.

» Authenticated user access

s Reporting on individual user activity,
inappropriate content or suspicious words

= |nterception of English and Spanish prafanity

» CIPA-compliant fittering of pornography

» Video help futorials on basic tasks and key tools
» Advanced search by grade levels, fype of content, etc.

» Multiple user type profiles (Student,
Teacher, Administrator)

s Digita} classroom tools for assignments,
custom “collections” of resources,
and privaie student submissions

» Familiar interfaces and vecabulary for easier use

¢ School, Group, and User profiles with
walls, events lists, blogs, and more

» Anytime, anywhere access

What could your district
do with My Big Campus?
s Access thousands of educational

videos, web sites, and oiher resources
= Implement collaborative student projects
» Report on activity and comply with policies

 Teach students about online
communication

» Get feedback on teaching ideas and
lesson plans

= Manage class assignments and assist
with homework

» Cannect with students and classes for
long-distance collaborative lessons

2 Extend Professional Learning
Community efforts

o Allow students to write and publish
within a closed community

s Start an anline pen pal project

» Create online study groups

You am netlogged in. Login| Hip

<t on iterd fram the My Blg Cam...
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My Big Campus includes a Resource Library as well as
a collaboration site.
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Network Solutions for Safe Online Learning

I's

Software solutions
Manage your school network with our
all-in-one solution or its components:

W,

_.'_§\ 2

ot

=, Lightspeed

7 Total Traffic Control

Filter, secure, manage, and monitor with
a single solution.

Lightspeer}
Web Access Manager

Enstire safe web browsing with customizable
filtering and features for safe Web 2.0 access.

Lightspeed

L7 5 Email Manager

Archive and repori on communications,
while blocking spam.

Lightspeed
Security Manager

Block viruses, spyware, and mafware
with desktop and gateway security.

! Lightspeed
4 Power Manager

Manage energy use with automated
power management.

High-capacity network solutions
High-performance, scalable appliance-
based school network solutions:

&
Lightspeed %‘\\ Web Access
Rocket \_)j Manager

Ensure safe web browsing on your high-capacity
network with comprehensive, customizable
filtering and features for safe Web 2.0 access.

Lightspeed ;" Email
Rocket \ﬁ Manager

Efficiently block spam on your high-capacity
network, while archiving and reporting on
communications.

Customize your high-capacity neitwork
solution with the addition of our other
software products.

Get a comprehensive, cost-saving
solution for your high-capacity network
by combining the two Rocket appliances
with Security Manager, Network Traffic
Manager, and Power Manager.

See the powerful reporting, policy creation, and
customization features of Total Traffic Control, and our
component solutions, for yourself. Schedule an online
demonstration: www.lightspeedsystems.com/demo

. About Lightspeed Systems

Lightspeed Systems Inc., founded in 2000,
develops comprehensive network security
and management sclutions for the education
market. We are committed to helping schools
operate their networks effectively and
efficiently, 50 educators can provide safe
anline teaching and learning environments.

Exceptional Service and Support

Our unparalieled service and support mean our
solutions will continue to deliver, long after their
easy implementaticn. With any Lightspeed Systems
solution, you can depend on:

* 247 live-person phone technical support.

» Comprehensive online knowledge bases.

* The Lightspeed Wiki, rife with user coilaboration
and product expertise.

Professional Development & Training
Professional Services: We provide customized,
collaborative professional development services to
address your specific needs. For more information,
please centact ps@lightspeedsystems.com

Training: To help you fully leverage your investment
in Lightspead Systems solutions, we offer an array of
training options.

* Online introductory training and user
demonstration videos.

» Administrator certification.
* Regional training throughout the U.S.

Contact Us
Learn more about our products and services at
www.lightspeedsystems.com

We Welcome Your Calis and Emails

Lightspeed Systems
1800 19" St., Bakersfield, CA 93301

Main: 877.447.6244

Support: 800.444 9267

Sales: sales@lightspeedsystems.com
Support: http:/fwiki.lightspeedsystems.com
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1. Aantication is made for 2,5% resident vendor preference for the reason chacked:

Biddm* is an individual resident vendor and has rasilad continuously in West Virginia for four (4} vears Immsd
ing the dats of tis certification; of,
Sld-‘:}v; is. 2 paiinership, association or c

rifica
aor rasncxem \fenda whi
Jf {4 years mmediale i

har. r,as.me:sm,, asso\,xatim of carpo

! ; ifoctl p%aca’ of business continuousty In Wesl Virgina §
*e(.‘ﬁ&'ng "ze Zaia ofthis centifination; on,:

D-a:ar iz & noarasident vendorwhich has an aififisie or Submlfsaf}’ which empioys a minimum of ons hundred state residants

a4 whizh has maintained Bs headouarters or principal piace of business within West Virginla continuously for the four (4)

vsars immediately precading the date of this cadification; or,

\)
RSt ci}

2. Application is made for 2.5% resident vendor preference for the reason checked:

Siddar is a resident vendor who cerfifies that, during ihe fifs of the contract, on avaras at least 5% ofthe smzoyses

\rJD'ﬁ?’%g orthe sroject being bid are residsntz of “Vest WVirginia who have resided in the siale continuously for the by
immediately pracading subrmission of this bid: or,

La2

Appiication is made for 2.5% resident vendor preference for tha rsason checked:

Bisder is & nonresdent vendor empioying & minimum of one hundrad sizte :;szcems or i3 & nonreskient vendor with an
ate or subsidiany which maintains its headousriers or principat place of business within West Virginia employing a
minimum of one hundred stats residenis who cartifies that, during the fifs of the contract, on averags af lesst "’5% of the
smgioyees or Bidder's affiliate’s or subsidiany's empioyees are residants of Wast Virginia who have resided in the slate
continuousty for the two years immadiately preceding submission of ihis bid; or,

a, Application is made for 5% resident vendor preference for the reason checked:
Bidder meels gither the requirement of both subdivisions (1) and (2) or subdivision {1) and {3} as stated above, or,

5. Application is made for 3.5% resident venéor nreference who is a veieran for the reasen checked:
Bidder s an individual resident vendor who s a veteran of the United States armed forces, the reserves or tha National Guard
and has resided in Wes; Virginia continuously for the four years immediately preceding the date on which the bid is

submitted; o,

8, Application is made for 3.58% resident vendor preference whe Is a veleran Tor ihe reasen checked:

Bidder is a resident vendor who is a veteran of the Uniied Stetes armead forces, iHe resarves or the Nationat Guad, |f for
purposes of producing or distributing the commorditiss or completing the projectwhich is the SUDj‘:L! of the vendors bid and
continuously over the enfire term of the project, on averags at least seventy-five percent ofthe vendor's employess are
residents of West Virginia who have resided in the state continuously for the two immediately preceding years.

Bidder understands i the Secratary of Ravenue determines that 2 Bidder receiving preference hes failed o continue to maet the
requirements for such preference, the Secretary may wrder the Director of Purchasing to: (a) reject the bid or (b} assess apena aity
against such Bidder in an amount not to exceed 5% of the bid amount and that such p&_ﬂa!tg will be paid 1o the conlracting agency
or deducted fropy any unpaid balance onthe contract or purchass order,

By submission of this certificate, Bidder agrees o disciose any reasonably requested information 1o the Purchasing Division and
authorizes the Deparmant of Revenue fo discioss to the Director of Purchasing appropriale information varifylng that Bidder has pard
the required business taxes, provided thal suchinformation does not contain the amounts of iaxes paid nor any other information
deamed by the Tax Sommissioner to be confidential.

Under penaiiy oflaw for false swearing (West Virginia Cods, §81-5-3), Bidder hereby certifies that this cerlificate is true
angd accurate in-afl respects; and that i 3 contract is issued to Bidder and If anything coniained within this certificate
changes during the term of the contract, Bidder will notily the Purchasmg Divisien inwriting immediataly.

Bicider:_U WSPEED S“[STEW‘S Signad: ‘
oxe_MAY_ 117000 e ﬁéémum Soves Mpmpser

“Checi any sombination of prefarence considerstion(s) indicaled abovs, wiich you ar‘e entitied to receive.
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; WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

fg«é

Wagt Virginia Cs'zie §5A.3-10a states: No sortract or ranawal of any sontract may b ewarded By ie state or ahy of s
nodiical subdivisions o any vendar of prospective vandor when the venddr or prospeciive vendor of g re%aieci cHErty fo fhe

vandan of -‘res;esé ve-va:“!—:jaf ‘v & debtor and the debl owed § an amount greatar than one thousand dollars in the
S04reasis.

DEFINITIONS:

“Dabit madns any BEISRESment, pramium, penalty, fing, Ex or aih—«f amount of money owed 1o the stife or ahy of s
oofifizal Jujﬂ-’"S!u{‘S becsuse of & ‘udq"‘s a1, Tine, permit violation, ficenss assessmaent, -dt:fajzie_'* wirkers' compensation
pramium, penaly or other as mert oresentty dailnguent oF su and reguired 1O bz pad o e siale or any of S
poiitical subdivisicrs, mcindi ; any interest or additional penaiiiss accrued theredn.

"f-U'f-

e

“Debin” masns any ndwadual, corporabion. partnorship, assechation, limiied labilly company or any other form
business associalion owing a debl (o the-slate or any of ';:. poiitical _,U}:wasama P:s%z: cal subdivision” means any oo
ian: mwmicipality, county poard of education; any instrumentality established by 8 county or r.“.;;n;[:!;’)al&z
3 orporation or instrumentality astablished by ong of more counbes or murcinaities, as parmitied by law, o
public body chargad by aw with the pe ",orr*za.ac:r— of a govermmant functioh or whose jurisdiction is coextensive wilh
or morz counlizs or mumicinalifies d party’ means a parly, whether an indhadual, corporston, parlnershio,
assogiation, mited fiability company or any other form or business association or other enlily whatsoever, related to any
vendor by biood, marfiage, ownership or eontract through which the parly has a relationship of ownership. or niber injerest
wilh the vangor so fhat J}, party will actually or by effect recsive or control a portion of the benel, profit or other
consideration from-performanee of a verdor contract with the party receiving an amount thal maeis or excesd five peroent
of the toial contract amount.
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EXCESTION: The prohibition of this' secton does nol apply whears a vendor has confested any fax administerad pursuant
to chaptar sieven of tHis code, workers' compensation premium, permif fee or anvironmenial fee or assssgment and the
rastter has not become final or where the vendor has entered into-s payment plan or agreement and the vendor is nol in
defaull of @ny of the provisions of such plan or agreament.

Under penaity of law for faise swearing (Wes? Wirginia Code §51-5-3), & %s hereby certified that the vendor affirms and
acknowledges the information in this affidavii ahd is i Zomipliance wilh the reguirements as slated,

WITNESS THE FOLLOWING SIGNATURE

Vandor's Name: Lﬁ;ﬁkzk e,t_g SL.,J- \“‘CMJ
/

Audharized Signature: |

Date: 5’-"' /W;’fo

R I T o /
seof  OA

Cournty of t&l’ 4 , fo-wil:

Taken, substribed, and swarn o hefore me this L2 day of MO«\!
Wy Commission expires GC,‘\' . }"4\ L2008
AFFIX SEAL HERE ) NOTARY PUBLI

Furchasing Affisfavit (Revised 127509




