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CORRECT ORDER NUMBER MUST APPEAR
ON ALL PACKAGES, INVOICES, AND
SHIPPING PAPERS. QUESTIONS
CONCERNING THIS ORDER SHOULD BE
DIRECTED TO THE DEPARTMENT

Vendor Contact Phone: 414-727-7210 Extension:
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#1 No 0.0000 0
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Order Date: 01-10-2023 CONTACT.
Order Number: CCT 0313 0313 DEP2300000003 1 Procurement Folder: 1117185
Document Name: Safety Management Software Suite Reason for Modification:
Document Description: Safety Management Software Suite
Procurement Type: Central Sole Source
Buyer Name: Joseph E Hager 1l
Telephone: (304) 558-2306
Email: joseph.e.hagerii@wv.gov
Shipping Method: Best Way Effective Start Date: 2023-01-12
Free on Board: FOB Dest, Freight Prepaid Effective End Date: 2024-01-11
VENDOR DEPARTMENT CONTACT
Vendor Customer Code: 000000182618 Requestor Name: Jessica S Chambers
JJ KELLER & ASSOCIATES INC Requestor Phone: 304-926-0499
PO BOX 6609 Requestor Email: jessica.s.chambers@wv.gov
CAROL STREAM IL 601976609
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Extended Description:

The vendor, JJ Keller & Associates, agrees to enter into this contract with the agency, The Department of Environmental Protection, for Safety Software
Management Suite per the specifications, terms and conditions and the vendor's submitted quote dated 10/17/2022 all incorporated herein by reference and made
apart hereof.

Line Commodity Code Quantity Unit Unit Price Total Price
1 81162000 0.00000 0.000000 $56,455.00
Service From Service To Manufacturer Model No

2023-01-12 2024-01-11

Commoedity Line Description: Safety Management Software Suite- Year One

Extended Description:

Safety Management Software Suite- Year One
Price for Software and Service - Year One- to include any fees to set up and initiate services as well as sofiware and service for the year

Date Printed: Jan 10, 2023 Order Number:  CCT 0313 0313 DEP2300000003 1 Page: 2 FORM 1D: WV-PRC-CCT-002 2020/05
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GENERAL TERMS AND CONDITIONS:

1. CONTRACTUAL AGREEMENT: Issuance of an Award Document signed by the
Purchasing Division Director, or his designee, and approved as to form by the Attorney
General’s office constitutes acceptance by the State of this Contract made by and between the
State of West Virginia and the Vendor. Vendor’s signature on its bid, or on the Contract if the
Contract is not the result of a bid solicitation, signifies Vendor’s agreement to be bound by and
accept the terms and conditions contained in this Contract.

2. DEFINITIONS: As used in this Solicitation/Contract, the following terms shall have the
meanings attributed to them below. Additional definitions may be found in the specifications
included with this Solicitation/Contract.

2.1. “Agency” or “Agencies” means the agency, board, commission, or other entity of the State
of West Virginia that is identified on the first page of the Solicitation or any other public entity
seeking to procure goods or services under this Contract.

2.2. “Bid” or “Proposal” means the vendors submitted response to this solicitation.

2.3. “Contract” means the binding agreement that is entered into between the State and the
Vendor to provide the goods or services requested in the Solicitation. The Contract
includes any Vendor required documents that have been presented to the West Virginia
Department of Administration, Purchasing Division that Vendor has stated must be signed.

2.4. “Director” means the Director of the West Virginia Department of Administration,
Purchasing Division.

2.5. “Purchasing Division” means the West Virginia Department of Administration, Purchasing
Division.

2.6. “Award Document” means the document signed by the Agency and the Purchasing
Division, and approved as to form by the Attorney General, that identifies the Vendor as the
contract holder.

2.7. “Solicitation” means the official notice of an opportunity to supply the State with goods or
services that is published by the Purchasing Division.

2.8. “State” means the State of West Virginia and/or any of its agencies, commissions, boards,
etc. as context requires.

2.9. “Vendor” or “Vendors” means any entity submitting a bid in response to the

Solicitation, the entity that has been selected as the lowest responsible bidder, or the entity that
has been awarded the Contract as context requires.

Revised 09/12/2022
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3. CONTRACT TERM; RENEWAL; EXTENSION: The term of this Contract shall be
determined in accordance with the category that has been identified as applicable to this
Contract below:

Term Contract

Initial Contract Term: The Initial Contract Term will be for a period of one (1) year

. The Initial Contract Term becomes effective on the effective start
date listed on the first page of this Contract, identified as the State of West Virginia contract
cover page containing the signatures of the Purchasing Division, Attorney General, and
Encumbrance clerk (or another page identified as ),
and the Initial Contract Term ends on the effective end date also shown on the first page of this
Contract.

Renewal Term: This Contract may be renewed upon the mutual written consent of the Agency,
and the Vendor, with approval of the Purchasing Division and the Attorney General’s office
(Attorney General approval is as to form only). Any request for renewal should be delivered to
the Agency and then submitted to the Purchasing Division thirty (30) days prior to the expiration
date of the initial contract term or appropriate renewal term. A Contract renewal shall be in
accordance with the terms and conditions of the original contract. Unless otherwise specified
below, renewal of this Contract is limited to three (3) successive one (1) year
periods or multiple renewal periods of less than one year, provided that the multiple rencwal
periods do not exceed the total number of months available in all renewal years combined.
Automatic renewal of this Contract is prohibited. Renewals must be approved by the Vendor,
Agency, Purchasing Division and Attorney General’s office (Attorney General approval is as to
form only)

[] Alternate Renewal Term — This contract may be renewed for
successive year periods or shorter periods provided that they do not exceed
the total number of months contained in all available renewals. Automatic renewal of this
Contract is prohibited. Renewals must be approved by the Vendor, Agency, Purchasing
Division and Attorney General’s office (Attorney General approval is as to form only)

Delivery Order Limitations: In the event that this contract permits delivery orders, a delivery
order may only be issued during the time this Contract is in effect. Any delivery order issued
within one year of the expiration of this Contract shall be effective for one year from the date the
delivery order is issued. No delivery order may be extended beyond one year after this Contract
has expired.

[[] Fixed Period Contract: This Contract becomes effective upon Vendor’s receipt of the notice
to proceed and must be completed within days.

[] Fixed Period Contract with Renewals: This Contract becomes effective upon Vendor’s
receipt of the notice to proceed and part of the Contract more fully described in the attached
specifications must be completed within days. Upon completion of the
work covered by the preceding sentence, the vendor agrees that:

[] the contract will continue for Vears;

Revised 09/12/2022
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[ the contract may be renewed for successive

year periods or shorter periods provided that they do not exceed the total number of
months contained in all available renewals. Automatic renewal of this Contract is
prohibited. Renewals must be approved by the Vendor, Agency, Purchasing Division
and Attorney General’s Office (Attorney General approval is as to form only).

[] One-Time Purchase: The term of this Contract shall run from the issuance of the Award
Document until all of the goods contracted for have been delivered, but in no event will this
Contract extend for more than one fiscal year.

[] Construction/Project Oversight: This Contract becomes effective on the effective start
date listed on the first page of this Contract, identified as the State of West Virginia contract
cover page containing the signatures of the Purchasing Division, Attorney General, and
Encumbrance clerk (or another page identified as ),
and continues until the project for which the vendor is providing oversight is complete.

[] Other: Contract Term specified in

4. AUTHORITY TO PROCEED: Vendor is authorized to begin performance of this contract on
the date of encumbrance listed on the front page of the Award Document unless either the box for
“Fixed Period Contract” or “Fixed Period Contract with Renewals” has been checked in Section 3
above. If either “Fixed Period Contract” or “Fixed Period Contract with Renewals” has been
checked, Vendor must not begin work until it receives a separate notice to proceed from the State.
The notice to proceed will then be incorporated into the Contract via change order to memorialize the
official date that work commenced.

5. QUANTITIES: The quantities required under this Contract shall be determined in accordance
with the category that has been identified as applicable to this Contract below.

[]Open End Contract: Quantities listed in this Solicitation/Award Document are
approximations only, based on estimates supplied by the Agency. It is understood and agreed
that the Contract shall cover the quantitics actually ordered for delivery during the term of the
Contract, whether more or less than the quantities shown.

[4] Service: The scope of the service to be provided will be more clearly defined in the
specifications included herewith.

[l Combined Service and Goods: The scope of the service and deliverable goods to be
provided will be more clearly defined in the specifications included herewith.

[1One-Time Purchase: This Contract is for the purchase of a set quantity of goods that
are identified in the specifications included herewith. Once those items have been delivered,
no additional goods may be procured under this Contract without an appropriate change
order approved by the Vendor, Agency, Purchasing Division, and Attorney General’s
office.

[ ] Construction: This Contract is for construction activity more fully defined in the
specifications.

Revised 09/12/2022
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6. EMERGENCY PURCHASES: The Purchasing Division Director may authorize the Agency
to purchase goods or services in the open market that Vendor would otherwise provide under this
Contract if those goods or services are for immediate or expedited delivery in an emergency.
Emergencies shall include, but are not limited to, delays in transportation or an unanticipated
increase in the volume of work. An emergency purchase in the open market, approved by the
Purchasing Division Director, shall not constitute of breach of this Contract and shall not entitle
the Vendor to any form of compensation or damages. This provision does not excuse the State
from fulfilling its obligations under a One-Time Purchase contract.

7. REQUIRED DOCUMENTS: All of the items checked in this section must be provided to the
Purchasing Division by the Vendor as specified:

[J LICENSE(S) / CERTIFICATIONS / PERMITS: In addition to anything required under the
Section of the General Terms and Conditions entitled Licensing, the apparent successful Vendor
shall furnish proof of the following licenses, certifications, and/or permits upon request and in a
form acceptable to the State. The request may be prior to or after contract award at the State’s
sole discretion.

O

The apparent successful Vendor shall also furnish proof of any additional licenses or
certifications contained in the specifications regardless of whether or not that requirement is
listed above.

8. INSURANCE: The apparent successful Vendor shall furnish proof of the insurance
identified by a checkmark below prior to Contract award. The insurance coverages identified
below must be maintained throughout the life of this contract. Thirty (30) days prior to the
expiration of the insurance policies, Vendor shall provide the Agency with proof that the
insurance mandated herein has been continued. Vendor must also provide Agency with
immediate notice of any changes in its insurance policies, including but not limited to, policy
cancelation, policy reduction, or change in insurers. The apparent successful Vendor shall also
furnish proof of any additional insurance requirements contained in the specifications prior to
Contract award regardless of whether that insurance requirement is listed in this section.

Revised 09/12/2022
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Vendor must maintain;

[4] Commercial General Liability Insurance in at least an amount of: $1.000,000.00  per
occurrence.

[] Automobile Liability Insurance in at least an amount of per
occurrence.

[T Professional/Malpractice/Errors and Omission Insurance in at least an amount of:
per occurrence. Notwithstanding the forgoing, Vendor’s are not required
to list the State as an additional insured for this type of policy.

[]Commercial Crime and Third Party Fidelity Insurance in an amount of:
per occurrence.

[4] Cyber Liability Insurance in an amount of: _$1.000,000.00 per
occurrence.

[]Builders Risk Insurance in an amount equal to 100% of the amount of the

Contract. [ ] Pollution Insurance in an amount of: per
pceurrence.
[ ] Aircraft Liability in an amount of: per occurrence.

1

9. WORKERS’ COMPENSATION INSURANCE: Vendor shall comply with laws
relating to workers compensation, shall maintain workers’ compensation insurance when
required, and shall furnish proof of workers’ compensation insurance upon request.

Revised 09/12/2022



DocuSign Envelope I1D: 11D0218B-FC46-4E39-AC23-22795356E744

10. VENUE: All legal actions for damages brought by Vendor against the State shall be brought
in the West Virginia Claims Commission. Other causes of action must be brought in the West
Virginia court authorized by statute to exercise jurisdiction over it.

11. LIQUIDATED DAMAGES: This clause shall in no way be considered exclusive and shall
not limit the State or Agency’s right to pursue any other available remedy. Vendor shall pay
liquidated damages in the amount specified below or as described in the specifications:

R for

[J Liquidated Damages Contained in the Specifications.

[J Liquidated Damages Are Not Included in this Contract.

12. ACCEPTANCE: Vendor’s signature on its bid, or on the certification and signature page,

constitutes an offer to the State that cannot be unilaterally withdrawn, signifies that the product
or service proposed by vendor meets the mandatory requirements contained in the Solicitation

for that product or service, unless otherwise indicated, and signifies acceptance of the terms and
conditions contained in the Solicitation unless otherwise indicated.

13. PRICING: The pricing set forth herein is firm for the life of the Contract, unless specified
elsewhere within this Solicitation/Contract by the State. A Vendor’s inclusion of price
adjustment provisions in its bid, without an express authorization from the State in the
Solicitation to do so, may result in bid disqualification. Notwithstanding the foregoing,
Vendor must extend any publicly advertised sale price to the State and invoice at the lower of
the contract price or the publicly advertised sale price.

14. PAYMENT IN ARREARS: Payments for goods/services will be made in arrears only
upon receipt of a proper invoice, detailing the goods/services provided or receipt of the
goods/services, whichever is later. Notwithstanding the foregoing, payments for software
maintenance, licenses, or subscriptions may be paid annually in advance.

15. PAYMENT METHODS: Vendor must accept payment by electronic funds transfer and
P-Card. (The State of West Virginia’s Purchasing Card program, administered under contract
by a banking institution, processes payment for goods and services through state designated
credit cards.)

16. TAXES: The Vendor shall pay any applicable sales, use, personal property or any other
taxes arising out of this Contract and the transactions contemplated thereby. The State of
West Virginia is exempt from federal and state taxes and will not pay or reimburse such taxes.

17. ADDITIONAL FEES: Vendor is not permitted to charge additional fees or assess
additional charges that were not either expressly provided for in the solicitation published by the
State of West Virginia, included in the Contract, or included in the unit price or lump sum bid
amount that Vendor is required by the solicitation to provide. Including such fees or charges as
notes to the solicitation may result in rejection of vendor’s bid. Requesting such fees or charges
be paid after the contract has been awarded may result in cancellation of the contract.
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18. FUNDING: This Contract shall continue for the term stated herein, contingent upon funds
being appropriated by the Legislature or otherwise being made available. In the event funds are
not appropriated or otherwise made available, this Contract becomes void and of no effect
beginning on July 1 of the fiscal year for which funding has not been appropriated or otherwise
made available. If that occurs, the State may notify the Vendor that an alternative source of
funding has been obtained and thereby avoid the automatic termination. Non-appropriation or
non-funding shall not be considered an event of default.

19. CANCELLATION: The Purchasing Division Director reserves the right to cancel this
Contract immediately upon written notice to the vendor if the materials or workmanship supplied
do not conform to the specifications contained in the Contract. The Purchasing Division Director
may also cancel any purchase or Contract upon 30 days written notice to the Vendor in
accordance with West Virginia Code of State Rules § 148-1-5.2.b.

20. TIME: Time is of the essence regarding all matters of time and performance in this
Contract.

21. APPLICABLE LAW: This Contract is governed by and interpreted under West Virginia
law without giving effect to its choice of law principles. Any information provided in
specification manuals, or any other source, verbal or written, which contradicts or violates the
West Virginia Constitution, West Virginia Code, or West Virginia Code of State Rules is void
and of no effect.

22. COMPLIANCE WITH LAWS: Vendor shall comply with all applicable federal, state, and
local laws, regulations and ordinances. By submitting a bid, Vendor acknowledges that it has
reviewed, understands, and will comply with all applicable laws, regulations, and ordinances.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors providing
commodities or services related to this Contract that as subcontractors, they too are
required to comply with all applicable laws, regulations, and ordinances.

23. MODIFICATIONS: This writing is the parties’ final expression of intent.
Notwithstanding anything contained in this Contract to the contrary no modification of this
Contract shall be binding without mutual written consent of the Agency, and the Vendor, with
approval of the Purchasing Division and the Attorney General’s office (Attorney General
approval is as to form only). Any change to existing contracts that adds work or changes
contract cost, and were not included in the original contract, must be approved by the
Purchasing Division and the Attorney General’s Office (as to form) prior to the implementation
of the change or commencement of work affected by the change.
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24. WAIVER: The failure of either party to insist upon a strict performance of any of the
terms or provision of this Contract, or to exercise any option, right, or remedy herein contained,
shall not be construed as a waiver or a relinquishment for the future of such term, provision,
option, right, or remedy, but the same shall continue in full force and effect. Any waiver must
be expressly stated in writing and signed by the waiving party.

25. ASSIGNMENT: Neither this Contract nor any monies due, or to become due hereunder,
may be assigned by the Vendor without the express written consent of the Agency, the
Purchasing Division, the Attorney General’s office (as to form only), and any other government
agency or office that may be required to approve such assignments.

26. WARRANTY: The Vendor expressly warrants that the goods and/or services covered by
this Contract will: (a) conform to the specifications, drawings, samples, or other description
furnished or specified by the Agency; (b) be merchantable and fit for the purpose intended; and
(c) be free from defect in material and workmanship.

27. STATE EMPLOYEES: State employees are not permitted to utilize this Contract for
personal use and the Vendor is prohibited from permitting or facilitating the same.

28. PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will
not disclose to anyone, directly or indirectly, any such personally identifiable information or
other confidential information gained from the Agency, unless the individual who is the subject
of the information consents to the disclosure in writing or the disclosure is made pursuant to the
Agency’s policies, procedures, and rules. Vendor further agrees, to the extent that it is
applicable to the services being provided by the Vendor, comply with the Confidentiality
Policies and Information Security Accountability Requirements, set forth in
http://www.state.wv.us/admin/purchase/privacy/default.html.

29. YOUR SUBMISSION IS A PUBLIC DOCUMENT: Vendor’s entire response to the
Solicitation and the resulting Contract are public documents. As public documents, they will be
disclosed to the public following the bid/proposal opening or award of the contract, as required
by the competitive bidding laws of West Virginia Code §§ 5A-3-1 et seq., 5-22-1 et seq., and
5G-1-1 et seq. and the Freedom of Information Act West Virginia Code §§ 29B-1-1 et seq.

DO NOT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENTIAL, A TRADE
SECRET, OR OTHERWISE NOT SUBJECT TO PUBLIC DISCLOSURE.

Submission of any bid, proposal, or other document to the Purchasing Division constitutes your
explicit consent to the subsequent public disclosure of the bid, proposal, or document. The
Purchasing Division will disclose any document labeled “confidential,” “proprietary,” “trade
secret,” “private,” or labeled with any other claim against public disclosure of the documents, to
include any “trade secrets™ as defined by West Virginia Code § 47-22-1 et seq. All submissions

are subject to public disclosure without notice.
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30. LICENSING: In accordance with West Virginia Code of State Rules § 148-1-6.1.¢,
Vendor must be licensed and in good standing in accordance with any and all state and local
laws and requirements by any state or local agency of West Virginia, including, but not limited
to, the West Virginia Secretary of State’s Office, the West Virginia Tax Department, West
Virginia Insurance Commission, or any other state agency or political subdivision. Obligations
related to political subdivisions may include, but are not limited to, business licensing, business
and occupation taxes, inspection compliance, permitting, ctc. Upon request, the Vendor must
provide all necessary releases to obtain information to enable the Purchasing Division Director
or the Agency to verify that the Vendor is licensed and in good standing with the above
entities.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors
providing commodities or services related to this Contract that as subcontractors, they
too are required to be licensed, in good standing, and up-to-date on all state and local
obligations as described in this section. Obligations related to political subdivisions may
include, but are not limited to, business licensing, business and occupation taxes,
inspection compliance, permitting, etc.

31. ANTITRUST: In submitting a bid to, signing a contract with, or accepting a Award
Document from any agency of the State of West Virginia, the Vendor agrees to convey, sell,
assign, or transfer to the State of West Virginia all rights, title, and interest in and to all causes of
action it may now or hereafter acquire under the antitrust laws of the United States and the State
of West Virginia for price fixing and/or unreasonable restraints of trade relating to the particular
commodities or services purchased or acquired by the State of West Virginia. Such assignment
shall be made and become effective at the time the purchasing agency tenders the initial payment
to Vendor.

32. VENDOR NON-CONFLICT: Neither Vendor nor its representatives are permitted to have
any interest, nor shall they acquire any interest, direct or indirect, which would compromise the
performance of its services hereunder. Any such interests shall be promptly presented in detail to
the Agency.

33. VENDOR RELATIONSHIP: The relationship of the Vendor to the State shall be that of an
independent contractor and no principal-agent relationship or employer-employee relationship is
contemplated or created by this Contract. The Vendor as an independent contractor is solely
liable for the acts and omissions of its employees and agents. Vendor shall be responsible for
selecting, supervising, and compensating any and all individuals employed pursuant to the terms
of this Solicitation and resulting contract. Neither the Vendor, nor any employees or
subcontractors of the Vendor, shall be deemed to be employees of the State for any purpose
whatsoever. Vendor shall be exclusively responsible for payment of employees and contractors
for all wages and salaries, taxes, withholding payments, penalties, fees, fringe benefits,
professional liability insurance premiums, contributions to insurance and pension, or other
deferred compensation plans, including but not limited to, Workers” Compensation and Social
Security obligations, licensing fees, etc. and the filing of all necessary documents, forms, and
returns pertinent to all of the foregoing.
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Vendor shall hold harmless the State, and shall provide the State and Agency with a defense
against any and all claims including, but not limited to, the foregoing payments, withholdings,
contributions, taxes, Social Security taxes, and employer income tax returns.

34. INDEMNIFICATION: The Vendor agrees to indemnify, defend, and hold harmless the
State and the Agency, their officers, and employees from and against: (1) Any claims or losses
for services rendered by any subcontractor, person, or firm performing or supplying services,
materials, or supplies in connection with the performance of the Contract; (2) Any claims or
losses resulting to any person or entity injured or damaged by the Vendor, its officers,
employees, or subcontractors by the publication, translation, reproduction, delivery,
performance, use, or disposition of any data used under the Contract in a manner not authorized
by the Contract, or by Federal or State statutes or regulations; and (3) Any failure of the Vendor,
its officers, employees, or subcontractors to observe State and Federal laws including, but not
limited to, labor and wage and hour laws.

35. NO DEBT CERTIFICATION: In accordance with West Virginia Code §§ 5A-3-10a and
5-22-1(1), the State is prohibited from awarding a contract to any bidder that owes a debt to the
State or a political subdivision of the State. By submitting a bid, or entering into a contract with
the State, Vendor is affirming that (1) for construction contracts, the Vendor is not in default on
any monetary obligation owed to the state or a political subdivision of the state, and (2) for all
other contracts, neither the Vendor nor any related party owe a debt as defined above, and
neither the Vendor nor any related party are in employer default as defined in the statute cited
above unless the debt or employer default is permitted under the statute.

36. CONFLICT OF INTEREST: Vendor, its officers or members or employees, shall not
presently have or acquire an interest, direct or indirect, which would conflict with or compromise
the performance of its obligations hereunder. Vendor shall periodically inquire of its officers,
members and employees to ensure that a conflict of interest does not arise. Any conflict of
interest discovered shall be promptly presented in detail to the Agency.

37. REPORTS: Vendor shall provide the Agency and/or the Purchasing Division with the
following reports identified by a checked box below:

[4] Such reports as the Agency and/or the Purchasing Division may request. Requested reports
may include, but are not limited to, quantities purchased, agencies utilizing the contract, total
contract expenditures by agency, etc.

[ ] Quarterly reports detailing the total quantity of purchases in units and dollars, along with a
listing of purchases by agency. Quarterly reports should be delivered to the Purchasing Division
via email at purchasing.division(@wv.gov.

38. BACKGROUND CHECK: In accordance with W. Va. Code § 15-2D-3, the State reserves
the right to prohibit a service provider’s employees from accessing sensitive or critical
information or to be present at the Capitol complex based upon results addressed from a criminal
background check. Service providers should contact the West Virginia Division of Protective
Services by phone at (304) 558-9911 for more information.
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39. PREFERENCE FOR USE OF DOMESTIC STEEL PRODUCTS: Except when
authorized by the Director of the Purchasing Division pursuant to W. Va. Code § 5A-3-56,
no contractor may use or supply steel products for a State Contract Project other than those
steel products made in the United States. A contractor who uses steel products in violation of
this section may be subject to civil penalties pursuant to W. Va. Code § 5A-3-56. As used in
this section:

a. “State Contract Project” means any erection or construction of, or any addition to,
alteration of or other improvement to any building or structure, including, but not limited
to, roads or highways, or the installation of any heating or cooling or ventilating plants or
other equipment, or the supply of and materials for such projects, pursuant to a contract
with the State of West Virginia for which bids were solicited on or after June 6, 2001.

b. “Steel Products” means products rolled, formed, shaped, drawn, extruded, forged, cast,
fabricated or otherwise similarly processed, or processed by a combination of two or
more or such operations, from steel made by the open heath, basic oxygen, electric
furnace, Bessemer or other steel making process.

c. The Purchasing Division Director may, in writing, authorize the use of foreign steel
products if:

1. The cost for each contract item used does not exceed one tenth of one percent
(.1%) of the total contract cost or two thousand five hundred dollars ($2,500.00),
whichever is greater. For the purposes of this section, the cost is the value of the
steel product as delivered to the project; or

2. The Director of the Purchasing Division determines that specified steel materials
are not produced in the United States in sufficient quantity or otherwise are not
reasonably available to meet contract requirements.

40. PREFERENCE FOR USE OF DOMESTIC ALUMINUM, GLASS, AND STEEL: In
Accordance with W. Va. Code § 5-19-1 et seq., and W. Va. CSR § 148-10-1 et seq., for every
contract or subcontract, subject to the limitations contained herein, for the construction,
reconstruction, alteration, repair, improvement or maintenance of public works or for the
purchase of any item of machinery or equipment to be used at sites of public works, only
domestic aluminum, glass or steel products shall be supplied unless the spending officer
determines, in writing, after the receipt of offers or bids, (1) that the cost of domestic
aluminum, glass or steel products is unreasonable or inconsistent with the public interest of the
State of West Virginia, (2) that domestic aluminum, glass or steel products are not produced in
sufficient quantities to meet the contract requirements, or (3) the available domestic aluminum,
glass, or steel do not meet the contract specifications. This provision only applies to public
works contracts awarded in an amount more than fifty thousand dollars ($50,000) or public
works contracts that require more than ten thousand pounds of steel products.

Revised 09/12/2022
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The cost of domestic aluminum, glass, or steel products may be unreasonable if the cost is more
than twenty percent (20%) of the bid or offered price for foreign made aluminum, glass, or steel
products. If the domestic aluminum, glass or steel products to be supplied or produced in a
“substantial labor surplus area”, as defined by the United States Department of Labor, the cost
of domestic aluminum, glass, or steel products may be unreasonable if the cost is more than
thirty percent (30%) of the bid or offered price for foreign made aluminum, glass, or steel
products. This preference shall be applied to an item of machinery or equipment, as indicated
above, when the item is a single unit of equipment or machinery manufactured primarily of
aluminum, glass or steel, is part of a public works contract and has the sole purpose or of being
a permanent part of a single public works project. This provision does not apply to equipment
or machinery purchased by a spending unit for use by that spending unit and not as part of a
single public works project.

All bids and offers including domestic aluminum, glass or steel products that exceed bid or offer
prices including foreign aluminum, glass or steel products after application of the preferences
provided in this provision may be reduced to a price equal to or lower than the lowest bid or
offer price for foreign aluminum, glass or steel products plus the applicable preference. If the
reduced bid or offer prices are made in writing and supersede the prior bid or offer prices, all
bids or offers, including the reduced bid or offer prices, will be reevaluated in accordance with
this rule.

41. INTERESTED PARTY SUPPLEMENTAL DISCLOSURE: W. Va. Code § 6D-1-2
requires that for contracts with an actual or estimated value of at least $1 million, the Vendor
must submit to the Agency a disclosure of interested parties prior to beginning work under
this Contract. Additionally, the Vendor must submit a supplemental disclosure of interested
parties reflecting any new or differing interested parties to the contract, which were not
included in the original pre-work interested party disclosure, within 30 days following the
completion or termination of the contract. A copy of that form is included with this
solicitation or can be obtained from the WV Ethics Commission. This requirement does not
apply to publicly traded companies listed on a national or international stock exchange. A
more detailed definition of interested parties can be obtained from the form referenced
above.

42. PROHIBITION AGAINST USED OR REFURBISHED: Unless expressly permitted
in the solicitation published by the State, Vendor must provide new, unused commodities,
and is prohibited from supplying used or refurbished commodities, in fulfilling its
responsibilities under this Contract.

43. VOID CONTRACT CLAUSES: This Contract is subject to the provisions of West
Virginia Code § 5A-3-62, which automatically voids certain contract clauses that violate
State law.

44. ISRAEL BOYCOTT: Bidder understands and agrees that, pursuant to W. Va. Code §
5A-3-63, it is prohibited from engaging in a boycott of Israel during the term of this contract.

Revised 09/12/2022
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DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract.

(Printed Name and Title) Kevin Medema

(Address) 3003 Breezewood Lane Neenah, WI 54957
(Phone Number) / (Fax Number) 1-877-564-2333

(Email address) kmedema@jjkeller.com

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, I certify that: Ihave reviewed this Solicitation/Contract in its entirety; that I
understand the requirements, terms and conditions, and other information contained herein; that
this bid, offer or proposal constitutes an offer to the State that cannot be unilaterally withdrawn;
that the product or service proposed meets the mandatory requirements contained in the
Solicitation/Contract for that product or service, unless otherwise stated herein; that the Vendor
accepts the terms and conditions contained in the Solicitation, unless otherwise stated herein; that
I'am submitting this bid, offer or proposal for review and consideration; that this bid or offer was
made without prior understanding, agreement, or connection with any entity submitting a bid or
offer for the same material, supplies, equipment or services; that this bid or offer is in all respects
fair and without collusion or fraud; that this Contract is accepted or entered into without any prior
understanding, agreement, or connection to any other entity that could be considered a violation of
law; that I am authorized by the Vendor to execute and submit this bid, offer, or proposal, or any
documents related thereto on Vendor’s behalf; that I am authorized to bind the vendor in a
contractual relationship; and that to the best of my knowledge, the vendor has properly registered
with any State agency that may require registration.

By signing below. I further certifv that I understand this Contract is subject to the
provisions of West Virginia Code § 54-3-62, which automatically voids certain contract
clauses that violate State law: and that pursuant to W. Va. Code 5A-3-63. the entity
entering into this contract is prohibited from engaging in a bovcott acainst Israel.

J.J. Keller & Associates

(Company)

ent Sdomidli

sgvettreof-Authorized Representative)

Eric Schmidli Vice President of Sales-Key Accounts 11-03-2022
(Printed Name and Title of Authorized Representative) (Date)

1-877-564-2333
(Phone Number) (Fax Number)

eschmidli@jjkeller.com

(Email Address)

Revised 09/12/2022
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ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.:

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by
completing this addendum acknowledgment form. Check the box next to each addendum
received and sign below. Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: T hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

[] Addendum No. 1 [] Addendum No. 6
[1 Addendum No. 2 [] Addendum No. 7
[ Addendum No. 3 [] Addendum No. 8
[0 Addendum No. 4 [] Addendum No. 9
[ Addendum No. 5 [1 Addendum No. 10

T'understand that failure to confirm the receipt of addenda may be cause for rejection of this bid.
I further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only
the information issued in writing and added to the specifications by an official addendum is
binding.

J. J. Keller & Associates
Company

e Scumidli

Feovkorprend.- Signature

11/3/2022
Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite
document processing.

Revised 09/12/2022
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J . J . Keller Experts in Safety & Compliance Since 1953
& Associates, Inc® 3003 Breezewood Lane, PO. Box 368 | Neenah, W1 54957-0368 | jjkeller.com

October 17, 2022

Ms. Katrina Dufourny

West Virginia Dept of Environmental Protection
601 57th St. SE

Charleston, WV 25304

Dear Katrina:

This letter serves to provide J. J. Keller & Associates, Inc.’s pricing for the J. J. Keller® Safety
Management Suite, Enterprise Subscription.

Year One:

* Unlimited number of Safety Management Suite users who meet eligibility (in a safety role)
will have access to share a total of 21,480 enrollments (one student enrolled in one online
interactive course = one enroliment).

e Total year one pricing is $56,455.

» Pricing includes dedicated support team and extensive training for your team.

Year Two:

* Unlimited number of Safety Management Suite users who meet eligibility (in a safety role)
will have access to share a total of 21,480 enroliments (one student enrolled in one online
interactive course = one enroliment).

e Total year two pricing is $59,277.75.

» Pricing includes dedicated support team and extensive training for your team.

Year Three:

* Unlimited number of Safety Management Suite users who meet eligibility (in a safety role)
will have access to share a total of 21,480 enroliments (one student enrolied in one online
interactive course = one enrollment).

e Total year three pricing is $62,241.64.

e Pricing includes dedicated support team and extensive training for your team.

Year Four:

* Unlimited number of Safety Management Suite users who meet eligibility (in a safety role)
will have access to share a total of 21,480 enroliments (one student enrolled in one online
Jinteractive course = one enroliment).

o Total year four pricing is $65,353.72.

|  Pricing includes dedicated support team and extensive training for your team.

Please contact me at dsack.com or 1-800-843-3174, Extension 2781, if you have any questions.

Thank you,

Diome  Jnck

Diane Sack
Sales Representative
DS/na
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Software as a Service Addendum

1 Deﬁniﬁons:

aptable { et [ocation means a country thet is identified as providing
aqmvalem or stronger daha prcﬁactuon than the United States, in terms of both regulation
and enforcement. DLA P‘tper‘s anecy Heatmap shaii be uuhzed for this analyals and may
be . found at . tention.co

Authorized Persons means the service provider's employees, contractons, subcontractors
or other agants who have responsibility in protecting: or have access to the public
jurisdiction’s personal data and nan-public data to enabis the service provider to perform
the services reguired. -

Data_Bregch means the unauthorized accdss ahd acquisition of unencrypted and
unredacted personal data that compromises the security or confidentiality of & _public
jurisdiction's personal information and that causes the service provider or public
Jjurisdiction to reasonably believe that the data breach has caused or will cause identity
theft or other fraud.

fty Id ible H Information means informaition that is a subset of heaith
lrﬂmmaﬁon including demographic information collected from an individual, and (1) is
created or receivad by a health care provider, health plan, employer or hsaith care
¢learinghouse; and (2) relates to the past, present or future physical or mental health or
condition of an individual; the provision of health care to an individual; or the past, presant
or future payment for the provision of health care to an individual; and (a) that identifies
the individual, or (b} with respect to which there is a reasonable basis to believe the
Information can be used to identify the individual.

Non-Public Data means data, other than pérsonal data, that is not subject to distribution
to the public as public information. It is deemed to be sensitive and confidential by the
public jurisdiction becauss It contains Information that is exempt by statute, ordinance or
administrative rule from access by the general public es public information. -

Personal Data means data that includes information relsting to a persorn that identifies
the persan by first name or first initial, and last name, and has any of the following
personally identifiable information (PH): governmentissued identification numbers (e.g.,
Bocial Seourity, driver's license, state identification card); financial account information,
including account number, credit or debit card numbers; or protected health information
(PH). _

ealt i means individually identifiable health information
transmiﬁed by etactmmc msdna maintained in electronic media, or transmitted or
maintained in any other form ar medium. PHI excludes education records covered by the
Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g,
records describad at 20 U.8.C. 1232g(a)}(4)X(B){iv) and employment records held by a
covered entity in lts role as employar.
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Publie Jurisdiction means any government or govemment agency that uses these terms
and conditions. The term is a placeholder for the government or government agency.

iblig Jurisgiction Data means all data created or in any way originating with the public
jurisdiction, and aff data that is the output of computer proceseing or other electronic
manipuletion of any data thet was created by or in any way originated with the pubtic
jurisdiction, whether such data or output is stored on the public jurisdiction’s hardware,
the seivice provider's hardware er exists in any system owned, maintained or ctherwise
controlied by the public jurisdiction or by the service provider.. ‘ ‘

Fublic Jurisdiction Idenfified Contart mieans the person or persons designated in writing
by the public juriediction ta receive security incident or breach notification.

Besiricted data means personal data and non-public data.

Security Incident means the actual unauthorized access 1o personal data or non-public
data the service provider bellevas could raasenably result In the uss, disdosure of theft
of a public jurisdiction's unencrypted parsonal data or non-public data within the
possession or control of the service provider. A security incident may ormay not turn into
a data breach,

Setvica Provider means the contractor and its employees, subcontractors; agents and
affiliates who are providing the services agreed to under the contract, .

Software-as-a-Service (SaaS] means the capability provided to the consumer to use the
provider's applications running on a cloud infrastructure. The applications are accessible
from various client devices through a thin-client interface such as a Web browser (e.q.,
Wab-based ermail) or a program interface. The consumer does not manage or confrol the
underlying cloud infrastructure including network, servers, operating systems, storage or
‘even individual application capabilities, with the possible exception of limited user-specific
application configuration settings.

2. Data Qwnership: The public jurisdiction will own ali tight, titls and interest in its data
that is related to the services provided by this contract. The service provider shail not
access public jurisdiction user accounts or public jurisdiction data, except (1) in the course
of data center operations, (2) in response to service or technical issues, {3} as required
by the express terms of this contract or (4) at the public jurisdiction’s written request.

3. Data Protection and Privacy: Protection of personal privacy and data shall be an
Integral part of the business activities of the service provider to ensure there is no
inappropriate or unauthorized use of public jurisdiction information at any time, To this
end, the service provider shall safeguard the confidentiality, integrity and availability of
public jurisdiction information end comply with the following conditions: .
@) The service provider shall implement and maintain appropriate administrative,
technical and physical security measures to safeguard against unauthorized
access, disclosure or theft of personal data and non-public data. in Appendix A,
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the public jurisdiction shall indicate whether restricted information will be
processed by e service provider. Such sscurity measures shall be in accordance
with recognized industry practice and net less stringent than the measures the
sarvice provider applies to its own personal data and non-public data of similar
kind. The service provider shall ensure that all such measures, including the
manner in which personal data and non-public deita are collected, accessed, used,
stored, processed, disposed of and disclosed, .comply with applicable . data
protection and privacy lews, as well as the terms and conditions of this Addendum
and shall survive termination of the underlying contract. - - .

b) The service provider represents and wamants that its collection, access, use,
storege, disposal and disclosure of personal data and non-public data do and will
comply with all applicable federal and state privacy and data protection laws, as
well as all other applicable regulations, pofictes and directives. =

g}-_}‘,ﬁ‘r{g BERAEL-DFPREEr-ghuil-sunrot third-porde i fartar. st TS
vath the puone- juRsSicyon thra-porly ety provideris safegusrd pemmongl-9ai

i) ¥ in the course of its engagement by the public jurigdiction, the service
provider has access to or will collect, access, usa, $tore, process, disposs of or
disclose credit, debit or other payment cardhoider information, the service provider
shali at all times remain in compliance with the Payment Card industry Data
Becurity Standerd ("PCI DSS") requirements, including remaining aware at alf
times of changes to the PCI DSS and promptly implementing sil procadures and

- practices as may be necessary ta remain in compiiance with tha PCI DSS, in each
case, at the service provider's sole cost and expanse. All data obtained by the
service provider in the performance of this contract shall bacome and remain the
property of the public jurisdiction. ;

e)d) All personal data shall be encrypted at rest aipa-—+ tansd-with controlled access.
Unless otharwise stipulated, the service provider is responsible for encryption of the
personal data. )

fig} Unless otherwise stipulated, the service provider shall ericrypt all non-public data
at reet and in transit, in accordance with resognized industry practice. Tha public
jurisdiction shall identify data it deems as non-public data to the service provider.

8))At no time shall any data or process - that sither belong to or are intended for the

. use of a public jurisdiction or its officers, agents or employees - be copied,
disclosed or retained by the service provider or any party related to the service
provider for subsequent use in any transaction that does not include the public
jurisdiction. ‘

ka) The service provider shall not use or disciose any irformation collected in
connection with the service issued from this praposal for any purpose other than
fulfilling the service. ,

Hh)Data Location. For non-public data and parsonal data, the service provider shall
provide its data center services to the public jurisdiction and its end users solely
from data centers in the U.S. Storage of public jurisdiction data at rest shall be
located solely in data centars in the U.S. The service provider shall not allow its
personnel or contractors to store public jurisdiction data on porteble devices,
including personal computers, except for devices that are used and kept only et ite

2%

3
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| Commanted IWDJ3}: The data s encryptod af rost in
» our dstabass, i
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U.S. data centers. With agresment from the pubiic jurisdiction, this term may be
met by the service provider providing its services from an acceptable alternative
data center iocation, which agreement shall be stated in Appendix A, The Service
Provider may alsp request permission to utilize an acceptable alternative data
center locatioh during & procurement's question and answat period by submitting
a question to that effact. The service provider shall permit its personnel and
contractors to access public jurisdiction data remotely only as requiired to provide
tachnical support.

4. Sacurity incident or Data Breach Notification: The servics provider shallinform the
public jurisdiction of any confirmed secixity incident or data breach.

8) Incident Resporise: The service provider may need to communicate with outside
parties regarding a securty incident, which' may include . contacting law
enforcement, fielding media inquiries and seeking éxternal expertise as defined by
faw or-contained in the contract. Discussing security incidernits with the public

, jurisdiction shall be handled on an urgent as-needed basis, as part of service
provider communication and mitigation processes defined by law or contained in

the contvact.-
b}-Security Incident Reporting Requirements: The “service provider shall report a o
confirmed Security Incident as soon as practicable-but-na-later-then-twenty-four { Commented (WD 343 W Inforra customers s soon
&)p) - _{24)-hours after the service provider becomes aware of &, fo: (1) the department 3 posaible efler an investigation is conducted
privacy officer, by emall, with a read receipt, identified in Appendix A; and, (2) unless Ty Siok dla wee Impacied. We cannol commt

otherwise directed by the public jurisdiction i the undsriying contract, the WVOT
Security end Privacy Incident’ Reporting System  at
2pDs. WY, apvioti/Dafaul aspx, and {3) the public jurisdiction point of contact
for general contract oversight/administretion. The foliowing information shail be
shared with the public jurisdiction: (1) incident phase (detection and analysis;
cortainment, eradication and recovery; or post-incident activity), (2) projected
busginess impact, and, (3) attack source information. - .
eig) Breach Reporting Requirements: Upon the discovery of s data breach or
unauthorized access to non-public dats, the service provider shall immediately
reportto: (1) the depariment privacy officer, by email, with a read recsipt, identified in
Appendix A, and, (2) unless otherwise directed by the public jurisdiction in the
underlying contract, the WVOT Online Computer Security and Privacy Incident

Reporting System at https:/appe wv.goviolis/Default.aspx, and the public
jurisdiction point of contact for genaral contract oversight/administration.

Online Computer

€. Breach Responsibilities: This saction only applies when a data breach occurs with
respect to personal data within the possession or control of the service provider. . -

a) immediately after being awarded a contract, ths service provider shall provide the
public jurisdiction with the name and contact information for an employse of service
provider who shall serve as the public jurisdiction's primary security contact and
shall be available to assist the public jurisdiction twenty-four (24) hours per day,
seven (7) days per wesk as a contact in resolving obligations assoclated with a
data breach, The service provider may provide this information In Appendix A.
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b} Immediately following the service provider's notification to the public jurisdiction of--
a data breach, the parties shall coordinate cooperate with each other to investigate-
the data breach. The service provider agrees to fully cooperate with the public
jurisdiction in the public jurisdiction's handling of the melies—esiting, withous
kmiation-at the-pubke junedictions raquest, making-available alirelovant reanrds,

lags, s, dato-reporting-are sthermatenals- matler, as required o comply with Commentsd [WIDJS): We can state that this is “as
applicable law end regulation. - , reauired under agplicatie law’.
©) s scon as the wlormauon is gvailable Witk S pews-oihe-dissever-the Communtad [WDJIE: We may not even know some of |
. Service provider shall notify the parties fisted in 4(¢) above, to the extent known: this information within 72 hours,

{1) date of discovary; {2) list of data elements and the number of individual resords;
{3) description of the unauthorized persans known or reasonably believed to have
improperly used or disclosed the personal data; (4) desoription of where the
personal data is belisved to have been improperly transmiltted, sent, or utilized;
and, (5) description of the probable causes of the improper use or disclosure.

d) The service providsr shall (1) cooperate with the public jurisdiction as reasonably
requested by the public jurisdiction to investigata and resoive the data breach, {2)
promptly implement necessary remadial measures, if necessary, and prevant any
further data breach at the servige provider's expense In accordance with ]
applicable privacy rights, laws and regulations and (3) document responsive.
actions taken reiated to the data breach, including any postincident review of
events and actions teken to make changes in business practicss in providing the
services, if necessary. i ‘ .

€) If a data breach is a direct result of the service providar's bresich of its contract
obligation to encrypt personal dats or otherwise prevent its releass, the service
provider shall bear the costs aseociated with (1) the investigation and resolution of
the data breach; (2} notifications to individuals, regulators or others required by
state or federal law; (3) a credit monitoring service (4) a website or a toll-free
number and call center for affacted individuals required by state law - all not to
exceed the average per record per person cost calculated for data breaches in the
United States in the most recent Cost of Data Breach Study: Global Analysis
published by the Ponemon Institute at the time of the data breach (or other similar
publication if the named publication has not issued an updated average per record
per cost in the last 5 years at the time of the data breach); and (5) complete all
corractive actions as reasonably determined by servics provider based on root
cause. The service provider agrees that it shail not inform any third party of any
data breach without first obtaining the public jurisdiction's prior written consent,
other than 1o inform a complainent that the matter has been forwarded to the public
jurisdiction's legal counsel and/or engage a third party with appropriate expertise
end confidentiality protections for any reason connscted 1o the data breach. Except
with respect to where the service provider has an Independent iegal obligation to
report & data breach, the service provider agrees that the public Jurlsdiction shall
have the sole right to determine: (1) whether notice of the data breach is to be
provided to any individuals, regulators, law enforcement agencies, consumer
reporting agencies or others, as required by law or regulation, or otherwise in the
public jurisdiction’s discretion; and (2) the contents of such notice, whether any

5
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type of remediation may be offered to affected persons, and the néturs and extent
of any such remediation: The service provider retains the right to report activity to
law enforcement.

6. Notification of Legal Requests: The service provider shall contact the public
jurisdiction upon receipt of any electronic discovery, ltigation holds, discovery searches
and expert testimonies refated 1o the public jurisgiction's data under this contract, or which
in any way might reasonably require. access to the data of the public jurisdiction. The
service provider shall not respond to subpoenas, service of prodess and other fegal
requests related to the public jurisdiction wittiout first notifying the public jurisdiction,
unless prohibited by law from providing such notice. T

7. Termination and Suapension of Service: *
a) inﬂ\eeventofatenninationofmecontrad. he nublic junisdiclion mav remove any
dats 1. A0vance of any termunation inine service provider s softwam If the public
junsdiction does not cemove the public urisdiction’s date pnor to ternungtion _the
dais would he subredt 1 sutomate deleton wip setvice provider's deieton policies
ha-sernce Praviaet-Shall implement -an Gulerly- rBiurs-0b publicHursaichonAstn
within the time cesea-asd format EpRChet-n-Re CoRTas-tor1~-498 absence-at.a

spacheddime and lopunst. amusiy-agreaapin-ime-anaSennal) arg-afiar e-aata
RaE-BOBN—SUSTEEhsliy--ORIIE: - £ECUOly— RGP HEPORLY EPORG—of pubhc

b) During any period of servics suspension, that 1s not considered a permanent
pelyica Jermunakon, the sefvice provider shall not take any action to intentionally
erase any public jurisdiction data. ) B

G ~In-iRE-wee . Ne-Contast-Ines- Nol-Epesiy-a-tre. o farmat Jer-sausn-olifin pubis
junsdicuons s6l3 sug 2R agresment NES PO DEER, (68ENGY-R the Syent of

- lerannston-of oty SESANSE-OF 3TFSRNAnt-wrenlyely, 1ne-seruca pupyites shallngt
take any AcloN 10 NEHLORRY-S166 A0y PUDIE JISGction aata-for & percd of
+—0-dayeaber he affeshire-date-of tesmnakion -Hinetarmnation 15w
RESOIIBNCE Wik s contact pepad ,
+ - B0 gays-ater the-effechve date-crermination, i the-termination-is-for
~BG csyt aberhe-efiecive date-olermunauea—iline iarmmaton o
Gause
Aflen SUEh ponst:- Ihe SeTuEE--prowder shgli-save. nn chligstion-tn moamnisn-er
piende Ry poblo gsdcaon datw ond shall heranlier, yniessiegally protbiley.
delste ol publz junssousn date 4 e SYSOmS-or SIErWISe N (5 ROSHESEION oF
BABESHE SSRWC .

Hc) The public jurisdiction shali be entitied to any post-termination assistance, f
public unsdiction tas arrsnged lo du so @ith_the seivice proviger cnpr to
legmination of tee services The public jursdiction may be subject 1o adntonal fees
Huny gensipny mate avadabie with respesite the. SEPHEES; wniess o Unique data
retrieval & non-signaare for _the senace proviger srangement 585 been
Beblsbedae pan-aithe-Contsac ‘

ejd) _____The service provider shall securely dispose of afl requested data in all of its

&
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forms, such as disk, CD/ DVD, backup tape and paper, when Trequested by the
public jurisdiction. Data shall be permanently deleted and shall not be récoverable,
according to National Institute of Standards and Technology (NIST)-approved
methods. Certificates of destruction shali be provided to the public jurisdiction,

8. Background Checks: The service provider shall conduct criminal background checks
in complianes with W.Va, Code §15-2D-3 and not utilize any staff to fulfill thé obligations

of the contract, including subcontractors, who have been convicted of any crime of
dishonesty, including but not limited to crimingl fraud, or otherwise convigted of any felony
or misdemeanor offense for which incarceration for up to 1 year is an authotized penalty.
The service provider shall promote and maintain an awareness of the importance of
securing the public jurisdiction's informiation among the service provider's employses and
agents.

8. Oversight of Authorized Persons: During the term of each authorized person's
employment or engagement by service provider, service provider shail st sit times cause
such persons to abide skrictly by service provider's obligations under this Agreement and
service provider's standard policies and procedures. The service provider further agrees
that it shall mantein a disciplinary process to address any unauthorized accass, use or
disciosure of personal data by any of service providers officers, partners, principals,

-employees, agents or contractors. -
m.%seess:to:Segumy»LegsxandReperts:—Thesemmmder-shauLpfeyide-;epeds | Commented (WDS1: We do not provie logs 1o the
to-the publicqurisdiction n-C8V format agreed o by both the service provider and the customers 28 the dsia is stored in 4 mufti-tenant
public-jurisdichon -Reports- shall-inslude user -BcceBt—Euctasshu-and-falled-sitempts); i f"m"“““""* nd we could expaso anctwr cusiomer's
ueet-ascess 1P address-user-access history and security 40gs Jor-all-publie jurisdiction LS SR S U
hles-and-accounts related o Ws contracy.

4410 Data Protaction Self-Assessment: Upsh reauest by the publc jurisdiction. Commented IWD310%: We wouidn publicly dacioso
The-ihe service provider shall perform a Cloud Secufity Alliance STAR Self-Assessment any intomal audil rosull or security mesessment. W
by completing and submitting the "Consensus Assessments Inftiative Questionnaire” to 8re only 9oing 10 do this upon request.

the Public Jurisdiction Identified Contact. The service provider shall submit ite seff-
assessment to the public jurdisdiction priar-io-contract-award-and-Upon request-_and no
more than annually thereafler-on-the-anniversary:-afihe date-of-contrack-exeaution, Any
deficiencies identified in the assessment will entitle the public Jurisdiction to disqualify the
bid or terminate the contract for cause._The public jurisdiction also understands that eny
assessment results will be confidential to the service provider and that any informaiion
provided 1o the public jurisdiction is not for public - disclosure and will only be_used for the
pUTPOSes Of evaluating the service provider by the public jurisdiction, :

4241, ___ Data Center Audit: The service provider shall perform an audit of its data
center{s) at least annually at its expense and provide a redacted version of the audit
report upon request. The service provider may remove its proprietary informations from
the redacted version. A Service Organization Controf (SOC) 2 audit report or approved
equivalent sefs the minimum lavel of a third-party audit. Any deficiencies identified in the
report or approved equivalent will entitie the public jurisdiction to disqualify the bid or
terminate the contract for cause.

%MWMMWWMWM giva-30 days.
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agvance-Polica-to-the-publc-nsaiston-ol-any-upgrades-(o.g~—majerupgrades Ming:
upgrades.-syeiam-changes-thal may-impact-sotvics. -avasiabiity-and-perdormence—»A

REOFLGEAdsa replacemern-al hordwarer- softwere-o-frmware-with 8- rewer-oF better
version n-orderio brng the system-up-io-date-or-to-mprove-is-characleristios-

442_____Security:
a) At a minimum, the service provider's safeguards for the protection of data shail
include: (1) seowring business facllities, data centers, paper files, servers, backcup

systems and computing equipment, including, but nét limited to, all moblia devices
and other aquipment with information storage capability; (2) implementing network,
device application, database. and platform - security; 3) securing information
transmission, storage and disposal; (4) implementing authentication and access
controls within media, applications, operating systems and equipment, (5)
implementing appropriate personnel security and integrity procedures and
practices, including, but not limited to, conducting background checks conglstent
with applicable law; and () providing appropriate pnvacy and information seourity
training to service provider's eémployees.

b) The service provider shall execute well-defined recurring action steps that identify
and monitor vulnerabilities and provide remedliation or corrective measures. Where
the service provider's tachnology or-the public jurisdiction's required dependence
on a third-party application to interface with the technology creates a critical or high
risk, the service provider shail remediate the vulnerability as soon as possible. The
service provider must ensure that epplications used o interface with the service
previder's technology remain operationally compatible with sofiware updates. .

¢} Upon the public jurisdiction's written request, the 2ervice provider shall provida &

high-levet network diagram with respect to connectivity to the public jurisdiction’s

network that illustrates the service provider's information technology network
infrastructure.

286:43, ____Non<disclosure and Separation of Duties: The service provider shall
enforce separation of job duties, require commercially ressonable non-disclosure
agreements, and limit staff knowledge of public jurisdiction data to that which is absolutely
necessary to perform job duties. :

48.14, Import and Export of Data: The public jurisdiction shalt have the ability to
securely import. export or dispose of data in standard format in piecemeat or in entirety
at its discretion without interference from the service provider. This includes the ability for
the public jurisdiction to import or export data toffrom other service providers identified in
the contract (or in the absence of an identified format, a mutually agreeable format).

4716 Responsibilities: The service provider shall be responsible for the
acquisition and operation of all hardware, sofiware and network support refated to the

cloud services being provided. The technical and professional activities required for.

establishing, managing and maintaining the environments are the responsibilities of the
service provider,

5816, ___Subcontractor Compliance: The service provider shall ensure that any of
its subcontractors to whom it provides any of the personal data or non-public data it
receives hersunder, or to whom it provides any personal data or non-public data which the
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service provider creates or receives on behalf of the public jurigdiction, agree to the

restrictions, terms and conditions which apply to the service provider hersunder.

46,17, __ Right to Remove individuals: The public Juriediction shall have the righit at
any fime to require that the service provider remove from interaction with public
Jurisdiction any service provider representative who the’ public jurisdiction believes is
detrimental to its working relationship. with the service provider. The public jurisdiction
shall provide the service provider with notice of its determination, and the reasons it
‘requests the removal. if the public Jurisdiction signifies that a potential security violation
exists with respect to the request, the service provider shal immediatsly remove such
individual. The service provider shall not assign the person to any aspect of the contract
without the public jurisdiction's consent. '

2018, Busiﬂess»cam&nt—ﬁtymaambl’sash(Recovery: The service provider shafl
provide & ba&iﬂess—mﬁsxwﬁynaﬁévdisaster'recovary plan executive summary upon
request. Lack of a 'plan will entitle the public jurisdiction to terminate this contract for
cause. ’

24=-¢empliancef~with—kaeéssibilityi8‘mme-lhe—senﬁ@-prewder—shé#—mmtwm
and-adhere 1o Accessibility Standards of Section 508 Amendment o the Rehabiiation
Act6i-1973

23:19, ___Web Services: The service provider shall yse web services exclusively to
interface with the public jurisdiction’s date in near regl time when possible. -

2320 _Encrypfion of Data at Rest: The service provider shall ensure hard drive
encryption consistent with validated cryptography standards as referenced in FIPS 140-
2, Security Requirements for Cryptographic Modules for all personal dats. -

24:21. Subscription Terms: Service provider grants to a public jurisdiction a license
i6:

8. Access and use the service for its business purposes; - o

b. For Saas, use underlying software as embodied or used in the service; and

c. View, copy, upload, download (where applicable), and use service provider's
documentation. : -

.%8:22. ____Equitable Relief: Service provider acknowledges that any breach of its
covenants or obligations set forth in Addendum may cause the public jurisdiction
irreparable harm for which monetary damages would not be adequate compensation and
agrees thet, in the event of such breach or threatened breach, the public Jurisdiction is
entitied o seek equitable relief, induding a restraining order, injunctive refief, spacific
performance and any other relief that may be available from any court, in addition to any
other remedy to which the public jurisdiction may be entitied at law or in equity. Such
remedies shall not be deemed to be exclusive but shall be in addition to all other remedies
avallable at taw or in equity, subject fo any express exdlusions or limitations in this
Addendum to the confrary. .
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AGREED;
Name of Agency: D P Name of'VendonM

Signamre.(jl--‘-r«-'-\ ca( ~Dim ;‘H‘./
\J
Tae: ASwrTc

pate:. ] € o022 Date: /&&V »&0&2.._
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