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Extended Description:

* Security/Privacy Training (OT22059)

Whereas the State of West Virginia and MediaPro Holdings LLC (Vendor ID 000000230632) entered into a contract, CCT ISC2100000008, on 12/11/2020, and now
that KnowBe4 Inc. has acquired MediaPro Holdings LLC, this contract is issued to reassign the contract to KnowBe4 Inc. according to all terms and conditions,
spegcifications, and pricing contained in the Original Contract and subsequent Change Orders not modified herein.

Effective Dates: 12/11/2021 - 12/10/2022
Renewals Remaining: 2

All other provisions of the Original Contract and subsequent Change Orders nat modified herein shall remain in full force and effect.

Line Commodity Code Quantity Unit Unit Price Total Price
1 43232502 1.00000 EA 89500.000000 $89,500.00
Service From Service To Manufacturer Model No

Commodity Line Description: Privacy and Cybersecurity Training Solution - Optional YR 2

Extended Description:
Lump Sum Cost for Year Two Contract Services.

Date Printed: Dec 16, 2021 Order Number: CCT 0210 4429 1SC2200000002 1 Page: 2 FORM ID: WV-PRC-CCT-002 2020/05



THIS ORDER OF PRECEDENT AND MODIFICATION AMENDMENT, (hereinafter
"Amendment") by and between KnowBe4, Inc. (hereinafter “KnowBe4” or "Vendor") and the State
of West Virginia Office of Technology (hereinafter "State"), (both referred to as "Parties"), is
intended to modify the contract identified as CCT ISC2100000008 between MediaPro Holdings
LLC and the State dated December 4, 2020, and encumbered on December 15, 2020 (the “MediaPro
Contract™).

Whereas, the State had previously entered into the MediaPro Contract to provide Security/Privacy
Training.

Whereas, MediaPro Holdings, LLC has attempted to assign or otherwise convey its interest in the
MediaPro Contract to KnowBe4.

Whereas, the State is willing to allow the assignment and extend the contractual relationship it had with
MediaPro to KnowBe4.

Whereas, this document is intended to incorporate the terms required by KnowBe4 and modifications
required by the State into the MediaPro Contract.

NOW THEREFORE, the Parties hereto hereby agree as follows:

1. Order of Precedence: The Contract is comprised of the documents listed in this section. The
terms and conditions contained in the various documents shall be interpreted according to the
priority given to the Contract document in this section.

Contract Documents:
a. Order of Precedence and Modification Amendment (this document) — First Priority

b. KnowBe4 Master Agreement (Attached as Exhibit A) — Second Priority
¢. MediaPro Contract (Attached as Exhibit B) — Third Priority

2. Changes to Contract Documents:

a. MediaPro Contract — MediaPro is replaced with KnowBe4 as the vendor obligated to
perform under the Contract.

3. Additional Contract Terms. The following additional terms are added to the Contract.

a. VOID CONTRACT CLAUSES — This Contract is subject to the provisions of West
Virginia Code § 5A-3-62, which automatically voids certain contract clauses that violate

State law.

b. LATE PAYMENT PENALTIES — Any language in any document imposing any interest
or charges due to late payment is deleted.

IN WITNESS WHEREOF, the Parties have entered into this Addendum as of the date of last signature
below.



STATE OF WEST VIRGINIA
Office of Technology

By: (el ppne

Name: Mennelle H. Jones

Its: Counsel

Date: Nov. 17, 2021

KnowBed, Inc.

==

By: Lars Letonoff {Oct 27, 2021 14:34 EDT)

Name: Lars Letonoff

Its: Chief Revenue Officer

Date: OCt 27,2021
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' KnowBe4
Human error. Conquered.
MASTER AGREEMENT

This MASTER AGREEMENT (“Agreement”) is effective as of the date of the last signature below (“Effective Date”)
by and between KnowBe4, Inc., a Delaware Corporation whose principal place of business is 33 N. Garden Ave,, Suite
1200, Clearwater, Florida 33755, USA and its Affiliates (collectively, “KnowBe4”), and

State of West Virginia, Office of Technology (“Customer”), with a
princ(i)pal place of business at
1900 Kanawha Blvd E., Charleston, WV 25305 _ Customer and KnowBed

may be referred to in this Agreement individually as a “party” or jointly as the “parties”. This Agreement governs all
purchased Products and Services, as defined below, provided by KnowBe4 to Customer.

1. Definitions. For purposes of this Agreement:

“Active User(s)” means Customer’s Users with active assigned Seats.

“Affiliate” means an entity that, directly or indirectly, through one or more entities, controls; is controlled
by; or is under common control with, the specified entity.

“Beta Product” means the second phase of software testing in which a sampling of the intended audience
samples a product prior to its general release and, in return, Customer provides KnowBe4 feedback about
the Beta Product. Use of Beta Products by Customer is optional.

“Confidential Information” means all information or material disclosed by a party (the “Disclosing Party”)
to the other party (the “Receiving Party”), whether orally or in writing, which: (a) gives either party some
competitive business advantage or opportunity of obtaining some competitive business advantage, or the
disclosure of which may be detrimental to the interests of the Disclosing Party; and (b) is either (i) marked
“Confidential,” “Restricted,” “Proprietary,” or includes other similar markings, (ii) known by the parties to be
confidential and proprietary, or (iii) from all the relevant circumstances should reasonably be assumed to be
confidential and proprietary. The Products and Services are deemed Confidential Information of KnowBe4.

“Courseware” means training modules, games, posters, artwork, videos, newsletters, security documents,
or other content and materials provided by KnowBe4.,

“Direct Message Injection (DMI)” means a KnowBe4 product and add-on, specific to Microsoft 365
(formerly Office 365) that automatically bypasses Microsoft 365’s protections to allow simulated phishing
emails to reach the end user. Use of DMI by Customer is optional; in order to activate DMI, Customer must
provide separate and specific permissions and authorizations in accordance with the Documentation.
Customer has the ability to revoke any such access required to use DMI at any time. DMI is only applicable to
Customers using Microsoft 365 for email.

“Documentation” means KnowBe4’s then-current generally available documentation, specifications, user
manuals, etc,, for the Products and Services, located at https://knowbe4.zendesk.com/hc/en-us or such
other URL locations on KnowBe4’s website as KnowBe4 may provide from time to time.

“LMS” means learning management system that is software for the administration, documentation, tracking,
reporting, and delivery of Courseware, which includes any e-learning education courses or training
programs., KnowBe4 provides a cloud-based LMS through its Web Hosted Services. Upon approval by
KnowBe4, Customer may also opt to use its own, or a third party’s, LMS in accordance with the terms of this
Agreement.

“PhishER™ means a KnowBe4 product that enables Customer to identify and respond to any potential
threats in its email system. PhishER includes features such as PhishML and PhishRIP.

“PhishML™ means a feature included with a subscription to PhishER that uses machine learning to enable
Customer to prioritize its evaluation of all user-reported emails for potential threats. This feature may be
deactivated at Customer’s option at any time.

“PhishRIP™ means a feature included with a subscription to PhishER that enables the Customer to
quarantine and permanently delete specific emails (i.e., emails identified as potential threats) from its email
system. Use of PhishRIP by Customer is optional; in order to activate PhishRIP, Customer must provide
separate and specific permissions and authorizations in accordance with the Documentation. Customer has
the ability to revoke any such access required to use PhishRIP at any time.

“Product Privacy Notice” means KnowBe4’s Product Privacy Notice, that may be found at

https://www.knowbe4.com/product-privacy-notice, or such other URL locations on KnowBe4's website as

KnowBe4 may provide from time to time.

KnowBe4 Proprietary and Confidential 1



“Products” means any Software, Services, Courseware, and/or Web Hosted Services that KnowBe4 offers to
Customer, including any Documentation.

“Product Support” means any maintenance and support of any Products provided by KnowBe4.

“Quote” means a purchasing document or other similar document, such as a purchase order or statement of
work (“SOW”), in connection with a purchase under this Agreement. The parties may attach a copy of the
initial Quote as an exhibit to this Agreement. If such Quote is attached, the Quote will be deemed accepted
upon execution of this Agreement.

“Seat(s)” refers to the number of Users permitted access to the Products and/or Services pursuant to the
user count purchased via a Quote.

“Security Page” means KnowBe4's security page that provides information about KnowBe4’s information
security practices which may be found at https://www.knowbe4.com/security, or such other URL locations
on KnowBe4's website as KnowBe4 may provide from time to time.

“Services” means any professional services, including implementation and installation services, managed
services, consultancy services, or services for the customization or branding of Courseware, agreed upon by
the parties, and set forth in a Quote or any additional Product Support purchased pursuant to a Quote.
KnowBe4 may require Customer to enter into a statement of work (“SOW") detailing the Services to be
performed.

“Software” means the object code version of any software that may be licensed by Customer under this
Agreement for installation on Customer’s systems. To the extent KnowBe4 delivers any updates or
enhancements to Customer as part of Product Support, such updates and enhancements will be deemed
included in the definition of “Software.”

“User(s)” means any of Customer’s employees or its other third parties to whom Customer gives access to
the Products and Services.

“Web Hosted Services” means an application and/or database product hosted by KnowBe4 or its agents
and made available for remote access and use by Customer under this Agreement.

2.  Products.

2.1

2.2

2.3

Software License. This Section applies only in the event Customer licenses Software from KnowBe4 or
through an authorized KnowBe4 channel partner. Subject to Customer’s commitment to payment in
accordance with this Agreement, KnowBe4 hereby grants to Customer, for use with Customer’s authorized
Users, and solely for internal business purposes and not for resale or publication, a limited; non-exclusive;
non-sublicensable; non-transferable; royalty-free license to install, use, execute, display, and access the
Software. The Term, as defined below, of the foregoing license will be as set forth in the applicable Quote.
Apart from the foregoing limited licenses, Customer is not being granted any right, title, or interest in or to
the Software, or otherwise the Products. All such rights are expressly reserved by KnowBe4. Some Software
or components used in KnowBe4’s Products may be offered under an open source license, which may be

found at https://support.knowbe4.com/hc/en-us/articles /360000870387-0pen-Source-Licensing-

Information, or such other URL locations on KnowBe4's website as KnowBe4 may provide from time to time.

Courseware License. This Section applies only in the event Customer licenses Courseware from KnowBe4
or through an authorized KnowBe4 channel partner. Subject to Customer’s commitment to payment in
accordance with this Agreement, KnowBe4 hereby grants to Customer, for use with Customer’s authorized
Users, and solely for internal business purposes and not for resale or publication, a limited; non-exclusive;
non-sublicensable; non-transferable; royalty-free license to install, use, execute, display, and access the
Courseware. The Term, as defined below, of the foregoing license will be as set forth in the applicable Quote.
Apart from the foregoing limited licenses, Customer is not being granted any right, title, or interest in or to
the Courseware, or otherwise the Products. All such rights are expressly reserved by KnowBe4.

Web Hosted Services Access. This Section applies only in the event Customer orders Web Hosted Services
from KnowBe4 or through an authorized KnowBe4 channel partner. Subject to Customer’s commitment to
payment in accordance with this Agreement, KnowBe4 hereby grants to Customer, for use with Customer’s
authorized Users, and solely for internal business purposes and not for resale or publication, a non-exclusive
and non-transferable right to access and use the Web Hosted Services for its internal business purposes. The
Term, as defined below, of the foregoing access right will be as set forth in the applicable Quote. Customer
will be solely responsible for connection of Customer’s systems to a telecommunications service that

Master Agreement KnowBe4 Proprietary and Confidential



provides Internet access for purposes of Customer’s access and use of the Web Hosted Services. KnowBe4
will use commercially reasonable efforts to make the Web Hosted Services available in accordance with the
terms set forth in Exhibit A.

2.4 Beta Products. KnowBe4 may offer Beta Products to Customer at no charge. Use of the Beta Products are at
the election of Customer and are for evaluation purposes only. Beta Products are not considered “Services”
and do not come with Product Support. Beta Products may be subject to additional terms. KnowBe4 reserves
the right to discontinue the Beta Products at any time. Use of the Beta Products will automatically terminate
at such time as KnowBe4 makes such Beta Products generally available. Beta Products may be unpredictable
and lead to erroneous results, Customer acknowledges and agrees that: (a) Beta Products are experimental
and have not been fully tested; (b) Beta Products may not meet Customer’s requirements; (c) the use or
operation of any Beta Products may not be uninterrupted or error free; (d) Customer’s use of any Beta
Products is for purposes of evaluating and testing the Beta Products and for providing feedback to KnowBe4;
(e) Customer will inform its employees, staff members, and other Users regarding the nature of Beta
Products; and (f} Customer will hold all information relating to Beta Products and Customer’s use of Beta
Products, including any performance measurements and other data relating to Beta Products, in strict
confidence and will not disclose such information to any unauthorized third parties. Customer will promptly
report any errors, defects, or other deficiencies in any Beta Products to KnowBe4. NOTWITHSTANDING ANY
OTHER PROVISION OF THIS AGREEMENT, ALL BETA PRODUCTS ARE PROVIDED “AS-IS” AND “AS-
AVAILABLE,” WITHOUT WARRANTIES OF ANY KIND. Customer hereby waives any and all claims, now
known or later discovered, that Customer may have against KnowBe4 and KnowBe4’s suppliers and
licensors arising out of Customer’s use of Beta Products.

2.5 PhishER. This Section applies only in the event Customer orders PhishER from KnowBe4 or through an
authorized KnowBe4 channel partner. For more information about PhishER and its additional features (such
as PhishML and PhishRIP), Customer may refer to the Documentation. Customer is solely responsible for
ensuring compliance with all applicable laws and regulations relating to Customer’s use of PhishER.
Customer acknowledges that PhishER may pose certain risks to Customer’'s email system. Customer is solely
responsible for Customer’s actions in the operation of PhishER and acknowledges KnowBe4 is not
responsible for any of Customer’s actions, nor is KnowBe4 responsible for backups to Customer’s email
system. CUSTOMER HEREBY WAIVES ANY COSTS, DAMAGES, OR EXPENSES ASSOCIATED WITH THESE
RISKS AND HOLDS KNOWBE4 HARMLESS WITH RESPECT TO SUCH COSTS, DAMAGES, OR EXPENSES.

2.6 Direct Message Injection (DMI). This Section applies only in the event Customer: (a) utilizes Microsoft
(formerly Office 365)365 for email; and (b) exercises the option to activate the DMI products and add-on
from KnowBe4 or through an authorized KnowBe4 channel partner. For more information about DMI,
Customer may refer to the Documentation. Customer is solely responsible for ensuring compliance with all
applicable laws and regulations relating to its use of DMI. As a result, Customer acknowledges that DMI may
pose certain risks to Customer’s email system. Customer is solely responsible for the actions of its
representatives in the operation of DMI and acknowledges KnowBe4 is not responsible for any actions of
the Customer’s representatives nor is it responsible for backups to the Customer’s email system. CUSTOMER
HEREBY WAIVES ANY COSTS, DAMAGES, OR EXPENSES ASSOCIATED WITH THESE RISKS AND HOLDS
KNOWBE4 HARMLESS WITH RESPECT TO ANY SUCH COSTS, DAMAGES, OR EXPENSES.

3. Product Usage & Rights.

3.1 Acceptance. Customer is deemed to have committed to a purchase in full for the Products and Services
(regardless of any split payment terms) once a Quote is sent to KnowBe4 for processing or once payment has
been tendered through check, credit card, or other form of payment. Payment via check, credit card, or other
form of tendering payment will be deemed acceptance of the corresponding Quote or invoice sent to
Customer by KnowBe4. If Customer is an organization subject to certain fiscal period restrictions or
appropriations, Customer hereby represents and warrants that Customer has the ability to pay all fees,
regardless of any split payment terms, in full, out of Customer’s current fiscal period’s allocated budget or
that Customer has the authority to legally commit to a purchase outside of the current fiscal period. Except
as otherwise specified herein, all sales are final, non-refundable, and non-returnable except with respect to
Products and Services that do not meet applicable specifications in the relevant Documentation or that are
not identified in the Quote.
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32 Operation of the Products. The implementation and operation of KnowBe4’s Products, and any deliverables
resulting from Services performed, are done so by designated admin(s) employed or contracted by Customer.
Any Managed Services, as defined below, may be subject to additional fees.

3.3 Customer Users. The Products and Services are provided on a per-seat, subscription basis. Customers are
responsible for managing the creation, modification, and revoking of access of their users. The Customer is
solely responsible for the management of access to the Products and Services of their users. The concurrent
number of Active Users receiving access may not exceed the purchased number of Seats. If the number of
Active Users exceed the purchased number of Seats, Customer is obligated to either pay for any Seats that
surpass the purchased amount or immediately reduce its number of Active Users. Customer is not permitted
to freely re-assign Seats to Users. KnowBe4 prohibits cycling of Seats amongst Customer’s personnel. If an
Active User’s account is terminated or removed, that User’s Seat license is no longer considered in use and
may be allocated to another User upon written approval by KnowBe4. Notwithstanding the foregoing,
KnowBe4's approval is not required in the instance an Active User’s account is terminated or removed due
to Customer’s termination of that Active User’s employment, or otherwise for termination of contract with
that Active User, to account for Customer’s normal attrition in workforce. Upon request by KnowBe4,
Customer agrees to provide KnowBe4 with a certification of such compliance. KnowBe4 reserves the right
to audit Customer’s compliance with this Section. Additional Seats may be added mid-subscription term and
such additional Seats will be co-pending with the then-current subscription term and will terminate on the
same date. Add-ons for more Seats mid-term will be priced at the same volume/level discount purchased
under the applicable co-pending Quote and will be valid only until the end of such co-pending subscription
term. Upon renewal, new rates may apply.

3.4 Professional Services. In the instance Customer purchases Services to be performed by KnowBe4, Customer
may be required to sign an SOW detailing the project specifications for the Services. Services may include,
but are not limited to, the request for KnowBe4 to implement and operate the Products on behalf of Customer
(“Managed Services”), additional maintenance and support (as opposed to any standard maintenance and
support already included), customization and branding of any Courseware, and any additional consultancy
or professional services. The completion time for any Services to be performed under an SOW, and any
milestones, will be dependent on KnowBe4's receipt of all Customer assets and specifications necessary for
the project, in addition to KnowBe4 receiving a validly signed SOW for processing, as requested by KnowBe4.
The completion deadline will start from the date of delivery of all such assets and specifications, not the date
of KnowBe4's receipt of the signed SOW. Customer acknowledges that delays in providing assets or
specifications at the request of KnowBe4 for such Services may delay the completion of the Services.
KnowBe4 will not be faulted for delays caused by Customer’s failure to reasonably cooperate. Service hours
purchased pursuant to an SOW or a Quote will expire upon the expiration or termination of Customer’s
subscription term and will not carry over to any subsequent renewal term.

3.5 Intellectual Property. This is not a work made-for-hire agreement, as defined by U.S. or other applicable
law. KnowBe4 and its licensors own and reserve all right, title, and interest, including intellectual property
rights, in the Products and all enhancements, modifications, and updates thereto. Except for express licenses
granted in this Agreement, KnowBe4 is not granting or assigning to Customer any right, title, or interest,
express or implied, in or to KnowBe4's intellectual property. KnowBe4 reserves all rights in such property.

3.6 Feedback. Customer may provide KnowBe4 with suggestions, comments, or other feedback (collectively,
“Feedback”) with respect to the Products. Feedback is voluntary. KnowBe4 is not obligated to hold any
Feedback in confidence. KnowBe4 may use Feedback for any purpose without obligation of any kind. To the
extent a license is required to make use of any intellectual property in any Feedback, Customer grants
KnowBe4 an irrevocable, non-exclusive, perpetual, royalty-free license to use such Feedback in connection
with KnowBe4's business, including the enhancement of the Products.

Data.

a1 Customer Data. Customer grants KnowBe4 a non-exclusive, world-wide, royalty-free license to use the data
and other information input by Customer into the Products (“Customer Data”): (a) to perform KnowBe4’s
obligations under this Agreement; (b} in compliance with the Product Privacy Notice; (c) in order to provide,
maintain and improve the Products and/or (d) as may be required by law. Customer will be responsible for
obtaining all rights, permissions, and authorizations to provide the Customer Data to KnowBe4 for use as
contemplated under this Agreement. Except for the limited license granted in this Section, nothing contained
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4.2

4.3

4.4

in this Agreement will be construed as granting KnowBe4 any right, title, or interest in the Customer Data.
Customer Data will be deemed Customer Confidential Information.

Aggregated Data. KnowBe4 may also use Customer Data in an aggregate, de-identified, and generic manner
for marketing; survey; and benchmarking purposes, in the review, development and improvement of current
and future Products, Product usage, and other similar purposes (“Aggregated Data”). To the extent such
Aggregated Data is disclosed, it will only disclosed in a generic or aggregated manner that does not identify
the Customer or any individual and will be for the purposes of sharing Product usage and statistical or
benchmarking purposes. Aggregated Data will not be considered Customer Confidential Information.

Data Security. Customer Data is maintained in accordance with Exhibit B using industry standard
administrative, physical, and technical safeguards that are designed to provide for the protection of the
security, confidentiality, and integrity of Customer Data. KnowBe4’s security safeguards include means for
preventing access, use, modification, and disclosure of Customer Data by unauthorized individuals.
Notwithstanding the foregoing, Customer Data access may be provided: (a) to KnowBe4 and other personnel
to the extent necessary to provide the Products, Services, and support; (b) as compelled by law; (c) as set
forth in the Product Privacy Notice; or (d) as expressly permitted by Customer. KnowBe4’s Products
currently operate in third party datacenters located in the US or EU and have been built with high availability,
business continuity, and disaster recovery in mind. KnowBe4's cloud architecture follows industry standard
security practices and is regularly assessed for vulnerabilities and risks. Information about KnowBe4's
information security practices may be found at KnowBe4's Security Page.

Data Protection. The collection, use, and disclosure of Customer Data in connection with Customer’s use of
the Products is subject to the Product Privacy Notice. By using the Products, Customer and each User
acknowledge that the Customer Data will be processed in accordance with bath the Product Privacy Notice
and this Agreement and may be processed in a country where it was collected, as well as in countries where
privacy laws may be different or less stringent, provided KnowBe4 ensures compliance with applicable data
protection laws. By using the Products, or submitting Customer Data via the Products, Customer expressly
consents to such processing. To the extent Customer or User provides personal data or other information
belonging to a third party, Customer represents and warrants that it has that person’s, organization’s, or
other such third party’s proper consent, or otherwise proper authorization, to do so. In the event Customer
enters into a Data Processing Agreement with KnowBe4, such Data Processing Agreement will govern the
data handling practices between the parties and will supersede the language contained in this Section in the
event of a conflict.

444 Protected Health Information, Payment Card Information, and other Sensitive Information.
KnowBe4 does not need, nor does KnowBe4 request, any protected health information (“PHI")
governed by the Health Insurance Portability and Accountability Act and its implementing regulations
(“HIPAA”). KnowBe4 does not need, nor does KnowBe4 request, any non-public consumer personally
identifiable information or financial information governed by the Gramm-Leach-Bliley Act (“GLBA") or
payment card information covered by the Payment Card Industry Data Security Standards (“PCI DSS”)
in order to provide KnowBe4’s products and services. Customer should never disclose, nor allow to be
disclosed, PHI, information protected by PCI DSS or GLBA, or other sensitive information to KnowBe4.
Customer acknowledges that KnowBe4 does not take steps to ensure KnowBe4's products are GLBA,
HIPAA, or PCI DSS compliant. All obligations of the aforementioned regulations remain solely with
Customer. KnowBe4’s Products and Services are not intended for use with minors (as defined by
applicable law). Customer is prohibited from authorizing minors, as defined by applicable law, to use or
access the Products and Services, except as otherwise provided in a signed writing by an authorized
representative of KnowBe4.

5. Customer Obligations.

5.1

5.2

Connectivity. Customer is solely responsible for all telecommunication or Internet connections, and
associated fees, required to access and use the Products, as well as all hardware and software. KnowBe4 is
not responsible for: (a) Customer’s access to the Internet; (b) interception or interruptions of
communications through the Internet; or (c) changes or losses of data through the Internet.

User Credentials. Customer will ensure User credentials (e.g., usernames and passwords) remain
confidential, and Customer and Users will not disclose any such credentials to any third party. In addition,
Customer will notify KnowBe4 immediately upon discovery of an unauthorized disclosure of any such
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credentials or upon any unauthorized access. Upon any termination of the engagement or deactivation of any
User with knowledge of any such credentials, Customer will immediately change such credentials and
remove access for that User.

53 Use of Customer or Third Party LMS. In the event Customer uses its own or a third party’s LMS, or other
mechanisms for hosting Courseware or other such content provided by KnowBe4 or its third party licensors,
Customer will ensure strict compliance in accordance with this Agreement and will ensure an agreement is
in place with any such third party that contains substantially the same level of protection for the Courseware
and other such content as contained herein. After the termination of the applicable subscription term,
Customer will ensure all Courseware and other such content is removed from such third party’s possession.

5.4 Affiliates. Customer, if purchasing Seats on behalf of an Affiliate, will ensure its Affiliates comply with the
terms of this Agreement. The use of the Products by the Affiliate and its Users represents acceptance of the
terms of this Agreement by such Affiliate and its Users for which Customer will be jointly and severally liable
with its Affiliate for any breach by the Affiliate of this Agreement. No Affiliate may directly enforce any
provision of this Agreement. All actions to enforce this Agreement must be brought by Customer.

5.5 Restrictions.

5.5.4 Customer may not: (a) reverse engineer, disassemble, decompile, or otherwise attempt to reveal the
trade secrets or know-how underlying the Products, except to the extent expressly permitted under
applicable law; (b) use KnowBe4's intellectual property or Confidential Information to develop a
product that is similar to the Products; (c) use any KnowBe4 Confidential Information to contest the
validity of any KnowBe4 intellectual property; (d) remove or destroy any copyright notices, other
proprietary markings, or confidentiality legends placed on or made available through the Products; or
(e) use the Products in any manner or for any purpose inconsistent with the terms of this Agreement or
the Documentation. Software will only be used by the licensed number of Active Users for whom
Customer paid the applicable fees.

558 Access and use of KnowBe4 Products, Services, or other related materials (which the parties
acknowledge are proprietary and Confidential Information of KnowBe4) is solely authorized for the
internal business purposes of the Customer and Active Users, and only for the duration of the
subscription term or evaluation period, as applicable. Use of KnowBe4 Products, Services, or other
related materials for analytical or research purposes, to be used or disclosed outside of Customer’s
organization, is strictly prohibited. Sharing screenshots, downloads, or other forms of copying,
duplicating, or replicating the Products, Services, or other related materials, publicly or outside of Active
Users, is strictly prohibited. Customer acknowledges that some of KnowBe4's Products and Services are
designed to assist Customer in training Users and may include developing, customizing, and sending
fake cyber security attack campaigns for purposes of employee training, but that Customer, and not
KnowBe4 or any KnowBe4 channel partners, will be responsible for Customer’s compliance with all
laws and governmental regulations, and any results in connection with the Customer’s use of the
Products (including any reports or information produced in connection therewith).

5.5 Customer acknowledges and understands that if Customer is a direct competitor of KnowBe4 (or a third
party acting on behalf of such direct competitor), Customer is not permitted to, and will not, access or
use any KnowBe4 Products, Services, or other related materials, all of which are considered confidential
and proprietary to KnowBe4.

6. Customer Content.

6.1 Depending on the Products and Services purchased via a Quote, Customer may use KnowBe4's Products and
Services for the hosting of its assets, content, and other materials, such as certain reports; documents;
manuals; audiovisual materials; photos; videos; and audio files, to make available to Active Users on or
through the Products and Services (“Customer Content”). All Customer Content will be considered
Customer Data. Subject to, and conditioned on, Customer’'s and Users’ compliance with the terms and
conditions of this Agreement, during the applicable subscription term, KnowBe4 will provide Customer and
Active Users remote electronic access to the Customer Content through the Web Hosted Services in
accordance with this Agreement. KnowBe4 has the right to: (a) take any action with respect to any Customer
Content that it deems necessary or appropriate, in KnowBe4's sole discretion, including if KnowBe4
reasonably believes that such Customer Content violates this Agreement, infringes any intellectual property
right or other right of any person or entity, threatens the personal safety of any person, or creates potential
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liability for KnowBe4; (b)take appropriate legal action including, without limitation, referral to law
enforcement related to any illegal or unauthorized Customer Content provided by Customer; or (¢} terminate
or suspend Customer’s access to the Web Hosted Services for any violation of this Agreement. Customer
grants KnowBe4, its service providers, and each of their respective licensees, successors, and assigns the
right to use, reproduce, modify, perform, display, distribute, and otherwise disclose the Customer Content as
necessary to provide the Web Hosted Services and to make the Customer Content available to Customer and
Users.

6.2 Customer represents and warrants that: (a) Customer owns all rights in and to the Customer Content and/or
has the right to grant the licenses granted herein to KnowBe4, service providers, and each of their respective
licensees, successors, and assigns; and (b) all Customer Content does and will continue to comply with this
Agreement; (c) all Customer Content does and will continue to comply with all international, federal, state,
and local laws and regulations; and (d) the Customer Content does not: (i) contain any material which is
defamatory, obscene, indecent, ahusive, offensive, violent, hateful, inflammatory, or otherwise objectionable;
(ii) promote sexually explicit or pornographic material, violence, or discrimination based on race, sex,
religion, nationality, disability, sexual orientation, or age; (iii) infringe any patent, trademark, trade secret,
copyright, or other intellectual property or other rights of any person; (iv) violate the legal rights (including
the rights of publicity and privacy) of others or contain any material that may give rise to any civil or criminal
liability under applicable laws or regulations or that otherwise may be in conflict with this Agreement; (v)
promote any illegal activity, or advocate, promote, or assist any unlawful act; (vi)} intentionally create
unreasonable disturbances to any other person or organization; or (vii) contain any: (A) viruses, trojan
horses, worms, backdoors, or other software or hardware devices, the effect of which would permit
unauthorized access to, or disable, erase, or otherwise harm, any computer, systems, software, or content;
or (B) time bombs, drop dead devices, or other software or hardware devices designed to disable a computer
program automatically with the passage of time or under the positive control of any person, or otherwise
deprive KnowBe4, or its customers/users, of its lawful rights.

6.3 Inaddition to Customer’s indemnification obligations contained in this Agreement, Customer will defend and
indemnifyy KnowBe4 and hold it harmless from any and all claims, losses, deficiencies, damages, liabilities,
costs, and expenses (including, but not limited to, reasonable attorneys’ fees) incurred by KnowBe4 as a
result of any claim by a third party arising from KnowBe4’s hosting or distribution of the Customer Content
as authorized under this Agreement. The procedure for indemnification will be as set forth in the Section
covering Customer’s indemnification obligations.

Compliance.

71 Anti-Bribery & Corruption. Customer will not: (a) make any unlawful payments to any government official
or employee; (b) make any unlawful payment to any person, or unlawfully provide anything of value
(whether as property, services, or in any other form) to any person, for the purpose of obtaining an improper
business advantage; or (c) agree, commit, or otherwise offer to undertake any of the foregoing actions in
connection with this Agreement or any related activities.

72 International Trade Compliance. The sale, resale, or other disposition of Products and any related
technology or documentation are subject to various economic sanctions, export control laws, and other
restrictive trade measures administered by the U.S. and other applicable governments. Because these laws
may have extraterritorial effect, Customer will comply with all such measures, where applicable, including,
without limitation: (a) the Export Administration Act of 1979, as amended {50 U.S.C. §§ 2401-2420) and the
Export Administration Regulations, 15 C.F.R. §§ 730-774 (“EAR”); (b) the Arms Export Control Act, 22 U.S.C.
§ 2778, and the corresponding International Traffic in Arms Regulations {(“ITAR"); {c¢) the economic
sanctions laws and regulations enforced by the U.S. Department of the Treasury’s Office of Foreign Assets
Control (“OFAC”), 31 CF.R. §§ 500, et seq., and the U.S. Department of State; and (d) the anti-boycott
regulations, guidelines, and reporting requirements under the Export Administration Regulations and
Section 999 of the Internal Revenue Service Code. Customer understands and acknowledges that it is solely
responsible for complying with such laws whenever applicable. Customer further understands and
acknowledges that it will not directly or indirectly export, import, sell, disclose, or otherwise transfer any
Products to any country or party subject to such restrictions, and that it is solely responsible for obtaining
any license(s) to export, re-export, or import the Products that may be required.
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7.3 FOIA and Public Disclosure Requests. The purpose of the relationship between KnowBe4 and Customer is
for Customer to purchase a subscription to the Products and Services that contain software, content, and
information related to internet security awareness training, IT risk management, regulatory compliance,
simulation of security attacks, vulnerability assessments, and other product and service offerings. The
Products, Services, and any Confidential Information disclosed is proprietary to KnowBe4 and is an
important business asset of KnowBe4 (the “Proprietary Information”). The Proprietary Information
consists of protected financial data, trade secrets, and commercially valuable information that, if disclosed,
would harm the competitive position of KnowBe4. Customer will not release any such information except
pursuant to written instructions by KnowBe4, or a final un-appealable court order, provided that any such
disclosure will be limited to the minimum necessary to be in compliance with the request, based upon the
opinion of counsel. If Customer cannot agree to the foregoing, then Customer is not permitted access to the
Proprietary Information.

7.4 Background Checks. In accordance with KnowBe4's background check policy for its US entity, and to the
extent allowed by applicable laws, KnowBe4 has not knowingly employed any persons who, in the past seven
(7) years, have been convicted of an offense involving violence, theft, fraud, money laundering, sex crimes,
or other offenses that pose an unacceptable level of risk, given the scope of the applicable employment
position and KnowBe4'’s business needs.

Product Support.

8.1 In General. Products are made available with standard Product Support for no additional charge. Customer
may purchase priority level support for an additional fee as set forth in the applicable Quote. Product Support
is made available in accordance with the terms and conditions set forth in Exhibit A.

8.2 Exclusions. Notwithstanding the foregoing, KnowBe4 will have no obligation to support: (a) services,
hardware, or software provided by anyone other than KnowBe4; (b) Product issues caused by Customer’s
negligence, abuse, or misapplication; or (¢) Customer’s use of Products other than as specified in the
Documentation.

Payment Terms.

9.1 Prices. Prices will be specified by KnowBe4 and will be applicable for the period specified in the KnowBe4
Quote (as applicable). If no period is specified, prices will be applicable for thirty (30) calendar days.
Notwithstanding the foregoing, prices may be subject to increase upon a renewal of a Quote, or in the event
Customer adds-on or upgrades Products during the subscription term specified in the Quote. Prices are
exclusive of taxes, including sales, use, excise, value added, and similar taxes or charges imposed by any
government authority, and domestic and international shipping charges. KnowBe4 will identify on a separate
line item on the applicable invoice, Quote, or order the taxes due on any Services supplied by KnowBe4 where
KnowBe4 has established taxable nexus for all state and local transaction taxes (including sales, use, excise,
withholding, or similar functional transaction level taxes, collectively, “Transaction Level Taxes”). In the
event KnowBe4 does not include tax on an invoice to Customer, it will serve as notice to the Customer that
KnowBe4 does not have taxable nexus for Transactional Level Taxes in the jurisdictions provided for by the
Customer, and Customer will be responsible for calculating and remitting such Transaction Level Taxes,
unless Customer provides KnowBe4 with a valid tax exemption certificate authorized by the appropriate
taxing authority. Customer is not responsible for any taxes based on KnowBe4's income. Except as otherwise
specified herein or in a Quote: (a) fees are based on the Product acquired and not actual usage; (b) payment
obligations are non-cancelable and fees paid are non-refundable, except where expressly permitted herein;
and (c) subscription term and quantities purchased cannot be decreased during the applicable subscription
term. For clarity, Customer is responsible for any payments owed but not paid by any Affiliates ordering
Products or Services hereunder.

9.2 Due Date; Late Payments. Amounts due for Products and Services may be invoiced by KnowBe4 in full at
the start of the subscription term or as otherwise expressly provided in the Quote. Customer agrees to pay
the net amount of each invoice without offset or deduction within thirty (30) days after the date of
KnowBe4's invoice (unless otherwise noted on the invoice). I

9.3 Disputed Payments. Customer has the right, in good faith, to dispute all or a portion of an invoice prior to its
due date. KnowBe4 will not collect interest on disputed amounts in the event Customer provides KnowBe4
with written notice, prior to the due date, that Customer disputes such charges, pays all undisputed charges
on time, and cooperates diligently to resolve the dispute.
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10.

9.4
9.5

9.6

RESERVED.,

Channel Partner Purchases.In the event Customer acquires Products or Services via an authorized
KnowBe4 channel partner (i.e., a reseller, distributor, managed service provider, etc.), all payment-related
terms will be set forth in the applicable agreement between such channel partner and Customer.

Anti-money laundering. Customer warrants that payments will be made by the same legal entity (or by its
Affiliates) entering into this Agreement.

Confidentiality.

10.1

10.2

10.3

Confidential Information. During the Term, each party may disclose to the other certain Confidential
Information to the other party. Notwithstanding the foregoing, Confidential Information does not include
information that: (a) is or becomes publicly available through no breach by the Receiving Party of this
Agreement; (b) was previously known to the Receiving Party prior to the date of disclosure, as evidenced by
contemporaneous written records; (c) was acquired from a third party without any breach of any obligation
of confidentiality; (d) was independently developed by a party hereto without reference to Confidential
Information of the other party; or (e) is required to be disclosed pursuant to a subpoena or other similar
order of any court or government agency, provided, however, that the party receiving such subpoena or
order will promptly inform the other party in writing and provide a copy thereof (unless notice is precluded
by the applicable process), and will only disclose that Confidential Information necessary to comply with
such subpoena or order.

Protection of Confidential Information. Except as expressly provided in this Agreement, the Receiving
Party will not use or disclose any Confidential Information of the Disclosing Party without the Disclosing
Party’s prior written consent, except disclosure to, and subsequent uses by, the Receiving Party’s employees
or consultants on a need-to-know basis, provided that such employees or consultants have executed written
agreements restricting use or disclosure of such Confidential Information that are at least as restrictive as
the Receiving Party’s obligations under this Section. Subject to the foregoing nondisclosure and non-use
obligations, the Receiving Party will use at least the same degree of care and precaution thatit uses to protect
the confidentiality of its own Confidential Information and trade secrets of similar nature, but in no event
less than reasonable care. Each party acknowledges that due to the unique nature of the other party’s
Confidential Information, the Disclosing Party will not have an adequate remedy in money or damages in the
event of any unauthorized use or disclosure of its Confidential Information. In addition to any other remedies
that may be available in law, in equity, or otherwise, the Disclosing Party shall be entitled to seek injunctive
relief to prevent such unauthorized use or disclosure.

Return and Destruction of Materials. All documents and other tangible objects containing or representing
Confidential Information that have been disclosed by either party to the other party, and all summaries,
copies, descriptions, excerpts, or extracts thereof that are in the possession of the other party will be, and
remain, the property of the Disclosing Party and will be promptly returned to the Disclosing Party. The
Receiving Party will use reasonable efforts to promptly delete or destroy all summaries, copies, descriptions,
excerpts, or extracts thereof in their possession upon the Disclosing Party's written request. The Receiving
Party will have no obligation to delete or destroy copies that: (a) are contained in an archived computer
system backup that were made in accordance with such party’s security, e-mail retention, and/or disaster
recovery procedures; or (b) are kept by a party for record-keeping, archival, or governance purposes in
compliance with such party’s document retention policies. Any such retained Confidential Information will
remain subject to the terms and conditions of this Agreement for so long as it is retained. Notwithstanding
the return or destruction of the Confidential Information, the Receiving Party will continue to be bound by
its confidentiality and other obligations hereunder in accordance with the terms of this Agreement. At the
Disclosing Party's option, the Receiving Party will provide written certification of its compliance with this
Section.

11. Warranties and Disclaimers.
111 Product Warranties. All purchased Products will materially conform to their then-current Documentation

and during the applicable subscription term, KnowBe4 will not materially decrease the overall functionality
of the Products. Customer must notify KnowBe4 of any breach of this warranty within thirty (30) days of
discovery of the breach. Customer’s sole and exclusive remedy, and KnowBe4's sole and exclusive liability,
for a breach of the foregoing warranty, will be for KnowBe4 to provide Product Support to repair or replace
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the relevant Product within thirty (30) days of such notice of non-conformity. If KnowBe4 is unable to
remedy such non-conformity within the period to cure, Customer will be entitled to terminate the relevant
Quote and be issued a refund for any pre-paid, unearned fees for the affected portion of the Products.
KnowBe4 will not be responsible for any breach of the foregoing warranty resulting from Customer’s abuse
or misuse of the Product or failure to use the Product as described in this Agreement, including failure to use
the Product in accordance with its operational requirements. Customer is required to sufficiently detail the
non-conformity in a manner that allows KnowBe4 to properly assist with the remediation. KnowBe4 will not
be responsible for delays in remediation caused by Customer’s failure to respond to requests by KnowBe4.
Customer understands that the Products will only operate in accordance with KnowBe4’s Documentation,
and it is Customer’s responsibility to ensure that the Products will be fit for its purposes and to ensure that
the Products will be supported by Customer’s technology and business environment.

112 Service Warranties. KnowBe4 warrants that KnowBe4 will provide the Services in a professional,
workmanlike manner consistent with this Agreement. Customer must notify KnowBe4 of any breach of this
warranty within thirty (30} days of discovery of the breach. Customer’s sole and exclusive remedy, and
KnowBe4's sole and exclusive liability, for a breach of the foregoing warranty will be for KnowBe4, in its sole
discretion, to use reasonable efforts to re-perform the Services or terminate the relevant Quote and issue a
refund for the portion of pre-paid fees for the non-conforming Services.

113 Compliance Warranties. Each party warrants that it will comply with all laws and regulations applicable to
its provision or use of the Products and Services, as applicable (including applicable security breach
notification laws).

11.4 Disclaimers. EXCEPT FOR THE LIMITED WARRANTIES IN THIS SECTION: (A) THE PRODUCTS AND
SERVICES ARE PROVIDED “AS IS,” WITH ALL FAULTS, AND WITHOUT WARRANTIES OF ANY KIND; AND (B)
KNOWBE4 EXPRESSLY DISCLAIMS ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, QUIET ENJOYMENT, QUALITY OF
INFORMATION, TITLE, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE. KNOWBE4 DOES
NOT WARRANT THAT THE OPERATION OF THE PRODUCTS WILL BE UNINTERRUPTED OR ERROR-FREE OR
THAT DEFECTS IN THE PRODUCTS WILL BE CORRECTED. NO ORAL OR WRITTEN INFORMATION,
MARKETING, OR PROMOTIONAL MATERIALS, OR ADVICE GIVEN BY KNOWBE4 OR KNOWBE4'S
AUTHORIZED REPRESENTATIVES WILL CREATE A WARRANTY OR IN ANY WAY INCREASE THE SCOPE OF
THE EXPRESS WARRANTIES PROVIDED HEREIN. CUSTOMER ACKNOWLEDGES THAT COURSEWARE IS FOR
GENERAL INFORMATION PURPOSES ONLY AND THAT KNOWBE4 IS NOT A LAW FIRM, NOR DOES IT
PROVIDE ANY PROFESSIONAL OR ADVISORY SERVICES. THE INFORMATION PRESENTED IS NOT LEGAL
ADVICE AND IS NOT TO BE ACTED ON AS SUCH. THE PRODUCTS MAY CONTAIN THE TRADE NAMES OR
TRADEMARKS OF VARIOUS THIRD PARTIES AND, IF SO, ANY SUCH USE IS FOR ILLUSTRATIVE AND
EDUCATIONAL PURPOSES ONLY. ALL PRODUCT AND COMPANY NAMES ARE PROPERTY OF THEIR
RESPECTIVE QWNERS. USE OR DISPLAY OF THE MARKS DOES NOT IMPLY ANY AFFILIATION WITH,
ENDORSEMENT BY, OR ASSOCIATION OF ANY KIND BETWEEN SUCH THIRD PARTIES AND KNOWBE4.

115 THE PRODUCTS AND SERVICES MAY BE USED TO ACCESS AND TRANSFER INFORMATION OVER THE
INTERNET. CUSTOMER ACKNOWLEDGES AND AGREES THAT KNOWBE4 AND ITS VENDORS AND
LICENSORS DO NOT OPERATE OR CONTROL THE INTERNET AND THAT: (A) VIRUSES, WORMS, TROJAN
HORSES, OR OTHER UNDESIRABLE DATA OR SOFTWARE; OR (B) UNAUTHORIZED USERS (E.G., HACKERS)
MAY ATTEMPT TO OBTAIN ACCESS TO, AND DAMAGE, CUSTOMER DATA, WEB-SITES, COMPUTERS, OR
NETWORKS. KNOWBE4 WILL NOT BE RESPONSIBLE FOR THOSE ACTIVITIES. FURTHER, EACH PARTY
DISCLAIMS ALL LIABILITY AND INDEMNIFICATION OBLIGATIONS FOR ANY HARM OR DAMAGES CAUSED
BY ANY THIRD-PARTY HOSTING PROVIDERS.

12. Indemnification.

12.1 KnowBe4 Indemnity Obligations. KnowBe4 will defend and indemnify Customer from any and all claims,
losses, deficiencies, damages, liabilities, costs, and expenses (including, but not limited to, reasonable
attorneys’ fees) finally awarded against Customer, as approved via a court-approved settlement, or via
binding mediation or arbitration arising from a claim by a third party that Customer’s authorized use of a
Product infringes that third party’s United States patent, copyright, or trade secret rights. The foregoing
indemnification obligation of KnowBe4 is contingent upon Customer promptly notifying KnowBe4 in writing
of such claim (provided the failure or delay in doing so will not relieve KnowBe4 from any obligations to
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indemnify Customer except to the extent that such delay or failure materially prejudices the defense of such
claim), permitting KnowBe4 sole authority to control the defense or settlement of such claim and providing
KnowBe4 reasonable assistance (at KnowBe4's sole expense) in connection therewith. If a claim of
infringement under this Section occurs, or if KnowBe4 determines a claim is likely to occur, KnowBe4 will
have the right, in its sole discretion, to either (a) procure for Customer the right or license to continue to use
the Products free of the infringement claim; or (b) modify the Products to make them non-infringing, without
loss of material functionality. If neither of these remedies is reasonably available to KnowBe4, KnowBe4 may,
in its sole discretion, immediately terminate this Agreement and related Quote and, upon return of the
infringing Products from Customer, provide a prorated refund for any prepaid, unused fees for such Products
for the remainder of the applicable subscription Term. Notwithstanding the foregoing, KnowBe4 will have
no obligation with respect to any claim of infringement that is based upon or arises out of: (a) the use or
combination of the Products with any third-party software, process, products, data, service, or other
materials not provided by KnowBe4; (b) modification or alteration of the Products by anyone other than
KnowBe4; (c) use of the Products in excess of the rights granted in this Agreement; or (d) any specifications
or other intellectual property provided by Customer (collectively, the “Excluded Claims”). The provisions of
this Section state the sole and exclusive obligations and liability of KnowBe4 and its licensors and suppliers
for any claim of intellectual property infringement arising out of or relating to the Products or this
Agreement, and are in lieu of any implied warranties of non-infringement, all of which are expressly
disclaimed.

12.2 Customer Indemnity Obligations. Customer will defend and indemnify KnowBe4 and hold it harmless from
any and all claims, losses, deficiencies, damages, liabilities, costs, and expenses (including, but not limited to,
reasonable attorneys’ fees) incurred by KnowBe4 as a result of any claim by a third party arising from: (a)
Customer’s use of the Products in breach of this Agreement, (b) KnowBe4’s authorized use of the Customer
Data; or (c) the Excluded Claims. The foregoing indemnification obligation of Customer is contingent upon
KnowBe4 promptly notifying Customer in writing of such claim (provided the failure or delay in doing so
will not relieve Customer from any obligations to indemnify KnowBe4 except to the extent that such delay
or failure materially prejudices the defense of such claim), permitting Customer sole authority to control the
defense or settlement of such claim, provided that Customer may not settle any such claim unless it
unconditionally releases KnowBe4 of all liability, and providing Customer reasonable assistance (at
Customer’s sole expense) in connection therewith.

13. Limitations of Liability.

13.1 NEITHER KNOWBE4 NOR ITS VENDORS OR LICENSORS WILL HAVE ANY LIABILITY TO CUSTOMER OR ANY
THIRD PARTY FOR ANY LOSS OF PROFITS, SALES, BUSINESS, DATA, OR OTHER INCIDENTAL,
CONSEQUENTIAL, OR SPECIAL LOSS OR DAMAGE, INCLUDING EXEMPLARY AND PUNITIVE DAMAGES, OF
ANY KIND OR NATURE RESULTING FROM, OR ARISING OUT OF, THIS AGREEMENT, THE PRODUCTS, AND
ANY SERVICES RENDERED HEREUNDER. THE TOTAL LIABILITY OF KNOWBE4 AND ITS VENDORS AND
LICENSORS TO CUSTOMER OR ANY THIRD PARTY ARISING OUT OF THIS AGREEMENT, THE PRODUCTS,
AND ANY SERVICES RENDERED HEREUNDER FOR ANY AND ALL CLAIMS OR TYPES OF DAMAGES WILL
NOT EXCEED THE TOTAL FEES PAID OR PAYABLE HEREUNDER BY CUSTOMER FOR THE PRODUCT OR
SERVICE AS TO WHICH THE LIABILITY RELATES, IN THE TWELVE (12) MONTHS PRIOR TQO THE FIRST
EVENT GIVING RISE TO LIABILITY. The allocations of liability in this Section represent the agreed, bargained-
for understanding of the parties and KnowBe4’s compensation hereunder reflects such allocations. The
limitation of liability and types of damages stated in this Agreement are intended by the parties to apply,
regardless of the form of lawsuit or claim a party may bring, whether in tort, contract, or otherwise, and
regardless of whether any limited remedy provided for in this Agreement fails of its essential purpose.

14. Term and Termination.

141 Term. This Agreement will be effective as of the Effective Date and will remain in full force and effect until
all Quote terms have expired or otherwise have been terminated (“Term”).

14.2 Suspension. In the event KnowBe4, in good faith, believes or otherwise becomes aware of a User’s violation
of this Agreement, then KnowBe4 may specifically request that Customer suspend such User’s access to, and
use of, the Products. In the event Customer fails to suspend such non-compliant User, Customer hereby
authorizes KnowBe4 to suspend such User. The duration of such suspension is at the sole determination of
KnowBe4 and will continue until such time as KnowBe4 determines that the applicable User has cured the
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breach resulting in such suspension. KnowBe4 may also suspend access to, and use of, the Products with
respect to any individual User or the Customer account to: (a) prevent damages to, or degradation of, the
Products or KnowBe4's systems; (b) comply with any law, regulation, court order, or other governmental

requ

est; or (c) otherwise protect KnowBe4 from potential legal liability. Any such suspension will be to the

minimum extent and of the minimum duration required to prevent or terminate the cause of the suspension.

14.3 Termination.
14.3.alf Customer fails to pay any invoice when due and does not make such payment within fifteen (15} days

14.3.B

14.3.C

after receipt of notice from KnowBe4 of such failure, KnowBe4 may, in its sole discretion, either: (a)
suspend delivery or performance of any Quote, or any remaining balance thereof, until such payment is
made; or (b) terminate any Quote. In either event, Customer will remain liable to pay for the Products
and Services.

Either party may terminate the Agreement or a Quote upon a material breach of the Agreement or Quote
by the other, if the breaching party does not cure the breach within thirty (30) days after receipt of
written notice from the other party specifying the breach.

Customer may terminate this Agreement or any applicable Quote at any time and for any reason upon
providing thirty (30) days’ written notice to KnowBe4, provided Customer will not be entitled to
reimbursement or relief of its future payment obligations.

144 Effects of Termination.

144.A

14.4.B

14.4.C

In the event of any termination of the Agreement or Quote without cause by Customer, or for cause by
KnowBe4, Customer will pay for all Products and Services ordered as of the effective date of termination
of the particular Quote. In addition, if a Quote specifies a term for which KnowBe4 will provide Products
or Services to Customer (e.g., thirty-six (36) months), and that Quote is terminated by KnowBe4 for
cause (including nonpayment) or by Customer without cause, then all future, recurring fees associated
with the remaining term of such Quote will become immediately due and payable, and will be paid by
Customer to KnowBe4 upon the effective date of such termination.

Upon any termination, Customer’s right to use and access the Products and Services (including any
Courseware and other materials provided by KnowBe4) will immediately cease. Customer must return
or destroy all copies (original and duplicates) of such Products and Services, in accordance with this
Agreement. Upon request by KnowBe4, Customer must provide to KnowBe4 a certification of
destruction.

During the applicable subscription term, Customer will have the ability to download a copy of its
Customer Data contained in the Products in the form and format as such Customer Data exists in the
Products. Upon termination of this Agreement or applicable subscription term, KnowBe4 will have the
right to delete or destroy all Customer Data in KnowBe4, or in KnowBe4's agents’ possession.
Notwithstanding the forgoing, KnowBe4 will be permitted to retain copies of data contained in an
archived computer system backup that: (a) was made in accordance with its security, e-mail retention,
and/or disaster recovery procedures; or (b) are kept by KnowBe4 for record-keeping, archival, or
governance purposes in compliance with KnowBe4's document retention policies. Any such retained
data will remain subject to the provisions of this Agreement for so long as it is retained.

1440 The exercise of the right to terminate this Agreement and any Quote will be in addition to any other

rights or remedies provided in this Agreement, or existing at law or equity, that are not otherwise
excluded or limited under this Agreement.

15. Miscellaneous Provisions.

151 U.S.

Governmental Rights. The software Products and Services consist of commercial items and are

commercial computer software as described in DFARS 252.227-7014(a)(1) and FAR 2.101. If acquired by or
on behalf of any the Department of Defense or any component thereof, the U.S. Government acquires this
commercial computer software and/or commercial computer software documentation subject to the terms
of this Agreement as specified in DFARS 227.7202-3, Rights in Commercial Computer Software or
Commercial Computer Software Documentation. If acquired by or on behalf of any civilian agency, the U.S.
Government acquires this commercial computer software and/or commercial computer software
documentation subject to the terms of this Agreement as specified in FAR 12.212, Computer Software.
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152 Insurance. KnowBe4 will maintain adequate insurance coverages as required by law or regulation, with an
insurance carrier or carriers having an A.M. Best rating of A- or better, or an equivalent rating by another
rating agency in the following amounts: (a) Comprehensive General Liability - not less than $1,000,000 per
occurrence, $2,000,000 general aggregate; (b) Errors and Omissions (including Cyber & Privacy) - not less
than $5,000,000 in the aggregate; and (¢) Workers Compensation Coverage — as required by applicable law.
Upon Customer’s written request, KnowBe4 will furnish a Certificate of Insurance evidencing its insurance
coverage to Customer.

153 Independent Contractor. KnowBe4, its personnel, agents, subcontractors and independent contractors are
not employees or agents of Customer and are acting as independent contractors with respect to Customer.
Neither party is, nor will be, considered to be an agent; distributor; partner; joint venture; or representative
of the other party for any purpose, and neither party will have the authority to act on behalf of, or in the name
of, or to bind, the other party in any manner whatsoever.

15.4 Force Majeure. Neither party to this Agreement will be liable for delays or failures in performance under
this Agreement (other than the payment obligations or breach of confidentiality requirements) resulting
from acts or events beyond the reasonable control of such party, including acts of war, terrorism, acts of God,
natural disasters (fires, explosions, earthquakes, hurricane, flooding, storms, explosions, infestations),
embargos, riots, sabotage, governmental acts, failure of the Internet, power failures, energy interruptions or
shortages, other utility interruptions, or telecommunications interruptions, provided that the delayed party:
(a) gives the other party notice of such cause without undue delay; and (b) uses its reasonable commercial
efforts to promptly correct such failure or delay in performance.

155 Governing Law; Venue. The following provisions include the law that will apply in the event of any dispute
or lawsuit arising out of or in connection with this Agreement, the courts that have jurisdiction over any such
dispute or lawsuit, and the accompanying terms depend on where the Customer is domiciled in accordance

with the following table. All proceedings to be conducted in English.

If the Customer is
domiciled in:

Without giving
effect to any choice or
conflict of law provisions,
rules, or principles, the
governing law is the laws

Courts
with exclusive
jurisdiction are:

Additional terms included are:

of:
Notwithstanding the foregoing, the parties will have the right to
A country in North seek injunctive or pre-judgment relief in any court of competent
America, Central America, jurisdiction to prevent or enjoin the misappropriation, misuse,
South America or Caribbean, infringement or unauthorized disclosure of its Confidential
other than Brazil, If Information or intellectual property rights. No Federal Acquisition
Customer is domiciled in Florida and Hillsboroug Regulations will be construed to apply to KnowBe4 without
Russia, or a geographic controlling United States h County, Florida, KnowBe4's written agreement thereto. The United Nations
region that does not fall into federal law U.S.A Convention for the International Sale of Goods will not apply to this
one of the designations Agreement. THE PARTIES HERETO WILL AND THEY HEREBY DO
described in this table, then WAIVE TRIAL BY JURY IN ANY ACTION, PROCEEDING OR
Customer will fall into this COUNTERCLAIM BROUGHT BY EITHER OF THE PARTIES HERETO
category. AGAINST THE OTHER ON ANY MATTERS WHATSOEVER ARISING
OUT OF ORIN ANY WAY RELATED TO THIS AGREEMENT.
A country in EMEA
(Middle East, Europe and
Africa) other than United
Kingdom, South Africa, The Netherlands Amsterdam
Germany, Austria and/or
Switzerland
Germany, Austria or Federal Republic of Berlin The UN Convention on Contracts for the International Sale of
Switzerland Germany Goods (UNCITRAL) will not apply.
United Kingdom England and Wales London
Australia, Ne'w Zealand Victoria, Australia VlCt?Tla,
or Oceania Australia
Tokyo
Japan Japan District Court
. Federative Republic Séo Palulo, The parties agree that any subpoena or notice relating to the
Brazil . State of Sdo X ; ;
of Brazil . proceeding will be made by registered correspondence.
Paulo, Brazil
South Africa England and Wales London
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A country in the Asia-
Pacific region, other than
Japan, Australia, New
Zealand or Oceania

Singapore Singapore

15.6 Entire Agreement; Construction; Modifications. This Agreement, including any and all Quotes, constitutes
the entire understanding between the parties related to this Agreement which understanding supersedes
and merges all prior understandings and all other proposals, letters, agreements, whether oral or written.
The parties further agree that there are no other inducements, warranties, representations, or agreements
regarding the matters herein between the parties except as expressly set forth in this Agreement. In the event
of any conflict between the body of this Agreement and any Quote, or additional agreements entered into by
the parties, the body of this Agreement will control, unless otherwise expressly stated in a signed writing by
authorized representatives of the parties. In the event that the Customer or Users are presented with
KnowBe4 click-wrap, the contents of this Agreement will supersede any conflicting terms. As used herein,
the term “including” will mean “including, without limitation”; the term “includes” as used herein will mean
“includes, without limitation”; and terms appearing in the singular will include the plural, and terms
appearing in the plural will include the singular. This Agreement may not be modified, amended, or altered
in any manner except by a written agreement signed by authorized representatives of the parties, and any
attempt at oral modification will be void and of no effect.

15.7 Assignment. This Agreement may not be assigned or transferred by either party without the prior written
consent of the other party, which consent will not be unreasonably withheld, conditioned, or delayed.
Notwithstanding the foregoing, either party may assign its rights and obligations under this Agreement, in
whole but not in part, without the other party’s permission, to an Affiliate (provided previously purchased
licenses, access rights, and Seats for the Products and Services will not be assignable or transferable without
written consent from KnowBe4) or in connection with any merger, consolidation, sale of all or substantially
all of such assigning party’s assets, or any other similar transaction, provided, that the assignee: (a) is nota
direct competitor of the non-assigning party; (b) is capable of fully performing the obligations of the assignor
under this Agreement; and (c) agrees to be bound by the provisions of this Agreement.

15.8 No Waiver. The waiver or failure of either party to exercise any right in any respect provided for herein will
not be deemed to be a waiver of any further right.

15.0 Purchase Order. KNOWBE4 SPECIFICALLY OBJECTS TO ANY ADDITIONAL TERMS BEING ADDED
THROUGH A CUSTOMER PROVIDED PURCHASE ORDER OR SIMILAR DOCUMENT. IF A PURCHASE ORDERIS
REQUIRED BY CUSTOMER, THE PARTIES AGREE THAT ANY ADDITIONAL TERMS CONTAINED THEREIN
WILL NOT BECOME PART OF THE AGREEMENT BETWEEN THE PARTIES AND, SPECIFICALLY, THAT THE
TERMS OF THIS AGREEMENT WILL SUPERSEDE AND REPLACE ANY AND ALL TERMS IN ANY PURCHASE
ORDER.

15.10 Survivability. All provisions of this Agreement relating to confidentiality, non-disclosure, intellectual
property, disclaimers, limitation of liability, indemnification, payment, and any other provisions which must
survive in order to give effect to their meaning will survive the termination of this Agreement.

15.11 Severability. If any provision of this Agreement is held by a court of competent jurisdiction to be
contrary to law, the provision will be deemed null and void, and the remaining provisions of this Agreement
will remain in effect.

15.12 Notices. Any notice provided pursuant to this Agreement, if specified to be in writing, will be in
writing and will be deemed given: (a) if by hand delivery or by delivery service, upon receipt thereof; (b) if
delivered by first class mail, registered mail, or certified mail, upon the earlier of actual delivery or three (3)
calendar days after deposit in the U.S. mail, postage prepaid; or (c) if by email, upon the next business day.
All notices will be addressed to the parties at the addresses specified below or at such other addresses as
either party may in the future specify in writing to the other.

15.13 Headings; Counterparts; Electronic Signatures. The headings contained in this Agreement are for
purposes of convenience, only, and will not affect the meaning or interpretation of this Agreement. This
Agreement may be executed in two or more original or facsimile counterparts, each of which will be deemed
an original, but all of which together will constitute one and the same instrument. The parties agree that the
electronic signature of a party to this Agreement will be as valid as an original signature of such party and
will be effective to bind such party to this Agreement. The parties agree that any electronically signed
document (including this Agreement) will be deemed (a) to be “written” or “in writing”; (b) to have been
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signed; and (iii) to constitute a record established and maintained in the ordinary course of business and an
original written record when printed from electronic files. Such paper copies or “printouts,” if introduced as
evidence in any judicial, arbitral, mediation, or administrative proceeding, will be admissible as between the
parties to the same extent and under the same conditions as other original business records created and
maintained in documentary form. For purposes hereof, “electronic signature” means a manually-signed
original signature that is then transmitted by electronic means; “transmitted by electronic means” means
sent via the internet as a “.pdf” (portable document format) or other replicating image attached to an email
message; and, “electronically signed document” means a document transmitted by electronic means and
containing, or to which there is affixed, an electronic signature.

16. Country Specific Provisions. The following provisions are specific to the local law requirements for the specific

country indicated, only.

16.1 Local Law Requirements for Japan. If Customer is domiciled in Japan, then Customer represents and warrants that it, and it officers, directors, and
material shareholders, are not: (a) Anti-Social Forces (defined below), and have not been for at least the last five years; and (b) involved with Anti-
Social Forces, including, without limitation, involvement by management, utilization, or provision of funding or favors. KnowBe4 may immediately
terminate this Agreement for cause in the event of a breach of any of these representations and warranties. For the purposes of this section "Anti-
Social Forces" means, collectively, an organized crime group (bouryokudan) or a member or affiliate thereof, a corporate racketeer (soukaiya), a
rogue person or group advocating a social or political movement, or any other anti-social forces.

16.2 Local Law Requirements for Germany. With respect to Customers to which German law applies,, Section 13 “Limitation of Liability” of this
Agreement is replaced with the following:

“13 Limitation of Liability for Customers Domiciled in Germany.

13.1 Unlimited Liability. The Parties shall be mutually liable without limitation: (a} in the event of willful misconduct or gross negligence; (b)
within the scope of a guarantee taken over by the respective party; (c) in the event that a defect is maliciously concealed; (d) in case of an
injury to life, body or health; or (e} according to the German Product Liability Law.

13.2 Material Obligations. In the event of a slightly negligent breach of such essential contractual obligations, the fulfilment of which is essential
for the proper performance of the Agreement, the breach of which endangers the achievement of the purpose of the Agreement and on the
observance of which the recipient of the service regularly relies (so-called material obligations/Kardinalspflichten), the liability of either
party shall be limited in amount to the damage which is foreseeable and typical according to the nature of the transaction in question.
Further liability of either party does not exist

13.3 Unless the parties are liable in accordance with either section 13.1 or 13.2, in no event shall the aggregate liability of each party together
with all of its Affiliates arising out of or related to this Agreement exceed the total amount paid by Customer and its Affiliates hereunder
for the Services giving rise to the liability in the 12 months preceding the first incident out of which the liability arose. The foregoing
limitation will not limit Customer's and its Affiliates” payment obligations.

13.4 Unless the parties are liable in accordance with section 13.1, the above limitations of liability shall apply to all claims for damages,
irrespective of the legal basis including claims for tort damages. The above limitations of liability also apply in the case of claims for a
party’s damages against the respective other party’s employees, agents or bodies.

13.5 Any rights arising out of or in connection with this Agreement shall expire 24 months after the beginning of the statutory limitation period.
The statutory limitation rules for intentional and grossly negligent acts, for claims due to intentional or negligent injury to life, body or
health, for fraudulent misrepresentation and for claims under the Product Liability Act as well as sec. 548 of the German Civil Code shall
remain unaffected.”

gNOWBEtl .~ CUSTOMER

y: Lars Letonoff (Oct 27, 2021 14:34 €01} By:

Name: Lars Letonoff Name:

Title: Chief Revenue Officer Title:

Date: 0ct 27,2021 Date:

Address for Notices: Address for Notices:

E-mail:
Phone:
Attentio
n:

33 N. Garden Ave,, Suite 1200

Clearwater, Florida 33755 USA

legal@knowbe4.com E-mail:

(855) 566-9234 ext. 102 Phone:

Legal Department Attentio
n:
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EXHIBIT A - SERVICE LEVEL AGREEMENT

This Service Level Agreement (“SLA”) is for the provisioning of services required to support and sustain the Products under the Agreement to
which this SLA is attached.

Term
This SLA is valid for the subscription term specified in the applicable Quote. Termination of the Agreement and/or a Quote will result in

termination of this SLA.

KnowBe4 agrees to: (a) make the Products available to Customer pursuant to the Agreement and the applicable Quote, (b) provide
support for the Products to Customer at no additional charge, and/or upgraded support if purchased; and (c) use commercially reasonable
efforts to make the online Services available 99.9% of the time to be measured annually, excluding any planned downtime, maintenance
windows, or any unavailability caused by circumstances beyond KnowBe4's reasonable control, such as a force majeure event in
accordance with the Agreement. If Customer would like to receive status updates on the availability of KnowBe4’s Products, Customer

may subscribe to receive updates at https://status,knowbe4.com/, or such other URL as KnowBe4 may provide from time to time.

CSM

Customer will be assigned a designated customer service manager (“CSM”) to assist the Customer’s admin with onboarding and training
on how to use the Products, as applicable.

Mai Wind
Maintenance windows for other Products not specified below may be found on the KnowBe4 Documentation page, as defined in the
Agreement.

+« KMSAT maintenance windows may be found at https://supportknowbe4.com/hc/en-us/articles/360024057834-KnowBe4-

Security-Awareness-Training- AT-Site-Maintenance-, or such other URL as KnowBe4 may provide from time to time.

« KCM GRC maintenance windows may be found at https://supportknowbe4.com/hc/en-us/articles/360025164193-KCM-GRC-
Platform-Maintenance-Window, or such other URL as KnowBe4 may provide from time to time,

o PhishER maintenance windows may be found at https://supportknowbe4.com/hc/en-us/articles/360025164473-PhishER-
Platform-Site-Maintenance-, or such other URL as KnowBe4 may provide from time to time.

Support
KnowBe4's support parameters, including its support hours, may be found at H Kknowbe4.c fs/KnowBe4-Support-

Document.pdf?t=1518625292505, or such other URL as KnowBe4 may provide from time to time. To make a support request, Customer

may submit a ticket at https://supportknowbe4.com/hc/en-us/requests/new, or such other URL as KnowBe4 may provide from time to

time.

Customer Requirements
Customer responsibilities and/or requirements in support of this SLA include: (a) Customer’s compliance with the Agreement and the

applicable Quote; (b) reasonable availability of Customer’s admin and/or technical representative(s) when resolving a service-related
incident or request; and (c) providing proper notice of KnowBe4’s non-compliance with any Product or Service warranty in accordance
with the Agreement and sufficiently detailing the non-compliance in a manner that enables KnowBe4 to properly assist with the
remediation. KnowBe4 will not be responsible for delays in remediation caused by Customer’s failure to respond to requests by KnowBe4.
Customer understands that the Products and Services will only operate in accordance with KnowBe4’s Documentation, as defined in the
Agreement, and it is Customer’s responsibility to ensure that the Products and Services will be fit for its purposes and to ensure that the
Products and Services will be supported by Customer’s technology and business environment. Customer understands that KnowBe4's
Products and Services are non-mission critical to Customer’s business.

Response Times
In support of services outlined in this SLA, KnowBe4 will respond to service-related incidents and/or requests submitted by Customer

within the following time frames:
- Within 2 business days for issues classified as High Priority.
- “High Priority”: Complete failure of platform or the complete unavailability of core functionality such as training and phishing.
»  Within 3 business days for issues classified as Medium Priority.
- “Medium Priority”: Impacted operations, core operations such as user and admin login operational but functionality impaired
or requiring workarounds to achieve documented operation.
«  Within 5 business days for issues classified as Low Priority.
«  “Low Priority”: Inconvenience due to operations not performing as defined or at a significantly degraded speed.

KMSAT Support Tiers
Tier 1 Support will assist with:

«  Password resets «  Whitelisting to ensure successful delivery of email from our
»  Phishing and Training Campaign creation servers

»  Explaining overall navigation of the KMSAT Products « Issues related to accessing/completion of training

»  Providing KnowBe4's recommended best practices modules

«  Issues accessing the training console »  Resolving phishing/training result discrepancies

»  SAML Single Sign-On support and troubleshooting
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«  Phish Alert Button installation »  Channel partner support
«  Active Directory Integration support

Tier 2 and Tier 3 Support will be available for the escalation of more advanced support requests related to issues occurring with
the KMSAT Products.

nel Partners
In the event Customer purchases through a KnowBe4-authorized channel partner, such channel partner may have its own SLA associated
with the purchase. Customer acknowledges that KnowBe4 is not responsible, nor is KnowBe4 liable, for ensuring compliance with such

channel partner SLA.
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EXHIBIT B - INFORMATION SECURITY REQUIREMENTS

Security.

a.  KnowBe4 will maintain Customer Confidential Information and its information technology environment secure from unauthorized access by using
commercially reasonable efforts and industry standard organizational, physical and technical safeguards, and refrain from implementing changes
that materially lower the level of security protection provided as of the Effective Date of the Agreement. KnowBe4 will comply with the minimum
security standards set forth in this Exhibit and provide prior written notice to Customer of any significant changes to KnowBe4's information security
policy that would lessen the security posture of the environment.

b. KnowBe4 will conduct a SOC-2 Type 2 or such similar or successor audit on an annual basis. Upon request, KnowBe4 will provide Customer with a
copy of such audit report and promptly remediate and/or mitigate any non-conformance findings in like with KnowBe4's existing vulnerability
remediation process. Such audit report will be considered Confidential Information of KnowBe4.

Audit Rights. Not more than once per calendar year during the term of the Agreement and with atleast thirty (30) days’ prior written notice by Customer
to KnowBe4, Customer may, at Customer’s sole expense, audit KnowBe4 to verify compliance with the terms and conditions of this Exhibit. Such audit will

be:

a.  Completed within two (2) weeks;

b. Performed during KnowBe4’s regular business hours in 2 manner that, in KnowBe4's reasonable judgment, does not disrupt or degrade KnowBe4's
regular business operations and is done in accordance with KnowBe4’s security and data protection policies;

¢.  Limited to KnowBe4's facilities and personnel of KnowBe4 in scope of this Agreement; and

d. Conducted by either Customer’s employees or, with KnowBe4's approval, by an independent third party agreed to by the parties.

Customer may create an audit report summarizing the findings and observations of the audit {"Audit Report"). Audit Reports are deemed to be Confidential
Information of KnowBe4 and the Customer will not disclose the Audit Reports to third parties except to Customer’s legal counsel and consultants bound
by obligations of confidentiality using at least the same degree of care Customer employs in maintaining in confidence its own Confidential Information of
a similar nature, but in no event less than a reasonable degree of care. Customer will disclose the results of its audit to KnowBe4 within one week after its
completion, KnowBe4 will promptly respond to audit findings and, at KnowBe4’s expense, discuss the findings with Customer, and if applicable, remediate
and/or mitigate any critical and high risk findings to the satisfaction of Customer.

Technical Security Controls. With respect to KnowBe4 infrastructure that processes, stores, or transmits Customer Confidential Information, KnowBe4
will use the following technical security controls where applicable (and keep them current by incorporating and using all updates commercially available):
a.  Network Protection

(i) Network based firewalls or equivalent

(ii) Network intrusion detection/protection systems
b.  Client Protection

(i) Malware and malicious code protection is applied to all applicable workstations. No workstations are permitted to store or process customer

data
(i) Host-based firewall/intrusion prevention software that blocks activity not directly related to or useful for business purposes

¢.  System and Software Protection
(i) All system and applications must utilize secure authentication and authorization mechanisms
(i) All KnowBe4-developed applications must be designed and implemented using secure coding standards and design principles (e.g., OWASP)
(ili) Operating systems must be hardened appropriately according to industry standard practices
(iv) Systems must be inspected for known vulnerabilities and all identified known vulnerabilities must be patched as soon as reasonably possible

d. Encryption
(i) KnowBe4 will review and update encryption configurations on all systems that utilize encryption. KnowBe4 will utilize only modern industry
accepted encryption algorithms, ciphers, modes and key sizes
e.  Customer Confidential Information Protection
(i) Customer Confidential Information Access: KnowBe4 will ensure that only authorized individuals (based on role) will, on behalf of KnowBe4,
have access to Customer Confidential Information
(ii) Customer Confidential Information Storage: KnowBe4 will not process Customer Confidential Information on or transfer such to any portable
storage medium, unless the storage medium is fully encrypted in accordance with encryption requirements set forth in this Exhibit

(iii) Customer Confidential Information Transmission: All transmission or exchange of Customer Confidential Information by Company will use
secure protocol standards in accordance with encryption requirements set forth in this Exhibit

Incidents,

a.  If KnowBe4 becomes aware of any unauthorized access to the Customer Confidential Information on systems owned, managed, or subcontracted by
KnowBe4, KnowBe4 will without undue delay, notify Customer; consult and reasonably cooperate with investigations and potentially required
notices; and provide any information reasonably requested by Customer

b. In the event of a breach or any unauthorized disclosure of Customer Confidential Information, at no additional cost to Customer, KnowBe4 will
reasonably cooperate with Customer in investigating the incident including, but not limited to, the provision of system, application, and access logs,
conducting forensics reviews of relevant systems, imaging relevant media, and making personnel available for interview

¢ Onnotice of any actual breach, KnowBe4 will immediately institute appropriate controls to maintain and preserve all electronic evidence relating to
the breach in accordance with industry standard practices

Integration. The terms of this Exhibit apply in addition to, not in lieu of, any other terms and conditions agreed with KnowBe4, except as specifically and

expressly agreed in writing with explicit reference to this Exhibit.

Training. KnowBe4 will periodically provide those employees, consultants, and any approved third parties (affiliated or not} that manage, or have access

to, Confidential Information, including personally identifiable information, provided or made available by Customer, with privacy and security awareness

training.
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CORRECT ORDER NUMBER MUST APPEAR

Department of Administration State of t Virginia
Purchasing Diviston 12 West Virgin ON ALL PACKAGES, INVOICES, AND
2019 Washington Street East Contract SHIPPING PAPERS. QUESTIONS
Post Office Box 50130 CONCERNING THIS ORDER SHOULD BE
Charleston, WV 25305-0130 DIRECTED TO THE DEPARTMENT
Order Date: 12-04-2020 CONTACT,

Order Number; CCT 0210 442D (SC2100000008 1 Procurement Folder: 764852

Document Nama: Security/Privacy Training (0T21024) Reason for Modification:

Document Description: Sacurity/Privacy Tralning (OT21 024)

Procurement Type: Central Contract - Fixed Amt

Buyer Name: Jassica S Chambers

Telephone: (304) 558-0246

Emall: Jessica.s.chambers@wv.gov

Shipping Method: Best Way Effective Start Date; 2020-12-11

Free on Board: FOB Dest, Freight Prepald Effective End Date: 2021-12-10

: VENDOR DEPARTMENT CONTACT.

Vendor Customer Code: 000000230362 Requestor Name: Andrew C Lore

MEDIAPRO HOLDINGS LLC Requestor Phone:  (304) 957-8267

20021 120TH AVE NE STE 102 Requestor Emalil: andrew.c.lore@wv.gov

BOTHELL WA 96011

us

Vendor Contact Phone:  989-999-0999 Extension:

Discount Delallg:

Discount Allowed  Discount Percentage  Discount Days

2] No 0.0000 0

#2 Not Enterad

#3 Not Entered

4 Not Enlered

1715 INVOICE TO- SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305

uUs us

AGENCY COPY —eorwamom

$89,500.00]

g“kv I>(p3 Joosu
PURCHASING DIVISION AUTHORIZATION

bfwvaL

ATTORNEY GENERAL APPROVAL AS TO FORM ENCUMBRANCE CERTIFICATION

DATE: IDJ g[2D2 DA Q. . % qf:i' DATE: Loty Toh..
ELECTRONIC SIGNATURE ON FILE ELECTRDNIC SIGNATURE O ELECTRONIC SIGNATURE DS

Date Printed: Dac 4, 2020

OrderNumber:  CCT 0210 4429 15C2100000008 1

ULL Lo

Rnposo

Page: 1 FORM ID: WV-PRC-CCT-002 2020/05




Extended Description:

Security/Privacy Trainlng (OT21024)

The Vendor: MediaPro Holdings, LLC of Bothell, WA agrees to enter into contract with the Agency, The West Virginia Depariment of Administration, Office of
Technology to provide customized Cybersacurity and Privacy Training that Is hosted in a vandor-managed Leaming Management System (LMS) per the Terms and
Conditions, and the Vendor's submitiad quote, dated: 8/21/2020, all Incorporated hereln by reference and made apart of herein as atiached.

Effactive Dates: 12/11/2020 - 12/10/2021

3 Renewals Remaining

Line Commodity Code Quantity Unit Unit Price Total Price
1 43232502 1.00000 EA 88500.000000 $88,500.00
Service From Service To Manufacturer Model No

Commodity Line Description:  Privacy and Cybersecurity Tralning Solution

Extended Description:
Lump Sum Cost for Year One Contract Services.

Date Printed: Dec 4, 2020 OrderNumber:  CCT 0210 4429 [SC2100000008 1 Page: 2 FORM ID: WV-PRC-CCT-002 2020/05



GENERAL TERMS AND CONDITIONS:

1, CONTRACTUAL AGREEMENT: Issuance of a Award Document signed by the
Purchasing Division Director, or his designee, and approved as to form by the Attorney
General’s office constitutes acceptance of this Contract made by and between the State of West
Virginia and the Vendor, Vendor’s signature on its bid signifies Vendor's agreement to be bound
by and accept the terms and conditions contained in this Contract.

2. DEFINITIONS: As used in this Solicitation/Contract, the following terms shall have the
meanings attributed to them below. Additional definitions may be found in the specifications

included with this Solicitation/Contract.

2.1. “Agency” or “Agencies” means the agency, board, commission, or other entity of the State
of West Virginia that is identified on the first page of the Solicitation or any other public entity
seeking to procure goods or services under this Contract,

2.2. “Bid” or “Proposal’ means the vendors submitted response to this solicitation.

2.3. “Contract” means the binding agreement that is entered into between the State and the
Vendor to provide the goods or services requested in the Solicitation.

2.4. “Director” means the Director of the West Virginia Department of Administration,
Purchasing Division.

2.5. “Purchasing Division” means the West Virginia Department of Administration, Purchasing
Division.

2.6. “Award Document* means the document signed by the Agency and the Purchasing
Division, and approved as to form by the Attorney General, that identifies the Vendor as the

contract holder.

2.7. “Solicitation” means the official notice of an opportunity to supply the State with goods or
services that is published by the Purchasing Division.

2.8. “State” means the State of West Virginia and/or any of its agencies, commissions, boards,
etc. as context requires.

2.9. “Vendor” or “Vendors” means any entity submitting a bid in response to the
Solicitation, the entity that has been selected as the lowest responsible bidder, or the entity that
has been awarded the Contract as context requires.
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3. CONTRACT TERM; RENEWAL; EXTENSION: The term of this Contract shall be
determined in accordance with the category that has been identified as applicable to this
Contract below:

Term Contract

Initial Contract Term: Initial Contract Term: This Contract becomes effective on
12/11/2020 and extends for a period of One (1) year(s).

Renewal Term: This Contract may be renewed upon the mutual written consent of the Agency,
and the Vendor, with approval of the Purchasing Division and the Attorney General’s office
(Attorney General approval is as to form only). Any request for renewal should be delivered to
the Agency and then submitted to the Purchasing Division thirty (30) days prior to the expiration
date of the initial contract term or appropriate renewal term. A Contract renewal shall be in
accordance with the terms and conditions of the original contract. Unless otherwise specified
below, renewal of this Contract is limited to Three 3 successive one (1) year
periods or multiple renewal periods of less than one year, provided that the multiple renewal
periods do not exceed the total number of months available jn all renewal years combined.
Automatic renewal of this Contract is prohibited. Renewals must be approved by the Vendor,
Agency, Purchasing Division and Attorney General’s office (Attorney General approval is as to
form only)

[] Alternate Renewal Term — This contract may be renewed for
successive year periods or shorter periods provided that they do not exceed
the total number of months contained in all available renewals. Automatic renewal of this
Contract is prohibited. Renewals must be approved by the Vendor, Agency, Purchasing
Division and Attorney General’s office (Attorney General approval is as to form only)

Delivery Order Limitations: In the event that this contract permits delivery orders, a delivery
order may only be issued during the time this Contract is in effect. Any delivery order issued
within one year of the expiration of this Contract shall be effective for one year from the date the
delivery order is issued. No delivery order may be extended beyond one year after this Contract
has expired.

[] Fixed Period Contract: This Contract becomes effective upon Vendor’s receipt of the notice
to proceed and must be completed within days.

[] Fixed Period Contract with Renewals: This Contract becomes effective upon Vendor’s
receipt of the notice to proceed and part of the Contract more fully described in the attached

specifications must be completed within days. Upon completion of the
work covered by the preceding sentence, the vendor agrees that maintenance, monitoring, or
warranty services will be provided for year(s) thereafier.

[] One Time Purchase: The term of this Contract shall run from the issuance of the Award
Document until all of the goods contracted for have been delivered, but in no event will this
Contract extend for more than one fiscal year.

[] Other: See attached.
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4. NOTICE TO PROCEED: Vendor shall begin performance of this Contract immediately
upon receiving notice to proceed unless otherwise instructed by the Agency. Unless otherwise
specified, the fully executed Award Document will be considered notice to proceed.

5. QUANTITIES: The quantities required under this Contract shall be determined in accordance
with the category that has been identified as applicable to this Contract below.

[]1 Open End Contract: Quantities listed in this Solicitation are approximations only, based on
estimates supplied by the Agency. It is understood and agreed that the Contract shall cover the
quantities actually ordered for delivery during the term of the Contract, whether more or less

than the quantities shown.

[] Service: The scope of the service to be provided will be more clearly defined in the
specifications included herewith.

Combined Service and Goods: The scope of the service and deliverable goods to be
provided will be more clearly defined in the specifications included herewith,

[]One Time Purchase: This Contract is for the purchase of a set quantity of goods that are
identified in the specifications included herewith. Once those jtems have been delivered, no
additional goods may be procured under this Contract without an appropriate change order
approved by the Vendor, Agency, Purchasing Division, and Attorney General’s office.

6. EMERGENCY PURCHASES: The Purchasing Division Director may authorize the Agency
to purchase goods or services in the open market that Vendor would otherwise provide under this
Contract if those goods or services are for immediate or expedited delivery in an emergency.
Emergencies shall include, but are not limited to, delays in transportation or an unanticipated
increase in the volume of work, An emergency purchase in the open market, approved by the
Purchasing Division Director, shall not constitute of breach of this Contract and shall not entitle
the Vendor to any form of compensation or damages. This provision does not excuse the State
from fulfilling its obligations under a One Time Purchase contract.

7. REQUIRED DOCUMENTS: All of the items checked below must be provided to the
Putchasing Division by the Vendor as specified below.

[ BID BOND (Construction Only): Pursuant to the requirements contained in W. Va. Code §
5-22-1(c), All Vendots submitting a bid on a construction project shall furnish a valid bid bond
in the amount of five percent (5%) of the total amount of the bid protecting the State of West
Virginia. The bid bond must be submitted with the bid.

[JPERFORMANCE BOND: The apparent successful Vendor shall provide a performance

bond in the amount of 100% of the contract. The performance bond must be received by the
Purchasing Division prior to Contract award,
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[JLABOR/MATERIAL PAYMENT BON D: The apparent successful Vendor shall provide a
labor/material payment bond in the amount of 100% of the Contract value. The labor/material
payment bond must be delivered to the Purchasing Division prior to Contract award,

In lieu of the Bid Bond, Performance Bond, and Labor/Material Payment Bond, the Vendor may
provide certified checks, cashier’s checks, or irrevocable letters of eredit, Any certified check,
cashier’s check, or irrevocable letter of credit provided in lieu of a bond must be of the same
amount and delivered on the same schedule as the bond it replaces. A letter of credit submitted in
lieu of a performance and labor/material payment bond will only be allowed for projects under
$100,000. Personal or business checks are not acceptable. Notwithstanding the foregoing, West
Virginia Code § 5-22-1 (d) mandates that a vendor provide a performance and labor/material
Ppayment bond for construction projects. Accordingly, substitutions for the performance and
labor/material payment bonds for construction projects is not permitted.

[OJMAINTENANCE BOND: The apparent successful Vendor shall provide a two (2) year
maintenance bond covering the roofing system. The maintenance bond must be issued and

delivered to the Purchasing Division prior to Contract award.

[J LICENSE(S) / CERTIFICATIONS / PERMITS: In addition to anything required under the
Section of the General Terms and Conditions entitled Licensing, the apparent successful Vendor
shall furnish proof of the following licenses, certifications, and/or permits upon request and in a
form acceptable to the State, The request may be prior to or after contract award at the State’s

sole discretion.

O

The apparent successful Vendor shall also furnish proof of any additional licenses or
certifications contained in the specifications regardless of whether or not that requirement is

listed above.
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8. INSURANCE: The apparent successful Vendor shall furnish proof of the insurance identified
by a checkmark below and must include the State as an additional insured on each policy prior
to Contract award, The insurance coverages identified below must be maintained throughout the
life of this contract. Thirty (30) days prior to the expiration of the insurance policies, Vendor
shall provide the Agency with proof that the insurance mandated herein has been continued,
Vendor must also provide Agency with immediate notice of any changes in its insurance
policies, including but not limited to, policy cancelation, policy reduction, or change in insurers.
The apparent successful Vendor shall also furnish proof of any additional insurance requirements
contained in the specifications prior to Contract award regardless of whether or not that
insurance requirement is listed in this section.

Vendor must maintain:

Commercial General Liability Insurance in at least an amount of’ $1.000,000 per
occurrence.

[ Automobile Liability Insurance in at least an amount of* per occurrence,

[ Professional/Malpractice/Errors and Omission Insurance in at least an amount of:
per occurrence. Notwithstanding the forgoing, Vendor’s are not required to

list the State as an additional insured for this type of policy.

[0 Commercial Crime and Third Party Fidelity Insurance in an amount of:
per occurrence.

[0 Cyber Liability Insurance in an amount of’ per occurrence.

[] Builders Risk Insurance in an amount equal to 100% of the amount of the Contract,

[[J Pollution Insurance in an amount of: per occusrence.

[] Aircraft Liability in an amount of: per occurrence,

O

]

O
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Notwithstanding anything contained in this section to the contrary, the Director of the
Purchasing Division reserves the right to waive the requirement that the State be named as
an additional insured on one or more of the Vendor’s insurance policies if the Director finds
that doing so is in the State’s best interest.

9. WORKERS® COMPENSATION INSURANCE: The apparent successful Vendor shall
comply with laws relating to workers compensation, shall maintain workers’ compensation
insurance when required, and shall furnish proof of workers’ compensation insurance upon

request.
10. [Reserved]
11. LIQUIDATED DAMAGES: This clause shall in no way be considered exclusive and shall

not limit the State or Agency’s right to pursue any other available remedy. Vendor shall pay
liquidated damages in the amount specified below or as described in the specifications;

O for
[ Liquidated Damages Contained in the Specifications

12. ACCEPTANCE: Vendor’s signature on its bid, or on the certification and signature page,
constitutes an offer to the State that cannot be unilaterally withdrawn, signifies that the product
or service proposed by vendor meets the mandatory requirements contained in the Solicitation
for that product or service, unless otherwise indicated, and signifies acceptance of the terms and
conditions contained in the Solicitation unless otherwise indicated.

13. PRICING: The pricing set forth herein is firm for the life of the Contract, unless specified
elsewhere within this Solicitation/Contract by the State. A Vendor’s inclusion of price
adjustment provisions in its bid, without an express authorization from the State in the
Solicitation to do so, may result in bid disqualification. Notwithstanding the foregoing,
Vendor must extend any publicly advertised sale price to the State and invoice at the lower of
the contract price or the publicly advertised sale price.

14. PAYMENT IN ARREARS: Payment in advance is prohibited under this Contract,
Payment may only be made after the delivery and acceptance of goods or services. The Vendor

shall submit invoices, in arrears,

15. PAYMENT METHODS: Vendor must accept payment by electronic funds transfer and
P-Card. (The State of West Virginia’s Purchasing Card program, administered under contract
by a banking institution, processes payment for goods and services through state designated

credit cards.)
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16. TAXES: The Vendor shall pay any applicable sales, use, personal property or any other
taxes arising out of this Contract and the transactions contemplated thereby. The State of
West Virginia is exempt from federal and state taxes and will not pay or reimburse such taxes.

17. ADDITIONAL FEES: Vendor is not pemmitted to charge additional fees or assess
additional charges that were not ejther expressly provided for in the solicitation published by the
State of West Virginia or included in the unit price or lump sum bid amount that Vendor is
required by the solicitation to provide. Including such fees or charges as notes to the solicitation
may result in rejection of vendor’s bid. Requesting such fees or charges be paid after the contract
has been awarded may result in cancellation of the contract.

18. FUNDING: This Contract shall continue for the term stated herein, contingent upon funds
being appropriated by the Legislature or otherwise being made available. In the event funds are
not appropriated or otherwise made available, this Contract becomes void and of no effect
beginning on July 1 of the fiscal year for which funding has not been appropriated or otherwise

made available.

20. TIME: Time is of the essence with regard to all matters of time and performance in this
Contract.

21. APPLICABLE LAW: This Contract is governed by and interpreted under West Virginia
law without giving effect to its choice of law principles. Any information provided in

specification manuals, or any other source, verbal or written, which contradicts or violates the
West Virginia Constitution, West Virginia Code or West Virginia Code of State Rules is void

and of no effect,

22. COMPLIANCE WITH LAWS: Vendor shall comply with all applicable federal, state, and
local laws, regulations and ordinances, By submitting a bid, Vendor acknowledges that it has
reviewed, understands, and will comply with all applicable laws, regulations, and ordinances.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors providing
commodities or services related to this Contract that as subcontractors, they too are
required to comply with all applicable laws, regulations, and ordinances. Notification
under this provision must occur prior to the performance of any work under the contract by

the subcontractor.

23. ARBITRATION: Any references made to arbitration contained in this Contract, Vendor’s
bid, or in any American Institute of Architects documents pertaining to this Contract are hereby
deleted, void, and of no effect.
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24. MODIFICATIONS: This writing is the parties’ final expression of intent. Notwithstanding
anything contained in this Contract to the contrary no modification of this Contract shall be
binding without mutual written consent of the Agency, and the Vendor, with approval of the
Purchasing Division and the Attorney General’s office (Attorney General approval is as to form
only). Any change to existing contracts that adds work or changes contract cost, and were not
included in the original contract, must be approved by the Purchasing Division and the Attomey
General’s Office (as to form) prior to the implementation of the change or commencement of
work affected by the change.

25. WAIVER: The failure of either party to insist upon a strict performance of any of the terms
or provision of this Contract, or to exercise any option, right, or remedy herein contained, shall
not be construed as a waiver or a relinquishment for the future of such term, provision, option,
right, or remedy, but the same shall continue in full force and effect, Any waiver must be
expressly stated in writing and signed by the waiving party.

26. SUBSEQUENT FORMS: The terms and conditions contained in this Contract shall
supersede any and all subsequent terms and conditions which may appear on any form documents
submitted by Vendor to the Agency or Purchasing Division such as price lists, order forms,
invoices, sales agreements, or maintenance agreements, and includes internet websites or other
electronic documents. Acceptance or use of Vendor’s forms does not constitute acceptance of the
terms and conditions contained thereon.

27. ASSIGNMENT: Neither this Contract nor any monies due, or to become due hereunder,
may be assigned by the Vendor without the express written consent of the Agency, the
Purchasing Division, the Attorney General’s office (as to form only), and any other government

agency or office that may be required to approve such assignments,

28. WARRANTY: The Vendor expressly warrants that the goods and/or services covered by
this Contract will: (a) conform to the specifications, drawings, samples, or other description
furnished or specified by the Agency; (b) be merchantable and fit for the purpose intended; and
(¢) be free from defect in material and workmanship,

29. STATE EMPLOYEES: State employees are not permitted to utilize this Contract for
personal use and the Vendor is prohibited from permitting or facilitating the same.

30. PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not
disclose to anyone, directly or indirectly, any such personally identifiable information or other
confidential information gained from the Agency, unless the individual who is the subject of the
information consents to the disclosure in writing or the disclosure is made pursuant to the
Agency’s policies, procedures, and rules. Vendor further agrees to comply with the

formation Security Accountability Requirements, set forth in

Confidentiality Policies and In
hgp‘://www.state.wv.us/admin/purchase/privacx/d efauit.html.
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31. YOUR SUBMISSION IS A PUBLIC DOCUMENT: Vendor’s entire response to the
Solicitation and the resulting Contract are public documents. As public documents, they will be
disclosed to the public following the bid/proposal opening or award of the contract, as required
by the competitive bidding laws of West Virginia Code §§ 5A-3-1 et seq,, 5-22-1 et seq., and
5G-1-1 et seq. and the Freedom of Information Act West Virginia Code §§ 29B-1-1 et seq.

DO NOT SUBMIT MATERIAL YOU CONSIDER TO BE CONF IDENTIAL, A TRADE
SECRET, OR OTHERWISE NOT SUBJECT TO PUBLIC DISCLOSURE.

Submission of any bid, proposal, or other document to the Purchasing Division constitutes your
explicit consent to the subsequent public disclosure of the bid, proposal, or document. The
Purchasing Division will disclose any document labeled “confidential,” “proprietary,” “trade
secret,” “private,” or labeled with any other claim against public disclosure of the documents, to
include any “trade secrets” as defined by West Virginia Code § 47-22-1 et seq. All submissions
are subject to public disclosure without notice.

32. LICENSING: In accordance with West Virginia Code of State Rules § 148-1-6.1.e,
Vendor must be licensed and in good standing in accordance with any and all state and local
laws and requirements by any state or local agency of West Virginia, including, but not limited
to, the West Virginia Secretary of State’s Office, the West Virginia Tax Department, West
Virginia Insurance Commission, or any other state agency or political subdivision. Obligations
related to political subdivisions may include, but are not limited to, business licensing, business
and occupation taxes, inspection compliance, permitting, etc. Upon request, the Vendor must
provide all necessary releases to obtain information to enable the Purchasing Division Director
or the Agency to verify that the Vendor is licensed and in good standing with the above

entities.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors
providing commodities or services related to this Contract that as subcontractors, they
100 are required to be licensed, in good standing, and up-to-date on all state and local
obligations as described in this section. Obligations related to political subdivisions may
include, but are not limited to, business licensing, business and occupation taxes,
inspection compliance, permitting, etc. Notification under this provision must occur
prior to the performance of any work under the contract by the subcontractor.

33. ANTITRUST: In submitting a bid to, signing a contract with, or accepting a Award
Documeént from any agency of the State of West Virginia, the Vendor agrees to convey, sell,
assign, or transfer to the State of West Virginia all rights, title, and interest in and to all causes of
action it may now or hereafter acquire under the antitrust laws of the United States and the State
of West Virginia for price fixing and/or unreasonable restraints of trade relating to the particuiar
commodities or services purchased or acquired by the State of West Virginia. Such assignment
shall be made and become effective at the time the purchasing agency tenders the initial payment

to Vendor.
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34. VENDOR CERTIFICATIONS: By signing its bid or entering into this Contract, Vendor
certifies (1) that its bid or offer was made without prior understanding, agreement, or connection
with any corporation, firm, limited liability company, partnership, person or entity submitting a
bid or offer for the same material, supplies, equipment or services; (2) that its bid or offer is in all
respects fair and without collusion or fraud; (3) that this Contract is accepted or entered into
without any prior understanding, agreement, or connection to any other entity that could be
considered a violation of law; and (4) that it has reviewed this Solicitation in its entirety;
understands the requirements, terms and conditions, and other information contained herein.

Vendor’s signature on its bid or offer also affirms that neither it nor its representatives have any
interest, nor shall acquire any interest, direct or indirect, which would compromise the
performance of its services hereunder. Any such interests shall be promptly presented in detail to
the Agency. The individual signing this bid or offer on behalf of Vendor certifies that he or she is
authorized by the Vendor to execute this bid or offer or any documents related thereto on
Vendor’s behalf; that he or she is authorized to bind the Vendor in a contractual relationship; and
that, to the best of his or her knowledge, the Vendor has properly registered with any State
agency that may require registration.

35. VENDOR RELATIONSHIP: The relationship of the Vendor to the State shall be that of an
independent contractor and no principal-agent relationship or employer-employee relationship is
contemplated or created by this Contract, The Vendor as an independent contractor is solely
liable for the acts and omissions of its employees and agents. Vendor shall be responsible for
selecting, supervising, and compensating any and all individuals employed pursuant to the terms
of this Solicitation and resulting contract, Neither the Vendor, nor any employees or
subcontractors of the Vendor, shall be deemed to be employees of the State for any purpose
whatsoever. Vendor shall be exclusively responsible for payment of employees and contractors
for all wages and salaries, taxes, withholding payments, penalties, fees, fringe benefits,
professional liability insurance premiums, contributions to insurance and pension, or other
deferred compensation plans, including but not limited to, Workers’ Compensation and Social
Security obligations, licensing fees, etc. and the filing of all necessary documents, forms, and
returns pertinent to all of the foregoing.

Vendor shall hold harmless the State, and shall provide the State and Agency with a defense
against any and all claims including, but not limited to, the foregoing payments, withholdings,
contributions, taxes, Social Security taxes, and employer income tax returns.

36. INDEMNIFICATION: The Vendor agrees to indemnify, defend, and hold harmless the
State and the Agency, their officers, and employees from and against: (1) Any claims or losses
for services rendered by any subcontractor, person, or firm performing or supplying services,
materials, or supplies in connection with the performance of the Contract; (2) Any claims or
losses resulting to any person or entity injured or damaged by the Vendor, its officers,
employees, or subcontractors by the publication, translation, reproduction, delivery,
performance, use, or disposition of any data used under the Contract in a manner not authorized
by the Contract, or by Federal or State statutes or regulations; and (3) Any failure of the Vendor,
its officers, employees, or subcontractors to observe State and Federal laws including, but not
limited to, labor and wage and hour laws,
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37. PURCHASING AFFIDAVIT: In accordance with West Virginia Code §§ 5A-3-10a and
5-22-1(i), the State is prohibited from awarding a contract to any bidder that owes a debt to the
State or a political subdivision of the State, Vendors are required to sign, notarize, and submit
the Purchasing Affidavit to the Purchasing Division affirming under oath that it is not in
default on any monetary obligation owed to the state or a political subdivision of the state.

38. ADDITIONAL AGENCY AND LOCAL GOVERNMENT USE: This Contract may
be utilized by other agencies, spending units, and political subdivisions of the State of West
Virginia; county, municipal, and other local government bodies; and school districts (“Other
Government Entities”), provided that both the Other Government Entity and the Vendor
agree. Any extension of this Contract to the aforementioned Other Government Entities must
be on the same prices, terms, and conditions as those offered and agreed to in this Contract,
provided that such extension is in compliance with the applicable laws, rules, and ordinances
of the Other Government Entity. A refusal to extend this Contract to the Other Government
Entities shall not impact or influence the award of this Contract in any manner.

39. CONFLICT OF INTEREST: Vendor, its officers or members or employees, shall not
presently have or acquire an interest, direct or indirect, which would conflict with or compromise
the performance of its obligations hereunder. Vendor shall pericdically inquire of its officers,
members and employees to ensure that a conflict of interest does not arise. Any conflict of
interest discovered shall be promptly presented in detail to the Agency.

40. REPORTS: Vendor shall provide the Agency and/or the Purchasing Division with the
following reports identified by a checked box below:

[ Such reports as the Agency and/or the Purchasing Division may request, Requested reports
may include, but are not limited to, quantities purchased, agencies utilizing the contract, total

contract expenditures by agency, etc.

[J Quarterly reports detailing the total quantity of purchases in units and dollars, along with a
listing of purchases by agency. Quarterly reports should be delivered to the Purchasing Division

via email at gurchasing.reguisitions@m.gov.

41. BACKGROUND CHECK: In accordance with W. Va. Code § 15-2D-3, the Director of the
Division of Protective Services shall require any service provider whose employees are regularly
employed on the grounds or in the buildings of the Capitol complex or who have access to
sensitive or critical information to submit to a fingerprint-based state and federal background
inquiry through the state repository. The service provider is responsible for any costs associated
with the fingerprint-based state and federal background inquiry.

After the contract for such services has been approved, but before any such employees are
permitted to be on the grounds or in the buildings of the Capitol complex or have access to
sensitive or critical information, the service provider shall submit a list of all persons who will be
physically present and working at the Capitol complex to the Director of the Division of
Protective Services for purposes of verifying compliance with this provision. The State reserves
the right to prohibit a service provider’s employees from accessing sensitive or critical
information or to be present at the Capitol complex based upon results addressed from a criminal
background check.
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Service providers should contact the West Virginia Division of Protective Services by phone at
(304) 558-9911 for more information.,

42. PREFERENCE FOR USE OF DOMESTIC STEEL PRODUCTS: Except when
authorized by the Director of the Purchasing Division pursuant to W. Va, Code § 5A-3-56,
10 contractor may use or supply steel products for a State Contract Project other than those
stee] products made in the United States, A contractor who uses steel products in violation of
this section may be subject to civil penalties pursuant to W, Va. Code § 5A-3-56. As used in
this section:

a. “State Contract Project” means any erection or construction of, or any addition to,
alteration of or other improvement to any building or structure, including, but not limited
to, roads or highways, or the installation of any heating or cooling or ventilating plants or
other equipment, or the supply of and materials for such projects, pursuant to a contract
with the State of West Virginia for which bids were solicited on or after June 6, 2001.

b. “Steel Products” means products rolled, formed, shaped, drawn, extruded, forged, cast,
fabricated or otherwise similarly processed, or processed by a combination of two or
more or such operations, from steel made by the open heath, basic oxygen, electric
furnace, Bessemer or other steel making process. The Purchasing Division Director
may, in writing, authorize the use of fore; gn steel products if:

c. The cost for each contract item used does not exceed one tenth of one percent (.1%)
of the total contract cost or two thousand five hundred dollars ($2,500.00),
whichever is greater. For the purposes of this section, the cost is the value of the
steel product as delivered to the project; or

d. The Director of the Purchasing Division determines that specified steel materials are
not produced in the United States in sufficient quantity or otherwise are not
reasonably available to meet contract requirements.

43. PREFERENCE FOR USE OF DOMESTIC ALUMINUM, GLASS, AND STEEL: In
Accordance with W. Va, Code § 5-19-1 et seq., and W. Va, CSR § 148-10-1 et seq., for every
contract or subcontract, subject to the limitations contained herein, for the construction,
reconstruction, alteration, repair, improvement or maintenance of public works or for the
purchase of any item of machinery or equipment to be used at sites of public works, only
domestic aluminum, glass or steel products shall be supplied unless the spending officer
determines, in writing, after the receipt of offers or bids, (1) that the cost of domestic
aluminum, glass or steel products is unreasonable or inconsistent with the public interest of the
State of West Virginia, (2) that domestic aluminum, glass or steel products are not produced in
sufficient quantities to meet the contract requirements, or (3) the available domestic aluminum,
glass, or steel do not meet the contract specifications. This provision only applies to public
works contracts awarded in an amount more than fifty thousand dollars ($50,000) or public
works contracts that require more than ten thousand pounds of stee! products.

The cost of domestic aluminum, glass, or steel products may be unreasonable if the cost is more
than twenty percent (20%) of the bid or offered price for foreign made aluminum, glass, or steel
products. If the domestic aluminum, glass or steel products to be supplied or produced in a
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“substantial labor surplus area”, as defined by the United States Department of Labor, the cost
of domestic aluminum, glass, or steel products may be unreasonable if the cost is more than
thirty percent (30%) of the bid or offered price for foreign made aluminum, glass, or steel
products. This preference shall be applied to an item of machinery or equipment, as indicated
above, when the item is a single unit of equipment or machinery manufactured primarily of
aluminum, glass or steel, is part of a public works contract and has the sole purpose or of being
a permanent part of a single public works project. This provision does not apply to equipment
or machinery purchased by a spending unit for use by that spending unit and not as part of a

single public works project.

All bids and offers including domestic aluminum, glass or steel products that exceed bid or offer
prices including foreign aluminum, glass or steel products after application of the preferences
provided in this provision may be reduced to a price equal to or lower than the lowest bid or
offer price for foreign aluminum, glass or steel products plus the applicable preference. If the
reduced bid or offer prices are made in writing and supersede the prior bid or offer prices, all
bids or offers, including the reduced bid or offer prices, will be reevaluated in accordance with

this rule.

44. INTERESTED PARTY SUPPLEMENTAL DISCLOSURE: W. Va. Code § 6D-1-2
requires that for contracts with an actual or estimated value of at least $1 million, the vendor
must submit to the Agency a supplemental disclosure of interested parties reflecting any new
or differing interested parties to the contract, which were not included in the original pre-
award interested party disclosure, within 30 days following the completion or termination of
the contract. A copy of that form is included with this solicitation or can be obtained from the
WYV Ethics Commission. This requirement does not apply to publicly traded companies listed
on a national or international stock exchange. A more detailed definition of interested parties

can be obtained from the form referenced above.

45. PROHIBITION AGAINST USED OR REFURBISHED: Unless expressly
permitted in the solicitation published by the State, Vendor must provide new, unused
commodities, and is prohibited from supplying used or refurbished commodities, in fulfilling

its responsibilities under this Contract.
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DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract.

Trevor Tawney, Account Executive
(Name, Title)
Trevor Tawney, Account Executive
(Printed Name and Titleé
20021 120th Ave NE, Bothell, WA 98011
(Address)
(425) 247-4690
(Phone Number) / (Fax Number)
tawney@mediapro.com
(email address)

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvQASIS, | certify that I have reviewed this Solicitation in its entirety; that I understand
the requirements, terms and conditions, and other information contained herein; that this bid, offer
or proposal constitutes an offer to the State that cannot be unilaterally withdrawn; that the product
or service proposed meets the mandatory requirements contained in the Solicitation for that
product or service, unless otherwise stated herein; that the Vendor accepts the terms and
conditions contained in the Solicitation, unless otherwise stated herein; that I am submitting this
bid, offer or proposal for review and consideration; that I am authorized by the vendor to execute
and submit this bid, offer, or proposal, or any documents related thereto on vendor’s behalf: that

1 am authorized to bind the vendor in a contractual relationship; and that to the best of my
knowledge, the vendor has properly registered with any State agency that may require
registration.

MediaPro Holdings, LLC
(Company)
Zwevor 7a Trevor Tawney, Account Executive
(Authorized Signatufe) (Representative Name, Title)

Trevor Tawney, Account Executive
(Printed Name and Title of Authorized Representative)

August, 18th 2020
(Date)

(425) 247-4690
(Phone Number) (Fax Number)
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REQUEST FOR QUOTATION
Custom Information Technology Training (0T21024)

SPE CATIONS

1. PURPOSE AND SCOPE: The West Virginia Purchasing Division is soliciting bids on
behalf of the West Virginia Office of Technology (WVOT) to establish a contract for the
purchase of customized Cybersecurity and Privacy Training that is hosted in a vendor-
managed Learning Management System (LMS). The WVOT is seeking a product that will
provide security and privacy training for an estimated 25,000 end users with an integrated
phishing simulator and training,

2. DEFINITIONS: The terms listed below shall have the meanings assigned to them below.
Additional definitions can be found in section 2 of the General Terms and Conditions.

2.3  “Contract Item” means a customizable Information Security Training solution
for enterprise-wide annual training,

24  “Pricing Page” means the pages upon which Vendor should list its proposed
price for the Contract Items in the manner requested. The Pricing Page is either
included on the last Ppage of this RFQ or attached hereto as Exhibit A.

25  “RFQ” means the official request for quotation published by the Purchasing
Division.
2.6  “Business Associate” A person or entity that performs certain functions that

involve the use or disclosure of PHI on behalf of or provide services to, a covered
entity.

27  “Business Associate Agreement’ A contract between a business associate and a
covered entity or between a business associate and its business associate that
specifics each party’s responsibility to receive, maintain, transfer and retum PHI
provided from the covered entity.

28  “Covered Entity” A health plan, clearinghouse, or health provider, that submit
HIPAA-covered transactions electronically and are required to adhere to the
requirements of HIPAA.

2.9 “HIPAA (Health Portability and Accountability Act” Refers to the Health
Portability and Accountability Act of 1996, the HITECH Act and all the rules
promulgated by HHS and incorporated to update HIPAA .

210 “HIPAA Breach Notification Rule” A regulation created by HHS, under
HIPAA, that requires notification to HHS by a covered entity of a breach of
unsecured protected health information. It also requires notification to the
affected individuals based on the total number of affected individuals.
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REQUEST FOR QUOTATION
Custom Information Technology Training (0T21024)

211 “HIPAA Enforcement Rule” A regulation created by HHS, under HIPAA, that
contains provisions for compliance by covered entities and investigations by the
Office of Civil Rights,

2.12 “HIPAA Privacy Rule” A regulation created by the US Department of Health

2.13 “HIPAA Security Rule” A regulation created by HHS, under HIPAA, that
establishes national security standards to protect individuals® medical records

2.14 “Identity Theft” The deliberate use of someone ejse ’s identity, usually to gaina
financial advantage or to obtain credit or other benefits in the person’s name and
perhaps to the disadvantage of the person.

215 “Incident” Unauthorized access use or disclosure of personally identifiable
information (PII) or personal health information (PHI).

216 “Minimum Necessary Standard” A standard that requires a covered entity and
business associates to make reasonable efforts to limit access to PHI to those
persons who need access to carry out their duties and to disclose only the amount
of PHI that is reasonably necessary to achieve the required purpose,

3. GENERAL REQUIREMENTS:

3.1 Mandatory Contract Item Requirements: Contract Item must meet or exceed the
mandatory requirements listed below.

3.1.1 Custom Privacy and Cybersecurity Training Solution

3.1.1.1 The Privacy and Cybersecurity Training Solution must be an adaptive
curriculum for Cybersecurity (information Security) and Privacy training. The
State of West Virginia must be able to customize the training topics.

3.1.1.2 The Privacy and Cybersecurity Training Solution myst provide integration with
the State’s current Active Directory environment,

3.1.1.3 The Privacy and Cybersecurity Training Solution must have editable modules
for the following topics, at a minimum:

3.1.1.3.1 Understanding Security Threats
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REQUEST FOR QUOTATION
Custom Information Technology Training (0T21024)

Revised 1/18/2014

3.1.1.3.2 Security Responsibilities

3.1.1.3.3 Physical Threats

3.1.1.3.4 Emergency Preparation

3.1.1.3.5 Securing Work Areas and Resources
3.1.1.3.6 Access Controls

3.1.1.3.7 Safe Computing and Electronic Threats
3.1.1.3.8 Social Engineering Threats

3.1.1.3.9 Password Guidelines

3.1.1.3.10 Safe Remote and Mobile Computing
3.1.1.3.11 Acceptable Use

3.1.1.3.12 Phishing Identification and Prevention
3.1.1.3.13 Physical Security and Emergency Preparation
3.1.1.3.14 Responsible Social Networking

3.1.1.3.15 Protecting and Handling Data

3.1.1.3.16 Records Management and Data Classification
3.1.1.3.17 Privacy Awareness and Privacy Principles (PII)
3.1.1.3.18 Complying with PCI-DSS

3.1.1.3.19 Complying with HIPAA

3.1.1.3.20 Understanding PII

3.1.1.3.21 Social Engineering

3.1.1.3.22 Identity Theft

3.1.1.3.23 Incident Reporting



REQUEST FOR QUOTATION
Custom Information Technology Training (0T21024)

3.1.1.3.24 HIPAA Training, including:
3.1.1.3.24.1 What is HIPAA?
3.1.1.3.24.2 Personal Health Identifying Information
3.1.1.3.24.3 Covered Entities
3.1.1.3.24.4 HIPAA Privacy Rule
3.1.1.3.24.5 HIPAA Security Rule?
3.1.1.3.24.6 HIPPA Enforcement Rule?
3.1.1.3.24.7 HIPAA Breach Notification Rule?
3.1.1.3.24.8 The Importance of confidentiality
3.1.1.3.24.9 The Minimum Necessary Standard
3.1.1.3.24.10Business Associate Agreements
3.1.1.3.24.11Patient Rights

3.1.1.4 The Privacy and Cybersecurity Training Solution must have the option to
include Role Based Training.

3.1.1.5 The Privacy and Cybersecurity Training Solution must support 25,000 active
employees and on-site contractors,

3.1.1.6 The Privacy and Cybersecurity Training Sotution must be hosted in an LMS
that is compatible with a SCORM 2.0 or higher.

3.1.1.7 LMS must allow for additional 3 party SCORM compliant courses to be
uploaded.

3.1.1.8 LMS must be able to integrate with Microsoft Lightweight Directory Access
Protocol (LDAP).

3.1.1.9 The Privacy and Cybersecurity Training Solution must be branded with the
West Virginia State Seal and Office of Technology Logos.

3.1.1.10 The Privacy and Cybersecurity Training Solution must contain appropriate
images to the training content and contain West Virginia-specific graphics.

Revised 1/14/2014



REQUEST FOR QUOTATION
Custom Information Technology Training (0T21024)

3.1.1.11 The Privacy and Cybersecurity Training Solution must contain a customer-
customizable “Resources™ section,

3.1.1.12 The Privacy and Cybersecurity Training Solution must generate optional
Certificates of Completion

3.1.1.13 The Privacy and Cybersecurity Training Solution must provide options for
course rollout assistance, specifically:

3.1.1.13.1 Launching an entire course

3.1.1.13.2 Launching sections of a course

3.1.1.13.3 Noting students as “passed” or “failed”

3.1.1.134 Pass or failed percentage or score must be custorizable,

3.11.14 The Privacy and Cybersecurity Training Solution must allow knowledge
checks and graded assessments

3.1.1.15 The Privacy and Cybersecurity Training Solution must have a targeted
length of at least 30 minutes, and no more than 45 minutes, of education content.

3.1.1.16 The Privacy and Cybersecurity Training Solution must provide a phishing
simulator along with training if an end user fails the phishing simulation,

3.1.1.17 The Phishing Simulator must have predesigned and editable phishing
templates for users conducting the simulation,

3.1.1.17.1 Customization must be included for the email
message itself along with; attachments and web address the end
user will click on.

3.1.1.17.2 Predesigned templates must mimic current real-world
phishing attacks.

3.1.1.18 The Phishing simulator must Support multi-factor authentication for log-in,

3.1.1.19 The phishing simulator must integrate with Microsoft Lightweight
Directory Access Protocol (LDAP).

Revised 1/14/2014



REQUEST FOR QUOTATION
Custom Information Technology Training (0T21024)

3.1.1.20 Provide reports, visualizations and graphs showing user interactions,

3.1.1.20.1 Reports must be able to be exported to popular file
formats for distribution such as .pdf, .csv, Xlsx, etc.

3.1.1.20.2 Reports must be able to generate reports for specific
end-users or specific state.

3.1.1.21 The phishing simulator must Support automation for creating future tests
and automatically launching them on the specified date.

3.1.122 The phishing simulator must also include a reporting option for the end
users to report phishing emails and track the reporting statistics for testing
campaigns.

3.1.1.22.1 The reporting option must be able to be utilized for
all phishing emails reported to the Office of Technology.

3.1.1.22.2 Be sure to describe and list all tools or processes that
can be used to analyze malicious email with the reporting tool.

3.1.1.23 The phishing simulator must have the ability to test for user input (i.e. the
user clicks on a link and provides requested information to “scammers™)

3.1.1.24 The phishing simulator must support attachments,

3.1.1.25 The phishing simulator must be able to provide, at a minimum, statistics
on: users that clicked links and/or visited sites, provided credentials, opened
or forwarded the email, time starps for interactions, phishing training and test
results.

3.1.1.26 The phishing simulator must support phishing campaigns up to 5,000
users/email addresses.

3.1.1.27 The phishing simulator must have end-user education options in the form
of an educational landing page, reply email, or training module.

Revised 1/14/2014



REQUEST FOR QUOTATION
Custom Information Technology Training (0T21024)

3.1.2 Vendor should provide documentation with its bid showing how its product meets
the specifications contained in this solicitation. This information must be provided

prior to award.

3.1.3  Vendor should include Optional Annual Renewal Years pricing for Years 2,3,and
4. Optional Annual Renewals will be initiated by the Agency, agreed to by the
Vendor, and executed via formal Chapge Order processed by the WV Purchasing
Division.
4 CONTRACT AWARD:

4.1 Contract Award: The Contract is intended to provide a lump sum yearly
purchase price for the customized Information Security Training solution,

4.2 Pricing Page: Vendor should complete the Pricing Page by filling in the
price for the customized Information Security Training Solution with a one-

Vendor should type or electronically enter the information into the Pricing Page
to prevent errors in the evaluation.

5 PAYMENT;

5.1 Payment: Vendor shall accept payment in accordance with the Payment procedures
of the State of West Virginia,

6 DELIVERY AND RETURN:

Revised 1/14/2014



REQUEST FOR QUOTATION
Custom Information Technology Training (0T21024)

6.1

6.2

6.3

6.4

6.5

Late Delivery: The Agency placing the order under this Contract must be notified
in writing if the shipment of the Contract Items will be delayed for any reason. Any
delay in delivery that could cause harm to an Agency will be grounds for cancellation
of the Contract, and/or obtaining the Contract Items from a third party.

Any Agency seeking to obtain the Contract Items from a third party under this
provision must first obtain approval of the Purchasing Division.

Delivery Payment/Risk of Loss: Vendor shall deliver the Contract Items F.O.B.
destination to the Agency’s location.

Return of Unacceptable Items: If the Agency deems the Contract Items to be
unacceptable, the Contract Items shall be retumed to Vendor at Vendor’s expense
and with no restocking charge. Vendor shall either make arrangements for the return

7 VENDOR DEFAULT:

7.1 The following shall be considered a vendor defauit under this Contract.

7.1.1  Failure to provide Contract Items in accordance with the requirements
contained herein,

Revised 1/14/2014



REQUEST FOR QUOTATION
Custom Information Technology Training (0T21024)

7.1.2  Failure to comply with other specificationg and requirements contained
herein,

7.1.3  Failure to comply with any laws, rules, and ordinances applicable to the
Contract Services provided under this Contract.

714 Failure to remedy deficient performance upon request,

7.2 The following remedies shall be available to Agency upon default.
7.2.1 Immediate cancellation of the Contract,

722 Immediate cancellation of one or more release orders issued under this
Contract.

7.2.3  Any other remedies available in law or equity.

Revised 1/14/2014



SOLICITATION NUMBER: CRFQ ISC2100000005
Addendum Number: No.01

The purpose of this addendum is to modify the solicitation identified as
(“Solicitation™) to refiect the change(s) identified and described below.

Applicable Addendum Category:
[¥/] Modify bid opening date and time
[ | Modify specifications of product or service being sought
[ | Attachment of vendor questions and responses
[ | Atachment of pre-bid sign-in sheet
[ | Correction of error
[ ] Other

Description of Modification to Solicitation:
Addendum Issued to publish and distribute the attached decumentation to the vandor community.

1. The purpose of this addendum is to extend bid opening date one week.

No additional changes.

Additional Documentation: Documentation related to this Addendum (if any) has been
included herewith as Attachment A and is specifically incorporated herein by reference.

Terms and Conditions:

1. All provisions of the Solicitation and other addenda not modified herein shall remain in
full force and effect.

2, Vendor should acknowledge receipt of all addenda issued for this Solicitation by
completing an Addendum Acknowledgment, a copy of which is included herewith.
Failure to acknowledge addenda may result in bid disqualification. The addendum
acknowledgement should be submitted with the bid to expedite document processing.

Revised 6782012



SOLICITATION NUMBER: CRFQ ISC2100000005
Addendum Number: No.02

The purpose of this addendum is to modify the solicitation identified as
(“Solicitation”) to reflect the change(s) identified and described below.

Applicable Addendum Category:
ly/] Modify bid opening date and time
[ ] Modify specifications of product or service being sought
[ | Attachment of vendor questions and responses
[ | Attachment of pre-bid sign-in sheet
[ | Correction of error

[ ] Other

Description of Modification to Solicitation:
Addendum Issued to publish and distribute the attached documentation to the vendor community.

1. The purpose of this addendum is to extend bid opening date one week to give the agency
additional time to address all technical questions received.

No additional changes.

Additional Documentation: Documentation related to this Addendum (if any) has been
included herewith as Attachment A and is specifically incorporated herein by reference,

Terms and Conditions:

1. All provisions of the Solicitation and other addenda not modified herein shell remain in
full force and effect, '

2. Vendor should acknowledge receipt of all addenda issued for this Solicitation by
completing an Addendum Acknowledgment, a copy of which is included herewith.
Failure to acknowledge addenda may result in bid disqualification. The addendum
ecknowledgement should be submitted with the bid to expedite document processing.

Revised 6/872012



SOLICITATION NUMBER : CRFQ ISC2100000005
Addendum Number- No.03

The purpose of this addendum is to modify the solicitation identified as
(“Solicitation”) to reflect the change(s) identified and described below.

Applicable Addendum Category:
[ ] Modify bid opening date and time
[ | Modify specifications of product or service being sought
[¢/| Attachment of vendor questions and responses
[ | Attachmentof pre-bid sign-in sheet
[ | Correction of error

[ | Other

Description of Modification to Solicitation:
Addendum issued to publish and distribute the attached documentation to the vendor community.

1. The purpose of this addendum Is to address all technical questions received.

No additional changes.

Additional Documentation: Documentation related to this Addendum (if any) has been
included herewith as Attachment A and is specifically incorporated herein by reference.

Terms and Conditions:

1.~ All provisions of the Solicitation and other addenda not modified herein shall remain in
full force and effect.

2. Vendor should acknowledge receipt of all addenda issued for this Solicitation by
completing an Addendum Acknowledgment, a copy of which is included herewith.
Failure to acknowledge addenda may result in bid disqualification. The addendum
acknowledgement should be submitted with the bid to expedite document processing.

Revised 6/8/2012
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10.

11

12

13.

Technical Questions for CRFQ ISC21*05 — Security Training Tool

Will the domain that all the users are on be *.wv.gov ? Or will there be any different/additional

domains?
98% of domain users use WV.gov, however there are 10 very small agencies that have different

domains (less than 1,000 users)

Bid opening date 2™ September 2020 (Is this date from when we can send proposals till due Date
i.e. 9* September 2020)
Bid opening date is the deadline for submission of bids.

Can we send the proposal via email? If yes then at which email address,
Please refer to Bid Submission in the *Instructions to Vendors Submitting Bids.’

By any chance are there possibilities of extending final submission dates.
The bid opening date will remain as currently published,

In the RFQ Section 4.2 Pricing Page (Image 1 Below), it states that the Vendor should complete
the “Pricing Page”, but it was not included in the documents provided, nor could I locate it on the
WYV State website under the purchasing forms,

Pricing Page shall be the pricing entered into wvOASIS.

Is this a document that you can forward to me or will our pricing page be sufficient to fulfill this
requirement?
See Response 5.

If it is on-prem then brief about hardware availability for LMS and video streaming servers? Will
they be provided by the client?
N/A. This will not be on prem.

The LMS (Learning Management System) deployment would be an on-prem or as a service?
N/A. This shouldn’t be on prem

Ifit is on-prem then brief about hardware availability for LMS and video streaming servers? Will
they be provided by the client?
N/A. This shouldn’t be on prem

Streaming servers, will they be provided by the client?
N/A. This shouldn’t be on prem

Will you also require DDoS protection and 8 WAF?
No.

Is registration with West Virginia Purchasing Department Mandatory before Award date?
Please refer to Registration is ‘Instructions to Vendors Submitting Bids’
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15.

16.

17.

18.

19.

20,

21.

22,

Can we Submit proposals electronically via email if yes please help us with the email address.
See Response 3

Who is the current incumbent?
This is a new solicitation opportunity.

What is the reasoning for the LMS to be compatible with SCORM 2.0?
It’s a technical standard and a mandatory requirement,

Specifically, how is the LMS supposed to be compatible with SCORM 2.0?
Allows for additional 3™ party SCORM compliant courses to be uploaded, or other
courses to be pulled down and modified as needed.

If it the expectation that the vendor will upload the third-party SCORM courses, or does the State
of West Virginia request the ability to upload these courses?
Either is acceptable

What is meant by, "The Privacy and Cybersecurity training solution must have editable modules

for the following topics?"
The ability to make minimal changes to things like titles, URLSs, definitions.

What is meant by “editable?"
The ability to make minimal changes to things like titles, URLs, definitions.

What is budgeted for this contract?
The State does not share its budgeted amount.

For the role based training requirement, can the State of West Virginia provide specifically what
roles receive what training?
High level roles like Administrators, Managers, Financial staff, HR staff,

What is meant by, "The Privacy and Cybersecurity Solution must contain customer-customizable
"Resources" section," and specifically, what is this "resources" referring to?
The ability to add additional resources for training and courses that can be customizable by the

state.



SOLICITATION NUMBER: CRFQ 1SC2100000005
Addendum Number: No.04

The purpose of this addendum is to modify the solicitation identified as
(“Solicitation”) to reflect the change(s) identified and described below.

Applicable Addendum Category:
[ ] Modify bid opening date and time
[ ] Modify specifications of product or service being sought
[V'] Attachment of vendor questions and responses

[ | Attachmentof pre-bid sign-in sheet
[ 1 Correction of error
[ ] Other

Description of Modification to Solicitation:
Addendum issued 1o Publish and distribute the attached documentation 1o {he vendor community.

1. The purpose of this eddendum is to address an additional technical question that was recelved afier the
deadfine.

No additiona} changes.

Additional Documentation: Documentation related to this Addendum (if any) has been
included herewith ag Attachment A and is specifically incorporated herein by reference.

Terms and Conditions:

1. All provisions of the Solicitation and other addenda not modified herein shall remain in
full force and effect,

2. Vendor should acknowledge receipt of all addenda issued for this Solicitation by
completing an Addendum Acknowledgment, a copy of which is included herewith,
Failure to acknowledge addenda may result in bid disqualification. The eddendum
acknowledgement should be submitted with the bid to expedite document processing,



Technical Questions for CRFQISC21*p5 — Security Training Tool

1. There is a reference to SCORM 2.0 on both the bid documents and the addendum No. 3 as an
techaical industry standard. | have verified with multiple sources that the more likely standard is

Scorm 1.2 or Scorm 2004

Scorm 2.0 is Scorm 2004; however, the WVOT will aceept Scorm 1.2 or fy igher,



ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NoO,:

Acknowledgment: | hereby acknowledge receipt of the following addenda and have made the
Necessary revisions to my proposal, plans and/or specification, etc,

NOTE: This
Rovised 67872012

(Check tll:e box ne:::to fnch addt;ndlun received)
[~’] Addendum No. 1 [ 1 Addendum No. 6
/1 Addendum No. 2 [ 1 Addendum No, 7
[~ Addendum No. 3 [ ] Addendum No. 8
[ Addendum No, 4 [ ] Addendum No. o
[ ] Addendum No.s [ ] Addendum No. 10

MediaPro Holdings, LLC

Company
7evor 72
Authorized &ignature
12/2/2020
Date

addendum acknowledgement should be submitted with the bid to expedite document processing.



MediaPRO Response to ‘WV Bid Documents.pdf’ - RFQ Specifications

1 Purpose and Scope:

MediaPRO is pleased to respond to WVOT’s RFQ for a product that will provide security and privacy
tralning for an estimated 25,000 end users with an integrated phishing simulator and training.

2. Definitions: 2.3 “Contract ltem” through 2.16 “Minimum Necessary Standard” - MediaPRO
acknowledges and accepts these definitions.

3.1.1 Custom Privacy and Cybersecurity Training Solution

3.1.1.1 Yes. MediaPRO offers an adaptive curriculum for Cybersecurity (Information Security) and
Privacy training solution. The State of West Virginia can customize the training topics included in each
training offering.

3.1.1.2 Yes. MediaPRO's Privacy and Cybersecurity Training Solution integrates with the following Active
Directory environments; Microsoft ADFS, Azure, Ping, Okta

3.1.1.3 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution has over 400 interchangeable
topics, here are samples of those requested at a minimum:

3.1.1.3.1 Understanding Security Threats — Yes, Sample below

Security Awareness TralningPack .
_Security at a Glance Topics B '@‘MedlaPRO
Security Threats at a Glance ' i <

A security threat is anything that puts our information or resources at risk, Such Incidents
may result from maliclous attempts to steal information or from simple inattention to a
security policy or procedure.

You encounter countless threats throughout your werk day, often without realizing it.
However, you have the power to stop most Incidents from occurring,

Take 2 moment to learn more about security threats,

€ Tolearn more, click each BUTTON and expfore the associated
3 threats. When you are ready, click NEXT.

-

e Vo
- . -

"i CYBERCRIME '

N

screen d ot 11



Security Awareness TrainingPack

Global Topics

Types of Threats

Your awareness and good security habits are key to stopping the
nearly endless threats posed by loss, theft, and cybererime.

Take 8 moment to learn more about how these threats may manifest.

CoTo begin, click START. Read each scenario and answer the
® question. To see examples of threats, click EXAMPLES.
When you are finished, click NEXT,

Srren 1ol 14

3.1.1.3.2 Security Responsibilities - Yes, Sample below

Security Awareness TrainingPack

Global Topics

& MediaPRO

LA

Your Responsibilities

Many employees don't reafize the Impact thelr actions have on the
sacurity of our organization and our customers, Whether you
password protect vour laptop or shred a confidential document, these

seemingly minor decisions have a huge impact on Information
security.

Our number one defanse agatnst information theft and loss Is you.
Everyona Is responsible for knowing and following our organization's
security policies and procedures. By doing so, you ensure our
information and resourees ramain secure, protect our reputation, and
help us avold costly penalties for violating the law.

& Tolsarn more, elick each RESPONSIBILITY. When you are
©  finished, click NEXT.

Sereen al 14

MAINTAIN INT RMATION SECURITY




3.1.1.3.3 Physical Threats — Yes, Sample below

Security Awareness TrainingPack
Security at a Glance Topics

Physlcal Security at a Glance

You are ona of the most important defenders of the physical
security of our Information and property,

Your actions help protect our personnel, resaurces, and
facilittes from loss or damage from events such as theft,
vandalism, fires, and natural disasters.

Teke a few moments to learn about some best practices for
protecting us.

To learn more about physical security best practices,
click each TMAGE. When you are finished, click NEXT.

Saeen 7 el 1t

3.1.1.3.4 Emergency Preparation — Yes, Sample below

Security Awareness TrainingPack

Physical Security

Emergency Preparation

Earthquakes, fires, storms, floods—~these kinds of
disasters all pose a threat to our physical security.
Knowing ahead of time what to do In an emergency can
ease stress and keep you safe.

Take a minute to review
for emergencies before
('\
9

these tips on how to prepare
they happen.

To review how emergency preparation helps
you to safeguard against physical threats,
click each CHECK BOX. When you are
finished, click NexT.

Sereen 3 ol B

Imergency Preparation Che

D Know your office layout and evacuation routes.

D Keep emergency phone numbers handy.

D Participate iIn all emergency drills.

D Verify and update your contact information,




3.1.1.3.5 Securing Work Areas and Resources — Yes, Sample below
Security Awareness TrainingPack

Physical Security & MediaPRO

Securing Work Areas and Resources

We take for granted that our facilities and resources are secure, As a result, we fall Into bad habits. We don‘t think about how one
mistake could compromise sensitive information ... untll it's too late.

‘I’t's time to start thinking more about security so that you can protect your work area and our important resources throughout your

6 To learn more, click START and declde if each action Is a bo or DON'T. When you are finished, click NEXT.

@ START

Htraen Aol 8

Sacurity Awarenass TrainingPack

Physical Security | BMediaPRO

Securing Work Areas and Resources

YOUR WORKSPACE * ' - : : : X

Seriten 4 of 8

3.1.1.3.6 Access Controls ~ Yes, Sample below



Security Awareness TrainingPack

Physical Security ®MediaPRO

Access Controls

Access contvols are deslgned to prevent unauthorized paerties
from entering our facllities and also to limit access to
confidential information. To ensure our access controls function
s Intended, you must follow our policies.

Practice Implementing access controls by completing the
Control Challenge.

L T prevent unauthorized access to our Facility, click
9 each NUMBER and decide whether the action Is sefe
or unsafe, When you are finished, click NexT,

Sereen bl i

3.1.1.3.7 safe Computing and Electronic Threats — Yes, Sample below

Security Awareness TrainingPack

Safe Computing S MediaPRO

Electronic Threats

Electronic threats most often come as malware, which Is
short for "malicfous software,” Malware con Infect our
organization's computers and our network through shared
filles, e-mall attachments, CD-ROMs, portable drives,
hyperiinks, and downloads from the Intemnet. Always be

100% canfident (n the source of Information you recelve or
download,

Learn how to recognize the waming signs of malware.

8 Click START to begin, Watch each ANIMATION and

then identify the warning sign of malware. When you
are finished, click NEXT.

Rereco 7ol by




3.1.1.3.8 Social Engineering Threats ~ Yes, Sample below

Security Awareness TrainingPack

‘Safe Computing _ @MediaPRg_

Social Engineering Threats

Soclal engineering Is the clever manipulation of people In order

ta gain privileged Information, People who engage in soclal

glalnleetl;l‘:g use decaption and will readily lie to try to get you
elp them,

They may attempt to galn access to bulldings or try to elicit
passwords or other sensitive information from you.

Social engineering occurs:
* On the telephone as a request for Information,

* In person as a request for aceess.
* Via e-malls 25 a request for information.

Take a moment to experience social engineering in action and
see If you can spot what went Wrong.

& Tolearn more, click sTagr. When you are finished,
B click nExT.

Streen 3 oof 16

Sacutity Awareness TrainingPack

_Safe Computing ) . H_@I.\AediaPRo

Soclal En

gineering Threats

Iiead the scenario at left, DId Jane Jeopardize securlly?—]

[7] Yes. sane jeopardized security when she denled
Information to a police officer,

D No. Jane has not jeopardized security,

Seccen J ol 16



3.1.1.3.9 Password Guidelines — Yes, Sample below

Security Awareness TrainingPack .
Safe Computing o @MdnaPRo |

Password Guidelines

Everyone knows how to create strong passwords, right? But be careful not to make
assumﬁuons based on outdated standards, Keep your passwords strong by thinking
through these Dos and Don'ts,

S For each item In the list, click either Do or DON'T. When you are
finished, click NexT,

Create passwords thet are highly complax, usin L]
mixture of characters, numb?rs,yand s%u:l'al lygbals.

Plek one very strong password and uss it for your
various m'!mts.

Check your password against a database of passwords
known to have been compromised.

Make your passwords at least 8 cheracters tong,

Sereen T of I

3.1.1.3.10 Safe Remote and Mobile Computing - Yes, Sample below

Security Awareness TrainingPack

Safe Remote and Mobile Computing @ MediaPRO

Introduction

Today's work environment Is more connected than ever. Moblle devices and other technologles fet us create a virtual office while on
the road or when working from home. But this convenlence must come with vigilance! Away from the safety of our natwork, there
are a varlety of electronic and physical threats,

Simple tasks—like downloading an app, sending an e-mall from home, or logging on to a hotel’s WI-FI network—could cause a data
breach. These actions, and others, must be performed with security In mind. Dolng so will protect yourself and our organization.

g To learn more, cllck OBIECTIVES. When you are
finished, click NEXT. [z -
"> OBJECTIVES ]

Sureen toaf 12




3.1.1.3.11 Acceptable Use — Yes, Sample below

Security Awareness TrainingPack

_Safe Computing @ MediaPRO

Acceptable Use

We provide computers, networks, and other electronic
devices and systems to allow employees to work easily and
efficiently. You probably know that these rasources should
be used enly for work purposes, but fgnoring acceptable
use policies also exposes our organization to security
threats, such as malware attacks and netwerk securlty
vuinerabllities.

Acceptable use best practices and procedures apply to
everyone, and you have a responsibility to know and follow
them. Take & moment to learn more about acceptable uge,

& To leam more, click each TOPXC and decide Jf
9 each action Is a 0O or DON'T. When you are
finished, click NExT,

Nereen 12 0f 16

3.1.1.3.12 Phishing Identification and Prevention — Yes, Sample below

Security Awareness TrainingPack .
Preventing Phishing @ednaPR

1R

Introduction

If you or anyone you know has ever been hooked by phishing,
you know It's more than fust an annoyance that fills our inbox.
in fact, it's a criminal activity that defrauds Individuals and
Fuins companles, costing blilions of dollars each year.

Put simply: phishing Is the most significant risk to our
Information,
You are the target of this cybercrime—but you're also our best

chance at avolding this risk, If you develop the right attitude
and the right skilfs, you can keep us—and yourself~sefe from
cybercrime. '

€ To leam more, click OBIECTIVES. When you are
©  finished, click Nex.

=
?‘ OBJECTIVES I
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Security Awareness TrainingPack

Preventing Phishing @ MediaPRO

What's in a URL?

If you're golng to get phished, it will likely be with a link or URL trying to seem fike something else. That's why you've got to
bulld the skiils to know what's In a URL. On most systems, all you need to do Is hover your mouse cursor over a hyperiink,

. You can view links on your smartphone too, usually by tapping and holding on the link text. But don't be fooled:
the craftiest cybercrooks will disgulse their links to pass as legitimate URLs on first glance.

S To leam more about URLs, investigate the HYPERLINK in the message. When you are finished, click NEXT,

Dear Valued customer,
Unfortunately your Amazon account has been 2 Where would
compromised by an unknown party. We have "http.—//amazone.com/amazon.fraud.pmtectlon/logm.php'
locked your account for your protection. : take you?
Elick here to change your password and | L) smszon.com
reactivate your account, ] :
" s D amazone.com
Sincerely, * T
T%Amazonj;aud Won Team D at‘na';','ori. fra udp on

Security Awareness TrainingPack .
Preventing Phishing ©MediaPRO

Fronu speclalpromotions®applle.com
Tos trevor@acme.com
Subject: Free iPhone

: Dear Valued Customer,
We know that you love music and appreclate cutting-edge
tachnology. That's why we value your opinlon on our services
. as we make strides to develop new and innovative products
to meet your needs.

Wa've created a short online survey, which will take less than
five minutes to complete. Upon completion of the survey, you

- will be entered to win a free IPhone, plus free cellular service
for two years with the carrier of your chotce,*

g? m] DELETE

—— e

Sturen 0ol 10




3.1.1.3.13 Physical Security and Emergency Preparation - Yes, Sample below

Seaurity Awareness TrainingPack

Physical Security | tMediaPRO

Taking on Tallgating_

[

STRANGER DANGER
As you use your credentials to enter the office, a person i
standing In the lobby puts away his phone and then casually
attempts to follow you Inside without using his credentials. He
[ doesn't look familiar, but there have been a lot of visitors In the 4
. Office lately, s0 maybe he's expected, !

How would you respond?
{ E] Let the person in so that he's not late.

‘ D ;a;ay. “Bummer. 1 can't let you In.” Then, close the door In his
' ce,

D Ask, “Can I help you with something?"

Sceevn ol )

Introduction to Emergency and Crisis Management
Emergency and Crisis Management

Shelter in Place x

Many emergencies make it dangerous to leave our facllity. Thess include:

> Weather smergencies
> Chemical or bicloglcal altack
> Riot or ¢ivil unrest

> Explosion




Security Awareness TrainingPack

Physical Security

Emergency Preparation

Earthquakes, fires, storms, fisods—these kinds of
disasters all pose o threat to our physical security,
Knowing ahead of time what to do in an emergency can
ease stress and keep you safe.

Take a minute to review these tips on how to prepare
for emergencles before they happen.

8‘ To review how emergency preparation helps
you to safeguard against physical threats,
click each CHECK BOX. When you are
finished, click NEXT,

Neeeea al B

Security Awareness TrainingPack

Responsible Use of Social Media

& MediaPRO

Imergency Preparation Checklist
1S Y

m Know your office layout and evacuation routes,

D Keep emergency phone numbers handy,

D Particlpate In all emergency drills,

D Verity and update your contact Information.

3.1.1.3.14 Responsible Social Networking - Yes, Sample below

Introduction

Meet Crystal and Mike—two great employees with ¢

E

wo very different opinions on a topic that continues to

divide us: social media.

Screen 1ol @




Security Awareness TrainingPack

Responsible Use of Social Media o - &MediaPRO
Prudent Posts e

Sharing information on social medfa Is convenlant, fun, and anly takes a
second, Unfortunate"r‘y',‘ it's etasy to "overshare” sensitive information, even if

your Intentlons are Innocent. Customer
Service Rep
Post with caution to protect others, our organization, and yourself from a
secial media mishap. OMG chack out this cu
dats ... koo awesomelllifl &

Narma: Rock vanderhuge
Date of Birth: 10/13/199)

° S, Location: Baid Head, Motne
Natfonal [D: 301.123-7893

PERSONAL DATA Secunty Passwerd: ninjastud

The personal data of Individuals In our care shoyld be treated with the

utmost care; don't batray that trust.

Review this ina ropriate past, then click PROTECT to see how
. the post could E:r_unggjd to protect sensitive Information,

Srieen it al g

3.1.1.3.15 Protecting and Handling Data — Yes, Sample below

Security Awareness TrainingPack

Protecting and Handling Data

Introduction

Proprietary information. Confidentlal e-malls. Customer
records, Payroll sheets. Business contracts .., the list is
endless, If information fike this is mishandled, we could be
In major trouble. That's why we need youy to property
classify, store, transmit, and back up data, no matter what
type of Information you handle,

£ o learn more, click OBJECTIVES. When you are finished,
D cick next.

Serean 1 of Yy



3.1.1.3.16 Records Management and Data Classification —Yes, Sample below

Privacy Awareness TrainingPack

Records Management o MediaPRO

Benefits of Records Management

We depend on our records. When we control the daily flow of

documents, we provide our employees and customers with
accurate and usable informatien.

Take a moment to explore some of the benefits of our records
management policies.

8 To view benefits of our records management policies,

click each IMAGE. When you are fnished, click NEXT.

Seraen 2 of 14

Privacy Awareness TrainingPack

Records Management @MediaPRO

Data Classifications

While some records contaln Information that Is public knowledge, others contain Information that must be guarded against
unauthorized access. OQur data

classification and protection procedures help you understand what records need to be protected
and what Is avallable for public disclosure.

8 To learn more about our data classifications, click each FOLDER. When you are finished, click NEXT..

Streen A of 14




3.1.1.3.17 Privacy Awareness and Privacy Principles (PlI) - Yes, Sample below

Privacy Awareness TrainingPack .
Privacy and Personal Information & MediaPRO

Identifying Personal Information

" COMMON EXAMPLES OF PERSONAL INFORMATION
1 + Names
; » Addrasses
f ¢ Dates of birth
¢ Credit card numbers
* Social Security numbers
* Driver's license numbers
s E-mall addresses
* Account numbers
* Blometric data
* Genetic Information
® Location data
¢ Photos

Sercem Gol 14

Privacy Awareness TrainingPack .
Privacy and Personal Information _ @MEdIaPRQW

Defining Privacy

In the professional world, privacy means an individual's expectation that we will use thelr personal Informatten in Himited ways
and protect it from disclosure to unauthorized partles. However, there's no single definition of what counts as personal data; it
vartes from nation to nation—and even from industry to Industry. .

Take a moment to fearn more about the different types of personal data and how each applies to an Individual's right to
privacy.

6 To learn more, click each type of DATA. When you are finished, click NEXT.

le PERSONAL _‘_j!' L_' - ;ﬁuiﬁﬁri—'_j‘ I T eenemicano l.” PSEUDONYMOUS 1
= I 1

L. DATA _..  PERSONAL DATA il ‘L,‘ BIOMETRIC DATA IL. DATA O
.
.
. o =]
t

Seecen 3of 14
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3.1.1.3.18 Complying with PCI DSS — Yes, Sample below

PCI Security Standards for IT and
Back Office

Tha PCIS

Reporing an Inc
Knowledge Chech:

Sunu

PCl Security Standards for
Managers | e dhalder Data

adards




PCI Security Standards on the
Phone and Online | e to Cardho

Ch See Sta

S i< mem 2

o Paymeat Card
haider Data at ¢




3.1.1.3.19 Complying with HIPAA =Yes, Sample below

&IMediaPRO

3.1.1.3.20 Understanding PIl — Yes, Sample below

Privacy Awareness TrainingPack
Privacy and Personal Information

Identifying Personal Information

Ary Information used to Identify an Indlvidual, either directly or
Indirectly, is personal information and must be safequarded,
Think of It this way: if It's about a person, it's probably personal
Information, Information that Is not linked to an identifiable
indlvidual doas not require such care.

Teke a little time to practice identifying personal information,

{4 T begin, click START. Categarize the Information as

) elther personal infermation or non-personal
information by dragging the message to the correct
folder. To view examples of personal Information, click
HINT. When you are finished, click NEXT.

Sereenhaof 14




3.1.1.3.21 Social Engineering — Yes, Sample below

Security Awareness TrainingPack
_Safe Computing

Soclal Engineering Threats

Social engineering Is the clever manipulation of people In order
to gain privileged Information. People whe engage In sociai
englneering use deception and will readily lle to try to get you
to help them.

They may attempt to gain access to butldings or try to elicit
passwords or other sensitive information from you.

Soclal engineering occurs:
* On the telephone as a request for Information.

« In person as a request for access.
* Via e-mails as a request for Informatfon.

Take a moment to experfence sodal englneering i action and
see If you can spot what went wrong,

& Tolearn more, click START. When you are finished,
S dick nExT.

Sieetn 3ol 14

3.1.1.3.22 Identity Theft— Yes, Sample below

Privacy Awareness TrainingPack

Identity Theft

& MediaPRO

Introduction

Do you recycle your junk mall? Do you shred every bank
statement? When you receive a call, do you verify the caller's
identity before discussing persona) detalls?

Personal Information s Incredibly easy to obtaln, and thieves
use this information In a varfety of ways—financial gain,
criminal evasion, and lllegal collection of Soclal Security and
medical benefits, fust to name a few.

Armed with stolen personal Informatlon, Identity thieves can
reb us of customer trust and confidence. We have an obligation
1o our customers and coworkers to protect and safeguard our
:hrq;nluﬂon by learning to identify the red flags of Identity

eft.

(' Tolearn more, click OBJECTIVES. When you
9 are finished, click NEXT.

I O ———— e =+ o
¢ OBIECTIVES j.’
L= Jou By

Screen 2 of §

TURSIERm ISR D ST farrmorre semms |, g

OBJECTIVES
» Identify the different types of Identity thef.

* Define the key terms and concepts related to the
Red Flags Rule.

wy
* Recognize some of the ways Identity thieves tryto %,
decelve thelr victims.



3.1.1.3.23 Incident Reporting — Yes, Sample below

Security Awareness TrainingPack

Global Topics

& MediaPRO

Reporting an Incident

You can never be “too busy" to sound the alarm. Reportin
Important things you can do to protect our organization.

Not all incidents are obvious. In fact, many can go overlsaked
Intultion. Play It safe, Report even suspected Incidents without

-

9 an incident only takes a few moments, but may be one of the most

I‘I;you make assumptions or work around our processes. Trust your
elay.

%) To begln, click START. You can click EXAMPLE SECURITY INCIDENTS to see some of the most common

Incidents you might encounter. When you are finished, click NEXT.

! EXAMPLE SECURITY INCIDENTS J

Sueendof 14

Security Awareness TralningPack

Safe Remote and Mobile Cgmputi_qg

Remote Incident Reporting

When you're working remotely, you're even more
vuinerable than usual to cybercrime. If you notice
something unusual or even If you only suspect that an
Incident has occurred, It's vital that you contact our IT
department right away,

¢ Read each statement and answer the question;

9 then click NEXT QUESTION. To see examples of
incidents, click HINT. When you are finished, click
NEXT.

Sereen 1ol 19

i

@ MediaPRO

Did 1 serjously just delete that e-mail? Whose Idea was it to
make this phone’s “delete” icon look like that!

Should this be reportad to IT?

D Yes
D No




3.1.1.3.24 HIPAA Training Including:
3.1.1.3.24.1 What is HIPAA — Yes, Sample below

HIPAA for Business Associates .
Introduction &MediaPRO

HIPAA Overview
The Health Insurance Portability and Accountability Act (HIPAA) permits OBJECTIVES
providers, insurance companies, other healthcare entities, and business
assoclates to exchange information necessary fer treatment, payment,
and healthcare business operations.

» Recall the negative impacts for businesses
and individuals when personal health
information isn't protected.

In this course, you'll learn how to protect health information and adhere

to HIPAA regulations. Take a moment 1o review the course objectivas. * Identify items that contain protected health

information (PHI).

» Recognize your responsibilities for
complying with HIPAA regulations.

To continue, click » NEXT.

SCRLIN 1 ol 6

3.1.1.3.24.2Personal Health Identifying Information — Yes, Sample below



HIPAA for Business Associates

Introduction tIMediaPRO

Protected Health Information (PHI)

Protected Health Infarmation (PHI) is any health-related information that can be used alone, or in combination with other
information. to identify an individual. We are required to protect patient privacy when collecting, using, storing, disclosing,
iransmitting, and disposing of PH in verbal, written, or electronic form (including photos and videos).

PHI may be found in heelthcare records, demographic information, payment information, insurance @

claims—the list is endless. See if you can determine if the examples shown contain PHI.

1o

Doesthis contain PHI?
L

PBCH Clinic: Patient Contact Information
Jon Jehnson 3 1234847090
Pawtiame : T vorwibone
1M Anywhera D Fargo. KD BOIO3  [234) 5874910
Adrare City, e, 2P Code CaltPhors

To complete the exercise, determine if each example is PH! and cfick YES or NO. If you need help, click the
PHI button to view examples. When you are finished, click » NEXT 1o continue,

SCRIAN 2 of 6

3.1.1.3.24.4 HIPAA Privacy Rule - Yes, Sample below



HIPAA for Covered Entlities

Using and Disclosing PHI BMediaPRO

HIPAA Privacy Rule

The HIPAA Privacy Rule defines the permitted uses and disclosures of PHI.
Atits most fundamental. the rule states that we must use only the minimum
necessary PHI for treatment, payment, and healthcare operations.

No matter how our organization uses PHI, the first step to help us stay in
compliance is to be aware of when HIPAA applies.

SCRLIN 2 of 7

3.1.1.3.24.5 HIPAA Security Rule - Yes, Sample below

HIPAA for Business Assaciates .
Securing PHI &MediaPRO
HIPAA Security Rule

The HIPAA Security Rule defines the standarts required for Pratect against

securing el fe PHI (¢-PHI). reasonably antis

Anyone who comes into contact with e-PHI must follow our
administrative, technical, and physical safeguards to protect the
confidentiality, integrity, and availability of healthcare information.

In general, these safeguatds accomplish four requirements.

To learn more, click each REQUIREMENT. When you are finished, click » NEXT.

SCRIEH 2 ol r

3.1.1.3.24.6 HIPAA Enforcement Rule — Yes, Sample below

ad avaitabifity of ali
e-PHI i ow care.

Protect against
reasonably aoticipated
uses or disclosures of
e-PHI not permitted or
rizquired ur

the KIPAA Privacy Rule,

threats or
e-PHL i our

complhi

Henn



HIPAA for Business Associates

Introduction tJMediaPRO

Real People, Real Stories

When you visit a healthcare professional. you trust that your information will remain pivate. You expact that your medical
records will be accessed only by those with & legitimate need to know, even though that information will pass through the
hands of dozens of employees, from registration staff to clinical employees to third-party services.

As a service provider to the healthcare indusiry, we are considered a Business Associate; and whether we handle
information in a doctors' office, hospital, insurance company, or in another organization In the health industry, cur clients
and their patients are trusting us to treat information regponsibly. Bul sometimes carelessness or misguided intentions
keep this from happening.

Check out what could happen if private health information isnt protected.

HIH 20l 0

HIPAA for Business Assaciates

’Introd uction @MediaPRO

Medical identity Theft

« Recently, | received an Explanation of Benefits
statement containing charges for services | did
notreceive,

It turns out that someone had accessed my health
information and used my Insurance to pay for
repeated office visits and treatments. It's going to
take months to fix this, **

iy

3.1.1.3.24.9 The Minimum Necessary Standard - Yes, Sample below



HIPAA for Business Associates -
_Using and Disclosing PHI @ MediaPRO

X
Permitted Disclosures

i We stick to the rules of our BAA, but I'll also need access to
PHI if 'm going to manage our organization, right? 5

Next Scenario

PH! can be disclosed in this circumstance.
We may use PH! if required to help us manage and administer our orgenization
so that we can live up to our BAA. However, even with this in mind, we must

always disclose the minlmum necessary informaticn, 14

SNSRI ol g




3.1.1.3.24.10 Business Associate Agreements - Yes, Sample Below

HIPAA for Busiress Associates .
Using and Disclosing PHI &MediaPRO
Business Associate Agreements

We sign Business Associate Agreements (BAAs) with our customers,

which outline the actions required for us to use and disclose PH. Ve are

contractually and legally obligated 1o incorporate appropriate use and

disclosure requirements into our business processes.

Likewise, we are also obligated by law to provide similar written
agreements to our subcontractors that address their obligations for
using, disclosing, and safeguarding PHI.

To continue, click » NEXT.

st Aoty

3.1.1.3.24.11 Patient Rights- Yes, Sample Below

HIPAA far Covered Entities o
Rights of Individuals . ©Mederro
Rights of Individuals

HIPAA isn't just about protecting information; it also gives Individuals a varlety of rights
that must be upheld. It's your duty to see that these rights are respected.

File a complaint

Amend 1egarding the

i NIVECY GF Security
their P Privacy of security

Obtaina paper . of their Pt
copy of the

Inspect and :

request a copyof

their medital ]

records

of thair PHi by
alternative means

SCRITH 2 0l 6



3.1.1.4 Yes. MediaPRO's Privacy and Cybersecurlity Training Solution includes Role Based Training.

Al 33 Courses (23) Views (G

LaE &
PQl Secutity Stendards for IT ana Beck Office

PCI Security St for A 9

Personal Information Mini

Privacy for Call Cemers

Frivacy for Human Resources (HR)
Privacy for Information Technology {IT)
Privacy for Legal Frotessionals

Privacy for Managers

Privacy for Sales 8ad Marketing Pro‘essionals
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3.1.1.5 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution supports 25,000+ active users

{employees and on-site contractors).

SERSED RSN K T I



3.1.1.6 MediaPRO’s Privacy and Cybersecurity Training Solution Is compatible with muitiple tracking

standards including SCORM 1.2. The solution is easily hosted in MediaPRO’s LMS and any other LMS
supporting SCORM 1.2 SCORM 2004 or AICC tracking standards.

Configure the Course

From here, you may edit the project and course name, as welf ag add any additional features
ProjectName:
| PCl Security Standards for Managers - Copy

Course Name: .
PC} Security Standards for Managers

Features

Tracking:
r
i None

Scomm 1.2

Scorm 2004

AlCC

PassingScore L .
180 %
& Max Quegtions

10

3.1.1.7 Yes. MediaPRO's Privacy and Cybersecurity Training Solution allows for additional 3

party
SCORM compliant courses to be uploaded.

3.1.1.8 Yes. MediaPRO’s LMS integrates with Microsoft Active Directory solutions. LDAP integration can
be developed using AP| keys.



3.1.1.9 Yes. MediaPRO'’s Privacy and Cybersecurity Training Solution is branded with the West Virginia
State Seal and Office of Technology Logos.

PCI Security Standards for
Managers

office of
technology




3.1.1.10 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution contains appropriate imagery and
can be customized to contain West Virginia-specific graphics.

3.1.1.11 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution contains a customer-customizable
Resources section.

Resource Page

The resov:ice page allows you to agd content that may not be present inthe covrse, Fer example, contact infe-maticn or 9 list of links to ¥our organizations palicles.

e AlnTtine s e e e e
Links & Documents

Policies and Procedures
«insert URL>

. Contacts
Myt have questions about our organization's policies and procedyres, contact:
<Name>

" <Tite
<Phone number»

- «E-mall address>




3.1.1.12 Yes. MediaPRO's Privacy and Cybersecurity Training Solution generates optional Certificates of
Completion.

Certificate of Completion

This is to certify that
[FIRST_NAME] [LAST_NAME]

Has successfully completed [COURSE_TITLE])
In the field of Privacy and Information Security

\

[FIRST_NAME] [LAST_NAME]




3.1.1.13 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution provides options for course rollout
assistance, specifically including:

3.1.1.13.1 Yes. Launching an entire course

Assembs the Course Content Erearane @
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3.1.1.13.2 Yes. Launching sections of a course

Assembie the Course Content

Shtwe e O

= Preventing Phwshing Shortened Version
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b

* Prgties Security
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+ et Canputing

4 Privicy ond Parsonst infermarion

7 viutn

o X wrrpnata

4 Guabet Privacy Lawe scd Reguictions * P womng e

+ Serutly Awatatws for Priieged Users:

[ A TR ) .
4 Mentlly Thef
* & P Pyt
* PCI0sts Becurity Siandady
- y s mend DT IES A S AT MY B Gk B PN i s AR
* Proventing Poishing -

* Protociimy e Raadting Oe1e
* Records Manaoemnt e
AP ITNY? FUuE PO i P Satt AS N SN TV (L o b e

3.1.1.13.3 Yes. Noting students as “passed” or “not started” or “in progress”



3.1.1.13.4 Yes. Customizable pass or failed percentage and number of assessment questions

LJ 1 1cieen

Assessment

| 80 L%
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F Max Questions
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| 3 Audio

(O Foree Linear Navigation



3.1.1.14 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution Includes knowledge checks and
graded assessments.

Security Awareness
Protecting and Handling Data

Knowledge Check

"
Now It's time to check your knowledge of Identity theft. Taka @ | IF
moment to answer the following questions. *  Confidential information and Restricted Information
i - are synonymous, and recelve the same leval of l
8 Read the uestions and then click the best answer - pratection, ]
from the cholces provided. When you are finished, ; |
click NEXT QUESTION. To continue, click NEXT. : D False 5

? [ e

PRIASIV

SCRLCN B of 9

PCI Security Standards for Managers .
Assessment _

1010

. NEXT l
QUESTION
Question: 1

Once authorized and granted visitor badges, vendors should be granted access only to areas necessary to
perform thelr work.

I
%
- True

-,

: False



3.1.1.15 Yes. MediaPRO's Privacy and Cybersecurity Training solution provides training options of
varying lengths, including courses targeted between 30 and 45 minutes of educational content.

Al (37) Courses {17) Vigeos (10} Lotieles {31 Forters {5) Games i2)
Sortby 'Nn'me SAce e
NvE & “UHIEN Tt LENGTH ALTIOuE

—

. PCI Securhty St for Manag Course 24m &N A
. PCl Securlty Standards on the Phone and Onling Course 16m LN - N
. Physical Sacurtty Min{ Course &m ot H &
. Seturity + Course 26m oL H &
. Security + PCI Counse 40m @ % B &
. Security Awarenpss Course 1h @ L m &
. Security A for Privileged Users Course 16m @ & B &
o Security Basies Course 28m @ & E &
0 Security Refiasher Course 11m o & H &

1.




3.1.1.16 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution provides a phishing simulator
along with training if an end user fails the phishing simulation.

Mot e
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3.1.1.17 Yes. MediaPRO's Phishing Simulator provides predesigned and editable phishing templates for
users conducting the simulation.

© Emells 21 padingFage B Cuzo oemat Seteqram.

Show[ 30 wlorums  Comptiotyisg l'smml_-___—:__]

pag o LI T LANGNGPASE T Lgmagt 7 caivcoens ATBOINT C
Adbrtr by The et U mturiog " s L v Bmiryary n
Frong iw s by rieKrg ak . Brivveg ey TR g
Vo

Arpvtlaiur e ArStiony! Jpanoy W tha saupe sbost hew lnag YouTaoe The @ v Govervmert aﬁ
GINEROg Shpen 1o reary. Londvy Fage o

®

e ean, Coreay APSLID IZ00AY wipd e AL Kt hew b By YeaToza TPt v [T a
[T 1 L6593 Face =

.

ATarwes Spael ¢ A wreg the q ¥ou Taae The Bae L Rz uf
i ; : Lonay Poge -

L&

& 11t 7 s A bepudar il shCEEeng spoice o, P & Red v Do Evyy ‘a
mm-nimwcinn;.hmmnqknmm B

ey L 2

Ty O your Anugon Rrwva:s Tou ook Tt By [ 4 e B

=R

' B U & Numo- A v = o= - BEi™ oo @ @ X o> 7 BFnsninge InsertFienss e

ufgm)).umnhumektom Vs ing add,
Butyou can have it too:
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Givamo a call when you get this.

Thank vou,

Andrew Gatiop

Sent from my iPad

{ On Fn. Sapt 29, 51 0001, {{Emait) wrote:



3.1.1.17.1 Yes, Customization includes all elements of the e

and the web address the end user may click on.

Neme
" Cony of Accounting Spear Phizhing

Description

The sender encourages te eccountng recipient o view a0 ivwsice by clicking 8 fink,

E-mall Category

Phishing links appear to come from:
https:/f . stvzorOn-gedruss

Landing Page
Accounting Spear Phishing Landing Page

| Select Landing Paga b

E-malt From

‘nvoice
C Enter your own emah domain
Subject Line

RE: FW: mogt recent invoice

Body

E-mafl Complexity
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But you can have it too:
nvpicePortal

Give me a call when you get this,
‘Thank you,

Andrew Gallop

Sent from my iPag

Oa Fri, Sept 29, 0t 00:01 , {{ Email J) wrate:

Sinbankv.com

mail message itself, including attachments
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3.1.17.2 Yes. Predesigned templates mimic current real-world phishing attacks. New templates are
released weekly.
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3.1.1.18 The phishing simulator does not support multi-factor authentication for log-in. The solution
does support SSO.

3.1.1.19 Yes. The phishing simulator integrates with Microsoft LDAP.



3.1.1.20 Yes. The phishing simulator provides reports, visuals and graphs showing user interactions.
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3.1.1.20.1 Yes. reports can be exported as .csv

{ taonee beper 2020ENT- 513 e

3.1.1.20.2 Yes. Reports can be generated for specific end-users and specific statuses.
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3.1.1.21 Yes. Phishing simulator supports manuall
them on the specified date.
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3.1.1.22 Yes. The Phishing simulator includes a reporting option for the end users to report phishing
emails and track the reporting statistics for testing campaigns.
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3.1.1.22.1 Yes. The reporting option can be used for sending all reported phishing emails to the Office
of Technology.

3.1.1.22.2 MediaPRO does not analyze malicious email with the reporting tool.



3.1.1.23 Yes. The phishing simulator provides ability to test for user input e.g. data entry of username,
password, etc.
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3.1.1.24 Yes. The phishing simulator supports attachments.

Landing Page Attachments [~ ]
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3.1.1.25 Yes, The phishing simulator provides statistics on: users that click on links, provide credentials,
time stamps for interactions. Training results include user performance on phishing training,
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3.1.1.26 Yes. The phishing simulator supports phishing campaigns of 5,000 or more users/email
addresses,



3.1.1.27 Yes. The phishing simulator provides end-user education options in the form of educational
landing pages and training modules.
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&MediaPRO

That'’s a phishing scam, and
you took the bait!

Cyber criminals use compeliing e-mail messages o trick
you into clicking a link or downloading an attachment. Gnee
you've clicked, they steal sensltive information or install
malicious software on your compurer.

Delete scam messages. of move them to your spam folder,
without clicking the link.

Here ate some things to watch for next time:

Take a closer
{ook at the brand
logo. t ‘

Take a closer

look at the S

A m’m Lot ]

company name.

Did you purchase
this application?
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Mm phishing scam, and you took
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You should have deletes massage or moved it
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For more N preventing phishing, check
«l:w’ Informattan on p 0 phishing,

3.1.2 Supporting documentation shared in line with responses.

3.1.3 Renewal options included on Pages 1-4 of bid documents and in below pricing proposal.



HIPAA for Covered Entities

Enforcement and Breach Notification BMediaPRO

HIPAA Enforcement and Penalties

Any impermissible release, acquisition, use, or disclosure of PHI can bring significant risks to our
organization, ranging from fines to criminal penalties. These monetary penalties and legal
sanctions exist to discourage incidents from occurring and provide consequences fer thase who
violate HIPAA rules and regulations.

We're legally sccountable to HIPAA regulations, but we also follow privacy and security best
practices 1o protect customers and patients. It's the right thing to do.

3.1.1.3.24.7 HIPAA Breach Notification Rule — Yes, Sample below

HIPAA for Covered Entities .
Enforcement and Breach Notification _ V@Medn;l_’R_Oﬁ

Enforcement and Breach Notification

When you suspect a breach~no malter how miner it may appear—it must be reportad immediately through our
Incident reporting process. Reporting incidents Immediately can help prevent simple mistakes from tuming into
catastrophic breaches. If the Incident is determined to be a breach, we must make certain notifications.

SCMINS ol 2

3.1.1.3.24.8 The Importance of Confidentiality — Yes, Sample below



amo roues des]

CoPwctement o fhugekng A

Conlact  Qefaufl Vahes  Discount ; Decument infonination  Clarifeation Request
i Procurement Folder: 764852 80 Doc Code: CRFQ
Procunement Type: Central Contract - Foxed Amt $0 Dept: 0210
VendoriD: 000000230362 & 80 Do (D: ISC2100000005
Legal Name: MEDIAPRO HOLOINGS LLG Fublished Date: 95720
AlAsiDBA: Close Data: 91620
Total Bld: $358,000,00 Ctose Time: 13:30
Response Oate: 0872172020 Status: Closed
Peeposia Thoe: 350h Sollcitation Deseription: W Tralnlng C
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Department of Administration State of West Virginia

: Purchasing Division H

s ) 2019 Washington Street East Solicitation Respanse
Post Office Box 50130

Charleston, WV 25305-0130

Proc Folder: 764852

Solicitation Description: Security/Privacy Training (0T21024)

Proc Type: Central Contract - Fixed Amt
Solicitation Closes Solicitation Response Version
2020-08-16 13:30 SR 0210 ESR08212000000001173 1
VENHOR
000000230362
MEDIAPRO HOLDINGS LLC

Solicitation Number: CRFQ 0210 1SC2100000005

Total Bid: 358000 Response Date:  2020-08-21 Response Time:

Comments:

20:09:55

FOR INFORMATION CONTACT THE BUYER
Jessica S Chambers

(304) 558-0246

fessica.s.chambers@wv.gov

Vendor
| Signature X FEIN# DATE

All offers subject to all terms and conditions contained in this solicitation

Dale Printed:  Sap 16, 2020 Page: 1

FORM ID: WV-PRC-SR-001 2020/05




Line Comm Ln Desc Qty Unit iIssue Unit Price Ln Total Or Contract Amount

1 Privacy and Cybersecurity Training Solution  1.00000 EA 89500.000000 89500.00
Comm Code Manufacturer Speclfication Model #
43232502

Commodity Line Comments: Additional customizations priced at $225 per hour

Extended Description:

Specification 3.1.1. Vendor must provide a Lump Sum Cost for Year One Contract Services.

Line Comm Ln Desc Qty Unit issue Unit Price Ln Total Or Contract Amount
2 Privacy and Cybersecurity Training Solution - 1.00000 EA 89500.000000 89500.00
Optional YR2
Comm Code Manufacturer Specification Model #
43232502

Commodity Line Comments: Additional customizations priced at $225 per hour

Extended Description:

Specification 3.1.3. Vendor must provide a Lump Sum Cost for Year Two Contract Services.

Line  Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
3 Privacy and Cybersecurity Training Solution - 100000 EA 89500.000000 89500.00
Optional YR3
Comm Code Manufacturer Specification Model #
43232502

Commodity Line Comments: Additional customizations priced at $225 per hour

Extended Description:

Specification 3.1.3. Vendor must provide a Lump Sum Cost for Year Three Contract Services,

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
4 Privacy and Cybersecurity Training Solution - 1.00000 EA 89500.000000 89500.00
Optional YR4
Comm Code Manufacturer Specification Model #
43232502

Commodity Line Comments: Additional customizations priced at $225 per hour

Extended Description:

Specification 3.1.3, Vendor must provide a Lump Sum Cost for Year Four Contract Services.

Date Printed:  Sep 16, 2020 Page: 2 FORM ID: WV-PRC-SR-001 2020105



tMediaPRO

Cybersecurity & Privacy Education

1 Year with Option to Renew

Enterprise TrainingPack 25,000 12 $54,765.00
Phishing Simulation Tool 25,000 12 $9,735.00
Learning Management System 25,000 12 $25,000.00
(LMS)

Professional Services $225 per hour

Customizations)

Investment Summary: $89,500.00

Description of Your Products and Services =

nterprise Training Pack includes:
® Access to a designated TrainingCenter site to manage your TrainlngPack contents and Authorized Users
s Alltraining courses from our Security and Privacy Awareness TrainingPacks (includes full length, role-based,
microlearning, and specialty courses)
¢ Security- and Privacy-themed reinforcement library of videos, posters, articles, and games
Abllity to brand, configure, and build-your-own courses
® Customer Success and Support via e-mail, phone, and Online Support Center

Phishing Simulation Tool includes:

®  Access to a unique phishing site for the duration of the Term

Unlimited access to pre-buiit phishing campaigns, email templates, and landing pages
Ability to create your own campalgns and phishing e-mail templates

Unlimited use of USB Campaigns

Unlimited use of Find-a-Phish reporting tool

Dashboard for campaign activity and most and least risky targets by group

Learning Management System (LMS) Includes:

Access to a unique LMS site for the duration of the Term

Set-up and configuration/branding of the LMS

Load of initial Authorized Users and unlimited proof of completion reporting for all Authorized Users

Ongoing support for the deployment of MediaPRO licensed content only

Unless otherwise defined within a separate Managed Services Agreement, Customer will self-administer the LM$
Subscription




N
A CORD® CERTIFICATE OF LIABILITY INSURANCE vartarzozo

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER,

IMPORTANT: If the cerfificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed,
if SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, cortaln policies may require an endorsement, A statement on

this certificate does not confer rights to the certificate holder in lieu of such endorsement(s),
PRODUCER WAFB77030  1-206-343-23335 _W!

E:

AssuredPartners of Washington, LLC PHONE lm
AssuredPartners of Wash. Ins. Agency, LIC CA Lic 0K61066 {A/C, No):
1325 Fourth Avenue, Suite 2100 | ADDRERS;

| INSURER(S) AFFORDING COVERAGE HAICS
Seattle, WA 98101 SURER A: TRAVELERS PROP CAS CO OF AMER 25674
INSURED INSURER B: TRAVELERS IND CO 25658
MediaPro Roldings, LLC INSURER G :
20021 120th ave. N.E, | INSURERD : _

INSURER E :
Bothell, WA 98011 INSURER F :

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRI

TYPE OF INSURANCE Nsp| POLICY NUMBER i
A | X | COMMERCIAL GENERAL LIABILITY ZPP41M75866 04/14/20 | 04/14/21 EAGH OCCURRENGE $ 1,000,000
cLamsmace [X ] occur | PREMBE =D |'s 300,000
MED EXP (Any one $ 10,000
: ! | PERSONAL & ADVINJURY | 5 1,000,000
GENL AGGREGATE LIMIT APPLIES PER: | GENERAL AGGREGATE $ 2,000,000
poucy [ | 58S [X ] 00 PRODUCTS - COMPIOP AGG | 3 2,000,000
OTHER: 3
B | AvroucsuELABLITY BAZKE9457A 04714720 WWE oy C-ELMT 873060, 000
|| Awraumo BODILY INJURY (Per person) | $
|| Ly ACHEDULED BODILY INJURY {Per gociders)| §
¥ | HIRED NON-OWNED s
| X | auros ony AUTOS ONLY | (Por accident)
$
A | X |uMBRELLAUAS | X [ oo CUPON365248 04/14/20 | 04/14/21 | gacy occunrence s 5,000,000
EXCESS LIAB CLAMS-MADE AGGREGATE s 5,000,000
oEp | X | rerenions 10,000 $
A [NONERS CoNPRISATION n ZPPALMISE66 - WA STOP GAP04/14/20 [04/14/21 | | Boarure | X G0
ot el N YR |ELEACHACCDENT |3 1,000,000
"mmmmu | EL. DISEASE - EA ENPLOYEE § 1,000,000
ogémmonomrwmusum E.L DISEASE- POLICYLIMIT | § 1,000,000

DESCRIPTION OF OPERATIONS  LOCATIONS / VEHICLES {ACORD 101, Addit'onal Romarke Schedule, may be attachod f more spaca Is regulrad)

Blanket Additional Insured and Waiver of subrogation applies as required by written econtract.

CERTIFICATE HOLDER CANCELLATION
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE GANCELLED BEFORE
MediaPro Holdings, LLC THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.
20021 220th Ave. N.E. AUTHORIZED REPRESENTATIVE
Bothell, WA 98011 ;Dw..s&, w}wo
| USA
© 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
DaveHammond

59041710



COMMERCIAL GENERAL LIABILITY

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

TECHNOLOGY XTEND ENDORSEMENT

This endorsement modifies insurance provided under the following:
COMMERCIAL GENERAL LIABILITY COVERAGE PART

GENERAL DESCRIPTION OF COVERAGE - This endorsement broadens coverage. However, cover-
age for any injury, damage or medical expenses described in any of the provisions of this
endorsement may be excluded or limited by another endorsement to this Coverage Part, and
these coverage broadening provisions do not apply to the extent that coverage is excluded
or limited by such an endorsement. The following listing is a general coverage description
only. Limitations and exclusions may apply to these coverages. Read all the provisions of
this endorsement and the rest of your policy carefully to determine rights, duties, and what
is and is not covered.

A. Reasonable Force Property Damage - J. Blanket Additional insured - Lessors Of
Exception To Expected Or Intended In- Leased Equipment
jury Exclusion
B. Non-Owned Watercraft Less Than 75 K. Blanket Additional Insured - Persons Or
Feet Organizations For Youwr Ongoing Opera-
tions As Required By Written Contract
Or Agreement
Aircraft Chartered With Pilot L. Blanket Additional Insured - Broad Form
Vendors
D. Damage To Premises Rented To You M. Who Is An Insured - Unnamed Subsidi-
aries
E. Increased Supplementary Payments N. Who Is An Insured - Liability For Con-
PP v ray duct Of Unnamed Partnerships Or Joint
Ventures
F. Who Is An Insured - Employees And 0. Medical Payments - Increased limits
Volunteer Workers - First Aid
Who Is An Insured - Employees - Su- P. Contractual Liability - Railroads
pervisory Positions .
H Who Is An Insured - Newly Acquired Or Q. '620(‘5";::3:3 And Notice Of Occurrence

Formed Organizations

. Blanket Additional Insured - Owners, B.  Unintentional Omission
Managers Or Lessors Of Premises
§. Blanket Waiver Of Subrogation

PROVISIONS age” expected or intended from the
standpoint of the insured. This exclu-

A. REASONABLE FDRCE PROPERTY DAMAGE -~ sion does not a T i
EPTION CTE pply to “bodily injury
EXCEPTH T0 EXPECTED OR INTENDED or “property damage” resulting from
INJURY EXCLUSION the use of reasonable force to protect

The following replaces Exclusion a, Ex- any person or property.
pected Or intended Injury, in Paragraph 2., B, NON-OWNED WATERCRAFT LESS THAN 75
of SECTION | - COVERAGES - COVERAGE FEET

A Bﬂl:ll.Y INJURY AND PROPERTY DAMAGE The following replaces Paragraph (2) of

ILITY:
LABLLITY. Exclusion g., Aircraft, Auto Or Watercraft, in
a. Expected Or Intended Injury Or Damage Paragraph 2. of SECTION | - COVERAGES -
“Bodily injury” or “property dam- ﬁgﬂéﬁl :B lﬂge_llv INSJURY AND PROPERTY
CG D4 17 01 12 © 2012 The Travelers Indemnity Company. All rights reserved, Page 1 of 6

includes copyrighted material of insurance Services Oftice, Inc. with its permission.



Page 2 of 6

(2) A watercraft you do not own that
is:

(@) Less than 75 feet long; and

{b) Not being used to carry any per-
son or property for a charge.

AIRCRAFT CHARTERED WITH PILOT

The foliowing is added to Exclusion g,
Aircraft, Auto Or Watercraft, in Paragraph
2 of SECTION 1 - COVERAGES -
COVERAGE A BODILY INJURY AND
PROPERTY DANAGE LIABILITY:

This exclusion does not apply to an
aircraft that is:

(@} Chartered with a pilot to any in-
sured;

(b) Not owned by any insured; and

(c} Not being used to carry any person
or property for a charge.

DAMAGE TO PREMISES RENTED TO YOU

1. The first paragraph of the excep-
tions in Exclusion |J, Damage To
l’roseltgi‘ in Paragraph 2. of SECTION |
- COVERAGES - COVERAGE A BODILY
INJURY AND PROPERTY DAMAGE
LIABILITY is deleted.

2. The following replaces the last
paragraph of Paragraph 2., Exclu~
sions, of SECTION | - COVERAGES -
COVERAGE A BODILY INJURY AND
PROPERTY DAMAGE LIABILITY:

Exclusions ¢., g. and h, and Para-
graphs (1), {3) and {4) of Exclusion |.,
do not appl( to “premises damags”.
Exclusion f.(1l@ does not apply to
“premises damage” caused by fire
unless Exclusion f. of Section [ -
Coverage A - Bodily Injury And
Property Damage Liability is re-~
placed by another endorsement to
this Coverage Part that has Exclu-
sion - All Pollution Injury Or Dam-
age or Total Pollution Exclusion in
its title. A separate limit of insur-
ance applies to “premises damage”
as described in Paragraph b. of Sec-
tion lll - Limits Of Insurance.

3. The following replaces Paragraph 6.
of SECTION Wl - LINHTS OF
INSURANICE:

6. Subject to 5. above, the Damage
To Premises Rented To You
Limit is the most we will pay
under Coverage A for damages
because of “premises damage”
to any one premises.

The Damage To Premises Rented
To You Limit will be:

© 2012 The Tiavelers Indemnity Company. All rights reserved.

a The amount shown for the
Damage To Premises Rented To
You Limit on the Declarations
of this Coverage Part; or

b. $300.000 if no amount is shown
for the Damage To Premises
Rented To You Limit on the
geclarations of this Coverage
art.

4. The following replaces Paragraph a. of

the definition of “insured contract” in
the DEFINITIONS Section:

a. A contract for a lease of premises.
However, that portion of the con-
tract for a lease of premises that
indemnifies any person or organiza-
tion for “premises damage” is not
an "insured contract”;

The following is added to the

" DEFINITIONS Section:

“Premises damage” means “property
damage” to:

a Any premises while rented to you
or temporarily occupied by vyou
with permission of the owner; or

b. The contents of any premises while
such premises is rented to you, if
you rent such premises for a pe-
riod of seven or fewer consecutlve
days.

The following replaces Paragraph
4b.(1)b) of SECTION IV - COMMERCIAL
GENERAL LIABILITY CONDITIONS:

(b) That is insurance for “premises
damage”; or

. Paragraph 4.b(1)l¢c) of SECTION IV -

COMMERCIAL GENERAL LIABILITY
CONDITIONS is deleted.

INCREASED SUPPLEMENTARY PAYMENTS
1. The following replaces Paragraph 1.b.

of  SUPPLEMENTARY  PAYMENTS -
COVERAGES A AND B of SECTION 1 -
COVERAGES:

b. Up to $2,500 for cost of bail
bonds required because of acci-
dents or traffic law violations aris-
ing out of the use of any vehicle
to which the Bodily Injury Liability
Coverage applies. We do not have
to furnish these bonds.

. The following replaces Paragraph 1.d.

of  SUPPLEMENTARY  PAYMENTS -
COVERAGES A AND B of SECTION | -
COVERAGES:

d. All reasonable expenses incurred by
the insured at our request to assist
us in the investigation or defense
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of the claim or “suit”, including
actual loss of earnings up to
$500 a day because of time off
from work.

F. WHO IS AN INSURED - EMPLOYEES AND
VOLUNTEER WORKERS - FIRST AID

1. The following is added to the defi-
nition of "occurrence” in the
DEFINITIONS Section:

Unless you are in the business or
occupation of providing professional
health care services, “occurrence”
also means an act or omission
committed by any of your “em-
ployees” or “volunteer workers”,
other than an employed or volunteer
doctor, in providing or failing to
provide first aid or "Good Samari-
tan services” t0 a person.

2. The following is added to Paragraph
2.a(1) of SECTION Nl -~ WHO IS AN
INSURED:

Unless you are in the business or
occupation of providing professional
health care services, Paragraphs (1
Ha), (b), (c) and (d) above do not ap-
ply to “bodily Injury” arising out of
providing or failing to provide first
ald or "Good Samaritan services”
by any of your "employees” or
“volunteer workers”, other than an
employed or volunteer doctor. Any
of your “employees” or “volunteer
workers” providing or falling to
provide first aid or "Good Samari-
tan services” during their work
hours for you will be deemed to be
acting within the scope of their
employment by you or performing
duties related to the conduct of
your business.

3. The following is added to Paragraph
8. of SECTION Il - LIMITS OF
INSURANCE:

For the purposes of determining the
applicable Each Occurrence Limit, all
related acts or omissions commit-
ted by any of your “employees” or
“volunteer workers” in providing or
failing to provide first aid or “Good
Samaritan services” to any one per-
son will be deemed to be one “oc-
currence”.

4. The following is added to the
DEFINITIDNS Section:

“Good Samaritan services” means
any emergency medical services for
which no compensation is demanded
or received.

CG D4 17 01 12

© 2012 The Travelers indemnily Company. All rights reserved.

G. WHO IS AN INSURED - EMPLOVEES -

SUPERVISORY POSITIONS

The following is added to Paragraph 2.a.(1)
of SECTION |l - WHOD IS AN INSURED:

Paragraphs (1)la), (b) and {¢) above do not
apply to "bodily injury” or “personal in-
jury” to a co-"employee” in the course of
the co-"employee’'s” employment by you
arising out of work by any of your “em-
ployees” who hold a supervisory position.

WHOD IS AN INSURED - NEWLY ACQUIRED OR
FORMED ORGANIZATIONS

The following replaces Paragraph 4. of
SECTION 11 - WHO IS AN INSURED of the
Commercial General Liability Coverage
Form, and Paragraph 3. of SECTION N -
WHO IS AN INSURED of the Global Com-
panion Commercial General Liability Cov-
erage Form, to the extent such coverage
forms are part of your policy:

Any organization you newly acquire or
form, other than a partnership or joint
venture, of which you are the sole owner
or in which you maintain the - majority
ownership Interest, will qualify as a
Named Insured if there is no other insur-
ance which provides similar coverage (o
that organization. However:

a. Coverage under this provision is af-
forded only:

(1) Until the 180th day after you ac-
quire or form the organization or
the end of the policy period,
whichever is earlier, if you do not
report such organization in writing
to us within 180 days after you
acquire or form it; or

(2) Until the end of the policy period,
when that dale is later than 180
days after you acquire or form
such organization, if you report
such organization in writing to us
within 180 days after you acquire
or form it, and we agree in writing
that it will continue to be a Named
insured until the end of the policy
period;

b. Coverage A does not apply to “bodily
injury” or “property damage” that oc-
curred before you acquired or formed
the organization; and

¢. Coverage B does not apply to “per-
sonal injury” or “advertising injury”
arising out of an offense committed
before you acquired or formed the or-
ganization.
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1. BLANKET ADDITIONAL INSURED - OWNERS,
MANAGERS OR LESSORS OF PREMISES

The following is added to SECTION I -~
WHO 1S AN INSURED:

Any person or organization that is a
premises owner, manager or lessor is
an insured, but only with respect to li-
ability arising out of the ownership,
maintenance or use of that part of any
premises leased to you.

The insurance provided to such prem-
Ises owner, manager or lessor does
not apply to:

a Any “bodily injury” or “property
damage” caused by an “occurrence”
that takes place, or “personal in-
jury” or "advertising injury” caused
by an offense that Is committed,
after you cease to be a tenant in
that premises; or

b. Structural alterations, new construc-
tion or demolition operations per-
formed by or on behalf of such
premises owner, manager or lessor.

J. BLANKET ADDITIONAL INSURED - LESSORS
OF LEASED EQUIPMENT

The following is added to SECTION i -
WHO 1S AN INSURED:

Any person or organization that is an
eciulpment lessor is an insured, but only
with respect to liability for "bodily in-
jury”, “property damage”, "personal in-
jury” or "advertising injury” caused, in
whole or in part, by your acts or omis-
sions in the maintenance, operation or
use by you of equipment leased to you
by such equipment lessor.

The insurance provided to such equipment
lessor does not apply to any “bodily in-
Jury” or “property damage” caused by an
“occurrence” that takes place, or "per-
sonal injury” or “advertising injury”
caused by an offense that is committed,
after the equipment lease expires.

K. BLANKET ADDITIONAL INSURED - PERSONS
OR ORGANIZATIONS FOR YOUR ONGOING
OPERATIONS AS REQUIRED BY WRITTEN
CONTRACT OR AGREEMENT

The following is added to SECTION Il -
WHO IS AN INSURED:

Any person or organization that is not
otherwise an insured under this Cover-
age Part and that you have agreed in a
written contract or agresment to in-
clude as an additional insured on this
Coverage Part is an insured, but only
with respect to liability for “bodily in~
jury” or “property damage” that:

a Is caused by an "occurrence” that
takes place after you have signed

Page 4 of 6

© 2012 The Travelers Indemnily Company. All rights reserved.

and executed that contract or agree-
ment; and

b. Is caused, in whole or in part, by your
acts or omissions in the performance
of your ongoing operations to which
that contract or agreement applies or
the acts or omissions of any person
or organization performing such opera-
tions on your behalf.

The limits of insurance provided to such
insured will be the Ilimits which you
agreed to provide in the written contract
or agreement, or the limits shown in the
Declarations, whichever are less.

BLANKET ADDITIONAL (NSURED - BROAD
FORM VENDORS

The following is added to SECTION Il -
WHO 1S AN INSURED:

Any person or organization that is a ven-
dor and that you have agreed in a written
contract or agreement to include as an
additional insured on this Coverage Part
is an insured, but only with respect to li-
ability for “bodily injury” or “property
damage” that:

a. Is caused by an “occurrence” that takes
place after you have signed and exe-
cuted that contract or agreement; and

b. Arises out of "your products” which
are distributed or sold In the regular
course of such vendor's business.

The insurance provided to such vendor Is
subject to the following provisions:

a The limits of insurance provided to
such vendor will be the limits which
you agreed to provide in the written
contract or agreement, or the limits
shown in the Declarations, whichever
are less.

b. The insurance provided to such vendor
does not apply to:

{1) Any express warranty not author-
ized by you;

{2) Any change in “"your products”
made by such vendor;

(3) Repackaging, unless  unpacked
solely for the purpose of Inspec-
tion, demonstration, testing, or the
substitution of parts under instruc-
tions from the manufacturer, and
then repackaged in the origlnal con-
tainer;

(4) Any failure to make such Inspec-
tions, adjustments, tests or servic-
ing as vendors agree (o perform or
normally undertake to perform in
the regular course of business, in
connection with the distribution or

sale of “your products”;
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(5) Demonstration, installation, ser-
vicing or repair operations, ex-
cept such operations performed
at such vendor's premises in
connection with the sale of
“your products”; or

(6) “Your products” which, after dis-
tribution or sale by you, have
been labeled or relabeled or
used as a container, part or in-
gredient of any other thing or
substance by or on behalf of
such vendor,

Coverage under this provision does not

apply to:

& Any person or organization from
whom vyou have acquired “your
products”, or any ingredient, part or
container entering into, accompany-
ing or containing such products; or

b. Any vendor for which coverage as
an additional insured specifically is
scheduled by endorsement.

M WHO IS AN INSURED -
SUBSIDIARIES

The following is added to SECTION If -
WHO IS AN INSURED:

Any of your subsidiaries, other than a
partnership or joint venture, that is not
shown as a Named Insured in the Dec-
larations is a Named Insured if:

& You maintain an ownership interest
of more than 50% in such subsidi-
ary on the first day of the policy
period; and -

b. Such subsidiary is not an Insured
under similar other insurance.

No such subsidiary is an insured for
“bodily injury” or “property damage”
that occurred, or "personal injury” or
“advertising injury” caused by an of-
fense committed:

a Before you maintained an ownership
interest of more than 50% in such
subsidiary; or

b. After the date, if any, during the
policy period that you no longer
maintain an ownership interest of
more than 50% in such subsidiary.

N. WHO IS AN INSURED - LIABILITY FOR
CONDUCT OF UNNAMED PARTNERSHIPS OR
JOINT VENTURES

The following replaces the last para-
graph of SECTION )l - WHD IS AN
INSURED:

No person or organization is an insured
with respect to the conduct of any cur-

UNNAMED
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rent or past partnership or joint venture
that is not shown as a Named Insured in
the Declarations. This paragraph does not
apply to any such partnership or Joint
venture that otherwise qualifies as an in-
sured under Section ] - Who Is An In-
sured.

MEDICAL PAYMENTS ~ INCREASED LIMITS

The following replaces Paragraph 7. of
SECTION il - LIMITS OF INSURANCE:

1. Subject to 5. above, the Medical Ex-
pense Limit is the most we will pay
under Coverage C for all medical ex-
penses because of “bodily injury” sus-
tained by any one person, and will be
the higher of:

(a) $10,000; or

(b) The amount shown on the Declara-
tions of this Coverage Part for
Medical Expense Limit.

CONTRACTUAL LIABILITY - RAILROADS

1. The following replaces Paragraph ¢. of
the definition of "insured contract” in
the DEFINITIONS Section:

L. Any easement or
ment;

2. Paragraph f.(1) of the definition of “in-
sured contract” in the DEFINITIONS Sec-
“tion is deleted.

KNOWLEDGE AND NOTICE OF OCCURRENCE OR
OFFENSE

The following is added to Paragraph 2.,
Duties In The Event of Occurrence, Offense,
Claim or Suit, of SECTION IV - COMMERCIAL
GENERAL LIABILITY CONDITIONS:

e. The following provisions apply to
Paragraph a. above, but only for the
purposes of the insurance provided
under this Coverage Part to you or
any insured listed in Paragraph 1. or 2.
of Section H - Who Is An Insured:

(1) Notice to us of such "occurrence”
or offense must be given as soon
as practicable only after the “oc-
currence” or offense Is known to
you {if you are an individual), any
of your partners or members who
is an individual (if you are a part-
nership or joint venture), any of
our managers who is an individual
?i,f you are a limited liabllity com-
pany), any of your trustees who is
an individual (if you are a trust),
any of your “executive officers* or
directors (if you are an organiza-
tion other than a partnership, joint
venture, limited liability company
or trust) or any “employee” author~
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ized by you to give notice of an
“occurrence” or offense.

{2) If you are a partnership, joint
venture, limited liability company
Or trust, and none of your part-
ners, joint venture members,
managers or trustees are indi-
viduals, notice to us of such
"occurrence” or offense must be
glven as soon as practicable
only after the “occurrence” or
offense Is known by:

(@ Any individual who is:

A partner or member of
any partnership or joint
venture;

(i} A manager of any limited
liability company:;

{ii) A trustee of any trust; or

(v} An executive officer or
director of any other or-
ganization:

that is your partner, joint
venture member, manager or
trustee; or

b) Any “employee” authorized
by such partnership, joint
venture, limited liability com-
pany, trust or other organiza-
tion to give notice of an
“occurrence” or offense.

(3) Notice to us of such “occur-
rence” or offense will be
deemed to be given as soon as
practicable If it is given in good
faith as soon as practicable to
your workers’ compensation in-
surer. This applies only if you
subsequently give notice to us
of the "occurrence” or offense
a8s soon as practicable after any
of the persons described in
Paragraphs e. (1) or (2) above
discovers that the "oceurrence”
or offense may result in sums
to which the insurance provided
under this Coverage Part may

apply.
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However, if this policy includes an en-
dorsement that provides limited cover-
age for “"bodily injury” or “property
damage” or pollution costs arising out
of a discharge, release or escape of
“pollutants” which contains a require-
ment that the discharge, release or es-
cape of “pollutants” must be reported
to us within a specific number of
days after its abrupt commencement,
this Paragraph e. does not affect that
requirement.

R UNINTENTIONAL OMISSION

The following is added to Paragraph B.,
Representations, of  SECTION v -
COMMERCIAL GENERAL LIABILITY CONDITIONS:

The unintentional omisston of, or uninten-
tional error in, any information provided
by you which we relied upon in issuing
this policy will not Prejudice your rights
under this insurance, owever, this pro-
vision does not affect our right to collect
additional premium or to exercise our
rights of cancellation or nonrenewal in
accordance with applicable insurance laws
or regulations.

BLANKET WAIVER OF SUBROGATION

The following is added to Paragraph 8.,
Transfer Of Rights Of Recovery Against Oth-
ers To Us, of SECTION IV - MMERCIAL
GENERAL LIABILITY CONDITIONS:

If the insured has agreed in a contract or
agreement to waive that insured's right of
fecovery against any person or organiza-
tion, we waive our right of recovery
against such person or organization, buyt
only for payments we make because of:.

a. "Bodily injury” or “property damage”
caused by an “occurrence” that takes
place; or

b. “Personal injury” or “advertising in-
jury” caused by an offense that is
committed;

subsequent to the execution of the con-
tract or agreement.
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KnewBe4

Human error. Conguered.

KnowBe4 Created Date 11/4/2021 12:25 PM

33 N Garden Avenue, Suite 1200 Expiration Date 11/30/2021

Clearwater, FL Quote Number Q-331431

33755 Us Payment Terms Net 45

Prepared By David Rodgers Contact Name Danielle Cox

Email davidr@knowbe4.com Contact Phone (304) 558-2000

Contact Email danielle.n.cox@wv.gov

Bill to Name West Virginia Office of Technology  Ship To Name West Virginia Office of Technology
1900 Kanawha Blvd E Rm 5 1900 Kanawha Blvd ERm 5
Charleston, WV 25305-0001 Charleston, WV 25305-0001
USA USA

Description Notes

Total Term(Months) 13 Free Months 1

Non Profit Discounting has been applied to this quote.

PRODUCT | DESCRIPTION QrY LIST DISC. SALES TOTAL PRICE
PRICE (%) PRICE
KMSATD | KnowBe4 Security Awareness Training Subscription 25,000 USD5.85 | 40.8 | USD 3.46 USD 86,500.00
Diamond
MediaPro | MediaPro Training Center Access Subscription 1 Year 1 USD 0.00 0.0 USD 0.00 usD 0.00
Grand Total USD 86,500.00
Signature Terms & Conditions
Name Your signature on this quote tells us that you have the authority to
Title make this purchase on behalf of your company and that you agree
to pay within the stated terms. For first year subscriptions, mid-
Date subscription add-ons, and/or upgrades, the subscription period will

begin when we process your order, which is when we receive your
signed quote. For renewal subscriptions, the subscription period

will begin on the day after your current subscription expires. Unless
included on the invoice, customer is responsible for any applicable sales
and use tax. KnowBe4's standard Terms of Service (www.KnowBe4.com/
Legal) and Product Privacy Policy (www.KnowBe4.com/Product-Privacy-
Notice) apply, uniess mutually agreed otherwise in writing.
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Hovanec, Jessica L <jessica.l.hovanec@wv.gov>

CCT ISC21*08 - Paid in Full

1 message

Lore, Andrew C <andrew.c.lore@wv.gov> Wed, Jan 5, 2022 at 2:39 PM
To: Jessica L Hovanec <jessica.l.hovanec@wv.gov>

Jessica,
To clarify CCT ISC21*08, the Security/Privacy, has been paid in full for Year 1. The cost was $89,500 and paid on 03/16/2021. Let me know if you have any

questions - thanks!

Andrew Lore

WVOT Procurement Manager/ISMII
West Virginia Office of Technology
1900 Kanawha Blvd., E.

Building 5, 10® Floor

Charleston, WV 25305

T: 304-352-4944

ey

{

Qrnce o
technology



STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

CONSTRUCTION CONTRACTS: Under W. Va. Code § 5-22-1(i), the contracting public entity shall not award a
construction contract to any bidder that is known to be in default on any monetary obligation owed to the state or a
political subdivision of the state, including, but not limited to, obligations related to payroll taxes, property taxes, sales and
use taxes, fire service fees, or other fines or fees.

ALL CONTRACTS: Under W. Va. Code §5A-3-10a, no contract or renewal of any contract may be awarded by the state
or any of its political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or a related
party to the vendor or prospective vendor is a debtor and: (1) the debt owed is an amount greater than one thousand
dollars in the aggregate; or (2) the debtor is in employer default.

EXCEPTION: The prohibition listed above does not apply where a vendor has contested any tax administered pursuant to chapter
sleven of the W. Va. Code, workers' compensation premium, permit fee or environmental fee or assessment and the matter has
not become final or where the vendor has entered into a payment plan or agreement and the vendor is not in default of any of the
provisions of such plan or agreement.

DEFINITIONS:

“Debt” means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any of its political
subdivisions because of a judgment, fine, permit violation, license assessment, defaulted workers’ compensation premium, penalty
or other assessment presently delinquent or due and required to be paid to the state or any of its political subdivisions, including
any interest or additional penalties accrued thereon.

“Employer default” means having an outstanding balance or liability to the old fund or to the uninsured employers' fund or being
in policy default, as defined in W. Va. Code § 23-2¢-2, failure to maintain mandatory workers' compensation coverage, or failure to
fully meet its obligations as a workers' compensation self-insured employer. An employer is not in employer default if it has entered
into a repayment agreement with the Insurance Commissioner and remains in compliance with the obligations under the
repayment agreement.

“Related party” means a party, whether an individual, corporation, partnership, association, limited liability company or any other
form or business association or other entity whatsoever, related to any vendor by blood, marriage, ownership or contract through
which the party has a relationship of ownership or other interest with the vendor so that the party will actually or by effect receive or
control a portion of the benefit, profit or other consideration from performance of a vendor contract with the party receiving an
amount that meets or exceed five percent of the total contract amount.

AFFIRMATION: By signing this form, the vendor’s authorized signer affirms and acknowledges under penalty of
law for false swearing (W. Va. Code §61-5-3) that: (1) for construction contracts, the vendor is not in default on
any monetary obligation owed to the state or a political subdivision of the state, and (2) for all other contracts,
that neither vendor nor any related party owe a debt as defined above and that neither vendor nor any related
party are in employer default as defined above, unless the debt or employer default is permitted under the
exception above.

WITNESS THE FOLLOWING SIGNATURE:
Vendor's Name: KnOWBe4’ |nC-

Authorized Signature: (P7§k Date: __/{ ~5- 22, /

——

State of Florida -

County of Pinellas , fo-wit:
Taken, subscribed, and sworn to before me this i day of November ,2021,
My Commission expires ,20___.

LAl JESSICA JEAN SHELTON

& o = Gy .". . .
i’,ﬁ‘i\u\:(ﬁ Notary Public - State of Florida

‘3;%‘5%‘5 Commission # HH 104173
~forno My Comm, Expires Mar 14, 2025

S anded through National Notary Assn.

AFFIX SEAL HERE NOTARY PUBLI

Mdavit (Revised 01/19/2018)




