WEST VIRGINIA DEPA OF ADMINISTRATION

I. RESPONSIBILITY

Division Privacy Coordinator, Division Human Resources Coordinator (Division
employee directly responsible for Human Resource activities)

il. PURPOSE

Federal laws, including, but not limited to, the Health Insurance Portability and
Accountability Act of 1996 and the Privacy Act of 1974, as well as State law, require that
certain information be safeguarded. The Department must ensure its compliance with
those laws and the desire to protect citizens’ and employees’ privacy.

lli. SCOPE

This overarching policy applies to all Divisions within the Department of Administration
(Department), including the Secretary’s Office, Boards and Commissions which maintain
confidential information, including protected health information, financial information,
social security numbers, etc. and to all Department employees, contracted personnel,
vendors and all other individuals performing functions on behalf of the Department’s
Divisions.

IV. POLICY

It is the Department’s policy that all members of its workforce, including vendors and
contracted personnel, sign an appropriate confidentiality agreement.

V. PROCEDURE

A. Each Division’s Human Resources (HR) Coordinator (Division employee directly
responsible for Human Resource activities), shall ensure that each employee,
including temporary and contract employees (“employee™), receives an Overview
and signs a Confidentiality Agreement prior to accessing the Division’s
information. The Overview is found in Attachment A and the Confidentiality
Agreement is in Attachment B.
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VI.
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Confidential information shall only be used or disclosed in the official capacity of
employment or contract whichever is appropriate, and at no time shall it be
disclosed or used for a personal or non-work related purpose.

No employee shall have ownership rights or interests in any confidential
information. All data in the Division’s possession is owned by the Division.

At no time shall an employee use confidential information in any way detrimental
to the Department or to any individual whose records reside in a Division’s
control. This prohibition shall not be construed to curtail an employee’s
whistleblower rights under federal and State law. If, in the process of making a
good faith report under the provisions of West Virginia Code § 6C-1-1 et seq. or
the Health Insurance Portability and Accountability Act of 1996, 42 U. S. C.
§1320d, or any other relevant law, an employee finds it necessary to disclose
confidential information to an appropriate authority in accordance with the
applicable statute(s), the disclosure will not be treated as a breach of the
Division’s or Department’s security or privacy policies.

The Division will periodically monitor use of the information systems to ensure
compliance with this policy.

All employees who become aware of a violation of this policy must report any
violations to their Division Privacy Coordinator or Department Privacy Officer,
within one business day of acquiring knowledge of a violation.

Any collection, use or disclosure of information contrary to the confidentiality
agreement, law or Division policy may result in disciplinary action consistent
with the Division of Personnel policy.

The confidentiality agreement shall survive termination of employment or
contract, whichever is applicable.

REFERENCE

A. Section 7 of the Privacy Act of 1974; Public Law 93-579; 5 U.S.C. § 552a (note);

B. Health Insurance Portability and Accountability Act of 1996, Public Law 104-191;

codified at 42 U.S.C. § 1320d (note);
C. West Virginia Code §§ 5SA-8-21 and 22;
D. Executive Order No. 7-03 (March 25, 2003).
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