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DI RECTOR OF OPERATI ONS REGULATI ON

Nat ure of Work

Under adm nistrative direction, this is admnistrative and
supervisory work in the Division of Banking. Responsible for the
supervision and quality control of depository institutions’
operations regulation (e.g. proof, information security, physical
security, transfers, etc.) and perforns advanced | evel
adm ni strative and supervisory duties directing the information
t echnol ogy operations of the Division where operations, policy,
wor k processes, and regul atory requirenents of the section are
conpl ex, varied, and dynam c. Perforns bank conpliance
exam nations, application progranmm ng, systens design, and
managenent and staff devel opnment and support. Coordinates the
activities of various Division personnel to pronote the
ef fectiveness of exam nations. Wbrk requires substantial depth
of understanding and interpretation of the principles, practices,
and regul ations of financial institutions operations. The scope
of responsibility includes planning the operations and procedures
of the unit; directing the work of enployees; devel oping
enpl oyees; evaluating unit operations; devel opi ng budget needs;
researchi ng new procedures and i nprovenents; interpreting
statutes, regulations, and policies. Oversees the devel opnent of
policies, procedures and/or admnistrative directives, directs
t he devel opnent of training prograns and technical research
mat erials affecting exam nation issues and procedures and
oversees inplenentation of prograns. Intra-state and/or inter-
state travel is required. Perforns related work as required.

Exanpl es of Work

Manages subordinates to confirmthat policy and tinefranes are
satisfied in conpliance of operations for financial
i nstitutions.

Conducts exam nations/investigations to assess the security of
proposed financial institutions; assesses, on an aggregate
basis, the condition, integrity and soundness of West
Virginia depository financial institutions per state and
federal regul ations; advises Conmm ssioner of Banking on
operation issues.

Devel ops and executes exam nation policies and procedures.

Oversees the information technol ogy unit; organizes, assigns,
directs and reviews the work of professional and/or
techni cal personnel; conducts performance apprai sals and
makes recomendati ons for pronotions, termnations,
denotions and nerit increases.

Defines and directs conpliance with quality control standards
and state and federal regulations; reviews exam nation
reports for quality control purposes.
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Exanpl es of Work (cont’d)

Conducts neetings with the staff, managenent, and Board of
Directors of supervised financial institutions to present
and di scuss regul atory concerns and recomendati ons for
i mprovenent .

Consults with and assists the Comm ssioner in the
establi shment of agency goals and subsequent planning,
directing, inplenenting, nonitoring and eval uating
achi evenment of goal s.

Recomends the sel ection and assignnent of staff to superiors;
conducts interviews and background eval uations for
prospective enpl oyees.

Det erm nes need for training and staff devel opnent and
provides training or searches out training opportunities.
Anal yzes agency operations and determ nes feasibility and/or

cost.

Anal yzes and establishes information technol ogy unit
procedures and work standards; sets standards for equi pnent
pur chasi ng, mai ntenance and troubl eshooti ng.

Advi ses staff and coordi nates the resolution of hardware and
sof t war e probl ens.

Represents the Division as needed at neetings with other
federal and state governnment agencies, financial institution
executives, and other federal and state regul ators.

Confers with supervisors and exam nati on personnel on a
regul ar basis to assess training needs and current
exam nation issues.

Prepares witten correspondence and reports as necessary.

Know edge, Skills and Abilities

Know edge of applicable state and federal | aws governing
conpliance functions at depository financial institutions.

Know edge of the theory, principles, practices, and
regul ations of financial institutions operations.

Know edge of security neasures, best practices and their
application to financial institutions.

Know edge of conmon Network QOperating Systemnms, Enmil systens
and Network services enployed by state chartered banks.

Skill in conducting security investigations to assess the
security of proposed financial institutions.

Ability to exercise judgnent in collecting data and in witing
narrative interpretations.

Ability to plan and supervise the work of others engaged in
conpliance regulation of financial institutions and the
Di vision’s systens.
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Know edge, Skills and Abilities (cont’d)

Ability to apply state and federal |aws to the operations of
financial institutions and to judge conpliance with said
| aws.

Ability to prepare conprehensive witten reports and to
present such reports orally.

Ability to establish and nmaintain effective working
rel ati onships with associates, financial institutions
enpl oyees and officials.

M ni mum Qual i fications

Tr ai ni ng: Bachel or's degree froman accredited four-year
col l ege or university which included successful conpletion
of nine senester hours in Information Systens, |nformation
Technol ogy or Conputer Science. |In addition, enployees nust
have a current security accreditation, such as the Certified
| nformati on Systens Security Professional (CISSP) from
I nternational Information Systens Security Certification
Consortium Inc. (1SC2); or the Certified Information
Security Manager (CISM or the Certified Information
Security Auditor (CISA) fromthe Information Systens Audit
and Control Association (ISACA) or another industry
recogni zed accreditation.

Substitution: Full-tinme or part-tine equival ent experience as
a state or federal information systens conpliance
institution exam ner, professional conpliance auditor or
operations and regul atory conpliance nanager in a financi al
institution and successful conpletion of nine senmester hours
in Information Systens, Information Technol ogy, or Conputer
Sci ence froman accredited four-year college or university,
may substitute for the required training on a year-for-year
basi s.

Experience: Eight years of full-tinme or equivalent part-tine
pai d experience in information technol ogy regul ati on and/ or
in information technol ogy operations nmanagenent.

Special Requirenment: (1) Miust be bondable. (2) Mist have
avai lability of a vehicle for continuous use on the job.

Est abl i shed: 1/ 19/ 06
Ef fective: 3/ 1/ 06



