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| NFORMATI ON SYSTEMS SPECI ALI ST 2

Nat ure of Work

Under general supervision, perforns full-performance | evel
work in selecting, installing, inplenenting and mai ntai ni ng
multiple platforns and nultiple applications, in particul ar that
associated wth Local Area Network/Wde Area Networks, m d-range
systens and/or |arge systens. Depending upon the assignnent, nay
function as a resource for software support and/or devel op a
conputer literacy curriculumand training for a |arge agency or
mul ti pl e agenci es. Troubl eshoots probl ens which occur in various
networked mcro, mni and mai nframe conputer systens. Trains
users on proper procedures and usage of conputer hardware and
sof tware and/ or assists in devel opnent of custom zed user
training. Evaluates and reconmends software and upgrades. My
specialize in an area of technical expertise such as networKking
t echnol ogi es, data comruni cati ons, hardware support, software
support, training or information technology forensic exam nations
and conducting investigations of conputerized accounting or other
conmput eri zed records systens. Perfornms related work as required.

Di stingui shing Characteristics

This position requires advanced training or experience in a
technical specialty. The Information Systens Specialist 2 is
primarily assigned to installations involving conpl ex
communi cati on needs or integrated solutions involving nultiple
applications and multiple platfornms. Tasks may include hardware
and software selection, inplementation planning and installation,
trai ni ng one-on-one and in a classroom environnent, and providing
on-goi ng support. Incunbents work in projects involving conpl ex
connectivity between departnents, nultiple |locations and nmultiple
platforns. My include full-performance information technol ogy
forensi c exam nations of conmputer hardware, software or records
syst ens.

Exanpl es of Work

Supports end-users via tel ephone and/or site visit regarding
system probl ens such as access and/or security, printer
access and operations (through LAN, m d-range conputer or
| S&C system control units), server based and PC standal one
applications, and/or general systen(s) problens on LAN,
m d-range system and/or access to other systenms (for
exanple I S&C s mai nfranme, federal systens), internet
access, private tinme-sharing conmputer services, or external
dial -up/dial-in access to various systens.
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Exanpl es of Work (cont'd)

Uses di agnostic and/or nonitoring software to identify
probl ens and takes appropriate corrective action, either by
repairing unit or contacting appropriate vendor.

Participates in the review and/ or production of automation
pl ans; information technol ogy and networki ng requests for
har dwar e/ sof t war e; hardware/ software; reviews needs
anal ysis and determ nes applications which could streanmine
the process; may neet with users to clarify work flow or
procedures; researches alternative hardware/software which
could further enhance the system reports to superiors any
probl enms with reconmended course of action.

Pl ans, conducts or assists in group and one-on-one training of
conput er applications and operations software and proper
use of hardware

Devel ops trai ning nodul es and instructional materials.

Revi ews and eval uates vendor training packages to determ ne
benefit to the training system and provides technical
support in its use.

Coordi nates with users, managenent and vendors the |ocal and
remote installation of personal conputers, |ocal area
networks, termnals, printers, conmunication controllers
and ot her information processing equi pnent, including
identifying requirenents and coordi nati ng ot her associ ated
activities such as data cabling and el ectrical upgrades.

Trai ns co-workers on networking setup and operations and
devel ops and nai ntains current LAN docunentati on.

Mai nt ai ns current know edge | evel by researching techni cal
literature and attendi ng cl asses/sem nars, contact
technical staff in other state, federal and private
agencies for information; may wite or supply users with
information to conplete requisition requests or
speci fications.

Tests new hardware or software supplied by vendors to
determ ne the scope of capabilities, accuracy of functions,
and level of user literacy required to operate the system
wites docunentation on hardware and software which have
been tested in-house.

Serves as a forensic exam ner responsible for planning,
coordinating and directing forensic activities; inventories
and exam nes conputer-rel ated evidence such as magnetic
nmedi a storage devi ces, floppy/hard disks, optical disks,
menory cards and magnetic strip cards.



8318

| NFORVATI ON SYSTEMS SPECI ALI ST 2 (CONT' D)

Exanpl es of Work (cont'd)
Provi des techni cal gui dance and assistance to investigators to
prevent data and equi pnent damage.
Trains federal, state and |ocal | aw enforcenent personnel on
conput er exam nation/investigation techniques.
May be required to testify in court on the procedures and
nmet hods used to obtain data.

Know edge, Skills and Abilities

Know edge of capabilities and Iimtations of conputers and
rel ated devi ces.

Know edge of |ocal area and wi de area networking, information
processi ng and communi cati ons concepts and standards.

Know edge of the operations of LAN managenent software and/or
operating systens software, application software and PC
t ool s.

Know edge of PC, mni and nainfrane operating systens.

Know edge of conputer hardware, software and its term nol ogy.

Know edge of proper nethods of evidence handling and storage.

Ability to analyze and eval uate work environnents, conputer
systens, user requirenents and i nformation processes.

Ability to evaluate conplex information systens and under st and
their structure, conponent parts and inter-rel ations.

Ability to clearly report activities and identify potenti al
probl em areas to manager.

Ability to comunicate clearly, both orally and in witing.

Ability to analyze information problens and apply technical
i nformation sol utions.

Ability to conpile information and interpret technical
information in user friendly formats.

Ability to perform conputer forensic exam nations.

Ability to duplicate and preserve digital evidence.

M ni mum Qual i fications

Training: Bachelor’s degree froman accredited coll ege or
uni versity.

Substitution: Three years of full-tinme or equivalent part-
time paid personal conputer or server support experience
may be substituted for the required training. Successful
conpletion of twelve credit hours or the equival ent thereof
of industry recogni zed authorized/certified LAN
adm ni stration, network service/support and/or network
technol ogies training may substitute for one year of the
required training.



8318

| NFORVATI ON SYSTEMS SPECI ALI ST 2 (CONT' D)

M ni mum Qual i fications (cont’d)

Experience: Three years of full-tinme or equivalent part-tine
pai d experience in informati on processing field, one year
of which is experience in |ocal area network adm ni stration
support and/ or networki ng of standal one, mainfrane,

m ni conput er, and LAN connected m croconputers and two
years of which is experience in installation of hardware
and software, support and/or training.

Substitution: Twelve hours of conputer science or data
processi ng may substitute for one year of information
processi ng experience excluding PC and LAN
adm ni strati on support.

FOR FORENSI C I T SPECI ALI ST POSI TI ONS

Trai ni ng: Bachelor’s degree froman accredited four-year
college or university with at |east 20 senmester hours in
conput er science, information technol ogy, information
systens anal ysis, information nmanagenent, mathenmatics,
conput er engi neering, electrical/electronic engineering or
other directly related field.

Substitution: Bachelor's degree froman accredited four-year
coll ege or university and two years full-tinme or equival ent
part-tinme paid | aw enforcenent investigative experience
i nvolving the recovery of evidence from conputers or other
storage nedia nmay be substituted for the 20 senester hours
in the specific disciplines.

Experience: Three years of full-time or equivalent part-tine
pai d experience in information technol ogy forensic
i nvestigations or in conputer systens anal ysis of
accounting/auditing systens.

Substitution: Possession of one of the follow ng
certifications may substitute for the experience: At
Certification Personal Conputer Hardware Course; Network+
Certification; FBlI Conputer Analysis Response Team ( CART)
Field Exam ner Certification Course; or basic conputer
forensic training froma recognized training facility.
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