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Department of Administration
Purchasing Division
2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

State of West Virginia
Solicitation Response

Proc Folder: 1521625

Solicitation Description: Addendum No 1 Enterprise Vulnerability Management SysOT25051

Proc Type: Central Master Agreement

Solicitation Closes Solicitation Response Version

2024-10-08 13:30 SR 0231 ESR10082400000002453 1

VENDOR

VS0000037191
NETWORKING FOR FUTURE INC

Solicitation Number: CRFQ 0231 OOT2500000013

Total Bid: 4219000 Response Date: 2024-10-08 Response Time: 13:05:50

Comments: NFF is offering a Best-of-Breed EVMS solution from Qualys, and is including support from both Qualys and support 
from NFF.

FOR INFORMATION CONTACT THE BUYER
Toby L Welch
(304) 558-8802
toby.l.welch@wv.gov

Vendor
Signature X                                                                     FEIN#                                                       DATE
All offers subject to all terms and conditions contained in this solicitation
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Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
1 3.1.1 - Enterprise Vulnerability Management 

Service - Year 1
1.00000 EA 934500.000000 934500.00

Comm Code Manufacturer Specification Model #
43222503    

Commodity Line Comments: Base Year (Year # 1) -
Includes 35,000 Qualys licenses with modules noted below.
Includes Qualys Hardware Appliance, User/Admin Training, and Support directly from Qualys, as well as from 
NFF (NetActive).
Qualys modules included:
# Q-P-VMDR  /  Qualys VMDR Bundle
# Q-E-PUB-PC  /  Qualys Policy Compliance
# Q-P-PM     /    Qualys Patch Management
# Q-P-CSAM  /  Qualys CyberSecurity Asset Management
# Q-P-CAR    /    Qualys Custom Assessment and Remediation

Extended Description:
Contract Item #1: Enterprise Vulnerability Management Service (EVMS), 35,000 licenses, with required hardware, training and support

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
2 3.1.1 - Enterprise Vulnerability Management 

Service - Year 2
1.00000 EA 919500.000000 919500.00

Comm Code Manufacturer Specification Model #
43222503    

Commodity Line Comments: Year # 2 -  (renewal)
Includes 35,000 Qualys licenses with modules noted below.
Includes Qualys Hardware Appliance, User/Admin Training, and Support directly from Qualys, as well as from 
NFF (NetActive).
Qualys modules included:
# Q-P-VMDR  /  Qualys VMDR Bundle
# Q-E-PUB-PC  /  Qualys Policy Compliance
# Q-P-PM     /    Qualys Patch Management
# Q-P-CSAM  /  Qualys CyberSecurity Asset Management
# Q-P-CAR    /    Qualys Custom Assessment and Remediation

Extended Description:
Contract Item #1: Enterprise Vulnerability Management Service (EVMS), 35,000 licenses, with required hardware, training and support

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
3 3.1.1 - Enterprise Vulnerability Management 

Service - Year 3
1.00000 EA 919500.000000 919500.00

Comm Code Manufacturer Specification Model #
43222503    

Commodity Line Comments: Year # 3 -  (renewal)
Includes 35,000 Qualys licenses with modules noted below.
Includes Qualys Hardware Appliance, User/Admin Training, and Support directly from Qualys, as well as from 
NFF (NetActive).
Qualys modules included:
# Q-P-VMDR  /  Qualys VMDR Bundle
# Q-E-PUB-PC  /  Qualys Policy Compliance
# Q-P-PM     /    Qualys Patch Management
# Q-P-CSAM  /  Qualys CyberSecurity Asset Management
# Q-P-CAR    /    Qualys Custom Assessment and Remediation

Extended Description:
Contract Item #1: Enterprise Vulnerability Management Service (EVMS), 35,000 licenses, with required hardware, training and support
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Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
4 3.1.1 - Enterprise Vulnerability Management 

Service - Year 4
1.00000 EA 919500.000000 919500.00

Comm Code Manufacturer Specification Model #
43222503    

Commodity Line Comments: Year # 4 -   (renewal)
Includes 35,000 Qualys licenses with modules noted below.
Includes Qualys Hardware Appliance, User/Admin Training, and Support directly from Qualys, as well as from 
NFF (NetActive).
Qualys modules included:
# Q-P-VMDR  /  Qualys VMDR Bundle
# Q-E-PUB-PC  /  Qualys Policy Compliance
# Q-P-PM     /    Qualys Patch Management
# Q-P-CSAM  /  Qualys CyberSecurity Asset Management
# Q-P-CAR    /    Qualys Custom Assessment and Remediation

Extended Description:
Contract Item #1: Enterprise Vulnerability Management Service (EVMS), 35,000 licenses, with required hardware, training and support

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
5 3.1.1.1.6.1 - Additional 5,000 License 

Increments - Year 1
1.00000 EA 131500.000000 131500.00

Comm Code Manufacturer Specification Model #
43222503    

Commodity Line Comments: Qualys modules included:   5000 license Add-on/Bump Kit
# Q-P-VMDR  /  Qualys VMDR Bundle
# Q-E-PUB-PC  /  Qualys Policy Compliance
# Q-P-PM     /    Qualys Patch Management
# Q-P-CSAM  /  Qualys CyberSecurity Asset Management
# Q-P-CAR    /    Qualys Custom Assessment and Remediation

Extended Description:
3.1.1.1.6.1	At the State's discretion, the Vendor must provide additional licenses in 5,000 increments.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
6 3.1.1.1.6.1 - Additional 5,000 License 

Increments - Year 2
1.00000 EA 131500.000000 131500.00

Comm Code Manufacturer Specification Model #
43222503    

Commodity Line Comments: Qualys modules included:   5000 license Add-on/Bump Kit
# Q-P-VMDR  /  Qualys VMDR Bundle
# Q-E-PUB-PC  /  Qualys Policy Compliance
# Q-P-PM     /    Qualys Patch Management
# Q-P-CSAM  /  Qualys CyberSecurity Asset Management
# Q-P-CAR    /    Qualys Custom Assessment and Remediation

Extended Description:
3.1.1.1.6.1	At the State's discretion, the Vendor must provide additional licenses in 5,000 increments.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
7 3.1.1.1.6.1 - Additional 5,000 License 

Increments - Year 3
1.00000 EA 131500.000000 131500.00

Comm Code Manufacturer Specification Model #
43222503    
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Commodity Line Comments: Qualys modules included:    5000 license Add-on/Bump Kit
# Q-P-VMDR  /  Qualys VMDR Bundle
# Q-E-PUB-PC  /  Qualys Policy Compliance
# Q-P-PM     /    Qualys Patch Management
# Q-P-CSAM  /  Qualys CyberSecurity Asset Management
# Q-P-CAR    /    Qualys Custom Assessment and Remediation

Extended Description:
3.1.1.1.6.1	At the State's discretion, the Vendor must provide additional licenses in 5,000 increments.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
8 3.1.1.1.6.1 - Additional 5,000 License 

Increments - Year 4
1.00000 EA 131500.000000 131500.00

Comm Code Manufacturer Specification Model #
43222503    

Commodity Line Comments: Qualys modules included:    5000 license Add-on/Bump Kit
# Q-P-VMDR  /  Qualys VMDR Bundle
# Q-E-PUB-PC  /  Qualys Policy Compliance
# Q-P-PM     /    Qualys Patch Management
# Q-P-CSAM  /  Qualys CyberSecurity Asset Management
# Q-P-CAR    /    Qualys Custom Assessment and Remediation

Extended Description:
3.1.1.1.6.1	At the State's discretion, the Vendor must provide additional licenses in 5,000 increments.



 
 

 

 
 
 
 

 
 
 
  

  

 
 
 

 
 
 
 

 
 
 
 

 
 
 
 

 
 
 
 

 
 
 
 

 

 

  

RFQ Response 

State of West Virginia 
Office of Information 

Technology 

Enterprise Vulnerability 
Management System  

CRFQ-0231-OOT2500000013 
 

October 8, 2024 
 

This proposal includes data that shall not be disclosed 

publicly and shall not be duplicated, used, or disclosed in 
whole or in part for any purpose except for use in the 
procurement process. 
 

© 2024 Networking For Future, Inc. All rights reserved. 

Prepared by: 
Networking For Future Inc. 
701 12th St. NW 
Suite 700 
Washington, DC 20005 
 
eMM: 00012433  
Federal Tax ID: 54-1819774 
Phone: 202.783.9011 
Fax: 202.783.9019 
 

As such, we acknowledge that our RFQ Response will become public.
* NFF understands that our Submission is a "Public Document".



State of West Virginia OIT  
CRFQ-0231-OOT2500000013 

2 
Networking For Future Inc. • 700 12th St NW, Suite 700 • Washington, DC 20005 • 202-783-9011 • www.nffinc.com 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 

 
Cover Letter 
 
October 8, 2024 2017 
 
Ref: State of West Virginia, OIT 

Enterprise Vulnerability Management System  
CRFQ-0231-OOT2500000013 
 

Dear Proposal Evaluation Committee,  
 
Networking for Future, Inc. (NFF) is pleased to provide a concise and cost-effective proposal in 
response to the State of West Virginia Enterprise Vulnerability Management System  
CRFQ-0231-OOT2500000013.  Careful attention has been given in reviewing the requirements 
and providing a relevant and informative response. 
 
Since 1996, NFF has supported many public sector and government clients with IT security and 
infrastructure products, software, and services solutions comparable to the requirements as 
defined in the Enterprise Vulnerability Management System RFQ.  The NFF track record of 
delivering technology driven, quality solutions and services, in combination with our dedication 
and commitment to our clients, is illustrated by strong client relationships and consistent 
business growth. 
 
Our core NFF business strengths, coupled with 28 years of IT solutions implementation 
experience, provide the right combination of expertise and capabilities to deliver 100% of the 
current and future Managed Detection and Response program requirements of OIT.  
 
Please feel free to contact us should you have any questions.  
 
Sincerely, 
 
 
Kevin Reith 
Client Engagement Executive, West Virginia 

kreith@nffinc.com 
Office: 202-266-4731 
 

 
 

Cell :  202-304-9030

mailto:kreith@nffinc.com
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NFF & Qualys: The Right Solution/The Right Team  
 

Overview and Notes  –   Networking For Future (NFF), Inc. 
 
The quotation is the base Qualys VMDR Bundle plus the requisite modules for the full 
requirements.  To the best of our knowledge, every requirement is satisfied by the Qualys 
VMDR base when combined with the added, selected modules. 
 

The baseline modules feed the additional modules information. For example, the inventory from 
the Cloud Agent is assessed in Cyber Security Asset Management for vulnerabilities and mapped 
to CVSS and other standards. 
 

The SaaS Qualys instance quoted is hosted in GovCloud, not the public cloud. The GovCloud 
deployment architecture is FedRamp Compliant. A non-FedRamp option is available, but it does 
not appear to fit WVOT requirements although FedRamp was not explicitly required in the 
RFQ.. 

 
All data is encrypted in transit and at rest (3.1.1.1.3), with MFA natively available for all levels 
of administrative accounts. (3.1.6.2) These are examples of requirements not explicitly mapped 
to a module or modules but instead features implicit in the whole platform. 

 
All data can be exported in multiple formats as a cloud exit plan. (3.1.10.2) The instance would 
then be deleted. This SaaS platform does not hold PII or other information that is traditionally 
more complex to export from a SaaS-hosted platform in a usable format. 

 
Training and Support 

NFF and Qualys will jointly provide the recommended training and onboarding. The NFF CISO 
and lead security engineer will be available for two days of on-site architecture and training. 

Additional training will be scheduled for the following weeks using Teams/WebEx/Zoom or 
similar.  
 
A monthly check-in meeting will occur between WVOT and NFF. With Qualys brought in as 

needed. The objective of all training is to make WVOT self -sufficient in platform operations and 
does not stop until that goal is achieved. It is not a per-training seat or time-limited training and 
support. 
 

General support is available during business hours from both NFF and directly from Qualys, as 
the license and data owner is WVOT. 
 
NFF NetActive Support is included in the pricing (86 hours), and can be replenished or added -to 

by an authorized contact within WV Office of Technology (or Procurement).  
 
<  The next page describes all the Qualys modules that are included in NFF’s response  > 
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Qualys Modules   (Note: All software modules below are incorporated into CLIN# 1, etc …) 

 

 

• Qualys VMDR Base Bundle -  

o Global AssetView: (unlimited quantity inventory) Maintain full, instant, and real-

time visibility of all your global assets. All IP addressable devices can be listed, 

but they are not limited to the 35,000 licensed devices. (3.1.1.1.7) 

o Certificate View: Get full visibility of both the containers and underlying 

SSL/TLS configurations and vulnerabilities 

o Container Inventory: Discover and build containers and container images to 

maintain an up-to-date container inventory. 

o Mobile Inventory: Achieve continuous visibility into the mobile devices 

connected to your enterprise network. 

o Cloud Inventory: Gain visibility into different cloud instances and their resources 

across service providers 

o PCI Compliance: Achieve compliance with PCI DSS standard requirements 

o Cloud Agent for Inventory: Accomplish real-time visibility of your systems by 

deploying agents to get instant vulnerability, misconfiguration, and patch data. 

o Network Passive Sensor: Gain continuous, real-time visibility of all assets 

connected to the network that don’t have a cloud agent installed yet. (3.1.1.1.8) 

o Qualys Gateway Service: Reduce the network load by proxying and caching data 

to be downloaded from the cloud for cloud agents and other network sensors. 

o Virtual Network Scanners: Virtual scanners can be deployed in various network 

segments to scan the assets to identify the existing vulnerabilities with CI/CD 

DevOps integration. 

 

• Qualys Patch Management - 

o Streamline and accelerate vulnerability remediation for all your assets.  

 

• Qualys CyberSecurity Asset Management - 

o Inventory all IT assets, two-way CMDB integration, detect at-risk assets and apps, 

and alert and report identified security risks. 

 

• Qualys Policy Compliance - 

o Compliance scanning and mapping to demonstrate compliance with regulations 

and mandates. 
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• Qualys Custom Assessment and Remediation -  

o Measure known and unknown risks, prioritize and communicate risk across 

vulnerabilities, and patch any device anywhere. This allows user-defined 

vulnerabilities beyond CVSS and similar. i.e., the ability to scan for outdated 

versions of custom software. (3.1.4.8, 3.1.4.10, 3.1.4.11) 

 

• Qualys Scanner Appliance –   One is included in CLIN #1 (and Years 2, 3, and 4) 

o The hardware appliance facilitates scanning of the network for devices. Based on 

the response to the question, a single device will suffice if the site network can be 

configured to allow it to scan all subnets at the location. (3.1.1.1.8) 

o Note: Additional virtual scanner device images are deployable at no additional 

licensing fee but depend on the host system being made available. 

o Additional license increments of 5,000 will not include an additional hardware 

scanner (3.1.1.1.6.1) 

 
If an increase in scope is desirable later, the platform has several additional modules available, 
such as EDR, Web Application Scanning for Google platform security, and Infrastructure Code 

Security. 
 
 
 

CLIN #’s  1 – 4 

Qualys Licensing for 35,000 devices (includes the Qualys modules referenced above) 
 Qualys Scanner Hardware Appliance included 

 User/Administrator Training is included in the pricing 

 Support directly from Qualys is included in the pricing 

 Support from NFF (NetActive Co-Managed Service) is included in the pricing 

 
 

CLIN #’s  5 – 8 

Qualys Licensing as above, priced as a 5,000 device “License Add-On/Bump-Kit” 

Example:  The purchase of one bump kit increases the licensing from 35,000 to 40,000  
 
 
 
 
 

 
 



EVMS #
35,000

FedRam
p

C
ertified

G
ovC

loud Instance

Intrinsic
Platform

Functionality

N
FF w

orking
W

ith Q
ualys as a

C
ertified Partner

G
lobal 

A
ssetV

iew

C
ertificate 

V
iew

C
ontainer 

Inventory

M
obile 

Inventory

C
loud 

Inventory

P
C

I 
C

om
pliance

C
loud A

gent 
for Inventory

N
etw

ork 
P

assive 
Sensor

Q
ualys 

G
atew

ay 
Service

V
irtual 

N
etw

ork 
Scanners

Patch 
M

anagem
ent 

C
yberSecurity 

A
sset 

M
anagem

ent 

Policy 
C

om
pliance 

C
ustom

 
A

ssessm
ent and 

R
em

ediation 

Scanner 
A

ppliance 

3.1
3.1.1
3.1.1.1
3.1.1.1.1 X
3.1.1.1.2 X
3.1.1.1.3 X X
3.1.1.1.4 X
3.1.1.1.5 X
3.1.1.1.6 X
3.1.1.1.6.1 X
3.1.1.1.7 X X X X X X X X X X X X X X X X
3.1.1.1.8 X X X
3.1.1.1.9 X X X
3.1.1.1.10 X
3.1.1.1.11 X X X X X X X X X X X X X X X
3.1.1.1.12 X
3.1.2
3.1.2.1
3.1.2.1.1 X X X X X
3.1.2.1.2 X X X X X
3.1.2.2 X X X X X
3.1.2.3 X X X
3.1.2.4 X X X
3.1.3
3.1.3.1 X X X X X X X X X X
3.1.3.2 X X X X X X X X X X X X
3.1.3.3 X
3.1.3.4 X
3.1.3.5 X X X X
3.1.3.6 X X X
3.1.3.7 X X X X X X X X X X X X X X X
3.1.4
3.1.4.1 X X X X X X X
3.1.4.2 X X X
3.1.4.3 X X X
3.1.4.4 X
3.1.4.5 X X X
3.1.4.6 X X X X X X X
3.1.4.7 X X X X

Qualys VMDR Base Bundle 
Qualys module

Data feed from base VMDR modules

Solution must adhere to the following scanning requirements

Solution must adhere to the following management requirements

Solution must adhere to the following risk and remediation management requirements
Must include an advanced risk scoring algorithm

Solution must adhere to the following regarding Architecture, Performance, scalability and licensing functionality requirements
Enterprise Vulnerability Management Service (EVMS)
Contract Items and Mandatory Requirements
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Qualys VMDR Base Bundle 
Qualys module

Data feed from base VMDR modules

3.1.4.8 X X X X X
3.1.4.9 X X X X
3.1.4.10 X
3.1.4.11 X X X X
3.1.4.12 X
3.1.5
3.1.5.1 X X X X X X X X X X X X
3.1.5.2 X X X X X X X X X X X X
3.1.5.3 X X X X X X X X X X X X
3.1.5.4 X X X X X X X X X X X X
3.1.5.5 X
3.1.5.6 X X X X X X X X X X X X
3.1.6
3.1.6.1 X
3.1.6.2 X
3.1.6.3 X
3.1.6.4 X X X

3.1.7
3.1.7.1 X
3.1.7.2 X
3.1.7.3 X
3.1.8 X
3.1.9
3.1.9.1 X
3.1.9.2 X
3.1.9.3 X
3.1.10
3.1.10.1 X X
3.1.10.2 X X
3.1.10.3 X X
3.1.11 X X
3.1.12 X
3.1.13 X
3.1.14 X

For any components of this solution that use SaaS or cloud services, the vendor must adherre to the following requirements

Solution must adhere to the following reporting requirements

A Statement of Work (SOW) must be agreed upon by the WVOT and the Vendor after award and prior to the start of any work. At a minumum, the SOW will address how the solution will be inialized and 
configured for full operation, and support requirements that

Solution must adhere to the following integration requirements

Support and maintenance must include both phone and online support options
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Networking For Future, Inc.

Chief Information Security Officer

10 / 07 / 2024



Alan Edwards, CISO
aedwards@nffinc.com
(202) 266 - 4741

Networking For Future (NFF), Inc.

























Networking For Future (NFF), Inc.

10 / 06 / 2024
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