West Virginia

Purchasing Division

The following documentation is an electronically-
submitted vendor response to an advertised
solicitation from the West Virginia Purchasing
Bulletin within the Vendor Self-Service portal at
wWVOASIS.gov. As part of the State of West Virginia’s
procurement process, and to maintain the
transparency of the bid-opening process, this
documentation submitted online is publicly posted
by the West Virginia Purchasing Division at
WVPurchasing.gov with any other vendor responses
to this solicitation submitted to the Purchasing
Division in hard copy format.
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50Iicitalion'ﬂemn"se{5ﬂ}| Dept: 1300 1D: ESRO1192400000003457 WVer: 1 Function: Mew Phase: Final

(el P IRl g B Contact | Default Values | Discount | Document Information | Clarificafion Request

Procurement Folder: 1349742 50 Doc Code: CRFQ
Procurement Type: Central Master Agreement 30 Dept: 1300
Vendor ID: wCO000082535 $| S0 Doc ID: STO2400000003

Legal Name: AVEMNU SLS HOLDINGS LLC Published Date: 1/22/24

Aliaz/DBA: Cloge Date: 1/30/24

Total Bid: 556.362.00 Close Time: 13:30

Response Date: 01/30/2024 Status: Closed

Solicitation Description: Addendum Mo 1 - UP Securities Custodial

Response Time:
Responded By User ID:
First Name:

Last Name:

Email:

Phone:

12:42

avenurmike @ |
Daniel

Wurz

daniel wurzi avenuinsights c

9094865573

Total of Header Attachments:
Total of All Attachments:
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W NEST T Department of Administration State of West Virginia
h Purchasing Division PR

2019 Washington Street East Solicitation Response

Post Office Box 50130

Charleston, WV 25305-0130

Proc Folder:

Solicitation Description:

1349742
Addendum No 1 - UP Securities Custodial

Proc Type: Central Master Agreement
Solicitation Closes Solicitation Response Version
2024-01-30 13:30 SR 1300 ESR01192400000003457 1

VENDOR
VC0000082535

AVENU SLS HOLDINGS LLC

Solicitation Number:

Total Bid:

Comments:

CRFQ 1300 ST0O2400000003

56362 Response Date: 2024-01-30 Response Time: 12:42:21

Although not a cost to the STO, Avenu believes that broker s fees should be disclosed in its proposal. Avenu
understands that the brokerage fees charged to rightful owners must be perceived as fair in order to protect the
reputation of the STO s unclaimed property program. Accordingly, Raymond James withholds from transaction
proceeds a low commission fee and charges no fees for very low value positions, with all commissions/fees deducted
from gross sale proceeds prior to trade settlement as follows: $0.05 per share commission; $5.00 flat commission for
any position (lot) under 100 shares; SEC Section 31 Fee of $0.0218/$1,000.00 of principal value of trade;
Commission is waived for any sale where the gross proceeds are less than or equal to the calculated commission
rate; There is no commission for worthless sales. The STO will be notified in advance for decisions on Restricted
Securities ($150.00 for Legal Opinion to lift the restriction) and Foreign Securities that need to be deposited to a
foreign market prior to sale ($250.00 per transaction).

FOR INFORMATION CONTACT THE BUYER

Toby L Welch
(304) 558-8802
toby.l.welch@wv.gov

Date Printed:  Jan 30, 2024

Page: 1 FORM ID: WV-PRC-SR-001 2020/05




Vendor
Signature X

FEIN#

DATE

All offers subject to all terms and conditions contained in this solicitation

Line

Comm Ln Desc Qty Unit Issue

Unit Price

Ln Total Or Contract Amount

1 Securities Custodial Services - Monthly

12.00000 MO
Mtnce Fee

3300.000000

39600.00

Comm Code

Manufacturer Specification

Model #

84121806

Commodity Line Comments:
Extended Description:
Monthly Maintenance Fee

Line

Comm Ln Desc Qty Unit Issue Unit Price
2

Ln Total Or Contract Amount

Securities Custodial Services - Physical ltems 10.00000 EA 50.000000

500.00

Comm Code

Manufacturer Specification

Model #

84121806

Commodity Line Comments:
Extended Description:
Receipt of Physical Items (estimate listed)

Line Comm Ln Desc

Qty Unit Issue Unit Price

3

Ln Total Or Contract Amount

Securities Custodial Services - Receive DTC 350.0000C EA

20.000000
Iltem

7000.00

Comm Code

Manufacturer Specification
84121806

Model #

Commodity Line Comments:

Extended Description:

Receipt of DTC Item
(estimate listed)

Line Comm Ln Desc

Qty Unit Issue Unit Price

4

Ln Total Or Contract Amount

Securities Custodial Services - Extensive

4.00000
Research/Calcs

EA 50.000000

200.00

Comm Code

Manufacturer Specification
84121806

Model #

Commodity Line Comments:
Extended Description:

Extensive Research/Calculations
(estimate listed)

Date Printed:  Jan 30, 2024

Page: 2
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Line Comm Ln Desc

Qty Unit Issue Unit Price

Ln Total Or Contract Amount

5 Securities Custodial Services - Receive
Mutual Fund

4.00000 EA 25.000000

100.00

Comm Code

Manufacturer

Specification

Model #

84121806

Commodity Line Comments:

Extended Description:

Receipt of Mutual Fund
(estimate listed)

Line Comm Ln Desc

Qty Unit Issue Unit Price

Ln Total Or Contract Amount

6
Iltem

Securities Custodial Services - Liquidate DTC 250.0000C EA

20.000000

5000.00

Comm Code

Manufacturer
84121806

Specification

Model #

Commodity Line Comments:

Extended Description:

Liquidation of DTC Item
(estimate listed)

Line Comm Ln Desc

Qty Unit Issue Unit Price

Ln Total Or Contract Amount

7 Securities Custodial Services - Liquidate
Physical Iltem

10.00000 EA 50.000000

500.00

Comm Code
84121806

Manufacturer

Specification

Model #

Commodity Line Comments:
Extended Description:
Liquidate Physical Iltems (estimate listed)

Line Comm Ln Desc

Qty Unit Issue Unit Price

Ln Total Or Contract Amount

8 Securities Custodial Services - Liquidate
Mutual Fund

100.0000C EA 25.000000

2500.00

Comm Code

Manufacturer

Specification

Model #

84121806

Commodity Line Comments:
Extended Description:

Liquidate Mutual Fund
(estimate listed)

Line Comm Ln Desc

Qty Unit Issue Unit Price

Ln Total Or Contract Amount

9 Securities Custodial Services - Return
Physical Iltem

1.00000 EA 532.000000

532.00

Comm Code

Manufacturer
84121806

Specification

Model #

Commodity Line Comments:

Date Printed:  Jan 30, 2024

Page: 3
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Extended Description:

Return Physical Item
(estimate listed)

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
10 Securities Custodial Services - Return Mutual 1.00000 EA 25.000000 25.00
Fund
Comm Code Manufacturer Specification Model #
84121806
Commodity Line Comments:
Extended Description:
Return Mutual Fund
(estimate listed)
Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
11 Securities Custodial Services - Return DTC ~ 5.00000 EA 25.000000 125.00
ltem
Comm Code Manufacturer Specification Model #
84121806
Commodity Line Comments:
Extended Description:
Return DTC Item
(estimate listed)
Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
12 Securities Custodial Services - Mailings 5.00000 EA 20.000000 100.00
Comm Code Manufacturer Specification Model #
84121806
Commodity Line Comments:
Extended Description:
Mailings
(estimate listed)
Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
13 Securities Custodial Services - Outgoing 12.00000 EA 15.000000 180.00
Wires
Comm Code Manufacturer Specification Model #
84121806

Commodity Line Comments:

Extended Description:

Outgoing Wires
(estimate listed)

Date Printed:  Jan 30, 2024

Page: 4
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STATE OF WEST VIRGINIAPURCHASING
DIVISIONSTATE TREASURER’S OFFICE
UNCLAIMED PROPERTY DIVISION

REQUEST FOR QUALIFICATIONS FOR

SECURITIES CUSTODIAL SERVICES

CRFQ STO2400000003

JANUARY 30, 2024

Submitted By:

Avenu SLS Holdings, LLC

5860 Trinity Parkway, Suite 120
Centreville, VA 20120

Attn: Daniel Wurz, Director of Proposals
(909) 496-8573 @
Proposals@avenuinsights.com a
www.avenuinsights.com %
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SECURITIES CUSTODIAL SERVICES
CRFQ STO2400000003
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Avenu Qualification Highlights
Provider of Securities Custodial
Services for the STO since 2016

Headquartered in Centreville, VA
700 employees and 10 offices

Provider of proposed services to 29
states

Specific experience with all 50 states in

Unclaimed Property

Dedicated Custody and Accounting
Services team with 8 years of first-hand
experience supporting the STO

Strength and Stability and Extensive
Corporate Resources

Nationally recognized for service to
State and Local governments
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Avenu’s solutions are used by over three thousand (3,000) clients across the country
and supports clients in all 50 states
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3.1.1 AVENU -STO ASSIGNED STAFF RESUMES
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David Lemoine is Vice President of Avenu’s Unclaimed Property Solutions group. David joined Avenu in 2013 and is
responsible for all aspects of Avenu’s unclaimed property services, including compliance reporting, securities custody,
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She strengthens Avenu’s team with her experience in unclaimed property audits, clear client communications, complex report
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3.1.3 BANK OF NEW YORK MELLON RESUMES
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Jessica joined Asset Servicing’s Investment Management segment, as a Relationship Manager, in February 2022. In this
rOm 0 rd 0 Asset Servicing's efforts in managing key strategic relationships, in our growing Asset Manager space.
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Prior to joining BNY Mellon in 2009, Jessica was a Client Manager for Bank of America’s Government Banking division.
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Avenu is proud to be the incumbent custodian with a current team in place for the West Virginia State Treasurer’s Office,
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Avenu is proud to be the incumbent custodian with a current team in place for the West Virginia State Treasurer’s Office,
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¢ Microsoft Edge (Chromium Engine)
¢ Google Chrome

¢ Apple Safari

¢ Mozilla Firefox
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3.3 DISASTER RECOVERY AVAILABILITY
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Global Pricing Unit Vendor Chart

The Bank of New York Mellon subscribes to a number of pricing sources. The following outlines the
service provided by these pricing vendors and their designation as primary or secondary price source.
Asset Classification Frequency Primary Secondary
Equitics (U.S./Canada) Daily Six Financial ICE, Bloomberg, Extel,
Euroclear
Bonds (U.S./Canada) Daily ICE Bloomberg, Six Financial,
Euroclear, Extel
Rights Offening (U.S.) Daily Six Financial ICE, Bloomberg
Rights Offerings (non-U.S.) Daily Six Financial ICE, Bloomberg, Extel
Non-US Seccuntics Daily ICE Six Financial, Bloomberg,
Euroclear / EUCLID
U.S. Treasury Bills, Notes, Bonds | Daily ICE Bloomberg, Six Financial
Spot and Forward Currency Rates* | Daily WM Reuters - via FT Bloomberg
ICE
U.S. Government and Agency Daily ICE Bloomberg, Six Financial
Securitics
Exchange Traded Futures and Daily Bloomberg
Futures Options
Exchange Traded Equity and Index | Daily Bloomberg
Options
Mortgage-Backed Securities Daily ICE Bloomberg, Six Financial
Agency Mortgages Daily ICE Bloomberg, Six Financial
Assct-backed Sccuntics Daily ICE Bloomberg, Six Financial
Medium-Term Notes Daily ICE Bloomberg, Six Financial
Municipal Bonds Daily ICE Bloomberg, Six Financial
Collateralized Mortgage Daily ICE Bloomberg, Six Financial
Obligations
Vanable-Rate Notes Daily ICE Bloomberg, Six Financial
Private Placements Daily ICE Bloomberg, Six Financial
Warrants Daily Six Financial ICE, Bloomberg
Convertible Bonds Daily ICE Bloomberg, Six Financial
Mutual Funds Daily ICE Bloomberg, Six Financial
Discounted Commercial Paper and | Daily ICE Bloomberg, Euroclear /
Banker's Acceptance EUCLID,

* The WM FX Rates are closing rates as of 4pm London/l lam EST.

O MO0 e CO00rd O e OO0 (0 O C0000 Cr 00l Od- 00y OO0 (00 000 DOm0 D00 C0mo000d O COC
0 O 00 000 [0 O0d. 0000 OO OO0mo00 O00rd 0000 0000 00 W0 AL

STATE OF WEST VIRGINIA STATE TREASURER'S OFFICE 30



A SECURITIES CUSTODIAL SERVICES

AVENU CRFQ STO2400000003
O O (i IO e CErd O e CIOOOT0C]) (00 CXO L IO CrOd d (0 (00 (00 CO0) COeO e OmimCm (010 COCr 00
riCCrd 0 Cr O m COTCd OO Crd 00 00 OO0 Cred Ced COTTr [0 C0d COOTd COID Cri T dCr0-We currently have our clients’
r T rd O d OO0 COC) (0199 C1 ) I (0 e CCOC IO Ced e SO - b Cd (000 CCC 0T (0 CIXO e [0oCd C [

MO 0 0 OO [ G0 e OO0 (o) [0 OO0 o0 I NCOXON O OO0 0 rd O O d Cre (000 D0 aa OO0 CrO C0
m Cmed COCreom Oed o0 00 Crood Cd - O o) O C SO0 e D00 O Cdd mooo O Ceccd O Cmed Crd o CC0 e DO 0
packages which include a List of Assets and Transaction Statement in .pdf as well as Excel for the STO’s records [

COIE O O C e M Cednd Ooced 00 MOSTO 0od COOMOCIOC0M M0 COOC0mm O edo MO DO0mo0 D00
OO0rO0r M0 STO OO0 M0 r OO0 MO r OMO000000 MOI0000 Mhdr 00 OO0 MO0 00O mo 0
MO0 CO00r 0000 d MO0OMmE 00000 OO0 e MO0

OO O [ OO COCr (0 OO0 e OO e [0 OOy d d Ao (e0me 00 D000 d O0d 0oy d - O

r O OO0 000 (00 OO0 [0 OO0 O (OO OT O OO 000000 MO0 OO0 (00 O A0
(Crd (OO0 m O D OO 000d OO0 [0 Cr O 000 OO0 OT 0 000 O0mCemod - o0 O @ eO00ed 00 O
(A0 OO O COOO D0 mord OO0 O e OO0 000 O CO000 OO0 0000m 00000 D e CCr O (000 00 000 mO000m0)

[TU’s authorized signers for verification.

OO0 r D D0 O e (O L) (e 0 e O DOmoEM Omcd OO DO oo e CO0000d e d
(O T (D000 Do DECO000 d are submitted by an authorized user from the STO. Additional information on Avenu’s
OO0 Criod Cd Ood Cr 00000 OOJmmiod

After the verification process is complete, transactions are processed and immediately will show in the STO’s custodial
OO 00000 fCOC T O0Cd [0 M COMM DT OO0 [0 em CO0) m C0 00 Oi0 Cd- 00000 (i O d Cr 00 000 CeOC000 CEm0 COmio)
OO CI N OXON O o dd e DOm0 DO NCOXOND @ Croodcd Cod Cr D000 D CCmimed

0o OrO00d 0 008 000 D00 00 D000 IO OO0 v DO00000d O O D0y OO0 OO0 D000 00 000 O

OO0 (o000 Cr0d 00 C OO0 OO C0r D OO (OO [0 OO r D000 md 00 [0 0T 0 00 Cdd MnoOmo 0T 0 000 0 OO0 [
perform a “quick” lookup by security name on the NEXEN® home page to obtain any CUSIP numbers. Avenu is happy to
Cr(CId O (RO [ 000 0 OO0 MO o 00000 M Oo0dd OO0 T O CO0 E00 D e OO0 O0d mCeOCmes Co
OO0 M0 O Com O COOmCCD MmO mMNOXONG OO O od 0 memd Cd - O/ OCC000 OCOmimes

Ommo Oro0d 0 O 0 00moCod [0 00 M 000 00 WO STO 00d 0o DOm0 Od - OO0

O O LT Ceed 0 C0 CII0O) I COC e DT 0 O OO Td Crcd OO NOXOND OO0 Ceierd O CEE T
[ OO [ OO0 OO (rOOCOOnocs T O OO OO0 e OO0 O C00 00 000 O O0COCmie D)
(OO OO0 D OO OO OO e D O0d COmo) (M O OO [0 COCCr [ O0mo O d O r0000) 00 O o0 miod OO0

Cr COMCCT 00 T O C00) DO GO (0 CECTTe (0 e CC0e C0) (00 o [ DO GO D00 (0 O [ ed O 000 0 (0
[TI’s unclaimed property management system.

NOXTON® is BNY Mellon’s Internet T 1Td CrCd DT [T T IO0 C0d (00w i O Cm O CENCOXOND [ 00
(O CEd - O OO O O [ OO 0 0000 Od OCE7 dCC0 O D OCCENOXON O e 000 CH 0 (e 0000 mo O Cr
Cr0 0 O0d e 00000 00 C0me0] COT Cr0 (0 O0) memimd OO0 00 0700

NOXONO M rd 00 0 DOm0 O 1D 0ed Cere i ed (0 COE T CEr D000 O (0 COO00) O/ OO 00 [0 T s

OO 00000 OO0 ooy - [ (i O T OO0 O [0 07T 0 00 0000 OO0 O 000 00 O CCe 00 OO men

OO MO OO O T TN COXON OO 0 O CTOm OO 00 C0d Cm DT COOmmd Comd mdomrrrd

Cr O OO OO0 od OO O 00 CIOT OO0 OCm OO0 T Crd O0O0d M0 OO O OO0OCIrmood O

OO OmOoOd O 000 Omd Do (OO0 00 COC0 D COmim OO0 O DOl 0C  Chm OO O O [ O e Oo0w00 OO0
Cdd T T e ) (I TITTO) (C0d O] D e CeTd O OO COCT 0 0 Crd od (0 COCrr O [MECm] OT0’s staff is fully
CTIOI0] Mel COC0m Cod - (na (e /00 OO e OCO0e 00 CEOmomm NOXON D O/ OO0 O Od O 0 CComom Oed Cr 00000 O
N

OCmormrd o mrd COm OO NCXON G OO O (0 G (M en DO COCOmmed (@ (00 OT s accounts and can select from
(O] (T Cr ) OO e O (00 00 CEr C 0 d d O Cmied (0 o CIIOD (e X CE T T 0d Do odd I o e Cc ecid
MNCXON (00 20 mooed [0 COme O o

STATE OF WEST VIRGINIA STATE TREASURER'S OFFICE 31



A SECURITIES CUSTODIAL SERVICES
AVENU CRFQ STO2400000003

O Or00d 0 O MOd OO O OCr OO0 DO0mWO0mr 00 D0y D00000md 00 MO0 STO O

OO0 CrCd OO Cd O CIoom e D OO0 O0m00 e CITEOm CImom 0 0 O0000r Cod Ced COM0 Ced - O I COomen
(M Cr0d 0 om0 OT0 - 0000 (oo E0 o0 ord 0d - 000 CO0mOC T 00 0T 0 Com OO0 o Ces 000 0 O Oicr

d O T OO e i O CIom e Ced (e Ced O 00 (0 D000 0 00 COm) O an Cd DI CTeomr D Orcroomo ord
[MroCrd M0 CEm O d CEm CEIETe) e ) OT 0 G d e Do O SO d d e md 00 0T o

00 Cmid CrOCmEC @O0 OOCmmmo000 OImimo (o O C500r COmm Cid - COMmE0 COE0 OO m O00cmod (00 0 00
Ol OTd 0 O00d [ OT 0 00 0000 (0 000 O C0O0 D0 00 O OO 000000 m OO0 CO000r (000 S0

OO MO MO O 0mo0mod 00000 [ [0 000 0 000000000 MO 00000 000r00 00d mMOmd O MOe O Crooo
LOImE OO0 O r OO0 (o
Avenu currently receives and deposits into the STO’s unique account all securities, including Mutual Funds delivered by
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» Securities identified with “No Value” in the research liquidation process are reviewed to determine if they are
“worthless.” Worthless securities are defined as securities for which an attempt is made to liquidate and for which no
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If there are markets, the trade is executed at the market price. The CUSIP number is then checked using RJA’s in[]
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of all marketable securities, which creates a transaction on BNY Mellon’s Global Securities Processing System and in turn
(I M0 COTO’s account manager that a sale is pending. The securities that are identified with “No Value” are reviewed to
determine if they are “worthless” and 11 (T O (O 0
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delivered to Avenu’s secure FTP site to initiate transfer requests.
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Written Request [The request includes but is not limited to the claimant’s name, social security number, current mailing
address and/or DTC number, receiving agent’s name and customer account number (if applicable), issue name, CUSIP
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Direct registration shares (“DRS”) is a practice that is being increasingly promoted by transfer agents and holding
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4.3 DELIVERABLE - ACCOUNTING AND REPORTING
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Due to the flexibility of our system, we can additionally provide the report in any other format as required by the
STO (PDF, XLS, CSV, TXT) or deliver it to an SFTP site for ingestion into your KAPs system.
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¢ Income Earned
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4.4 DELIVERABLES - OTHER
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Neither of these institutions appears on the West Virginia Restricted Financial Institution List.
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Raymond James & Associates, Inc. (“RJA” or “Raymond James”) has been in
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symbol “RJF”, and its shares are currently owned by more than 18,000 individual and institutional investors.
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As of January 1, 2023, the Firm’s total equity capital was $9.7 billion, including $1.1 billion in excess net capital. Their
capital position provides flexibility to service their clients’ accounts and trade and support the pricing of transactions.
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Number of Transactions Number of Shares Economics

Calendar Calendar Transaction

Year Tradeable Non-Tradeable Total Year Tradeable Non-Tradeable Total Dollar Value
2013 22,344 4,063 26,407 2013 47,711,425 8,491,422 56,202,847 $ 569,941,457
2014 23,641 3,637 27,278 2014 142,261,735 47,924,528 190,186,263 $ 570,746,807
2015 27,267 5,222 32,489 2015 109,949,954 234,158,300 344,108,254 $ 787,986,439
2016 28,606 4,401 33,007 2016 47,689,049 92,093,628 139,782,677 $ 542,299,547
2017 34,751 5,526 40,277 2017 45,014,745 317,104,684 362,119,429 $ 746,346,496
2018 31,984 4,403 36,387 2018 76,140,167 279,328,635 355,468,802 $ 763,708,396
2019 25,057 2,342 27,399 2019 79,635,902 99,420,309 179,056,211 $ 524,813,659
2020 26,340 763 27,100 2020 294,621,706 63,135,445 414,601,999 $ 617,384,900
2021 31,286 487 31,773 2021 752,108,172 84,472,069 836,580,241 $ 923,909,114
2022 32,646 283 32,929 2022 737,845,055 20,265,659 758,110,714 $ 678,034,557
Total 283,922 31,127 315,046 2,332,977,910 1,246,394,679 3,636,217,437 $ 6,725,171,372.21
Average 28,392 3,113 31,346 Average 233,297,791 124,639,468 319,789,636 $ 672,517,137.22
Median 27,267 4,063 31,773 Median 79,635,902 92,093,628 344,108,254 $ 617,384,900.29
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Acknowledged. Avenu will adhere to STO'’s instructions as set forth above.
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Acknowledged. Avenu will adhere to STO'’s instructions as set forth above.
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Acknowledged. Avenu will adhere to STO’s instructions as set forth above.
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Acknowledged. Avenu will adhere to STO’s instructions as set forth above.
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Acknowledged. Avenu will adhere to STO’s instructions as set forth above.

9 DoCIATIDD DCChur

OCrDrJ D000 000000 0CCS Cr OO0 O 00 r 0000 000000 COrd O CO0d (e 0000 [0 OO0 CO0rO000 [0 A OO0 00 (0OMmo0

[ [ OO Coed O C0d e COC00 CrCheC 00 Cd O

o 000d Or O 000 000 Or[MOmO000r 0000 OCOr0000000 00 0 mo0 moood 000000 Oord O O0d M 0000 (0 0000
Loy

o 000d Or O MO0 OO0 000000 e D000 Omo0 Dord O 00d 0000 O0d - O 00000 v 00000 0000000 O0ed O O 0000
UUood O Mmoo oy

Omo 000d Or CO0mO0mm ADCOO00 [0 Od i 00000 MOmOmmoo0e O om0 Ooed O 000

Omo ADOD00 O0rMrD) MO O0d O (00 D000 C000 MO0 000000 ADCOO0Mm CO00r M0 OrOmoo0C00d  Cro00d Or 000

L0 000d Or D00 D OO OOADO000m 0000 [ Cr0mC0000d Cro00d OrC00

Acknowledged. Avenu will adhere to STO'’s instructions as set forth above.
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Acknowledged. Avenu will adhere to STO’s instructions as set forth above.

STATE OF WEST VIRGINIA STATE TREASURER'S OFFICE 48



A SECURITIES CUSTODIAL SERVICES
CRFQ STO2400000003

11 MIDOCOTONDO O

OO0 00000 MOOOOCrD D Or[00 0D 00 M0 0000 000000 000000 00d O O 000d O0mo0m O0d O O - O

Or0 Or0 00000 O 00000 rO000000000 e OO0 0000 O00d O M e OD0000O0Imo 00d Or (000 O 00fCOa0T 00
0000000 00000 O 00000 D000 d Cr 0 O0r0 CO000mWO00 000r0 [ Cddr 000 000 0000 O O0r00mo O
OmCr MO000 r0d [0 00 O 00000 00d Or 0000 [M000 00000000 00000 O0d O Or 00 0000000

[MMrd U000 DOmad O

OoCrtOMOOOOoen DOOCro0 Orood

T NC Dir 617 (T L19657

LEONL Dirl 617071119660

EC TTAddr 07 DO 00 00 d O CCC OO m

STATE OF WEST VIRGINIA STATE TREASURER'S OFFICE 49



A SECURITIES CUSTODIAL SERVICES
AVENU CRFQ STO2400000003

10 0 00T CIOCDINID MODOTO D0 OTTOCHOMEONT

00 OOOCOOOIND OooDooT
0 ODDONDCOM OCONC O CODOOMONT D 00M
CO CONTOCT 0 CLUTIDICUTION

STATE OF WEST VIRGINIA STATE TREASURER'S OFFICE 50



STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

CONSTRUCTION CONTRACTS: Under W. Va. Code § 5-22-1(i), the contracting public entity shall not award a
construction contract to any bidder that is known to be in default on any monetary obligation owed to the state or a
political subdivision of the state, including, but not limited to, obligations related to payroll taxes, property taxes, sales and
use taxes, fire service fess, or other fines or fees.

ALL CONTRACTS: Under W. Va. Code §5A-3-10a, no contract or renewal of any contract may be awarded by the state
or any of its political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or a related
party to the vendor or prospective vendor is a debtor and: {1) the debt owed is an amount greater than one thousand
dollars in the aggregate; or (2) the debtor is in employer default.

EXCEPTION: The prohibition listed above does not apply where a vendor has contested any tax administered pursuant to chapter
eleven of the W. Va. Code, workers' compansation premium, permit fee or environmental fee or assessment and the matter has
not become final or where the vendor has entered into a payment plan or agreement and the vendor is not in default of any of the
provisions of such plan or agreement.

DEFINITIONS:

“Debt” means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any of its political
subdivisions because of a judgment, fine, permit violation, license assessment, defaulted workers’ compensation premium, penalty
or other assessment presently delinquent or due and required to be paid to the state or any of its political subdivisions, including
any interest or additional penaities accrued thereon.

“Employer default” means having an outstanding balance or liability to the old fund or to the uninsured employers' fund or being
in policy default, as defined in W. Va. Code § 23-2c-2, failure to maintain mandatory workers' compensation coverage, or failure to
fully meet its obligations as a workers' compensation self-insured employer. An employer is not in employer default if it has entered
into a repayment agreement with the Insurance Commissioner and remalns in compliance with the obligations under the
repayment agreement. )

“Related party” means a party, whether an individual, corporation, partnership, association, limited liabllity company or any other
form or business association or other entity whatsoever, related to any vendor by blood, marriage, ownership or contract through
which the party has a relationship of ownership or other interest with the vendor so that the party will actually or by effect receive or
control a portion of the benefit, profit or other conslderation from performance of a vendor contract with the party receiving an
amount that meets or exceed five percent of the total contract amount.

AFFIRMATION: By signing this form, the vendor’s authorized signer affirms and acknowledges under penalty of
law for false swearing (W. Va. Code §61-5-3) that: (1) for construction contracts, the vendor is not in default on
any monetary obligation owed to the state or a political subdivision of the state, and (2) for all other contracts,
that neither vendor nor any related party owe a debt as defined above and that neither vendor nor any related
party are In employer default as defined above, unless the debt or employer default is permitted under the
exception above.

WITNESS THE FOLLOWING SIGNATURE:

Vendor's Name:

Authorized Signature: Date: 01/24/24

State of N ‘RewA

County of _ FAwREAv , to-wit:
Taken, subscribed, and swom to before me this 24 _ day of Dawuse ,2024,
My Commission expires .. ©/as foar ,20 1%

X

0 ol o %,
S o \} AN
AFFIX SEAL HERE® & PUBLIC & NOTARY PUBLIC 7/

O { REG#8085084 &
2 MY COMMISSION :

: l Purchasing Affidavit (Revised 01/19/2018)
“ EXPRES fgf




ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CRFQ ST02400000003

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

[x] Addendum No. 1 [ ] Addendum No. 6
[ 1] Addendum No. 2 [ 1 Addendum No.7
[ ] Addendum No.3 [ 1 Addendum No. 8
[ 1 Addendum No.4 [ 1 Addendum No.9
[ 1 Addendum No.S5 [ ] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. I
further understand that that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

Avenu SLS Holdings, LLC
Company

; Authorized Signature

01/24/24
Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.



DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract.

Deborah Arnold

{Printed Name) _
Director, Unclaimed Property

(Printed Title) _
100 Hancock Street, 10th Floor, Quincy MA 02171

(Address)
617-722-9657

(Phone Number) / (Fax Number)
Deborah.Arnold@avenuinsights.com
(email address)

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, T certify that I have reviewed this Solicitation in its entirety; that I understand
the requirements, terms and conditions, and other information contained herein; that this bid, offer
or proposal constitutes an offer to the State that cannot be unilaterally withdrawn,; that the product
or service proposed meets the mandatory requirements contained in the Solicitation for that
product or service, unless otherwise stated herein; that the Vendor accepts the terms and
conditions contained in the Solicitation, unless otherwise stated herein; that I am submitting this
bid, offer or proposal for review and consideration; that T am authorized by the vendor to execute
and submit this bid, offer, or proposal, or any documents related thereto on vendor’s behalf: that

I am authorized to bind the vendor in a contractual relationship; and that to the best of my
knowledge, the vendor has properly registered with any State agency that may require
registration.

Avenu SLS Holdings, LLC

(AuthoziZed Signature) (Representative Name, Title)

James Barkman, Chief Financial Officer
(Printed Name and Title of Authorized Representative)

January 29, 2024

(Date)

617-722-9660
{Phone Number) (Fax Number)

Revised 01/09/2020
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Preface

NEXEN® is The Bank of New York Mellon’s (“BNY Mellon”) internet-based product, which is
available 24 hours a day, 7 days a week. The NEXEN®) portal is a digital platform that requires no
extra software to be installed. Each user is set up with access only to their particular state and is
assigned their own unique ID and password.

Avenu Insights & Analytics uses NEXEN®) to input transfer requests, security deposits,
liquidations, check deposits, and cash withdrawals on your behalf. As a result, the state can use
NEXEN® to review all activity and monitor the status of all the transactions in real time. States
have view only access and can review transactions, balances, positions and have access to robust
reporting capabilities.

©2021 Avenu Insights & Analytics, LLC. All rights reserved. Avenu® and Avenu and Design® are
trademarks of Avenu Insights & Analytics, LLC. in the United States and/or other countries.

The contents of this manual are considered to be Avenu private data and are provided for the
exclusive use of the state. The contents herein may not be reproduced without the specific written
permission of Avenu Insights & Analytics, LLC. This document is for informational purposes only
and does not constitute a contract or an offer to contract.

NEXEN® is a product of The Bank of New York Mellon.

Document Version: 5.1 (Sept 2021, Avenu Insights & Analytics, LLC.)

succeed @ avenuinsights com
AVENWU 5860 Trinity Parkway #120 | Centreville, VA 20120 nom
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NEXENe Homepage

State clients will have authorized access to NEXEN®. This is the same reporting system
that Avenu uses. When a user logs in they are directed to the NEXEN home page and

dashboard (shown below). This dashboard can be customized by adding different

components (widgets) based on client preferences. The homepage can also show recent
output which reflects reports generated by the user in the last 10 days.

Users can run a report from the Homepage by clicking on the report name or they can
open and edit parameters and run and view output. Users can also display a list of favorite
reports by selecting the additional tab. This quick view also allows the user access to run

reports previously flagged.

A QESLLENE Accounts  Transactions Resources  Communications  Reporting  Admin

Welcome to NEXEN % <

Broadcasts [i I
Priority Message
Medium Verify Contact Information and Add a Mabile Phone _..
Medium Self Service Extracts Enhanced On September 18th
Medium Sign Up for Instructor-Led Live Training
Medium Enhanced Global Accounting Reparts Coming Septe...
Medium ERISA and Standard Reporting Look and Feel Change...
Medium MNEXEN Mainframe Services - New Browser Support
Medium Training Videos Available
Medium Watch a NEXEN Overview Video
Medium More Standard Report Lock and Feel Changes Comin...
Medium Update (Change in date) : Instruction Capture Moder..
View All
o
Issuer Lookup B 4
Enter text to search Ultimate lssuer Name *
APPLE|

Reports (\E 4

Recent Qutput Favorites

Name Action Status Created By Last Qutput
IE Custody Security Transactions Action - Success Victoria Perkins 10/1/2021 8:35:59 PM
8 New Folder Action w |[ISiuccess Victoria Perking 10/1/2021 11:34:37 AM

Go To Saved Reports

e o

01-0ct-2021 Base Market

Ultimate Issuer Name % of NAV
Value
APPLE INC 067
(@ Y

\ 4

AVENWU

INSIGHMTS b AMALYTICS

Base Currency

21,913,322 40 uso

‘A" Reporting Options Tool Bar

/ ;;: Market Reference Lookup — Prior Day Market Value

succeed (@ avenuinsights com
5860 Trinity Parkway #120 | Centreville, VA 20120
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NEXENe Reporting

Clients will have fullaccess to eReporting on NEXEN®. As an additional tool for
performing inquiries, eReporting will enhance the state’s ability to obtain information
about their account . You will be able to view, run, schedule and save as well as view and save
in multiple formats, automatically distribute or share with other members of your team.
Shown below is a small sample of some of the reports available.

Y¥» BNY MELLON | NEXEN®

4 Dashboards Accounis Transactions Resources Communications {EEWSNE Admin

Reports

Available Reports Saved Reports

~ Filters

Report Value

m Recently Viewed

Report Name

Accounting Transactions
Asset Backed Securities

Cash and Investment Vehicle Balance
Cash Balances Summary

Cash Forecast 90 Day Detail

Cash Ledger Balances Real-Time

Casl

1 Ledger Statement Real-Time

Cash Statement

‘A

AVENWU

INSICH

All

Commonly Used Reports - Favorites

TS

k

AMALYTICS

Folder Tags (all)

Accounting Transactions

CMS Cash and Custody,Positions
CMS Cash and CustodyCash
CMS Cash and Custody,Cash
CMS Cash and CustodyCash
CMS Cash and CustodyCash
CMS Cash and CustodyCash

CMS Cash and Custody,Cash

Folder Tags @

Connect Links

Available & Saved View & Edit @)

- Apply Reset

D Include Decommissioned Reports

Type

Tabular and Drilldewn PDF

Interactive, Tabular and PDF

Interactive, Tabular and PDF

Interactive, Tabular and PDF

Interactive, Tabular and PDF

Interactive, Tabular and PDF

Interactive, Tabular and PDF

Interactive, Tabular and PDF

succeed @ avenuinsights com
5860 Trinity Parkway #120 | Centreville, VA 20120

Search

Last Used Help

5/22/2021 Help

Help

Help

Help

LR b A 2b Jb 2b 2B

suwnion B

sy |



Custody Positions

NEXEN® provides many reports to assist the states to track the positions that they
are holding. Some examples of reporting capabilities below:

1. Custody Holdings

This report provides the status of any shares that the state is holding. Either the entire portfolio
at once or individual share positions by security.
shares and can provides the location of each position. These features allow the state to have
a clear idea as to the availability of the shares.

AAVENU

It shows both pending shares and settled

Custody Holdings
By Security - Details By Status

Report ID: ICUSHOME

55955 - AUZF STATE OF XEXXXNKA 101442021
IsM Description Coy  CUY  Status Loc  Reg Traded SharesPar  Setted Shares/Par  Pending Receive Pending Deliver
T Amontized Face Shares | Par Shares/Par
US2046151087 COMPOSITE TECHNOLOGY CORP USD  US  AVAILABLE  NIE (g MIBE 16,250.0000 16.250.0000
USD 0.001 @y
USH057503003 COMSTOCK MNG INC USD 0.000868 USD US  AVAILABLE DTG DTC A 20000 2.0000
@
USH057634022 COMSTOCK P COMSTOCK CAPITAL USD  US  AVAILABLE  MUT  MAC 100.3370 1003370
VALUE F
US2058182062  COMTEC INT COM USDO.001 USD US  AVAILABLE OTC  DIC 157,344.0000 157,344.0000
US2058262008 COMTECH TELECOMMUNICATIONS usD us AVAILABLE DTC oTC 67.0000 E7.0000
UsD o1
US2058871028  CONAGRA BRANDS INC uUsD us  TOTAL 531.6630 531.6630
AVAILABLE DTC DTG 430.0000 430.0000
AVAILABLE  NIB NBS 101.6630 101.6630
US26E020101e  CONCENTRIX CORP USD 0.0001 uUsD us AVAILABLE DTC DTC 132.0000 132.0000 ’./' W
)
4
USH065141010  CONCORDE G COM USD.01 USD US  AVAILABLE DOTC  DTC £,800.0000 4,400.0000 ,400.0000
US2067871036  CONDUENT INC USD 0.01 USD US  AVAILABLE OTC  DIC 102.0000 102.0000
US2088274040 CONECTISYSCORPUSDO0O1  USD US  TOTAL 2.0000 2.0000
AVAILABLE DTC DTG 1.0000 1.0000
AVAILABLE NYW HARE 1.0000 1.0000
US2071461014  CONMEXUS CORF USD 0.001 USD US  AVAILABLE OTC  DIC 1.0000 1.0000
US20752L1017 CONNECTAJET COM INC USDOS5 usD us AVAILABLE DTC oTC 8,500.0000 8,500.0000
USZ07B6W1071 CONMECTONE BANCORPINCNEW USD US  AVAILABLE DTG DTG 110.0000 110.0000
=
USH0E2548627  CONOLOG CORP USD 0.01 USD US  AVAILABLE DOTC  DTC 5.0000 5.0000
USH0B2SC1045 CONOCOPHIL COM USDD.01 USD US  AVAILABLE OTC  DIC 1.732.0000 1.732.0000
US2088022081  CONSOLIDATED CAP NO USD USD US  AVAILABLE OTC  DIC 180,000.0000 180,000.0000
0.0001 144A

-

\/B/ Shows Pending Trades (Delivery and Receipt)

@ Total Share Amount for Traded and Settled Positions

@ ’D> Shows Pending Shares
&
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"A) Sorted by Location Where Securities are Held and Shows Total Shares for Each



Custody Holdings Continued

The last page of the report will show the total units held as well as the total pending shares.

AJU'ENU

Custody Holdings
By Security - Details By Status

Report ID: ICUSHO18

99998 - AUZF STATE OF J000000000( MII
(1] Description Cey OOy Status Loc Reg Traded Settled Pending Receive Pending Deliver
e Amortized Face Shares / Par Shares/Par
USSASAET1086  ZYNGA INC USD DO00000E ush us AVAILABLE DTS DOTC 115.0000 116.0000
USENALIBTE X0 HOLDINGS CVR ush us AVAILABLE HIB HIBE 1.084.0000 1.084 0000
USEVABIUIE GOLDEM PACIFIC BANCORP INC ush us AVAILABLE NV NAME 130.0000 130.0000
USDEE43T4016 FOMNAR CORP NEW 100,000TH FRACUSD US AVAILABLE DTG oTC 25,107.0000 25,107 0000
USJEHB4E1087 FRAC SEVEN HILLS RLT usDh us AVAILABLE oTC oTC 37,081.0000 37.081.0000
USMMI01UBSCE INDONESIAN DIAMOND COR ush us AVAILABLE HIB MIEE 360.0000 50,0000
USMMI0T 1KV 1N.MC PROPERTIES P+l UNSECURED USD  US AVAILABLE HIB MIEE 180,000.0000 1B0,000.0000
USMMIOTVNDES :EI)(’:(ET LEASE INCOME + GROWTHUSD US AVAILABLE HIB MIEE 5.0000 50000
USNDTOS92100  ASML HOLDING NV EUR 0.08 uUsh  HL AVAILABLE DTG oTC 255.0000 2550000
VGEM1JN10EE E:;ELDPE ENTERPRISE HLDGS ush WG AVAILABLE oTC oTC 4.0000 40000
VEG1EHIL10TE  CAPRI HOLDINGS LTD ush VG AVAILABLE DTG DoTC B.0000 60000
VGEE3IN0T1023  MAMTAIPROPERTY INCUSDOOT USD VG AVAILABLE oTC oTC 488.0000 4BE.0000
VGGTOMMN1208 SEFTON RES NPY AP VG AVAILABLE oTC oTC 50,000.0000 50,000 000D
VGGE43851061  CHINA TECHNOLOGY GLOBAL ush WG AVAILABLE oTC oTC 20,000.0000 20,000.0000
CORP NPY
VEEMENKI0TE  UMEWORLD LTD USD 00001 ush VG AVAILABLE DTG oTC 1.600.0000 1.800.0000
ZAEQDD259T01 SIBANYE STILLWATER LTD NPV ZAR ZA AVAILABLE YZA YZAB 3.0000 30000
ZAUDDOD1ZTOD AL MIN AFRICA PTY LTD NPV ush  zZa AVAILABLE oTC oTC 4,000.0000 4,000.0000
TOTAL BY UNITS - 20998 - AUZF STATE OF X000 304,883 470.84963 304,008,707 5457 B816,053.5630 3,281.2624
TOTAL BY AMORTIZED FACE - 93535 - AUZF STATE OF XXXRKK 24 4327172

1V4SI0F B:35:52 P EDT

Page 266 of 266

A

@ Total Share Amount Including Pending and Actually Settled Shares

Total Share Amount Actually Settled
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2. Custody Valuation

Like Custody Holdings, the Custody Valuation Report will also display the state’s
positions. In addition, this report will detail the share price and market value for each
security. Pending and settled shares are separated into two reports. This report runs in real

time too.

The following pages are examples of the above reports as seen on NEXEN®,

Custody Valuation - Entire Portfolio

Custody Valuation

Report ID: ICUS0017

".\ ‘Y. E i v Hy Asset Type Reporting Currency: USD
999099 - AUZF STATE OF XXOODOMKXX Posted Basis - 1011212021
1SIN Description Ctry  Loe Cey Units Local Price Market Value Local Market Value Reporting
I\A/‘ Inc CI.I"EIE‘,’
. Face
EQUITIES ( B)
AUSTRALIAN DOLLAR ( Exchange Rate : 0.7357500000)
AUODDOOOLSA2  LACHLAN STAR LTD NPV AU YAS  AUD 40,000.0000 0.030000 1,200.00 882,90
N DOLLAR ( Rate : 0.
CAQ115321089  ALAMOS GOLD INC NEW NPV cA  DIC  CAD 3.0000 9500000 2850 2288
CAQS85861085  BALLARD PWR SYS INC NEW NPV cA  DIC  CAD 22,0000 18.630000 400.86 320.08
CA17178G1046  CIELO WASTE SOLUTIONS CORP NPV cA  DIC  CAD 16.0000 0.485000 7.76 623
CA21922)6043  CORNERSTONE CAP RES INC NPV cA  DIC  CAD 10,000.0000 3.920000 30,200.00 31,472.04
CA2026717083  ENERGY FUELS INC NPV cA  DIC  CAD 25,0000 9320000 233.00 187.07
CA3805561006  GOLD BULL RES CORP NPV cA  DIC  CAD 272.0000 0215000 58.48 46.95
CASBS01R1064  MANULIFE FINL CORP NPV cA  DIC  CAD 5,307.0000 24640000 130,764.48 104,985.33
CABE827L1013  OSISKO GOLD ROYALTIES LTD NPV cA  DIC  CAD 367.0000 14.710000 5,308.57 4,334.29
CA74348M1085  PROMIS NEUROSCIENCES INC NPV CA  YCA  CAD 89,000.0000 0185000 16,465.00 13,219.08
CA74762L1067  QUANTITATIVE ALPHA TRADING INC NPV CA DTC  CAD 80.0000 0.008779 078 063
CA8911605002  TORONTO DOMINION BK ONT NPV cA  DIC  CAD 14.0000 85690000 1,199.66 963.16
CAS9621C1050  TRILOGY METALS INC NEW NPV cA  DIC  CAD 80000 2330000 1864 14.97
CAGT74861005  WI2WI CORP NPV CA  YCA  CAD 187,500.0000 0.050000 0,375.00 7.526.80
JEQOUBWHSYF4S  ROYAL ROAD MINERALS LTD NPV JE YCA  CAD 80000 0260000 208 167
/\ TOTAL BY UNITS - CANADIAN DOLLAR 292,622.0000 203,161.81 163,110.14
I\_A/' TOTAL BY AMORTIZED FACE - CANADIAN DOLLAR 0.0000
EUROD ( Exchange Rate : 1.1549000000)
CA7507581048  RAILPOWER COM NPV A YCA  EUR 200.0000 0.000431 009 0.10
CA8584971003  STELAX INDS LTD NPV cA  DIC  EUR 75,020.0000 0.005500 41261 476.52
DEOOOT100000  DAIMLER AG NPV DE DIC  EUR 1.0000 82.310000 8231 95.08
US3838701023  GPS INDUST COM USDO0.01 Us DTIC  EUR 54,264.0000
(D TOTAL BY UNITS - EURO 129,485.0000 495.01 571.68
A 4 TOTAL BY AMORTIZED FACE - EURO 0.0000
HONG KONG DOLLAR | Exchange Rate : 0.1285220000)
BMGS24181035  KERRY LOGISTICS NETWORK LTD HKD 0.5 BM  YHK  HKD 125.0000 18.380000 2.207.50 205.28
BMGS24401079  KERRY PROPERTIES LTD HKD 1.0 BM  YHK  HKD 250.0000 22.000000 5,500.00 706.87
HKOODBO11667  PCCW LTD NPV HK  YHK  HKD 5.0000 4.000000 2000 257
TOTAL BY UNITS - HONG KONG DOLLAR 380.0000 7,817.50 1,004.72
TOTAL BY AMORTIZED FACE - HONG KONG DOLLAR 0.0000
UNITED STATES DOLLAR ( Exchange Rate : 1.0000000000)
BMG3156P1032  ASA GOLD A COM STK NPV USD BM DIC  USD 201.0000 20.070000 4,034.07 4,034.07
BMGOE18E1075  WHITE MOUNTAINS INSURANCE GUSD10 BM  DTC  USD 10000 1,087.990000 1,087.99 1,087.99
(a) Sorted by Asset Type
@
(s Location of Shares
\E_B - 4
succeed(@ avenuinsights com
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Custody Valuation Continued — Entire Portfolio

900999 - AUZF STATE OF XXXXXXXXXXXXX

Custody Valuation

By Asset Type

Posted Basis - 10/12/2021
— —

Report ID: ICUS0017

Reporting Currency: USD

ISIN Description Loc Ccy Units Local Price Market Value Local Market Value Reporting
Inc Currency
Amortized Face
US98850P 1003 YUM CHINA HLDGS INC USD 0.01 us DTC usbD 223.0000 58.340000 13,009.82 13,000.82
US9888501031 ZAHAV INC us DTC usb 4.0000 0.000017
US98986T1088 ZYNGA INC USD 0.000006 us DTC usD 1.0000 7.330000 7.33 7.33
X9X9USDDGCM3 DREYFUS GOVT CM INST 289 us GSF usD 12,277.0400 1.000000 12277.04 12,277.04
TOTAL BY UNITS - UNITED STATES DOLLAR 3,806,666.5720 12,656,311.61 12,656,311.61
TOTAL BY AMORTIZED FACE - UNITED STATES DOLLAR 0.0000
TOTAL BY UNITS - EQUITIES 4,269,153.5720 12.821,881.05
TOTAL BY AMORTIZED FACE - EQUITIES 0.0000
MISC DEBT
UNITED STATES DOLLAR ( Rate: 1 )
US00625U1097 BLUEKNIGHT ENERGY PARTNERS L P us DTC usp 21.0000 3.250000 68.25 68.25
US20273v1008 ENERGY TRANSFER LP us DTC usb 483.0000 9.900000 4,781.70 4,781.70
US2037921078 ENTERPRISE COM UNITS REP LIM PART | us DTC usb 1.0000 23.900000 2309 23.99
US4511001012 ICAHN ENTERPRISES L P us DTC usb 393.0000 54.700000 21,497.10 21,497.10
TOTAL BY UNITS - UNITED STATES DOLLAR 898.0000 26,371.04 26,371.04
TOTAL BY AMORTIZED FACE - UNITED STATES DOLLAR 0.0000
TOTAL BY UNITS - MISC DEBT 898.0000 26,371.04
TOTAL BY AMORTIZED FACE - MISC DEBT 0.0000

TOTAL BY UNITS - ACCOUNT 999099 - AUZF STATE OF XXXXXXX
TOTAL BY AMORTIZED FACE - ACCOUNT 999099 - AUZF STATE OF XXXXXXX

4,270,051.5720
0.0000

@ Total Share Amount for Settled Shares

Total Market Value for Securities Held as of Report Date
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Aarveno

D000009 - AUZF STATE OF MXXO0KX

3.Custody Security Transactions

NEXEN® is a useful tool for the state in obtaining the status of transfers, deposits, sales,

and even corporate actions.

This report gives the state the flexibility of obtaining any transactions that have settled or
are pending in the account. The transactions can be obtained as of a specific date,
within a specific date range or real time. The data is kept for 24 months.

The following pages are examples of the above report as seen on NEXEN®.

Custody Security Transactions
By Security
Create Date 10/12/2021

Report 10: ICUS0D15

am
€ Settle Date

P
.

{

A
P

Location of Settlement

p ) Trade Date

)
4
n

£ Shares Settled
=

101212021

a \ Report is Sorted by Transaction Type (SD, CD, CA, DV, B, etc.)

succeed(@ avenuinsights com

AV ENWU
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Description
Trading Broker ISIN Create Date D.\
Clearing Broker Reference Number Trade/Ex Date = . Shares/Par
Buyer Order Party Client Reference Contract Settle / Pay Date (¢ ) Local Net Amount
Seller Order Party Market Reference Actual Setile Date -— Local Price Status
Cash Offset Number Settlement Policy Order Date Days Late Local Currency
Comments CA Hold
5D Secunty Addition
AIM SECTOR INVESCO VALUE OPPORTUNIT - _
L NON BROKER TRADE USO0143M3723 101272021 E 178.7150 Settled - DEPOSITED ||
CA NON BROKER TRADE 1212850430000 100672021 UNITED STATES
o 1001202021 - DOLLAR (USD)
Actual 101372021 1 M
B/C MR REC FROM EDWARD JONES AWAITING SECURITY
FROM REGISTR
sD Security Addition
FED WORLD FEDT INTL LEADERS FD INS . - -
pr— NOM BROKER TRADE US31428U6230 10M 202021 D\\ <E> B3.7070 Settled - DEPOSITED |
A NON BROKER TRADE 1212850430087  10/7/2021 4 _ UNITED STATES
@ 10122021 e DOLLAR (USD)
£ \ N
Actual  10M132021 Cc 1
4
B/C MR REC FROM AMERICAN ENTERPRISE INV SVC AWAITING
SECURITY FROM REGISTR
L] Lonmg-Term Capital Gains Distribution
FIDELITY ADVISOR SERIES | -
US3158078184 10M212021 60420 Settled - POSTED
PSS2110126026644  10M11/2021 5.03 UNITED STATES
101172021 DOLLAR (USD)
N
Contractual Cash 1

(B

-



Cash Reporting

NEXEN® provides various reports for cash:

Settled Cash Statements

The Settled Cash Statement report is a high-level view of trade and settlement date
holdings by location for a selected date range (real-time and historical). It shows all
asset types, including cash investment vehicles referred to as sweeps. In contrast,
the Projected Cash Statement report shows current day and up to five future business
days.

Settled Cash Balances

The Settled Cash Balances report provides beginning and ending balances, net activity,
exchange rate and location information for the point in time date (real time or historical)
selected. It shows all cash types, including cash investment vehicles referred to as sweeps
and free delivery / receipt transactions.

Cash and Security Transactions

The Cash and Security Transactions report is a high-level view that shows all of the cash
and custody activity together. Related cash and custody transactions are grouped
together. This report’s design allows you to search for information based on cash or
custody specific activities. It shows all transaction types, including cash investment
vehicles, referred to as sweeps. This report can be run in Real-Time and for historical
transactions for the last two years.

Cash Inquiry

The Cash Inquiry report provides a high-level view that displays all of the cash, custody
and user-entered net settlement adjustments activity. You can filter for information based
on cash or net settlement adjustment specific activities. It shows all transaction types and
can be run in real-time, previous day and five future business days.

The following pages are examples of the above reports as seen on NEXEN®

succeed(@ avenuinsights com
AVENU 5860 Trinity Parkway #120 | Centreville, VA 20120 nom
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Settled Cash Statements

Settled Cash Statement

Report ID: ICAS0010

INSIGHTS & ANALYTICS

“ v E" v All Balances - Consolidate Cash and Sweep - All Accounts Reparting Currency: USD
009000 - AUZF STATE OF JIO0000X 9/30/2021 - /302021
Tran Description Trade ! Ex Date Shares/Par Local Amount Reporting Equivalent
TYP®  Tracing Broker ISIN Settle | Pay Date Amortized Units
GClearing Broker Reference Number Cash Post Date Local Price/Rate
Client Reference Cash Value Date Local Principal
Ewvent Iy Local Income
Settlement Palicy
ov Drvidend a4z 487 0000 199 67 198,67
ARES CAP CORP USD 0.001 US04010L1035 93012021
Gross: 199,67 RecDte: 8/15/2021 PSS2108146166720 930/2021 04100000000
A .
‘A 93012021
- 0212854553 19867
Contractual Cash
ov Diwidend 92024 107.0000 8881 88.81
BECTON DICKINSON + CO USD 1.0 (4 ;\, US0758871091 9/30/2021
Gross: 88,81 RecDte: 0/8/2021 8 pos2ioo07e134051 93012021 0.8300000000
930/2021
0212832586 aa1
Contractual Cash
oV Diwidend 91412021 737.0000 5198 54.98
BLACKROCK SBI USD0.001 US08249E1010 973072021 I/’ A\'
Gross: 54,98 RecDte: G15/2021 PSS2100146224123 9/30/2021 oorasooooon (A
302021
0215044514 54.08
Contractual Cash
oV Dividend aE1/2021 36 0000 5.40 5.40
CDK GLOBAL INC US12508E1010 9/30/2021
Gross: 5.40 RecDte: 81/2021 PSS210B306201600 SE0/2021 01500000000
9/30/2021
0214048405 540
Contractual Cash
(a) Details by Transaction
&
e Transaction Type
e Security Name
e Security ID
e Share Amount
e Rate and Cash Received
11
succeed(@ avenuninsights com
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Settled Cash Balances

A AVENU Settled Cash Balances Report ID: ICAS0008
tgtn & ety All Balances - Consolidate Cash and Sweep - All Accounts Reporting Currency: USD
000999 - AUZF STATE OF XIOOOOMK 9/30/2021 - 8/30/2021
Date Count Beginning Balance Met Activity Local Ending Balance Exchange Rate  Beginning Balance Met Activity Ending Balance
Local Local  Reporting Currency Reporting Reporting  Reporting Currency
Currency Currency
Period Summary 22 2,958.33 3767 2,996.00 2.958.33 3767 2.996.00

UNITED STATES DOLLAR (USD) AUZF STATE OF J0000000 - 900000999

/302021 2% T3TT.A3 48011 T.866.44 1.0000000000 TATT.A3 489.11 7.B66.44
Period Summary 26 7,377.33 489,11 7,866.44 737733 48311 7.866.44
BACK VALUED AMOUNT A 0.01
1
TOTAL CASH AND SWEEP = 10.339.34 523.39 10.862.73
A AVENU Settled Cash Balances Report ID: ICAS0008
e All Balances - Consolidate Cash and Sweep - All Accounts Reporting Currency: USD
999999 - AUZF STATE OF JOOOO(XX 913012021 - 8/30/2021
Date Count  Beginning Balance Net Activity Local Ending Balance Exchange Rate  Beginning Balance Net Activity Ending Balance
Local Local Reporting Currency Reporti porting Currency
Currency Currency
Period Summary ['] 0.00 0.00 0.00 0.00 0.00 0.00
NEW ISRAELI SHEKEL (ILS) AUZF STATE OF XXXXXXXX - 999999999
9/30/2021 0 0.00 0.00 0.00 0.3099669885 0.00 0.00 0.00
Period Summary [] 0.00 0.00 0.00 0.00 0.00 0.00
NEW ISRAELI SHEKEL (ILS) AUZF STATE OF XXXXXXXX - 999999999
9/30/2021 0 0.00 0.00 0.00 0.3099669885 0.00 0.00 0.00
Period Summary ['] 0.00 0.00 0.00 0.00 0.00 0.00
NEW ZEALAND DOLLAR (NZD) AUZF STATE OF JXX(XXXXX - 999999999
9/30/2021 0 0.00 0.00 0.00 06898500000 0.00 0.00 0.00
Period Summary [] 0.00 0.00 0.00 0.00 0.00 0.00
NEW ZEALAND DOLLAR (NZD) AUZF STATE OF JXX(XXXXX - 999999999
9/30/2021 0 0.00 0.00 0.00 06898500000 0.00 0.00 0.00
Period Summary ['] 0.00 0.00 0.00 0.00 0.00 0.00
POUND STERLING (GBP) AUZF STATE OF XXXXXXX - 999999999
9/30/2021 1] 0.00 0.00 0.00 1.3483500000 0.00 0.00 0.00
Period Summary [] 0.00 0.00 0.00 0.00 0.00 0.00
POUND STERLING (GBP) AUZF STATE OF XXXXXXXX -099999999
9/30/2021 0 0.00 0.00 0.00 1.3483500000 0.00 0.00 0.00
Period Summary (] 0.00 0.00 0.00 0.00 0.00 0.00

Lﬁ Beginning Balance Details

Ending Balance Details

12
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Cash & Security Transactions

A AVE N“l.l

999999 - AUZF STATE OF XXXXOOU000

Cash And Security Transactions

Posting Date

10/14/2021 - 1014/2021

Report ID: ICAS0011
Reporting Currency: USD

Tran Type Description
Equivalent Cash Detail Transaction Type
Trading Broker

ISIN
Reference Number

Trade | Ex Date Shares/Par/Amount

Settle / Pay Date
Cash Post Date

Local Price/Rate
Lecal Principal

Local Amount Reporting

Clearing Broker Client Reference Cash Value Date Local Income
Linked Transaction Description Event ID Transaction Status
Post Timestamp .~
Market Reference B
Policy \._, >
A FREE TRANSACTIONS FOR PERIOD
\\_A / Security Addition 10/12r2021 250.0000 0.00 0.00
SECURITY DEPOSIT AUOD0D0OGRVO 10/1472021
GREENVALE MINING LTD NPV 1212840179034 1041472021
THE BANK OF NEW YORK MELLON (IRVTUS3NIBK) GSP 117982 1011472021
CITIBANK LIMITED MELBOURNE (CITIAU3X) 2021-10-13
19:33:39.4822
51
Actual
CA Merger 1041472021 193.0000 0.00 0.00
CORPORATE ACTION CAQ0324272057 101472021
ANACORTES MNG CORP NPV 1212874006558 1041472021
PS51212874006558 1041472021
0214092786 2021-10-14
PSS1212874006558 13:06:08.5005
DoQ4242A7ANNREER &7
Cash And Security Transactions Report ID: ICAS0011
AVENU Reporting Ci : USD
WSS & amaini Posting Date porting Currency:
999999 - AUZF STATE OF JOOOOOXNK 10/14/2021 - 1011412021
Tran Type Description Trade / Ex Date Shares/Par/Amount Local Amount Reporting Equivalent

Cash Detail Transaction Type
Trading Broker

Clearing Broker

Linked Transaction Description

ISIN

Referance Number
Client Reference
Event ID

Market Reference

Settle / Pay Date
Cash Post Date
Cash Value Date
Transaction Status
Post Timestamp

Local Price/Rate
Local Principal
Local Income

Policy
DV Dividend 9/28/2021 10,268.31 10,268 31
CASH DIVIDEND - CR UST181721090 10/14/2021
PHILIP MORRIS INTL INC NPV PSS52110136075853 10/14/2021
Gross 10,268.31 RecDte: 8/29/2021 10/14/2021
A PSS #: 2110136075853 UNITS/QNTY: 8,647.0000 0215404243 2021-10-13
A SEDOL # B2PKRQ3 ISIN #: US7181721090 EVENT ID: 16:48:40.9288
& 0215404243 99
DESC : PHILIP MORRIS INTL INC DIV SRC RATE: 1.1875000000
EX DT: 21SEP28 RECORD DT: 21SEP28 PAY DT: 210CT14
CCY:USD GRSS: 10,268.3100  WTH: 0.0000
AMOR BAL: 0.0000 PRFC: 0.0000  CUFC: 0.0000
DV Dividend 9/28/2021 8,647.0000 540.44 54044
CASH DIVIDEND - CR UST181721090 10142021 0.0625000000
PHILIP MORRIS INTL INC NPV PS52110146172691 10/14/2021
Gross 540.44 RecDte: 9/28/2021 101472021 540.44
PSS #: 2110146172691 UNITS/ONTY: B,647.0000 0215404243 2021-10-14

SEDOL # B2PKRQ3 ISIN #: US7181721080 EVENT ID:
0215404243

DESC : PHILIP MORRIS INTL INC DIV SRC RATE:  0.0625000000

EXDT: 215EP28 RECORD DT: 21SEP2% PAY DT: 210CT14
CCY:USD GRSS: 540.4400 WTH: 0.0000
AMOR BAL: 0.0000 PRFC: 0.0000 CUFC: 0.0000

16:21:25.2414
5

(a ) Transaction Description Includes Rate and Number of Shares

@ Information Related to Shares Received for Transaction Type

AVENU 5860 Trinity Parkway #120 | Centreville, ¥
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Cash Inquiry

AVENWU

530535 - AUZF STATE OF OO0

Cash Inquiry- Detail
Prior Day 10/14/2021
As of 101472021

Report ID: ICASDOE
Reporting Currency: USD

DOpening Balance

South African Rand (ZAR) AUZF STATE OF x00000000K- 9999999998 Exchange Rate 00683084110

DOpening Balance
Swedish Krona [SEK) AUZF STATE OF XXKNKEXXX - 3553595553

Opening Balance
Swedish Krona (SEK) AUZF STATE OF 300000000 - 3899598959

Opening Balance

Exchange Rate 0.1160840216

Exchange Rate 0.1160840218

Swiss Franc (CHF) AUZF STATE OF 300000000 -

Opening Balance
Swiss Frane (CHF) AUZF STATE OF XXX000O0CK -

Opening Balance
United States Dollar [USD) AUZF STATE OF X00000000E-

Opening Balance
Gettled Transactions

Exchange Rate 1.0000000000

Reparting Equivalent

Opening Balance Opening Balance
000 0.00

Reparting Equivalent

Opening Balance Opening Balance
000 0.00

Reparting Equivalent

Dpening Balance Opening Balance
o.oo L]

Reparting Equivalent

Dpening Balance Opening Balance
o.oo L]

Reparting Equivalant

DOpening Balance Opening Balance
[T L]

Reparting Equivalant

DOpening Balance Opening Balance
[T L]

Reporting Equivalent

Opening Balance Opening Balance
202148 2,021.48

Transaction Type Update Date - Timestamp Shares/Par Amount Reporting Equivalent Amount
(1) Reference Number Posted Date Amartized Units
Event ID Value Date
CORPORATE ACTION
DFA INWVESTMENT DIMENSIONS GROUP 10M4Z021 10:18 AM 055 2103 -21.03
US2332035615 1212874005531 142021 000
218535757 1042021
Total CORPORATE ACTION: -21.03 -21.03
DIVIDEND
DF A INVESTMENT DIMENSIONS GROUP 10142021 10:18 AM 3555 2103 2103
US2332035615 PESSZ110148111177 1042021 000
218536757 142
A AVENU Cash Ingquiry- Detail Report ID: ICAS0021
B Prior Day 10/14/2021 Reporting Currency: USD
299898 - AUZF STATE OF 000000 As of 1014203
PHILIP MORRIS INTL INC NPV 10M472021 04:12 PM 101.00 831 B.31
USTIB1T21090 PEE21101481T0854 1142021 0.0
0215404243 1142021
PHILIP MORRIS INTL INC NPV 10142021 04:10 PM 0.0 -12626 -126285
USTIB1T21090 PE52110146165245 1142021 0.0
142021
HORDIC AMERICAN TANKER LTD 0.01 USD 10142021 10:18 AM 44500 448 445
BMGASTTI 1080 PESE21002261020585 1142021 0.0
214323860 142021
TAMWAN SEMICOMDUCTOR M TWD 10.0 ADR 10/13/2021 0B:00 PM 132.00 5123 5123
USET40321003 PE52100156147295 142021 0.0
C2108Te02T 142021
PHILIP MORRIS INTL INC NPV 10/13/2021 0B:00 PM 0.00 12625 126.25
USTIB1T21080 PE52100276168596 142021 0.0
142021
Taotal DIVIDEND: 1,000.41 1,000.41
Total Setfled Transactions (B) 1,016.93 1,016.93
Projected Ending Balance 21,583.12 21,588312
@ Opening Balance for Each Currency Type
® pnai
Ending Cash Balance
@ Cash Deposited into the Account for Specified Transaction Type

AVENWU

INSIGHTS & ANALYTICS
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1. Preface

The Extranet is an on-line portal through which authorized staff can coordinate
automated transfer requests, respond to voluntary corporate actions, submit research
requests along with other capabilities. Via the secure Extranet, authorized users have
the ability to transact electronically to initiate transfers, wires, receipt of securities and
cash and to inquire about any particular security or deposit.

Avenu has automated the transfer request process through the Extranet for Avenu's new
Clearview Connection suite of software solutions, including UPS2000, by generating a
file on the system upon final claim approval. Each day, all approved securities (including
mutual funds) claims that require re-registration to owners are included on a file (Excel)
that is automatically delivered securely to the Extranet or SFTP site. The manual process
of entering securities transfers or claims one by one is eliminated. The Extranet includes a
quality assurance review as it provides the initiator with the transaction request. This has
eliminated nearly all posting errors.

©2021 Avenu Insights & Analytics, LLC. All rights reserved. Avenu® and Avenu and
Design® are trademarks of Avenu Insights & Analytics, LLC. in the United States
and/or other countries.

The contents of this manual are considered to be Avenu private data and are provided
for the exclusive use of the state. The contents herein may not be reproduced without
the specific written permission of Avenu Insights & Analytics, LLC. This document is
for informational purposes only and does not constitute a contract or an offer to
contract.

Other company trademarks are also acknowledged.

Document Version: 5.1 (September 2021, Avenue Insights & Analytics, LLC.)

succeed (@ avenninsights com
AVENU 5860 Trinity Parkway #120 | Centreville, VA 20120 Hom
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3. Navigating the System

After logging on to the Extranet via our web-based system, www.unclaimedproperty.com
the user will be presented with an easy-to-use side navigation bar that provides access
to all sub-sections of the Extranet. Access to the different sections within the site will be
controlled by a unique user login ID and password as determined by your state

administrator.
) Web Library: Allows the user to navigate
Web Library E-Library archives.
FTP Delivery
State Home FTP Delivery: Allows the user to navigate the
Uploads FTP Delivery section.
Corporate Actions ;
. State Home: Allows the user to navigate the
State Home section.
Logout .
Uploads: Allows the user to upload files
such as transfer or sell requests.
Corporate Actions: Allows the user to navigate the
Corporate Actions section.
Logout: Logs the user out and ends the
session.
succeed @ avenuinsights com
AVENWU 5860 Trinity Parkway #120 | Centreville, VA 20120 nom
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http://www.unclaimedproperty.com/

4. Web Library

Avenu has a section of the website containing archived articles and reference information that may
be useful to the state/organization. Avenu also uploads a listing of DRS eligible securities on a
monthly basis that can be downloaded by clients. The first screen shots below shows an example of
what is displayed when navigating to the Web Library for the DRS profile and the second screen
shot shows a listing of archived articles.

Home | Web Library
Admin: [ List / Add Web Library ]

WEB LIBRARY

Search results for drs

DRS Profile List of Securities - Custody Department -

The represented file contains the information about DRS eligible securities, This list is published and
updated meonthly - the first or second business day of the month., We anticipate that this list will
help the state determine which securities to be reissuad to claimants that could potentizlly incur the
higher fees of $500.00 plus the transaction charge. As this list does change on a daily basis, for any
securities in question, the state may send the custody department an inquiry regarding specific
securities at any time. Please Note: 1. The only category that can be charged the $500.00 + the
physical transaction fee is marked as: CERT ONLY-DRS ELIG/NOT PRTCP 2. All other listed categories
represent securities that are DRS eligible and therefore no physical transaction fee will apply when
processing re-registrations to daimants® name. 2. If the security is not listed in the file - the
security is Non-DRS Eligible; therefore the NON-DRS Eligible transaction fee will apply when
processing re- registrations to claimants’ name,

Authar: Deb Arnold

[®¥F] Download PDF Edit

Home | Web Library
Admin: [ List / Add Web Library ]

WEB LIERARY

Search Results: Mew Articles

MNovember, 2016

2016 Training - Audit Initiatives & Updates

Session 6: Audit Initiatives & Updates Overview of the Audit process, Preneed Funeral and Cemetery
Trusts; Owverview of Issues, Defending DMF, National Database, Update on Audit Initiatives and
Bankruptcies & Unclaimed Property

Author: Irina Aylward, Jim Dowley, Suzanne Darling, Lynden Lyman

Download POF Edit

October, 2016

2016 Training Tuesdays - Systems Updates UPS2000

Session 5: Systems Updates UPS2000 - Training and What's New?

Author: Janet D'Agostino, Denise Ducharme, Randy Stroede, Chris Ludovic

Download PDF Edit

October, 2016

2016 Training Tuesdays - Missing Money & HRS Pro

Sesszion 4: Missing Money & HRS Pro - Missing Money:Like us on Facebook, Welcome new states,
Statistics and how states can access their own statistics. HRS Pro: An update and demonstration on
the Web Version of HRS Pro.

Auther: Janet D'Agostino, Corinne Rendon, Kristy Myers, Christopher Ludovic

Dowmnload POF Edit

succeed@ avenuinsights com
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5. FTP Delivery

Many states have elected to receive reports or files electronically. Rather than sending a
file via email, Avenu has developed an FTP capability that the state/organization may
utilize to download reports. This reduces the delay in uploading the information to the
state database and the possibility of losing files.

Once a file is downloaded, it is automatically moved from the Main Directory to the
Archive directory. The Main Directory will always be displayed upon entering the FTP
Delivery section. If an item is downloaded and moved to Archive in error, a user may
retrieve it by selecting the Archive link displayed below and downloading it from this
location. Files are maintained in Archive for 9o days and then they are automatically
deleted.

Home | FTP Delivery |
FTP Delivery
Select Organization: | ~ || GO |
Illinois
UPLOAD: | Choose File | No file chosen | UPLOAD
[ARCHIVE]
Mame Size Last Modified
IL101161019.TXT [MOVE TO ARCHIVE] 2508 01/16/2020 08:16:54 PM
Back To Top
succeed@ avenuinsights com
AVENWU 5860 Trinity Parkway #120 | Centreville, VA 20120 nom
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6. State Home

The State Home section allows an authorized user to submit transfer requests or re-registrations,
liquidation instructions and research requests. This allows the user and the vendor to track all
requests with a tracking number that is assigned once all of the information has been inputted and
submitted. The user may want to take a screen print of the information submitted with the
tracking number or record the tracking number for their records.

A new feature of the State Home section which was developed for a more detailed audit trail
allows the state/organization to have a separate user review the information submitted**. Once
the information is submitted by one user, an email containing all of the information submitted
is sent to a separate user (email address is required).

**This replicates the process of one individual creating a letter and another
individual reviewing and signing which provides authorization.

When the user enters the State Home section of the website, the following screen will be
displayed:

Home | State Home

State Home :

Forms: .
» Research
« Ligquidation
succeed@ avenuinsights com
AVENU 5860 Trinity Parkway #120 | Centreville, VA 20120 nom
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State Home - NWT

A user has the ability to enter new NWT/DRP, Research and Liquidation forms from this
location. The following individual forms or requests are displayed based on user selection:

1. NWT/DRP

2. Research

3. Liquidation

1. NWT/DRP Form: Please fill in the fields and click Submit

Home | 5tate Home | NWT

State Home : NWT

Mominee Name:
Account Number:
Tax ID:

State Address1:
State Address2:
State Address3:

State City:
State State:
State Zip:

Mote: All fields except Claim # are required.
Form Type *

Submitter ID *

Registration Name *

Social Security #
Addressi *
Address2
City *

State *

Zip Code *
Issue Name *
CUSIP # *
MNumber of Shares =
Date Reported *
Claim #

DTC Number

Receiving Broker

Broker Account Number

b

| (eg. 8.000)

| (eg. mm/dd/yyyy)

1111

SUBMIT
succeed@ avenuinsights com
AV ENWU 5860 Trinity Parkway #120 | Centreville, VA 20120
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State Home - Research

2. Research Form: Please fill in the fields and click Submit

Home | 5tate Home | Research

Mominee Name:
Account Number:
Tax ID:

State Address1:
State Address2:
State Address3:
State City:

State State:
State Zip:

State Home : Research

Mote: All fields except Claim # are required.

Submitter ID * L1
CUSIP # [ |
Security Name | |
Escheatment Date | | (eg. mm/dd/yyyy)
Mumber of Shares | | (eg. 8.000)
Explanation
A
succeed@ avenuinsights com
AVENWU 5360 Trinity Parkway #120 | Centreville, VA 20120
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State Home — Liquidation

3. Form: Please fill in the fields and click Submit

Home | 5tate Home | Liguidation

State Home : Liquidation

Mominee Name:
Account Number:
Tax ID:

State Addressi:
State Address2:
State Address3:

State City:
State State:
State Zip:

Mote: All fields except Claim # are required.
Form Type * [Stocks |

Submitter ID * |:|

Registration Name *

Social Security # |:|

Addressi | |
Address2 | |
City | |
State [ w
zip Code —
Issue Mame | |
CUSIP # * | |
Number of Shares = | | {eg. 8.000)
Date Reported * | | (eg. mm/dd/ yyyy)
Claim # [
succeed@ avenuinsights com
AV ENWU 3860 Trinity Parkway #120 | Centreville, VA 20120
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7. Corporate Actions

The Corporate Actions section allows the user to view and respond to all voluntary corporate
actions. Each day, voluntary corporate actions are loaded to the system with information such
as cusip, name of security, deadline for a response, description of the action and options
available for the user to choose*.

Upon entering the corporate actions section, the following screen will be displayed:

Home | Corporate Actions

Admin: [ List / Add Corporate Actions ]

Corporate Actions

Select Organization: | ~|[Go]

View >> 12345678910 11 [NEXT]

Date: Title: Response Deadline:
09/24/21 REPURCHASE OFFER Amended/Confirmed and Complete 10/04/21
09/13/21 |REPURCHASE OFFER Amended/Confirmed and Complete 09/20/21
03/11/21 |EXCHAMGE OFFERS Amended/Confirmed and Complete 03/12/21
03/11/21 EXCHANGE OFFERS Amended/Confirmed and Complete 03/12/21
03/04/21 |EXCHAMNGE OFFERS Amended/Confirmed and Complete 03/12/21
03/04/21 |EXCHAMGE OFFERS Amended/Confirmed and Complete 03/12/21
03/01/21 |EXCHAMGE OFFERS Amended/Confirmed and Complete 03/01/21
03/01/21 EXCHANGE OFFERS Amended/Confirmed and Complete 03/01/21
02/25/21 |EXCHAMGE OFFERS Amended/Confirmed and Complete 02/26/21
02/25/21 |EXCHAMGE OFFERS Amended/Confirmed and Complete 02/26/21

The user has the ability to see all voluntary Corporate Actions associated with the
user’s state/organization.

*Currently, only voluntary corporate actions are available on-line. Avenu will be
posting all corporate actions, voluntary and involuntary for the state to review.

succeed@ avenuinsights com
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Corporate Actions

By clicking on a specific Corporate Action, the user will see all information associated with the
action such as: the name of the security (title), cusip number, response deadline, posting and
expirations dates, the rate, a description of the action (term) and the options available. The
following is an example of what will be displayed for the user.

Home | Corporate Actions | Detail

wWeb Library
FTP Delivery Corporate Actions Detail
State Home Date: 0%/23/21 Title: NOM OFFICIAL OFFER Amended/Confirmed and Complets
Uploads Security Description: SALESFORCE COM INC USD 0.001
Corporate Actions | oy,q1p, 734661202 Response Deadline: 10/14/21
Payable Date: Expiration Date: 10/15/21
LT Rate: /A Terms: THE FOLLOWING PREVIOUSLY ANNOUNCED CORPORATE EVENT

HAS NOW BEEN UPDATED/COMPLETED EVENT TYPE : NON-OFFICIAL OFFER
OFFICIAL CORPORATE ACTION EVENT REFEREMCE : US125%584326 START-
DATE : 0&-Apr-2021 *END DATE : 15-0ct-2021 EXPIRY DATE
(COMPANY/REGISTRAR) : 15-0ct-2021 EXPIRY TIME
(COMPANY/REGISTRAR) : 17.00.00.000000 ACCRUED INTEREST
INDICATOR : Mo RESTRICTION FLAG : Mo DEADLINE INFORMATION :
PLEASE BE ADVISED THAT THE RESPONSE DEADLINE FOR YOUR LENDING
POSITION MAY BE EARLIER THAN YOUR CUSTODY POSITION OPFTION AND
PAYQOUT DETAILS : 001-ACCEPT THE CASH OFFER DEFAULT OFTION
INDICATOR : WO CUSDAR OPTION STATUS : Active *MARKET DEADLINE
DATE : 15-Oct-2021 WITHDRAWL ALLOW INDICATCR @ YES
*REVOCABILITY EMD DATE : 15-Oct-2021 CASH OFFER DEBIT CREDIT
INDICATOR @ CREDIT CASH OFFER PRICE CURREMNCY @ USD CASH OFFER
PRICE : 240.0 002-TAKE NO ACTION DEFAULT OPTION INDICATOR @ YES
CUSDAR OPTIOM STATUS : Active FREE FORMAT TEXT OF EVENT : .

() ACCEPT THE CASH OFFER
() TAKE NO ACTIOM (DEFAULT)

The list of options associated with this corporate action will be displayed with a description of
what each option is. The user selects the option that the state/organization has elected to take. A
confirmation of this option selected will be sent via email to the user. If the user does not
respond, the default option will be taken. In the instance where the state/organization always
elects the default option, we would recommend that the user access the corporate action and
choose the default rather than just allowing the system to assign the default. This indicates that
the user has read and understands the actions.

succeed@ avenuinsights com
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8. Uploads — File
Transfer Instructions

This section allows users to upload or download transfer, liquidation or other files to/from Avenu
electronically.

INSTRUCTIONS: Use the BROWSE button below to locate the file on your local disk that you wish
to upload, then click UPLOAD FILE to complete the upload:

File Upload: I Choose File | Mo file chosen | Upload File

To Add a File to this Site

*  C(Click the "Choose File” Button

¢ Your Browser will open a "Choose a File" window displaying the contents of your
hard drive. Use standard navigation to find and select the file you want to upload.

* The file name will appear in the "File Name" filed. Click the "Open" Button.

*  Your Browser will close the "Choose a File" window and fill in the file name and path
in the "Upload" field.

* Click the "Upload File" Button.

¢ The upload application will copy the file from your system to the upload directory and
make it available for the Organization you selected.

To Get a File from this Site

*  Move your mouse over the name of the file you want to download.

* Right click the file name. Your browser will open up an options box. Select "Save
Link As"

* Your browser will open up a Select "Save As" window. Use standard
navigation to identify the directory in which you want to save the file.

* Make sure that the name in the "File Name" filed is the one you want to use when
saving the file.

* Note that the "Organization Name" is appended to the file name. The application
performs this function when it originally received the file. If you will be returning
this file to the site at a later date, you may want to rename it at some point so that
the "Organization Name" is not appended more than once.

¢  After you have selected your preferred directory and file name click the "Save"
button.

succeed@ avenuinsights com
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*  Your Browser may open a "File Download" window to display the status of the
download. When complete you will see a "Download Complete" window.

¢ C(Click "Close".
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Settled Class Actions Pending Claims Summary

Claims Filing Deadline Date between 7/31/2023 and 1/27/2024

Report ID:

ICSS00002

Class Action Notice Date Exclusion Date Claim Due Period Begin Period End Currency Gross Settlement
Account Number Account Name Account Open Status Date Account Status Claim Status Comments * Projected Recognized Loss
ARCONIC INC., Securities Litigation N/A 7/19/2023 8/21/2023 11/4/2013  6/27/2017 uUsD 74,000,000.0000
XXXXX OTOTONOMO 6/9/2016 6/1/2023 OPEN PREPARATI 0
ON IN
WELLS FARGO & COMPANY, Securities Litigation N/A 7/127/2023 8/21/2023 11/3/2016  8/3/2017 usb 300,000,000.0000
(18CWHO)
NO SELECTED ACCOUNTS AFFECTED
ARCONIC INC., Securities Litigation N/A 7/19/2023 8/21/2023 11/4/2013  6/27/2017 usD 74,000,000.0000
XXXXX BNY MELLON ACCOUNT 1/1/1981 6/1/2023 CLOSED NOT-FILED DNF NO ELIGIBLE TRANSACTIONS 0
ARCONIC INC., Securities Litigation N/A 7/19/2023 8/21/2023 11/4/2013  6/27/2017 UsD 74,000,000.0000
NO SELECTED ACCOUNTS AFFECTED
WELLS FARGO & COMPANY, Securities Litigation N/A 7/127/2023 8/21/2023 11/3/2016  8/3/2017 usb 300,000,000.0000
(18CV03948WHO)
XXXXX CTOTONOMOD 6/9/2016 5/31/2023 OPEN NOT-FILED DNF NO ELIGIBLE TRANSACTIONS 0
TACTILE SYSTEMS TECHNOLOGY. INC, Securities N/A 8/2/2023 8/23/2023 5/7/2018 6/8/2020 usD 5,000,000.0000
Litigation
NO SELECTED ACCOUNTS AFFECTED
SUNLANDS TECHNOLOGY GROUP, Securities Litigation N/A 9/6/2023 8/28/2023 2/23/2018 9/18/2018 uUsD 6,200,000.0000
NO SELECTED ACCOUNTS AFFECTED
KRAFT HEINZ COMPANY, Fair Fund N/A N/A 8/31/2023 2/26/2016  2/21/2019 usb 62,000,000.0000

NO SELECTED ACCOUNTS AFFECTED

*Projected Recognized Loss amount is not the final proceeds to be received by the client for the specified class action event/account. It is the potential recognized loss value calculated by BNYM's vendor for class
action processing. The Projected Recognized Loss amount is an estimate, and may vary from the final Court approved/analyzed recognized loss proceeds received.

7/31/2023 3:55:14 PM EDT
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Custody Valuation Report ID ICUS0017

AV ENWU .
By Asset  Type Reporting Currency USD
XXXXXX - AUZF STATE NAME Settled Basis - 3/4/2020
Units
Ctry Market Value Reporting
ISIN Description Inc Loc Ccy Amortized Face Local Price Market Value Local Currency
DEBT
UNITED STATES DOLLAR (Exchange Rate: 1.0000000000)
US81988XAA19 SHARP DO BRASIL S A19.625 300CT05 BR DTC UsD 50,000.0000
TOTAL BY UNITS - DEBT 50,000.0000
TOTAL BY AMORTIZED FACE - DEBT 0.0000 0.00
EQUITIES
CANADIAN DOLLAR (Exchange Rate: 0.7455450000)
CA15101Q1081 CELESTICA INC NPV CA DTC  CAD 342.0000 15.880000 5,430.96 4,049.03
EURO (Exchange Rate: 1.1123000000)
US1727371080 CIRCUIT CITY STORES INC USD 0.5 us DTC EUR 25.0000
US5502783039 LUMINENT M COM USDO0.001 us DTC EUR 100,000.0000
US86825Q1040 SUPERIOR O COM STK USDO0.01 us DTC EUR 250.0000 0.028000 7.00 7.79
TOTAL BY UNITS - EURO 100,275.0000
TOTAL BY AMORTIZED FACE - EURO 0.0000 7.00 7.79
SWISS FRANC (Exchange Rate: 1.0326310000)
CH0244767585 UBS GROUP AG CHF 0.1 CH DTC CHF 2,134.0000 13.160000 28,083.44 28,999.83
UNITED STATES DOLLAR (Exchange Rate: 1.0000000000)
CHO0102993182 TE CONNECTIVITY LTD 2.6 CH DTC usD 32.0000 62.630000 2,004.16 2,004.16
GB00B5BTOKO7 AON PLC USD 0.01 GB DTC usD 13.0000 107.790000 1,401.27 1,401.27
IEOOBBGT3753 MALLINCKRODT PLC USD 0.2 IE DTC UsSD 3.0000 54.650000 163.95 163.95
IEO0BD845X29 ADIENT PLC USD 0.001 IE DTC usD 1.0000 44.200000 44.20 44.20
IEOOBLS09M33 PENTAIR PLC USD 0.01 IE DTC usD 3.0000 54.700000 164.10 164.10
IEOOBTN1Y115 MEDTRONIC PLC USD 0.1 IE DTC UsSD 30.0000 82.140000 2,464.20 2,464.20
IEOOBY7QL619 JOHNSON CONTROLS INTERNATI USD IE DTC usD 12.0000 40.880000 490.56 490.56
0.01
IEOOBY9D5467 ALLERGAN PLC USD 0.0033 IE DTC USD 7.0000 195.000000 1,365.00 1,365.00
NLO0011031208 MYLAN NV EUR 0.01 NL DTC UsD 40.0000 35.000000 1,400.00 1,400.00
PR25811P8521 DORAL FINL CORP USD 0.01 PR DTC usD 2.0000 0.051950 0.10 0.10
PR2987161011 EUROBANCSH COM STK USDO0.01 PR DTC USD 270.0000 0.000100 0.03 0.03
PR3186727065 FIRST BANCORP P R USD 0.1 PR DTC UsD 1,165.0000 4.910000 5,720.15 5,720.15

Disclaimer - The pricing information contained within this report is unaudited and may not reflect the most recent security prices.
3/J20C0 9:53:01 AM EST Page 1 of [ NCXON Reports




Custody Valuation Report ID ICUS0017

AVENU

INSICHTS & ANALITICS By Asset Type Reporting Currency USD
XXXXXX - AUZF STATE NAME Settled Basis - 3/4/2020
Units
Ctry Market Value Reporting
ISIN Description Inc Loc Ccy Amortized Face Local Price Market Value Local Currency
US81371U1043 SECURE TEC COM USDO0.01 us DTC USD 20.0000 0.010000 0.20 0.20
US8284086092 SILVERLINE TECHNOLOGIES LTD NPV IN DTC USD 1.0000 1.600000 1.60 1.60
ADR
US8445448090 SOUTHMARK CORP USD 0.01 us DTC uUsD 4.0000 0.001000
US85207U1051 SPRINT CORP USD 0.01 us DTC USD 1.0000 6.130000 6.13 6.13
US85916J4094 STEREOTAXIS INC USD 0.001 DEFAULT us DTC USsD 32.0000 0.640000 20.48 20.48
US8627731081 STRATEGIC COM USD0.001 us DTC uUsD 225.0000 0.000100 0.02 0.02
US86800C1045 SUNTECH PO SPONS ADR EA REPR 1 KY DTC USD 70.0000 0.035200 2.46 2.46
ORD
US8769932059 TAX FREE PUERTO RICO TARGET RESTR PR NYV UsD 2,924.0000 1.000000 2,924.00 2,924.00
US8786951058 TECHNOLOGY USDO0.001 us NYV USD 440.0000 0.262500 115.50 115.50
US90206R1032 2-INFINITY COM INC USD 0.001 us DTC USD 1,000.0000 0.000500 0.50 0.50
US9092143067 UNISYS CORP USD 0.01 us DTC uUsD 40.0000 10.350000 414.00 414.00
US9100471096 UNITED CONTL HLDGS INC USD 0.01 us DTC USD 20.0000 57.230000 1,144.60 1,144.60
US92242T1016 VECTRUS INC USD 0.01 us DTC USD 16.0000 16.450000 263.20 263.20
US9253261005 VERTIENTES CAMAGUEY SUGAR C USD us NYVS USD 550.0000 0.010000 5.50 5.50
6.5
US9293671007 WW ENERGY COM STK USD0.0001 us DTC USD 2.0000
US94107F1012 WASTECH INC COM USDO0.01 us DTC USsD 500.0000 0.010000 5.00 5.00
TOTAL BY UNITS - UNITED STATES DOLLAR 39,293.4780
TOTAL BY AMORTIZED FACE - UNITED STATES DOLLAR 0.0000 206,551.14 206,551.14
TOTAL BY UNITS - EQUITIES 142,044.4780
TOTAL BY AMORTIZED FACE - EQUITIES 0.0000 239,607.79
TOTAL BY UNITS - ACCOUNT XXXXXX - AUZF STATE NAME 192,044.4780
TOTAL BY AMORTIZED FACE - ACCOUNT XXXXXX- AUZF STATE 0.0000 239,607.79

NAME

Disclaimer - The pricing information contained within this report is unaudited and may not reflect the most recent security prices.

3//2000 9:53:01 AM EST Page Dof O NCXON Reports



Unsettled Trades Report



By Security - Failing,Pending XXXXXX - STATE NAME

AVENU

INSIGHTS & ANALYTICS

Unsettled Trades

Real-Time 1/8/2020 11:50:00 AM EST

Report ID ICUS0018

Description
Trading Broker
Clearing Broker
Buyer Order Party
Seller Order Party

ISIN

Reference Number
Client Reference
Depository Reference
Market Reference

Trade Date Shares/Par
Contract Settle Date Local Net Amt

Status
Local Currency

Trade Matching Status Settlement Policy Order Date Local Price Comments

SD  Security Addition CA0559341031 10/20/2019 166.0000 Failing - SETTLEMENT FAILURE
BPI ENERGY HOLDINGS INC 1163010205943  10/20/2019 UNITED STATES DOLLAR (USD)
FIRST CLEARING, LLC 26931837.6 26876390.338 B/C A, REC FROM FIRST

CLEARING AWAITING SECURITIES

FIRST CLEARING, LLC FROM CPY 1163010101840
AWSH Actual
AWAITING SECURITIES FROM CPY

SD  Security Addition CA1344226099 10/20/2019 20.0000 Failing - SETTLEMENT FAILURE
CAMPBELL R COM NPV 1163010206055 10/20/2019 UNITED STATES DOLLAR (USD)
FIRST CLEARING, LLC 26931837.19 26876390.352 B/C A, REC FROM FIRST

CLEARING AWAITING SECURITIES

FIRST CLEARING, LLC FROM CPY 1163010101883
AWSH Actual
AWAITING SECURITIES FROM CPY

SD  Security Addition CA6565685089 12/8/2019 1.0000 Pending - VERIFIED
NORTEL NETWORKS CORP NEW NPV 1163090300390 12/8/2019 UNITED STATES DOLLAR (USD)
OPTIONSXPRESS, INC. 27016545.129 B/C A RECEIVE FROM OPTIONXPRESS
OPTIONSXPRESS, INC.

Actual

SD  Security Addition CA67000B1040 10/28/2019 13.0000 Failing - VERIFIED

NOVANTA INC NPV 1162990284984  10/28/2019 UNITED STATES DOLLAR (USD)

NATL FINANCIAL SERVICES LLC
NATL FINANCIAL SERVICES LLC

AWSH

AWAITING SECURITIES FROM CPY

26925435.589

Actual

B/C A, REC FROM FIDELITY AWAITING
SECURITIES FROM CPY
1162990130269

1/8/2010 11:50:00 AM EST

Page 1 of 3

NOXIN Reports




By Security - Failing,Pending XXXXXX - STATE NAME

AV ENU

INSIGHTS & ANALYTICS

Unsettled Trades

Real-Time 1/8/2019 11:50:00 AM EST

Report ID ICUS0018

Description
Trading Broker
Clearing Broker

ISIN
Reference Number
Client Reference

Buyer Order Party Depository Reference Trade Date Shares/Par Status
Seller Order Party Market Reference Contract Settle Date Local Net Amt Local Currency
Trade Matching Status Settlement Policy Order Date Local Price Comments
SD  Security Addition USM15CNT9972 1/8/20.0 300.0000 Pending - VERIFIED
CONTRA BACKWEB TECHNOLOGIES NPV 1163090300360 1/8/20-0 UNITED STATES DOLLAR (USD)
OPTIONSXPRESS, INC. 27016545.121 B/C A RECEIVE FROM OPTIONXPRESS
OPTIONSXPRESS, INC.
Actual
TOTAL SECURITY DEPOSIT (7) 499.0720 Shares/Par
SW  Security Withdrawal USM15CNT9972 10/25/2019 -600.0000 Failing - VERIFIED
CONTRA BACKWEB TECHNOLOGIES NPV 1163000246904 10/25/2019 UNITED STATES DOLLAR (USD)
RAYMOND, JAMES & ASSOC., INC. B/C C SALE OF SHARES DOC
RAYMOND, JAMES & ASSOC., INC. 26935128
Actual
TOTAL XXXXXX - STATE NAME( 242) 4,325,418.3410 Shares/Par
REPORT TOTAL (242) 4,325,418.3410 Shares/Par

1/8/2000 11:50:00 AM EST

Page 2 of 3
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Securities Liquidation Report
PI?] PRI 2]




AVENWU

INSIGHTS & ANALYTICS

XXXXXX - STATE NAME

Custody Security Transactions

By Security

Actual Settle Date 12/1/2019 - 12/31/2019

Report ID ICUS0015

Description

Trading Broker
Clearing Broker
Buyer Order Party
Seller Order Party
Cash Offset Number
Comments

CUSIP/CINS
ISIN Create Date

Reference Number Trade/Ex Date
Client Reference Contract Settle/Pay Date

Market Reference Actual Settle Date

Settlement Policy Order Date

Shares/Par
Local Net Amount
Local Price Status

Days Late Local Currency

S Sale- Mutual Fund order
PUTNAM PRE SBI NPV
RAYMOND JAMES & ASSOC INC
RAYMOND JAMES & ASSOC INC

746853100 12/2/2019
US7468531006 12/1/2019
1163070106776 12/4/2019

-227.0000 Settled - ACTUAL
1.090.72 SETTLEMENT
UNITED STATES
4.8300881000 DOLLAR (USD)
0

GTN1611020006458 12/4/2019
Actual
Cash Offset - XXXXX08400
SPROJ//RVA 63 1/01/19 1163070076550
S Sale 878520204 12/2/2019 -5.0000 Settled - ACTUAL
TECHNICOLO NPV ADR US8785202040 12/1/2019 28.81 3E|TTT|1:_DE'\§$;‘TTES
RAYMOND JAMES & ASSOC INC 1163070106738 12/4/2019 5.7900000000 ) | AR (USD)
RAYMOND JAMES & ASSOC INC GTN1611020006452 12/4/2019 0
Actual
Cash Offset - XXXXX08400
SPRO//RVA 70 1/01/19 1163070076565 o ,
Shares Liquidated includes
S Sale number of shares, date, price, 882508104 12/2/2019 -17.  Settled - ACTUAL
TEXAS INSTRS INC USD 1.0 commission, net proceeds and US8825081040 12/1/2019 1,174.07 SETTLEMENT
— !
0000 RAYMOND JAMES & ASSOC INC 1163070106723 12/4/2019 69.0900000000 gg:_TLi%S(ﬁgTDE)S
RAYMOND JAMES & ASSOC INC more. GTN1611020006448 12/4/2019 0
Actual

Some fee information may be missing from this report for up to an hour after a trade has been made.

1/7/2000 10:17:51 AM EST Page 1 of 2 NCXON - Reports



AVENU

INSIGHTS & ANALYTICS

XXXXXX - STATE NAME

Custody Security Transactions
By Security
Actual Settle Date 12/1/2019 - 12/31/2019

Report ID ICUS0015

Description

Trading Broker
Clearing Broker
Buyer Order Party
Seller Order Party
Cash Offset Number
Comments

CUSIP/CINS
ISIN Create Date

Reference Number Trade/Ex Date
Client Reference Contract Settle/Pay Date

Market Reference Actual Settle Date
Settlement Policy Order Date

Shares/Par

Local Net Amount
Local Price Status

Days Late Local Currency

Cash Offset - XXXXX08400

SPRO// UONC UNCLAIMED PROPERTY
CLEARING AVERAGE PRICE TRADE 2255 RVA
71 11/01/16 1163070076560

TOTAL SELL (1)
TOTAL TEXAS INSTRS INC USD 1.0 (1)
TOTAL XXXXXX - STATE NAME

(3)

Some fee information may be missing from this report for up to an hour after a trade has been made.

-17.0000 Shares/Par
-17.0000 Shares/Par
-249.0000 Shares/Par

1/7/2000 10:17:51 AM EST

Page 2 of 2
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Mutual Fund Sales Report



Mutual Fund Sales

Custody Security Transactions Report ID 1CUS0015
AVENU By Security
XXXXXX - STATE NAME Actual Settle Date 12/1/2019 - 12/31/2019
Description CUSIP/CINS

Trading Broker
Clearing Broker

ISIN Create Date

Reference Number Trade/Ex Date Shares/Par
Buyer Order Party
Seller Order Party Client Reference Contract Settle/Pay Date Local Net Amount
Cash Offset Number Market Reference Actual Settle Date Local Price Status
Comments Settlement Policy Order Date Days Late Local Currency

Sale- Mutual Fund order
AIM EQUITY INVSC CHRTR FD A

001413103 12/2/2019
US0014131033 12/1/2019
1163070082128 12/2/2019

26968011 12/2/2019

-107.1730 Settled - ACTUAL
1.955.91 SETTLEMENT
UNITED STATES
18.2500256000 DOLLAR (USD)
0

Actual

Mutual Fund Sale -

Cash Offset - XXXXX08400 Includes price/share,

1163060158808 10-31-19 SALE REQUEST SALE OF net/gross proceeds and
SHARE 1163060158808 10-31-19 SALE REQUEST more
SALE OF SHARE
S Sale- Mutual Fund order 001413194 12/2/2019 -60.3620 Settled - ACTUAL
AIM EQUITY INVSC DVSFD INV US0014131942 12/1/2019 1,129.37 SETTLEMENT
1163070082055 12/2/2019 18.7099499000 UNITED STATES

DOLLAR (USD)
TSR1611018827027 12/2/2019 0

Actual
Cash Offset - XXXXX08400
1163060195152 10-31-19 SALE REQUEST SALE OF
1163060195152 10-31-19 SALE REQUEST SALE OF
SHARES UNEXECUTED DOC 26968011
TOTAL XXXXXX - STATE NAME(2) -167.5350 Shares/Par

Some fee information may be missing from this report for up to an hour after a trade has been made.

1/7/2000 10:21:44 AM EST Page 1 of 1 NCXON - Reports
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Settled Cash Balances Report



AVENU

INSIGHTS & ANALYTICS

XXXXXX- AUZF STATE NAME

Settled Cash Balances
All Balances - Consolidate Cash and

Sweep - All Accounts 12/01/2019 - 12/31/2019

Report ID ICAS0008

Reporting Currency USD

Beginning Balance

Ending Balance

Exchange Rate

Beginning Balance

Net Activity

Ending Balance

Date Count Local Net Activity Local Local Reporting Currency Reporting Currency Reporting Currency Reporting Currency
ARGENTINE PESO (ARS) STATE NAME - XXXXXXXXX

12/3/2019 0 0.00 0.00 0.00 0.0656922318 0.00 0.00 0.00
12/4/2019 0 0.00 0.00 0.00 0.0658653054 0.00 0.00 0.00
12/5/2019 0 0.00 0.00 0.00 0.0658653054 0.00 0.00 0.00
12/6/2019 0 0.00 0.00 0.00 0.0655845220 0.00 0.00 0.00
12/7/2019 0 0.00 0.00 0.00 0.0656922318 0.00 0.00 0.00
12/10/2019 0 0.00 0.00 0.00 0.0658327847 0.00 0.00 0.00
12/11/2019 0 0.00 0.00 0.00 0.0658870037 0.00 0.00 0.00
12/12/2019 0 0.00 0.00 0.00 0.0659608851 0.00 0.00 0.00
12/13/2019 0 0.00 0.00 0.00 0.0661419406 0.00 0.00 0.00
12/14/2019 0 0.00 0.00 0.00 0.0661922885 0.00 0.00 0.00
12/17/2019 0 0.00 0.00 0.00 0.0657030223 0.00 0.00 0.00
12/18/2019 0 0.00 0.00 0.00 0.0657527040 0.00 0.00 0.00
12/19/2019 0 0.00 0.00 0.00 0.0657732467 0.00 0.00 0.00
12/20/2019 0 0.00 0.00 0.00 0.0658653054 0.00 0.00 0.00
12/21/2019 0 0.00 0.00 0.00 0.0660066006 0.00 0.00 0.00
12/24/2019 0 0.00 0.00 0.00 0.0662142029 0.00 0.00 0.00
12/25/2019 0 0.00 0.00 0.00 0.0658870037 0.00 0.00 0.00
12/26/2019 0 0.00 0.00 0.00 0.0656868379 0.00 0.00 0.00
12/27/2019 0 0.00 0.00 0.00 0.0657408168 0.00 0.00 0.00
12/28/2019 0 0.00 0.00 0.00 0.0656922318 0.00 0.00 0.00
12/31/2019 0 0.00 0.00 0.00 0.0658924306 0.00 0.00 0.00
Period Summary 0 0.00 0.00 0.00 0.00 0.00 0.00
ARGENTINE PESO (ARS) STATE NAME- XXXXXXXXX

12/3/2019 0 0.00 0.00 0.00 0.0656922318 0.00 0.00 0.00
12/4/2019 0 0.00 0.00 0.00 0.0658653054 0.00 0.00 0.00
12/5/2019 0 0.00 0.00 0.00 0.0658653054 0.00 0.00 0.00
1/2/2000 8:06:48 AM EDT Page 1 of 3 NCXON Reports




Settled Cash Balances Report ID ICAS0008

ﬁ.cxs &ENAHCS v All Balances - Consolidate Cash and Reporting Currency USD
XXXXXX - AUZF STATE NAME Sweep - All Accounts 12/1/2019 - 12/31/2019

Beginning Balance Ending Balance Exchange Rate  Beginning Balance Net Activity Ending Balance

Date Count Local Net Activity Local Local Reporting Currency Reporting Currency Reporting Currency Reporting Currency
12/4/2019 0 0.00 0.00 0.00 1.0000000000 0.00 0.00 0.00
12/5/2019 0 0.00 0.00 0.00 1.0000000000 0.00 0.00 0.00
12/6/2019 0 0.00 0.00 0.00 1.0000000000 0.00 0.00 0.00
12/7/2019 0 0.00 0.00 0.00 1.0000000000 0.00 0.00 0.00
12/10/2019 0 0.00 0.00 0.00 1.0000000000 0.00 0.00 0.00
12/11/2019 0 0.00 0.00 0.00 1.0000000000 0.00 0.00 0.00
12/12/2019 1 0.00 4.49 4.49 1.0000000000 0.00 4.49 4.49
12/13/2019 0 4.49 0.00 4.49 1.0000000000 4.49 0.00 4.49
12/14/2019 0 4.49 0.00 4.49 1.0000000000 4.49 0.00 4.49
12/17/2019 0 4.49 0.00 4.49 1.0000000000 4.49 0.00 4.49
12/18/2019 0 4.49 0.00 4.49 1.0000000000 4.49 0.00 4.49
12/19/2019 0 4.49 0.00 4.49 1.0000000000 4.49 0.00 4.49
12/20/2019 0 4.49 0.00 4.49 1.0000000000 4.49 0.00 4.49
12/21/2019 1 4.49 55.94 60.43 1.0000000000 4.49 55.94 60.43
12/24/2019 0 60.43 0.00 60.43 1.0000000000 60.43 0.00 60.43
12/25/2019 0 60.43 0.00 60.43 1.0000000000 60.43 0.00 60.43
12/26/2019 0 60.43 0.00 60.43 1.0000000000 60.43 0.00 60.43
12/27/2019 0 60.43 0.00 60.43 1.0000000000 60.43 0.00 60.43
12/28/2019 0 60.43 0.00 60.43 1.0000000000 60.43 0.00 60.43
12/31/2019 0 60.43 0.00 60.43 1.0000000000 60.43 0.00 60.43
Period Summary 2 0.00 60.43 60.43 0.00 60.43 60.43
TOTAL CASH AND SWEEP 3,773.74 211.65 3,985.39

1/2/20C0 8:06:48 AM EDT Page 3 of 3 NCOXON Reports
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Free Receive viaDTC

AV ENWU

INSIGHTS & ANALYTICS

XXXX - STATE OF STATE NAME

Custody Security Transactions

By Security
Actual Settle Date 1/4/2020

Report ID ICUS0015

Description

Trading Broker
Clearing Broker
Buyer Order Party
Seller Order Party
Cash Offset Number
Comments

ISIN Create Date
Reference Number Trade/Ex Date
Client Reference Contract Settle/Pay Date
Market Reference Actual Settle Date
Settlement Policy Order Date

Shares/Par
Local Net Amount
Local Price Status

Days Late Local Currency

SD Security Addition
L-3 COMMUNICATIONS CORP. USD 0.01
NATL FINANCIAL SERVICES LLC
NATL FINANCIAL SERVICES LLC

B/C A, REC FROM NFS 1163070125684

SD Security Addition
PAYCHEX INC USD 0.01
1.0000INTERNAL TRANSFER
BANK OF NY CUST CLEARANCE

B/C AXFER TO XXXXX 049480516-20161101
1163090108127

US5024241045 1/2/2010
1163070283769 1/4/20/0
26987790.12 1/4/20[0

1/4/2010
Actual -

Shares received from
«— holder. Holder Name and
Broker name included.

US7043261079 1/4/2000
1163090208548 1/4/201 0
TRF-FRM 822428 1/4/2010

1/4/200
Actual

Shares received from holder
via DTC. Avenu Report- Internal

*— Transfer with report ID number
for easy reconciliation.

2.0000 Settled - ACTUAL
SETTLEMENT
UNITED STATES

. DOLLAR (USD)

Settled - ACTUAL

SETTLEMENT

UNITED STATES
0 DOLLAR (USD)

1/7/2000 9:48:41 AM EST

Page 1 of 3
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Free Recieve via DTC

AVENWU

INSIGHTS & ANALYTICS

XXXXXX- STATE OF STATE NAME

Custody Security Transactions
By Security
Actual Settle Date 1/4/2020

Report ID ICUS0015

Description

Trading Broker
Clearing Broker
Buyer Order Party
Seller Order Party
Cash Offset Number
Comments

ISIN Create Date

Reference Number Trade/Ex Date
Client Reference Contract Settle/Pay Date

Market Reference Actual Settle Date
Settlement Policy Order Date

Shares/Par
Local Net Amount
Local Price Status

Days Late Local Currency

B/C A, REC FROM NFS 26987790.14
1163090090949

SD Security Addition
XENIA HOTE COM USDO0.01
ONATL FINANCIAL SERVICES LLC
NATL FINANCIAL SERVICES LLC

B/C A, REC FROM NFS 1163070125709

TOTAL SECURITY DEPOSIT (1)

TOTAL STANDARD E COM USDO0.01 (1)
US9840171030 1/2/2070
1163070283852 1/4/2070
26987790.15 1/4/2010

1/4/200
Actual -

TOTAL XXXXXX- AUZF STATE OF XXX(6)

2,000.0000 Shares/Par
2,000.0000 Shares/Par

270.000 Settled - ACTUAL
SETTLEMENT

UNITED STATES
. DOLLAR (USD)

2,476.0000 Shares/Par

1/7/2019 9:48:41 AM EST

Page 3 of 3
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Free Receipt DRS Report



Free Receive - via DRS

AV ENWU

INSIGHTS & ANALYTICS

XXXXXX - STATE OF STATE NAME

Custody Security Transactions
By Security
Actual Settle Date 12/31/2019 - 12/31/2019

Report ID ICUS0015

Description

Trading Broker
Clearing Broker
Buyer Order Party
Seller Order Party
Cash Offset Number
Comments

CUSIP/CINS
ISIN Create Date

Reference Number Trade/Ex Date

Client Reference Contract Settle/Pay Date

Market Reference Actual Settle Date
Settlement Policy Order Date

Shares/Par
Local Net Amount
Local Price Status

Days Late Local Currency

SD Security Addition
JPMORGAN CHASE + COUSD 1.0
JPMORGAN CHASE BANK
JPMORGAN CHASE BANK

B/C A, REC FROM JP MORGAN CHASE /IAS/B/C A,
REC FROM JP MORGAN /IAS/CHASE SPRO//BIC A,

REC FROM JP MORGAN

SD Security Addition
UNION ELEC CO 4.5 CUM PFD
AMEREN SERVICES COMPANY/DRS
AMEREN SERVICES COMPANY/DRS

REC VIA DRS PER HOLDER NOTICE AWAITING

SECURITIES FROM CPY 1163050130339

46625H100 12/28/2019
US46625H1005 12/28/2019
1163020203255 12/28/2019

JP MORGAN 12/31/2019

Actual

906548508 12/31/2019
US9065485081 12/31/2019
1163050316378 12/31/2019

12/31/2019

Actual

Shares received from

4——  Holder/Transfer Agent

via DRS

TOTAL XXXXXX- AUZF STATE OF XXX (2)

Some fee information may be missing from this report for up to an hour after a trade has been made.

3.0000 Settled - ACTUAL
SETTLEMENT
UNITED STATES

. DOLLAR (USD)

2.0000 Settled - ACTUAL
SETTLEMENT
UNITED STATES

) DOLLAR (USD)

5.0000 Shares/Par

1/4/2000 5:21:41 PM GMT

Page 1 of 1

NCXON - Reports



vperkins
Typewritten text
          Free Receive - via DRS


Free Receive — via DWAC Report



RECEIPT OF DWAC

AVENU

INSIGHTS & ANALYTICS

XXXXXX - STATE NAME

Custody Security Transactions
By Security
Actual Settle Date 9/26/2019 - 1/7/2020

Report ID ICUS0015

Description

Trading Broker
Clearing Broker
Buyer Order Party
Seller Order Party
Cash Offset Number
Comments

CUSIP/CINS
ISIN Create Date
Reference Number Trade/Ex Date
Client Reference Contract Settle/Pay Date
Market Reference Actual Settle Date
Settlement Policy Order Date

Shares/Par

Local Net Amount
Local Price Status

Days Late Local Currency

SD Security Addition
ARCHER DANIELS MIDLAND CO NPV
DWAC-DTC DEPOSITS/WITHDRAWALS
DWAC-DTC DEPOSITS/WITHDRAWALS

/IAS/B/C ARECEIVE DWAC FRM HICKORY
/IAS/BANK TRUST 1162700121253

039483102 9/26/2019
US0394831020 9/26/2019
1162700208079 9/26/2019

NRF1609262261400 9/26/2019

Actual

Shares Received from
¢ Holder via DWAC

TOTAL XXXXXX - STATE NAME (1)

Some fee information may be missing from this report for up to an hour after a trade has been made.

65.0000 Settled - ACTUAL
SETTLEMENT
UNITED STATES

. DOLLAR (USD)

65.0000 Shares/Par

1/7/2000 10:55:32 AM EST

Page 1 of 1
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Free Receive of Mutual Funds

AV ENWU

INSIGHTS & ANALYTICS

XXXXXX - STATE NAME

Custody Security Transactions
By Security
Actual Settle Date 1/4/2020

Report ID ICUS0015

Description

Trading Broker
Clearing Broker
Buyer Order Party
Seller Order Party
Cash Offset Number
Comments

ISIN Create Date

Reference Number Trade/Ex Date

Client Reference Contract Settle/Pay Date

Market Reference Actual Settle Date
Settlement Policy Order Date

Shares/Par
Local Net Amount
Local Price Status

Days Late Local Currency

SD Security Addition
WILLIS TOWERS WATSON P USD 0.000305
INTERNAL TRANSFER
BANK OF NY CUST CLEARANCE

B/C A OR XFER TO XXXXX G96655108-20161101
1163090108126

SD Security Addition
NUVEEN INV DIVID VALUE FD CL A
0290NON BROKER TRADE
NON BROKER TRADE

B/C MR REC FROM FIRST CASH/CASH AWAITING

SECURITY FROM REGISTR

IEOOBDB6Q211 1/4/2010
1163090208540 1/4/20/ 0
TRF-FRM XXXXX 1/4/2070

1/4/20C0
Actual -

US6706788873 1/3/2010
1163080261452 1/1/20C0
27005275.052 1/3/20C0

1/4/20C0
Actual -

Mutual Fund Receipt —
Includes delivering party,

“— dividend payment option,

trade & settle date

TOTAL XXXXXX - STATE(2)

17.0000 Settled - ACTUAL
SETTLEMENT
UNITED STATES
DOLLAR (USD)

0

260. Settled - DEPOSITED

UNITED STATES
DOLLAR (USD)

1

277.0290 Shares/Par

1/7/2000 9:37:11 AM EST

Page 1 of 1

NCXON - Reports



vperkins
Typewritten text
    Free Receive of Mutual Funds 


Receipt of Physical

Certificate Report



Receipt of Physical Certificate

AVENU

INSIGHTS & ANALYTICS

XXXXXX- STATE NAME

Custody Security Transactions
By Security
Actual Settle Date 1/4/2020

Report ID ICUS0015

Description

Trading Broker
Clearing Broker
Buyer Order Party
Seller Order Party
Cash Offset Number

ISIN Create Date

Reference Number Trade/Ex Date
Client Reference Contract Settle/Pay Date

Market Reference Actual Settle Date

Shares/Par
Local Net Amount
Local Price Status

Comments Settlement Policy Order Date Days Late Local Currency
SD Security Addition US29413C2026 1/3/20L0 7.0000 Settled - ACTUAL
ENVIROTECHNOLIGIES, INC USD .001 1163090141149 1/3/20(0 SETTLE'\éENT S
UNITED STATE
CUSTOMER 27012828.26 1/3/2010 DOLLAR (USD)
CUSTOMER 1/4/2000 1

REC BY 00N FROM NFS
020620516/111116 26987790.109 ES0757
1163090090979

Actual -

Shares received from
¢ holdle.r. Holdgr name and
certificate # included.

TOTAL XXXXXX- STATE NAME (1)

7.0000 Shares/Par

1/7/20C0 9:34:32 AM EST

Page 1 of 1
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Transfer to Claimant Report



Re-Reg

AV ENWU

INSIGHTS & ANALYTICS

XXXXXX - STATE NAME

Custody Security Transactions

Report ID ICUS0015
By Security

Actual Settle Date 1/4/2020

Description
Trading Broker
Clearing Broker

ISIN Create Date

Reference Number Trade/Ex Date Shares/Par
Buyer Order Party
Seller Order Party Client Reference Contract Settle/Pay Date Local Net Amount
Cash Offset Number Market Reference Actual Settle Date Local Price Status
Comments Settlement Policy Order Date Days Late Local Currency
SW  Security Withdrawal US8251071051 10/28/2019 -7.0000 Settled - ACTUAL
SHORE BANCSHARES INC USD 0.01 1163020153768 10/28/2019 SETTLEMENT

SHIP TO CUSTOMER-STMT ONLY
SHIP TO CUSTOMER-STMT ONLY

UNITED STATES

10/28/201
172318 10/28/2019 DOLLAR (USD)
7

1/4/2010
Actual -

Shares Re-Issued to Claimant.
Claimant name & address

omitted in example. Claim
CL 172318 JOHN SMITH, 999 MAIN ST SAN pe.
DEIGO CA 99999 (111N number can be added.
SW  Security Withdrawal US88579Y1010 10/28/2019
3M CO USD 0.01 1163020154295 10/28/2019
SHIP TO CUSTOMER-STMT ONLY 177723 10/28/2019
SHIP TO CUSTOMER-STMT ONLY 1/4/20C0

Actual -

CL 177723 JANE ANDERSON, 100 HANCOCK
STREET, QUINCY MA 02171 COONDC

TOTAL XXXXXX- STATE NAME (2)

-2.0000 Settled - ACTUAL
SETTLEMENT
UNITED STATES

. DOLLAR (USD)

-9.0000 Shares/Par

1/7/2000 9:22:39 AM EST Page 1 of 1
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Cash Dividends Report



AV ENWU

INSICHTS & ANALYTICS

XXXXXX - STATE NAME

Cash Dividends
Cash And Security Transactions

Posting Date

12/1/2019 - 12/31/2019

Report ID ICAS0011

Reporting Currency USD

Description
Trading Broker
Tran Clearing Broker
Type  Linked Transaction Description

CUSIP/CINS

ISIN

Reference Number
Client Reference
Event ID

Market Reference
Settlement Policy

Trade / Ex Date
Settle / Pay Date
Cash Post Date
Cash Value Date

Shares/Par/Amount
Local Price/Rate
Local Principal
Local Income

Local Amount

Reporting Equivalent

UNITED STATES DOLLAR (USD) AUZF STATE NAME - XXXXXXXXX
1/4/2019 - Posted Exchange Rate 1.0000000000
DIVIDEND

DV Dividend

CRHPLCEUR 0.3
Gross 0.82 RecDte: 9/9/2019
Source W/H -0.16

PSS #: 1611020000627 UNITS/QNTY: 4.0000

SEDOL #: 0182704 ISIN #: IE0001827041 EVENT ID: 0112443205
DESC : CRHPLC DIV SRC RATE:  0.2051633500

EX DT: 19SEP08 RECORD DT: 19SEP09 PAY DT: [0JANO4

CCY: USD GRSS: 0.8200 WTH: 0.1600

AMOR BAL: 0.0000 PRFC: 0.0000 CUFC: 0.0000

{7

DV Dividend
GLEN BURNI COM USD1
Gross 14.40 RecDte: 10/24/2019
PSS #: 1610196060930 UNITS/QNTY: 144.0000

SEDOL #: 2690153 ISIN #: US3774071019 EVENT ID: 0115248584
DESC : GLEN BURNI COM USD1 DIV SRC RATE: 0.1000000000
EX DT: 190CT20 RECORD DT: 190CT24 PAY DT: 19NOV04

CCY: USD GRSS: 14.4000 WTH: 0.0000

AMOR BAL: 0.0000 PRFC: 0.0000 CUFC: 0.0000

DV Dividend
COLUMBIA F AMT-FREE CONN INTER MUNI
Gross 1.06 RecDte: 8/31/2019
PSS #: 1611046018899 UNITS/QNTY: 41.7940

SEDOL #: BWK1TF4 ISIN #: US19765N4016 EVENT ID: 0113349658
DESC : COLUMBIA F AMT-FREE CO DIV SRC RATE:  0.0000000000
EX DT: 19AUG31 RECORD DT: 19AUG31 PAY DT: 19AUG31

CCY: USD GRSS: 1.0600 WTH: 0.0000

G25508105
IE0001827041
PSS1611020000627

0112443205

377407101
US3774071019
PSS1610196060930

0115248584

19765N401
US19765N4016
PSS1611046018899

0113349658

9/9/2019
12/4/2019
12/4/2019
12/4/2019

10/20/2019
124/2019

12/4/2019
12/4/2019

8/31/2019

8/31/2019
12/4/2019

8/31/2019*

Cash Dividend includes

AMOR BAL: 0.0000 PRFC: 0.0000 CUFC: 0.0000

*Back Valued Transaction

number of shares, date,

payment rate and more

4.0000
0.2051633500

0.66

144.0000
0.1000000000

14.40

41.7940

1.06

SUBTOTAL DIVIDEND (3)

0.66

14.40

1.06

16.12

0.66

14.40

1.06

16.12

1/7/2000 11:51:44 AM EST

Page 1 of 2
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Corporate Action Activity Report



Corporate Action Report PDF

Custody Security Transactions Report ID 1CUS0015
By Security
Actual Settle Date 1/4/2020

AVENU

INSIGHTS & ANALYTICS

XXXXXX- STATE NAME

Description
Trading Broker
Clearing Broker

ISIN Create Date

Reference Number Trade/Ex Date Shares/Par
Buyer Order Party
Seller Order Party Client Reference Contract Settle/Pay Date Local Net Amount
Cash Offset Number Market Reference Actual Settle Date Local Price Status
Comments Settlement Policy Order Date Days Late Local Currency

CA Receipt of Rights 10/31/2019 180.0000 Settled - ACTUAL
ETTLEMENT
SG1DC4000002 CHARISMA ENERGY SERVIC RITS 22NOV19 1163054005692 1/1/201.0 S
SINGAPORE DOLLAR
1/1/2010
(SGD)
1/4/2010 3

Actual -

Corporate Action
Activity — Includes rate,
type, payable date,
event ID and more

C/DECL// SG2B54957198 114485890 C/DECL//
SG2B54957198 114485890 ORIG EVENT:
SG2B54957198 NEW CODE: RATIO:
000001.000000/000010.000000

CA Name Change US0138175072 1/4/20C0 -3,705.0000 Settled - ACTUAL
ALCOA INC USD 1.0 1163094004290 1/1/2010 SETTLEMENT
UNITED STATES
1/4120°0 DOLLAR (USD)
1/4/2010 0
Actual -
C/DECL// US0138175072 115377487 C/DECL//
US0138175072 115377487 ORIG EVENT:
US0138175072 NEW CODE: RATIO:
000001.000000/000001.000000
CA Spinoff/Demerger US0138721065 10/31/2019 1,235.00 Settled - ACTUAL

ALCOA CORP USD 0.01
00 EXCHANGE UNDER REORGANIZATION
EXCHANGE UNDER REORGANIZATION

1163054007461 1/1/2010
1/4/20C0

1/4/2010
Actual -

SETTLEMENT

UNITED STATES

DOLLAR (USD)
0

1/7/2000 10:01:16 AM EST

Page 1 of 1
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Weekly/Monthly Wire



Weekly/Monthly Sale Wire Report - Sample

Actual
Settle Date
12/29/2019
12/16/2019
12/16/2019
12/5/2019
12/5/2019
12/5/2019
12/5/2019
12/5/2019
12/5/2019
12/5/2019
12/5/2019
12/5/2019
12/5/2019
12/5/2019
12/5/2019
12/5/2019
12/5/2019
12/16/2019
12/17/2019
12/17/2019
12/17/2019
12/17/2019
12/17/2019
12/9/2019
12/9/2019
12/9/2019
12/9/2019
12/9/2019
12/9/2019
12/17/2019
12/17/2019
12/17/2019
12/17/2019
12/17/2019
12/9/2019
12/17/2019
12/17/2019
12/17/2019
12/17/2019

CUSIP/CINS

52469H115

4812C2601
641224100
939330106
939330106
19765P638
746704105
746745108
746745108
746745108
746745108
746778109
746778109
74926P803
74926P803
921935102
921935102
125325506
12601Vv109
37426X204
65343N108
949090104
961684107
03211P301
746909100
746922103
812578102
949746101
925550105
023135106
46138G706
759892201
87968A104
89854H102
656811106
09368L100
243731102
92846K100
98420U109

Security Short Description Shares / Par
LEGG MASON CLEARBRIDGE DIVIDEND STR -102.629
JP MORGAN INVESTOR CONSERVATIV -496.733
NEUBERGER GENESIS FUND -480.840
WASHINGTON MUTUAL INVESTORS FUND -74.284
WASHINGTON MUTUAL INVESTORS FUND -4.621
COLUMBIA FUNDS SERIES TRUST | - -1349.665
PUTNAM DIVERSIFIED INCOME TRUST SHS -19.629
PUTNAM EQUITY INCOME FUND SHS -A- -86.350
PUTNAM EQUITY INCOME FUND SHS -A- -0.357
PUTNAM EQUITY INCOME FUND SHS -A- -10.882
PUTNAM EQUITY INCOME FUND SHS -A- -26.048
PUTNAM GLOBAL HEALTH CARE FUND, -168.471
PUTNAM GLOBAL HEALTH CARE FUND, -37.072
RBC FUNDS TRUST - RBC ENTERPRISE -3.596
RBC FUNDS TRUST - RBC ENTERPRISE -0.770
VANGUARD W COM USD1 -3.212
VANGUARD W COM USD1 -2869.568
CGM TRUST - CGM FOCUS FUND SHS -253.119
CMTSU LIQ INC USD 0.01 -208.000
GET REAL USA INC USD 0.0001 -1.000
NEXGEN MNG INC USD 0.00001 -9424.000
WELBILT INC USD 0.01 -7.000
WESTWATER RES INC USD 0.001 -1.000
AMPLIPHI BIOSCIENCES CORP USD 0.01 -3.000
PUTNAM MAS SBI NPV -706.000
PUTNAM MUN COM SBI NPV -3.000
SEATTLE GE COM USD0.001 -52.000
WELLS FARGO + CO NEW USD 1.666 -4.000
VIAVI SOLUTIONS INC USD 0.001 -10.000
AMAZON COM INC USD 0.01 -4.000
INVESCO EX SOLAR ETF -1.000
RENREN INC USD 0.001 ADR -31.000
TELLURIAN INC NEW USD 0.01 -6.000
TTEC HLDGS INC USD 0.01 -120.000
NORTH AMERN CONSTR GROUP LTD NPV -9.000
BLOCKCHAIN INDS INC USD 0.001 -200.000
DEEP GREEN WASTE + RECYCLING IN NPV -22.000
VITA MOBILE SYS INC NPV -100.000

XPRESSPA GROUP INC NPV -40.000

Local
Price/Rate
22.89
12.68
62.03
44.28
44.28
20.02
7.04
24.44
24.44
24.44
24.44
51.14
51.14
24.10
24.10
40.98
40.98
43.44
0.00
0.06
0.05
23.56
0.38
112
4.59
11.66
67.99
55.35
10.06
1,805.43
23.28
2.39
98.02
35.30
5.80
4.31

0.03
0.30

PDODDD D DD DD PPPP R PPPPDDPPDPPDDDDDDDDDDDDPD PP

Local Principal

DAD PN D PPPD PR NPPPRDPPRPDDADNDANDDDNDDD HP O

@ o

Amount
2,349.18
6,298.57

29,826.51
3,289.30
204.62
27,020.29
138.19
2,110.39
8.73
265.96
636.61
8,615.61
1,895.86
86.66
18.56
131.63
117,594.90
10,995.49
0.64
0.06
471.20
164.92
0.38
3.36
3,240.61
34.98
3,535.49
221.41
100.63
7,221.72
23.28
74.09
48.12
4,236.00
52.20
862.00

3.00
12.05

Commission

DR PPPARDPDPRP DD NPPARNPDANPDPDDNDADNDNDNNRD PP PO

$

(14.37)

Local Income Miscellaneous

PPN D PP PP PRP PPN DPDDNDNNPPRPDPPRPDDDNDNNNNPPARD PN O

Amount

POP LPPPPPPDPPDPPPDPPDPPPDPDPPNPNPOPDBOLONL OO O

Fees

Exchanae Fees

PO PP P PP PP PP PPPPD R PPPPPPPDIPNPNNONPNNNPD LB OB G

Foreign Local Amount

$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
]
$
$
$

2,334.81
6,229.03
29,759.19
3,278.90
203.97
26,831.34
135.44
2,098.30
8.68
264.44
632.96
8,502.02
1,890.67
86.16
18.45
131.18
117,193.16
10,960.05
0.63

0.05
471.19
163.94
0.24

2,94
3,141.77
34.56
3,528.21
220.85
99.23
7,221.16
23.14
69.75
47.28
4,219.20
50.94
834.00
(3.0Bp2
2.99

6.45
230,787.50

Transaction Type Name

SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL
SELL

Transaction Description 1

1181780289545
1181940123132
1181940123861
GSP #:1181860157475 UNITS/QNTY:
GSP #:1181860160230 UNITS/QNTY:
GSP #:1181860160890 UNITS/QNTY:
GSP #:1181860161539 UNITS/QNTY:
GSP #:1181860162098 UNITS/QNTY:
GSP #:1181860163361 UNITS/QNTY:
GSP #:1181860164060 UNITS/QNTY:
GSP #:1181860164413 UNITS/QNTY:
GSP #:1181860164670 UNITS/QNTY:
GSP #:1181860165002 UNITS/QNTY:
GSP #:1181860166091 UNITS/QNTY:
GSP #:1181860167612 UNITS/QNTY:
GSP #:1181860168018 UNITS/QNTY:
GSP #:1181860168420 UNITS/QNTY:
SALE 6-22-18 SALE OF SHARES
SPRO//MXA 17 07/13/18
SPRO//MXA 18 07/13/18
SPRO//MXA 19 07/13/18

SPRO//RVA 11 07/13/18

SPRO//RVA 12 07/13/18

SPRO//RVA 21 07/05/18

SPRO//RVA 23 07/05/18

SPROI//RVA 24 07/05/18

SPRO//RVA 25 07/05/18

SPROI//RVA 26 07/05/18

SPRO//RVA 27 07/05/18

SPRO//RVA 4 07/13/18
SPRO//RVA 6 07/13/18
SPRO//RVA 7 07/13/18
SPRO//RVA 8 07/13/18
SPRO//RVA 9 07/13/18
SPRO// CNDT STATE
SPRO// CNDT STATE
SPRO// CNDT STATE
SPRO// CNDT STATE
SPRO// CNDT STATE

LOCAL SOLUTIONS
LOCAL SOLUTIONS
LOCAL SOLUTIONS
LOCAL SOLUTIONS
LOCAL SOLUTIONS

74.2840
4.6210
1,349.6650
19.6290
86.3500
0.3570
10.8820
26.0480
168.4710
37.0720
3.5960
0.7700
3.2120
2,869.5680

AV ENU

INSIGHTS & ANALYTICS

Transaction Description 2

SALE 6-22-18 SALE OF SHARES

SALE 7-11-18 SALE OF SHARES

SALE 7-11-18 SALE OF SHARES

TRADE DT:18JUL03 CONT SET DT:18JUL05
TRADE DT:18JULO3 CONT SET DT:18JUL05
TRADE DT:18JUL03 CONT SET DT:18JUL05
TRADE DT:18JULO3 CONT SET DT:18JUL05
TRADE DT:18JULO3 CONT SET DT:18JUL05
TRADE DT:18JUL0O3 CONT SET DT:18JUL05
TRADE DT:18JULO3 CONT SET DT:18JUL05
TRADE DT:18JULO3 CONT SET DT:18JUL05
TRADE DT:18JULO3 CONT SET DT:18JUL05
TRADE DT:18JUL03 CONT SET DT:18JUL05
TRADE DT:18JULO3 CONT SET DT:18JUL05
TRADE DT:18JULO3 CONT SET DT:18JUL05
TRADE DT:18JUL0O3 CONT SET DT:18JUL05
TRADE DT:18JULO3 CONT SET DT:18JUL05
TRADE DT:18JUN27 CONT SET DT:18JUL16
1181970059381

1181970059378

1181970059350

1181970059365

1181970059362

1181860116081

1181860116084

1181860116086

1181860116088

1181860116091

1181860116090

1181970059375

1181970059370

1181970059372

1181970059368

1181970059358

UNCLAIMED PROPERTY

UNCLAIMED PROPERTY

UNCLAIMED PROPERTY

UNCLAIMED PROPERTY

UNCLAIMED PROPERTY

AVEN

CALL/MAT DT:
CALL/MAT DT:
CALL/MAT DT:
CALL/MAT DT:
CALL/MAT DT:
CALL/MAT DT:
CALL/MAT DT:
CALL/MAT DT:
CALL/MAT DT:
CALL/MAT DT:
CALL/MAT DT:
CALL/MAT DT:
CALL/MAT DT:
CALL/MAT DT:
CALL/MAT DT:

)

INSICHTS & ANALYTICS



Weekly/Other Proceeds Wire Report - Sample Report

AVENU

INSIGHTS & ANALYTICS

Actual CUSIP/CINS Security Short Description Shares / Par Local Local Principal Commission Local Income Miscellaneous Foreign Local Amount Transaction Type Name  Transaction Description 1 Transaction Description 2
Settle Date Price/Rate Amount Amount Fees Exchanae Fees
12/6/2019  31641P302 FIDELITY SYSTEMATIC INVT PLANS 0.941 $ - $ (40.65) $ $ - $ - $ - $ (40.65) CORPORATE ACTION C/DECL// US31641P3029 138894108 C/DECL// US31641P3029 138894108
12/5/2019 353496805 FRANKLIN CUSTODIAN FUNDS - FRANKLIN 0.129 $ - $ (0.30) $ - $ - $ - $ - $ 0.30) CORPORATE ACTION CI/DECL// US3534968058 149933669 C/DECL// US3534968058 149933669
12/18/2019 353612682 FRANKLIN | BALANCED FD A 0.002 $ - $ (0.03) $ - $ - $ - $ - $ (0.03) CORPORATE ACTION C/DECL// US3536126820 150527561 C/DECL// US3536126820 150527561
12/2/2019 354014102 FRANKLIN M COM USDO0.01 0.020 $ - $ (0.02) $ - $ $ $ - $ (0.02) CORPORATE ACTION C/DECL// US3540141021 149655680 C/DECL// US3540141021 149655680
12/2/2019 416645596 THE HARTFORD MUTUAL FUNDS, INC. - 0.150 $ - $ (3.68) $ $ $ $ - $ (3.68) CORPORATE ACTION C/DECL// US4166455968 149656027 C/DECL// US4166455968 149656027
12/3/2019  46131G406 INVESCO SE CLASS IB 2942 $ - $ (19.80) $ $ - $ $ - $ (19.80) CORPORATE ACTION C/DECL// US46131G4064 149933834 C/DECL// US46131G4064 149933834
12/12/2019 37733W105 GLAXOSMITHKLINE PLC 25P ADR 1.000 $ 050 $ - $ $ 050 $ $ - $ .50 DIVIDEND PSS #: 1805096075612 UNITS/QNTY: 1.0000 SEDOL #: 2374112 ISIN #: US37733W1053 EVENT ID: 0145628242
12/29/2019 060505104 BK OF AMER COM USDO0.01 132.000 $ 012 $ - $ $ 1584 $ $ - $ 15.84 DIVIDEND PSS #: 1805306079309 UNITS/QNTY: 132.0000 SEDOL #: 2295677 ISIN #: US0605051046 EVENT ID: 0145647639
12/29/2019 713448108 PEPSICO INC USD 0.017 3.000 $ 093 $ - $ $ 278 $ $ - $ 2.78 DIVIDEND PSS #: 1805306092757 UNITS/QNTY: 3.0000 SEDOL #: 2681511 ISIN #: US7134481081 EVENT ID: 0146270822
12/29/2019 74251V102 PRINCIPAL COM USD0.01 42.000 $ 052 $ $ $ 2184 $ $ - $ 21.84 DIVIDEND PSS #: 1806046016649 UNITS/QNTY: 42.0000 SEDOL #: 2803014 ISIN #: US74251V1026 EVENT ID: 0145664920
12/17/2019 23355L106 DXC TECHNOLOGY CO USD 0.01 62.000 $ 019 $ - $ $ 1178 $ $ - $ 11.78 DIVIDEND PSS #: 1806046111071 UNITS/QNTY: 62.0000 SEDOL #: BYXD7B3 ISIN #: US23355L1061 EVENT ID: 0147286359
12/5/2019 745867101 PULTE GROUP INC 541.000 $ 009 $ - $ $ 48.69 $ $ - $ 48.69 DIVIDEND PSS #: 1806056056935 UNITS/QNTY: 541.0000 SEDOL #: 2708841 ISIN #: US7458671010 EVENT ID: 0146764669
12/2/2019 320517105 FIRST HORIZON NATL CORP USD 0.625 5.000 $ 012 $ - $ $ 060 $ $ - $ 0.60 DIVIDEND PSS #: 1806066085307 UNITS/QNTY: 5.0000 SEDOL #: 2341484 ISIN #: US3205171057 EVENT ID: 0145621265
12/2/2019 124857202 CBS CORPOR CLASS B COM STK USD 0.0 159.000 $ 018 $ - $ $ 2862 $ $ - $ 28.62 DIVIDEND PSS #: 1806066137254 UNITS/QNTY: 159.0000 SEDOL #: BOSRLH6 ISIN #: US1248572026 EVENT ID: 0147350873
12/5/2019 24810 $ 131 $ - $ $ - $ $ - $ (18.88) FOREIGN EXCHANGE PSS1805230005012 EXCH RATE : 1.31425510000 THEIRS TRADE DT :29JUN18
12/5/2019 -18.880 $ 131 % 2481 $ $ - $ $ - $ 24.81 FOREIGN EXCHANGE PSS1805230005012 EXCH RATE 1.31425510000 OURS  TRADE DT :29JUN18
12/16/2019 312903SA6 FEDERAL HOME LN MTG 6.5195 15JUL21 20000.000 $ 0.00 $ - $ $ 016 $ $ - $ 0.16 INTEREST PSS #: 1806146213965 UNITS/QNTY: 20,000.0000 SEDOL #: ISIN #: US312903SA62 EVENT ID: 0147010204
12/16/2019 06050XA94 BANK AMER CORP SUB INT 6.05 15FEB38 150000.000 $ 001 $ $ $ 756.25 $ $ - $ 756.25 INTEREST PSS #: 1806296109021 UNITS/QNTY: 150,000.0000 SEDOL #: B2PZHY6 ISIN #: US06050XA944 EVENT ID: 0146928328
12/16/2019 36207UKJ6 GNMA | + I - SI 442297 7.0 15JAN27 25000.000 $ 0.00 $ $ $ 051 $ $ - $ 0.51 INTEREST PSS #: 1806296354572 UNITS/QNTY: 25,000.0000  SEDOL #: ISIN #: US36207UKJ69 EVENT ID: 0146674276
12/16/2019 36203LBX9 GNMA | + Il - SI 352054 6.5 150CT23 25000.000 $ 000 $ - $ $ 062 $ $ - $ 0.62 INTEREST PSS #: 1806296580764 UNITS/QNTY: 25,000.0000  SEDOL #: ISIN #: US36203LBX91 EVENT ID: 0146695674
12/12/2019 26842F103 E-DIRECT INC NPV 1344.000 $ - $ - $ $ - $ $ - $ - INTERNAL MOVEMENT 1181920119206
12/12/2019 26842F103 E-DIRECT INC NPV -1344.000 $ - $ $ $ $ $ - $ - INTERNAL MOVEMENT DTC ARF # 20171009DTC 9002 AWAITING SECURITY FROM REGISTR
12/5/2019 918231101 VHGI HLDGS INC USD 0.0001 100000.000 $ - $ - $ $ $ $ - $ - INTERNAL MOVEMENT DTC ARF # 20171009DTC 9010 1181860102907
12/5/2019 918231101 VHGI HLDGS INC USD 0.0001 -100000.000 $ - $ - $ $ - $ $ - $ - INTERNAL MOVEMENT DTC ARF # 20171009DTC 9010 AWAITING SECURITY FROM REGISTR

0.000 $ - $ $ $ 034 $ $ - $ 0.34 OTHER CR INTEREST-ACCOUNT 9124838400

0.000 $ - $ - $ $ 0.01 $ $ - $ 0.01 OTHER CR INTEREST-ACCOUNT 9124838401
12/16/2019 312903SA6 FEDERAL HOME LN MTG 6.5195 15JUL21 20000.000 $ - $ 265 $ - $ - $ - $ - $ 2.65 PAY DOWN PSS #: 1806146214035 UNITS/QNTY: 20,000.0000  SEDOL #: ISIN #: US312903SA62 EVENT ID: 0147010204
12/16/2019 36207UKJ6 GNMA | + I - SI 442297 7.0 15JAN27 25000.000 $ - $ 088 $ $ $ $ - $ 0.88 PAY DOWN PSS #: 1807096182918 UNITS/QNTY: 25,000.0000 SEDOL #: ISIN #: US36207UKJ69 EVENT ID: 0146674276
12/16/2019 36203LBX9 GNMA | + Il - SI 352054 6.5 150CT23 25000.000 $ - $ 156 $ $ $ $ - $ 1.56 PAY DOWN PSS #: 1807096230584 UNITS/QNTY: 25,000.0000 SEDOL #: ISIN #: US36203LBX91 EVENT ID: 0146695674
12/29/2019 G1151C101 ACCENTURE PLC USD 0.000023 21.000 $ - $ - $ $ $ $ - $ - SECURITY DEPOSIT B/C A REC FROM MORGAN STANLEY AWAITING SECURITIES FROM CPY
12/29/2019 G51502105 JOHNSON CONTROLS INTERNATI USD 0.01 56.000 $ - $ - $ $ $ $ - $ - SECURITY DEPOSIT B/C A REC FROM MORGAN STANLEY AWAITING SECURITIES FROM CPY
12/29/2019 N72482123 QIAGEN NV EUR 0.01 296.000 $ - $ - $ $ $ $ $ SECURITY DEPOSIT B/C A REC FROM MORGAN STANLEY AWAITING SECURITIES FROM CPY
12/5/2019 896887106 TROILUS GOLD CORP NPV -2.000 $ - $ - $ $ $ $ - $ - SECURITY WITHDRAWAL  6/29/19 SALE, PROCEEDS POST SEPERATE
12/9/2019  4812A4385 JP MORGAN STRG INCM CL A -1150.501 $ $ - $ $ $ $ - $ SECURITY WITHDRAWAL CL 1018837, LUCINDA J MAR 27 TH ST RENTON MA 98056 W-9 NOT
12/29/2019 140193103  CAP INC BU SBI NPV -167.149 $ $ - $ $ $ $ - $ SECURITY WITHDRAWAL CL 11881, CAROL LIMIAS 32 6TH AVE NW SEATTLE WA 98117 W-9
12/12/2019 22160K105 COSTCO WHOLESALE CORP NEW USD 0.005 -1100.000 $ - $ $ $ $ $ $ - SECURITY WITHDRAWAL FERN TRUCANO DTC 104 AIC 5680992

$

835.08
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INSIGHTS & ANALYTICS

Position - Unable to Trade Report

AC# Securitv Description Davs Units CUSIP Location Comments

XXXXXX ACT TELECONFERENCING INC 381.00 810.000 000955104 NYC private company - no market

XXXXXX ADEX MINING INC 786.00 540.000 006903207 NYC chilled for deposit has value cannot sell

XXXXXX ALL STATE PROPERTIES HOLDINGS 1,660.00 1.000 016663205 NYCR RESTRICTED - RAYMOND JAMES CANNOT SELL THEM
XXXXXX ALTAIR NANOTECHNOLOGIES INC NPV 88.00 223.0000 021373303 DTC RESTRICTED FROM TRADING PER BROKER

XXXXXX ANDALAY SOLAR INC USD 0.001 94.00 75.0000 033355108 DTC RESTRICTED - RAYMOND JAMES CANNOT SELL THEM
XXXXXX ARETE INDS INC NPV 101.00 3.0000 040098303 DTC RESTRICTED - RAYMOND JAMES CANNOT SELL THEM
XXXXXX ATLANTIC WIND & SOLAR INC 324.00 72.000 049127103 DTC restricted from trading per raymond james

XXXXXX ATLANTIC WIND & SOLAR INC 324.00 18.000 049127103 DTC restricted from trading per raymond james

XXXXXX ATLANTIC WIND & SOLAR INC 324.00 32.000 049127103 DTC restricted from trading per raymond james

XXXXXX ATLANTIC WIND & SOLAR INC 324.00 1.000 049127103 DTC restricted from trading per raymond james

XXXXXX AURORA GOLD CORP USD 0.001 94.00 30.0000 051642205 DTC RESTRICTED - RAYMOND JAMES CANNOT SELL THEM
XXXXXX AVITAR INC NEW USD 0.01 1.0000 053801304 DTC restricted from trading per raymond james

XXXXXX B-FAST CORP 381.00 570.000 055413108 DTC restricted from trading per raymond james

XXXXXX BETTWORK INDS INC USD 0.001 94.00 1.0000 087766101 DTC restricted from trading per raymond james

XXXXXX BIG BUCK B COM USDO0.01 86.00 24.0000 089072300 DTC restricted from trading per raymond james

XXXXXX BIOSYNERGY INC NPV 72.00 4,000.0000 090917105 DTC restricted from trading per raymond james

XXXXXX BRIGHTROCK GOLD CORP USD 0.001 99.00 1.0000 109476101 DTC restricted from trading per raymond james

XXXXXX CGE ENERGY INC USD 0.01 99.00 140.0000 125286104 DTC restricted from trading per raymond james

XXXXXX CAMPBELL R COM NPV 1,526.00 10.0000 134422609 YCA cant be sold has no value on foreign marekt

XXXXXX CANNABIS SCIENCE INC 304.00 170.000 137648101 DTC this security is restricted from trading

XXXXXX CARDIOVASCULAR BIOTHERAPEUTICS 157.00 780.000 141607101 NYC no quotes for this security - will most likely sell as worthless delisted
XXXXXX CLEARSTORY SYSTEMS INC 414.00 1,000.000 185066107 DTC restricted from trading per raymond james

XXXXXX COMMONWEALTH EDISON CO LEGENDED CO! 2,151.00 1,965.00 202795720 DTCR cant be sold. No market. Subsidiary of Exelon.

XXXXXX CONECTISYS CORP 99.00 20.000 206827305 DTC restricted from trading per raymond james

XXXXXX CROSSWIND RENEWABLE ENERG USD 0.001 99.00 1.0000 227692100 DTC restricted from trading per raymond james

XXXXXX CYBER DIGITAL INC 319.00 600.000 232441105 DTC restricted from trading per raymond james

XXXXXX EVEROCK INC 414.00 55,754.000 300398401 DTC restricted from trading per raymond james

XXXXXX EVEROCK INC 451.00 2,500.000 300398401 DTC restricted from trading per raymond james

XXXXXX FEDERAL CASTERS CORP 157.00 400.000 313200107 NYC cant deposit to DTC and this has value cannot sell

XXXXXX FEDERAL SCREW WKS USD 1.0 43.0000 313819104 DTC restricted from selling per raymond james

XXXXXX FIRST INDEPENDENCE CORP DETROIT MICH 3,299.00 451.000 320539208 NYC CANT SELL NO MARKET worthless

XXXXXX FLAMEMASTE COM USDO0.01 101.00 112.0000 338490204 DTC restricted from trading per raymond james

XXXXXX GT LEGEND AUTOMOTIVE HLDG USD 0.001 71.00 3.0000 362369100 DTC restricted from trading per raymond james

XXXXXX GENERAL FINANCE + DEVELOPM RESTR 3.0000 368992855 NYV this is a worthless security

XXXXXX GLOBAL NET COM NPV 80.00 50.0000 379382104 DTC restricted from trading per raymond james

XXXXXX GOLD DYNAM USD 0.001 94.00 1,900.0000 380584102 DTC restricted from trading per raymond james

XXXXXX GOLD ROCK HLDGS INC USD 0.001 80.00 1.0000 380709303 DTC restricted from trading per raymond james

XXXXXX GOLDSANDS DEV CO USD 0.001 71.00 1,100.0000 381454107 DTC restricted from trading per raymond james

XXXXXX GREAT BASIN ENERGIES INC USD 0.01 72.00 2,000.0000 390123107 DTC restricted from trading per raymond james

XXXXXX GREAT BASIN GOLD LTD NPV 88.00 214.0000 390124105 DTC restricted from trading per raymond james

XXXXXX GREEN STAR PRODS INC USD 0.001 71.00 5,000.0000 393411103 DTC restricted from trading per raymond james

XXXXXX HAT TRICK BEVERAGE INC 319.00 50,000.000 418756102 DTC has been designated as restricted from selling

XXXXXX HEMP INC 324.00 3.000 423703206 DTC restricted from trading per raymond james

XXXXXX HEMP INC 413.00 101.000 423703206 DTC restricted from trading per raymond james

XXXXXX HIRU CORP 456.00 60,000.000 433570108 DTC RESTRICTED FROM SELLING PER RAYMOND JDAMES
XXXXXX HOP-ON INC 456.00  400,000.000 439338203 DTC RESTRICTED FROM SELLING PER RAYMOND JAMES
XXXXXX HORIZON GROUP PROPERTIES, L.P RESTR 119.0000 440994911 NYV this is a private company and can't sell

XXXXXX HOP-ON INC COM NPV 456.00 400,000.0000 439338203 DTC RESTRICTED FROM SELLING PER RAYMOND JAMES
XXXXXX HYSTER-YALE MATLS HANDLING USD 0.01 1.0000 449172204 NYVT can this be deposited/sold? Worthless

XXXXXX ICOA INC USD 0.0001 786.00 1.0000 449292309 DTC has value - cannot sell restricted

XXXXXX IVANHOE ENERGY INC NPV 71.00 4.0000 465790509 DTC RESTRICTED FROM SELLING PER RAYMOND JAMES
XXXXXX JAYHAWK ENERGY INC USD 0.001 80.00 125.0000 472100106 DTC RESTRICTED FROM SELLING PER RAYMOND JAMES
XXXXXX JUNIPER GROUP INC USD 0.001 7,500.0000 481905875 DTC RESTRICTED FROM SELLING PER RAYMOND JAMES
XXXXXX KENILWORTH SYS CORP USD 0.01 86.00 1.0000 489084202 DTC restricted from trading

XXXXXX LBO CAP CORP USD 0.0001 72.00 42,000.0000 501792303 DTC restricted from trading per raymond james

XXXXXX LONE STAR GOLD INC USD 0.001 94.00 47.0000 542281100 DTC RESTRICTED FROM SELLING PER RAYMOND JAMES
XXXXXX LOUD TECHN COM STK NPV 87.00 50.0000 545731200 DTC restricted from trading per raymond james

XXXXXX MANATI INDS INC USD 0.01 101.00 200.0000 562020107 DTC RESTRICTED FROM SELLING PER RAYMOND JAMES
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Claimant: First/Last Name

CUSIP: 028837102
Original # of shares: 2.5470 4/22/1997 A V E N U
Claim# 763855 INSIGHTS & ANALYTICS
RECORD PAYMENT SHARE CASH SHARE SHARE

ISSUE NAME TYPE RATE DATE DATE BALANCE DIVIDEND PRICE DIVIDEND
Ending Balance
AMERICAN PENSION INVS TRUST -CUSIP 028837870 Omitted 0 12/27/2017 12/28/2017 7017 $ - $ - 0.000
AMERICAN PENSION INVS TRUST -CUSIP 028837870 Capital Gain 1.15788 12/5/2017 12/6/2017 6.575 $ 761 $ 17.9 0.443
AMERICAN PENSION INVS TRUST -CUSIP 028837870 Capital Gain 0.1389 12/28/2016 12/31/2016 6513 $ 090 $ 1479 0.061
AMERICAN PENSION INVS TRUST -CUSIP 028837870 Dividend 0.388 11/30/2015 11/30/2015 6343 $ 246 $ 1443 0.171
AMERICAN PENSION INVS TRUST -CUSIP 028837870 Omitted 0 12/31/2010 12/31/2010 6343 § - $ - 0.000
AMERICAN PENSION INVS TRUST -CUSIP 028837870 Omitted 0 12/31/2009 12/31/2009 6343 § - $ - 0.000
AMERICAN PENSION INVS TRUST -CUSIP 028837870 Omitted 0 1/5/2009 1/5/2009 4913 $ - $ - 0.000
AMERICAN PENSION INVS TRUST -CUSIP 028837870 Capital Gain 1.5716 12/30/2008 1/5/2009 4913 $ 772 % 5.40 1.430
AMERICAN PENSION INVS TRUST -CUSIP 028837870 Capital Gain 0.2976 12/26/2007 1/2/2008 4770 $ 142 $ 1407 0.101
AMERICAN PENSION INVS TRUST -CUSIP 028837870 Dividend 0.1252 12/26/2007 1/2/2008 4770 $ 0.60 $ 14.07 0.042
AMERICAN PENSION INVS TRUST -CUSIP 028837870 Dividend 0.03995 12/28/2006 12/28/2006 4122 % 016 $ 1257 0.013
AMERICAN PENSION INVS TRUST -CUSIP 028837870 Capital Gain 1.93606 12/28/2006 12/28/2006 4122 % 798 $ 1257 0.635

10/27/2004 Exchange class shares from CUISP 028837102 / class C to 028837870 / class A rate 1:0.9962.
4137

AMERICAN PENSION INVS TRUST-CUSIP 028837102 Capital Gain 0.543 12/28/2001 12/31/2001 3921 § 213 % 9.84 0.216
AMERICAN PENSION INVS TRUST-CUSIP 028837102 Capital Gain 0.3 12/27/2000 12/29/2000 3829 §$ 115 $ 1252 0.092
AMERICAN PENSION INVS TRUST-CUSIP 028837102 Capital Gain 1.4 6/5/2000 6/6/2000 3.505 $ 491 $ 1511 0.325
AMERICAN PENSION INVS TRUST-CUSIP 028837102 Capital Gain 0.22 12/29/1999 12/31/1999 3.457 $ 076 $ 1597 0.048
AMERICAN PENSION INVS TRUST-CUSIP 028837102 Capital Gain 1.52 9/29/1999 10/1/1999 3.093 §$ 470 $ 1291 0.364
AMERICAN PENSION INVS TRUST-CUSIP 028837102 Capital Gain 1.046 12/17/1998 12/28/1998 2864 $ 300 $ 13.08 0.229
AMERICAN PENSION INVS TRUST-CUSIP 028837102 Capital Gain 0.22 12/29/1997 1/9/1998 2816 $ 0.62 $ 1297 0.048
AMERICAN PENSION INVS TRUST-CUSIP 028837102 Capital Gain 1.35 11/13/1997 11/14/1997 2547 $ 344 $ 1278 0.269

There are No Dividend received from 2002 to 2005

Shares Liquidated 1/1/2018
Under CUSIP 028837870
Liquidation Price:

Liquidation Proceeds Received:

7.017
$18.00
$126.31

Total Remittance Due:

$144.31



Claimant:

Last/First Name

cusIP: 74441R508 AV ENWU
Original # of shares: 120.0000 INSIGHTS & ANALYTICS
Type: 759844
RECORD PAYMENT SHARE CASH SHARE SHARE
ISSUE NAME TYPE RATE DATE DATE BALANCE DIVIDEND PRICE DIVIDEND

Ending Balance 123.140
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02573 12/31/2019 12/31/2019 123.140 $ 3.17
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02633 11/29/2019 11/29/2019 123.140 $ 3.24
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02637 10/31/2019 10/31/2019 123.140 $ 3.25
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02382 09/30/2019 09/30/2019 123.140 $ 2.93
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02828 08/30/2019 08/30/2019 123.140 $ 3.48
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.0279 06/31/2019 06/31/2019 123.140 $ 3.44
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02528 05/28/2019 05/28/2019 123.140 $ 3.11
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02886 05/31/2019 05/31/2019 123.140 $ 3.55
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02659 04/30/2019 04/30/2019 123.140 $ 3.27
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02687 03/29/2019 03/29/2019 123.140 $ 3.31
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02434 02/28/2019 02/28/2019 123.140 $ 3.00
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02665 01/31/2019 01/31/2019 123.140 $ 3.28
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02485 12/31/2018 31 DEC 18 123.140 $ 3.06
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.00107 12/20/2018 21 DEC 18 123.140 $ 0.13
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02703 11/30/2018 30 NOV 18 123.140 $ 3.33
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02603 10/31/2018 10/31/2018 123.140 $ 3.21
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02281 9/28/2018 9/28/2018 122.879 $ 280 $ 10.75 0.2607
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02816 8/31/2018 8/31/2018 122.560 $ 345 $ 10.79 0.3199
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02499 7/31/2018 7/31/2018 122.276 $ 3.06 $ 10.76 0.2841
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02668 6/29/2018 6/29/2018 121.973 $ 325 $ 10.76 0.3024
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02552 5/31/2018 5/31/2018 121.686 $ 3.11 $ 10.80 0.2875
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02369 4/30/2018 4/30/2018 121.419 $ 288 $ 10.78 0.2669
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02592 3/29/2018 3/29/2018 121.129 $ 3.14 $ 1082 0.2901
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02253 2/28/2018 2/28/2018 120.878 $ 272 $ 10.85 0.2511
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02483 1/31/2018 1/31/2018 120.603 $ 299 $ 1091 0.2744
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02502 12/29/2017 12/29/2017 120.329 $ 3.01 $ 1098 0.2741
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.00602 12/21/2017 12/22/2017 120.263 $ 072 $ 1097 0.0660
PRUDENTIAL SHORT-TERM CORPORAT Dividend 0.02411 11/30/2017 11/30/2017 120.000 $ 289 $ 11.00 0.2630
Shares liquidated: 123.140
Dividends Paid in Cash: $48.76
Liq proceeds: $1,321.29

TOTAL:

$1,370.05



Claimant: Last/First Name

CUsIP: 018918664 AV E N U
Original # of shares: 381.8883 11/18/2010 INSIGHTS & ANALYTICS
Type: 760495

RECORD PAYMENT SHARE CASH SHARE SHARE
ISSUE NAME TYPE RATE DATE DATE BALANCE DIVIDEND PRICE DIVIDEND
Ending Balance 312.231
ALLIANZ FDS A- CUSIP 018918649 NO Dividend 312.231

Class effectived on 10/5/2018 CUSIP from 018918664 to 018918649, rate : 1 to 0.8175986

ALLIANZ FUDS C- CUSIP 018918664 381.8883
Shares liquidated under 312.231

CUSIP 018918649

Liq proceeds: $8,945.42

Dividends Paid in Cash $0.00

TOTAL: $8,945.42
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FORV/S

Section I: Report of Independent Service Auditors

To: Management of Avenu Insights & Analytics

Scope

We have examined Avenu Insights & Analytics’ (the “Company”) description of its Unclaimed Property
Clearinghouse (“UPCH") Custody Operations System and Certain Aspects of the General Computer Control
Environment (the “System”) titled Avenu Insights & Analytics’ Description of its System and Controls for
processing user entities’ transactions throughout the period January 1, 2022 to September 30, 2022 (the
“description”) and the suitability of the design and the operating effectiveness of controls included in the description
to achieve the related control objectives stated in the description, based on the criteria identified in Avenu Insights
& Analytics’ Assertion (the “assertion”). The controls and control objectives included in the description are those
that management of the Company believes are likely to be relevant to user entities’ internal control over financial
reporting, and the description does not include those aspects of the System that are not likely to be relevant to
user entities’ internal control over financial reporting.

The Company uses the subservice organizations listed in the Subservice Organizations table in Section Hll of this
report. The description in Section Il of this report includes only the control objectives and related controls of the
Company and excludes the control objectives and related controls of the subservice organizations. The description
also indicates that certain control objectives specified by the Company can be achieved only if complementary
subservice organization controls assumed in the design of the Company’s controls are suitably designed and
operating effectively, along with the. related controls at the Company. Our examination did not extend to controls of
the subservice organizations, and we have not evaluated the suitability of the design or operating effectiveness of
such complementary subservice organization controls.

The description indicates that certain control objectives specified in the description can be achieved only if
complementary user entity controls assumed in the design of the Company’s controls are suitably designed and
operating effectively, along with related controls at the service organization. Our examination did not extend to such
complementary user entity controls, and we have not evaluated the suitability of the desigh or operating
effectiveness of such complementary user entity controls.

Service Organization’s Responsibilities

In Section Il of this report, the Company has provided an assertion about the fairness of the presentation of the
description and the suitability of the design and operating effectiveness of the controls to achieve the related
control objectives stated in the description. The Company is responsible for preparing the description and
assertion, including the completeness, accuracy, and method of presentation of the description and assertion;
providing the services covered by the description; specifying the control objectives and stating them in the
description; identifying the risks that threaten the achievement of the control objectives; selecting the criteria
stated in the assertion; and designing, implementing, and documenting controls that are suitably designed and
operating effectively to achieve the related control objectives stated in the description.

Service Auditor’s Responsibilities

Our responsibility is to express an opinion on the fairness of the presentation of the description and on the
suitability of the design and operating effectiveness of the controls to achieve the related control objectives stated
in the description, based on our examination.

Our examination was conducted in accordance with attestation standards established by the American Institute of
Certified Public Accountants. Those standards require that we plan and perform the examination to obtain
reasonable assurance about whether, in all material respects, based on the criteria in management'’s assertion,
the description is fairly presented and the controls were suitably designed and operating effectively to achieve the
related control objectives stated in the description throughout the period January 1, 2022 to September 30, 2022.

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office. 1
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We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis for our
opinion.

An examination of a description of a service organization’s system and the suitability of the design and operating
effectiveness of controls involves the following:

« Performing procedures to obtain evidence about the fairness of the presentation of the description and the
suitability of the design and operating effectiveness of the controls to achieve the related control objectives
stated in the description, based on the criteria in management's assertion;

« Assessing the risks that the description is not fairly presented and that the controls were not suitably designed
or operating effectively to achieve the related control objectives stated in the description;

» Testing the operating effectiveness of those controls that management considers necessary to provide
reasonable assurance that the related control objectives stated in the description were achieved; and

« Evaluating the overall presentation of the description, the suitability of the control objectives stated in the
description, and the suitability of the criteria specified by the service organization in its assertion.

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant
ethical requirements relating to the engagement.

Inherent Limitations

The description is prepared to meet the common needs of a broad range of user entities and their auditors who
audit and report on user entities’ financial statements and may not, therefore, include every aspect of the System
that each individual user entity may consider important in its own particular environment. Because of their nature,
controls at a service organization may not prevent, or detect and correct, all misstatements in processing or
reporting transactions. Also, the projection to the future of any evaluation of the fairness of the presentation of the
description, or conclusions about the suitability of the design or operating effectiveness of the controls to achieve
the related control objectives, is subject to the risk that controls at a service organization may become ineffective.

Description of Tests of Controls

The specific controls we tested, and the nature, timing, and results of those tests are listed in Section IV of this
report.

Opinion

In our opinion, in all material respects, based on the criteria described in Avenu Insights & Analytics’ assertion,

A. The description fairly presents the System that was designed and implemented throughout the period January
1, 2022 to September 30, 2022.

B. The controls related to the control objectives stated in the description were suitably designed to provide
reasonable assurance that the control objectives would be achieved if the controls operated effectively
throughout the period January 1, 2022 to September 30, 2022 and if the subservice organizations and user
entities applied the complementary controls assumed in the design of Avenu Insights & Analytics’ controls
throughout the period January 1, 2022 to September 30, 2022.

C. The controls operated effectively to provide reasonable assurance that the control objectives stated in the
description were achieved throughout the period January 1, 2022 to September 30, 2022 if complementary
subservice organization and user entity controls assumed in the design of Avenu Insights & Analytics’ controls
operated effectively throughout the period January 1, 2022 to September 30, 2022. '

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office. 2
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Restricted Use

This report, including the description of tests of controls and results thereof in Section IV of this report, is intended
solely for the information and use of the Company, user entities of the Company’s System during some or all of
the period January 1, 2022 to September 30, 2022, and their auditors who audit and report on such user entities’
financial statements or internal control over financial reporting and have a sufficient understanding to consider it,
along with other information, including information about controls implemented by user entities themselves, when
assessing the risks of material misstatement of user entities’ financial statements. This report is not intended to
be, and should not be, used by anyone other than these specified parties.

FORVIS,LLP
Tysons, VA

January 17, 2023

AICPA

SOC

alcde ;gisordse ;

The SOC Logo is a proprietary trademark and service mark of the American Institute of Certified Public Accountants, which reserves all rights.

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office. 3
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Section II: Avenu Insights & Analytics’ Assertion

We have prepared the description of Avenu Insights & Analytics' (the “Company”) Unclaimed Property
Clearinghouse (“UPCH") Custody Operations System and Certain Aspects of the General Computer Control
Environment (the “System”) entitled Avenu Insights & Analytics’ Description of its System and Controls for
processing user entities’ transactions throughout the period January 1, 2022 to September 30, 2022 (the
“description™), for user entities of the System during some or all of the period January 1, 2022 to September 30,
2022, and their auditors who audit and report on such user entities’ financial statements or internal control over
financial reporting and have a sufficient understanding to consider it, along with other information, including
information about controls implemented by the subservice organizations and user entities of the System
themselves, when assessing the risks of material misstatement of the user entities’ financial statements.

The Company uses the subservice organizations listed in the Subservice Organizations table in Section Ill of this
report. The description includes only the control objectives and related controls of the Company and excludes the
control objectives and related controls of the subservice organizations. The description also indicates that certain
control objectives specified by the Company can be achieved only if the complementary subservice organization
controls assumed in the design of the Company’s controls are suitably designed and operating effectively, along
with the related controls at the Company. The description does not extend to the controls of the subservice
organizations.

The description indicates that certain control objectives specified in the description can be achieved only if
complementary user entity controls assumed in the design of the Company’s controls are suitably designed and
operating effectively, along with the related controls at the Company. The description does not extend to the
controls of the user entities.

We confirm, to the best of our knowledge and belief, that:

A. The description fairly presents the System made available to user entities of the System during some or all of
the period January 1, 2022 to September 30, 2022 for processing their transactions as it relates to controls
that are likely to be relevant to user entities’ internal control over financial reporting. The criteria we used in
making this assertion were that the description:

1. Presents how the System made available to user entities of the System was designed and implemented
to process relevant user entity transactions, including, if applicable:

a. The types of services provided, including, as appropriate, the classes of transactions processed;

b. The procedures, within both automated and manual systems, by which those services are provided,
including, as appropriate, procedures by which transactions are initiated, authorized, recorded,
processed, corrected as necessary, and transferred to the reports and other information prepared for
user entities of the System;

c. The information used in the performance of the procedures, including, if applicable, related
accounting records, whether electronic or manual, and supporting information involved in initiating,
authorizing, recording, processing, and reporting transactions; this includes the correction of incorrect
information and how information is transferred to the reports and other information prepared for user
entities;

d. How the System captures and addresses significant events and conditions other than transactions;
e. The process used to prepare reports and other information for user entities;

f. Services performed by a subservice organization, if any, including whether the inclusive method or
carve-out method has been used in relation to them;
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g. The specified control objectives and controls designed to achieve those objectives including, as
applicable, complementary user entity controls assumed in the design of the service organization’s
controls; and

h. Other aspects of our control environment, risk assessment process, information and communications
(including the related business processes), control activities, and monitoring activities that are
relevant to the services provided.

Includes relevant details of changes to the service organization’s system during the period covered by the
description.

Does not omit or distort information relevant to the service organization’s System, while acknowledging
that the description is prepared to meet the common needs of a broad range of user entities of the
System and their user auditors and may not, therefore, include every aspect of the System that each
individual user entity of the System and its auditor may consider important in its own particular
environment.

B. The controls related to the control objectives stated in the description were suitably designed and operating
effectively throughout the period January 1, 2022 to September 30, 2022 to achieve those control objectives
if the subservice organizations and user entities applied the complementary controls assumed in the design of
the Company’s controls throughout that period. The criteria we used in making this assertion were that:

1.

The risks that threaten the achievement of the control objectives stated in the description have been
identified by management of the Company;

The controls identified in the description would, if operating effectively, provide reasonable assurance that
those risks would not prevent the control objectives stated in the description from being achieved; and

The controls were consistently applied as designed, including whether manual controls were applied by
individuals who have the appropriate competence and authority.
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Unclaimed Property Clearinghouse Custody Operations System and Certain Aspects of the General
Computer Control Environment

Section lll: Avenu Insights & Analytics’ Description of its System and
Controls

A. Overview of Avenu Insights & Analytics

Headquartered in Centreville, Virginia, Avenu Insights & Analytics (“Avenu” or the “Company”) has a long
history of helping a variety of companies adapt to the changing needs for information management and their
impact on service delivery. Avenu’s software solutions for administration and revenue enhancement enable
jurisdictions to provide a truly digital government that meets expectations of citizens, employees, and elected
officials. The Company’s focus and resources give customers more predictable revenue and costs and allow
governments to sustain a high quality of life.

Services Provided

Avenu’s Unclaimed Property & Treasury Custody Operations is a division of Avenu Insights & Analytics, LLC.
Avenu Custody Group is a provider of unclaimed property collection and administration solutions, serving
twenty-nine states, including the District of Columbia and Puerto Rico. Additionally, Avenu maintains and
processes transactions for Insurance and Lottery programs for one state. Avenu is headquartered in Quincy,
Massachusetts. Staffing consists of approximately 50 full-time employees and consultants.

Avenu provides securities custody services similar to those provided by banks or brokers on behalf of twenty-
nine state clients including Puerto Rico and the District of Columbia. Avenu’s Custody Group provides these
services through a partnership with the Bank of New York Mellon (BNY Mellon), who acts as a sub-custodian
since Avenu is neither a financial institution nor a direct member of the Depository Trust and Clearing
Corporation (DTC). The scope of this report relates specifically to the state custody operations services that
Avenu’s Custody Group provides to its state clients.

Through BNY Mellon, Avenu holds securities and, as instructed by the states, values, sells, and reissues
positions, including stock certificates or statements to claimants (also known as “owners”). Avenu provides
the states with access to their positions and transactions through secure inquiry-only access in which they
can also run monthly activity statements and view real time activities. Many positions are received in
electronic format, although physical positions and statements continue to be received. For each state client,
an account number/identifier is assigned through BNY Mellon’s NEXEN® system.

Avenu maintains one BNY Mellon account for each state client, into which it receives positions through BNY
Mellon’s Global Security Processing (GSP) and NEXEN®. GSP is the internal operating system at BNY
Mellon to which Avenu’s users do not have access. NEXEN® is designed for BNY Mellon's outside clients
and is the interface that Avenu's Custody Group uses to monitor and transact on behalf of its state clients.
Avenu coordinates with BNY Mellon to execute the input of receipts, transfers, and liquidations requested by
states and holders. These items remain in a pending status in NEXEN® until BNY Mellon settles each item as
completed. The positions are then displayed as deposited or withdrawn from the state’s account. BNY Mellon
posts all DTC/physical/mutual fund activities, including corporate actions, into GSP.

This report is intended solely for the specified parties identified in the “Restricted Use™ section of the accompanying Report
of Independent Service Auditors. 6
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B. Scope of the Description

This description addresses only Avenu Insights & Analytics’ Unclaimed Property Clearinghouse (“UPCH”")
Custody Operations System and Certain Aspects of the General Computer Control Environment (the
“System”) provided to user entities and excludes other services provided by Avenu Insights & Analytics. The
description is intended to provide information for user entities of the System and their independent auditors
who audit and report on such user entities’ financial statements or internal control over financial reporting, to
be used in obtaining an understanding of the System and the controls over that system that are likely to be
relevant to user entities’ internal control over financial reporting. The description of the system includes
certain business process controls and IT general controls that support the delivery of Avenu Insights &
Analytics’ UPCH Custody Operations System and Certain Aspects of the General Computer Control
Environment.

Information Systems Overview

Avenu utilizes the BNY Mellon NEXEN® system for both maintenance and the processing of free receipt, re-
registration, liquidation, and transfer of securities. The NEXEN® system is BNY Mellon's online, real time
accounting and management reporting application designed to automate a portion of a trust organization’s
accounting and reporting functions, provide a database of information for trust management and reporting,
and allow outside clients to view account information.

Avenu uses this platform to maintain the assets for all state client unclaimed property programs. Additionally,
the custody operation utilizes the extranet and liquidation portal to facilitate critical communication between
Avenu and Its clients regarding instructions to liquidate or re-register shares. This portal feeds information
regarding holdings directly from the NEXEN® platform to its clients. States also upload data with instructions
through this method. For treasury accounts, including lottery and insurance processing, Avenu UPCH has an
information services group that maintains the development and control of the internally-developed state
treasury services system that resides on the AS400 and the internal network of Avenu UPCH. Records
received related to account activity within NEXEN® are entered into the treasury system through the upload
function.

C. Internal Control Framework

This section provides information about the five interrelated components of internal control at Avenu Insights
& Analytics, including Avenu Insights & Analytics’:

»  Control environment,

- Risk assessment process,

+  Monitoring activities,

« Information and communications, and
«  Control activities.

1. Control Environment

The control environment sets the tone of an organization and influences the control awareness of the
organization. The control environment is embodied by the organization’s awareness of the need for
controls and the emphasis given to appropriate controls through management’s actions supported by its
policies, procedures, and organizational structure.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors.
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Commitment to Integrity and Ethical Values

Avenu has developed a formal ethics policy as part of the employee handbook which is available on its
Intranet and contains rules about employee conduct. Employees are required to read and evidence their
knowledge and receipt of Avenu’'s employee handbook upon hire and annually thereafter. Avenu offers its
employees a number of channels through which potential breaches of ethical behavior may be reported.

Oversight Responsibility of the Executive Management

The Company operates under the direction of its Chief Executive Officer (*CEQ”), along with other senior
executives ("Executive Team”) that also serve as heads of the business units described within. The
Executive Team holds itself accountable to the Company’s ethics and conflict of interest policies and
provides oversight of operations and activities. All areas are led by capable, experienced, and well-
qualified individuals with years of experience applicable to their respective job responsibilities. Executives
provide oversight of business units and are directly involved in the Company’s operations.

Assignment.of Authority and Responsibility

Executive management recognizes its responsibility for directing and controlling operations, managing
risks, and establishing, communicating, and monitoring control policies and procedures, under the
ultimate oversight of the Executive Team. Management recognizes its responsibility for establishing and
maintaining sound internal control and promoting integrity and ethical values to all personnel on a day-to-
day basis.

Commitment to Competence

Avenu’s values and commitment to competence begin with a commitment to engaging, developing, and
supporting its people. This commitment starts with a clearly documented people selection process.
Detailed job descriptions are created and maintained for each key position. Avenu’s commitment to
quality and competence is further evidenced by its approach to monitoring, evaluating, and supporting its
people. The talent management process, along with staff training and development, helps ensure Avenu
is providing its people with opportunities for professional growth.

Human Resource Policies and Practices

People are the key to Avenu’s success, and the Human Resource (“HR") function is the organization
driving programs to help ensure the Company engages, develops, and supports its people. The goal of
the HR function is to build an organization of outstanding employees in an environment that encourages
maximum engagement, development, and professional growth. Avenu is committed to respecting and
supporting one another, regardless of physical differences, beliefs, or personal values. This commitment
is expressed in Avenu’s personnel policies and practices and begins with the recruiting process, which is
the joint responsibility of the Operations’ hiring managers and the Talent Acquisition Organization.

Avenu is an equal opportunity employer and is committed to providing a discrimination-free workplace.
Employment decisions are based on each individual’s skills and qualifications without regard to race,
color, creed, religion, ancestry, national origin, age, gender/sex, marital status, sexual orientation,
physical or mental disability, use of a guide dog or service animal, military/veteran status, citizenship
status, genetic information, or any other category protected by law. This approach extends to every phase
of the employment process including recruiting, hiring, training, promotion, compensation, benefits,
transfers, and company-sponsored educational, social and recreational programs.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors. 8
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2. Risk Assessment Process

The service organization operates within an environment faced with a variety of risks from internal and
external sources.

Risk Objectives

The risk assessment approach involves an iterative process for identifying and assessing risks to the
achievement of objectives. This approach forms the basis for determining how risks will be addressed by
management. Avenu recognizes that risk management is a critical component of internal controls
affecting all levels of the organization. Management regularly assesses the risks of internal fraud and has
taken measures to deter and prevent such actions from occurring. Management is also aware of the risks
related to its Information Technology (“IT”") infrastructure, such as security, network operations, and
disaster recovery.

Identification and Analysis of Risks

Risk management is primarily the responsibility of individual business units which perform periodic risk
assessments that identify and document significant risks facing Avenu, including any fraud risks. The
results of these risk assessments determine how the business units develop and implement controls,
operating procedures, and compliance processes for addressing and mitigating such risks. Avenu’s
policies require that any instances of suspected or actual fraud be brought to the immediate attention of
senior management, the Chief Financial Officer, and Avenu’s Legal department.

3. Monitoring Activities

Avenu employs a combination of ongoing and periodic monitoring activities to verify that controls. are
functioning effectively and that risks are appropriately mitigated.

Ongoing Monitoring

Avenu uses a variety of reports and monitoring mechanisms to help ensure controls are functioning as
intended. Management regularly reviews and assesses business operations to verify that reporting and
monitoring mechanisms used are effective in managing the operations of the business, controls, and
related risks.

Monitoring of the Subservice Organizations

Avenu utilizes various subservice organizations to provide a) colocation Data Center services, b) custody
and safekeeping of the securities it receives, and c) custodian services, including holding securities and
maintaining accounts to support the System. Management monitors the services performed by the
subservice organizations to help ensure that operations and controls expected to be implemented at the
subservice organization are functioning effectively.

4. Information and Communication

Policies, procedures, and other information necessary to help achieve Avenu’s business objectives are
communicated through several means, including the Intranet, emails, newsletters, memoranda, meetings,
and training sessions. Policies and procedures enforce the importance of adherence to and compliance
with rules and regulations that govern business and operations. Policies and procedures are documented
and are made available to employees on the Company Intranet.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors. 9
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Avenu has implemented various methods of communication to help ensure all employees understand
their individual roles and responsibilities over transaction processing and controls and to help ensure
significant events are communicated in a timely manner. These methods include orientation and training
programs for newly hired employees and the use of electronic mail messages to communicate time-
sensitive messages and information. Managers also hold periodic staff meetings as appropriate.

Avenu has also implemented various methods of communication to help ensure user entities understand
the role and responsibilities they have in processing their transactions and to help ensure significant
events are communicated to users in a timely manner. These methods include active participation in user
meetings, as well as the designation of a client success manager (“CSM”) who maintains contact with
designated user representatives to inform them of new issues and developments. User organizations also
are encouraged to communicate questions and problems to their liaison, and such matters are logged
and tracked until resolved, with the resolution also reported to the user entity.

D. Control Activities

A variety of policies and procedures, including related control activities, have been developed to help ensure
objectives are carried out and risks are mitigated. These control activities help ensure claims processing is
administered in accordance with policies and procedures.

Control activities are performed at a variety of levels throughout the organization and at various stages during
the relevant business process. Controls may be preventive or detective in nature and may encompass a
range of manual and automated controls, including authorizations, reconciliation, and IT controls. Duties and
responsibilities, such as those related to the processing and recording of transactions, reconciliation activities,
application development, compliance, and control monitoring, are allocated among personnel to help ensure
that a proper segregation of duties is maintained.

A formal program is in place to periodically review and update policies and procedures on at least an annual
basis. Any changes to the policies and procedures are reviewed and approved by management and are
communicated to associates.

1. Physical Security

Control Objective 1: Controls provide reasonable assurance physical access to resources within Avenu
Insights & Analytics facilities is restricted to appropriate personnel based on job function.

All external access points to the Avenu Insights & Analytics facilities are controlled through electronic card
key readers. Card key access is limited to appropriate individuals based on job function. Visitors to the
Avenu Insights & Analytics facilities are required to sign in at the front desk. The ability to implement
changes to physical access rights at the Avenu Insights & Analytics facilities is limited to appropriate
personnel based on job function to prevent unauthorized changes.

Physical access the Avenu Insights & Analytics facilities must be approved by management prior to the
granting of access. Terminated employee access to the Avenu Insights & Analytics facilities is revoked
within five business days of termination. Physical access to the Avenu Insights & Analytics facilities is
reviewed on an annual basis by management to validate that employee access is commensurate with job
responsibilities. Any issues identified are researched and resolved.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors. 10
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2. Change Management — Network Infrastructure and Operating System

Control Objective 2: Controls provide reasonable assurance that network infrastructure and operating
system changes are tested (if applicable) and approved prior to migration into the production
environment.

Each change to network infrastructure and the operating system is applied and tested (if applicable)
within development and/or testing environments which are separate from the production environment
prior to migration into the production environment. Each change to network infrastructure and the
operating system must be approved by a member of management prior to migration into the production
environment. Access o promote changes into the production environment related to network
infrastructure and the operating system is limited to appropriate personnel based on job function.

3. Change Management — Application and Database

Control Objective 3: Controls provide reasonable assurance that changes to the in-scope application
(Escheatment System) and its related databases are tested (if applicable) and approved prior to migration
into the production environment.

Each change to the in-scope application and its related databases is applied and tested (if applicable)
within development and/or testing environments which are separate from the production environment
prior to migration into the production environment. Each change to the in-scope application and its related
databases must be approved by a member of management prior to migration into the production
environment.

Access to promote changes into the production environment related to the in-scope application and its
related databases is limited to appropriate individuals without development responsibilities. Version
control software is in place to manage current versions of source code related to the in-scope application
and its related databases.

4. Logical Security — Network Infrastructure and Operating System

Control Objective 4: Controls provide reasonable assurance that Administrative access to network
infrastructure and operating system resources is restricted to appropriate personnel based on job
function.

Valid user IDs and passwords are required to access the Company's network infrastructure and operating
system resources. Password parameters to network infrastructure and operating system resources are
configured to require:

Expiration,

Minimum length,

History,

Complexity, and

Lockout after unsuccessful login attempis.

Administrative access to network infrastructure and operating system resources is restricted to
appropriate personnel based on job function. Administrative access to network infrastructure and
operating system resources is removed or disabled within five business days of the employee's
termination date.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors. 1
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Requests to add Administrative access to network infrastructure and operating system resources are
approved by the Senior Engineer of Servers, Storage, and Virtualization prior to access being granted.

5. Logical Security — Application and Database

Control Objective 5: Controls provide reasonable assurance that access, including Administrative and
general user access, to the in-scope application (Escheatment System) and its related databases is
restricted to appropriate personnel based on job function.

Valid user IDs and passwords are required to access the in-scope application and its related databases.
Password parameters to the in-scope application and related databases are configured to require:

Expiration,

Minimum length,

History,

Complexity, and

Lockout after unsuccessful login attempts.

Administrative access to the in-scope application and its related databases is restricted to appropriate
personnel based on job function.

Requests to add access to the in-scope application and its related databases are approved by
management prior to access being granted. Access to the in-scope application and its related databases
is removed or disabled within five business days of the employee's/contractor's termination date. The
Company performs an annual review of access to the in-scope application and related databases to help
ensure that user access is appropriate. Any issues identified as a result of these reviews are
communicated and resolved.

6. Receipt of Property

Control Objective 6: Controls provide reasonable assurance that physical property (cash/securities
certificates) is received and properly credited to state accounts.

Each business day, package logs are used to record physically received checks and certificates and to
monitor the transfer of the property to the custody unit. Physical checks received are logged within the
check log sheet by the Operations Clerk, and the logging is verified by an Account Administrator. The
check amounts are posted to the state’s account via NEXEN®, which is reviewed by an Account
Administrator.

Certificate transmittal logs are used to record physically received property (cash/securities) that is sent to
BNY Mellon, and a confirmation of receipt is received from BNY Mellon to help ensure that property is
properly credited to state accounts. An Account Administrator completes and signs off on each transmittal
sheet indicating the control totals within the records received from the property holder(s) are balanced
against the converted records within the system, including free receive transactions (certificates), to help
ensure that property is properly credited to state accounts.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report 7
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7. Delivering Transferring Securities

10.

11

.

Control Objective 7: Controls provide reasonable assurance that Night Withdrawal Transfers (NWTs) are
properly received and posted in accordance with state instructions.

Authorized state signatures are confirmed by an Account Administrator for each NWT request received
via Avenu extranet or mail, and the unit manager of custody or an appropriate designee approves each
NWT for trade entry. Each NWT is reviewed by an Account Administrator to confirm posting in
accordance with state instructions. Any identified discrepancies are researched and resolved.

Entitlement Calculations and Payments

Control Objective 8: Controls provide reasonable assurance that entitlement calculations and claim
payments are prepared and processed in accordance with state instructions.

For participating states, remittance summary spreadsheets, including entitlement calculations and claim
payments, are prepared by an Account Administrator and are reviewed by the unit manager of custody or
an appropriate designee for accuracy. Any identified discrepancies are researched and resolved. For
participating states, if cash is due to the owner and the state has elected Avenu to pay the owner
(claimant), a check for the amount due is approved by the unit manager of custody or an appropriate
designee and is forwarded to the owner upon settlement, in accordance with state instructions.

Liquidating Securities

Control Objective 9: Controls provide reasonable assurance that securities are liquidated with proper
authorization by a state designee in accordance with state instructions.

Authorized state signatures are confirmed by management for each liquidation request received via
Avenu extranet or eFax, and each request is approved by the unit manager of custody or an appropriate
designee for trade entry. Each liquidation request is reviewed by an Account Administrator to confirm
posting in accordance with state instructions. Any identified discrepancies are researched and resolved.

Voluntary Corporate Action Notifications

Control Objective 10: Controls provide reasonable assurance that voluntary corporate actions affecting
the securities held by the states are properly and timely communicated to the state and that the results of
the actions are properly recorded.

Voluntary corporate action notifications received via NEXEN® are entered on the Avenu extranet (if
applicable) by the operations clerk to help ensure that states that hold property can view and submit
responses. A reminder e-mail is sent by the Operations Clerk prior to or on the response due date to the
state(s) that have not responded to voluntary corporate actions. Voluntary corporate action responses
from the states are recorded within NEXEN® by the Operations Clerk. If the state does not provide a
response by the due date, the default action is selected automatically by the NEXEN® system.

Treasury Insurance and Lottery Safeguards

Control Objective 11: Controls provide reasonable assurance that all transaction history related to
securities held by the states for Treasury Insurance and Lottery programs are processed and uploaded
for each business day to the AS400 System.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors. 13
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On each business day, the custodial account activity report is automatically generated from the NEXEN®
system and is uploaded into the AS400 system, On each business day, management reviews status
reports generated by the AS400 system to help ensure that the custodial account activity report is
completely processed. Any identified issues are researched and resolved. On a monthly basis, state
lottery holdings reports are generated from the AS400 system and are e-mailed to states by members of
the custody department to help facilitate state reconciliation procedures.

E. Additional Information about Management’s Description

The Company has specified the control objectives and identified the controls which are designed to achieve
the related control objectives. The specified control objectives and related controls are presented within
Section |V of this report, Description of Avenu Insights & Analytics’ Control Objectives and Related Controls
and the Independent Service Auditor’s Description of Tests of Controls and Results, and are an integral
component of the Company’s description of its system as described within this section.

F. Changes to the System During the Specified Period

Management did not make any significant or relevant changes to the system during the period January 1,
2022 to September 30, 2022 (the “specified period”).

G. Subservice Organizations

The Company utilizes subservice organizations to perform certain functions. The accompanying description
includes only the policies, procedures, and control activities at the Company and does not include the
policies, procedures, and control activities at the third-party organizations described below. The examination
by the Independent Service Auditor did not extend to the policies and procedures at these subservice
organizations.

Complementary subservice organization controls, controls that management of the service organization
assumes will be implemented by the subservice organization and are necessary to achieve specific control
objectives, along with the associated subservice organizations, are included within the table below.
Management also describes the activities performed to monitor the effectiveness of controls at the subservice
organization. Each user entity’s internal control over financial reporting must be evaluated in conjunction with
the Company'’s controls and the related tests and results described in Section IV of this report, considering
the related complementary subservice organization controls expected to be implemented at the subservice
organization as described below.

Subse.rv |c_e Service(s) Provided and Monitoring Controls Rel_eva.nt Sentl
Organization Objectives

Cyxtera The Company uses Cyxtera for its third-party hosting and co- | Control Objective 1*
; location of servers and equipment, including the restriction of

Technologies, Inc. . ;

“Cyxtera” physical access to the defined system as well as custody and

(‘Cyxtera’) safekeeping of the securities. The following control areas are

critical to achieving the applicable control objectives:

» Controls around the physical security of the Data Centers
hosting the in-scope applications, and .

¢ Controls around the environmental protections at the
Data Centers hosting the in-scope applications.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
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Subservice
Organization

Service(s) Provided and Monitoring Controls

Relevant Control
Objectives

In addition, the Company has identified the following controls
to help monitor the subservice organization:

¢ On an annual basis, management evaluates the third
parties that have access to confidential data and/or that
perform a managed service related to the operation of
the System and determines their risk-rating based on
their level of access, the sensitivity of the related data,
and the impact to operations. Based on this risk rating,
management either performs a vendor security
assessment of the third party, reviews the third party's
System and Organization Control reports such as SOC 2
reports, or the third party is subjected to continuous
monitoring controls.

The Bank of New
York Mellon
Corporation (“BNY
Mellon”)

The Company uses BNY Mellon to provide custodian
services, including holding securities and maintaining
accounts. The following control areas are critical to achieving
the applicable control objectives:

e Controls around the design and operation of holding
securities in support of user entities, and

s Controls around the design and operation of account
maintenance in support of user entities.

In addition, the Company has identified the following controls
to help monitor the subservice organization:

e On an annual basis, management evaluates the third
parties that have access to confidential data and/or that
perform a managed service related to the operation of
the System and determines their risk-rating based on
their level of access, the sensitivity of the related data,
and the impact to operations. Based on this risk rating,
management either performs a vendor security
assessment of the third party, reviews the third party's
System and Organization Control reports such as SOC 2
reports, or the third party is subjected to continuous
monitoring controls.

Control Objective 6*
Control Objective 7*

Control Objective 11*

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
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Subservice
Organization

Service(s) Provided and Monitoring Controls

Relevant Control
Objectives

Raymond James
Financial, Inc.
(“RJAH)

The Company uses RJA to provide brokerage services for
Company accounts that support the in-scope system. The
following control areas are critical to achieving the applicable
control objectives:

s Controls around the design and operation of processing
liquidations and accurately applying commission and
SEC charges to processed transactions, and

¢ Controls around the design and operation of accurately
performing the research and portfolio valuations in
compliance with internal controls.

In addition, the Company has identified the following controls
to help monitor the subservice organization:

e On an annual basis, management evaluates the third
parties that have access to confidential data and/or that
perform a managed service related to the operation of
the System and determines their risk-rating based on
their level of access, the sensitivity of the related data,
and the impact to operations. Based on this risk rating,
management either performs a vendor security
assessment of the third party, reviews the third party's
System and Organization Control reports such as SOC 2
reports, or the third party is subjected to continuous
monitoring controls.

Control Objective 9*

* The achievement of design and operating effectiveness for this particular control objective assumes that
complementary controls at this subservice organization are in place and are operating effectively to support
and achieve this control objective.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
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H. User Entity Controls

Avenu Insights & Analytics’ controls relating to the system cover only a portion of the overall internal control
structure of each user entity of the Company’s system. It is not feasible for the control objectives to be solely
achieved by the Company. Therefore, each user entity’s internal control over financial reporting must be
evaluated in conjunction with the Company’s controls and related testing detailed in Section IV of this report,
taking into account the related complementary user entity controls identified in the table below, where
applicable. Complementary user entity controls and their associated control objective(s) are included within
the table below.

In order for user entities to rely on the controls reported on herein, each user entity must evaluate its own
internal control to determine if the identified complementary user entity controls have been implemented and
are operating effectively.

User Entity Controls Related Control Objectives

Each user entity is responsible for approving access, removing access
timely when necessary, and defining appropriate duties for personnel for Control Objective 5*
NEXEN®.

Each user entity is responsible for performing a periodic review of users’

access to NEXEN®, Control Objective 5*

Each user entity is responsible for monitoring user activity on NEXEN®, Control Objective 5*

Each user entity is responsible for assigning user IDs to the proper

i om e
personnel and for maintaining confidential passwords for NEXEN®. Coniro| Bbjectie 5

Each user entity is responsible for notifying Avenu of changes to access

rights within NEXEN®. Control Objsciive 5

Each user entity is responsible for providing lists of authorized signatories
to Avenu’s Unclaimed Property Solutions and for periodically reviewing the | Control Objective 5*
authorized list for appropriateness.

Each user entity is responsible for providing complete and accurate listings | Control Objectives 6*, 7*,
of securities to be delivered to state accounts. and 8*

Each user entity is responsible for authorizing Night Withdrawal Transfers

t : I % *
(NWTs), liquidation, and cash withdrawal requests. GionfoliObjectives 7= ang 9

Each user entity is responsible for responding to voluntary corporate
actions by due dates if it wishes to take an action other than the default Control Objective 10*
action.

* The achievement of design and operating effectiveness for this particular control objective assumes that this
complementary user entity control is in place and is operating effectively to support and achieve this control
objective.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
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Section |V: Description of Avenu Insights & Analytics’ Control
Objectives and Related Controls and the Independent Service
Auditor’s Description of Tests of Controls and Results

A. Information Provided by FORVIS, LLP

This report, when combined with an understanding of the controls at user entities, is intended to assist
auditors in planning the audit of user entities’ financial statements or user entities’ internal control over
financial reporting and in assessing control risk for assertions in user entities’ financial statements that may be
affected by controls at Avenu Insights & Analytics.

Our examination was limited to the control objectives and related controls specified by Avenu Insights &
Analytics in Sections Ill and 1V of the report and did not extend to the controls in effect at user entities and
subsetrvice organizations.

It is the responsibility of each user entity and its independent auditor to evaluate this information in
conjunction with the evaluation of internal control over financial reporting at the user entity in order to assess
the internal control environment. If the internal controls are not effective at a user entity, Avenu Insights &
Analytics’ controls may not compensate for such weaknesses.

Avenu Insights & Analytics’ system of internal control represents the collective effect of various factors on
establishing and enhancing the effectiveness of the controls specified by Avenu Insights & Analytics. In
planning the nature, timing, and extent of our testing of the controls to achieve the control objectives specified
by Avenu Insights & Analytics, we considered aspects of Avenu Insights & Analytics’ control environment, risk
assessment process, monitoring activities, and information and communications.

B. Types and Description of the Tests of Operating Effectiveness

The following table clarifies certain terms used in this section to describe the nature of the tests performed:

Type Description
Inquiry Inquired of appropriate personnel and corroborated with management
Observation. Observation of the application, performance, or existence of the control
. Inspection of documents, records, or other evidence indicating performance of the
Inspection
control
e o s Reperformed the control, or processing of the application control, for accuracy of

its operation

In addition, as required by paragraph .36 of AT-C section 205, Assertion-Based Examination Engagements
(AICPA, Professional Standards), and paragraph .30 of AT-C section 320, when using information produced
(or provided) by the service organization, we evaluated whether the information was sufficiently reliable for
our purposes by obtaining evidence about the accuracy and completeness of such information and evaluating
whether the information was sufficiently precise and detailed for our purposes.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
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C. Control Objectives, Control Activities, Tests Performed, and Results of Testing

Control Objective 1

Physical Security (Facilities): Controls provide reasonable assurance physical access to resources
within Avenu Insights & Analytics facilities is restricted to appropriate personnel based on job
function.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

to the Avenu Insights & .
Analytics facilities is revoked
within five business days of
termination.

supporting documentation related to a sample
of terminated employees to determine that
each selected employee's access to the
Avenu Insights & Analytics facilities was
revoked within five business days of
termination.

1.01 | All external access points to Observed all external access points to the No exception noted.
the Avenu Insights & Avenu Insights & Analytics facilities to
Analytics facilities are determine that all external access points to
controlled through electronic | the Avenu Insights & Analytics facilities were
card key readers. Card key controlled through an electronic badge
access is limited to access system. Further, inquired of the
appropriate individuals based | Director, Unclaimed Property Solutions to
on job function. determine that this process was in place
throughout the specified period.
Inspected the listing of individuals with access | No exception noted.
to the Avenu Insights & Analytics facilities and
the corresponding job titles for a sample of
those users to determine that each selected
user was appropriate to have this access
based on job function. Further, inquired of the
Director, Unclaimed Property Solutions to
determine that each selected user was
appropriate to have this access.
1.02 | Physical access the Avenu Inspected the physical access requests No exceptions noted.
Insights & Analytics facilities related to a sample of new employees
must be approved by granted physical access to the Quincy Office
management prior to the Service Room to determine that each
granting of access. selected physical access request the Avenu
Insights & Analytics facilities was approved by
management prior to the granting of access.
1.03 | Terminated employee access | Inspected the access removal tickets and No exceptions noted.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report
of Independent Service Auditors.
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Control Objective 1

function.

Physical Security (Facilities): Controls provide reasonable assurance physical access to resources
within Avenu Insights & Analytics facilities is restricted to appropriate personnel based on job

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

1.04 | Physical access to the Avenu
Insights & Analytics facilities
is reviewed on an annual
basis by management to
validate that employee
access is commensurate with
job responsibilities. Any
issues identified are
researched and resolved.

Inspected the physical access review
documentation to determine that physical
access to the Avenu Insights & Analytics
facilities was reviewed by management during
the specified period to validate that employee
access was commensurate with job
responsibilities. Further, inspected supporting
documentation and inquired of the Senior
Director, Client Partner to determine that no
issues were identified as a result of the
selected review; however, that if any issues
had been identified, each issue would have
been researched and resolved and that this
process was in place throughout the specified
period.

No exceptions noted.

1.05 | The ability to implement
changes to physical access
rights at the Avenu Insights &
Analytics facilities is limited to
appropriate personnel based
on job function to prevent
unauthorized changes.

Inspected the listing of users with the ability to
implement changes to physical access rights
the Avenu Insights & Analytics facilities and
the corresponding job titles for all users on
the listing to determine that each user on the
listing was appropriate to have this access
based on job function to help prevent
unauthorized changes. Further, inquired of
the Director Unclaimed Property to determine
that each user on the listing was appropriate
to have this access.

No exceptions noted.

1.06 | Visitors to the Avenu Insights
& Analytics facilities are
required to sign in at the front
desk.

Observed the visitor process for the Avenu
Insights & Analytics facilities to determine that
visitors were required to sign in at the front
desk. Further inquired of the Director,
Unclaimed Property Solutions to determine
that this process was in place throughout the
specified period.

No exception noted.

Inspected the Visitor Log to determine that
visitor/temporary access to sensitive areas
and locations was logged.

No exception noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report

of Independent Service Auditors.
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Control Objective 2

Change Management — Network Infrastructure and Operating System: Controls provide reasonable
assurance that network infrastructure and operating system changes are tested (if applicable) and
approved prior to migration into the production environment.

Control Activity Description

Tests Performed by Service Auditor

Resulits of Testing

2.01 Each change to network
infrastructure and the
operating system is applied
and tested (if applicable)
within development and/or
testing environments which
are separate from the
production environment prior
to migration into the
production environment.

Observed the production, development, and
testing environments related to the network
infrastructure and the operating system to
determine that each change to the network
infrastructure and the operating system was
applied and tested (if applicable) within a
development and/or testing environment
separate from the production environment.
Further, inquired of the Project Management
Manager Il to determine that these
environments were separate throughout the
specified period.

No exceptions noted.

Inspected the change requests and
supporting documentation related to a sample
of changes to the network infrastructure and
the operating system to determine that each
selected change was applied and tested (if
applicable} within a development and/or
testing environment separate from the
production environment prior to migration into
the production environment.

No exceptions noted.

2.02 | Each change to network
infrastructure and the
operating system must be
approved by a member of
management prior to
migration into the production
environment.

Inspected the change tickets and supporting
documentation related to a sample of
changes to the network infrastructure and the
operating system to determine that each
selected change was approved by a member
of management prior to migration into the
production environment.

No exceptions noted.

2.03 | Access to promote changes
into the production
environment related to
network infrastructure and
the operating system is
limited to appropriate
personnel based on job
function.

Inspected the listings of users with
Administrative access to the production
environment related to network infrastructure
and the operating system and the
corresponding job titles for all users on the
listings to determine that each user on the
listings was appropriate to have this access
based on job function. Further, inquired of the
Senior Engineer Servers, Storage,
Virtualization to determine that each user on
the listings was appropriate to have this
access.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report

of Independent Service Auditors.
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Control Objective 3

Change Management — Application and Database: Controls provide reasonable assurance that
changes to the in-scope application (Escheatment System) and its related databases are tested (if
applicable) and approved prior to migration into the production environment.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

3.01

Each change to the in-scope
application and its related
databases is applied and
tested (if applicable) within
development and/or testing
environments which are
separate from the production
environment prior to
migration into the production
environment.

Observed the production, development, and
testing environments to determine that each
change to the in-scope application and
related databases was applied and tested
within a development and/or testing
environment separate from the production
environment. Further, inquired of the Software
Engineer Il to determine that these
environments were separate throughout the
specified period.

No exception noted.

Inspected the change requests and
supporting documentation related to a sample
of changes to the in-scope application and
related databases to determine that each
selected change was applied and tested
within a development and/or testing
environment separate from the production
environment prior to migration into the
production environment.

No exception noted.

3.02

Each change to the in-scope
application and its related
databases must be approved
by a member of management
prior to migration into the
production environment.

Inspected the change tickets and supporting
documentation related to a sample of
changes to the in-scope application and
related databases to determine that each
selected change was approved by a member
of management prior to promotion into the
production environment.

No exceptions noted.

3.03

Access to promote changes
into the production
environment related to the in-
scope application and its
related databases is limited
to appropriate individuals
based on job function.

Inspected the listing of users with access to
promote changes into the production
environment related to the in-scope
application and its related databases and the
corresponding job titles for all uisers on the
listing to determine that each user on the
listing was appropriate to have this access
based on job function. Further, inquired of the
Project Management Manager |l to determine
that each user on the listing was appropriate
to have this access.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors.
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Control Objective 3

Change Management — Application and Database: Controls provide reasonable assurance that
changes to the in-scope application (Escheatment System) and its related databases are tested (if
applicable) and approved prior to migration into the production environment.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

changes to the production
environment related to the in-
scope applications and
related databases are
reviewed to verify that each
change was authorized.

documentation to determine that all changes
to the production environment related to the
in-scope applications and related databases
were reviewed during the specified period to
verify that each change was authorized.
Further, inspected supporting documentation.
and inquired of the Software Engineer Il to
determine that no issues were identified as a
result of the selected monthly reviews;
however, that if any issues had been
identified, each issue would have been
researched and resolved and that this
process was in place throughout the specified
period.

3.04 | Version control software is in | Observed the version control software and No exception noted.
place to manage current related code repositories to determine that
versions of source code version control software was in place to
related to the in-scope manage the current versions of source code
application and its related related to the in-scope application and related
databases. databases. Further, inquired of the Software
Engineer Il to determine that the version
control software was in place throughout the
specified period.
3.05 | On an annual basis, all Inspected the change management review No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors.
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Control Objective 4

Logical Security — Network Infrastructure and Operating System: Controls provide reasonable
assurance that Administrative access to network infrastructure and operating system resources is
restricted to appropriate personnel based on job function.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

4.01

Valid user IDs and
passwords are required to
access the Company's
network infrastructure and
operating system resources.

Observed the authentication configurations
for the network infrastructure and operating
system resources to determine that a valid
user ID and password were required to
access the Company's network infrastructure
and operating system resources. Further,
inquired of the Director, Unclaimed Property
Solutions, to determine that these
configurations were in place throughout the
specified period.

No exceptions noted.

4.02

Administrative access to
network infrastructure and
operating system resources
is restricted to appropriate
personnel based on job
function.

Inspected the listings of users with
Administrative access to network
infrastructure and operating system resources
and the corresponding job titles for all users
on the listings to determine that each user on
the listings was appropriate to have this

.access based on job function. Further,

inquired of the Senior Engineer of Server,
Storage, and Virtualization to determine that
each user on the listings was appropriate to
have this access.

No exceptions noted.

4.03

Requests to add
Administrative access to
network infrastructure and
operating system resources
are approved by the Senior

Engineer of Servers, Storage,

and Virtualization prior to
access being granted.

Inspected the request tickets and supporting
documentation related to a sample of new
users granted Administrative access to
network infrastructure and/or operating
system resources to determine that each
selected new user's access was approved by
the Senior Engineer of Servers, Storage, and
Virtualization prior to access being granted.

The Service Auditor
noted that this
Control Activity did
not operate during
the specified period,
as there were no
users granted
Administrative
access to the
network
infrastructure or
operating system
resources. Therefore,
the Service Auditor
could not test the
operating
effectiveness of the
Control Activity.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors.
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Control Objective 4

Logical Security — Network Infrastructure and Operating System: Controls provide reasonable:
assurance that Administrative access to network infrastructure and operating system resources is
restricted to appropriate personnel based on job function.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

Inspected the query used to pull the system-
generated listing of users granted
Administrative access to the network
infrastructure and operating system resources
during the specified period to determine that
the query was accurate to result in a complete
population. Inspected the resulting system-
generated listing to determine that there were
no users granted Administrative access to the
network infrastructure or operating system
resources during the specified period.

Further, inquired of the Senior Engineer
Servers, Storage, Virtualization to determine
that there were no users granted
Administrative access to the network
infrastructure or operating system resources
during the specified period.

No exceptions noted.

network infrastructure and
operating system resources
are configured to require:

* Expiration,

* Minimum length,

» History,

* Complexity, and

* Lockout after unsuccessful
login attempts.

governed user access to the network
infrastructure and operating system resources
to determine that password parameters for
the network infrastructure and operating
system resources were configured to require:
* Expiration,

* Minimum length,

» History,

« Complexity, and

* Lockout after unsuccessful login attempts.
Further, inquired of the Senior Engineer
Servers, Storage, Virtualization to determine
that these configurations were in place
throughout the specified period.

4.04 | Administrative access to Inspected the termination tickets and No exceptions noted.
network infrastructure and supporting documentation related to a sample
operating system resources of terminated employees to determine that
is removed or disabled within | each selected terminated employee's
five business days of the Administrative access to network
employee's termination date. | infrastructure and/or operating system
resources was removed or disabled within
five business days of the employee's
termination date.
4.05 | Password parameters to Observed the password configurations that No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors.
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Control Objective 5

Logical Security — Application and Database: Controls provide reasonable assurance that access,
including Administrative and general user access, to the in-scope application (Escheatment System)
and its related databases is restricted to appropriate personnel based on job function.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

5.01

Valid user IDs and
passwords are required to
access the in-scope
application and its related
databases.

Observed the authentication configurations
for the in-scope application and its related
databases to determine that a valid user ID
and password were required to access the
Company's the in-scope application and its
related databases. Further, inquired of the
Director, Unclaimed Property Solutions to
determine that these configurations were in
place throughout the specified period.

No exceptions noted.

5.02

Administrative access to the
in-scope application and its
related databases is
restricted to appropriate
personnel based on job
function.

Inspected the listing of users with
Administrative access to the in-scope
application and its related databases and the
corresponding job titles for all users on the
listing to determine that each user on the
listing was appropriate to have this access
based on job function. Further, inquired of the
Director, Unclaimed Property Solutions, to
determine that each user on the listing was
appropriate to have this access.

No exceptions noted.

5.03

Requests to add access to
the in-scope application and
its related databases are
approved by management

prior to access being granted.

Inspected the request tickets and supporting
documentation related to a sample of new
users granted access to the in-scope
application and/or its related databases to
determine that each selected new user's
access was approved by management prior
to access being granted.

No exceptions noted.

5.04

Access to the in-scope
application and its related
databases is removed or
disabled within five business
days of the
employee's/contractor's
termination date.

Inspected the termination tickets and
supporting documentation related to a sample
of terminated employees and contractors to
determine that each selected terminated
employee's or contractor's access to the in-
scope application and/or its related databases
was removed or disabled within five business
days of the employee's/contractor's
termination date.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors.
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Control Objective 5

Logical Security — Application and Database: Controls provide reasonable assurance that access,
including Administrative and general user access, to the in-scope application (Escheatment System)
and its related databases is restricted to appropriate personnel based on job function.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

annual review of access to
the in-scope application and
related databases to help
ensure that user access is
appropriate. Any issues
identified as a result of these
reviews are communicated
and resolved.

5.056 | Password parameters to the | Observed the password configurations that No exception noted.
in-scope application and governed user access to the in-scope
related databases are application and related databases to
configured to require: determine that password parameters for the
* Expiration, in-scope application and related databases
* Minimum length, were configured to require:
« History, * Expiration,
» Complexity, and » Minimum length,
* Lockout after unsuccessful * History,
login attempts. » Complexity, and
» Lockout after unsuccessful login attempts.
Further, inquired of the Engineer Il, Software
Engineering to determine that these
configurations were in place throughout the
specified period.
5.06 | The Company performs an Inspected the access review documentation No exceptions noted.

to determine that the Company performed a
review of access to the in-scope application
and its related databases during the specified
period to help ensure that user access was
appropriate. Further, inspected supporting
review documentation and inquired of the
Director, Unclaimed Property Solutions, to
determine that no issues were identified as a
result of the selected review; however, that if
any issues had been identified, each issue
would have been researched and resolved
and that this process was in place throughout
the specified period.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report
of Independent Service Auditors.
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Control Objective 5

Logical Security — Application and Database: Controls provide reasonable assurance that access,
including Administrative and general user access, to the in-scope application (Escheatment System)
and its related databases is restricted to appropriate personnel based on job function.

Control Activity Description

Tests Performed by Service Auditor

Resuits of Testing

5.07

On an annual basis,
management evaluates the
third parties that have access
to confidential data and/or
that perform a managed
service related to the
operation of the System and
determines their risk-rating
based on their level of
access, the sensitivity of the
related data, and the impact
to operations. Based on this
risk rating, management
either performs a vendor
security assessment of the
third party, reviews the third
party's System and
Organization Control reports
such as SOC 2 reports, or
the third party is subjected to
continuous monitoring
controls.

Inspected the most recent vendor risk
assessment documentation to determine that
management evaluated the third parties that
had access to confidential data and/or that
performed a managed service related to the
operation of the System and determined their
risk rating based on their level of access, the
sensitivity of the data, and the impact to
operations during the specified period.
Further, inspected the third party assessment
documentation related to a sample of third-
parties that had access to confidential data
and/or that performed a managed service
related to the operation of the System to
determine that, based on the risk rating of
each selected third party, the Company
performed either a vendor security
assessment of the third party, reviewed the
third party's SOC reports, or the third party
was subjected to continuous monitoring. In
addition, inspected supporting documentation
and inquired of the Director of Operations to
determine that there were no issues identified
during the selected third-party reviews;
however, that if any issues had been
identified, each issue would have been
researched and corrective actions would have
been taken and that this process was in place
throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors.
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Control Objective 6

Receipt of Property: Controls provide reasonable assurance that physical property (cash/securities
certificates) is received and properly credited to state accounts.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

6.01

Each business day, package
logs are used to record
physically received checks
and certificates and to
monitor the transfer of the
property to the custody unit.

Inspected the package logs related to a
sample of business days to determine that
package logs were used to record physically
received checks and certificates and to
monitor the transfer of the property to the
custody unit for each selected business day.

No exceptions noted.

6.02

Physical checks received are
logged within the check log
sheet by the Operations
Clerk, and the logging is
verified by an Account
Administrator. The check
amounts are posted to the
state’s account via NEXEN®,
which is reviewed by an
Account Administrator.

Inspected the check log sheet related to a
sample of checks to determine that each
selected physical check was logged within the
check log sheet by the Operations Clerk, and
the logging was verified by an Account
Administrator.

No exceptions noted.

Inspected the NEXEN account administrator
review and account history related to a
sample of checks to determine that check
amount for each selected check was posted
to the state’s account via NEXEN® and was
reviewed by an Account Administrator.

No exceptions noted.

6.03

Certificate transmittal logs
are used to record physically
received property
(cash/securities) that is sent
to BNY Mellon, and a
confirmation of receipt is
received from BNY Mellon to
help ensure that property is
properly credited to state
accounts.

Inspected the certificate transmittal logs
related to a sample of physically received
property (cash/securities) to determine that a
certificate transmittal log was used to record
each selected physically received property
(cash/securities) that was sent to BNY Mellon.

No exceptions noted.

Inspected the confirmation of receipts related
to a sample of physically received property
(cash/securities) to determine that a
confirmation of receipt was received from
BNY Mellon to help ensure that each selected
physically received property was properly
credited to state accounts.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors.
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Control Objective 6

Receipt of Property: Controls provide reasonable assurance that physical property (cash/securities
certificates) is received and properly credited to state accounts.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

6.04

An Account Administrator
completes and signs off on
each transmittal sheet
indicating the control totals
within the records received
from the property holder(s)
are balanced against the
converted records within the
system, including free receive
transactions (certificates), to
help ensure that property is
properly credited to state
accounts.

Inspected the transmittal sheets related to a
sample of physical property (cash/securities)
received to determine that an Account
Administrator completed and signed off on
the transmittal sheet indicating the control
totals within the records received from the
property holder(s) were balanced against the
converted records within the system,
including free receive transactions
(certificates), to help ensure that property was
properly credited to state accounts for each
selected physical property (cash/securities)
received.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors.
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Control Objective 7

Delivering Transferring Securities: Controls provide reasonable assurance that Night Withdrawal
Transfers (NWTs) are properly received and posted in accordance with state instructions.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

7.01

Authorized state signatures
are confirmed by an Account
Administrator for each NWT
request received via Avenu
extranet or mail, and the unit
manager of custody or an
appropriate desighee
approves each NWT for trade
entry.

Inspected the NWT confirmation and approval
documentation related to a sample of NWT
requests to determine that authorized state
signatures were confirmed by an Account
Administrator for each selected NWT request
received via Avenu extranet or mail, and that
the unit manager of custody or an appropriate
designee approved each selected NWT for
trade entry.

No exceptions noted.

7.02

Each NWT is reviewed by an
Account Administrator to
confirm posting in
accordance with state
instructions. Any identified
discrepancies are researched
and resolved.

Inspected the NWT request documentation
related to a sample of NWTs to determine
that each selected NWT was reviewed by an
Account Administrator to confirm posting in
accordance with state instructions. Further,
inspected supporting documentation and
inquired of the Director of Unclaimed Property
to determine that no discrepancies were
identified as a result of the selected reviews;
however, that if any discrepancies had been
identified, each discrepancy would have been
researched and resolved and this process
was in place throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors.
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Control Objective 8

Entitlement Calculations and Payments: Controls provide reasonable assurance that entitlement
calculations and claim payments are prepared and processed in accordance with state instructions.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

8.01 | For participating states,
remittance summary
spreadsheets, including
entittement calculations and
claim payments, are
prepared by an Account
Administrator and are
reviewed by the unit manager
of custody or an appropriate
designee for accuracy. Any
identified discrepancies are
researched and resolved.

Inspected the remittance summary
spreadsheets related to a sample of
entitlement calculations and claim payments
to determine that, for participating states, a
remittance summary spreadsheet, including
entitlement calculations and/or claim
payments, was prepared by an Account
Administrator and was reviewed by the unit
manager of custody or an appropriate
designee for accuracy for each selected
entitliement calculation and/or claim payment.
Further, inspected supporting documentation
and inquired of the Director of Unclaimed
Property to determine that no discrepancies
were identified as a result of the selected
reviews; however, if discrepancies were
identified, each discrepancy would have been
researched and resolved and this process
was in place throughout the specified period.

No exceptions noted.

8.02 | For participating states, if
cash is due to the owner and
the state has elected Avenu
to pay the owner (claimant), a
check for the amount due is
approved by the unit
manager of custody or an
appropriate designee and is
forwarded to the owner upon
settlement, in accordance
with state instructions.

Inspected the state instructions, check
approval, and transmission documentation
related to a sample of check claim payments
for participating states to determine that for
each selected check claim payment for
participating states, if cash was due to the
owner and the state had elected Avenu to pay
the owner (claimant), a check for the amount
due was approved by the unit manager of
custody or an appropriate designee and was
forwarded to the owner Lpon settlement, in
accordance with state instructions.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report

of Independent Service Auditors.
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Control Objective 9

Liquidating Securities: Controls provide reasonable assurance that securities are liquidated with
proper authorization by a state designee in accordance with state instructions.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

9.01 | Authorized state signatures
are confirmed by
management for each
liquidation request received
via Avenu extranet or eFax,
-and each request is approved
by the unit manager of
custody or an appropriate
designee for trade entry.

Inspected the confirmation and approval
documentation related to a sample of
liquidation requests received via Avenu
extranet or eFax to determine that authorized
state signatures were confirmed by
management for each selected liquidation
request and that each selected request was
approved by the unit manager of custody or
an appropriate designee for trade entry.

No exceptions noted.

9.02 | Each liquidation request is
reviewed by an Account
Administrator to confirm
posting in accordance with
state instructions. Any
identified discrepancies are
researched and resolved.

Inspected the liquidation request
documentation related to a sample of
liquidation requests to determine that each
selected liquidation request was reviewed by
an Account Administrator to confirm posting in
accordance with state instructions. Further,
inspected supporting documentation and
inquired of the Director of Unclaimed Property
to determine that no discrepancies were
identified as a result of the selected reviews;
however, that if any discrepancies had been
identified, each discrepancy would have been
researched and resolved and this process
was in place throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report

of Independent Service Auditors.
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Control Objective 10

Voluntary Corporate Action Notifications: Controls provide reasonable assurance that voluntary
corporate actions affecting the securities held by the states are properly and timely communicated to
the state and that the results of the actions are properly recorded.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

10.01 | Voluntary corporate action
notifications received via
NEXEN® are entered on the
Avenu extranet (if applicable)
by the operations clerk to
help ensure that states that
hold property can view and
submit responses. A
reminder e-mail is sent by the
Operations Clerk prior to or
on the response due date to
the state(s) that have not
responded to voluntary
corporate actions.

Inspected Avenu extranet history related to a
sample of voluntary corporate actions
received via NEXEN® to determine that each
selected voluntary corporate action was
entered on the Avenu extranet by the
operations clerk to help ensure that states
that hold property can view and submit
responses. Further, inspected the reminder e-
mail, if applicable, related to the sample of
voluntary corporate actions selected to
determine that a reminder e-mail was sent by
the Operations Clerk prior to or on the
response due date to the state(s) that had not
responded to each selected voluntary
corporate action.

No exceptions noted.

10.02 | Voluntary corporate action
responses from the states
are recorded within NEXEN®
by the Operations Clerk. If
the state does not provide a
response by the due date,
the default action is selected
automatically by the
NEXEN® system.

Inspected the NEXEN® system
documentation related to a sample of
voluntary corporate actions to determine that,
for each selected voluntary corporate action,
if the state responded, the voluntary
corporate action response was recorded
within NEXEN® by the Operations Clerk and
if the state did not respond, the default action
was automatically selected by the NEXEN®
system.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report

of Independent Service Auditors.
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Control Objective 11

Treasury Insurance and Lottery Safeguards: Controls provide reasonable assurance that all
transaction history related to securities held by the states for Treasury Insurance and Lottery programs
are processed and uploaded for each business day to the AS400 System.

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

11.01

On each business day, the
custodial account activity
report is automatically
generated from the NEXEN®
system and is uploaded into
the AS400 system.

Inspected the custodial account activity report
and the upload status report related to a
sample of business days to determine that
the custodial account activity report was
automatically generated from the NEXEN®
system and was uploaded into the AS400
system for each selected business day.

No exceptions noted.

11.02

On each business day,
management reviews status
reports generated by the
AS400 system to help ensure
that the custodial account
activity report is completely
processed. Any identified
issues are researched and
resolved.

Inspected the AS400 status reports related to
a sample of business days to determine that
management reviewed status reports
generated by the AS400 system for each
selected day to help ensure that the custodial
account activity report was completely
processed. Further, inspected supporting
documentation and inquired of the Director of
Unclaimed Propetrty Solutions to determine
that no issues were identified as a result of
the selected reviews; however, that if any
issues had been identified, each issue would
have researched and resolved and that this
process was in place throughout the specified
period.

No exceptions noted.

11.03

On a monthly basis, state
lottery holdings reports are
generated from the AS400
system and are e-mailed to
states by members of the
custody department to help
facilitate state reconciliation
procedures.

Inspected the lottery holding reports and e-
mails related to a sample of months to
determine that state lottery holdings reports
were generated from the AS400 system and
were e-mailed to states by members of the
custody department to help facilitate state
reconciliation procedures for each selected
month.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report
of Independent Service Auditors.

35




AV ENWU

INSIGHTS & ANALYTICS

Avenu Insights & Analytics

General Computer Control Environment that Supports its Unclaimed
Property Claims Website with eClaim Web Service, UPS2000, Holder
Reporting Website, and MissingMoney.com

System and Organization Controls (SOC) for Service Organizations
Report for the period of January 1, 2022 to September 30, 2022

FORV/S

An Independent Service Auditor Report issued by
FORVIS, LLP

FORVIS is a trademark of FORVIS, LLP, registration of which Is pending with the U.S. Patent and Trademark Office.



Avenu insights & Analytics

SOC 2® Type 2 Report — SOC for Service Organizations: Trust Services Criteria

General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com

Table of Contents

Section {: Report of Independent Service AUdItOrs....... ..o 1
Section II: Avenu Insights & Analytics’ ASSErtion.............cvviiiiiieiiiiiirii e eree e e e .4
Section llIl: Avenu Insights & Analytics’ Description of its System and Controls ..........ccccoceve i, 5

Section IV: Description of the Trust Services Category, Criteria, Avenu Insights & Analytics’ Related
Controls, and the Independent Service Auditor's Description of Tests and Results....... e, 19

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of independent
Service Auditors.



FORV/S

Section |: Report of Independent Service Auditors

To: Management of Avenu Insights & Analytics

Scope

We have examined Avenu Insights & Analytics’ (the “Company”) accompanying description of its General
Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim Web Service,
UPS2000, Holder Reporting Website, and MissingMoney.com (the “System”) titled Avenu Insights & Analytics’
Description of its System and Controls throughout the period January 1, 2022 to September 30, 2022, (the
“description”) based on the criteria for a description of a service organization’'s System in DC section 200, 2018
Description Criteria for a Description of a Service Organization’s System in a SOC 2® Report (AICPA, Description
Criteria), (the “description criteria”) and the suitability of the design and operating effectiveness of the controls
stated in the description throughout the period January 1, 2022 to September 30, 2022, to provide reasonable
assurance that the Company’s service commitments and system requirements were achieved based on the trust
services criteria relevant to security (the "applicable trust services criteria”) set forth in TSP section 100, 2017
Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust
Services Criteria).

The Company uses the subservice organizations listed in the Subservice Organizations table in Section Il of this
report. The description indicates that complementary subservice organization controls that are suitably designed
and operating effectively are necessary, along with controls at the Company, to achieve the Company’s service
commitments and system requirements based on the applicable trust services criteria. The description presents
the Company’s controls, the applicable trust services criteria, and the types of complementary subservice
organization controls assumed in the design of the Company’s controls. The description does not disclose the
actual controls at the subservice organizations. Our examination did not include the services provided by the
subservice organizations, and we have not evaluated the suitability of the design or operating effectiveness of
such complementary subservice organization controls. '

The description indicates that complementary user entity controls that are suitably designed and operating
effectively are necessary, along with controls at the Company, to achieve the Company’s service commitments
and system requirements based on the applicable trust services criteria. The description presents the Company’s
controls, the applicable trust services criteria, and the complementary user entity controls assumed in the design
of the Company'’s controls. Our examination did not include such complementary user entity controls and we have
not evaluated the suitability of the design or operating effectiveness of such controls.

Service Organization’s Responsibilities

The Company is responsible for its service commitments and system requirements and for designing,
implementing, and operating effective controls within the System to provide reasonable assurance that the
Company’s service commitments and system requirements were achieved. The Company has provided the
accompanying assertion titled Avenu Insights & Analytics’ Assertion (the “assertion”) about the description and the
suitability of design and operating effectiveness of controls stated therein. The Company is also responsible for
preparing the description and assertion, including the completeness, accuracy, and method of presentation of the
description and assertion; providing the services covered by the description; selecting the applicable trust services
criteria and stating the related controls in the description; and identifying the risks that threaten the achievement of
the service organization’s service commitments and system requirements.

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office. 1
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Service Auditor’'s Responsibilities

Our responsibility is to express an opinion on the description and on the suitability of design and operating
effectiveness of controls stated in the description based on our examination. Our examination was conducted in
accordance with attestation standards established by the American Institute of Certified Public Accountants. Those
standards require that we plan and perform our examination to obtain reasonable assurance about whether, in all
material respects, the description is presented in accordance with the description criteria and the controls stated
therein were suitably designed and operated effectively to provide reasonable assurance that the service
organization’s service commitments and system requirements were achieved based on the applicable trust
services criteria. We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable
basis for our opinion.

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant ethical
requirements relating to the engagement.

An examination of a description of a service organization’s system and the suitability of the design and operating
effectiveness of controls involves the following:

¢ Obtaining an understanding of the system and the service organization’s service commitments and system
requirements;

* Assessing the risks that the description is not presented in accordance with the description criteria and that
controls were not suitably designed or did not operate effectively;

s Performing procedures to obtain evidence about whether the description is presented in accordance with the
description criteria;

» Performing procedures to obtain evidence about whether controls stated in the description were suitably
designed to provide reasonable assurance that the service organization achieved its service commitments
and system requirements based on the applicable trust services criteria;

+ Testing the operating effectiveness of controls stated in the description to provide reasonable assurance that
the service organization achieved its service commitments and system requirements based on the applicable
trust services criteria; and

¢ Evaluating the overall presentation of the description.

Our examination also included performing such other procedures as we considered necessary in the
circumstances.

Inherent Limitations

The description is prepared to meet the common needs of a broad range of report users and may not, therefore,
include every aspect of the System that individual report users may consider important to meet their informational
needs.

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of
human error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to provide reasonable assurance that the
service organization’s service commitments and system requirements are achieved based on the applicable trust
services criteria. Also, the projection to the future of any conclusions about the suitability of the design and
operating effectiveness of controls is subject to the risk that controls may become inadequate because of
changes in conditions or that the degree of compliance with the policies or procedures may deteriorate.

Description of Tests of Controls

The specific controls we tested and the nature, timing, and results of those tests are listed in Section IV of this
report.

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office. 2
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Opinion
In our opinion, in all material respects,

A. The description presents Avenu Insights & Analytics’ General Computer Control Environment that Supports its
Unclaimed Property Claims Website with eClaim Web Service, UPS2000, Holder Reporting Website, and
MissingMoney.com that was designed and implemented throughout the period January 1, 2022 to September
30, 2022, in accordance with the description criteria.

B. The controls stated in the description were suitably designed throughout the period January 1, 2022 to
September 30, 2022, to provide reasonable assurance that Avenu Insights & Analytics’ service commitments
and system requirements would be achieved based on the applicable trust services criteria, if its controls
operated effectively throughout that period and if the subservice organizations and user entities applied the
complementary controls assumed in the design of Avenu Insights & Analytics’ controls throughout that period.

C. The controls stated in the description operated effectively throughout the period January 1, 2022 to September
30, 2022, to provide reasonable assurance that Avenu Insights & Analytics’ service commitments and system
requirements were achieved based on the applicable trust services criteria, if complementary subservice
organization controls and complementary user entity controls assumed in the design of Avenu Insights &
Analytics’ controls operated effectively throughout that period.

Restricted Use

This report, including the description of tests of controls and results thereof in section IV, is intended solely for the
information and use of the Company, user entities of the Company's System during some or ali of the period
January 1, 2022 to September 30, 2022, business partners of the Company subject to risks arising from
interactions with the System, practitioners providing services to such user entities and business partners,
prospective user entities and business partners, and regulators who have sufficient knowledge and understanding
of the following:

The nature of the service provided by the service organization;

o How the service organization’s System interacts with user entities, business partners, subservice
organizations, and other parties;

o Internal control and its limitations;

s Complementary user entity controls and complementary subservice organization controls and how those
controls interact with the controls at the service organization to achieve the service organization’s service
commitments and system requirements;

e User entity responsibilities and how they may affect the user entity’s ability to effectively use the service
organization’s services;

The applicable trust services criteria; and
The risks that may threaten the achievement of the service organization’s service commitments and system
requirements and how controls address those risks.

This report is not intended to be, and should not be, used by anyone other than these specified parties.

FORVIS,LLP

Raleigh, NC

February 22, 2023

The SOC Logo is a proprietary trademark and service mark of the American Institute of Certified Public Accountants, which reserves all rights.
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Section II: Avenu Insights & Analytics’ Assertion

We have prepared the accompanying description of Avenu Insights & Analytics’ (the “Company”) General
Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim Web Service,
UPS2000, Holder Reporting Website, and MissingMoney.com (the “System”) titled Avenu Insights & Analytics’
Description of its System and Controls throughout the period January 1, 2022 to September 30, 2022 (the
“description”) based on the criteria for a description of a service organization’s system in DC section 200, 2078
Description Criteria for a Description of a Service Organization’s System in a SOC 2® Report (AICPA, Description
Criteria) (the “description criteria”). The description is intended to provide report users with information about the
System that may be useful when assessing the risks arising from interactions with the Company’s System,
particularly information about system controls that the Company has designed, implemented, and operated to
provide reasonable assurance that its service commitments and system requirements were achieved based on
the trust services criteria relevant to security (“applicable trust services criteria”) set forth in TSP section 100,
2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA,
Trust Services Criteria).

The Company uses the subservice organizations listed in the Subservice Organizations table in Section lll of this
report. The description indicates that complementary subservice organization controls that are suitably designed
and operating effectively are necessary, along with controls at the Company, to achieve the Company’s service
commitments and system requirements based on the applicable trust services criteria. The description presents
the Company’s controls, the applicable trust services criteria, and the types of complementary subservice
organization controls assumed in the design of the Company’s controls. The description does not disclose the
actual controls at the subservice organizations.

The description indicates that complementary user entity controls that are suitably designed and operating
effectively are necessary, along with related controls at the Company, to achieve the Company’s service
commitments and system requirements based on the applicable trust services criteria. The description presents
the Company’s controls, the applicable trust services criteria, and the complementary user entity controls
assumed in the design of the Company’s controls.

We confirm, to the best of our knowledge and belief, that:

A. The description presents the System that was designed and implemented throughout the period January 1,
2022 to September 30, 2022, in accordance with the description criteria.

B. The controls stated in the description were suitably designed throughout the period January 1, 2022 to
September 30, 2022 to provide reasonable assurance that the Company’s service commitments and system
requirements would be achieved based on the applicable trust services criteria, if its controls operated
effectively throughout that period, and if the subservice organizations and user entities applied the
complementary controls assumed in the design of the Company’s controls throughout that period.

C. The controls stated in the description operated effectively throughout the period January 1, 2022 to
September 30, 2022 to provide reasonable assurance that the Company’s service commitments and system
requirements were achieved based on the applicable trust services criteria, if the complementary subservice
organization controls and complementary user entity controls assumed in the design of the Company’s
controls operated effectively throughout that period.
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Section Ill: Avenu Insights & Analytics’ Description of its System and
Controls

A. Overview of Services Provided

Headquartered in Centreville, Virginia, Avenu Insights & Analytics (“Avenu’, or the “Company”) has a long
history of helping state unclaimed property administrators efficiently and accurately manage their statutory
responsibilities. Each state has its own unique set of rules, policies, practices, and goals, and these
guideposts change from time to time. Avenu provides, among other services, a flexible integrated unclaimed
property solution suite that simplifies the administration of holder reports, securities custody management,
database maintenance, claims, claims payments, imaging, and permanent records retention. States using
Avenu’s unclaimed property management solutions gain access to a powerful set of administrative tools that
efficiently and accurately manage unclaimed properties at every point within the administrative process.

Summary of Services Provided

Avenu’s Unclaimed Property Solutions (“UPS”) is a division of Avenu SLS Holdings, LLC. Avenu's UPS
business line provides unclaimed property administration solutions to the District of Columbia, Puerto Rico,
Alberta, Quebec, and nearly every state within the U.S. Avenu UPS is headquartered in Quincy,
Massachusetts. Staffing consists of approximately 50 full-time employees and consultants. The Senior
Management team is comprised of experienced unclaimed property professionals and technical staff
members.

Avenu UPS has provided unclaimed property services to state governments for over 30 years. Avenu’s
unclaimed property solutions include, but are not limited to, the Clearview Connect unclaimed management
system, securities custody management, eClaims website, call center services, holder reporting website,
annual compliance services, and the MissingMoney multi-state unclaimed property search engine.

B. Principal Service Commitments and System Requirements

Avenu Insights & Analytics designs its processes and procedures related to the Unclaimed Property Claims
Website with eClaim Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com to meet its
objectives for its services. Those objectives are based on the service commitments that Avenu makes to user
entities; the laws and regulations that govern the provision of the services; and the financial, operational, and
compliance requirements that Avenu has established for the services. Security commitments to user entities
are documented and communicated within Service Level Agreements (SLAs) and other customer
agreements, as well as within the description of the service offering provided online. Security commitments
are standardized and include, but are not limited to, the following items:

e  Security principles within the fundamental designs of the Unclaimed Property Claims Website with eClaim
Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com that are designed to permit
system users to access the information they need based on their role within the system while restricting
them from accessing information not needed for their role; and

o Use of encryption technologies to protect customer data both at rest and in transit.
Avenu establishes operational requirements that support the achievement of security commitments, relevant
laws and regulations, and other system requirements. Such requirements are communicated within Avenu 's

system policies and procedures, system design documentation, and contracts with customers. Information
security policies define an organization-wide approach to how systems and data are protected.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report of Independent Service Auditors.
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C. Components of the System Used to Provide the Services

1. Infrastructure

The General Computer Control Environment that Supports its Unclaimed Property Claims Website with
eClaim Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com runs on Microsoft
Windows’ servers.

Rackspace and Microsoft Azure provide computer operation services to Avenu’s Unclaimed Property
Solutions (UPS) business. Rackspace and Azure are responsible for computer hardware, operating
system maintenance, and back-up storage. Information security, along with security system settings, is
controlled by Microsoft or Rackspace and Avenu.

Employees access the infrastructure through their desktops on company-supplied encrypted computers.
Data communications between offices are encrypted with Cisco Virtual Private Networking (VPN)
technology using Advanced Encryption Standard 256-bit encryption to protect data and intra-company
communications.

An Avenu company-wide system is used for processing invoices, maintenance of Accounts Receivable
aging, and determination of revenue recognition values.

The Unclaimed Property Claims Website with eClaim Web Service, UPS2000, Holder Reporting Website,

and MissingMoney.com use Microsoft Windows Server. These database servers and file servers are
housed within Rackspace and Microsoft Azure secured Network Operations Centers (NOCs).

2. Software

The following solutions are in-scope for this report:

Solution Description Operating System

eClaim Web Service Web-based SaaS Migrosoft Windows
Server

UPS2000 Delphi-based software Microsoft Windows
Server

Holder Reporting Website Web-based SaaS MicrasoftiWindows
Server

M|ss|ngMoney com Web_based Saas MiCFOSOﬁ WindOWS
) Server

3. People
Avenu has a staff of approximately 600 employees organized into the following functional areas:
s Corporate. Executives, senior operations staff members, and company administrative support staff

members, such as legal, compliance, internal audit, training, contracting, accounting, finance, human
resources, and transportation provider relations.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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¢ QOperations. Staff members who administer the administration of user entities and provide the direct
day-to-day services.

e [T. Help desk, IT infrastructure, IT networking, IT system administration, software systems
development and application support, information security, and |T operations personnel manage
electronic interfaces and business implementation support and telecom.

4. Data

The help desk group provides technical assistance to the Unclaimed Property Claims Website
users.

The infrastructure, networking, and systems administration staff members support Avenu's IT
infrastructure which is used by the software.

The software development staff members develop and maintain custom software for Avenu,
including the Unclaimed Property Claims Website, supporting utilities, and the external websites
that interact with the Unclaimed Property Claims Website. The staff members include software
developers, database administration, software quality assurance, and technical writers.

The information security staff members support the Unclaimed Property Claims Website
indirectly by monitoring internal and external security threats and maintaining current antivirus
software.

The information security staff members maintain the inventory of IT assets.

IT operations group manages the user interfaces for the Unclaimed Property Claims Website.

Confidential data can include:

Protected Identifiable Information (Pll);
Employee or customer social security numbers, or other personal information;
Customer data, including customer lists and customer contact information; and

Financial data which has not been released publicly.

If confidential data is shared with third parties, such as service providers or Business Associates, a written
confidential information and/or non-disclosure agreement must govern the provider’s use of confidential
information.

Confidential data requires additional security controls in order to help ensure its integrity. Avenu requires
that the following guidelines be followed:

Strong Encryption: Confidential data must always be stored in an encrypted form, whether such
storage occurs on a user system, server, laptop, or any other device that allows for data storage.

Network Segmentation: The Company must use firewalls, access control lists, or other security
controls to separate the confidential data from the rest of the corporate network, and more
specifically, to isolate industry clearinghouse functions.

Physical Security: Systems that contain confidential data, as well as confidential data in hardcopy
form, must be stored within secured areas.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report of Independent Service Auditors.
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e Printing: When printing confidential data, the user must use best efforts to help ensure that the
information is not viewed by others. Printers that are used for confidential data must be located
within secured areas.

¢ Emailing: Confidential data must not be emailed inside or outside the Company without the use of
strong encryption.

5. Policies and Procedures

Management has developed and communicated procedures to restrict logical access to the General
Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim Web
Service, UPS2000, Holder Reporting Website, and MissingMoney.com. Changes to these procedures are
performed annually and are authorized by senior management. These procedures cover the key security
life cycle areas.

A variety of policies and procedures have been developed to help ensure objectives are carried out and
risks are mitigated. A formal program is in place to periodically review and update policies and
procedures on at least an annual basis. Any changes to the policies and procedures are reviewed and
approved by management and communicated to associates.

D. Relevant Aspects of the Control Environment, Risk Assessment Process,
Information and Communication, and Monitoring

1. Control Environment

The control environment sets the tone of an organization and influences the control awareness of the
organization. The control environment is embodied by the organization’s awareness of the need for
contrals and the emphasis given to appropriate controls through management'’s actions supported by its
policies, procedures, and organizational structure.

Commitment to Integrity and Ethical Values

Avenu has developed a formal ethics policy as part of the employee handbook which is available on its
Intranet and contains rules about employee conduct. Employees are required to read and evidence their
knowledge and receipt of Avenu’s employee handbook upon hire and annually thereafter. Avenu offers its
employees a number of channels through which potential breaches of ethical behavior may be reported.

Oversight Responsibility of the Executive Management

The Company operates under the direction of its Chief Executive Officer (“CEQ”), along with other senior
executives (“Executive Team”) that also serve as heads of the business units described within. The
Executive Team holds itself accountable to the Company’s ethics and conflict of interest policies and
provides oversight of operations and activities. All areas are led by capable, experienced, and well-
qualified individuals with years of experience applicable to their respective job responsibilities. Executives
provide oversight of business units and are directly involved in the Company’s operations.

Assignment of Authority and Responsibility

Executive management recognizes its responsibility for directing and controlling operations, managing
risks, and establishing, communicating, and monitoring control policies and procedures, under the
ultimate oversight of the Executive Team. Management recognizes its responsibility for establishing and
maintaining sound internal control and promoting integrity and ethical values to all personnel on a day-to-
day basis.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report of Independent Service Auditors.
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Commitment to Competence

Avenu’s values and commitment to competence begin with a commitment to engaging, developing, and
supporting its people. This commitment starts with a clearly documented people selection process.
Detailed job descriptions are created and maintained for each key position. Avenu’s commitment to
quality and competence is further evidenced by its approach to monitoring, evaluating, and supporting its
people. The talent management process, along with staff training and development, helps ensure Avenu
is providing its people with opportunities for professional growth.

Human Resource Policies and Practices

People are the key to Avenu’s success, and the Human Resource (“HR") function is the organization
driving programs to help ensure the Company engages, develops, and supports its people. The goal of
the HR function is to build an organization of outstanding employees in an environment that encourages
maximum engagement, development, and professional growth. Avenu is committed to respecting and
supporting one another, regardless of physical differences, beliefs, or personal values. This commitment
is expressed in Avenu’s personnel policies and practices and begins with the recruiting process, which is
the joint responsibility of the Operations’ hiring managers and the Talent Acquisition Organization.

Avenu is an equal opportunity employer and is committed to providing a discrimination-free workplace.
Employment decisions are based on each individual’s skills and qualifications without regard to race,
color, creed, religion, ancestry, national origin, age, gender/sex, marital status, sexual orientation,
physical or mental disability, use of a guide dog or service animal, military/veteran status, citizenship
status, genetic information, or any other category protected by law. This approach extends to every phase
of the employment process including recruiting, hiring, training, promotion, compensation, benefits,
transfers, and company-sponsored educational, social and recreational programs.

2. Risk Assessment Process

The service organization operates within an environment faced with a variety of risks from internal and
external sources.

Risk Objectives

The risk assessment approach involves an iterative process for identifying and assessing risks to the
achievement of objectives. This approach forms the basis for determining how risks will be addressed by
management. Avenu recognizes that risk management is a critical component of internal controls
affecting all levels of the organization. Management regularly assesses the risks of internal fraud and has
taken measures to deter and prevent such actions from occurring. Management is also aware of the risks
related to its Information Technology (“IT”) infrastructure, such as security, network operations, and
disaster recovery.

Identification and Analysis of Risks

Risk management is primarily the responsibility of individual business units which perform periodic risk
assessments that identify and document significant risks facing Avenu, including any fraud risks. The
results of these risk assessments determine how the business units develop and implement controls,
operating procedures, and compliance processes for addressing and mitigating such risks. Avenu's
policies require that any instances of suspected or actual fraud be brought to the immediate attention of
senior management, the Chief Financial Officer, and Avenu’s Legal department.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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3. Monitoring Activities

Avenu employs a combination of ongoing and periodic monitoring activities to verify that controls are
functioning effectively and that risks are appropriately mitigated.

Ongoing Monitoring

Avenu uses a variety of reports and monitoring mechanisms to help ensure controls are functioning as
intended. Management regularly reviews and assesses business operations to verify that reporting and
monitoring mechanisms used are effective in managing the operations of the business, controls, and
related risks.

Monitoring of the Subservice Organizations

Avenu utilizes various subservice organizations to provide services for the Unclaimed Property Claims
Website with eClaim Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com
environments. Management receives and reviews applicable SOC reports of subservice organizations on
an annual basis. In addition, through its daily operational activities, management monitors the services
performed by the subservice organizations to ensure that operations and controls expected to be
implemented at the subservice organization are functioning effectively.

4. Information and Communication

Policies, procedures, and other information necessary to help achieve Avenu’s business objectives are
communicated through several means, including the Intranet, emails, newsletters, memoranda, meetings,
and training sessions. Policies and procedures enforce the importance of adherence to and compliance
with rules and regulations that govern business and operations. Policies and procedures are documented
and are made available to employees on the Company Intranet.

E. Description of Controls
1. Control Environment

A formal disciplinary process, up to and including termination, is documented to help ensure the correct
and fair treatment of employees who are suspected of non-compliance with the Company's policies and
procedures. Performance reviews are performed on an annual basis to help ensure that each employee’s
skill set matches his/her job responsibilities.

Each employee and contractor is subjected to a criminal background check prior to his/her start date. The
Company has implemented a security awareness program to communicate the information security
policies and procedures to new employees and contractors. Each new employee and contractor is
required to complete the training program within 45 business days of his/her start date, and annually
thereafter. The Company has written job descriptions specifying the responsibilities of and professional
requirements for job positions within the Company who are responsible for the design, development,
implementation, and operation of systems affecting system security. The Company’s new employees and
contractors must acknowledge a statement signifying that they have read, understand, and wiil follow the
information security policies and the Company’s Employee Handbook within 30 days of hire.

On a quarterly basis, the Board of Directors, who is independent from Senior Management, meets to
provide oversight of the business and discuss accomplishments, challenges, financial, and operational
plans and results. Management has established an Organizational Chart, which is availabie to internal
users via the Company’s intranet, and any needed changes are made based upon changes in reporting
lines, authorities, and responsibilities.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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2. Communication and Information

The Company has provided a description of the in-scope applications and related services, including
applicable information related to the boundaries of the System and its security-related commitments, on
its website. The Company has reporting mechanisms in place for reporting security incidents and
compliance concerns. These mechanisms are communicated to all stakeholders via the Company's
external website. Each report is reviewed by appropriate management personnel, based on the nature of
the suspected ethics/policy violation claim or suspected security incident.

3. Risk Assessment

The Company performs an annual risk assessment which includes the identification and assessment of
applicable laws and regulations (including environmental, regulatory, and technological changes and
threats related to fraud), defined commitments, service-level agreements, other contractual requirements,
and potential threats to the security (including threats related to the use of vendors and other third parties
providing goods and services) of the system. As part of the annual risk assessment process, these
threats are formally assessed, and mitigation strategies are documented and revised as needed.

4. Monitoring Activities

Intrusion Prevention Systems (IPSs) are configured to provide continuous monitoring of the Company's
network and early identification of potential security breaches, security threats, and unusual system
activities. Alert notifications are generated, logged, tracked, reported, and resolved when specific
predefined conditions are met. A monitoring solution has been implemented to detect potential security
threats and vulnerabilities, including unauthorized access to the network. Alerts are automatically sent to
members of the Security Team based upon predefined events, and any identified risks are logged within
a ticketing system and are investigated and resolved.

On an annual basis, security assessments are performed by a third party and results and
recommendations for improvement are reported to management for resolution.

5. Control Activities

The Company has implemented a formal written Information Security Policy, Change Management Policy,
Incident Response Policy, and Code of Conduct which collectively address the security of the system and
cover the escalation process for security breaches and other incidents. These policies are reviewed and
approved by management on an annual basis and are posted on the Company's intranet. The Director of
Cybersecurity is responsible for changes to security practices and commitments. A formal process is
documented and is followed to communicate these changes to applicable internal and external users,
related parties, and vendors.

6. Logical and Physical Access Controls

Access to the backup tool is restricted to appropriate individuals based on job function. The backup tool is
configured to automatically protect backups of the in-scope applications and related databases utilizing
Advanced Encryption Standards (AESs).

Valid user IDs and passwords are required to access the Company's network, in-scope application, and
related databases. Password parameters for the network, the in-scope applications, and the related
databases are configured to require a maximum password age, inactivity timeout, minimum password
length, and password complexity.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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Administrative access to the in-scope application and related databases is restricted to appropriate
individuals based on job function. Administrative access to the network and in-scope utilities, including
access to firewalls and intrusion prevention devices, is restricted to appropriate individuals based on job
function. The ability to modify data transmission protocols is limited to appropriate users based on job
function. Remote access to the network and to the production environment related to the in-scope
applications and related databases is restricted to appropriate users via VPN.

Access to the network, to the in-scope applications, and/or to the related databases is removed or
disabled within five business days of the employee's/contractor's termination date. Requests to add
and/or modify access to the network, to the in-scope applications, and/or to the related databases are
approved by management prior to access being granted. The Company performs a quarterly review of
access to the network, in-scope applications, and related databases to help ensure that user access is
appropriate. Any issues identified as a result of these reviews are communicated and resolved.

Formal data retention and disposal standards have been developed to provide guidelines for the secure
disposal of Avenu and customer data. Prior to removal from Company facilities, all digital media is
completely degaussed and sanitized to remove any data and software.

Network devices (e.g., routers, switches, firewalls) are deployed and are maintained to detect and prevent
threats to the Company’s environment. All transmissions of electronic information are encrypted as the
default setting over public networks via Transport Layer Security (TLS). Transmission or movement of
digital output beyond the boundary of the system occurs using authorized software supporting the
advanced encryption standard (AES).

Laptops are configured to enforce hard drive encryption. Mobile Device Management software is
deployed to protect mobile devices (such as laptops, smart phones, and tablets) that serve as information
assets via remote wipe, passcodes, and encryption. Antivirus software is in place on all workstations,
laptops, and Company-hosted servers related to the in-scope application, and is updated with current
virus definitions to protect data from infection by malicious code or virus.

7. System Operations

When an incident related to system security is detected or reported, a defined incident management
process is initiated by appropriate personnel and includes a root cause analysis and the corrective
actions implemented.

A Disaster Recovery Plan is documented and is tested on an annual basis, and any issues are
documented and resolved. Incremental and full backups of the in-scope application and related
databases are configured to be performed daily and weekly, respectively. The backup system is
configured to alert IT personne! of any backup failures, and any repeated backup failures are investigated
and resolved.

8. Change Management

The Company has documented a formal Change Management Policy which governs the design,
implementation, modification, and management of the in-scope application and related databases.
Version control software is in place to manage current versions of source code related to the in-scope
application and related databases. Access to promote changes into the production environment related to
the in-scope application and related databases is limited to appropriate individuals without development
responsibilities.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report of Independent Service Auditors.
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Each change to the in-scope application and related databases is applied and tested within development
and/or testing environments which are separate from the production environment prior to migration into
the production environment. Each change to the in-scope application and related databases must be
approved by a member of management prior to promotion into the production environment. Scans are
performed on in-scope applications source code to detect potential vulnerabilities prior to the release of
each change into the production environment. All critical items must be remediated prior to each change
being moved into the production environment.

9. Risk Management

On an annual basis, management evaluates the third parties that have access to confidential data and/or
that perform a managed service related to the operation of the System and determines their risk-rating
based on their level of access, the sensitivity of the related data, and the impact to operations. Based on
this risk rating, management either performs a vendor security assessment of the third party, reviews the
third party's System and Organization Control reports such as SOC 2 reports, or the third party is
subjected to continuous monitoring controls.

The Company has defined a standard agreement with key vendors and third parties which includes the
required security commitments in accordance with the Company’s security policies. These commitments
contain performance guarantees and address liability for failure to perform, including potential termination
of the contract for failure to remediate. A member of the Legal Department is responsible for reviewing
and approving of all new third-party contracts to help ensure that they include the applicable security
practices and commitments.

F. Additional Information about Management’s Description

The controls supporting the service organization’s service commitments and system requirements based on
the applicable trust services criteria are included within Section IV of this report, Description of the Trust
Services Category, Criteria, Avenu Insights & Analytics’ Related Controls, and the Independent Service
Auditor’s Description of Tests and Results. Although the applicable frust services criteria and related control
activities are presented within Section IV, they are an integral part of the Company’'s description of its system.

G. Changes to the System During the Specified Period

There were no changes that were likely to affect report users’ understanding of how the system was used to
provide the service during the period from January 1, 2022 to September 30, 2022 (the “specified period”).

H. System Incidents

Management did not identify any significant system incidents during the period January 1, 2022 to
September 30, 2022.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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l. Non-Applicable Trust Services Criteria

Common Criteria

Non-Applicable Trust Services Criteria Avenu Insights & Analytics’ Rationale

CCo4 The entity restricts physical access to facilities | Physical access to the defined system is the
and protected information assets (for responsibility of the respective subservice
example, data center facilities, back-up media | organization carved-out of this report.
storage, and other sensitive locations) to
authorized personnel to meet the entity’s
objectives.

J. Subservice Organizations

The Company utilizes subservice organizations to perform certain functions. The description includes only the
policies, procedures, and control activities at the Company and does not include the policies, procedures, and
control activities at the third-party service organizations described below. The examination by the

Independent Service Auditor did not extend to the policies and procedures at these subservice organizations.

Complementary subservice organization controls, controls that management of the service organization
assumes will be implemented by the subservice organization and are necessary to achieve the service
organization’s service commitments and system requirements based on the applicable trust services criteria,
along with the associated subservice organization, are included within the table below. Management also
describes the activities performed to monitor the effectiveness of controls at the subservice organizations.
Each user entity’s internal control must be evaluated in conjunction with the Company’s controls and the
related tests and results described in Section IV of this report, taking into account the related complementary
subservice organization controls expected to be implemented at the subservice organization as described
below.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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Subservice
Organization

Service(s) Provided and Monitoring Controls

Relevant
Criteria
Addressed

Rackspace Technology,
Inc. (“Rackspace”)

The Company uses Rackspace to provide co-location
Data Center and IT infrastructure management
services, including the restriction of physical access to
the defined system. The foliowing control areas are
critical to achieving the Company’s service
commitments and system requirements based on the
applicable trust services criteria:

Controls around the physical security of the Data
Centers hosting the in-scope applications,
Controls around the environmental controls at the
Data Centers hosting the in-scope applications to
support the disaster recovery processes, and
Controls around the antivirus, patching, and server
management for the Data Centers hosting the in-
scope applications.

In addition, the Company has identified the following
control to help monitor the subservice organization:

On an annual basis, management evaluates the
third parties that have access to confidential data
and/or that perform a managed service related to
the operation of the System and determines their
risk-rating based on their level of access, the
sensitivity of the related data, and the impact to
operations. Based on this risk rating, management
either performs a vendor security assessment of
the third party, reviews the third party's System
and Organization Control reports such as SOC 2
reports, or the third party is subjected to
continuous monitoring controls.

CC6.1%, CC 6.4%,
CcCe6.8*, CC8.1"

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.

15



Avenu Insights & Analytics

SOC 2® Type 2 Report — SOC for Service Organizations: Trust Services Criteria
General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com

Subservice
Organization

Service(s) Provided and Monitoring Controls

Relevant
Criteria
Addressed

Microsoft Corporation

The Company uses Microsoft Corporation’s Azure
environment to provide co-location Data Center and IT
infrastructure management services, including the
restriction of physical access to the defined system.
The following control areas are critical to achieving the
Company’s service commitments and system
requirements based on the applicable trust services
criteria:

e Controls around the physical security of the Data
Centers hosting the in-scope applications,

¢ Controls around logical access and change
management of the infrastructure supporting the
in-scope applications, and

¢ Controls around the environmental controls at the
Data Centers hosting the in-scope applications to
support the disaster recovery processes.

In addition, the Company has identified the following
control to help monitor the subservice organization:

¢ On an annual basis, management evaluates the
third parties that have access to confidential data
and/or that perform a managed service related to
the operation of the System and determines their
risk-rating based on their level of access, the
sensitivity of the related data, and the impact to
operations. Based on this risk rating, management
either performs a vendor security assessment of
the third party, reviews the third party's System
and Organization Control reports such as SOC 2
reports, or the third party is subjected to
continuous monitoring controls.

CC6.1*, CC 6.2%,
CC6.4* CC7.5%
CC8.1%,CC 9.2*

* The achievement of design and operating effectiveness related to this criterion assumes that the
complementary controls at this subservice organization that support the service organization’s service
commitments and system requirements are in place and are operating effectively.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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K. Complementary User Entity Controls

Avenu Insights & Analytics’ controls relating to the system cover only a portion of the overall internal control
structure of each user entity of the Company. It is not feasible for the Company’s service commitments and
system requirements to be achieved based on the applicable trust services criteria solely by the Company.

Therefore, each user entity’s internal control must be evaluated in conjunction with the Company’s controls

and related testing detailed in Section IV of this report, taking into account the related complementary user

entity controls identified in the table below, where applicable. Complementary user entity controls and their

associated criteria are included within the table below.

In order for user entities to rely on the controls reported on herein, each user entity must evaluate its own
internal control to determine if the identified complementary user entity controls have been implemented and
are operating effectively.

User Entity Controls Related Criteria

Each user entity is responsible for implementing sound and consistent internal
controls regarding general IT system access and system usage appropriateness | CC 5.2*
for all internal user organization components associated with Avenu.

Each user entity is responsible for helping to ensure data sent outside its
organization is protected by appropriate methods that consider confidentiality, CcC6.7*
privacy, integrity, availability, and non-repudiation.

Each user entity is responsible for developing, and if necessary, implementing, a
Business Continuity and Disaster Recovery Plan (BCDRP) that aids in the CC7.5%,CC 9.1*
continuation of services provided by Avenu.

Each user entity is responsible for implementing industry-standard security CC 6.6% CC 6.8* CC
practices such as device antivirus, network perimeter firewalls, and device RSO
vulnerability patching. 71*,CC7.2

Each user entity is responsible for preventing unauthorized users from reading
other users’ screens through mechanisms such as screen savers and automatic | CC 6.1*
logouts after a brief period of inactivity.

Each user entity is responsible for establishing proper controls over the use of

user IDs and passwords that are used to access the System. ccs.2',cCe.1”

Each user entity is responsible for protecting the privacy of personal information

that appears on screens or reports that are printed using the System. cc6.1”

Each user entity is responsible for helping to ensure that only authorized and

properly trained personnel are allowed access to the System. CC6.2%, CC6.3"

Each user entity is responsible for helping to ensure timely removal of user CC6.1%,CC 6.2, CC
accounts for any users who have been terminated and were previously involved 6.3*, CC 6.6*, CC 6.7*,
in any material functions or activities associated with Avenu’s System. CC 6.8*

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report of iIndependent Service Auditors.
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User Entity Controls Related Criteria
Each user entity is responsible for contacting Avenu in the event of suspicious CC 4.2* CC 7.3* CC
account activities or of a potential information security breach impacting the oo
System. 74*, CC75

* The achievement of design and operating effectiveness related to this criterion assumes that the
complementary user entity controls that support the service organization’s service commitments and system
requirements are in place and are operating effectively.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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Section 1V: Description of the Trust Services Category, Criteria, Avenu
Insights & Analytics’ Related Controls, and the Independent Service
Auditor’s Description of Tests and Results

A. Information Provided by FORVIS, LLP

This report, when combined with an understanding of the controls at user entities and subservice
organizations, is intended to provide user entities of the Company’s System, those prospective user entities,
practitioners providing services to such user entities, and other specified parties with information about the
control features of the Company’s System. The description is intended to provide users with information about
the System. Our examination was limited to the applicable trust services criteria and related controls specified
by the Company in sections Il and IV of the report and did not extend to the controls in effect at user entities
and subservice organizations. It is the responsibility of each specified party to evaluate this information in
relation to the control structure in place at the user organization to assess the total internal control
environment. If internal control is not effective at user entities, the Company’s controls may not compensate
for such weaknesses.

The Company’s system of internal control represents the collective effect of various factors on establishing or
enhancing the effectiveness of the controls specified by the Company. In planning the nature, timing, and
extent of our testing of the controls to achieve the Company’s service commitments and system requirements
based on the applicable trust services criteria, we considered aspects of the Company’s control environment,
risk assessment process, monitoring activities, and information and communications.

B. Types and Descriptions of the Tests of Operating Effectiveness

The following table clarifies certain terms used in this section to describe the nature of the tests performed:

Type Description
Inquiry Inquired of appropriate personnel and corroborated with management
Observation Observation of the application, performance, or existence of the control
. Inspected documents, records, or other evidence indicating performance of the
Inspection
control
Reperformed the control, or processing of the application control, for acc f
Reperformance J P ; P g B gy e
its operation

In addition, as required by paragraph .36 of AT-C section 205, Assertion-Based Examination Engagements
(AICPA, Professional Standards), when using information produced (or provided) by the service organization,
we evaluated whether the information was sufficiently reliable for our purposes by obtaining evidence about
the accuracy and completeness of such information and evaluating whether the information was sufficiently
precise and detailed for our purposes.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
18



Avenu Insights & Analytics

SOC 2® Type 2 Report — SOC for Service Organizations: Trust Services Criteria

General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com

C. Trust Services Category, Criteria, Control Activities, and Testing Provided by the
Service Auditor

The trust services criteria relevant to security address that information and systems are protected against
unauthorized access, unauthorized disclosure of information, and damage to systems that could compromise
the availability, integrity, confidentiality, and privacy of information or systems and affect the Company’s ability
to achieve its service commitments and system requirements.

Control activities, test procedures, and results presented without grey shading indicate an original instance of
a particular control activity, test procedure, and result within Section IV of the report. Control activities, test
procedures, and results presented with a grey shading indicate that the particular control activity, test
procedure, and result has been previously presented within Section IV of the report. The duplication of these
items results from the requirement that each criterion stands alone and the relevance of certain control
activities for multiple criteria.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 1.1 - COSO Principle 1: The entity demonstrates a commitment to integrity and ethical values.

implemented a formal written
Information Security Policy,
Change Management Policy,
Incident Response Policy,
and Code of Conduct which
collectively address the
security of the system and
cover the escalation process
for security breaches and
other incidents. These
policies are reviewed and
approved by management on
an annual basis and are
posted on the Company's
intranet.

determine that the Information
Security Policy, Change
Management Policy, Incident
Response Policy, and Code of
Conduct were posted on the
Company's intranet. Further, inquired
of the Director of Operations to
determine that these policies were in
place and were available on the
intranet throughout the specified
period.

CC 1.1-01 A formal disciplinary process, | Inspected the Employee Handbook No exceptions noted.
up to and including and the Code of Ethics and Business
termination, is documented Conduct to determine that a formal
to help ensure the correct disciplinary process, up to and
and fair treatment of including termination, was
employees who are documented to help ensure the
suspected of non-compliance | correct and fair treatment of
with the Company's policies employees who were suspected of
and procedures. non-compliance with the Company's
policies and procedures. Further,
inquired of the Director of Operations
to determine that the Employee
Handbook and the Code of Ethics
and Business Conduct which were
inspected were in place throughout
the specified period.
CC1.1-02 Performance reviews are Inspected the annual performance No exceptions noted.
performed on an annual reviews related to a sample of
basis to help ensure that employees to determine that a
each employee’s skill set performance review was performed
matches his/her job during the specified period for each
responsibilities. selected employee to help ensure
that his/her skill set matched his/her
job responsibilities.
CC1.1-03 The Company has Observed the Company's intranet to No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the Information Security
Policy, Change Management Policy,
Incident Response Policy, and Code
of Conduct to determine that these
policies collectively addressed the
security of the system; covered the
escalation process for security
breaches and other incidents; and
were reviewed and approved by
management during the specified
period. Further, inquired of the
Director of Operations to determine
that the policies which were
inspected were in place throughout
the specified period.

No exceptions noted.

CC 1.1-04

The Company has
implemented a security
awareness program to
communicate the information
security policies and
procedures to new
employees and contractors.
Each new employee and
contractor is required to
complete the training
program within 45 business
days of his/her start date,
and annually thereafter.

Inspected the security awareness
program training materials to
determine that the Company had
implemented a security awareness
program to communicate the security
to employees and contractors.
Further, inquired of Director of
Operations to determine that the
security awareness program training
materials which were inspected were
in place throughout the specified
period.

No exceptions noted.

Inspected the Security Awareness
Acknowledgments related to a
sample of new employees and
contractors to determine that each
selected new employee and
contractor completed the security
awareness program within 45
business days of his/her start date.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the Security Awareness
Acknowledgments related to a
sample of employees and contractors
to determine that each selected
employee and contractor completed
the security awareness program

No exceptions noted.

employees and contractors
must acknowledge a
statement signifying that they
have read, understand, and
will follow the Company’s
Employee Handbook within
30 days of hire.

Acknowledgement Forms related to a
sample of new employees and
contractors to determine that each
selected new employee and
contractor signed a statement
signifying that he/she had read,
understood, and would follow the
Company’s Employee Handbook
within 30 days of hire.

during the specified period.
CC 1.1-05 The Company has written job | Inspected the written job descriptions | No exceptions noted.
descriptions specifying the related to a sample of job positions
responsibilities of and responsible for the design,
professional requirements for | development, implementation, and
job positions within the operation of systems affecting
Company who are system security to determine that the
responsible for the design, Company had written job descriptions
development, specifying the responsibilities of and
implementation, and professional requirements for each
operation of systems selected job positions within the
affecting system security. Company who were responsible for
the design, development,
implementation, and operation of
systems affecting system security.
CC 1.1-06 The Company’s new Inspected the Employee Handbook No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 1.2 - COSO Principle 2: The board of directors demonstrates independence from management and
exercises oversight of the development and performance of internal control.

CC 1.2-01

On a quarterly basis, the
Board of Directors, who is
independent from Senior
Management, meets to
provide oversight of the
business and discuss
accomplishments,
challenges, financial, and
operational plans and results.

Inspected the meeting minutes
related to a selected quarter to
determine that the Board of Directors,
who is independent from Senior
Management, met to provide
oversight of the business and discuss
accomplishments, challenges,
financial, and operation plans and
results for the selected quarter.

No exceptions noted.

CC 1.2-02

Management has established
an Organizational Chart,
which is available to internal
users via the Company's
intranet, and any needed
changes are made based
upon changes in reporting
lines, authorities, and
responsibilities.

Inspected the Organizational Chart to
determine that management
established and Organizational Chart
and that any needed changes were
made based upon changes in
reporting lines, authorities, and
responsibilities. Further, inquired of
the Director of Operations to
determine that the Organizational
Chart which was inspected was in
place throughout the specified period.

No exceptions noted.

Observed the Company's intranet to
determine that the Organizational
Chart was available to internal users
via the Company’s intranet. Further,
inquired of the Director of Operations
to determine that the Organizational
Chart was available to internal users
via the Company's intranet
throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 1.3 - COSO Principle 3: Management establishes, with board oversight, structures, reporting lines,
and appropriate authorities and responsibilities in the pursuit of objectives.

CC 1.3-01

The Director of Cybersecurity
is responsible for changes to
security practices and
commitments. A formal
process is documented and
is followed to communicate
these changes to applicable
internal and external users,
related parties, and vendors.

Observed the security policies on the
Company's intranet and website to
determine that the policies were
communicated to applicable internal
and external users, related parties,
and vendors. Further, inquired of the
Director of Operations to determine
that these policies were available on
the Company's intranet and website
throughout the specified period.

No exceptions noted.

Inspected the Director of
Cybersecurity job description to
determine that the Director of
Cybersecurity was responsible for
changes to security practices and
commitments and that a formal
process was documented to
communicate any changes to the
policies to the applicable internal and
external users, related parties, and
vendors.

No exceptions noted.

Inspected the revision history and
corresponding communication
evidence related to a sample of
changes made to the security
practices and commitments to
determine that each selected change
was communicated to applicable
internal and external users, related
parties, and vendors via the
Company's intranet and website, e-
mail, and/or contract amendment.

The Service Auditor
noted that this
portion of the Control
Activity did not
operate during the
specified period, as
there were no
changes made to the
security practices
and commitments
during the specified
period. Therefore,
the Service Auditor
could not test the
operating
effectiveness of this
portion of the Control
Activity.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the policy revision history
used to pull the listing of changes
made to the security practices and
commitments during the specified
period to determine that the query
was accurate to result in a complete
population. Inspected the resulting
system-generated listing to determine
that there were no changes made to
the security practices and
commitments during the specified
period. Further, inquired of the
Director of Operations to determine
that there were no changes made to
the security practices and
commitments during the specified
period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 1.3-02

On an annual basis,
management evaluates the
third parties that have access
to confidential data and/or
that perform a managed
service related to the
operation of the System and
determines their risk-rating
based on their level of
access, the sensitivity of the
related data, and the impact
to operations. Based on this
risk rating, management
either performs a vendor
security assessment of the
third party, reviews the third
party's System and
Organization Control reports
such as SOC 2 reports, or
the third party is subjected to
continuous monitoring
controls.

Inspected the most recent vendor risk
assessment documentation to
determine that management
evaluated the third parties that had
access to confidential data and/or
that performed a managed service
related to the operation of the System
and determined their risk rating
based on their level of access, the
sensitivity of the data, and the impact
to operations during the specified
period. Further, inspected the third
party assessment documentation
related to a sample of third-parties
that had access to confidential data
and/or that performed a managed
setvice related to the operation of the
System to determine that, based on
the risk rating of each selected third
party, the Company performed either
a vendor security assessment of the
third party, reviewed the third party's
SOC reports, or the third party was
subjected to continuous monitoring.
In addition, inspected supporting
documentation and inquired of the
Director of Operations to determine
that there were no issues identified
during the selected third-party
reviews; however, that if any issues
had been identified, each issue would
have been researched and corrective
actions would have been taken and
that this process was in place
throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category
CRITERIA GROUP 1: Common Criteria Related to Control Environment
Control Activity Description "l\'est_s Performed by Service Results of Testing
uditor
CC 1.3-03 The Company has defined a Inspected the standard agreement No exceptions noted.
standard agreement with key | with key vendors and third parties to
vendors and third parties determine that the Company had
which includes the required defined a standard agreement which
security commitments in included the required security
accordance with the commitments in accordance with the
Company's security policies. Company's security policies and that
These commitments contain these commitments contained
performance guarantees and performance guarantees and
address liability for failure to addressed liability for failure to
perform, including potential perform, including potential
termination of the contract for | termination of the contract for failure
failure to remediate. A to remediate. Further, inquired of the
member of the Legal Director of Operations to determine
Department is responsible for that the standard agreement which
reviewing and approving of was inspected was in place
all new third-party contracts throughout the specified period.
to help ensure that they
include the applicable Inspected the third-party contracts The Service Auditor
security practices and related to a sample of new third noted that this
commitments. parties to determine that a member of | portion of the Control
the Legal Department reviewed and Activity did not
approved each selected new third- operate during the
party contract to help ensure that specified period, as
each agreement included the there were no new
applicable security practices and third-party vendors
commitments. during the specified
period. Therefore,
the Service Auditor
could not test the
operating
effectiveness of this
portion of the Control
| Activity.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com

pports its Unclaimed Property Claims Website with eClaim

TCOMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the query used to pull the
system-generated listing of new third-
party vendors during the specified
period to determine that the query
was accurate to result in a complete
population. Inspected the resulting
system-generated listing to determine
that there were no new third-party
vendors during the specified period.
Further, inquired of the Director of
Operations to determine that there
were no new third-party vendors
during the specified period.

No exceptions noted.

CC 1.3-04 Management has established
an Organizational Chart,
which is available to internal
users via the Company’s
intranet, and any needed
changes are made based
upon changes in reporting
lines, authorities, and
responsibilities. (CC 1.2-02)

Inspected the Organizational Chart to
determine that management
established and Organizational Chart
and that any needed changes were
made based upon changes in
reporting lines, authorities, and
responsibilities. Further, inquired of
the Director of Operations to
determine that the Organizational
Chart which was inspected was in
place throughout the specified period.

No exceptions noted.

Observed the Company's intranet to
determine that the Organizational
Chart was available to internal users
via the Company's intranet. Further,
inquired of the Director of Operations
to determine that the Organizational
Chart was available to internal users
via the Company's intranet
throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors,
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 1.3-05

The Company has
implemented a formal written
Information Security Policy,
Change Management Policy,
Incident Response Policy,
and Code of Conduct which
collectively address the
security of the system and
cover the escalation process
for security breaches and
other incidents. These
policies are reviewed and
approved by management on
an annual basis and are
posted on the Company's
intranet. (CC 1.1-03)

Observed the Company’s intranet to
determine that the Information
Security Policy, Change
Management Policy, Incident
Response Policy, and Code of
Conduct were posted on the
Company's intranet. Further, inquired
of the Director of Operations to
determine that these policies were in
place and were available on the
intranet throughout the specified
period.

No exceptions noted.

Iinspected the Information Security
Policy, Change Management Policy,
Incident Response Policy, and Code
of Conduct to determine that these
policies collectively addressed the
security of the system; covered the
escalation process for security
breaches and other incidents; and
were reviewed and approved by
management during the specified
period. Further, inquired of the
Director of Operations to determine
that the policies which were
inspected were in place throughout
the specified period.

No exceptions noted.

CC 1.3-06

The Company has written job
descriptions specifying the
responsibilities of and
professional requirements for
job positions within the
Company who are
responsible for the design,
development,
implementation, and
operation of systems
affecting system security.
(CC 1.1-05)

Inspected the written job descriptions
related to a sample of job positions
responsible for the design,
development, implementation, and -
operation of systems affecting
system security to determine that the
Company had written job descriptions
specifying the responsibilities of and
professional requirements for each
selected job positions within the
Company who were responsible for
the design, development,
implementation, and operation of
systems affecting system security.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 1.4 - COSO Principle 4: The entity demonstrates a commitment to attract, develop, and retain
competent individuals in alignment with objectives.

CC 1.4-01

Each employee and
contractor is subjected to a
criminal background check
prior to his/her start date.

Inspected the background checks
and supporting documentation
related to a sample of new
employees and contractors to
determine that each selected new
employee/contractor was subjected
to a background check prior to
his/her start date.

No exceptions noted.

CC 1.4-02

A formal disciplinary process,
up to and including
termination, is documented
to help ensure the correct
and fair treatment of
employees who are
suspected of hon-compliance
with the Company’s policies
and procedures. (CC 1.1-01)

Inspected the Employee Handbook
and the Code of Ethics and Business
Conduct to determine that a formal
disciplinary process, up to and
including termination, was
documented to help ensure the
correct and fair treatment of
employees who were suspected of
non-compliance with the Company's
policies and procedures. Further,
inquired of the Director of Operations
to determine that the Employee
Handbook and the Code of Ethics
and Business Conduct which were
inspected were in place throughout
the specified period.

No exceptions noted.

CC 1.4-03

Performance reviews are
performed on an annual
basis to help ensure that
each employee’s skill set
matches his/her job
responsibilities. (CC 1.1-02)

inspected the annual performance
reviews related to a sample of
employees to determine that a
performance review was performed
during the specified period for each
selected employee to help ensure
that his/her skill set matched his/her
job responsibilities.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 1.4-04

The Company has
implemented a formal written
Information Security Policy,
Change Management Policy,
Incident Response Policy,
and Code of Conduct which
collectively address the
security of the system and
cover the escalation process
for security breaches and
other incidents. These
policies are reviewed and
approved by management on
an annual basis and are
posted on the Company's
intranet. (CC 1.1-03)

Observed the Company's intranet to
determine that the Information
Security Policy, Change
Management Policy, Incident
Response Policy, and Code of
Conduct were posted on the
Company's intranet. Further, inquired
of the Director of Operations to
determine that these policies were in
place and were available on the
intranet throughout the specified
period.

No exceptions noted.

Inspected the Information Security
Policy, Change Management Policy,
Incident Response Policy, and Code
of Conduct to determine that these
policies collectively addressed the
security of the system; covered the
escalation process for security
breaches and other incidents; and
were reviewed and approved by
management during the specified
period. Further, inquired of the
Director of Operations to determine
that the policies which were
inspected were in place throughout
the specified period.

No exceptions noted.

CC 1.4-05

The Company has
implemented a security
awareness program to
communicate the information
security policies and
procedures to new
employees and contractors.
Each new employee and
contractor is required to
complete the training
program within 45 business
days of his/her start date,
and annually thereafter. (CC
1.1-04)

Inspected the security awareness
program training materials to
determine that the Company had
implemented a security awareness
program to communicate the security
to employees and contractors.
Further, inquired of Director of
Operations to determine that the
security awareness program training
materials which were inspected were
in place throughout the specified
period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use" section of the accompanying Report of Independent Service Auditars.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the Security Awareness
Acknowledgments related to a
sample of new employees and
contractors to determine that each
selected new employee and
contractor completed the security
awareness program within 45
business days of his/her start date.

No exceptions noted.

Inspected the Security Awareness
Acknowledgments related to a
sample of employees and contractors
to determine that each selected
employee and contractor completed
the security awareness program
during the specified period.

No exceptions noted.

CC 1.4-06

The Company has written job
descriptions specifying the
responsibilities of and
professional requirements for
job positions within the
Company who are
responsible for the design,
development,
implementation, and
operation of systems
affecting system security.
(CC 1.1-05)

Inspected the written job descriptions
related to a sample of job positions
responsible for the design,
development, implementation, and
operation of systems affecting
system security to determine that the
Company had written job descriptions
specifying the responsibilities of and
professional requirements for each
selected job positions within the
Company who were responsible for
the design, development,
implementation, and operation of
systems affecting system security.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 1.5 - COSO Principle 5: The entity holds individuals accountable for their internal control
responsibilities in the pursuit of objectives.

CC 1.5-01

A formal disciplinary process,
up to and including
termination, is documented
to help ensure the correct
and fair treatment of
employees who are
suspected of non-compliance
with the Company's policies
and procedures. (CC 1.1-01)

Inspected the Employee Handbook
and the Code of Ethics and Business
Conduct to determine that a formal
disciplinary process, up to and
including termination, was
documented to help ensure the
correct and fair treatment of
employees who were suspected of
non-compliance with the Company's
policies and procedures. Further,
inquired of the Director of Operations
to determine that the Employee
Handbook and the Code of Ethics
and Business Conduct which were
inspected were in place throughout
the specified period.

No exceptions noted.

CC 1.5-02

Management has established
an Organizational Chart,
which is available to internal
users via the Company’s
intranet, and any needed
changes are made based
upon changes in reporting
lines, authorities, and
responsibilities. (CC 1.2-02)

Inspected the Organizational Chart to
determine that management
established and Organizational Chart
and that any needed changes were
made based upon changes in
reporting lines, authorities, and
responsibilities. Further, inquired of
the Director of Operations to
determine that the Organizational
Chart which was inspected was in

place throughout the specified period.

No exceptions noted.

Observed the Company's intranet to
determine that the Organizational
Chart was available to internal users
via the Company’s intranet. Further,
inquired of the Director of Operations
to determine that the Organizational
Chart was available to internal users
via the Company's intranet
throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditars.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

implemented a formal written
Information Security Policy,
Change Management Policy,
Incident Response Policy,
and Code of Conduct which
collectively address the
security of the system and
cover the escalation process
for security breaches and
other incidents. These
policies are reviewed and
approved by management on
an annual basis and are
posted on the Company's
intranet. (CC 1.1-03)

CC 1.5-03 Performance reviews are Inspected the annual performance No exceptions noted.
performed on an annual reviews related to a sample of
basis to help ensure that employees to determine that a
each employee’s skill set performance review was performed
matches his/her job during the specified period for each
responsibilities. (CC 1.1-02) selected employee to help ensure
that his/her skill set matched his/her
job responsibilities.
CC 1.5-04 The Company has Observed the Company's intranet to No exceptions noted.

determine that the Information
Security Policy, Change
Management Policy, Incident
Response Policy, and Code of
Conduct were posted on the
Company's intranet. Further, inquired
of the Director of Operations to
determine that these policies were in
place and were available on the
intranet throughout the specified
period.

Inspected the Information Security
Policy, Change Management Policy,
Incident Response Policy, and Code
of Conduct to determine that these
policies collectively addressed the
security of the system; covered the
escalation process for security
breaches and other incidents; and
were reviewed and approved by
management during the specified
period. Further, inquired of the
Director of Operations to determine
that the policies which were
inspected were in place throughout
the specified period.

No exceptions noted.

This reportis intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 1: Common Criteria Related to Control Environment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 1.5-05

The Company has written job
descriptions specifying the
responsibilities of and
professional requirements for
job positions within the
Company who are
responsible for the design,
development,
implementation, and
operation of systems
affecting system security.
(CC 1.1-05)

Inspected the written job descriptions
related to a sample of job positions
responsible for the design,
development, implementation, and
operation of systems affecting
system security to determine that the
Company had written job descriptions
specifying the responsibilities of and
professional requirements for each
selected job positions within the
Company who were responsible for
the design, development,
implementation, and operation of
systems affecting system security.

No exceptions noted.

This reportis intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 2: Common Criteria Related to Communication and Information

Control Activity Description L i A Results of Testing

CC 2.1 - COSO Principle 13: The entity obtains or generates and uses relevant, quality information to
support the functioning of internal control.

CC 2.1-01 Intrusion Prevention Systems | Observed the IPS configurations to No exceptions noted.
(IPSs) are configured to determine that the IPS was
provide continuous configured to provide continuous
monitoring of the Company's | monitoring of the Company's network
network and early to identify potential security
identification of potential breaches, security threats, trends,
security breaches, security and unusual system activities and to
threats, and unusual system send alert notifications to the IT
activities. Alert notifications Security Team when specific
are generated, logged, predefined conditions were met.
tracked, reported, and Further, inquired of the Director of
resolved when specific Operations to determine that these
predefined conditions are configurations were in place
met. throughout the specified period.

Inspected the escalation procedures No exceptions noted.
and the support tickets related to a
sample of alert notifications to
determine that each selected alert
notification was generated, logged,
tracked, reported, and resolved.

CC 2.1-02 A monitoring solution has Observed the monitoring system No exceptions noted.
been implemented to detect configurations to determine that a
potential security threats and | monitoring solution had been

vulnerabilities, including implemented to detect potential
unauthorized access to the security threats and vulnerabilities,
network. Alerts are including unauthorized access to the
automatically sent to network, and that alerts were
members of the Security automatically sent to members of the
Team based upon predefined | Security Team based upon

events, and any identified predefined events. Further, inquired
risks are logged within a of the Director of Operations to -
ticketing system and are determine that these configurations
investigated and resolved. were in place throughout the

specified period.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report of independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 2: Common Criteria Related to Communication and Information

Control Activity Description

Tests Performed by Service
Auditor

Resuits of Testing

Inspected the incident tickets and
supporting documentation related to
a sample of risks identified by the
monitoring solution to determine that
each selected risk was logged within
a ticketing system and was
investigated and resolved.

No exceptions noted.

annual risk assessment
which includes the
identification and
assessment of applicable
laws and regulations
(including environmental,
regulatory, and technological
changes and threats related
to fraud), defined
commitments, service-level
agreements, other
contractual requirements,
and potential threats to the
security (including threats
related to the use of vendors
and other third parties
providing goods and
services) of the system. As
part of the annual risk
assessment process, these
threats are formally .
assessed, and mitigation
strategies are documented
and revised as needed.

Assessment to determine that the
Company performed a risk
assessment during the specified
period which included the
identification and assessment of
applicable laws and regulations
(including environmental, regulatory,
and technological changes, and
threats related to fraud), defined
commitments, service-level
agreements, other contractual
requirements, and potential threats to
security (including threats related to
the use of vendors and other third
parties providing goods and services)
of the system and that as part of the
risk assessment process, these
threats were formally assessed and
mitigation strategies were
documented and revised as needed.

CC 2.1-03 On an annual basis, security | Inspected the most recent security No exceptions noted.
assessments are performed assessments and supporting
by a third party and results documentation to determine that
and recommendations for security assessments were
improvement are reported to | performed by a third party during the
management for resolution. specified period and results and
recommendations for improvement
were reported to management for
resolution.
CC2.1-04 The Company performs an Inspected the Annual Risk No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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—
COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 2: Common Criteria Related to Communication and Information

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 2.1-05

The Company has
implemented a formal written
Information Security Policy,
Change Management Policy,
incident Response Policy,
and Code of Conduct which
collectively address the
security of the system and
cover the escalation process
for security breaches and
other incidents. These
policies are reviewed and
approved by management on
an annual basis and are
posted on the Company's
intranet. (CC 1.1-03)

Observed the Company's intranet to
determine that the Information
Security Policy, Change
Management Policy, Incident
Response Policy, and Code of
Conduct were posted on the
Company's intranet. Further, inquired
of the Director of Operations to
determine that these policies were in
place and were available on the
intranet throughout the specified
period.

No exceptions noted.

Inspected the Information Security
Policy, Change Management Policy,
Incident Response Policy, and Code
of Conduct to determine that these
policies collectively addressed the
security of the system; covered the
escalation process for security
breaches and other incidents; and
were reviewed and approved by
management during the specified
period. Further, inquired of the
Director of Operations to determine
that the policies which were
inspected were in place throughout
the specified period.

No exceptions noted.

CC 2.1-06

The Company has written job
descriptions specifying the
responsibilities of and
professional requirements for
job positions within the
Company who are
responsible for the design,
development,
implementation, and
operation of systems
affecting system security.
(CC 1.1-05)

Inspected the written job descriptions
related to a sample of job positions
responsible for the design,
development, implementation, and
operation of systems affecting
system security to determine that the
Company had written job descriptions
specifying the responsibilities of and
professional requirements for each
selected job positions within the
Company who were responsible for
the design, development,
implementation, and operation of
systems affecting system security.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 2: Common Criteria Related to Communication and Information

Control Activity Description Zzsdtiiolzerformed DySSice Results of Testing

CC 2.2 - COSO Principle 14: The entity internally communicates information, including objectives and
responsibilities for internal control, necessary to support the functioning of internal control.

CC 2.2-01 The Company has provided Observed the Company's website to No exceptions noted.
a description of the in-scope | determine that the Company

applications and related provided a description of the in-scope
services, including applicable | applications and its services on its
information related to the website and that the description
boundaries of the System included applicable information

and its security-related related to the boundaries of the

commitments, on its website. | System and its security-related
commitments. Further, inquired of the
Director of Operations to determine
that a description of the in-scope
applications and its services was on
the Company's website throughout
the specified period.

CC 2.2-02 The Company has reporting Observed the Company's website to No exceptions noted.

mechanisms in place for determine that the Company has
reporting security incidents reporting mechanisms in place for
and compliance concerns. reporting security incidents and
These mechanisms are compliance concerns, and that these
communicated to all mechanisms were communicated to
stakeholders via the all stakeholders via the Company's
Company's external website. | external website. Further, inquired of
Each report is reviewed by the Director of Operations to
appropriate management determine that this process was in
personnel, based on the place throughout the specified period.
nature of the suspected

ethics/policy violation claim Inspected the incident reports and No exceptions noted.
or suspected security corresponding job titles related to a
incident. sample of security incidents and

compliance concerns to determine
that each selected incident was
reviewed by appropriate
management personnel, based on
the nature of the suspected
ethics/policy violation claim or’
suspected security incident and each
management individual's job function.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 2: Common Criteria Related to Communication and Information

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 2.2-03

The Director of Cybersecurity
is responsible for changes to
security practices and
commitments. A formal
process is documented and
is followed to communicate
these changes to applicable
internal and external users,
related parties, and vendors.
(CC 1.3-01)

Observed the security policies on the
Company's intranet and website to
determine that the policies were
communicated to applicable internal
and external users, related parties,
and vendors. Further, inquired of the
Director of Operations to determine
that these policies were available on
the Company's intranet and website
throughout the specified period.

No exceptions noted.

Inspected the Director of
Cybersecurity job description to
determine that the Director of
Cybersecurity was responsible for
changes to security practices and
commitments and that a formal
process was documented to
communicate any changes to the
policies to the applicable internal and
external users, related parties, and
vendors.

No exceptions noted.

Inspected the revision history and
corresponding communication
evidence related to a sample of
changes made to the security
practices and commitments to
determine that each selected change
was communicated to applicable
internal and external users, related
parties, and vendors via the
Company's intranet and website, e-
mail, and/or contract amendment.

The Service Auditor
noted that this
portion of the Control
Activity did not
operate during the
specified period, as
there were no
changes made to the
security practices
and commitments
during the specified
period. Therefore,
the Service Auditor
could not test the
operating
effectiveness of this
portion of the Control
Activity.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 2: Common Criteria Related to Communication and Information

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the policy revision history
used to pull the listing of changes
made to the security practices and
commitments during the specified
period to determine that the query
was accurate to result in a complete
population. Inspected the resulting
system-generated listing to determine
that there were no changes made to
the security practices and
commitments during the specified
period. Further, inquired of the
Director of Operations to determine
that there were no changes made to
the security practices and
commitments during the specified
period.

No exceptions noted.

CC 2.2-04

The Company has
implemented a formal written
Information Security Policy,
Change Management Policy,
Incident Response Policy,
and Code of Conduct which
collectively address the
security of the system and

‘cover the escalation process

for security breaches and
other incidents. These
policies are reviewed and
approved by management on
an annual basis and are
posted on the Company's
intranet. (CC 1.1-03)

Observed the Company's intranet to
determine that the Information
Security Policy, Change
Management Policy, Incident
Response Policy, and Code of
Conduct were posted on the
Company’s intranet. Further, inquired
of the Director of Operations to
determine that these policies were in
place and were available on the
intranet throughout the specified
period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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/

COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 2: Common Criteria Related to Communication and Information

Tests Performed by Service

Auditor Results of Testing

Control Activity Description

Inspected the Information Security No exceptions noted.
Policy, Change Management Policy,
Incident Response Policy, and Code
of Conduct to determine that these
policies collectively addressed the
security of the system; covered the
escalation process for security
breaches and other incidents; and
were reviewed and approved by
management during the specified
period. Further, inquired of the
Director of Operations to determine
that the policies which were
inspected were in place throughout
the specified period.

CC 2.2-05 The Company has Inspected the security awareness No exceptions noted.
implemented a security program training materials to
awareness program to determine that the Company had
communicate the information | implemented a security awareness
security policies and program to communicate the security
procedures to new to employees and contractors.
employees and contractors. Further, inquired of Director of
Each new empioyee and Operations to determine that the
contractor is required to security awareness program training
complete the training materials which were inspected were
program within 45 business in place throughout the specified
days of his/her start date, period.
and annually thereafter. (CC
1.1-04) Inspected the Security Awareness

Acknowledgments related to a
sample of new employees and
contractors to determine that each
selected new employee and
contractor completed the security
awareness program within 45
business days of his/her start date.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 2: Common Criteria Related to Communication and Information

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the Security Awareness
Acknowledgments related to a
sample of employees and contractors
to determine that each selected
employee and contractor completed
the security awareness program
during the specified period.

No exceptions noted.

employees and contractors
must acknowledge a
statement signifying that they
have read, understand, and
will follow the Company’s
Employee Handbook within
30 days of hire. (CC 1.1-06)

Acknowledgement Forms related to a
sample of new employees and
contractors to determine that each
selected new employee and
contractor signed a statement
signifying that he/she had read,
understood, and would follow the
Company’'s Employee Handbhook
within 30 days of hire.

CC 2.2-06 The Company has written job | Inspected the written job descriptions | No exceptions noted.
descriptions specifying the related to a sample of job positions
responsibilities of and responsible for the design,
professional requirements for | development, implementation, and
job positions within the operation of systems affecting
‘Company who are system security to determine that the
responsible for the design, Company had written job descriptions
development, specifying the responsibilities of and
implementation, and professional requirements for each
operation of systems selected job positions within the
affecting system security. Company who were responsible for
(CC 1.1-05) the design, development,
implementation, and operation of
systems affecting system security.
CC 2.2-07 The Company’s new Inspected the Employee Handbook No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 2: Common Criteria Related to Communication and Information

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 2.3 - COSO Principle 15: The entity communicates with external parties regarding matters affecting
the functioning of internal control.

CC 2.3-01

The Director of Cybersecurity
is responsible for changes to
security practices and
commitments. A formal
process is documented and
is followed to communicate
these changes to applicable
internal and external users,
related parties, and vendors.
(CC 1.3-01)

Observed the security policies on the
Company's intranet and website to
determine that the policies were
communicated to applicable internal
and external users, related parties,
and vendors. Further, inquired of the
Director of Operations to determine
that these policies were available on
the Company's intranet and website
throughout the specified period.

No exceptions noted.

Inspected the Director of
Cybersecurity job description to
determine that the Director of
Cybersecurity was responsible for
changes to security practices and
commitments and that a formal
process was documented to
communicate any changes to the
policies to the applicable internal and
external users, related parties, and
vendors.

No exceptions noted.

Inspected the revision history and
corresponding communication
evidence related to a sample of
changes made to the security
practices and commitments to
determine that each selected change
was communicated to applicable
internal and external users, related
parties, and vendors via the
Company's intranet and website, e-
mail, and/or contract amendment.

The Service Auditor
noted that this
portion of the Control
Activity did not
operate during the
specified period, as
there were no
changes made to the
security practices
and commitments
during the specified
period. Therefore,
the Service Auditor
could not test the
operating
effectiveness of this
portion of the Control
Activity.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 2: Common Criteria Related to Communication and Information

Control Activity Description Zzzt;;erformed e Results of Testing

Inspected the policy revision history No exceptions noted.
used to pull the listing of changes
made to the security practices and
commitments during the specified
period to determine that the query
was accurate to result in a complete
population. Inspected the resulting
system-generated listing to determine
that there were no changes made to
the security practices and
commitments during the specified
period. Further, inquired of the
Director of Operations to determine
that there were no changes made to
the security practices and
commitments during the specified
period.

CC 2.3-02 The Company has provided Observed the Company's website to No exceptions noted.
a description of the in-scope determine that the Company

applications and related provided a description of the in-scope
services, including applicable | applications and its services on its
information related to the website and that the description
boundaries of the System included applicable information

and its security-related related to the boundaries of the
commitments, on its website. | System and its security-related

(CC 2.2-01) commitments. Further, inquired of the

Director of Operations to determine
that a description of the in-scope
applications and its services was on
the Company's website throughout
the specified period.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 2: Common Criteria Related to Communication and Information

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 2.3-03

The Company has reporting
mechanisms in place for
reporting security incidents
and compliance concerns.
These mechanisms are
communicated to all
stakeholders via the

Company's external website.

Each report is reviewed by
appropriate management
personnel, based on the
nature of the suspected
ethics/policy violation claim
or suspected security
incident. (CC 2.2-02)

Observed the Company's website to
determine that the Company has
reporting mechanisms in place for
reporting security incidents and
compliance concerns, and that these
mechanisms were communicated to
all stakeholders via the Company's
external website. Further, inquired of
the Director of Operations to
determine that this process was in
place throughout the specified period.

No exceptions noted.

Inspected the incident reports and
corresponding job titles related to a
sample of security incidents and
compliance concerns to determine
that each selected incident was
reviewed by appropriate
management personnel, based on
the nature of the suspected
ethics/policy violation claim or
suspected security incident and each
management individual's job function.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 3: Common Criteria Related to Risk Assessment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 3.1 - COSO Principle 6: The entity specifies objectives with sufficient clarity to enable the
identification and assessment of risks relating to objectives.

CC 3.1-01

The Company has
implemented a formal written
Information Security Policy,
Change Management Policy,
Incident Response Policy,
and Code of Conduct which
collectively address the
security of the system and
cover the escalation process
for security breaches and
other incidents. These
policies are reviewed and
approved by management on
an annual basis and are
posted on the Company's
intranet. (CC 1.1-03)

Observed the Company's intranet to
determine that the Information
Security Policy, Change
Management Policy, Incident
Response Policy, and Code of
Conduct were posted on the
Company's intranet. Further, inquired
of the Director of Operations to
determine that these policies were in
place and were available on the
intranet throughout the specified
period.

No exceptions noted.

Inspected the Information Security
Policy, Change Management Policy,
Incident Response Policy, and Code
of Conduct to determine that these
policies collectively addressed the
security of the system; covered the
escalation process for security
breaches and other incidents; and
were reviewed and approved by
management during the specified
period. Further, inguired of the
Director of Operations to determine
that the policies which were
inspected were in place throughout
the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 3: Common Criteria Related to Risk Assessment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

annual risk assessment
which includes the
identification and
assessment of applicable
laws and regulations
(including environmental,
regulatory, and technological
changes and threats related
to fraud), defined
commitments, service-level
agreements, other
contractual requirements,
and potential threats to the
security (including threats
related to the use of vendors
and other third parties
providing goods and
services) of the system. As
part of the annual risk
assessment process, these
threats are formally
assessed, and mitigation
strategies are documented
and revised as needed. (CC
2.1-04)

Assessment to determine that the
Company performed a risk
assessment during the specified
period which included the
identification and assessment of
applicable laws and regulations
(including environmental, regulatory,
and technological changes, and
threats related to fraud), defined
commitments, service-level
agreements, other contractial
requirements, and potential threats to
security (including threats related to
the use of vendors and other third
parties providing goods and services)
of the system and that as part of the
risk assessment process, these
threats were formally assessed and
mitigation strategies were
documented and revised as needed.

CC 3.1-02 ‘The Company has written job | Inspected the written job descriptions | No exceptions noted.
descriptions specifying the related to a sample of job positions
responsibilities of and responsible for the design,
professional requirements for | development, implementation, and
job positions within the operation of systems affecting
Company who are system security to determine that the
responsible for the design, Company had written job descriptions
development, specifying the responsibilities of and
implementation, and professional requirements for each
operation of systems selected job positions within the
affecting system security. Company who were responsible for
(CC 1.1-05) the design, development,
implementation, and operation of
systems affecting system security.
CC 3.1-03 The Company performs an Inspected the Annual Risk No exceptions noted.

This report is intended salely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 3: Common Criteria Related to Risk Assessment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 3.2 - COSO Principle 7: The entity identifies risks to the achievement of its objectives across the
entity and analyzes risks as a basis for determining how the risks should be managed.

CC 3.2-01

The Company performs an
annual risk assessment
which includes the
identification and
assessment of applicable
laws and regulations
(including environmental,
regulatory, and technological
changes and threats related
to fraud), defined
commitments, service-level
agreements, other
contractual requirements,
and potential threats to the
security (including threats
related to the use of vendors
and other third parties
providing goods and
services) of the system. As
part of the annual risk
assessment process, these
threats are formally
assessed, and mitigation
strategies are documented
and revised as needed. (CC
2.1-04)

Inspected the Annual Risk
Assessment to determine that the
Company performed a risk
assessment during the specified
period which included the
identification and assessment of
applicable laws and regulations
(including environmental, regulatory,
and technological changes, and
threats related to fraud), defined
commitments, service-level
agreements, other contractual
requirements, and potential threats to
security (including threats related to
the use of vendors and other third
parties providing goods and services)
of the system and that as part of the
risk assessment process, these
threats were formally assessed and
mitigation strategies were
documented and revised as needed.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 3: Common Criteria Related to Risk Assessment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 3.2-02

On an annual basis,
management evaluates the
third parties that have access
to confidential data and/or
that perform a managed
service related to the
operation of the System and
determines their risk-rating
based on their level of
access, the sensitivity of the
related data, and the impact
to operations. Based on this
risk rating, management
either performs a vendor
security assessment of the
third party, reviews the third
party’s System and
Organization Control reports
such as SOC 2 reports, or
the third party is subjected to
continuous monitoring
controls. (CC 1.3-02)

Inspected the most recent vendor risk
assessment documentation to
determine that management
evaluated the third parties that had
access to confidential data and/or
that performed a managed service
related to the operation of the System
and determined their risk rating
based on their level of access, the
sensitivity of the data, and the impact
to operations during the specified
period. Further, inspected the third
party assessment documentation
related to a sample of third-parties
that had access to confidential data
and/or that performed a managed
service related to the operation of the
System to determine that, based on
the risk rating of each selected third
party, the Company performed either
a vendor security assessment of the
third party, reviewed the third party's
SOC reports, or the third party was
subjected to continuous monitoring.
In addition, inspected supporting
documentation and inquired of the
Director of Operations to determine
that there were no issues identified
during the selected third-party
reviews; however, that if any issues
had been identified, each issue would
have been researched and corrective
actions would have been taken and
that this process was in place
throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 3: Common Criteria Related to Risk Assessment

Control Activity Description

Tests Performed by Service
Auditor ,

Results of Testing

CC 3.2-03 The Company has defined a
standard agreement with key
vendors and third parties
which includes the required
security commitments in
accordance with the
Company's security policies.
These commitments contain
performance guarantees and
address liability for failure to
perform, including potential
termination of the contract for
failure to remediate. A
member of the Legal
Department is responsible for
reviewing and approving of
all new third-party contracts
to help ensure that they
include the applicable
security practices and
commitments. (CC 1.3-03)

Inspected the standard agreement
with key vendors and third parties to
determine that the Company had
defined a standard agreement which
included the required security
commitments in accordance with the
Company's security policies and that
these commitments contained
performance guarantees and
addressed liability for failure to
perform, including potential
termination of the contract for failure
to remediate. Further, inquired of the
Director of Operations to determine
that the standard agreement which
was inspected was in place
throughout the specified period.

No exceptions noted.

Inspected the third-party contracts
related to a sample of new third
parties to determine that a member of
the Legal Department reviewed and
approved each selected new third-
party contract to help ensure that
each agreement included the
applicable security practices and
commitments.

The Service Auditor
noted that this
portion of the Control
Activity did not
operate during the
specified period, as
there were no new
third-party vendors
during the specified
period. Therefore,
the Service Auditor
could not test the
operating
effectiveness of this
portion of the Control
Activity.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 3: Common Criteria Related to Risk Assessment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the query used to pull the
system-generated listing of new third-
party vendors during the specified
period to determine that the query
was accurate to result in a complete
population. inspected the resulting
system-generated listing to determine
that there were no new third-party
vendors during the specified period.
Further, inquired of the Director of
Operations to determine that there
were no new third-party vendors
during the specified period.

No exceptions noted.

CC 3.3 - COSO Principle 8: The entity considers the potential for fraud in assessing risks to the
achievement of objectives.

CC 3.3-01

The Company performs an
annual risk assessment
which includes the
identification and
assessment of applicable
laws and regulations
(including environmental,
regulatory, and technological
changes and threats related
to fraud), defined
commitments, service-level
agreements, other
contractual requirements,
and potential threats to the
security (including threats
related to the use of vendors
and other third parties
providing goods and
services) of the system. As
part of the annual risk
assessment process, these
threats are formally
assessed, and mitigation -
strategies are documented
and revised as needed. (CC
2.1-04)

Inspected the Annual Risk
Assessment to determine that the
Company performed a risk
assessment during the specified
period which included the
identification and assessment of
applicable laws and regulations
(including environmental, regulatory,
and technological changes, and
threats related to fraud), defined
commitments, service-level
agreements, other contractual
requirements, and potential threats to
security (including threats related to
the use of vendors and other third
parties providing goods and services)
of the system and that as part of the
risk assessment process, these
threats were formally assessed and
mitigation strategies were
documented and revised as needed.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 3: Common Criteria Related to Risk Assessment

Control Activity Description Zzsdtﬁol:erformed by;Service Results of Testing

CC 3.4 - COSO Principle 9: The entity identifies and assesses changes that could significantly impact
the system of internal control.

CC 3.4-01 Management has established | Inspected the Organizational Chartto | No exceptions noted.
an Organizational Chart, determine that management
which is available to internal established and Organizational Chart
users via the Company’s and that any needed changes were
intranet, and any needed made based upon changes in
changes are made based reporting lines, authorities, and
upon changes in reporting responsibilities. Further, inquired of
lines, authorities, and the Director of Operations to

responsibilities. (CC 1.2-02) determine that the Organizational
Chart which was inspected was in
place throughout the specified period.

Observed the Company's intranet to No exceptions noted.
determine that the Organizational
Chart was available to internal users
via the Company's intranet. Further,
inquired of the Director of Operations
to determine that the Organizational
Chart was available to internal users
via the Company's intranet
throughout the specified period.

CC 3.4-02 The Company has Observed the Company's intranet to No exceptions noted.
implemented a formal written | determine that the Information
Information Security Policy, Security Policy, Change
Change Management Policy, | Management Policy, Incident
Incident Response Policy, Response Policy, and Code of
and Code of Conduct which Conduct were posted on the
collectively address the Company's intranet. Further, inquired
security of the system and of the Director of Operations to
cover the escalation process | determine that these policies were in
for security breaches and place and were available on the
other incidents. These intranet throughout the specified
policies are reviewed and period.

approved by management on
an annual basis and are
posted on the Company's
intranet. (CC 1.1-03)

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 3: Common Criteria Related to Risk Assessment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the Information Security
Policy, Change Management Policy,
Incident Response Policy, and Code
of Conduct to determine that these
policies collectively addressed the
security of the system; covered the
escalation process for security
breaches and other incidents; and
were reviewed and approved by
management during the specified
period. Further, inquired of the
Director of Operations to determine
that the policies which were
inspected were in place throughout
the specified period.

No exceptions noted.

CC 3.4-03

The Company performs an
annual risk assessment
which includes the
identification and
assessment of applicable
laws and regulations
(including environmental,
regulatory, and technological
changes and threats related
to fraud), defined
commitments, service-level
agreements, other
contractual requirements,
and potential threats to the
security (including threats
related to the use of vendors
and other third parties
providing goods and
services) of the system. As
part of the annual risk
assessment process, these
threats are formally
assessed, and mitigation
strategies are documented
and revised as needed. (CC
2.1-04)

Inspected the Annual Risk
Assessment to determine that the
Company performed a risk
assessment during the specified
period which included the
identification and assessment of
applicable laws and regulations
(including environmental, regulatory,
and technological changes, and
threats related to fraud), defined
commitments, service-level
agreements, other contractual
requirements, and potential threats to
security (including threats related to
the use of vendors and other third
parties providing goods and services)
of the system and that as part of the
risk assessment process, these
threats were formally assessed and
mitigation strategies were
documented and revised as needed.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.

55



Avenu Insights & Analytics
SOC 2® Type 2 Report — SOC for Service Organizations: Trust Services Criteria
General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com

/4

COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 3: Common Criteria Related to Risk Assessment

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 3.4-04

On an annual basis,
management evaluates the
third parties that have access
to confidential data and/or
that perform a managed
service related to the
operation of the System and
determines their risk-rating
based on their level of
access, the sensitivity of the
related data, and the impact
to operations. Based on this
risk rating, management
either performs a vendor
security assessment of the
third party, reviews the third
party's System and ’
Organization Control reports
such as SOC 2 reports, or
the third party is subjected to
continuous monitoring
controls. (CC 1.3-02)

Inspected the most recent vendor risk
assessment documentation to
determine that management
evaluated the third parties that had
access to confidential data and/or
that performed a managed service
related to the operation of the System
and determined their risk rating
based on their level of access, the
sensitivity of the data, and the impact
to operations during the specified
period. Further, inspected the third
party assessment documentation
related to a sample of third-parties
that had access to confidential data
and/or that performed a managed
service related to the operation of the
System to determine that, based on
the risk rating of each selected third
party, the Company performed either
a vendor security assessment of the
third party, reviewed the third party's
SOC reports, or the third party was
subjected to continuous monitoring.
In addition, inspected supporting
documentation and inquired of the
Director of Operations to determine
that there were no issues identified
during the selected third-party
reviews; however, that if any issues
had been identified, each issue would
have been researched and corrective
actions would have been taken and
that this process was in place
throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 4: Common Criteria Related to Monitoring Activities

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

CC 4.1 - COSO Principle 16: The entity selects, develops, and performs ongoing and/or separate
evaluations to ascertain whether the components of internal control are present and functioning.

CC4.1-
01 (IPSs) are configured to

of the Company's network
and early identification of
potential security breaches,

system activities. Alert
notifications are generated,

resolved when specific
predefined conditions are
met. (CC 2.1-01)

Intrusion Prevention Systems

provide continuous monitoring

security threats, and unusual

logged, tracked, reported, and

Observed the IPS configurations to
determine that the IPS was configured
to provide continuous monitoring of the
Company's network to identify potential
security breaches, security threats,
trends, and unusual system activities
and to send alert notifications to the IT
Security Team when specific
predefined conditions were met.
Further, inquired of the Director of
Operations to determine that these
configurations were in place
throughout the specified period.

No exceptions noted.

Inspected the escalation procedures
and the support tickets related to a
sample of alert notifications to
determine that each selected alert
notification was generated, logged,
tracked, reported, and resolved.

No exceptions noted.

CC4.1- A monitoring solution has

vulnerabilities, including
unauthorized access to the
network. Alerts are
automatically sent to
members of the Security

events, and any identified
risks are logged within a
ticketing system and are
investigated and resolved.
(CC 2.1-02)

02 been implemented to detect
potential security threats and

Team based upon predefined

Observed the monitoring system
configurations to determine that a
monitoring solution had been
implemented to detect potential
security threats and vulnerabilities,
including unauthorized access to the
network, and that alerts were
automatically sent to members of the
Security Team based upon predefined
events. Further, inquired of the Director
of Operations to determine that these
configurations were in place
throughout the specified period.

No exceptions noted.

Inspected the incident tickets and
supporting documentation related to a
sample of risks identified by the
monitoring solution to determine that
each selected risk was logged within a
ticketing system and was investigated
and resolved.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 4. Common Criteria Related to Monitoring Activities

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

CcC4.1-
03

On an annual basis, security
assessments are performed
by a third party and results
and recommendations for
improvement are reported to
management for resolution.
(CC 2.1-03)

Inspected the most recent security
assessments and supporting
documentation to determine that
security assessments were performed
by a third party during the specified
period and results and
recommendations for improvement
were reported to management for
resolution.

No exceptions noted.

CC 4.2 - COSO Principle 17: The entity evaluates and communicates internal control deficiencies in a
timely manner to those parties responsible for taking corrective action, including senior management
and the board of directors, as appropriate.

CC4.2-
01

When an incident related to
system security is detected or
reported, a defined incident
management process is
initiated by appropriate
personnel and includes a root
cause analysis and the
corrective actions
implemented.

Inspected the Incident Response Plan
to determine that when an incident
related to system security was
detected or reported, a defined incident
management process was required to
be initiated by appropriate personnel
and included a root cause analysis and
implemented corrective actions.
Further, inquired of the Director of
Operations to determine that the
Incident Response Plan which was
inspected was in place throughout the
specified period.

No exceptions noted.

Inspected the incident tickets, root
cause analyses, and supporting
documentation related to a sample of
security incidents to determine that a
defined incident management process
was initiated by appropriate personnel
and included a root cause analysis and
corrective actions implemented for
each selected incident.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 4: Common Criteria Related to Monitoring Activities

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

CC4.2-
02

Intrusion Prevention Systems
(IPSs) are configured to
provide continuous monitoring
of the Company's network
and early identification of
potential security breaches,
security threats, and unusual
system activities. Alert
notifications are generated,
logged, tracked, reported, and
resolved when specific
predefined conditions are
met. (CC 2.1-01)

Observed the IPS configurations to
determine that the IPS was configured
to provide continuous monitoring of the
Company's network to identify potential
security breaches, security threats,
trends, and unusual system activities
and to send alert notifications to the IT
Security Team when specific
predefined conditions were met.
Further, inquired of the Director of
Operations to determine that these
configurations were in place
throughout the specified period.

No exceptions noted.

Inspected the escalation procedures
and the support tickets related to a
sample of alert notifications to
determine that each selected alert
notification was generated, logged,
tracked, reported, and resolved.

No exceptions noted.

CC4.2-

A monitoring solution has
been implemented to detect
potential security threats and
vulnerabilities, including
unauthorized access to the
network. Alerts are
automatically sent to
members of the Security
Team based upon predefined
events, and any identified
risks are logged within a
ticketing system and are
investigated and resolved.
(CC 2.1-02)

Observed the monitoring system
configurations to determine that a
monitoring solution had been
implemented to detect potential
security threats and vulnerabilities,
including unauthorized access to the
network, and that alerts were
automatically sent to members of the
Security Team based upon predefined
events. Further, inquired of the Director
of Operations to determine that these
configurations were in place
throughout the specified period.

No exceptions noted.

Inspected the incident tickets and
supporting documentation related to a
sample of risks identified by the
monitoring solution to determine that
each selected risk was logged within a
ticketing system and was investigated
and resolved.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 4: Common Criteria Related to Monitoring Activities

Control Activity Description

Tests Performed by Service Auditor

Results of Testing

CC4.2-
04

On an annual basis, security
assessments are performed
by a third party and results
and recommendations for
improvement are reported to
management for resolution.
(CC 2.1-03)

Inspected the most recent security
assessments and supporting
documentation to determine that
security assessments were performed
by a third party during the specified
period and results and
recommendations for improvement
were reported to management for
resolution.

No exceptions noted.

CC4.2-

A formal disciplinary process,
up to and including
termination, is documented to
help ensure the correct and
fair treatment of employees
who are suspected of non-
compliance with the
Company's policies and
procedures. (CC 1.1-01)

Inspected the Employee Handbook
and the Code of Ethics and Business
Conduct to determine that a formal
disciplinary process, up to and
including termination, was documented
to help ensure the correct and fair
treatment of employees who were
suspected of non-compliance with the
Company's policies and procedures.
Further, inquired of the Director of
Operations to determine that the
Employee Handbook and the Code of
Ethics and Business Conduct which
were inspected were in place
throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 5: Common Criteria Related to Control Activities

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 5.1 - COSO Principle 10: The entity selects and develops control activities that contribute to the
mitigation of risks to the achievement of objectives to acceptable levels.

been implemented to detect
potential security threats and
vulnerabilities, including
unauthorized access to the
network. Alerts are
automatically sent to
members of the Security
Team based upon predefined
events, and any identified
risks are logged within a
ticketing system and are
investigated and resolved.
(CC 2.1-02)

configurations to determine that a
monitoring solution had been
implemented to detect potential
security threats and vuinerabilities,
including unauthorized access to the
network, and that aleris were
automatically sent to members of the
Security Team based upon
predefined events. Further, inquired
of the Director of Operations to
determine that these configurations
were in place throughout the
specified period.

CC 5.1-01 Intrusion Prevention Systems | Observed the IPS configurations to No exceptions noted.
(IPSs) are configured to determine that the IPS was -
provide continuous configured to provide continuous
monitoring of the Company's | monitoring of the Company's network
network and early to identify potential security
identification of potential breaches, security threats, trends,
security breaches, security and unusual system activities and to
threats, and unusual system send alert notifications to the IT
activities. Alert notifications Security Team when specific
are generated, logged, predefined conditions were met.
tracked, reported, and Further, inquired of the Director of
resolved when specific Operations to determine that these
predefined conditions are configurations were in place
met. (CC 2.1-01) throughout the specified period.
Inspected the escalation procedures No exceptions noted.
and the support tickets related to a
sample of alert notifications to
determine that each selected alert
notification was generated, logged,
tracked, reported, and resolved.
CC 5.1-02 A monitoring solution has Observed the monitoring system No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 5: Common Criteria Related to Control Activities

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the incident tickets and
supporting documentation related to
a sample of risks identified by the
monitoring solution to determine that
each selected risk was logged within
a ticketing system and was
investigated and resolved.

No exceptions noted.

CC 5.1-03

On an annual basis, security
assessments are performed
by a third party and results
and recommendations for
improvement are reported to
management for resolution.
(CC 2.1-03)

Inspected the most recent security
assessments and supporting
documentation to determine that
security assessments were
performed by a third party during the
specified period and results and
recommendations for improvement
were reported to management for
resolution.

No exceptions noted.

CC 5.1-04

Management has established
an Organizational Chart,
which is available to internal
users via the Company’s
intranet, and any needed
changes are made based
upon changes in reporting
lines, authorities, and
responsibilities. (CC 1.2-02)

Inspected the Organizational Chart to
determine that management
established and Organizational Chart
and that any needed changes were
made based upon changes in
reporting lines, authorities, and
responsibilities. Further, inquired of
the Director of Operations to
determine that the Organizational
Chart which was inspected was in

place throughout the specified period.

No exceptions noted.

Observed the Company's intranet to
determine that the Organizational
Chart was available to internal users
via the Company'’s intranet. Further,
inquired of the Director of Operations
to determine that the Organizational
Chart was available to internal users
via the Company's intranet
throughout the specified period.

No exceptions noted.

This report is intended solely for the spéciﬂed parties identified in the "Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

éRITERIA GROUP 5: Common Criteria Related to Control Activities

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 5.1-05

The Company has
implemented a formal written
Information Security Policy,
Change Management Policy,
Incident Response Policy,
and Code of Conduct which
collectively address the
security of the system and
cover the escalation process
for security breaches and
other incidents. These
policies are reviewed and
approved by management on
an annual basis and are
posted on the Company's
intranet. (CC 1.1-03)

Observed the Company's intranet to
determine that the Information
Security Policy, Change
Management Policy, Incident
Response Policy, and Code of
Conduct were posted on the
Company's intranet. Further, inquired
of the Director of Operations to
determine that these policies were in
place and were available on the
intranet throughout the specified
period.

No exceptions noted.

Inspected the Information Security
Policy, Change Management Policy,
Incident Response Policy, and Code
of Conduct to determine that these
policies collectively addressed the
security of the system; covered the
escalation process for security
breaches and other incidents; and
were reviewed and approved by
management during the specified
period. Further, inquired of the
Director of Operations to determine
that the policies which were
inspected were in place throughout
the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 5: Common Criteria Related to Control Activities

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 5.1-06

The Company performs an
annual risk assessment
which includes the
identification and
assessment of applicable
laws and regulations
(including environmental,
regulatory, and technological
changes and threats related
to fraud), defined
commitments, service-level
agreements, other
contractual requirements,
and potential threats to the
security (including threats
related to the use of vendors
and other third parties
providing goods and
services) of the system. As
part of the annual risk
assessment process, these
threats are formally
assessed, and mitigation
strategies are documented
and revised as needed. (CC
2.1-04)

Inspected the Annual Risk
Assessment to determine that the
Company performed a risk
assessment during the specified
period which included the
identification and assessment of
applicable laws and regulations
(including environmental, regulatory,
and technological changes, and
threats related to fraud), defined
commitments, service-level
agreements, other contractual
requirements, and potential threats to
security (including threats related to
the use of vendors and other third
parties providing goods and services)
of the system and that as part of the
risk assessment process, these
threats were formally assessed and
mitigation strategies were
documented and revised as needed.

No exceptions noted.

CC 5.2 - COSO Principle 11: The entity also selects and develops general control activities over
technology to support the achievement of objectives.

CC 5.2-01

Each change to the in-scope
applications and related
databases is applied and
tested within development
and/or testing environments
which are separate from the
production environment prior
to migration into the
production environment.

Observed the production,
development, and testing
environments to determine that each
change to the in-scope applications
and related databases was applied
and tested within a development
and/or testing environment separate
from the production environment.
Further, inquired of the Senior
Engineer of Servers, Storage, and
Virtualization to determine that these
environments were separate
throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 5: Common Criteria Related to Control Activities

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the change requests and
supporting documentation related to
a sample of changes to the in-scope
applications and related databases to
determine that each selected change
was applied and tested within a
development and/or testing
environment separate from the
production environment prior to
migration into the production
environment.

No exceptions noted.

CC5.2-02

Access to promote changes
into the production
environment related to the in-
scope applications and
related databases is
restricted to appropriate
individuals based on job
function.

Inspected the listing of users with
access to promote changes into the
production environment related to the
in-scope applications and related
databases and the corresponding job
titles for all users on the listing to
determine that each user on the
listing was appropriate to have this
access based on job function.
Further, inquired of the Director of
Operations to determine that each
user on the listing was appropriate to
have this access.

No exceptions noted.

CC 5.2-03

Each change to the in-scope
applications and related
databases must be approved
by a member of management
prior to promotion into the
production environment.

Inspected the change tickets and
supporting documentation related to
a sample of changes to the in-scope
applications and related databases to
determine that each selected change
was approved by a member of
management prior to promotion into
the production environment.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.

65



Avenu Insights & Analytics

SOC 2® Type 2 Report — SOC for Service Organizations: Trust Services Criteria

General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com

COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 5: Common Criteria Related to Control Activities

Tests Performed by Service

Control Activity Description Auditor Results of Testing
CC 5.2-04 The Company has Inspected the Change Management No exceptions noted.

documented a formal Policy to determine that the Company

Change Management Policy | had documented a formal Change

which governs the design, Management Policy which governed

implementation, modification, | the design, implementation,

and management of the in- modification, and management of the

scope applications and in-scope applications and the related

related databases. databases. Further, inquired of the

Director of Operations to determine
that the Change Management Policy
which was inspected was in place
throughout the specified period.

CC 5.2-05 Administrative access to the Inspected the listings of users with No exceptions noted.
in-scope applications and Administrative access to the in-scope
related databases is applications and related databases
restricted to appropriate and the corresponding job titles for all
individuals based on job users on the listings to determine that
function. each user on the listings was

appropriate to have this access
based on job function. Further,
inquired of the Director of Operations
to determine that each user on the
listings was appropriate to have this

access.

CC 5.2-06 Administrative access to the Inspected the listings of users with No exceptions noted.

network and in-scope Administrative access to the network

utilities, including access to and in-scope utilities, including

firewalls and intrusion access to firewalls and intrusion

prevention devices, is prevention devices, and the

restricted to appropriate corresponding job titles for all users

individuals based on job on the listings to determine that each

function. user on the listings was appropriate

to have this access based on job
function. Further, inquired of the
Director of Operations to determine
that each user on the listings was
appropriate to have this access.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 5: Common Criteria Related to Control Activities

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 5.2-07

Valid user IDs and
passwords are required to
access the Company's
network, in-scope
applications, and related
databases.

Observed the authentication
configurations for the network, the in-
scope applications, and the related
databases to determine that a valid
user ID and password were required
to access the Company's network, in-
scope applications, and related
databases. Further, inquired of the
Director of Operations to determine
that these configurations were in
place throughout the specified period.

No exceptions noted.

CC 5.3 - COSO Principle 12: The entity deploys control activities through policies that establish what is
expected and in procedures that put policies into action.

CC 5.3-01

Intrusion Prevention Systems
(IPSs) are configured to
provide continuous
monitoring of the Company's
network and early
identification of potential
security breaches, security
threats, and unusual system
activities. Alert notifications
are generated, logged,
tracked, reported, and
resolved when specific
predefined conditions are
met. (CC 2.1-01)

Observed the IPS configurations to
determine that the IPS was
configured to provide continuous
monitoring of the Company's network
to identify potential security
breaches, security threats, trends,
and unusual system activities and to
send alert notifications to the IT
Security Team when specific
predefined conditions were met.
Further, inquired of the Director of
Operations to determine that these
configurations were in place
throughout the specified period.

No exceptions noted.

inspected the escalation procedures
and the support tickets related to a
sample of alert notifications to .
determine that each selected alert
notification was generated, logged,
tracked, reported, and resolved.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 5: Common Criteria Related to Control Activities

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC5.3-02

A monitoring solution has
been implemented to detect
potential security threats and
vulnerabilities, including
unauthorized access to the
network. Alerts are
automatically sent to
members of the Security
Team based upon predefined
events, and any identified
risks are logged within a
ticketing system and are
investigated and resolved.
(CC 2.1-02)

Observed the monitoring system
configurations to determine that a
monitoring solution had been
implemented to detect potential
security threats and vulnerabilities,
including unauthorized access to the
network, and that alerts were
automatically sent to members of the
Security Team based upon
predefined events. Further, inquired
of the Director of Operations to
determine that these configurations
were in place throughout the
specified period.

No exceptions noted.

Inspected the incident tickets and
supporting documentation related to
a sample of risks identified by the
monitoring solution to determine that
each selected risk was logged within
a ticketing system and was
investigated and resolved.

No exceptions noted.

CC5.3-03

On an annual basis, security
assessments are performed
by a third party and results
and recommendations for
improvement are reported to
management for resolution.
(CC 2.1-03)

inspected the most recent security
assessments and supporting
documentation to determine that
security assessments were
performed by a third party during the
specified period and results and
recommendations for improvement
were reported to management for
resolution.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 5: Common Criteria Related to Control Activities

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 5.3-04 When an incident related to
system security is detected
or reported, a defined
incident management
process is initiated by
appropriate personnel and
includes a root cause
analysis and the corrective
actions implemented. (CC
4.2-01)

Inspected the Incident Response
Plan to determine that when an
incident related to system security
was detected or reported, a defined
incident management process was
required to be initiated by appropriate
personnel and included a root cause
analysis and implemented corrective
actions. Further, inquired of the
Director of Operations to determine
that the Incident Response Plan
which was inspected was in place
throughout the specified period.

No exceptions noted.

Inspected the incident tickets, root
cause analyses, and supporting
documentation related to a sample of
security incidents to determine that a
defined incident management
process was initiated by appropriate
personnel and included a root cause
analysis and corrective actions
implemented for each selected
incident.

No exceptions noted.

CC5.3-05 Performance reviews are
performed on an annual
basis to help ensure that
each employee’s skill set
matches his/her job
responsibilities. (CC 1.1-02)

Inspected the annual performance
reviews related to a sample of

.employees to determine that a

performance review was performed
during the specified period for each
selected employee to help ensure
that his/her skill set matched his/her
job responsibilities.

No exceptions noted.

CC 5.3-06 The Director of Cybersecurity
is responsible for changes to
security practices and
commitments. A formal
process is documented and
is followed to communicate
these changes to applicable
internal and external users,
related parties, and vendors.
(CC 1.3-01)

Observed the security policies on the
Company's intranet and website to
determine that the policies were
communicated to applicable internal
and external users, related parties,
and vendors. Further, inquired of the
Director of Operations to determine
that these policies were available on
the Company's intranet and website
throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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CRITERIA GROUP 5: Common Criteria Related to Control Activities

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Iinspected the Director of
Cybersecurity job description to
determine that the Director of
Cybersecurity was responsible for
changes to security practices and
commitments and that a formal
process was documented to
communicate any changes to the
policies to the applicable internal and
external users, related parties, and
vendors.

No exceptions noted.

Inspected the revision history and
corresponding communication
evidence related to a sample of
changes made to the security
practices and commitments to
determine that each selected change
was communicated to applicable
internal and external users, related
parties, and vendors via the
Company's intranet and website, e-
mail, and/or contract amendment.

The Service Auditor
noted that this
portion of the Control
Activity did not
operate during the
specified period, as
there were no
changes made to the
security practices
and commitments
during the specified
period. Therefore,
the Service Auditor
could not test the
operating
effectiveness of this
portion of the Control
Activity.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of independent Service Auditors.,
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Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the policy revision history
used to pull the listing of changes
made to the security practices and
commitments during the specified
period to determine that the query
was accurate to result in a complete
population. Inspected the resulting
system-generated listing to determine
that there were no changes made to
the security practices and
commitments during the specified
period. Further, inquired of the
Director of Operations to determine
that there were no changes made to
the security practices and
commitments during the specified
period.

No exceptions noted.

CC 5.3-07

The Company has
implemented a formal written
Information Security Policy,
Change Management Policy,
Incident Response Policy,
and Code of Conduct which
collectively address the
security of the system and
cover the escalation process
for security breaches and
other incidents. These
policies are reviewed and
approved by management on
an annual basis and are
posted on the Company's
intranet. (CC 1.1-03)

Observed the Company's intranet to
determine that the Information
Security Policy, Change
Management Policy, Incident
Response Policy, and Code of
Conduct were posted on the
Company's intranet. Further, inquired
of the Director of Operations to
determine that these policies were in
place and were available on the
intranet throughout the specified
period.

No exceptions noted.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report of Independent Service Auditors.
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Control Activity Description Zﬁf’t;ol:erformed BySenvice Results of Testing

Inspected the Information Security No exceptions noted.
Policy, Change Management Policy,
Incident Response Policy, and Code
of Conduct to determine that these
policies collectively addressed the
security of the system; covered the
escalation process for security
breaches and other incidents; and
were reviewed and approved by
management during the specified
period. Further, inquired of the
Director of Operations to determine
that the policies which were
inspected were in place throughout
the specified period.

CC 5.3-08 The Company has written job | Inspected the written job descriptions | No exceptions noted.

descriptions specifying the related to a sample of job positions
responsibilities of and responsible for the design,
professional requirements for | development, implementation, and
job positions within the operation of systems affecting
Company who are system security to determine that the
responsible for the design, Company had written job descriptions
development, specifying the responsibilities of and
implementation, and professional requirements for each
operation of systems selected job positions within the
affecting system security. Company who were responsible for
(CC 1.1-05) the design, development,

implementation, and operation of
systems affecting system security.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report of Independent Service Auditors.
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CRITERIA GROUP 6: Common Criteria Related to Logical and Physical Access Controls

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 6.1 - The entity implements logical access security software, infrastructure, and architectures over
protected information assets to protect them from security events to meet the entity's objectives.

enforce hard drive
encryption.

configurations to determine that the
group policy was configured to
enforce hard drive encryption on all
Company laptops. Further, inquired
of the Director of Operations to
determine that these configurations
were in place throughout the
specified period.

CC 6.1-01 Access to the backup tool is Inspected the listings of users with No exceptions noted.
restricted to appropriate access to the backup tool and the
individuals based on job corresponding job titles for all users
function. on the listings to determine that each
user on the listings was appropriate
to have this access based on job
function. Further, inquired of the
Director of Operations to determine
that each user on the listings was
appropriate to have this access.
CC 6.1-02 The backup tool is configured | Observed the backup tool No exceptions noted.
to automatically protect configurations to determine that the
backups of the in-scope backup tool was configured to
application and related automatically protect backups of the
databases utilizing Advanced | in-scope application and related
Encryption Standards databases with Advanced Encryption
(AESs). Standards (AESs). Further, inquired
of the Director of Operations to
determine that these configurations
were in place throughout the
specified period.
CC#6.1-03 Laptops are configured to Observed the group policy encryption | No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.

73



Avenu Insights & Analytics
SOC 2® Type 2 Report - SOC for Service Organizations: Trust Services Criteria
General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com

COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 6: Common Criteria Related to Logical and Physical Access Controls

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

transmission protocols is
limited to appropriate users
based on job function.

ability to modify data transmission
protocols and the corresponding job
titles for all users on the listing to
determine that each user on the
listing was appropriate to have this
access based on job function.
Further, inquired of the Director of
Operations to determine that each
user on the listing was appropriate to
have this access.

CC6.1-04 Access to the network, to the | Inspected the termination tickets and | No exceptions noted.
in-scope application, and/or supporting documentation related to
to the related databases is a sample of terminated employees
removed or disabled within and contractors to determine that
five business days of the each selected terminated employee's
employee's/contractor's or contractor's access to the network,
termination date. to the in-scope utilities, to the in-
scope application, and/or to the
related databases was removed or
disabled within five business days of
the employee's/contractor's
termination date.
CC6.1-05 Password parameters for the | Observed the password No exceptions noted.
network, the in-scope configurations that governed user
application, and the related access to the network, the in-scope
databases are configured to application, and the related
require a maximum databases to determine that
password age, inactivity password parameters for the
timeout, minimum password network, the in-scope application,
length, and password and the related databases were
complexity. configured to meet or exceed the
requirements defined within the
control activity. Further, inquired of
the Director of Operations to
determine that these configurations
were in place throughout the
specified period.
CC 6.1-06 The ability to modify data Inspected the listing of users with the | No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 6: Common Criteria Related to Logical and Physical Access Controls

Tests Performed by Service

Control Activity Description Auditor Results of Testing
CC 6.1-07 Remote access to the Observed the remote access No exceptions noted.
- network and to the authentication configurations to

production environment determine that remote access to the

related to the in-scope network and to the production

application and related environment related to the in-scope

databases is restricted to application and related databases

appropriate users via VPN. was restricted via VPN. Further,

inquired of the Director of Operations
to determine that these
configurations were in place
throughout the specified period.

Inspected the listing of users with No exceptions noted.
remote access to the network and to
the production environment related to
the in-scope application and related
databases and the corresponding job
titles for a sample of those users to
determine that each selected user on
the listing was appropriate to have
this access based on job function.
Further, inquired of the Director of
Operations to determine that each
selected user on the listing was
appropriate to have this access.

CC 6.1-08 Administrative access to the Inspected the listings of users with No exceptions noted.
in-scope applications and Administrative access to the in-scope
related databases is applications and related databases
restricted to appropriate and the corresponding job titles for all
individuals based on job users on the listings to determine that
function. (CC 5.2-05) each user on the listings was

appropriate to have this access
based on job function. Further,
inquired of the Director of Operations
to determine that each user on the
listings was appropriate to have this
access.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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CRITERIA GROUP 6: Common Criteria Related to Logical and Physical Access Controls

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

passwords are required to
access the Company's
network, in-scope
applications, and related
databases. (CC 5.2-07)

CC 6.1-09 Administrative access to the inspected the listings of users with No exceptions noted.
network and in-scope Administrative access to the network
utilities, including access to and in-scope utilities, including
firewalls and intrusion access to firewalls and intrusion
prevention devices, is prevention devices, and the
restricted to appropriate corresponding job titles for all users
individuals based on job on the listings to determine that each
function. (CC 5.2-06) user on the listings was appropriate
to have this access based on job
function. Further, inquired of the
Director of Operations to determine
that each user on the listings was
appropriate to have this access.
CC6.1-10 Valid user IDs and Observed the authentication No exceptions noted.

configurations for the network, the in-
scope applications, and the related
databases to determine that a valid
user ID and password were required
to access the Company’s network, in-
scope applications, and related
databases. Further, inquired of the
Director of Operations to determine
that these configurations were in
place throughout the specified period.

CC 6.2 - Prior to issuing system credentials and granting system access, the entity registers and
authorizes new internal and external users whose access is administered by the entity. For those users
whose access is administered by the entity, user system credentials are removed when user access is
no longer authorized.

CC6.2-01

Requests to add and/or
modify access to the
network, to the in-scope
application, and/or to the
related databases are
approved by management
prior to access being
granted.

Inspected the request tickets and
supporting documentation related to
a sample of users granted access to
the network and access modifications
to the in-scope applications and/or to
the related databases to determine
that each selected addition or
modification was approved by
management prior to access being
granted.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 6: Common Criteria Related to Logical and Physical Access Controls

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 6.2-02

Access to the network, to the
in-scope application, and/or
to the related databases is
removed or disabled within
five business days of the
employee's/contractor’s
termination date. (CC 6.1-04)

Inspected the termination tickets and
supporting documentation related to
a sample of terminated employees
and contractors to determine that
each selected terminated employee's
or contractor's access to the network,
to the in-scope ultilities, to the in-
scope application, and/or to the
related databases was removed or
disabled within five business days of
the employee's/contractor's
termination date.

No exceptions noted.

objectives.

CC 6.3 - The entity authorizes, modifies, or removes access to data, software, functions, and other
protected information assets based on roles, responsibilities, or the system design and changes,
giving consideration to the concepts of least privilege and segregation of duties, to meet the entity’s

CC 6.3-01

Access to the network, to the
in-scope application, and/or
to the related databases is
removed or disabled within
five business days of the
employee's/contractor's
termination date. (CC 6.1-04)

Inspected the termination tickets and
supporting documentation related to
a sample of terminated employees
and contractors to determine that
each selected terminated employee's
or contractor's access to the network,
to the in-scope utilities, to the in-
scope application, and/or to the
related databases was removed or
disabled within five business days of
the employee's/contractor's
termination date.

No exceptions noted.

CC 6.3-02

Requests to add and/or
modify access to the
network, to the in-scope
application, and/or to the
related databases are
approved by management
prior to access, being
granted. (CC 6.2-01)

Inspected the request tickets and
supporting documentation related to
a sample of users granted access to
the network and access modifications
to the in-scope applications and/or to
the related databases to determine
that each selected addition or
modification was approved by
management prior to access being
granted.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 6: Common Criteria Related to Logical and Physical Access Controls

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 6.5 - The entity discontinues logical and physical protections over physical assets only after the
ability to read or recover data and software from those assets has been diminished and is no longer
required to meet the entity’s objectives.

CC 6.5-01

Formal data retention and
disposal standards have
been developed to provide
guidelines for the secure
disposal of Avenu and
customer data.

Inspected the Security Policy to
determine that formal data retention
and disposal standards had been
developed to provide guidelines for
the secure disposal of Avenu and
customer data. Further, inquired of
Director of Operations to determine
that the Security Policy was in place
throughout the specified period.

No exceptions noted.

CC 6.5-02

Prior to removal from
Company facilities, all digital
media is completely
degaussed and sanitized to
remove any data and
software.

Inspected the data scrubbing
certifications related to a sample of
physical media devices (e.g., hard
drives, thumb drives, etc.) which
were disposed/destroyed to
determine that each selected
physical media device was scrubbed
prior to disposal to avoid
compromising confidential
information.

No exceptions noted.

CC 6.6 - The entity implements logical access security measures to protect against threats from
sources outside its system boundaries.

CC 6.6-01

Network devices (e.g.,
routers, switches, firewalls)
are deployed and are
maintained to detect and
prevent threats to the -
Company’s environment.

Observed the network device (e.g.,
routers, switches, firewalls)
configurations to determine that the
devices were deployed and were
maintained to detect and prevent
threats to the Company’s
environment. Further, inquired of the
Director of Operations to determine
that these configurations were in
place throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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CRITERIA GROUP .6: Common Criteria Related to Logical and Physical Access Controls

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the network diagram to
determine that network devices (e.g.,
routers, switches, and firewalls) were
deployed at all external access points
to detect and prevent threats to the
Company's environment. Further,
inquired of the Director of Operations
to determine that the network
diagram which was inspected was in
place throughout the specified period.

No exceptions noted.

CC 6.6-02

Intrusion Prevention Systems
(IPSs) are configured to
provide continuous :
monitoring of the Company's
network and early
identification of potential
security breaches, security
threats, and unusual system
activities. Alert notifications
are generated, logged,
tracked, reported, and
resolved when specific
predefined conditions are
met. (CC 2.1-01)

Observed the IPS configurations to
determine that the IPS was
configured to provide continuous
monitoring of the Company's network
to identify potential security
breaches, security threats, trends,
and unusual system activities and to
send alert notifications to the IT
Security Team when specific
predefined conditions were met.
Further, inquired of the Director of
Operations to determine that these
configurations were in place
throughout the specified period.

No exceptions noted.

Inspected the escalation procedures
and the support tickets related to a
sample of alert notifications to
determine that each selected alert
notification was generated, logged,
tracked, reported, and resolved.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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CRITERIA GROUP 6: Common Criteria Related to Logical and Physical Access Controls

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

restricted to appropriate
individuals based on job
function. (CC 6.1-01)

access to the backup tool and the
corresponding job titles for all users
on the listings to determine that each
user on the listings was appropriate
to have this access-based on job
function. Further, .inquired of the
Director of Operations to determine
that each user on the listings was
appropriate to have this access.

CC 6.6-03 A monitoring solution has Observed the monitoring system No exceptions noted.
been implemented to detect configurations to determine that a
potential security threats and | monitoring solution had been
vulnerabilities, including implemented to detect potential
unauthorized access to the security threats and vulnerabilities,
network. Alerts are including unauthorized access to the
automatically sent to network, and that alerts were
members of the Security automatically sent to members of the
Team based upon predefined | Security Team based upon
events, and any identified predefined events. Further, inquired
risks are logged within a of the Director of Operations to
ticketing system and are determine that these configurations
investigated and resolved. were in place throughout the
(CC 2.1-02) specified period.
Inspected the incident tickets and No exceptions noted.
supporting documentation related to
a sample of risks identified by the
monitoring solution to determine that
each selected risk was logged within
a ticketing system and was
investigated and resolved.
CC 6.6-04 Access to the backup tool is Inspected the listings of users with No exceptions noted.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report of Independent Service Auditors.
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CRITERIA GROUP 6: Common Criteria Related to Logical and Physical Access Controls

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 6.6-05

Administrative access to the
network and in-scope
utilities; including access to
firewalls and intrusion
prevention devices, is
restricted to appropriate
individuals based on job
function. (CC 5.2-06)

inspected the listings of users with
Administrative access to the network
and in-scope utilities, including
access to firewalls and intrusion
prevention devices, and the
corresponding job titles for all users
on the listings to determine that each
user on the listings was appropriate
to have this access based on job
function. Further, inquired of the
Director of Operations to determine
that each user on the listings was
appropriate to have this access.

No exceptions noted.

CC 6.6-06

Access to the network, to the
in-scope application, and/or
to the related databases is
removed or disabled within
five business days of the
employee's/contractor's
termination date. (CC 6.1-04)

Inspected the termination tickets and
supporting documentation related to
a sample of terminated employees
and contractors to determine that
each selected terminated employee's
or contractor's access to the network,
to the in-scope utilities, to the in-

scope application, and/or to the

related databases was removed or
disabled within five business days of
the employee's/contractor's
termination date.

No exceptions noted.

CC 6.6-07

The ability to modify data
transmission protocols is
limited to appropriate users
based on job function. (CC
6.1-06)

Inspected the listing of users with the
ability to modify data transmission
protocols and the corresponding job
titles for all users on the listing to
determine that each user on the
listing was appropriate to have this
access based on job function.
Further, inquired of the Director of
Operations to determine that each
user on the listing was appropriate to
have this access.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 6: Common Criteria Related to Logical and Physical Access Controls

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 6.7 - The entity restricts the transmission, movement, and removal of information to authorized
internal and external users and processes, and protects it during transmission, movement, or removal
to meet the entity’s objectives.

CC 6.7-01

Mobile Device Management
software is deployed to
protect mobile devices (such
as laptops, smart phones,
and tablets) that serve as
information assets via remote
wipe, passcodes, and
encryption.

Observed the Mobile Device
Management software configurations
to determine that software was
deployed to protect mobile devices
(such as laptops, smart phones, and
tablets) that served as information
assets vi remote wipe, passcodes,
and encryption. Further, inquired of
the Senior Engineer of Servers,
Storage, Virtualization to determine
that these configurations were in
place throughout the specified period.

No exceptions noted.

CC 6.7-02

All transmissions of
electronic information are
encrypted as the default
setting over public networks
via Transport Layer Security
(TLS).

Observed the transmission
configurations to determine that all
transmissions of electronic
information were encrypted as the
default setting over public networks
via TLS. Further, inquired of the
Director of Operations to determine
that these configurations were in
place throughout the specified period.

No exceptions noted.

CC6.7-03

Transmission or movement
of digital output beyond the
boundary of the system
occurs using authorized
software supporting the
advanced encryption
standard (AES).

Observed the transmission
configurations related to the
transmission or movement of digital
output beyond the boundary of the
system to determine that
transmission or movement of digital
output beyond the boundary of the
system was configured to occur using
authorized software supporting the
advanced encryption standard (AES).
Further, inquired of the Director of
Operations to determine that these
configurations were in place
throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of independent Service Auditors.
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Control Activity Description I\est§ RerionmedinySenvice Results of Testing
uditor
CC 6.7-04 Access to the backup tool is Inspected the listings of users with No exceptions noted.
restricted to appropriate access to the backup tool and the
individuals based on job corresponding job titles for all users
function. (CC 6.1-01) on the listings to determine that each
user on the listings was appropriate
to have this access based on job
function. Further, inquired of the
Director of Operations to determine
that each user on the listings was
appropriate to have this access.
CC 6.7-05 The backup tool is configured | Observed the backup tool No exceptions noted.
to automatically protect configurations to determine that the
backups of the in-scope backup tool was configured to
application and related automatically protect backups of the
databases utilizing Advanced | in-scope application and related -
Encryption Standards databases with Advanced Encryption
(AESs). (CC 6.1-02) Standards (AESs). Further, inquired
of the Director of Operations to
determine that these configurations
were in place throughout the
specified period.
CC6.7-06 Laptops are configured to Observed the group policy encryption | No exceptions noted.
enforce hard drive configurations to determine that the
encryption. (CC 6.1-03) group policy was configured to
enforce hard drive encryption on all
Company laptops. Further, inquired
of the Director of Operations to
determine that these configurations
were in place throughout the
specified period.
CC6.7-07 Prior to removal from Inspected the data scrubbing No exceptions noted.
Company facilities, all digital | certifications related to a sample of
media is completely physical media devices (e.g., hard
degaussed and sanitized to drives, thumb drives, etc.) which
remove any data and were disposed/destroyed to
software. (CC 6.5-02) determine that each selected
physical media device was scrubbed
prior to disposal to avoid
compromising confidential
information.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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CRITERIA GROUP 6: Common Criteria Related to Logical and Physical Access Controls

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 6.7-08

Administrative access to the
network and in-scope
utilities, including access to
firewalls and intrusion
prevention devices, is
restricted to appropriate
individuals based on job
function. (CC 5.2-06)

Inspected the listings of users with
Administrative access to the network
and in-scope utilities, including
access to firewalls and intrusion
prevention devices, and the
corresponding job titles for all users
on the listings to determine that each
user on the listings was appropriate
to have this access based on job
function. Further, inquired of the
Director of Operations to determine
that each user on the listings was
appropriate to have this access.

No exceptions noted.

CC 6.7-09

Access to the network, to the
in-scope application, and/or
to the related databases is
removed or disabled within
five business days of the
employee's/contractor's
termination date. (CC 6.1-04)

Inspected the termination tickets and
supporting documentation related to
a sample of terminated employees
and contractors to determine that
each selected terminated employee's
or contractor's access to the network,
to the in-scope utilities, to the in-
scope application, and/or to the
related databases was removed or
disabled within five business days of
the employee's/contractor's
termination date.

No exceptions noted.

CC6.7-10

Remote access to the
network and to the
production environment
related to the in-scope
application and related
databases is restricted to
appropriate users vig VPN.
(CC 6.1-07)

Observed the remote access
authentication configurations to
determine that remote access to the
network and to the production
environment related to the in-scope
application and related databases
was restricted via VPN. Further,
inquired of the Director of Operations
to determine that these
configurations were in place
throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 6: Common Criteria Related to Logical and Physical Access Controls

Control Activity Description Zt::lt;;erformed e Results of Testing

Inspected the listing of users with No exceptions noted.
remote access to the network and to
the production environment related to
the in-scope application and related
databases and the corresponding job
tittes for a sample of those users to
determine that each selected user on
the listing was appropriate to have
this access based on job function.
Further, inquired of the Director of
Operations to determine that each
selected user on the listing was
appropriate to have this access.

CC 6.8 - The entity implements controls to prevent or detect and act upon the introduction of
unauthorized or malicious software to meet the entity’s objectives.

CC 6.8-01 Access to the network, to the | Inspected the termination tickets and | No exceptions noted.
in-scope application, and/or supporting documentation related to
to the related databases is a sample of terminated employees
removed or disabled within and contractors to determine that
five business days of the each selected terminated employee's
employee's/contractor's or contractor's access to the network,

termination date. (CC 6.1-04) | to the in-scope utilities, to the in-
scope application, and/or to the
related databases was removed or
disabled within five business days of
the employee's/contractor’s
termination date.

CC 6.8-02 Antivirus software is in place | Observed the antivirus software No exceptions noted.
on all workstations, laptops, global configurations to determine
and Company-hosted that antivirus software was in place
servers related to the in- on all workstations, laptops, and
scope application, and is Company-hosted servers related to
updated with current virus the in-scope application, and that
definitions to protect data antivirus software was updated with
from infection by malicious current virus definitions automatically
code or virus. to protect data from infection by

malicious code or virus. Further,
inquired of Director of Operations to
determine that these configurations
were in place throughout the
specified period.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category
CRITERIA GROUP 6: Common Criteria Related to Logical and Physical Access Controls
Control Activity Description Zest_s aeriommedibyiSenvice Results of Testing
uditor
CC 6.8-03 On an annual basis, all Inspected the change management No exceptions noted.
changes to the production review documentation to determine
environment related to the in- | that all changes to the production
scope applications and environment related to the in-scope
related databases are applications and related databases
reviewed to verify that each were reviewed during the specified
change was authorized. period to verify that each change was
authorized. Further, inspected
supporting documentation and
inquired of the Director, Unclaimed
Property Solutions to determine that
no issues were identified as a result
of the selected monthly reviews;
however, that if any issues had been
identified, each issue would have
been researched and resolved and
that this process was in place
throughout the specified period.
CC6.8-04 Access to promote changes Inspected the listing of users with No exceptions noted.
into the production access to promote changes into the
environment related to the in- | production environment related to the
scope applications and in-scope applications and related
related databases is databases and the corresponding job
restricted to appropriate titles for alf users on the listing to
individuals based on job determine that each user on the
function. (CC 5.2-02) listing was appropriate to have this
access based on job function.
Further, inquired of the Director of
Operations to determine that each
user on the listing was appropriate to
have this access.
CC 6.8-05 Administrative access to the Inspected the listings of users with No exceptions noted.
in-scope applications and Administrative access to the in-scope
related databases is applications and related databases
restricted to appropriate and the corresponding job titles for all
individuals based on job users on the listings to determine that
function. (CC 5.2-05) each user on the listings was
appropriate to have this access
based on job function. Further,
inquired of the Director of Operations
to determine that each user on the
listings was appropriate to have this
access.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 6: Common Criteria Related to Logical and Physical Access Controls

Tests Performed by Service

Control Activity Description Results of Testing

Auditor
CC 6.8-06 Administrative access to the Inspected the listings of users with No exceptions noted.
hetwork and in-scope Administrative access to the network
utilities, including access to and in-scope utilities, including
firewalls and intrusion access to firewalls and intrusion
prevention devices, is prevention devices, and the
restricted to appropriate - corresponding job titles for all users
individuals based on job on the listings to determine that each
function. (CC 5.2-06) user on the listings was appropriate
to have this access based on job
function. Further, inquired of the
Director of Operations to determine
that each user on the listings was
appropriate to have this access.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 7: Common Criteria Related to Systems Operations

Control Activity Description ;izti:;erformed by Service Results of Testing

CC 7.1 - To meet its objectives, the entity uses detection and monitoring procedures to identify (1)
changes to configurations that result in the introduction of new vuinerabilities, and (2) susceptibilities
to newly discovered vulnerabilities.

CC7.1-01 On an annual basis, security | Inspected the most recent security No exceptions noted.
assessments are performed assessments and supporting
by a third party and results documentation to determine that
and recommendations for security assessments were
improvement are reported to | performed by a third party during the
management for resolution. specified period and results and
(CC 2.1-03) recommendations for improvement
were reported to management for
resolution.

CC 7.2 - The entity monitors system components and the operation of those components for anomalies
that are indicative of malicious acts, natural disasters, and errors affecting the entity's ability to meet
its objectives; anomalies are analyzed to determine whether they represent security events.

CC7.2-01 On an annual basis, security | Inspected the most recent security No exceptions noted.
assessments are performed assessments and supporting
by a third party and results documentation to determine that
and recommendations for security assessments were
improvement are reported to | performed by a third party during the
management for resolution. specified period and results and
(CC 2.1-03) recommendations for improvement
were reported to management for
resolution.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 7: Common Criteria Related to Systems Operations

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 7.3 - The entity evaluates security events to determine whether they could or have resulted in a
failure of the entity to meet its objectives (security incidents) and, if so, takes actions to prevent or
address such failures.

been implemented to detect
potential security threats and
vulnerabilities, including
unauthorized access to the
network. Alerts are
automatically sent to
members of the Security
Team based upon predefined
events, and any identified
risks are logged within a
ticketing system and are
investigated and resolved.
(CC 2.1-02)

configurations to determine that a
monitoring solution had been
implemented to detect potential
security threats and vulnerabilities,
including unauthorized access to the
network, and that alerts were
automatically sent to members of the
Security Team based upon
predefined events. Further, inquired
of the Director of Operations to
determine that these configurations
were in place throughout the
specified period.

CC7.3-01 Intrusion Prevention Systems | Observed the IPS configurations to No exceptions noted.
(IPSs) are configured to determine that the IPS was
provide continuous configured to provide continuous
monitoring of the Company's | monitoring of the Company's network
network and early to identify potential security
identification of potential breaches, security threats, trends,
security breaches, security and unusual system activities and to
threats, and unusual system | send alert notifications to the IT
activities. Alert notifications Security Team when specific
are generated, logged, predefined conditions were met.
tracked, reported, and Further, inquired of the Director of
resolved when specific Operations to determine that these
predefined conditions are configurations were in place
met. (CC 2.1-01) throughout the specified period.
Inspected the escalation procedures No exceptions noted.
and the support tickets related to a
sample of alert notifications to
determine that each selected alert
notification was generated, logged,
tracked, reported, and resolved.
CC 7.3-02 A monitoring solution has Observed the monitoring system No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 7. Common Criteria Related to Systems Operations

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the incident tickets and
supporting documentation related to
a sample of risks identified by the
monitoring solution to determine that
each selected risk was logged within
a ticketing system and was
investigated and resolved.

No exceptions noted.

CC 7.3-03

On an annual basis, security
assessments are performed
by a third party and results
and recommendations for
improvement are reported to
management for resolution.
(CC 2.1-03)

Inspected the most recent security
assessments and supporting
documentation to determine that
security assessments were
performed by a third party during the
specified period and results and
recommendations for improvement
were reported to management for
resolution.

No exceptions noted.

CC7.3-04

When an incident related to
system security is detected
or reported, a defined
incident management
process is initiated by
appropriate personnel and
includes a root cause
analysis and the corrective
actions implemented. (CC
4.2-01)

Inspected the Incident Response
Plan to determine that when an
incident related to system security
was detected or reported, a defined
incident management process was
required to be initiated by appropriate
personnel and included a root cause
analysis and implemented corrective
actions. Further, inquired of the
Director of Operations to determine
that the Incident Response Plan
which was inspected was in place
throughout the specified period.

No exceptions noted.

Inspected the incident tickets, root
cause analyses, and supporting
documentation related to a sample of
security incidents to determine that a
defined incident management
process was initiated by appropriate
personnel and included a root cause
analysis and corrective actions
implemented for each selected
incident.

No exceptions noted.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 7: Common Criteria Related to Systems Operations

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC7.3-05

The Company has
implemented a formal written
Information Security Policy,
Change Management Policy,
Incident Response Policy,
and Code of Conduct which
collectively address the
security of the system and
cover the escalation process
for security breaches and
other incidents. These
policies are reviewed and
approved by management on
an annual basis and are
posted on the Company's
intranet. (CC 1.1-03)

Observed the Company's intranet to
determine that the Information
Security Policy, Change
Management Policy, Incident
Response Policy, and Code of
Conduct were posted on the
Company's intranet. Further, inquired
of the Director of Operations to
determine that these policies were in
place and were available on the
intranet throughout the specified
period.

No exceptions noted.

Inspected the Information Security
Policy, Change Management Policy,
Incident Response Policy, and Code
of Conduct to determine that these
policies collectively addressed the
security of the system; covered the
escalation process for security
breaches and other incidents; and
were reviewed and approved by
management during the specified

period. Further, inquired of the

Director of Operations to determine
that the policies which were
inspected were in place throughout
the specified period.

No exceptions noted.

CC 7.3-06

The Company has reporting
mechanisms in place for
reporting security incidents
and compliance concerns.
These mechanisms are
communicated to all
stakeholders via the
Company's external website.
Each report is reviewed by
appropriate management
personnel, based on the
nature of the suspected
ethics/policy violation claim
or suspected security
incident. (CC 2.2-02)

Observed the Company's website to
determine that the Company has
reporting mechanisms in place for
reporting security incidents and
compliance concerns, and that these
mechanisms were communicated to
all stakeholders via the Company's
external website. Further, inquired of
the Director of Operations to
determine that this process was in
place throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 7: Common Criteria Related to Systems Operations

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the incident reports and
corresponding job titles related to a
sample of security incidents and
compliance concerns to determine
that each selected incident was
reviewed by appropriate
management personnel, based on
the nature of the suspected
ethics/policy violation claim or
suspected security incident and each

management individual's job function.

No exceptions noted.

CC7.3-07

The Company performs an
annual risk assessment
which includes the
identification and
assessment of applicable
laws and regulations
(including environmental,
regulatory, and technological
changes and threats related
to fraud), defined
commitments, service-level
agreements, other
contractual requirements,
and potential threats to the
security (including threats
related to the use of vendors
and other third parties
providing goods and
services) of the system. As
part of the annual risk
assessment process, these
threats are formally
assessed, and mitigation
strategies are documented
and revised as needed. (CC
2.1-04)

Inspected the Annual Risk
Assessment to determine that the
Company performed a risk
assessment during the specified
period which included the
identification and assessment of
applicable laws and regulations
(including environmental, regulatory,
and technological changes, and
threats related to fraud), defined
commitments, service-level
agreements, other contractual
requirements, and potential threats to
security (including threats related to
the use of vendors and other third
parties providing goods and services)
of the system and that as part of the
risk assessment process, these
threats were formally assessed and
mitigation strategies were
documented and revised as needed.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 7: Common Criteria Related to Systems Operations

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 7.4 - The entity responds to identified security incidents by executing a defined incident response
program to understand, contain, remediate, and communicate security incidents, as appropriate.

CC 7.4-01
provide continuous

hetwork and early

met. (CC 2.1-01)

intrusion Prevention Systems
(IPSs) are configured to

monitoring of the Company's

identification of potential
security breaches, security
threats, and unusual system
activities. Alert notifications
are generated, logged,
tracked, reported, and
resolved when specific
predefined conditions are

Observed the IPS configurations to
determine that the IPS was
configured to provide continuous
monitoring of the Company's network
to identify potential security
breaches, security threats, trends,
and unusual system activities and to
send alert notifications to the IT
Security Team when specific
predefined conditions were met.
Further, inquired of the Director of
Operations to determine that these
configurations were in place
throughout the specified period.

No exceptions noted.

Inspected the escalation procedures
and the support tickets related to a
sample of alert notifications to
determine that each selected alert
notification was generated, logged,
tracked, reported, and resolved.

No exceptions noted.

CC 7.4-02

network. Alerts are

(CC 2.1-02)

A monitoring solution has
been implemented to detect
potential security threats and
vulnerabilities, including
unauthorized access to the

automatically sent to
members of the Security
Team based upon predefined
events, and any identified
risks are logged within a
ticketing system and are
investigated and resolved.

Observed the monitoring system
configurations to determine that a
monitoring solution had been
implemented to detect potential
security threats and vulnerabilities,
including unauthorized access to the
network, and that alerts were
automatically sent to members of the
Security Team based upon
predefined events. Further, inquired
of the Director of Operations to
determine that these configurations
were in place throughout the
specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 7. Common Criteria Related to Systems Operations

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the incident tickets and
supporting documentation related to
a sample of risks identified by the
monitoring solution to determine that
each selected risk was logged within
a ticketing system and was
investigated and resolved.

No exceptions noted.

CC 7.4-03

On an annual basis, security
assessments are performed
by a third party and results
and recommendations for
improvement are reported to
management for resolution.
(CC 2.1-03)

Inspected the most recent security
assessments and supporting
documentation to determine that
security assessments were
performed by a third party during the
specified period and results and
recommendations for improvement
were reported to management for
resolution.

No exceptions noted.

CC7.4-04

When an incident related to
system security is detected
or reported, a defined
incident management
process is initiated by
appropriate personnel and
includes a root cause
analysis and the corrective
actions implemented. (CC
4.2-01)

Inspected the Incident Response
Plan to determine that when an
incident related to system security
was detected or reported, a defined
incident management process was
required to be initiated by appropriate
personnel and included a root cause
analysis and implemented corrective
actions. Further, inquired of the
Director of Operations to determine
that the Incident Response Plan
which was inspected was in place
throughout the specified period.

No exceptions noted.

Inspected the incident tickets, root
cause analyses, and supporting
documentation related to a sample of
security incidents to determine that a
defined incident management
process was initiated by appropriate
personnel and included a root cause
analysis and corrective actions
implemented for each selected
incident.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 7: Common Criteria Related to Systems Operations

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 7.4-05

The Company has
implemented a formal written
Information Security Policy,
Change Management Policy,
Incident Response Policy,
and Code of Conduct which
collectively address the
security of the system and
cover the escalation process
for security breaches and
other incidents. These
policies are reviewed and
approved by management on
an annual basis and are
posted on the Company's
intranet. (CC 1.1-03)

Observed the Company's intranet to
determine that the Information
Security Policy, Change
Management Policy, Incident
Response Policy, and Code of
Conduct were posted on the
Company's intranet. Further, inquired
of the Director of Operations to
determine that these policies were in
place and were available on the
intranet throughout the specified
period.

No exceptions noted.

Inspected the Information Security
Policy, Change Management Policy,
Incident Response Policy, and Code
of Conduct to determine that these
policies collectively addressed the
security of the system; covered the
escalation process for security
breaches and other incidents; and
were reviewed and approved by
management during the specified
period. Further, inquired of the
Director of Operations to determine
that the policies which were
inspected were in place throughout
the specified period.

No exceptions noted.

CC 7.4-06

The Company has reporting
mechanisms in place for
reporting security incidents
and compliance concerns.
These mechanisms are
communicated to all
stakeholders via the
Company's external website.
Each report is reviewed by
appropriate management
personnel, based on the
nature of the suspected
ethics/policy violation claim
or suspected security
incident. (CC 2.2-02)

Observed the Company's website to
determine that the Company has
reporting mechanisms in place for
reporting security incidents and
compliance concerns, and that these
mechanisms were communicated to
all stakeholders via the Company’s
external website. Further, inquired of
the Director of Operations to
determine that this process was in

place throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 7: Common Criteria Related to Systems Operations

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

Inspected the incident reports and
corresponding job titles related to a
sample of security incidents and
compliance concerns to determine
that each selected incident was
reviewed by appropriate
management personnel, based on
the nature of the suspected
ethics/policy violation claim or
suspected security incident and each
management individual's job function.

No exceptions noted.

CC 7.4-07

The Company performs an
annual risk assessment
which includes the
identification and
assessment of applicable
laws and regulations
(including environmental,
regulatory, and technological
changes and threats related
to fraud), defined
commitments, service-level
agreements, other
contractual requirements,
and potential threats to the
security (including threats
related to the use of vendors
and other third parties
providing goods and
services) of the system. As
part of the annual risk
assessment process, these
threats are formally
assessed, and mitigation
strategies are documented
and revised as needed. (CC
2.1-04)

Inspected the Annual Risk
Assessment to determine that the
Company performed a risk
assessment during the specified
period which included the
identification and assessment of
applicable laws and regulations
(including environmental, regulatory,
and technological changes, and
threats related to fraud), defined
commitments, service-level
agreements, other contractual
requirements, and potential threats to
security (including threats related to
the use of vendors and other third
parties providing goods and services)
of the system and that as part of the
risk assessment process, these
threats were formally assessed and
mitigation strategies were
documented and revised as needed.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 7: Common Criteria Related to Systems Operations

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

incidents.

CC 7.5 - The entity identifies, develops, and implements activities to recover from identified security

CC7.5-01

A Disaster Recovery Plan is
documented and is tested on
an annual basis, and any
issues are documented and
resolved.

Inspected the Disaster Recovery
Plan and related testing results to
determine that a Disaster Recovery
Plan was documented and was
tested during the specified period.
Further, inspected the test resuits
and inquired of the Director of
Operations to determine that no
issues were identified during the
testing of the Plan; however, that if
any issues had been identified, each
issue would have been researched
and resolved and that this process
was in place throughout the specified
period.

No exceptions noted.

CC7.5-02

Incremental and full backups
of the in-scope applications
and related databases are
configured to be performed
daily. The backup system is
configured to alert IT
personnel of any backup
failures, and any repeated
backup failures are
investigated and resolved.

Observed the backup configurations
for the in-scope applications and
related databases to determine that
incremental and full backups of the
in-scope applications and related
databases were configured to be
performed daily, and that the backup
system was configured to alert IT
personnel of any backup failures.
Further, inquired of the Director of
Operations to determine that these
configurations were in place
throughout the specified period.

No exceptions noted.

Inspected the backups related to a
sample of days to determine that
incremental and full backups of the
in-scope applications and related
databases were compieted for each
selected day, or if the backups failed
repeatedly on the selected day, an
alert was sent to IT personnel and
the backup failure was investigated
and resolved.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 7: Common Criteria Related to Systems Operations

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

mechanisms in place for
reporting security incidents
and compliance concerns.
These mechanisms are
communicated to all
stakeholders via the

Company's external website.

Each report is reviewed by
appropriate management
personnel, based on the
nature of the suspected
ethics/policy violation claim
or suspected security
incident. (CC 2.2-02)

CC 7.5-03 When an incident related to Inspected the Incident Response No exceptions noted.
system security is detected Plan to determine that when an
or reported, a defined incident related to system security
incident management was detected or reported, a defined
process is initiated by incident management process was
appropriate personnel and required to be initiated by appropriate
includes a root cause personnel and included a root cause
analysis and the corrective analysis and implemented corrective
actions implemented. (CC actions. Further, inquired of the
4.2-01) Director of Operations to determine
that the Incident Response Plan
which was inspected was in place
throughout the specified period.
Inspected the incident tickets, root No exceptions noted.
cause analyses, and supporting
documentation related to a sample of
security incidents to determine that a
defined incident management
process was initiated by appropriate
personnel and included a root cause
analysis and corrective actions
implemented for each selected
incident.
CC 7.5-04 The Company has reporting Observed the Company's website to No exceptions noted.

determine that the Company has
reporting mechanisms in place for
reporting security incidents and
compliance concerns, and that these
mechanisms were communicated to
all stakeholders via the Company's
external website. Further, inquired of
the Director of Operations to
determine that this process was in
place throughout the specified period.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.



Avenu Insights & Analytics

SOC 2® Type 2 Report - SOC for Service Organizations: Trust Services Criteria

General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com

COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 7: Common Criteria Related to Systems Operations

Tests Performed by Service

Auditor Results of Testing

Control Activity Description

Inspected the incident reports and No exceptions noted.
corresponding job titles related to a
sample of security incidents and
compliance concerns to determine
that each selected incident was
reviewed by appropriate
management personnel, based on
the nature of the suspected
ethics/policy violation claim or
suspected security incident and each
management individual's job function.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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Avenu Insights & Analytics
SOC 2® Type 2 Report — SOC for Service Organizations: Trust Services Criteria
General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS$2000, Holder Reporting Website, and MissingMoney.com

COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 8: Common Criteria Related to Change Management

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 8.1 - The entity authorizes, designs, develops or acquires, configures, documents, tests, approves,
and implements changes to infrastructure, data, software, and procedures to meet its objectives.

applications and related
databases is applied and
tested within development
and/or testing environments
which are separaté from the
production environment prior
to migration into the
production environment. (CC
5.2-01)

development, and testing
environments to determine that each
change to the in-scope applications
and related databases was applied
and tested within a development
and/or testing environment separate
from the production environment.
Further, inquired of the Senior
Engineer of Servers, Storage, and
Virtualization to determine that these
environments were separate
throughout the specified period.

CC8.1-01 Version control software is in | Observed the version control No exceptions noted.
place to manage current software and related code
versions of source code repositories to determine that version
related to the in-scope control software was in place to
applications and related manage the current versions of
databases. source code related to the in-scope
applications and related databases.
Further, inquired of the Director of
Operations to determine that the
version control software was in place
throughout the specified period.
CC 8.1-02 Each change to the in-scope | Observed the production, No exceptions noted.

Inspected the change requests and
supporting documentation related to
a sample of changes to the in-scope
applications and related databases to
determine that each selected change
was applied and tested within a
development and/or testing
environment separate from the
production environment prior to
migration into the production
environment.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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Avenu Insights & Analytics
SOC 2® Type 2 Report — SOC for Service Organizations: Trust Services Criteria
General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS$2000, Holder Reporting Website, and MissingMoney.com

COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 8: Common Criteria Related to Change Management

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

documented a formal
Change Management Policy
which governs the design,
implementation, modification,
and management of the in-
scope applications and
related databases. (CC 5.2-
04)

Policy to determine that the Company
had documented a formal Change
Management Policy which governed
the design, implementation,
modification, and management of the
in-scope applications and the related
databases. Further, inquired of the
Director of Operations to determine
that the Change Management Policy
which was inspected was in place
throughout the specified period.

CC 8.1-03 Access to promote changes Inspected the listing of users with No exceptions noted.
into the production access to promote changes into the
environment related to the in- | production environment related to the
scope applications and in-scope applications and related
related databases is databases and the corresponding job
restricted to appropriate titles for all users on the listing to
individuals based on job determine that each user on the
function. (CC 5.2-02) listing was appropriate to have this
access based on job function.
Further, inquired of the Director of
Operations to determine that each
user on the listing was appropriate to
have this access.
CC 8.1-04 Each change to the in-scope | Inspected the change tickets and No exceptions noted.
applications and related supporting documentation related to
databases must be approved | a sample of changes to the in-scope
by a member of management | applications and related databases to
prior to promotion into the determine that each selected change
production environment. (CC | was approved by a member of
5.2-03) management prior to promotion into
the production environment.
CC 8.1-05 The Company has Inspected the Change Management No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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SOC 2® Type 2 Report — SOC for Service Organizations: Trust Services Criteria
General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com

COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 9: Common Criteria Related to Risk Management

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 9.1 - The entity identifies, selects, and develops risk mitigation activities for risks arising from
potential business disruptions.

CC 9.1-01

A Disaster Recovery Plan is
documented and is tested on
an annual basis, and any
issues are documented and
resolved. (CC 7.5-01)

Inspected the Disaster Recovery
Plan and related testing results to
determine that a Disaster Recovery
Plan was documented and was
tested during the specified period.
Further, inspected the test results
and inquired of the Director of
Operations to determine that no
issues were identified during the
testing of the Plan; however, that if
any issues had been identified, each
issue would have been researched
and resolved and that this process
was in place throughout the specified
period.

No exceptions noted.

CC 9.1-02

Incremental and full backups
of the in-scope applications
and related databases are
configured to be performed
daily. The backup system is
configured to alert IT
personnel of any backup
failures, and any repeated
backup failures are
investigated and resolved.
(CC 7.5-02)

Observed the backup configurations
for the in-scope applications and
related databases to determine that
incremental and full backups of the
in-scope applications and related
databases were configured to be
performed daily, and that the backup
system was configured to alert IT
personnel of any backup failures.
Further, inquired of the Director of
Operations to determine that these
configurations were in place
throughout the specified period.

No exceptions noted.

Inspected the backups related to a
sample of days to determine that
incremental and full backups of the
in-scope applications and related
databases were completed for each
selected day, or if the backups failed
repeatedly on the selected day, an
alert was sent to IT personnel and
the backup failure was investigated
and resolved.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.

102



Avenu Insights & Analytics
SOC 2® Type 2 Report — SOC for Service Organizations: Trust Services Criteria
General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com

COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 9: Common Criteria Related to Risk Management

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 9.1-03

The Company performs an
annual risk assessment
which includes the
identification and
assessment of applicable
laws and regulations
(including environmental,
regulatory, and technological
changes and threats related
to fraud), defined
commitments, service-level
agreements, other
contractual requirements,
and potential threats to the
security (including threats
related to the use of vendors
and other third parties
providing goods and
services) of the system. As
part of the annual risk
assessment process, these
threats are formally
assessed, and mitigation
strategies are documented
and revised as needed. (CC
2.1-04)

Inspected the Annual Risk
Assessment to determine that the
Company performed a risk
assessment during the specified
period which included the
identification and assessment of
applicable laws and regulations
(including environmental, regulatory,
and technological changes, and
threats related to fraud), defined
commitments, service-level
agreements, other contractual
requirements, and potential threats to
security (including threats related to
the use of vendors and other third
parties providing goods and services)
of the system and that as part of the
risk assessment process, these
threats were formally assessed and
mitigation strategies were
documented and revised as needed.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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Avenu Insights & Analytics
SOC 2® Type 2 Report — SOC for Service Organizations: Trust Services Criteria
General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com

COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 9: Common Criteria Related to Risk Management

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 9.2 - The entity assesses and manages risks associated with vendors and business partners.

CC 9.2-01

The Company performs an
annual risk assessment
which includes the
identification and
assessment of applicable
laws and regulations
(including environmental,
regulatory, and technological
changes and threats related
to fraud), defined
commitments, service-level
agreements, other
contractual requirements,
and potential threats to the
security (including threats
related to the use of vendors
and other third parties
providing goods and
services) of the system. As
part of the annual risk
assessment process, these
threats are formally
assessed, and mitigation
strategies are documented

‘and revised as needed. (CC

2.1-04)

Inspected the Annual Risk
Assessment to determine that the
Company performed a risk
assessment during the specified
period which included the
identification and assessment of
applicable laws and regulations
(including environmental, regulatory,
and technological changes, and
threats related to fraud), defined
commitments, service-level
agreements, other contractual
requirements, and potential threats to
security (including threats related to
the use of vendors and other third
parties providing goods and services)
of the system and that as part of the
risk assessment process, these
threats were formally assessed and
mitigation strategies were
documented and revised as needed.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of independent Service Auditors.

104



Avenu Insights & Analytics
SOC 2® Type 2 Report — SOC for Service Organizations: Trust Services Criteria
General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
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COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 9: Common Criteria Related to Risk Management

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC8.2-02

On an annual basis,
management evaluates the
third parties that have access
to confidential data and/or
that perform a managed
service related to the
operation of the System and
determines their risk-rating
based on their level of
access, the sensitivity of the
related data, and the impact
to operations. Based on this
risk rating, management
either performs a vendor
security assessment of the
third party, reviews the third
party's System and
Organization Control reports
such as SOC 2 reports, or
the third party is subjected to
continuous monitoring
controls. (CC 1.3-02)

Inspected the most recent vendor risk
assessment documentation to
determine that management
evaluated the third parties that had
access to confidential data and/or
that performed a managed service
related to the operation of the System
and determined their risk rating
based on their level of access, the
sensitivity of the data, and the impact
to operations during the specified
period. Further, inspected the third
party assessment documentation
related to a sample of third-parties
that had access to confidential data
and/or that performed a managed
service related to the operation of the
System to determine that, based on
the risk rating of each selected third
party, the Company performed either
a vendor security assessment of the
third party, reviewed the third party's
SOC reports, or the third party was
subjected to continuous monitoring.
In addition, inspected supporting
documentation and inquired of the
Director of Operations to determine
that there were no issues identified
during the selected third-party
reviews; however, that if any issues
had been identified, each issue would
have been researched and corrective
actions would have been taken and
that this process was in place
throughout the specified period.

No exceptions noted.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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Avenu Insights & Analytics

SOC 2® Type 2 Report — SOC for Service Organizations: Trust Services Criteria
General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com

COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 9: Common Criteria Related to Risk Management

Control Activity Description

Tests Performed by Service
Auditor

Results of Testing

CC 9.2-03 The Company has defined a
standard agreement with key
vendors and third parties
which includes the required
security commitments in
accordance with the
Company's security policies.
These commitments contain
performance guarantees and
address liability for failure to
perform, including potential
termination of the contract for
failure to remediate. A
member of the Legal
Department is responsible for
reviewing and approving of
all new third-party contracts
to help ensure that they
include the applicable
security practices and
commitments. (CC 1.3-03)

Inspected the standard agreement
with key vendors and third parties to
determine that the Company had
defined a standard agreement which
included the required security
commitments in accordance with the
Company's security policies and that
these commitments contained
performance guarantees and
addressed liability for failure to
perform, including potential
termination of the contract for failure
to remediate. Further, inquired of the
Director of Operations to determine
that the standard agreement which
was inspected was in place
throughout the specified period.

"No exceptions noted.

Inspected the third-party contracts
related to a sample of new third
parties to determine that a member of
the Legal Department reviewed and
approved each selected new third-
party contract to help ensure that
each agreement included the
applicable security practices and
commitments.

The Service Auditor
noted that this
portion of the Control
Activity did not
operate during the
specified period, as
there were no new
third-party vendors
during the specified
period. Therefore,
the Service Auditor
could not test the
operating
effectiveness of this
portion of the Control
Activity.

This report is intended solely for the specified parties identified in the "Restricted Use” section of the accompanying Report of Independent Service Auditors.
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Avenu Insights & Analytics

SOC 2® Type 2 Report - SOC for Service Organizations: Trust Services Criteria

General Computer Control Environment that Supports its Unclaimed Property Claims Website with eClaim
Web Service, UPS2000, Holder Reporting Website, and MissingMoney.com

COMMON CRITERIA CATEGORY: Criteria Common to the Security Trust Services Category

CRITERIA GROUP 9: Common Criteria Related to Risk Management

Tests Performed by Service

Auditor Results of Testing

Control Activity Description

Inspected the query used to pull the No exceptions noted.
system-generated listing of new third-
party vendors during the specified
period to determine that the query
was accurate to result in a complete
population. Inspected the resulting
system-generated listing to determine
that there were no new third-party
vendors during the specified period.
Further, inquired of the Director of
Operations to determine that there
were no new third-party vendors
during the specified period.

This report is intended solely for the specified parties identified in the “Restricted Use” section of the accompanying Report of Independent Service Auditors.
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1.[! Overview

TCis [lan Uas deleloled to address t[ e Business Continuity strately sCelilillto tLe ACenu Insi[1ts [] Analyti(s[]
LLC Un(lailled Prolerty Solutions [(WPS[Ibusiness unit [Jit[] [lersonnel and ey resourles lolated at (11
DanCol1]Street (1t Cloor CuinCyOMACIt is intended to deline tfe sColellalon] OitC) desCribinCJte [olifies]
reColery reluire[]ents and tCe re[olery stratelies nelessary to ensure tCe UPS [@lility and stalllan Continue
to [willl its resConsibilities to ACenu UPS [lients[]

TCe 0 DanCol1] Street DuinlyIMA site is tfe [olJe olile oJAlenu UPSone oltle larCest [roliders
unClailJed [rolerty serliCes in tCe CountryT e UnCaiCled ProCerty Solutions Business unit Consists oCabout
[IJ e Coyees Litl] tCe Calority lofated in tCe Cuinly ollile and otlCers in re[JotelolJe olliles alross t(e
United States(]

UPS is a [rolider olully diCersiliedJendfolendJbusiness [roless outsourlin] (BPOand inor(lation
te[Thololy (T solutions to oI Herlial and ColCernCent [ients in tCe United States and Canadall ACenu Cas
[rolen sulless delilerin(] strate[i0J [alueJbusiness resultsJand olerational [ains to its clients. Avenu’s
Ceolle and [ulture [CJale tle dillerenlel]

Alenu UPS as [rolided unfaiCled [rolerty rel[ortin]serliles [or oler [ 1years] Te Alenu UPS Senior
ManaeJent teal] is [ol][rised o[l e[TerienCed unllailled [rolerty [Tolessionals and te[Thniral stallto
sulTort its olerations 0it(] sithiliCant tenure and (o [ale releiled traininl] in teir res(eltile areas o[
elTertise[JAlenu UPS [rodults and serliles are based on [rolriety [Tolesses and systelIs[]

Alenu UPS (erior(]s [ore un(lailled [rolerty ad[linistration serliles t[at [onsist o[t e [ollo[lin(1]

Un(lailled Prolerty Manalel]ent Systells
Clails Prolessin[]

CJolder Relorts Prolessin(]

Sel urities Custody

Database Manale[lent

Annual ColJ [lianCe Serliles

Trlis Plan Colers t[e olerations [or tre AlCenu UPS business unit[]
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1.17] Definitions

OO0
D OImmmood

O M CrOIOCC 0 1 O
0 0

BCP Business Continuity Plan
0 0

UPS Un(laiCJed Prolerty Solutions
0 0

DRP Disaster Relolery Plan
U 0

ICRC InCident and Crisis Resonse Center
0 0

IMT InCident ManaleJent Teal
0 0

Pl Personal [Jealt(1Infor(]ation
| 0

Pl Personally Identifiable Infor(ation
| |

RPO Relolery Point Oberti'e
| |

RTO ReloleryTille Obleltile
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2[Scope of Plan

Tlis [lan is intended to(]

Prolide an elle(tiLe [1etlod o[ Lol JuniLation durinJa Lrisis situation’]

Ensure t e salety and [ellare ol e[| [loyees[ I ontraltors and [artners ol ALenu UPS in t[e elent ol
an elerenlLyl]

Elillinatellor at least [JinilJiLe tle ris(] ollserlile disrultions to [ritiCal business [unltions
faused by naturalteTnoloCiral or CuJan error [roble]s

Maintain tl e ability to [uilTly resulle [ritital ol erations in t'e elent ol an ellerlenly tlroullItle
use o[l redeterlined [roCedures and [Te[Tlists tCat assure ralid and alTurate re[olery[]

Prolide t(e trainin(] [ aterials and basis [or ralid re[olery o[ rolesses in t(e e[ent o[ serli’e
disrultions [1etler [aused by naturelintentional altsCor unintentional [ullan error(]

Identily [ital inforCJation and edulate t(e stalllin tCe refolery o[l rolesses needed [or lonIterl
Business Continuity[

TCe basillassull[tions [or t[is [lan are[]

Trat sullilient nul] ber ol stallJill be alailable to [arry out tle reluired refolery stel s

Trat slort terllllillited outales (il be addressed and resolled usin] dolullented lo[al
oleratin[] [roledures!(]

Trat a “worst case” elent or [irfullstanle tlat renders tle (alility totally unusable [or an
undeterllined alJount o[ tiC e [ill be addressed and resolCed usinIt(ese dolullented [roledures(]

For incidents less than the “worst case” scenario, Avenu UPS [ill altirate only tCose Carts ol'tle [lan
allliCable to tle [urrent situation(]

In tfe elent olJan inlident tat infalalitates Alenu UPS personnel’s ability to maintain critical business
[rolessesl(tlis [lan [learly identilies t(e nelessary stel’s to restore [Ull [rodultion [or tle UPS [alility as
[uilTly as Cossible[1TCroulT] [roller trainin(] and testin[1]Site Manalellent and Alenu UPS stalm il
understand [I[at needs to be done to restore Il [rodultion Calabilities CitCin tTe “ontraltual serlile lelel
alreellentsl]
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2.1 Business Continuity Flow

TlCe [roless ol Business Continuity is to [redeline a set o[l roledures tCat [1ay be ©llolCed durinCa Cillly
disrultiCe elentl]1 TCe obleltice is to [rolide tle inorCJation needed to [ale tle derlisionlalinl]
[rolesses as ellilient as [ossible durinlan inlident and to [ile [uidanle to tle inlident teal] leads in
elelutinl] Lol [relensileldolulented [roledures so tlat re[olery o[ t[e [rodultion enlironlent is Lit[in
tle [redelined relolery tille obleltilel]

2.2 |Emergency Incident Procedures

ElJerlenlyinlident [roledures relerto tle [redeter(lined altions[ I il ]are [eriorlledil][lediately (ollollin[]

an eJerenly inCidentO T ese [roledures in[dude [oordination o[t s[elilillres[onse and re[olery altions[]
ECerCenlyinCidents in(udelbut notliCited to[TireJ ediCal e(JerCenly andor illnessCbollb tCreat tornadol]
[oller outalelsuslilious [Jail Tiolen'eintle [or[Ilaleland [yberlatta Is[ /Tl e [oals olellerllenly inlident

[roledures are to redule inluries /[ relent loss olllile[Jand aloid or [linilJiCe dallale to tle orLanilationis

relutation or tCe ability to oleratel]

Tre ECerCenly Altion Plan [EAPIContains [uilT]relerenle inior(]ation and [TelTlist [roledures on(]

e [Jolltorelortanellerlenly
e [J[o Oill assist you in an e[JerCenly
e [Jlattodoin Case olanellerCenly

Arlenu InsifTts 0 AnalytitsCLLC [aintains tfese [roledures and [olifies to ensure t[e salety and selurity o[’
its e[ [loyees( I ontraltorsland business [artners(| T('e Employee Handbook outlines [1any ol1t[e [Dolilies

and [roledures tlat alle(t el ][ loyees are lolated on Alenu InsilTts [] Analyti(s LLC intranet site’ CentralAl'e

and others are maintained by Avenue’s Director of Security [
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Tle lollolinCIdialral] sullJariles a tylilal eller(enlyinlident [roledure notilil ation (Ib[] and initial

altions[

Inckdent

« Security nolified « Recovery sirstegies
« Clvil authorities robfed reviewed and approved
« Building evacuated « Recovery preparations
- Inilal darmage assessment performed
inspection conducied « Recovery feams relocated
= Delwriine Rish Level - Swrwr iianage et LERIET R P
- Racovery center updated
established 801 boa
- Critical vendors alerted
(e g recovery locaton)
- Love! of plan activation
datermined
- Notify client of situation
and action fo be taken
OMOrDIIDNDO0MMOMm O Cro0000mOd O00me 000d Or O DOMDOOD OO MO MO0 Omood
0
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[]

2.3[1Site Strategy Summary

Tris Clan Cill Crofide establisCed [roledures [or [Janalellent in tCe elent olJa disasterClellerCenly or
te[Tnilal interrultion to daily [rodultion olerations] In tCe eCent ola disrultion to [rodultion ol erationsilis
[lan Lill assist in reléstablislinl] te[ I nilalltele[Conillland otler [ritiLal olerations [or [ontinued business(]
Ulile Ueetinl Contraltual obliCations(

Tle Relolery TiCle Obleltile [RTOLis delined as t(e Jalillull nullber olCours tCat it Till tale to restore
use oLIritiCal business ntionsJIn tCe Case ol disaster[te disaster re[olery [lan Lill be iC (eI ented to
re[oler tle [rodultion site to alTiele tle sl elilied Relolery Tille Obleltile [RTOland tl’e Relolery Point
Obleltile (RPOLIitlin tCe [ontralted re[olery tillesl]

e |Install Litensed Internal Code [Alenu IT(]

e |nstall OLeratin[1Systells [ALenu ITL

e End Systel s to Restrilted State [Alenu UT(]

e Restore User Proiiles [ACenu ITT]

* Restore Conlil uration Oble(tiles [Alenu IT[

e Restore Libraries INONSYS Alenu ITC

e Restore Dolullents and Colders [ACenu ITC

e Restore Direltories [Alenu IT

e [Jerily All Produltion Data Restored [Alenu UPS[]

* Restore Any Produltion Oblelts not Restored [Alenu T[]
e Restore PriCate Autlorities [ACenu ITC]

e RelConlil'ure Coll[luni‘ations Resourle [Alenu IT and UPST]
e Periorl] an Unattended IPL [ACenu ITC

e [Jlerily Systel] IntelTity [Alenu IT and UPST

e Turnorler to Client [or Al iCation Testin] [Alenu UPST
e Add TelCorary AlTliCation LiCense [Jeys [Alenu IT[]

e Allliration [lerilil ation [Alenu UPS[]

e User AlTlilation Testin[J[I[luin[y [Alenu UPST]

e User AlliCation Testin[I— Client [ACenu UPS[

Tentatile Testin[1Col ] [letion [1rallull [Alenu UPS[]
Systel] Turnoler [Alenu ITO

S(ould tLe stalllbe unable to Lerlorl] t_eir norlJal daily ol erational duties be ause olan eller_enly situation
or disaster[Site ManalelJent Lill CJale tle deterlJination to Cire CleriCal and [rolrallJinl] Cersonnel [foll a
tell [orary stallin[] and(or te[Thilal serliles allenly or s[i (lor(1to otler Alenu Insillts [J Analytits[ILLC
lolations[
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In tCe elent tCat [rodultion o erations reloates to anotler [@lility[e] [loyees andor te[] Corary [ersonnel
Uill be resConsible [or transCortin[ tCel]selles to tl e alternate site or JorlinlJrelotelyl[]

3UPS Incident Management Team

[l Cen norl]al business olkerations are disrulted by any elentlitlere are tlree tlin(s tlat [ale to
be alTolllisCed il [Jediately[]

e Ensure tle salety and Cellare ollel] [loyees[ontraltors and Cartners oAlCenu Insi(Tts [J AnalytiCs[]
LLC UPSintle elentolan elJerlenlyl]

e Elelute tle notililation [roless to alert Site Manalellent and to notily Alenu [1analellentl]

e MalinOuse o[t e resoures at tCe lolal [@lility tTat Cas been alleted[assess t{e dalJale [uilTly and
deterJine iCtCe site (ay be restored to [@ll Crodultion status CitCin tCe establisCed re[olery tile
oblertire

Alenu InsilIts [J Analytirs[LLC UPS [as establisied an Inlident Manalellent Teall [IMTL(I lor tre UPS

loration at (110 Danlo[1] StreetUJuin[yCMALTCs teall is reslonsible [or inCestiCatind and assessin(] tle

infidentTonlerrinJ JitDotCer sulort areas to Cerlor(] an initial eCaluation and dallale assessJent Tlannin]
Loordinatin(1Jand elelutin(] t(e relolery altilitiesl] Based ulon tle Inlident Manalellent Teal]

assessllent[][lan altifation [roledures are eitler initiated or terllinated) [ Cile tfe [bl][bsition olltle

teal] [aries allordin[]to the site’s needs, it [enerally in(ludes Site Manalelent(JSenior TelTnilal and

Orerational Manalers [rol] tle delart[lents t at [ale been direl[tly allelted by t[e in[ident[and [1e[Ibers o[}
tCe Alenu InsifTts [0 Analytits[LLC UPS Serfire Continuity DeliCery Teal [J EarT] Cellber ol tle InCident
ManaeJent Teall is [rolided CitTJa Coly oltle Alenu UPS Business Continuity Clan[

3.1 /UPS Incident Management Team Role and Participants

Tle UPS Inlident Manalellent Teall is reslonsible [or [1analin(]internal and elternal (o[ [Junilations[]
direftin[] resfonse and relolery altilities(1[JonitorinCItCe refolery (rolressiland [rolidin(] or realloratinl]
reColery resourles(1Tre IMT 0ill interfale Uit all rolriate Cilil autlorities as diltated by tle inCident(’

Tle UPS IMT leader’s responsibilities include contacting all members of the UPS IMT alter beinlI notilied o[
the situation, determine with the team’s input if a disaster should be declared, and communicating the situation
[it0) tle Alenu Insillts [ Analytiits[ILLC Serlile Continuity Delilery Teall and Alenu UPS Elelutile
ManalelJentl] Alenu UPS Elelutile Manalers [lust be [onsulted [rior to any delision ol disaster
dellaration) [ OO T C L O O (T e e L N e ] O e L OO L e O )
d T Tl
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Oter UPS IMT [Lellbers are LiLen tLe res[onsibility to Lol [Junilate to t e essential inCident teall leads tLat
a disaster [as been dellared and te direltifes Mol tle IMTCdoulJent tle refolery [rolress[or1 it R
on resollinC] Cersonnel issues andor [onlerns(laddress [inanlial and [ollensation issueslidolullent
reLolery [bsts[[bordinate internal [ollJunilations alJonl] tle inlident relolery tealls[and [oordinate
[ledia and elternal [ol][Junilations [it[] [lients and tCe Alenu InsilIts [1 Analytirs LLC Col] [Junilations [
Publil]Relations Manaler(!

OOOIDII0 D OO0 OO MW O OO MmO O

OOOmmO ‘ 0m O ‘

AlenulCTO Orel] Cralal]
AlenulJiCe PresidentITe[TholoLy Coan MilbrinO
AlenulDireltor Netor[JO[erationsT Mar Terrill
Inlrastrulture

Alenul Direltor o[ Sel urity AllarilT1reer

AlenulJiLe President Soltllare Enlineerin(] Losel [ 1At ell

AlenulSoltl lare Enlineer I Lerel[ly Rosine

OO0 D Mo 000000 (000
EENEEN

U OO0 MOImOm T OO

Manalin[1Direltor Darlid LelJoine
Dire(tor MarCal lrini
Dire[tor DeborallArnold

EalT] (Jellber oftle IMT slfould fale a desilnated balTulTalternate trat fan rarry on in tfe elfent o[l
illness [durinor belore tle elJerCenyCor unalailability(1 TCis [iles [Jellbers ol tle teall a [Tanle to restil]
reLolery altilities are Continuous oler an eltended [eriod ol ti(le[] All all ro[Triate [ontalt nullbers [Just be

dolullented [or ealTlalternatel]
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It sCould be noted trat all Alenu InsitTts [ Analytits[LLC UPS ell[loyees and [ontraltorsCinCludin](J e[l bers
olJt(e InCident Manalellent Teall[JJust be subelted to [relel]loyllent balllround (TeIS[TLs is a
standard [art otCe Alenu InsilTts (1 Analytits(JLLC Cirin[J Croless and sCould not [resent a [roblel] in a
relolery situation(]

In deterJinin[] (o[ to [roleed in a re[olery situationJtCe InCident ManaleJent Teall [Just [Consider t(e
Relolery Tille ObleltiCe [or business [un(tionality ro[] t[e ti(le tCat nor(lal olerations [Jere interrulted Tl e
teall TJust also [Jale elery elort to adlere to Contralted Serlile Lelel Alreellents [(SLAsJand slould
tale OCateler altion is nelessary and [ossible to ensure tCat Cartners and Contraltors do t(e sallel]

TCe IMT Leader [Jill Consult it Alenu ECelutile Manal el ent and t[ e [lient(s[on [J[etler a disaster s ould
be dellared and des(ribe tle re[olery elldrt to resulle [rodultion ol erations(]

e |[tle site [an be restoredelelute tle [redelined stel’s nelessary to resul]e [rodultion ol erations(]

e | tle assessllent deterllines tlat relolation is nelessary(Inotily Alenu Insillts [ AnalytiCs(]
LLC Serlile Continuity Delilery Teal] and Alenu Elelutile ManalelJent t[at [rodu(tion ol erations
Cust relolate to tle relolery @Llility or iCstadiill Jor(1Wlly relote] [J Cile Crodultion olerations are
beinTrestored at tCe refolery @lilityCassess]ent and restoration o[ tCe dallalCed @lility Continues
0 Cen tle [ridary [@Llity is restored I rodultion olerations Till reloCate balT1to tle [rillary @Lility to
Continue ol erations(]

e |tk inCidentis not on tfe [ysilal loration in JuinCy but at one o tle Data Centers or a [yber selurity
infidentt'e Alenu Insill'ts [1 Analytits[LLC Serlile Continuity Delilery Teall and Alenu Elelutile
Manaellent [Jill identily altions itel's and relolery [lan[ITle inlident [Nanalellent teal]l [ill
Collunilation [itt]UPS stalTand [lients(]

ItCe inCident is not deelled a disaster Aenu Till ollol] tCe InCident Res[onse Polily

Tlroul T out tlis [rolesslit is essential tlat internal Alenu Insifl'ts [1 Analytils[ILLC UPS (o[l [lunilations
olTur reely betlleen tle refblerin(dallaled site[t(e re[olery balTullsitetle In[ident Manale1ent Teall[]
and tle Arenu InsilTts 0 Analytits[LLC Serlire Continuity DeliCery Teall [DurinJtCe restoration [rolesslit
is ill CeratiCe tat internal status uldates be rolided at redelined interfals(] See OO OO0
OOOmMID e e CIor ollile [Tone nullbers and el ail addresses(]

4Business Continuity Coordinator Procedures
4.1 Business Continuity Coordinator Role and Responsibilities

Tle roles and res[onsibilities olJtle Business Continuity Coordinator are as

©Ollos]
e Assists in delinin[Jbusiness Continuity reCuirel] ents [or [ritiCal business untions(
e Delelols and [Daintains EfJerCenly Notililation list[]
e Maintains Business Continuity [lans allordin[to [Jaintenanle s edulel]
e Coordinates Business Continuity [1an testin(1]

Coordinates all LI lases o[t e re[olLeryin tLe eLent ola disrul_tion[]
Prolides inCut to Disaster Dellaration delisions [it[] Lofal ManaleJent and Alenu Insi(Its [
Analytifts[LLC Serli’e Continuity DeliCery Teall[]
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Assists in tCe identililation and [rolision o needed resourles durint[e re[olery [To[ess[]
e Serles as tle olal [oint [or (o[l Junilations betlleen te re[olery tealls and tCe InCident
ManalelJent Teall [(IMTLL

e Males relol][Jendations and assists t{e IMT in all as(elts o[ t[e re[olery [To[ess[]

e Contalts all InCident Teall Leads and instrults t(e(] to altilate t[eir team’s re[olery [lan att(e
direltion o[ t[e IMTL

e ULdates Business Continuity Llan(s[to relle[t lessons learned durin_Jt( e re[oLery LroLess[]

Tle Alenu InsiClts [ Analytits[ILLC Serli’e Continuity DeliCery Teall is alailable to assist t(e Business
Continuity Coordinator in any testin(lJreolery or [oordination altility(] [ [ile it is [relerred tliat a
lo_al Loordinator be assi_ned t_ese tas(s[te ALenu Insillts [ AnalytiLs LLC SerLi_e Continuity DeliLery
Teall Lan assulle tLe role o[ Business Continuity Coordinator iLnelessaryl]

00 D0IR OO MM COIM OO D000 OO0 MOdD OO0 DM MOMMOMmO000mo0 00 OMOd MO O
Cddr 1T
|
|
OO0 MmO OOmOOOm OO0m O Ooed OO0
0
0
0
O IOO0IhOmOOOIn M DoMWMD O0 M OOmmmo alnals T T T
[PCUn(lailled Prolerty Solutions Darid Lelloine |Prillary
DireltorClaills[Calls[Jolders Relorts MarJCalIrini |Alternate
[]

5Event Notification Process

One ol tle [Jost (ritical ele[Jents olJany Business Continuity Plan is t[e notililation [roless [or notilyin[] all
infolled [arties o[l any infident[] |0 Clellentation ol [redelined [ontalt lists [ile(] CallidolIn tree or
notifiration soillare [rodult[I[as [rolen to be tle [ost eleltiCe [Jay ol rolidinJinior]ation to all Carties
tCat need to be infolCed in tle refolery [roless[] Tlis [redelined notiliration [roless [ill allol] Manalellent

to deal UJit(JilJ[1ediate issues and to notily ot er allelted Alenu Insi_ I ts (1 Analytits[ILLC UPS orlanilation
and [lients

DelendinJulbn tle nature and tiCle o[day o[t e inCidenthotiliTation olJa [otentially disrultiCe inCident [1ay
[olJe rol] seleral dilerent soureslInitial res[lonse notifiCation is diltated by Co] any e[l erenly res[lonse
[roledures and standard oleratin(]raltifesl]

Tre salety and [elltbeinl olersonnel is tol] [riority[] ITnelessarylle[aluate Cersonnel alTordin[lto lolal
elaluation [roledures and [Jale sure t[at all [(ersonnel are alTounted [0r and saleIlin[Uries (ale ol Lurred(]
call 911 immediately for assistance and follow the facility’s standard procedure for onile(ob inuries(]
Delendin] on tle tyle olldisrultionClolal autCorities [Tay [ale initial resConsibility [or tCe situation]Loral
Cire and Polire Autlorities ill deterline [1en loCal Janalellent [an resulle resConsibility o[t situation
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[J Cen a situation reluires altiCation olJany [art oJtlis [lanJt(e Site Manalellent Teall [see Table [T
Oill i0 D ediately notily tfe Alenu Insitlts [1 Analytits[LLC Serlile Continuity DeliCery Teall [See Table
[JDote CirfulstanCes trat Jay reluire elelution ol tCe Business Continuity ClanCor tle Cirful]stanles
tCat Jay Cause disrultion oliserliles[] ] [en a situation initiates tCis ClanCtCe IMT Leader or IMT Alternate
Leader Lill establis(1te lolation ola Crisis Coll[land Center(] See [T IO I 00 O C0d M DO Tor
infor1ation on deterllinin[Itle lolation ol tle Crisis Coll[Jand Center and [ OO0 O Cod
10 N o O I

Ul on dellaration ol a disaster at any olerational lolationte AlTount Manaler [Jill be deleCated to notily t(e
[lient ol tle disaster dellaration[] The Account Manager will be the client’s primary link with Avenu Insights [J
Analyti's[ILLC tlroullout tle relolery [roless] Durinl] tle ellerlenly or situation tat Uould initiate
tCe eCelution o[a disaster re[olery [lanlitis i(] CeratiCe tCat detailed status udates be [rolided at [redelined
interfals Dit01tle Oient See DO OO0 OCMOMD e Tor oTile [-one nul]bers and e all
addresses!

Alter tle dellaration olla disaster at a [rolel[t olerational lo[ation(t'e AlTount Manallker [or t[eir alternate(]
will delegate notifying Avenu Insights & Analytics, LLC’s business partners about the disaster declaration and

tCe relolery ellorts to resulJe [rodultions olerations to tCe allrolriate Alenu UPS Manalkers or Teall

Leads It is the client's resConsibility to notily its business [artners [{lose otler tfan AlCenu Insi(Its [

Analyti's[LLC business [artners(‘about t[ e disaster dellaration and t[ e re[olery ellorts[]

In tCe elent ola situation [ ere an el [loyee is unable to [ontalt tleir il] [ediate sulerlisor or [1analer
UitOtCeir i0 Jediate status and lorationCtCe el loyee sCould Contalt tfe Alenu Insillts [J Analytirs(
LLC OuJan Resourle Delartllent]

[J Cle tTe ACenu InsitIts [J AnalytiTs[LLC Serlile Continuity DeliCery Teal ill CroCide assistan’e as needed
tCroullout any ellerlenly[ISite Manalellent [Just [lale t(e initial delisions relfardin(] notililation and
dellarations due to tC'e [otential [ees(Tines andior [enalties assoliated [Jit[/tle Contraltual reluire(]ents [or
our [ients[]

In tCe Case olJan elent trat (Jay ColJe to tfe attention olCtCe Ceneral [ublifTisulT] as tCe relolation olstalll
to a balTul site or Cersonnel Casualtiesit is il CeratiCe to fontart tfe Alfenu InsifTts [0 Analytirs[(OLLC
Coll[lunilations and Publi[] Relations Manaler(] Any indilidual relresentin(] a [ress(ledia orlanilation
is to be i1 [Jediately relerred to tle Alenu Insi(Its [1 Analyti's[ILLC Coll[lunilations and Publil/Relations
Manaler’] No otCer e]1loyee o[JAlenu InsilIts [ Analytifts[LLC or its [artners slould TJale any Col] Jent
to te [ edia relardinItCe inCident[All [ress releases or inlorJation [rolided to tCe [Jedia (lust be Cenerated
by tlis orlanilation[]Due to tle interdelendenly ol] olerations at all Alenu Business Serliles[ILLC
lolations(] nells oll a disrultion in olkrations at an Alenu Insi(Its [ Analyti's(JLLC falility [Jill be
(o1 Juni"ated to ot'er lolations by tlis oranilation] T(e Alenu InsilIts [1 Analytir’s LLC Col[Junil ations
and PubliC’Relations [Janalker [ill Coordinate Titlte allro riate [lient PubliC]Relations interfales [rior to
releasin] any [Jedia inior(Jation[1See t[e belol] table [or [ontalt inforJation [or ACenu Insi(Tts [ AnalytiCs[]
LLC PubliCRelations andior Media Manalel[]ent or[anilations[ See [ IO Cr D CCTIN e (00 )
[or tle [roledures or (o1 Junifatinto tle [ress(ediall
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6 Crisis Command Center

In tfe elent olla situation [Cere tle IMT needs to assess and disfuss tle inlfident [Jit(] otler sullort
teal sl tle IMT (Jill establis(a Crisis Coll[1and Center[] T( e Crisis Coll[1and Center [lill [rolide a [alility [or
tCe IMT to Jonitor and [Control all refolery altifitiesreCardless ol [etler tfey olTur at tle [ridary
[@fility or tfe desiCnated balTuJloration

Erallles ol[ICrisis Coll[]and Center lo[ations are alailable onsite [onlérenle rool[s(lolal [btel [onleren’e
roolIs[] anotller Alenu Insillts [J Analytiits(JLLC (alility(] or tfe ballull relolery sitel )OI
Orm 00 O Cod OO O TmoClidentiles te Crisis Coll [and Center lofations [or Alfenu UPST

Delendinl] on tle [alility dallale assessl]entllan additional Crisis Coll[Jand Center [lay need to be
establis(led near tle [riClary @fility as Cell as at tfe balTullrerolery site(] Tris Oill allol] IMT Tellbers
to olersee [rodultion relolery olerations as [ell as [rilJary [@lility restoration(]

Consideration ol t[ e lolation ol a Crisis Col][Jand Center s(ould be [ilen to t[e alailability ol tele[ I 'ones[Ial]
DalTines[TubliCiselurity alTess[TIite boards or liC1[Tarts and durationJIMT [Je[Jbers [itCJ[ol] Cany laltols
slould brin(tel] to tl'e Crisis Coll[1and Center so tlat el ail [ol][Junilations (it ot er sull orttealls and
Alenu Insillts (] Analytits[ILLC E[elutile Manalellent [an be [laintained[] Tl e nelessary ollil e sulllies
[an be [ur(Tased at a lolal ollil'e sullly storel]
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6.1 ICrisis Command Center Locations

Tle UPS Manalellent Teall [see Table [ITIJill be notilied alter t{e disolery olla [Jalor [roble[]1[Te UPS
Manalellent Teall Llill assellble in tle [ollollinl] lo[ations resleltilely one [our alter beinl] notilied[]
DelendinlJon t(e dallale assesslJent oJtre UPS [@filityCitCe UPS ManalelJent Teall [ill desiCnate one
of the following locations as the “Crisis Command Center”.

I(tCere is an inCident at t{e UPS [alility(tlen tle UPS Manalellent teall [lill dire(ttle [Jalilities teal’
to assess tie dallalel! Tle UPS Manalellent teal!] Llill Contalt all IMT [Jellbers to relort to an
alailable Conlérene roo] [Or a dallale assessllent relortl] Based on t(e dallale assessl]ent
relortlinitiation ol te Clan [ill be deterlJined]

I0tCe dallale assessllent indilates tlat tle UPS [alility sl ould be dellared ollilJits(ItCen tle
UPS Manalellent teal! [ill Contalt all IMT Jellbers to relort to Best [1 estern AdalJs Inn(J

TrCe UPS IMT will designate this location as the “Command Center” until the damage assessment [as
been relielled1Based on t[e dallalke assess[lent relortllinitiation olJtCe [lan [ill be deterllined
Reler to CCOMMO IO (UMD OO Dimd O DO e 00 O Ood oo

I0tCe dalJale assessllent indiCates tfe nelessity to relofate all [rodultion olerations to anoter
@llityOten tte UPS Manalelent teall 0ill Contalt tfe Serfile Continuity DeliCery Teall to
infor] tlel] trat [rodultion olerations is relolatin(11Tle UPS Manalellent teal (Jill Contalt all
IMT [lellberstorelortto tlle abole Colll1and Center lolation [or instrultions on relolatin( I rodultion
olerations to anotler [@rilityl] TCe IMT leader Jill instrurt tCe otCer IMT CelJbers to CoJ CuniCate to
tCeir stalTinforJation about tCe reloration] TCe UPS IMT [ill asselble in tCe alternate UPS m&fility
and [Jill desilnate a [onleren(e rool] as the “Command Center”.

7 [UPS Incident Management Team Procedures

Tlis seltion [rolides a [oll[relensile TelTlist [or tre Coordination o'Business Continuity altiCities to be
OlloTled in tCe elent olJa disrultion in olerations or in tfe eCent ollan ellerCenly situation] TCis [TelTlist
is intended to [rolide a belinninC1roless [or notiliration and [or elaluatinCItle eTelts oltle e[Jerlenly and
tCe stels tfat need to be ollolled to initiate refolery[Tlis [TelTlist assulles trat an inlfident [as ol Turred
and tle ste(’s to be olloled are identilied to [ell(] assist in tle disColerylnotilirationsiland rel]ediation
[rolesses[Tlese stels are intended to [rolide a [oJ[Jon allroalllto detelt [1[at (as [allenedland to
belin te disaster re[olery [To[esses(]

Alenu UPS - Conlidential and Pro(rietary (or Internal Use Only au



7.10Facilities / Security Team Assignment

ICa situation Cas deleloled tCat (ay reCuire tLe dellaration oran elJerCenly situation tCe Business Continuity
Coordinator or AlTount Manaler Cill be il [ediately fontalted to Carry out initial site assesslientl] I tle
[relilJinary realtion is tCat an eJerCenly situation Cas olTurred or needs Wrtler inCestiCationte Business
Continuity Coordinator andlor t'e AlTount Manalker Lill nalle a [alilities(Selurity Teall[] I[tCe Business
Continuity Coordinator or Al Tount Manaler is unalailable[ Tontaltte Alenu Insillts [1Analytits(LLC Serlile
Continuity DeliCery Teall [see Table (1] to assist in desi(natin[] a [alilities(Selurity Teall[] TLis teall Lill
norCJally be [oll[rised olJa slall [roul] olJ[ITICey indiliduals tCat Tay inClude tCe Business Continuity
CoordinatorTalilityte[Tnilal or Cey stalllJellbers(]

7.20] Incident Detection & Prelim Assessment (Facilities/Security Team)

Calilities related eentl]
[olloll Colllany Ellerlenly Reslonse Proledures [(See [ INCCTITI T Cr OO0 d COmm e Cd Cr 0

[lind out i(itCe entire buildin(] [as been elaluated or i(t[e [Toblel] seel]s to be lillited to a s]all areal]

Asl] about tle atlJoslerell[as [anillbrolen outllare [eolle [alllly addressinl]tle [roblel]Jor are
Ceolle unalare o t[e [roble]

Condurt a [relilinary [I"ysifal dallalle assessJentlillit Can be done salely[INo relfolery altilities s’ ould
be undertalen il ersonnel are [1aled in danlCer(JAlter notililation tfat a [roble(] [fas ol Turred(a delisionis
needed as to [l etler tle situation (it altually be a disaster or not'Not all e[Ter(enly [onditions result in
a disaster(]In tlis initial assessJent [Tasel]iniCal infdration Cill be CresentedMost liCelyte only
inforJation alailable ill be tCe inorJation Cilen by tCe indifidual (o disColered tCe [roble] and notilied
[Janalellentl]

[DalTess to tle @lility is allolled Tondulta [Tysilal site assesslent ]| lolal autorities [ToliCelTire res[uel]
Lity oldlals["ale deelled t[e buildinfJunsale or [rolibit site alTessTatler as [JulTlinlor(Jation as [ossible
fo[] OCatresourles are alailableTCis Could be Ditnesseslolal aut[oritiesCor [rolerty [JanalellentOater
all details about o[te situation notin[1te sour’e and [tedibility[1Use te Disaster Assesslent ClelTlist as
a tool to dolullent details(1 [See [T ITHCC T D T CT CCCICTI0] CIOJCIm )T T

[1Cile Condultin] a [Tysifal insCeltion(1be allare ol [aterClelTosed eleltriC] [Tanlinl] Oiresilisolel]
residual lire or ot[er [btential Carardous [onditions(]

O rite as [JulTldetail as CossibleJI[T"allera is alailable[tale as [Tany [T otos tCat [ill assist in assessin[1tle
dallalellllideotalinJor [bile refordin’lJay also be uselul

Reassel/ble tle [alilitySelurity teal] alter t_e site assessllentto [erlor(] a [relillinary assessl]entl]

Datalenter or Cyber related eLent]

Tle SerLile Continuity DeliLery Teall LlelIbers as reluired Llill eLaluate tLe inLident to e[tend oLt e issue or
elTosurel]I[t1le elentil [alts t(e data [enter or [ostin(Jenlironents t{e Serlile Continuity DeliCery Teal [l
reliel] LittJAlenu UPS[Tendors and elelutiCe [Janalellent to deterlline i a disaster is to be dellared and
iClCelJent tre Disaster Relfolery Plan and elelution o[ TJolin{1to balTulJloCationsC1te elen is a [yber inCident
tLe SerLiLe Continuity DeliLery Teall Lill reLielJ LitLJALenu UPS[Lendors and eLelutiLe [Janalellent to
deter(line sfole and il [alt oltle inCident to deter(line allrolriate [lan olaltions and [ol] JunCilation to stalll
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Cendors and Client(sCiJ [alteddl  nelessaryll[roleed to nelt ste 1O MMOCT MM W OO0
MO0 OO Mand belin to notily Cellbers oltle Site Manalellent Teall[]

7.3 Activate Incident Management Team

(Site Management Team):

TrCe Site Manalellent Teal] Lill deter(line i(JtCe InCident Manalellent Tea] slould be altifated
and iCnhelessaryl!

Notily InCident Manalellent Teall Mel[Jbers[]

e InforOJation [ay infude Conlerenle bride inforCation]eetin( [ICrisis Center lo[ation]
situation dest(riltionl] brie[l dalJale assesslilent and initial refolery relol][]endationsl]
Reluest tlose unable to [Ieet at t'e Crisis Coll [Jand Center [artiliCiate [ia a Conlerenle [all
DitOs[Teduled tid el

e |[Iossiblelsend an el ail UitlInelessary inlor(]ation to IMT [Jellbers[]

Altilate tCe Crisis ColJ [Jand Center [See [ IO eI O O C0d 0 OO0 OO moe

7.4[ Evaluate Disaster Impact

(Site Management Team):

InCident Manalellent Teall Mellbers Lill [Jeet to reliel] and assess alailable inlor(]ation to
deter(]ine t[e [ourse ol altion[]

[ale tle [alility Assessllent teall or IMT Leader reliel] tle situation and t(e [reliClinary [Tysilal
assessllent o(1tle M@flity Dit0D tte IMT Oellbersi] [0 dilCital [Totos are alailabledistribute tfe
[Totos to tle teal] [or [wrtCer CariliCation ot e situation

Deterllineilte selerity o' tle if1[@altreluires i[] [leentation ot e business [ontinuity [lan
Deterlline refolery obleltiles inCludin[1]

e [JriIrMICRelolnition o Tun(tions tCat [1ay be able to be rontinued at tle @fility il] [ ediately
or [itCin a [1day elort Uill be noted(]

e RIITri MM Tonsiderin[Jtl e [ontraltual Serlile Lelel Alreellents [SLAJand
Relolery Tille Obleltire [RTOoblirations(

e [OIMOMMIJRelle Cossible situations trat [ ay best utiliCe alailable resourCes(]

e DiImmas to alertin[ ol additional [l e[l bers o[ Site Manalellent and Inlident Teal | Leads(]
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7.5 Activate Business Continuity Plan

(Site Management Team):

Notily InCident Teall Leads and [Jellbers usin(] eitCer a dire(t [all to ealT] DelberTCs [ill be
assined by Business Continuity Coordinator and fan be Cfondurted by IMTL]

Briellnlident Teal] Leads and alternates relardin( ]

Or Mr MOmCd MO Oamommo@s delided ine OOCMTOE DD OO OO D OO

e DUIIIIMIOIMOD OMto Dellbers oJIMTL Tlese [Hay inClude initial Contalt to stalll
reCordindJ oCle[lerCenly [T one [Jessales[elaluation olre[o erable assets[i] lel]entation
ollroledures re[ardin JorTlo et T]

e RIIOrIII0desiCnate OO teall ellbers are to relort on reloleryl]stalalailability
Coordination ol site alailability et[ T

e [0 LU Troledures]Jale delisions on [o[] to [andle [ollJunilations betleen
teal] [lellbers] Desilhate [entral Lontalt [ one nullbers [{lleIMT Cell [["ones[Isite [ one

nullberlet T oralternate (or(1s ol Toll[lunilations lileinternet I 1 one relaylloal [ourier’and
arm

7.6 Implement Support Procedures

(Incident Management Team):

As direlted by tle Infident Manalellent Teall LeaderlInCident ManalelJent Teal] sullort [ersonnel (Jill
[rolide relolery sullort to all afelted business unitsl TCe IMT [Cay tale initial direftion ol
CJanalellent tCat are on site as to reColery elrtsCalternate site Clannin e uil1]ent alailabilitystalin[1J

7.6.1[Audit
ConsultTrolide adlife on [Tanles to standard oleratin[] [fo[edures to be ill[le[Jented durin(] tle
refolery ellort

Ensure trat tle [olloTin( [olifies and standards are [Jaintained durint(e re[olery eflort[]

e [linan(ial selurity and Control [olilies
e Antillraud [oliCies
e |n[or[]ation selurity standards

Prolide relorts and rel o[ [lendations to t[ e IMT as rel[uired

* Prolide additional resour_es to ot_er business units durin(1tCe re[blery e[lort as needed
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7.6.2 Corporate Communications

Instrult elllloyees to direlt all [Jedia in‘uiries to Corlorate Col][Junilations [See I
O] Or 0 CC10M O (000 O

7.6.3 Environmental & Safety

As direlted by t(e InCident Manalellent Teall LeaderlinCident ManalelJent Teal] sullort [ersonnel [ill
[rolide relolery sullort to all allelted business units(] IlJany units [ile[JProdultion Sullort'Reliel] [
Deterllinationlare relJaininJin tCe site[as [Jany [relautions as [ossible [lill be [ollolJed to [rotelt stalllirol!
inurydanCers or [ealtlJissues[]

Ensure tle [ealtCand salety ol el [loyees
Ensure tCat resConse altilities to address [irelIslills andor Oedifal el erCenlies are Lerorlled
in alTordanle [litlrelulatory Cuidelines

e Notily re[ulatory alenlies ot e inlident as reluired

e Enlist tCe assistane o[l endors and alenlies to assist in sullLort altilities as all rol[Triate[]

7.6.4 Facilities
Contalt Alenu UPS Corlorate [alilities[] Tlis s(obuld be done alter t(e L[relillinary assessllent and

usability oUsitelReler to OO I OO0 OOMOOID ROCr [ Jor olile [Cone nullbers and ell ail
addresses

Condult detailed dalale assess[ent[Reler to [ IHCIMICTITD e CECOC0) COC CECE
Condult salCale and restoration a(tilities[IBelore any sallale olerations belinTonsult Ot
Corl orate

Calilities re[ardinlinsuranCe reluireJents and inforJ ation[’

AlTuire re[lareJentollile sCale iCnelessary

Notily tenants oltle inlident and [rolide [eriodilJuldates relardin(It(e [ondition o t[eir aTelted
ollile slCale

7.6.5 Retrieval of PHI / PII

Selure all doCulJents [ontainin]Personally Identiliable In(or(]ation [PII[1Deter(Jine t(e s[ ol e o[t e relbrds

inColled and retriefe as [Jull] infor(Jation as [ossible] TCis Dould inClude retrie[al olaltol’s or des(tols

tCat Contain POIPI dofullentation] Only Alenu InsitIts [J Analytifts[(LLC autforifed Cersonnel [ould be

allolJed to retriele tfe PIl dofuJentation] Tle [rillary ste[1Jould be to retrie[e all or as TJulT]as [ossiblel]
oltle dolullentation and [1ole to a selure lolation[ The Site’s Privacy Coordinator is required to submit a

Prirtaly Infident Relort doluentinJtle situation(]

Tle Corlorate Selurity Prilaly Olliler sCould be alerted ilJtere is a [Jass ellbsure olIPIl or a situation
[J[ere [onsultation is reluired /' The Site’s Privacy Coordinator is required to submit a Privacy Incident Relort
dofuJentin(] tle situation(]

Belause oltle [otential o[ Pll dolfulent e[TosureConly autCoriCed Cersonnel lileCAlenu Insi(Its [ Analytits[]
LLC stallor tlose Lit( [relestablisCed autoriCations[ould be able to Candle dolullents Oit[1PIl in te sitel]
Obliously elJerlenly [lorCers [MoliCelllirelJand res[uelJ[ale [reledenle in order to relJestablis(la sale
enlironlent [or stalllllolJeler any assistane by tCese indiliduals in reColery or selurinfloCdolullents or
Pll related ite(]s slould be disCouraled[’
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7.6.6 Food Services

Durinlisallale and relolery ol erations[]eal(s or [0od serlile [1ay be [rolided to [ersonnel at tle dalJaled
and(or alternate oleration lolations(] Tlis delision Lill be at tle disCretion olJtle IMT Leader lile JA[Tount
Mana_er(Jand ALenu UPS ELelutiLe ManalellentJ Any e[l enditure LJould be [ ar_es usinlla [Lredit Lard
Uit as Jullldetail as Cossible reCardinstalTor Cersonnel inColCed(]

7.6.7 Information Technology (IT)

Condultand reliel] Lol [uter systel ][ serlerslallli ations/ databases and tele[ol] []unilations
dalJale assessllent

AltiCate alternate oleratinloations [Tor syste] re[olery[]

Reloler [ol] [uter systel]s and netlJorlJenliron{lent(s[]

AlTuire and install re(darelent Co Cuter e[uill ] ent

RelestablisC1data netCor]onne(tions to elternal resoures el ote lofations[Tendors[]

I ClelCJent all tele 1 one res[bnse [lans [relroutinl] [ritiCal tele[ 1 bne nullbers]

Ensure all systel] selurity deliles and [roledures are in [lale

7.6.8 Offices Services (Mailroom, Shipping / Receiving)

Relestablis[1[1ail and sCi(inlIserliles
Reldirelt all [1ail and [‘arlel releil ts to alternate o[ eratin[/lo[ations

7.6.9 Purchasing

Manae all in(ident related Cur(Tasin( 1]

AlTuire ollile sulTlies[Tor(Js and el uilIlent [or alelted business units(]

I CleClent any nelessary sl ortiter(] [inanlial tra’Tin(] [ontrolsCusinl]desi nated [ost [enters(’]
I0OeJent any nelessary slortifer(] linanlial traTin[] Controls(] usin(] desinhated

[ost [enters(

Coordinate all linanrial transaltions [it(] tfe IMT Leaders[Business Continuity
Coordinator(JAlenu UPS [analellent and Alenu InsilTts [ Analyti’s LLC C[1O[]

7.6.10 Vital Records Management

Coordinate (it 1business units in retrie(inJall olIsite do[ul]entation and [ edial’

Belause o[ t[e [otential o[ Pll doCuJent e[Tosureonly autCoriCed [ersonnel lile[[Aenu UPS
stallllor tLose Lt Lrelestablislled aut oriLationis_ould be allolJed into tLe site[IObLiously
ellerenly Uorlers [ToliCelJireCand res[uell[ale [reledenle in order to rellestablisl/a sale
enCironlent [or stallll CbJeler any assistanle by t(ese indiliduals in re[olery or selurinJol]
dolulJents or POIPII related ite[1s sCould be disCouraled]

Coordinate doLul]entation retrieLal and doLuLlent restoration(
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7.6.11 Physical Security

Coordinate onsite selurity (0r alle[ted [@lilities and all alternate oCeratin(JloCations
e Control alTess to allelted @llilities

e Monitor eluilllentand relords beinlirelloled [ro[] [alilities
7.6.12 Transportation

e Prolide lolal transortation durinCJresonse and re[olery altilities as rel_uired[]

e Prorlide tralel arraneJents and alTo[] [Jodations [or e[] [loyees tralelin(Jto reJote re[olery
lolations(’

7.6.13 Financial Considerations

TOe AlTount ManalerCJACenu UPS ManaleJent and ACenu Insi(1ts [ Analytics[(LLC CO ill refiel
any ellenses tlat Cay start o[Turrin(] durin0 tCe elerCenly refolery and establis(IIent [or re(]
establis(IJentloltCe sitel] It is adlisable to utilile [endors (1[0 [ale establisCed Alenu Insillts [
Analytits[LLC alTounts in order to [linillile out o[ o[ Tet or [fredit [ard transaltions(]

|0 tralel arranCelJents and alTolllJodations are reluired [or elllloyees tralelin(] to rellote
refolery lolations] ollo[] [ollany tralel [olify to selure reserlations’] TCe AlTount Manaler[

CinanCial AnalystCand(or te Senior Relional [P Could be resConsible [or te linanlial arranelJents
olsulTltransaltions(]

7.70Track Incident Status and RecoveryProgress
(IMT Leader):

e Condult [eriodi[] debrielin(] sessions L[lit[] re[olery tealls to [lonitor [rolress and deterlline
‘roblel] areas

 Reallolate andior [rolide resourles

e Tre UPS IMT Leader [relares a status relort @or Alenu UPS Elelutife ManalellentfAlenu UPS

ElelutiCe Manalellent s(ould [ale a detailed status relort [itCin (1] ours [ro[] (1l en tlle UPS IMT
Leader [las [irst [ontalted[]

8UPS Operations Recovery Procedures
8.1[IServer Recovery

In tCe elent olJa serler outalellan elaluation and deterJination o0tCe usability olall data [rolessin(]
CardCDareIMs Lill be CeriorCled Trs elaluation sCould inCole tCe Cendor re[resentatie] UCon Col] [letion
o[tk elaluation and tle estillated tiC erall e [or reCair andior re[lalelent CardJareMMs[relol] [1endations
Uill be Cresented to tle IMT as to ([ at ste(s sCould be [CeriorlJed to resulle [rodultion ol kerations(]
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ICreloCation to anoter [arility is reCuired andror nel] serCer [ardJareJTMs or otler e[uilJent is re[uired]
tCe Alenu UPS teall Uill Uorl Uit ALenu Insill_ts [ Analytiits[LLC lanalellent and Lendors Liole to tLe
balTulldata [enter lolation and enlironJent in tle elent ollany Disaster Relolery [lan bein] eleluted[!

8.2[ ' Telecommunications Recovery

TelefolJ JuniCations betlleen ArCenu Insillts [J AnalytitsCJLLC UPS lolations is establisCed usin] Mitel
MiCloud Connelt Serlilel1Olll e des(l ] ones [an be dire(ted to [Jobile [T ones illre[uired and all [oile
[essales are sent to stalllby e(Jail to ensure [alls are [al tured at all tilles[Sotl I ones [an be used iCheeded(’

8.3 /DSS Recovery

TrCe UPS [alility does not alTess or utiliCe any Data [0 are[ouse or Delision Sullort Syste[l [DSS[
serlers(]

8.4 EDI Clearinghouse Recovery

TCe UPS [alility does not alTess tCe EleltroniC]Data Inter(T'ane serCers[]

8.5 Desktop Personal Computer Recovery Procedures

In tCe erent olJa tell[orary or lonTterl] outae reluirinCJ relofation olIrodultion olerations to @CIlity
Inrastrulture Serliles Croulldill Cur(Tase tCe nelessary re[lalelent des(tols andior lalto[s [or reloleryl]
Rellalellent e(uil[lent [Jill be [Tarled balTlto t{e all rolriate Cost Center(]

8.6/ /Mail Center Recovery

In tfe elent olJa situation tCat reluires tle reloation ot e Mail Center olerationstle Mail Olerations Lead
Hill notity tle loral UrSPostal oflir'e to reroute all infolJinJ Jail to tCe alternate reforery lofationJAenu
Insi(I'ts [J Analyti's[LLC el loyees Lill Continue to [irTulJtle [ail at tre Post Oflile until tCe Post Oflre is
able to [orllard t[e [Jail to t{e re[olery lolationJT e United States Postal Serli’e (USPS( I as [onlirlled tLat
tCey are able to reroute Tail Titlin [T1to [T Cours ol notiliration(]
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Contact Avenu Insights & Analytics, LLC’ maillin Couse [endor [0r [Todultion relolations and CailinC olall
internal Correslondenlel

In t{e [ase ol a disaster resultin[Jin t[e slatterin(lodolullents [ontainin[]Personal [Jealt]Inlor(]ation
[PUICor Personally Identiliable Inlor(ation [Pl t_ e UPS stalls[buld tale all reasonable stels to
deterlJine tCe slol e o[t e relords inLolled and retrieLe t[at inlor ation [1[en Cossible[IRelJel]ber tlat

tCe salety olstallll lel]bers is allJays tl e lirst [riority[!

8.7 Print Recovery

In tCe elent olrelolatin(l [rodultion olkerations to anotCer [@lility(JsJaller Criority reCorts Lill be
rerouted to anotler [rinter at t{e relolery lolation(]

Tre AS[1I] Costed in Dallas(ort (I ortCCTelas [as a Lrinter assoliated LitOJtCe CuinCy LPAR tCat is loCated
in tCe Cuinly ollilelln tle elent tat olerations are relo[ateda selarate [rinter [lill need to be [rolured
and tCe outlut refrouted so tCat it [rints at tle alternate Crinter(] lor selurity [urCoses[t[e alternate [rinter

[ill be loLated [litLin a selured rool] ]

8.8 Financial Services Recovery

Tle site @alility does not Cerlor() any linan(ial serliles [or tleir [lient[

9Returning to Primary Site

Tre ollolinCIstel’s sCould be [onsidered [1en returnin(] [ rodultion to tCe [ril]ary site[1Perior(] only tle
tas(s or altilities tat are rel[uired and al[rolriate(]

9.1[ Facility Restoration

(lorJLitl) Corlprate [Jalilities in deterlJinin[Jila nel] [@Cility is reluired or it e [@lility Lill be
relaired]

ClelT] Lit0 lolal [ode ofilials to identily buildin(J Cbde reluire(1ents [or relairs(inel]
[onstrultion or delJolition[]

e [lerilytCe [ealt[Tsalety and selurity o[t [@Lility[]

Cerily tCe olerational state olJley sulTliers and sublontraltors and delelol] [roledures [Or
CuilTly [roCurin{] [ritiCal CardJaresodlJare[fand sulllies]

e Deterlline [l at e[ui[IJent [] soltl]are needs to be ordered[]
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e Adlise ell[loyees olany [ealt I'selurity[and selurity Conlerns Lit(in tCe [@Llity1Sreen
elllloyees [or ris[][altors as [eart [onditionslast[ [ 1allol]Fised il] June systells and aller(ies to
[Jold and dustl

e Prolide allrolriate [Totelti(e e[ uillentto [ersonnel [(Tlo es[disinle[tant [Jiles[ 1] [Jas[s[

e Prior to resulJinll [rodultion in tCe [alility[l"ondult a tCoroul ] [@Lility assesslent[ Reler to tle
Al eriLan Soliety o Salety EnLineer Nells [ASSE[business resul] L tion salety [ e[ [listin LI
RN
U
U

9.2 |Travel Preparations

e Prolide tCe Lolal Business Continuity Coordinator (it a list ol _ersonnel tat reloCated
e Reluesttle Site Olile Adlinistrator [1ale tCe all rolriate tralel arran’e[ ents[]
o Ensure [Jeals and lodlin[are [onsideredlilall rolriatel]

o ldrifinC1to tle relolery site is all rolriate[teal] [1ellbers Lill be resConsible [or [rolidin]
tCeir oCn transCortation

o Monitor teal] tralel to ensure team’s sale arrilal’]

9.3[ |Preparing for System Cutover

PrioritiCe tCe order o resullin[Joerations and identilyin[Jany obstalles or ris(s[]

Deter(line [ eter systel] relolation [ill be a [Tased or [utolerallroalll]

ICa (MTased alTroal Tl deterline (LTI [T ase elery reColery teal] [Jellber ill be assined
Ensure sulTess(ul Cutfoler o[rerouted tele[T"one systel1s[]

Ensure sulTessiul [ut'o’erolall netlJorl]Col]Junilation systel]s[]

Ensure sulTesslul syste[] [database [Tile syn[Troniation and [utfoCer o[ Tol] [uter systel]s[]
Ensure sulTessul user testin[Tand [utfoler ol all [ritical business n(tion sulTort alTliCations(]

9.4( | Preparing for Recovery Site Shutdown

e Onle [rodultion business [un(tions are Coniirled olerational at te [riTlary site[ensure tCat all
data is erased on the recovery site’s system.

Reluest tralel arranCell ents [or re[1ainin(]Relolery Teal] [lellbers(]

Ensure [roler storal e or return o[ Rel[olery Site el uill]ent[]

InCentory and rellenislelTended site’stolTed [Jaterial [ira TliCable

Ensure utility sCutdon firal I liCable and as al T rolriatelT!

Ensure all [eys liCanyare alTounted [or and returned to tCe allrolriate indiCidual or loation
Ensure site selurity uCon delarturel’

Monitor teal trael to ensure team’s sale arrilall]
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9.5 |[Emergency Material Replenishment

e InCentoryTurTase and restolT]all sulTlies and doul]entation used durinIreloation(]
e Ensure tle return olltle rellenisled teall bolleslIto olSite storale by tle Business
Continuity Coordinator(]

9.6 |Recovery Analysis and Final Documentation

o [IMT Uill Cale a linal CeetinClalter [ull reColery and restoration o 1ull serlile at [rinCilal sitel]

e Ensure tlat all dolul entation about t[ e in(identlall [roledure [[e[llists and [or[Is are [olle[ted
and asselbled into a do[uJent tCat (Jay be reluired [or relie ][]

10(Backup Procedures

Systells AdOinistrators or IT DelartC ents [ust establisCand il CleCent all rolriate baTu] [roCedures and
a balTullrelolery [lan [or eallllolal ACenu Serliles leased or olined data [enterCSystel1s Ad[Jinistrators
or IT DelartOents Oust alord balTul] lles tle salle delree olselurity and [roteltion as tCe oriCinal data
and ensure ar(Tile storale [ledia is al I rolriate (or e[Telted lonelity and [or(]at[]

Systells AdCinistrators or IT Delfart] ents [ill establis( i (e entrand test restore [roledures in
alTordanle Cit[] Contrartual oblirations and douTJent tle results orall testin’

Alenu UPS [Jeets all balTullreluire[]ents outline by eall] lient [ontralt based on ealT][rodult and
ser(ile suTorted(]

10.1Network Backup Procedures
Alenu [erlorl]s daily ull balTuls to an Alure Storale alTount [itl]leoredundant Stora’ el /[ ere a [0lYy is
Caintained in tlree M dilerent ACure relions alross tle United States[’

BalTulls are [elt [or tlirty [T Jdays by delault but are adiusted based on [lient [ontralt re[uire[]ents!
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10.2(Offsite Storage Facilities

Alenu utiliCes Alure storale

11Plan Maintenance Procedures

Alenu InsilIts [J Analytits LLC UPS olIns and [Jaintains tl e Business Continuity Plan(’

11.1/Plan Revisions

Alenu InsilIts [1 Analytits[LLCUPS Business Continuity [lans and sul I brtin(1dolu’lents are to be
relielled relularly by eaT]InCident Teall leader to ensure t(at tCe dolullents rellelt [urrent [raltiles(]
[roledures’et[TJAny [Tanles to tCe Business Continuity (lan sCould be subitted to tCe Lolal Business
Continuity Coordinator] TCe Lolal Business Continuity Coordinator ill sublJit tCe [TianlCes to tCe Alenu
InsiCIts [J Analytics[LLC Serlire Continuity DeliCery Teall LTe Alenu InsilIts [J Analytiis[LLC Serlile
Continuity DeliCery Teall [ill u_date tCe releCant setion[sColtCe Business Continuity (1an and redistribute it
usinJtCe [lan distribution Cuidelines(

Plan relisions resultin(] rol] TanlCes to CardJare ConlilurationsInetCorCsrodultion [rolessin[] etlT]
sCould be sublitted as soon as [ossible 0r inCororation into tCe Business Continuity C(lan0T s inCludes(

Cranle in systel] or al[liCation arTiteltures(]
OardJare[1TJM or enlironTlental [(Tanles[]
Malor [Tanles in oeratin[1systel]s[or utility soltlJare [rolralls
Malor [Tanles in t{e desil[n ola [rodultion databasel]
Maior [Tanes in [ollJunilfationsystel1s netlorIdesiCn 1 odel]s adaltersetTelTaddition
olla [oll Junilations [irCuit to a nel’ lofationCan ullrade in netJor(1bandidt 1T
e Clanles in o[Isite storale @filities and Jet[ods o TyinTbalTuls to tCe osite andlor barTul@Clity
e NellalTlliration syste(]s delelolTlentor systel] [Taintenanlel]
e DislontinuanCe olfan alliCation syste[] Fol] [rodultion(]
Silnililant [Jodilil ation ol business [rolesses or data [lo[] re[uire[]ents(]
Clanles in t'e Notilil ation Lists or t('e Business Continuity teal] [
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11.2(Plan Auditing Requirement

Annual [lan audits Uill be Condulted to deter(linel]

Te readiness otk InCident Manalellent Teal] to resCond to an e[JerCeny[]
[ CetlCer balled ull data and dolul] entation stored o[[[Site are adeluate to sulort tCe
resull [tion o[ business ol_erations

e [][etler tle inLentoriesltas[s and [roledures are adeluate to sull ort tLe resul][tion ol
business olerations

e [][etlertCe Business Continuity Plan [fas been [rolerly [Jaintained and uldated to refllelt tle
altual resul] [tion[relolery and restoration needs!]

Tle [lan audits Uill tale [lae as [art o[t e elaluation [roless tlroulJannual strultured Dall Tt rou IJAlenu
UPS or altual disaster re[olery tests[Onle t(e Dal(Tilrou s and tests are (o] [leted[te Aenu Insi[lts O
Analytits D LLC SerliCe Continuity DeliCery Teall in Consultation Uit0 tCe Lolal Business Continuity
Coordinator [Jill [rodule a [lan audit relort based on tle bulleted ite(1s abole[IT(e [lan audit relort (Jill
dolullent [ol] [Jell tfe [lan [eets tle abole reluirelJentslidentily any delilienlies in tle [lanJand
[Jale reloll[lendations orill[rolellent[ Tl e Alenu Insillts (] Analytii’s[ILLC Serlile Continuity Delilery
Teall Dill uldate t"e [lan to address tle delilienCies identilied in tCe [lan audit reCortC T e [lan audit reCort
and any nelessary updates to the Business Continuity Plan will be submitted to the site’s Inlident
ManaleJent Teal and tCe AlCenu InsilTts [0 AnalytiTs[[LLC SerliCe Continuity DeliCery Teall [or reliel ][]

11.3(Plan Security

TrCe Business Continuity Plan is [assilied Conlidential and Contains [rolrietary inforClation to ACenu Insil[Its
[ Analytirs[LLCTese [lans are not to be sared [Jit[] anyone outside oCACenu Insi(Tts [0 AnalytirsOLLC
UitCout tCe alTroral oJtCe AlCenu Insil1ts (1 AnalytirtsTLLC Serlire Continuity DeliCery Teall ] Plans [Just
be slrubbed ollall fonlidential and [rolrietary infor(Jation [Ilen distributed outside oJACenu Insi(Tts []
Analytirs[LLC[]

11.4/Plan Distribution and Access

Tre ©lloin0 desltibes t(e [rolesses and [uidelines [or distributin(l CoCies olt[e Business Continuity
Plan(to ensure trat fey Cersonnel [ale alTess to refblery [Toledures in tfe elent olJa disaster(Jand to
ensure tlat [blies oltle [lans are stored at a selure olSite lolation(]

Tle Business Continuity Plan [Jill be [reated and [Jaintained in tCe [ollolJin(]
[orllats[]

e I TrO0TITAN eleltronill Coly oltle [lan [ill be stored on tfe Alenu UPS netlor(

TLe LoLal Business Continuity Coordinator Llill distribute nel] [oLies o[t e [lan to teal) [lellbersLand ensure
tCat all [relious [ersions are destroyed(1Tis [ill ensure tCatlin tfe elent ola disastereleryone is [Jorlin(]
rol] tle salle Lersion olltle [lan_TlLe Lolal Business Continuity Coordinator Lill also ensure t_at all
allrolriate teal] [Jellbers are edulated and trained on t'e [lan [Tanles[]
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12[Testing Procedures

TCis seltion Contains an olerliel] oltCe Business Continuity Testin[J [roless[]Business Continuity Testin[J
Uill address elelJents ollt(e [rodultion systel][sIOCICT] [ay reluire refolery [lelJardJarelisotJarel]
telelol] D unilations( [ rodultion data liles and systel] dolulentationlITCe Alenu Insill'ts (1 AnalytiCs[]
LLC Serlile Continuity DeliCery Teall [ill delelol1a Business Continuity Testin(1DolulJent LG ill inClude
il details olJtle [lanned testl1a detailed tas(] tilleline olJtle test silkedule and any [roble(ls or
reColl[]endations dolullented durinCJt[e test[]

Business Continuity testinCJaddresses(]

e Notililation ol eyindiliduals in t'e elent ol an ellerlenlyl!

e Direltin(i1tle Corllorle to tCe re[olery site]
ObtaininCandor JolinOany reluired [ysiCal inCentory to tCe refolery sitel]
EstablisCinnetJoronne tiCity]
RedirertinCendor serliles to t{e re[olery site[]

Tle Alenu Insillts [ Analytifs[ILLC Serlile Continuity Delilery Teal] [ill Corl] [it(] tre Lolal Business
Continuity Coordinator in s(Tedulinl]relolery testslIloordinatin(] test altilities and elaluatin(1t[e re[olery
test results[Te Lolal Business Continuity Coordinator [ill deterJine teall [Jellbers [or [lanninCJte test as
Cell as tCose 0o il CartiCiCate in a testtTe AlCenu InsifIts [0 AnalytiftsCLLC SerCile Continuity DeliCery
Teall 0ill traTJ and dolfulent tle relfolery testl] O] [ill infdude any [robleCs trat olTur or
re[ol]lendations(] [J(en a relolery test [las been [(olllleted(1tle Alenu Insillts [1 Analytirs[1LLC
Serlile Continuity Delilery Teall [lill [alilitate a [ostireliel] [leetin(] [it[] t{e refolery test [artiliants(]
Tle Alenu InsilTts [1Analytits[LLC Serlile Continuity DeliCery Teal [Jill [rolide a sul[lary relort s ollin(]
tass [erlor(ledtas(] tillelrallesresultsland altion ite(1s(0Te sullJary relort Cill be distributed to all
test CartiCiCants inC(ludin Site and Client Manale[Jent(]

12.1(Plan Testing

Business Continuity Plan Testin[1 (or tle business [Tolessin(]lolations [lill be s[Teduled and [erlor(ed on
an annual basis[] Strultured (Jallltlroull's and(or lile testin(l elerlises [lill deterlJine tle alluraly and
fol]leteness olltle (roledures and [Jill Cel] eraluate tCe tiCely refolery at tle relolery sitelJEalT] test
ill be desiTned to silTulate [rodultion olerations at tfe re[olery lofation in tre elent a disaster outale is
dellared(]

[arious ty[es ol T btential interrultions to olerational [rouls 0ill be tested1Prior to a s(Teduled relolery test
a Lol LrelensiLe Lalllt roullJolitLe Business Continuity [lan Lill be Leriorljed to ensure t_e alluraly and

Lol [leteness olte [lan[TLis [eetin(I0lill reCiel] [reliously do[ul]ented disaster re[olery [lans and dis[uss

tCe detailed stel’s to be ©lloJed by tle sites in tCe e[ent oA disaster[]
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Tle oblel[tiles ol tl e al [t roul I lill be to ensure tLatl]

Nalles oltle [eolle res_onsible (or t(e [lans are [orre(t

Detailed relolery stel’s are [raltilal and Lill Jor[]
Relolerylolations are [orrelt

Nel] al[liCations or business [Un[tions are in[or[brated into t(e [lans
All teal] (1elJbers Wlly understand tCe [lans

12.2(Testing Objectives

Tle sLo elobleltiLes and tiLleline Lill be deter_Jined Lrior to eal 11Business Continuity test and doLullented
in tCe Business Continuity Testin(] DoluClentCProble] resolution [ill be easured durinfeallltestCUon
tCe Coll[letion oltle testresults Lill be Col Cared to tCe test obe tiCes to deterJine iCall o[tle test obletiCes
Cere Detll0a test oblertiCe [as not Cetltle results Uill be dofuented and 0ill be influded as a test
obleltiCe in a Wture testl] Issues and relol]Jendations o[l tle test [Lill be dolullented (or Ollol] W]
A sullllary olltle results olleall] test Llill be [rolided to all test (artiliCants in(ludin(] Site and Client
ManalelJent[]

13 Contact Directories

13.1(Avenu Contact Directory
OOOIOID OO0
0 O00000D OO0

David Lemoine

Vice President, UPS 0:617-722-9673 |David.lemoine@avenuinsights.com

Mark Capprini U . . 0: 617-722-9643 |Mark.capprini@avenuinsights.com
Director, Claims, Calls
and Holder Reports

Deborah Arnold Director, Securities  |5. 617-722-9657 |deborah.arnold @avenuingishts.com
Custody
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13.2(Vendor Contact Directory

Alenu Prolurellent [Jaintains t[e [endor list
14/Appendixes
14.1Disaster Declaration Procedure

SerliCe Continuity reluires tCat autCoriCed AlTount ManaleJent [Contalt tCe] [Jen dellarinJa disaster10]
a disaster dellaration is reluired I roleed UitJt(e ollolinC Croledurel]

Enter a SerlileNol ti(l et to notily ALenu IT ol tl e Disaster situation and [rolide tlel[] [it[Itle ©Ollollin(]
inforCJation(]

[I0Your NalJe

[(InCident lolation

[TIPLysilal Address [address ol tle [@lility [[ere t[e disaster elent is talinl]lalel]
[ITTeleTone nullber [ ere tCe Cerson relortin[Jte infident Can be realTed

[INature ol DisasterInlident

Tle Allenu [(lelldesl] [ill tale allrolriate nelt altions to eslalate [litl] Alenu UPSIIElelutile
[Janalellent[Sel urity Olll er and ot[ers as needed(] Situation Manalellent [lill Cerbally [ontalttle Serlile
Continuity Manalellent Teall to reliel] and eslalate t(e in(ident as deelled nelessary[A Conleren(e brid(e
il also be o'ened by Situation Manalellent or Serlile Continuity ManalleJent to [Jeet [itll tle Site
ManaelJent dellarin(Jt[e disaster elent]

14.2(Corporate Media Policy
14.2.1 Applicability:

TLis CorlLorate Media PoliLy alllies to all ALenu Insillts [J AnalytiiLs(ILLC UPS elllloyees and
sublontraltor stalll
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14.2.2 Policy

All [ress(I edia [ontalts are to be relerred to Alenu InsilIts [ Analytiits[LLC Corlorate
Ceadluarters [or assistane or all rolall]

14.2.3 Avenu Insights & Analytics, LLC' Corporate Press Contact

Pressilledia [ontalts inllude nelJslalersl]telelision stationsllradio stations(] [Jalalines[! nelJsletters(]
[ournalsCand trade CubliCations [or t{e Cealt[ [are industryonine serliCesand ot[er orCanilations [atlerin[]
and distributintJinlor[]ation [or tCe [ubliC1] All resConses to [ress(ll edia re_uests are to be [rolided at Alenu

InsilI'ts [ Analytits[LLC Corl orate [Jead[ uartersi unless otler(lise allroled[]

14.2.4 Procedure

Any indilidual re[resentinJa [ress(Il edia or[anilation is to be i(] [ ediately relerred to tle loral Manaler on
site[TT e Manaler Lill reler tCe [ress(edia re[resentatile to t{e all rolriate [or[orate [ontalt [or assistanlel]

14.2.5 Process

TlCe elllloyee releilin] tfe [ressiledia [all or Contalt Cill reler tfe indifidual to tCe ACenu UPS
Manalin[]Direltor C[o Uill e[Tlain to tCe [ress edia Contalt tCat all [ressTedia re[uests are addressed at
Avenu Insights & Analytics, LLC’ Corporate Headquarters and refer the individual to the appropriate corporate
Contalt[] TCe Manalin[JDireltor [Jill tTen [roleed to inlor(] tCe [CorCorate [ontalttlat a [ress(ledia relerral
[as been [Jadel’

Arlenu InsilTts [J Analytifs[LLC CorCorate Contart [ill seeJallroral to Condult tfe [ressilediainterlie 1]
IDallrolal is not [ilenlItle [resslledia [ontalt [Jill be notilied by Alenu Insi(Its [1 Analytifs(LLC
CorCorate [ontalt[]

it tCe allrolal ote State [ient and AlCenu InsiCTts [0 Analytits[LLC Oire President['ey [Jessales and
ansllers to tle [ressTedia Tuestions [Jill be [blllletedla sColeslerson desilhatedJand an interliel]
[leetin[] siTeduled] Tle [(ressledia interfie[] [ill be fondulted(] Alenu Insi(Tts [1 Analyti's(ILLC
CorCbrate Contalt Dill Tol [lete any olloCIu artiritiesr]

14.2.6 Accountability

Tle Alenu Insi(Tts [1 Analytifs[LLC ell[loyee releilin[Itle [Tress(edia [ontalt is alTountable [or ensurin(]
tCat tfe indilfidual is iC] [Jediately trans(érred to tCe Manaler on(site[]1 TCe Manalker is tfen aTountable [or
ensurin(Jtfat t'e [ress(ledia is i(] [ ediately relerred to tle alTrolriate Torlbrate fontaltl]

14.3(Incident and Crisis Response Center

In tLe elent olJan elJerlenly situation at UPS [alilityllensure all e[l loyees are allare olJt_e [olloLlin[]
[roledurel]

Alenu UPS - Conlidential and Pro(rietary (or Internal Use Only au



14.3.1 Incident and Crisis Response

In tle elent olla situation [ ere an ell[loyee is unable to Contalt tleir sulerlisor or [1analer Lt tleir
il [Jediate status and lolation(Jt(e el loyee sipbuld [ontalt t{e Alenu Insillts (1 Analytits[ILLC [ullan
Resourles teall LTLe ALenu Insill_ts [l AnalytiLsLLLC [Jullan ResourLes teall Lill be used as a ballull [or
el oyees to relort tleir status and loration[]

Tre el [oyee s(ould tell tCe re(resentatiCe tle OlloCinTinor ation]

Tlrattley Cale not been able to [ontalt tleirill [lediate sulerlisor(llanaler [Tile tle
relresentatiCe tCe nalle ol tleir i) [ ediate sulerlisorlanaler’]
e Tlattleyand tleir [@allily[lare sale
ICtCere are any Cersonal or [@Jily inUries
ICtCey Cale elTerienCed any Cersonal [rolerty dalJale residen’e or [ar[]
e Tleirability to (et to [orl]

e Tleirlolation and [ontaltin(or(]ation (eslelially i(t[ey elaluated t(eir Colle areall

14.4(Temporary Staffing

In tCe elent tfe Alenu UPS stalllis unable to Cerior(] tCeir norCJal daily olCerational duties belause ollan
ellerlenly situation or disaster[]Alenu Senior Manalellent (il [Jale tle deterllination to [ire (lerifal and
[rolrall[lin[l[Cersonnel [rol] a tel]Corary stallin[Jandor te[Tnilal serliles alenly[]
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14.5.1 Directions to AVENU UPS Office from Logan Int’l Airport

(DrilinCtiCe allrol [ 1] Jinutes [T [liles[]

Leale airLort terlJinal and [ler[e onto |11 [] estiMass Pile [Lia Ted [Jillialls Tunnel Tale tle I[1]
elitlelit (M toJard Sout Boston(
Tale elit [ lon tle lelfitollard [T 1]

Mer(le onto I SIWSIMSIRTIS Lia tle eliton tle LELT Tale elit [[1toJard RTTA
SINelonsetJuinLyL]

Turn sliCt rict onto DalliCan BICARtIMWOIO ECTurn slicCt rillt onto Callitan BICdO

Turn sliCt riCt onto RTIDA SINelonset Alel

RTIITA SINelonset Alel[belol]es Nelonset Brid[ e[ Nelonset Brid( e belol]es [lan[o[ISt[]
(I JanCol1]Stlis on tl e ledl]

14.5.2 Best Western Adams Inn Crisis Command Center

OO0 COmrOmd OO Do
[ Janlo[1Street
JuinCy CMA CEC

14.5.3 Directions to Best Western Adams Inn from UPS Office

Start out [oin[Inort[1Jest on JanCo[1TIStIRtITA N tollard Ne[JCort AleE[t[Continue to ©llo[]
[anlo[1]StT e Best [1 estern Adalls Inn is on tfe Ri(It[]

14.5.4 Holiday Inn Command Center

0 O OO0 Om OO OO0 M OO e OO0 o

[ 1Massall usetts Alel]
Dor(TestertMA [T 171]
MOOOOOOI

14.5.5 Directions to Holiday Inn from UPS Office

Start out CoinI nortlJest on DanCo[TIStIRtTTA N tollard Ne[JCort Ale
EtCContinue to ©llo] JanCo[JStTurn sliCt lef onto Neonset Brid[e[]
Nelonset Brid(e belolTes RtITA NMorrissey BlTd illial] T Morrissey
Blrd['Mer(e onto M NUSTINIRTITINISouteast E[T1ly tolJard Boston!
Tale tle Colullbia RdelitLELit [ tollard EdUard E[erett

S[Turn riCt onto Colullbia Rd[Pass tlroul ][]

roundaboutTurn sliCt riCt onto Massal L usetts ALe[]

[T Massal T usetts Ale is on tl e lell]



14.6 Disaster Assessment Checklist

OOOMmOmICD MO0 D OO0000 00D OO0

U
U

0000000 Dommo0d OO o0 D O

YesNo Notes

ELl Lloyee Salety

Any ClorCer inluries(]

[Jol[] serious!]

Anyone Cos(italiCed]

Buildin]Condition

Are streets al L essible[]

Is buildin[Jal Lessible[]

All entran(es al L essible(]

Any salety Conlerns[]

Is buildin(] [abitable[]

O
Utilities
g
Is [olJeronin tle buildin[1]

g
Is [oller on in t[e sitel]

g
I notlis tlere [artial [olJer[1[] [erel]

O
Any elTosed eleltriCal lines[]

O
Are tlere eleltrillli[ [ ts on[]

O
Is tlere [ater in t[e buildin[1]

g

Is OJAC systel] on in buildin[]
0

[1LJAC on in sitel]
O

[JTJAC onin SerlCer Roo[ []

O
Is tlere seller serlilel]

O
Are restrool s alailable![]




0
PLysilal Site

|
Is site al T essiblel]

|
Bot[lentranes(]

O
Do elelators [lor([ 1]




U

Detail elaltly [1[at areas are allelted [ ysilally[l Tale [l otos andlor [oile relordin(s durin(la [allJt[rul] Note
sulllitelIs as [ater(s[Jolellire dallalelllte(Is sulllas [anlinl][Jires T eilin(Itiles[T]all Croble(Isbrolen [lass rol]
terrale LlindolstIdrilIinl] [later(lelTosed strulturelJunsale doorllays[u_ended or turned oler [urniturel]
initial indiCation oleluilllent statusi] Be [ery diliCent to CatCer as CJulll inorCJation on [roblel]sotential

U U
YesNo Notes

Basellent storale rool]

Is it all essiblel]

Is [reil [ t ele[ator [Jorlin[ L]

Any inlentory dallalel]

ICyeslis in(entory sallal eable(’

Serler Rool]

Are serlers ulland runnin[l]

ICnot alll [T Jones are on(]

Any UPS [oler units runnin[ 1]

Are t(e routers [orlin(] Do tle
lifts indiCate any altiCity[

Is Serler Rool] usablel]

Telelo[][1unilations

Are ACD lines ulland runnin(]

Is netlJor(] useablel]

Bot[linboundoutbound lines on(]

Are elJerlenly [Toones [Jor(in(T]

Site [aLility Lloor

Are [ubillesldes[s usablel]
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Any DatersCJolelliredalCalel]l[]
sol [l erel]

Are [ile [abinets dalJaled[]

Are any [aler liles dalJaled
or destroyed(]

Mailrool]

Is [(Jailrool] intalt[] Usablel]

AnyalllsoJe elui(lJent usablel

[Jas any [aillase liles(lanual
refords been dalJaled(destroyed(]

[lile Roo(]

Note iCany dalJale to refords

Manalers Ollil es

List (1Ci[T1are usable

Brea 11 Conleren[e Rool]

Is [it[Tlen usablel]

Annel[]Conlérenle Rool ] usablel]

Alenu UPS - Conlidential and Pro(rietary [or Internal Use Only
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14.7 [Disruption of Service Checklist

OOOIDIOO0CD [ DOMD O O D000 OO0

Notification of incident Business Continuity Coordinator performs the following:
o Notify site management
o Notify Avenu Insights & Analytics, LLC Service Continuity Delivery Team
o Notify Avenu Insights & Analytics, LLC Shared Services Help Desk

Can disruption be corrected within the Recovery Time Objective?
o Determinerisk level

o If NO: o If YES:

Is building evacuation necessary? Follow local site recovery
o AreALL employees accounted for

B procedures; no disaster
o Are there any medical injuries? ’

declaration required

IMT activated based on incident circumstances IMT activated based

o Notify Communications & Public Relations and Human Resources for assistance o
on incident

Initial damage assessment conducted IMT meets at designated

command center

Determine level of plan activation Determine level of

Account Manager notifies client of situation and action to be taken Account Manager

notifies client of
situation and action to

Notify critical vendor of situation Primary Site returns

to normal production

Notify staff of situation and decision to relocate

Meet with recovery facility staff to review situation and recovery tasks

Notify offsite storage facility to deliver offsite backups and materials to recovery site.

Arrange for travel arrangements for recovery teams.

Provide UPS Executive Management and client with situation update

Third party vendor prepares recovery facility for Avenu Insights & Analytics, LLC

Recovery teams and necessary staff relocate to recovery facility

Establish command center at recovery facility

Meet with recovery teams on approved strategies and recovery time expectations

Recovery preparations performed at recovery facility
o Recover/restore/implement voice communications
o Recover/restore/implement data connectivity

Monitor recovery; Provide UPS Executive Management and client updates at least every
3-4 hours.
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14.9 Business Resumption Safety Checklist

TlLe AUl eriLan SolLiety o Salety EnLineersL1I[1Jasselor | disaster salety [ el Llist assists in LroLidinL
ite(]s tCat need to be Considered beloredurinC]and ater a disaster

Alenu UPS - Conlidential and Pro(rietary [or Internal Use Only

STRUCTURAL SECURITY[[Jale tle strultural inte[rity o[ t[e buildin[Jor [@lility [alidated by [ualilied
[rolessionals belore anyone enters tle @rility

SALE ENTRYLContalt t_e [rolLer [blLernentalenlies to Let allrolal to resulle ol lulanly oL
tCe buildinC'Do not enter a [alility or buildin(Junless t(e [roler [learanles [ale been attained]

CLEAN[UP SALETYLI [leJent [leanlulJand business resul] [ tion [ro[esses in a sale and [ealt[[ul
Oannerl] Notlin(l Uill be alToll [lisled ilJellloyees are inred or [illed durin(] tCe CostlIdisaster
[Taselin CeriodProlide traininl]in [roler seleltion and use ol Personal Proteltife EfuillJent (PPE
‘lor elllloyees sull] as eyellearl][lolesJand dust [Jas(sreslirators [or [leanin([Jand [lere
allrolriate in otCer olCerations[]

AIR JUALITY ASSESSMENT [ IMale sure tle atllos[ I ere in t{e [or[Ilale enlironJent is tested
[or asbestos and ot er [(Telilaltolillalents[Air Cuality is an issue businesses [Jay [is[Jto [ay [arelul
attention to [J[en restartinl business ol erations(]

CTENTILATION(Jale (ents [Telled to assure tlat [later [leaters and [as [Urnales are [lear and
olerable[1Dust and debris [an stol] or illlede airllol] delreasin(] its [uality and [ealt[Tulness(]
Salely startul] [eatin[I] [entilation and air [onditionin(] [TIACL systelIs(][J[i[ 1] in[ludes [rior
insCeltion ollines belore enerlilin{]and [ressurilin[] o[ t[e syste(Is[Test Centilation syste(1s nol]
after insCeltion or [ale a [ualilied sCelialist do solBlol [old air tCrou 1 JJAC systells [irst(Jas
ol osed to Tar[] airCas it Hill el [reCent tCe [rotC oI Jold in dult systelIs[]

INTERIORIEOTERIOR ECPOSURESICor interior sCaeslensure no [all or Ceilin(] [ aterials are
in danCer odJ@IlINCII0sulT] e[Tosures do elist(ltCe Corl] enlCironCJentis not ready [or o[ Tulany[]
ClelMlior [ralTed OindoJs and outside buildin[J [ aterials"as tCese Could [all onto Cedestrians at any
tifle MnolJ and in tCe Wturel]

PROTECTION ECJUIPMENT L or lire and s[Jole alar(Js itis i[] Cortant to assure t at t_ese [ale been
feaned and tested before allollin(1olTulanly olitle buildin(TlTsulT] systel]s are Cired into otler
systells ensure tl[at tCey are still Col] [atible and DorlJin an eflilient and eMelti"e [JannerIT Coroul ]
inseltion ol[Jire I tin[] syste(]s sulT]as s[rinCler and [Telli[al e[ui(TJent [nltions is a Cust do
ite[10]

ELECTRICAL SALETY[ (Jale [Iells [Jade oll eleltrital systelis[] [ollluter [ables
and teleCol] DuniCations[eluill]ent to ensure tfat tCey are still sale and tlere is no danlCer ol
elTosure to eleltrifity(1 (T irin[] insCeltions sCfould be Condulted o] tle outside in to ensure
all Oirin00 and [onneltions are not in danCer ol'slCortin[] out due to [ater dallale rol] rain or [irel]
i TtinClelTortsl]

o


http://www.asse.org/

e USE EUISTINI [EDERAL [TUIDELINES( Utilire elistin[] startful] [uidanle [laterials [rolided
by [olernUent alenlies sulll as tle [ederal Elerlenly Manalelent Alenly [MTEMAI
(it Uelalloll and tle National Institute (©or OLLulational Salety and [ealtl) INIOSLIL
OO0 MdTTolInios ]

e [JEALTLISANITATION ISSUESL TlLe Leneral [aLility sanitation systells Lit[] tLe [aLility sLould
be inselted and tested to Cuard alainst Cotential e] [loyee e[Tosure to tolilJalents[Tjood sanitation
sl ould also be an issuel]Any unused [oodstull8 sl ould be dislarded(/I[/t(e [Jor(slale [as a
[ittTenllins[elt olen [oods and otler [entilation deliles to ensure tley are not [lolled and are
OorlinUellLiently(]

e OUUCE DURNITURELInselt tCe [urniture to ensure it [an LitCstand ellel(ted loads and
usales[Ensure tCat binder bins [storale deliles s(relled or bolted to railin(1systel]s on [Jalls and
[anelsilale not belolle unstable due to [later dallale or sCalinlIdue to el TlosionslInslkelt
ollile eluillJent to ensure it is leCelstableand Cannot tiDolCer]

e LIOOTINOOMae sure tlere are adeluate illulination lelels [or el]loyeesECerCenly lifltinC
slCould be [TelTed to ensure it ol erates and [un(tions in tCe [Corre(t [Janner(]

e EMERIIENCY PLANNINCI(JEnsure tlat tlere is a (lear [atl] ollelress [or tle ellerlenly
elaluation olell[loyees tlat tlk lire eltin[uislers are still ollerable and t'at [Te(1s [or dallale and
serlileability are [Jade to see illany lire eltin[uisCersalilities ere used durinl] tCe disasterCl(]
dallale is lound(tl ey s[ould be rellaled il] Jediately[]

e SOLIDMMATARDOUS 7 ASTE REMOUJALIBrolen [lass[debrisCor otler [1aterials [it(] [uttin[] edles
sCould be salely atlCered and dis(osed o[l [JediatelyCEnsure tCat sulT][Jaterials Can be dis[bsed
olbelore [olleltion to aloid reatin[] eCen billTer [alards or bot(1 el loyees and tCe [ublirTSolid
Daste dis[osal [ill be an issuelleslelially iCirarardous [Jaste is inColledElaluate [Naste disCosal
issues [rior to belinnin(] [lean(ul] ol erations to ensure it [an be [rolerly disfosed o[TASSEIS [ree
Malardous Materials Salety Inlor(lation [Tuide[[as [ey inlor(ation and is alailable by [ontaltin[]
CustolJerserlile[] asselor1]

e POIER CIECHSI it ere is no alless to eleltrility on tle site[ldo not use (Ueled [enerators or
“eaters indoors[Ensure tlat tlere are no [as and seller leals in tle [@Clity(IClel1] it loral
utilities [or inlorJ ation relardin] CoJer[Tas[aterCand seller usalel]

e CHECOMAINTRAMEST It e [alility Cas Dainlralle [ol] [uter alIliCations [see t[at lines and [Cablin
‘or [Tiller systel1s are [Te[Ted to aloid [Tellilal leallout[

e EMERIJENCY PROCEDURES(Create a nel] ellerlenly [lan and distribute it to e[ [loyees as soon
as tley return to Clor(Tln Case olelJerlenlyldesi(hate a [lale or el]loyees to [at’er onle out ol
tCe buildinCor a ["one nullber tCey sCould rall Bllodinte e(JerCenly so tlat all fan be alTounted
lor[TreCuently u'date tfe e(JerCenly rontalt list o[halles and [1"one nullbers[]

e MACITINE INSPECTIONSInsCelt tle [ondition olldrain(]illl ClufibinfTland Cydraulil] lines on
[rolesses and Jallines(lt Jould be [rudent to [ale ClullbinUlines elaluated and tested in order to
detelt any [alardous [ases(]

e SURIACESIMarle sure [loorin[Jsurales are alleltable and fee o[l [ossible sliCs[triCs and [alls
TtCe selond leadin] [ause ollon(feb deat(s in tfe USTJANSI standard AT T [ rotetion ol
loor and [lall o[ enin[s is a [ood startin[] Coint[]
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DISASTER REGOVERY OVERVIEW

3& BNY MELLON

Overview

BNY Mellon has a robust testing program that
covers a wide array of scenarios. Disaster
Recovery (DR) exercises are conducted ona
regular basis to ensure that, in the event ofa
natural disaster or similar disruption, we are
prepared to maintain the highest level of
availability and processing for our clients.

Data Center Strategy

BNY Mellon takes a global approach to
Technology Recovery with data centers in the U.S.
and regional data centers in APAC, EMEA, and
LatAm, each of which are strategically separated
from our business operations. The sites are ISO
27001 certified, and Tier-3 grade facilities.

These data centers leverage redundant hardware,
diversified and redundant telecommunications
and utility power feeds, and redundant Universal
Power Supply systems and backup generators. In
addition, they provide disaster recovery services
as well as computer operations command centers
and crisis situation event rooms.

BNY Mellon contingency data centers are
dedicated facilities controlled and supported by
BNY Mellon staff and management. These data
centers are configured to operate indefinitely at
100% of the production data center’s capacity.

Our primary production data center recovers to
one of two dedicated contingency data centers
with replication of data occurring continuously.
Local data backups are automated and
conducted daily, or more frequently as defined by
the application's architecture.

Information Classification: Confidential

Testing Strategy

Our Disaster Recovery program includes a variety
of exercises throughout the year, including both
targeted and large-scale internal tests, as well as
participation in global forums and sector
exercises—all designed to continuously enhance
our resiliency posture. These exercises are a key
component of our enterprise resiliency framework
and validate our technology recovery capabilities
and preparedness. These include, at a minimum,
annual exercises for our primary and regional
data centers.

A Disaster Recovery Test Exercise Memo,
including timing and approach, can be shared
upon request. As a matter of policy and for
security purposes, we do not share the details of
the DR exercise results.

The resiliency of our technology recovery
program was demonstrated in July 2021 in
response to flooding at our Luxembourg City site
which damaged the power supply to the data
center at that location. The failover to our
alternate data center was successfully completed
in response to this event and ensured continuity
of service was maintained.

Data Center Facilities Resiliency

Environmental Protection

Facilities infrastructure (e.g., air conditioning,
water towers, generators, etc.) are isolated and
protected by concrete walls. Each data center
uses either self-contained glycol cooling or water
storage tanks. The storage tanks can support both
cooling and domestic water requirements and are
configured to maintain cooling operations
indefinitely.



Specialized fire protection is implemented within
the data processing areas and monitoring
systems are in place and in compliance with all
applicable local codes. Fire protection is
provided by double interlocked pre-action
firecycle sprinkler systems and central fire alarm
controllers with addressable photoelectric smoke
detectors and heat sensors located above and
below the floor.

Power Supply

Our data centers are supported by automated
power fail over systems which include multiple
connections to outside electrical sources through
different routes, battery back-up sufficient to carry
the full load of the center while we convert to
generator and triple redundant generator power
to provide ongoing operations in the event of an
electrical failure.

Our online double-conversion UPS systems
provide the highest level of protection by
isolating the computing equipment from raw
utility power, while managing power anomalies
such as sags or surges. The system also provides
zero transfer time and protects against electrical
line noise, frequency variation and harmonic
distortion.

Diversity and redundancy are built into our
designs and infrastructure configurations.
Network infrastructure is fully redundant (i.e.,
routers, switches, firewall, load balancers).
Primary and backup components comprise the
infrastructure.

Physical Security

Our data centers are surrounded by secured
fencing and monitored 24x7 by security guards.
Internal physical access control includes retinal
scanning for the most critical areas. Exterior and
interior security cameras span all areas that
record activity. Facilities infrastructure (e.g., air
conditioning, water towers, generators) are
isolated and protected by concrete walls.

Data Center Rotations

BNY Mellon’s Enterprise Resiliency strategy
addresses the risk related to the ability to provide

Information Classification: Confidential

uninterrupted services. As such, a key element of
the Enterprise Resiliency strategy is to plan
appropriately so that in the event of a disruption,
applications supporting Critical Business Services
("CBS") can rotate to a designated alternate data
center and resume sustainable operations for an
extended period. This ability, and BNY Mellon’s
Enterprise Resiliency strategy as a whole, is
supported by the applications, infrastructure, and
operational capabilities that underpin these
services.

The establishment of Data Center Rotation (DCR)
exercises represents advancement in BNY
Mellon'’s resiliency and builds on existing DR
practices focused on the restoration of
technology and information assets. DCR goes
beyond DR’s restoration goal with the aim of
achieving sustained business-as-usual ("BAU")
production in an alternate location.

DCR requires active participation of applicable
technology, business services, and/or functions,
including external clients, vendors, and other
third parties, to support and build response
capabilities to increase BNY Mellon's
preparedness to operate through planned and
unplanned operational and technology
disruptions.

Governance

Under our Disaster Recovery Policy, BNY Mellon
has developed and maintains a DR Program,
which establishes our DR strategy, framework and
standards of execution for all areas involved in
our DR planning and testing.

BNY Mellon's business continuity framework is
developed, overseen, and governed by our
Enterprise Resiliency Office (ERO), which aligns,
centralizes and integrates disciplines and
capabilities to deliver timely and effective incident
identification, impact assessment, escalation,
communication and resolution; provide clients
with superior service; and deliver resilient world-
class products and services.

Our Enterprise Resiliency Council is responsible
for providing oversight, governance, and



guidance to ensure that business continuity risks
are defined, understood, and effectively
managed and reports to BNY Mellon's
Technology Oversight Committee.

BNY Mellon’s ERO has senior level oversight,
focus and support, including the Board of
Directors, the Senior Risk and Controls
Committee, the Technology Oversight
Committee, and the Enterprise Resiliency Council.

Y Meollis t' e corlorate ‘ra d ol Tl e [JallJoll e’ Yor[IMelol Corloratiolla d [lay [e [sed to relerel ce ti e corloratiol |as a [ /[ ole a dlor its variol s sl sidiaries [ el erally Tlis [lateria’!
does [ ot co’stit te a recoll el datio |y [I[]Y Melollolaly LiLd Tl e illorllatiol] Lereillis [otil telded to [rovide tallle allil vest e[t accol [ ti | lila cialor ot er [ rolessio al advice ol!
aly [latterra’d siolid (ot (e [sed orrelied [T ollassicl Tleviellsellressed [litli[/tlis [ateria are t ose ol tle coltril | tors a’d ot [ecessarily tlose ol [I[]Y Melo[ I [I['Y Mel©(] [as [ot
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