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REQUEST FOR PROPOSAL
CRFP MIS2200000001-ENTERPRISE SURVEILLANCE SYSTEM

ATTACHMENT B: TITLE PAGE, EXECUTIVE SUMMARY, AND
SUBCONTRACTOR LETTERS

1. Title Page
In accordance with Section 5 — Vendor Proposal of this RFP, the Vendor should include a titlepage

stating the Vendor’s intent to bid for this Request for Proposal (RFP). The Vendor’s response
should include a Title Page; Table of Contents; Executive Summary; and Vendor contact and
location information.

Response: See Title Page on next page.
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February 1, 2022

Mr. Matthew Dollacker

Chief Executive Officer
InductiveHealth Informatics, Inc.
2870 Peachtree Rd NW #915-3304
Atlanta, GA 30305-2918
www.inductivehealth.com

Crystal Hustead

Department of Administration, Purchasing Division
2019 Washington Street East

Charleston, WV 25305-0130

Crystal. G.Hustead(@wv.gov

Re: Original Proposal - Title Page - CRFP MIS2200000001 — Enterprise Surveillance System

Ms. Hustead,

With a corporate mission to stop communicable disease through technology, InductiveHealth
Informatics, Inc. (“InductiveHealth™) looks forward to continuing to support the people of West Virginia

and intends to bid on the Enterprise Surveillance System opportunity (CRFP MI1S2200000001).

We look forward to the continued partnership with West Virginia and provided the requested Title Page
information in the table below.

/ \/ 4
Matthew Doll:g’cker
Chief Executive Officer

Title Page Requested Information
1 Vendor’s Name

Response
InductiveHealth Informatics, Inc.

2 Business Address

2870 Peachtree Rd NW #915-3304
Atlanta, GA 30305-2918
www.inductivehealth.com

3 Telephone number, fax number, name
of contact person, e-mail address

Authorized Parties:

Mr. Matthew Dollacker

Chief Executive Officer

770-329-1233

matthew.dollacker{ inductivehealth.com
Contracts inbox: contractsi« inductivehealth.com

Corporate Fax Number: 800-991-2996 Attn: InductiveHealth
#3304
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The Vendor should include the following cover letter, signed in blue ink by an authorized
signatory legally binding the Vendor and include it in the labeled “Original Proposal.”

The Vendor should also provide the following information regarding the person responsiblefor
completing the Vendor responses. This person should also be the person DHHR and Purchasing
Division should contact for questions and/or clarifications.

Name Matthew Dollacker Phone 770-329-1233
Address 2870 Peachtree Rd NW #915-3304 Fax 222990 Aun: Inductivelicali

Atlanta. GA 30305-2918 E-mail matthew.dollacker@indutivehealth.com

Subject to acceptance by the State, the Vendor acknowledges that by submitting a response AND
signing in the space indicated below, the Vendor is submitting a formal offer to meet the
requirements and intent of the RFP,

In addition to providing a signature to Section 6.9 — Availability of Information in the RFP,
failure to sign the Submission Cover Sheet or signing it with a false statement shall void the
submitte /1’;5 _onse or any esulting contracts.

y/ u/mv T 5

Q/iémal Slgnature of Signatory Authorized to Legally Bind the Company / Date  /
Name (Typed or Printed) Matthew Dollacker

Title CEO

Company Name InductiveHealth Informatics, Inc.

Physical Address 2870 Peachtree Rd NW #915-3304 Atlanta, GA 30305-2918
State of Incorporation GA
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By signature hereon, the Vendor certifies that:
1. All statements and information prepared and submitted in response to this RFP are
current, complete, and accurate.
2. The proposed solution for the project meets the requirements of this RFP.
3. The Vendor will comply with all federal and state laws, rules, and regulations that are in
force currently or anytime during the term of a resulting contract.
4. The Vendor understands that proposal submissions become public and are available for
review immediately after opening pursuant to West Virginia Code §5A-3-11(h). All other
information associated with the RFP, including but not limited to, technical scores and reasons
for disqualification, will not be available until after the contract has been awarded pursuant to
West Virginia Code of State Rules §148-1-6.3.d.
5. The company represented here is an authorized dealer in good standing of the
products and services included in this response.
6. The Vendor and its principals are eligible to participate in this transaction and have not been
subjected to suspension, debarment, or similar ineligibility determined by any federal, state or
local governmental entity; are in compliance with the State’s statutes and rules relating to
procurement; and are not listed on the federal government's terrorism watch list asdescribed in
Executive Order 13224. Entities ineligible for federal procurement are listed
at https://www.sam.gov/portal/SAM/#1.
7. Prior to award, the Vendor affirms it will have all current approvals, licenses, or other
qualifications needed to conduct business in West Virginia.

2. Vendor Information
Complete the following information regarding the Vendor’s information, including: primary

contact for any questions pertaining to the Vendor’s payment address to which the

State should send payments under the Contract, legal notice address to which the

State should send legal notices for any potential future agreements, and individuals responsiblefor
the Vendor’s response.

2.1. Payment Address
In Table 10, the Vendor should provide the address to which the State should send payments.
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Table 10: Pavment Information
Payment Information:

Name: James Maglione
Address: 2870 Peachtree Rd NW #915-3304

City, State
ind ZIP Code: | Atlanta, GA 30305-2918

IPhone: 714-390-1465 Fax: 800-991-2996 Attn: InductiveHealth #3304

Director of Finance and Contracting

Email: Jjames.maglione@inductivehealth.com, contracts@inductivehealth.com

2.2 Legal Notice Address
In Table 11, the Vendor should provide the name, title, and address to which the

State should send legal notices.
Table 11: Legal Notice Information

Legal Notice Information

Name: Matthew Dollacker itle: CEO

Address: 2870 Peachtree Rd NW #915-3304

City, State Atlanta, GA 30305-2918

and ZIP Code:

Phone: 770-329-1233 Fax: | §00-991-2996 Attn: InductiveHealth #3304
Email: matthew.dollacker@inductivehealth.com, contracts@inductivehealth.com

3. Executive Summary
This section should be a brief (three (3) to five (5) page) summary of the key aspects of the

Vendor’s Technical Proposal. The Executive Summary should include an overview of
the Vendor’s qualifications, approach to delivering the services described in the RFP; timeframefor
delivering the services; proposed team; and advantage of this proposal to the State.

Response: See next page.
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Vendor Qualifications: With a corporate mission to stop communicable disease through technology,
InductiveHealth Informatics, Inc. (InductiveHealth) looks forward to continuing to support the people of
West Virginia under the Enterprise Surveillance System opportunity (CRFP MIS2200000001) with our
next generation enterprise disease surveillance platform, based on the InductiveHealth-maintained
EpiTrax™ disease surveillance system and other enabling components from our mature disease
surveillance software-as-a-service (SaaS) platform. InductiveHealth delivers this solution today to
State-level clients, including successful migrations of data and disease surveillance capabilities from the
NEDSS Base System (NBS) into this more modern, usable, integrated disease surveillance system,
delivered in a software-as-a-service (SaaS) model. InductiveHealth has partnered with STChealth —
another established, successful vendor to the State of West Virginia — to leverage their expertise and
capabilities in immunization systems to enable the modem, integrated surveillance vision that the West
Virginia Department of Health and Human Resources (WV DHHR) seeks to realize.

InductiveHealth is one of the largest disease surveillance systems software-as-a-service providers in the
United States, delivering the reference electronic disease surveillance system (EDSS) for thirteen (13)
states and territories, managing the exchange of several million HL7 messages from clinical care to
public health daily, with well over a billion I
records under management. By focusing
exclusively on disease surveillance technology,
InductiveHealth has developed optimized tools,

processes, and technology that have been vetted
at scale and optimized for best practice delivery '

of surveillance, investigation, contact tracing,

and response functions.

InductiveHealth works across federal, state, =
territorial, and tribal public health agencies to

deliver mission critical solutions in public health .

disease surveillance. Founded in 2013 and InductiveHealth collects nationwide hospitalization and
headquartered in Atlanta, Georgia, our laboratory result data, critical to the Coronavirus (COVID-

19) pandemic response. Image of InductiveHealth-

institutional capacity and financial resources
P Y provided data presented to President Joseph Biden.

have been recognized by the Federal
government as an awardee of the Chief Information Officer-Solutions and Partners 3 (CIO-SP3) and
General Service Administration (GSA) Multiple Award Schedule (MAS) contract vehicles, as well as
multiple other large, mission-critical disease surveillance programs. This includes delivery of the
National Syndromic Surveillance Program / BioSense (NSSP) for the Centers for Disease Control and
Prevention, collecting and processing HL7 data across thousands of feeds, covering over 70% of
hospitalizations nationwide, many billions of records, and delivering advanced analytics and dashboards
that support the understanding and response to outbreaks and events of public health importance.

As a trusted partner to West Virginia since 2018, InductiveHealth successfully delivers similar services

as those defined under the Enterprise Surveillance System opportunity (CRFP MIS2200000001),

including:

® Delivery of software-as-a-service (SaaS) solution for the National Electronic Disease Surveillance
System (NEDSS) Base System (NBS) for all West Virginia reportable diseases
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e Since the start of the Coronavirus Disease 2019
(COVID-19) pandemic in early 2020, delivery of
electronic laboratory reporting (ELR) onboarding
and operations to support receipt of laboratory
results electronically

¢ Electronic Case Reporting (eCR) onboarding and
operations to expand surveillance capabilities of e

By the numbers:
InductiveHealth Delivery to West Virginia

Electronic Laboratory

Reports
West Virginia based. on Centers for Disease 1000+ 99.95+%,
Control and Prevention (CDC) and Centers for Reporting Facilities Solution Uptime Achieved
Medlcare & Medicaid Services (CMS) InductiveHealth has delivered mission-critical
interoperability rules electronic disease surveillance solutions to West
e Modernization of data interoperability capabilities Virginia since 2018.

through Rhapsody data integration engine subject matter expertise and technical assistance

We are excited to propose a low-risk path to transition West Virginia to the next generation of integrated
¢lectronic disease surveillance technology that not only meets RFP requirements, but also enables some
of the most important new ideas in disease surveillance today.

Approach to delivering the services described in the RFP: InductiveHealth is proposing an integrated
disease surveillance solution that provides for coordinated data and interactions with WV ESS users and
residents to improve the effectiveness, timeliness, and quality of interventions. This is a solution that
InductiveHealth delivers to other clients today, including support for many of the ancillary systems
integrations between other systems WV DHHR utilizes. We have partnered with STChealth to help
deliver these capabilities, bringing deep expertise in one of the most critical data systems to further
integrate into surveillance functions, West Virginia’s immunization information system.

InductiveHealth’s proposed solution is based on the EpiTrax™ electronic disease surveillance system, in
use by 5 states and territories. InductiveHealth delivers this solution in a commercial open source
model, meaning the core software is available open source, reducing the risk of vendor lock-in, while
providing the same levels of maintenance, support, bugfix, and new feature development provided by
other commercial software. As shown in the diagram below, our proposed solution includes several
other components, including the Rhapsody™ integration engine, EMSA™ for message data flow
control, visualization, and audit, Respond Plus™ for automated contact tracing and symptom monitoring
via SMS, and InductiveHealth’s custom Grafana dashboards for data visualization and RStudio Web for
advanced data exploration. These components are already integrated as part of services
InductiveHealth delivers today, reducing deployment timelines and risk, and providing coordinated
workflows across components. Some, such as Rhapsody™, are used as part of InductiveHealth’s
existing service delivery to West Virginia, allowing for significant reuse of existing feeds and mappings
and supporting WV DHHR’s strategic investment in this integration technology for external reporting.
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InductiveHealth’s approach to delivering to West Virginia’s requirements for an Enterprise Surveillance System
is based on mature technology and existing integrations and integration patterns to deliver core surveillance
capabilities while enabling additional data interoperability and advanced, unified data analytics

These software components are supported by InductiveHealth’s mature SaaS$ infrastructure, tooling,
methodologies, and team that backs over a dozen state and territorial disease surveillance systems today.
The scalability of our delivery model, infrastructure, and tooling have been demonstrated with
successful delivery of EDSS capabilities throughout the COVID-19 pandemic, supporting 10-100x
increases in users, user traffic, and 100-10,000x increases in HL7 message flow and data volume.
We understand the criticality of these systems, made even more important during outbreak and
pandemic response, when systems use and data volumes are at their highest. We have designed our
technical solutions to provide fast, reliable information processing and analysis to support public health
response activities. This is driven by well-architected underlying technology, with a flexible multi-site
private cloud infrastructure layer optimized for the types of systems resources required to deliver
responsive systems performance at scale. These systems arec managed using the NIST cybersecurity
framework, leveraging a complete set of information security controls and an integrated suite of
advanced information security tools, including Acunetix vulnerability scanning and flexible multi-factor
authentication (MFA) with sophisticated geography-based IP filtering and reporting.

InductiveHealth leverages our nationally recognized Engage, Connect, Validate, OperateSM
methodology to ensure high-throughput feed integration, and high-quality data exchange among public
health agencies and trading partners (including clinical providers, laboratories, health information
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exchanges, and other non-traditional reporters). This model and supporting technology is also used for
state-level reporting to the Centers for Disease Control and Prevention using the most recent NEDSS
Modernization Initiative (NMI) reporting standards.

Data from all components (and select ancillary systems) lands in a unified data warehouse, including
data from the WVIIS, supported by team member STChealth. This data warehouse follows
InductiveHealth’s existing pattern supporting log shipping to WV’s Bridge Database, providing local
access to integrated data for additional analysis, audit, and research activities. Within the platform, data
visualization and exploration are supported through customizable dashboards implemented in Grafana,
with data exploration enabled through RStudio Web for sophisticated, high-performance data analysis.

Timeframe for delivering the services: InductiveHealth’s current delivery to West Virginia provides
us a deep understanding of the State’s disease surveillance processes, ancillary systems, and data
reporting environment (including successful collaboration with the WVHIN). While other vendors must
spend many weeks and months learning (including dependencies on WV DHHR staff), we are ready to
deliver upon award. This, in combination with our mature, already-integrated solution and
demonstrated successful migration from the NBS to EpiTrax, reduces the time needed for
implementation and keeps deployment risk low. Our solution also leverages existing WV DHHR
investments in provider feed integrations in Rhapsody™, reducing the need for rework using new
technologies. The high-level Gantt chart below summarizes the major implementation phases in support
of a production system release only 9 months following award, informed by our successful
completion of similar efforts on this timeline. Reference Attachment E - Initial Work Plan for Gantt
chart of high-level Implementation phase milestones.

Proposed team: InductiveHealth today has over 70 full time employees delivering discase surveillance
technology services, 35+ with degrees in computer science, engineering or mathematics, and 30+ with
advanced degrees in the public health domain. The InductiveHealth team will be led day-to-day by
Michelle Brazel, PMP (Project Manager) with corporate delivery oversight from Pamela Knight-
Schwartz, MPH (Account Manager), who currently leads InductiveHealth’s delivery to WV DHHR.
Michelle has spent the last fifteen (15) years supporting state public health agencies with similar size,
scope, and complexity programs in the implementation and operations of electronic disease surveillance
systems (EDSS) and Pam was previously accountable for EDSS delivery across dozens of public health
agencies, with numerous successful EDSS implementations to her credit. Michelle and Pam will
leverage dedicated team members to support implementation and operations activities for WV DHHR,
as well as utilizing InductiveHealth’s integrated SaaS delivery organization for shared services and
scalable surge support.

InductiveHealth has partnered with STChealth (sub-contractor) who has successfully supported the West
Virginia Statewide Immunization Information System (WVSIIS) for over 23 yecars. STChealth will
bring forward expertise in IIS integration as well as support the overall effort with quality assurance,
documentation, and information security delivery assurance and review. InductiveHealth is excited to
bring forward this team with demonstrated experience delivering successful EDSS implementations
many times over, and who also have knowledge and context delivering to WV DHHR today.

Advantages of this proposal to the State: The table below summarizes some of the key advantages of
InductiveHealth’s proposed solution and approach:

Page |9 InductiveHealth Informatics, Inc.



REQUEST FOR PROPOSAL
CRFP MIS2200000001-ENTERPRISE SURVEILLANCE SYSTEM

Solution Feature |

1) Next-generation EDSS solution based on
EpiTrax™ with commercial open source
product maintenance, enhancement, and
support provided by InductiveHealth

2) Supports sophisticated use cases with
existing component integrations, ready to
deploy

3) Reuse of existing external provider feed
integrations and Rhapsody™ infrastructure.
EMSATM for visibility into external data
flows

4) Incumbent vendor team delivering EDSS
SaaS$ and IIS SaaS for WV DHHR, with
demonstrated technology and processes for
migrating from NBS to EpiTrax™

5) Advanced, flexible data analysis and
dashboard technology, leveraging unified
data from ancillary WV information systems

Benefit to WVDHHR

Meets WV DHHR requirements with a modern, scalable core EDSS
solution

Provides flexibility for customization and vendor-backed product
support with the benefits of open-source flexibility and lack of vendor
lock-in

Advanced, automated SMS contact tracing features with bi-directional
EDSS integration

Supports coordination across WV DHHR systems to provide higher-
quality, more timely interactions with WV residents

Leverages existing data feed connectivity and mappings

e Lowest risk approach to provide continuous data reporting from providers,

and continue to advance electronic integration from providers

Compliant with most-current NMI reporting to CDC

Lowest risk solution, with no ramp-up time needed to understand existing
systems, integrations, and processes

Demonstrated experience and tooling to support migration from the NBS to
EpiTrax™

Proven vendor and team with a successful delivery track record to
West Virginia

Flexible and user-friendly data reporting and analytic tools

Unified data, integrated from ancillary information systems to support an
integrated disease surveillance model, with visibility across infectious
disease, immunization, contact tracing, and syndromic / hospitalization
data.

The remainder of our proposal will detail the specifics of the systems, methodology, deployment plan,
and team to realize WV DHHR’s vision to improve its surveillance system capabilities.
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4. Subcontractor Letters
For each proposed subcontractor, the Vendor should attach to Attachment B: Title Page,

Executive Summary, and Subcontractor Letters, a letter from the subcontractor, signed in inkby
an authorized signatory legally binding the subcontractor, which includes the
following information:
o The subcontractor's legal status, federal tax identification number, DUNS number, and
principal place of business address.
» The name, phone number, fax number, email address, and mailing address of a person
authorized to legally bind the subcontractor to contractual obligations.
» A description of the work the subcontractor will perform.
e A statement of the subcontractor’s commitment to perform the work if the Vendor is
selected.
o A statement that the subcontractor has read and understands the RFP, and will complywith
the requirements of the RFP.
e A statement that the subcontract will maintain any permits, licenses, and certifications
requirements to perform its portion of the work.

Response: See next page for sub-contractor letter from STChealth.
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Subject: STChealth, LLC Subcontractor to Inductive Health CRFP MIS2200000001-ENTERPRISE

SURVEILLANCE SYSTEM

STC Company Information

STChealth, LLC (STC) is a Delaware Limited Liability Company small business located in the State
ofArizona with a physical address of 411 South 1st Street, Phoenix, Arizona 85004 and 145 Full Time
Employees (FTE’s) dedicated to building and supporting public health information systems. STC
DUNS# is 198675084 and Cage Code# 1GHES8. STC maintains a Federal GSA Contract

Schedulewith a contract number #GS-35F-00548S.

This proposal is valid for 120 days from the date of submission.

Per the FAR STC maintains its registration in System for Award Management (SAM) and the

currentregistration is valid through 09/14/2022.

Payment Information

Sandy Vasseur, Chief Financial Officer
411 South 1% Street

Phoenix, AZ 85004

Sandy Vasseur@stchome.com

480) 745-8500 FAX: (602) 598-7712

Felicia O’Sullivan, Accounting Manager

411 South st Street

Phoenix, AZ 85004

Felicia Osullivan@stchome.com

Phone: 480-745-8500 FAX: (602) 598-7712

Legal Notice Information

IAddress: STChealth,
[LLC. 411 South 1st
StreetPhoenix, AZ
85004

Attn: Legal Department:

Michael Kevin Jones, General Counsel
Kevin_Jones@stchome.com

(480) 745-8500

Attn: Contractual Point of Contact:
David Mora, Director of Contracts
David Mora@stchome.com

(480) 745-8552

Attn: Technical Point of Contact:
Joe Kelly, Chief Technology Officer
Joe Kelly@stchome.com

(480) 745-8500

Authorized Persons to Negotiate

The following individuals are authorized to negotiate on behalf of STChealth, LLC (STC)

withInductive Health, West Virginia, CDC, and GSA in connection with this CRFP.
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Michael L. Popovich, CEO Kristina Crane, Chief Strategy Officer
411 South 1st Street 411 South 1% Street

fPhoenix, AZ 85004 Phoenix, AZ 85004

Phone: (480) 745-8500 Phone: (480) 745-8552

Michael Popovich@stchome.com Kristina Crane@stchome.com

STChealth has been in business for 33 years in the current public health climate. STChealth is a
leaderof integrated public health solutions that manage day-to-day disease and syndromic
surveillance, pandemics, contact tracing, and outbreak management tied to a population view and
vaccine status.

STChealth is a leader in Immunization Information Systems (IIS) and has over 30 years in subject
matter expertise in the development of disease surveillance. By working with Inductive Health,
STChealth is able to bring this expertise while providing the same patient duplication and GIS tools
available within the IIS that has been in operation for over 23 years in West Virginia. STChealth
operates the nation's largest Intelligent Information Network for Immunizations that has reported over
45% of all administered vaccines in the USA and moved over one billion vaccine messages in 2021.
The expanded mobility of our global population raises the necessity of public health systems to be
designed, architected, and developed to comply with current standards and best practices, and have
theability to address future threats while retaining the core value of eliminating all preventable
disease (including vaccine-preventable) through information technology.

In response to the subject RFP, STChealth is committed to perform the work as a subcontractor to
Inductive Health in support of the CRFP MI1S2200000001-ENTERPRISE SURVEILLANCE
SYSTEM. The Subcontractor has read and understands the RFP and all its addendums, and if
selectedwill comply with the requirements of the RFP, and with any noted exceptions to be
reconciled at negotiations upon award. The subcontractor will maintain any permits, licenses, and
certification requirements to perform its portion of the work contained in the resulting subcontract.
STChealth the subcontractor does not have any business disputes to disclose based on definition in
the CRFP.

Authorized Signatories
By signature hereon, the Vendor certifies that:

1. All statements and information prepared and submitted by STChealth, LLC in response to this
RFPare current, complete, and accurate.

2. The proposed solution for the project meets the requirements of this RFP.

3. The Vendor will comply with all federal and state laws, rules, and regulations that are in forcecurrently or
anytime during the term of a resulting subcontract.

4. The Vendor understands that proposal submissions become public and are available for review
immediately after opening pursuant to West Virginia Code §5A-3-11(h). All other information
associated with the RFP, including but not limited to, technical scores and reasons for
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disqualification,will not be available until after the contract has been awarded pursuant to West
Virginia Code of StateRules §148-1-6.3.d.

5. The company represented here is an authorized dealer in good standing of the products and services
included in this response.

6. The Vendor and its principals are eligible to participate in this transaction and have not been
subjected to suspension, debarment, or similar ineligibility determined by any federal, state or local
governmental entity; are in compliance with the State’s statutes and rules relating to procurement;
andare not listed on the federal government's terrorism watch list as described in Executive Order
13224, Entities ineligible for federal procurement are listed at https://www.sam.gov/portal/SAM/#1.

7. Prior to award, the Vendor affirms it will have all current approvals, licenses, or other qualifications
needed to conduct business in West Virginia.

The following persons are permitted to sign proposals, task orders, or other documents that may
resultfrom this response, and signatures below bind our organization to this proposal.

Michael L. Popovich, CEO David Mora, Director of Contracts
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5. Table of Contents

This section should contain a table of contents. The table of contents should include all parts of the
proposal, including response forms, and attachments, identified by section and page number.The
table of contents should include a Table of Tables and Table of Figures, etc.

Response:

Proposal

Section

Response Template/Contents

Tab Name

Page
Numbers

Cost Attachment A: Cost Proposal (submit separate from Technical |[Attachment A: Cost Proposal [Not Page
Proposal |[Proposal) Counted
Contents: e Microsoft Excel workbook Not Page
Counted
Technical |Attachment B: Title Page, Executive Summary, Subcontractor (Attachment B: Title Page, [2 - 17
Proposal |Letters Executive Summary,
Subcontractor Letters
Contents: o Title Page 2
e  Vendor Information 3-5
e  Executive Summary 6 -10
e  Subcontractor Letters 11-14
e Table of Contents 1516
17
o Section 8: Certification and Signature Page (signed
document)
Technical [Attachment C: Vendor Qualifications and Experience Attachment C: Vendor 18 -32
Proposal Qualifications and
IExperience
Contents: ¢  Organization Overview 18-19
¢  Mandatory Qualifications 19-20
2
e  Existing Business Relationships with the State ‘2'1
e  Business Disputes 51 - 28
e References 28 - 32
e Financial Stability
Technical |Attachment D: Project Organization and Staffing Approach  [Attachment D: Project 33-74
Proposal Organization and Staffing
IApproach
Contents: e Initial Staffing Plan 33-43
e  Use of State Staff 43 — 45
e Key Staff, Resumes, and References 05 - 74
Technical [Attachment E: Initial Work Plan Attachment E: Initial Work(75 - 89
Proposal Plan
Contents: e  Initial Work Plan 75 -89
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Response Template/Contents

Tab Name

Page

Section Numbers
Technical [Attachment F: Mandatory Requirements Attachment F: Mandatory 90 — 95
Proposal Requirements

Contents: ¢ Completed table of mandatory requirements 90 - 95
Technical |Attachment G: Business Specifications Approach Attachment G: Business |96 —115
Proposal Specifications Approach

Contents: e  Contact Tracing 96 — 100

e Case Investigation and Management 100 — 106
» Case and Contact Integration 106 109
109-114
¢ Outbreak Management 114 -115
e Reporting and Analytics
Technical |Attachment H: Technical Specifications Approach IAttachment H: Technical (116 — 145
Proposal Specifications Approach
Contents: e  Data Sources, Delivery and Display 116 - 128
¢ Data Quality 128 - 130
e Infrastructure o1
139 - 145
e  Security Management
Technical |Attachment I: Implementation Specifications Approach Attachment I: 146 - 176
Proposal Implementation
Specifications Approach
Contents: s  Project Management Methodology 146 — 159
¢ Implementation Methodology 159 - 165
165-170
e Deployment Methodolo
vy & 170- 176
e  Testing
Technical [Attachment J: Maintenance and Operations Specifications Attachment J: Maintenance(] 77 — 188
Proposal |Approach and Operations
Specifications Approach
Contents: e  Operations 177 - 185
¢  Solution Backup, Disaster Recovery, and Failover 185 - 188
Technical |Attachment K: Terms and Conditions Response Attachment K: Terms and (189 — 196
Proposal Conditions Response
e RFP Terms and Conditions 189
¢  State Customary Terms and Conditions 189 — 190
e  Mandatory Requirements and Terms 190
e  Commercial Materials 191 - 191
e  Exceptions 191197
Technical |[Appendix 1: Detailed Specifications Appendix 1: Detailed 198 - 216
Proposal Specifications
Contents: [Completed table containing list of detailed specifications 198 - 216
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SECTION 8: CERTIFICATION AND SIGNATURE PAGE
By signing below, I certify that I have reviewed this Request for Proposal in its entirety; that [

understand the requirements, agree to comply with all mandatory requirements, terms and conditions,
and other information contained herein; that [ am submitting this proposal for reviewand
consideration; that I am authorized by the bidder to execute this bid or any documents related thereto
on bidder’s behalf; that I am authorized to bind the bidder in a contractual relationship; and that, to the
best of my knowledge, the bidder has properly registered with any State agency that may require
registration.

InductiveHealth Informatics, Inc. 770-329-1233 / 800-991-2996 Atm: InductiveHealth #3304
(Company) (Contact Phune/Fax _Number)
/ /
Matthew Dollacker, £EO / X

(Representg,{y: )ﬂmu, TIIJ;; Y/ / (Date)”

f
) \as/F "V/ A
(Aufhonzéd Slgnature)

DESIGNATED CONTACT
The Vendor appoints the individual identified in this section as the Contract Administrator andthe

initial point of contact for matters relating to this contract.

Matthew Dollacker, CEO 2870 Peachtree Rd NW #915-3304 Atlanta, GA 30305-2918
(Printed Name, Title) (Address)
770-329-1233 / 800-991-2996 Attn: InductiveHealth #3304 matthew.dollacker@inductivehealth.com
(Phone Number)/(Fax Number) (Email Address)
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ATTACHMENT C: VENDOR QUALIFICATIONS AND EXPERIENCE

1. Organization Overview

This section of the Vendor’s Technical Proposal should include details of the Vendor and subcontractor

overview. The Vendor’s Technical Proposal should include: organization overview, corporate background,

Vendor’s experience in the public sector, and certifications.

1.1.Vendor Overview

Provide all relevant information regarding the general profile of the Vendor.
Vendors are NOT to change any of the pre-filled cells in the following tables.

Table 12: Vendor Overview

Vendor Overview

Company Name InductiveHealth Informatics, Inc.
Name of Parent Company .

(If Applicable) Not Applicable

Industry

(North American Industry 51820, 541511, 541512, 54519, 541611, 541618, 541690
Classification System [NAICS])

T'ype of Legal Entity S-Corporation

Company Ownership .

(e.g., Private/Public, Joint Venture) Private

Number of Full-Time Employees |74

[_ast Fiscal Year Company Revenue | 17,562,144

Last Fiscal Year Company Net
Income

Undisclosed — privately held firm. Positive income above $1m. Additional details
to be provided confidentially upon request.

% of Revenue From State and Local

Government Clients in the United |72%
States
%o of Revenue From IT Design and

; r 64%
Implementation Services
Number of Years in Business 8
Number of Years Vendor has been
Providing the Type of Services 8
Specified in the RFP
Number of Employees Providing the
T'ype of Services Specified inthe (74
RFP
Headquarters in the United States  [Yes

[Locations in the United States

Headquarters in Atlanta, Georgia with employees in Texas, Florida,

Washington, and many other states

1.2 Subcontractor Overview (if applicable)

If the proposal includes the use of Subcontractor(s), provide all relevant information
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regardingthe profile of each Subcontractor. This section may be duplicated in its entirety
and a page created per Subcontractor included.

The Vendor is NOT to change any of the pre-filled cells in the following tables.

Table 13: Subcontractor Overview

Subcontractor Overview

Specified in the RFP

Company Name STChealth, LLC.
[Name of Parent Compan '
it Soplicablo) pany Not Applicable
Industry
[North American Industry STChealth NAICS codes: 511210 (Primary),
Classification System (NAICS) 541511, 541512, 541513, 541519
[Type of Legal Entity [Limited Liability Company (LLC) Corporate Entity
Compaqy Ownership . Private
(e.g., Private/Public, Joint Venture)
[Number of Full-Time Employees  |145
_ast Fiscal Year Company Revenue | $23,122,729
I_ast Fiscal Year Company Net $2.425.123
Income
%% of Revenue From State and Local
Government Clients in the United  [60%
States
% of Revenue From IT Design and %
Implementation Services S
Number of Years in Business 34 Years
Number of Years Vendor Has Been
Providing the Type of Services 20 Years

[Number of Employees Providing the

[Type of Services Specified in the 120
[RFP
IHeadquarters in the United States  [Yes

ILocations in the United States

Yes, HQ in Arizona.

2. Mandatory Qualifications

Some Remote employees all located in the United States.

This section details the mandatory qualifications. The Vendor must complete this section to
demonstrate that it has the experience needed to meet requirements set forth in this RFP. The
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table below lists each mandatory qualification; the Vendor must note whether it meets the
qualification and provide narrative demonstrating fulfillment of the requirement. The Vendor
must list each project experience separately and completely every time it is referenced.

Mandatory Qualification Item(s)

The Vendor must demonstrate
experience within thelast three (3)
years as the prime contractor for at

Table 14: Mandatory Qualifications

Vendor

Meets?

Provide A Brief
Narrative To Demonstrate Fulfillment of Requirement

Yes, InductiveHealth currently delivers software-as-a-
service (SaaS) to thirteen (13) state and territorial public
health agencies including West Virginia. Additionally,

operating a public health

disease surveillance system similar
to the State’s incompliance with all
federal and state regulations.

least three (3) federal, state, local XS InductiveHealth is a prime awardee of the Centers for
government or private healthcare Disease Control and Prevention (CDC) Information
entities where a public health Management Services and
surveillance system is currently Support for the National Center on Birth Defects and
being or has beenimplemented. Developmental Disabilities (NCBDDD).
The Vendor must demonstrate at Yes, since 2013, InductiveHealth has delivered software-as-
least three (3) years’ experience in YES a-service (SaaS) solutions for disease surveillance solutions
discase surveillance solutions. including the NEDSS Base

System and EpiTrax platform.
The Vendor must include at least . . . .
three (3) references from projects Yes, in Section 5.0, InductlveHea.lth provides refgrences for
performed within the last three (3) the delivery qf software-as-a-service (SaaS) solution for
years that demonstrate the Vendor’s disease .suljv§:111ance systgms on behalf of the 1. State of
abilityto perform the scope of work West Virginia, 2. Wyoming Department of Health, and 3.
described in the RFP. Vendors may | YES State of Rhode Island.
only use one (1) reference per project
performed. The State strongly prefers
three (3) references from different
state engagements where apublic
health disease surveillance system is
currently being or has been
implemented. Please note, because
this item is a mandatory requirement,
it will not be scorable.
The Vendor must have at least Yes, InductiveHealth is the market leader in delivery of
three (3) years’ experience in YES disease

surveillance systems with a deep commitment to
information

security and data stewardship of the protected health
information (PHI) we are entrusted to manage,
InductiveHealth is also an awardee of the GSA MAS Highly
Adaptive Cybersecurity Services (HACS) Special Item
[Number (SIN) 54151HACS and has completed Security
Assessment and

|Authorization (SA&A) evaluations leading to Authorization

to Operate for multiple health information systems.
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3. Existing Business Relationships With the State
Describe any existing or recent (within the last five (5) years) business relationships the Vendor

or any of its affiliates or proposed Subcontractors have with the State, the State’s counties,
and/or the State’s local municipalities.

Response:

InductiveHealth presently supports the State of West Virginia through the delivery of the
same and similar services as this RFP under the following contracts:

1. EHP 18*01 — Hosting of WVEDSS Application
2. AMA MIS21*01 — ELR Surge Support
3. AMA MIS21*02 — InductiveHealth Case Reporting and Technical Assistance

STChealth (subcontractor) presently supports the State of West Virginia through the delivery of West
Virginia State Immunization Information System (IIS).

4. Business Disputes

Provide details of any disciplinary actions and denote any that are pending litigation or
Terminated for Cause or Convenience and associated reasons. Also denote any other
administrative actions taken by any jurisdiction or person against the Vendor. List and summarize
all judicial or administrative proceedings involving your sourcing activities, claims ofunlawful
employment discrimination, and anti-trust suits in which you have been a party within the last five
(5) years. If the Vendor is a subsidiary, submit information for all parent companies.If the Vendor
uses Subcontractors, associated companies, or consultants that will be involved in any phase of
this project, each of these entities will submit this information as part of the response.

Response: The State of Ohio and InductiveHealth could not come to agreement concerning a
change in the scope of work for InductiveHealth’s services, which was unanticipated, but
necessary to the delivery of the contracted solution for Ohio. After negotiations failed to come toa
mutually agreeable solution, Ohio terminated the contract for convenience (not for cause).

5. References

The State may conduct reference checks to verify and validate the past performance of the
Vendor and its proposed subcontractors.

5.1 Vendor (Prime) References Form

Include at least three (3) references from projects performed within the last three (3) years that
demonstrate the Vendor’s ability to perform the scope of work described in this RFP. The
Vendor should provide three (3) different clients/projects in order to demonstrate its experience.
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The Vendor should include a project description, contract dates, and contact information

(customer points of contact, addresses, telephone numbers, and email addresses). The Vendor
should explain whether it performed the work as a prime contractor or as a subcontractor.

The Vendor is NOT to change any of the pre-filled cells in the following
tables.

The Vendor may add adidifional reference tables as necessary.

Response: See three (3) references below.

Table 15: Vendor References
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Vendor Information

endor Name: InductiveHealth Informatics Inc. Contact Name: | Stephen Macauley, COO
Prime Contractor) Contact Phone: 6 78-231-11906
0 0
Customer Organization: Contact Name: |  Tim Neely
Statc ofﬂWest Virginia Oﬁ'lce of Epldﬂiol-lfi}l’:?g ;P_r"e::lfx‘mon Contact Title: Director of Information Services
iCustomer AdeESS' Contact Phone: | (304) 558 -5858
350 Capitol Street Room 125 Charleston, WV 25301 Contact Email: ey S ——

roject Information
'Total Vendor Staff: Solution is delivered as a software-as-a-service (SaaS) with multiple staff across disciplines supporting West

Project Obj ectives: Vilghiia mcluding Flelp Desk. 1edimology, and Unboardimg eams.
Provide software-as-a-service (SaaS) for the NEDSS Base System (disease surveillance system) to support surveillance of all reportable diseases
Fn'm z mT . ..
rolecf ﬁescrlptlon:
Provide software-as-a-service (SaaS) for the NEDSS Base System (disease surveillance system) to support surveillance of all reportable diseases
WOy Tep ll'lg, HIIOTAL TROTY (¢ g, (i [t

InlAucnvcHea& 1S responsgle for all aspects of Lhc elcctromc dlsease surveillance systems including Help Desk, ELR on-boarding and opcratl ans, and
lions with the CRC

P&ﬂlﬁ’& pmﬂgﬁﬁﬂ Virginia with a turn-key disease surveillance system (as developed by the CDC) and has enabled West Virginia to meet or exceed
all “DC funding requirements of modernization of health mformation system capability.

ole: Bridget Teevan - Help Desk Manager

[Name: Stephen Macauley - Account Executive
Name: Page Smith - Technology Manager
Project Measurements:
Estimated one-time costs: $387,600 Actual one-time costs: $387,600

Reason(s) for change in one-time cost: InductiveHealth has provided consistent cost across the period of performance via firm fixed price
delivery (billed monthly).

Original value of Vendor’s contract: 3387600 |Actual total contract value: $387,600
Reason(s) for change in value:  InductiveHealth has managed to the contract ta the original pricing.

[stimated Start & Completion Dates: From: | 450018 To:| 02/15/2022

Actual Start & Completion Dates: From:| 0152018 To:| 021502023

Reason(s) for difference between Estimated and Actual dates: At the request of West Virgina, InductiveHealth is under active
discussions to continue services for an additional one year period.

If the Vendor performed the work as a Subcontractor, the Vendor should describe the scope of subcontracted
rctivities: All worked performed as a prime contractor ‘

Page | 23 InductiveHealth Informatics, Inc.



REQUEST FOR PROPOSAL
CRFP MIS2200000001-ENTERPRISE SURVEILLANCE SYSTEM

‘endor Name: InductiveHealth Informatics Inc. Contact Name: | Stephen Macauley, COO ]
‘Prime Confractor Contact Phone;|  078-231-U%)6
ustomer G’g‘m‘l ation: Contact Name: |  Dmiela Quilliam, MPH
va; oa‘llhode Idund, Cenler for Acute Infectious Dhsease Contact Tifle: | CWick. Center for Acie Infeclions Disease
“Smmeﬂi Address: ) Contact Phone: | T 04012223284
3Capitol Hill, Providence, RI 02908 e o e

I'stal Vendor Stafl: Solulion 5 delivered as ¥ software-as-s-service {52a8) with multiple saff aoross disciplines supporting the public healtl
h’roﬁ ect Objectives: WAy moadmg Help ~ TehnoTogy, g UNOORraing, | eans,
Provide software.asa-service (Saa8) for the NEDSS Base System {discase murveillance systemis to aupport survell lance of all reportable discases

rreject Descriplion: Provide soMwire-as a-service {Saasy jor the NEDSS Base Sysiem (disease mavelllance system) (o support surveitlance

jof all repartable diseases inchuding electronic I3boratory reporting, CDC national netifisble distase reporting, and local hestth depariment support.
Vendor's Involvemeni: Inductivericalth 7= responsible Tor aspects of i K5cast Surveilance sysan nchiging 97,97 upiime, 30mmiSration o
uuki-factor end use mathentication, slectronic [shorstory reporting on-boarding. and integeation with CDC NMI initiztive for nutional disesse roporting.

*roject Bel'lt’rl\ Provides the public health agency with a modem discass survaillanie system m suppont of CDC and CMS initiatives for data

Name: Stephen Macauley - Account Executive ol Bridect Teevan - Help Desk Manager

Name: Page Smith - Technology Manaser ole: Lindsceyv Roles - Onboarding Manager

‘stimated one-time costs: None Actual one-time costs: None

Fcason(s) for change in onc-time CO%I lmhcmeﬂulih has provided consistent cosl 20085 the period el’pcﬂ‘mmmu.t vin fiem fixed price
delivery (hitled monthly) and tims and matevial delivery [billed on dernand) Lo support
custemizations and enthancemenis requesied by the public ealth agency.

L ——

()nmn:al valuc of V ;.‘l;dﬁ]’ s contract: Sl 323 436 l‘\ctuai total contract value: Sl 323 436

[Reason(s) for change in value:  In cerly 2020, ot the dant of the COVID-15 pademic. the public heshh agency requested sikiitional
customizslions s enhancements to support the pandemic response thereby incoressing the total
contridt cealing in 2020, 2021, and 2022

AT o - 3 = —— S - —_— - - —— m—
- B : P N TN e e == = =
F-stimated Start & Cumpletmn Dates: ~From: 01012018 To:| 1231200
| Actual Start & Completion Dates: From:| @00 To:|  FPresou

Reason(s) for difference between BEstimated and Actual dates:

e a———————————————— e

o e = — = ms e = =

If the Vendor pcrfonned the wurk asa hubwmracmr. thc ¥ endur should describe thr: s;opc. of blleﬂIﬂmClﬂd
I;..:m ities:  Aliworked perfomsed a5 2 primme contracior
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Vendar Information
‘endor Name: InductiveHealth Informatics Inc. Contact Name: | Stephen Macauley, COO

{ Prime Contraclor Contact Phone: 073-251-0906
Customer Information
Customer Organization: Contact Name: | Clay Van Howlet, MS

State of Wyoming Department of Public Healih Contact Title: Chiel, Center for Acute Infectiogs Disease
Customer—iddress: - : -
Contact Phone: {307 77155
& ! Y 82002 o - -
01 Hithaway Building Cheyenne, WY $200 Contact Email: clay. vanhoulen Fwyo.gov

Project Information
Total Vendor Stafi:
Project Objectives:
Provide sofbware-as-a-service (S5aS) fur the NEDSS Base System (disease surveilhince systemi (o auppont survesibance of all seportable discases:
Project Descriplion: Provilc soltwarc-as-2-5enict (58251 10r N0 NEDSS Bast SySien ((ISCIse SUrvelll#iee SySteim) Lo support aurvel ance
o all reporiable diseases ncluding electronic laboratoey reposting, CDC national notifiable Jisesse reporting, and focal hieakh departorent support.
Vendor s [nvolvement: InductiveHealih 1= responsible for aspects of the disezse auveiliance system including 99.5% uptime, admimistration of
pnudti-factor end use smhentication, electronic lahoratory reporting on-bosrding. and integration with CDC NMI initistive for national disease reporting.

Splulion is delivered a5 suftwam -85-8-service {52aS) with multiple #nfY across disciplines supporting the public healt]
FPNCY Wichiding B . P ECTIROTY. S arduig leams,

!"I"Oji‘cl Benefits: Provides the public health agency with n modem discase surveillmee system in support of CDC and OMS mitiatives for data
Imter o bality including electrons luboratory reporting electronic case reporting. and nationul discase

cle: Brideet Teevan - Help Desk Manager
2ole: Lindsey Roles - Onboarding Manager

Name: Stephen Macauley - Account Execitive
Name: Page Smith - Technology Manase

Fstimated one-time costs: None \ctual one-time costs: Nonc

Reason(s) for change in one-tine cost:  InductiveHeslih hus provided consistent cod across the period of pecformance via finm fixed price
delivery (billed monthlys.

Original value of Veendor's contract: =’/ 2,800 |Actual total contract value: $772,800
Reason(s) for change in value:

Estimated Start & Completion Dates: From: [ sco1200 To: | 43002025

\ctual Start & Completion Dates: From:| "Vl To:|  Present
Reason(s) for difference between Estimated and Actual dates:

If the Vendor performed the work as a Subcontractor, the Vendor should deseribe the scope of subcontracted
rdivm“: All worked performed a3 a prime contragtor

5.2 Subcontractor References (if applicable)
If the Vendor’s proposal includes the use of subcontractor(s), provide three (3) references for

each subcontractor.

The State prefers references that demonstrate where the Prime and Subcontractors have
worked together in the past. The Vendor may add additional subcontractor reference
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tables as necessary.

Table 16: Subcontractor References

ubcontractor Information

Vendor Name: Contact Name: van Matosevic
STChealth, LLC
Contact Phone: 480-745-8500
E-Mail [van Matosevic@stchome.com

Customer Information

Customer Organization: West Contact Name Tim Neely
Virginia Department ofHealth

Contact Title WYV IIS Manager
Customer Address Contact Phone (304) 558 -5858
[--mail tim.b.neely(@wv.gov

(Total Vendor Staff: 12 to 15 support WV,

Project Objectives: STCHealth Maintains the West Virginia State Immunization Information System (IIS)

Project Description: STCHealth Maintains the West Virginia State Immunization Information System (IIS)

Vendor’s Involvement: STC Created the IIS that is in place with West Virginia

Project Benefits: WV has 2,637,517 persons in the IIS, having 25,598,805 vaccines and we have 11,072 system
uSers.

ey Personnel
Name: Asad Tufail Role: V.P. of Customer Success, leads the STC Tier Support Staff
Name: Ivan Matosevic Role: Client Partner, STC project management contact

Project Measurements:

Estimated One-time costs: [Actual One-time Costs:

Reason for Change in One-time cost: Request for changes in Tier support and request for updated Customer
requested features.

Original Value of Vendors Contract: Actual Contract Value:
Current Contract $3,385,193.20 Current Contract $4,900,411.58

Reason(s) for change in value: Continuing Maintenance for Option years and updated features requested

Estimated Start & Completion From: 1999 To: Current
Dates

Actual start & Completion Dates  [From: IIS Go Live date 1999 To: Current
Current Contract Period From: 9/19/2021 To 9/18/2022

Subcontractor Information
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Vendor Name: Contact Name: Tvan Matosevic
STChealth, LLC
Contact Phone: 480-745-8500
E-Mail Ivan_Matosevic@stchome.com

Customer Information

ICustomer Organization: Contact Name Mary M. Hayes
West Virginia Bureau for
Public Health
Contact Title Public Health Advisor,
Division of Immunization Services
Customer Address Contact Phone (304) 352-6264 , (681) 340-1110
E-mail IMary.M.Hayes(@WV.GOV

Total Vendor Staff: 12 to 15 support WV,

Project Objectives: STCHealth Maintains the West Virginia State Immunization Information System (IIS)

Project Description: STCHealth Maintains the West Virginia State Immunization Information System (IIS)

Vendor’s Involvement: STC Created the IIS that is in place with West Virginia

Project Benefits: WV has 2,637,517 persons in the IIS, having 25,598,805 vaccines and we have 11,072 system
USErs

Key Personnel

Name: Asad Tufail Role: V.P. of Customer Success, leads the STC Tier Support Staff
Name: Ivan Matosevic Role: Client Partner, STC project management contact

Project Measurements:

Estimated One-time costs: |Actual One-time Costs:

Reason for Change in One-time cost: Request for changes in Tier support and request for updated Customer
requested features.

Original Value of Vendors Contract: Actual Contract Value:
Current Contract $3,385,193.20 Current Contract $4,900,411.58

Reason(s) for change in value: Continuing Maintenance for Option years and updated features Requested

Estimated Start & Completion From: 1999 To: Current
Dates

Actual start & Completion Dates  [From: IIS Go Live date 1999 To: Current
Current Contract Period From: 9/19/2021 To 9/18/2022

Subcontractor Information

Vendor Name: Contact Name: Ivan Matosevic
STChealth, LLC

Contact Phone: 480-745-8500
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E-Mail Ivan Matosevic@stchome.com
Customer Information
Customer Organization: Contact Name Quan Le
Contact Title LINKS Program Manager
Customer-Address Contact Phone (504) 236-8036
F-mail Quan.Le@LA GOV
- !

Total Vendor Staff: 12-20 staff provide suppoitt for the IIS and Tier Support Services

Project Objectives: STCHealth Implemented and Maintains the LA TIS System LINKS

Project Description: STCHealth Implemerved and Maintains the LA IIS System

Vendor's Involvement: STChealth maintdins the LA TIS system and provides Tier 1 and Tier 2 Support for the
1S

Project Benefits: Provides full-servicesolutions for managing the LA Immunization Programs requirements for
their LINKS system including meetilg all CDC requirements, support to providers and consumers and other
professional services including Vgcine intelligence through Analytics, Data Science, and Dashboards.

Key Personnel .

Name: Asad Tufail Role: V.P. of Customer Success, leads the STC Support Staff
Name: Ilyssa Simons __ Role: Client Partner, STC Project Management contact
Project MeasuremA1s: |

Estimated One-tirS COSLS: TActual One-time Costs:

Reason for Chz&¢ in One-time cost: Request for changes in Tier Level support and requests for updated

Customer rec<sted features and functionality.

Origin’ Value of Vendors Contract: Actual Contract Value:
$615199.78 $4,630,315.97

Leason(s) for change in value: Continuing Maintenance for Option years and updated features and functionality
items requested, implemented, and maintained.

Estimated Start & Completion From: 7/17/2018 To: Current end is 7/16/2023
Dates

Actual start & Completion Dates  [From: 7/17/2018 To: Current end is 7/16/2023
Current Contract Period From: 7/17/2021 To 7/16/2022

6. Financial Stability
The Vendor should provide the following components for this section:

6.1 Dun & Bradstreet (D&B) Ratings
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The Vendor should provide the industry standard D&B ratings that indicate its financial strength
and creditworthiness, assigned to most U.S. and Canadian firms (and some firms of other
nationalities) by the U.S. firm D&B. These ratings are based on a firm's worth and composite
credit appraisal. Additional information is given in credit reports (published by D&B) that
contain the firm's financial statements and credit payment history.

Response: See below rating information.

dun&

Business Information Report Snapshot

INDUCTIVEHEALTH INFORMATICS, INC.

Date: 07/09/2021

RISK ASSESSMENT

SCORES AND RATINGS

Max. Credit PAYDEX® SCORE Delinguency Predictor Financial Stress Supglier Evaluation
Recommendation Percentile Percentile Risk Rating
US$ 90,000

MAXIMUM CREDIT RECOMMENDATION

Overall Business Risk Maximum Credit Recommendation

US$ 90.000

The recommended fimit is based on 2 low
probabiiity of severe delinquency.

Dun & Bradstrzet Thinks...

Overail assessment of this organization over the next 12 months; STASBLE CONDITION
Based on the predicted risk of business discontinuation; LIKELIHOOD OF CONTIMLIED OPERATIONS
Based an the predictad risk of severely definquent payments: LOW POTENTIAL FOR SEVERELY DELINQUENT PAYMENTS

6.2 Financial Capacity
The Vendor should supply evidence of financial stability sufficient to demonstrate reasonable
stability and solvency appropriate to the requirements of this procurement.
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Response: See Financial Capacity on next page.

1870 Buford Hwy, Suite 100
Duluth, GA 30097

(770} 622-2982
www.aglcpa.com

CPA GROUP !

Bﬁm

= £ l.

january 28, 2022

West Virginia

Department of Administration, Purchasing Division
2019 Washington Street East

Charleston, WV, 25305-0130

This letter is intended solely for the information and use of the West Virginia Department of
Administration, Purchasing Division and should not be used by anyone other than the West Virginia
Department of Administration to satisfy the Financial Capacity request in CRFP MIS2200000001.

To whom it may concern,

I have been engaged by the client since 2018 and have prepared tax returns for filing with the IRS for
InductiveHealth Informatics, Inc. (the “Company”) and its shareholders based on information provided by
my client for tax years 2017, 2018, 2019, 2020, and soon to be 2021. The returns were prepared based on
information provided by my client. This information was neither audited nor verified by me, and | make
no representation, nor do | provide any assurance regarding the accuracy of this information or the
sufficiency of this tax return information for your credit decision making purposes.

» Matthew Dollacker and Stephen Macauley are the sole shareholders

e The Company has reported Gross Receipts or Sales on the Company’s Federal Tax Return of over
two million (52,000,000} per year for years 2016 (reviewed prior accountant’s filed federal tax
return and then was amended and refiled by AGL CPA Group, LLC), 2017 (prepared), 2018
(prepared), 2019 (prepared}, 2020 (prepared)

® As reported on the Company’s Federal Tax Returns from 2016 to 2021, the Company’s revenues
increased each year. The Company’s 2021 Federal Tax Return has not year been filed.

¢ The Company has reported profits for the 2020, 2019, 2018, 2017, and 2016 tax years.

¢ The information provided to file the 2021 Tax Return which are internally prepared financial
statements which have not been verified or audited show an increase in Gross Receipts and Sales
for 2021.

it is important to note that | have not performed any attestation procedures over the numbers
represented on the Federal Tax Returns.

This letter is intended solely for the information and use by the West Virginia Department of
Administration, Purchasing Division and is not intended to be and should not be used by anyone other
than these specified parties.

Regards,

James Leutenegger, CPA
AGL CPA Group, LLC

In the following table, please list credit references that can verify the financial
standing ofyour company.
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Table 17: Credit References

Institution Address Phone Number
ruist (formerly Suntrust) 214 N Tryon St, Charlotte, NC 28202 1 (800) 226-5228
IAGL CPA Group 1870 Buford Hwy, Ste 100, Duluth GA 30097 |770-622-2982
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ATTACHMENT D: PROJECT ORGANIZATION AND STAFFING
APPROACH

Instructions: The Vendor should employ staffing strategies are to ensure all requirements and
service levels are met to the satisfaction of DHHR. The evaluation of the Vendor’s staffing
approach shall be based on the ability of the Vendor to satisfy the requirements stated herein.
Therefore, the Vendor should present detailed information regarding the expertise of the
proposed staff and an Initial Staffing Plan.

For ease of formatting and evaluation, Attachment D: Project Organization and Staffing
Approach provides the required outline for the Vendor’s response to staffing. The Vendor’s
response to the following should not exceed 25 pages, excluding key personnel resumes and the
forms provided in this attachment.

Please refer to Appendix 3: Staff Qualifications, Experience, and Responsibilities of the RFP
for the details pertaining to staff qualifications, experience, and responsibilities.

1. Initial Staffing Plan

As part of the Vendor’s bid response, the Vendor should provide an Initial Staffing Plan. In
addition to the requirements described in Attachment F: Mandatory Requirements and
Appendix 1: Detailed Specifications, the Vendor’s narrative description of its proposed Initial
Staffing Plan should include the following:

» A succinct description of the Vendor’s proposed project team and should exhibit the
Vendor’s ability and capability to provide knowledgeable, skilled, and experienced
personnelto accomplish the scope of work, requirements, and specifications of the ESS
as described in this RFP.

Response: Introduced in Exhibit-1, the InductiveHealth Team provides highly skilled professionals
with public health experience, to deliver the best solution functionality to monitor disease to support the
goals defined by West Virginia for the Enterprise Surveillance System (ESS). The InductiveHealth
Team will be led day-to-day by Michelle Brazel, PMP (Project Manager) with corporate delivery
oversight from Pamela Knight-Schwartz, MPH (Account Manager). Michelle has spent the last
fifteen (15) years supporting state public health agencies with similar size, scope, and complexity
programs in the implementation and operations of electronic disease surveillance systems (EDSS).
Notably, Michelle supported the Virginia Department of Health in the implementation of Sexual Health
and HIV electronic disease surveillance capabilities. Pam was previously accountable for EDSS
delivery across twenty-six public health agencies for a commercial EDSS solution including delivery to
the New York City (NYC) Department of Health and the Washington State Department of Health.
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As a software-as-service (SaaS) delivery organization, InductiveHealth also has the existing shared
services needed to successfully deliver ESS capabilitics to West Virginia. While other vendors must
identify new resources, form new teams, develop cadence, and provide training on disease surveillance,
the InductiveHealth Team is able to integrate West Virginia into existing Teams and Playbooks designed

specifically for electronic disease surveillance. These Teams
include our Help Desk, managed by Bridget Teevan, MPH, who
formerly served as the EDSS coordinator for the State of Rhode
Island; Lindsey Roles, MPH who manages our Onboarding /
Integration Team responsible for all electronic laboratory report,
electronic case reporting, and syndromic surveillance
onboarding; and the Technical Architecture Team responsible
architecture and product development led by Casey Murray.
Our capabilities, modeled as Playbooks, include
InductiveHealth’s Engage, Connect, Validate, and Operate
methodology for data source onboarding, our IT service
management (ITSM) based Help Desk with an existing
knowledge base, and InductiveHealth’s Data Migration Utility
for migrating NEDSS Base System (NBS) data to the
InductiveHealth EpiTrax™ platform.

Role in Supporting Enterprise Surveillance

Team Member

InductiveHealth Corporate
Capabilities

e 30+ Team Members with
experience working at State or
Federal public health agencies

® 30+ Team Members with advanced
degrees in public health or
epidemiology

e 35+ Team Members with degrees in
computer science, engineering, or
mathematics

e 20+ Team Members with advanced
training in data integration and
Health Level Seven (HL7)
messaging

History of Successful Delivery To West

System Delivery
Prime contractor: Since 2013,
InductiveHealth Informatics has executed on
our corporate mission to stop communicable
diseases through technology by working
across the public health data pipeline
supporting CDC, state and territorial public
health agencies, and public health partners. In
managing over 1 billion records on behalf of
clients, InductiveHealth has deep expertise in
data stewardship, public health surveillance,
and system engineering.

"~ Brinductive

Virginia
InductiveHealth presently provides
software-as-service (SaaS) solution for West
Virginia’s electronic disease surveillance
system (WVEDSS) including stewardship
of all electronic laboratory reporting (ELR),
electronic case reporting (eCR), and support
for Coronavirus Disease 2019 (COVID-19)
pandemic response efforts.

Subcontractor: STChealth has been in
business for 33 years and operates the nation's
largest Intelligent Information Network for
Immunizations that has reported over 45% of
all administered vaccines in the USA and
moved over one billion vaccine messages in
2021.

STC

health

For the last 23 years, STChealth has
supported the West Virginia Statewide
Immunization Information System
(WVSIIS) including School Nurse, Lead
Screening and Oral Health modules.

Exhibit-1: The InductiveHealth Team provides WV with public health specific expertise, staffing, and capabilities.

» A detailed proposal for providing all resources necessary to fulfill the
requirements asspecified in this RFP. This includes details covering not only key

staff but support staff.

Response: Building on the InductiveHealth’s Team successful delivery to West Virginia, Exhibit-2
presents the proposed resources based on the project roles identified by West Virginia for providing
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resources to support Enterprise Surveillance System (ESS) delivery. These resources provide West

Virginia with experts in their specific domains in addition to resources who are able to reach into
existing Shared Service Teams to bring forward additional skills staffed as needed.

Proposed Resource(s)

Relevant Qualification

Experience Highlight

InductiveHealth

* Over 10+ years managing
implementation and operations
of disease surveillance systems
for over 10 state public health
agencies

* Deep experience providing
customer management including
resource allocation

A ccount Pamela Knight-Schwartz, | * Masters in Public Health * Currently supports West Virginia
Manager MPH * Over 15 years implementing WYVEDSS delivery for electronic case
and operating disease reporting (eCR)
[nductiveHealth surveillance systems in 28 state | ¢ Prior experience includes the
and local public health agencies | Massachusetts Department of Public
» Multiple publications on the Health and Maine Center for Disease
utilization of EDSS to improve Control & Prevention
the state of public health and the | « Successful execution of 8 EDSS
use of technology in health implementations including data
promotion activities migration
* Former Director of Public Health
Consulting for Conduent Public Health
Solutions overseeing public health
clients
Project Michelle Brazel, PMP » PMI Project Management * Former Customer Success Director for
Manager Professional (PMP) certification | Conduent Public Health Solutions

overseeing day-to-day disease
surveillance operations

» Implemented disease surveillance
systems for the State of Virginia and
State of Mississippi

» Hands on experience collecting
requirements and interpreting needs of
project stakeholders.

Business Lead

Hayleigh McCall, MPH

* Over 5+ years of experience
working with State, Territorial,

* Acted as CSTE’s syndromic
surveillance subject matter expert

* InductiveHealth Solution
Architect for EpiTrax™

* Deep expertise in Java, modern
web frameworks, and relational
database implementation

+ Expert in cloud computing and
infrastructure engineering

InductiveHealth Local, and Tribal health (SME) with knowledge of BioSense
departments. * Has successfully led the management

* Significant experience in of multi-faceted CDC cooperative

managing projects, program agreements with responsibility over

development and implementation| various contracts

of public health information * Has collaborated and built

systems. relationships with federal and state,

* Masters in Public Health. territorial, local, and tribal (STLT)
health department partners to assist
coordination between all government
public health levels

'Technical ICasey Murray * Over 10 years of experience * Design and implementation of multi-
Lead implementing scalable factor authentication (MFA) into
InductiveHealth information systems InductiveHealth EpiTrax™ Platform

* Design and development of NEDSS
Base System to InductiveHealth
EpiTrax™ Platform data migration
solution

* Implementation of new enhancements
to InductiveHealth EpiTrax™ Platform
to support client specific needs
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Proposed Resource(s)

Relevant Qualification

Experience Highlight

* Lead for STC Public Health
Services, with extensive

Operations Bridget Teevan, MPH *» Masters in Public Health -=<| * Currently supports West Virginia
Manager * Over 5+ years managing WVEDSS delivery for the NEDSS Base
InductiveHealth implementation and operations System (NBS)
of disease surveillance systems  Former electronic disease surveillance
for 13 state public health system (EDSS) coordinator for the State
agencies of Rhode Island
* Extensive experience managing| * Manages InductiveHealth’s Help Desk
change requests and end user Team including CDC NMI onboarding
service requests
* Deep experience in HL7 and
data integration
Implementation |Doug Hamaker * Proven leader in managing the | * Key contributor to standards and
Manager integration of complex architectures to modernize public health
InductiveHealth organizations and business surveillance in the United States and
processes with sophisticated globally
public health information * Recognized for excellence in
systems and laboratory reporting | managing complex system integrations
systems. at state, federal, and international levels
* Subject matter expert in « Successfully advocated for critical
policies and procedures relating | disease surveillance improvements at
to public health disease Texas State Department of Health
surveillance and data * Improved STD and HIV/AIDs
management, including data reporting by developing innovative
confidentiality, sensitivity of epidemiological processes
information, and de-
identification.
* Extensive 30-year experience
leading business policy,
requirements, development,
implementation, and onboarding
of disease surveillance systems.
Test Manager  |limmy Mofadal * Over 20 years in * Currently supports West Virginia
implementation of healthcare and] WVEDSS delivery for electronic case
InductiveHealth public health information reporting (eCR)
systems ¢ Previously supported New York City
* Deep understanding of HL.7 Healthcare Authority in the adoption of
and data integration standards data interoperability standards and
including Clinical Document integration across health information
Architecture (CDA) systems
» Extensive experience in * Completed health information system
development of documentation implementations in complex geo-
to support operations and political environments in international
maintenance and project settings.
implementation
Quality Nicholas Harrar * Over 5+ years of experience in | * Extensive experience in managing
Assurance working on client implementations for STChealth.,
Manager STChealth implementations, and in ensuring| ensuring quality delivery.
quality of deliver.
Documentation |Ashley McDonald * Over 5+ years of experience * Developed and delivered training
Management working with State and Local plans, including production of all
Lead STChealth surveillance systems. associated training materials.

* Established multiple learning
management systems for clients.
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Relevant Qualification Experience Highlight

Project Role

Proposed Resource(s)

experience in developing and
maintaining relevant

documentation.
Information Doug Michaelson * 10 years of experience in IT * Implementation of GRC related
Security and Security management. programs and activities for systems such
Architect /|STChealth * Chief Information Security as HIPAA, NIST CSF, SOC, and
Privacy Data Officer for STChealth. FedRamp.
Protection * Spearheaded the planning and
Officer implementation of standardized cyber

security requirements that aligned with

Cybersecurity Maturity Model

Certification (CMMC) guidelines.

Exhibit-2: The InductiveHealth Team provides WV with experts in disease surveillance, cloud computing, and
software-as-as-service (SaaS) delivery.

Exhibit-3 presents details on InductiveHealth’s existing shared services (i.e., “support staff”) that will
also support delivery in both implementation and operational phases. These are existing Teams with
many years of experience working together and across West Virginia project sponsors and clients

including OMIS and OEPS.

InductiveHealth
Team Shared

Service

Executive Team

Delivery Responsibilities

Led by Matthew Dollacker (CEO):
* Single point of accountability

* Fiduciary oversight responsibility

* Corporate strategy and solution vision
* Relationship management with project
sponsors and stakeholders

History of Successful Delivery To West Virginia

* Has supported the success of West Virginia since
2018 including management of partnership across the
Coronavirus Disease 2019 (COVID-19) pandemic
response efforts.

* Architected onboarding of 42 reference laboratories
to the NEDSS Base System (NBS) in seven (7)
business days in response to COVID-19 pandemic.

* Project delivery oversight

* Client stewardship and execution

* Delivery assurance based on service level
targets

Success Team

Business |.ed by James Maglione (Director of Finance | * Responsive contract management based on evolving
Operations and Contracting): needs of West Virginia
» Financial reporting » Policies and procedures to ensure accurate and
* Time entry management and invoicing timely invoicing and financial reporting
* Talent acquisition and corporate recruiting | * Financial controls to monitor spend and delivery
* Human resource management include commitments recognized by the Federal government
People development through multiple prime awards and multiple
government wide acquisition contracts
Customer |ed by Stephen Macauley (COO): » Maintained high levels of service delivery for West

Virginia in response to Coronavirus Discase 2019
(COVID-19) pandemic

* Deep commitment to the success of West Virginia
working across DHHR including OMIS and OEPS

Led by Page Smith (Manager):

» Software-as-service (Saa8) infrastructure
and data center management

* Security / Information Security
management

* Tier 3 service request management

* Oversight of data integration engine
operations and enhancement including
Mirth, Rhapsody, and InductiveHealth Link

Technology
Team

» 24/7/365 Software-as-service (SaaS) operations
with 99.9% uptime

» Implementation and operations of multiple COVID-
19 pandemic data extracts including advanced
database management to support increase user and
data processing volumes

* Collaboration with OMIS resources on NEDSS
Base System data model and data variables to support
analytical needs
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Delivery Responsibilities

History of Successful Delivery To West Virginia

* Stewardship of West Virginia’s Rhapsody™ data
integration engine and platform

Integration Team

* Executes InductiveHealth Engage,
Connect, Validate, Operate methodology

» Management of trading partner facilities in
customer relationship management solution
* Ongoing monitoring of data feeds
including enhancements based on
operational needs

Help Desk Team Led by Bridget Teevan, MPH (Manager): * Resolution of over 2,800 help desk tickets submitted
* Manages Tier 1, 2, and 3 Service Requests | by West Virginia end users and project sponsors
* Implementation and operations of CDC * Management of over 500 named user accounts
NNDSS Modernization Initiative (NMI) including setup and operations of multi-factor
message mapping guides (MMGs) authentication (MFA) accounts
= Support on-going client status meetings * Onboarding of multiple CDC NNDSS
and escalations Modernization Initiative (NMI) message mapping
guides (MMGs) including Hepatitis program area.
Onboarding / Led by Lindsey Roles, MPH (Manager): * Management of over 9,500,000 electronic

laboratory reports (ELRS) since start of Coronavirus
Disease 2019 (COVID-19) pandemic

* Onboarding of 2,400 reporting facilities since the
start of Coronavirus Disease 2019 (COVID-19)
pandemic (as measured by individual Clinical
Laboratory Improvement Amendments (CLIA)
identifiers

Product and
(O perations Team

Led by Casey Murray (Technical Architect):
* Data analytics product development
* Product development (Scrum delivery)
* DevOpsSec delivery for performance
engineer
* Management of testing and quality
assurance
» Manage InductiveHealth Data Migration™
solution

* Development of Grafana-based dashboards for
internal monitoring of West Virginia chain of custom
for electronic laboratory reports

* Implementation of self-service password reset
feature enabling end users to self-help / self-heal

* Implementation of job execution logging and email
to promote transparency in process execution

Subject Matter
Expert Team

[.ed by Michael Coletta, MPH (Senior
Systems Analyst):
* Provide clients and project sponsors with
expertise in disease surveillance and the
application of disease surveillance systems
to public health practice
* Subject matter experts in EpiTrax™,
Maven®, Electronic Surveillance System
for the Early Notification of Community-
based Epidemics (ESSENCE), and other
disease surveillance systems
* Deep expertise in Health Level Seven
(HL7) message standards and application for

data interoperability

» Advise West Virginia on topics ranging from HIV
epidemic response and integration of data with
Enhanced HIV/AIDS Reporting System (¢HARS)

* Collaborate with the West Virginia Health
Information Network (WVHIN) on data needs,
national message specifications, and best practices for
data transmission

* Advise on the application of current electronic
disease surveillance system to meet federal
requirements such as electronic Case Reporting
(eCR) in response to Epidemiology and Laboratory
Capacity (ELC) Cooperative Agreement requirements

Exhibit-3: The InductiveHealth Team provides WV with experts in disease surveillance, eloud computing, and
software-as-as-service (SaaS) delivery.

o Organization charts for implementation and maintenance stages showing both the
Vendorstaff and their relationship to DHHR staff who will be required to support the
project. The organization chart should denote all key staff for this project, and a
summary of each key member’s high-level responsibilities.
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Response: Exhibit-4 presents the organizational chart for Implementation phase including relationship
to West Virginia resources. Our clear corporate structure promotes accountability across business units
with clear lines of decision-making authority and has been used for the past five years through our
current delivery to West Virginia.

Implementation Phase

OHHR Chief
information Officer Executive Team
idatthew Dollacker, CEO

OHHR Contracting
Officer

OIS Technical
Administrators
OEPS Power Users
OMIS Onboarding
Coordinator

OMIS Data Anatytics

Customer Success
Management

Saa$§ Delivery

Coordinator
«  DEPSTraining Coordinatos
+  OMIS Contract
wv ESS‘- Account M:m:go.r Owner Onboarding
Pameia Knigni-Scheartz. MPH ! integration g

Lindsey Roies. MPH

Technology
Page Smith

OMLS Single Pointof
WV ESS Project Manager Contact Subject Matter Experts

OEPS Program Area o b
Klichet zel, PRE 18| 3
fichelie Braze) P s ; kischel Coletla, MPR

Proguct Development &
Operabons

Casey Muray

v
Help Desk
WV ESS implementation Bndge! Teevan, MPH
Team
Ashiey McDonald «  HsyleighMcCalk, MPH
{Documentation (Business Lead) .
Aanagement Lead) - Casey Muasy (Technical
Nicholas Harras (Quatity Lead) |
Assuranca Manages) -  Bridget Teavan MPH
Doug Michaeison {Opecations Mansger)
{information Secusity +  DougHsmater |
Aschitecl/ Privacy Data (l_ﬂ*ﬂmmnﬂﬂlm
Protection Officer) = JimmyMofadal(Test | oy
Manasges} et a
-?'.mductwehealth
imnformatics

Exhibit-4: The InductiveHealth Team provides WV with experts in disease surveillance, cloud computing, and
software-as-as-service (SaaS) delivery.

For the Implementation phase, Exhibit-5 summarizes high level responsibilities including relationships
to West Virginia staff.

Project Role Proposed Resource(s) High Level Responsibility WYV Staff Relationship

Pamela Knight-Schwartz, | ¢ Single point of contact for the * OMIS Contract Owner

Manager MPH contract period.
* Provide contracting oversight
InductiveHealth through the life of the contract.

* Meet with designated client
staff on agreed upon frequency,
and by client request.

Project Michelle Brazel, PMP * Maintains project plan through | * OMIS Single Point of Contact
Manager the implementation phase of the | ¢ OEPS Program Area Coordinator
InductiveHealth project.

* Provide oversight of vendor
implementation staff.
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Proposed Resource(s)

InductiveHealth

Hayleigh McCall, MPH

High Level Responsibility

* Ensure solution adheres to
requirements.

» Manages and coordinates
business analysts and oversees
work and completion.

* Provides subject matter
expertise and ensures defined
client policies and rules are
implemented correctly.

* Supplies reports as defined and
requested by client.

= Manages change request
process and procedure.

WYV Staff Relationship

* (see Project Manager)

Technical
Lead

Casey Murray

InductiveHealth

* Primary point of contact and
subject matter expert on technical
matters.

* Ensures effective and accurate
implementation of solution, as
defined by client requirements.

* Ensures accuracy of system
documentation.

* (see Project Manager)

Operations
Manager

InductiveHealth

Bridget Teevan, MPH

* Supports project to ensure
smooth transition to operations
phase.

* OMIS Technical Administrators

* OEPS Power Users

* OMIS Onboarding Coordinator

* OMIS Data Analytics Coordinator
* OEPS Training Coordinator

Implementation
Manager

Doug Hamaker

InductiveHealth

* Provides oversight of
development and implementation
and performs day-to-day
planning activities.

* Ensure timely delivery of
project deliverables, as defined in
the project plan.

*» Coordinates implementation
activities with client and
communicates project and
implementation status in a timely
manner.

* (see Project Manager)

Test Manager

Jimmy Mofadal

InductiveHealth

* Develops, executes, and
coordinates all testing activities.
« Manages all testing resources
and environments and provides
oversight of all testing execution.
* Ensures system functions and
operates to meet certification
criteria.

* (see Project Manager)

Quality
Assurance
Manager

INicholas Harrar

STChealth

» Manage all testing activities
during the development of the
system.

* (see Project Manager)

Documentation
Management
Lead

Ashley McDonald

STChealth

* Produces high quality
documentation using developed
methods and tools.

* (see Project Manager)
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Project Role Proposed Resource(s) High Level Responsibility WYV Staff Relationship
» Plans and directs documentation|
project, and manages writers or
SMEs assigned to those projects.
Information  [Doug Michaelson * Monitors implementation and * (see Project Manager)
Security ensures and security concern or
Architect /|STChealth incident is communicated to
Privacy Data client in a timely manner.
Protection
Officer

Exhibit-5: The InductiveHealth Team provides WV with experts in disease surveillance, cloud computing, and
sotware-as-as-service (SaaS) delivery.

Exhibit-6 presents the organizational chart for Operations phase including relationship to West Virginia
resources. In Operations, ongoing software-as-a-service (SaaS) delivery shifts to InductiveHealth’s SaaS
Delivery Team with Michelle Brazel, PMP (Project Manager) continuing to serve as West Virginia’s
primary point of contact. Michelle will coordinate the prioritization and execution of change requests
with the Product Development & Operations Teams lead by Casey Murray (Technical Architect). This
proposed approach provides West Virginia with continuity across Implementation and Operations with
resources who are deeply familiar with West Virginia needs and stakeholders.

Operations Phase

OHHR Chief - 5 . .
information Officer Executive Team W jons gHiﬁ’::r cting
Matthew Dollacker, CEO 3
OMIS Technical
Cust s ~ Administrators
ustomer Succes: OEPS Power Users
Management $3a$ Defivery OMIS Onboarding
Coordinator
OMIS Data Analytics
Coordinator
OEPS Training Coordinator
. OMIS Contract
WV ESS - Account Manager ‘ Owmner

Pamels Knght-Schwarts, MPH)|

Onboarding AR
1 integration e o g ;c ; r:f:
.
Lindsey Roles, MPH vl
. OM1S Single Pointof
WV ESS Project Manager Contact
: . OEPS Program Area
tticheiie Brazel, PMP 5 PP
ichelie Braze Coordinator Subject Matier Experts ’““8' D::neclms g
- WV SLA Coordinator Michal Coleta. MPH il 1
' Casey Muray

Execution of approved change requests

—_——

Help Desk

L e el e L T P Py S Bridget Tesvan, MPH

“a$8 inductivehealth

infarmatics

Exhibit-6: The InductiveHealth Team provides WV with experts in disease surveillance, cloud computing, and
software-as-as-service (SaaS) delivery.
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For the Operations phase, Exhibit-7 summarizes high level responsibilities including relationships to
West Virginia staff.

Project Role  Proposed Resource(s) High Level Responsibility WYV Staff Relationship
Account Pamela Knight-Schwartz, » Single point of contact for the | * OMIS Contract Owner
Manager MPH contract period.
* Provide contracting oversight
InductiveHealth through the life of the contract.

* Meet with designated client
staff on agreed upon frequency,
and by client request.

Project Michelle Brazel, PMP * Provide transition oversight » OMIS Single Point of Contact
Manager after implementation and * QOEPS Program Area Coordinator
InductiveHealth system go-live. * WV SLA Coordinator

» Meet with designated client
staff on agreed upon frequency,
and by client request.

Technology  [Multiple Developer, * Responsible for day-to-day * OMIS Technical Administrators
Team DevSecOps Engineers, and technical delivery * OEPS Power Users
Data Integration Specialists * OMIS Onboarding Coordinator
led by Page Smith (Manager) « OMIS Data Analytics Coordinator
* OEPS Training Coordinator
Help Desk Multiple Help Desk Analysts | * Oversees and performs all » OMIS Technical Administrators
Team led by Bridget Teevan, MPH solution operations. * OEPS Power Users
(Manager) * Monitors and oversees all . » OMIS Onboarding Coordinator
day-to-day activities associated | * OMIS Data Analytics Coordinator
with system maintenance. * OEPS Training Coordinator
Onboarding / [Multiple Onboarding * Responsible for execution on | * OMIS Technical Administrators
Integration ICoordinators led by Lindsey onboarding methodology and * OEPS Power Users
Team Roles, MPH (Manager) operations of clinical data * OMIS Onboarding Coordinator
sources * OMIS Data Analytics Coordinator
* QEPS Training Coordinator
Product and  |Multiple Developers led by * Responsible for Product * OMIS Technical Administrators
Operations Casey Murray (Technical Development * OEPS Power Users
Team Architect) * OMIS Onboarding Coordinator

* OMIS Data Analytics Coordinator
* OEPS Training Coordinator

Subject Matter [Multiple Epidemiologists and | = Responsible for product * OMIS Technical Administrators
Expert Team [Product Specialists led by expertise and client advisory * OEPS Power Users
Michael Coletta, MPH * OMIS Onboarding Coordinator

= OMIS Data Analytics Coordinator

2 OEPS Training Coordinator

Exhibit-7: The InductiveHealth Team provides WV with experts in disease surveillance, cloud computing, and
software-as-as-service (SaaS) delivery.

» A narrative describing tools and processes used to screen available staff to fill
positions.In addition, a narrative describing the process for replacing key staff within
defined timeframes, and procedures for backfilling key staff during any transition.

Response: Talent acquisition including pipelining, recruiting, onboarding, and professional
development is the responsibility of InductiveHealth’s Business Operations Team managed by James
Maglione (Director of Finance and Contracting). Within the Business Operations Teams, talent
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acquisition is performed by Eve Spencer (Senior Corporate Recruiter). Eve’s career has spanned the last
20+ years including building a high performing technology organization for an Atlanta, Georgia based
technology startup. To support talent acquisition, InductiveHealth has LinkedIn Recruiter and Job Slot
to support both passive and pro-active outreach to candidates. In 2021, InductiveHealth was able to
onboard 21 resources in under two months to support the expansion of InductiveHealth’s work on the
Centers for Disease Control and Prevention (CDC) National Syndromic Surveillance Program (NSSP).
These 21 resources consisted of software development engineers, experts in public health surveillance
and epidemiology, and Big Data engineers.

To support retention, InductiveHealth has a predefined onboarding processes to Welcome and Integrate
(W&I) new Team Members. These processes including teaming new Team Members with “onboarding
buddies”, Welcome Letters from the Executive Team, and financial stipends to expand home office
capabilities. Recognizing that Team Members may choose to depart InductiveHealth based on their
career journeys and personal needs, InductiveHealth is continually pipelining to engage with prospective
candidates. Primarily, InductiveHealth’s pipelining is driven by internal Team Member referrals. On
average, InductiveHealth can backfill staff within two to three weeks of a Team Member announcing
their departure. This process often includes having prospective candidates engage with clients, as
InductiveHealth currently does in support of delivery to the Association of Public Health Laboratories
(APHL).

» Resumes (not to exceed two (2) pages each) for the key staff and support staff
members assigned to this project including their licenses, credentials, and experience.
DHHR considersthe key staff resumes as a key indicator of the Vendor’s understanding
of the skill sets required for each staffing area.

Response: Please see response in 3.1 Resumes summarizing the InductiveHealth Team’s
resumes highlighting licenses, credentials, and experience.

o A letter of intent for each proposed staff member not currently employed by the

Vendor.Each letter of intent should be signed by the named individual, indicating that

the individualis willing to accept employment if the Vendor is awarded the contract.
Response: All proposed resources are currently employed by InductiveHealth or STChealth.

¢ A description and diagram of the proposed staffing for each phase of the project.

Response: Please see response above to project organization for Implementation and Operations
phases.

» Identification of subcontractor staff, if applicable.

Response: Reference Exhibits above for resources from team members employed by STCHealth (sub-
contractor).
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2. Use of State Staff

Describe the required staffing of business and technical resources DHHR should provide
to support the creation of all deliverables. Specifically, the Vendor should address the

following:

¢ The nature and extent of DHHR support required, in terms of staff roles and
percentageof time available

» Assistance from DHHR staff and the experience and qualification levels required

» Staffing for both implementation and maintenance and operations phases

DHHR may not be able or willing to provide the additional support the Vendor lists in this
part of its proposal. The Vendor therefore should indicate whether its request for additional
support isa requirement for its performance. If any part of the list is a requirement, the State
may reject theVendor's proposal, if DHHR is unwilling or unable to meet the requirements.

Response: In working with West Virginia for the last 5 years, Exhibit-8, presents the InductiveHealth Team’s
anticipated use of State staff including rationale, estimated percentage allocations, and phases.

Proposed DHHR  Rationale for Staff Phases
Staff

Participates in
Monthly Status

Proposed
Percentage
of Time

Meeting

Available

DHHR Chief Provide feedback on delivery to No 2% * Implementation
Information InductiveHealth Executive Team, identify * Operations
Officer strategies to continually enhance Enterprise

Surveillance Systems (ESS) platform.
DHHR Support review of invoices and financial No 5% + Implementation
Contracting reporting, acceptance of contract * Operations
Officer deliverables, and escalation of issues

impacting contract execution,
\OMIS Contract |Responsible for day-to-day contract Yes 5% * Implementation
Owner execution including processing of change * Operations

requests.
IOMIS Single Single point of contact from OMIS for day- Yes 10% *» Implementation
Point of to-day service delivery and management of » Operations
Contact issues and risks identified by the

InductiveHealth Team.
OEPS Program  [Singe point of contact from OEPS that can Yes 10% * Implementation
Area internally coordinate with epidemiologists * Operations
Coordinator across program areas including requirements

for Implementation phase across local health

departments.
WYV SLA Single point of contact for reviewing SLA Yes 5% * Implementation
Coordinator compliance and exceptions * Operations
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Proposed DHHR  Rationale for Staff Participatesin  Proposed Phases
Staff Monthly Status Percentage
Meeting of Time
Available
(OMIS Technical [Resource(s) who are designated as Technical Optional 25% * Implementation
Administrators Administrators who interact with the * Operations

Enterprise Surveillance System (ESS)
software-as-a-service (SaaS) solution.

OEPS Power Resource(s) who are designated as power Optional 10% * Implementation
Users users for Enterprise Surveillance System * Operations
(ESS) software-as-a-service (SaaS) solution
who conduct internal training and serve as
internal subject matter experts.

OMIS Onboarding [Resource responsible for prioritizing and Yes 75% * Operations
Coordinator interacting with the InductiveHealth Team to
coordinate data source onboarding and
|Ancillary data interoperability.

IOMIS Data Resource responsible for requirements, Yes 75% * Operations
Analytics review, and coordination of data analytic
Coordinator needs from the Enterprise Surveillance
System (ESS) software-as-a-service (SaaS)
solution.
OEPS Training  [Conducts and coordinates training for local No 10% *« Implementation
Coordinator health departments, new users, and specific * Operations
needs.

Exhibit-8: The InductiveHealth Team provides WV with experts in disease surveillance, cloud computing, and
software-as-as-service (SaaS) delivery.

3. Key Staff, Resumes, and References
Key staff consist of the project’s senior leadership for the ESS project. These resources are

responsible for providing leadership, and creating the standards and processes required for the
successful implementation, operation, and maintenance. Resumes for key staff named in the
Vendor proposal should indicate the role of the staff on the ESS project and demonstrate how
each staff member’s experience and education will contribute to the successful implementation
of the ESS. The Vendor should make the proposed key staff available for an in-person interview
upon DHHR’s request.

To ensure successful transition to the operations phase, the implementation activities should be
led by key staff identified in the list below:
4, Account Manager
. Project Manager
. Business Lead
Technical Lead
Implementation Manager
Quality Assurance Manager

o 0 W

The qualifications, experience, and responsibilities for each key staff role are defined
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in Appendix 3: Staff Qualifications, Experience, and Responsibilities.

The Vendor should complete Table 18 and embed resumes of all proposed key staff to this
section of the proposal. Each resume should demonstrate experience relevant to the
position proposed. If applicable, resumes should include work on projects cited under the
Vendor’s corporate experience, and the specific functions performed on such projects.

Pamela Knight-Schwartz, MPH

InductiveHealth

Table 18: Resumes for Proposed Key Staff
Experience in Proposed Role

Proposed Role
Account Manager

* Currently supports West Virginia WVEDSS delivery
for electronic case reporting (eCR)

* Prior experience includes the Massachusetts department
of Public Health and Maine Center for Disease Control &
Prevention

* Successful execution of over 8 disease surveillance
conversions including data migration

* Former Director of Public Health Consulting for
Conduent overseeing disease surveillance clients

Michelle Brazel, PMP

InductiveHealth

Project Manager

* Former Customer Success Director for Conduent
overseeing day-to-day disease surveillance operations
* Implemented EDSS systems for the State of Virginia
and State of Mississippi

* Hands on experience collecting requirements and
interpreting needs of project stakeholders.

Hayleigh McCall, MPH

InductiveHealth

Business Lead

* Over 5+ years of experience working with State,
Territorial, Local, and Tribal health departments.

» Significant experience in managing projects, program
development and implementation of public health
information systems.

* Masters in Public Health.

ICasey Murray

InductiveHealth

I'echnical Lead

* Design and implementation of multi-factor
authentication (MFA) into InductiveHealth EpiTrax™
Platform

* Design and development of NEDSS Base System to
InductiveHealth EpiTrax™ Platform data migration
solution

* Implementation of new enhancements to
InductiveHealth EpiTrax™ Platform to support client
specific needs

Bridget Teevan, MPH

InductiveHealth

Operations Manager

* Currently supports West Virginia WVEDSS delivery
for the NEDSS Base System (NBS)

* Former electronic disease surveillance system (EDSS)
coordinator for the State of Rhode Island

* Manages InductiveHealth’s Help Desk Team including
CDC NMI onboarding

Doug Hamaker

InductiveHealth

[mplementation
Manager

* Proven leader in managing the integration of complex
organizations and business processes with sophisticated
public health information systems and laboratory
reporting systems

« Subject matter expert in policies and procedures relating
to public health disease surveillance and data
management, including data confidentiality, sensitivity of
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Proposed Role Experience in Proposed Role

information, and de-identification

* Extensive 30-year experience leading business policy,
requirements, development, implementation and
onboarding of disease surveillance systems.

» Demonstrated Subject matter expert for Electronic
Laboratory Reporting (ELR) of notifiable laboratory
results to public health and Case Reporting from health
care providers

Jimmy Mofadal Test Manager * Currently supports West Virginia WVEDSS delivery
for electronic case reporting (eCR)
InductiveHealth * Previously supported New York City Healthcare

Authority in the adoption of data interoperability
standards and integration across health information
systems

* Completed health information system implementations
in complex geo-political environments in international

settings.
INicholas Harrar Quality Assurance = Over 5+ years of experience in working on client
Manager implementations, and in ensuring quality of deliver.
ST Chealth .
Ashley McDonald Documentation * Over 5+ years of experience working with State and
Management Lead Local surveillance systems.

STChealth * Lead for STC Public Health Services, with extensive
experience in developing and maintaining relevant
documentation.

Doug Michaelson Information Security | » 10 years of experience in IT and Security management.

Architect / Privacy * Chief Information Security Officer for STChealth.

STChealth Data Protection

Officer

Page | 46 InductiveHealth Informatics, Inc.



REQUEST FOR PROPOSAL

CRFP MIS2200000001-ENTERPRISE SURVEILLANCE SYSTEM

Pamela Schwartz, MPH

Proposed Role: Account Manager

EXPERIENCE RELATIVE TO REQUIREMENTS

= Masters in Public Health

= Over 15 years implementing and operating disease surveillance systems
in 28 state and local public health agencies.

*  Multiple publications on the utilization of EDSS to improve the state of
public health and the use of technology in health promotion activities.

EXPERIENCE OVERVIEW

Solutions-oriented professional with a proven track record in account and
project management. Success in planning and managing projects that align
business goals with technology solutions. Analytical problem-solver, able to
anticipate issues and create solutions to resolve concerns and improve
efficiencies. Excellent written and verbal communication skills — able to
leverage technical, business, and financial acumen to communicate
effectively with client executives and their respective teams. Exceptional
negotiation, influencing, and conflict management skills. Superb track
record in client satisfaction. Strategic leader focused on building and
managing high performance teams positioned for success in client delivery.

SELECTED PROJECT EXPERIENCE

Senior Manager, InductiveHealth (2021 to present): Mrs. Schwartz
is Responsible for two state-wide Electronic Disease Surveillance
Systems (EDSS) projects. Coordinates project activities within the
scope and breadth of additional dependent projects. Sets and manages
stakeholder expectations resulting in projects remaining in scope, on

Accomplishment
Highlights
Currently supports West

Virginia WVEDSS
delivery for electronic
case reporting (eCR)

Successful execution of
over 8§ EDSS
implementations,
including data migration

Former Director of Public
Health Consulting for
Conduent Public Health
Solutions overseeing
public health clients

Education
M.P.H., American Public
University, 2020

B.S., Business
Administration,
University of North
Carolina at Greensboro,
2013

time, and within budget. Manages a team of technical multi-disciplinary team members tasked with
execution on project deliverables. Provides continuous and real-time updates to all stakeholders,
internal and external as well as provide timely and useful status reports on project health.

Director, Public Health Consulting, Conduent Public Health Solutions (2018 to 2021): Developed and
maintained long-term relationships with existing clients and managed a portfolio of client contracts for public
health and other government sector clients. Led efforts for ensuring client satisfaction and representing client
interests to internal Conduent departments, maintaining maximum responsiveness, superior service levels, and
personalized client care. Facilitated the Maven User Group, the communication and collaboration platform
available to all Maven clients. Facilitation included monthly discussion and training calls as well as planning and
executing yearly multi-day conferences. Managed a team of epidemiologists responsible for providing public
health and epidemiological insight into Conduent’s Maven EDSS implementation projects.

Project Manager, Conduent Public Health Solutions (2015 to 2018): Responsible for leading business
and technical units through project activities to meet critical deadlines. Maintained project schedules
and managed scope for new Maven implementations, including projects in Washington, Virginia and
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Chicago. Managed team of implementations engineers and was responsible for allocating and reporting
on availability. Managed client relationships.

Account Executive, Scientific Technologies Corporation (2010 to 2014): Effectively and successfully
managed portfolio of ten client accounts, serving as primary liaison between public health clients and technical
staff. Developed and maintained client relationships at an executive level to further both company and client
goals. Facilitated problem resolution in a timely manner as escalation point of contact for client and STC
support staff.

Project Manager, Scientific Technologies Corporation (2007 te 2010): Successfully managed multiple
projects, ensuring on-time and quality performance from developers, quality assurance, professional services,
documentation, and support staff during new client implementations, services deliveries, and custom software
development projects. Managed client expectations while advocating for the client with other business units.
Created project documentation for tracking and communication, including project plans, status reports, and
budgets. Built credibility, established rapport, and maintained communication with stakeholders at multiple
levels. Interacted with client to clearly define and document requirements for new projects and enhancements to
existing information systems. Prepared change request documentation and followed development through the
software development life cycle to ensure deliverables were met.

SELECTED PUBLICATIONS AND PRESENTATIONS

Schwartz, Pamela. Hepatitis A Vaccine Promotion Using Facebook Ads to Reach At-Risk Groups.
American Journal of Health Promotion, 2021. https://doi.org/10.1177/08901171211044594

EMPLOYMENT HISTORY

InductiveHealth Informatics Senior Manager 2021-Present
Conduent Public Health Solutions Director, Public Health Consulting 2018-2021
Conduent Public Health Solutions Project Manager 20152018
Massachusetts Department of Public Project Manager 2014

Health

Scientific Technologies Corporation Account Executive 20102014
Scientific Technologies Corporation Project Manager 2007-2010
State of Maine, IPHIS Team Research and Planning Associate 2005-2006
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Michelle Brazel

Proposed Role: Project Manager

EXPERIENCE RELATIVE TO REQUIREMENTS Accomplishment Highlights

=  PMI Project Management Professional (PMP) certification. * Former Cu.stomer
*  Over 10+ years managing implementation and operations of disease Success Dlrectc_)r fai
surveillance systems for over 10 state public health agencies. Condyent Public Health

= Deep experience providing customer management including resource Solutions, overseeing
allocation. day-to-day discase

surveillance operations
surveillance systems for

Ms. Brazel is an experienced professional in the disease surveillance ySIett
the State of Virginia and

space, having been involved in the successful implementation of over Tginia an
10+ disease surveillance systems. Michelle has extensive experience the State of Mississippi

in managing those implementations, is PMP certified, and has
managed multi-discipline project teams. Additionally, Michelle has
worked directly with clients throughout her career, and has been
instrumental in driving client satisfaction and success.

Education
= Certification in
Elementary Education,
University of Texas, 1996
SELECTED PROJECT EXPERIENCE = B.A, Psychology,

Senior Project Manager, InductiveHealth (2021 to present): Ms. University of Maryland,

Brazel collects, analyzes and documents customer requirements, as 1992

well as managing customer communications. Michelle oversees the Certifications and Training
COVID-19 NBS implementation for the State of Mississippi, *» Project Management
providing status updates both interally and externally at regular Professional (PMP),
intervals. Project Management
Professional Services Director, ZPD Solutions (2019 to 2021): Institute, 2014

Managed all customer communications, and collected, analyzed and
documented requirements. Communicated internally with
development and other impacted teams. Collaborated on core platform, providing input on both tactical
and strategic priorities. Ensured adherence to product fidelity, based on agreed upon requirements.

Customer Solutions Director, Lancet Registry Solutions (2018 to 2019): Created and managed
customer user group, including process for capturing and leveraging customer input. Oversaw weekly
team meetings, improving team morale and consistency of inward and outward communication.
Interacted daily with many tier-one customers and liaised with external technology partners. Ensured
adherence to industry standards, and analyzed, documented, and advocated for inclusion of market
requirements on product roadmap. As State Workgroup Coordinator, developed and maintained ITDX
data dictionary, and ran the ITDX Workgroup, establishing formats for data submissions with state
trauma leadership.

Maven Services Manager, Conduent (2017 to 2018): Responsible for managing all Maven services
staff, ensuring staff was appropriate for all vertical markets. Ultimately responsible for on-time project
completion and project oversight. Provide feedback and input on proposals and coordinated staff in
building demo systems as needed.

Page |49 InductiveHealth Informatics, Inc.



REQUEST FOR PROPOSAL
CRFP MIS2200000001-ENTERPRISE SURVEILLANCE SYSTEM

Customer Success Director, Xerox/Conduent (2014 to 2017): Managed all in-production customers’
needs, ensuring customers were getting the most value out of their Maven implementations. Worked
with customers to maintain and renew contracts. Provided guidance on how to update customer systems
to best suit their needs and developed and managed all change requests. Managed projects from
inception to completion, and continued work with customer relationships upon completion of the
project. Owner of the Maven User Group, responsible for conducting monthly meetings and planning
annual conferences. Managed customer success team and coordinated staffing on all training classes.

Business Analyst and Business Analyst Manager, Consilience Software (2006 to 2014): Understand
customer business needs and develop models to support them. Liaise as a “translator” between
customers and our technical staff by describing the customers’ issues in terms of our product technically
and vice versa, translating the technical jargon into understandable concepts that the customers
understand. Manage and maintain customer relationships during and after the model implementation
process. Lead business analyst on all critical accounts for Consilience. Developed to-be business
process materials used to drive the business and system requirements of Maven projects. Developed
internal and customer-facing best practices for initial modeling and model updates. Responsible for the
initial development of all training-related materials within the company, and primarily responsible for
instruction, planning and coordinating training activities. Managed and mentored all business analysts
within the company.

EMPLOYMENT HISTORY

InductiveHealth Informatics Senior Project Manager 2021-Present

ZPD Solutions Professional Services Director 20192021

Lancet Registry Solutions Customer Solutions Director 2018-2019

Conduent Maven Services Manager 20172018

Xerox / Conduent Customer Success Director 20142017

Consilience Software Business Analyst / Business Analyst 2006-2014
Manager

Motive, Inc. Business Analyst / Sr. Technical 2000-2005
Instructor

ProsofiTraining.com Web Development Instructor 1999-2000

Knowledge Alliance Applications Training Manager / 1998-1999
Consultant
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Hayleigh McCall, MPH

Proposed Role: Business Lead

EXPERIENCE RELATIVE TO REQUIREMENTS

= Over 5+ years of experience working with State, Territorial, Local,
and Tribal health departments.

* Significant experience in managing projects, program
development and implementation of public health information

systems.
= Masters in Public Health.
EXPERIENCE OVERVIEW

Hayleigh McCall is an experience and knowledgeable epidemiologist,
with extensive experience working with State, Territorial, Local, and
Tribal health departments. Hayleigh has been deeply involved in a
variety of public health information system projects and has
significant involvement in a number of programs with the Council of
State and Territorial Epidemiologists.

SELECTED PROJECT EXPERIENCE

Project Manager I, InductiveHealth (2020 to present): Support
CDC National Syndromic Surveillance Program (NSSP) projects and
efforts relating to communications and new data source development.

Program Analyst 111, Council of State and Territorial
Epidemiologists (2020 to present): Acted as CSTE’s syndromic
surveillance subject matter expert (SME) with knowledge of BioSense
Platform processes, tools, and data sources; syndrome definition
development and validation methods; data quality efforts; and analytic
reports. Synthesized, wrote, organized, implemented, supervised,
critiqued, finalized, and biannually reported on multi-faceted CDC
CoAg projects and deliverables. Collaborated and built relationships
with federal and state, territorial, local, and tribal (STLT) health
department partners to assist coordination between all government
public health levels. Drafted Request for Proposals (RFPs), reviewed
workplans, wrote contracts, and managed consultants to ensure project
completion and quality product development. Served in CSTE’s
COVID-19 Incident Command System (ICS) as the
Epidemiology/Surveillance Task Force Lead. Led strategic
coordination of the NSSP Community of Practice (CoP). Provided
and assisted federal technical assistance for STLT public health
practitioners. Planned and facilitated trainings, events, and workshops
to ensure knowledge sharing and generative discussion. Composed

Accomplishment Highlights

Acted as CSTE’s
syndromic surveillance
subject matter expert
(SME) with knowledge
of BioSense

Has successfully led the
management of multi-
faceted CDC cooperative
agreements with
responsibility over
various contracts

Has collaborated and
built relationships with
federal and state,
territorial, local, and
tribal (STLT) health
department partners to
assist coordination
between all government
public health levels

Education
M.P.H. in Epidemiology,
University of Georgia,
2016
B.S. in Microbiology and
Psychology, University
of Georgia, 2014

Certifications and Training

AMA Best Practices for
the Multi-Project
Manager, 2019
Management Concepts
Managing Federal Grants
& Cooperative
Agreements for
Recipients, 2017

and curated scientific content for program websites and advise website designs and layouts.
Program Analyst II, Council of State and Territorial Epidemiologists (2018 to 2020): Established
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the syndromic surveillance portfolio at CSTE, including the successful transition of the NSSP CoP’s
facilitation, activity coordination, and project implementation. Coordinated the 2019 NSSP Data
Sharing Workshop Series & National Capstone, which included four regional, two-day activity-based
. events and one national, cumulative experience. Managed, planned, and executed the 2018 & 2019
CSTE Disaster Epidemiology Workshops; the 2018 & 2019 Climate and Respiratory Health Summits;
the 2018 & 2019 CSTE Conference Environmental Health Tracks and Workshops.

Program Analyst I, Council of State and Territorial Epidemiologists (2017 to 2018): Supported
Hurricanes Irma, Maria, and Harvey public health response activities, including boots-on-the-ground
implementation of a Community Assessment for Public Health Emergency Response (CASPER) in
USVIL.Monitored the Sub-County Assessment of Life Expectancy (SCALE) Project to facilitate the
development and adoption of small-area life expectancy methods.

ORISE Research Participant, CDC National Center for Environment Health: (2016 to 2017):
Engaged in federal public health responses to Hurricane Matthew, Flint Water Crisis, and Zika Virus,
including monitoring and addressing inquiries from STLT health departments and the public; drafting
CDC situation reports (SITREPs), Incident Action Plans (IAPs), and After-Action Reports (AARs); and
developing of community resources. Analyzed, interpreted, and composed a technical report with
syndromic and Medicaid claims data to compare rash and alopecia ED visit rates before, during, and
after the change in water sources in Flint, Michigan. Produced a curriculum, student manual, learning
activities, and testing materials for the Palau Community Colleague’s Public Health Disaster
Management Certificate Program.

EMPLOYMENT HISTORY

InductiveHealth Informatics Project Manager I 2020-Present
Council of State and Territorial Program Analyst ITI 2020-Present
Epidemiologists

Council of State and Territorial Program Analyst II 2018-2020
Epidemiologists

Council of State and Territorial Program Analyst I 20172018
Epidemiologists

CDC National Center for Environment ORISE Research Participant 2016-2017
Health

CDC National Center for Environment SWEP Intern & Volunteer 20152016
Health
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Casey Murray
Proposed Role: Technical Lead

EXPERIENCE RELATIVE TO REQUIREMENTS Accomp]ishment Highlights

= Design and
implementation of multi-
factor authentication
(MFA) into -
InductiveHealth
EpiTrax™ Platform

= Design and development

= Over 10 years of experience implementing scalable information
systems

* InductiveHealth Solution Architect for EpiTrax™

= Deep expertise in Java, modern web frameworks, and relational
database implementation

* Expert in cloud computing and infrastructure engineering

EXPERIENCE OVERVIEW of NEDSS Base System
Highly motivated full-stack software engineer with experience in the to InductiveHealth
development and maintenance of desktop and mobile applications, E[_)iTra_xTM Platform data
web services, embedded systems and back-end servers. Proven ability migration SO!UUOD
to deploy successful projects independently and as part of an = Implementation of new
established development team. Skilled in communicating with enhancements to
technical and non-technical individuals.. InductiveHealth
EpiTrax™ Platform to
SELECTED PROJECT EXPERIENCE support client specific
System Architect, InductiveHealth (2021 to Present): Leads the needs

Technical Architecture Team, which is responsible for architecture
and product development. Responsible for improvements to the
InductiveHealth product suite, particularly EpiTrax’s. Developed
multiple enhancements to EpiTrax, including multi-factor
authentication. Design and developed a migration solution from
NEDSS to EpiTrax. '

Education
= AAS Web Development
& Design, Harrisburg
Area Community
College, 2012
= AS Computer

Software Design Engineer, Solar Technology, Inc. (2013 to 2021): Information Systems,
Design and distribute iOS and Android apps to support multiple Harrisburg Area
established company products. Develop and maintain Mongo-DB Community College,
backed production server, mobile web server (Play Framework/Java) 2011

and Java-based client desktop software. Maintain build system and
release packages. Write communication software to support
proprietary protocols for various sensor types (ie. radar, Bluetooth) for integration into ITS software.
Develop end-to-end ITS SmartZone software for automated real-time traffic decision making (Java).
Integrate communication over NTCIP protocols into head-end software (Java/C++). Provide technical
training on management of DMS over protocols. Develop and maintain RESTful API for customers
(Play Framework/Java).

Application Developer, Zen Life Productions (2012 to Present): Manage distributed application
servers and MongoDB replica set on three AWS cloud servers with custom iptables, nginix load
balancing, https certificates, proxy and automated application management scripts. Design and
distribute child-friendly mobile applications. Design company and app store assets and privacy policy.
Develop personal automated budget management website.
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EMPLOYMENT HISTORY

InductiveHealth Informatics System Architect 2021—Present
Solar Technology, Inc. Software Design Engineer 20132021
Zen Life Productions Application Developer 2012—Present
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Bridget Teevan, MPH

Proposed Role: Operations Manager

EXPERIENCE RELATIVE TO REQUIREMENTS Accomplishment Highlights

=  Masters in Public Health - Cl_lI’I‘F:l’l.ﬂy supports West

= Over 5+ years managing implementation and operations of disease Vlrglma WVEDSS
delivery for the NEDSS

surveillance systems in over 13 state public health agencies

= Extensive experience managing change requests and end user
service requests

= Deep experience in HL7 and data integration

Base System (NBS)
=  Former electronic disease

surveillance system
(EDSS) coordinator for

EXPERIENCE OVERVIEW the State of Rhode Island
Bridget is an experienced public health professional, with an extensive  * Manages i
background in working with state health agencies. As the coordinator InductweHe.alth S Help
for the State of Rhode Island’s electronic disease surveillance system, Desk Team 1ncludlr}g
she has a significant understanding of the disease surveillance field. CDC NMI onboarding

This understanding has been expanded upon by working with

: se s . Education
InduzpviHealth s client base as the help desk manager and client = M.P.H., Yale School of
coordmator. Public Health, 2013
SELECTED PROJECT EXPERIENCE = B.S. in Environmental

Science, University of

Help Desk Manager/ Client Coordinator, InductiveHealth (2020 to )
' Connecticut, 2011

Present): Coordinate software as a service (SaaS) delivery for clients

in 12 states and territories including leading regular status calls Certifications and Training

(weekly, biweekly, and monthly cadences) and completing monthly = Yale Climate Change and
written status reports. Conduct all client communications for the SaaS Health Certificate
Tech and Ops team. Liaise with Tech Team and ELR Team Managers Program, 2020

to coordinate delivery. Serve as client steward for two clients
involving routine one-on-one listening sessions to ascertain feedback
on delivery and to understand client priorities. Manage company JIRA Help Desk and team of five Help
Desk Analysts to ensure timely and quality responses to client submitted help desk tickets and technical
assistance projects. Support clients and team members by providing subject matter expertise for the
NEDSS Base System (NBS) used to report infectious disease data to the CDC. Lead client onboardings
to CDC-released HL7 message mapping guides as part of the NNDSS Modernization Initiative.
Represent clients and company on national NBS-related conference calls.

Senior Public Health Epidemiologist/Informatics Coordinator, Rhode Island Department of
Health (2016 to 2020): Led disease surveillance for several infectious diseases including group A and
B streptococcus, streptococcal toxic shock syndrome, respiratory outbreaks, malaria, babesia, animal
bites/rabies, human rabies, typhoid fever, vaccine preventable diseases, influenza, and Zika virus and
participate in the Mosquito-borne Disease Advisory Group. Designed and led annual outbreak training
for state congregate living facilities. Conducted grant writing activities and was responsible for carrying
out deliverables, reporting to CDC, and meeting with CDC quarterly to discuss progress. Created
annual reports, and compiled reports for data requests detailing disease statistics for the State of Rhode
Island. Worked with stakeholders at Brown University, University of Rhode Island, state hospitals, and
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staff at other local health departments to coordinate infectious disease surveillance and informatics
activities. Provided for routine National Electronic Disease Surveillance System maintenance and
enhancements internally and served as a liaison between the department and the contracted vendor
hosting the system. Supported and manage the onboarding of state hospitals and national laboratories to
allow for the transmission of electronic laboratory reports and electronic case reports to the Department
of Health. Oversaw syndromic surveillance using the Rhode Island Real-Time Outbreak and Disease
Surveillance (RODS) system and ESSENCE and initiated the department’s syndromic surveillance user
group. Served as the KIDSNET Administrator for the Division of Preparedness, Response, Infectious
Disease, and Emergency Medical Services.

Research Associate, Community Health Center, Inc. (2014 to 2016): Supported staff members
agency-wide with research ideas, literature reviews, grant-writing, IRB proposals, and manuscript
preparation. Managed a team of research assistants on several clinical trials including two different
smoking cessation initiatives which enrolled over 1000 patients, a behavioral health smart phone
application which enrolled 40 patients, a long-acting reversible contraception program, and a patient
behavior change program. Mentored Wesleyan University undergraduate students and Quinnipiac
University medical school students on primary care projects that seek to help them understand and
promote the health of the community. Provided department support for the statistical analysis of project
data. Acted as a liaison for our project partners including Yale University, Innovations for Poverty
Action, Community Health Network, and Pro-Change.

SELECTED PUBLICATIONS AND PRESENTATIONS

Kurek K, Teevan B, Zlateva I, Anderson D. Patient-Provider Social Concordance and Health Outcomes
in Patients with Type 2 Diabetes: a Retrospective Study from a Large Federally Qualified Health Center
in Connecticut. Journal of Racial and Ethnic Health Disparities (2015): 1-8.

Anderson, D., Villagra, V. G., Coman, E., Ahmed, T., Porto, A., Jepeal, N., ... & Teevan, B. (2018).
Reduced cost of specialty care using electronic consultations for medicaid patients. Health Affairs,
37(12), 2031-2036.

Choe YJ, Teevan B, Smit M, Quilliam D, Bandy U, Mermel L. Post-exposure rabies prophylaxis for
mass bat exposures: Case series and systematic review. Zoonoses Public Health. 2020;00:1-11.

EMPLOYMENT HISTORY

InductiveHealth Informatics Help Desk Manager / Client Coordinator ~ 2020—Present

Pro-Change Behavior Systems Inc. Institutional Review Board Member 2016—Present

Rhode Island Department of Health Senior Public Health 20162020
Epidemiologist/Informatics Coordinator

Community Health Center, Inc. Research Associate 20142016

Community Health Center, Inc. HealthCorps Member 2013-2014

Central Connecticut Health District Intern 2013

Urban Resources Initiative Community Greenspace Intern / 20122013
Greenskills Supervisor

University of Connecticut Honors Thesis Laboratory Worker 2010-2011

Page | 56 InductiveHealth Informatics, Inc.



REQUEST FOR PROPOSAL
CRFP MIS2200000001-ENTERPRISE SURVEILLANCE SYSTEM

Doug Hamaker
Proposed Role: Implementation Manager Accomplishment
Highlights
EXPERIENCE RELATIVE TO REQUIREMENTS = Key contributor to
= Proven leader in managing the integration of complex organizations and standards and
business processes with sophisticated public health information systems architectures to
and laboratory reporting systems modernize public health
=  Subject matter expert in policies and procedures relating to public health surveillance in the United
disease surveillance and data management, including data States and globally
confidentiality, sensitivity of information, and de-identification - Recogmzeq for _
= Extensive 30-year experience leading business policy, requirements, excellence in managing
development, implementation and onboarding of disease surveillance f:omple).( system
systems. integrations at state,
* Demonstrated Subject matter expert for Electronic Laboratory federal, and international
Reporting (ELR) of notifiable laboratory results to public health and levels
Case Reporting from health care providers = Successfully advocated
for critical disease
EXPERIENCE OVERVIEW surveillance
Mr. Hamaker is a highly recognized public health specialist with over 30 improvements at Texas
years of experience leading public health informatics projects. He offers State Department of
proven leadership expertise in public health policy, epidemiology, disease Health
surveillance, and case and laboratory reporting. Mr. Hamaker continuously ~ * Improved STD and
demonstrates success using his public health background to lead innovation, HIV/AIDs reporting by
development, and integration of complex information systems that are used developing innovative
to at local, federal, and international levels. With his extensive knowledge epidemiological
of public health policy and keen insight toward public health budget processes
constraints, Mr. Hamaker provides invaluable guidance when faced with ]
tough choices. He exemplifies professionalism in all areas of public health Education )
management and policy. B.S., Health Edl}cathn,
Texas A&M University,
SELECTED PROJECT EXPERIENCE 1983

Senior Analyst, InductiveHealth 2015—present Mr. Hamaker is a

Senior Analyst for InductiveHealth Informatics. In this role, Mr. Hamaker leads team efforts for multiple project
tasks including NEDSS Base System (NBS) support, training, community facilitation, and deployment
assistance to States/Territories using InductiveHealth hosted NBS in an Application Service Provider (ASP)
environment. Mr. Hamaker performs intricate systems analysis, design, integration, documentation and
implementation and provides mentoring and consulting on complex problems that need extensive subject matter
expertise. Drawing on his knowledge and skills in Electronic Laboratory Reporting (ELR) to public health, Mr.
Hamaker also provides ELR onboarding and Rhapsody integration support as needed.

Epidemiologist, Texas Department of State Health Services (2002 to 2015): Coordinator for the National
Electronic Disease Surveillance System (NEDSS) project at the Texas Department of State Health Services.
Extensive experience in the initiation, planning, and operation of standards-based electronic integrated
surveillance methods for reporting of notifiable diseases. Performed assessments of disease surveillance systems
to improve public health monitoring in the State of Texas, including workflow analysis on the data collected to
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identify and improve overall data system utilization and effectiveness. Doug’s hands-on approach is evident in
the training that accompanies the systems that he oversees and coordinates, as the objectives and curriculum he
developed in April 2005 for the Texas NEDSS system New User Training is still in widespread use across
Texas. The training methods Doug developed have been shared with and used as a template in other states.

HIV/STD Reporting Manager, Texas Department of State Health Services (1992 to 2002):
Managed the statewide HIV/STD Surveillance Program at the Texas Department of Health. Planned,
developed, and implemented procedures and processes at the statewide level which affected local, state, and
national systems. Consulted and advised the coordination of interactions between the medical community and
local, state, and federal resources for HIV/AIDS and STD reporting programs, Evaluated new technologies,
equipment, vendors and product feasibility especially with regard to conformance to state, federal, and industry
standards. Identified and instituted techniques that enhanced the reporting of HIV/AIDS and STD case
information to the statewide surveillance system.

HIV/STD Reporting Manager, Texas Department of State Health Services (1998 to 1992):
Conducted and coordinated epidemiological investigations of risks associated with HIV infection transmission.
Supervised personnel responsible for technical components of the statewide AIDS case reporting system.
Created database programs to collect and analyze data which assisted with the development of statistical models.
These database solutions replaced legacy paper-based systems.

Public Health Representative, Victoria City/County Health Department (1984 to 1998): Administered STD
disease intervention services at the local health department and to the surrounding seven-county area. Provided
individual counseling and epidemiological follow-up regarding the disease intervention of sexually transmitted
diseases, including HIV/AIDS. Ensured available clinical capacity was matched with program needs. Assisted
with implementation and transition to computerized system. Cited the need for and assisted with the creation of
public health laboratory services capacity located within the department, resulting in increased services being
offered at a decreased cost and an improvement in timeliness.

EMPLOYMENT HISTORY

InductiveHealth Informatics Senior Analyst 2015—Present
Texas Department of State Health Services Epidemiologist 20022015
Texas Department of Health HIV/STD Reporting Manager 1992-2002
Texas Department of Health AIDS Reporting and Evaluation 1988-1992
Victoria City/County Health Department ~ Supervisor 1984-1988
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Jimmy Mofadal
Proposed Role: Test Manager

EXPERIENCE RELATIVE TO REQUIREMENTS

* Lead the WV team for eCR onboarding process and work side by side
with the trading partners to implement electronic initial case reporting
(eICR) and provide technical assistance on case reporting data from
healthcare facilities.

=  Work closely with the Interface developers to implement and test the
automated generation and transmission of electronic case reporting
(eCR) from hospital systems to PHAs.

= Monitor and support the West Virginia electronic disease surveillance
system (WVEDSS) for COVID-19 case reporting and other
communicable diseases.

* Help on the transformation of flat-file.csv and CCD/CDA to an (eCR)
minimum requirements solution for CMS rules and Promoting Interop.

EXPERIENCE OVERVIEW

Jimmy 1s a Sr. Systems Analyst experienced on all aspects of Healthcare
Information Technology 18+ years of hospitals Electronic Health Record
(EHR) system applications.

Knowledge and support of Health Information Exchange (HIE), Electronic
Case Reporting (eCR) and National Electronic Disease Surveillance System
(NEDSS). Functional and regression testing with extensive knowledge of
QA, product validation and step by step troubleshooting skills on client
issues.

SELECTED PROJECT EXPERIENCE

Sr. Systems Analyst, InductiveHealth Informatics, March 2021-
present.

Representing the InductiveHealth team working closely with the State of
West Virginia Bureau of Public Health to develop and implement the
electronic case reporting (eCR) for COVID-19 and other communicable
discases transmitted into the WV state National Disease Surveillance
System (NEDSS). Also, assist on case reporting workflow decision support
(WDS) configuration, case investigation for contact tracing and reporting to
CDC. Providing technical assistance for the onboarding team and the new

Accomplishment
Highlights
Currently supports West

Virginia WVEDSS
delivery for electronic
case reporting (eCR)

Previously supported New
York City healthcare
authority in the adoption
of data interoperability
standards and integration
across health information
systems

Completed health
information system
implementations in
complex geo-political
environments in
international settings.

Education

= Network Engineering and

Data Communications
Diploma, The Chubb
Institute, NY (1999).

Bachelor of Computer
Science (Candidate)
University of Alexandria,
Alexandria Egypt (1990 -
1993)

Diploma in Computer
Science (Electronic
Circuit Design) Advanced
Technical Institute,
Alexandria Egypt (1985 —
1990)

healthcare facilities, analyze, troubleshoot, and validate the samples ¢CRs before processed into the NBS.
Assist and support other WV hospitals who are not yet implemented eCR solution to consume and transforms

CCD samples/xml format to a valid electronic case reporting (¢CR).
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Sr. Support Analyst, Harris Healthcare Solutions, 2018 - 2020

Troubleshoot and testing of reported cases/issues by clients. Test applications and verify configurations to
validate client issues. Perform regression and functional testing including QA validation process. Test
application’s functionality, analyze clients’ expectations and provide feed-back to clients. Present client cases to
Design Board for review and discuss defect vs. as designed and present final resolution to client(s).
Communicate resolutions and cases status to clients (Test Track/Helix and CRM-Customer Relation
Management. Provide step by step analysis and documentation of test results for development team and
participate in project meetings, develop test cases and follow-up with test plans.

Sr. Implementation Consultant, Quadramed Affinity, 2013 - 2018

Implemented and supported the EHR for inpatient/outpatient and emergency departments at Kuwait Amiri
Royal Hospital. Assisted in the implementation of patient registration and admission for Siemens/Soarian
conversion and Go-Live support. EHR Supported for inpatient/outpatient and emergency departments (Kuwait,
Royal Hospital). Worked with Ensemble engine and the Health Information Exchange (HIE) teams to design
and configure end to end exchange of patient’s electronic health record. Implemented Patient Portal solution
working with Dynamic Healthcare IT (DHIT) and project design of HL7 integration for Continuity of Care
Document (CCD). Provided support for Meaningful Use Interoperability implementation and Control Medical
Vocabulary (CMV). Created workflow design for the auto generation of inpatient/outpatient clinical Summaries
to standardize the content and the structure of Document Architecture (CDA). Core team member for (SANG)
Saudi Arabia National Guard onsite system configuration, end user training and Go-Live Support.

Managed overall client implementation plans, providing modification recommendations, identifying potential
issues/opportunities, and conducted projects analysis. Provided training to internal teams and clients teams prior
to project Go-Live kick off. Wrote client test scripts to evaluate and support final product and application
validations.

EMPLOYMENT HISTORY

InductiveHealth Informatics Sr. Systems Analyst 2021 — Present
Harris Healthcare Solutions Sr. Support Analyst 2018 - 2020
Quadramed Affinity Sr. Implementation Consultant 2013 - 2018
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Nicholas J. Harrar

Education
Bachelors of Science Degree : 2012
Information Technology Purdue University
Associates Degree 2008

Networking Collins College

Experience

Implementation Manager/Product Owner
STChealth, LLC — Phoenix, AZ July 2016 - Current

Gathering resources from stakeholders as well as ensuring product needs are managed on a roadmap.
Jira product Agile management

Implementing Webservice/HTTPS/Webhook integrations to various PMS/HER systems.

Ensure stability of data and transfers through HIE systems.

Maintaining the integrity of the data residing on systems and performing validations as well as decision
making to complete or support business processing requirements.

Participate in development planning sessions, weekly team status meetings, along with creating and
updating appropriate project management documentation.

Produce in-depth documentation of all operational integration development, policies, and procedures.

Work with vendors to ensure needed coordination is in place between application owners and integration
development and support teams who use the product.

Analyze and manipulate incoming data for means of translations to a multitude of HIE supported
applications.

Azure and AWS Systems Management

SFTP and Certificate/Key Pair Management

Interface Analyst
Scottsdale Health Partners (HIE) — Scottsdale, AZ | February 2015 - July 2016

Using the Rhapsody interface tool to connect PPO's and Humana Ins providers connected to the Hospital

network
Maintain Mirth Servers and connections flowing through

Working close with development as well as clients to plan integrations to fit into timeline and budget

restrictions
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e Linux server maintenance for all environments running Rhapsody

Onboarding Specialist
STChealth, LLC — AZ | September 2012 - February 2015

Onboarding providers for state registries to conduct bi-directional interface exchange.

Proficient in 2.3.1, 2.4, 2.5.1, and 2.7 HL7 messaging for both immunizations and Electronic Lab reporting
(ELR).

Familiar with ACIP recommendation schedule for immunization forecasting.
SQL developer, Oracle 10, and 11g experience.

Fluent in SQL query's, including updates and deletes.

Tier 2 support, logging, and troubleshooting bug tickets.

Consistent communication with clients and weekly help desk calis along with Meaningful use stage 2
providers status calls.

Fully versed is the software development lifecycle.

Awards / Certifications / Patents / Languages

Certifications:

Rhapsody Associate Certification

Cisco CCENT Certification

2.5.1 and 2.7 HL7 certified

PTCB certified pharmaceutical technician.
A+ Hardware Certification.
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Ashley McDonald

Education

Health Informatics and Health Information Technology Post-Graduate Certification 2015
Health Informatics and Health Information Technology, 3.8 G.P.A.
University of Texas, Austin, TX

Masters of Science - Digital Media 2003
Digital Media; 30-hrs Completed with 4.0 G.P.A.
Southern Methodist University, Dallas, TX

Bachelors of Science — Social Work 1997
Social Work — 4.0 G.P.A. in Major Course Work
University of Arkansas, Fayetteville, AR

Experience

Team Lead for Public Health Services Jan. 2018 to Current
STChealth, LLC, Phoenix, AZ

Performs project management duties and oversee communications to ensure that project deliverables are successfully
provided per the contract stipulations, and project stakeholders are pleased throughout the process

Provides leadership for the Public Health Services Team and oversight for an array of projects including:

Onboarding of provider interfaces for the purpose of establishing the successful transmission of HL7 messages through
a state HIE and into the state immunization registry

Creation and implementation of product testing plans

Assistance with full product suite implementation

Development and delivery of complete training plans; including the development of associated training materials,
produced in an array various media formats.

Establishment of Learning Management Systems for clients

Public Health Consultant & Associate Public Health Consultant June 2018 to Dec. 2018
STChealth, LLC, Phoenix, AZ

Facilitator for Training & Education Consortium

Created various formats of training materials for numerous applications in the STC product line including: IWeb, SMaRT
AFIX, iQ, STC|U and VOMS

Provided product education to clients on-site, by webinar and through written communications

Assisted in product testing and provided suggestions for improvement to Product Owners
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Provided project management and served as the project lead for several projects:
overseeing the daily tasks, project expansion and contract finance details

Data Exchange Coordinator Oct. 2015 to Dec. 2015
STChealth, LLC, Phoenix, AZ

Enhanced quality assurance by assessing CVX and CPT codes within provider immunization messages for the State of
Rhode Island

Conducted HL7 message assessments and provided assistance to providers formatting
HL7 messages to become 2.5.1 compliant

Prepared a gap analysis report comparing onboarding processes for immunization registries in various states

Project Manager Jan. 2016 to June 2016
Baylor Scott & White Health

One of Three Project Managers representing the organization’s high profile Digital Health & Innovations Office; Report
directly to the Chief Digital Officer

Managed and maintained communication with stakeholders through reoccurring meetings & regular written status
updates tracking milestones, resources, risks, budget & deliverables

Provided presentations to senior-level executives regarding current project details as well as innovative healthcare
ideas and proposals

Oversaw the framework of project schedules in order to coordinate stakeholders, manage resources and provide
deliverables in a timely manner

Assessed risks and created mitigation plans to manage the issues

Baylor Scott & White Projects Included:
Epic Rover Implementation — Rover is a nurse mobility application developed byEpic

Strategic Planning and Review of the Organization's Enterprise Mobility
Mobile App Developments for Surgeons & Surgery Staff and Cardio/Heart Hospital

Frisco Homes for Sale, LLC Sept. 2003 to May 2015
Residential Real Estate Broker: Team Lead & Digital Marketing Specialist

Provided assessment of client needs and lead the team to provide positive outcomes

Coordinated marketing efforts for sales team through digital media & won a national digital marketing award from
Realtor.com.

Awarded 5 office-based awards for sales, customer service and marketing
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Douglas Michaelson

Experience

Director of Information Security — Chief information Security Officer January 2021 to Present
STChealth, LLC.

Directs end-to-end IT security operations and assists in scheduling, staffing, and budgeting. Improves
communication channels by introducing and executing software applications to interact and negotiate
with vendors. Streamlines outdated processes and identifies immediate cost savings opportunities.
Reduces downtime and eliminates the risk of data loss.

e Implementation of GRC related programs and activities for systems such as HIPPA, NIST
CSF, SOC, and FedRamp

e Guided and directed the migration of commercial Cloud to Govt. Environment Cloud and
ensured compliance with the US Government's data protection and security regulations.

e Will work to continually improve our processes and toolsets, in both production and Test
environments, for systems that are connecting the entire healthcare community and
building a path to a healthier future for people all around the world.

IT Manager 2015 to 2021
Modern Industries.

Executive leader charged with providing strategic direction, implementation, support and management
of all technology programs, initiatives and applications. Led the design, implementation and
enhancement of technology solutions, as well as the definition and execution of technology strategies,
roadmaps and short/long-range plans. Partnered with executive leadership on the planning of new
projects and programs that align with business requirements and drove the continuous improvement
of operations. Built, developed and led team of 5; managed $1.2M capital budget.

e Spearheaded the planning and implementation of standardized cyber security
requirements that aligned with Cybersecurity Maturity Model Certification (CMMC)
guidelines.

e Selected to serve on 401K, Audit Committees, assisting with ensuring compliance with
AS9100C/1ISO9001:2008, SSAE 16, SOC, CMMC, and NADCAP regulations; drove the
improvement of processes and audit procedures to maintain certification.

Director of IT Services 2012 to 2015
Sun Valley Community Church

Recruited into role as the first IT team member, overseeing the development and ongoing
management of the IT department. Designed, developed and maintained both live production and
office environment integration. Increased POS distribution and business application integration.

e Introduced support structure to meet the expansion of user base to 225+ across 4 locations.
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® Partnered with management and Board of Directors in the development of enterprise
standards for service agreements, |T consolidation, surveillance, emergency management
and performance goals.

e Planned and led large-scale hardware, software and operating system upgrade/migration
projects; led cloud/Azure architecture and rollout of new ERP. Developed business process
and refined documentation.

Awards / Certifications / Patents / Lanquages

Affiliations: Infragard, Sonoran Desert Security User Group,
Society for Information Management, interface Phoenix Advisory Board
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3.2. References
The Vendor should provide three (3) references for which each proposed key staff candidate has
successfully demonstrated meeting the requirements of the RFP. The name of the person to be
contacted, phone number, client name, address, brief description of work, and date (month and
year) of employment should be given for each reference. These references should be able to
attest to the candidate’s specific qualifications. The reference given should be a person within a
client’s organization and not a co-worker or a contact within the Vendor’s organization.

Vendors should use the format provided. Please repeat the rows and tables as necessary.
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Table 19: Key Staff References

Key Personnel Reference

Form
Key Personnel Name: |[Pamela Knight-Schwartz Proposed Role:|Account Manager

Reference 1

Client Name: West Virginia DHHR Client Address: One Davis Square, Suite 100 East, Charleston, West
Virginia 25301
Contact Name: I'im Neely Contact Title: Director, Division of Information Services
Contact Phone: [304-807-9511 Contact E-mail: tim.b.neely@wv.gov
Project Name: West Virginia Immunization Information Start End
2007 2014
System Date: Date:

Project Description: Maintenance, enhancements, and operations of WVIIS.

Project Role and Responsibilities: Contract and relationship management.

Reference 2

Client Name: Massachusetts DPH Client Address: 250 Washington St, Boston, MA 02108
Contact Name:  [Scott Troppy Contact Title: Epidemiologist

Contact Phone: [|617-686-2542 Contact E-mail: scott.troppyv(¢¥mass.gov

Project Name: Massachusetts Virtual Epidemiological Start 2018 End 2021
Network (MAVEN) Date: Date:

Project Description: Maintenance, operations, and enhancements of EDSS,

Project Role and Responsibilities: Contract and relationship management.

Reference 3

Client Name: Washington DOH Client Address: 111 Israel Road SE, Tumwater, WA 98501

Contact Name: Ky Decker Contact Title: [:nterprise Business Architect

Contact Phone: [360-292-8794 Contact E-mail: Ky.decker(@doh.wa.gov

Project Name: WA DOH EDSS Implementation Start 5016 End 2021
Date: Date:

Project Description: Implementation of new EDSS for WA DOH. Disease areas include TB, GCD, Hep,
and Arbo. Maintenance, operations, and enhancements of EDSS.
Project Role and Responsibilities: Contract and relationship management.
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Key Personnel Reference
Form

Key Personnel Name: [Michelle Brazel Proposed Role:|Project Manager

Reference 1

Client Name: INew York City DHMH Client Address: 2-09 28 Street, Long Island City, NY 11101
Contact Name: Adile Bekbay Contact Title: Assistant Commissioner

Contact Phone: [646-784-4619 Contact E-mail: abekbayiihealth.nvc.gov

Project Name: NYC Electronic Disease Surveillance System S;:«tn;.t 10/2014 D]i:tl;l. 10/2017

Project Description: Implementation of EDSS in New York City

Project Role and Responsibilities: 1 was the business analyst who built their user interface from the ground
up (as well as the other three bureaus in NYC). I also helped with requirements for their offline version of
Maven. Finally, I managed customer success for them.

Reference 2

Client Name: New York City DHMH Client Address: 142-09 28th Street, Long Island City, NY 11101
Contact Name: Natasha McIntosh Contact Title: Surveillance System Administrator

Contact Phone: [347-396-2660 Contact E-mail: nmcintosh(@health.nyc.gov

Project Name: NYC Electronic Disease Surveillance System IBt:t?- 10/2014 E]):?e- 10/2017

Project Description: Implementation of EDSS in New York City

Project Role and Responsibilities: I was the business analyst who built their user interface from the ground
up (as well as the other three bureaus in NYC). I also helped with requirements for their offline version of
Maven. Finally, I managed customer success for them.

Reference 3

Client Name: lexas DSHS IClient Address: 1100 W 49 Street, Austin, TX 78756

Contact Name:  [lennifer Vinyard IContact Title: Manager

Contact Phone: [512-776-3773 Contact E-mail: Jennifer. Vinyard(@dshs.texas.gov

Project Name: Healthcare Associated Infections System Start 2010 End 2010
[Date: Date:

Project Description: Implementation of an HAI system for the State of Texas

Project Role and Responsibilities: I acted as the business analyst on this project and built their user
interface from inception to completion (2010) and then helped them with Customer Success — again
offering suggestions for improvements and solutions to their issues.
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Key Personnel Reference
Form

Key Personnel Name: |[Hayleigh McCall Proposed Role:Business Lead

Reference 1

Client Name: DC Client Address: 1600 Clifton Rd, Atlanta, GA 30333

Contact Name: Deborah Gould (retired) Contact Title: Health Scientist

Contact Phone: Contact E-mail: dwgould2016¢igmail.com

Project Name: CSTE Workshops Start 2017 End 2020
Date: Date:

Project Description: Planning for CSTE conference workshops.

Project Role and Responsibilities: Managed, planned, executed various CSTE workshops.

Reference 2

Client Name: CDC (Client Address: 1600 Clifton Rd, Atlanta, GA 30333

Contact Name: |Amy Schnall ontact Title: Associate Service Fellow

Contact Phone: Contact E-mail: lchuS(@cde.gov

Project Name: CASPER Implementation Start 2016 End 2017
|Date: Date:

Project Description: Implementation of Community Assessment for Public Health Emergency Response

Project Role and Responsibilities: Supported Hurricanes Irma, Maria and Harvey public health response.

Reference 3

Client Name: Kahuina Consulting Client Address: 10 Coniston Rd, Roslindale, MA 02131

Contact Name: (Charlie Ishikawa Contact Title: Public Health Consultant

Contact Phone: Contact E-mail: Charlie.ishikawa(@kahuina.com

Project Name: CSTE Workshops Start 2017 End 2020
Date: Date:

Project Description: Planning for CSTE conference workshops.

Project Role and Responsibilities: Managed, planned, executed various CSTE workshops.
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Key Personnel Reference

Form

Key Personnel Name: |Casey Murray Proposed Role:[Technical Lead

Reference 1
Client Address:
Contact Title:

CDC
Maureen Diaz

1600 Clifton Rd, Atlanta, GA 30333
Microbiologist

Client Name:
Contact Name:

Contact Phone: Contact E-mail: IgsS(@cde.gov
Project Name: TAC Data Management System Start 05/2021 End 12/2021
Date: Date:

Project Description: Processing of TagMan Array Cards (TAC) designed and implemented by the
Pneumonia Response and Surveillance Laboratory (PRSL) for large-scale respiratory disease surveillance
programs

Project Role and Responsibilities: Scrum agile project completed 2 sprints early. Application design from
the ground up, stack selection, infrastructure management, oversight of development team, design and
implementation of complex processing algorithm, design and implementation of regression, 508 compliance
and performance testing, SaaS training, client-facing retrospectives.

Reference 2

Client Name:

Sciolnformatics LLC

IClient Address:

Atlanta, GA

Contact Name:

Tim Morris

Contact Title:

Business Analyst / SME

Contact Phone: [404-386-1084 Contact E-mail: I'im.morris(scioinformatics.com
Project Name: TAC Data Management System Start 05/2021 End 12/2021
Date: Date:

Project Description: Processing of TagMan Array Cards (TAC) designed and implemented by the

Pneumonia Response and Surveillance Laboratory (PRSL) for large-scale respiratory disease surveillance
rograms.
Project Role and Responsibilities: Scrum agile project completed 2 sprints early. Application design from
the ground up, stack selection, infrastructure management, oversight of development team, design and
implementation of complex processing algorithm, design and implementation of regression, 508 compliance
and performance testing, SaaS training, client-facing retrospectives.

Reference 3

Client Name:

Nevada DOH - DPBH

Client Address:

102 E Haskell St, Winnemucca, NV 89445

|Contact Name:

'Theron Huntamer

Contact Title:

Epidemiologist

Contact Phone: [775-846-7371 Contact E-mail: thuntamer(health.nv.gov

s — T :

Project Name: EpiTrax - Migration from NBS Start 08/2021 End Present
Date: Date:

Project Description: Support Nevada in the migration from NBS as disease management and surveillance
software, to the EpiTrax platform.

Project Role and Responsibilities: Infrastructure design and maintenance, implementation of secure
authentication with MFA, custom ETL development, delivery of an environment for internal training and
disease-specific form development aligned to state needs.
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Key Personnel Reference
Form

Key Personnel Name: |Doug Hamaker Proposed Role:{Implementation Manager

Reference 1

Client Name: IOklahoma DOH Client Address: 123 Robert S Kerr Ave, Oklahoma City, OK 73102
Contact Name: Bill Kerr Contact Title: Chief Technology Officer

Contact Phone: [405-323-5727 Contact E-mail: Bill.Kerromes.ok.gov

Project Name: Oklahoma State Department of Health 3;2:: 12/2020 Dlzltlg Present

Project Description: OKEDSS Base System Software as a Service (SaaS)

Project Role and Responsibilities: Surveillance Subject Matter Expert

Reference 2

Client Name: Nebraska HHS Client Address: 301 Centennial Mall S, Lincoln, NE 68508
Contact Name: Robin Williams Contact Title: Epidemiology Surveillance Coordinator
Contact Phone: 402-471-0935 Contact E-mail: Robin.M.Williams(@wnebraska.gov

D303 . = =

I rol?ct Name: Nebraska Department of Health and Human [Start 10/2018 End Present
Services Date: Date:

Project Description: NEDSS Base System Software as a Service (SaaS)

Project Role and Responsibilities: Surveillance Subject Matter Expert

Reference 3

Client Name: West Virginia DHHR Client Address: 350 Capitol St, Charleston, WV 25301
Contact Name: Mike Morris Contact Title: Director OMIS Operations

Contact Phone: [304-356-4129 Contact E-mail: Michael.J.Morris@wv.gov

Project Name: West Virginia Department of Health and Start 03/2018 End Present
Human Resources Date: Date:

Project Description: WYEDSS Base System Software as a Service (SaaS)

Project Role and Responsibilities: Surveillance Subject Matter Expert
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Key Personnel Name:  [Nick Harrar

Key Personnel Reference

Form

Proposed Role:|QA Manager

Reference 1

Client Name: IAZ Department Health Client Address: 150 N 18th Ave, Phoenix, AZ 85007

Contact Name:  [Cesar Pacheco Contact Title: Data Analyst

Contact Phone: (9283668426 Contact E-mail: IN/A

Project Name: Immslink Integration Start 09/2019 End 11/2021
Date: Date:

Project Description: Integration between pharmacy systems to state IIS registries

Project Role and Responsibilities: Testing, validating and technical onboarding of pharmacies to state IIS

registries

Reference 2
Client Name: Front Runner Client Address: 36 Cordage Park Circle, Suite 302, Plymouth, MA 02360
(Contact Name: Monica Garcia Contact Title: (Onboarding Specialist

Contact Phone: (6232299409 (Contact E-mail: IN/A
Project Name: Immslink Integration Start 09/2019 End 11/2021
Date: Date:

Project Description: Integration between pharmacy systems to state IIS registries

registries

Project Role and Responsibilities: Testing, validating and technical onboarding of pharmacies to state IIS

Reference 3

Client Name: ICA HIE

Client Address:

125 Creekdale Rd, Walnut Creek, CA 94595

Contact Name: [Courtney Moss

Contact Title:

Implantation Supervisor

Contact Phone: (9518523725 Contact E-mail: IN/A
Project Name: Immslink Integration Start 01/2019 End 09/2020
[Date: Date:

Project Description: Integration between pharmacy systems to state IIS registries

Project Role and Responsibilities: Testing, validating and technical onboarding of pharmacies to state IIS
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ATTACHMENT E: INITIAL WORK PLAN

Instructions: The Vendor should provide an Initial Work Plan and Work Breakdown Structure
(WBS) by project phase and task group. Each task group is defined in Section 4.5: Project Task,
Payment Milestones, and Deliverables of this RFP,

This Work Plan and Work Breakdown Structure (WBS) should show all task details with
responsibilities, timelines, durations, milestone dates, deliverable dates, and Vendor personnel hours by
deliverables for each project phase, State personnel hours by phase deliverable, and allcritical
dependencies for the project’s milestones and deliverables. The Initial Work Plan shouldbe provided as
an attachment to the Vendor’s Technical Proposal and tabbed as such in the submission. The Vendor
should also provide an electronic version of the Microsoft

Project® version in the Vendor’s electronic submission of the Technical Proposal. At a

minimum, the Vendor’s proposed Work Plan should include the following:

o Detailed tasks and timelines, outlining the major project phases planned by the Vendor. These
should include, at a minimum, the timeline and tasks associated with full deploymentof
functionality

e« The WBS
o The project schedule for all project deliverables and milestones

o Identification of resources assigned the responsibility for each deliverable within theWBS
to the level at which control will be exercised

o Identification of deliverables that require a more prompt State acceptance than describedin the
RFP, including the proposed acceptance period for the deliverable

Response:

Solution Overview

Exhibit-1 presents InductiveHealth’s proposed West Virginia Enterprise Surveillance System (ESS)
Program based on an existing, in use solutions including modifications to meet specific requirements as
defined in the RFP. Responses here and in Attachment I, Implementation
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Exhibit-1: Full featured enterprise surveillance system (ESS) solution.

Building on the solution elements presented in Exhibit-1 and to demonstrate completeness of the
InductiveHealth solution, Exhibit-2 maps each solution element to the business and technical
specifications presented Section 4.4 Detailed Specifications of the request for proposal (RFP).
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Business and Technical Specifications
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Integration Data Flow Audit and Analytics
EpiTrax™
SR v v VvV VYV VvV VYV v
Case and Qutbreak Investigation and Management
Respond Plus™ _ VAN A AN A VY
Contact tracing and symptom monitoring
Grafana Dashboards AR RS o S R
Data Visualization and reporting
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Datawarehouse ARV A B B R 1
Integrated data sets
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v vv vy v v v
Helpdesk and Project Management Tracking
Flexible multi-factor authentication L v v e Ay AR 8 5
Secure access for end users
Secure Transport v v vV v v
Secure receipt and management of data in and out of system boundary )
Ancillary Data Interoperability FAA T A e
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Off-site Backup and Disaster Recovery AV, v v

Geo-redundant DR of virtual machines and databases

Unified Information Security Control and Tooling
Federal Information Security Management Act (FISMA) moderate security 7 ALY v
standards and controls

Exhibit-2: Solution element mapping to business and technical specifications.

Exhibit-3 provides DHHR with a proposed release schedule for each solution elements which is detailed
further in the Project Schedule section of this document.

Solution Element Solution Overview Proposed Release

Plan
Rhapsody™ Data integration engine currently used by DHHR for electronic Go-Live (Release 1)
laboratory reporting (ELR), electronic Case Reporting (eCR), and CDC
NNDSS Modernization Initiative (NMI) Messaging Mapping Guides.
EMSA™ Electronic Messaging Staging Area (EMSA) provides a secure web Go-Live (Release 1)
portal for the management of ELR and eCR into EpiTrax™ including
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Solution Element

Solution Overyiew

Proposed Release
Plan

atient matching, test matching, and validation of messages.

EpiTrax™ Electronic disease surveillance system (EDSS) for the investigation and | Go-Live (Release 1)
surveillance of West Virginia reportable diseases. EpiTrax™ includes
support for endemic contact tracing for reportable diseases such as
sexually transmitted diseases and outbreak management
Respond Plus™ ontact tracing and monitoring for large scale outbreaks, epidemics, and | Additional Release
pandemics including SMS text messaging and symptom monitoring (Release 2)*
through web surveys.
Grafana Dashboards Data analytics to monitor data integration chain of custody, system Additional Release
performance, and other dashboards to drive public health action. (Release 2)
RStudio Web RStudio environment delivered over the web to conduct data analysis, Additional Release
statistics, and geospatial analysis against integrated public health data (Release 2)
sets.
Datawarehouse Integrated database across ESS solutions providing a single source of Additional Release
information for DHHR to conduct analysis. (Release 2)
Jira 'Web portal to submit service requests and manage change requests. Go-Live (Release 1)
Flexible multi-factor Multi-factor authentication (MFA) solution supported by soft tokens Go-Live (Release 1)
authentication (SMS, phone, and smartphone push).

Secure Transport

Secure file transport (SFT) end points to support the secure transmission
of data to from and from the InductiveHealth private cloud.

Go-Live (Release 1)

Ancillary Data
Interoperability

Data integrations with ancillary health information systems.

Go-Live (Release 1)

Off-site Backup and
Disaster Recovery

Redundant data storage at the virtual machine and database level across
lceographic areas.

Go-Live (Release 1)

Unified Information
Security Control and
Tooling

Management of ESS solution using Federal Information Security
Management Act (FISMA) moderate security standards and controls

including ongoing independent verification and validation (IV&V).

Go-Live (Release 1)

* Based on discussion with DHHR on COVID-19 pandemic needs.

Exhibit-3: Full featured enterprise surveillance system (ESS) solution.

High Level Schedule of Events
Exhibit-4 summarizes the major milestones across the life of the program with emphasis on Year 1 of
the program focused on the initial Go-Live (Release 1) within nine (9) months of contract kick-off and
additional release (Release 2) eleven (11) months after contract kick-off.

Implementation and Operations
Enterprise Surveillance System (ESS}) Gantt View = Year 1 Years2to 8
Month ] ]
WBS | Task Name 11J2]3J4a]s5[6[7[8[o10[11[12]| 2| 3| 4|5 |6toB
1 West Virginia Enterprise Surveillance System (ESS) Program
14 Project Initiation and Planning
1.2 Solution Planning .
1.3 Solution Design, Testing, and Operational Readiness
1.4 Solution Deployment . Additlonal Release
1.4.4 Release 1: Go-Live Soive of Reloase 1 o —» @ 77 Within 11 months
1.4.5 Release 2: Additional Features *
1.5 Project Monitor and Control Ongoing Project Dofivery

1.6 Software-as-a-Service Ongoing Saas Delivery
1.7 Change Management Ongoing Change Managemant
1.8 Account Management Ongoing Account Management

1.9 Epidemic and Pandemic Response As Needed

Exhibit-4: High Level Gantt. Initial deployment and configuration of ESS within 9 months of contract kick-off.

Work Breakdown Structure (WBS) Overview
Exhibit-5 provides an overview of our Work Breakdown Structure (WBS) based on 1) the deliverables
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identified for the Implementation phase in Appendix 2: Deliverables and Milestones Dictionary of the
Request for Proposal (RFP), 2) on-going operational delivery of software-as-service (SaaS) solutions
across the life of the contract, and 3) activities to support outbreak, epidemic and pandemic response as
needed.
Legend

- Implementation Phase

- Operations Phase
1.0 - West Virginia

Enterprise Surveiliance
System (ESS) Program

1.5 Project 9 1.9 Epidemic
il Rl ENACRN INCCSTIR [t
Controt ge ge Response

As neededbasedon
public heaith responses

1.1.1 D001 —

1.3.1 Solution 1.5.1 Monthly 1.6.1 Data 1.8.1 1.9.1 Outareak
1.2.1 Solution 1.4.4 n 1.7.1
ProjectKickoff Design, Implementation Source : of I
Meeting Planningt Testing,and Deploymernt Projfect Onboarding Prioritization Deli p
Operational Megsment 16144 ELR 1.8.2Cost
1.1.2D002— 1.2.2 Solution Readiness 1 142 - 1.7.2 Product rach 1.9.2 Pandemic
ProjectCharter Planning 2 1.3_3;?'“0“ Deployment2 4643 COC NN / Pevelop Invoicing P
1.1.3 Project Testingand oy s 1.7.2.1 Sprints 183
Management Operationaf Deployment3 1.7.2.2 UAT Subcontract
Fian Readiness2 — 1‘5‘23:;" 1arY 1723 Deployment Mgm¢
1.3.3 144 Interoperability 1.7.2.4 Transition to
Design, 1: Go-Live 1.6.2.1 Engage Operations
Testing, and 1.6.2.2 Connect 1.7.2.5 Retrospective
Operational 1.4.5 Release 1.6.2.3 Validate
Readiness 3 1: Additional o
Features 1.6.2.4 Operate
1.6.3 Help Desk
1.6.4
Information
Security
1.65
Infrastructure
Management
166SLAG
Performance
Measurement
1.6.7 Data
Quality
Monitoring
1.6.8 Release
Management
1.6.9 Training
Exhibit-5: WBS Overview. Organization of solution delivery across life of program..
Project Schedule

Exhibit-6 presents our proposed project schedule based on the Work Break Down Structure (WBS)
presented above including timeline, duration, and deliverables and tasks where prompt attention is
needed by DHHR.

A ) Da
Year 1

1 Waest Virginia Enterprise 364 4/1/22 3/31/23 March

Surveillance System (ESS)

Program
1.1 Project Initiation and Planning 1 364 4/1/22 3/31/23 March
1.1.1 D001 - Project Kickoff Meeting 1 Yes 12 4/1/22 4/18/22 April
1.1.1.1 Deliverable development 1 Implementation 0 4/1/22 3/31/22 March
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B Deliverable estones, and espo bie Pro Dura a ¢ Date o)
O a B Da Date
[)a
Team
1.1.1.2 Deliverable submission to DHHR 1 Implementation 1 4/4/22 4/4/22 April
Team
1.1.1.3 Deliverable decision by DHHR 1 DHHR 10 4/5/22 4/18/22 April
1.1.2 D002 - Project Charter 1 21 4/5/22 5/3/22 May
1.1.2.1 Deliverable development 1 Implementation 10 4/5/22 4/18/22 April
Team
1.1.2.2 Deliverable submission to DHHR 1 Implementation 1 4/19/22 4/19/22 April
Team
1.1.2.3 Deliverable decision by DHHR 1 DHHR 10 4/20/22 5/3/22 May
1.1.3 Project Management Plan 1 18 4/20/22 6/1/22 June
(inclusive of)
1.1.3.1 D003 — Change Management Plan 1 Implementation 0 4/20/22 4/20/22 April
Team
1.1.3.2 D004 ~ Communication 1 Implementation Yes o] 4/20/22 4/20/22 April
Management Plan Team
1.1.3.3 D005 — Cost Management Plan 1 Implementation 0 4/20/22 4/20/22 April
Team
1.1.3.4 D006 — Documentation 1 Implementation 0 4/20/22 4/20/22 April
Management Plan Team
1.1.3.5 D007 — Project Work Plan 1 Implementation 0 4/20/22 4/20/22 April
Team
1.1.3.6 D008 - Quality Management Plan 1 Implementation 0 4/20/22 4/20/22 April
Team
1.1.3.7 D009 — Risk and {ssue 1 Implementation 0 4/20/22 4/20/22 April
Management Plan Team
1.1.3.8 D010 - Schedule Management 1 Implementation 0 4/20/22 4/20/22 April
Plan Team
1.1.39 D011 - Scope Management Plan 1 Implementation 0 4/20/22 4/20/22 April
Team
1.1.3.10 D012 v Stakeholder Management 1 Implementation Yes 0 4/20/22 4/20/22 April
Plan and Stakeholder Analysis Team
1.1.3.11 D013 - Staffing Management 1 Implementation 0 4/20/22 4/20/22 April
Plan Team
1.1.3.12 Deliverable development 1 Implementation 20 4/20/22 5/17/22 May
Team
1.1.3.13 Deliverable submission to DHHR 1 Implementation 1 5/18/22 5/18/22 May
Team
1.1.3.14 Deliverable decision by DHHR 1 DHHR 10 5/19/22 6/1/22 June
1.1.4 Payment Milestone 1: Project 1 Account [} 6/1/22 6/1/22 June
Initiation Complete Manager
1.2 Solution Planning 2 52 4/4/22 8/3/22 August
1.2.1 Solution Planning 1 2 52 4/4/22 6/14/22 June
1.2.1.1 D014 - Data Management Plan 2 16 a/4/22 4/25/22 April
1.2.1.1.1 Deliverable development 2 Implementation 5 4/4/22 4/10/22 April
Team
1.2.1.1.2 Deliverable submission to DHHR 2 Implementation 1 4/11/22 4/11/22 April
Team
1.2.1.1.3 Deliverable decision by DHHR 2 DHHR 10 4/12/22 4/25/22 April
1.2.1.2 D015 - Security, Privacy, and 2 21 4/5/22 4/26/22 April
Confidentiality Plan
1.2.1.21 Deliverable development 2 Implementation 5 4/5/22 4/11/22 April
Team /
Technology
Team
1.2.1.2.2 Deliverable submission to DHHR 2 Implementation 0 4/12/22 4/12/22 April
Team /
Technology
Teamn
1.2.1.2.3 Deliverable decision by DHHR 2 DHHR 10 4/13/22 4/26/22 April
1.2.1.3 D016 — Incident Management 2 21 4/28/22 5/19/22 May
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Team

B Deliverable estones, and DO Dle O D d Date O
a = B Da Date
Da
Plan
1.2.1.31 Deliverable development Implementation 5 4/28/22 5/4/22 May
Team/
Technology
1.2.1.3.2 Deliverable submission to DHHR Implementation 1 5/5/22 5/5/22 May
Team /
Technology
1.2.1.3.3 Deliverable decision by DHHR DHHR 10 5/6/22 5/19/22 May
1.2.1.4 D017 - Privacy Impact Analysis 20 5/6/22 5/26/22 May
1.2.1.4.1 Deliverable development Implementation 5 5/6/22 5/12/22 May
Team/
Technology
1.2.1.4.2 Deliverable submission to DHHR Implementation 1 5/13/22 5/13/22 May
Team/
Technology
1.2.1.4.3 Deliverable decision by DHHR DHHR 10 5/14/22 5/26/22 May
1.2.15 D018 — Requirements Gap Yes 21 4/12/22 5/3/22 May
Analysis Document / User Stories
1.2.1.5.1 Deliverable development Implementation 5 4/12/22 4/18/22 April
Team / Product
Development &
Operations
1.2.1.5.2 Deliverable submission to DHHR Implementation 0 4/19/22 4/19/22 April
Team / Product
Development &
Operations
1.2.153 Deliverable decision by DHHR DHHR 10 4/20/22 5/3/22 May
1.2.1.6 D019 ~ Requirements 16 5/16/22 6/6/22 June
Management Plan
1.2.1.6.1 Deliverable development Implementation 5 5/16/22 5/22/22 May
Team / Product
Development &
Operations
1.2.1.6.2 Deliverable submission to DHHR Implementation 1 5/23/22 5/23/22 May
Team / Product
Develapment &
Operations
1.2.1.6.3 Deliverable decision by DHHR DHHR 10 5/24/22 6/6/22 June
1.2.1.7 D020 - Training Management 16 5/24/22 6/14/22 June
Plan
1.2.1.7.1 Deliverable development Implementation 5 5/24/22 5/30/22 May
Team / Subject
Matter Experts
1.2.1.7.2 Deliverable submission to DHHR Implementation 1 5/31/22 5/31/22 May
Team / Subject
Matter Experts
1.2.1.7.3 Deliverable decision by DHHR DHHR 10 6/1/22 6/14/22 June
1.2.1.8 Payment Milestone 2: Solution Account 1 6/14/22 6/14/22 June
Planning 1 Manager
1.2.2 Solution Planning 2 46 6/1/22 8/3/22 August
1.2.2.1 D021 - Master Test Plan (Testing 16 6/1/22 6/22/22 June
Management Plan)
1.2.2.1.1 Deliverable development Implementation 5 6/1/22 6/7/22 June
Team
| 1.2.21.2 Deliverable submission to DHHR Implementation 1 6/8/22 6/8/22 June
| Team
1.2.2.1.3 Deliverable decision by DHHR DHHR 10 6/9/22 6/22/22 June
1.2.2.2 D022 - Requirements 21 6/1/22 6/22/22 June
Specification Document
1.2.2.21 Deliverable development Implementation 5 6/1/22 6/7/22 lune
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Deliverable, Milestones, and
Tasks

Deliverable submission to DHHR

Responsible
Team

Implementation
Team

Prompt
State
Attention

Duration
(Business

Days)

Start
Date

6/8/22

End Date

6/8/22

Month (End
Date)

1.2.2.2.3 Deliverable decision by DHHR DHHR 10 6/9/22 6/22/22 June
1.2.23 D023 - Requirements Yes 21 6/9/22 6/30/22 June
Traceability Matrix
1.2.23.1 Deliverable development Implementation 5 6/9/22 6/15/22 June
Team
1.2.2.3.2 Deliverable submission to DHHR Implementation 1 6/16/22 6/16/22 June
Team
1.2.2.33 Deliverable decision by DHHR DHHR 10 6/17/22 6/30/22 June
1.2.2.4 D024 — Security Plan 21 6/17/22 7/8/22 July
1.2.2.4.1 Deliverable development Implementation 5 6/17/22 6/23/22 June
Team /
Technology
1.2.2.4.2 Deliverable submission to DHHR Implementation 1 6/24/22 6/24/22 June
Team /
Technology
1.2.2.4.3 Deliverable decision by DHHR DHHR 10 6/25/22 7/8/22 luly
1.2.2.5 D025 — System Architecture Plan 21 6/27/22 7/18/22 July
1.2.2.5.1 Deliverable development Implementation 5 6/27/22 7/3/22 July
Team /
Technology
1.2.2.5.2 Deliverable submission to DHHR Implementation 1 7/4/22 7/4/22 July
Team /
Technology
1.2.2.5.3 Deliverable decision by DHHR DHHR 10 7/5/22 7/18/22 July
1.2.2.6 D026 - System Backup and 21 7/5/22 7/26/22 July
Records Retention Plan
1.2.2.6.1 Deliverable development Implementation 5 7/5/22 7/11/22 July
Team /
Technology
1.2.2.6.2 Deliverable submission to DHHR implementation 1 7/11/22 7/11/22 July
Team /
Technology
1.2.2.63 Deliverable decision by DHHR DHHR 10 7/12/22 7/26/22 July
1.2.2.7 D027 — System Requirement 21 7/13/22 8/3/22 August
Document/Backlog User Stories
or Use Cases
1.2.2.7.1 Deliverable development Implementation 5 7/13/22 7/19/22 luly
Team /
Technology
1.2.2.7.2 Deliverable submission to DHHR Implementation 1 7/19/22 7/19/22 July
Team/
Technology
1.2.2.7.3 Deliverable decision by DHHR DHHR 10 7/20/22 8/3/22 August
1.2.2.8 Payment Milestone 3: Solution Account 1 8/3/22 8/3/22 August
Planning 2 Manager
1.3 Solution Design, Testing, and 169 7/21/22 1/6/23 January
Operational Readiness
1.3.1 Solution Design, Testing, and 69 7/21/22 9/28/22 September
Operational Readiness 1
1.3.1.1 D028 — Business Process Models 21 7/21/22 8/11/22 August
(BPMs)
1.3.1.1.1 Deliverable development Implementation 5 7/21/22 7/27/22 July
Team / Subject
Matter Experts
1.3.1.1.2 Deliverable submission to DHHR Implementation 1 7/28/22 7/28/22 July
Team / Subject
Matter Experts
1.3.1.1.3 Deliverable decision by DHHR DHHR 10 7/29/22 8/11/22 August
1.3.1.2 D029 - Capacity Plan 21 7/21/22 8/11/22 August
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Deliverable, Milestones, and Responsible Prompt Duration Start End Date Month (End
Tasks Team State (Business Date Date)
Attention Days)
1.3.1.2.1 Deliverable development Implementation 5 7/21/22 7/27/22 July
Team /
Technology
1.3.1.2.2 Deliverable submission to DHHR Implementation 1 7/28/22 7/28/22 July
Team /
Technology
1.3.1.2.3 Deliverable decision by DHHR DHHR 10 7/29/22 8/11/22 August
1.3.1.3 D030 - Configuration 21 7/29/22 8/19/22 August
Management Plan
1.3.1.3.1 Deliverable development Implementation 5 7/29/22 8/4/22 August
Team /
Technology
1.3.1.3.2 Deliverable submission to DHHR Implementation 1 8/5/22 8/5/22 August
Team /
Technology
1.3.1.3.3 Deliverable decision by DHHR DHHR 10 8/6/22 8/19/22 August
1.3.1.4 D031 - Data Conversion Plan 21 7/29/22 8/19/22 August
1.3.1.4.1 Deliverable development Implementation 5 7/29/22 8/4/22 August
Team /
Technology
1.3.1.4.2 Deliverable submission to DHHR Implementation 1 8/5/22 8/5/22 August
Team/
Technology
1.3.1.4.3 Deliverable decision by DHHR DHHR 10 8/6/22 8/19/22 August
1.3.1.5 D032 - Data Conversion Test 22 8/8/22 8/30/22 August
Cases
1.3.15.1 Deliverable development Implementation 5 8/8/22 8/14/22 August
Team /
Technology
1.3.1.5.2 Deliverable submission to DHHR Implementation 1 8/15/22 8/15/22 August
Team /
Technology
1.3.1.5.3 Deliverable decision by DHHR DHHR 10 8/16/22 8/30/22 August
1.3.1.6 D033 - Data Conversion Test 22 9/6/22 9/28/22 September
Results
1.3.1.6.1 Deliverable development Implementation 5 9/6/22 9/12/22 September
Team /
Technology
1.3.1.6.2 Deliverable submission to DHHR Implementation 1 9/13/22 9/13/22 September
Team/
Technology
1.3.1.6.3 Deliverable decision by DHHR DHHR 10 9/14/22 9/28/22 September
1.3.1.7 D034 - Database Design 21 8/5/22 8/26/22 August
Document and Data Models
1.3.1.7.1 Deliverable development Implementatian 5 8/5/22 8/11/22 August
Team /
Technology
1.3.1.7.2 Deliverable submission to DHHR Implementation 1 8/12/22 8/12/22 August
Team /
Technology
1.3.1.7.3 Deliverable decision by DHHR DHHR 10 8/13/22 8/26/22 August
1.3.1.8 D035 - Detailed System Design 21 8/5/22 8/26/22 August
(DSD) Document
1.3.1.8.1 Deliverable development Implementation 5 8/5/22 8/11/22 August
Team /
Technology
1.3.1.8.2 Deliverable submission to DHHR Implementation 1 8/12/22 8/12/22 August
Team/
Technology
1.3.1.8.3 Deliverable decision by DHHR DHHR 10 8/13/22 8/26/22 August
1.3.19 D036 - Disaster Recovery and 21 7/29/22 8/19/22 August
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Business Continuity Plan
1.3.1.9.1 Deliverable development Implementation 5 7/29/22 8/4/22 August
Team /
Technology
1.3.1.9.2 Deliverable submission to DHHR Implementation 1 8/5/22 8/5/22 August
Team/
Technology
1.3.1.93 Deliverable decision by DHHR DHHR 10 8/6/22 8/19/22 August
1.3.1.10 D037 - Interface Inventory 21 7/28/22 8/19/22 August
1.3.1.10.1 Deliverable development Implementation 5 7/29/22 8/4/22 August
Team /
Technology
1.3.1.10.2 Deliverable submission to DHHR Implementation 1 8/5/22 8/5/22 August
Team /
Technology
1.3.1.10.3 | Deliverable decision by DHHR DHHR 10 8/6/22 8/19/22 August
13.1.11 Payment Milestone 4: Solution Account 1 9/28/22 9/28/22 September
Design, Testing, and Operational Manager
Readiness 1
1.3.2 Solution Design, Testing, and 60 8/8/22 10/7/22 October
Operational Readiness 2
1.3.2.1 D038 — Load and Stress Test 22 8/8/22 8/30/22 August
Cases
1.3.2.1.1 Deliverable development Implementation 5 8/8/22 8/14/22 August
Team /
Technology
1.3.2.1.2 Deliverable submission to DHHR Implementation 1 8/15/22 8/15/22 August
Team /
Technology
1.3.2.1.3 Deliverable decision by DHHR DHHR 10 8/16/22 8/30/22 August
1.3.2.2 D039 - Load and Stress Test 22 8/23/22 9/14/22 September
Results
1.3.2.2.1 Deliverabie development Implementation 5 8/23/22 8/29/22 August
Team /
Technology
1.3.2.2.2 Deliverable submission to DHHR Implementation 1 8/30/22 8/30/22 August
Team/
Technology
1.3.2.2.3 Deliverable decision by DHHR DHHR 10 8/31/22 9/14/22 September
1.3.2.3 D040 - Operational Readiness 22 8/31/22 9/22/22 September
Plan
1.3.2.3.1 Deliverable development Implementation 5 8/31/22 9/6/22 September
Team /
Technology
1.3.2.3.2 Deliverable submission to DHHR Implementation 1 9/7/22 9/7/22 September
Team /
Technology
1.3.2.3.3 Deliverabie decision by DHHR DHHR 10 9/8/22 9/22/22 September
1.3.2.4 D041 - Operational Readiness 22 9/8/22 9/30/22 September
Test Scripts
1.3.2.4.1 Deliverable development Implementation 5 9/8/22 9/14/22 September
Team /
Technology
1.3.2.4.2 Deliverable submission to DHHR Implementation 1 9/15/22 9/15/22 September
Team/
Technology
1.3.2.4.3 Deliverable decision by DHHR DHHR 10 9/16/22 9/30/22 September
1.3.2.5 D042 - Operational Readiness 21 9/16/22 10/7/22 October
Test Results
1.3.2.5.1 Deliverable development Implementation 5 9/16/22 9/22/22 September
Team /
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Technology
1.3.25.2 Deliverable submission to DHHR Implementation 1 9/23/22 9/23/22 September
Team/
Technology
1.3.25.3 Deliverable decision by DHHR DHHR 10 9/24/22 10/7/22 QOctober
1.3.2.6 Payment Milestone 5: Solution Account 0 10/7/22 10/7/22 October
Design, Testing, and Operational Manager
Readiness 2
133 Solution Design, Testing, and 102 9/26/22 1/6/23 January
Operational Readiness 3
1.3.3.1 D043 - Regression Test Cases 22 9/26/22 10/18/22 October
1.33.1.1 Deliverable development Implementation 5 9/26/22 10/2/22 October
Team
1.3.3.1.2 Deliverable submission to DHHR Implementation 1 10/3/22 10/3/22 October
Team
1.3.3.1.3 Deliverable decision by DHHR DHHR 10 10/4/22 10/18/22 October
1.3.3.2 D044 — Regression Test Results 22 10/18/22 11/9/22 November
1.3.3.2.1 Deliverable development Implementation 5 10/18/22 10/24/22 October
Team
1.3.3.2.2 Deliverable submission to DHHR Implementation 1 10/25/22 10/25/22 October
Team
1.3.3.23 Deliverable decision by DHHR DHHR 10 10/26/22 11/9/22 November
1.3.33 D045 - Reports and Forms 22 8/8/22 8/30/22 August
Inventory
1.3.3.3.1 Deliverable development Implementation 5 8/8/22 8/14/22 August
Team / Subject
Matter Experts
1.3.33.2 Deliverable submission to DHHR Implementation 1 8/15/22 8/15/22 August
Team / Subject
Matter Experts
1.33.33 Deliverable decision by DHHR DHHR 10 8/16/22 8/30/22 August
1.3.3.4 D046 - System Integration Plan 22 10/26/22 | 11/17/22 November
| 13341 Deliverable development Implementation 5 10/26/22 11/1/22 November
Team
1.3.3.4.2 Deliverable submission to DHHR Implementation 1 11/2/22 11/2/22 November
Team
1.3.3.4.3 Deliverable decision by DHHR DHHR 10 11/3/22 11/17/22 November
1.3.3.5 D047 - System Integration Test 22 11/3/22 11/25/22 November
Cases
1.3.3.5.1 Deliverable development Implementation 5 11/3/22 11/9/22 November
Team
1.3.3.5.2 Deliverable submission to DHHR implementation 1 11/10/22 11/10/22 November
Team
1.3.3.5.3 Deliverable decision by DHHR DHHR 10 11/11/22 11/25/22 November
1.3.3.6 D048 — System Integration Test 21 11/25/22 | 12/16/22 December
Results
1.3.3.6.1 Deliverable development Implementation 5 11/25/22 12/1/22 December
Team
1.3.3.6.2 Deliverable submission to DHHR Implementation 1 12/2/22 12/2/22 December
Team
1.3.3.6.3 Deliverable decision by DHHR DHHR 10 12/3/22 12/16/22 December
1.3.3.7 D049 - User Acceptance Test 20 12/3/22 12/23/22 December
Cases
1.3.3.7.1 Deliverable development Implementation 5 12/3/22 12/8/22 December
Team
1.3.3.7.2 Deliverable submission to DHHR Implementation 1 12/9/22 12/9/22 December
Team
1.3.3.7.3 Deliverable decision by DHHR DHHR 10 12/10/22 | 12/23/22 December
1.3.3.8 D050 — User Acceptance Test 22 12/15/22 1/6/23 January
Results and Letter of Completion
1.3.3.8.1 Deliverable development Implementation 5 12/15/22 | 12/21/22 December
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Team
1.3.3.8.2 Deliverable submission to DHHR 3 Implementation 1 12/22/22 12/22/22 December
Team
1.3.3.8.3 Deliverable decision by DHHR 3 DHHR 10 12/23/22 1/6/23 January
1.3.3.9 Payment Milestone 6: Solution 3 Account 0 1/6/23 1/6/23 January
Design, Testing, and Operational Manager
Readiness 3
1.4 Solution Deployment 4 93 9/28/22 12/30/22 December
14.1 Deployment 1 4 93 9/28/22 12/30/22 December
1.4.1.1 D051 - Cutover Play Book 4 Yes 22 9/28/22 10/20/22 October
1.4.1.1.1 Deliverable development 4 Implementation 5 9/28/22 10/4/22 October
Team
1.4.1.1.2 Deliverable submission to DHHR 4 Implementation 1 10/5/22 10/5/22 October
Team
1.4.1.1.3 Deliverable decision by DHHR 4 DHHR 10 10/6/22 10/20/22 October
14.12 D052 - Federal Review 4 20 10/13/22 11/2/22 November
Supporting Documentation
1.4.1.2.1 Deliverable development 4 Implementation 5 10/13/22 10/19/22 Octaber
Team
1.4.1.2.2 Deliverable submission to DHHR 4 Implementation 1 10/19/22 10/19/22 October
Team
1.4.1.2.3 Deliverable decision by DHHR 4 DHHR 10 10/20/22 11/2/22 Navember
14.13 D053 — Implementation 4 Yes 20 10/13/22 11/2/22 November
Certification Letter
1.4.1.3.1 Deliverable development 4 Implementation 5 10/13/22 10/19/22 October
Team
1.4.1.3.2 Deliverable submission to DHHR 4 Implementation 1 10/19/22 10/19/22 October
Team
1.4.1.33 Deliverable decision by DHHR 4 DHHR 10 10/20/22 11/2/22 November
14.1.4 D054 — Implementation Plan 4 20 10/6/22 10/26/22 October
{Rollout Plan)
1.4.1.4.1 Deliverable development 4 Implementation 5 10/6/22 10/12/22 October
Team
1.4.1.4.2 Deliverable submission to DHHR 4 Implementation 1 10/12/22 | 10/12/22 October
Team
1.4.1.4.3 Deliverable decision by DHHR 4 DHHR 10 10/13/22 10/26/22 October
1.4.1.5 D055 — Operations Change 4 20 10/14/22 11/3/22 November
Management Plan
1.4.1.5.1 Deliverable development q Implementation 5 10/14/22 10/20/22 October
Team
1.4.1.5.2 Deliverable submission to DHHR 4 Implementation 1 10/20/22 10/20/22 October
Team
1.4.1.5.3 Deliverable decision by DHHR 4 DHHR 10 10/21/22 11/3/22 November
1.4.1.6 Payment Milestone 7: 4 Account 0 12/31/22 12/30/22 December
Deployment 1 Manager
1.4.2 Deployment 2 a4 42 11/7/22 12/19/22 December
1.4.2.1 D056 - Operational Milestone 4 20 11/7/22 11/27/22 November
Review
1.4.2.1.1 Deliverable development 4 Implementation 5 11/7/22 11/13/22 November
Team
1.4.2.1.2 Deliverable submission to DHHR 4 Implementation 1 11/13/22 11/13/22 November
Team
1.4.2.13 Deliverable decision by DHHR 4 DHHR 10 11/14/22 11/27/22 November
1.4.2.2 D057 - Product Screenshots, 4 20 11/29/22 | 12/19/22 December
Reports, and Data Certification
1.4.2.21 Deliverable development 4 Implementation 5 11/29/22 12/5/22 December
Team
1.4.2.2.2 Deliverable submission to DHHR 4 Implementation 1 12/5/22 12/5/22 December
Team
1.4.2.2.3 Deliverable decision by DHHR 4 DHHR 10 12/6/22 12/19/22 December
1.4.2.3 D058 ~ Report Distribution 4 20 11/29/22 12/19/22 December
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1.4.23.1 Deliverable development 4 Implementation 5 11/29/22 12/5/22 December
Team
1.4.2.3.2 Deliverable submission to DHHR 4 Implementation 1 12/5/22 12/5/22 December
Team
1.4.2.3.3 Deliverable decision by DHHR 4 DHHR 10 12/6/22 12/19/22 December
1.4.2.4 D059 - Solution Health 4 20 11/29/22 | 12/19/22 December
Monitoring Plan
1.4.2.4.1 Deliverable development 4 Implementation 5 11/29/22 12/5/22 December
Team
1.4.2.4.2 Deliverable submission to DHHR 4 Implementation 1 12/5/22 12/5/22 December
Team
1.4.2.43 Deliverable decision by DHHR 4 DHHR 10 12/6/22 12/19/22 December
1.4.25 D060 — System Operations Plan 4 20 11/29/22 | 12/19/22 December
1.4.25.1 Deliverable development 4 Implementation 5 11/29/22 12/5/22 December
Team
1.4.2.5.2 Deliverable submission to DHHR 4 Implementation 1 12/5/22 12/5/22 December
Team
1.4.2.5.3 Deliverable decision by DHHR 4 DHHR 10 12/6/22 12/19/22 December
1.4.2.6 Payment Milestone 8: 4 Account 0 12/20/22 | 12/20/22 December
Deployment 2 Manager
14.3 Deployment 3 4 75 10/13/22 | 12/27/22 December
1.4.3.1 D061 — System and User 4 20 10/13/22 11/2/22 November
Documentation
1.4.3.1.1 Deliverable development 4 implementation 5 10/13/22 | 10/19/22 October
Team
1.4.3.1.2 Deliverable submission to DHHR 4 Implementation 1 10/19/22 10/19/22 October
Team
1.43.13 Deliverable decision by DHHR 4 DHHR 10 10/20/22 11/2/22 November
1.4.3.2 D062 - Training Materials 4 20 10/13/22 11/2/22 November
1.4.3.2.1 Deliverable development 4 Implementation 5 10/13/22 10/19/22 October
Team
1.4.3.2.2 Deliverable submission to DHHR 4 Implementation 1 10/19/22 10/19/22 October
Team
1.43.2.3 Deliverable decision by DHHR 4 DHHR 10 10/20/22 11/2/22 November
1.4.3.3 D063 — Training Report 4 20 11/18/22 12/8/22 December
1.4.33.1 Deliverable development 4 Implementation 5 11/18/22 | 11/24/22 November
Team
1.4.3.3.2 Deliverable submission to DHHR 4 Implementation 1 11/24/22 11/24/22 November
Team
1.4.3.3.3 Deliverable decision by DHHR 4 DHHR 10 11/25/22 12/8/22 December
1.4.3.4 D064 - Training Schedule 4 20 11/4/22 11/24/22 November
1.4.3.41 Deliverable development 4 implementation 5 11/4/22 11/10/22 November
Team
1.4.3.4.2 Deliverable submission to DHHR 4 Implementation 1 11/10/22 | 11/10/22 November
Team
1.43.4.3 Deliverable decision by DHHR 4 DHHR 10 11/11/22 11/24/22 November
1.4.3.5 D065 - Closeout Management 4 20 12/7/22 12/27/22 December
Plan
1.4.3.5.1 Deliverable development 4 Implementation 5 12/7/22 12/13/22 December
Team
1.4.3.5.2 Deliverable submission to DHHR 4 Implementation 1 12/13/22 12/13/22 December
Team
1.4.3.5.3 Deliverable decision by DHHR 4 DHHR 10 12/14/22 12/27/22 December
1.4.3.6 Payment Milestone 9: 4 Account 0 12/28/22 | 12/28/22 December
Deployment 3 Manager
1.4.4 Release 1: Go-live N/A Product Yes 1 1/6/23 1/9/23 January
Development &
Operations /
Technology
1.4.5 Release 2: Additional Features N/A Product Yes 60 1/10/23 4/4/23 April
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Date)

Development &

Development &

Operations /
| Technology
1.5 Project Monitor and Control 5 260 4/1/22 3/31/23 March
1 1.5.1 Monthly Implementation Project 5 260 4/1/22 3/31/23 March
) Management
1.5.1.1 D066 — Project Schedule 5 Project Manager 260 4/1/22 3/31/23 March
/ Account
Manager
1.5.1.2 D067 — Project Status Reporting 5 Project Manager 260 4/1/22 3/31/23 March
(Weekly and Manthly) / Account
Manager
1.5.1.3 D068 — Risk Register/Exception 5 Project Manager 260 4/1/22 3/31/23 March
Plan / Account
Manager
1.5.1.4 D069 — Updated Project 5 Project Manager 260 4/1/22 3/31/23 March
Management Components / Account
Manager
1.5.1.5 D070 - Updated Requirements 5 Project Manager 260 4/1/22 3/31/23 March
Traceability Matrix / Account
Manager
1.5.1.6 D071 - Updated Training 5 Help Desk 260 4/1/22 3/31/23 March
Management Plan
1.5.1.7 Payment — Monthly 5 Account 260 4/1/22 3/31/23 March
Implementation Project Manager
Management Invoice
1.6 Software-as-a-Service N/A 81 1/9/23 3/31/23 March
1.6.1 Data Source Onboarding N/A 80 1/10/23 3/31/23 March
1.6.1.1 ELR N/A Onboarding 80 1/10/23 3/31/23 March
1.6.1.2 eCR N/A Onboarding 80 1/10/23 3/31/23 March
1.6.1.3 CDC NMI / MMGs N/A Onboarding / &0 1/10/23 3/31/23 March
Help Desk
1.6.2 Ancillary Data Interoperability N/A 80 1/10/23 3/31/23 March
1.6.2.1 Engage N/A Onboarding / 80 1/10/23 3/31/23 March
Technology
1.6.2.2 Connect N/A Onboarding / 80 1/10/23 3/31/23 March
Technology
1.6.23 validate N/A Onboarding / 80 1/10/23 3/31/23 March
Technology
1.6.24 Operate N/A Onboarding / 80 1/10/23 3/31/23 March
Help Desk
1.6.3 Help Desk N/A Help Desk 80 1/10/23 3/31/23 March
1.6.4 | Information Security N/A Technology 80 1/10/23 3/31/23 March
1.6.5 Infrastructure Management N/A Technology 30 1/10/23 3/31/23 March
1.6.6 SLA & Performance Measurement N/A Project Manager 80 1/10/23 3/31/23 March
/ Account
Manager
1.6.7 Data Quality Monitoring N/A Help Desk 80 1/10/23 3/31/23 March
1.6.8 Release Management N/A Product 80 1/10/23 3/31/23 March
Development &
Operations /
Technology
1.6.9 Training N/A Help Desk 80 1/10/23 3/31/23 March
1.7 Change Management N/A 80 1/10/23 3/31/23 March
1.7.1 Prioritization N/A Project Manager 80 1/10/23 3/31/23 March
1.7.2 Product Development N/A 80 1/10/23 3/31/23 March
1.7.2.1 Sprints N/A Product 80 1/10/23 3/31/23 March
Development &
Operations
1.7.2.2 UAT N/A Product 80 1/10/23 3/31/23 March
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Operations

1.7.23 Deployment N/A Product 80 1/10/23 3/31/23 March
Development &
Operations

1.7.2.4 Transition to Operations N/A Product 80 1/10/23 3/31/23 March
Development &
Operations

1.7.2.5 Retrospective N/A Product 80 1/10/23 3/31/23 March
Development &
Operations

1.8 Account Management N/A 364 4/1/22 3/31/23 March

1.8.1 Management of Deliverables N/A 364 4/1/22 3/31/23 March

1.8.2 Cost Tracking and Invoicing N/A Account Ongoing 4/1/22 3/31/23 March
Manager

1.83 Subcontract Mgmt N/A Account Ongoing 4/1/22 3/31/23 March
Manager

1.9 Epidemic and Pandemic N/A 80 1/10/23 3/31/23 March

Response

1.9.1 Outbreak / Epidemic response N/A Project Manager 80 1/10/23 3/31/23 March
/ Help Desk /
Technology

1.9.2 Pandemic response N/A Project Manager 80 1/10/23 3/31/23 March
/ Help Desk /
Technology

Exhibit-6: Project Schedule.
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ATTACHMENT F: MANDATORY REQUIREMENTS

Instructions: The mandatory requirements must be met by the Vendor as a part of the submitted
proposal. Failure on the part of the Vendor to meet any of the mandatory requirements may result
in disqualification of the proposal, at the sole discretion of the State. The term “must,” stipulates
and identifies a mandatory requirement. The Vendor is to demonstrate compliance with
mandatory requirements in its proposal. If the Vendor's proposal meets the mandatory
requirements, it may be included in the next part of the technical evaluation of this RFP. For
mandatory requirements that necessitate a future action, the Vendor will respond in Attachment
K: Terms and Conditions with an attestation that it will meet all mandates. For mandatory
requirements that involve documentation, Vendors should include that documentation with their
technical proposal. Any documentation for mandatory requirements not supplied with their
technical proposal must be submitted prior to contract execution. When appropriate Vendors
must provide narrative responses in the area below.

Hierarchy Level: The hierarchy level column defines relationships between parent and child
specifications. DHHR refers to parent specifications as specifications that rely on the content of a
subset of related specifications (children) to fully define the scope of the requirement. DHHR
refers to child specifications as specifications that rely on additional context provided by a higher-
level specification (parent) to fully define the scope of the specification. A hierarchy value of 1
denotes the highest-level specification. Any greater hierarchy value denotes a child specification.
For example, a hierarchy level 2 is a child to the nearest prior hierarchy level 1. Asanother
example, a hierarchy level 3 is a child to the nearest prior hierarchy level 2 specification,which is
in turn a child to the nearest prior hierarchy level 1 specification. See the diagram belowfor an
illustration of a hierarchy relationship:

¢ Hierarchy Level 1 Specification,
o Hierarchy Level 2 Specification
= Hierarchy Level 3 Specification

See the attached Microsoft Excel® file titled, “Attachment F — Mandatory Requirements”.

Response: In the sections below, InductiveHealth responds to the mandatory requirements. Please
reference Attachment F — Mandatory Requirements for traceability matrix with corresponding page
numbers.

Page | 89 InductiveHealth Informatics, Inc.



WEST VIRGINIA
Doparement of

Healt
H

Hierarchy
Level

Vendor's Responses to Mandatory Requirements

Resources

Muandatory Requirements
Specification Text

Fvpe

Vendor's Disposition

Vendor Response

Altachinent SHection

Page #

Attachment F-Mandatory Requirements

Tab 3. Mandatory Req & Responses

Page 90 of 6

MRO01 1 [ The vendor must be incorporated as a business in any state for at least three years. Locations Will Meet Attachment C - Vendor  Organization Overvid 18
Qualifications and
_ I - Experience |
MRO002 1 The Vendor, all business partners, subcontractors, independent contractors, and other entities supporting the Vendor in delivery of the services |Locations Will Meet Attachment C - Vendor |Organization Overvic T 18
defined in this contract must perform all work associated with this contract within the continenta! United States or U.S. Territories, as Qualifications and
established in requirements related to handling of federal tax information (FTI) contained in Internal Revenue Service (IRS) Publication 1075, Experience
Section 5.3 Access to FT1 via State Tax Files or Through Other Agencies under the authority granted by United States Code §601 3(P)(4XC).
At no time shall information governed by privacy laws and regulations be used, maintained, transmitted, or caused to be transmitted outside of
the United States. |
MRO03 | 1 The Vendor must host the Enterprise Surveillance System (ESS) and maintain a secure site(s) and secure secondary geo-redundant site(s) Locations Will Meet Attachment J - Solution Backup, Dis 185
within the continental United States. Off-site is defined as a physically separate location based on current industry best practices. These facilities Maintenance and
must be located in the continental United States, as established in requirements related to handling of federal tax information (FTI) contained in QOperations Specifications
Internal Revenue Service (IRS) Publication 1075, Section 5.3 Access to FTI via State Tax Files or Through Other Agercies under the authority Approach
granted by United States Code §6013(p)(4)(C).
MRO04 | 1 |Prior to contract execution,_the Agency will conduct a review of all hardware, software, and communication components, The Vendor must Compatibility Will Meet Attachment J - Solution Backup, Dis 185
ensure compatibility with the most current West Virginia Office of Technology (WVOT) supported versions and standards. Mail and
Operations Specifications
Approach
MRO05 1 The Vendor must agree to incorporate all applicable current and future coding standards and formats and legislated or program necessary data |Compatibility Will Meet Attachment H - Technical | Data Sources, Delive 116
and transport requirements to ensure that the Enterprise Surveillance System (ESS) is current in its ability to accept and appropriately employ Specifications Approach
new standards and requirements as they occur including, but not limited to: | | B
MRO06 2 |RxNom Compatibility Will Meet Attact H - Technical Data S , Delive s
Specifications Approach
|MRo07 2 Health Level 7 (HL7) Compatibility Will Meet Attachment H - Technical | Data Sources, Delive: 116
| Specifications Approach
MR.008 2 .S, ic NI lature of Medici (SNOMED_) 'Compatibility Will Meet | Attachment H - Technical | Data Suur_ces, Delive 116
Specifications Approach
MRO09 2 |Patient Protection and Affordable Care Act (PPACA) 'Compatibility Will Meet Attact H - Technical | Data S , Delive 16|
|Specifications Approach
MRO10 2 Logical Observation Identifiers Names and Codes (LOINC) B L Compatibility Will Meet Attachment H - Technical Data Sources, Delivd 1 16L
Specifications Approach
IMRO11 2 |International Classification of Diseases - Version 10 (ICD-10) Compatibility | Will Meet Attachment H - Technical | Data Sources, Delive: 116
Specifications Approach
MRO12 2 |Health Insurance Portability and Accountability Act (HIPAA) v5010 Compatibility | Will Meet Attach H - Technical | Data S , Deliva 116
Specifications Approach
|
MRO13 2 Health Information Technology for Economic and Clinical Health Act (HITECH) Compatibility Will Meet | Attachment H - Technical Data Sources, Delive 116
Specifications Approach
MRO14 ) Public Health Information Network (PHIN) Vocabulary Access and Distribution System (VADT) Compatibility |Will Meet Attachment H - Technical Data Sources, Delive 116
Specifications Approach
MRO15 1 The Vendor must provide facilities for the recovery of Design, Devel and Impl ion (DDI) or op activities in the event of |Disaster Recovery Will Meet Attachment J - Solution Backup, Dis 185
a disaster that disrupts DDI or operations as described in the Vendor's Disaster Recovery and Business Continuity Management Plan which will Maintenance and
be developed by the Vendor and approved by the Agency. The Vendor must provide resources necessary to: Operations Specifications
| | — Approach
MRO16 2 Recover critical services and data in accordance with the Recovery Time Objective (RTO) and Recovery Point Objectives (RPO) ta be Disaster Recovery |Will Meet Attachment J - Solution Backup, Diy 185
approved by the Agency and documented in the Disaster Recovery and B Continuity M Plan Maintenance and
Operations Specifications
Approach

Printed: 1/30/2022, 3:00 PM
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Meat the npproved Service Level Agreements listed in Appendix 5. Service Level Agreements & Performance Standards | Disuster Recovery |Will Meet Attachment J - |Solution Backup, Dig
Maintenance and
Operations Specifications
| |Appmnch
MRO18 1 The vendor must have established privacy, security, and auditing policies and procedures documented in the Data Security, Privacy and Security Will Meet Attach H - Technical | Security N fa 139)
Confidentiality Plan, Privacy Impact Analysis, and Security Plan to be approved by the Agency. Specifications Approach
MRO19 1 The Vendor must comply with the bascline security controls for moderate impact information systems as recommended by the National Institute Security Will Meet Attach H - Technical | Security M: ! 139
of Standards and Technology (NIST), Code of Federal Regulations. Specifications Approach
MRO18 1 The vendor must have established privacy, security, and auditing poliEs and procedures documented in the Data Security, Privacy and B Security Will Meet | Attac H - Technical |Security M 139
Confidentiality Plan, Privacy Impact Analysis, and Security Plan to be approved by the Agency Specifications Approach
MRO21 1 The vendor must provide secure data encryption while data are at rest and in transit. Security Will Meet | Attact H - Technical Securi?y M - 139
Specifications Approach
MR022 | 1 The Vendor must include in the Security Plan applicable NIST SP 800-53 security control responsibilities noting which security controls are Security Will Meet Attach H - Technical | Security M " 139
inherited by the Vendor, implemented by the Agency, or shared by both parties. The Security Plan must be maintained by the Vendor and Specifications Approach
|outline the following: - |
MR023 2 Non-compliant and required security controls Security Will Meet Attach H - Technical | Security M 139
Specifications Approach
MRO24 2 Applied mitigations 'Security Will Meet Attack H - Technical | Security Manag me 139
Specifications Approach
|| e — — —_— = = —_ = |
[MR025 2 |Planto correct deficiencies Security Will Meet Attach H - Technical |Security Managemen| T 139
Specifications Approach
MRO026 2 Cyber security procedures and management plans Security |Will Meet Attach H - Techni "Security M: T 139
| Specifications Approach
[MRO27 1 The Vendor must agree to incorporate all requirements mandated through Federal and State regulations and legislation, including new reporting [Federal and State | Will Meet Attacl H - Technical | Security M; 139
requirements. The Vendor must ensure that the Enterprise Surveillance System (ESS) is current in its ability to accept and employ new |Regulntory Specifications Approach
standards and requirements as they occur. Formalized change control will be used for all such changes, during all phases of the project as Changes
| |defined in the Change Management Plan.
MR028 1 The Vendor must provide right of access to systems, source code, and facilities to the Agency or its designee and federal personnel to conduct Right of Access | Will Meet . | Attact H - Technical SeExrity M 139
audits and inspections. The Vendor must provide access to data, systems, and documentation required by auditors and inspectors. Specifications Approach
MRO29 1 The Vendor will operate the Enterprise Surveillance System (ESS), perform all functions described in the RFP, and continue all operations from Operations Will Meet Attachment F - N/A 95
the date of acceptance of each release, including any optional additional periods or extensions. Mandatory Requirements
MRO30 | 1 The Vendor must perform according to approved Service Level Agreements (SLAs) and identified Key Performance Indicators (KPIs) with Compliance with | Will Meet Attachment J - .0perations B 177
associated metrics in the areas listed in Appendix S: Service Level Agreements & Performance Standards Service Level Maintenance and
Agreements Operations Specifications
| | " Approach |
IMRO31 1 The Vendor must deduct any amount due from future payments if the agreed upon SLAs are not met. The Agency reserves the right to seek any |Compliance with | Will Meet Attachment T - Operations 177
other remedies under the Contract. Service Level Maintenance and
Agreements Operations Specifications
| |- Approach
IMRO32 1 |The Vendor must use industry dard professional project standards, methodologies, and processes to ensure the project is Project Will Meet Attachment I - | Project Management‘h 146
delivered on time, within scope, within budget, and in accordance with the Agency's quality expectations. The Agency utilizes the Project Management Implementation
M. Institute (PMI) PMBOK methodology. | i ]Speciﬁcations Approach | |
MRO33 1 The Vendor must provide project status information to the Agency and the Enterprise Surveillance System (ESS) Project Management Office | Status Reporting | Will Meet Attachment I - Project Management 146
(PMO) within the required timeframes and in the agreed-upon format, as defined in the approved Project Management Plan. Implementation
o - | Specifications Approach |
MR034 1 The Vendor must update deliverables at the request of the Agency to align with changes in approach or methodology, or to include new or Deliverable Will Meet Attachment I - Project Manag 146
pdated information that was not available at the time the deliverable was initially submitted and approved. Updates Implementation
| | | Specifications Approach

Attachment F-Mandatory Requirements
Tab 3. Mandatory Req & Responses Page 91 of 6 Printed: 1/30/2022, 3:00 PM



WEST VIRGI

Ii”aJt Vendor's Responses to Mandatory Requirements

Hu n

Resources

Muandatory Requirements Vendor Response
Hierarchy Specification Text

Req 1D # Level

Vendor's Dispusition Aftachmeni Section

| The Vendor must submit updated deliverables for Agency approval based on the Project Schedule appraved by the Agency. Deliverable 'Will Meet Attachment I -
Updates Implementation

- Specifications Approach
MRO36 1 The Vendor must submit sut ive ch to deliverables identified in Appendix 2: Deliverables and Milestones Dictionary to the Agency for |Deliverable Will Meet | Attachment I - Project M: 146
review and approval within thirty (30) calendar days of the proposed change, Updates Implementation
| 1 Specifications Approach
MRO037 1 The Vendor must provide compliance support services to include providing up-to-date, accurate, and thorough documentation and reporting for| Audit Compliance |Will Meet Attachment I - Project Management 146|
regulatory and State compli auditing. Support and Implementation
Deliverables Specifications Appraach

{Project Manag 146

MRO38 1 The vendor must provide a solution as a software-as-a-service (Saa$) with current updates, releases, and patches Technical Will Meet Attachment B - Title Executive Overview 6
Page, Executive
Summary, and
| Subcontractor Letters
MRO039 1 The vendor must utilize cloud hosting in the United States with geo-redundent starage. Technical Will Meet Attachment J - Solution Backup, Dis 185
Mai and
Operations Specifications
1 S | _ |[Approach
MRO40 [ 1 The vendor must provide technical and data design and architecture that meets industry best practices. Technical Will Meet Attachment J - Solution Backup, Dig 185
Maintenance and
Operations Specifications
) | Approach
MRO41 1 The vendor must pravide a solution that has been fully impl d for icable disease surveillance, in at least two states fora  Technical Will Meet Attact G - Busi Attach G - Busii 96
of two years, to include, at 2 mini ] o | Specifications Approach
MRO42 2 Contact tracing Technical Will Meet Attachment G - Business |Contact Tracing 96
I | Specifications Approach |
MRO043 2 Case investigation Technical Will Meet Attach: G - Busi Case I igation an 100
| | Specifications Approach
MR044 2 Case management Technical Will Mest Attachment G - Business |Case Investigation un 106
| Specifications Approach |
MRO045 Outbreak management or integration with outbreak management system Technical Will Meet Attach G - Busi |0utbreak M 109
| | | Specifications Approach |
IMR046 1 The vendor must have the capacity to support: Technical Will Meet Attachment J - Operations 177
Maintenance and
Qperations Specifications
I Approach
MRO047 2 1000 active users Technical Will Meet Attachment J - Operations 177
Maintenance and
Operations Specifications
| Approach
MRO43 2 "|600 concurrent users Technical Will Meet Attachment J - Operations 177|
Maintenance and
Operations Specifications
= s 85 =N | Approach K
MRO49 2 50,000 lab results per day Technical Will Meet Attachment J - Operations 177
Maintenance and
Operations Specifications
Approach |
MROSO | 2 2,500 cases reports per day Technical Will Meet Attachment J - Operations 177
Maintenance and
Operations Specifications
| T | Approach | |
MROS51 2 Increased users, lab results and cases in the event of pandemics and/or outbreaks. Technical Will Meet Attachment J - Operations 177
Maintenance and
Operations Specifications
| |Approach
1 The vendor must support definitions of user with assigned levels of access including. Technical ‘Will Meet Attach H - Technical | Security M: 139
Specifications Approach
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Hemat . Vendor's Responses to Mandatory Requirements

Resources

Mandatory Reguirements
Hierarchy Specification Text Type ]
Req 1D # iV dvel Vendor's Disposition Attachment Section Page &

MROS3

Vendor Response

2 Viewing | Technical

| Will Meet Attach H - Technical Security M:
Specifications Approach

Data entry | Technical Will Meet Attach H - Technical | Security M: 139
Specifications Approach
I
Editing | Technical Will Meet Attach H - Technical | Security M 139
Specifications Approach
MRO56 | 2 Auditing Technical | Will Meet Attach H - Technical | Security M 139
Specifications Approach
MRO57 1 The vendor must provide a 508 compliant, web-based, browser agnostic, User Interface (UI) with person- and case-centric view options, easy | Technical Will Meet Attachment J - Operations 177
navigation, and robust search capabilities. Maintenance and
Operations Specifications
| Approach
MRO58 1 |The vendor must provide the capability to manage look up tables, within the system, containing identifiers and attributes for reporting ]Functiona.lity Will Meet Attachment T - Operations | 177
organizations including: Maintenance and
Operations Specifications
(M— | il Approach
MRO59 2 Local health departments Functionality Will Meet Attachment J - Operations | 177

Maintenance and
|0perations Specifications
A

: - e N—| i h

MRO60 2 Healthcare providers Functionality Will Meet Attachment J - Operations 177
—_——— —_—e——— Mal e and

MRO61 2 Clinical Laboratory Improvement Amendments (CLIA) certified laboratories Functionality Will Meet Attachment J - Operations 177

Maintenance and
| Operations Specifications |
MR062 1 The vendor must provide the ability receive data for: Functionality Will Meet Attachment J - Operations 177
Maintenance and
Operations Specifications
| Approach | i
MRO63 2 ' State reportable diseases and conditions (http://dhbr.wv.gov/oeps/disease/Reporting/Documents/reportable_disease_chart.pdf) Functionality Will Meet Attachment J - Operations 177
Maintenance and
Operations Specifications

Approach
MRO0&4 2 [Mational notifiable diseases and conditions (https://wwwn.cdc.gov/nndss/conditions/notifiable/202 1 /infectious-diseases/)) Functionality Will Meet | Attachment J - Operations | 177|
Maintenance and
Operations Specifications
R — —_—— e — I Approach | |
MRO65 2 Newly identified diseases Functionality Will Meet Attachment J - Operations 177

Maintenance and
Operations Specifications

| Approach 1
MRO66 | 2 And to process surveillance tasks using workflows based on pre-defined rules by. Functionality | Will Meet Attachment J - Operations 177
Maintenance and
MRO67 [ Disease Type Functionality Will Meet Attachment J - Operations 177

Maintenance and
Operations Specifications
| Approach —
MR068 I 3 |Contact status Functionality Will Meet Attachment J - Operations 177
| Mai and
Operations Specifications
Approach |
MRO69 i 3 Case status Functionality Will Meet Attachment J - Operations 177
Maintenance and
Operations Specifications
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Healt Vendor's Responses to Mandatory Requirements

n

Resources

Mandatory Requirements
Hierarchy Specification Text Fype : i
Req 1D # Level Vendor's Disposition Aftachment Section Page #

Vendor Response

3 Jurisdiction ‘Functionality Attachment J - Operations 177
Maintenance and
Operations Specifications
| | A s | Approach
MRO71 1 The vendor must provide multiple methods for data submission including web-based data entry; batch upload for pdf, jpe, gif, csv, tsv, and Functionality Will Meet Attachment H - Technical Data Sources, Delive| 116
excel formats; html; aggregate reports; and the latest standard HL7 messages for electronic laboratory reports and electronic case reports. Specifications Approach
MRO72 2 ‘Web-based data entry N Functionality 'Will Meet | Attachment H - Technical Data Sources, Deliva 116
Specifications Approach
MRO073 2 | And batch upload for: ‘Functionnlity Will Meet Attachment H - Technical |Data Sources, Delive 116
Specifications Approach |
MRO74 3 |pdf ~ |Functionality Will Meet Attachment H - Technical [Data Sources, Deliv 116
Specifications Approach
MRO75 3 Jpg Functionality Will Meet Attachment H - Technical Data Sources, Delive] 116
Specifications Approach
MRO076 3 Gif Functionality Will Meet Attachment H - Technical| Data Sources, Delive 116
Specifications Approach
MR077 3 Csv Functionality Will Meet Attachment H - Technical |Data Sources, Delive 116
Specifications Approach
MRO78 3 [Tsv Functionality Will Meet | Attachment H - Techrucal |Data Sources, Deliv: ! 116
Specifications Approach
MRO79 3 Excel formats Functionality Will Meet Attachment H - Technical Data Sources, Deliv: 116
Specifications Approach
MROS0 T 2 Himl Functionality Will Meet Attachment H - Technical [Data Sources, Delivel 116
Specifications Approach
MROS1 | 2 | Apgregaie reports 'Functionality Will Meet Attachment H - Technical | Data S , Delive: 116
Specifications Approach
MRO082 2 Latest standard HL7 messages for: Functionality Will Meet | Attachment H - Technical [Data Sources, Delive 116
Specifications Approach
MRO83 3 | Electronic laboratory reports (ELRs) Functionality Will Meet Attachment H - Technical Data Sources, Delive 116
Specifications Approach
MROZ4 3 Electronic case reports (eCRs) Functionality Will Meet - Attachment H - Technical|Data Sources, Delive 116
Specifications Approach
MRO85 | 1 The vendor must utilize a standard message transport protocol for HL7 messages including, but not limited to: Functionality Will Meet Attachment H - Technical | Data Sources, Delive 116
Specifications Approach
MROSS | 2  |PHINMS Functionality Will Meet Attachment H - Technical [Data Sources, Delive 116|
Specifications Approach
IMRO87 2 SFTP |Functionality Will Meet | Attachment H - Technical |Data Sources, Deliva 116
Specifications Approach
IMROSS 1 | The vendor must have the ability to push a copy of the database to an Agency server in a SQL format at least twice daily. ~ |Dataand | Will Meet | Attachment G - Business Reporting and AEl}i_ 14
Reporting | Specifications Approach |
MRO89 1 The vendor must have the ability to migrate data from legacy systems to new solution. Data and Will Meet | Attachment G - Business (Reporting and Analyt 114
_Reporting Specifications Approach | -
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Hunilan

Resources

Mandatory Requirements YVendor Response
Hierarchy Specification Text . .
Req 1D # Level Vendor's Disposition Aliachment Seciion Pagpe ¥
The vendor must provide metadata, based on audit logs, to indicate changes in data and records including, but not limited to: users, actions, Data and Will Meet Attachment G - Business (Reporting and Analy
date, time, and changes such as new or updated records, Reporting Specifications Approach
MRO91 2 Date Data and Will Meet Attachment G - Business | Reporting and Analy 114
N |Reporting | v Specifications Approach | |
MRO92 | 2 Time Data and Will Meet Attachment G - Business |Reporting and Anal 114
Reporting Specifications Approach |
MR093 2 Users Data and Will Meet Attachment G - Business |Reporting and Analyi 114
- n Reporting Specifications Approach
MR094 = 2 And actions, including but not limited to: Data and Will Meet Attachment G - Business (Reporting and Analy{ 114
Reporting |Specifications Approach 1
MRO95 3 Additions Data and Will Meet Attachment G - Business [Reporting and Analyl 114
| B __ Reporting Specifications Approach |
MR09%6 3 Updates |Data and Will Meet Attachment G - Business |Reporting and Analy{ 114
) \Reporting Specifications Approach
MR097 3 Deletions Data and Will Meet Attachment G - Business Reporting and Analy 114
- - \Reporting 1 Specifications Approach 1
MR098 ! The vendor must provide the ability to provide bi-directional data exchange and/or integration with other systems internal and external to public |Integration Will Meet Attachment G - Business .'Reporting and Analyl 114
health including. but not limited to: Specifications Approach | | ]
MR099 2 Electronic health records Integration Will Meet Attachment G - Business Reporting and Analyt 114
n | Specifications Appraach |
MR100 | 2 Laboratory information systems Integration Will Meet Attachment G - Business |Reporting and Analyt T114|
| Specifications Approach 1
MR101 2 Electronic death registry system (EDRS) Integration Will Meet Attachment G - Business |Reporting and Analyt 114
| | | Specifications Approach |
MR102 2 Enhanced HIV/AIDS Reporting System (eHARS) 1Integration Will Meet Attachment G - Business [Reporting and Analyi T 114]
| Specifications Approach 1
MR 103 2 Centers for Disease Control and Prevention (CDC) Integration Will Meet Attachment G - Business |Reporting and Analy{ 114
a o Specifications Approach
MR104 2 |West Virginia Immunization Information System (WVIIS) Integration Will Meet Attachment G - Business |Reporting and Analy 114
. { |Specifications Approach = |
MR105 2 |West Virginia Health Information Network (WVHIN) health information exchange Integration Will Meet Attachment G - Business [Reporting and Analy 114,
Specifications Approach
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ATTACHMENT G: BUSINESS SPECIFICATIONS APPROACH

Instructions: The Vendor should provide a narrative overview of how the proposed system willmeet
the business specifications. Use the response sections to provide specific details of the proposed
approach to meet the business specifications in each subject matter area. Responses should reference
specifications and relevant mandatory requirements using the appropriate IDs from Appendix 1:
Detailed Specifications and Attachment F: Mandatory Requirements.

DHHR also expects the Vendor to propose its approach for meeting any narrative included in
Section 4: Project Specifications of this RFP. Responses in this section should be highlyfocused

on the business processes and specifications and not simply provide generic or marketing
descriptions of solution capabilities.

If the Vendor is proposing a phased implementation, the Vendor should indicate how that
approach may or may not affect functionality. Additionally, the Vendor should indicate exception
handling processes where appropriate and any dependencies on existing systems orcomponents of
the new system to provide the specified functionality.

1. Contact Tracing

Refer to the relevant business specifications located in Appendix 1: Detailed Specifications and
pertinent narrative in Section 4: Project Specifications in this RFP to cover solution capabilitiesin
this area. The Vendor should describe its approach to Contact Tracing below. The narrative response
for this category should be organized using the appropriate subject matter area as

per Appendix 1: Detailed Specifications.

1.1 Appendix 1: Detailed Specifications

CTO01 i The Vendor should provide capability for users to collect person-level contact data
including:

CT002 2 Demographics

CT003 2 Risk factors

CT004 2 Exposure type

CT005 2 Exposure location
. CT006 2 Geographic

CT007 2 Personal contact information including:
| CTOO08 3 Address

CT009 3 Phone number(s)

CT010 3 Email address

CTO11 3 Photouraphs

CTO012 2 Others as defined by DHHR

Consolidated Response to CT002, CT003, CT004, CT005, CT006, CT007, CT008, CT009, CT010, CT011, and CT012:
For endemic surveillance contact tracing needs, EpiTrax™ implements the requirements identified by DHHR. Specifically,
end users can collect the identified data variables which can be configured via a Form Builder for condition (disease) specific
contact record forms.
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EpiTrax™ - Contact Tracing for Endemic Disease Surveillance — Data Variables
NEW ?MR ?':’ENTS qIJ'lBRFAKb fACIiIT}ES CMR SE:’\RVCH EXPDRTS  PEQPLE  AvE  ADMIA . SETTINGS | LOGOUT

EpiTra X | [ R AR

Edit Contact Event
& B Save & Contnue

W Save & Exit

aOpgtions v mWorkflow Options » 2 View v  « Navigate v

Tnvestigator  Disease Event date ’

ot assigned Pertussis CaseMgt BL23/2022 v
Brief note:

Worklow status Investigating Agency

Contact, Two Event type
Not participating in werkflow.

Record #: 20222241732 Contact
Paremt patient
Index Index Patien!

bercgraphic

Name

Addresses
Zip code o
[}

Street v

Note
B Save 25 Adoress 1 Diagriss

& B Save & Continue B Save B Exit

tView v o Navigate »
! @ Corosi

o Options » & Workflow Options «
O S3.& 75 Address 31 Tiagriss

Emaif Addresses
Email Address.

Demographics
Birth sex

Country of birth Sexuaf Orientation

Mariral Status
Event Info

Contact disposition
Tt = [ [ & -

EpiTrax™ - Contact Tracing for Endemic Disease Surveillance — Form Builder for Contact Events
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NEW CMR | EVENIS : QUTBREAKS  #ACHITIES | CMR SEARCH EXPORTS ' PEOPLE AVR . ADMIN . SETIINGS  LOGOUT
Weicome, Stephen Macdulay e ) by W o

Manage Forms
Forms ! Create Form T Import Form
Status: Not Sublished  Created: £1/20/2022 03:31 MM
B8 Save and Continue

Foren Mt bates

The Vendor should provide capability to receive laboratory test reports and attach to

CT013 1 existing contact.

Response: Both EpiTrax™ and Respond Plus™ support association of laboratory results to existing contact records.

The Vendor should provide the ability to perform validation of contact information
formatting and alert user of invalid data.

CT014 1

Response: Both EpiTrax™ and Respond Plus™ perform data variable validation upon data entry by end users (c.g., contact
record entry validates for properly formatted phone numbers).

The Vendor should provide capability for users to categorize and sort contacts per user

CT015 1 defined characteristics.

Response: Both EpiTrax™ and Respond Plus™ provide the ability to filter contact records based on specific data variables
and status.

The Vendor should provide capability to visually represent contact linkage via the contact

CTo16 ! web (Pin map).

Response: Both EpiTrax™ and Respond Plus™ support the export of contact records to support contact web development.
Additionally, R Studio Web enables construction of contact webs using Comprehensive R Archive Network (CRAN)
packages and shapefiles.

The Vendor should provide the ability for users to classify contacts based on location and/or

CT017 1 risk factors.

Response: Both EpiTrax™ and Respond Plus™ allow contact classification including exposure type.

The Vendor should provide the ability to support algorithms to determine contact priority
based on risk.

CT018 1

Response: Both EpiTrax™ and Respond Plus™ support assignment of contacts to specific risk categories which can also be
exported for additional analysis and to support further workflow and follow-up.

The Vendor should have the ability to sort contacts based on interview status and prioritize
follow-up.

CTo19 1
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| Response: EpiTrax™ enables contacts to be sorted to prioritize for follow-up.

CT020 1 The Vendor should provide a public-facing symptom tracking interface.
CT021 1 The Vendor should provide alerts to public users based on symptom criteria.
CT022 1 The Vendor should provide alerts to system users based on symptom criteria.

Consolidated Response to CT020, CT021, CT022: Respond Plus™ includes the ability for contacts and monitrees to
complete web surveys to collect symptom and monitoring information (as currently implemented for COVID-19 response).

CT023 | 1 ] The Vendor should provide capability to record multiple exposures for each contact.

Response: EpiTrax™ enables this through the implementation of exposure data variables that allow multiple selections
which can be configured in via the Form Builder.

The Vendor should provide the ability for users to create questionnaires for contact

CT024 1 . .
Interviews.

Response: See response to CT001.

The Vendor should provide the ability for users to manage and track contact interview

CTO025 1 status.

Response: EpiTrax™ enables management of interview status including closing the contact with a disposition date and
status.

The Vendor should provide the ability for users to type information/notes in free-form text

CT026 1 box.

Response: Both EpiTrax™ and Respond Plus™ support free text notes including capturing date / time.

EpiTrax™ - Entry of Notes of Different Types

Notes

i»
35
il
1}
1]
Il
A
1
&
o

BIUS SarsSe ¢ Nemna!

Created Serikesthes .gv

CT027 1 The Vendor should support the ability to record and track any instructional communications
sent to contacts including:

CT028 2 Phone

CT029 2 Letter

CT030 2 Email

CTO031 2 Fax

CT032 2 SMS (text message)

CTO033 2 Others as defined by DHHR
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Consolidated Response to CT028, CT029, CT030, CT031, CT032, CT033: Both EpiTrax™ and Respond Plus™ support
attachments (by type) to the Investigation records including the addition of rolling notes to capture outreach activity.

EpiTrax™ - Capturing Attachments

Deryographic Clenicat Laboratory Centacts - 1
Attachment Upload x

Category

Othe - HMaximum file size 5 30 MB. ¥ iz

Attachments

Correspondence

Laboratory results
Hotes

Letter F
i X-ray F e -
B I Us SEnsSsn. Other B OEEEE 932 9L
CT034 1 The Vendor should provide the ability for users to set/modify contact exposure criteria.
CT035 1 The Vendor should support the ability to select and modify predefined intervention plans to
include updated guidelines/metadata from CDC and other supporting information.
CT037 1 The Vendor should provide the ability for users to upload lists of contacts from
spreadsheets or other documents.
CT038 1 f’{'he: Vendor should provide the ability for users to export lists of contacts in spreadsheet
ormat.

Consolidated Response to CT034, CT03S, CT037, and CT038: EpiTrax™ supports the configuration of exposure criteria
via value sets (locally defined and/or CDC developed) that underpin data variables and predefined intervention plans can be
modeled as data variables on condition (disease) specific contact forms. Additionally, EpiTrax™ supports uploading of
contact records to an index patient and downloading of contact records including associated exposure information.

EpiTrax™ - Batch Upload of Contacts

E_:’Tra Bl veicore, Smpren Macsutey  emmon vt mmanng 39313 NEW CME | EVENTS | OUTBREAKS | FACRLFIES | MR SEARCH | EXPORTS | PEOPLE | AVR | ADMIN | SETTINGS | LOGDUT
Evant Import
aOptions »  « Navigate v
fuploadimort Fle oy pagient Condition
1 Sownload Template Index Patient, index, Patient  Pertuss's

He imports found.

The Vendor should provide capability for users to send communications to care providers to

CT036 ! identify contacts via interface with EHR systems.

Response: Using Rhapsody™ integration engine, communication can be established with providers to identify contacts.
This requires implementation of a data interface designed for this use case and InductiveHealth will collaborate with DHHR
to mutually agree on scope and implementation schedule using the Change Request process identified in this RFP.

L

1.2 Attachment F-Mandatory Requirements
No mandatory requirements identified.

2. Case Investigation and Management
Refer to the relevant business specifications located in Appendix 1: Detailed Specifications and
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pertinent narrative in Section 4: Project Specifications in this RFP to cover solution capabilities in
this area. The Vendor should describe its approach to Case Investigation and Management below. The
narrative response for this category should be organized using the appropriate subjectmatter area as
per Appendix 1: Detailed Specifications.

2.1 Appendix 1: Detailed Specifications

C1001 1 | The Vendor should provide capability for users to collect person-level contact data including:
CI1002 2 | Demographics

CI003 2 | Risk factors

CI004 2 | Exposure type

CI005 2 | Exposure location

CI006 2 | Geographic information

CI007 2 | Personal contact information including:
CI008 3 | Address

CI009 3 | Phone number(s)

Ci010 3 | Email address

CI011 3 | Photographs

CI010 2 | Treating information

CIO11 2 | Diagnostics

CI012 2 | Others as defined by DHHR

Note: Based on this section referencing Case Investigation and Management, InductiveHealth assumes that CI001 is actually
referencing “case” data and not “contact” data.

Consolidated Response to CI1002, CI003, CI004, CI005, C1006, CI007, C1008, C1009, C1010, CI011, C1010, CI011,
C1012: EpiTrax™ meets the requirements identified by DHHR including enhancement of ‘out of the box’ condition
(diseases) specific data collection forms using Form Builder.

necific

HEW CMR | FVENTS  QUTBREAXS FACILIYIES | CMR SEARCH | EXPORTS | PEQPLE - AVR - ADMNIR « SETTINGS | tOGOUY

EpiTrax™ - Data Collection Forms that are Condition (Disease) S
EpiTrax

Wit Skerdein Macaiey Beeveaiion doen Sl
Edit Morbidity Event

BOpticns »  @Workflow Options v ¢ Wiew v = Nasigate ~ « AcceptEvent &  ® Savs SiContinue I Save & Exit
. . o

Index Patient, Index, Patient  evemtype  Workfowstatus  Sovestigator  Disease  Investigating Agemcy  State cose status
Record #: 20222241730 Morbudity Assiynes to LHD S assigned Pertuisss Case'dst

LHD case status Event date RBrief note
33,26 2022 Save

Health care worker

CI013 | 1 | The Vendor should support the ability to record and track case-related workflow activities.
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| Response: EpiTrax™ meets the requirements identified by DHHR including bulk review of Investigations and routing of
Case Investigations to the appropriate local health department and Investigators.

EpiTrax™ - Investigation Routing and Classification
¥ AcceptEvent B B Save X Continue | Save & Exit

se status

Intake
New Case
Pend Contact

~

EpiTrax™ - Bulk Management of Investigation Workflows
Events

Corrent view

(Events I - 13 of 13, Page: 1/1) - Please select..
Novel Coronavirus - |
i
CIo14 1 | The Vendor should provide capability to receive test reports and attach to existing case.
CI015 1 | The Vendor should provide capability to receive new or updated test results and attach to existing cases.
CI016 1 The Vendor should provide capability to receive new or updated electronic case reports and attach to
cases.
cIo17 1 The Vendor should provide capability for pre-defined case-definition parameters to be established for
distinct conditions.

Consolidated Response to C1014, CI015, CI016, and CI017: Using clinical decision support algorithms implemented in
EMSA™, Investigations (cases) will be automatically created and updated including appending test results and electronic
case reports to the Investigations. Disease specific Investigation (case) rules can be configured in EMSA™ including time-
based rules for when Investigations (cases) should be updated versus a new Investigation (case) created.

EMSA™ Condition (Disease) Specific Workflow Algorithms
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CI018 1 The Vendor should provide the ability for users to create questionnaires for case interviews.
CI019 1 | The Vendor should provide the ability to link questionnaires to case investigation.

Consolidated Response to CI018 and CI019: EpiTrax™ supports questionnaire development through the Form Builder
feature.

CI1020 1 | The Vendor should provide the ability for users to set/modify case exposure criteria.

CI021 1 The Vendor should allow for configuration changes for disease case definition assignment or case auto
closure.

CI1022 1 | The Vendor should provide capability to auto-suggest to close case, based on defined criteria.

The vendor should provide capability to identify when appropriate time periods have lapsed to close case

e 1 based on pre-defined criteria.

CI1024 1 | The Vendor should provide capability for users to manually assign closure justification to a case.

CI025 1 The Vendor should allow for configuration changes for disease case definition assignment or case auto
closure.

C1036 1 The Vendor should provide capability for users to configure an algorithm to have system automatically

assign closure justification to case.

Consolidated Response to C1020, CI021, C1022, CI1023, C1024, C1025, and CI036: EpiTrax™ supports the requirements
identified by DHHR including manual assignment of closure justification.

CI026 1 | The Vendor should support ability to add the intervention plan to an existing case record.

Cl1027 1 | The Vendor should provide capability for users to create and save a customized intervention plan.

CI028 1 The Ver.lc.ior should provide capability to automatically suggest an intervention plan, based on the disease
or condition.

C1029 1 | The Vendor should provide capability for users to select a recommended treatment plan.

The Vendor should provide capability to alert users of missed events including: (e.g., missed test,

C1030 1 .
treatment, or vaccine).
CI031 2 | Missed test
| C1032 2 | Treatment
| CI033 2 | Vaccine
| CI034 2 | Others as defined by DHHR
CI035 1 | The Vendor should provide capability to alert users of follow-up test and other diagnostic results.

Consolidated Response to C1026, CI027, CI028, CI029, CI030, CI031, C1032, C1033, CI034, and CI035: EpiTrax™
supports these requirements as defined by DHHR.
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EpiTrax™ - Adding Encounter Interactions
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CI037 1 The Vf‘:ndor should provide ability to include non-human test results with linkage to human cases for the
following:

CI038 2 | Animal

CI039 2 | Food

CI040 2 | Water

CI041 2 | Others as defined by DHHR

Consolidated Response for CI1037, CI1038, C1039, C1040, CI041: Using EMSAT, non-human test results can be created in
EpiTrax™ and then linked to human events as contact records. This allows relationships for conditions (diseases) such as
Animal Rabies and Animal Bites to be monitored.

Cl1042 1 | The vendor should provide ability to send order sets to the following:
Cl043 2 | Healthcare providers

CI044 2 | Case management providers

CI045 2 | Reporting organizations

CI046 2 | Others as defined by DHHR

Consolidated Response for CI1042, C1043, C1044, CI045, and CI046: InductiveHealth can accomplish this through the
receipt of ORM HL7 messages from reference laboratories or hospitals indicating laboratory orders have been placed. Once
received into the WV ESS system boundary, the Rhapsody™ integration engine can be used to parse key data variables into a
flattened structured to drive public health action. The flattened structure can be made available in the Datawarchouse or
securely sent to DHHR for integration into ancillary data systems (such as those used for case management or clinical care).

Cl047 1 The Ven.dor shpu]d provide capability for users to transmit recommendations to outside organizations or
systems including:

Cl1048 2 | Healthcare providers

Cl049 2 | Case management systems

CI050 2 | Reporting organizations

CI0S1 2 | Others as defined by DHHR

Consolidated Response for CI1047, CI1048, CI049, CI050, and CI051: These requirements can be implemented using the
Rhapsody integration engine to communicate using ancillary data systems such as the health alert network (HAN) or similar
communication platform. InductiveHealth will collaborate with DHHR to identify the specific requirements and use cases as
mutually agreed upon according to the scope and timeline for execution.

CI052 l 1 ‘ The Vendor should provide ability for administrator-level users to modify case investigation forms.
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Response: EpiTrax™ supports this requirement via Form Builder feature.

The Vendor should provide ability to maintain multiple disease-specific and condition-specific

C1053 ! classification criteria.

Response: EpiTrax™ supports this requirement based on algorithms defined in EMSA™,

2.2 Attachment F-Mandatory Requirements

No mandatory requirements identified.

3. Contact and Case Integration

Refer to the relevant business specifications located in Appendix 1: Detailed Specifications and
pertinent narrative in Section 4: Project Specifications in this RFP to cover solution capabilities in
this area. The Vendor should describe its approach to Contact and Case Integration below. The
narrative response for this category should be organized using the appropriate subject matter areaas
per Appendix 1: Detailed Specifications.

3.1 Appendix 1: Detailed Specifications

CCo001 1 The Vendor should provide capability to generate a new case from a contact record.
CC002 1 The Vendor should provide ability for users to break linkage between contact and case.
CC003 1 The Vendor should provide capability for users to associate a contact or case with index case.

The Vendor should provide capability to alert users if anyone identified as a contact subsequently

S E0d i becomes a case through existing workflow rules.

Consolidated Response to CC001, CC002, CC003, and CC004: For endemic surveillance contact tracing needs,
EpiTrax™ implements the requirements identified by DHHR. Specifically, end users can enter and traverse the relationships
between index patients and contacts. As part of this traversal, contact records will not be included as Investigations until the
record is converted from a contact to a morbidity record. End users will be notified upon conversion via existing workflows
when the Investigation is assigned to either a local health department or triaged by the state health department. In the eventa
contact record should not be associated, the contact can be removed from the index patient while preserving the information
previously entered for the contact.

EpiTrax™ - Contact Tracing for Endemic Disease Surveillance — Index Patient with two (2) linked Contact Records
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EpiTrax™ - Contact Tracing for Endemic Disease Surveillance — Contact Record De-Linked from Index Patient
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For epidemic and pandemic contact tracing, Respond Plus™ includes the ability to add, link, and de-link contact records
including automated monitoring and symptom tracking. Respond Plus™ is currently implemented to respond to the needs of

the OVID-19 pandemic.

Respond Plus™ - Contact Tracing for Epidemic and Pandemic Disease Surveillance — Index Patient and Contact

Entr
X jobs

e Admin & & stephen.macauley@inductivehealth.com (Super User} e =5 AP
Panel Analyucs i Logout

B3 Monitoring
InductiveHe; Respond vizez -
: Dashboaras

Add Contact £= Contacts Dashboard

Monitoree: Index Patient has 0 Contacts

Signed in successfolly.

Name T City State Sex Date of Birth Created By Created On Monitoring

No data avalable m table
Monitoree: Index Patient has been named as a contact by 0 Monitorees

Respond Plus™ - Contact Tracing for Epidemic and Pandemic Disease Surveillance — Contact Dashboard
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3.2 Attachment F-Mandatory Requirements

No mandatory requirements identified.

4. Outbreak Management

Refer to the relevant business specifications located in Appendix 1: Detailed Specifications and
pertinent narrative in Section 4: Project Specifications in this RFP to cover solution capabilities in
this area. The Vendor should describe its approach to Outbreak Management below. The narrative
response for this category should be organized using the appropriate subject matter areaas per
Appendix 1: Detailed Specifications.

4.1 Appendix 1: Detailed Specifications

OMO001 1 The Vendor should provide capability to open, manage and close outbreaks.

OMO002 1 The Vendor should provide the ability to link contacts and cases to outbreaks
OMO003 1 The Vendor should provide the ability to assign outbreak definitions including:
OMO004 2 Disease

OMO005 2 Setting type

OMO006 2 Others as defined by DHHR

OMO007 1 The Vendor should provide the ability to link a case/contact-specific

intervention record to an outbreak.

OMO008 1 The vendor should allow users to generate, edit and save outbreak plans.

The Vendor should provide capability to maintain a library of previous
OMO009 1
outbreak or event management plans.

Consolidated response for OM001, OM002, OM003, OM004, OM005, OM006, OM007, OM008, OMO009: For outbreak
management, EpiTrax™ meets the requirements identified by DHHR.

EpiTrax™ - Creation of New Outbreak Events
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EpiTrax™ - Report Information for Outbreak Event including Documenting Activities via Plan
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The Vendor should provide the ability to monitor, in real time, outbreak-related
OMO10 1 . .
data including:
OMO11 2 Type of outbreak
OMO012 2 Number of tests ordered by care providers
OMO13 2 Chief complaints
OM014 2 Emergency department visits
OMO15 2 Others as defined by DHHR
OMO16 1 The Vendor should provide the ability for users to do the following to:
OoM017 2 Create metrics
OMO18 2 Define metrics
OMO19 2 Edit metrics
OM020 2 Save metrics
OMO021 2 As the metrics relate to:
OoM022 3 Interventions
OMO023 3 Control
OMO024 3 Prevention
OMO025 3 Others as defined by DHHR

Consolidated Response to OM011, OM012, OM013, OM014, OM015, OM016, OM017, OM018, OM019, OM020,
0OM021, OM022, OM023, OM024, and OMO025: For outbreak management, EpiTrax™ meets the requirements identified
by DHHR including the ability to add outbreak-related data variables using the Form Builder feature to track aggregate data
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variables on the outbreak as reported by hospitals and laboratory results.

EpiTrax™ - Outbreak Level Data Metrics

EE iTrax Wlrsme St WMLl Seon Tmeax sy W S WEW CMA | EVEHTS QUTBREAKS FACTI(TIES | CMR SEARCN EXPORIS PEOPLE AVR ' ADMIR SETTINGS LOGOUT
Edit Outbreak > Example CREATED: Jan 29, 2022 - 05:18 PM
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Asdiciated Eifins a Hanags Outbreak Event Example.
Tint
OMO026 I The Vendor should provide the capability to alert users of outstanding tasks in
the outbreak management plan.

Response: Tasks can be set on investigations (cases) associated to the outbreaks to send reminders for end users.

Edit Merbidity Event
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Add Task =

Titde of task
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Assiqn task to "

Save Cancel!
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The Vendor should provide the ability to assign to each outbreak event, as
OMO027 1 . 2 )
derived from the original case, the following:
OMO028 2 Record creation date
OM029 2 Unique record number
OMO030 2 Others as defined by DHHR

Consolidated Response to OM027, OM028, OM029, and OMO030: EpiTrax™ meets these requirement as defined by
DHHR to allow Investigations (Cases) to be linked to the outbreak event.

The Vendor should provide the ability to trigger a case classification in

OMO31 ! condition identification and reporting, based on outbreak definition.

Response: EpiTrax™ provides the ability to trigger a case classification.
p P P Y ag
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The Vendor should provide the ability to link to the environmental

OoMO032 1 . . . .
investigation system or import relevant environmental data as needed.

Response: EpiTrax™ can support the linkage of environmental investigation system including the import of investigation
(case) information and patients.

OMO033 1 The Vendor should provide the ability to send test orders to the following:
OMO034 2 Healthcare providers

OMO35 2 Laboratories

OMO36 2 Others as defined by DHHR

Consolidated Response to OM034, OM035, and OM036: InductiveHealth can accomplish this through the transmission of
ORM HL7 messages using the Rhapsody™ integration engine to reference laboratories or hospitals indicating laboratory
orders have been placed by DHHR. This requires implementation of a data interface designed for this use case and
InductiveHealth will collaborate with DHHR to mutually agree on scope and implementation schedule using the Change
Request process identified in this RFP.

The Vendor should provide the ability to automatically link test results with
OMO037 1 . :
requests for testing, based on the following:
OMO038 2 User-defined key
OMO039 2 User-defined code
OMO040 2 Others as defined by DHHR

Consolidated Response to OM038, OM039, OM040, and OM041: Linkage between Orders and Results can be
accomplished via the Rhapsody™ integration engine and leveraging EMSA™ to support consumption of results into
EpiTrax™ for surveillance purposes including linkage to existing investigations (cases).

OMO041 | 1 | The Vendor should provide the ability for users to create after-action Teports.

Response: EpiTrax™ Qutbreak Management module supports the printing of after action reports.

The Vendor should provide the ability to maintain muitiple outbreak-specific
OM042 1 . ) .
classification criteria.
The Vendor should provide the capability to capture outbreak-level data
OMO043 2 . ) .
including the following:
OMO044 2 Demographics
OMO045 2 Risk factors
OMO046 2 Exposure type
OoM047 2 Exposure location
OMO048 2 Geographic information
0OMO049 2 Personal contact information including:
OMO050 3 Address
OMO51 3 Phone number(s)
OMO052 3 Email address
OMO053 3 Photographs
OMO054 3 Treating information
OMO55 3 Diagnostics
OMO056 3 Others as defined by DHHR

Consolidated Response to OM042, OM043, OM 044, OM045, OM046, OM047, OM048, OM049, OM050, OM051,
OM052, OM053, OM054, OMO05S5: See response to OMO010 and OMOO1.
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4.2 Attachment F-Mandatory Requirements

No mandatory requirements identified.

5. Reporting and Analytics

Refer to the relevant business specifications located in Appendix 1: Detailed Specifications and
pertinent narrative in Section 4: Project Specifications in this RFP to cover solution capabilities in
this area. The Vendor should describe its approach to Reporting and Analytics below. The narrative
response for this category should be organized using the appropriate subject matter arcaas per
Appendix 1: Detailed Specifications.

5.1 Appendix 1: Detailed Specifications

RA001 1 The Vendor should provide the ability for users to create and regularly update epidemiologic
Curves.
The Vendor should provide capability for users to develop standard reports and ad-hoc reports by
RA002 1 : ]
the following attributes:
RAO003 2 Demographics
RAO004 2 Geographic regions
RAO005 2 Disease Types
RA006 2 Outbreaks
RAQ07 2 Data sources
RAOQO8 2 Others as defined by DHHR
RA009 2 And using the following template types:
RAOQ10 3 Pre-existing
RAOQ11 3 Saved
RAQ12 3 Customized

Consolidated Response to RA001, RA003, RA004, RA005, RA006, RA007, RA00S, RA009, RA010, RAO11, and
RA012: Endemic surveillance data that is managed in EpiTrax™ can be exported as flattened disease specific data sets in
comma separated values (CSV) available for download by authorized end users. To extend this feature, designated users can
generate epidemiologic curves and other statistical analysis using R Studio Web. R Studio Web enables end users to access
underlying surveillance data to run standard and ad-hoc reports (pre-existing, saved, and customized) through a secure, web-
based session. Additionally, as needed, epidemic and pandemic data can be exported from Respond Plus™ as flat data sets.

EpiTrax™ - Exporting of Line List Data
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The Vendor should have the ability to implement all Message Mapping Guides for the Centers for
RA013 1 Disease Control and Prevention (CDC) with the ability to code values within the export integration
feature of the application.

Response: InductiveHealth currently supports this activity today for DHHR and will continue to support CDC MMG
onboarding.

5.2 Attachment F-Mandatory Requirements

No mandatory requirements identified.
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ATTACHMENT H: TECHNICAL SPECIFICATIONS APPROACH

Instructions: Technical specifications include those that drive how systems should be designedand
built in a way that provides for long-term use and reuse, in compliance with related standards (e.g.,
service-oriented architecture and State and federal adopted standards), as well asdefining the
minimum set of technical capabilities expected from certain infrastructure components.

The Vendor should provide a narrative overview of how the proposed system will meet the
specifications and narrative in this RFP. Use the response sections to provide specific details ofthe
proposed approach to meeting the technical specifications in each subject matter area.

Responses should reference specifications and relevant mandatory requirements using the appropriate
IDs from Appendix 1: Detailed Specifications and Attachment F: Mandatory Requirements. DHHR
also expects the Vendor to propose its approach for meeting any narrativein Section 4: Project
Specifications in this RFP.

Responses in this section should be highly focused on the State business processes and
specifications. If the Vendor is proposing a phased implementation, it should indicate how that
approach may or may not impact functionality. Additionally, the Vendor should indicate exception
handling processes where appropriate and any dependencies on existing systems or components of
the new system to provide the specified functionality. Where necessary, pleaseinclude one (1) or
more diagrams where necessary that detail the proposed design and the relationships between key
technical components.

1. Data Sources, Delivery, and Display
Refer to the relevant technical specifications located in Appendix 1: Detailed Specifications and
pertinent narrative in Section 4: Project Specifications in this RFP to cover solution capabilities in
this area. The Vendor should describe its approach to Data Sources, Delivery, and Display below. The
narrative response for this category should be organized using the appropriate subjectmatter area as
per Appendix 1: Detailed Specifications.

1.1 Appendix 1: Detailed Specifications

The Vendor should provide the functionality to import and export data (bi-

DS001 1 direc_tiqnal reporting) in §tandard formats with external partqers including, but
not limited to, the following: healthcare providers, laboratories, WVHIN and
the CDC.

DS002 2 Healthcare providers

DS003 2 Laboratories

DS004 2 West Virginia Health Information Network (WVHIN)

DS005 2 Centers for Disease Control and Prevention (CDC)

DS006 2 Others as defined by DHHR

Consolidated Response to DS002, DS003, DS004, DS005, and DS006: Data import is accomplished using the Rhapsody™
data integration engine and the Electronic Messaging Staging Area (EMSATM) solution. Rhapsody™ provides DHHR with
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the ability to translate, enhance, and validate both incoming and outbound electronic messages regardless of specification or
format. As the stewards of DHHR’s Rhapsody™ engine today, InductiveHealth uses the data integration engine to transform
incoming comma separated value (CSV) files, Health Level Seven (HL7) version 2.3.1/2.5.1 messages, and other trading
partner specific specifications. The current Rhapsody engine supported by InductiveHealth also transforms outbound HIL.7
case notification messages sent to the Centers for Disease Control and Prevention (CDC).

Additionally, Rhapsody™ provides the integration layer to ancillary data integrations such as GIS web services to enhance
the postal address information of incoming electronic laboratory reports. Complementing Rhapsody™ is the secure data
transport layer currently managed by InductiveHealth which securely brokers all inbound / outbound connections using SFTP
communication points.

With over 470 active reporting facilities sending electronic laboratories to DHHR today, InductiveHealth has deep
relationships with key trading partners including WVHIN, WVU, and CDC/AIMS HUB. The example report below
demonstrates a sample of current electronic laboratory reporting (ELR) data volumes and data processing volumes under the
management of InductiveHealth.

Electronic Laboratory Reporting (ELR) — Volume and Throughput
WV - ELR Flow Report

Date Generated: 01/28/2022, 04:20 ET

Time Frame: Rolling Last Seven Days

Show: 100 | entries Search:
2022-01- 2522-01- 2022-01- 2022-61- 2022-01- 2022-01- 2022.01- 2022-01-
Facility 21 22 23 24 25 26 27 28 Total Avg
420 QLAB =1 ';'L'-ﬂ ailE 1984 " 0= A€ !?'-D_ 2y P
55 CAMC Memora 3572 I1ea . ey 4351 IR 103 2GS
246 LABCORP . Erry 554 268 : 1078 ams a0 e
47 Boaone Memorial - 1235 L. x! 1042 98T Lo G5
453 i i 20 Kl T8 ol 515
T 118 573 =36 35 T3 513 L)
58 a2 s 414 800 e 57 01
16 83 “ 376 s
a2 2 154 ] 345 a5 605 463

Drawing on our experience supporting DHHR today, InductiveHealth is bringing forward the Electronic Messaging Staging
Area (EMSATV) solution which serves as web portal to manage, monitor, and analyze incoming and outgoing electronic
messages. EMSAT s designed to empower technical administrators, informaticians, and epidemiologist with 100%
transparency into incoming electronic messages to support the chain of custody throughout data processing. With examples
highlighted below, key features of EMSA™ include:

e  Configuration of clinical decision support rules to automatically create Investigations including patient deduplication and
record updating

Management and mapping of LOINC™, SNOMED-CT, and other standards-based vocabulary to trigger specific actions
Management of negative results and non-reportable diseases as not to impact disease surveillance workflows
Management of electronic Case Reports (eCRs) to support surveillance workflows and Investigation creation
Dashboards and activity logging to troubleshoot data quality challenges with ELRs and eCRs including viewing the
original raw message from the trading partner

EMSAT™, when combined with Rhapsody™, will provide DHHR with new capabilities to empower end users and
administrators with additional insight into data processing with a focus on enhancing data quality and automating
Investigation creation and management.

EMSA™ - Example Dashboard
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Dashboard Queues ¥ Errors & Exceptions ¥ Configuration ¥ Reportng Switch user role 1 - [ 2 it smacauley EM sA2

Far ‘New CMRs Generated by ELR’ column:

For ‘Existing Labs Updated by ELR' column:

Disease Category  New CMRs Generated by ELR Existing Labs Updated by ELR Toral Assigned

porting Facility HL7

EMSA™ - View Individual ELR Message
aEHdeELod Cueues W Errors & Exceptions ¥ Configuration ¥ Reporting Switch user rale: VI Y smacaulzy  EMSA2

o

Message [D# 63531 {Exceptions] [ 1]

Novel Corenavirus 1170372021 (1:04pm)

Pesple Seaseh Resslis fell L2t Fagnal fveride Budit teg et flags Raw !]nglml Hessage Master JWL | Tpilran 0L A Tracking

Actions: ) Resend This Griginal Message 2 ores Hard

Pazeiofi

EMSA™ - Map Disease to Laboratory Results and Decision Support
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s B EEERD oovier  EMSAZ |
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iio ~ Yo ~ e - o ~ Mo v =3 ~ rio ~ = ~
DS007 1 The Vendor should provide capability to populate form fields using
information received from reporting organizations.

Response: Electronic messages transmitted by reporting organizations (e.g., reference laboratories, hospitals) will flow
through Rhapsody™ to EMSA™ where depending on clinical decision support rule(s) an automated decision will be made
on the creation (or updating) of an Investigation within EpiTrax™. This includes the ability to prepopulate data variables
from the incoming laboratory results (or case report) to Investigation specific data variables.

As required, Inductivellealth can implement disease specific pre-population rules such as those that may be required with
foodborne diseases based on culture or for hospital acquired infections based on specimen site.

EpiTrax™ - Investigation Creation from Laboratory Report
EpiTrax

Stapfign Macauliy © S S Aarieony 5038 NEW CMR | EVENTS | OUTBREAKS | FACILITIES | CMR SEARCH | EXPDRTS | PEDPLE | AVR | ADMIN

Yo SEYTIRGS 1 LOGOUT

View Marbidity Event

#0Options ~  &'Workflow Options v tView ~ e Nayigate v & 5 EditEvent
UOfPfX.- Event Type Workflow status Investigator Disease ating Agency State Case status NorESisnedlto Suede
1873 Morbidity Assigned to LHD liok assignad Novel Cororavirus > SSSgnRL o qued
Brief note
- sl :"‘T"'..:n. 8

Record #. 2021 [

LHD Case status Event date

N 2oz
Demograshic Clinical Labsratory Contacts Encountess Investigation Notes Administrative
tabs
Date of Cottection Spesimen Saurce Tast Czunt Test Type COrganism Resuit {Vaiue) Performng Lab
10796/2021 G245 PM S i :;‘,:m‘;s::j"(‘é‘;” Coranaviris 2615 LABCORP-CORE
DS008 1 The Vendor should provide the ability to merge and standardize data into a
uniform format.

Response: Merge and standardization is accomplished through EMSA™ through patient deduplication, laboratory report
matching, and case reporting matching.

DS009 [ 1 | The Vendor should have the ability to push a copy of the ESS database to a
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[ | DHHR database in a SQL format at least twice daily.

Response: Both EMSA™ and EpiTrax™ utilize Postgres relational databases and InductiveHealth will push a SQL
formatted copy of both databases to DHHR at least twice daily. Based on similar processes employed by InductiveHealth
today for DHHR, InductiveHealth recommends that DHHR pull down the ESS database(s) from Amazon Web Service
(AWS) S3 via secure credentials.

The Vendor should have the ability to notify appropriate users of available

DS010 1 data.

Response: EMSA™ enables end user based alerting rules based on specific disease classifications and other events of public
health importance. Additionally, specific rule configurations can be configured such as with Type 1 (24 hour reportable
diseases).

EMSA™ - End User Alertin
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L]
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The Vendor should provide the capability to modify data submission format

| DS011 1 ! . .
=0 based on reporting organization's requirements.

Response: Rhapsody™ combined with EMSA™ provide DHHR the ability to modify electronic messages to address
reporting organization specific data quality challenges or inability to comply with national standard implementation guides.
InductiveHealth provides this service today to DHHR given the limitations faced by reporting organizations to comply with
national standards. InductiveHealth will continually monitor data submissions to identify on-going data quality errors and
identify failed messages both in Rhapsody and in EMSA™. Once identified, InductiveHealth will work with the reporting
organization to determine if modifications are required.

EMSA™ - Detecting Data Quality Issues

Dashboard  Queuss W Errors & Exceptions ¥ Configuralion ¥ Reporting
tl Sezarch:

Immediate { 621]

s BERETY -

Name . 48 anditia Reparter Date Regorted
[ — . e — m
- n Novel Caronaviras 1070672021 (11*150m)
P 5 y " 4 2 Vroage haster 1L © ol Track

The Vendor should have the ability to perform regular data processing
procedures.

DS012 1

Response: InductiveHealth brings forward our Engage, Connect, Validate, and Operate methodology to perform regular data
processing. Engage, Connect, Validate, and Operate addresses all aspects of electronic message onboarding and data
processing with emphasis on the Operate phase to continually monitor feeds and messages to identify data quality issues or
abnormal trends. InductiveHealth’s Engage, Connect, Validate, and Operate methodology has been used by DHHR to
onboard over 2,400 reporting facilities.

Supporting Engage, Connect, Validate, and Operate is InductiveHealth’s use of Grafana dashboards to demonstrate the chain
of custody and data volumes for data processing.

Grafana Dashboard and Analytics
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B8 Inductive - Internal Dashboard / ELR Flow by Facility % <8

All

+ ELR PROCESSING

ELR Processing Success Count Failure Count Queued Count

3192

ELRs Processed

The Vendor should provide acknowledgements of incoming messages or data

DSO013 1 submissions, including the following: (e.g., received, not received, and
€ITOrS).

DS014 2 Received

DS015 2 Not Received

DS016 2 And with information regarding the quality of the data including:

DS017 3 Errors

DS018 3 Warnings

DS019 3 Others as defined by DHHR

Consolidated Response to DS014, DS015, DS016, DS017, DS018, DS019: InductiveHealth uses a variety of tools to
monitor incoming messages and data submissions including the Grafana Dashboard and Analytics presented above and
EMSATM specific business logic to identify data quality challenges.

As required by the reporting organization, InductiveHealth can implement acknowledgement (ACK) messages to confirm
receipt of messages.

EMSA™ Data Quality Monitoring

Dashboard  Queues ¥ Erors 8 Exceptions ¥ Configaration ¥ Repaning Syarich user role: ENESRE

BEo? B oot Ty Excetion Valses ¥ of Exeegtions
B UE?ble?Evalua(eRule P
1 s
L0
.
DS020 ] 1 | The Vendor should have the ability to report data stream and job failures.

Response: InductiveHealth leverages Grafana Dashboard and Analytics to identify anomalies in the chain of custody
including job failures.

Grafana Dashboard and Analytics — Feed Monitoring
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> ELR PROCESSING

~ SFTP Files

SFTP Files

SFTP Files

DS021

The Vendor should have the capability to allow users to define protocols for
1 contacts, cases, and laboratory reports for acceptance or transfer from other
public health jurisdictions.

kY
Lh}

Whitelist/Graylist Rules

Test-Specific Case Management Rales

Antibody. enzyme immunoassay {E1A}

Amtibedy. enzyme immunoassay {ERR}

EMSAT™ . Protocol Definition

[ERiEiog Oucues ¥  Errors & Extepbons W Comfiguration ¥ Reporting

EMSAT™ . Protocol Definition —

Responses: Protocol definition is conducted in EMSAT™ to automate processing with clinical decision support including
routing of laboratory reports to other jurisdictions (such as border states).
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Morbidity Whitelist Rule Lontact Wiktefist Rule Graylict Bules

. ®
® ®

b
L% L4 &
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Page | 123

InductiveHealth Informatics, Inc.




REQUEST FOR PROPOSAL
CRFP MIS2200000001-ENTERPRISE SURVEILLANCE SYSTEM

Edit rule for Master LOINC “17009-2":

Rule applies to: EpiTrax v

If...
Test Result ‘Eq;al (=) ~ Positive / Reactive (Lab;} v
e E— N =
Then...
Create New CMR? Yes v

Update Existing CMRs?  Yes v

Surveiflance Event? {Yas w

Set State Case Status to:

The Vendor should have the ability to detect and respond to unusual data

DS022 ! submission patterns to prevent delayed system performance.

Response: InductiveHealth can detect abnormal submission patterns through continuous data monitoring and through the
EMSA™ clinical decision rules engine and intake monitoring alert configuration which automates alerts based on predefined
message volume thresholds.

EMSA™ Intake Monitoring Configuration

Bavtsers OQueves * Errors & EGeDtons ¥ Caniiguralon ¥ Reporting
r'é%,

Edit Alert Settings:

Switch user role: EEERg

smacauiey  EMSAZ

Receiwd devsages Tireshsld: ©

oailes Recefred Messagrs ronL. Houitor Accepted Hessages from._

Sead Merls i

The Vendor should provide the ability for users to maintain a repository of
DS023 1 communication contacts with attributes such as healthcare providers, media,
laboratories, and other partners involved in surveillance activities.

Response: InductiveHealth currently maintains a customer relationship management (CRM) repository on behalf of DHHR
including reference laboratories and hospitals. InductiveHealth can extend this repository to include other contacts and
provide designated DHHR secure users access to the CRM web portal.

Customer Relationship Management Portal
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Contacts ~  Conversausns < Marketing Sales~  Senvice - Woikflons  Repoas Q & & A

2

ELR Onboarding Audit - WY

DS024 1 The Vendor shoulq provide the ability to integrate V\./ith. st?.te’s enterprise data
warchouse to monitor data based on user-defined criteria including:

DS025 2 Syndromic data

DS026 2 Diagnostic testing

DS027 2 Absenteeism

DS028 2 Over-the-counter medication sales

DS029 2 Others as defined by DHHR

Response: InductiveHealth can integrate with ancillary data sources using the Change Request identified in the RFP.

InductiveHealth has expertise in the data sets identified by DHHR including:

* Syndromic data: InductiveHealth is the exclusive commercial partner with Johns Hopkins Applied Physics Laboratory
for Electronic Surveillance System for the Early Notification of Community-based Epidemics (ESSENCE) and also
manages all onboarding and data processing on behalf of the Centers for Disease Control and Prevention (CDC)
BioSense Program.

¢ Diagnostic Testing: InductiveHealth has extensive experience with diagnostic testing including point of care testing and
traditional laboratory resulting.

e  Absenteeism: School attendance is a rich data source when correlated with Emergency Department (ED) data via
syndromic surveillance.

¢ Over the counter medication sales: Over the counter (OTC) medication provides unique insights into potential public
health events when correlated with other data sources such as syndromic data.

DS030 ] 1 I The Vendor should support manual logging of data-sharing errors.

Response: InductiveHealth can accomplish this using Rhapsody™ integration engine using Error Queues specific to inter-
partner data sharing routes and algorithms.

The Vendor should support methods to collect feedback concerning

DS031 1 ..
communication.

Response: As part of InductiveHealth’s Engage, Connect, Validate, and Operate methodology, InductiveHealth is
continually collecting feedback on trading partner communication (primarily through email communication) that is
centralized with our customer relationship management (CRM) portal. Based on the specific needs of DHHR,
InductiveHealth can implement specific surveys and feedback models using the Change Request defined in this RFP.

1.2 Attachment F-Mandatory Requirements

Page | 125 InductiveHealth Informatics, Inc.



REQUEST FOR PROPOSAL
CRFP MIS2200000001-ENTERPRISE SURVEILLANCE SYSTEM

MRO88 1 The vendor must have the ability to push a copy of the database to an Agency server | Data and
in a SQL format at least twice daily. Reporting

Response: Response: Both EMSA™ and EpiTrax™ utilize Postgres relational databases and InductiveHealth will push a
SQL format copy of both databases to DHHR at least twice daily. Based on similar processes employed by InductiveHealth
today for DHHR, InductiveHealth recommends that DHHR pull down the ESS database(s) from Amazon Web Service
(AWS) S3 via secure credentials.

MRO89 | 1 The vendor must have the ability to migrate data from legacy systems to new Data and
solution. Reporting

Response: Based on the inventory of Current Surveillance Systems defined in Section 4.16 of the RFP, the table below
introduces the InductiveHealth Team’s data conversion approach including proposed timelines with further detail to be
provided in the D031 — Data Conversion Plan deliverable.

It is important to note that for the West Virginia Electronic Disease Surveillance System (WVEDSS), DHHR should
carefully evaluate vendors for a complete data conversion strategy given WVEDSS represents 1) the data processing
layer for all electronic laboratory results (and electronic case reports) received by West Virginia, 2) the integrated
repository of reportable disease data, and 3) West Virginia’s mechanism for meeting Federal requirements for
nationally notifiable disease reporting. In short, simply migrating the data from the NEDSS Base System (NBS) to a
new solution will fall short for a data conversation approach.

The InductiveHealth Team highlights the magnitude of the surveillance data contained in WVEDSS as it directly impacts
data integrity and consistency in the “To Be’ solutions. Only the InductiveHealth Team has the insights and expertise in
extracting and interpreting WVEDSS data for mapping and conversion to the ‘“To Be’ solution elements including avoidance
of duplicating data contained in both WVEDSS and Chexout and mitigation of breaks in nationally notifiable disease
reporting.

Current Data Conversion Approach Data Volumes ‘To Be’ Recommended
Surveillance (Approximate) Solution Timeline
Svystem
West Virginia  |Communicable Disease Data: s 12M+ patient records  |EpiTrax™ Prior to initial Go-
Electronic Conversion of surveillance data going  |e 180,000+ Investigation Live for diseases
Disease back to March 2011 consisting of records across all requiring historical
Surveillance Patients, Investigations, Morbidity reportable diseases context such as
System Reports, Laboratory Results, Contacts, o 10M+ laboratory results Syphilis. Other
(WVEDSS) Interviews, Attachments, DHHR s 2M-+ Providers diseases to be
spectfic data variables, Co-Morbidities, prioritized with
Providers, Organizations DHHR.
Rhapsody Data Integration Engine: [ 5000+ lines of custom [Rhapsody Data |Prior to initial Go-
Filters, translations, and validating logic | integration logic Integration Live
designed to convert HL7 messages into Engine
the NEDSS Base System interface
schema.

Business Logic to be changed to convert
HL7 messages to the EMSA™ interface

schema.
Electronic Laboratory Reporting e 10.4M+ individual EMSA™ Prior to initial Go-
(ELR): messaces Live
electronic Case Reporting (eCR): e < 1000 individual EMSAT™ To be prioritized
messages with DHHR based
on CDC/ELC
requirements.
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Nationally Notifiable Disease (NND)
Reporting to CDC for NNDSS:

o 162k+ message requests

EpiTrax™ NMI
Module

Prior to initial Go-
Live

Chexout COVID-19 Investigation Data: Data volumes to be EpiTrax™ To be prioritized
Conversion of surveillance data using  |determined upon award. vith DHHR based
the CDC surveillance form. on pandemic status

at Go-Live
ICOVID-19 Contact Data: Contact Data volumes to be EpiTrax™ To be prioritized
tracing data for COVID-19 patients, idetermined upon award. with DHHR based
exposures, and person under on pandemic status
investigations. at Go-Live
COVID-19 Laboratory Result Data: |[Data volumes to be EpiTrax™ To be prioritized
Laboratory results indicating both determined upon award. with DHHR based
positive and negative findings for on pandemic status
COVID-19 and related respiratory lat Go-Live
diseases.
It is important to note that the majority
of the Laboratory Result data in Chexout
is sources from the WVEDSS.

COVID Documents: Artifacts related to Volumes and types of I'o be discussed |[To be prioritized

Outbreak COVID-1 pandemic response artifacts to be assess upon |with DHHS upon with DHHR based

Management award. award. n pandemic status

at Go-Live.
I'ext Hlness COVID-19 Symptoms and Monitoring|Data volumes to be Respond Plus™ [To be prioritized

Monitoring Data: Convert monitoring and symptom [determined upon award. with DHHR based

(TIM) [data consisting of web surveys. lon pandemic status

lat Go-Live.

MRO090 1 The vendor must provide metadata, based on audit logs, to indicate changes in data Data and
and records including, but not limited to: users, actions, date, time, and changes such | Reporting
as new or updated records.

MRO91 2 Date Data and

Reporting

MRO092 2 Time Data and

Reporting
MR093 2 Users Data and
Reporting
MR094 2 And actions, including but not limited to: Data and
Reporting
MR095 3 Additions Data and
Reporting
MR096 3 Updates Data and
Reporting
MRO097 3 Deletions Data and
Reporting

Response: Rhapsody™, EMSA™, EpiTrax™, Respond Plus™, Grafana Dashboards, RStudio Web, and Jira all support end
user auditing based on the requirements defined by DHHR. Specifically, in EMSA™ auditing can be conducted on the life
cycle of the incoming message and in EpiTrax™

EMSA™ - Audit Log Viewer
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2. Data Quality

Refer to the relevant technical specifications located in Appendix 1: Detailed Specifications and
pertinent narrative in Section 4: Project Specifications in this RFP to cover solution capabilitiesin
this area. The Vendor should describe its approach to Data Quality below. The narrative response for
this category should be organized using the appropriate subject matter area as per Appendix 1:
Detailed Specifications.

2.1 Appendix 1: Detailed Specifications

DQO001 | 1 [ The Vendor should provide Data Quality Management for all data coming into the solution.

Response: InductiveHealth will encode Data Quality Management within the D014 Data Management Plan (including
Governance and Quality) deliverable building on our existing Playbooks and methodologies (e.g., Engage, Connect, Validate,
Operate) for data source onboarding and operations.

DQ002 | 1 | The Vendor should develop processes to maintain data integrity, consistency, accuracy, and
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| | timeliness of the solution data.

Response: Encoded in the D014 Data Management Plan (including Governance and Quality) deliverable, InductiveHealth’s
current Playbooks focus on the timeliness, completeness, and quality of data imported, managed, and exported from the ESS
platform. This includes database operational processes to main database file integrity and performance, data processing
processes and automated alerts to proactively identify data quality and latency challenges, and remote monitoring and
management (RMM) solutions to proactively identify infrastructure and network challenges impacting timeliness of solution
data.

The solution should provide a tool that continually monitors the data quality within the solution

DQO0O3 ! and internal analytic applications.

Response: InductiveHealth uses many tools to monitor data quality in support of data analytics. This includes automated, re-
occurring SQL queries to identify data anomalies in transactional databases, on-going operational reports to identify latency
in incoming data processing, and proactively monitoring of data end points to monitor the chain of custody for incoming
electronic messages and integrations to ancillary data sources.

The solution should support audit and control processes that identify, report, and summarize

DO ! errors in the data.

Response: With the majority of data received into the ESS platform consisting of electronic laboratory reports (ELR) and
electronic case reports (eCR), InductiveHealth uses internal monitoring reports to summarize errors in data and features of
EMSAT to proactively identify processing errors that require intervention to resolve.

Internal Incoming Data Monitor to Summarize Data Errors

2 ELR Faius 1 28 4 PLY
1 ELR Faiuwe 1 25 14 VPE
1150 ELR Success 1 28 14
1243 ELR Success 1 28 15

EMSA™ Data Quality Monitoring
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DQO0S 1 The Vendor should maintain a process to identify and track all errors and discrepancies found in
the solution pursuant to Service Level Agreements (SLAs).

Response: To be encoded in the D059 Solution Health Monitoring Plan and D060 System Operations Plan deliverables,
InductiveHealth will define the tooling and quantitative measures for each SL.A as part of the Implementation Phase
including the use of remote monitoring and management (RMM) tools and maintenance schedule to measure system
availability.

The Vendor should provide recommendations for proposed resolution/fixes for identified issues

DQ006 ! within a timeline approved by DHHR and pursuant to Service Level Agreements (SLAs).
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Response: Based on SLA deviations, InductiveHealth will provide recommendations to address the deviations.
InductiveHealth manages all deviations to SLA in JIRA Service Desk as service requests with assigned severity levels to
drive response and restoration of services, as identified. For transparency, communications on SLA deviations are managed
through JIRA Service Desk which includes automated emails to service request owner and participants from DHHR.

The solution should support data integrity through system controls for software program

DQO007 1 ) .
Q changes and promotion to production.

Response: InductiveHealth promotes changes across lower environments prior to deployment to Production. This includes
changes to not only solution elements but also data interfaces to support inbound / outbound data processing.
InductiveHealth manages promotion using BitBucket version control supported by automated build processes (where
applicable) which include rollback plans and validations procedures by our Help Desk Team.

2.2 Attachment F-Mandatory Requirements

No requirements identified.

3. Infrastructure

Refer to the relevant technical specifications located in Appendix 1: Detailed Specifications and
pertinent narrative in Section 4: Project Specifications in this RFP to cover solution capabilitiesin
this area. The Vendor should describe its approach to Infrastructure below. The narrative response for
this category should be organized using the appropriate subject matter area as

per Appendix 1: Detailed Specifications.

3.1 Appendix 1: Detailed Specifications

The solution should have the ability, using deterministic and
IN0OO1 1 probabilistic matching algorithms, to automatically deduplicate,
merge and create records.

The Vendor should provide administrator-level users with the

IN002 ! ability to unmerge merged records.
The Vendor should provide administrator-level users with the
IN0O3 1 capability to set deterministic and probablistic matching criteria

and thresholds.

Consolidated Response to IN001, IN002, and IN003: To automate both person and condition (disease) matching, EMSAT™
uses an order of operations approach to deduplicate, merge, and create records. Specifically, when electronic laboratory
reports and electronic case reports are received into EMSA™ a set of deterministic rules are first run to auto-match against
existing persons in the EpiTrax™ registry. These deterministic rules are based on a ‘star’ system with 5-star person matches
automatically merged. Following execution of the deterministic algorithm, a set of probabilistic matching algorithms are
executed to identify possible person matches which are queued for a decision by designated users as 4- and 3-star matches.
The probabilistic matching algorithms are based on the Levenshtein distance implementation to measure differences between
string sequences to calculate proximity.

After person matching, EMSA™ then attempts to automatically deduplicate, merge and create records for Investigations.
Specifically, after deriving the condition (disease), EMSA™ will determine if an Investigations existing and based on the
status of the incoming laboratory report (or case report) will update the existing Investigation or create a new Investigation
record. This provides a greater level of automation for DHHR in that Investigations creation is fully automated not requiring
end user triage of laboratory reports (or case reports).

Given the impact of algorithm rule changes to downstream processing and disease surveillance, changes to deterministic and
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probabilistic matching algorithms are coordinated between InductiveHealth (via our Help Desk Team and Technology Team)
and DHHR. This enables InductiveHealth to collaborate and advise DHHR on algorithm changes including identification of
a test plan to validate expected results in lower environments before implementation in Production. Once requirements and
expected results are identified, InductiveHealth will process the algorithm change within the applicable EMSA™ database
functions that control processing.

Currently, if a merge is incorrectly processed, the electronic laboratory report (or electronic case report) can be reprocessed
using EMSA™ to create a new Investigation or route to the correct existing person. The incorrectly matched record can then
be logically deleted as identified by end users.

EMSA™ - Person Review of Matches

esbimars Queues ¥ Errars & Exceptions ¥ Configuration ¥  Beporting sozmsgretreer v [ B m
m Search: arck Clear ters ST Bulk Messap
immediate [ 1]
Kame BOE A Reportey Oate Beportad

mi:s:mn&nié 7‘.' _ u-u >J late Loy Frrer Fag Ban Or s Meoy o Magier T Eaifeam MM -_';ﬂi:-..

Kasign Bument Message to Egifrax:

Assign Durent & Related Nessages to Boilran:

Crereat Pome

Rsgrens Contact oty

I . I s : T B | R
Hame D48
INOO4 1 The Vendor should provide form-builder capability for users to:
INOGQS 2 Upload and reuse existing forms
INOO6 2 Develop new quesionnaires
INOO7 2 Develop new letter templates
INOO8 2 Others as defined by DHHR

Consolidated Response to IN00S, IN006, IN007, and IN008: EpiTrax™ includes a Form Builder that includes a Question
Library, ability to upload / download forms across environments and other public health agencies, management of value sets,
and ability to have local health department specific form versions.

Currently, using EpiTrax™, letter templates can be modeled as read-only questions that are available within the Investigation
for utilization as templates by end users for communication to patients and clients.

EpiTrax™ - Form Builder Module
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REW CHMR : EVENTS ; DUTBREAKS | CMR SEARCH ! EXPORTS | PEOPLE | ADMIN - SETTENGS | LOGOUT

EpiTrax |

‘Welcome, Sisphen Macautey

Manage Forms

Forms
Published vi S Gonorrhea
Published vi Status: Publiched  Yersion: 1 ID: 11 Crasted: 01722/2022 02

Create Form T Import Form

22 04:32 PM

Sanorrhea puslished vi
@ Save  ~ Options

Other Versions

None

Farm Att-ibutes Form Builder Associzted Evants

Puplished vz S
Name:
i g
Paplished Vi Short name: chiamydia_gonorrhea
published vi & Eventtype  Morbidity Event -

Cescription: Gararrhea Dlzeass Investigatio

LR

EpiTrax™ - Form Builder Module — Question Management

Form Attributes Form Builder Associated Events

v Investigatior Tab

Tab (1D:57; Investigation

T Edit  Move Insert Question Insert Group Add Section Add Block  Inactivate

Question (1D:51) Random number:
Shert name: ssun_random_number, Data type: Single Line Text, Data set: Hidden
Edit  Move  Activate

Question (ID:52) Selected for enhanced investigation:
» Short name: ssun_randoem_samp, Data type: Radio Buttons, Data sst:
Edit Move Add Follow-up  Activate

Question (ID:56) Is the patient MSM (a man who has sex with men)?
» Shert name: patient_msm, Data type: Radio Buttons, Data set: Optimal
Edit  Move  Add Follow-up  Inactivate

Question (ID:87) Date assigned:
Short name: date_assigned, Data type: Date, Data set: Optimal
Edit Move Inactivate

Question (ID:88) Was the case interviewed?
» Short name: case_interviewed, Data typs: Radio Buttons, Data set: Optimal
Edit Move  Add Follow-up  Inactivate

Question (10:108) Disposition
» Short name: idx_dispo, Data type: Drop Down, Data set: Optimal
Edit Move Add Follow-up Inactivate
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- Question Librar

Welcomie, Stephen Macauley

EpiTrax™
EpiTrax

NEW CMR 1 EVENTS { OUTBREAKS  CMR SEARCH | EXPORTS | PEOPLE = ADMIN | SETTINGS | LOGOW

Manage Questions

Quastions Value Sats Question Groups

Category Filter

Agg Question Clear Filter

{Questions 1 - 50 of 655, Page: 1/14) By 2 3 4 5 6 7,8 92 10 [ e v
Sharrfame © Juestion Text ¢ Is Active
Action i} Cata Type :""‘ —
Edit 2] othracetxt If sther race repcmq Singte Line Text Yes
Edit 3 hiviestit Date of HIV test Cate Yes
Edit a iv status cdc HIv Status {Ssif-reportex or documented at the Yme of the Radic Button. ac
e o ecent.) B bt
Edit 5 nivdatasource vgs
Edit & gestatizn Wesks gestat.on {at time of dlagrosisy: Yes
Edit 7 aka ARAL tes
Edit g SSUN_randem_rLmeer Random rumber: s
Edit E ssun_randsm_sars KCH
Edir 10 patiert_rmsm Yes
Edit T arep ine LHO disease invastigator diszuss PrEP with the a3
o b satens? &
Edit iz prap _curent Is the Dar Lrrent y or PrEF? Yes
Edit 13 rrep_sver Has the patiant ever previsusly utiized PrEP? Ves
The Vendor should provide a searchable document repository
INO0O9 1 h .o .
for frequently used information including:
INO10 2 Outbreak management plans
INO11 2 Treatment protocols
INO12 2 Best practice documentation
INO13 2 Templates for internal and external communications
INO14 2 Others as defined by DHHR

Response: EpiTrax™ enables collection of outbreak information via the Qutbreak Management module. For other document
management needs, InductiveHealth will collaborate with DHHR on specific requirements needs and lessons learned from
the current use of SharePoint to manage documentation.

The Vendor should provide survey functionality including
INO15 1 development of questionnaires and the ability to receive and
analyze survey responses.

The Vendor should support reminders of incomplete

INO16 1 . .
questionnaires and non-responses.

Consolidated Response to IN015 and IN016: Web surveys, triggered based on monitoring or exposure can be completed
with results stored in Respond Plus™ including identifving when web survey was not completed.
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Daily Self-Report

Please select af symptoms which you are
experiencing.

the Sara Alert system
riplate the report for

20 at Z cough

_ Difficulty Breathing

{ Fever Feeling feverish or have 3
measured temperature at or abowe
100.4°FI38"C

Z Used A Fever Reducer In the past 24
hours, have you used any medicine that

Thank You For Completing Your Self
Report

« If you did not report any symptoms,

please continue to follow the

recommenwations provided by your local
q health department.
« it you reported any symptoms, your
local health department will be reaching
out saon. If you have any immediate
concerns, pease call your medical
provider or local health depariment.
Avaid close contact with other people

reduces fevers? and stay at home.

L Chills

- . ) - It you are experiencing a medical

— Repeated Shaking with Chills emergency, please calf 911 and let them

> Muscle Pain Know you are being monitored by the
Headache health department.

J Sore Throat

(I New Loss of Taste or Smell

& stephenmacauley@inductivehealth.com (Super User)

@& Logout

¢ © | ap | X Jobs |

Analytics

& Admin
Panet

B8 Monitoring
Dashboards

InductveHesith Respond vizsz

Evpesurs Dashooard m [
§4 Exposure Monitoring (20) 2]

1] s ic@ (1]  e2 ] Y o ] &2t o | Al Moritorzes 3
W 1AE T 20 st o the A and are Mot STRteTAT, Yoy are current TR St
“ [ - o
Monitoree Jurisdiction © Assigned User ~ State/Local ID - Date of Birth ~ End of Monitoring RiskLevel ~ Monitoring Plan Latest Report O
Usa None L- ]
[ rors JRGT one »
JSA Mone E.
JSA Mene *
JSh 10062027 None .3
The Vendor should provide help text with field descriptions and
INO17 1 o X
definitions in the user interface.
INO18 1 The Yendgr should proyide auto-cor_nplet.e/auto-suggest word
functionality (i.e., IntelliSense functionality).

Consolidated Response to IN017 and IN018: Help text with field descriptions including type ahead functionality is
available in within and across the ESS platform.

The Vendor should provide a user interface that is mobile

oS ! friendly.

Response: While designed for end users using non-mobile devices, Respond Plus™, EpiTrax™, and EMSA™ are mobile
friendly.

Example Mobile Friendly Display
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Dimensions: Samsung Galaxy A51/71 ¥ 412 x 914 100% ¥ Nothrottling ¥

NEW CMR EVENTS ODUTBAEAXE CRR SEARCH EXPORTS PEOPLE | ADMIk

‘:'!:‘T raXx | SEYTINGS | LOGOUT
Events
Cuarrant whow Bk M0aAIOw
- e oo - sty bR
{Everas £ - 1 5F 1, Page: 171
_ _ — - -
Save
{Tewets L - £ of &, Pages 171) POERS
The Vendor should support multiple languages in the user
IN020 1 .
interface.

Response: Currently, Respond Plus™, EpiTrax™, and EMSA™ are designed for English (United States) language with
support available for language localization assuming language input files are available to facilitate user interface translation.

INO21 [ 1 | The Vendor should provide offline capability for data entry.

Response: Currently, Respond Plus™, EpiTrax™, and EMSA™ are designed for online data entry and management
experiences. InductiveHealth will collaborate with DHHR to determine specific use cases and requirements needed for
offline capability and determine how best to implement based on mutually agreed upon scope.

The Vendor should provide capability for users to manage

IN022 ! lookup tables within the application.

Response: EpiTrax™ and EMSA™ support designated end user management of look up tables including configuration of
laboratory resulted test codes, configuration of new values sets, and configuration of new values to existing value sets. This
provides DHHR with a greater degree of designated end user configuration for ESS operations.

The Vendor should allow users the ability to override a
IN023 1 workflow to move on to next step, even if elements are
determined to be missing.

Response: EpiTrax™ and EMSA™ provide a great deal of flexibility in the disease surveillance workflow for routing,
record approval, and editing. Both solutions have minimal required fields which enable workflows to not be impeded by
missing data variables.

The Vendor should provide SMS capability for automated
IN024 1 . ) e

messaging to the public when monitoring symptoms related to:
IN025 1 Monitoring
INO26 2 Symptom updates
INO27 2 Reminders
INO28 2 Notifications
INO29 2 Others as defined by DHHR

Consolidated Response to IN025, IN026, IN027, IN028, IN029: Respond Plus™ provides SMS capability based on a
series of rules for delivery across multiple phone carriers.

The Vendor should provide SMS capability for automated
messaging to DHHR users for:

IN030 1
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INO31 2 Alerts of assigned tasks

IN032 2 Notifications related to information changes in the system
INO33 2 Reminders

INO34 2 Others as defined by DHHR

Consolidated Response to IN031, IN032, IN033, and IN034 : EpiTrax™ and EMSA™ currently implement alerting using
email triggers. Based on specific DHHR requirements, this functionality could be extended to include SMS messages.
InductiveHealth will collaborate with DHHR to determine specific use cases and requirements needed for end user SMS
messaging and determine how best to implement based on mutually agreed upon scope.

The Vendor should provide functionality for automated
INO035 1 B . .
messaging through social media for:
INO36 2 Monitoring
INO37 2 Notifications
INO38 2 Reminders
IN039 2 Alerts
INO40 2 Others as defined by DHHR

Consolidated Response to IN036, IN037, IN038, IN039, and IN040: EpiTrax™ and EMSA™ currently implement alerting
using email triggers. Based on specific DHHR requirements, this functionality could be extended to include SMS messages.
InductiveHealth will collaborate with DHHR to determine specific use cases and requirements needed for end user SMS
messaging and determine how best to implement based on mutually agreed upon scope.

The Vendor should support multiple distribution methods for
INO41 1 . L .
internal communications including:
IN042 2 Email
INO43 2 Phone
INO44 2 Short message service (SMS)
INO45 2 Others as defined by DHHR

Consolidated Response to IN042, IN043, IN044, IN045: Please reference responses to INO35 and IN030.

The Vendor should provide users with the ability to create/edit

IN046 ! and send alert messages.

Response: EMSA™ provides the ability to send email-based alerts to designated end users based on predefined triggers on
the occurrence of reportable diseases based on incoming laboratory results and case reports.

The Vendor should provide the ability to track

INO47 ! distribution/receipt of education materials.

Response: InductiveHealth customer relationship management (CRM) tool provides similar functionality to what is
requested by DHHR. InductiveHealth will collaborate with DHHR to determine specific use cases and requirements needed
for tracking of distribution / receipt of education materials to determine how best to implement based on mutually agreed
upon scope {target actors, frequency, level of automation).

The Vendor should provide the capability to allow users to set

INO48 ! up and modify rules to provide differential views.

Response: EpiTrax™ allows end users to create specific views to facilitate daily workflow tasks.

EpiTrax™ - Configuration of Views
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EplTra Rl vocone Stephen Macausy NEW CMR | EVENTS | OUTBREAKS | CMR SEARCH | EXPORTS | PEOPLE | ADMIN | SETTINGS | LOGOUT
Events
Current view Bulk workflow
- Options *  Apply Workfisw
+ Add View v More Options
View Criteria
Record # Last name First name Age range Event date after Event date before
i T v SLeNACIS @ meadhyy @
Event Type
Event investigation status Queues Investigators
Diseases Invastigating agenty Language

Snow deieted events

The Vendor should have a business intelligence tool with
IN049 1 dashboard and visual analytic capabilities for surveillance
system and workflow analytics.

Response: For business intelligence, the InductiveHealth ESS solution includes 1) ability to export entered data from
EpiTrax™ into Comma Separated Value (CSV) format in real-time, 2) Grafana for pre-formatted dashboards and aggregate
analytics, 3) RStudio Web for statistical analysis by designated users, and 4) preconfigured dashboards and reports on
incoming message processing with EMSAT,

The Vendor should provide capability for administatior-level

INO50 1 user configuration for logic changes.

Response: EMSA™ provides user interfaces for administrator level user configurations and EpiTrax™ provides user
interfaces to configure forms and associated value sets.

The Vendor should provide an Application Programming

INO51 1 Interface (API).

Response: EpiTrax™ includes Rest based APIs to facilitate querying of the patient registry for surveillance events.

EpiTrax™ - Rest APIs
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EpiTraX l NEW CMR | EVENTS ' OUTBREAKS | CMR SEARCH } EXPORTS | PEOPLE | ADMIN | SETTINGS  LOGOUT

Winleoims, Siephen bMacsuley

Rest Examples

Validate Rest Response

» Method: PCST
» URL: http://958cdd 3080/ nedss/admin/rest/RestE)B/validate

Post Body:

Submit

Find MDRO

= Method: PCST
* URL: http://958cdd5fbeeS 8080/ nedss/ admin/rest/RestEIB,/ findiMDRO

Past Bady:

The Vendor should have the have ability to integrate with GIS

INO52 ! web service for address validation and jurisdiction boundaries.

Response: InductiveHealth currently maintains an integration to GIS web service for DHHR via Rhapsody and has the
ability to further integrate GIS web services into the ESS platform.

The Vendor should provide integration with data reporting and
INO53 1 visualization applications such as Microsoft Power BI or
Tableau.

Response: All data within EpiTrax™ can be exported using the Export module into comma separated value (CSV) format
for data analysis using visualization applications. InductiveHealth will collaborate with DHHR to determine specific needs
on the level of integration and collaborate to mutually agree on specific use cases and integration levels.

The Vendor should provide the capability to interface with

INO54 1 public alert networks.

Response: InductiveHealth can interface with applications such as a Health Alert Network and will collaborate with DHHR
to determine specific needs on the level of interface and collaborate to mutually agree on specific use cases and interface
levels.

The Vendor should provide the ability to integrate with an

TNG2S ! outbreak management system.

Response: EpiTrax™ provides outbreak management capabilities for endemic surveillance with Respond Plus available for
epidemic and pandemic responses.

EpiTrax™ - Sample Qutbreak Design
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EpiTra x I Welcome, Stephen Macauley NEW CMR | EVENTS OUTBKEAKS | CMR SEARCH | EXPORTS | PEOPLE | ADMIN » SETTINGS | LOGOQUT
Edit Qutbreak > Example 1 CREATED: lan 29, 2022 - 11:15 AM
% Options ¥ Save & Centinue Save & Exit

Admin

Associated Facilities to Example 1

3.2 Attachment F-Mandatory Requirements

No requirements identified.

4. Security Management

Refer to the relevant technical specifications located in Appendix 1: Detailed Specifications and
pertinent narrative in Section 4: Project Specifications in this RFP to cover solution capabilities in
this area. The Vendor should describe its approach to Security Management below. The narrative
response for this category should be organized using the appropriate subject matter areaas per
Appendix 1: Detailed Specifications.

4.1 Appendix 1: Detailed Specifications

The Vendor should deliver a Security, Privacy, and Confidentiality Plan

SMool ! within 30 calendar days of contract startup.

The Vendor should submit an updated Security, Privacy, and
SMO002 1 Confidentiality Plan to DHHR for review and approval 30 business days
prior to the start of solution operations.

The Vendor should perform a review of the Security, Privacy, and
SM003 1 Confidentiality Plan annually and submit to DHHR for review and
approval within 30 calendar days of the review.

The Vendor should submit substantive change(s) to the Security,
SM004 1 Privacy, and Confidentiality Plan for review and approval within 30
calendar days of the proposed change(s).

The Vendor should maintain a DHHR-approved Security, Privacy, and
Confidentiality Plan that details how the solution complies with
applicable DHHR, State, and federal security and privacy laws, policies,
and/or procedures.

SMO005 1
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Consolidated Response to SM001, SM002, SM003, SM004, SM005: As a software-as-a-service (SaaS) organization,
InductiveHealth maintains a System Security Plan (SSP) governing all security controls based on National Institute of
Standards and Technology (NIST) Computer Security Resource Center (CSRC) for Moderate systems under Special
Publication 800-53 Revision 4 Security and Privacy Control. InductiveHealth’s approach to information security is based on
the management of data under the following Controlled Unclassified Information (CUI) Categories:

1. Health Information - https://www.archives.gov/cui/registry/category-detail/health-info
2. General Privacy - https://www.archives.gov/cui/registry/category-detail/privacy.html

These CUI categories include data on:

. Laboratory results for specific diseases

. Health status

. Protected Health Information

. Patient Identifiable Information

. Identified contacts

. On-going health status

. Workup notes on the course of person’s investigation

~NOY b B U N e

The figure below provides an excerpt of InductiveHealth’s System Security Plan (SSP) which will be reviewed with DHHR
in response to the requirements identified for SM001, SM002, SM003. SM004, SM005.

InductiveHealth SaaS Controls v1

AC-01: ACCESS CONTROL POLICY AND PROCEDURES. ...ttt sressnn s 5
AC-02: ACCOUNT MANAGEMENT ..ottt s s s e s 6
AC-03: ACCESS ENFORCEMENT wuviiiiiiiinsininiiiniie s s s ensae s smressaas s snsssstn s ssnssmbe eran s snns s 10
AC-04: INFORMATION FLOW ENFORCEMENT ..ovvriiiiiiinrrciie ittt s ssan s s res s rasns 12
AC-05: SEPARATION OF DUTIES ..ocooi it it ssanes bt e s s saas assan s sessamtss o an s ansesens 14
AC-06: LEAST PRIVILEGE......cociiv it innsie s s sabanssanss e esssss s ssssas bossens sessssss 15
AC-11: SESSION LOCK ... ooeiiiiii ittt rre s rane e na s b s s e sm s pasens ot s esbas st s s nss s nass snEeebssbes 16
AC-12: SESSION TERMINATION .....uiiiiiiiiniii it s e isa s s r e s s s nsbosien 17
AC-17: REMOTE ACCESS. .ot s i i s s s s s et d b an s e e beab i 18
AC-19: ACCESS CONTROL FOR MOBILE DEVICES ..vvrviiiinrenimsiiiosionsiomss s s e 19
AT-01: SECURITY AWARENESS AND TRAINING POLICY AND PROCEDURES.........cccviciiirii e 21

The solution should maintain an audit trail that can be used to identify
unauthorized attempts to access the solution and log the IP address from

SM006 I where the intrusion attempt occurred, in accordance with DHHR, State,
and federal security and privacy laws, policies, and/or procedures.
i SM007 1 The solution should provide an audit of all attempts to access or use

sensitive data, consistent with Health Insurance Portability and
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Accountability Act (HIPAA), Centers for Disease Preparedness and
Prevention (CDC), and other DHHR, State, and federal laws and
regulations.

SM008

The solution should have the ability to prevent, monitor, and detect
malicious software and code.

Consolidated Response to SM006, SM007, and SM008: InductiveHealth implements the requested security controls
including use intrusion detection system (IDS) at the firewall level, logging of all web traffic including originating IP and
browser type, and logging and management of all authentication attempts (end user and system to system).

SM009

The solution should have the ability to provide security incident
reporting and mitigation mechanisms according to state and federal
requirements and in accordance with DHHR's Incident Reporting and
Response Policy including, but not limited to:

SMO010

Terminating access and generating a report when a potential security
violation is detected

SMO11

2

Preserving and reporting specified audit data when a potential security
violation is detected

SMO012

2

Others as defined by DHHR

Consolidated Response to SM009, SM010, SM011, SM012: InductiveHealth implements the requested security controls in

our current SaaS environment.

SM013

The Vendor should ensure that any and all security and privacy
breaches, incidents, and/or unauthorized disclosures are reported
according, to state and federal requirements and in accordance with
DHHR's Incident Reporting and Response Policy.

SMO014

The solution should have the ability to log all authorized solution user
activity and correlate, analyze, and report on all logged user events and
associated data.

SMO015

The solution should have the ability to provide a report of authorized
solution user activity as determined by DHHR in the Design,
Development, and Implementation (DDI) phase.

SMO16

The solution should provide an audit trail of record changes, including
authorized solution user, date, and time of change.

SMO017

The solution should have the ability for audit trails to allow information
on source documents to be traced through the processing stages to the
_point where the information is finally recorded.

SMO018

The solution should have the ability to trace data from the final place of
recording back to its source of entry.

SM019

The Vendor should ensure that any and all security and privacy
breaches, incidents, and/or unauthorized disclosures are reported
according, to state and federal requirements and in accordance with
DHHR's Incident Reporting and Response Policy.

SMO020

The solution should limit data sharing to only those entities and
individuals located in the United States and/or U.S. territories that
maintain a current data sharing agreement with DHHR consistent with
DHHR-required agreements and security and privacy policies and
procedures.

SMO021

The solution should have the ability to control access rights to data and
system functions based on authorized solution user role-based access.

SM022

The Vendor should work with DHHR to define the process for access to
the solution in the Design, Development, and Implementation (DDI)
phase.

SM023

The solution should support role-based user access.
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Consolidated Response to SM013, SM014, SM015, SM016, SM017, SM018, SM019, SM020, SM021, SM022, and
SM023: InductiveHealth currently implements the requested security controls which InductiveHealth currently uses in
delivery of services to DHHR today.

The solution should provide an interactive, adjustable time-out feature
SM024 1 for authorized solution user inactivity in accordance with DHHR, State,
and federal security and privacy laws, policies, and/or procedures.

The solution should provide alerts to authorized solution users that
inactivity will result in being timed out after the specified period of
inactivity in accordance with DHHR, State, and federal security and
privacy laws, policies, and/or procedures.

SM025 1

Consolidated Response to SM024 and SM025: The ESS solution provides adjustable time-out feature to facilitate
inactivity logout in accordance with the provided requirements.

EpiTrax™ - Session Timing

E p ’ Tr a X Welcome, Stephen Macauley Session Timeout Remaining: 5951

Minute(s}

EpiTrax™ - Session Logout

Your session timed out due to a long period of inactivity.
Click the Login button below to re-authenticate.

Login

The solution should have the ability to enforce password policies for
length, character requirements, and required updates in accordance with
DHHR, State, and federal security and privacy laws, policies, and/or
procedures.

SM026 1

The solution should store passwords in encrypted form in accordance
SMO027 1 with DHHR, State, and federal security and privacy laws, policies,
and/or procedures.

The solution should permit system administrators to reset authorized

SM028 1 .
solution user passwords.

The solution should allow authorized solution users to reset their own
passwords at any time by following system-defined standards in
accordance with DHHR, State, and federal security and privacy laws,
policies, and/or procedures.

SM029 1

SMO030 1 The solution should block pop-ups, spam, advertisements, and malware.

Consolidated Response to SM026, SM027, SM028, SM029, SM030: InductiveHealth’s flexible multi-factor authentication
(MFA) solution supports the requirements provided by DHHR. These same requirements are current delivered through
InductiveHealth’s delivery of WVEDSS.
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SMO031

1

The solution should have the ability to remove or disable systems,
services, components, and modules as defined by DHHR.

Response: InductiveHealth’s proposed ESS solutions include role based authorization which support this requirement.

The solution should have secure transmission and data integrity controls

SIOCE ! to detect improper modification of transmitted information.

SMO033 1 The .solution. should use Secure Socke'ts Layer (SSL) ce.rtiﬁcatt.es that are
consistent with State and federal requirements for data in transit.

SM034 1 The solution should have the ability to restrict release of sensitive data.

SM035 I The solution should support data integrity by preventing and detecting

unauthorized alteration or destruction.

Consolidated Response to SM032, SM033, SM034, and SM035: All traffic in and out of the InductiveHealth system
boundary is over 256-Bit Secure Socket Layers (SSL) [both end user and SFTP]. All authentication attempts require two (2)
factor authentication with subsequent solution specific authorization required via user name binding to limit solution specific

rights to data.

The Vendor should collaborate with DHHR to determine a security

SMO036 1 approach that integrates with other solution components to supply role-
based single-sign-on access.
The Vendor should maintain procedures that ensure all emergency and
SM037 1 non-emergency production system changes follow a DHHR-approved

change control process, including a risk analysis.

Consolidated Response to SM036 and SM037: As it does today, InductiveHealth will collaborate with DHHR and as
discussed above will following DHHR approved change control process.

The solution should support record, database, table, and field-level

SM038 1
access.
The solution should have the ability to provide authorized solution users
SMO039 1 access to view and audit records of changes to free-form text data fields
by capturing information including, but not limited to:
SM040 2 The name of the authorized solution user who updated a field
SM041 2 The date and time a field was updated
SM042 2 Others defined by DHHR

Consolidated Response to SM038, SM039, SM040, SM041, and SM042: All proposed ESS solutions implement role-
based authorization security models which restrict what individual users can see, do, and access. Each proposed ESS
solution records history to support audit of changes over time including recording the performing end user.

The solution should have data encryption standards in accordance with

SM043 1 DHHR, State, and federal security and privacy laws, policies, and/or
procedures.
The Vendor should provide documentation on how the solution governs
SM044 1 the confidential nature of information about patients and their health

information.

Consolidated Response to SM043 and SM044: The InductiveHealth private cloud follows FIPS Publication 199 guidelines

for data encryption.

The Vendor should be prepared to demonstrate how the solution

SM045 1 supports regulations governing the safeguard of information about
. patients including, but not limited to:
SMO046 2 Names
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SM047 2 Addresses
SM048 9 Medl.c-al data, including diagnosis and past history of disease or
condition
SM049 2 Test results
SMO0350 2 Treatment plans
Others as defined by DHHR, State, and federal security and privacy
SMo51 2 policies

Consolidated Response to SM046, SM047, SM048, SM049, SM050, and SM051: InductiveHealth looks forward to
collaborating with DHHR to review security controls and associated documentation.

The solution should disable accounts after three consecutive invalid log
SM052 1 in attempts and protect against further user authentication attempts
using a DHHR approved lock-out mechanism.

Response: The InductiveHealth flexible multi-factor authentication (MFA) solution currently supports a three-strike rule and
InductiveHealth will collaborate with DHHR to review InductiveHealth’s current solution against DHHR approved lock-out
mechanism requirements.

The Vendor should supply, on an annual basis, a report of the results of
a security risk assessment, including all tools used for the assessment,
and an action plan detailing the approach for remediation of security
risk vulnerabilities.

SMO053 1

Response: InductiveHealth will supply the annual report based on execution of a web vulnerability can using our
Independent Validation and Verification (IV&V) partner.

4.2 Attachment F-Mandatory Requirements

MRO18 1 The vendor must have established privacy, security, and auditing policies and procedures Security
documented in the Data Security, Privacy and Confidentiality Plan, Privacy Impact Analysis,
and Security Plan to be approved by the Agency.

MRO19 1 The Vendor must comply with the baseline security controls for moderate impact information | Security
systems as recommended by the National Institute of Standards and Technology (NIST),
Code of Federal Regulations.

MRO18 1 The vendor must have established privacy, security, and auditing policies and procedures Security
documented in the Data Security, Privacy and Confidentiality Plan, Privacy Impact Analysis,
and Security Plan to be approved by the Agency.

Consolidated Response to MR018, MR019, and MRO18: As a software-as-a-service (SaaS) organization, InductiveHealth
maintains a System Security Plan (SSP) governing all security controls based on National Institute of Standards and
Technology (NIST) Computer Security Resource Center (CSRC) for Moderate systems under Special Publication 800-53
Revision 4 Security and Privacy Control. InductiveHealth’s approach to information security is based on the management of
data under the following Controlled Unclassified Information (CUI) Categories:

1. Health Information - https://www.archives.gov/cui/registry/category-detail/health-info
2. General Privacy - https://www.archives.gov/cui/registry/category-detail/privacy.html

These CUI categories include data on:

1. Laboratory results for specific diseases
2. Health status

3. Protected Health Information

4. Patient Identifiable Information

5. Identified contacts
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6. On-going health status
7. Workup notes on the course of person’s investigation

MRO21 | 1 | The vendor must provide secure data encryption while data are at rest and in transit. | Security

Response: The InductiveHealth private cloud follows FIPS Publication 199 guidelines for data encryption in transit and at
rest.

MRO022 1 The Vendor must include in the Security Plan applicable NIST SP 800-53 security control Security
responsibilities noting which security controls are inherited by the Vendor, implemented by
the Agency, or shared by both parties. The Security Plan must be maintained by the Vendor
and outline the following:

MRO023 2 Non-compliant and required security controls Security
MRO24 2 Applied mitigations Security
MRO25 2 Plan to correct deficiencies Security
MRO026 2 Cyber security procedures and management plans Security

Consolidated Response to MR023, MR024, MR025, MR026: As a software-as-a-service (SaaS) organization,
InductiveHealth maintains a System Security Plan (SSP) governing all security controls based on National Institute of
Standards and Technology (NIST) Computer Security Resource Center (CSRC) for Moderate systems under Special
Publication 800-53 Revision 4 Security and Privacy Control.
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ATTACHMENT I: IMPLEMENTATION SPECIFICATIONS APPROACH

Instructions: The Vendor should provide a narrative overview of how the proposed system will
meet the specifications and narrative in this RFP. Use these response sections to provide specific
details of the proposed approach to meeting the implementation specifications in each process
area. Be advised, while some sections only require narrative around specifications others may
also contain pointed questions. Responses should reference specifications and relevant
mandatory requirements using the appropriate IDs from Appendix 1: Detailed Specifications
and Attachment F: Mandatory Requirements.

Responses in the sections below should be focused on DHHR business processes and
requirements. DHHR also expects the Vendor to propose its approach for meeting the narrative
included in this RFP.

The Vendor is required to respond to the headings below to provide detail regarding the
Vendor’s methodology for each project management component.

1. Project Management Methodology

The Vendor’s proposal should describe the Vendor's methodology, tools, and techniques
used tosupport projects from requirements through finished deliverables, including
deployment of the new solution, project management, checkpoints, and periodic status
reporting. The proposal should describe policies and procedures employed to ensure timely
completion of tasks in a quality fashion.

Response: Presented in further detail below, InductiveHealth utilizes a Project Management Body of Knowledge
(PMBOK) based methodologies drawing on Health and Human Services (HHS) Enterprise Performance Lifecycle
(EPLC) methodology for program delivery. For Product Development, InductiveHealth uses a Scrum
methodology and uses DevOpsSec methodology for software-as-a-service (SaaS) delivery.

InductiveHeath will meeting all mandatory requirements as identified by DHHR.

1.1. Work Plan

The Vendor’s proposal should supply a narrative describing the Vendor’s proposed
processes and methodologies for providing the scope of work described in this RFP. The
proposal should include any assumptions as well as the Vendor’s approach to meeting the
Initial Work Plan. TheVendor should include detail sufficient to give DHHR an
understanding of how the Vendor’s knowledge and approach will:

¢ Manage the work

e Guide work execution

» Document planning assumptions and decisions

+ Facilitate communication among stakeholders

» Define key management review as to content, scope, and schedule
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The Vendor should also submit an Initial Work Plan in Attachment E: Initial Work Plan that
demonstrates that the Vendor has a thorough understanding of the scope of work and project
requirements.

Response: Please reference Attachment E: Initial Work Plan that demonstrates that the
InductiveHealth Team’s thorough understanding of the scope of work and project requirements.

1.2. Issue Management
The Vendor’s proposal should describe the Vendor’s process for issue management including: issue
logging, resolution, tracking of unresolved problems, escalation procedures, closeout, and reporting
practices. The Vendor should describe its proposed approach for integration of issue management
across subcontractors, if applicable, as well as other State and Vendor project stakeholders. The
Vendor should also detail any planned use of an automated solution to supportissue management.

Response: The InductiveHealth Team will continue to support West Virginia using our pre-defined
library of project management artifacts including Issue Log. Derived from the Project Management
Institute (PMI) Project Management Body of Knowledge (PMBOK), Health and Human Services (HHS)
Enterprise Performance Lifecycle (EPLC) artifacts
[https://www?2a.cdc.gov/cdcup/library/other/eplc.htm], and delivery best practices for software-as-a-
service (SaaS) solution delivery derived from IT service management (ITSM).

Exhibit-1 provides an example of the combined Issue, Risk, Decision, and Question (IRDQ) Log
(Microsoft Excel based) to record issucs and measures issues based on Complexity (High, Medium,
Low) and Impact (Blocker, High, Medium, Low). Recognizing that Issues often span a time period, all
Issues have a Date Opened and a Rolling Status for on-going activity and discussion. Given the
importance of 100% transparency, the Issue Log will also include internal Issues such challenges that
may arise with delivery of our teaming partner — STChealth. As part of D003 — D013 Project
Management Plan deliverable, the InductiveHealth Team will further define issue management as part of
the D009 Risk and Issue Management Plan.

The IRDQ Log is managed by Michelle Brazel, PMP (Project Manager) and will be presented to West
Virginia via the Monthly Status Report and during status report meetings.

Exhibit-1: Issue Log.
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1.3. Risk Management
The Vendor’s proposal should describe the Vendor’s risk management practices, the expectedrisk
areas, and mitigation plans. In addition, the response should elaborate on the Vendor’s internal risk
management plan. This should include reference to the use of any specific methodologies, as well
as any specific tools being used.

The risk management plan should outline the process, by which, cyber risk management activitics
are conducted to identify, assess, communicate, and manage shared cyber risk. TheVendor should
provide this prior to the first implementation of the Vendor’s hosted solution.

Response: As discussed above, the Issue, Risk, Decision, and Question (IRDQ) Log will also be used to
manage identified Risks. Upon contract start, the InductiveHealth Team will seed the IRDQ Log with
an 1nitial Risk Assessment based on our current delivery to West Virginia (e.g., impact of on-going
COVID-19 pandemic response to West Virginia resource availability).

From here, Michelle Brazel, PMP (Project Manager) will have responsibility for Risk mitigation and
identification of new Risks based on Implementation phase delivery and on-going delivery in Operations
phase. As part of D003 — D013 Project Management Plan deliverable, the InductiveHealth Team will
further define risk management as part of the D009 Risk and Issue Management Plan.

In providing software-as-a-service (SaaS) solutions to West Virginia today, InductiveHealth performs
Independent Validation and Verification (IV&V) vulnerability scans through our partner Acunetix.
These web vulnerabilities proactively and independently assess potential threats based on end points
such as the EpiTrax™ Platform web portal. In the event regular scanning detects a threat or potential
threat, it will be added to the IRDQ Log for immediate discussion with OIMS representative(s).
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Vulnerability Scan 28 March 2018 at 20:03

URL : https:/fwvnbs.inductivehealth.com

Summary: No vulnerabilities or malware found

EED) o 0 LOVE O 3 26
Name Vulnerability
&= Operating System Detected FO
&=h Haost Uptime Based on TCP TimeStamp Option
= Web Server Version
&=n Open TCP Services List
#n SSL Web Server Version
= Firewall Detected )
=h TLS Secure Renegotiation Extension Support information
= Target Network Information

Exhibit-2: Example Independent Validation and Verification (IV&V) vulnerability scan.

1.4. Quality Management
The Vendor’s proposal should describe the Vendor’s approach to ensure the quality of the
solution, and include details on the management of requirements through traceability
matrices, configuration management activities, organizational readiness, and deliverables and
artifacts. The Vendor’s approach should also detail information on the proposed quality metricsas
well as the Vendor’s approach to managing solution defect and issue tracking.
More specifically, the Vendor’s approach to quality management should include, at a minimum,the
following elements:

* Management of the solution specifications. This includes identification of inconsistencies
between the specifications, project deliverables, and/or artifacts.

+ Management of the Requirements Traceability Matrix (RTM) that will be used for
specifications management. This includes detail on how the quality management approachwill
support and maintain the traceability between the specification and the proposed solution.

» Management of configuration management activities including, but not limited to, the
control and monitoring of the software library.

* Management of practices and procedures that will be followed for reporting, tracking,and
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resolving problems or issues identified in the solution’s development, transition, and
maintenance.

» The Vendor’s approach to business process changes resulting of requests from DHHR.

o The Vendor’s approach to an organizational readiness assessment of DHHR’s organization.
This may include a gap analysis and recommendations for organization changerequired to support
the solution’s implementation in the DHHR environment. This assessment should be approved a
minimum of three (3) months prior to the solution’s deployment.

o The Vendor’s approach to the quality of work products developed and delivered by the
Vendor and the Vendor’s subcontractors, if applicable.

« The Vendor’s proposed quality management approach should include detail on how the
Vendor plans to deliver signature-ready project deliverables. The Vendor should assume theState
will complete its review of signature ready deliverables within 10 business days.

» The Vendor’s approach to how quality metrics and measurements will be identified,
collected, and analyzed to ensure that quality goals, including management and DHHR

solution goals, are being met. It should also describe the types of project metrics used.

» The Vendor’s organizational structure, and the roles and responsibilities of Vendor staffas
they relate to quality management.

« The Vendor’s description of the processes and approach to manage solution defect and issue
tracking solution for tracking and resolution of items and, if applicable, how the quality
management approach will support corrective action plans (CAPs) being developed to address
more significant issues.

Response: As the basis of D008 Quality Management Plan deliverable, the InductiveHealth Team
proposes our approach to quality management below. In supporting West Virginia today, the
InductiveHealth Team has continually delivered quality solutions in alignment to Statements of Work
with a focus on continuous monitoring and quantitative measurement of activities and service targets.
Nicholas Harrar (Quality Assurance Manager) will have responsibility for the D008 Quality
Management Plan deliverable and execution of the plan.

1. Management of the solution specifications. This includes identification of inconsistencies
between the specifications, project deliverables, and/or artifacts.

The D023 Requirements Traceability Matrix (RTM) deliverable forms the basis for the solution
specification based on Appendix 1-Detailed Specs and Attachment F-Mandatory Requirements. The
D023 Requirements Traceability Matrix (RTM) will be continually updated throughout the engagement
to show implementation status and variations that are identified.

2. Management of the Requirements Traceability Matrix (RTM) that will be used for specifications
management. This includes detail on how the quality management approach will support and maintain
the traceability between the specification and the proposed solution.

Michelle Brazel, PMP (Project Manager) will have responsibility for D023 Requirements Traceability
Matrix (RTM) with Ashley McDonald (Documentation Management Lead) managing the document day

to day in collaboration with the Quality Assurance Manager (Nicholas Harrar).
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3. Management of configuration management activities including, but not limited to, the control
and monitoring of the software library.

The InductiveHealth Team uses BitBucket for Version Control across our client engagements for
managing source code, database configurations, platform configurations, and other related artifacts. For
deliverables, the InductiveHealth Team will continue to use SharePoint to organize materials with
version control and track changes. This provides a common repository for the InductiveHealth Team to
work from to ensure accurate and quality documentation.

4. Management of practices and procedures that will be followed for reporting, tracking, and
resolving problems or issues identified in the solution’s development, transition, and maintenance.

The InductiveHealth Team uses Jira Service Desk and Jira Software to report, track, and resolve
problems or issues identified in solutions. Illustrated in Exhibit-3, these are the same solutions we
currently use to support West Virginia. These solutions provide 100% transparency for West Virginia to

monitor status of open items, including progress and information that is needed by West Virginia to
resolve.

New lab to add to the Strep Pneumo NSS - WDS

&

Exhibit-3: Example Jira Service Ticket submitted by West Virginia.
S. The Vendor’s approach to business process changes resulting of requests from DHHR.

The InductiveHealth Team will first log the request as a ticket through the Jira Service Desk. This
allows an initial ‘t-shirt” sizing to take place by our Product Development and Operations Teams and /
or Subject Matter Expert Teams. A ‘t-shirt’ sizing is a simple Small, Medium, Large, X-Large that
provides a base level of effort and duration to guide initial discussions. From here, Michelle Brazel
(Project Manager) will review the ‘t-shirt’ size with DHHR to discuss urgency and prioritization against
other change requests.

Based on DHHR guidance, Michelle Brazel (Project Manager) will construct a detailed change request
estimate including:
A. Solution components impacted
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B. Level of Effort including design, development, testing, and deployment
C. Number of Sprints required

D. Potential impact to on-going operations

E. Resources required to execute change request

For internal controls, the Change Request will be reviewed with the James Maglione (Director of
Finance and Contracting) for presentation to DHHR. Based on DHHR approval, the existing Jira
Service Desk request will be transitioned to a Sprint via Jira Software for implementation.

6. The Vendor’s approach to an organizational readiness assessment of DHHR’s organization.
Reference response to Section 1.6 Organizational Change Management.

7. This may include a gap analysis and recommendations for organization change required to
support the solution’s implementation in the DHHR environment. This assessment should be approved a
minimum of three (3) months prior to the solution’s deployment.

Reference response to Section 1.6 Organizational Change Management.

8. The Vendor’s approach to the quality of work products developed and delivered by the Vendor
and the Vendor’s subcontractors, if applicable.

InductiveHealth works with public health partners in an integrated manner which we find provides
checks and balances on all work products and deliverables. This same approach will be used by
InductiveHealth in working with STChealth (sub-contractor), who has over 22 years of experience
supporting the public health mission of West Virginia.

9. The Vendor’s proposed quality management approach should include detail on how the Vendor
plans to deliver signature-ready project deliverables. The Vendor should assume the State will complete
its review of signature ready deliverables within 10 business days.

In working with over thirteen state and territorial public health agencies and federal agencies such as the
Centers for Disease Control and Prevention (CDC), the InductiveHealth Team has a robust library of
documentation that overlaps with the deliverables defined under APPENDIX 2: DELIVERABLES
AND MILESTONES DICTIONARY. This provides the InductiveHealth Team with starting points that
can be adapted to West Virginia specific needs and requirements.

As a result, the InductiveHealth Team is able to bring forward deliverables that are of high quality
having been accepted by other clients across all levels of public health. Ultimately, Ashley McDonald
(Documentation Management Lead) will have responsibility for document quality in collaboration with
Nicholas Harrar, (Quality Assurance Manager).

10.  The Vendor’s approach to how quality metrics and measurements will be identified, collected,

and analyzed to ensure that quality goals, including management and DHHR solution goals, are being
met. It should also describe the types of project metrics used.
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The basis for quality metrics and measurements are the service level agreements and performance
standards defined under APPENDIX 4: SERVICE LEVEL AGREEMENTS (SLAS) AND
PERFORMANCE STANDARDS. These metrics and measurements will be consolidated into a
Microsoft Excel workbook to document the measure and measurement, method of assessment, tools
used to automate assessment, and tracking of compliance and variance based on defined intervals.

Additionally, quality metric and measurements will be proposed by the InductiveHealth Team. Example
metrics currently performed by InductiveHealth include the average time to process an electronic
laboratory report from receipt and the average time to onboard a clinical facility to operations using the
InductiveHealth Engage, Connect, Validate, and Operate methodology.

11. The Vendor’s organizational structure, and the roles and responsibilities of Vendor staff as they
relate to quality management.

Exhibit-4 demonstrates the InductiveHealth Team’s structure and quality management roles and

responsibilities.

Project Role
Account Manager

Proposed Resource(s)
Pamela Knight-Schwartz,
MPH

InductiveHealth

Roles and Responsibilities for Quality Management
Accountable for overall quality of solution delivery including with
Service Level Agreements and Performance Standards.

Project Manager

Michelle Brazel, PMP

InductiveHealth

Responsible for overall quality of solution delivery including
execution of monitoring program for Service Level Agreements and
Performance Standards and escalation of issues and risks to Account
Manager.

(Quality Assurance
Manager

Nicholas Harrar

Responsible for execution of Quality Management Plan across
program including escalation of issues and risks to Project Manager.

STChealth
Documentation Ashley McDonald Responsible for development and assurance of high-quality
Management Lead deliverables and documents in support of Quality Management Plan.
STChealth
Test Manager Jimmy Mofadal Responsible for functional execution of solution testing in alignment
to Requirements Traceability Matrix (RTM).
Inductivelealth

Exhibit-4: Quality Management Roles and Responsibilities.

12. The Vendor’s description of the processes and approach to manage solution defect and issue
tracking solution for tracking and resolution of items and, if applicable, how the quality management
approach will support corrective action plans (CAPs) being developed to address more significant

issues.

Building on the InductiveHealth Team’s response to Item #4, Exhibit-5 illustrates our solution to the
management of defects using Jira Software which allows the linking of a defect to an originating service
request, assigned Sprint, assigned release, and overall status.
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Exhibit-5: Jira Software to support quality management.

More significant issues will be managed in the Issue, Risk, Decision, and Question (IRDQ) Log to
support corrective action plans (CAPS) that are identified by the InductiveHealth Team and / or DHHR.

1.5. Change Management
The Vendor’s proposal should describe the Vendor’s approach for change management
including, but not limited to, methodologies, tools, and processes required to appropriately
manage and document changes to the system (e.g., impact analysis, change requests.)

Response: InductiveHealth’s change management capabilities have been recognized by the Federal
government multiple times as an awardee of the General Service Administration (GSA) Multiple Award
Schedule (MAS) contract and Chief Information Officer-Solutions and Partners 3 (CIO-SP3) Small
Business (SB) contract. Additionally, InductiveHealth is an awardee of the GSA MAS Highly Adaptive
Cybersecurity Services (HACS) Special Item Number (SIN) 54151HACS and has completed Security
Assessment and Authorization (SA&A) evaluations leading to Authorization to Operate for multiple
health information systems.

Exhibit-6 brings forward key elements of the InductiveHealth Team’s change management process that
will be detailed further in the D003 — Change Management Plan deliverable. The change management
elements presented in Exhibit-6 build on our successful change management execution today on behalf
of West Virginia.

Methodologies, Tools, and Processes

Change Management Overview

Change Management
Element

Maintenance Windows

Use of predefined maintenance windows to
perform solution, infrastructure, and
network maintenance. This provides
advanced notification to project sponsors
and end users to avoid disruptions to
orkflows and data interoperability.

Predefined Maintenance Schedule (MS
Excel)

Email communication (before and after
maintenance window)

After action review to identify efficiencies
and opportunities
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Change Management Overview

Process to progress change requests, defect
solutions, and enhancements across lower
environments to facilitate testing under
‘real world’ conditions.

Methodologies, Tools, and Processes

Lower environments
Code promotion tools such as BitBucket
and deployment scripts

Test scripts to validate deployment

Release Schedule

(to be determined upon contract award).

Predefined schedule of release for solutions| e

Predefined release schedule (MS Excel)
Release Notes

Server Patching

Re-occurring maintenance windows to
perform server patching for Linux and
Windows operating systems and shared
fappliances. Patching is performed on a
regular basis to ensure information security
compliance.

Predefined Maintenance Schedule (MS
Excel)

Email communication (before and after
maintenance window)

Playbook for execution of Server Patching
and virtual machine / appliance restarts

Quality Management, implementation of
change requests

Ongoing Operational Re-occurring maintenance in Production | ¢ Maintenance varies and includes debugging
Maintenance Operations environment that does not electronic laboratory report messages that
impact end users. error due to data quality
e Identification and resolution of end user
specific errors related to data quality
Change Requests Build on response under Section 1.2, T-shirt sizing

Detailed estimate
Prioritization
Product Backlog management

Information Security /
Privacy

Continually monitoring of solution for
information security / privacy threats and
taking appropriate action.

Intrusion Detection System (IDS)
monitoring
NIST / CERT list serv monitoring

Exhibit-6: Approach to change management.

1.6. Organizational Change Management
The Vendor’s proposal should describe the Vendor's methodology, tools, and techniques for
communicating and accomplishing organizational change management for DHHR. The proposal
should discuss how the Vendor can assist DHHR in communicating, training, and implementing
organizational change to DHHR.

The Vendor’s proposed methodology should at a minimum address the following areas:
» The Vendor’s organizational change management methodology
e Determination of the impact of this change
e Methods of responding to the change, process harmonization, and approach towards

potential resistance

o Method for ensuring a successful change management program
e Lessons learned regarding change management challenges as they will impact this

project

Response: The InductiveHealth Team brings a unique organizational change management perspective
to West Virginia with the experience of implementing and operating enterprise surveillance systems
(ESS) across 13 state and territorial public health agencies. This perspective is informed by

transitioning:
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o Public health agencies from on-premises to software-as-a-service (SaaS) enterprise surveillance
system (ESS)

o Public health agencies from the NEDSS Base System (NBS) to InductiveHealth’s Epitrax™
platform

» Public health agencies from custom and commercial enterprise surveillance systems (ESS) to
InductiveHealth’s NEDSS Base System (NBS) platform

» Public health agencies from commercial enterprise surveillance systems (ESS) to COVID-19
specific solutions

This experience informs the InductiveHealth Team’s approach to organization change management

recognizing:

»  On-going demands of the COVID-19 pandemic response on local health departments and state
health departments users, subject matter experts, and decisions makers

» Organizational resistance to being required to use new solutions to accomplish day-to-day job duties

» Organizational stress resulting from risk and concern in achieving parity of current operations

» Objectors that continually focus on ‘why not’ or ‘not how we do business today’ versus solutions
and focusing on the ‘to be’ state

1. The Vendor’s organizational change management methodology

The InductiveHealth Team proposes using the Prosci 3-Phase Process change management methodology
(Phase 1 Prepare Approach, Phase 2 — Manage Change, Phase 3 — Sustain Outcomes).

2. Determination of the impact of this change

With the backdrop of the on-going COVID-19 pandemic and other high priority epidemics such as HIV,
the InductiveHealth Team rates the impact of changing the electronic disease surveillance system as a 9
on a 1 to 10 scale with 10 being the highest. This rating is based on the visibility of the data collected
within current health information systems including West Virginia’s NEDSS Base System and Chexout
solutions, which are used by the Governor of West Virginia for regular press conferences as well as to
inform Federal reporting to the CDC and HHS.

3. Methods of responding to the change, process harmonization, and approach towards potential
resistance
4. Method for ensuring a successful change management program

Drawing on the Prosci 3-Phase Process change management methodology, the following steps are

critical to manage the organizational change of this investment:

o Communicate early and often on the reason for the change and benefits across local health
departments, state health departments, the WV Health Information Network (WVHIN) and other
stakeholders and ancillary systems.

« Avoid arbitrary milestones not supported by schedules, resources, and external dependencies

« Identification of investment champions at the state and local health departments who can advocate
with the peers for the change

* Analyzing organizational structure to identify employee / manager relationships which may be
needed to address objectors and individuals’ resistance to change
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5. Lessons learned regarding change management challenges as they will impact this project

The past two years (January 2020 to January 2022) have been exceedingly difficult for state and local
public health agencies, and we advise clients to take a realistic and incremental approach to change
management to recognize resource constraints that may exist, existing workload, and personal tolerance
for disruption to job duties. Additional lessons learned include ensuring early and frequent
communication about changes that impact end users and their workflows, and clearly defining
requirements for the ESS with system demonstrations at regular intervals.

1.7. Training Approach
The Vendor’s proposal should present a narrative description of the Vendor’s proposed approachto
completion of the training throughout the contract, including the Vendor’s proposed:

o Approach to the completion of the training deliverables (as listed in Appendix 2:
Deliverables and Milestones Dictionary), including methodology for updating deliverables
throughout the lifecycle of the project.
* Approach to development, maintenance, and implementation of the Training
Management Plan, including methodologies addressing;:
o Assessment of internal and external training needs, including gap analysis
o Approach to user training, supporting all business processes as identified in theRFP
o Delivery of end-user training throughout the solution’s implementation
o Development and use of online tutorials, online help, online policy and procedure
manuals, and hard copy user manuals for the delivery of training
o Development and use of live, web seminar, and video-based training
o The target audiences for training, including DHHR staff, Vendor staff, clients,
providers, and third-party stakeholders who work in the system

o Plan to provide and/or leverage existing State training facilities to perform end-user
training detailed in this section.
o Tools the Vendor will use to support training
o The planned curriculum for each system user role and audience
o Initial training schedule
o Version control and maintenance of training documentation
o Training evaluation, including the use of evaluation survey tools to determine
whether the trainings produced the expected results
o Initial and ongoing training outcomes tracking and reporting, including information
such as, but not limited to, the number of training sessions, type of training, training
locations, number of trainees, and information regarding the actualtraining results and
recommendations for follow-up training
o Approach to “train-the-trainer” activities during the Operations Phase.
e Approach to role-based training during both implementation, and maintenance and
operations

Page | 157 InductiveHealth Informatics, Inc.



REQUEST FOR PROPOSAL
CRFP MIS2200000001-ENTERPRISE SURVEILLANCE SYSTEM

¢ Approach to development of training materials
e Approach to training evaluations

Response: In compliance with Appendix 1 — Detailed Specifications, the InductiveHealth approach to
implementation project management includes a detailed training plan, reviewed with state stakeholders
prior to DHHR approval. The detailed training plan will include activities that meet or exceed the
requirements documented in this RFP.

The InductiveHealth Team has trained thousands of end users, Technical Administrators, and ‘Train the
Trainers’ on electronic disease surveillance systems (EDSS) including use of multi-factor authentication
(MFA), application of EDSS to day-to-day job duties, and use of EDSS to conduct data analytics to
support on-going disease surveillance.

Notably, InductiveHealth applied our InductiveHealth University curriculum to recently train 600 end
users for the State of Oklahoma that includes a mix of virtual, pre-recorded training, development of
roles and responsibilities matrix, and frequently asked questions (FAQs) on secure login steps.

1. Approach to the completion of the training deliverables (as listed in Appendix 2: Deliverables and
Milestones Dictionary), including methodology for updating deliverables throughout the lifecycle of
the project.

Training-related deliverables will be the responsibility of Michelle Brazel (Project Manager) with the
support of Ashley McDonald (Documentation Management Lead). Michelle and Ashley will
collaborate with our Subject Matter Expert Team who provide guidance and conduct virtual and pre-
recorded trainings based on specific solutions.

2. Approach to development, maintenance, and implementation of the Training Management Plan,
including methodologies addressing:

The InductiveHealth Team will draw upon our InductiveHealth University curriculum which contains
pre-documented courses and progressions including artifacts for each training such as PowerPoint slides
to supplement content containing predefined activities for end users to execute. InductiveHealth finds
that pre-recorded, virtual trainings work best for most end users and that virtual, instructor-led training
work best for ‘train the trainer’ and technical administrator trainings.

3. Approach to role-based training during both implementation, and maintenance and operations
Role-based training is a key part of the InductiveHealth University training curriculum as most end users
only require Introductory training. The InductiveHealth Team takes a targeted approach to training,
providing only the training that end users require to complete their job duties.

4. Approach to development of training materials

The InductiveHealth Team adds to InductiveHealth University training curriculum as new features are
implemented in solutions and based on analysis of service requests submitted to our Help Desk where

patterns are identified on consistent themes that could be addressed through training,
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5. Approach to training evaluations

As part of InductiveHealth University, the InductiveHealth Team collects real-time quantitative
feedback during virtual, instructor driven training and we ask end users to submit a quantitative rating
when completing pre-recorded, self-paced training. The InductiveHealth Team then correlates training
scores to end user Help Desk activity to determine patterns that need to be addressed in training
curriculum.

2. Implementation Methodology
The Vendor should respond to the headings below and describe the overall approach for the
following areas of system development life cycle (SDLC) and support. The response should
include what the Vendor believes will be an effective process for each component and flow
between each of the areas listed below.

2.1. Requirements Analysis and Solution Design Methodology
The Vendor’s proposal should describe the Vendor’s approach to requirements analysis and the
design of the solution. This should include in the response a description of what the Vendor believes
will be an effective system architecture and design methodology.

During the solution’s design, the Vendor should conduct requirements analysis, during which the
Vendor reviews, refines, and seeks approval for all preliminary requirements included in this RFP, and
add requirements where gaps are identified through a detailed analysis exercise. The result should be a
final set of detailed requirements to be used for building the ESS. These requirements should be the
basis for the Vendor to create usage scenarios and detailed business process workflows.
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During the solution’s design, the Vendor should develop detailed specifications that demonstratethat
the solution meets the IT needs to support business processes. The system requirements andlogical
description of the entities, relationships, and attributes of the data documented during therequirements
analysis should be further refined and allocated into system specifications that are organized for
implementation.

The solution design and its multiple components should be developed in conjunction with the
Project Work Plan as follows:
o The first component should be a Preliminary System Design, which outlines the overall
functions that will be developed or configured, their interactions, components, and high-level
architecture.
e The second component should be a DSD, which will include the planned implementation
details of the design for each component, interactions, and place in the overall technical
architecture.
o The third component should be the Final System Design, which will give the actual
implementation details of each component and sub-component from a functional and
technical perspective, including the final architecture implementation.

The Vendor’s proposal should also describe its approach to conducting requirements validation
sessions. The Vendor’s proposal should also include the number and topics of the sessions to beheld
in support of the requirements validation sessions.
The Vendor’s proposed approach to requirements analysis and solution design should also
include detail on the following:

e Process for identifying and resolving gaps between the Vendor’s and DHHR’s

understanding of an RFP specification.

« How the solution’s design will include collaborative design with functional and technical

subject matter experts.

o How the Vendor intends to obtain DHHR’s approval on RFP specifications.

» Design documentation for all project deliverables delivered during the Solution Planningand

Solution Design, Testing, and Operations task groups.

The Vendor should propose an approach describing how the ESS design will integrate with other
surveillance components and the DHHR enterprise. The Vendor should also propose howdesign
decisions will be coordinated across all functional areas.

Response: Based on the functional and non-functional requirements defined in Appendix 1-Detailed
Specs and Attachment F-Mandatory Requirements, the InductiveHealth Team has designed our
proposed solution using proven disease surveillance solutions and tools delivered using a software-as- a-
service (SaaS) model with a focus on providing DHHR with a minimally viable solution from which to
conduct requirements analysis and solution design methodology in collaboration with project sponsors
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and stakeholders. The InductiveHealth Team finds that requirement analysis and design validation is
best accomplished through working software. This real-time validation of workflows and features
ensures that disease-specific nuances in workflow are identified, and avoids negative downstream
impacts to activities such as nationally notifiable disease reporting to the CDC,

The InductiveHealth Team is aware that DHHR intends to implement only enterprise surveillance
solutions that have been implemented in multiple other public health agencies. As a result, the
InductiveHealth Team is heavily focused on identified functional and non-functional requirements and
key configurations that are specific to DHHR. The InductiveHealth Team also plans to use this phase to
study the Current Surveillance Systems defined in Section 4.1.6 to identify specific workflows and use
cases and map these to the proposed ESS solution. This is a critical step as it informs the data
conversion strategy, approach, and timeline presented in Section 2.1. Data Conversion Strategy,
Approach, and Timeline.

As part of the Implementation phase, the InductiveHealth Team will update the Requirements
Traceability Matrix (RTM) to indicate what is accomplished ‘out of the box’ through a minimally viable
solution including key information security features such as multi-factor authentication for end users.
Iteration of the proposed solution diagram presented in Exhibit 7 with be accomplished by Casey
Murray (Technical Lead) will collaborate with Doug Hamaker (Implementation Manager) and Doug
Michaelson (Information Security Architect / Privacy Data Protection Officer). This resource mixture
provides DHHR with not only technical expertise but deep experience in the application of disease
surveillance procedures to health information systems.
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Exhibit-7: Proposed ESS Solution.

The progressive elaboration of the functional and non-functional requirements and the proposed solution
will enable DHHR to readily identify extension and ancillary data integrations including prioritization
based on level of effort and impact to public health outcomes. For example, given ‘out of the box’
features of EpiTrax™, DHHR may determine to accelerate integration with WVSIIS as opposed to
prioritization of a new feature that requires additional software development cycles.

2.2. Solution Configuration Methodology
During the Configuration Phase, the Vendor’s system design team should take the detailed logical
information documented in the System Design Phase and transform it into an executableform to
ensure that all individual components of the automated system/application function correctly and
interface properly with other components.

The Vendor’s proposal should describe the Vendor’s system configuration methodology. The
response should include a description of what the Vendor believes will be an effective system
configuration methodology (e.g., Waterfall, Agile) for both the Vendor and DHHR during the
implementation of the proposed solution.

The Vendor’s proposal should present a narrative description of the Vendor’s proposed approachto
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solution configuration, including the Vendor’s proposed:

» Software solution, including a description of the solution’s ability to accommodate the
current and future business and technical needs of DHHR. The solution should also describethe
methodology and approach for the following:

o Regular system maintenance, performance optimization, resource capacity

utilization, capacity planning, and capacity expansion

o Compatibility of all hardware, software, and communications components

installed for use DHHR staff with the most current West Virginia Office of

Technology (WVOT)-supported versions.
» Methodology and approach for implementing and maintaining solution documentation,
including data structures, entity relationship diagrams, user manuals, and all other
documentation related to the ESS platform, operating system, and programming language
* Methodology and approach to preparing, maintaining, and distributing user documentation for
cach business process, including a description of how it is to be used as the basis for User
Acceptance Testing (UAT) and training, as well as the use of final versionsfor training before the
start of operations
» Methodology and approach to programming and unit testing on all system functions to
ensure that a single component can function correctly on a standalone basis
» Methodology and approach ensuring that the configured solution meets design criteria
e Methodology and approach ensuring installation and enhancement or modification of the
components of the proposed solution meet the specifications DHHR developed and approved

Response: Building on our response to Section 2.1. Requirements Analysis and Solution Design
Methodology, the InductiveHealth Team are experts in the configuration and deployment of the
proposed ESS solution presented in Exhibit-7. As a result, the InductiveHealth Team can focus on
configuration, integration, and gluing components together rather than from scratch custom software
development.

The InductiveHealth Team’s methodology for Solution Configuration Methodology is led by Doug
Hamaker (Implementation Manager) who has provided similar services to 12 other public health
agencies. Doug and InductiveHealth operate with a focus on asking the right questions at the right time
on disease specific needs, including data entry form implementation and identifying key public health
decision support rules needed to introduce automation into existing surveillance processes (e.g.,
automated closing of negative findings for chlamydia laboratory results). It is important to note that as
the current partner entrusted to manage DHHR’s NEDSS Base Systernh (NBS), the InductiveHealth
Team is able to extract many of the required configuration elements from West Virginia’s existing
surveillance practices. This benefits DHHR by limiting the time required by end users and program area
disease specialists.

For functional and non-functional requirements that require development (e.g., new features,
enhancements to existing features), the InductiveHealth Team uses Scrum methodology characterized by
two (2) week Sprints, task board managed in Jira Software, BitBucket for version control and code

Page | 163 InductiveHealth Informatics, Inc.



REQUEST FOR PROPOSAL
CRFP MIS2200000001-ENTERPRISE SURVEILLANCE SYSTEM

review, and test automation frameworks just as Junit. Managed by Casey Murray (Technical Lead),
every three (3) Sprints, the InductiveHealth Team revisits the product backlog, and provides
demonstrations to project sponsors and stakeholder every two (2) Sprints. At the end of every three (3)
Sprints, the InductiveHealth conducts retrospectives to identify velocity, technical debt, and items for
the product backlog. Outputs of Sprints are then assigned to a Release Schedule per the Change
Management Plan and maintenance window schedule.

In the case of data integration and ancillary data integrations, the InductiveHealth Teams uses a
DevSecOps model highlighted by a kanban board. Data integrations often have a greater urgency and
are managed under the Technology Team by Page Smith (Manager) using a separate pool of data
integration and Health Level Seven (HL7) experts.

2.3. Data Conversion Strategy, Approach, and Timeline
The Vendor’s proposal should describe what the Vendor believes to be an effective data migration
and conversion strategy and approach for supporting migration of data from the current solutions
(Section 4.1: Background and Current Operating Environment) to the proposed solution
(Section 4.3: To-Be Enterprise Surveillance System (ESS) Environment).The Vendor’s proposal
should also describe how the Vendor will ensure data integrity and consistency through all phases
of the project.

Response: Based on the inventory of Current Surveillance Systems defined in Section 4.16 of the RFP,
Exhibit-8 introduces the InductiveHealth Team’s data conversion approach including proposed
timelines with further detail to be provided in the D031 — Data Conversion Plan deliverable.

It is important to note that for the West Virginia Electronic Disease Surveillance System
(WVEDSS), DHHR should carefully evaluate vendors for a complete data conversion strategy
given WVEDSS represents 1) the data processing layer for all electronic laboratory results (and
electronic case reports) received by West Virginia, 2) the integrated repository of reportable
disease data, and 4) West Virginia’s mechanism for meeting Federal requirements for nationally
notifiable disease reporting. In short, simply migrating the data from the NEDSS Base System
(NBS) to a new solution will fall short for a data conversation approach.

The InductiveHealth Team highlights the magnitude of the surveillance data contained in WVEDSS as it
directly impacts data integrity and consistency in the ‘To Be’ solutions. Only the InductiveHealth Team
has the insights and expertise in extracting and interpreting WVEDSS data for mapping and conversion
to the ‘To Be’ solution elements including avoidance of duplicating data contained in both WVEDSS
and Chexout and mitigation of breaks in nationally notifiable disease reporting.

Current Data Conversion Approach Data Volumes ‘To Be’ Recommended
Surveillance (Approximate) Solution Timeline

System
est Virginia

Prior to initial Go-
Live for diseases

Communicable Disease Data: EpiTrax™
onversion of surveillance data going
back to March 2011 consisting of
Patients, Investigations, Morbidity
eports, Laboratory Results, Contacts,

Interviews, Attachments, DHHR specific

e 12M+ patient records
e 180,000+ Investigation
records across all
reportable diseases

o 10M+ laboratory results
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Data Conversion Approach

data variables, Co-Morbidities,

Data Volumes
{(Approximate)

e 2M+ Providers

‘To Be’
Solution

Recommended
Timeline

prioritized with

Providers, Organizations DHHR.
Rhapsody Data Integration Engine: |e 5,000+ lines of custom [Rhapsody Data |Prior to initial Go-
Filters, translations, and validating logic | integration logic Integration Live
designed to convert HL7 messages into Engine
the NEDSS Base System interface
schema.
Business Logic to be changed to convert
HIL7 messages to the EMSA™ interface
schema.
Electronic Laboratory Reporting e 10.4M+ individual EMSAT™ Prior to initial Go-
1(ELR)5 messages Live
electronic Case Reporting (eCR): e < 1000 individual EMSAT 10 be prioritized
messages with DHHR based
lon CDC/ELC
requirements.
Nationally Notifiable Disease (NND) le 162k+ message requests|EpiTrax™ NMI |Prior to initial Go-
Reporting to CDC for NNDSS: Module Live
Chexout (COVID-19 Investigation Data: Data volumes to be EpiTrax™ To be prioritized
Conversion of surveillance data using  |determined upon award. with DHHR based
the CDC surveillance form. on pandemic status
t Go-Live
COVID-19 Contact Data: Contact Data volumes to be EpiTrax™ T'o be prioritized
tracing data for COVID-19 patients, determined upon award. with DHHR based
exposures, and person under on pandemic status
investigations. at Go-Live
COVID-19 Laboratory Result Data: |[Data volumes to be EpiTrax™ To be prioritized
[ aboratory results indicating both determined upon award. with DHHR based
positive and negative findings for on pandemic status
COVID-19 and related respiratory at Go-Live
diseases.
It is important to note that the majority
of the Laboratory Result data in Chexout
is sources from the WVEDSS.
COVID Documents: Artifacts related to Volumes and types of I'o be discussed [To be prioritized
Outbreak COVID-1 pandemic response Ertifacts to be assess upon [with DHHS upon|with DHHR based
Management ward. award. on pandemic status
at Go-Live.
Text Ilness COVID-19 Symptoms and Monitoring/Data volumes to be Respond Plus™ [To be prioritized
Monitoring Data: Convert monitoring and symptom |determined upon award. with DHHR based
(TIM) data consisting of web surveys. on pandemic status
at Go-Live.

Exhibit-8: Data conversion strategy.

3. Deployment Methodology
The proposal should describe the Vendor’s overall approach regarding the following areas
of SDLC and support. The response should include what the Vendor believes will be an effective
process for each component and flow between each of the following areas:
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o Implementation/Rollout Planning

o Implementation Methodology and Timeline
¢ Issues, Challenges, and Risks

e Lessons Leamed

Response: Based on the functional and non-functional requirements defined in Appendix 1-Detailed
Specs and Attachment F-Mandatory Requirements, the InductiveHealth Team has designed our
proposed solution using proven disease surveillance solutions and tools delivered using a software-as-a-
service (SaaS) model with a focus on providing DHHR with a minimally viable solution from which to
conduct requirements analysis and solution design methodology in collaboration with project sponsors
and stakeholders.

The InductiveHealth Team is aware that DHHR intends to implement only enterprise surveillance
solutions that have been implemented in multiple other public health agencies and is not focused on the
procurement of fully custom software.

With this backdrop, the sub-sections below discuss the InductiveHealth Team’s Deployment
Methodology which is in use today as part of InductiveHealth’s delivery for WVEDSS and team
member STChealth’s delivery of WVSIIS.

3.1. Implementation/Rollout Planning
The Vendor’s proposal should describe the Vendor’s methodology, tools, and techniques for
implementation/rollout planning. The Vendor should include what specific staging, readiness and
deployment techniques it will use to determine the proper sequencing of deployment processes and
functions required for successful implementation.

The Vendor’s proposal should include, but not be limited to, details on its approach and
methodology for the following:

o Completing all Solution Deployment task group rclated deliverables

o Obtaining approval of all Solution Deployment task group related deliverables and

milestones

¢ Operational readiness and operational readiness testing (ORT)

¢ Emergency back-out strategy

o Pilot testing

o Confirming stakeholder readiness for new solution implementation

The Vendor’s proposal should also include details on the Vendor’s approach to supporting
and/or supplying:

« System documentation

¢ User documentation

« Reports

¢ Report distribution schedule
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» Production environment, including the final production schedule
e Data conversion

e Pre-implementation training

o Updates to project management plans for operations

Response: With further detail provided on sequencing and tasks in Attachment E: Initial Work Plan,
implementation/rollout planning is a core competency of the InductiveHealth Team having implemented
and deployed over 50 major and patch releases across WVEDSS and WVSIIS for DHHR. This also
provides DHHR the benefit of software-as-a-service (SaaS) delivery model and utilization of EDSS in
use by multiple other public health agencies. in use by multiple other public health agencies.

Having conducted over 16 go-lives of mission critical disease surveillance systems, Exhibit-9 brings
forward the InductiveHealth Team’s approach for implementation/rollout planning of ESS on behalf of
DHHR. Referred to as the “Go-Live” plan, these items are typically started within 30 days of the
production Go-Live milestone and extend 30 days past Go-Live. The InductiveHealth Team’s
approach is governed by a deep commitment to 100% transparency, not surprising our clients
with last minute delays, and providing quantitative measurement supported by documentation on
solution readiness for production operations.

Approach Approach Overview Benefit to DHHR

DHHR Overseen by Pamela Knight-Schwartz, MPH  |100% transparency into status of Go-Live
‘Communication Account Manager) Managed by Michelle activities supported by quantitative measures of
Brazel, PMP (Project Manager), daily progress and readiness.
communication through stand-up meetings with
DHHR project sponsors to review status of
project deliverables and outstanding issues
impacting Go-Live.
Trading Partner Predefined communication strategy using As the InductiveHealth Team currently manages
Communication existing email templates to electronic trading  [all trading partner secure communication and

partners (e.g., reference laboratories, hospitals, jmessage processing, Go-Live activities should
'WVHIN) informing them of the planned go-livejnot impact trading partners.

and identifying any potential impacts.
ICDC Communication Direct communication with CDC Epidemiology [The InductiveHealth Team has existing

and Laboratory Capacity (ELC) Cooperative  [relationship with CDC/ELC and CDC/CSELS
Agreement and CDC Center for Surveillance, to assist DHHR in navigating to the right
Epidemiology, and Laboratory Services resources to inform and collaborate with on
(CSELS) communicating Go-Live status and  [nationally notifiable disease reporting.
impacts, if any, to nationally notifiable disease
reporting or similar data streams.

Consortium Direct communication with EpiTrax™ By using the EpiTrax™ platform, DHHR has
Communication Consortium led by the Utah Department of the benefit of multiple jurisdictions using a
Health consisting of multiple other common EDSS.

jurisdictions. The Consortium is an excellent
source of information for best practices and
surveillance approaches using EpiTrax™
End User Predefined communication strategy using The InductiveHealth Team will provide specific
‘Communication existing email templates to end users including |quantitative metrics on user account
confirmation of user account provisioning and [provisioning including identifying those
Go-Live cut-over strategy for when surveillancefaccounts where DHHR follow-up is needed.
[should be transitioned to the new ESS solution.
21 Day Plan [Detailed plan documenting the key event for  [Provides DHHR with specific actions by day to
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Approach

Approach Overview
cach day in the 21 days prior to Go-Live.

Benefit to DHHR
iset expectations and identify risks to be
monitored throughout the Go-Live.

Test Case Suite

Predefined test case suite designed for
EpiTrax™ platform with scripts executed by the
InductiveHealth Team to validate the
Production environment.

Test case suite is provided to DHHR for review
including triage of identified challenges with
mitigation schedule and action plan.

the Production solutions.

Parity Testing Quantitative analysis from conducting parity  |Demonstrates to DHHR that parity testing
Analysis testing across end users (disease surveillance), [across new ESS solution matches utilization of
input trading partners (e.g., electronic current systems.
laboratory reporting, electronic case reporting),
and external trading partners (e.g., CDC NND,
eHARS data extract).
Data Migration (Quantitative analysis from conducting the Demonstrates to DHHR that current system data
IAnalysis migration of data from current systems is successful migrated and documents the
demonstrating record counts and adherence to  [location and retention method of existing
West Virginia record retention regulations. current systems.
Independent I'ypically conducted 7 days prior to Go-Live, [Result of IV&V are reviewed with DHHR to
Validation and consists of an Independent Validation & demonstrate no web vulnerabilities were
Verification (IV&YV) Verification (IV&V) web vulnerability scan of |independently identified.

Disaster Recovery
[Exercises

[Typically conducted 7 days prior to Go-Live, a
full disaster recovery exercise is conducted
consisting of restoring operations at the virtual
machine (VM) level and the database level.

Results of disaster recovery exercise are
provided to DHHR including screen shots
showing time stamps, technical job execution,
land successfully restoration.

Help Desk Training

For designated users, training on use of
InductiveHealth’s Help Desk including how to
submit a request and confirming email
communication is working correctly based on
hublic health agency firewall and email rules.

Ensures that designated users are able to interact
with the Help Desk as needed and when needed.

Open Bridge Lines

For 30 days after Go-Live, the InductiveHealth
T'eam provides open bridge lines at multiple
points during the day for end users to ask
questions or report challenges.

Provides DHHR with near real-time mechanism
to collect feedback and proactively address
challenges across all local health departments.

Transition to
lOperations

30 days after Go-Live milestone, the solution is
transferred to operations.

Provides BHHR with streamlined, effective, and
efficient support under InductiveHealth’s
proven support processes.

Exhibit-9: The InductiveHealth Team’s approach to implementation / roll-out.

3.2. Implementation Methodology and Timeline
The Vendor’s proposal should describe an effective implementation and deployment strategy. In
addition, the Vendor’s proposal should include what the Vendor believes would be a realistic
implementation approach and timeframe for the implementation of a solution that would meet
DHHR’s specifications. Please keep in mind DHHR desires a solution that can be implemented within
one year or less. If some of the solution specifications are not part of the standard solution(available
now or via configuration), please describe a proposed phasing methodology to deliverfull
functionality. Please reference the Vendor’s Initial Work Plan and WBS in Attachment E: Initial

Work Plan.

Response: With further detail provided on tasks and timeline in Attachment E: Initial Work Plan,
Exhibit-10 presents the high-level timeline for implementation of the ESS solution. Recognizing
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DHHR’s goal to have a solution implemented in one year or less, the InductiveHealth Team has

designed the implementation timeline recognizing the following factors:

e Deployment of existing disease surveillance systems solutions delivered through sofiware-as-a-
service (SaaS) models

e Need to progressively elaborate on delivery of features focused on minimally viable requirements
followed by deployment and configuration of complementary features and requirements

e Annual reconciliation process Morbidity and Mortality Weekly Report (MMWR) reporting for State
level and CDC Nationally Notifiable Disease Surveillance System (NNDSS) reporting

e Ongoing impact and availability of the COVID-19 pandemic to state and local health department
resources

e Magnitude of data in current systems that needs to be migrated to ESS solution to ensure
comprehensive disease reporting especially for longitudinal reportable diseases

® Recognition of expanded Federal requirements for data interoperability driven by the Centers for
Medicare & Medicaid Services (CMS)

Impl tion and Operations

Enterprise Surveiillance System (ESS) Gantt View Year 1 Years 2 to 8
| Month = |
_WBS_| Task Name 1727345678 e[t 11 [12]| 2|3 | 4|5 |6tos
1 West Virginia Enterprise Surveillance System (ESS) Program
1.1 Project Initiation and Planning
1.2 Solution Planning 7
1.3 Solution Design, Testing, and Operational Readiness
1.31 Solution Design, Testing, and Operational Readiness 1
1.3.1.1  User Acceptance Testing
1.4 Solution Deployment . Additional Release
1.4.4 Go-Live . ) ) ‘(‘EVIot;‘LI:I; ;15‘9'::;:95 L / within 11 months
1.4.5 Additional Release *
1.5 Project Monitor and Control Ongoing Project Detivery
1.6 Software-as-a-Service Ongoing Saas Delivery
1.7 Change Management Ongoing Change Management
1.8 Account Management Ongoing Account Management
1.9 Epidemic and P; ic R As Needed

Exlrlibit-10: The InductiveHealth Team’s timeline is realistic and feasible.

3.3. Issues, Challenges, and Risks
DHHR is interested in any information that might help identify issues, clarify the specifications,
reduce risk of the procurement, and identify issues and challenges of designing and implementing the
proposed solution. Please highlight any concerns or recommendations in this section.

Response: The InductiveHealth Team greatly appreciates the opportunity to communicate issues,
challenges, and risks associated with the West Virginia Enterprise Surveillance System (ESS) Program
and has identified the following for DHHR consideration:

1. Risk: Need exists for clear lines of decision-making within DHHR to avoid the possibility of
implementation phase delays. The InductiveHealth Team recommends that DHHR appoint a single
point of contact who has scope decision making authority.

2. Risk: Clarifying expectations of project sponsors and stakeholder that the West Virginia
Enterprise Surveillance System (ESS) Program is focused on procurement of software-as-a-service
(SaaS) solutions and not procurement of custom development capabilities to construct a new, from
scratch surveillance systems for the specific needs of DHHR. The InductiveHealth Team recommends
clear communication on expectations for this procurement after award and kick-off.

3. Challenge: Given the on-going impact of the COVID-19 pandemic, the InductiveHealth Team
expects reduced levels of availability from project sponsors and stakeholders and greater importance in
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ensuring parity of operations given the urgency in data reporting and analytics related to the COVID-19
pandemic. In currently delivering the same and similar services to DHHR, the InductiveHealth Team,
and only the InductiveHealth Team, can reduce activities given our insights and stewardship of
WYVEDSS including all electronic laboratory reporting (ELR) data processing.

3.4. Lessons Learned
DHHR would find it helpful to understand what the Vendor sees as the successes and primary
challenges in the implementation of similar systems. In order to gain this insight, DHHR wouldlike
to draw upon the Vendor’s experiences with similar projects. Please describe any lessons learned
from the Vendor’s relevant experience and how those lessons learned will impact theVendor’s
approach to this project.

Response: The InductiveHealth Team provides the same and similar systems across the United States
today. We continually gather and implement lessons learned from the modernization of health
information system capabilities. Combining these lessons learned with our insights from currently
delivery to DHHR, the InductiveHealth Team brings forward the following lessons learned to West
Virginia Enterprise Surveillance System (ESS) Program:

1. Solution Perspective: As DHHR intends to procurement disease surveillance capabilities used
by multiple other public health agencies, it is important for end users, stakeholders, and project
sponsors to recognize that enterprise disease surveillance systems have a perspective on how
disease surveillance should be conducted with core features built around this perspective. As
part of the Project Initiation and Planning activities, the InductiveHealth Team will carefully
review these perspectives with DHHR by comparing and contrasting our proposed solution to
current surveillance systems.

2. Incremental Elaboration: The InductiveHealth Team does not recommend “big bang”
Implementation phases where all requirements are a part of the same release at a given point in
time. Rather, the InductiveHealth Team advises clients to focus on incremental elaboration
whereby a minimally viable solution is provided at Go-Live followed by additional releases of
features and solutions. The InductiveHealth Team finds this reduces the stress on end users and
project sponsors while recognizing the importance of organizational change management and
continuous progress toward deliverables and milestones.

4. Testing
The primary purpose of the Testing Phase is to determine whether the designed or configured
solution is ready for implementation. During the Testing Phase, formally controlled and focused
testing is performed to detect errors, issues, and defects that need to be resolved.

DHHR envisions the stages of the Testing Phase occurring concurrently with the design and
Configuration Phase, with testing for each development iteration. Testing should occur throughout
the design and configuration process, and the initial planning for testing activities should occur early
in the project. DHHR recommends that planning for the Testing Phase occuras early in the project as
possible to ensure successful testing results.
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DHHR defines the types of testing as follows:
e Unit Testing: Unit testing assesses and corrects the functionality of individual or small groups
of code or modules. Unit testing ensures the various objects and components that make up the
system are individually tested, and that errors are detected and corrected prior toexiting the
development environment.
» Integration Testing: Developers perform integration testing after integrating completed
components or modules into the overall system codebase. This testing ensures that the completed
components or modules work at a level of efficiency acceptable to DHHR and thatexisting
components and shared components have not been broken by the new module.
e Iterative Functional Testing: Iterative functional testing ensures that the components
developed for each logical iteration of the system meet all functional and technical
requirements as defined and approved by DHHR.
* System Integration Testing (SIT): SIT assesses the functionality and interoperability ofthe
solution and the multiple other systems and subsystems it interacts with, such as databases,
hardware, software, rules engine, document management system, identity management system,
workflow, interfaces, and web services, and their integration with infrastructure into an overall
integrated solution. This test includes a test installation and configuration of the solution, with a
subsequent functional regression test to confirm the installation’s success.
o Interface Testing: Interface testing ensures the completeness of interface developmentand
the readiness of developed interfaces for integration in the wider system.
e Regression Testing: Regression testing assesses the integrity of the solution subsequentto
the deployment of new solution components and/or fixes.
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e End-to-End Testing: End-to-end testing is a quality assurance testing methodology that
strives to ensure correct functioning and performance of applications in production-like
scenarios. This methodology checks if an application performs as designed on all levels and
across all subsystems. It is intended to encompass testing for the solution’s key business and
functional processes in their entirety from their start through completion.

o Security Testing: The testing of functional, technical, infrastructure, and operational
solution components to ensure the solution and operations meet all security requirements.

e Performance Testing: Performance testing ensures that the solution meets the minimum
performance service levels required by DHHR, in terms of query and page response times under
simulated load for a number of users for multiple concurrent functions in a

given period. Performance testing scenarios take into account expected peak period volumesfor
application processing such as closing of open enrollment periods.

e Usability/Accessibility Testing: Usability testing ensures the solution user interface
design takes into account usability considerations for its target user groups.

e Browser Testing: Browser testing ensures that the solution operates in the most likely
configurations of browser versions and operating solutions. The Vendor is responsible for
providing the machine configurations to perform all necessary browser testing. Browser testing
also includes the testing of mobile view and mobile browsers.

e User Acceptance Testing (UAT): UAT ensures that the developed system meets all
expectations of DHHR and all solution users. UAT test scripts cover all facets of the system,and
the Vendor should be responsible for drafting all UAT scenarios and cases per

DHHR’s direction. DHHR will be responsible for identifying the participants involved in
UAT, for the overall execution of UAT scripts, and for any ad-hoc UAT testing.

+ Data Conversion Testing: Data conversion testing ensures that data migrated from the
current solution are brought across to the new solution in a usable, complete, correct, and
expected state.

e Operational Readiness Testing (ORT): ORT is performed to examine the operational
capability of the solution and its associated processes and procedures. ORT focuses on the
validation or verification of the processes involved primarily outside the system.

o Parallel Testing: Parallel testing is a method of comparing the activities and/or data ofthe
old solution against that of the new solution. In order to reduce risk, the old and new solutions
run simultaneously for some period after which, if criteria for the new solution ismet, the old
solution is disabled.

The Vendor’s proposal should describe the Vendor’s understanding of the aforementioned testing
types, and should include detail on the approach and methodology for the following:

o All aforementioned testing types, as well as any others the Vendor plans to deploy

o Timing for execution of each testing type
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o Usage of tools the Vendor proposes be used in support of each testing type

» Testing environments to be used in support of each testing type, and for all necessary
testing activities

» Validating the traceability of requirements throughout the testing process

The Vendor’s proposal should include details on the Vendor’s proposed source code management
tool, as well as on the project repository that will be used to store usage scenarios,use cases,
requirements, designs, test scenarios, test cases, test results, and other project artifacts.

The Vendor’s proposal should also present a narrative description that includes the following:
» Approach to completion of the Solution Design, Testing, and Operations task group’s
testing-related deliverables.

e Approach to obtaining DHHR’s approval of the testing-related project milestones
including the proposed acceptance criteria for each milestone.
¢ Approach to:
o Working with federal partners, DHHR, and/or any other Vendors throughout all
testing phases
o Developing test cases and scripts to thoroughly test system functionality
o Supplying documentation of each testing type
o Preparing data for each testing type
e Details on the support the Vendor intends to supply during UAT, such as the Vendor’s
approach to:

Developing the UAT Plan, scripts, cases, timeline, and supporting processes

Preparing test data

UAT results analysis, identification of defect severity, and defect resolution

Defect tracking, repair, and reporting

UAT final report that includes:
= A certification letter stating that UAT was successfully completed
* A list of all defects and issues
= A list of all resolved critical defects and/or issues

» The Vendor’s proposal should include detail on the approach to ORT including:

o ORT approach

o ORT final report that includes:
= A certification letter stating that UAT was successfully completed
» A list of all defects and issues
* A list of all resolved critical defects and/or issues

o O O O

Response: As described in Section 1.2 — Issue Management, InductiveHealth meets or exceeds all
requirements documented in Appendix 1- Detailed specifications, as part of its proven implementation
project methodology. As part of our project documentation which includes a detailed test plan,
InductiveHealth will work closely with DHHR to ensure that all proposed and planned testing meets the
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guidelines put forth in this RFP.

As requested by DHHR for the West Virginia Enterprise Surveillance System (ESS) Program, the
InductiveHealth Team is bringing forward solutions that are used today across public health agencics to
support diseases through a software-as-a-service (SaaS) model. This provides DHHR with the benefit of
using solutions that are used in today for mission critical surveillance activities including testing under a
variety of performance and reportable disease needs. During the Implementation phase, testing
activities will be managed by Jimmy Mofadal (Test Manager) and focused on testing integration touch
points and DHHR specific needs. Examples of this include West Virginia specific data variables to
support sexually transmitted disease and HIV surveillance related to needle sharing.

Exhibit 11 presents the InductiveHealth Team’s approach to the types of testing identified by DHHR
and includes emphasis on promoting new releases, patches, data integration in lower environments for
evaluation prior to promotion into Production. Further, the InductiveHealth Teams understands the
importance of using testing with ‘real-world’ production.

Testing Type InductiveHealth Team Approach
Unit Testing The EpiTrax™ and EMSA™ source code repository includes multiple Junit
[https://junit.org/junit5/] based unit tests that are executed for new builds of these
solutions to automate unit testing. As new features are added to EpiTrax™ and
EMSAT™, additional Junit tests are added to increase unit testine automation.
Integration Testing Integration testing is performed in a lower environment using a Rhapsody® integration
engine instance that mirrors Production. Integration testing is conducted using
production data under various scenarios including HL7 messages that represent
complete and incomplete validations to test various scenarios. As part of this,
Rhapsody® includes the ability to store test messages and scenarios that can be used to
increase test automation and regression testing.

Iterative Functional Testing Iterative and System testing overlap and specific Team Members are assigned according

System Integration Testing to their expertise to perform testing against requirements and expected results. Defects
that arc detected are logeed in Jira Software for resolution.

Interface Testing Demonstrated in Exhibit-12, the InductiveHealth Team uses Selenium

Regression Testing [https://www.selenium.dev/] to automate interface and end to end testing in addition to

End to End Testing predefined test case suites to perform regression testing (see Exhibit-13 for example).

Browser Testing
Security Testing To detect possible security defects, the InductiveHealth Teams uses static code analysis
tools including Checkstyle [https://checkstyle.org/checks.html]. These proactive tools
automate detection of information leaks, cross site scripting vectors, and possibilities of
SQL injection attacks. Additionally, the InductiveHealth Team also conducts
independent validation and verification (IV&V) using a third-party web vulnerability
scanning partner.

Performance Testing The InductiveHealth Team also uses Selenium [https://www.selenium.dev/] to automate
performance testing against predefined requirements for user concurrency and data
processing.

Usability / Accessibility The InductiveHealth Team has previously executed Usability / Accessibility Testing in

Testing alignment to Federal requirements such as Section 508 compliance as demonstrated in

Exhibit-14. The InductiveHealth Team will work with DHHR upon award to determine
specific requirements and methods for evaluation.

User Acceptance Testing 'The InductiveHealth Team supports User Acceptance Testing conducted by the DHHR
team through a series of activities designed to ensure that DHHR staff and the
EpiTrax™ and EMSA™ UAT environments are prepped and suitable for testing of this
magnitude; data and test scripts will be provided by InductiveHealth as noted in
Appendix-1 Detailed Specifications. UAT will be conducted virtually, with designated
InductiveHealth expert staff available to respond to questions or any issues encountered
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Testing Type InductiveHealth Team Approach

during testing. User Acceptance Testing of electronic data feeds such as ELR and eCR

will be monitored and tracked for appropriate usage patterns to ensure success. Daily

status calls will be scheduled to discuss and triage findings. Mitigation strategies will be

mutually agreed upon at the time of defect discovery.

Data Conversion Testing Please reference our responses to Section 3.1 Implementation/Rollout Planning

Operational Readiness

Testing

Parallel Testing
Exhibit-11: The InductiveHealth Team’s approach to testing using software-as-a-service (SaaS) delivery model.

Volume Tests (query times at specified DB volumes)

Query Times 1 card 15 cards |50 cards |150 cards | 300 cards |900 cards
CaseData.getCaseDataForUserScopes 3Ims 2ms 2ms 2ms 2ms 4ms
CaseData.setCaseDataListForSampleListinUse 2ms 2ms 1ms 1ms 1ims oms
CaseData.updateCaseData no data no data no data no data no data no data
LaboratoryResults.deleteAll 62 ms 62 ms 62 ms 62 ms 62 ms no data
LaboratoryResufis. deleteAllResultsForBarcodeAndReturn | no data no data no data no data no data no data |
CountAndDependentBarcodes | |

LaboratoryResults. getAcliveindeterminateReplicateRows |3 ms 4 ms 4ms 4ms 6ms 297 ms
ForBarcode

LaboratoryResulls. getActiveinterpretation 2ms Zms 2ms 2ms 2ms 1492 ms
La:mratoryResuI(s.getAcﬁveRemicateRowsForSampleTar 2ms 3ms 6ms 15ms 31ms 300 ms

gel

LaboratoryResults.getActiveRowsForCaseldScopeUid 10 ms 10 ms 10 ms 1t ms 15 ms 313 ms
LaboratoryResults.getActiveUserSubmitiedRowsByScope | 15 ms 19ms 33 ms 162 ms 401 ms 4899 ms
LaboratoryResulls.getActivelUserSubmittedRowsForSam |1 ms 2ms 6ms 15 ms 29ms 332ms |
|pleTarget |
ongoratoryResults.getAIIActivelnlerprelaﬁonRowsFo«Barc 10ms 1o ms 13ms 48 ms 118 ms 4564 ms |
LaboratoryResuits.getAliActiveMultitargetinterpretationRo |3 ms 3ms 7ms 34 ms 108 ms 4466 ms
wsForBarcode

Laborato%Resuﬂs.gthﬂAcﬁveMutﬁtar%e(_lntqrprelaliunRo 2ms 4ms 13ms 33ms 91 ms 3483 ms
wsWhereManualRéviewCommentisNullListSize

LaboratoryResults. getAliActiveRowsByScopeUid 21 ms 27.ms 46 ms 97 ms 220 ms 8285 ms '
LaboratoryResults.getAllActiveRowsForBarcode 18 ms 18 ms 18 ms 18 ms 20 ms 327 ms

Exhibit-12: Example of automated testing using automated testing solutions.

TEST TRACEABILITY MATRIX
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Exhibit-13: lEx_ample Test Case from InductiveHealth Team’s document repository.
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that it meets the requirements, an alternate
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contact your Section 508 program team for
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NfA 18 Where the document links to or embeds another
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for each tink or attachment.
- Text Alternati 111 2A All images, form image buttons, and isage map :Compliant
Hon-YText Content hot spots have appropriate, concise alternative
text.
1.1.1 2B Images that de not convey content, are Compliant : 7
decarative, or with content that is already
conveyed in text are given null alt text (alt="")
or impl as CSS bac
111 :2C Equivaient aitematives to complex images are  IN/A
i provided in context or on a separate {linked
andfor referenced via longdesc) page.
111 Embedded muitimedia is identified via accessibleiN/A
text.
11 Frames are appropriately fitied. M/A B
BT Content intended to be hidden from all users is |Compliant
: also hidden from assistive technology.
1.1.1 126 CSS background images that convey meaning N/A
: have textual alternatives.
111 Animated content has an aiternative or is NA
described in text.
111 CAPTCHAS are accessible, in visual and audible |N/A
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Page | 176

Exhibit-14: Example of usability testing results.
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ATTACHMENT J: MAINTENANCE AND OPERATIONSSPECIFICATIONS
APPROACH

Instructions: Maintenance and Operations specifications ensure that the solution is fully functional
and performing optimally until the end of the life cycle. The Vendor’s response should include a
narrative overview describing its approach to maintenance of its proposed solution, including updates
to new versions of the Software as a Service (SaaS) products, and toconfigurations necessary to
support changes in DHHR’s business needs.

Use the response sections to provide specific details of the proposed approach to meeting the
maintenance and operations specifications in each subject matter arca. Responses should reference
specifications and relevant mandatory requirements using the appropriate IDs from Appendix 1:
Detailed Specifications and Attachment F: Mandatory Requirements. DHHR alsoexpects the
Vendor to propose its approach for meeting any narrative in Section 4: Project Specifications of this
RFP.

1. Operations

Refer to the relevant maintenance and operations specifications located in Appendix 1: Detailed
Specifications and pertinent narrative in Section 4: Project Specifications in this RFP to cover
solution capabilities in this area. The Vendor should describe its approach to operations below. The
narrative response for this category should be organized using the appropriate subject matterarea as
per Appendix 1: Detailed Specifications.

1.1Appendix 1: Detailed Specifications

The Vendor should maintain and ensure contract personnel staffing levels and competencies
OP001 1 to support software applications, data integrity, analytics, user training, and contract
administration pursuant to Service Level Agreements (SLAS).

Response: As detailed in our response to Attachment D: Project Organization and Staffing Approach, InductiveHealth
brings forward multi-disciplinary specialists across disease surveillance, software-as-a-service (SaaS), and cloud engineering
needed for the delivery of the West Virginia Enterprise Surveillance System (ESS) program. This includes integration of the
WV ESS program into existing SaaS Delivery Teams which have been designed for the specific needs of electronic disease
surveillance systems and SaaS delivery models.

The Vendor should supply key staff resumes to DHHR for review and approval prior to key

OP002 ! staff beeinning work under the contract.

Response: Summarized in table Table 18: Resumes for Proposed Key Staff, InductiveHealth has provided resumes in our
response to Section 3.1 Resumes of Attachment D: Project Organization and Staffing Approach.

The Vendor should supply resumes for key staff substitutions to DHHR for review and

OP003 ! approval prior to key staff substitutions performing any work under the contract.

Response: Presented in Section 1. Initial Staffing Plan in Attachment D: Project Organization and Staffing Approach,
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InductiveHealth will present key staff substitutions to DHHR for review and approval.

| The Vendor should collaborate with DHHR to develop and maintain a process for authorized

OPoos I solution user support.

Response: The collaboration will be encoded in D059 — Solution Health Monitoring Plan, D016 — Incident Management
Plan, and D060 — System Operations Plan deliverables building on existing InductiveHealth operational procedures in related
to solution delivery and operations including Help Desk, Technology, and Onboarding Teams.

The Vendor should maintain and ensure contract personnel staffing levels and competencies
OP005 1 to support software applications, data integrity, analytics, user training, and contract
administration pursuant to Service Level Agreements (SLAs).

Response: InductiveHealth continually conducts professional development through our InductiveHealth University
curriculum and Practice Area Leaders.

The Vendor should maintain adequate staff to perform operational functions including, but
OP006 1 .

not limited to:
OP007 2 Identify a primary and back-up point of contact for day-to-day operations

Response: As part of business continuity planning, InductiveHealth maintains multiple levels of communication and points
of contact including assigned Project Manager, Help Desk Manager, Director of SaaS Delivery, and Chief Operating Officer
(COO0).

OP008 | 2 | Maintain effective communications of project updates and problem resolutions

Response: To be encoded in D004 — Communication Management Plan deliverable, InductiveHealth’s Help Desk Team has
responsibility for proactive communication on problem resolutions with the assigned Project Manager responsible for project
updates including on-going written status reports and meetings.

Maintain current documentation of operational processes and notify designated DHHR staff
OP009 2 of operational issues and remediation plans within the designated timeframes pursuant to
| DHHR-defined Service Level Agreements (SLAs)

Response: To be encoded in D059 — Solution Health Monitoring Plan and D060 — System Operations Plan

deliverables, InductiveHealth maintains and executes existing Playbooks for operational processes that include notification
patterns for clients of operational issues and remediation plans. These notifications typically take the form of emails with
Severity-1 (solution wide unavailability) accompanied by phone call communication to designated DHHR points of contact.

Ensure quality control procedures are in place and utilized and that issues are resolved when

OP010 2 identified through quality checks

Response: InductiveHealth’s quality control procedures are introduced in our response to Section 1.4 Quality Management
of Attachment I: Implementation Specifications Approach and to be further encoded in D008 — Quality Management Plan
deliverable.

OPO11 | 2 | Adhere to project and report delivery timeframes

Response: Project and report delivery timelines are the responsibility of InductiveHealth’s assigned Project Manager with
accountability falling under our assigned Account Manager who reports directly to InductiveHealth’s Chief Operating Officer
(COO). Attachment E: Initial Work Plan presents InductiveHealth realistic and feasible delivery timeframes to be
encoded with DHHR via the D010 — Schedule Management Plan deliverable.

OP012 | 2 | Conduct business use analyses to prepare operational reports
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Response: InductiveHealth continually monitors data usage patterns of client solutions and prepares recommendations
describing opportunities for clients to enhance business utilization. For example, InductiveHealth currently provides daily
reports (see below example) to DHHR on electronic laboratory reporting (ELR) processing to identify operational patierns
that need action by InductiveHealth and / or DHHR.

WV - ELR Flow Report

Date Generated: 01/28/2022, 10:20 ET

Time Frame: Rolling Last Seven Days

Showjﬂ_yﬁ entries Search: I
2022-01- 202201~ 2022:01- 202201 2022-0%- 202201  202201.  2022-01-
Facility 2 2 2 24 25 2 27 28 Toml  Avg
54 CAMC Memoria I w2 ate 7 | 23 4331 4103 2183 24035 3808
243 LABTORP E_'_?_Tg?_: 3554 3265 e o ama 2970 253080 2308
415 QLAB L - n--'l 1984 | a0 59 27313 7
1236 2 5 == #57 8937 1318
as? 418 513 i 5111 838
288 e 217 | m 2 754 55| 5462
OP013 | 2 | Work with DHHR to automate operational reports

Response: Building on our response to OP012, InductiveHealth provides full transparency into operational processes through
automated reports that inform DHHR stakeholders of successful execution and as needed reason for unsuccessful jobs.
Below, InductiveHealth provides an example operational report used today to manage the extraction of data from WVEDSS
for secure transport to DHHR to support the COVID-19 pandemic response.

., Chexout_Historic_Labs_Pull 20220728_1100 - Notepad
File Edit Format View Help
Istarting Chexout Historic Labs Pull: Friday, January 2B, 2022 11:88:02 AM
File Size: 4235392.87482344 KB
C:\InductiveHealth\jobs\Chexout_LABS\header\header.txt
C:\IrnductiveHealth\jobs\Chexout_LABS\export.txt
1 file(s) copied.
Finished Chexcut Historic Labs Pull: Friday, January 28, 2622 12:37:18 PM

Starting Upleoad to /WVEDSS/Labs: Fricay, January 28, 2022 12:37:1¢ PH
batch abort

confirm off

Searching for host...

Connecting to host...

Authenticating. ..

using username '

Authenticating with pre-entered password.

Authenticated.

Starting the session...

Sessicn started.

Active session: [1] [

/

FWVEDSS/Labs

transfer binary

C:\InductiveHealth\jobs'\Chexout LABS'ChexoutHistoriclabData 20220128_1198.txt | 4235394 KB | 438@.4 KB/s | binary | 1eex%
session T o .

No session.

Finished Upload to /WVEDSS/Labs: Friday, January 28, 2022 12:49:01 PM

OP014 | 2 | Others as defined by DHHR and pursuant to Service Level Agreements (SLAs)

Response: InductiveHealth will collaborate and mutually agree with DHHR on other needed operational functions.

The Vendor should maintain adequate staff to perform technical functions including, but not

OP015 1 limited to:

Page | 179 InductiveHealth Informatics, Inc.




REQUEST FOR PROPOSAL
CRFP MIS2200000001-ENTERPRISE SURVEILLANCE SYSTEM

OPO16 [ 2 | Maintain systems by researching and resolving problems

Response: Detailed in our response to Attachment D: Project Organization & Staffing, responsibility for research and
resolving problems is the responsibility of the Help Desk Team with escalations to our Technology Team, Onboarding /
Integration Team, and Production Development & Operations. All problem reports are managed from Jira Service Desk.

OP017 | 2 | Maintain svstem and network integrity and security

Response: InductiveHealth leverages multiple tools to monitor system and network integrity including:

¢ Remote monitoring and management (RMM) tools to automatically detect when predefined thresholds are crossed on
memory, CPU, and disk space utilization with automated alerting to our Help Desk and on-call resources.

e InductiveHealth uses intrusion detection system (IDS) to monitor and analyze all inbound / outbound traffic against pre-
defined rules that are continually updated.

e InductiveHealth’s flexible multi-factor authentication (MFA) solution includes predefined rules for password
complexity, reset thresholds, automatic lockouts, and geo-location filters.

» InductiveHealth proactively manages all SFTP communication points via our real-time dashboards (see example below)
to drive activities of our Help Desk and Onboarding / Integration Teams

» ELR PROCESSING

~ SFTP Files

b

SFTP Files

SHF Files
e
L.

-

2

L)

L ]

]

]

t

1

1

!

Develop and maintain configuration and customization of the solution, solution tools, and

OP018 2 )
rules engine

Response: Solutions will be maintained through continually monitoring and implementing configurations including 1)
adding new Logical Observation Identifiers Names and Codes (LOINC®) within the EMSA™ LOINC library to support
onboarding of new electronic laboratory reporting trading partners, 2) curating end user accounts against predefined
inactivity thresholds, and 3) adjusting electronic laboratory reporting and electronic case reporting routing rules for
investigation creation in EpiTrax™ including case classification. These activities are coordinated by our Help Desk and
executed across our SaaS Delivery organization using service requests captured in Jira Service Desk.

OP019 2 Establish, manage, and maintain the solution data exchanges
OP020 2 Maintain file specifications for solution data exchanges
OP021 2 Establish, manage, and maintain solution interfaces

Consolidated Response to OP019, OP020, and OP021: In managing electronic laboratory reporting and electronic case
reporting today for DHHR, InductiveHealth has in depth experience in implementing and operating data exchanges using the
Rhapsody™ data integration engine. Demonstrated in the graphic below, InductiveHealth establishes and maintains complex
routes and processing logic to support data processing including inbound and outbound data exchange across multiple Health
Level Seven (HL7) implementation guides and the InductiveHealth Comma Separated Value (CSV) data exchange format
used by many West Virginia trading partners.

As part of this, InductiveHealth also currently manages all secure transport mechanisms for DHHR including secure file
transport (SFTP) and CDC PHIN Messaging Sender. This includes real-time monitoring of SFTP interfaces for data flow

and detection of processinu delays.

Page | 180 InductiveHealth Informatics, Inc.



REQUEST FOR PROPOSAL
CRFP MIS2200000001-ENTERPRISE SURVEILLANCE SYSTEM

? ?

& — @ — @ — & — @ — i

Ta 2a. LabCorp Logic CBXTX Aeoly LabComp LabCo
Ld:iomfmm Input “e:»;'us: Edity wcmvat
£.1 wic virus RNA Fix

iogic & & é

&
i ? ¢ ? e

Feplace CRALF Fropery o Corvert CR
with CR Fapuiation s RLF
é & é
Assure that new processes/new technology installations minimize negative impact on the
OP022 2 . .
system and authorized solution users

Response: InductiveHealth deploys all new processes / technologies to lower environments prior to implementation in
Production including coordinating deployments with DHHR. Promotion through lower environments includes testing and
validation with real-world Production data including review of potential impacts to Production operations. As part of this,
InductiveHealth works to implement new processes / technologies during solution off peak hours including validating restore
points and rollback plans.

0OP023 [ 2 | Provide regular status updates to DHHR on system issues and system updates

Response: Our Help Desk coordinates communication on systems issues and system updates through email communication
and regular updates (via email) to service requests managed in JIRA Service Desk.

Maintain a system of checks and balances such that the underlying data are consistent,

OP024 2 complete, and accurate

Response: [nductiveHealth uses a ‘belts and suspenders’ approach to data including:

e Data is backed up and archived weekly at the virtual machine level

e Database files are backed up at 5S-minute intervals supported by every three (3) hour differentials and one (1) daily full
backup, with data integration messages pushed to offsite storage weekly

e Database files are regularly health checked with re-occurring re-index maintenance jobs to avoid latency resulting from
fragmentation.

OP025 | 2 | Develop and gather requirements

Response: In the Operations phase, requirements for new or enhanced configurations (e.g., data integration, custom forms)
are captured via JIRA Service Desk service requests with requirements for Change Requests (e.g., new feature) captured via
JIRA Software via the Product Backlog. Depending on scope, the Subject Matter Expert Team may participate to provide
disease surveillance and epidemiologic input including mapping of clinical information or recommendations for data
variables to add to disease specific forms. Upon implementation, new requirements will be logged to the Requirements
Traceability Matrix (RTM).

OP026 | 2 J Design, implement, and maintain solution architecture
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Response: This is the responsibility of the Technology Team in collaboration with the Product Development & Operations
Team. Detailed in Attachment D: Project Organization and Staffing Approach, the Technology Team is responsible for
the solution infrastructure including information security with the Production Development & Operations Team responsible
for solution enhancement and performance enhancements.

OP027 2 [ Monitor solution performance and resolve issues

Response: The Help Desk Team is responsible for monitoring of overall solution performance using remote monitoring and
management (RMM) tools using predefined thresholds and daily re-occurring health checks. The Technology Team is
responsible for management of solution performance related to infrastructure including daily monitoring of private cloud
infrastructure and virtual machines in addition to network throughput and data center health. All issues are logged and
managed in JIRA Service Desk and assigned specific Severity levels that have corresponding response frameworks.

OP028 | 2 | Analyze test plans, technical specifications, and test results

Response: In the Operations phase, analysis of test plans, technical specifications, and test results spans the Technical
Architect responsible for the Product Development & Operations Team, Manager responsible for Technology Team, and
Director of SaaS Delivery. This provides ‘many eyes’ to assess the impact of solution enhancement including interpreting of
test results to identify potential impact to production operations.

0OP029 I 2 | Provide system documentation

Response: InductiveHealth will provide systems documentation based on the requirements of this RFP.

OP030 | 2 | Others as defined by DHHR and pursuant to Service Level Acreements (SLASs)

Response: InductiveHealth will collaborate and mutually agree with DHHR on other operational needs.

OPO031 | 1 | The Vendor should participate in project meetings as directed by DHHR.

Response: InductiveHealth typically conducts bi-weekly meeting with clients to present status and will support project
meeting as directed by DHHR. InductiveHealth actively participates in further project meetings as needed/requested.

The Vendor should work collaboratively with DHHR to explain and support ESS Vendor-

OP032 1 ) . . .
0 based operations and reporting to stakeholders, auditors, and other parties when necessary.

Response: InductiveHealth strives to provide 100% transparency into activities, status, and progress and looks forward to
continuing to work collaboratively with DHHR to support ESS operations.

OP033 1 The Vendor should participate in audit activities including, but not limited to:
OP034 2 Attending meetings

OP035 2 Running reports

OP036 2 Providing documentation

OP037 2 Providing access to all system components and modules as requested by DHHR

Consolidated Response to OP034, OP035, OP036, and OP037: As requested by DHHR, InductiveHealth will participate
in audit activities and will mutually agree with DHHR if audit activity requests, due to level of effort, require Change
Request to successfully complete.

The Vendor should support the State with data integration needs prior to and subsequent to

OP038 ! the solution's implementation.

Response: InductiveHealth presently supports West Virginia with data integration services and is entrusted to manage the
DHHR Rhapsody instance for electronic laboratory reporting and electronic case reporting data processing (including all
COVID-19 data management). Under this RFP, InductiveHealth will continue to support DHHR with data integration needs
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during the Implementation and Operations phases.

i The Vendor should provide DHHR with a Data Management Plan as defined in Appendix 2
0OP039 1 . . .
| - Deliverables and Milestones Dictionary.

Response: As identified in Attachment E: Initial Work Plan and Attachment I: Implementation Specifications
Approach, InductiveHealth will construct the D014 Data Management Plan (including Governance and Quality) with a focus
on inventory data in scope for the program, methods of data collection, methods for measuring data quality, and methods for
on-going inspection and data governance.

The Vendor should agree to perform according to approved Service Level Agreements
(SLA) and identified Key Performance Indicators (KPI) with associated metrics in the areas
OP040 1 of system availability, performance, data quality, and problem management, and should
consent to DHHR retaining a percentage of payment if agreed-upon metrics are not
achieved.

Response: InductiveHealth agrees to perform according to the SLLA defined for this program and look forward to
collaborating with DHHR on methods of measurement and reporting guidelines.

The Vendor should develop, maintain, and implement a DHHR-approved System Operations

OP041 I Plan as defined in Appendix 2 - Deliverables and Milestones Dictionary.

Response: InductiveHealth will delivery the DO60 System Operations Plan deliverables building on existing Playbooks used
by our SaaS organization including DHHR specific requirements as identified in this RFP.

The Vendor should pay and arrange for an annual Statement on Standards for Attestation
Engagements, System, and Organization Controls (SOC) 1, Type II audit, using the most
current version of the audit, which should cover work performed by the Vendor at the
Vendor's facility and data center sites.

0OP042 1

The Vendor should submit the annual Statement on Standards for Attestation Engagements,
System and Organization Controls (SOC) 1, Type Il audit report, using the most current
version of the audit, to DHHR for approval with an action plan to remediate findings within
| a timeframe agreed upon by the Vendor and DHHR.

0OP043 1

Consolidated Response to OP042 an OP043: The InductiveHealth private cloud infrastructure spans multiple
geographically distributed co-located data centers which meet or exceed SOC I Type II audit requirements. Each co-located
data center maintains compliance and as needed; audit reports can be provided to DHHR for review.

OP044 1 The solution should provide an authorized solution user test environment (sandbox) to test

new workflows and reports prior to execution in production.

The solution should have test environments (sandboxes) that include metadata necessary to
OP045 1 : . - .

test new workflows and reports prior to execution in production.

The solution should have a test environment (sandbox) that can be refreshed as requested by
OP046 1

DHHR.

The solution should utilize the same hardware, operating system, and relational database
OP047 1 . ) . .

management in the test environments (sandboxes) that are used in production.
OP048 1 The solution should have test environments (sandboxes) that mirror the production

environment.

The solution should supply access to the user acceptance testing (UAT) environment for
OP049 1 . .

authorized solution users.

The Vendor should provide access for authorized solution users to all solution test
OP050 1 .

environments as requested by DHHR.

The solution should have a development environment to develop and unit-test all software
OPO051 1 . L .

| contained within the solution.

OP052 l 1 The solution's user acceptance testing (UAT) environment should have the ability to support
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all components of the solution.

The solution's unit test environment should have the ability to perform full-scale system
OP053 1 . . . .

integration testing (SIT) for the solution.

The solution should have a unit test environment that mirrors production in hardware,
OP054 1

software stack, and data volumes.
OPO055 1 The solution should have a unit test environment that exists for all relevant components.

Consolidated Response to OP044, OP045, OP046, OP047, OP048, OP049, OP050, OP051, OP052, OP053, OP054,
OPO055: InductiveHealth’s software-as-a-service (SaaS) delivery includes the following environments:
1. Production: All solutions and integrations needed for production operations securely accessible to end users and
system administrators.
2. Staging / User Acceptance Testing (UAT): All solutions and integrations needed for training as well as validation
of new releases, enhancements, and defect resolutions securely accessible to end users and system administrators.
This environment is continually refreshed with the database files from the Production environment to maintain
parity of solutions.
3. Development: Solution and integrations needed for unit testing and development. Typically, this environment is
only accessible to authorized InductiveHealth resources and is used to support Sprints and product demonstrations
with DHHR.

To facilitate environment configuration and parity across, InductiveHealth uses preconfigured virtual machines running on a
virtualization management platform that facilitates scaling and replication of specific Production configurations from a point
in time to a Staging / User Acceptance Testing (UAT) or Development environment.

1.2Attachment F-Mandatory Requirements

MRO15 | 1 | The Vendor must provide facilities for the recovery of Design, Development, and Disaster
Implementation (DDI) or operations activities in the event of a disaster that disrupts DDI or | Recovery
operations as described in the Vendor’s Disaster Recovery and Business Continuity
Management Plan which will be developed by the Vendor and approved by the Agency. The
Vendor must provide resources necessary to:

‘I MRO16 2 Recover critical services and data in accordance with the Recovery Time Objective (RTO) Disaster
and Recovery Point Objectives (RPO) to be approved by the Agency and documented in the | Recovery
Disaster Recovery and Business Continuity Management Plan

MRO17 2 Meet the approved Service Level Agreements listed in Appendix 5: Service Level Disaster
Agreements & Performance Standards Recovery

Consolidated Response to MR016 and MRO17: The InductiveHealth private cloud infrastructure spans multiple
geographically distributed co-located data centers. InductiveHealth uses a ‘belts and suspenders’ approach to disaster
recovery and business continuity including;:
e Datais backed up and archived weekly at the virtual machine level
e Database files are backed up at S5-minute intervals supported by every three (3) hour differentials and one (1) daily full
backup, and data integration messages pushes to offsite storage weekly
o  Database files are regularly health checked with re-occurring re-index maintenance jobs to avoid latency resulting from
fragmentation
Use of onsite data storage at co-located data centers
Use of offsite data storage in Amazon Web Service (AWS) using S3 for long-term storage

InductiveHealth’s disaster recovery and business continuity is supported by our virtualization management platform that
enables virtual machines to be deployed across multiple hosts in geographical areas with regular tests of virtual machine
(VM) restoration and regular tests of database restoration to 5-minute recovery point objectives (RPO).
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MRO030 1 | The Vendor must perform according to approved Service Level Agreements (SLAs) and Compliance
identified Key Performance Indicators (KPIs) with associated metrics in the areas listed in | with Service
Appendix 5: Service Level Agreements & Performance Standards. Level

Agreements

Response: InductiveHealth agrees to perform according to the SLA defined for this program and look forward to
collaborating with DHHR on methods of measurement and reporting guidelines.

MRO31 | 1 | The Vendor must deduct any amount due from future payments if the agreed upon SLAs Compliance
are not met. The Agency reserves the right to seek any other remedies under the Contract. | with Service

Level

Agreements

Response: InductiveHealth agrees to perform according to the SLA defined for this program and look forward to
collaborating with DHHR on methods of measurement and reporting guidelines. InductiveHealth reserves the right to
mutually agree with DHHR upon contract award on the specific additional remedies that may be applied.

2. Solution Backup, Disaster Recovery, and Failover

Refer to the relevant maintenance and operations specifications located in Appendix 1: Detailed
Specifications and pertinent narrative in Section 4: Project Specifications in this RFP to cover
solution capabilities in this area. The Vendor should describe its approach to Solution Backup,
Disaster Recovery, and Failover below. The narrative response for this category should be organized
using the appropriate subject matter area as per Appendix 1: Detailed Specifications.

2.1Appendix 1: Detailed Specifications

DROO1 1 The solution should provide sufficient transaction logging and database back-up to allow it to be
restored. If multiple databases are used for work item routing and program data, restoring the
solution should ensure that databases are synchronized to prevent data corruption.

Response: Database files are backed up at 5-minute intervals supported by every three (3) hour differentials and one (1) daily
full backup with storage directly to on-site network attached storage (NAS) followed by offsite synchronization to Amazon
Web Service (AWS) S3 for long-term storage. Additionally, database files are regularly health checked with re-occurring re-
index maintenance jobs to avoid latency resulting from fragmentation.

All database backup jobs are continually monitored with email-based alerting identifying breaks in recovery changes (as
demonstrated in the example below for InductiveHealth’s current WVEDSS delivery).

Example Database Backup Job Logging
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WV Backup Files:

DIFF.
WIN-4UUVODTP1UC_NBS_MSGOUTE_DIFF_20220128_ 120934.bak
WIN-4UUVeDTPIUC_NBS_ODSE_DIFF_28220128_120191.bak
WIN-4UUVODTPIUC_NBS_ODSE_REPORT_DIFF_20228128 120526.bak
WIN-4UUVeDTPIUC _NBS_SRTE_DIFF_20228128_120953.bak

FULL:
WIN-4UUVBDTPIUC_INDUCTIVE_FULL_28220127_1720886_81.bak
WIN-4UUVeDTPIUC_INDUCTIVE_FULL_2@220127_172886_02.bak
WINA4UUVBDTPIUC_INDUCTIVE_FULL_26226127_1P2906~03.bak
WIN-4UUVEDTPIUC_INDUCTIVE_FULL_28220127_172886_064.bak
WIN-4UUVBDTPIUC_INDUCTIVE_FULL_2@220127_172806_85.bak
WIN-4UUVBDTPIUC_INDUCTIVE_FULL_28228127_1720086_e6.bak
WIN-4UUVBDTP1UC_TNDUCTIVE _FULL_202208127_172886_87.bak
WIN-4UUVBDTPIUC_INDUCTIVE_FULL_28220127 172086_08.bak
WIN-4UUVeDTPIUC_INDUCTIVE_FULL_28228127_172206_09.bak
WIN-4UUVEDTPIUC_INDUCTIVE_FULL_282208127_172006_10.bak
WIN-4UUVeDTPIUC_INDUCTIVE_FULL_2@228127_172806_11.bak
WIN-4UUVeDTPIUC_ INDUCTIVE_FULL_2@€2208127_172886_12.bak
WIN-4UUV@DTPIUC_NBS_MSGOUTE_FULL_20220127 174481 _81.bak
WIN-4UUVeDTPIUC_NBS_MSGOUTE_FULL_28220127_174481_02.bak
WIN-4UUVBDTPIUC_NBS_MSGOUTE_FULL_20220127_1744@1_03._bak
WIN-4UUVBDTPIUC_NBS_MSGOUTE_FULL_28220127_174481_84.bak
WIN-4UUVEDTPIUC_NBS_MSGOUTE_FULL_28228127_174401_85.bak
WIN-4UUVBDTPIUC_NBS_MSGCUTE_FULL_28228127_174481_86_bak
WIN-4UUVBDTP1UC_NBS_MSGOUTE_FULL_28228127_174481_87.bak
WIN-4UUVBDTPIUC_NBS_MSGCUTE_FULL_28228127_174481_88.bak
WIN-4UUVeDTPIUC_NBS_MSGOUTE_FULL_20220127_174491_89.bak
WIN-4UUVRDTPIUC_NBS_MSGOUTE_FULL_28228127_1744@1_1.bak
WIN-4UUVeDTPIUC_NBS_MSGOUTE_FULL_29228127_174401_11.bak
WIN-4UUVEDTPIUC_NBS_MSGOUTE_FULL_28229127_ 174481_12.bak

Example Database Restoration Exercise

WVEDSS Database Disaster Récovery Test Report — 3/28/2018

This document captures the results of the Database Restoration Exercise for West Virginia’s NEDSS
Base System (NBS).

Full back-ups of all NBS databases (and system databases) occur daily at 6:00 PM Eastern Time with
differential back-ups of the NBS transactional database (NBS_ODSE) occurring every 10 minutes from
8:00 AM to 5:00 PM Eastern Time.

Each full and differential back-up is automatically stored to on-site Network Attached Storage (NAS) and
then copied to an offsite NAS.
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DRO002 1 The solution should have the ability to perform online backups without interruption to production
operations, according to a schedule agreed upon by DHHR.

Response: InductiveHealth plans to integrate DHHR into our existing virtual machine and infrastructure backup routine
which executes Friday evening / Saturday morning. Based on input from DHHR on solutions usage patterns,
InductiveHealth will tailor online backups.

DRO003 1 The solution should allow continued use of the system during back-up and perform back-ups during
non-peak processing hours, to minimize the impact to operational activities.

Response: InductiveHealth’s backup strategy allows on-going utilization of solution to minimize impact to operational
activities,

DR004 | 1 | The solution should support data freezing.

Response: InductiveHealth’s solution supports data freezing via offsite storage of database files and virtual machines to
Amazon Web Services (AWS) S3.

DR005 1 The Vendor should maintain an operational back-up power supply capable of supporting vital
functions.

Response: All co-located data centers utilized by InductiveHealth include redundant power supply.

DRO006 1 The Vendor should equip facilities with proper safeguards for fire prevention, fire detection, and fire
suppression that are consistent with local fire codes.

Response: All co-located data centers utilized by InductiveHealth have multiple fire safe cards consistent with local and state
regulations.

DROO7 L1 | The Vendor should equip fire detection and alarm systems with uninterruptable power supply.

Response: All co-located data centers utilized by InductiveHealth utilize fire detection and alarm systems using redundant
power supplies.

DRO00S |1 ] The Vendor should have a remote backup facility that is georedundant to the the primary data center.

Response: InductiveHealth uses two (2) co-located data centers which are georedundant to each other and capable of running
the workload identified in this RFP.

DR0O09 1 The Vendor should conduct an annual disaster recovery exercise at a mutually agreed upon time and
provide the results to the designated DHHR staff. DHHR staff should be invited to be included in
these exercises.

Response: InductiveHealth will conduct an annual disaster recovery exercise and as part of Go-Live activities during the
[mplementation Phase, will provide results of the disaster recovery exercise (see below example report previously
communicated to DHHR).

l
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inductive 18

The XVA backup file appears in our AWS 53 storage bucket.

< [+ )

‘Efs' Services ~ Resource Groups » %

Bewrvige

Q
@ m oS BastiOriny &
DRO10 1 The Vendor should store all backup copies in a DHHR-approved backup storage location for a

period of time specified by DHHR.

Response: InductiveHealth uses Amazon Web Service (AWS) S3 for long-term data storage. Use of AWS S3 is included as
part of our SaaS delivery and identified of a DHHR-approved backup storage location may incur additional charges.

2.2Attachment F-Mandatory Requirements

No Mandatory Requirements identified.
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ATTACHMENT K: TERMS AND CONDITIONS RESPONSE TEMPLATE

1. Instructions

The Vendor should review Attachment K: Terms and Conditions Response Template
before signing each provided signature block using blue ink in order to note the Vendor’s
acknowledgement and intent of compliance. The Vendor should identify any exceptions
to the Terms and Conditions. If exceptions are not noted in Attachment K: Terms and
Conditions Response Template of the RFP but raised during contract negotiations, the
State reserves the right to cancel the negotiation if| at its sole discretion, it deems that to
be in the best interests ofthe State.

2. RFP Terms and Conditions

RFP Terms and Conditions consist of provisions throughout this RFP. Moreover, these
provisions encapsulate instructions, State and federal procedures, and the State’s
expectations of the Vendor when submitting a proposal. The Vendor should understand and
strictly adhere to theRFP Terms and Conditions. Failure to follow any instructions within
this RFP may, at the State’ssole discretion, result in the disqualification of the Vendor’s

proposal.

Please provide an authorized signature stipulating the Vendor’s
acknowledgement,understanding, and acceptange of these RFP Terms and
Conditions. Wi x

/}/
WW Tfja Md&[’(/&r //.:/f:.i

/,/ 27/2%
/  Date

Printed Name / Signature ofAuthorized Personnel

3. State Customary Terms and Conditions
The selected Vendor will sign a contract with the State to provide the goods and
servicesdescribed in the Vendor’s response. The following documents shall be
included in any contract(s) resulting from this RFP:
o Section 3: General Terms and Conditions (attached PDF file
Section_2_Instructions_To_Vendors_Submitting Bids and_Section_3 General Ter
ms_a nd Conditions)
o Section 7: Provisions Required For Federally Funded Procurements
o Appendix 4: Service Level Agreements and Performance Standards
e Appendix 7: IT Terms and Conditions
o HIPAA Business Associate Agreement
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Please provide a signature sttpulatmg the Ve.f;dor s acknowledgement and complete

review o these documents ,z’ / _;_
fé d[ W -‘r’ y ’_’ / /' >& 22
Pnnted Name / Signature oﬁﬂA’uthonzed Personnel ” Dite

If the Vendor is not taking exceptions to any of the State Customary Terms and
Conditions,then the Vendor needs to provide a binding signature stipulating its

acceptance of these documents.
Zee Tg IR

Printed Name / Signature of Authorized Personnel Date

4. Mandatory Requirements and Terms

The following items are mandatory terms and documents. Please be advised, the

Vendor should provide its affirmative acceptance of these items in order to move forward

withconsideration under this RFP.
e Attachment F: Mandatory Requirements (attached Microsoft Excel® file, Attachment F
— Mandatory Requirements)
» Inno event shall the State agree to terms that (a) require the State’s
indemnification of the Contractor; (b) waive the State’s right to a jury trial; (c)
establish applicable law anywhere other than the State of West Virginia, or
jurisdiction in any venue other than the Thirteenth Judicial Circuit Court; (d)
designate a governing law other than the laws of the State of West Virginia; (¢)
constitute an implied or deemed waiver of the immunities, defenses, rights, or actions
arising out of the State’s sovereign status or under the Eleventh Amendment to the
United States Constitution; (f) limit the time within which an action maybe brought;
(g) require arbitration, (h) require the ability to defend lawsuit without the approval of
the Attorney General’s Office; or (i) pay attorney fees.
o HIPAA Business Associate Agreement
o Appendix 5: Service Level Agreements and Performance Standards

Vendors that are not able to enter into a contract under these conditions should not submit a bid.

Please provide an authovized signature stipulating the Vendor’s acknowledgement,
understanding, and acceptance of the M. :datory/,"?\’ q{u’irements and Terms stipulated

in thissegtion. / 1\ 1/
Z[u’w %704/@’” s A z’/./i LT it f/t é’/

Prmted Name / Signature of Authofized Pérsonnel / Daté
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5. Commercial Materials

The Vendor should list any commercial and proprietary materials it will deliver that are easily
copied, such as commercial software, and in which the State will have less than full ownership
(“Commercial Materials”). Generally, these will be from third parties and readily available in the
open market. The Vendor need not list patented parts of equipment.

Response: InductiveHealth’s proposal is based on a software-as-a-service delivery model, where
development, maintenance, infrastructure, and licensing costs are integrated. This allows for shared-use
components such as multi-factor authentication software, information security scanning and intrusion
prevention, and other components to be leveraged across our service delivery. As a result, we do not
itemize costs for underlying packaged software, since many factors affect these costs and licenses are
not typically assignable. For example, InductiveHealth’s licensing approach for Microsoft operating
systems leverages a specific licensing structure that does not allow for assignment of these licenses. The
result of this licensing method, however, is lower costs and simplicity for our clients.

The software licenses below are able to be assigned or used by the State independently from
InductiveHealth software-as-a-service delivery, subject to the State’s acceptance of license agreement
terms. Note, this includes the core EDSS components of EpiTrax™ and EMSA™,

1. EpiTrax™ and EMSA™
2. Rhapsody™ integration engine
3. R Studio Web

Any documentation deliverables that are created solely for the use of West Virginia will also be
considered work-for-hire products that the State will retain a perpetual ability to use and modify for its
internal purposes.

All other third party software and other components are licensed in a way in which the licenses cannot
be assigned to the State. InductiveHealth welcomes discussion on this area to ensure mutual
understanding of licensing requirements and objectives from the State. We have engineered our
approach to provide for very limited vendor lock-in, and low long-term costs to the State through
the use of shared and enterprise licensing for various third party software and components required to
deliver the service.

6. Exceptions

The Vendor should indicate exceptions to the State’s Terms and Conditions in this RFP. Any
exceptions should include an explanation for the Vendor’s inability to comply with

such term or condition and, if applicable, alternative language the Vendor would find acceptable.
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Rejection of the State’s Terms and Conditions, in part or in whole, or without any explanation,
may be cause for the State’s rejection of a Vendor’s proposal. If an exception concerning the
Terms and Conditions is not noted in this response template, but raised during contract
negotiations, the State reserves the right to cancel the negotiation, at its sole discretion, if it deems
that to be in the best interests of the State.

The terms and conditions of a Vendor’s software license, maintenance support agreement, and
SLA, if applicable, will be required for purposes of contract negotiations for this project. Failure
to provide the applicable Vendor terms, if any, as part of the RFP response may result in
rejection of the Vendor’s proposal.

Instructions: ldentify and explain any exceptions to the State’s terms and conditions using the
tables provided below, adding tables, as needed. If no changes are listed, the Vendor is
indicating that no changes to the Terms and Conditions are proposed, and that the Vendor
intends to accept them as written if the Vendor’s proposal is selected. Mandatory requirements
and terms noted in this RFP are non-negotiable.
e The Vendor may add additional tables, as appropriate.
. Do not submit Vendor’s Standard Terms and Contracting Provisions in lieu of
stipulatingexceptions below.
o Making revisions to State statutes and regulations is prohibited.

o The State has no obligation to accept any exception(s).

Response: See table below. InductiveHealth welcomes discussion as to the rationale and details behind

any of the exceptions listed below.

Document Title
(Reference Specific

Contractual Document and
Section in Which Exception
is Taken)

Appendix 7. 2.1 Ownership
of Work Product.

6.1 Exception #1 Appendix 7. 2.1 Ownershi

Vendors Explanation
(Required for Any
Rejection/Exception)

InductiveHealth Informatics,
Inc provides commercially
available software for disease
surveillance (including
contact tracing), outbreak
management and syndromic
surveillance. To provide
future support and unified
product management for these
software products,
InductiveHealth must
maintain intellectual property

of Work Product.

Vendor’s Proposed Alternative
Language (If Applicable)
Cross-Reference to Specific Section
of Vendor’s Terms, If Any Provided
As Part of the REP Response

InductiveHealth Informatics, Inc.
and its subcontractors and licensors
will retain all intellectual property
(IP) rights to its solutions, including
software products, product
customizations and modifications,
and integrations.

Artifacts produced only for WV
DHHR that do not include existing
InductiveHealth IP, or IP of its
subcontractors or licensors are
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rights to the software itself considered a work-for-hire product.
and any customizations and West Virginia is granted a right to
modifications. use and modify these work-for-hire

artifacts, including after the
conclusion of the period of
performance.

WYV DHHR is granted a license to
use the included software in the
provision of the services, during the
period of performance, subject to
the terms of the contemplated
contract.

NOTES/COMMENTS: <FOR STATE USE ONLY>

6.2 Exception #2 Appendix 7. 2.1 Ownership of Work Product.

Document Title Vendors Explanation Vendor’s Proposed Alternative
(Reference Specific {Required for Any Language (If Applicable)

Contractual Document and  Rejection/Exception) Cross-Reference to Specific Section
Section in Which Exception of Vendor’s Terms, If Any Provided
is Taken) As Part of the RFP Response
Vendor can not provide a
perpetual license to use Pre-
Appendix 7. 2.1 Ownership | existing Materials and

of Work Product. Intellectual Property.

See above.

EpiTrax™ and EMSA™ are
open source products and may
be used by the State of West
Virginia beyond the period of
performance for this contract,
though product support and
maintenance from
InductiveHealth will conclude
at that time.

In addition, InductiveHealth
plans to reuse West Virginia’s
existing Rhapsody license
used by InductiveHealth in
the delivery of its existing
services. This license will
remain in the State’s
possession following the
conclusion of the period of
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\ performance.

NOTES/COMMENTS: <FOR STATE USE ONLY>

Document Title
(Reference Specific

Contractual Document and
Section in Which Exception
is Taken)

Appendix 7. 2.1 Ownership
of Work Product.

6.3 Exception #3 Appendix 7.

2.1 Ownership

Vendors Explanation
(Required for Any
Rejection/Exception)

Vendor does not consent to
allow WV DHHR to make all
Work Product available to
public without any proprietary
notices of any kind.

Work Product will contain
Pre-Existing Materials and
Intellectual Property of
Vendor

of Work Product.

Yendor’s Proposed Alternative
Language (If Applicable)
Cross-Reference to Specific Section
of Vendor’s Terms, If Any Provided
As Part of the RFP Response
Work-for-hire artifacts may be made
available to the public by WV DHHR.

Vendor does not consent to allow
WV DHHR to make any other
deliverables or software
components available to the public.

| NOTES/COMMENTS: <FOR STATE USE ONLY>

Document Title
(Reference Specific

Contractual Document and
Section in Which Exception
is Taken)

Appendix 7: 2.2 Use of
State Intellectual Property

6.4 Exception #4 Appendix 7: 2.2 Use of State Intellectual Pro

Vendors Explanation
(Required for Any
Rejection/Exception)

Edit to make section
consistent with IP ownership
terms above.

Vendor’'s Proposed Alternative
Language (If Applicable)
Cross-Reference to Specific Section
of Vendor’s Terms, If Any Provided
As Part of the RFP Response

WYV DHHR acquires no rights or
licenses, including, without
limitation, intellectual property
rights or licenses, to use Vendor
Intellectual Property for its own
purposes, except for work-for-hire
products, as defined above.

NOTES/COMMENTS: <FOR STATE USE ONLY>
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Document Title
(Reference Specific
Contractual Document and

Section in Which Exception
is Taken)

Appendix 7: 3.2 Software
Licenses

6.5 Exception #5 Appendix 7; 3.2 Software Licenses

Vendors Explanation (Required

for Any Rejection/Exception)

Several proposed software
components are only made
available on a subscription
basis by third parties and

InductiveHealth. A perpetual
license model is not available

for all components, with
exceptions noted in response
section 6.2 above.

Vendor’s Proposed Alternative
Language (If Applicable)
Cross-Reference to Specific Section
of Vendor’s Terms, If Any
Provided As Part of the RFP
Response

Remove: “The Vendor must
provide or arrange enterprise
perpetual software licenses for all
Commercial

Software necessary to meet the
specifications of the Contract. For
the Commercial Software,

WV DHHR requires Enterprise
license rights to ultimately serve
its entire enterprise, which consists

of hundreds of personnel workers,
and hundreds of technical
administrators and third-party
Vendors who may work with the
software.”

- and-

“and to permit a third party to host
the Key Commercial Software on
behalf of WV DHHR in an
outsourcing arrangement.”

NOTES/COMMENTS: <FOR STATE USE ONLY>

Document Title
(Reference Specific
Contractual Document and

Section in Which Exception
is Taken)

Appendix 7: 3.4 Software

6.6 Exception #6 Appendix 7: 3.4 Software Maintenance

Vendors Explanation (Required

for Any Rejection/Exception)

Placing a limit on the amount

Vendor’s Proposed Alternative
Language (If Applicable)
Cross-Reference to Specific Section
of Vendor’s Terms, If Any
Provided As Part of the RFP
Response

WV DHHR is entitled to damages
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Maintenance

Vendor is liable for under the
maintenance.

Vendor.

for software crrors, and/or failure
to remediate software errors timely
under this contract, including, but
not limited to, general, special, and
consequential damages, up to the
amount WV DHHR has paid to the

NOTES/COMMENTS: <FOR STATE USE ONLY>

Document Title
(Reterence Specific

Contractual Document and
Section in Which Exception is
Taken)

Appendix 7: 4 Termination
Assistance

6.7 Exception #7 Appendix 7: 4 Termination Assistance

Vendors Explanation (Required
for Any Rejection/Exception)

Any re-formatting of record formats
will be out of scope, but Vendor will
provide any and all data collected by
the system in its native formats
(including either database and file
storage backups, CSV, or other

_ format_)

Vendor’s Proposed Alternative
Language (If Applicable)
Cross-Reference to Specific Section of
Vendor’s Terms, If Any Provided As
Part of the RFP Response

Vendor will provide historical records to
WYV DHHR but will not make any
material changes to the record format.

NOTES/COMMENTS: <FOR STATE USE ONLY>

Document Title
(Reference Specific

Contractual Document and
Section in Which Exception is
Taken)

Appendix 7: 4 Termination
Assistance

6.8 Exception #8 Appendix 7: 4 Termination Assistance

Vendors Explanation (Required
for Any Rejection/Exception)

Some Vendor intellectual property
and licensed software from third
parties and subcontractors is only
made available in a subscription
format.

Vendor’s Proposed Alternative
Language (If Applicable)
Cross-Reference to Specific Section of
Vendor’s Terms, If Any Provided As
Part of the RFP Response

Vendor will not provide any computer
programs that are considered Vendor’s
Pre-existing Materials and/or Intellectual
Property following termination of the
contract.

NOTES/COMMENTS: <FOR STATE USE ONLY>

Document Title
(Reference Specific

Contractual Document and
Section in Which Exception is
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for Any Rejection/Exception)

oreements and Performance Standards

Vendor’s Proposed Alternative
Language (If Applicable)
Cross-Reference to Specitic Section of
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Part of the RFP Response

Appendix 4 Service Level
Agreements (SLAS) and
Performance Standards

Placing a limit on the amount Vendor
is liable for under the SLAS.

WYV DHHR reserves the right to seck any
other remedies under the Contract limited
to the amount paid to the Vendor.

NOTES/COMMENTS: <FOR STATE USE ONLY>

Document Title
(Reference Specific

Contractual Document and
Section in Which Exception is
Taken)

Appendix 4: 3. Implementation
Performance Standards

6.10 Exception #10 Appendix 4: 3. Implementation Performance Standards

Yendors Explanation (Required
for Any Rejection/Exception)

Vendor’s approach relies on timely
inputs and decision-making from
WV DHHR. Vendor’s proposal
describes needed inputs from WV
DHHR for successful delivery and

Vendor’s Proposed Alternative
Language (If Applicable)
Cross-Reference to Specitic Section of
Vendor’s Terms, If Any Provided As
Part of the RFP Response

WYV DHHR may not reduce milestone
payments if delay is caused by WV
DHHR, or a delay in acceptance caused
by WV DHHR.

achievement of milestones.

NOTES/COMMENTS: <FOR STATE USE ONLY>

Document Title
(Reference Specific

Contractual Document and
Section in Which Exception is
Taken)

Appendix 4 Service Level
Agreements (SLAS) and
Performance Standards

6.11 Exception #11 Appendix 4: Service Level Ag

Vendors Explanation (Required
for Any Rejection/Exception)

WYV DHHR not required to provide
in writing to Vendor SLA
Compliance not being met.

eements and Performance Standards

Vendor’s Proposed Alternative
Language (If Applicable)
Cross-Reference to Specific Section of
Vendor’s Terms, If Any Provided As
Part of the RFP Response

WYV DHHR must provide in writing to
Vendor cause and evidence for any SLA
Compliance not being met that would
cause short payment of an invoice.

NOTES/COMMENTS: <FOR STATE USE ONLY>
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APPENDIX 1: DETAILED SPECIFICATIONS
See the attached Microsoft Excel® file titled, Appendix 1 — Detailed Specifications. Please

review the following instructions:

1. The Vendor should self-score each requirement listed in the Capability
Assessment column of Tab 3 — Specification & Responses, using only the values that appcar
in the drop-down list.

2. Capability Assessment values are outlined
below: "Will Meet": Vendor agrees to
specification.

“Will Not Meet": Vendor declines to meet the specification.

3. All specifications should contain one of the values identified above. Any
specification without a Capability Assessment response value will be considered to be
"Will Not Meet."

4, In addition, the Vendor should provide the attachment, section, and page
number(s) where the Vendor’s detailed narrative response for each specification resides,
providing DHHR with a crosswalk, ensuring that each specification is addressed. Be advised
that the column has been pre-populated with the location where DHHR anticipates the
requirement response to reside; however, it is up to the Vendor to update that column
accordingly shouldthe Vendor respond to a requirement in a different location.

5. Hierarchy Level: The hierarchy level column defines relationships between parent
and child specifications. DHHR refers to parent specifications as specifications that rely on
the content of a subset of related specifications (children) to fully define the scope of the
requirement. DHHR refers to child specifications as specifications that rely on additional
context provided by a higher-level specification (parent) to fully define the scope of the
specification. A hierarchy value of 1 denotes the highest-level specification. Any greater
hierarchy value denotes a child specification. For example a hierarchy level 2 is a child to the
nearest prior hierarchy level 1. As another example, a hierarchy level 3 is a child to the
nearest prior hierarchy level 2 specification, which is in turn a child to the nearest prior
hierarchy level 1 specification. See the diagram below for an illustration of a hierarchy

relationship:
» Hierarchy Level 1 Specification,
o Hierarchy Level 2 Specification

. Hierarchy Level 3 Specification

Response: See completed Appendix 1 — Detailed Specifications below.
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Resources

Speciticatinns Vendor I yponse

Spec 1D # Hieraredny | nvet Speviication Fest Subjeet Matier Srea Capability Assestnent Mrachinn Seerime

The Vendor should provida capability For users to collect person-love contact data including: Contact Tracing s :‘:':: Conlast Tracng i
I i - Will Mect TAbachment - Lusiseas |Comact Tracing %
cTo0z 2 Demagraphics |Contact Tracing st
Will Mest Allschment G - Bisiass |Contact Trach %
CT003 2 Risk factors |Contact Tracing k pocifications AW:::: Ret tracing
- Wil Altachment G - Busi tact Traci
CToos 2 Exposure type (Contact Tracing ll Meet spwi;'::i'm Ap:;'z’: (Contact Trsoing %
Will Meet | Attachment G - Busi Contact Tracis 95|
cTo0s 2 Exposura location (Contact Tracing ! Specifications Approsch .
- - Will Meat AMachment G - Business[Conlact Tracing 5%
cToos 2 Geographic Contact Teacing Spasifcatons Approach
S R— - Will Mest Atischuaent G - Business |Contact Tracing %
lcTon? 2 Personal contact information including: Contact Tracing Specificaions Approach
) |w—|u Meat |Attachment G - Business |Contact Tracing %|
CcToos 3 Address Contact Tracing Spesiicatons Approach
Wil Mieet Attschmant G - Businoss |Contact Tracin %
CT009 3 Phons number(z) Contact Tracing g Specifications Approach i
- = Will Mect ‘Attachment G - Business |Contact Tracing %
cTot0 3 Email address (Contact Teacing Spocificaions Approseh
- Will Moot Affachment G - Business | Contact Tracing %
cToni 3 Photographs (Contact Tracing Specifications Approach
. Will Mect Attachment G - Business |Contact Tracing 9|
cro12 2 (Othors as defined by DHER Contact Tracing Specifictions Approsch |
) = . Wit Meot Attachmont G - Busiacss |Contact Trasing %
icToN3 1 The Vendor shoutd provide capability to receive laboratory test reports and attach to existing contact, Contact Tracing Specifications Approach
T The Vendor shauld provide the ability to perfors: validasce: of suntact informetion farmatting and alert use A Will Meet Attachment G - Business |Contact Tracing. 96|
jerons ! of invalid data. - (Contact Tracing __ISpusiications Agpeuach
I Tho Vendor should provids capabilty for users to categerize and sorf contacts per user dofincd - Wl Moot Atiachment G - Business [ Contact Trasing %,
CTo1S i charaoteristics. (Contact Tracing Spucifications Agprnsch
Will Meet Attachment G - Business [Contact Tracing 96]
Specificati Al ch
cTols 1 The Vendor should provide capability to visually represent contast linkage via the contact wob (Pin map). |Cantect Tracing L e
cTo1? 1 The Vendor should provide the ability for users fo classify contacs based on Jocation and/or riek factors | Contact Tracing Wik Moat JAttechmern G ::5"_‘:;‘ (Contaot Trasing %
cruis 1 ‘The Vendor shauld provide the abiliy to support algorithms 1o dcicrmine contact priority based on risk. | ontact Tracing Will Meet g soubet “;:;‘c;‘ Contaet Tracing %
= K - S N Will Meet Attachment G - Busiricss [Contact Tracing 96|
cTo1p 1 The Vendor should hava the ability bo sort contacts based on interview status and prioritize follow-up. |Contact Tracing e dfeasons Ak
| - =— = - Wl Moot Attschment G - fhasiess [Camiait Tracing %
cTo20 1 The Vendor should provide s public-facing symplom tracking interface. Contact Tracing S s |
N E - " "Will Meet Attachment G - Butuness [Contact Tracing. 9
cron 1 The Vendor should provide alerts to public users based on symptom criteris. Contact Tracing oo ifications Azomcn
cTo22 1 The Vendor should provide alerts to system users bascd on symptom critoria Contact Tracing [Will Meet Tshma s :“f::;‘ Contact Tracing i
lcTo21 1 The Vendor should provide capability 1o record multiple exposures for each contact Contact Tracing [N Moat i Sehment(] ":ﬂ“:ﬁ:‘ [Comest Teacitiy ;’6‘
cT024 1 The Vendor should provids the ability for users to creatc questionnaires for contact infervicws. Contact Tracing [ st [Atachment G - Trsiness| [Contact Tracing %]
Spucifications Apgreach
crozs 1 The Vendor should provide the ability for users to menage and track contast inferview status Cantect Tracing Wil Moot AsaEhatent & "::‘:“"’; (Contact Tracing %)
A5 N = N . . Will Mect Attachment G . twsngss |Contact Tracing 56|
c1o26 1 The Vendor should provide the ability for users 1 type information/notes in reo-form text box, ConsetTrasig | ot
— N == Will Meot Attachment G - Husiness |Contact Tracing 96|
oz L ET"::?:« should suppor h bty o rocod and track oy nsrtonal commuications st om0 Soccifications Appronch
CTo28 2 Phonc (Contact Tracing Will Meet A"ll':‘\mﬂ.l' O - Business | Contact Tracing 9%
Agprosh [
= Will Moot Aftzchment G - Business [Cantact Traciag %
CTo2e 2 Letter (Contact Tracing. Spocifications Apgevach
By = IWill Meet Attachment G - Tuisiress |Contact Tracing %6
cTo30 2 il Contact Tracing et o St
(Will Meet Attachment G - Rusizess |Confact Tracing.
1031 2 Fax (Contact Tracing Specifications Aproach
cT032 2 SMS (toxt message) Contact Tracing Wil Met Amadhmea} O -A)::xlv,:: (Contact Tracing 9
lcTo33 2 (Others us defined by DRHR |Contact Tracing | et 3 AB::::;‘ Contact Tracing 9%
cTo4 1 The Vendor should provide the ability for users to setimodify contact exposurs criterie. Contact Tracing Wil Mest g““."'““.'“; A:‘““'o’.“:;‘ Conlast Trasing %
== . Tho Vendorshoutd supper ho sty Lo seect and modi1y predetined itervtion plavs o luds updai oo Wil hgest incas[Contact Tracing 5]
guidelines/metadata from CDIC and other suspaning information. i Sycifications ppr
e S st povitc aseblisy v B S Will Mest Atiachment G - Business |[Coniact Tracing %
 Vendor should provid capability for usors to send commuaications lo care providers 1o ident )  ifiaions AnpraatE
CTO038 1 |cantasts via interface with EHR systems, Contact Tracing pecifications Appro
cTa7 1 The Vendor should provide the ability for users to upload lists of contacts from spreadsheets of other Contast Tracing Will Meet Ame_hmn.u G -:::::L 1‘.‘ (Contact Tracing 96|
cTo3s 1 The Vendor shauld provide the ablity for uscrs to export lists of contects in spreadsheet format, Cantact Tracing Will Mect e Y8 e | ot Tcivg %
: = = Case Investigation and | Wil Moot Attachment G - fhusiness |Case Tnv<rigation 100
cro01 1 The Vendor shoud provids capability for users o aliect person-level contact data including. Fm"m‘m | it st lont b
. Case Investigationand  |Will Meet Anachment G - Fiuimess |Usse Invesgation 100
Clooz 2 [ Demographics M _T |Specifications Approach |and Management
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ASpre g Mievarchy Level

Specifications

Specitication Text Subjeet Nadter Area

Vendar Response

Capabiliny Assesstuerd Atbiehunent Secrlon

Pape #

Cuse bvests gation and 0 - Disiness [Case
Spevilicati Apgrosch |and M;
Casc Investigation and [ Will Moot - Businoss [Case Invesigai 100
C004 2 Exposure type Management Spesifications Apgrosch_|and Mansgement
o0 B - Caso Investigation and | Will Moet 3 [Case Investigati 100
M land Management
‘Cese Investigationand  |Will Moet et 100}
Cloos 2 M i _|and Management |
o z el s e cion e Casw Investigationand |Will Meet J ga 109
il y— [Mansgarsent
Case Investigation and | Will Meet 100|
(Cioos 3 Address Management Agproash _|and Masgament
[Case Investigaion and |Will Mest G- Business |Case Invesngati 10
1000 3 [Phone aumber(s) Aggronch_and M
y (Case Investigation end  |Will Mect G - Business |Cass I 100|
Cio10 3 [Email mddress [Mansgement Specifications Appriach _tand Management
(Case Inveatigation and | Will Moet G- Busingss [Case favesugat 100
- & Photographs Messgomont Sps fications Apgrusch_|arid Maunagement
— = Case Invostigation and | Wall Mect G- Business [Case investig Too|
CI010 2 {Treating infomation YT — 1 g fications Apprusch_[snd Munagement |
o - s Mg
-~ N — Ca s ad_|Will ot Atachment G - ness [Cage tissang 100
| anagoment Approsch_|and Manegement |
|Case Investigation and | Will Meet G - Liusiness |Casc i 100
clo12 2 Others as defined by DHHR 5 jons Approach |and
- — (Case Investigation and | Will Moet @ - Business |Case i 100/
ctors 1 The Vendor should supportthe ability fa rocord and teack cass-related workflow activitics. e “Approach |snd
igati Will Meet hment G - Busingss |Case 100
clo14 1 The Vendor should provida capability to receive test reports and attach to existing case. Cuse Investigation and Am_:i .
- = =" (Cse tvostigationand [Will Most G- Business |Case 100
icio1s 1 Tho Vendorshould provids cpabiiy o esee new o updared st reuls and st toexdnig cases, (1% et Appeonch |ane
pati Will Mect -B Case Investigati BT
ciots 1 The Vendor should provide capsbility to receive new or updsted electronic casc reports and attach fo cases | C4%C 1AVestigation and | Will Mo . AP::;':: o el b
= \ The Vendor should provide capability for pro-defined case-definition parameters o be esblishod for  |Case Investigation snd | V11 Moet nt 0 - Business C‘;‘ 10of
distinct conditions. [Management Approach (an
igati Will Moot G - Business |Cas
cio1s 1 'The Vendor should provide the ability for uscrs to create quostionneiros for case intervicws, (Cazo Investigation end | Wi Preirnl [Tmed 100
pproach |an
- S el Sl B (Case Investigation and | Will Moot G - Business |Case i 100
cio19 i The Vendor should provide the ability fo link questionnaires to case investigatior, s jons Approact: faad
. .. - I Case Investipation and | Will Meet O - Business 'Case igutii 100
C1020 1 The Vendor should provide th ability for users to setmodify case exposure criteria. Mecabionon |Spaxifiouions Agpwach lsnd b
croat i The Vendor should allow for ion changes for disease ifi i orcaseauto  [Cass Investigationand | Will Meet @ - Business (Caso 100
closure, Approach |and
: = — ‘_ Case Investigationand | Will Meel G- Business |Case 100
cio22 1 The Vendar should provide eapability to auto-suggest to close case, based an defined criteria. e . jons Approach |and M
The vendor should provide capabilty o idenfify when appropriste fime periods have lapsed to olase case | Case Investigafion and | Will Mect G- Businces |Cass Investigah 100
cl023 1 - = ] |
based on pre-defined criteria, Aggronch:_|and Managzmient |
[ 3 . : == Casc Investigation and | Will Moot G- Busincss |Caso Investigati 100
cl024 1 | The Vendor should provide capebility for users to manually assign clusuro justification to s case, [ el onton Atth i
cto2s \ ‘The Vendor should sllow for ion changes for di: definiti i orcaseaute  ‘Case Investigationand  [Will Mest G- usiness (Case geti 100
closure. | ifications Approsch |and
i gati (Will Mect h Q3 - Busil Case 100|
ciozs 1 The Vendor should support ability to add the intervention plan o an cxdsting case record. Case Iavestigation and  (Will Med oy
Approzch [and
- . — - |Case Investigation ena | Will Mest G- Businoas [Cass 100
cloz7 1 [The Vendor should provide capubility for users 1o oreate and save:a cuslomized intervention plan R, Approach [and
[The Vendar should provids capabili fcally saggest plan, based on tho disease v{Case nvestigation and G- Busincss |Case 10
Clo28 1 oo
i condition. | Menajement Aggecach_lund
coz 1 [The Vendor should pravide capability for users to selet 8 recommsinded trsatment plan oo hvesipion énudly [ Wl Mect e i Lo S
= ) The Vendor should providc capability to alert uscrs af missed evris moluding. (e.g., missed 16, trcatmen{Case Invastigation and | Will Moet Attachment G - Husinass |Case Investigation 100,
or vaccine). Mansgement Spoxifications Apoiuach |and
i 2 it (Caso Investigation and _[Will Bect Atachment G rness [Case nvestgaton 100
Appraazh |and Marsgement
Clo3z 2 Teeatment Case Investigation and | Will Meel Ai'llfhm!l.\l G - Business Case Investipation 100|
Approach _Jand
- Case Investigation and | Will Mot (Attachment G - Hisness |Cass Investigation 100
co13 2 Vaccine et s
_|Management Spusifications Approsch |and =
Casc Investigation and |\Tvm Meet Attachment G - fusicss |Case lvesugation 100
Clo34 2 Others as dofined by DHHR Manepement Spesifications Approsch_snit Manszement
- = =— (Casa Investigatian and _[Will Moet G- Piinoss [Lase Invesngati 100
Clo35 L The Vendor should provide capability to alert users of folfow-up test and other diagnostic results Managunient Specifications Apgriech _lnad Management il
I \ [The Vendar should provide capability for users to configure an algreifan 5 have systom aulomatically |Casa lnvestigaion and | Will Mgt Aftachment G - Hunmess | ase Investigation 100
lnssigyt closure justfication to case. - ifications Aggevash_|and Managemont
= ) The Vendor should provide sbility to include non-human test results with linkage Io human cases for the ~|Case Investigation and | Wil Most Shimast -+ Bualiss; ol yrmmie 100
|following: Management Approuch (and
— Case Investigation and | Will Meet Atiachment G - Business |Cang byesiigation 100
CI038 2 Animal ] it Seecifications Approsch |and
o 2 = Caso Investigation and |Will Meet Aftachmnt G - usiness [ egaton 100
ppeoach lmd
Will Moet Atiachment G - Busincss [Case Tavesbgaion 100
cios0 2 Waler S fications Argrvach Jan
[Caso Investigation and Mest Atlachment G - bsusinoss[Case Inyssiigation 100
jcis L] Pliors 05 nitind by DI Musugement Siusifications Apgrimch _|and ment
N . P Case Investigation and  Will Meet Attachmenl G - liunness |Case Invesligation 100
|C1042 1 "The vendor should provide sbility to scnd arder sets to the following: Management | [ Spucifications Apprimch |_|nd
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Resources

Speci Yeudor Respanse

Spec by Tievarchy Leved Sprcdl Subifect Matter Area Lapatility Aasvserpnn Mba g Sevttn Tage #

n [Case Investigation and Wil Mect Artuch i (7 - Dusimos [Cone s
}fealihioare providees Mandgement |Spesifications Agprosch_fsit
. Casc Investigation and | Will Mect G- fusiness |Cae gl 100
CI044 2 Cass management providers ications Apgtiach Em g 7
- -— (Cass Investigation and | Will Mect G- Busiwess. [Caae Investigati [t
Clo4s 2 Reporting crgaizations i Apgnch e
I Case Investigation and | Will Meet G- Ha ss |Casc i patic 100
s E Others as defined by DHHR Manesement |Sys=ifications Appecsch_land Management |
I ) Tho Vendor showld provide capability for users to wansavit i ido organizati Case Invostigation and | Will Mest G - Busimess [Ceso & 100
syitems inoluding, Spocifications Apjriach_|and Management |
N Case Investigation and [ Will Meet G- Jwsiness [Case igati 100}
043 2 Healthcare providers Speifications Apseoach " "
Case Investigstion and _|Will Meet Aftachment G - Bustmess [Caso liestgation 100
Cl049 2 Casc managemnt systerms M | spueifications Approsch_and M
- — Casc Investigation and | Will Meen G - Businass |Cuss Invesligati 100
c1050 L Reporting organizations | Management ifications Approect: _|and Managiment
Cuss lnvestigation sad_|Will Mest G- husiness [Cass i 00
Clos1 2 (Others as dofined by DHER Memagement _ Specifications Apprcuch |snd
ralry IWill Meet G - Business [Casa ¥ i 100
S . Ny N Case Investigation mnd " B
i .
cos2 1 The Vendor should provide abiliy for ) usors to modify foms, (O g Appronch (and
lowss L [Tho Voudor should provide abiiy o meintein mltiple i T and condifion-apocifc classificary {Case Investigation and  [Wil Meot G- Business |Caso Iovostigat 10|
critesia, Suceifications Approsel:_|and Mansgement
N . [Conlact and Case |Wil) Mect Attachment G - Business |Contact and Case 106
jcoom | | The Vendor should provide capability to gencrate 8 new case from a contast ecord. et o |Spieatons Apench )
~ — B |Contact and Casa Will Meet Attachment G - Business [Contact and Case 106
ccooz 1 The Vendor shauld provido ability for users to break linkage between contect and ease e el Ao | iac e
ccoos 1 The Vendor should provide capability for users 1o associate a contact or cese with index casc. Contistand Case W Attcrnos s Businéeij|Confifi and Cass 106
Sccifications Appresch_|Inegration
= : Tho Vendor should provido capability 1o alert users i anyane idemtified as a contact subsequently becomas|Contact and Cass Wil Mot Aachment G - Hiaoss. |Contact and Case 106
e n case through exdsting workftow ries. linigration |Spuifications Appwsch_|trtegration
. - Will Meet Attachment G - Business [Outbreak 109)
oMot 1 The Vendor should provido capability to open, mantge and close outbreaks. Outbreak Mansgement e e s o
oMoo2 1 [ The Vendor should provide the ability to link contacts and cases to outbreaks Outbreak Mansgement | Wil Meet [ e A’::j"f;“ (Outbreak 109
oMoo3 1 [The Vendor should provide the ability to assign autbresk definitions including: Oulbreak Mansgement | 11 M€t Atiaclien G '\‘f::,',':‘c;’ |utoreak 109
. = Will Mzt Attachment G - iesiness |ueaa 109
lOMoos 2 Diseass (Cutbreak Management e e e
- Will Meot Attachment G - Busincss|Outbreak 109
OMD0S 2 Setting typc Outbreak Management | Spezifications Approech | M
Wil Moot [Antachment G - Esusiness [Outbreak
OMo0s 2 (Others s defined by DHHR Outbreak Mansgement S pecifications Appronch |M
. . " P F 'Will Meet Attachment G winess Outbreak
[OM007 1 | The Vendar should provide the ability to link & case/contact-specific intervention record to an autbreak.  |Oulbreak Muanagement Sevsifications Apzonch |Mansgement
5 [Will Meet Atachmont G - Bucnesy [Ouibreak
(OMoos 1 Thevender stould ko usrs 0 gty et nd seve o s Outbroak Mansgement Specifications pmwasch_|Mansgssncat
- - - - Wil Moot ‘Aliachment G - Business [Outbreak
|- . T Vendrshosd providc capuity o i ey of s oo o vt PRSAGSEN, |1 g ifications Approach
; = ; - s Wil Meet Atiachment G - Business [Outhreak
loMo10 1 The Vendor should provide the ability to monilor, n real fime. outbresk-related dsia meluding: Outbreak Musgement e s I
(Will Meet Attachment G - Buxiness |Outbreak
.0M0| 1 2 Type of outbroek Oulbreak Management Spocifications Appreach [ Manssement
loMo12 2 Number of tests ordered by care providers Outbreak Menagement | 1 Meet [Atisclisieal O j\':::f':‘z’ Qutieak
; = Will Meet Attuchment G - Pusiness. |Ouibreak
lowers 2 Chief complaints Outbreak Mansgement l— oy Yo
I = Will Moot [ Aftachment G - Busness [Oatoreak
|omo1s 2 Emergency departmeant vists Outbreal Management e ey [
Will Moot [ Attachment G - Hviness |Outbreak
OMO1S 2 Others as defined by DHHR Outbreak Mensgement o At
] = — Will Moot Attachment G - Businoss [(vtbreak 109
OMol6 1 The Vendor should provide the sbitity for users fo do the following fo Outbreak Management o e e o
T Will Mest Attachment G - Husress [Outbreak 109
[OM017 2 Create metrics Outbrezk Management Speuifications Approsch |Mansgement
3 (Will Meet Attachment G - Business |Dutbreak 109
oMo1s 2 Defino motrics Outbreak Management e e M
— Will Meet Attachment G - Huress [Oulbreak 109
oMor9 2 Edit metrics Outbreak Mansgement e estots Bt |t oent
= [Will Mot [Attachiment G - fhseiness |Outbreak 109
om0 | 2 Save motrica (Outbreak Mansgement i [
oMozt 2 (A3 the metrics relatc to: Outbreak Management | I Moct fiachmentGTtiment: Oucak i
. Asprosch_|Management
) Wl Meet Atiachment G - usiess_|Outbreak 109
oMo22 3 Inteeventions Outbreak Menagement P e
Wil Meot Attachment G - Busimess [Outhreak 109
owozs 3 Controt Outbreak Management | peatcacios ogtanch | Mot
] Will Mest Altachment G - fiusiness [Oubreak 109
loMo24 3 Preveution (Outbreak Menagement ificaion Apeebi e | bepet i
| Will Moct Affachment G - Busiess |Outbreak 109
OMO025 3 Others as defincd by DHHR . Outbreak Management , jons Apprech | Massgement
o . ;‘:_: Vendor should pravide the sspability 1o =1 isers of outstanding sk . e sutbrsk mamsgement |0 Wil Mest Attt - s [Outieak 109
i ! The Vendor should provids s eilty o sssign foceeh oubreak cvenl, s dorvd rm the origioal eas, |0~ [Wall e Attachment G - Busincss(Oubreak 1 109
oM he following: e Specifications Anpreach |
3 Will Mest Attachment G - Business |Guibicak 109
Jomoze 2 Record creation date (Outbreak Mansgement iifations Agtaeh [blangerocnt
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omozs Unique record number Outbreak Management | ' Me! Atasiumist G - Business. |Outbreak
Approach |Management
oMol [ 2 Others as defined by DHHR Oubroak Mansgement |1 Meet o wiment G e ouatnest Ot
" agprosch |Mansgement
| The Vendor should provide the ability 1o wigger & cass clasification in condition deniification &nd Wall Mect Atiachmant G - Business |Outbreak
[oMo31 ! rupurting basod on outbreak definition. [Tl Mgt Specifications Appresch M
The Vendor shonld provido the ability o iak fo the environraental ixvestigation sysiam or Fmport refovant Will Mot [Attachment G - Business [Guiveak
OMo32 ! envirormental datn as needed. [Outbresk Managament Specifications Approach |Manggement
. . —m Will Meet Attachment G - Business [Outbreak
oMo33 1 [The Vendor should provide the ability to send testorders to the folloving: Outbrosk Management ey
; Will Meet Atachment G - fness [Uufrcak
OMO34 2 Healthcare providers [Outbreak Menagement Spocifications 4 ch [Mansgement
OMo3s 2 |Laboratorics (Qutbreak Mansgemeni | ™1l Meet Attachment G - Business. (Outbreak
i | Specifications Approsch |\
OMo36 2 Others a5 defined by DHER (Outbreak Management | 11 Meet é‘i Mghapent & ﬂ:;’:”.':‘ (Outbecak
- 3 — T 3 i Will Meel Atiachmenl G- - Business |Outbreak 109
- . The Vemdor s rovide th bty 1o mtamacaly ik et el wilh oot o (e, basd on | catons Appraach
{he following:
(Will Meet Attechment G - Business |Cuitbreak 109
loMo3s 2 Userdefined key |Outbreals Management e e
Will Meet Attachment G - usiness |Cuthreak 109]
oMo3s 2 User-defined codo (Outbreak Management P
Will Meet Attachment G - Buwness [Outhreak 109
onoso 2 (Others as dofined by DHHR (Outbreak Mansgement et 0 e
oMoa) ) [The Vendar should provide the ability for users to create afice-action reports, Outbreak Management |11 Meet [ArteshmerTt G - Sikkages |Cutbreai 109)
Asproach | Mangzovent
OM042 'The Vendor should provide the ubility to maintain multipte outhreak-spesific classiffcation criteria Outbreak Management | 11 Most | mchment & ":'_“'::;‘ M:’:ﬁw 109)
. N ST ol = Wil Mest Attachment G - ifusiness |Oulbreak 109
OMoa3 2 The Vendor should provide the capability to capture outbreak-level duta including the following: Outbreak Menagement o e [
- Will Moot Attachment G - fivsncss [Outbreak 1%
(OMo44 2 Demographics (Outbreak Mansgement o oo Aoy e
omods 2 Risk factors Outbreak Management |1 MeSt [ Se=liment G e [ 109
Will Meet Attachment G - business |Outbreak 109
iad 2 Exposure type (Outbreak Managoment Spusifications Approsch _|Management
oM047 2 Exposure location Oulbreak Management |11 Most Attachment G - Business. [Outhreak 109
Sp=ifications pproach
oMoag 2 Geographic information (Outhreak Maaigement | W11 Mest [Anschancat G \:‘:":"; Lg““’“'“" 105
oMoa9 2 Personal cantact information including: Outbreak Management | W1l M2t petimont (T e (k. 109
Will Mest | Attachment G - Busses ithreak 109
fomoso 3 |Address (Cutbreake Management  peibeuton Aspisacs M ement
Will Meet Attachment G - Business [Outhreak 109
omos1 3 Phone number(s) |Outbreak Management ificaions Appreach _|Maragement
p Will Moot Aftachment G - tiustness [Outbreak 109)
lomos2 3 [Emit s |Outbreak Management | et e _l
Will Mest Attachment G - Tusness |Outbreak 109
omos3 3 Photogapts Outbreak Mansgement il F‘"W"m
h Will Mest Attachment G - Husiness [tuthreak 109]
OMos4 3 Treating information Outhreak Management et e ,
N . Meset Attachment G - idusiness |Ouibieak 109
OMuss 3 Disgnostics Outbreak Mamgement emions b dhen | b et
Will Meet Attachment G - Vesmets |Outbreak 109
loMoss 3 (Othors as defined by DHHR Outbreak Mansgement |
Wil Meot Attachment H - {ecnnical |Reporting and T4
RAOOL 1 The Vendor should provide the ability for users 1o crcatc and regularly update cpidemiologic curves, |Reporting and Analytics Specifications Approach | Analytics
: = Will Moot Atiachmont H - Technical [Reporfing and 74
The Vendor should provide capability for users o develop standard seports and ad-hoo repoxts by the ) : o ]
RA0D2 t foltowing tihtes Reporting and Analytics Specifications Approach | Anslytics
Will Meet ‘Atischment F - Tochuical [Roporting ind 114
RA0C 2 Demographics Reporting and Analytics Sposificalions Approach | Analytics
B Wil Meet Attachment H - Technical [Reporting and 114
RA00S 2 (Geographic rogions Reporting aad Analytics Specifications Approch |Anslytics
Will Mect Attachment H - Technical |Reporting and 114
RAGOS 2 [Discasa Types [Reporting and Analytics Specifications Approach | Analyics
Will Moot Attachment 1 - Technical | Reporting sad fin
RA00S 2 Oulbreaks Reporting and Analytics Speciications Approach | Analytics
Will Moot Attachment H - Technical |Reporfing and s
RA0O7 2 Data sources Reporting and Analytics Sposifications Approach | Analytics
Ll [Will Moet |Attachment H - Technica! [Roporting end 114
RA00 2 Others a5 defined by DHHR Reporting and Analytics ifications Appronch | Analytics
Will Moot Attschment H - Teshnical |Roporting and i
RA00S 2 | And using the following template types: Reporting and Analyfics Specifications Approsch | Analytics
Will Moot Attachment F - Technieal |Reportiag and 114
[racio 3 Pro-eausting [Reporting and Anatytics Specifications Approach |Analytios
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(Wil Meet Asschmni 1 - Techmical [Haporang and 114
RAOIL 3 Saved [Reporting and Analytics Specifications Approach | Analylics
Will Most Attachment H - Tochnical | Reporing and 14
RAGI2 3 Customized Reporting and Analytics Specifications Approach |Analytics
The Vendor should have the ahility to implement all Mossage Mapping Guides for the Centers for Discase Will Moet Attachment H - Technical | Roporting and 114
RAOI Control and Prevention (CDC) with the ability to code values within the weport intogration featurc of the | Reporting and Analytics Specifications Approach | Analytics
mpsitication. _
The Vendor should provide e unclioualty o import and expart daia (bi-directional reporting) in standen o I3l Moet H - Technical | inin Sources, 116
DS001 formats with cxtemnal partnecs including, but ot limited fo, the following: healtheare providers, leboratoric vourees, Dalivery |Specification. Appraach | Delivery and Displa
and Display
WVHIN and the CDC,
Wil Meel Attachment 1 - Technical | Dats Sourccs, 16
DS00z Healthcars providors [Data Sources, Delivery Specifications Approach | Delivery and Display|
and Display |
[ Will Meut Attachment H - Tochnical [Dafa Sourcos, 116
. Drta Sources, Delivery oo " ;
DS003 Laboratories and Display Specifications Approach |Delivery end Display
Data Sources, Deli Will Meet Attachment H - Technica! [Data Sources, 1186
DS004 2 West Vinginia Health Infarmation Network (WVHIN) and Display very Specifications Approach [Delivery and Displavi
Con Detivery |l Mest (Aftachment H - Technical |Data Sources, 116
DS005 2 (Centers for Disease Control and Prevention (CDC) oo Di:l"'l‘:;* 44 Specifications Approach |Delivery and Display
[ ate Sources, Detiyery |V Mect Attachmont H - Tochnical | Data Sources, 116
D5006 Others s defined by DHHR b » Delivery Specifications Approach | Delivery and Displas|
and Display
| . = ’ 5 ; Wil Mt Atiachment H - Tochnical | Dafa Sources 16
[The Vendor should provide capability to populete form fields using information recetved from reporting | Data Sources, Delivery imea * )
DS007  rgutations, end Disploy Specifications Approach | Defivery and Display
Fs Delivery | il Moct Attachment H - Tochnical | Data Sourcs, 116,
DS008 ‘The Vendor shauld provide the ability to merge and standardize data into a uniform format. L ms":"::" ey Specifications Approach | Delivery and Display|
i~ The Vendor should have the ability o push a copy ofthe ESS datshase 1o o DHFR dptobase in s SQL | Data Sources, Delivery | 1l Mesf ;‘““;‘l‘i’:‘.‘;‘;: ;T"“"'“c;" g::.'v S‘“"f;"m i 118
format at least twice daily. and Display L S o dl
. Will Meet Attachment H - Technical [Data Sources, 116
Dsoio The Vendor should have the ability to noify appropriate users of available data, z;“l)si;’;':;* Delivery Spocifications Approach | Delivery and Disply
) ” : = : | Will Meet Attactument E - Technical | Data Sourocs, 116]
[ The Vendor should provide the capabiliy to modify data submission format based on reporting Data Souroes, Delivery Specifications Aparotch. [Deliveey s Dispay
arganization's requirements. nd Displey |
s Sourees, Detivery | Wil Most Attachment H - Teohnical |als Sources, 116
DS012 Tie Vondor should have the ahility 1o perform regular data processing procedures. o Di::lr:; Jngl i |Specifications Approach | Delivery and Display
| = =
Ecors The Vendor should provide of incoming messages or dafa ions, including the ~|Data Sources, Defivery | ' M1 g‘"“i'r‘:;""i‘;n’: ‘AT”":;“ g‘d'l‘ S““:‘;Dh il iC
Following. (s.., recerved, not recerved. and emors). and Display poct PR very P |
et Sources, etivery | 71 Mt ‘Attachment H - Technical |Data Sources, 116
Ds014 Received e Displey Specifications Approach | Delivery and Disples
o [Will Meat Attachment H - Tochmioal | Dafa Sources, 11§,
DS015 ot Received Data Sources, Delivery Specifications Approach | Delivery and Displa:
and Display
- ‘Date Sources, Detivery | 1 Mext Antachment H - Technical |Data Sources, | 136
Dso016 And with information regarding the quality of the data including: e m:]':y  Delivery Snecifications Approsch  |Diolivery and {¥spiay|
Wil Meet H. 1a Sources, 116
Data Sources, Delivery Flsoe q .
DSot7 Errors end Diplay Specilications Approach | Defivery and Display
- . Will Mezt Anachment H - Technical | Data Sources, 116
. Dhata Sources, Delivery amen N .
DSoI3 Wamnings e Displey Specifications Approach |Defivery and Display|
1 . Will Moet | Attachment H - Technical | Data Sources, 116
DSOY (Others as defined by DHHR z‘;’:““‘ixphy‘”' Dylivery Specifications Approach | Delivery and Display
Data So Deli Will Meet Attachment H - Technical |Data Sources, 116
D300 The Vendor should hiave the ability a report data stream and job failurcs. m':i Di’:l’:';" il Specifications Approach |Delivery and Display,
Lso The Vendor shoutd have the capability o allow users to dofino protosols for confacts, cases, and laborakcry|Data Sources, Delivery | 1 Me#! e Lcaenical [ Soueccr, ] .
reporis for acoeptance of transfer from other public health jurisdictions and Display prox ) P
ls02z The Vendor should have the ability to detoot and respond io unusual data submission pattem to pravent | Dat Sowrces, Delivery | V11 Meet fulachenent 1 - Technia] | o "Wl e
dclayed system performance. and Display pect pproac t &
[Will Moot (Attachment H - Technical [Data Sources, 116
The Vendor should provide the ability for users in a repositery of i il —— Specifications Approach | Delivery and Disple
DS023 stibutes such s holtoare providers, madia, laboratorics, and other pariners involved in surveilisnce 24" 300/, DRIvery
activities L/
bso2e The Vendor shauld provids the ability to integrate with siate's enierprise dala warchouss to monitor data | Data Sources, Delivery | 1) M%! Apashman 1= Tectuica} D e ool 1y
based on user-defined criferia including: land Disglay pee PRroac very spiey)
5 Will Meet Attachment H - Technical [Data Sources, 16|
Dsozs syndromis data [Pata Sources, Defivery Speifications Appeoach |Detivery and Disple
and Display
Wil Meer (Attachment £ - Technical |Data Sources, 18|
Dso26 Diagrostic testing :";‘Dsi‘:;‘:* Delivery Spoifications Approach |Delivery and Disges|
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| . Wl Bdoei Attactrment H - Techmicad |Dais Scurces,
Dso27 2 Absentesism m‘ns““'hph“y" Delivery Spocifications Approachs |Deivery and Display
. Will Meet Attachment H - Technical |Data Sources, 116
DS028 2 Over-the-counter medication sales :’.;i“;;’:l’:;'- Delivery Specifications Approach | Delivery and Display
3 Will Meet |Attachment H - Technical |Data Sources, 16|
DS029 2 (Others a3 defined by DHHR m“rim':;" Delivery Specifications Approach |Delivery and Displs
s = Will Meet H - Technical | Dala Sources, 116
D5030 1 ‘The Vendor should support menuzl togging of data-sharing crrors. i Soorees, elivery Specifications Approach |Delivery and Display
and Display
== Data Sources, Delivery | Will Moot Attachment H - Technicad | Data Sourecs 116
D5031 1 [The Vendor should support methods to colloct fecdback concerning communication on vy Spociiations Approsch [Delivery and Displs
(Will Mect Anachment H - Technical | Data Quality 128
L 1 The Vendor shoutd provide Data Quality Management for al! dats coming info the solution. Data Quality Spocifications Approach
i
— ; == Will Mest Attachment H - Tezkmical | Data Quality 128
) Jiness of
D2 1 nTlh: s:!lz-:‘c:: ;::uld develop processes data integrity, acouracy, and f; [Data Quatity Specifications Approach
o ; ’ = —= — Will Moot Atiachment H - Technical | Data Quality 128
1003 . :: Iy;::u::; (:‘\:; provide ol thet coninually monilors h dat qualty within the souton and internel, | o L Soccifications Approath
. = 5 " 1 Will Meet Attachment H - Technical | Data Quality 128
S ; :-;: sohtion shonld support audit and contol prosesscs that identify, report, and sunmenize avors i the |1 Guaty Specifications Apoath l
- . ‘The Vendor should maintain a process to identify and track all errors and discrepancics found in the Data Qual il Meet : - . :‘;.\): f‘“"";‘;“" [Deta Quality 128
DQo solution pursuant to Service Level Agrecments (SLAS). aia Quality pecilications Approa
o= . The Vendor should provide ons for proposed resohti o dentiled s witinn oo (WAl Mot e - Tectalal [Dre Qaety 128
limeling approved by DHHR and pursuant to Servics Level Agreements (SLAs), B o Quality o ik
. - = Will Meet Attachment H - Technical | Data Quality 128
Ioaoor . The y:'li.:n:’s:ﬁ:c suppon dm gty teough system conipols o softwars program changes and |0 o S hiaiidos Agproutt
[ The solution should hava the ability, using deterministic and probabilisfic matching algorithms, fo Will Mect H- Toshnical 130
Noo1 1 i icato, mergo and Infrastructure Specifications Approach
| The Vendor should provide sdministrator-level users with the sbility 10 unmerge morged rocords. Will Mest - H - Tochnical 130
INOC2 1 Infrastructure. Specifications Approach
l
The Vendor should provids sdministrator-level uscrs with the capability (o set deterministio and probabisii: Will Moot Altachment H - Technical 130
No03 1 matohing cnterie and thresholds Specifications Approash
Will Mest H - Technical 130)
INDO4 i The Vendor should pravide form-builder capability for users to: Infrastruciure Specifications Approach
Will Meet |Attachment H - Technical [infrastructure 130
INOOS 2 Upload and reuse cwsting forms Infrastructurs Specifications Approach
Will Mect H - Technical 130
INDOS 2 Develop new gucsionnaires Infrastructur ions Approach
Will Moot H- Technical 130
IN0OT 2 Develop new letter templates Infrastructure Specifications Approach
Will Mecl H - Technical 130
iNoog 2 (Others as dofined by DHHR Infrastructure Specifications Approach
Will Most H- Tochnical 130)
ING03 1 The Vendor should provide a searchabig document repository for froquently sed information ineluding, | Infrastructurc Specifications Approach
1 Will Meet H - Technical 130
INo10 2 Outbreak management plans Infrastructare Specifications Approach
Will Meet H - Technical 130|
o1l 2z Treatment protacols lnfrastructure Specifications Approach
Will Mest Attachment H - Technical |Inffastractirs 130
INOI2 2 Rest praclice documentation Infrastructure Specifications Approach
i Wil Moet H - Technical 130
INo13 2 Templates for internal and extenal communicatians Infrastructuro Specifications Approach
|vli|| Meet |Attachment H - Technical | Infrastructure 130
INO14 2 (Others aa defined by DHER Infrastructurs Specifications Approach
. - — . Will Mect H - Technical 130!
The Vendor should provide survey functi including and the sbility ol Erno
INOIS 1 i o6 ey e ’ Infrastructure Specifications Approach
Will Meet H - Technical [In: 130
Neis 1 The Vendor should support reminders of incomplats questionnaires and nof-responses. Infrastructure Specifications Approach
Will Mot H - Tochnical 130)
INoLT 1 The Vendor should provide help text with field descriptions and definitions in the user interface Infrastructure Specifications Approach
Will Meet H - Technical 130}
INo1s 1 The Vendor should provide ggest word functionality (i.c. Specifications Approach
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Wil Mot Armodsirssi H - Techinacal {infrastructure
IND19 1 The Vendor should provide a user interface that is mobil friendly. Infrastructure ISpecifications Approach
"I Wilt Meet Attachment H - Technical [Infrasirucurc 130
NO20 1 The Vendor should suppon multiple languages in the user intorface. Infrastructure ‘Spesifications Approach
The Vendor should provide offtine capability for data sniry. Moot H - Technicat |1 130
021 1 o k4 i Infrastructure Spocifications Approach
lWi]I Meet H - Technical 130
No2z 1 The Vendar should provide capability for users to manage lookup tables within the application. Infrastructure Specifications Approach
- . - il Meet H - Technical 136]
The Veador should aow users tho ability 1o override a workflow to movs on to naxt step, even if elements] e
No23 1 aro deermined 1o b missing, ) Infrastruciure Spesifications Approach
The Vendor should provide SMS capability for aulomated messaging to tho public when monitoring Wil Moct H.- Technical 130
IND24 1 symptoms relnted to: Infrastructure Specifications Approach
Wilt Mest H.- Technical 130
Nozs 1 Monitoring Approach
Will Most H - Teshnical 130
INO26 2 Symptom updates Infrastructure Specifications Approach
il Meet H.- Technical 13
INoz7 2 Reminders Infrastructurs |Specificaticns Approach
Will Meot Attachment H - Technical |Infrastructars 130)
InNo28 2 Notifications Infrastructure Specifications Approach
Will Meet H - Technical 130
IN029 2 Others as defined by DHHR | infastructure Specifications Approach
The Vendor should pravids SMS capability for automated messaging (o DHHR users for: Will Meet H- ¥echnical 130
IND30 1 Infrastructure Spesifications Approach
I (Wil Moct H - Technical 130)
031 2 Alerts of sssigned tasks Infnstructure Specifications Approach
Will Meet h H - Technical 130/
IN032 2 [Notifications related to information changes in the system Infrastructure Specificalions Approach
"[witt Meet H - Tochnical 130
TNO33 2 |Reminders ions Approsch
Will Meet H.- Technical 130)
N34 2 Others as defined by DHHR Infrastructure Specificalions Approach
The Vendor should provide fanctionality for sutomared messaging through social media for Will Mest H- Tochnical 130)
IN03s 1 Infrastructure Specifications Approach
Will Meet Attachment H - Technical |Infrastructure 130
IN036 2 Mornitoring Infrustructure Specifications Approach
[Will Meet - Technical 130
IN037 2 Notifications Infrastructurs |Specifications Approach
Will Meet H - Technical 130
INO38 2 Remindors Infrastructure Specifications Approach
Wilk Mest H - Tochnical 130)
No39 2 Aterts (Infrstruciues Specifications Approach
(Wil Meet H - Technical 130]
1N040 2 Others as defined by DHHR Infrasiructure Specifications Approach
Will Meer - Techical 130
INo41 1 The Vendor should methods for infernal ications including: Infrastructure Specifications Approach
Will Mect ANachment H - Technical |Inffastcuctura 130
IN042 2 [Email Infrastructure |Specifications Approach
Will Meet B~ Todmionl 130]
1043 2 Phane Infrestructure Specifications Approach
Will Meet Attachment H - Technical [Infrastructare w50l
INO44 2 Short message service (SMS) Infrastructure Specifications Approach
Will Meer H.- Technical 130
ND4s 2 (Others as defined by DHHR Infrastructure Specifications Approach
Will Mest H - Tochnical 130
IN04s 1 Infrastucture Specifications Approach
| The Vendor should pros ide users with the ability o create/odit and send alert messajies.
Will Mot H- Tochnical 130
INo47 1 I The Vendor should pravide the sbility to track distribution/receipt of education materials. ifications Approsch
. ” = e Will Mest H.- Technical 130
o4t ) ;l:: chdof should provide the capability 1o allow users o set up and moily rles fo provide diffaential [ o K esiGearions Approdh
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Atmehuniont H + Tochiseai
| The Vendor should have a businoss intelligence tool with dashboard and visual analytic capabilitis for -
INo4g 1 vl syiom sad workow sy Infrastructurs |Specifications Approach
The Vendor should provide capability for administatior-lovel user configuralion for logic changes. Wil Mect A H- Tectn 130)
IND50 1 Infrastructure Specifications Approach
Wil Moot T~ Tochnical 130
INos1 ) The Vendor should provide &n Application Programming Interface (APT) Infrastructure Specifications Approach
— . 5 . Will Moot H- Technical 130
The Vendor should hava the have sbility to intograto with GIS web service for address validation end % ime
1N032 1 urisdiction boundaries. Infmatructure Specifications Approach
B Tho Vendor should provide inegration with data reporfing and visualization applicalions such as Microsorl WAl Moot H - Toshaical 10
Nos3 1 Powr Bl or Tableau Infrastructure Specifications Approach
The Vendor should provide the capability to interface with public slert networks. T Wil Meet H - Technicat || 130|
mos4 1 Infrastructure Spocifications Approach
The Vendor shauld provide the ability to infegrate with an outbreak management systom. Will Mect Attachment H - Technical | Infrastructurs 130)
oSS 1 Infrastucture Spevifications Approsch
= e . = Will Mect Atachment H - Tochmical |Security T
I . The \::ndw should deliver a Security, Privacy, and Confidentiality Plan within 30 calendar days of contras| Security Mansgement Specificetions Approach [Masagament
l . The Vendor should submit an updaed Secusity, Privaey, and Confdsnfalty Plon 10 DHHR forroiowand o - A Attactment H f"""‘:" Security 139
approval 30 business days prior to the start of solution opermtions ity Magagem; Peroa |
The Vendor should perform & review of the Accurity, Privacy, and Confidentiality Plan annually and submi Will Meet Attachment H - Tochnical |Security 139
sMmo03 1 to DHHR for review and approval within 30 calendar days of the review. Sccurity Management ifications Approach
= . The Vendor should submit substantive change(s) to the Secunty, anncy, and Confidentiality Pan for | 0o il Mt Atchient - T"“"“d":l fhasueity 139)
roview und approval within 30 calendar days of the proposed change(s). ity Manag Approa
The Vendor should mainain a DHHR-sppred Seeurity, 7 vy, and Confiderialty Plan that details o Wil Mect [Aftachment H - Technical [Seourity 139]
S5MD05 1 tho solution compties with applicablc DHHR, State, and foderal security and privacy laws, policics, and/or | Sccurity Management ifications Approsch
edures.,
The solution should maintain an audit trail that can b used to ety unsuthorized aftempts 1o acooss the Wil Moot (Atachment F - Toohical [Sccurty 139
SM0o6 1 sofution and Jog the IP address from where the infrusion attempt occurred, in accordance with DHHR,  [Security Managoment ons Appenach
State. and fedoral sccurity and privacy laws, policiin, md or prosodaros, B
The satution should provide an audit ofall stiumyls 1 access o ke wsilive dats, consistent with Health Wil Meet Amchmml H - Technical |Sccurity 139
SM007 i Insuranco Partability and Accountability Act (HIPAA), Centers for Discase Preparcdnoss and Prevention —|Security Management Approach
_I€DC} , and other DHHR, State, and federal laws and regulations. {
Will Most ‘Atinchment H - Tochnica} | Seourity 139)
SM0o8 1 The solution should have the ability to preveat, manitor, and defeot maticious software and code Security Management ifications Approach
‘The solution should have the o provide securily ine ing and mitigation i Will Mest Atiachmant H - Tochnical |Seourity 139)
sM0o09 ] according to atate and foderal requirements and fn aceordancs with DHHR's Incident Repotting and Security Management ons Approach
Resgumse Policy including. but not limited to:
Will Meet Adtachment H - Tochnical |Security 139|
sMo10 2 Terminating acaess and generating & report when & pofential security violation is detected Security Management Approach
| Wil Meat [Attachment H - Technical | Security 139)
smo11 2 Presorving and reporting specified audit data when a potential socurity violation is defected Sceurity Management Specifications Approach | Management
" Will Met | Attachment H - Techuical ]Secuxity 139
sMo12 2 (Others as defincd by DHHR Seourity Management ifications Approach
Tho Vendor should ensure that any and all sccurity and privacy braaches, incidets, and/or unsuthorized Wil Meet Attachment H - Technical | Security 139
sMa13 1 disclosures are reported accarding, to state and federal requiroments and in accordance with DHHR's  |Sceurity Management ifications Approach
Incident Regufing and Resgense Policy.
-~ . Tho soltion should vt abiiy (o log al authorized soluion ae actvitysnd correlate, nalyze, and oo [Will Meot AtihcHmont H ;T“"“;" Security 133)
roport on all logged user events and associatad data, & Lo
i . Tho solution should havothe abilityto providea eport of athosiz solvtion user actvty as detenmined e, -+ WH Moet [Arissment H_ Toshnical[Becurity 139
DHHR in the Design, Development, knd Implementation (DDI) phasa, ty Munag il
: A — - : Will Mest Atiachment H - Tochnical | Seaurity 139
Ltors , Tho souton should provid an i il of ecord chunge, inclading muthonzed soluion e, date,and g, o vp oo [ Bections Appepics
ttme of change.
3 = e - - Will Moot ‘Atiachment H - Tochnical [Security 139)
The solution shoutd have the sbility for sudit rails 0 aliow information on sourcs documents o b trmced |, . chimen
sMmot7 ! through the processing stages to the point where the informaticn is finally recarded. Security Management Spocifications Approach  (Manegement
| " " - , Will Mot | Atachment H - Technical | Security 139)
[ote L 2‘;‘ soluion hould haveth uily torsce data o the inalplecs o oding beck 05 SOUT0OF [0 e P
‘The Vendor should ensurc that any and all security and privacy breachos, incidents, and/or unauthorized Will Moot Attachment H - Technical |Scaurity 139)
sMo19 1 disclosures are reported according, to state and federal roquirements and in accordance with DHHR's  |Security Menagement ons Approach
Incident Regeving and Respoese Policy.
'The solution should fimit data sharing to caly thoss entifies sn sndividuals focated in the United Sates Will Meel [Aftachment FL- Tochuical [Seourity 139
sMo20 1 and/or U.S. teritories that maintain a current data sharing sgroement with DHHR consistent with DHHR- |Security Mansgement Ifications Approach
uijuired precments and socurity and pivasy fx:lickes and [rocedures.
[ . The solution should have the ability 1o control access rights to data and system functions based on L e rochnie [Soaurity | 19
authorized solution user rolc-based aocess. esurity Managem Apes
I > - . Wil Meet Attachment H - Technical |Securify T 139]
Mo Vendor should work with DHHR 1o define the process for access fo the solution in the Design ) you
|smo22 ‘ 1 Development, and Tmplementation (DD e Security Management Spesifications Approach rMuugemem
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Will Meat Atinchmient 11 - Tochvicat [Seourity
smoz 1 The soluticn should support role-based uscr access. Sccurity Management iFications Approach
— R T solution shouldproid an ercive, djusibl imo-oct Fane for avhoized soluton s koo, o [Wiltifes [Afachouent f""“::' fastiy 139
in acoordance with DHHR, Siate, and fodaral security and privacy laws, policies, and/or procedures. omen pproa
‘The solution should pravide alerts lo authuersed solution users that wactivity will result in being timed out Will Meet Altachment H - Technical [Security 139
smozs 1 aficr the specified poriod of inactivity in accordance with DHHR, State, and federal sccurity and privacy ~|Security Manegement ifications Appraach
| lx_.m policies, andor procadurcs,
The solution should bave the ability to-enforee password policies for length, character requiremients, and Will Mot H - Teshnical [Security e
smoz6 1 rogquired updates in accordance with DHHR, State, and fedoral seourity and privacy laws, policies, andfar [Security Managament ons Approach
i . The soluion should stre passwords i cneryptd orm in acccrdance with DHHR, Sute, and ool | 00 [V et A:“r':;" Security 139
sceurity and privacy laws, policies, and/or procedures. 1ty Manag P
Will Mest Atachmont F{ - Technical [Security 9
smozs 1 The solution ehould permit system administeators fo reset authorized solufion user pesswords Soourity Management ifications Approach
[ The solution should allow suthorized solution users 1o resct heir (o passwords at any fime by following Wil Mect ‘Attachment H - Technical [Scourity 139
sMo29 1 system-defincr standards in accordance with DHHR, State, and federa] socuriay and privacy laws, policies | Scourity Management ifications Approach
andior prosisiures
'_ Will Meet Attachment H - Technical [Security 139)
sM030 1 The solution should block pop-ups, spam, advertisements, and malware Sccurity Managomeat ifications Approach
F " ] = Wil Meet Attashmont 1 - Toshnical |Security [
The solution should heve the sbility to ramove ar disable systems, services, companents, and modules a8 . —d
SMO031 1 defined by DHHR. Security Menagement Approach
The solufion should transmmission and data integrity controls 1o detect i nodification of [Vilikioot Mischiment - Tockuoal Seaurity E
e salutio ava secure transmission and data integri et improper modification ) — E
SM032 1 ransmitted information, Security Manapement Approacl
- : N Will Mot Atiachmont H - Tochmical | Security 139
[N . The scluion should use Secare Sokets Layer (SSL) cetificates thet aro constont it St s fdral |y s A
requirements for data in transit,
Wil Mect Attnchment H - Technical |Security 139)
smo3¢ 1 [The salution shonld have ths ability o restict release of sensifive data Socurity Management ifications Apprach
i : = - - . : " Will Most Attaghment H - Techmical | Sccurity 139
s . ke sltonshuld supor et ingty by peventing and deeting unauhcsized hcrton o e M ot At [ttt
- . 'The Vendor should collaborate with DHFIR to determi ity spproach that intogrates withother | L FV'" _— | Attachment H ;\T°°"“;°:" Security 139
solution components to supply role-basad single-sign-on access. ty Manag pprea:
b ics? ; The Vendor should maintain procedres the cnsure il emergency and non-<mergency production sysem | Will Mest el ;‘T"""’:;" Seeurity 139
changes follow a DHHR-approved change eontrol process, including e risk analysis. ty Manag Pproa
Will Moot Atiachment H - Technial |Security 139
sMo3e 1 [The solution should suppart recotd, datahase, isble, and Feld-level acoess Sccurify Management ifications Approach
- , h soluton should have the abilry o provide athorized solution sorsnocess 0 view and muditrosondaofg o (Wil Mest [ iaebecar = Techaical |Ssourity =
changes (o free-form texct data ficlds by capturing information including, but not limited lo; ity Managem Prroa
Wl Moot [Afiachmient H - Toshnical |Seourity 139
sMos0 2 The name of the authorized solution user who updated a field Socurity Management Specifications Approsch [Management
Wl Most Atiachment 1 - Techaical | Sacurity 139
SM041 2 'The datc and time a ficld was updated Security Management i i Appraach
Will Meet | Attachment H - Tochnical |Security 139
sMo42 2 (Others dofined by DIHR Sccurity Management ifications Approach
] ) ) ; } Will Meet Atiachment H - Tochnical [Security
e , The soluton ol evs data ncryption standards n ccordance with DHHR, St and fedral scurity [ o0 osont Appor
and privacy laws, policies, and/or procedurcs. nger
L oes L The Vondor should provide documentation on how the solution governs the confidential naturs of iy Wil Meet Atashmmcnt ;:"":l‘;" Seourity
information sbout paticnts and their health information y Managem; a
. . N Will Meet | Attachment H - Technical |Security
The Vendor should be prepared to demonstratc how the salutian supparis rogulations gaverning the 3 EHmett
SMoas ! safoguard of information about patients including, but not limited to: Saaurity Management [Specifications Approach | Management
il Mest [Attachment H - Technical [Security
sMods 2 Names Security Managoment ifications Approach
Will Moet | Atachent H - Technical |Security
SMu47 2 Addressas Socurity Management |Specifications Approach |Management
Wil Moct Atiachment H - Technical |Seourity 139
sMo48 2 [Modica! dats, including diagnosis and past history of discase or candition Security Management ifications Appeonch
T WAl Moet Afiachment 1 - Toshnical [Seourity 139
SM049 2 "Test results Security Management i i Approach
N Will Mot Attachment H - Technical |Seourity 139
SM050 2 | Treatment plans Security Management ifications Appraach
Will Moet [Atiachment H - Toshnical |Seourity 9
[swos 2 Others as defined by DHHR, Sta, and Fedoral security end privacy policies Security Management Specifications Apgroach [Muumunuu
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Spec I #  Terardy | evel Suthjest Matter Area Capabitiy Assessment Attnchmen ~eetion Page ®
e . [Tho sotution should disable accounts after 1 i imvalid 1o n Sempls end rocatogainst o W Meiloriont 1 A;Fw“‘"“; ity
further user authentication attempts using & 13751 approved lock-out mechenism.
The Vendor should supply, on &n annusl kasrs, = roport of th resulis of & ssaurkty isk assessment, Will Mect Atiachment F - Tochnical |Security 19
sMos3 1 including a1l fools used for the assessment, and an netion plan detailing the approach for remeiation of |Security Management ifications Appraach
security risk valnorabilites.
Will Meet Attachment [+ Broject Mansgement 126
PMo01 1 [The solution should atign with DHHR's vision for the to-be ESS environmeat. Project Management Implementation
Sp=sifications proach
[The solution's inital data load should consist of al current data cantsined within the existing surveillance | . il Meat Atichment [ - Projoct Management 146
PMo02 1 i . " ; c Project Menagement Implementation
:.ysluns at the time of the of'the Enterprise System (ESS). Specifications Agprysch
e L The Vandorshould siore axd masntai il prejectdocumentaon 1 a egrecdupon documen asiony [y Wil Megt I;:ﬂ";f::l“;"':a“ Project Management i)
such as a SharoPoint location e
Will Meat Projoct Management 146
PMO04 1 The Vendor should make all project documeniation accessible fa il stakeholders identified by DHHR. Project Management
The Vendor should condic deliverable walk-throughs for all project dliverables prir to their submission iyl et L Froject Managerment 149
PM00S 1 inlss oborniso spprorod in witng by DR, Project Menagament Implementation |
g’ |Spexifications Aperrach |
Will Meet Attachment 1- Projost Maragement 16|
PMOOS 1 The Vendor should wark with DHHR to develop acseptance criteria for cach project deliverable Project Management Implementafion
| I Specifications Approach
- . he Vendorshauld st cachprjes deliverale o DHHR in il o and b ready formgratre o oo [Ty Meat l‘:’ﬂ;‘;‘“"';::m [Projoct Menagemnt 146
approval esnent
Spssilications Appivach
(- . glxzdm shoukd sbit 1 proje defverbls to DHHR in accondnca with cach duin e projet [ Will Meet i:'.;‘:;::;m Project Management 146
- |speci Agpromch
Wil Meet Atachment I - Projeet 146,
PMO0Y 1 [The Vendor should work with DHHR's project manager regarding all poject related activiics Project Management Lmplementation
Spoctfications Apprsch
T I Will Meet Atiachment I - Project Management 146,
PMO10 1 The Vendor should submit all mecting malerials to JHHR 24 hours prior to each meeting. Project Management Implementation
| ifications Approsch
Will Mest ‘Attachment - Project Mansgemeat 14
BMo1L 1 The Vendar should capture mosting minutes st cach meeting, Projoct Munagement Implementation
wsifications Apgroach
Will Mest Attachment | - Project Management 146
PMO12 1 The Vendor should distribute meeting minutes within 48 hours aler a meeting aceurs, Project Management Implementation
- | pcifications Approzch
The Vendor should provido DHIR wedkly reports of tesfing status, sycliding, buf ot Fmited fo Will Most Attachment 1 - Projoct Mansgement 146,
PMO13 1 Projoct Managsment Implementation
_|specfications Approzeh
Metrics on the number of tests completed Will Mest Attachment [ - Frojoct Managoment %,
PMot4 2 Project Menagement Implementation
Specificaions Agprosch
Nomber of deferred or canceled tests Wil Moct Attachrent ] - Project Managoment 14
PMo1s Projoct Mansgement implementation
Specifications Appriach
Results of the tests executed Will Mect Attachment 1- Frojoct Management 146
PMO16 2 brojoct Munagement Implementation
Specifications Appinach
Dofocts idenfified by severity tevel Will Moot TAnachment 1- Project Management 14?]
PMo1L7 2 Project Managemeat Implementation
cifications Apgrimch |
Corrostive actions taken Will Moet Atachmont - Projoct Management 146
[N 2 Project Mansgement Implemcntation
Specifications Appriash
Others 2s defined by DHEAR Will Moct Atachmont [- Projest Menagoment 16
PMo19 2 Projoct Management Implementation
pesifications Approsch
(Will Meet Attachment [ - Project Management 145
PM020 1 [The Vendor should provide DHER with weekly, monthly, end quarterly project status reports o includes: | Project Management Implementation
ificalions Approach
Will Moct Attachment - = Project 14|
PMo021 2 (General project status information Project Management Implementation
s ifications Apprinch
Will Moct Atiachment I- Project Management 146
PM022 2 Milestone roview Projoct Management Implomentasion
| ifications Approach
I ‘w Meet Attachment (- Projoct Monagement 14
PMO2 2 lssues and riskcs Project Management Implementation
Approsch _|
Will Meat Attachment I - Project Management 146,
PM024 2 Project metrics Project Management Implementation
Sucifications Appeiach
Will Meel Attachment [ - Project Menagement 146
PMa25 2 Others s defined by DHHR Project Management i
Spocifications Apriich
[haczs , Ths Vendorshoud iz & change meragement methodology ta i basod on industrystandards and sty o Will Moot ;:::::::m Project 146
practices and is epproved by DHHR. P
Specilications Apprimch
Wil Meet Atachment - Project Menagerment 146
PMoz7 l 1 (The Vendor should propose a change mansgement methodology including, but not limited to: Project Mansgement implementation
ifications Agpriuch
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Will Moot Adsachment 1 - Projcct Mansgement
Approach across all project phases Projest Management Implementation
Spscifications Apgrrach
Will Moot Atachment { Project Management I
PMO29 2 Roles and responsibilties Projeot Management \mplementation
| Spocifications Agproach |
(Will Meet Aniachment I - Project Mansgement 146
PMD30 | 2 Tool: ry to support Project Management Implementation
Specifications Agprosch
Will Meet - Project Managemont | 146]
PMO31 2 Reporting Projoct Managoment Lmplementation A
St fications Agyenach
Will Mect Atiachment 1 - Broject Managoment 146
PMO32 2 Others as defined by DHHR Project Management Implementation
Specifications Appach |
5 0 Will Meet Attachment I - Project Management 146|
PMO33 1 [Yhe Vendor stioukd propose pas change in support of the Project Management Implementation
P S fications Apprrach 1
‘The Vendor should conduct requirements analysis sessions with DHHR during which the Vendor wil ) Wil Meat Attachment - [Projoct Mansgement 146
[ ! review, refing, and scck approval for all requirements included in this Request for Proposal (RFP) Project Management mplementation
d Seecifications Approach
Will Moot Attachment 1 Project Management 14
PMo35 ) The Vendor should work with DHHR to desiga the system in acoordance with fho following design phases|Projoct Management Implementation
Specificati vach
P Projoct Management 14
PMO36 1 Preliminary System Design Project Management Implementation
[ ifications Agprrisch
| | Attschment I - Project Management 146/
PM037 1 Detaited System Design Project Management Implementation
Specifications Apseisch
Wil Moct Atachment - Froject Mansgement T3
PMoO38 1 Final System Design Projoct Management Implementation
| Specifications Apserach |
Will Mest Attachmiont 1 - [Project Management 146
PMo39 1 The Vendor should be responsible for all costs ssociated with requirements analysis and solution dosign_|Projoct Managsment Implementation
Spexifications Appreach
Will Most Attachment ]~ Projoct Managoment 1%
PrO40 1 Tha solution should bo developed and implemented in accordence with the projest worl plan, Projoct Management implementation
Specifieations Agprasch
ol . Tho Vendor should detnil their approach to both requi validation and joi fon designin o e | e Project Managemeat 149
support of requirements analysis and solution design activiies ¥ 8 o — i
o ) The Vendor shouid maintain  requi ity mai (RT) troughout U Byl ofthe |y [ Will Mect l’:“":lﬂ;':“:m [Profoct Management 146
project as defined in the Defiverabls, emet
Approach
e . The Vendor shoud provideall akshoiders deified by DHFIR cses o o roquiremems bl [p o [NnMeet ﬁ“";ﬂn"‘;": s Projoct Munagement 144
moamnx (RTM). Iy A -
catons Apgeons
[ , Tha Vondar skl docsment i he equirests rceabily mar (RTM) whorscach oquirementis (oo il eet a\‘;ﬁ;“;"'ﬂm Projec! Management 145
accounted for within tho following arcas: el
pusifications Approsch
Wilt Mest 1- Project 146|
A0S 2 Dosign documentation Projoct Management Implementation
Speifications Approach
Will Mect Attachment I- Projoct Management 146
M6 2 Workflows Project Management Implementation
| ifications Approach
I Wil Moot Attachment I - Projoct i
PMO47 2 Communications Project Management implementation
Spoifications Appeych —
Will Moot Attachment 1 - Project Management 146,
PMO48 2 Test conditions Project Management Implementation
Susifications Appriich
Wil Mool Aftachment 1 Project Management 1%
PMO49 2 Test sosnarios Project Management Implomeatation
Spesifications Approach
Will Meet Aftachment 1- Projeet 14
PMUSO 2 Teat cases Project Manegement 1emplementation
- ifications Appriesh
Will Meet Atiachment [ - Project Managerment 146
EMOS1 2 (Others as defined by DHHR Project Management i
Spesifications Apgmasch
The Vendor shauld demonstrate fhrough the requirements traceability matrix (RTM) that all documented | . et [ — Project Mansgement 149
032 ! and approved specifications have been traced throughott the design lfecyelc: Project Managemeat [mplementation
pos e! it Sgeeifications Approach
The Vendar should work with DHHR fo fully understand the scopa, purposs, and mplications of cach ] [Py e [ — Projest Management T
PMO53 1 e it o Procomt (L) oeciiciieg Project Management Implementation
Sgasifications Appriech
Il osa . The Vendor s)ln;_lld deify nd ok wit DHIR fo eslvegaps b tho Vondor md DHHRE |y oo Will Mest l’:““;f:,"'l“;’::;m Project Managoment 146
o ifications Anyonch
The Vendor shiould propose and excouté a plan for a phased approach fo the solufion’s implementation, i [ill Moet [Archment]- [Projoct Management 146
FM0SS ! including all of the solution's components and modules Projoct Management [[mplementation
Specifications Appersch
Will Meet ‘Aftachment 1 - Project Menagement 146
PMOS6 1 The Vendor should design the solution using an iterative development spprozch, Projc Management | Implemeatation
. ! Apgeouch
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[PM057

Hivearchy Vevet

citions

Speci

Specitivation Yet

[ The Veadar should review and tostin logical functional groups of system componeats or modules.

Subject Matter Area

Project Management

Capability Assexsenent

Wil Moet

Vendar Respoitee

Sfachiment

Secthun

Project Manegement

Pagre

PMO058

Project

The Vendor should ensure the ll design documentation is kept current thranghoul

Will Meet

Aftachment 1-
Implementation
Spesifications Apprrach

Project Management

PM059

[The Vendor should support all data migration related activitioe

Project Management

[Will Mest

Attachment 1 -
Implementation
Spexifications Approach

Project Management

PMOGO

The Vendor's data migration stategy should minimize risk and the disruption ta ather enterprise solutions.
affected with tho salution's design and implementation.

Project Management

Will Meet

Attachment I -
Implementation

Specifications Ayproach

PMO61L

The Vendor should ba responsible for the data eleansing of all data beung migrated from the existing
surveillance systoms uad converted to the new solutian.

Project Munagement

Will Most

Project Management

Attachment T -
Tmplementation
Sy ifications Apprsch

Project Management|

PM062

The Vendor should proposs an industry stendard data migration and conversion methodology that includas
bust is not limited o:

Projec: Management

Will Mect

Attachment 1 -
Implementation
Sy fications Approach

PMO63

Data analysis techniques

[Project Management

Will Meet

Attachment [ -
mplementation
|Specifications Appreach

Project Mansgement

[Project Management

PMO64

Checks and balances for ensuring date quality and accuracy

Project Management

Wilt Meet

Attachment I -
Implemantation

Frojest Management

PMOSS

Data conversion tool scts

Project Management

(Will Meet

Specifications Approssh
1

Implemeatation
ifications Approech

PMO66

‘The Vendor should complet a full analysis of DHHR disease surveillance enterprisc 10 understand what
source solutions and corresponding data will need to be integrated into the solution.

Broject Management

Will Meot

Attachment 1~
Implementation

Spexifications Agprouch

PM057

The Vendor should complefe an
will be needed in support of opertions,

of the as-is and to-b to understand what reports

[Project Menagement

Will Maet

Projoct Management

Attachment I -
mplementation
Spesifications Approach

Project Management

PMO68

The Vendor should develop and obtain DHHR approval of all reports identificd as neoded in suppart of
operations.

Project Management

Wil Meet

Attachment I -
Implementation
Speifications Approach

Project Manegoment

146/

PMOGS

The Vendor should be preparad ta work with DHHR to identify and integrate data from DHHR-identified
il systems

Project Management

| Wil Mest

Attachment ] «
Implomentation
Specifications Approach

[Frojeot Mansgement

146|

PMO70

PMO71

PM072

The Vendor should propose and manage & process by which data from additional solutions can be identificd
and intograted into the Enterprise Survicllance System (ESS).

Will Meet

Project Management

Attachment I -
Implementation
Specifications Approach

Project Management

146|

The solution shouid have the ability to support quality measures as defined by DHHR

Project Management

Wil Meet

Attachment I -
Tmplementation

Specifications Agpriisct

Project

The solution should support the Vendor based on new
DHHR according, to business needs as identilied in the Change Management Plan,

dofincd by

Project Management

Will Mect

Attachment 1 -
Implementation
Specifications gy sch

Project Management

'TE001

The Vendor should conduct the following types of testing in support of the solution

Testing

Will Meot

Attachment 1 -
implementation
Specifications Apgrisch

Testing

TE0O2

Unittesting

Testing

Will Meet

Attachment I -
Implementation

Sgecifications Appiuach

Testing

[TEO03

testing

Testing

" |Will Moat

Attachment I'-
Implementetion
Spocifications Approach

| Testing

TEQO4

lterative functional testing

Testing

Will Meet

Attachment I -
Implementation
Spes ifications Approsch

Testing

170|

TE0OS

System integration testing (SIT)

Testing

Will Mest

Attachment 1 -
Jmplementation

Spus ifications Approach

TE006

Interface testing.

Testing

Will Mect

[Testing

170]

Attachment I -

Specifications Apgrrsach

Testing,

TE00T

Regression festing

Testing

Wil Mect

Attachment 1 -
Tnplementafion
[Specificati Approsch

Testing

TE00S

End-to-end testing

Testing

Will Meet

(Attachmeat 1-
Implementation

Agipriach

Testing

TE00S

Security testng

Testng

IWill Mezt

Atiachment I -
Imptementation
Spiesifications Appriach

Teamng

170]

ITEOID

Performance testing

Testing

Will Meet

|Attachment I -
Implementation

Specifications Asgroach

TEO11

Usability/Accessibility tosting

Tosting

Will Meet

Tesling

3
3

=

Implementation

TEO12

Browser testing

Testing.

Will Meet

'TEO13

User acceptance festing (UAT)

Testing

Will Most

Attachment 1 -
Implementation
Secifications Apprich

Testing

Spucifications Apjrouch |

Attachment -
[mplerentation

Sprcifications Agiprsch

170
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Spec I Hierarchy Levd Spexiffeation Text Sulijeet \latter Arva Capabitity st Afachinent Section faye

Will Meet Atischment I -
TEOL4 2 Diata conversion festing Testing Implementation

Speeifications Appisach

Will Moct Attachrent 1 - Testing 170
TEOLS 2 Operational readiness testing (ORT) Testing Implementation

ifications Apgruach

Will Meey Attachmentl-  |Testing
TEOI6 2 Parallel tosting Testing Implementation

ifications Apgriach

Testing 170

Will Meet I-

ITEOL7 2 Other testing as identified by DHHR and/or Vendor Testing Implemeniation

Spesifications Afiach

[Will Moet Attachment I - Testing 170)

TEO1R 2 The Vendor should be preparcd 10 assist DHHR with User acceptanes tesfing (UAT). Testing Implementation

_ Spexifications Anproach |

Will Meet Aftachment 1 g 1Tﬁﬁng 170,

Testing Tmplementation

ifications Approach

Will Meet Attachment I - Testing 170;
TEO20 1 The Vendor should compleic rogression testing subsequent to, but not Timited to, the foliowing: Testing Implementation

ifications Apgeeach

Will Meet Attachment 1- Testing 170

TEO2t 2 Deployment of new solution compoments Testing Implementation

s Apperach
TE022 2 Intogration of cach salution component into the primary solution Testing Implcmentation
Specilications Approach
ITE023 2 Every migration of new build versions to sach test environment Testing Implementation
Spexifications Agprosch
Will Moot
TE024 2 Solution fixcs Testing Implementation
Specifications Agjroach
Iaplementation
Specifications Approach
TE026 2 Solution relcascs Testing, Implementation
- |Spucifications Approach i
TE27 2 Others as defined by DHHR. Testing Implementation
Specifications Apprisch
Testing Implementation
Spocifications Apprisch

Will Mcc1 |Attachment | - Testing, 170
IWill Meet |Attachment I - Testing [ 170]

Attachment [ - Testing 170!
We« JAtiachment 1 - Testing 170,
Will Meet Attachment I - Testing 170|
Will Meet Attachment I - (Testing T
Will Moot Attachment I - Testing 170
Will Meet | Anachent I- " [Testing 170

Testing

The Vendor should be prepared o conduct User acceptanca testing (UAT) in af] cases whereby DHHR

15215, : does ot elest o conduct UAT

ITE025 2 Solution patches (Testing

The Vendor should utilize a subsct of system integralion festing (SIT) scenarios representative af maximus

TE028 i functional and tochrical salution coverags for the purposes of regression fcsting.

The Vendor should obtain approval from DHHR on which system infogration tosting (SIT) shoald be used

d . for rgression festing,

[Testing

Spesifications Apgnisch A
Will Moot Aftachment 1+ Tosting 170
TE030 1 The Vendor should utilize end-o-cnd fest cascs in support of regression tosting, Testing Implementation

Specifications Apgeonch Bl
Will Mest Aftachment 1- Testing 170,
Tosting Implemontation

Specifications Apgrusch
Will Moct Attachment [ - Testing 170
TE032 1 The Vandor should propase security testing scenarios snd/or cascs fo DHHR for their approval. Testing Implementation

— {Specifications Appwoach
Will Moet Attachment
[Testing Implementation
Spex fications Approach
1

The Vendor should perform security testing on functional, technical, and infrastructure components to

[ L onsuro the solution meets ali State, DHHR, and Federal security roquisements.

The Vendars testing should allow for testst0 b Testing 17

the exposted peak period volumes for sotution operation.

TEO33 1

Will Meet -
TEO34 1 The Vendar's performance tosting should accur on  production ready version of the solution. Testing Implomentation
I ifications Agiiroach
Will Mect Attachment | « [Testing 170,
TE035 1 The solution's performance esting environment should mirror the finat productian soluticn specifications | Testing |implementation
Syexifications Apgeuach
Wil Mect Artzchment 1 - Testing 170
Testing Implementation
|Spucifications Apgruach
Will Meet Attachment ] - Testing 170
TEO37 2 Internal users Testing Implementation
ucifications Appresch
Will Mect | Antachment 1 - Tesling 170]
TE038 2 Externel users Testing Implementation
Specifications Agpreach |
IWill Meot Attachment ! - ‘Testing 170]
TE039 2 Power users Testing implementation |
Spocifications Agyisich
Will Moot Atischment I - Testing 170
TEQ40 2 Users with limited computer skills Testing Implementation
Sypes ifications Azproach
Wil Meet Attchment - Tosting 170
TEOAL 2 | Prospective new users Testing Implemeniation
Sy ifications Apgroich
Will Mect Atiachment I - Testing 170
TE04Z 2 Users who will require solution training 1o complete their daily work Testing Implementation
- Spetifications Approach

Tesling 170/

TE03G 1 The Vendor's usability/acoossibility testing should include testing of the user interface for the following

users:
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Aftnitsinem |
TE043 Users with disabilities Testing Implementation
ifications Approach
|Will Meet Attachment I -
TE044 (Others as defincd by DHHR Tosting Implementation
= Specifications Approach
Will Most [Attachment [ -
The Vendor's usability/accessibility tasting approach should account for testing for compliance with sectice, . |Implementation
[TEO4s 504 and 508 of the Americans with Disahilitios Act (ADA}, Testing Specifications Approach
)
. i [, . " 'Will Meet | Attachment ] - Testing 170/
1046 The Vendor' bravwser testing should b pecformed using & minimum of a subsst of system intagration est |, g Implementaion
scripts that onisures maximum solution coverage. o
ms Approsch
Thie Vendor should supply the data, environments, and test soripts necessary to support user aceeplance ) fAiTilboct Ik Tesiing 170
TE07 4 Testing Implementation
testing (UAT) Lmplement —
i y ; - Wil Meet Atiachment I - Testing 170
_—_ [The Verdar should work with DHIR t clin user asoepiance teting (UAT) eascs roprosentatveof e |y |— e
full salution caviroament, [emplement
| Agmitorch
The Vendar should be responsible for working with DHHR to define the user ncceptance fost (UAT) ) [WiNioet jlizchmentLL Testing 17
reces scenanos DHHR deems as critical for UAT Testing mplementation
__|Spasifications Approach
Will Meet Attachment [ - Testing 170)
TE0SO The Vendor should be responisiblc for drafiing all user acceptance testing (UAT) cases. Tosting Implomentatian
ifications Apgproach
lrenst The Vendor should review all user accoplance esting (UAT) results with DHHR, and u sirtegy for osing Vill Meet ﬁu";l‘:."“e;'l";"m Testing 17
mitigation should be agreed upan for each defeot based on the defect's severity, prionty, and impact, Seeesins "prosch
'The Vendor should discuss and blain DHHR's approval on data conversion exscption tolerance levels prir|, Willjdoes Adtachment | - [Testing 170
TEDS2 L Testing Implementation
to 1he commencement of data conversion testing, ¢ L
Spuifications Apprisch |
The Vendor should review and obtain DHHR's approval of data conversion test results prior to ) (Will Meet Pabhavent T Tosting 170
[0 commencement af production data convarsion e [mplementation
Specifications Agranch
N The Vendor should work with DHEHR to define an aporationa! readiness testing (ORT) npproach st . Will Meet [Attachment | - Testing 170
frE0s4 passes all DHHR and Vendor ible sofution operational proc d procedures Testing e iaiion
cneom g Specifications Aggroach
Will Moot Aftachment 1- Testing 170,
TE0SS The vondor shauld provide o user inferface et has bean tested fur usability Tosting Implementation
Specifications Ajpriach
Will Meet Attachment I - Training 157]
The Vendar should provide a sandbox raining environment for authorized solution users within the salutioh P
TROOL that uscs de-identificd data and is compliant with the Health Insurance Portability and Accountability Act |Training pocifications Approach
{{(HIPAA), DHHR, and other State and federal regulations,
Wil Moot Atiachment 1- Training 157
TR002 The Vendor should develop and maintain a sandbos snvi for raining thatmirrors production.  |Training Implomentation
|Sicifications Apguoach
Will Mest |Attachment [ - Training 157]
TRO03 The solution's training environment should have the capacity 1o support il components of the solutien.  [Training Implomentation
ifications Apgrosch _|
Wil Moot Attachment - (Training 157
Tmplementation
Tho Vendor shiould enisure that na aspect of training uses protected healh information (PHI), personally [Specifications Approach
TRO04 identifiable i jon (PIT). and that the training materials and environments aro compliant with the Heal Training
Insurance Portability and Accountability Act (HIPAA), DHER, and ofher Stste and federal regulations,
Will Meet | Attachment ] - Training 157|
[The Vendor should provide the nesessary raining and angoing support to all DHER suthorized solution 's'""'Fl‘.““""“‘""“ "
TROOS users pariicipating in data conversion validation and user accsplance testing (UAT) of the solution Training pecifications Approact
\companents, reporting options, and data structure.
Will Most Attachment - [Training 157
o005 The Vendor should provida initia! and ongoing training and associated reference documentation to reaiai [mplementation
uthorized solution users for the duration of the contract, at the request of DHHR. RE Specifications Approach
Will Moot Attachment 1 - Training 157
Throughout the duration of the contract, the Vendor shauld provide reguler training sessions for aulhorized ’S"'P‘F"_““_""“"
TROO7 | solution users on updated or new functionality and/ar husiness processes related to the solution, at the Training pecifications Approach
request of DHHR.
Will Moet Aftachmont 1 - Training 157
) ) I ) Implamentation
oo (The Vendor should rack and provide confirmation of attondanca t ll trning sessions and report on whi Training Specifications Approach
versions of treining materials were presenied at the training.
The Vendor should provide evalustion fecdback forms to training participants et the end of cach trzining | . . Willleat! jAntachment 1 Training 157
TRo09 nd provida fes of ions to DHHR with jans for changes, i applicable. | "8 [[pleruomatic
L Brs/if applicable. Specifications Apprasch
Wil Moet Atiachmant [ - Training 157
ITROIO f The Vendor shoutd provide hands-cn. in-person, remofe, end/cr anline training. Trainng Implomentation
I i i Appuvach
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SpecIle flecwrchy Level Specilieation Test Stbjest Matter Ares Capabiits Asspsstient Abyas mend Swetivn Cage &

[ The Vimeer stssld provide D [T pprovee, famimg aai ve gués: books sddreasing all components of Will Meet Afachmant § - Traming
TROIL | solution and provide to DHHR i least four (4) copics of cach book for distribution as well as online Training Implementation
eleotronic copios. Spuxifications Approsch
The Vendor shonld ensuro that alt DIHHR-approved training documentation for the solutian 1s posted wher,, - Jiw et Aftachment 1 Training 157
ITROI2 1 : v : Traming Implementation
authorized solution sers can access it on demand., emcut
I |Sp=sifications Approsch
(Will Mcet Atachment [ - Training 157]
RO 1 The Vendar shauld propase a rolo-based training approach. Training [mplomentation
Spocifications Agprosch
Will Moot ‘Attachment 1+ [Training 157
TROL4 1 Tho Vendor should develop training maferials that support each raining Training Implementation
Spesifications Agposch
- . The Vendarshuld provide - necssary the (raning venuesand equipment o bestcnsus th kioing's |1 ’W e ;:"“F'l‘:"‘“;’t‘:;m |Training 157)
sucecss. men:
| Spesifications Apyroach -
'[wm Meet Atlachment [ Training 157
TROIG 1 The Vendor should provide user accoptaos lesting (UAT) training, Training Implementation
S ifications #pprich
Will Moot Attachment 1+ Training 157
TRO17 1 The Vendor should provide train-the-trainer training scssions.  Training Implementation
Spexifications Apgrosch
- Will Moet Attachment I - Training 157|
s . ::-ZZ:?:I Shoudsuppcetal spats ofin that DHER and Vendoe ares oy omdthe | o
= | __|Speifications Apprrach
Will Meot Attachmen 1 - Training 16
TROIS 1 The solution's trining, cavironments should be reflective of real-world dats, Training Implementation
ifications Approach
'The solufion's training environments should include end-fo-end tratning an processes during applicable - Wil oot Attachment 1 - Training 157
TRO20 1 = Training Implementation
phases : Spesifications Apprrach
The Vendor should maintain and ensure contract personnel stalTing lcvels and com petencies to support [WilliMdzer et Opcrations 177
OPoD} 1 softwars applications, data integrity, analytics, user training, and contract administration pursuant to Servic|d ipmations ey
Pvilamesre iz sitis) Operations Specifications
Apsroach
Will Mst ‘Attchment 1~ Operations 7
The Vendar should supply key stafF resumes to DHHR for foview and approval prior o key stafFbegianind . Msintanance and
jOR%0Z 8 ot et [Oosutost (Operations Specifications
Apgecach
'Will Meet Attachment J - Cperations. 177
| rocs , The Vendorshould suppy resimes o key s subsitutions t DHHR forreview nd agprovel priorto | Muinicasnce and
Key stafT substitutions performing any work under the contract, Operations Specifications
— Approsch
Will Meet Ataclment J- Operafions 7
The Vendor should collsborsto with DHHR to develop and maintain & process for sutborized solution user | . Msintenance and
[PRoos t support, [Opwasiong (Operations Specifieations
Agpninch
The Vendor should maintzin and snsure contrat personnel staffing lovels and compelencies to support Will Mect a"f‘h'""“ = | Operations 17
oPons 1 software applications, data integrity, analytics, user training, and contract administration pursuant 1o Serviciprations "“‘“,"""'; e fcati
Level Aprosencats (SLAS. (Operations Specifications
Agprosch
Will Meet Attechment J - Operstions 177
OPOO6 1 The Vendor shoutd marmtain adequate stalff to perform operationsl functions icluding, but not limited to | Operations | g‘;‘::;:‘,";;c“: aation
. Appch
Will Meot Aftachment J - Operations 177
OP007 2 Identify » primary and back-up point of cantast for day-to-day operations Operations g‘;‘;:‘x‘;p‘:gﬁ“ﬁm
Approsch B
Will Most Attachment 1 - Oporations 77
0Poos 2 Maintain offecti foations of project d problem resolutions Operations m’:‘nﬂﬁ:gﬁc —
. Approsch i
Maintain carrent documentation of operational pracesses and notify designatod DHHR siai of operational R e (Opermt hd
oPoos 2 issues and remediation plans within i g pursuant to DHHR defined Service Level | Operations o;:_ﬁ;“';‘;‘;mmm
| Agreements (SLAs) ch
Will Mozt Attachment - Operations 7
[Ensure quality controf procedures are in place and utiized and that issues ars resolved when deatificd ) Maintensnce and
Yl 2 through quality checks (Operations lOporations Specifications
1 Appioach
I Will Moat ‘Atachment 7~ (Gperations Ik
opoLl 2 Adhere to project and report delivery timeframes Operations gp';’:zm“;p‘;“‘iﬂ“ﬁnm
_ Ajproach
Will Moot Atiachment J - Gperations 177
opot2 2 (Conduct business uso enalyses to prepare operations] reports Operations g;;"::.‘;‘;‘;p‘;“:ﬁ“ﬁms
Apprusch
Will Meet Attachment J - Operations 177
opo13 2 [Work with DHHR to automate operation! roports Operatians g;::::;c;:::ﬂulims
| Apjroach
Aftachment I - Operations 177)
oPol14 2 |Others 3 defined by DHHR and pursuant fo Servics Lovel Agreements (SL As) (Operations 'g‘;‘?&‘s’;"m“ﬁm
| Apgruach
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Will Mect Atsinment | -
Maintenance and
(Opemtions Specifications
Appirsch

(Will Meet Attachment J - Operations 177]
Maintenance and
(Operations Spesifications
Apprisch

Will Meet Anachment J - [Ciporation 177]

0OPOIS 1 The Vendor should maintain adequate staff to perform technical functions including, but not limited 1! |Operations

opots 2 Maintain systems by researching and resolving problems Oporations

oPot7 2 Maintzin system end network integrity and sccurity Operations Operations Sp-;diﬁcninn!

I .. Apsronch |
I Meet Attachment J - {Operations 177
Maintenance and
lOperafions Specifications
Appronih

Will Meet Attachment J - Operations 177,
| Maintenance and
|Operations Specifi
| Approach

Will Mest Attachment J - Operations. 177
[Maintenanco and
(Operations Specifications
Apjitosch

Will Meet Attachment J - Operations 177]
Mainlenance and
Operations Specifications
Approach

Wil Meet Attachment I - Opemations 177
tmpact on the «ystem and Operations gpl:‘?o:\';ugp.:;ﬁcnﬁms
Apgroach

Will Meel Attachment J - 177]
Maintenance and
Operations Specifications
Approach

Will Meet Attachment J - Operations 177|
Maintain a system of chetks and balances such that the underlying data aro consistent, complete, and (Opesations Mninrauno; and
accurte (Operations Specifications
Agprisch

Will Meet Attachment J - \Operations 177
Maintenance and
|Operations Specifications
\Agproach

Wil Meet Attachment 1 - {Operations 177
Maintenance and
Operations Specifications
Apyrrach

Will Meet 1. Opcrati 177
Maintenunce and
Operations Specifications
Approach

Wil Meet Attachment J - Operations 177
Muintenance and
|Operations Specifications
| Approsch

(Will Mect I- Operati 177
Maintenance and
(Operations Specifications
Apprusch 1
Wit Moet Attachment J - (Operations 177
Maintenence and
[Operations Specifications
Al h

OP018 2 Develop and maintain configuration and customization of the solution, solution tools. and rules sngine  |Operations

orors 2 Establish, manage, and maintain the solution data cxchanges Ogerations

P20 2 Maintain file specifications for solution dats exchanges Operations

lopoz1 2 Establish, manage, and maintain solution intcrfaccs Operations

Assure that new technology i

|orozz 2 lauthorized solution users

joPo23 2 Provide regular status updates 10 DHHR on system {ssues and system updates Operations

(0P024 2

OPO25 2 Develop and gather requirements Operations

OP026 2 Design, implement, and maintain soluticn architecture Operations,

opo27 2 Moanitor salution performance and resolve issucs ‘Operations

apo2s 2 Analyzz test plans, technical specifications, and fest results Operations

(OP029 2 Provide system documentation Operaticons

'OP030 2 (Others as defined by DHHR and pursuant to Service Level Agreements (SLAs) Operations.

Will Mest | Attachment 7 - [Operations 177,
Maintenance and
|Operations Specifications
Apgruach
Will Mect Attachment 1 - Operations 177
The Veador should work ollboratively with DHIR 1 sxplain and suppart ESS Vendor-based operfions| oy Maintenance and
and reporting to staksholders, auditors, and other pariics when nicesssary. [ Operations Speci fications
Approsch
Will Meat Aftachment | - Gperations V77
Maintenance and
(Opersticns Specifications
Appioach 1
Witk Mest Aftachment 1- TOperstions 177,
Maintenance and
QOperations Specifications
Aot
TWll Most Aftachment - Gporations 177
Maintenance and
Operations Specifications
Approach
Will Most Attachment - Operations 177
opo3s 2 Providing documentation |Operations g;;‘:i':;";p‘::ﬁmm

1 Ajprusch

oral 1 The Vendor should participats in project mestings us dirscted by DHHR. Operations

(OP032 1

OP033 1 The Vendor should participate in audit activities including, bul not limited 10: Opezations

OP034 2 |Attending moclings Operations

apo3s 2 Running reports (Operations
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Will Mect A 3.
- . Maintenance and
OPO3? Providing access to all system componenis and modules as requested by DHHR. Operations Operations Specifications
| Approsch
[Will Mot Attachment J - Operations 177
_— ko Vondor should suppor the State with data integrtion s prior 1o nd subsequent o th soution's |0 [Maintenanca and
implementation (Operations Specifications
Apgmoach
Will Meet Attachment J - Opertions. 177
The Vendor should provide DHHR with s Data Manegement Plan as defined in Appendix 2 - Deliverables - Mainteranca and
] |nd Milestones Distionry. (Operations Operations Specifications
Appinch
Will Meet Atachment ] - {Operations 177
Maintenance and
The Vendor should agres to perform according 1o approved Service Level Agroements (SLA) and identificd (Operations Specifications
orodL Key Performenco Indieators (KP1) vt associated metics n the aveesof ysiem availability, porommecy o Approech
data quality, and problem mansgement, and should cansent to DHHR rotaining & percentage of payment if.
agreed-upon merics arc fiot achicved
(Will Mcet Attachment J - Operations 177
lopoat The Vendor should develop, maintain, and implement s DHHR-2pproved System Operations Plan as Operations Mzintenance and
defincd in Appendix 2 - Deliverablos znd Milestones Dictionary, Operations Spesifications
Approach:
- Will Meet 1 (e 7
Maintcnance and
The Vendor should pey and arrange for an annual Statement on Standards for Attestation Engagements, (Operations Specifications
OP042 System, and Organization Controls {SOC) 1, Typo H audi, using the most eurrent version of the (Operations Approach
udit, which should cover work performed by tho Vendor at the Vendor's facility and data center sites.
Will Meat Attachment J - Operations 7
The Vendor should submit the annual Statement on Stendards for Aficstation Engagements, System and g;:::;?;:;ﬁuﬁnm
opoas Organization Controls (SOC) 1, Type If audit report, using the most curreat version of the audit, ta DHHR Opcrations [Appecach
for appraval with an acticn plen to remediate findings within n limcframe agrecd upon by the Vendar and
DHHR.
Will Moot Attachment 1 - [Opersiions 177,
o The solution should provide an authorize soution use test environment (sandbo) fofest newe workflows . Maintonanco and
and eeports prior to execution in production. pern (Operations Specifications
Approach
| Will Meet Atiachment J - Operations 177
QPO4S | The solution should have lest environments {sandboxcs) that include metadata ‘necessary 1o fest new Operations Maintenance and
workflaws and reports pricr fo excsution in production (Operations Specifications
Apgriuch 1
Wil Most ‘Attachment J- Gperations m
QP046 The solution should have & test (sandhox) that can 83 requested by DHHR. (Operations gx-':'n:s:y.:gnunm
Apgreach
= . . P 'Will Mest J- | Operatii 17
The solution should ufilizs the same hardware, operating system, and rolational database management in th . *
jproa? st environments (sandbocs) that are used in prodution. Operations Muinenance ol
= Will Meet Attachment J - Operations 177]
oPo4g The solution should have teat environments (sandboxes) that mirror the production environment. |Operations g;;‘:.";’f;p‘:’iﬁ“m‘
Agpras b
Will Meet Attachment J - Opcrations 17|
The solution should supply zceess to the user scccplance tosting (UAT) environment for autharized solutiof ) Maintenance and
OPoas users. i e [Operations |Operations Spesifications
- Agiach
Will Meot Attachment J- Operstions 177
— The Vendor should provide scce-s for suthorized sahution users fo all solution test environments as perations @ and
requested by DHHR . Operations Specifications
Approach
Will Meet Attachmeat J - Operations 71
orost The soution should have development cavironment 5 devlop and unit-tetal softwarecontaned withile, oo Maintonanca and
the solution. Operations Specifications
Approach
o [Will Meet Attachment J + (Operations 177
ri53 Tho saufon'suser aceplance esing (UAT) environment should have the abilly 1o support ll companenty . Maintenance end
of the solution. (Operations Specifications
Agprisch
(Wili Mest Attachmant J - ‘Operations 177
The solution’s unit test environment should have the ability to perform full-scale system integration testing . Maintenance and |
0053 (SIT) for the solufion. (Operations Operations Specifications
Appronch
I Will Mect Attachment J - Operations 177
The solution should have 2 unit test environmeat that miccors produstion in hardware, softwere stack, and Maintenance and
R0s4 data volames. (Operations |Operations Specifications
L Apprach |
Will Mezt Attachment J - (Operations 177,
oposs The solution should have a unit test environment that exists for all relevant compancnts, Operations g;:‘::;'n‘ﬁ;";ﬁmm
| Approach
The solufion should provide sufficient transaction logging and dafabase back-up o allow if 10 b restored. Halution Back-up, Will Bect Attachment ] - Solution Back-up, 185
bRoo mulliple databascs ar used for work item routing and program dats, resioring the solution should onsure | Disaster Recovery, and Meintcnsnce and Disasier Recovary,
that datsbases are synchronized to prvent dats corruption Failover Operations Specifications {and Failover
Apprach
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Them mlifzem hcrale v e afil iy o perform cnlasn hnchuips wefinut im=rraption to production [Sedutiom Back-up, Atachment J - Sciubion Back-up,
bRooz L pceatinns, sceordnl %8 s hedile sgresd apo by DAL Disastcr Rocovery, and Maintenance and Disaster Recovery,
Failover Operations Specifications land Failaver
[ Approssh
| The solution should ellow continued use of the system during back-up and pesform back-ups during non- | Solution Back-up, [Will Meat Attachment J - Salution Back-up, 18
_—— B peak processing hours, to minimize the impact o operational acfivities Disaster Recovery, and Maintenance and Disaster Recovery,
Failover (Operations Specifications [and Failover
JApyEoact
'The solution should support daia freezing. Salution Back-up, Will Meet Attachment ] - Solution Back-up, 185
— L Disaster Recovery, and i d Disaster Recovery,
Frilover Operations Spesifications |and Failover
Approach
The Vendor should maintain an operational back-up power supplv capable of supporting vital functions. |Solution Back-up, [Will Mect Attachment J - Solufion Back-up, 185
- N Disaster Recovery, &nd Maintenance and Disaster Recovery,
Failover (Oporations Specifications [and Failover
Apprusch
The Vendor should equip facilitics with proper safeguards for fire provantion, fire delection, and fire Solution Back-up, (Will Meet Atiachment I - Solution Back-up, 185,
[ L suppression that arc consistent with local fire codes, Disaster Recavery, and [Mgintenanco and Disaster Recovery,
Failover Operations Specifications |and Failover
- - I Approach !
[ The Vender should equip fi ion and alarm systems with uni power supply Solution Back-up, Will Meet |Attachment J - Solution Back-up, 185
DRODT 1 Disaster Recovery, and Meintenance and [hsastar Recovery,
Failover (Operations Specifications |and Failovar
| Apgoach
The Vendor should have s remote backup facility that is georedundant 1o the the primary data center. Solution Back-up, Wil Meet Atiachment J - Solution Back-up, 1BS
hro | Disaster Rocovery, and Maintenance and Disastor Recovery,
Failover Operations Specifications |and Failover
Apgrvath
The Vendor should conduct an annual disaster recovery exerciso at a mutually agreed upon time and. Solution Back-up. Will Most Aftachment J - Solution Back-up, 185]
— | pravide the results to the designated DHHR stafE. DHHR staff should be invited to bs included in these | Disaster Recovery, and Maintenance and Disaster Recovery,
exarcises. Failover Operations Specifications |and Failover
Approach
The Vendor should storc all backup copies in a DHHR-approved backup storage location for a period of | Sclution Back-up, Will Mest Attachment I - Solution Back-up, 185
i i time spesified by DHHR. Disaster Recovery, and Maintenance and Disaster Recovery,
Faitover Operations Spocifications [and Failover
i — [Approach
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ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: MI52200000001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

[ Addendum No. 1 [ ] Addendum No. 6
[ Addendum No. 2 [ ] Addendum No. 7
[ ] Addendum No.3 [ ] Addendum No. 8
[ ] Addendum No.4 [ ] Addendum No. 9
[ ] Addendum No. 5 [ ] Addendum No. 1¢

Tunderstand that failure to confirm the receipt of addenda may be cause for rejection of this bid. I
further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

InductiveHealth Informatics, Inc.
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—

/
—
Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
Revised 6/8/2012



