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Cloud Infrastructure for Disaster Recovery RFQ 

1. Executive Summary 

West Virginia State Tax Division is headquartered in Charleston, West Virginia with regional offices 

across the state in Beckley, Clarksburg, Martinsburg, Parkersburg and Wheeling. The Tax Division 

provides customer service to both individual and business taxpayers as well as professionals who 

prepare taxes on behalf of their clients. The department administers more than 25 state and local 

taxes and fees, including more than $25 million in local coal severance taxes, more than $20 million 

in local general sales tax and more than $10 million in local liquor sales tax. Regarding property 

taxes, the department oversees the administration of more than $1.6 billion annually and works 

directly with 55 local county assessors. At the Tax Division, they strive to act with integrity and 

fairness in the administration of the tax laws of West Virginia. The Tax Division’s primary mission is 

to diligently collect and accurately assess taxes due to the State of West Virginia in support of State 

services and programs. 

The Tax Division is interested in soliciting a bid to establish an open-end contract for a cloud 

Infrastructure service. The Tax Division currently operated its Integrated Assessment Sem on 

Oracle Enterprise Edition 12c 12.1. Tax is seeking to enter a contract with a Cloud Service Provider 

to acquire a disaster recovery target site in the cloud. A replication tool will be needed to replicate 

data from the Agency production system to the cloud system. 

AHEAD has prepared an Alternative ‘Or Equal” Submission leveraging a FedRAMP compliant 

solution from AWS based upon the requirements specified within CRFQ TAX2000000016 for Cloud 

Infrastructure for Disaster Recovery. 

2. Why AHEAD for West Virginia Tax 

2.1. About AHEAD 

AHEAD Inc. is a limited liability corporation established in 2007 and incorporated in Illinois. 

AHEAD currently employees 600 professionals and continues to grow rapidly. 

AHEAD has hubs in Chicago, IL; Atlanta, GA; and Nashville, TN. Other locations include 

Birmingham, AL; Norcross, GA; Oak Brook, IL; Indianapolis, IN; Boston, MA; Detroit, MI; 

Minneapolis, MN; New York, NY; Charlotte, NC; Raleigh, NC; Cincinnati, OH; Columbus, OH; 

Memphis, TN; Dallas, TX; Madison, WI; Milwaukee, WI. 

AHEAD builds platforms for digital businesses. By stitching together advances in cloud 

infrastructure, software delivery, automation and analytics, we help large enterprises deliver on 

the promise of digital transformation. 

AHEAD is a current solution provider to the West Virginia Tax Department, specific to Data 

Center Infrastructure. AHEAD also provides IT services to several other State agencies, 

universities, and healthcare facilities within West Virginia. 
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2.2. What We Do 

We build platforms for digital business. 

A lot of organizations are stuck when it comes to transformation, because they haven’t put the 

right foundation in place to support change. We aim to propel your transformation forward by 

doing the following things exceptionally well. 

We Engineer Enterprise Cloud Infrastructure 

We modernize infrastructure – helping architect, migrate, and deploy workloads across public 

clouds, data centers, and edge locations to meet the digital business needs of our clients. Our 

approach incorporates a range of technical, operational, and financial capabilities designed to 

enable our clients to operate with maximum efficiency, security, and reliability. 

We Deliver Modern Applications 

We deliver better software faster – creating cloud-native applications that drive customer-

centric outcomes. Our approach combines culture, tools, and process to continuously deliver 

software innovation while reducing complexity, and when combined with our Intelligent 

Operations and Enterprise Cloud capabilities, provides end-to-end solutions for clients. 

We Create Intelligent Operations 

We help technology organizations run smarter – integrating leading service management, 

monitoring, and analytics platforms to provide preemptive controls, visibility, and automated 

remediation. Our approach ultimately delivers material improvements in system performance, 

user experience, and security across the enterprise cloud. 

2.3. How We Do It 

AHEAD offers a full complement of services to create and sustain your platform for digital 

business. From education and strategy development, to complex deployments and ongoing 

operational management, we’ve got you covered. 

At every stage, we help you: 

• Strike a balance between innovation and operational excellence 

• Blend technological, operational, and organizational perspectives 

• Take a holistic view across your IT infrastructure 

Education and Enablement Services 

AHEAD offers more than 70 different executive and technical briefings. Your team can use our 

space to explore new technologies and interact with industry experts, or we can come to your 

offices. Either way, you stay current on the latest enterprise cloud trends and learn the 

potential they hold for your business. Our briefing experience typically includes some 

combination of these experiences: 

• Accelerated evaluation process 

• Hands-on experience with emerging 

technologies 

• Personalized sandbox environment 

• Side-by-side technology comparisons 

• Lab demonstrations 

• Facilitated discussion of your challenges, 

requirements, and objectives 
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Strategy and Roadmap Services 

When organizations look to adopt cloud solutions but lack a guiding strategy, delivery suffers 

and results stall. But with a proper strategy in place, you can drive alignment and achieve 

success. 

Using a workshop-based approach, AHEAD’s Strategy and Roadmap offering teaches, unites, 

and delivers decision makers an actionable strategy and roadmap that incorporates the 

following: 

• Objectives and critical success factors 

• Cloud-readiness assessment 

• Use case and workload analysis 

• Organizational alignment 

• Operational models 

• Economic analysis 

• Billing, including chargeback or showback 

• Technology alternatives 

• Reference architectures 

• Security, governance, and compliance 

• Application profiling and rationalization 

• Service and business process management 

Design and Plan Services 

Successful cloud service design is more complex than choosing between technology providers 

and product features. Architecting the services, you want to deliver with an understanding of 

the corresponding impact is critical. 

AHEAD’s Design and Plan offering leverages a collaborative, workshop-based approach to 

rapidly develop the business, technology, and operational processes required to deliver 

enterprise cloud services. This includes making key decisions around: 

• Application and infrastructure 

architectures 

• Cloud management platform 

• Lifecycle management 

• DevOps approach 

• Blueprints and workflows 

• Automation, orchestration, and 

configuration management 

• Service catalog 

• Capacity and performance management 

• Investment analysis 

• Data protection and disaster recovery 

• Deployment planning 

• Application migration planning 

Deployment and Management Services 

Whether you are looking to extend or get out of your data center, moving to the cloud will have 

a significant impact on your business. As with any IT initiative, follow-through and management 

beyond the initial deployment will help you ensure the success of your cloud platforms. 

AHEAD’s Deploy and Manage offerings accelerate your adoption of the cloud by leveraging 

our cloud reference architectures, pre-built IP, best practices, and the deep experience of our 

experts. We can help you with: 

• Service management integration 

• Cloud management platform 

deployment 

• Infrastructure deployment 

• Configuration management 

• Blueprint and workflow development 

• Automation and orchestration 

• Continuous integration and delivery 
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• Application migration factory 

• Third-party integrations 

• Monitoring and log management 

• “Day 2” operations 

• Ongoing management and optimization 

• Training 

• Documentation

2.4. How We Think 

Digital business involves much more than pilots in mobility, artificial intelligence, or IoT. It 

involves fundamental changes in culture, communications, performance measurement, and 

how work gets done. Without a foundation in place to enable all of that change, your digital 

efforts will stall. 

AHEAD Digital Delivery Platform 

We created the digital delivery platform to propel your transformation forward. It represents the 

components required for transformation to take hold in your business and includes a mix of 

technologies and practices. Consider it a reference architecture to make your own. 

 

The Five Digital Imperatives 

A platform for digital business is comprised of five pillars – we call them imperatives because 

they’re “must have” not “nice to have.” 

Relentless Automation 

If you can’t automate it, ask yourself why? Always automate where it makes sense for the 

business, which in most cases are those hi-frequency, mundane tasks that pull resources 

away from more impactful work. 

Intelligent Operations 

Digital requires a whole new level of insights and controls. AIOps may be the ultimate end 

goal, but there’s a lot of progress to be made today in stitching together monitoring with log 

analytics, connected to event management and workflow. 
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Scaled DevOps 

A digital business demands better software, faster – but now done at enterprise scale. And 

where ‘better’ includes more secure software as well. 

Integrated Security 

Security should be included in every conversation and project – not as roadblocks, but as 

guardrails that safely allow the business to move faster. 

Enterprise Cloud 

The IT industry is filled with competing terms – public cloud, private cloud, multi cloud, hybrid 

cloud, and on. But in reality, there’s only your cloud – your enterprise cloud. And for the 

foreseeable future, that enterprise cloud must be a mixture of on-premises and off-premises 

tailored to your business. 

2.5. Workshops, Briefings, and Lab Access 

Our clients want to explore the art of the possible, but they lack the time required to stay 

current on the latest digital infrastructure technologies and trends. That’s why AHEAD has 

invested so heavily in our briefings center and lab facilities. 

Each year we host more than 300 clients to our offices for educational briefings, visioning 

workshops, and access to our state-of-the-art labs, to explore the possible across all facets of 

the digital delivery platform, from cloud strategy, to enterprise monitoring and analytics, to 

security operations, and the latest in data center modernization. 

Visioning Workshops 

These accelerated assessment and roadmap development sessions are facilitated by AHEAD 

principal consultants and tailored completely to your requirements. Using AHEAD frameworks 

as guides, we create a vision realization plan which includes a baseline assessment, high level 

roadmap, risk mitigation strategies, and critical success factors. 

Briefings 

Briefings come in two forms: Executive Briefings and Technical Briefings. 

In executive briefings, we take an emerging trend and explore how its latest developments 

stand to affect your company, and more importantly, how you should respond. Our facilitators 

are experienced practitioners; not academics. They guide the discussion, outline different 

solution options; and share best practices. 

In technical briefings, we provide a deeper examination into one of the many digital 

technologies that we design and implement with clients; including some of the most cutting-

edge technologies just hitting the market. Our engineers review and refine your technology 

roadmaps and evaluate different technology choices in light of your company’s objectives. 

Lab Access 

Our labs serve as home to the latest digital technologies, so that you can explore their 

capabilities alongside our certified engineers and architects. Our labs are located in Chicago 

(at both our HQ and at Equinix), Nashville, and Atlanta. Lab access is designed to meet the 

following needs: 

• New Product Demonstrations, where you get to see certain technologies in action.  
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• Personal Sandboxes, for deeper exploration and hands-on access for your team. 

• Configurations and Upgrades, where we test either processes with you in a safe 

environment. 

• Proof of Concepts, where we actually mimic your workloads. 

2.6. Partners, Awards, and Recognition 

Selective Partner Program  

AHEAD sells, implements, and supports the offerings of more than sixty providers of digital 

platform technologies, across datacenter infrastructure, public cloud, automation, operations, 

security, and DevOps. 

Strategic Partnerships  

• AWS 

• Azure 

• Cisco 

• DellEMC 

• ServiceNow 

• VMware 

Core Partnerships 

• AppDynamics 

• Arista 

• BigPanda 

• Bluemedora 

• Box 

• Carbon Black 

• Chef 

• Citrix 

• CloudBees 

• Cloud Checkr 

• Cohesity 

• Commvault 

• Ctera 

• Cybereason 

• Datadog 

• Docker 

• Dome9 

• DUO 

• Equinix 

• Expanse 

• F5 

• GitHub 

• HashiCorp 

• Hitachi 

• Imperva 

• Infoblox 

• Liquidware 

• Nasuni 

• NetApp 

• Nutanix 

• Nvidia 

• Okta 

• Paloalto Networks 

• Proofpoint 

• Puppet 

• Pure Storage 

• Redhat 

• Riverbed 

• Rubrik 

• Splunk 

• Sumologic 

• Symantec 

• Turbonomic 

• Varonis 

• Vast 

• Veeam 
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• Veritas • Zerto 

Recent Awards and Recognition 

2019 Dell Technologies Global Titanium Partner President’s Circle Award 

Recognized for outstanding achievements based on financial performance over the course of 

the fiscal year, including revenue growth, storage and services revenue. 

2019 Dell Technologies Go Big – Win Big Partner of the Year (Data Center) 

Recognized for overall growth of services, storage, new business and marketing excellence. 

2018 Puppet Partner Solution of the Year 

Recognized for contributions made to drive customer success with automation. 

2018 Dell EMC Extraordinary Partner of the Year 

Recognized as a top North American partner at Dell Technologies World 

2017 Puppet Partner MVP, Americas 

Recognized for exemplary performance in innovation/implementation and the contributions 

made in helping customers accelerate their journey to pervasive automation. 

2016 Puppet Platinum Partner of the Year 

Recognized for attaining Service Delivery Partnership status, Gold Partner Solution status, and 

have made automation (via Puppet Enterprise) a core component of their go-to-market 

strategies for delivering world class solutions. 

2016 Puppet Momentum Partner of the Year 

Recognized for investing in building a long-term, sustainable offering around Puppet Enterprise 

through multiple levels of the organization 

2015 EMC US Partner of the Year 

Recognized for exceeding growth expectations and demonstrating a commitment to excellence 

through innovation and thought leadership to support joint business goals. 

2015 EMC Americas Converged Infrastructure Partner of the Year 

Recognized for providing customers with the most modernized and comprehensive data center 

management solutions, comprised of blocks, racks, appliances, and solutions. 

2015 VMware Americas Solution Provider Partner of the Year 

Awarded for delivering innovative Virtualization and Cloud technologies. 

2015 Cisco Architectural Excellence – Data Center Partner of the Year 

Recognized for innovation in creating and delivering data center solutions.  

2015 VCE Global Partner of the Year 

Acknowledged for excellence in driving IT transformation with VCE converged infrastructure. 
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2.7. Our Mission 

To Learn, Grow, and Achieve 

Most companies write a mission statement to explain their reason for being. 

We put a different twist on a mission statement. To us, it’s why we love what we do. We love 

learning together, growing together, and achieving results together. This means professionally 

and personally, and doing so together with our peers, our partners, and our customers. 

We believe in the concept so much that we made it our tagline. 

2.8. Our Commitment to Clients 

To Be Easy To Do Business With  

Our team members are empowered to make decisions, and don’t have to navigate layers of 

red tape in order to help clients succeed. We’ll continue to grow, but we won’t act like a big 

company. 

To Provide the Top Problem Solvers 

Our engineers are experienced practitioners, providing the frameworks and IP that accelerate 

timelines and help realize successful outcomes. And if we align with a technology provider, 

we’ll be in their top tier of partners. 

To Deliver Memorable Experiences 

Expertise may set us apart, but passion puts us ahead. We aim to deliver value beyond what’s 

specified in the contract, and to always bring energy and creativity to the table. It never hurts to 

have fun along the way. 
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Cloud Infrastructure Service Responses 

1. FedRAMP Certified Data Center 

AWS offers the following FedRAMP compliant systems that have been granted authorizations: 

AWS GovCloud (US), which has been granted a JAB P-ATO and multiple ATOs for high impact level. 

The services in scope of the AWS GovCloud (US) JAB P-ATO boundary at high baseline security 

categorization can be found within the AWS Services in Scope by Compliance Program. 

AWS US East/West, which has been granted a JAB P-ATO and multiple ATOs for moderate impact 

level. The services in scope of the AWS US East-West JAB P-ATO boundary at moderate baseline 

security categorization can be found within the AWS Services in Scope by Compliance Program. 

For the purposes of this response, the AWS and AHEAD team assume high baseline security 

categorization, and have priced the solution as such.   

2. Isolation from Other Customers 

AWS Cloud services and features that provide logical separation are enough to meet most security 

requirements, despite legacy requirements for physical separation. Amazon VPC, for example, allows 

you to define and provision your own logically isolated section of the AWS Cloud. Amazon VPC 

provides a networking layer for Amazon EC2, a service that provides compute capacity within the 

AWS Cloud. Your VPC is logically separated from other virtual networks on the AWS Cloud, and it 

allows you to launch your resources into an IP address range that you determine. 

Within your VPC, you can create subnets, each with an associated route table. You can configure 

these route tables to control network traffic. You can attach an internet gateway to your VPC, allowing 

your Amazon EC2 instances to communicate with the public internet. You can also create private 

subnets that only allow your Amazon EC2 instances to communicate with each other. Our Amazon 

VPC User Guide provides several example scenarios for building both public and private subnets. 

In addition, AWS offers services like VPC Peering, AWS Transit Gateway, and AWS PrivateLink, 

which allow your VPCs to communicate with each other and with your other services on the AWS 

Cloud both securely and privately. 

3. Secure VPN Access Support 

The Amazon VPC VPN endpoints in the AWS GovCloud (US) Regions operate using FIPS 140-2 

validated cryptographic modules. If you require use of FIPS 140-2 validated cryptographic modules 

when accessing AWS US East/West or AWS GovCloud (US) through use of the CLI or 

programmatically by using the APIs, the list of available FIPS endpoints by AWS Region can be found 

on our FIPS Publication 140-2 page.  

When protecting your data in transit, selecting secure protocols that implement the latest in 

cryptography standards such as Transport Layer Security (TLS) is a common best practice. AWS 

Cloud services provide HTTPS endpoints using TLS for communication, thus providing encryption in 

transit when communicating with the AWS APIs. You have full control over your computing resources 

to implement encryption in transit across your services. Additionally, the AWS Certificate Manager 

(ACM) service provides you the ability to manage and deploy public and private certificates for your 

workloads. You can also leverage virtual private network (VPN) connectivity into your VPC or across 

your VPCs to facilitate encryption of traffic. 

https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Scenarios.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Scenarios.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-peering.html
https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/privatelink/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/certificate-manager/
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4. Outbound Data Transfer Per Month 

Outbound Data Transfer is billed as a variable rate based on monthly consumption.  For this example, 

10 Terabytes per month transferred from AWS GovCloud to the Internet is $921.51.  Here is the 

calculation: 

10 Terabytes (10,239 GBs) x $0.09 USD per GB = $921.51 

5. Unlimited Inbound Data Transfer 

There are no charges for “Inbound Data Transfer”.  

6. Summary of Potential Charges for Variable Use Items 

All of AWS’ services are metered rates, so clients only pay for what they use.  There are also multiple 

configurations available, so for demonstration purposes, the most common configuration has been 

used to demonstrate possible variable charges (see below).   

6.1. Outbound Data Transfer 

$0.15 per GB  

Variable rate for Outbound Data Transfer, to the Internet, starts at $0.15 per Gigabyte in the 

US-East GovCloud region 

6.2. Extra Storage 

$0.04 per GB for S3 or $0.12 per GB gp2 EBS-volumes, which are attached to EC2 instances 

Standard S3 Storage starts at $0.04 per Gigabyte  

Standard EBS Storage starts at $0.12 per Gigabyte 

6.3. Storage Access 

There are no charges or fees associated with accessing storage. Charges are only incurred 

when storage is moved or transferred.   

6.4. Additional Virtual Machines 

AWS RDS 

Configuration Name 

Configuration Options 

(vCPU, RAM, Network) 

Hourly Rate for 

Instance (No Oracle 

Licensing) 

Monthly Rate (730 

Hours per Month) 

db.m5.16xlarge 64 vCPUs, 256 GB, 20 Gbps $ 6.560000 $ 4,788.80 

db.m5.24xlarge 96 vCPUs, 384 GB, 25 Gbps $ 9.840000 $ 7,183.20 

db.r5.16xlarge 64 vCPUs, 512 GB, 20 Gbps $ 8.976000 $ 6,552.48 

db.r5.24xlarge 96 vCPUs, 768 GB, 25 Gbps $13.464000 $ 9,828.72 

db.x1.16xlarge 64 vCPUs, 976 GB, 10 Gbps $ 13.445000 $ 9,814.85 
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There are numerous configuration options available on the AWS platform.     

7. Oracle Database Server Enterprise  

AWS Relational Database Service (“RDS”) is available in many different configurations with Enterprise 

12c and a minimum of eight (8) cores.  Here are the specific configurations: 

NOTE:  This table only includes instances with a minimum of eight (8) cores, supports Oracle EE 12c 

or equal via BYOL (bring your own license), and available as On-Demand, hourly.  Additional options 

are available, including “AWS included Oracle licensing”, based on Reserved Instances (commitment 

of 12-months or 36-months which includes infrastructure and Oracle EE licensing).     

8. Database Instances Support 

AWS’ RDS services is very flexible and can accommodate many configurations.  If needed, a single 

instance, or Engine, can run multiple databases.  Further, if multiple engines are desired, then two 

separate RDS engines can be configured.   

9. Disk Space 

AWS’ RDS service can easily accommodate four (4) terabytes of disk space as well as additional 

Provisioned IOPS to match the use case that is needed.   

10. Object Storage Disk Space 

AWS provides S3 storage, or “object storage”, with enough capacity to accommodate these needs.  A 

single S3 bucket has a maximum capacity of 5 Terabytes, so it’s best practice to divide the workload 

up into multiple S3 buckets, based on each unique use case desired.  S3 Standard offers high 

durability, availability, and performance object storage for frequently accessed data. Because it 

delivers low latency and high throughput, S3 Standard is appropriate for a wide variety of use cases, 

including cloud applications, dynamic websites, content distribution, mobile and gaming applications, 

and big data analytics. S3 Storage Classes can be configured at the object level and a single bucket 

can contain objects stored across S3 Standard, S3 Intelligent-Tiering, S3 Standard-IA, and S3 One 

Zone-IA. You can also use S3 Lifecycle policies to automatically transition objects between storage 

classes without any application changes. 

Key Features: 

• Low latency and high throughput performance 

• Designed for durability of 99.999999999% of objects across multiple Availability Zones 

• Resilient against events that impact an entire Availability Zone 

• Designed for 99.99% availability over a given year 

• Backed with the Amazon S3 Service Level Agreement for availability 

• Supports SSL for data in transit and encryption of data at rest 

db.x1.32xlarge 128 vCPUs, 1952 GB, 25 Gbps $ 26.890100 $19,629.77 

db.x1e.16xlarge 64 vCPUs, 1952 GB, 10 Gbps $ 26.880000 $19,622.40 

db.x1e.32xlarge 128 vCPUs, 3904 GB, 25 Gbps $ 53.760000 $39,244.80 

https://aws.amazon.com/s3/sla/
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• S3 Lifecycle management for automatic migration of objects to other S3 Storage Classes   

11. Pricing for Object Storage Requests 

For Object Storage, it is recommended to leverage AWS’ “S3 Standard” tier, which is used for 

frequently accessed data, resilient because copies are replicated to multiple Availability Zones, and 

designed for 99.99% availability.  Pricing for S3 Standard is $0.039 per GB for the first 50 Terabytes.  

In the example above, where 6 Terabytes is required, the monthly price is:  $ 239.62. 

12. Transparent Data Encryption 

AWS’ RDS service for Oracle includes TDE and full encryption at rest.   

13. Vendor Provided Means for Replication  

AWS Database Migration Service helps you migrate databases to AWS easily and securely at a low 

cost. You only pay for the compute resources used during the migration process and any additional 

log storage. Each database migration instance includes storage sufficient for swap space, replication 

logs, and data cache for most replications and inbound data transfer is free. 

AWS Database Migration Service currently supports the T2, T3, C4, R4 and R5 instance classes (R4, 

T3 and R5 in limited regions). T2/T3 instances are low-cost standard instances designed to provide a 

baseline level of CPU performance with the ability to burst above the baseline. They are suitable for 

developing, configuring and testing your database migration process, and for periodic data migration 

tasks that can benefit from the CPU burst capability. C4, R4 and R5 instances are designed to deliver 

the highest level of processor performance and achieve significantly higher packet per second (PPS) 

performance, lower network jitter, and lower network latency. You should use C4 or R4/R5 instances if 

you are migrating large databases and are looking to minimize the migration time. 

For this project, AHEAD is recommended the dms.r4.4xlarge (16 vCPUs, 122 GB Memory) and 100 

GB of SSD locally attached.  The r4 instance type delivers the highest level of processing as well as 

large, in-memory capabilities to keep the overall data between the primary Oracle Database and 

disaster recovery database synchronized.   

13.1. On-Premise Production Database Synchronization 

AWS’ DMS solution is designed to synchronize with the on-premise production database with 

minimal overhead.   

13.2. Offload Read-Only Workloads 

Assuming that the appropriate Oracle license is leveraged, since the AWS solution for RDS 

requires the client to provide Oracle Enterprise Edition licensing, there are no issues with 

leveraging the standby instance as a read replica.   

13.3. Standby Database Replication 

AWS’ DMS solution provides replication capabilities in either direction, as needed, so after an 

event, data will be replicated from the standby to the on-premise production system.  
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13.4. Oracle 12c Tools 

AWS’ RDS for Oracle services provides access to many, standard Oracle tools.  Tools such as 

RMAN, MPDP, EXPDP, and IMPDP.  In short, Oracle Data Pump options are readily available 

with the RDS for Oracle service.  A full breakdown of commands available can be referenced 

here:  

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.CommonDBAT

asks.Database.html 

14. Patching and Upgrades 

All Major and Minor patches and updates are scheduled through the AWS RDS for Oracle 

“Maintenance” configuration tab.  Client has the flexibility to choose when patches are applied to their 

environment.  Additional details are available here:   

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_UpgradeDBInstance.Maintenanc

e.html 

15. Weekly Full Database Backups 

AWS’ RDS for Oracle service includes flexible backup options.  The solution proposed includes 

weekly, full backups and nightly incremental backups.  Additional backups can be performed, as 

needed, via “Oracle DB Snapshots”, which are available in the AWS Console.  The first snapshot of a 

DB instance contains the data for the full DB instance. Subsequent snapshots of the same DB 

instance are incremental, which means that only the data that has changed after your most recent 

snapshot is saved.  Additional details are outlined here: 

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.

html 

16. Virtual Machine 

For this solution, AHEAD has recommended the following configuration:   

1 x r5large (2 vCPUs, 16 GB RAM, 10 Gpbs Network, 1,024 EBS-attached SSD Storage) 

17. Replication Tools 

AWS DMS Pricing has been included in the solution, referenced as “dms.r4.4xlarge”. 

18. Training 

AHEAD will provide written documentation, for training purposes, to provide guidance on how DMS 

has been configured.  A training video, walking through the AWS Console, will be included as well, so 

that additional resources can quickly come up-to-speed on how to properly use the environment.   

18.1. Software Upgrade and Software Installation Training  

AHEAD will work with the State of West Virginia as a time & material engagement for any 

software upgrades or installations needed for the database instance running on-premise.   

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
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18.2. Synchronization / Replication Connection Maintenance Training  

Training will be provided via documentation and all artifacts, in PDF form, as well as a training 

video for operating the infrastructure.   

19. Alternative ‘Or Equal’ Submission 

AHEAD has submitted an “or Equal” to bid, which is outlined in the pricing, Exhibit A.  The only notable 

callout is that the State of West Virginia must provide the Oracle Enterprise Edition license (B90559).  

Oracle SE1 and SE2 are available as licensed versions through AWS as On-Demand, or hourly, but 

EE licensing requires the client to provide.  All other items of the solution are priced accordingly.   
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ITEM SPEC # Part Number Item Description Service Term
Bid Item Description and Product Nuimber for Or 

Equal Product Submission
Service Metric / Unit of Measure Est. Quantity Unit Cost Extended Cost

4.1.1.7 B90559 or Equal
Oracle Cloud Infrastructure-Database Cloud Service - 

Enterprise Edition - Government or Equal
12 Months

AWS RDS Oracle Instance - db.m5.16xlarge (64 

vCPUs, 256 GB, 20 Gbps)

NOTE:  Instance Only; Oracle EE Requires Bring 

Your Own License (BYOL)

OCPU Per Hour 8 $6.560 $4,788.80

4.1.1.14 B89422 or Equal
Oracle Cloud Infrastructure - Compute - Virtual Machine 

Standard - X7 - Government or Equal
12 Months

AWS Database Migration Service runs on an EC2 

instance, in continous replication mode, to keep 

the backup Oracle instance up-to-date.  The 

proposed solution is:  1 x dms.r4.4xlarge (16 vCPUs, 

122 GB Memory) and 100 GB of SSD locally 

attached

OCPU Per Hour 2 $1.790 $1,306.70

4.1.1.16 B89426 or Equal
Oracle Cloud Infrastructure - Compute - Windows OS - 

Government or Equal
12 Months

AWS EC2 Instance with Windows Licensing 

Included - r5large (2 vCPUs, 16 GB RAM, 10 Gpbs 

Network, 1,024 EBS-attached SSD Storage)

OCPU Per Hour 2 $7.287 $5,319.17

4.1.1.6 B89435 or Equal
Oracle Cloud Infrastructure - Block Volume - Government 

or Equal
12 Months

AWS Standard EBS Volume - An Amazon EBS 

volume is a durable, block-level storage device that 

you can attach to one instance or to multiple 

instances at the same time. You can use EBS 

volumes as primary storage for data that requires 

frequent updates, such as the system drive for an 

instance or storage for a database application.

Gigabyte Storage Capacity per 

Month
4096 $0.120 $491.52

4.1.1.4 B89432 or Equal
Oracle Cloud Infrastructure - Outbound Data Transfer - 

Government - First 10 terabytes per month or Equal
12 Months

AWS Standard Data Transfer Rates for traffic 

destined "to the Internet" - 0 - 10 TBs priced at 

$0.155/GB

Gigabyte Outbound Data Transfer 

Per Month
1024 $0.155 $158.72

4.1.1.6.2 B89432 or Equal
Oracle Cloud Infrastructure - Outbound Data Transfer - 

Government - Over 10 terabytes per month or Equal
12 Months

AWS Standard Data Transfer Rates for traffic 

destined "to the Internet" - 10+ TBs up to 40 TBs 

priced at $0.115/GB

Gigabyte Outbound Data Transfer 

Per Month
1024 $0.115 $117.76

4.1.1.10 B89437 or Equal
Oracle Cloud Infrastructure - Object Storage - Storage or 

Equal
12 Months AWS S3 Standard "Object Storage"

Gigabyte Storage Capacity per 

Month
6144 $0.039 $239.62

4.1.1.11 B89436 or Equal
Oracle - Cloud Infrastructure - Object Storage - Requests or 

Equal
12 Months

Requests to "Object Storage" do not have a direct 

cost as these costs are part of "Data Transfer"
10,000 Requests Per Month 1000 $0.000 $0.00

4.1.1.18 n/a Training 12 Months

AHEAD Documentation and Training Video 

covering the Database Migration Service (DMS) 

replication capabilities

Lump Sum 1 $5,000.000 $5,000.00

Total Bid Amount $17,422.29

No future use of the Contract or any individual item is guaraanteed or implied.

Exhibit A - Pricing Page

Cloud Infrastructure 

The Pricing Page contain a list of the Contract Items and estimated purchase volume.  The estimated purchase volume for each item represents the approximate volume of anticipated purchases only.  
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Addendum No. 02

The purpose of this addendum is to address all technical questions received.

No other changes

 INVOICE TO                                                                                                           SHIP TO

OPERATIONS DIVISION

TAX DIVISION OF
PO BOX 11748

CHARLESTON WV25339-1748

US

INFORMATION TECHNOLOGY DIVISION

TAX DIVISION OF
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 Line Comm Ln Desc Qty Unit Issue Unit Price Total Price

1 Cloud Infrastructure per attached
Exhibit A Pricing Page.

1.00000 LS

Comm Code Manufacturer Specification Model #

Extended Description :

43212200

Please see attached specifications.

Cloud Infrastructure per the attached Exhibit A Pricing Page.

Please note: Vendor must provide Exhibit A Pricing Page with their submitted bid response.  Failure to do so will result in disqualification of your
bid.

Quantities listed on the Exhibit A Pricing Page are estimates only.  Actual quantities my differ.

 SCHEDULE OF EVENTS                                                                                                        

EventLine Event Date
1 Technical Question Deadline 2020-03-19





Technical Questions 
CRFQ TAX20*16 

 
1. Do your systems currently run on Linux? 

 
Yes, our current systems are all running Oracle Enterprise Linux 7 with the UEK. 
 

2. Would your team consider AWS or does it have to be on Oracle Cloud? 
 
We are open to the vendor and solution with the constraints that we must run an Oracle 
12.1 database server for our application to run correctly. 
 

3. Is there only one server needing replicated within a data center?  Do they already have a 
DR solution in place? 

 
The purpose of this solicitation is to provide the DR solution.  As part of that, we need to 
replicate a single Oracle server at this time.  In the future, we may want to add more 
virtual machines running either Oracle Enterprise Linux or Windows Server.  Solutions 
should not preclude future growth. 

 
4.  With respect to the “lump sum” education/training, we typically need to know what 

training is requested and who is being trained.  Beyond that, how many people and if 
they can be trained simultaneously.  A great option, right now, is the live virtual private 
event.  If there are 6 or more people that need the training, we can set a private event 
for them with each student dialing in remotely.  This avoids the instructor travel and 
since most people are working from home, there is less need to get special 
approvals.  In short, we need to address: 

 
The training that we seek is solely related to the products provided as part of this bid.  
For instance, how to access the cloud system, how to setup the replication, how to 
maintain the replication, fail over/fail back scenarios, managing the VMs that are part of 
the system, managing the network and connections that are part of the system. 

 

• How many students will need training? 
 
3 or 4 Tax staff 
 

• What type of training do they want?   Live Virtual?  Training On Demand?  A private 
event that they can log on to from home?  Feel free to ask if you are confused about any 
of these. 
 
We would prefer web-based training that is repeatable as needed.  User location would 
somewhere with a web-browser.  
 



• What product and who will be trained?  Implementers?  End users?  Admin? 
 
Products that are supplied as part of this solicitation (as noted above).  The staff trained 
will include our Oracle administrators and our VM/Infrastructure team. 

 
 

5. How many patches does WV Department of Tax require per year? 
 

We currently do operating system patches monthly and database patches quarterly. 
 

6. In section 4.1.1.13.2, the Agency specifies the necessity to have the “Ability to offload read-only 
workloads to an up-to-date standby database.”  However your BOM on Exhibit A – Pricing Page 
calls for Part B90559 or Oracle Cloud Infrastructure-Database Cloud Service-Enterprise Edition 
(DBCEE) - Government or Equal.  In order to be able to perform offload read-only workloads to 
an up-to-date standby database you will need Part B90560 which is the Extreme Edition of 
DBCSEE.  The Extreme Edition carries the additional feature of Active Data Guard which is 
necessary to perform this requested operation.  (Note this product – Extreme Edition - carries an 
expense 3x the amount of the product being requested in the RFP at OEM List Pricing.) 

 

Being able to query the DR system is required.  Strike the BOM and let's find out what it 

will cost to do what we want.  I'll add that any changes required to our existing Oracle 

system must also be included in this bid.  A DR system that cannot communicate with our 

production system - due to licensing or technical issues - is useless. 
 

7. Please clarify if you want requirement 4.1.1.13.2 struck from the RFP or you would like to 
change the DBCS Enterprise Edition to Extreme Edition which would require changing Part 
B90559 to B90560 – the first part listed on Exhibit A – Pricing Page.  Right now there is a 
mismatch with the product being requested (specifically its functionality) and the requirements 
being called for in the RFP within 4. Mandatory Requirements. 
 
See answer to #6 above. 
 

8. Also, in section 4.1.1.16.4 there is a request for a minimum of one TB of disk storage for one 
virtual machine (in addition to the database server).  If that is a necessary requirement we 
would need to add one TB of storage to both Part B89435 Oracle Cloud Infrastructure – Block 
Volume – Government or Equal and one TB of storage to B89437 Oracle Cloud Infrastructure – 
Object Storage – Storage or Equal. 
 

We want an extra virtual machine and 1 TB of disk space beyond that required by the 

database. 
 

9. In making this necessary update to the BOM, Part B89435 would increase from 4096 to 5120 GB, 
and Part B89437 increase from 6144 to 7168 GB. 
 
See answer to #8 above. 
 



10. In section 4.1.1.18 the RFP states that the vendor “Must provide training to perform the 
following tasks: (there is nothing on the pricing page to include training expenses)  However your 
BOM on Exhibit A – Pricing Page, has a specific line item listed as “Training?”  This is confusing 
and contradictory to 4.1.1.18 and we’re not sure what to make of the Training expense.  Is it 
included or not with the RFP and if its included what specific training is being requested and for 
how many people? 
 
See answer to #4 above. 
 

11. Lastly, our consulting team would like to know how many patches does WV Department of Tax 
require per year? 
 
See answer to #5 above. 
 

12. I see part #B89432 is repeated twice in the pricing sheet, we are currently merging the quantity 
but wanted to ensure it was not an internal error. Please confirm the status of part #B89432. 
 

 Strike the BOM and let's find out what it will cost to do what we want.  
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The West Virginia Purchasing Division is soliciting bids on behalf of the Tax Division to establish an open-end contract for Cloud Infrastructure
service per the terms and conditions and specifications as attached.

 INVOICE TO                                                                                                           SHIP TO

OPERATIONS DIVISION

TAX DIVISION OF
PO BOX 11748

CHARLESTON WV25339-1748

US

INFORMATION TECHNOLOGY DIVISION

TAX DIVISION OF
1001 LEE STREET STE M

CHARLESTON WV 25301

US

 Line Comm Ln Desc Qty Unit Issue Unit Price Total Price

1 Cloud Infrastructure per attached
Exhibit A Pricing Page.

1.00000 LS

Comm Code Manufacturer Specification Model #

Extended Description :

43212200

Please see attached specifications.

Cloud Infrastructure per the attached Exhibit A Pricing Page.

Please note: Vendor must provide Exhibit A Pricing Page with their submitted bid response.  Failure to do so will result in disqualification of your
bid.

Quantities listed on the Exhibit A Pricing Page are estimates only.  Actual quantities my differ.

 SCHEDULE OF EVENTS                                                                                                        

EventLine Event Date
1 Technical Question Deadline 2020-03-19
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Addendum No. 01

The purpose of this addendum is to extend the bid opening an additional two weeks.

New Bid Opening Date:  4/08/2020 at 1:30 PM (EDT)

No other changes

 INVOICE TO                                                                                                           SHIP TO
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INFORMATION TECHNOLOGY DIVISION
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US

 Line Comm Ln Desc Qty Unit Issue Unit Price Total Price

1 Cloud Infrastructure per attached
Exhibit A Pricing Page.

1.00000 LS

Comm Code Manufacturer Specification Model #

Extended Description :

43212200

Please see attached specifications.

Cloud Infrastructure per the attached Exhibit A Pricing Page.

Please note: Vendor must provide Exhibit A Pricing Page with their submitted bid response.  Failure to do so will result in disqualification of your
bid.

Quantities listed on the Exhibit A Pricing Page are estimates only.  Actual quantities my differ.

 SCHEDULE OF EVENTS                                                                                                        

EventLine Event Date
1 Technical Question Deadline 2020-03-19
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 ADDITIONAL INFORMATION:                                                                                                        

Addendum No. 02

The purpose of this addendum is to address all technical questions received.

No other changes

 INVOICE TO                                                                                                           SHIP TO

OPERATIONS DIVISION

TAX DIVISION OF
PO BOX 11748

CHARLESTON WV25339-1748

US

INFORMATION TECHNOLOGY DIVISION

TAX DIVISION OF
1001 LEE STREET STE M

CHARLESTON WV 25301

US

 Line Comm Ln Desc Qty Unit Issue Unit Price Total Price

1 Cloud Infrastructure per attached
Exhibit A Pricing Page.

1.00000 LS

Comm Code Manufacturer Specification Model #

Extended Description :

43212200

Please see attached specifications.

Cloud Infrastructure per the attached Exhibit A Pricing Page.

Please note: Vendor must provide Exhibit A Pricing Page with their submitted bid response.  Failure to do so will result in disqualification of your
bid.

Quantities listed on the Exhibit A Pricing Page are estimates only.  Actual quantities my differ.

 SCHEDULE OF EVENTS                                                                                                        

EventLine Event Date
1 Technical Question Deadline 2020-03-19






