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November 27, 2018

Depaitment of Adminisiration, Purchasing Division
2019 Washington Street Zast
Charleston, WV 25305-0139

Re: Carahsoft’s Response to the State of West Virginia’s Request for Proposal for Managed and
Hosted Voice Services, Solicitation # CRFP 0212 SWC1900000001

Dear Mr. Atkins,

Carahsoft Technology Corp. appieciates the opportunity to respond to the State of West Virginia
(State)'s Request for Proposais for Managed and Hosted Veice Services. Carahsoft is proposing Genesys
which meets State’s requirements. Our team has fully consicered the State’s requirements outlined in
the RFP, and has carefully put together 2 solution that will best meet your needs.

Since ocening its doors in 2004, Carahsoft has successfully execuied over 85,000 orders o State and
Loczl Governmert entities. As a tor-ranked partner for Genesys, Carzhsof: has delivered best vajue

solutions to our public sector clients for over 14 years.

Please feel free to cortact me directly at 703.921.4058/Zachary.Kutyn@Carahsoft.com with any
Guestions or communications that wiil assist the State in the evaiuaticn of our response.

This proposal is valid for 90 days from the date of submission.

Thark you for your time anz consiceration. R Ec E !\/ED
Sincerely, WIBNOY 27 PHI2: 06

V% WV PURCHASING

DIVISION

Zachary Kutyn
Account Representaiive

1860 MICHAEL FARADAY DRIVE | SUITE 100 [ RESTON, VA 20190 | TEL 703 871 8500 | FAX 703 871 8505 | WWW.CARAHSOFT.COM
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Privacy

Ail intellectua! property rights are owned by Genesys.

Tradameriks

The PureEngage and PureConnect names are trademarks of Genesys,
The PureCloud name is a registered trademark of Genesys.
The PureEngage, PureCorrnect and PureCioud !ogos are trademarks of Genesys.
Ali third-party trademarks or registered trademarks are the proverty of their respective owners.
Genesys retains all rights regarding its trade dress, trademarks, service marks, and trade names.

Copyright

Copyright 2018 Genesys. All rights reserved.
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ITIVE SUMMARY
Prime Contractor: Carahsoft Technology Corp.

Caransoft Technology Cerg. is an iT solutions previder delivering best-of-breed hardware,
software, and support solutions to federal, state and local government agencies since 2004.
Caranhsoft has built a reputation as a customer-centric reai-time organization with unparalleled
experience and depth in governmant sales, marketing, and contract srogram management. This
experience has enabled Carahsoft to achieve the top spot in ieading public sector scftware
license reseliers.

VENDDR RELATICNSHIPE — Carahsoft has a unique business mode! focusing on providing superior sales
anc marketing executior, 2 track record of success, high integrity, and 2 focus or strategic vendor
relationships, of which Ganesys is an important part.

PROWVEN EXECUTICN — Carahsoft has leveraged its vast contracting experience and extended it to
quotirg and order management. Carahsoft seamlessly generates guotes within 30 minutes or less and
processed over 85,000 orders in 2017 that were eact completed the same day received,

CONTRACY VEHICLES — Over the past 14 years Carahsoft has acquired and maintained a wide variety of
nurchasing contract vehicies for agencies at the state, loczl, and federz! levels. Associated with ali
coniracts are gedicated and experienced contract management resources. A list of available contracts

can be found at www.carahsoft.com/contracts/index.php

GRUWTTH & STARILITY — Carabsoft has continued to show impressive growth year after year, with
annuai revenue of $3.4 million in our first year in 2604 to $4.4 billion in 2017. In September of 2017,
10,705 orcers were processec worth over $1 billion. We are a stable, conservative, and profitable
company and have received numerous accolades, as detailed on our awards page:
http://www.carahsoft.com/awards.

What You Want to Achieve

The infrastructure for The State of West Virginia (SoWV) is aging and soon to be unsupported and
SoWV leadership has embraced the fact that there is 2 limited time o identify the best solution to
meet existing and evolving needs of highly diverse agencies arnd departmants, while providing new,
modern capabilities that will meet evolving citizen demands.

The SOWV is seeking to deiiver existing and new features and utilize a new sunport modei for their
contact center platform. The chalienge when embarking on a transformation like this is finding the right
partrer which provides leading technology, expertise in transformation projects and ability to execute.
This is no easy task many offers in the market do rot have the experience necessary to deliver or
provide a cobbled together solution which requires significant effort on the side of the customer anc
does not meet the desired busiress outcomes. Genesys will provide the experience and platform the
SoWV will need to not only transition to a hosted contact center but execute on a brand differentiated
customer experience that is expected of the Mounrtain Statel The Genesys solution will be able to
leverage your existing Cisco hardware and integrate seam!essly to what you are using today as we have
done for thousands of other customers.

carahsoft . < GENESYS
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S50WV requires a highly scalable, flexib'e solution that wiil allow departmerts to deliver services to their
citizens in an efficient and reliable manner, while improving the overal! experience, whether
communication is internal to a state employee or with a resident of the SowV.

Carahsoft, along with our partrers Genesys, Avtex and Presidio wiil defiver an integrated solution that
exceeds the requirements outlined in this RFP. Our solution goes far beyond the basic voice and ACD
functionality and addresses bigger picture needs that that can only be met by leveraging Genesys’s
Omnichannel piatform and our team’s experience.

A feve highlighis on our solution:

® Our solution is a Hybrid Software as a Service / Cloud architecture for the Voice and Contact
Center. Deployments which combines local survivability and the ability to scale in times of need

* Enterprise-grade voice platform with 99.99+% uptime

. Omnichannel engagement platform that enablas citizens to interact witk the SOWV in their

preferred method
. Ability to integrate into and with SoWV's Skype applications and any other application needed

= Support for remote access and operations in the event of a natural disaster

® Support for bursting of inbound and Outbound charnels in times of need (legislative changes,
etc.)

. Enterprise Grade Security and Reliability

. Effortlessly manage SoWV's interactions with its 10,000 business users ard ability to scale to
20,000+ users with a comprehensive omnichannrel experience platform.

. Anr interaction management approach that is comorehensive and seamless. Whether voice, fax,

email, or web-based communications, Genesys Cloud takes a total, customer-centric approach
to improving service and customer satisfaction.

. Flexibility inside and cutside the contact center. Qur licersed solution is priced io zllow
enterprises to deploy Genesys Cloud gs an organization’s tota! communications solution
including executive, administrative, and remote office staff.

" All-in-one piatform consolidates the entire multi-vendor voice and contact center stack.
Operates seamlessly within your enterprise - tire Genesys solution is designed to either repiace
or fully engage with your telephony, data and aoplications infrastructure.

Genesys Highlights

Genesys is the most advanced software and service provider in the -~ E N E SYS
customer experience market today. Since 1950, Genesys has brought s : :
innovation to the customer experience market from software-based

CTi through cross-channel routing and continuing with advanced analytics, modern desktops and the

eveir-growing integrations that allow companies to define their branded experience, aiways with an eye
towards standards and open platforms.

Our spirit of innovation makes Genesys a future-proof platform that demonstrates our promise o you
and our financiai ties to this commitment — 2nd to mzintaining our ieadership in the cai! center
indusiry.

carahsoft ) = GENESYS
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Gartner has rated Genesys a Magic Quadrant leacer 10 years running for Contact Censer
infrastructure,4 years running for Contact Center as a Service?, and for the first time, Genesys is a
leader in the Market Share Analysis: Customer Experience and Relationship Management Software,
Worldwide, 2017, Frost & Sullivan recognized Genesys s their 2018 North American Contact Center
Company of the Year®. Ovum Dacision Matrix ranked Genesys as leader in their 2017-2018 repoit on
Selecting a Multichannel Cloud Coniact Center Solution®. Over 40% of the Fortune 500 and 50% of
global 200 companies use Cenesys to improve their CX processes.
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Figure 1: Magic Quadrant for Contact Center as a Service, Morth America

Our spirit of innovation makes Genesys a future-proof platform and maintains our leadership in the CX
marketplace. Combining the best of technology and human ingenuity, we work the way you think.

Genesys has worked with associztions, federzl, state and loca! government agencies that offer a
complex and varied array of programs to & wide segment of the population. Ever as budgets shrink and

' These reports are available at http://www.genesys.com/about/resources/2017-gartner-magic-quadrant-
for-contact-center-infrastructure-worldwide

2 This report available on hitps:/Awvww.genesys.com/resources/qartner-market-share-analysis-cerm-
worldwide?cid=7010d000000mY Nf,

3 This report is available at http://www.genesys.com/about/resources/2018-contact-center-company-of-
the-year

4 This report is available at http://www.genesys com/about/resources/2017-ovum-decision-matrix
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regulaiion increases, organizations are facing unprecedented pressures to provide services quickly and
with an expected higher level of service.

The SoWV has been challenged in muliiple areas with their voice and contact certer services. The staie
is challergad with aging systerns, muiziple systems that are not integrated causing siioed environments,
increased complexity, and limited resources to deliver an Enterprise-Level of service to their
constituents. This leads to abandonment and restarting interactions again on alternate channels.
Administrative tasks, such as address changes or service requiests, can be difficult to track efficiently.
And, keeping citizens informed at the masses or individualily is a chalienging task made more compiex by
the use of multipie channeis.

This is where Genesys can help the SoWV by aligning its communications and contact center solutions
with key priorities liike maneged services o support the legacy IP environment, successfully transition
the legacy iP environment in a phased approach, create hosted voice services to support 10,C00 users
and add functionality to the hosted voice services to support 25 contact centers with 550 agents
scalable to 800.

Avtex Highlights:

At Avtex, our mission is to fuel exceptional customer experiences.

From the way our company is architectad, to the DNA of our everyday a V t e )( \
activities, our vision iives and breathes within our emnloyees. We ’
strive every day to mzke the lives of our individual clients and their

citizens easier and simpler. The combination of Avtex and Genesys make up a world leader in contact
center platform development, implementation, support and continuous innovation, We are proud to be
keading into our 2ist vear of parinership in delivering solutions that transforr: the way organizations
communicate with their citizens. Our combined team provides an end-to-end, integrated cus:omer
experience portfolio including CX strategy consulting, contact center technology solutions, CRM and
business application integration, ard overall application development.

With over 30 years of experience, the Aviex team supporis 989 CX technology implementations
including State of Tennessee, State of California, Pentagon Federal Credit Union, and US Departmant of
Veteran Affairs to name a few. Partnered with the West Virginia team, Avtex will be the key to the
success of the West Virginia vision for a whoiistic, integrated, and adaptive communications piatform.
From consuiting, design, implemeniation, testing, and training, our objective is to recduce complexity and
create a great learning environment for your team. We also understand that although the contact
center is the core of the citizen experience, your entire ecosystem directly impacts the experiences you
provide. Making sure the appropriate technology platforms and nrocesses are working together is
critical and our expertise and tecknrology know-how ailow us to help bridge the gap between overall
citizer experience strategy and the technology you use to deliver that experience.

Presidio Highlights:

Presidio is one of the largest and most adept providers of advanced P R E S I D I 0°
technology solutions and services. We are passionate about driving

results for our clients, delivering the highest quality of products and Future. Built.
services to heln them urlock the unlimited potentiai of a compietely connected world.

carahsoft S GENESYS
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Presidio collaborates with techrology vendors who drive innovation and are indisputable leaders of the
IT industry. Our significant investment with select strategic partners allows us to achieve broad and
deep sets of technical capabilities. Presidio has more than 2,800 IT nrofessionals, 1,600+ of which are
highly certified consu:iting engireers, based conveniently in 60+ offices throughout the U.S. Qur 97%
client retention rate and double-digit annual growth rates for 15+ years demonrstrate our passior for
driving client resuits.

Today, T organizations face a difficult balancing act. They must focus or planning and deploying
technologies to optimize orgerizational efficiency and relizbility, while at the same time managing,
operating, and optimizing highly complex, integrated, muiti-vendor, multi-platform envirorments.

Presidio Managed Services offers industry know!edge, robust processes, zrd best practices to sunport
our clients’ daily iT management needs. Cofiectively, our services will provide Wes? Virginia control and
maintenance of your Collaboration environment. With more than 200 experienced professionals
dedicated to providing excellent expertise and support for more than 600 clients natiorwide. Qur team
holds a combined 621 technology certifications, allowing us to ensure optimal IT infrastructure services
levels.

Presidio’s Global Service Desk, the core of our Managed Services operation, has locations in Orlando,
Florida and Lewisville, Texas that operate 24x7x365. Our secondary site, located in Hauppauge, New
York, operates Monday through Friday from 8 a.m. to 5 p.m. Our Global Service Desk manages 40,000
retwoik devices, 400,000 managed end points, and 3,000,000 urigue inciderts yearly.

Proposed Architecture
Based on tie information you have provided; our team’s architecis and engineers have developad the
following Architectura! Diagram.
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Figure 1: Proposed Architecture

carahsoft ) <3 GENESYS



SOLICITATION # CRFP 5212 SWC1900000091

Impacting the Lives of Everyday People, Every Day

Genesys technology helps State Governments like the SoWV make a positive impact on the lives of their
customers... and we have customer success stories that prove it! Please visit
www.genesys.com/about/customer-stories for more informaiion.

The Genesys Cloud solution meets your combined need for growth and great Citizen Experience with a
solution that:

] integrates with SOWV’s current svstems
e Supports branded CX delivery

s Deploys as an all-in-one platform

® Provides scalability and flexibility

. Ersuies high availability (HA)

The Genesys consoiidated sclution simplifies the business of being in business. The remainder of this
document ouilines the details of that solution.

We look forward to advancing o the nexi stage of your procurement process and welcome the
opportunity io present our solutior and the value it can bring to your business.
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Figure 3: Some of our Genasys Cioud Customers

References & Past Performance

Genesys powers more than 25 billion cf the world’s best customer experiences each year. Our
success comes from connecting employee and customer conversations on any channel, every
day. Over 10,000 companies in more than 100 countries trust our #1 customer experience
platferm to drive great business ouicomes.

PureCloud was released for general availability june 30, 2015. PureCloud is the second
generation cloud solution originally deveiooed by Interactive intelligence and now marketed by
Genesys. As of G4 2017, Genasys has anereximately 850 PureCioud custemers worldwide to
provide leading edge contact center and unified communications functionality.

carahsoft S GENESYS
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Solution Overview

Carahsoft, along with our partners Genesys, Avtex and Presidio will deliver an integrated
solution that exceeds the requiraments outlined in this RFP. Our solution goes far beyond the
kasic voice and ACD functionality and addresses bigger picture neads that that can only ba met
by leveragirg Genesys’s Omnichanne! platform and our team’s experience.

Genesys Solution
The Genesys Cloud platicrm offers SoWV many benefits that help boost customer experiencs,
improve competitive advantage, streamline operations and reduce cost, including:

Powerful Ail-in-one solution. Genesys Cloud’s simple, elegant all-in-one architecture lets
vou consolidate contact canter and business cecmmunications infrastruciure. Speed up
deployment, reduce complexity, simpiify administration, improve efficiency and reduce
your total cost of ownership,

Broad capabilities. Genesys Cloud offers the most extensive single set of omnicharnel and
eusiness communicaticns solutions built frem the start tc work togethar to connect
moments on a single piatform. You can add new capabiiities and channeis quickly and easily
with a simple license — without needing to deploy and integrate third-party applications.
Improved performance. By corsclidating multiple systems to a single, reliable platform,
Genesys Cloud gives you a complete and accurate view of performance across channels,
groups ard locations — boosting overall contact center produciivity.

Direct controi. Urgent, non-technical changes no longer requirz !T. Genesys Cloud offers
those leading the contact center direct coniroi over making real-time adjustments to agent
greups, contact flows, channels, schedulas, and self-service. This allows contact canters to
adapt quickly to changing conditions and solve probiems faster.

Unmatched flexibility. Genesys Cloud allows you to tailer solutions, services — and even
how you pay — tc meet your unique business needs, today and in the future. Applications
and integraiions can be highly customized. Services are tailored to meet the lavaj of
involvement that fits your business.

Cloud or on-premise deployment. Genesys Cloud is the only contact center and communications
piatform recognized as a market leading offer in both cloud and on-premise markets. The same rich
customer commusications functionality is avaiiable in the cioud or on-premisa. No tradeoff or
compromise necessary. Customers can also migrate between environments with zero impact to
users.

carahsoft
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Figure 4: Comnaring loosely connected 2il-in-one vendor soiuiions vs Genesys Cloud all-in-one

piatform.

Key Canabilities

The key capabilities of the proposed Genasys Cloud solution are:

* Omnichannel routing. Customer inquiries of all kinds are delivered in the right order to the
most appropriate agent using skills-based routing. This includes calls, web chats, emaiis,
faxes, voice mails, texts, and social mediz.

* Self-service. Cailers can periorm a variety of se!f-service funciions using either touch tcnes
cr spoken phrases. Native speech recognition and text-to-speech is provided, minimizing
complexity and cost. Other popular speech recognition systems from companies such as
Muance can ba used too.

*  Outbound, Cutbcund campaigns for telemarketing and collections make use ef powerful

redictive algorithms to move quickly through lists and keep agents busy.

= Workforce optimization (WFQ). A wide variety of WFO capabilities are built-in, including

workforce management (WFM), recerding, quelity management, customer feedback,

strategic pianning and speech analvtics.

Real-time speech analytics. Voice interactions are recorded and analyzed in real-time.

Keywerds are identified, spotted and scored. Scores are aggregated and displayad.

Xeywords are bookmarked in recordings to help with evaluations.

* Real-time supervision. Supervisors can listen to an agent’s cali, “whisper” in thair ear for
coaching, take over the call, initiate a recorciing, and so on — even if the agent is located
thousands of miles away. There’s even an iPad app to enable mobility.

* Analytics. Every event associated with an interaction processed is logged for a cemplete
view of what happened, beginning tc end. A graphicai report viewer allows managars to
easily create ad hoc reports across every aspect of the operation — contact center,
enterprise, brarch office and at-home.

* Built-in Business Communications. Genasys Cloud offers rich iP PBX functionziity,
together with basic unified communications featuras. This includes: IP PBX call processing,

carahsoft < GENESYS



SCLICITATION 3 CRFP 0212 SWCL200200001

auto attendant, full-featured operator consoie, deskiop phone features, enhanced desktop
client features, SIP softphone, real-time presence management, on-demand call recording
and monitoring, conferencing, ccrporate and workgroup directories, embedded call
cenirols for desktop apelications, instant messaging, voice mail and unified messaging.

= Integration. The open nature of the Genesys Cloud plaiform enables you to leverage
existing investments and easily innovate within our partner ecosystem. The Genesys
AppFoundry Marketplace has over 20C apglications including pre-built integrations to CRMs
such as Salesforce, Oracle Sarvice Cloud, Craclz Siekel CRM, Microsoft Dynamics, and SA?
CRM. Aaditionaily, Genesvs Cloud APIs make it 2asy io integrate cther business appiications
as needed.

*  Multi-lingual. User interfaces are localized in 19 languages. System administration is localized for
10 strategic languages. There are 21 out-of-box language and dizlect combinaiions for system IVR
prompts. We support 9 ianguages with our native speech recognition engine and can integrate with
third-party speech engines such as Nuance, for additional languages.

Our al*-in-one scfiware scluticn is basad on an open, standards-kased, non-gpropristary
architecture. This scfiware aichitecture afiows us to intagrate with other leading software
companies. Our software runs on industry standard hardware from H?, Polycom, and
AudioCodes. Genesys Cloud also runs on hardware/devices such as virtual server envirecnments.

Avtex Solution

Avtex is an end-to-end CX technology deployment partner that provides professional services
(PS) and solutions. Our customers receive unique CX technology decloyment delivered with
accuracy, consistency and vision spacific to their organizaticn tc ensure an integrated custcmer
experience for every point of interaction. Avtex provides PS and strategic consulting
encompassing a full 360 suite of solutions ranging from unified communications, contact
centers, portals, custom apglications, infrastructure and CRM. Driven by technology know-how
and passicnate about custemear experience, Avtest is uniquely qualified to help clients deliver
excepticnal experiences to their customers using technology.

Avtex will he!n to deliver the proposed Genesys Cioud solution and provide SoWV with the
following capabilities:

The proposed Genesys Cloud solution will provide State of West Virginia with the following

capabilitias. The Preject Scope section includes additicna! details.

# Resident/Citizen Experience Consulting — CX Engagement

e Business User Client Access

=  Attendant/IVR less than 30 selections includes 6 queues under 3 routing criteria. Single data dip iess
than 3 self-service entry read back cnly add-on.

o Dialer, 1 agent based basic scripting and 1 agentless campaign.

o Recording and Quality Management

» Supervisor dashboard

= Skype server integration — Best effort based on Geresys Cloud and Selected Skywoe Platform
capabilities

carahsoft < GENESYS
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Voice Readiness Assessrment for 2 locations plus the Data Center on page 28 of Attachment S0O-1 -
Aviex - SOWV - Managed and Hosted Voice Services - Base Configuration SOW.

Deveiopment Environment

Single cutover project

Architecture Summary

A geo-redundant design wiit be provided, leveraging Geresys data ceniers in Carme!, Indana; and
Denver, Colorado.
Genesys will provision Genesys Cioud systems in a PCl Zone to support State of West
Virginia2’s requirements for PC! compliance.
A “Remcte Control Media” design is prepesed. This is a full-cicud architecture in which a
hosted PSTN cennectior is provided in the Genesys Cloud data centers. The benefit to State
of West Virginia is the lack of premise-based hardware and teleshony infrastructure to
purchase ang maintain. A network ccnnaction and phone are all that en agent needs to
kegin using the platform.
Genresys will provide Si? circuits in the Genesys Cloud data centers for PSTN access.
An MPLS connection is required between the State of West Virginia and Genesys networks.
State cf West Virginiz will maintain thair existing MPLS-carrier relationship and have thair
carrier bring MI2LS circuits into the Genesys Cloud data centers to connect the networks.
Skype for Business
End-User Voice Endpoints: AudioCedes, Polycom VWX and Si? Softphones
uncempressed G.711 RT? cocec will be used for ali cail paths. if ihere are bandwidth
constraints, iicensing for G.729 compression may be added io the system.
Telephony Port licenses are required for SIP circuits terminating in the Genesys data
cantars. A non-blcckihg architacture is based on an agreed-upon need for (910) Talephcny
Poris to support the required number of simultaneous cortact center calls. State of West
Virginia will commit to a minimum number of ports in their service contract with Genesys,
however the architecture will scale to support periods of increased voiume, with overage
billed as azplicable.
Remote Content servers will ba in the Genesvs data centers.
The Interaction Dialer configuration will include two Central Campaign servers configured in
a geo-redundant failover configuration.
Upon deployment, the Genesys Cicud Services team can provide a2 one-time transfer of
production configuration to the development server. Going forward, there wil! not be any
automatic synchronization, although this is an optional service that !nteractive could
provide for an additionai fee. it is exgected that future {applicabie) customizations will be
completed and tested in development prior to being moved to production.
911 Calls

tandard configuraticn is as follows: Zach user/station location can be assigned an
Outbound ANi that is sent to the carrier when a user ciais 811. if the carrier can accept a

carahsoft < GENESYS
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call “from” the specified AiNi, they will route the cai! tc a Public Service Access Point {(PSA?).
The PSAP must have the correct ccrporate address on file for the ANI received in order to
determine the general location of the czller. It is the customer’s responsibility to srovide
AN to tocaticn manpings to the carrier.

s Please see Attachment SO-1 - Avtex - SoWV - Managed and Hosted Voice Services - Base
Configuration SOW for detailed description.

Presidio Solution

Presidio is offering the State of West Virginia our Managed Services for providing maintenance
ard support of the Cisco environment as required by this solicitation and described in Appendix
A. As a Cisco Gold cartner and Cisco 2018 SLED State and Loca! Covernment Pariner of the
year, Presidio has the credeniials and exparience necessary io support the State of West
Virginia.

Presidio Managed Servicas is offering cur Select tier of service Tor the State of West Virginia’s
Cisco environment until the transition tc the fully hosted solution is complete. See table below
that provides an overview of Presidio’s Managed Service elements for each of our offering tiers:
Standard and Select. Full detzils of the Select Tier offering for State of West Virginia, is provided
in Attachmant SC-1 - State of WV-Presidio SCW fer Carahsoft (Legacy Cisco UC).

Presidio’s Managed Services Elements

Service Tier
Proactive Monitoring and Monitors events from each device | Standard
Notification under management and provides Select
{Alert and Notify} notification of specific events to

the client. Key events include
outages, performance hottlenecks
(via thresholds), and security
incidents {for security services).
Proactive monitoring provides
remote advisory services covering
performance, avaiiabiiity, and
usage information to provide
recommendations and best
practice suggestions to the client.
This covers monitoring status of
device/service to prevent future
malfunctions or disruptions.

Out of Scope: Management of the
functional availability of device.
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Standard Reporting

Provides online access to standard
reports. This is typically available
through self-service portal for each
customer. The standard reports
are defined within specific tools,
such as NimSoft, JasperSoft, and
Prognosis. Sample reports include
uptime/availability, performance,
and usage information.

Service Tier
Standard
Select

Online Customer Portal

Provides online access to service
ticket information, service status,
and event reporting. At this time,
the portal does not include
order/provisioning functionality;
this will be added in future release.

Standard
Select

Service Desk
{Full Remediation and third-party
Triage where applicable)

Covers troubleshooting calls into
the Presidio Managed Services
service centers for P1 through P3
service calls. Presidio takes on
gverall ownership of resolving the
issue end-to-end. This service desk
activity is used to troubleshoot
hardware, software, and tools
issues applicable to the specific
service offered to the client.
Where applicable for third-party
devices and products, Presidio will
collaborate with the specific
vendor to resolve the issue for the
client.

Standard

| Select

Quarterly Service Performance
Review

This is a regularly scheduled
service also known as a Quarterly
Business Review (QBR). The review
is provided by the Managed
Services team to a sub-set of
customers. Analyzes incidents and
problems that jeopardize
Presidio’s ability to meet agreed
SLA norms. This is not a customer
satisfaction survey.

Select
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Elemen,_li
Telco Vendor Management

Chisomvionny

Provides operational handling of
third-party data and voice carriers.
Third-party data and voice carrier
is contracted by customer and
financial management is by
customer. For most customers
under management by Presidio,
there is a strong
telecommunication vendor
dependency. This service element
enables Presidio to support the
Moves, Adds, Changes, and
Deletes {(MACD) for Telco services
on behalf of the customer.

Service Tier
Select

Change Management (Moves,
Adds, Changes, and Deletions)

Presidio agrees to provide MACD
in the number and frequency
specified in the proposal. MACD
support is provided to only the
equipment specified in the
covered eguipment list. A single
MACD will be defined as one
change per device; multiple
changes to a single device will be
considered multiple MACDs
regardless if it is made on the
same service request. Presidio
reserves the right to determine
whether the activity qualifies as a
MACD activity.

in general, a MACD is any single
activity on an individual covered
device that meets the following
criteria:

o Activity takes less than 2
hours of time to comptlete.

«  Does not require design
changes.

+ Does not include any activity
with a material operational
impact. (I.e., the change
cannot affect the nermal
operation of the device).

¢« Does not require change
control approval.

= s not an upgrade or feature
addition.

e Isnotaproject or part of a
project.

* |s not specifically excluded
based on the service portfolic
specified in the proposal.

Select
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Patch anagement

Covers “basic” patch management
for interim releases of software for
each hardware component under
management. Urgent security
patches are included. Roll-up
security patches are not included.
For full releases or major dot
releases, these require
Professional Services to complete
the work. includes 2 interim
release updates per year in the
base offering.

Service Tier
Select

Smart Hands {Onsite Break/Fix)

Provides scheduling and dispatch
of subcontracted Smart Hands
resources for break/fix and RMA
work. Includes travel time. Also
includes scheduling and dispatch
to handle incidents relating to
equipment not meeting
original/agreed spacifications of
equipment manufacturer.

Select

Presidio’s robust Managed Services organization offers State of West Virginia the following:
® Over 200 experienced professionals, with a combined 621 technology certifications,
dedicated tc ensuring ostimal iT infrastructure services levels for more than 400 clients

nztionwide.

® Service Desk staffed with three tiers of expertise around the clock, allowing State of West
Virginia to rest assured that experts are actively managing critical assets. This ensures the
State of West Virginia’s technclogy and operaticnai activities are amniy and aptly managed,

regardless of the time of day

* Dedicated team provides personalized !T operations and support experience, aliowing the
Presidio team to know customers and their environments and resulting in rapid problem
resolution and improved adherence to Service Level Agreements (SiAs).
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SECTION 4: PROJECT SPECIFICATION

4.1. Background and Current Operating Environment : As outlined in the West Virginia State
Code §5A-6-4e "the Chief Technology Officer shall oversee telecommunications services used
by state spending units for the purpose of maximizing efficiency to the fullest possible extent".

Additionally, per State Code §54-6-4a (11), the Chief Technology Officer develops a "unified and
integrated structure for information systems for all executive agencies.”" Inpursuance of those
objectives, the West Virginia Office of Technology is seeking proposals from Vendors to establish an
open-end, Statewide Contract for Managed Voice Services and Hosted Voice over Internet Protocol
("VolIP") Services, encompassing Unified Communications as a Service ("UCaaS"), and Hosted
Contact Center Services.

It is the State’s intent to establish a contract with a single Vendor to provide maintenance,
management, and support for the State's current IP Telephony platforms while working to migrate
those telephony services to a fully managed and hosted VoIP solution. Additionally, the Vendor will
be expected to provide daily management and operational support for multiple Contact Centers
while working to migrate those Contact Centers to its hosted solution.

Currently, the State of West Virginia has an estimated 10,000 phones on multiple Cisco VoIP
solutions - 3x Cisco Unified Call Manager and Unity Express, 4x Cisco Unified Call Manager and
Unity, 7x Cisco Unified Call Manager and Unity Connection, 10x Cisco Unified Call Manager and
Unity Connection, Cisco Call Manager Express, ten (10) Cisco Contact Center Version 7 sites, and a
Hosted VoIP Solution with Verizon Business Solutions (UCCaaS and Contact Center); it is
anticipated all of those sites currently utilizing a VoIP solution will be migrated to the Vendor's
proposed hosted solution. In addition to the current VoIP Agencies, the State also requires the
Aexibility to implement a VolP solution at sites where one does not currently exist. Potentially, the
State may leverage the awarded contract to implement another estimated 10,000 users where
traditional telephony services exist.

The State of WV's current environments consist of the following:

Cisco Unified Messaging

Cisco Unity Connection

Cisco Unity Express

Cisco Call Manager Express

Cisco Contact Center Express

Cisco Expressway C&E

Cisco Presence

Cisco Jabber

Cisco Gateways using VoIP Session Initiation Protocol ("SIP") Trunks, Primary Rate
Interface ("PRis"} Circuits, and Analog POTS ("Plain Old Telephone Setvice") lines
Microsoft Skype for Business 2016

Microsoft Active Directory

Microsoft Office 365

Cisco Survivable Remote Site Telephony ("SRST")

Bridge Communications Operator Console

carahsoft . 5 GENESYS



SOLICITATION & CRFP D212 SWICLSC0T0No0I

¢ Singlewire Informacast Paging

» Verizon hosted solution- Unified Communications and Collaborations as a Service
(UCCaaS)

o Vernizon hosted solution - Virtual Contact Center (VCC)

More information regarding the State’s current telephony infrastructure can be found in Appendix A.

Meanwhile, the State's current Wide Area Network ("WAN"} is undergoing a conversion from
Switched Ethernet to Multiprotocol Label Switching ("MPLS") services, which may impact how the
Vendor's proposed solution will be implemented. The WVOT is working with Verizon Business to
migrate an estimated 500 data circuits across the State with a projected completion of December
2018. Thus far, approximately 275 circuits have been migraied, meaning that the proposed VoIP
solution may be implemented at those sites using MPLS circuits to ensure quality of service. The
State has deployed Cisco routers for WAN communications. Local Area Networks ("LANs") are
comprised of various switches manufactured by Cisco, Hewlett Packard, Brocade, and Extreme.

Genesys has read and understands.

4.2, Project Goals and Mandatory Requirements: The State of West Virginia is seeking to
establish a contract with a Vendor for the management of the State's current Legacy
Environment and to migrate its Legacy Environment {o a Hosted VoIP Solution, including
Contact Center Services. Vendor should describe its approach and methodology fo providing
the service or solving the problem described by meeting the goals/objectives identified below.
Vendor's response should include any information about how the proposed approach is superior
or inferior to other possible approaches as well as identify areas where the proposed solution
exceeds the project expectations.

4.2.1. Goals and Objectives — The project goals and objectives are listed below.

4.2.1.1 Voice Services

4.2.1.11 Managed Voice Services - Support of State's Legacy IP Environment

421111 The State's goal is to contract with a single Vendor for all application, hardware, and
MACD management, maintenance, and support of its current IP Telephony platforms (as described
in Appendix_A), with the goal of the Vendor migrating the State's current IP telephony

infrastructure, excluding network infrastructure, to a unified, hosted IP platform within 24 months.
The State further desires an economical monthiy per phone cost for these support services. As such:

The State is proposing the following division of duties for the support of its Legacy IP Environment:
Vendor Duties:
1. Create an operational plan of the State's Legacy IP Environment for the State's review and

approval

2. Daily management, operational support, and ongoing maintenance of the State's current
telephony environment, as outlined in Appendix_ A,

Vendor will provide the fo!lowing management and operationa! support elements:
¢ 24x7x365 Access to Service Deiivery Center (NOC)
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= 24X7x365 Monitoring

e Client Portal

e Standard Reports

e Change Management

# Move, Add, Change, Delete (MACD)
s Problem Management

=  Patch Management

= Dispatch Services

*  Vendor Mznagement

@ Carrier Case Management

Ongoing maintenance (Cisco SMARTnet} wiil be maintained by the State for all eligible devices. All end-
of-iife/end-of-support equipment is supporied on a business reasonable-effort basis.

Lj’. MACD changes to the State's current telephony infrastructure.

Presidio offers Request Management for Managed Configuration items (Cls) for the State’s current Cisco
teiephony infrastructure. The MACD process provides a mode! for managing and executing moves,
additions, changes and deletions of hardware and software configuration izems in the Client’s
environment. MACD service is defined within two categories: 1) Device-leve! changes and 2) User
changes per contracted UC/Collaboration services. Definitions for each category are provided beiow
with additional details for contracted services within the Service Appendices (if applicable).

Device Levei Changes

Device-level chanrges are defined as configuratior requests that typically impact multiple users based on

the change, such as configuration. Presidio reviews the Contract for each device levei request and

determines if it fails outside of the scope as defined below:

1. Takes less than 2 hours of time to complete.

2. Does not require plarning or design efforts.

3. Does not inciude any activity with a material operatiora! impact. (i.e., the change cannot affect the
normai physicai operation of the device).

4. s not an upgrade or feature addition.

5. Is not a project or part of a project.

For changes not covered by this agreement, Presidio provides a separate Contract from Professional
Services. Device-level MACD support is only provided to equipment specified in the CEL.

A single device level change (MACD) is defined as one change per device; multinle changes to a single
device are considered multiple MACDs regzrdless of whether it is made on the same service request.
Presidio reserves the right to determine if the activity qualifies as a MACD activity. Device level MACD
work does not apply to the Security Incident and Event Management Service which is defined in the
separate contract.

For device-level changes, up to two changes per Cl per month are allowed. Changes are allotted monthly
and must be used during the target month of service. Any change allocations remaining at the end of a
service month are considered forfeited and do not roll to subsequent service months.
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Liser Thanges
A User Change is change for Collaboration services impacting any single user-based configuration,
including remote moves, additions, changes or deletions; e.g., a request to add/delete a user profile.

The MACD option for the Users must bz included in the covered device list for Presidio to perform user
changes. The monthly aliotment of MACDs is 5% of the managed Users per month and requires 100% of
managed Users to be covered in agreement.

Presidio tracks the MACD tickets for the 3-month period and rotifies the Client of trends. If the average
MACD counts are exceeding the target limits, it may show evidence of an operational or training issue
Presidio can address with the Client. If no operational issues exist and the MACD requests from the
Client normally exceed the 5% limit for Users by more than 10%, Presidio will work with the customer to
aciust the billing for user changes.

4. Replacement of failed parts where feasible, outdated telephony equipmém‘, or other telephony
components. If the Vendor is unable to furnish parts or replace equipment, the State expects the
Vendor to migrate that site to the Vendor's Hosted VoIP platform.

Presidio provides support of all end-of-life/end-of-support equipmens is on a business reasonabie-effort
basis.

Avtex wiil work with the State to reprioritize deployment of users to the new Hosted VoIP platform that
may be impacted by failed equipment on the legacy system.

5. Set-up mutually agreed upon standing meetings with the State to address concerns, changes,
service interruptions, and project progress.

Read and comply as it relates to the State’s curren: Cisco telephony environment.

6. The Vendor should alert the State points of contact afier being notified of any service
interruptions, in writing, that exceed sixty (60) minutes. The Vendor should provide updates to the
State every sixty (60) minutes thereafter until the issue is resolved.

Avtex wili notify the Siate in writing of interruptions that exceed 60 minutes and continue to update
every 60 minutes as requested.

7. The Vendor should have a 24x7x365 operations center that includes Tier 1 Support to receive
trouble tickets and onsite operational support for critical failures.

Urderstood. Attachment 4.2,1.1.1.1-7 - Avtex - State of West Virginia Support Handbook describes the
support offering in detail. Where Avtex offers multiple offerings, the proposed soiution ircludes Premier
enhznced with Managed Services MAC and Tier 1 services.

Presidio’s Service Delivery Center (SDC) Is the central point-of-contact to Presidio Managed Services for
daily support activity and is also generally referred to as the Network Onerations Center {(NOC). It is the
main point of contact for reporting incidents {disruptions or potential disruptions in service availability
and/or quality) and for Clients making service requests (routine requesis for services). Presidio’s Service
Delivery Center team is siaffed 24 hours a day, 365 days a year in three US-based locations.

The SDC will deliver Tier 1 through Tier 3 techrical susport using Presidio’s Information Technrology
Infrastructure Library (IT!L)-oased processes. This support assumes that the State has an end-user help
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desk in piace to hancie end-user calls and only authorized techniczl contacts will contact the Service
Delivery Center. Presicio defines technical support levels as follows:

Tier 1: Techaictan Suppare

The Service Delivery Technician (Tier 1) is resporsible for effective Client service supoort using workflow
and incident management tools. Tier 1 technicians follow Presidio’s standard ITiL-based processes, as
well as specific Client processes as defined by Service Delivery Management. Technicians utilize our
incident management system to manage the incident queue for resolution or follow up, interface with
Tier 2 ergineering for advanced engineering subnort as neeced and mzintain Client commurication
during escalations. Initial suppor for basic Client issues is supported at Tier 1.

Ther 2! Tngineering Suppeort

The Service Delivery Engineer (Tier 2) is responsible for effective Client service using acvanced
engineering skills. Tier 2 engineers use defined ITIL-based processes for effective Incidenz and Change
Management. In addition, the engineer interfaces with vendor support engineering or Presidio
Professional Services to provide timely resolution.

Tiar 3: Advanced Technical Support
Tier 3 is the highest level of support in a three-tiered technical support model responsible for handling
the most difficult or advanced incidents and overseeing problem management for Clients.

The Ciient may communicate incidents to the Service Delivery Center using the foliowing methods (ir
addition to auto-generated incidents):

= Telephone (P1 Incidents must be opened via a call into the SDC)

= Opening a ticket on the Client Portal (defaults to a Priority 4 incident)

& Emait (defaults to 2 Priority 4 incident)

Client personnel contacting the Presidio SDC must be authorized to do so as defined in the Run Book.
The Run Book is a set of defined procedures develoned during the Service Transition Management
process for mairtaining the everyday operation of the Client environment. The SDC cennot resgond to
support reguests from non-authorized peirsonnel and will not engage with the Client through indirect
methods for incident notification. Client personnel authorized to contact the SDC must be gualified to
interact on a technical basis at a level required to support efforts by Managed Services.

Once an incident has been opened, an email notification will be sent o the cailer and ali contacis
subscribed to receive notifications that match the conditions of the incident.

State Duties:
1. Management of State's LAN/WAN Network Infrastructure
2 Ordering, disconnecting, and billing services

Read and understood.
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4.2,1.1.1.2 The State desires the Vendor provide the State with its proposed Operations Plan within
30 calendar days of contract effective date, outlining its plan for managing, supporting, and maintaining
the State'’s current IP telephony infrastructure.

The Vendor's Operations Plan should include a strategy for assuming its duties, as outlined above. Please
describe your company’s experience and strategy in developing operations plans for supporting legacy
environments.

Avtex is prepared to provide the aroject plan in the time outlined.

421113 The State desires that the State and Vendor finalize and agree upon an Operations
Plan within 60 calendar days of contract effective date for the management, support, and
maintenance of the State's current telephony infrastructure. Please describe your company's ability
to deliver the finalized Operations Plan to the State within 60 calendar days of contract effective date
with scheduling the appropriate meetings, making changes after State input, and meeting deadlines.

Yes, the typical Avtex project will transition from the “Initiate & Design” nhase to “Build” phase
within 60 davs. Without extraordinary circumsiances, the Avtex average prcject runs 24-36
weaks.

421114 The State desires the Vendor to be fully managing its Legacy Environment within 90
calendar days of contract effective date and until all sites wishing to adopt these services have been
migrated to a Hosted VoIP solution. Please describe your company's experience in providing
support of a Legacy Environment, its experience in taking over existing infrastructure, and provide a
plan showing how this goal can be met.

Avtex understands that the legacy system wiil be transitioned to Aviex and Presidio support within the
90-day period.

Please see Attachment 4.2.1.1.1.4 - Presidio Service Transition Management.

4.2.1.1.1.5 It is the State's desire that the awarded Vendor of this contract will establish a local
support system to continue support and maintenance of the State's Legacy IP systems. Please
describe your company’s ability to provide maintenance and support of the State's Legacy
Environment.

Presidic has the canability to support the legacy Cisco environment as we have supported these systems
for over 15 years. In the event any of the legacy equipment is no ionger supported by the OEM, Presidio
will provide commercially reasonable efforts to support that equipment but will be limited where the
OEM no longer offers replacement hardware and software patches and updates.

421116 The State desires all application, hardware, and MACD support for the State's
current telephony infrastructure will be entered via the Vendor's self-service web portal and/or a
Vendor-provided toll-free number within 90 calendar days from contract effective date. If the
Vendor determines that an issue or problem falls within the State's purview, the Vendor should notify
the State’s points of contact in writing within one hour of reaching this determination. Please
describe your company’s support offerings or its ability/plan to accomplish this.

Please see Attachment 4.2.1.1.1.4 - Presidio Service Transition Management.
Please see Attachment 4.2.1.1.1.1-7 - Avtex - State of West Virginia Support Handbhook.
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4.2.1.1.2 Transition from the State's Legacy 1P Environment to the Vendor's Hosted Solution
4.2.1.1.2.1 The State desires all sites listed in Appendix A be migrated to a Hosted VoIP
solution within 730 calendar days from contract effective date. The State reserves the right to
reprioritize this list as necessary. Please describe your company's plan to accomplish these
migrations.

Avtex fully understands the 73C-day migration requirement.

421122 The Vendor should include site preparation and coordination services to implement a
turn-key solution at various State locations, including simultaneous deployments to the Vendor's
hosted solution. These services should be provided by Vendor personnel knowledgeable in both the
Vendor's solution and legacy public switched telephone services. The State desires the Vendor
perform site assessment and readiness work for the implementation of its hosted solution, at no
additional cost, including a proposed division of duties (Vendor, State), which results in a Statement
of Work for each site, as follows:

The implementation of the proposed Genesys Cloud Hosted Solution includes one to many sites to be
assessed, implemented and cut over at the same time. Adding additional sites to the initial
implementation will use the TCR prccess. The srovided estimation calculzior (Attachment 2.2.1.1.2.2 -
Waest Virginia Additional Sites Calculator) should be used io estimate the secondary site
implementations. The calculator was used to estabiish the fixed cost of the Smali Site Option {see our
response 10 4.2.1.1.3.7).

VENDOR duties:
. Gather site's end-user data in order to get site ready for Vendor's hosted solution;

Understood; this occurs in the Initiate and Design phase of the implementation.

. Provide list of equipment/specifications needed for site readiness, including cabling
infrastructure requirements;

Understood; Initiate and Design phase.

. Conduct review to move, at a minimum, existing telephony system fo new environment;

Understood; Initiate and Design phase.

. Provide the State with necessary ordering information for TCRs;

Understood, the TCR process will be followed for the entire project.

. The State owns all data gathered under the scope of the contract and is able to obtain copies
of all configuration files gathered as part of this contract. The Vendor should update, maintain the
data repository in a manner negotiated with the State upon award, and provide information upon
request in an Excel or csv format;

Understood; Initiate and Design phase.

. Configure, tag, label, and drop-ship phones to site;

Understood; Build phase.
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STATE duties:
. Confirm site readiness;

Understood, Build phase.

. Coordinate between the Agency, Vendor, and other applicable parties; J

Understood, entire project.

| . Purchase, configure, update and refresh network hardware,

Ungerstood; Build phase and entire project.

. Prepare, process, and submit TCR to Vendor based on information provided;

Understood; entire project.

. Place physical phones.

Understood; Build phase.

| The Vendor should describe its solution's capability to meet or exceed each of these objectives.

Please see our responses above.

4.2.1.1.3 Hosted Voice Services

The State's goal is to obtain a reliable, customizable, and scalable UCaasS solution providing hosted
voice-over-IP (VOIP) services for an estimated 10,000 state employees located at various sites
throughout the State. The State desires these services be provided at no additional cost, except
where noted in this section. To that end:

421131 The Vendor's solution should offer four voice packages. These packages should
include: A Basic Package with at least Ad Hoc Conferencing, Call Forwarding, Call History, Call
Hold, Call Waiting, Caller ID, and Do Not Disturb; an Enhanced Package including at least all
Jfeatures in the Basic package plus Voice Mail (including Immediate Divert to Voicemail and
Message Waiting Indicator), a Premium Package including at least all of the features in the
Enhanced Package plus Exiension Mobility; and an Analog line option. All packages should be
available with high and standard security options. Equipment for the analog line package will not be
required for this contract.

Please describe your Company's offerings.

Avtex understands the four voice packages requested.

Genesys has provided pricing in Attachment A - Genesys Pricing Addendum. The Basic Package incluces
and is the same price as analog, Enhanced and Premium.

The Genesys Cloud can suppoii Ad Hoc Conferencing, Cail Forwarding, Cail History, Call Hoid, Call
Waiting, Caller ID, Do Mot Disturb, Voice Mai! {including Immediate Diveri to Voicemaii and Message
Waiting Indicator), Extension Mobility; and an Analog line option. Offers will be made to support these
in different packages.
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421132 The State desires six handset options for use under this contract: a 2-line phone, a 5-
line phone with sidecar capabilities, a conference phone, a sofiphone, a wireless phone, and an
ADA-compliant hardware option. The State further desires a leasing option for all handsets on this
contract, by which the State will pay a monthly lease price to be added to the price of the monthly
voice package. In the event that a phone is broken or stops functioning, the State desires the Vendor
replace that phone, at no additional cost. Additionally, the State desires that the Vendor refresh
equipment in-line with the Original Equipment Manufacturer's refresh program, at no additional
cost. At the end of the contract, the State will own all of the phones. Please describe your company's
leasing options, refresh programs, and ability to meet this goal.

Pricing is reflected in Attachment A - Genesys Pricing Addendum.

4.21.1.33 The State utilizes Cisco SRST and local voice services in case of data network failure.
At the initial deployment of the site to the Vendor's hosted solution, if requesied, the Vendor should
work with an Agency to implement call control and PSTN connectivity, in case the data network fails
at a State location. This should include the provisioning of at least one local phone line for 911
calling. The Vendor should include the provisioning of one failover line in the cost of its monthly
package. Ifthe site requests more than one failover line, the State understands there may be
additional charges for that work.

Avtex understands that SRST will be implemented for agencies that request the functionality through
TCR.

We can configure Genesys Cloud to comply with Cisco SRST and lozal voice services in case of data
network failure. 911 functionality must be handled by the Cisco SRST and/or local voice services at all
times to support €911 functionality.

Please describe your solution’s ability to meet this goal and any additional costs.

Typically, customers terminate circuits {(or utiiize the Genesys PSTN offering) for each Genesys Cloud
region data center pair. In this case, the region is the USA. Customers can provision for separate circuits
for outhound as required based on telenhony desigr for that customer. Each Genesys Cloud region is set
up with twin data center facilities (Regional Pairs). Zach site is scaled to handle the full call load for its
Region, and as such each can serve as a full backup for the other. With wide geographic dispersion, risk
of simultaneous outages is minimized. If an issue with PSTN connectivity arises in one facility, the traffic
is shifted to the other faciliiy until the issue is corrected.

4.2.1.134 The Vendor's solution should support station-to-station calling that remains "on-net"
{on the State's private data network) at no additional cost. Please describe your solution's ability to
meel this goal.

Genesys Cioud uses MPLS to achieva station-to-siation calling as “on-riet” to link agents io the core
Genesys Cloud. In this way, all calls are handled within the controlied network and no external calling is
required.
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421135 The Vendor's solution should provide at least two PSTN connections via SIP Trunks
over secure privale connections engineered for voice quality of service. These PSTN connections
should adhere to the industry standard of 150 mis latency or better, and jitter of 40 mis or better.
Please describe your network engineering architecture and your practices to continuously achieve
these standards.

Typically, customers terminate circuits (or provision Genesys PSTN) for each Genesys Cloud region data
center pair. Customers can provision for separate circuits for outbound as required based on telephony
design for that cusiorer. Each Genesys Cloud region is set up with twin data certer facilities (Regional
Pairs). There are two Genesys Cloud datacenters in !ndiana and Coiorado. Each siie is scaled 1o handle
the ful! call load for its Region, and as such each can serve as a full backup for the other. With wide
geographic dispersion, risk of simultaneous outages is minimized. If an issue with PSTN connectivity
arises ir one facility, the {raffic is shifted to the other facility until the issue is corrected.

The Genesys Network is designed to maintain a MOS score of 3.5 or petier by limiting the latency and
jitter that impacts voice quality.

421136 The Vendor's solution should provide a MPLS network connection to Verizon's MPLS
core to reduce and/or eliminate the backhaul of traffic to the State's core network. The State has
provided a column on the Attachment A Cost Sheet for both one-time installation costs and for
monthly recurring costs for these connections. Please describe your ability to meet this goal.

Genesys Cloud provides telecommunication and long-distance services from preferred providers L3 and
Verizon, anc MPLS data seivices from L3. Additionally, Customers canr bring their own MPLS if preferred.

421137 As an option for small sites with non-private network handoffs, the State desires a
solution utilizing public networking with the ability to securely transmit sensitive data. Please
describe any offerings to support this goal.

The Geresys Cloud supports small sites with non-private network handoffs, The Genesys Cloud
secures/encrypts the data transferred between the core cloud infrastructure and the end interfaces
used by ihe agents.

There are multiple options allowing the delivery of voice using the public internet. While not in scope
these options include the use of Skype for Business endpoints and Microsoft Edge, Session Boarder
Controllers anc MAT Traversal and the use of Genesys Cloud WebhRTC. Native Genesys WebRTCis a
roacdmap ftem.

4.2.1.1.38 The Vendor's solution should include Caller ID services (inbound traffic) and custom
number and naming (outbound traffic) that State Agencies may utilize o customize their displayed
information. The Vendor should provide this capability at no additional cost. Please describe your
solution’s ability to provide these services.

Genesys Cloud supports both features.

421139 The Vendor's solution should include unlimited local and nationwide calling at no
additional charge. Please describe your no cost offerings.

Genesys offeis flexible Telephony arrangements (Inbound & Qutbound) or MPLS circuits with its cloud
solution offering. All car be provided by either Genesys or the State. Whiie Genesys has not included
unlimited local and nationwide caiiirg at no additional charge, Genesys would welcome the opportunity
to identify strategic areas where we couid make our offer more economically beneficial to the State.

carahsoft

< GENESYS




SOUCITATION # CRFP (212 3WELS00000001

This coulc include, but not limited, to a volume usage arrangement based upon a minimum teico
commit, tier discounting, or potential fiexible overage options. Genesys telco usage is typically billed as
follows:

Domestic U.S. Qutbound and inbound Cail Traffice esiablished over PSTN is billed at 50.012 per minute
{(billed in one second increments.)

Intrastate Call Traffic is bilied at $0.0151 per minute (billed in one second increments.)

Piease see Attachment A - Genesys Pricing Addendum.

4.2.1.1.3.10  The Vendor's solution should provide international calling. The State understands
Jees may be associated with international calling. The Vendor should provide its per minute
international calling rates for Mexico, Canada, ond Jamaica inthe Attachment_A Cost Sheet. These
will be used as part of the cost evaluation. The Vendor should also attach an appendix of its
international calling rates for all countries. This appendix will be used to establish the international
calling rates per country in the awarded contract and will be required prior to award. Please
describe your solution's international calling offerings.

Genesys supports this functionality.

4.2.1.1.3.11  The Vendor's solution should provide comprehensive site coverage to meef the State's
local and long-distance IP-based calling requirements. Please describe your coverage, as well as
how you plan to meet the State's coverage needs.

Genesys can support 10 and 21-digit long distance nhone numbers.

42.1.1.3.12  The Vendor's solution should provide load balancing for all traffic in-bound from the
PSTN. Please describe your solution's ability to meet this goal.

To support voice load balancing, Genesys Cloud terminates carrier circuits at multiple Genesys
Cloud GTNs or POPs, We iely on the carrier to cerform the load baiancing for incoming calis.
Genesys provides lcad balancing for outgoing calls through our call routing technology using
the Genesys SIF Server.

4.2.1.1.3.13  The Vendor's solution should ensure 911 call delivery to the appropriate local
PSAPS. Additionally, the State desires support for Private Switch/Automatic Location Identification
(PS/ALI) services for 911 calls. Please describe your process for ensuring the accuracy of 911 call
delivery, as well as the process to support PS/ALL

With the Genesys Cioud, there is no locale footprint to support anpropriate local PSAPS or Private
Switch/Automatic Locaiion ldentification (PS/ALI) services for 911. 911 services must be supported by 2
local fire at the facilities.

4.2.1.1.3.14  The Vendor's solution should support the following industry standard protocols:
G.711 {uncompressed), G.729 (compression), and T.38 (fax). Please describe the protocols
supported by your solution,

Genesys Cloud supports C.711 and G.725 compressad audio calls end-to-end. Re-negotiaticn
from the highar bandwidth G.71%, which is more suitakle for VR calis, to 2 cemgressed G.725
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call for agents, is fully supported. This allows administrators to fine-tune cost, guaiity, and WAN
utilization. Inbouna and outbound capabilities are provided.

4.2.1.1.3.15  The Vendor's solution should have the ability to scale the number of simultaneous
concurrent calls on a monthly and/or seasonal basis at the State's request. Please describe your
solution’s ability and your process to accomplish this, including division of duties.

With the Ganesys Cioud solution, agents can place a caller or: hold and then dial out to either
ancther team memkber or external vandor. Once connectad (¢ the third-party, the agent can
either transfer the cail or conference the third-party on with the customer to continue the
interaction.

The Genesys Cloud solution is provisioned for robustness and flexibility to allow our customers vvith
seasonal high cai! rate dermands (regulatory deadlires, retzil, health care open enrollment, etc.) to
‘burst’ beyond their prescribed configuration and allow for increased simultaneous concurrent call
volumes. The customer merely pays for what they have consumed in ary given month. if there are
known seasonal caliing patterns, whether specific months or timeframes, Genesys wili work with the
State to build these periods irto the formal contract agreement to ensure that we engineer the Cloud
solution to the State’s forecasted requirements with complete availability.

Please see Attachment A - Genesys Pricing Addendum.

4.2.1.1.3.16  The Vendor's solution should include interoperability with the following: IPv4
addressing (RFC 791), RFC 1918 for private IP addressing, and support SIP over TCP or UDP.
Carrier grade NAT (RFC 6598), link-local IP addresses (RFC 3927), and Multicast addresses (RFC
3171) will not be accepted. Please describe your solution's interoperability to accomplish this goal.

Genesys Cloud communication grotocols used with external systems are a!l Transmission
Control Protocol {TCP). This includes SIP and RTP over TCP.

4.2.1.1.3.17  The Vendor's solution should provide the following quality and reliability standards:
OoS tagging IEEE 80210201 I; not rewriting, marking, or remarking any VLAN tags affixed to
packets by the State, without the State's expressed consent; at a minimum, one Class of Service
(COS) marking per Ethernet service. Please describe your solution's ability to meet this goal.

Genesys Cloud supports QoS settings on the level of the network and the local station’s Windows
operating system. This support allows administrators to configure policies to mark all the packets sent
by a particular application with the desired level of service.

In addition, the Genesys portion of the platform kas QoS applied at all levels of the transaction.
Information can be given to customer for the QoS settings needed on the customer's networks.

Genesys Cloud products use Differentiated Services (DiffServ), and Class Selector PHB in some cases, to
mark packets on an |P Neiwork. RTP Packets, which use UDP, and SiP Packets, which through
corfiguration can use UDP, TCP, or TLS, are Qo$ marked by the endpoints. The QoS markings are in the
in the 6-bit DSCP field of the ToS Byte of the IP header. The recommended {Default) value for RTP {voice)
is 101110, which is EF / Expedited Forwarding. The recommended (Default) value for SIP Signaling is
011000, which is CS3 / Class Selector.
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4.21.1.3.18  The State desires a Unified Messaging solution; therefore, the Vendor's solution
should fully integrate with Microsaft 0363, allowing users o listen, forward, and delete voicemails
Jrom both 0365 and the hosted environment. Voicemails should be retained in the solution for 15
days or longer. In addition, the Vendor's solution should be provisioned to fully integrate with the
State's Active Directory and Active Directory Federated Services. Please describe your abilities to
meet these goals.

The Genesys Cloud supports the ability to integrate with AD in the customer’s environment. in addition
to this, the Genesys Cloud can utiiize Microsoft’s 0365 Skype for Business (54B) o celiver the voice path
from the Genesys Cloud to the agent aileviating the need for an additioral hard phone.

Voicemail is retained in the Genesys Cloud for a configurable amount of time.

4.2.1.1.3.19  Some State Agencies utilize paging and notification to the PC desktop, over-head
paging, or through-the-phone-speaker paging. The Vendor’s solution should include an option for
providing, maintaining, and supporting a paging solution, including any associated hardware,
software, and licenses, and if requested by Agency, or integrate with an existing or Agency-owned
paging solution. The State understands there may be fees associated with this offering. Please
describe your offerings with respect to these deployments.

The Genesys Cloud allows for notifications to be sent to the agent's desktop. The phone device is not
used in this functionality.

Zone paging is suppoited with Polycom phones.

4.2.1.1.3.20  The State desires an option for Agencies with high call volume and receptionist
personnel that will utilize an Operator Console for fast and efficient call control. The State
understands there may be fees associated with this offering. Please describe your solution's Operator
Console offerings.

No additional fees for this feature, it is included in the agent price for our Genesys Cloud offer.

4.2.1.1.3.21  Ifrequested by an Agency, the State desires the ability to integrate a third-party call
recording solution with the Vendor's hosted solution. Please describe your solution's ability to meet
this goal.

Any third-party recording solution can integrate with Genesys Cloud. Verint is a company on our pricelist
that we have iniegrated with in the past.

4.2.1.1.3.22  The State desires that the Vendor use currently-owned State IP telephony handsets
where the handset is still supported on the Vendor's solution. Please describe your company's ability
fo use the State's current handsets and its ability to meet this objective.

Genesys Cloud can use any headsets that you currently use with your PCs.
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4.2.1.1.4 Hosted Contact Center Services

4.2.1.1.4.1 The State's goal is to obtain a reliable, customizable, and scalable solution to provide
hosted contact center services for an estimated twenty-five (25) individual contact center sites that
works in conjunction with the Vendor's proposed Hosted VoIP solution. Certain sites require the
capability to transmit and/or store call recordings that may contain sensitive data (such as PHI or
PII). For ease of deployment and maintenance, the State prefers the contact center solution be web-
based. The solution should provide the following capabilities:

° Ability for a simple, drag-and-drop, easy-to-understand interface to create customized call
routing and role- based queues that can be deployed to sites with non- technical administration

Genesys Cloud includes drag-and-drop based tools to create customer seif-service applications/IVR
applications and assisted service (Routing) applications that run on the Genesys platform.

The Genesys Cloud provides easy to use, highly functioral blocks thai erable common tasks ir a simple
and straightforward manner. The Genesys Cloud utilizes a drag and drop zpproach where the developer
can simply drag the desired biock from the Palette menu inio the call flow (Applicaiion Flow) to build
self-service applications.

The Genesys Cloud provides layered access roles ensuring that your users only have access that is
approoriate for your business needs — such as the ability to make changes to prompts, business hours,
or set ar emergency routirg flag — without exposing control to the overal: application logic.

. Should provide chat capabilities

Genesys Cloud Chat application lets your agents provide live assistance to constituents via the web. The
chat interactions are managed by the szme business rules that are applied to all other contact channels
and enables integrated monitoring and reporting. Chat interaction manzgement also gives agents access
to the same customer data they have for other channel interactions, providing constituents the same
personalized service regardless of the media used for contact and reducing handling times.

. Should provide live data reporting

The Genesys Cloud provides nerformance dashboard solutions that offers contaci center managers and
supervisors rezl-time access to key performance indicators. The dashboard includes pre-defined widgets
that can be corfigured by authorized users. These may be present any object across any channel.

. Ifrequested by an Agency, the solution should have the abilityto interface with an Agency's
database to populate information based on data provided by the caller

Genesys Cloud supports integrations with many third-party solutions, deveiopment architectures, and
custom client applications using a RESTful (Representational $tate Transfer) Application Programming
Interface (API). The irtegration framework provides web services and APIs to support a broad range of
integrations with third-party sclutions across interaction services, data services, and agent services. The
Cloud solutior also provides productized adapters for leading CRM providers, including Salesforce.com
ana Oracie Service Cloud as well 2s supporting URL-based screen pops for browser-based solutions,
managed as part of the call-attached data.
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. If requested by an Agency, the solution should provide the flexibility for agents to use a
public-switched- telephone-network (PSTN) phone to utilize the solution

Typically, customers terminate circuits {or provision Genesys PSTN) for each Genesys Cloud region data
center pair. Custorners can provision for separate circuits for cutbound as required based on teiephony
design for that customer. Each Genesys Cloud region is set up with twin data cenier facilities (Regional
Pairs). For example, in the US there are data centers in Colorado and Indizna. Each site is scaled to
handle the full call foad for its Region, and as such each can serve as a full backup for the other. With
wide geographic dispersior, risk of simultaneous outages is minimized. If an issug with PSTN
connectivity arises irn one facitity, the traffic is shified to the other facility until the issue is corrected.

’ Should provide scalability for up to 800 agents and the ability to expand in the future

The Genesys Cloud capacity is nlanned and constantly managed to meet the needs of all our customers.
Woe are aiways able tc handle the capacity of our customers. We do require our custorners to inform us
of their usage. Although bursting above agreed iraffic is allowed, it is better to advise Genesys as to your
maximum usage.

Please describe your solution and identify any areas in your solution that exceed the items requested
abave,

Genesys Cloud can scale to tens of thousands of agents and is built into a telephony infrastructure 1o
supply industry leading security and reliability.

421142 Some of the State's call centers operate on a 24x7x365 basis, delivering critical
services to the communities, As such, the State prefers the Vendor's solution have inherent
redundancy and survivability characteristics that will ensure minimal service disruptions, such as
data centers in geographically diverse regions allowing for failover, equipment and power
redundancies in those data centers, etc. Please describe your solution's redundancy and its ability to
meet and/or exceed this goal.

The Genesys Network Operations Centers control and monitor all Genesys Cloud service 24/7/365.
Genesys uses a distributed performance and availzbility monitoring soiution that covers all aspects of
the Saas infrastructure. The system is czpabie of monitoring Genesys components as weil as specific
connectivity to client systems, including the MPLS netwaork, circuits, and application servers, based on
the specific deployment model. The monitoring system offers advanced alerting and visualization to
allow us to obtein notification of aiy issues and immediately begin taking aporopriate action.

42.1.1.43 The Vendor's solution should include enhanced features for Administrators,
Supervisors, and Agents to effectively meet the needs of their customers. As such, the solution should
provide the following capabilities:

. Agent and Supervisor client that provides Blended agents: Inbound and outbound capability

The Genesys Cloud solution supports multimedia gueuing and routing that allows gueuing of non-voice
interactions along with live caiis, cueue callback requests, and gueued voice messzages.

The concept of a “Uriversal Queue” zllovs an enterprise to rouie ail incoming customers, regardless of
channel, through 2 single, integrated queue.

With Genesys routing, administrators can configure capacity rules to allow one advisor o handle one

voice interaction at a time or/and multiple off-line interactions (emai and chat) 2t the same time.
Capacity rules make it simple to define and configure the simultaneous offline sessions allowing agents
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to handle as many offline sessions as the administrator configures. For example, this allows
administrators to configure the agent’s capacity to handle four to five simultaneous emails, or one voice
call.

Genesys Cioud also supports muliimodal interacticns; the clouc can updste cailing lists or send SMS to
the customer using the Genesys Outbound cioud.

. With your cloud solution, in a blended queue, do inbound calls override an outhound preview
calls prior to the dial being initiated:

Inbound calls can take precedence over outhound calls if desired. All priorities in the platform are
configurable and controlfed by the customer.

. Ability to monitor critical performance metrics allowing managers to coach, train, and
encourage agent behavior

The Supervisor Desktop supports Genesys Cloud Chat functions via agent group views. Supervisors can
select an enabled for chat agent and monitor the next interaction. Superviscrs can silently monitor,
whisper coach, or join in on & chat session, and can easily swiich between the taree. During silent
monitoring, the agent cannot see anything that the supervisor types; however, the supervisor sees the
content of what both the agent and the customer type in the chat window. For whisper coaching, the
customer does not hear any instructions the supervisor gives the agent. The supervisor can choose to
moritor only one chzt interaction or all chat interactions for 2 specified agent.

. Ability for Supervisors to change an agent's status

Supervisors cannot change an agent’s state, but managers can activate and deactivate cueues for agents
who are already a member of those queues. Agenis can also activate and deactivate queues themselves.
Note that agenis mus: be a member of the gueue before they can activate on the queue. The system
will automatically show them as “not available” if the agent does not answer.

. Ability for Supervisors to silently monitor inbound and outbound calls

The Supervisor Deskiop supports Genesys Cloud via agent group views. Supervisors can select an agent
and monitor the next interaction. Supervisors can silently monitor, whisper coach, orjoininon a
session, and can easily switch between the three, During silent monitoring, the agent cannot see
anything that the supervisar types; however, the supervisor sees the content of what both the agent
and the customer iype in the chat window. For whisper coaching, the customer does not hear any
instructions the supervisor gives the agent. The supervisor car: choose to monitor only one interaction
or all interactions for a specified agent.

. Ability to interrupt an agent’s call to interact with both the caller and the agent

Supervisors can silently monitor, whisper coach, or join in on a session, and can easily switch between
the three.

| . Ability for Supervisors to remove an agent from a call

Supervisors have the ability, once on a call, to drop an agent from an existing call.
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I; Ability to change an agent's skill profile in real-time

Genesys Cloud provides very granular means for changing user profiles and roles. The administrator can
edit user profiies as necessary with skills, location, management, including the ability to add phones, as
well as add or remove permissions for people within the organizaiion. Administrators can also create
roles for assigning cusiomized sets of permissions as required. All of this is handled quickly and easiiy
and to a very granular level. Administrators can make changes on-the-fly in real-time, and without
disrupting agent or queue activity. Valid changes take effect immediately.

Please describe your solution and identify any areas in your solution that exceed the items requested
above.

The Genesys Cloud inciudes a rich set of monitoring, and supervising tools with reporting tools to allow
for the management of the agents.

Some State agencies require the ability to utilize call recording, both on-demand and session-
initiated. Certain call recordings will contain sensitive data (PHI, PII, etc.) and will require proper
security profocols when transmitting or storing this information, with role-based access as defined
by the State. Please describe your solution's call recording capabilities, and any additional
requirements for the State in order to utilize these features.

The Genesys Cloud can record 100% of all Genesys Cloud interactions, ensuring nothing critical is ever
missed.

Deperding on their roles (administrator, supervisor or other), users kave access to one or more of the
following features:

¢ Recording via a monitored telephony number or driven by a routing strategy based on attached data
= Play back 2 stored cali recerding or multinle call segmenis

¢ Downioad a stored call recording, either singly or in bulk

s Search for one or more call recordings based on various criteria

# Delete one or more recordings

» View audit logs related fo access of the recordings and actions related to them

= Storage and archiving

¢ Policy-based recording by tenant

s Real-time monitoring

s |VR recording provides true end-to-end call recording

e Permalinks are sent viz emaii 50 that a user outside the system may listen to the recordings

4.2.1.1.4.4 The State may utilize an outbound predictive dialing campaign, at an Agency's
request. Please describe your solution's capabilities in providing predictive dialing campaigns.

The Genesys Cloud Dizler offers multiple cialing modes to accommodate a variety of calling strategies
and situations, including: Predictive Dialing — Calls are avtomatically paced to match anticipated agent
availability. Genesys platform dials calls to consumers and, as soon as consumer picks up the phone, it
bridges the call back to the agent.
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4.2.1.2 Security for Vendor's Hosted Solution

The State's goal is to ensure the Vendor's solution adheres to industry standard security practices
and provides for sensitive data protection (Where required) as it relates to cloud-based services. As
such, the Vendor should:

42121 Describe how its solution leverages high security standards associated with
regulated data and/or high availability requirements, but also offers a cost-effective, standard-
security solution option to the state.

Our information security program is a risk-based program using the framework of iSO 27001. A formal
risk assessment including both quantitative and qualitative methods is performed, management
evaluates the risks based on company and customer requirements, and formal controls are established
to address the risks. Our architecture is multi-faceted and foilows the framework of 1SO 27002
guicelines, SOC 2 (SSAE18) Trusted Sacurity Principles, PCI-DSS and various other privacy anc regulatory
compliance requirements.

We manage our security through a management governznce function that drives policy and risk
manragement. We employ a well-trained and knowlecdgaabie security team that encompasses all
environments. We have defined asset handling requirements based on clear classifications of assets in
our environment. We maintain strong controls around our personnel and third-parties to ensure their
integrity and awareness of security responsipilities. We have implemented strong network, systems,
database and application controls that include network access controls, configuration standards,
authentication standards and user access controis to ensure the security of our environment is
protected. We maintain strong operational controls to operate, monitor the environment, detect
vulnerabilities and weaknesses, and respond to events and incidents. We operate a rigorous change
control process to provide integrity, stability, and awareness in our environment. Our software
development lifecycle not only incluces stiong controls around our development process, product
security requirements and testing, but also a feedback toop from our operational groups and
environment. Throughout the lifecycle of our program we maintain a continuous feedback loop of data
that informs us of the status of our controls, our efforts and the results we see. This feedback loop
inclides both internal and exiernzi audiis 10 ensure our program aligns with cur objectives.

4.2.1.2.2 Describe its policies and procedures for conducting sub-coniractor assurance,
validating both the capability of the vendor to fulfill contracted responsibilities and adhere to all
applicable to security & privacy policies and controls of all parties.

Contractual arrangements set out the requirements for the employees of the contracted company,
including security, and are treated and measured in the same way as internal staff. Contractual
agreemenrts are considered confidential and not shared externally.

42123 Describe its company's cyber security and privacy management program including
an overview of the governance structure, cyber security strategy, and the experience of personnel in
key security and privacy roles.

Our information security program is a risk-based program using the framework of ISO 27001. A formal
risk assessment including both quantitative and qualitative methods is performed, managementi
evaluates the risks based on company and customer requirements, and formal controls are established
to address the risks. Qur architecture is mu!ti-faceted and follows the framework of IS0 27002
guidelires, SOC 2 (SSAE18) Trusted Sacurity Principies, PCI-DSS and various other privacy and regulatory
compliance reguiremenis.
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We manage our security through a management governance function that drives policy and risk
management. We employ a well-trained and knowledgeable security team that encompasses all
environments. We have defined asset handling requirements based or clear classifications of assets in
our envirgnment, We maintain strong controls around our personnel and third-parties to ensure their
integrity and awareness of security responsibilities. We have implemented strong network, systems,
catabase and applicatior controis that include network access controls, configuration standards,
authentication standards and user access controls to ensure the security of our environment is
protected. We rraintain strong operaticnal corirols to operate, meonitor the ervironment, detect
vulnerabiiities and weaknesses, and respond to events and incidents. We operate a rigorous change
control process to provide integrity, stabiiity, and awareness in our environment. Qur software
development lifecycle not only includes strong controls around our development pracess, product
security requirements and testing, but also a feedback 'oop froim our operational groups and
environment. Throughout the lifecycle of our program we maintain a continuous feecback loop of data
that informs us of the status of our controis, our efforts and the results we see. This feedback loop
includes both internal and external audits to ensure our program aligns with our objectives.

Please refer to our poticies at http://www.genesys.com/about-genesys/legal.

4.2.1.3 Service and Support for Vendor's Hosted Solution

The State's goal is to partner with a Vendor whose service and support structures allow the State to
Jocus on its core services, while ensuring telephony and contact center systems are available to State
Agencies, with certain Agency sites (hospitals, jails, etc.) operating critical services 24x7x365. The
State desires a Vendor to provide all levels of tiered support, including Tier 1 support for end-users.
To this end, the Vendor's service and support structure for the Vendor's hosted solution should
provide for the following:

4.2.1.3.1 Performance monitoring, capacity planning, and real-time surveillance of the
Vendor's network to ensure 99.9% availability of services and provide network utilization reports
upon request. Please describe your company's process and ability for providing this information
upon request, including any lead times needed and how the State submits these requests.

Genesys Cloud provides proactive monitoring using automated test probes that continually validate the
performance and availability of all critical components. These inciude the use of Empirix voice test
probes that place automated calls into the system to check the voice quality and report on Mean
Opinion Score (MOS).

We have defined alarms and aleris based on key measures, indicators, and triggers. We characterize
these alarms by alarm type and severity to indicate different steps to be taken based upon alarm type.
When we receive ar alarm, we automatically classified and reacted to as appropriate.
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42132 The State desires regularly scheduled meetings and/or calls to discuss the following
areas:

. Architecture and Design

. Implementation

. Ordering and Billing

. Service and Support

' Project Management

Please describe your company's ability to hold regular meetings on each of these topics, as well as
your company's implementation plans for starting these discussions.

The following types of meetings are typical within the Genesys Cloud project implementation:

#  Praject Kick-off — this occurs at the start of the project and includes the Project Team Members from
both Avtex and the Client.

e Deasign Mestings — these are scheduied shortly after the Project Kick-off. A typical project consists of
two —three design meetings over the space of one to two weeks. Those meetings are attended by the
Avtex Project Manager and appropriate Technical Resource(s) and the client Project Manager/Lead,
Contact Center Manager, and appropriate Technical Resources.

«  3igtus Mestings —these are scheduied weekly, generally once the design is completed. These would
include the Avtex Project Team and the xey Client Project Team Members,

» Transition tc Supsport Meeting — after the system is successfully in production the Avtex Project
Manager, Avtex Support Manager and the Telephony and Contact Center System Administrator meet
to transition support from the Project Team to the Avtex 24 x 7 Technica! Assistance Center team.

= Post project the Avtex Client Account Manager (CAM) is responsible for maintaining and enharcing
the client relationship. The CAM wili schedule many ad hoc and standard meetings to reach that goal.
The CAM role is described in page 15 of Attachment 4.2.1.1.1.1-7 —Avtex - State of Wes? Virginia
Support Hanabook. Avtex will provide the SoWV with at least monthly Support Statistics via your
personalized Power Bl view to review support statics ad-hoc

= Aviex will meet onsite with the SoWV quarterly to review Support Statistics

s Aviex and the SoWV will meet on a reoccurring scheduled cadence to review open incidenis

@ Avtex and the SoWV will meet after 3 montis, 6 months 2nd 9 months

o Evaluate hours consumed and determine if this agreement hours needs to be adjusted.
o Should the quarterly Managed Services hours show a ten-percent {10%) increase or
dacrezse the parties agree to raview and discuss an increase or decrease in the terms,

42133 Vendor should contact the State's engineering points of contact by phone within 30
minutes of a Vendor network outage that affects multiple sites on the State's network. This verbal
notification should be followed with a written report that provides an explanation of the problem, the
cause of the problem, the solution to the problem, the estimated time for recovery, and the steps
taken or to be taken to prevent a reoccurrence. To that end, please describe your company's
notification procedures in the case of an outage.

Avtex support service level ohbjectives deliver the States requested response time. For more detail please
see of Attachment 4.2.1.1.1.1-7 —Avtex - State of West Virginia Sunport Handbook, page 9.
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1 Miitim W Morn-B : B f Mol i I f Bctivity

Emergency Initial Contact: iImmediate  Contact: 30 min 24x7

Requies live colf Follow-ug:. Constant Foliow-up: Hourly
inte guene Escalsticn: & Hours
Initial Contact: Immediate  Contact: 10.00 AM Central next 7:00 AM-7.00 PM
Live coll into quewe basiness day [Ceniral)
Follow-up Service Levek: Foliow-up Service Level: Daily Maonday thru Friday,
Daily excluding bolidays
Initial Contact: 4 Hours Contact: 10.00 AM Central next 700 AM-7 .00 PIA
OnPoint or E-Mail business day {Central)
Faliow-up Servize Leval: Follow-up Service Level, Daily Monday thry Friday,
Daily excluding holidays
Initial Contact: 4 Bouss Contact: 10:00 Al Central neat 700 AM-7:00 PM
Al interoction types business day fCentral)
Follow-up Service Level: Follow-up Service Level: Manday thru Friday,
3 business Days 3 business Days excluding holidays
Lo Initial Contact: 4 Howrs Contact: 10:00 AM Central rext 7:00 AM-7:00 PM
Alf inferoction types business day {Centrai)
Follow-up Service Level: Follow-up Service Level: Monday thru Frigay,
5 Business Days 5 Business Days excluding holidays
Meave, Add, Requests will be Changes will be scheduled during 7:00 AN-7.00 PM
Change completed within Avtex business hours snd will be {Central)
Al interochion types 2 business days after completed within 2 business days Monday thru Friday,
receipt of the request sfter receipt of the request exchiding holidays
Figure 2: Service Levei Objectives
42.1.34 Vendor should provide written notification of ten (10) business days or more in

advance of any planned upgrades, modifications, eic. that may affect the State's customers to the
State's engineering points of contact. Please describe your company's notification process for
planned maintenance.

Avtex fuliy understands the 10-day notificatior requirement and will be managed by the Customer
Account Manager CAM.

The Geresys Cloud planned outages involve any activity (this includes operatirg system patches, service
updates, equipment reboot) where it is anticipated o have interruption to the operational functioning
of the Genesys Cloud Services. Genesys will provide customer with at least two {2) weeks advanced
posted rotification and email notice prior to conducting any planned outage. Additional email
notification will be provided forty-eight (48) hours prior to any planred outage event. Genesys wiii
perform planned outages between the hours of 12:00 a.m. {midnight} ang 5:00 2.m. within tke time
zone of the customer’s primary Genesys Cloud data center. Alternatively, the Genesys Cloud team can
work with a customer on a preferred schedule to perform their upgrade. This can be arranged through
their account representative or Service Delivery Manager.

Best practices are followed to ensure minimum impact to normal operations occur during planned
upgrades. The Genesys team will methodically upgrade media servers to ensure, if possible, that at no
time are all media servers unavailable. This will allow calls to continue to be processed as normal. In
addition, when upgrading the Genresys servers, the Genesys Cloud upgrade team wiil work with the
customer to perform an upgrade of one server at a time, performing controlled switchovers between
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the primary ard backup system, znd go through testing gates to verify with the customer that no impact
is experienced.

4.2.1.3.5 Vendor should provide notification of three (3) business days or more in advance of
emergency maintenance. While the State understands emergency outages and/or unplanned
maintenance windows occur, it is expected that these situations are kept to a minimum. Please
describe your company's notification process for emergency maintenance and outages.

Avtex fully understands the three-day notification requirement and will be coordinated between the
Customer Account Manager CAM and support Escalation Manager.

See the answer for 4.2.1.3.4 above.

4.2.1.3.6 If the Vendor's work requires them to be at a State site, the Vendor should provide
Agency at least 72 hours' notice before arriving at the site and comply with State law and all Agency
policies, including but not limited to background checks for contractors, vendors, and visitors.
Please describe your approach and methodology in your solution/response.

Avtex understands ikis 72-hour notificaticn requirement.

42137 The Vendor's network operation support center should provide: all tiers of support,
including end-user support, advanced technical expertise, be staffed with resources that are
proficient in spoken and written English, maintain and take responsibility for trouble tickets reported
by the State until resolved, and provide a tiered support escalation process. Please describe your
network operation support center's structure, processes, and procedures for handling trouble tickets,
resolving those tickets, and reporting back to the State's point of contacts.

Understood, Avtex has quoted Managed Services to provide Tier 1 and MACD suppoit. Once incident is
triaged by West Virginia Avtex will work directly with the end user to resolve the issue,

The Genesys Network Operations Certers control and menitor all Genesys Cloud service 24/7/365.
Genesys uses a diszributed performance and avezilability monitoring solution that covers all aspects of
the SazS infrastructure. The system is capable of monitoring Genesys components as weil as specific
connectivity to client systems, including the MPLS network, circuits, and application servers, based on
the specific deployment model. The monitoring system offers advanced alerting and visualization to
allow us to obtain notification of any issuies and immediately begin taking appropriate action,
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4.2.1.3.8 The Vendor's solution should include a documented support and escalation structure
to address outages. The State prefers the severity of the issue/support problem to determine the
average problem resolution response time, as outlined below:

. Severity Level 1 is defined as an urgent situation, where the customer’s services are
unavailable and the customer is unable to use/access the network. The Vendor should resolve
Severity Level I problems as quickly as possible, which on average should not exceed two (2)
business hours. If repair inside the 2-hour window is not feasible, then regular 1-hour updates are
desired.

v Severity Level 2 is defined as significant outages and/or repeated failures resulting in limited
effective use by the customer. The service may operate but is severely restricted (i.e. slow response,
intermittent but repeated inaccessibility, etc.). The Vendor should resolve Severity Level 2 problems
as quickly as possible, which on average should not exceed four (4) business hours. Ifrepair inside
the 4-hour window is not feasible, then regular 2-hour updates are desired.

. Severity Level 3 is defined as a minor problem that exists with the service, but most of the
Junctions are still usable, and some circumvention may be required to provide service. The Vendor
should resolve Severity Level 3 problems as quickly as possible, which on average should not exceed
ten (10) business hours. If repair inside the I 0-hour window is not feasible, then updates are desired
at the start of the next business day and every day thereafter until repairs are complete.

Please describe your company's severity level structure, as well as your documented procedures for
handling outages, including escalation processes, notification methods, and resolution times.

Avtex defines system emergencies as major system hardware, softwzre, or application outages that
impact your company's ability to receive or make calls and perform other critical system or application
functions. '

Migior Problems Defined

* Unscheduled total system outage and failure to reboot for any reason.
¢ Inability to access the system through 25% or more of all ports.

a2  Loss of system integration.

= Continual system resiarts oy faiiovers.

¢ Loss of dial tone on more than 25% of system.

Avtex will ask our clients to categorize the severity of their issue and will respond accordingly. While our
gozl is to provide the best client experience nossible, we do ask our ciients to use the severity coding
appropriately. For Emergency and High incidents Aviex requires a cali into the queue as stated in the
following table:
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PricTily Busingss hour Man-Busiess howurs and Hohiday Hours of ACTivily
Emesgerity Initial Contact: Immediate  Contact: 30 min W7
Reguires bve colf Follow-up: Constant Follow-up: Hourly
into queve Escalaticn: & Hours
lmtial Contact: Immediate Contact: 10.00 AM Central next 7:00 AMA-7.00 PM
Live coli into queus business day {Centrat)
Follow-up Service Levek Foltowe-up Service Level: Daily Monday thru Friday,
Daily exciuding holidays
Initial Contact: 4 Hours Contact 1000 AM Central next 70C AM-7.00 P
OnPoint or E-Mall business day {Central)
Foliow-ip Service Level; Follaw-up Service Level: Dajly Monday thru Friday,
Draily excluding holidays
Initial Contact: 4 Hours Contact: 10:00 AM Cerntral next 00 AMI-7:00 P
Al interoction types business day ICentral}
Follew-up Service Level: Fallow-up Service Level: Monday thru Friday,
3 business Days 3 business Days excluding holidays
Lo Initial Contact: 4 Hours Contact: 30:00 AM Central next 7:00 AM-7:00 PM
All interaction types business day {Cervraft]
Faliow-up Service Level: Follow-up Service Level; Manday thru Friday,
5 Business Days 5 Business Days exciuding holidays
Mowe, Add, Reguests will be Changes wiil e scheduled during 7:00 AM-7:00 PM
Change completed within Avtex business hours and will be {Comral}
All interoetion types 2 business days after completed within 2 business days Monday thru Friday,
receipt of the request after receipt of the request excluding holidays

Figure 3: Service Level Objectives

Genesys Cloud incidents will be categorized end handled according to an assigned severity level, The
assigned severity level for a problem may be mutually determined by both parties during the problem
resolutior process but Genesys Care shall have final zuthority as to the actual designation. Genesys Care
uses commerciaily rezsonable efforts to respond to each Support incident within the zppiicable
response time and reach resolution of code red and high impact issues within the timeframes described
in the table below.

Initial Response ‘Mean Time to

. Restoration (MTTR]

Code Red 15 minutes {by Phone) 15 minutes
High 15 minutes {by Phone) 72 hours
Medium 24 hours {by Web) N/A

Low 2 business days {by Web) | N/A

o Code Red: Genesys Cloud’s operational ebility to receive, route and deliver Customer purchased
interaction services is ‘down,’ severeiy degraded, or major components of the service are not
operationa!, and work cannot reasonably continue for greater than 10% of minimum monthly agent
commitment as idemtified in the Order Form {see colurmn entiitled “Minimurm Monthly Commitment
for Users/liem”). Interactior: services that are ‘down,’ severely degraded, or major components due
to customer managed ecuipment and/or applications (email server, web chat server, etc.) are
excluded from ‘Hard Outage’ credits.
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= Iigh: Non-business critical features of tha Genesys Cioud Services are impaired or non-functional.

¢ WMedium: Non-disabling or cosmetic errors with little or no impact on the Genesys Cloud Services.

¢ Low: Requests for information on Genesys Cloud Services, Policies, Processes, or Procedures from
Supplier by members of Customar’s Business, Management, or technical staff teams. Genesys will
maks administrative moves, additions or changes {MACs) as follows, providad Customer cooperates
with Genesys as reasonably required to meet the response time:

* The MAC will be scheculed during posted business hours and will be completed within twenty-four
{24) business hours after receipt of the request.

» Al requests must be made using the support website: Genesys MySupport Portal Login

@  Customer wili pay the amounts stated in the Order Form for MACs.

Genesys Cloud Operations has a regiora! management team, comprised of a Regional Service Delivery
Manager, Regional Subport Manager, and Regional Technical Account Manager(s) who will be
designated as the management contacts. If an escalation is requested by a customer, the management
team can be contacted by phone or email. The Regional Suppor: Manager serves as the second level
escalation contact and will oversee the escalation until the incident s resolved and coordinate internal
resources o participate in scheduled calls with the customer. The response time on the incidents are
defined in the customer contracts based on incident priority.

4.2.1.39 The State desires the ability to place initial service orders, any changes with an
associated charge, or to disconnect services, electronically and receive confirmation of receipt and
subsequent order detail. The State desires details including the following data elements:

. Telecommumications Change Request (TCR) Form Number
. Date order was received

. Customer Name

. Customer on-site address

’ Projected due date

. Rate element identifier (circuit ID or other)

. Additional order details

Additionally, the State prefers the Vendor's solution has a web portal for Agencies to enter moves,
add, and changes that do not contain billing elements. MACD changes should be resolved by the
same or next business day. Please describe your company’s ability to accept, process, and report on
electronic order submissions, as well as any requirements from the State needed to implement such a
pProgram,

Avtex Change Grder Process or Teleccmmunications Changz Reauest {TCR)

The change order process is in piace to provide a method for tracking system software, hardware and
custom application changes. We ask that you foliow this procedure, so we can guarantee timely delivery
of client requests.

Your CAM should be your first point of contact when requesting changes. CAM's are dedicated to
specific accounts, so they understand your configuration and existing applications. By following the
cnange order process, you can implement enhancements with ease.

The following steps outline the change order process:
1) Contact your CAM to discuss your proposed change. Depending on the magnitude of your request, a
meeting may be scheduled with key persornel. A timeframe for delivery will also be determined.
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2) Your CAM will document.

3) Once the project has been defined, the CAM will submit it to a Project Engineer for pricing.

4} The CAM wili then complete a Change Order or formal proposal for work when appropriate,
including pricing, and e-mail it to you for review and signature.

5) Once Aviex has received the signed change order, a project team will be assigned, and comgpletior
date assigned.

6) Upon completion, a final invoice wiii be generated.

As a reminder, this procass should be fsllowed when vou want to create a new apolication,
modify an existing application, or add hardware or licenses to your system. Payment terms will
be defined in the Change Order or Propasal for work.

4.2.1.3.10 The State maintains a Learning Management System (LMS) for training purposes.
The St.ate desires web-based training and training materials for all services offered under this
contract. The State desires the Vendor to provide materials that can be uploaded into its LMS, initial
Train the Trainer session(s), and documentation/reference materials that can be distributed to and
used by end-users. The State intends to incorporate these materials into its LMS, as well.
Additionally, the State desires training sessions, if requested by the Agency, and the Vendor should
include a professional services rate for training that would be above and beyond the initial training
included in the site deployment. The expects the Vendor's training materials to be updated as
necessary. The training services for the hosted voice services should be included in the monthly per
package cost. Please provide information regarding your training program.

Avtex has proposed live train the trainer services to meet the needs of West Virginia.

At Avtex, we beiieve that every user should possess a detailed knowledge of the technology platforms at
their disposal. With that in mind, we've created a wide range of training courses cesigned to educate
employees, end users, administrators and management on the best ways {0 use the tools available to
them.

Our training services offer a wide range of benefits, including:
¢ improved platform effectiveness

¢ Improved data gathering

« Customer satisfaction

= Reduced IT sunport costs

@ Consistency across departments

o Improved employee satisfaction

¢ Improved productivity

# improved ROl on piatforms

Avtex offers a catalog of structured training classes delivered in a variety of formats to meet customer
needs. Customized training can also be provided at standard hourly rates.

While our private training courses (custom) focus or the customer’s specific configuration, customized
training sessions are available upon request at standard hourly rates. Avtex instructors conduct
discovery sessions with our customers to determine the scope and effort of the customized training,
including custom agendas, options for train-the-trainer and end-user documentation, etc.
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Most training classes can be offered in either a Train-the-Trairer or End User format. Train-the-Trainer is
the standard and most common method of delivery, in which the Customer selects representatives of
each Role {e.g. Administrator, Supervisor, Agent) to receive training and Avtex-guided preparation so
that they are prepared to deliver training to the remaining syster users.

Avtex provides options for Pubiic and Private Instructor Led Oniine training. Pubiic courses are hosted on
Avtex systems and explore general features, functionality and best practice. Private courses are hosted
on customer's systems and account for your specific configuration.

Avtex has provided a list of specific training modules at the bottom of page 23 of Attachment S0-1 -
Avtex - SoWV - Managed and Hosted Voice Services - Base Configuration SOW.

elearning —- Wab-bassd training
Avtex recommends that end users review our Just-in-Time training videos, available on our website at

http://help.genesys.com/justintime/index.html. The Just-in-Time videos are easy to find, brief and to

the point training videos.

Suggested course(s) for Administrators is contingent upon the Genesys solution selected by the
custorner. As standard practice, Genesys provides technicai instructor led training for the following:
» Interaction Center Core Specialist Bootcamp (ICCS) or ICCS Curriculum

s  [nteraction Administrator Core Concepts

¢ Intevaciion Attendant Core Concepts

= Interaction Dialer Certified Engineer {IDCE)

@ Interaction Optimizer Certified Administrator (IOCA)

@ Interaction Center Harcler Deveioper Training {ICHD)

¢ Interaction Center icelib Developer Training {(ICID)

@ Interaction Process Automation (IPA) Core Concepts

Avtex recommends first sending the administrator to atiend a standard administration course with
Education Services, followed by an administration course tailored for their environment from
Professional Services Organization (P50).

The corpany aiso provides onsite “readiness” training, from ihe Professiona! Services Organization
(PSO) that placas an emphasis on the customer’s selecied soiution and its architecture. These trainings
are tailored to suit the customer’s requirements:

e Administration training

»  Supervisory training

& Agent training

¢ Renports development training

For a complete listing and schedule of available Geresys courses please visit our Education Services
listing iocated on our web site zt hitps://www.genesys.com/customer-experience/customer-

success/genesys-university.
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4.2.1.3.11 The State desires an hourly rate for Hosted Contact Center Training Services in the
instance the State desires training sessions beyond the training provided at initial implementation.
The training at initial implementation should be built into the one-time costs for the Contact Center.
These training services should include training for all contact center roles and should be provided at
the State's request. Please describe your Contact Center training offerings and your solution's ability
to meet this goal.

Avtex has extended a fully loaded training rate of $278 per hour. The project is based on a train the
trainer model.

Additional courses are offered based upon the system components requestec by the customer,
A comprehensive list of Avtex training courses can be found here: http://www.avtex.com/avtex-private-

training/

4.2.2. Mandatory Project Requirements -The following mandatory requirements relate to the
goals and objectives and must be met by the Vendor as a part of its submitted proposal. Vendor
should describe how it will comply with the mandatory requirements and include any areas where its
proposed solution exceeds the mandatory requirement. Failure to comply with mandatory
requirements will lead to disqualification, but the approach/methodology that the vendor uses tc
comply, and areas where the mandatory requirements are exceeded, will be included in technical
scores where appropriate. The mandatory project requirements are listed below.

4.2.2.1 Managed Voice Services

42211 The Vendor must provide a turnkey technical support solution that ensures the
continued operations and MACD needs of the State's existing telephony infrastructure, as defined in
Appendix A, through the migration period to a Hosted VoIP solution. Additionally, the Vendor
must, at the State's discretion, migrate any site to the hosted solution.

The Avtex solution support includes a Premier support package with Managed Services including Tier 1
and MACD. The Maraged Services was based on an estimated 300 incidents over 18 months to start.
Avtex and the State will meet after 3 months, 6 months and 9 months to 1) Evaluate hours consumed
and determine if this agreement hours needs to be adjusied; 2) Should the quarterly Managed Services
hours show a ten-percent {10%}) increase or decrease the parties agree to review and discuss ar increase
or decrease in the terms. Please see Attachment 4.2.2.1.1-1 - Aviex - SoWV - Base Configuration Premier
CSA and Attachment 4.2.2.1.1-2 Avtex - SoWV - Managed and Hosted Voice Services Agreement for
details.

4.2.2.2 Hosted Voice Services

42221 The Vendor must agree the State owns all data gathered under the scope of this
contract and the Vendor must produce and/or return the data upon the State's request in an editable
Jormat.

AVTEX agrees that all data gathered under the scope of work will be the property of the State and will
provide this data to the State in an editzble format.

Genesys has a privacy policy that defines the Company’s roie as a processor or custodian of customer
data. The Customer is the owner of the data, and Genesys would access information from the Customer
only for performance valuation purposes, in accordance with agreements.

carahsoft < GENESYS



EQLICITATION # CKFP 0212 SW1200000001

Genesys can provide evidence that data retention practices for routine operations occur as agreed to via
our $5AE16 SOC2 report. Genesys can provide confirmation of destruction of data in the event of
contract termination.

42222 Vendor's solution must provide support for local failover and/or survivability
services, if requested by Agency, in the event the hosted service becomes inaccessible.

The Genesys Cloud disaster recovery strategy uses an automatic failover site model. This provides
2lmost instantaneous resumption for critical services. If a primary system fails, these sites automatically
switch operations to their active siandby detabase, server, or network.

42223 Vendor's solution must provide local telephone numbers in West Virginia.

Genesys Clouc can be deployed in one of two ways:

L

Local Control VoIP Model: Customers keep their current teico trunks and basically have an on-premise
system (gateways, proxy/media servers, and IP/phones) but with the Customer server running in the
Genesys data center.

Remote Contiol VoiP Model: Calls come into trunks in the Genesys data center and are routed using
VoiP? over an MFLS network to the customer’s agents. The oriy new hardware needed on the

customer premises is iP phones (although agents can use soft phones too),

42224 Vendor's solution must support inbound Automatic Number Identification (ANI).
Genesys Cloud supports AN,
42225 Vendor's solution must include inbound Caller ID, outbound custom telephone

number, and outhound custom name display.

Cailer iD data is sent o the outside via the line configuration settings. When the iine is configured, the
administrator sets up the Caller ID value that will be passed to the public switched telephone network
(PSTN). In this configuration, one could set this up to send a specific caller ID value for each remote
location,

Inbound Caller ID sends from the carrier to the ingress gateway. This data then populates into the SIP
invite message and sends to the application. Once the application has the Caller ID information, it can
then implement its routing rules based on this data.

4.2.2.2.6 Vendor's solution must support Dialed Number Information Services (DNIS) on 800 #
toll-free telephone services.

If Genesys is providing the carrier service from Level3, then we can RespOrg the 800 numbers over to
Level3 with proper documentatior from the current responsible party.

If another carrier is being used, ther it would be up to the customer to move the ioll-free numbers to
that carrier.

42227 Vendor's solution must support rerouting of calls to an alternate site at the State's
directive.

Genesys Cloud supports the ability to reroute calls to an alternate site as defined in the call flow design.
Cails can also be avtomaticelly rerouted via defined overflow rules.
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42228 Vendor's solution must support 900/976 blocking.

Administrators may block all calls to a specific number such as 900 numbers or specified area codes for
afl users or they may block specific options for specific users. An example would be the “available,
forward” option where users can forward their extensior to their cell phores or home office phones
when they are not at their desk working.

42229 Vendor's solution must support xl I services (currently 211, 411, 511, 611, 811, 911). |
Genesys Cioud includes the ability to create a MNationai Emergercy Number Association (MENA) 20-010
compliant file listing the automatic number identification (ANI) and automatic location information (ALl)
data. Customers may submit file to the e911 pubiic safety answering point (PSAP) provider to update

the service provider's ALl database.

Genesys Cioud can integrate via asplication programring interface (AP!) with other applications to
automate the PSAP ALl database updates.

In addition, to enable North American customers to comply with emergency service number (E911)
regulations implemented ir some states and areas, Genesys Cloud has recently released a new
mechanism for £911 functionality. The E911 feature sends the Mediz Access Control (MAC) and IP
address of a managed station that dials 911 through a Genesys Cloud client application to a third-party
E911 service provicer. The E911 service provider can associaze those addresses fo 2 previously provided
Automatic Location Information (ALl) record and forward it o the correct Pubiic Safety Answering Point
{PSAP) to answer.

| 4.2.2.2.10 Vendor's solution must include Direct Inward Dial (DID) feature and service. ]
Genesys Cioud supporis DID numbers. Administrators may assign individual DiDs o agents and
workgroups to rout to them directly.

IiZ. 2211 Vendor's solution must support Operator services. |
Interaction Attendant configures the auto aitencant system built into Genesys Cloud. An auvto attendant
automatically answers a call. It prompts the calier to make menu choices and routes the caii according
to that caller's choice. A graphical application, Interaction Attendant allows the customer to determine
how calls are handled ir the organization. Using various call handling “trees” administrators establish
routing for different situations, st:ch as normal business hours, afier hours, weekends, and holidays). For
example, you can determine as in the screen shot below, that when the caller presses “3” the cailer wiil
be asked if they want hardware support or software support. Interaction Attendant zllows
administrators to manage cali flows without having to customize handlers, adapting your system to the
way you do business.

f 422212 Vendor's solution must support local number portability . |
Local number portability is a function of the current telco owing the number. If this is supported by the
current vencer, Geriesys supports the portability.

| 422213 Vendor's solution must provide unlimited free local and long-distance calling. —I
See Attachment A - Genesys Pricing Addendum.
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B.Q. 2.2.14 Vendor's hosting center(s) must be located within the continental United States.

Genesys Cloud has data centers located in the United States, Canada, United Kingdom, Germany, Japan,
and Australia. Genesys uses these data centers as co-location facilities but takes full responsibility for
managing all components within these data center facilities.

This project will be supported out of dual geo-redundant data centers located in the USA, using
mirrored, active/stancby servers.

422215 Vendor must provide Train the Trainer sessions for Hosted Voice Services
implementations.

Prior to “going live” with our solution, the individual(s) responsible for managing Genesys Cloud are
required to take the Genesys Cloud Operzationai Readiness Education {C.O.R.E.).

C.0.R.E. s a sel’-paced curriculum focusing on the administration and operation of the Genesys Cioud
solution. The C.0.R.E. courses include administering the Genesys Cloud solution with Interaction
Administrztor, implementing call flows with !nieraction Attendart, and understanding the
responsibilities of supporting the Genesys Cloud solution. Afier comgietion of the curricu'um, a ciosed-
book certification exam is provided to allow participants to earn the Genesys Cloud Certified
Professional (CCP) designation. The Genesys Cloud C.0.R.E. Curriculum is available via the Customer’s
MyCloud account and corsists of video content, a iraining manuszl, a self-assessment, and access %o labs.

There is no cost to complete the C.0.R.E. curriculum. The curriculum or individual courses can be taken
in whole or in part by as many individuals as you desire. The CCP certification exam invoives an
associated cost per person.

Additionally, PS typically offers “readiness” training as part of the implementation process. Customers
can work with PS for any additional training needs they have.

422216 The State recognizes the need for the inclusion of certain fees and charges mandated
by the federal government or Public Service Commission, including but not limited to, Universal
Service Fund Fees and 911 Fees. As such, the Vendor must include the lotest published version of
such fees with its cost response. The State will allow for quarterly Change Orders to care for
changes in these fees.

Genesys compiies and adheres to the Federal Communications Commission’s quarteriy update to the
Universal Service Fund Fee. The latest published version of these fees can be found on this link:
https://www.fec.gov/general/contribution-factor-quarterly-filings-universal-service-fund-usf-

management-support

Avtex understands the need to allow governmental charges to be modified using the TCR process.

4.2,.2.3 Hosted Contact Center Services
Vendor's Contact Center solution must support.

4.2.2.3.1 Automatic Call Distributor (ACD)

Genesys Cloud provides the ability to queue and distribute various types of interactions coming ir from
the outside world. Our inkerent ACD has revolutionized the cail center industry by increasing the
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efficiency of cali cenier agents. Genesys builds on the basic concents of automatic call distribution and

skills-based routing to include sopnisticated multimedia queuing.

L4.2. 2.3.2 Computer telephony integration (CTI)

—

Genesys Clouc provides IVR, ACD, skills-based routing, CTI, mutiimedia contact strategies, callback,
reporting, WFO, speech services, monitoring and recording. In addition, Geresys Cloud also offers call
blending with our predictive, power, preview, and manual-only dialing services. All these features are
availabie to support and manage the at-home worker as effectiveiy as they support and manage the in-

office worker.

42233 Call control

Genesys Cloud supports the following telephony features:

« Busy Override
Call Back
= Call Forward Internal
= Call Forward External
= Call Fonward all
Cail Forward on Busy
@ Cail Forward on no Answer
« CallHold
¢ Call Park
* Cahi Pickup / Call Pickup Group
= (all Status Per Line}
@ Call Transfer
»  Blind transfer (or sugervised transfer)
e Call Waiting
» Calling Line Identification/ Caller ID
e Calling Party Name display
e Circular Hunt/ Hunting group
# Class of resirictions
e Company directory accessible via phone
= Conference (6 way)
Direct !nwara Dia! {DID)
Direct Outward Dial (DOD)
Distinctive Ring
Display Call history
Do Not Disturb
DTMF
Emergency service
= Extension Mobility/Roaming Support
Last Number Redial
Maiicious Call ID and Trace
Message Waiting Indication
Multiple Calls per Line Appearance
Multipie Line Appearances Per Phore (DID)
e  Music-On-Hold

e @ o a *® @ @ O € & &

®

carahsoft

3 GENESYS



SOLICITATION # CRFP 0222 SWC1S000C0001

On-hook Dialing

@  On-hook answerback

¢  Privacy Release

¢  Sneed dial

= Switch loop attendant console

| 4.2.2.3.4 E.164

Genesys Cloud supports RFC 3824 for using £.164 numbers with SIP.

L4.2. 2.3.5 Interactive voice response (IVR)

Genesys Cloud features integrated IVR functiorality. As part of this offering, the product comes
equipped with Microsoft text-to-speech. Integration with third-party IVR applications is also possible.

| 4.2.23.6 Voice Recording

|

Interaction Recorder, inherent to Genesys Cloud, records phone calls, ACD emziis, faxes, and web chats.
Interaction Recorder can zlso record the screens of local particinants.

Interaction Recorder starts the recording process based on an initiation policy, instructing the
interaction Media Server to record the interaction if it is a call. When Interaction Media Server is
instructed to record a call, it compresses the recorcing file, and if the initiation policy has the action to
encrypt the recording, the media sarver encrypts the filz.

L4.2. 2.3.7 High Availability with load balancing and built-in redundancy

Genesys provides Cloud customers with a service level agreement that guarantees an uptime of 99.99%.
This is done by providing customers with a primary appiication server housed within the Genesys data
center faciiity and an active backup application server housed within a secondary data center to provide
geographic enhanced availability.

The Primary Server processes zll interaciions. The Active Backup Server is a mirrer image of the Active
Primary Server and monitors the Active Primary Server. When the Active Backup Server detects a service
issue with the Active Primary Server it will initiate an Automatic Switchover and take over as the Active
Primary Server. As well, this configuration allows Genesys to perform maintenance on a server without
impacting the service we provide to our customers. Maintenance can occur on one server while the
mirror image continues processing interactions. The process is then repeated on the secondary server.

42238 Vendor must provide Train the Trainer sessions, encompassing all Hosted Contact
Center roles -Administrator, Supervisor, and Agents. In the Genesys Cloud environment, proficiency
is easily gained and the administrative requirements are minimized because most administration is
handled through a graphical user interface (GUI). Many more administrative functions are included
as part of the Genesys Cloud service. Agents and supervisors will receive training either directly
Jrom PS or indirectly through the "train the trainer” (TtT) program.

In the TET program, PS will train the trainers who wil! in turn train the agents/supervisors. Typical agent
and supervisor sessions are 2 hours long (each).

Administrators anc developers should be trained by Genesys' Education Services in the products of their
focus. PS will then provide oversight, guidance, and training during the project to ensure the customer’s
designated personnel are prepared o administer and develop in the customer’s environment,
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* System fdminisireicr: Genesys recommends the Genesys Cloud Operational Readiness Education
{C.O.R.E.) curriculum. It is seil-paced and focuses on the administration and operation of the Genesys
Cloud solution. The C.0.R.E. courses include administering the Genesys Cloud solution, implementing
call flows with Interaction Atiendant, and understanding the responsibilities of supporting the
Genesys Cloud solution. After completion of the curriculum, a closed book certification exam is
provided 1o allow participants to earn the Genesys Cloud Certified Professional (CCP) designation.
Please note that there is an additional charge for the certification exam. The Genesys Cloud C.O.R.E.
Curricutum is available via the Cusiomer’s MiyCloud account and consists of video content, a training
manuzl, a self-assessment, and access to labs.

s  System eveiopars: Genesys recommends the Interaction Center Handier Developer training as well
as Interaction Center IceLib Developer courses. The Handler Developer course is offered in classroom
and virtual-based formats. The Icelib training is currently offered as a classroom-based course.

4.2.2.4 Security
42241 The proposed solution must adhere to the security and privacy baseline standards in
accordance to the high-security and standard-security use-case requirements.

Our information security program is a risk-based program using the framework of ISO 27001. A formal
risk assessment including both quantitative and quaiitative methods is peiformed, managemenrt
evaluates the risks based on company and customer requirements, and formal controls are established
to address the risks. Our architecture is multi-facezed and follows the framework of 1SO 27902
guidelires, SOC 2 (SSAE18) Trusted Security Principles, PCI-DSS ard various other privacy and regulaiory
compliance requirements.

We manage our security through a management governance function that drives policy and risk
manragement. We employ a well-trzined and knowledgeable security team that encompasses all
environments. We have defined asset handling requirements based on clear classifications of assets in
our environment. We maintain strong controls around our personnel and third-parties to ensure their
integrity and awareness of security responsibilities. We have implemented strong network, systems,
database and application conirols that include network access controls, configuration standards,
authentication standards and user access conirols to ensure the security of our environment is
protected. We maintain strong operational controls to operate, monitor the environment, detect
vulnerabiiities and weaknesses, and respond to events and incidents. We operate a rigorous change
control process to provide integrity, stability, and awareness in our environment. Qur software
development lifecycie rot only includes strorg controls around our development process, product
security requirements and testing, but also a feedback !loop from our operational groups and
environment. Throughout the lifecycle of our program we maintain a continuous feedback loop of data
that informs us of the status of our controls, our efforts and the results we see. This feecback loop
includes both internal and external audits to ensure our program aligns with our objeciives.

42242 Must adhere to the State of West Virginia 's Cyber Security & Privacy policies,
procedures, and standards, these can be viewed at the following link: hit p s://technolo gy.wv.
gov/securit y/Pa ges/policies-issued-b y-the- clo.aspx

Our information security program is a risk-based program using the framework of ISO 27001. A formal
risk assessment including botn quantitative and qualitative methods is performed, management
evaluates the risks based on company and customer requirements, and formal contro's are established
to acdress the risks. Our architecture is multi-faceted and follows the framework of ISO 27002
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guidelines, SOC 2 (SSAE18) Trusted Security Principles, PCI-DSS and various other orivacy and regulatory
compliance requirements.

We manage our security through a management governznce function that drives policy and risk
management. We employ a well-trained and knowledgeable security team that encompasses ail
environments. We have defined asset handling requirements based on clear classifications of assets in
our environment. We maintain strong controls around our personnel and third-parties to ensure their
integrity and awareness of security responsibiiities. We have implemented strong network, systems,
database and application controis that include network access controls, configuration standards,
authentication standards ard user access controls to ensure the security of our environment is
protected. We maintain strong operational controls to operate, monitor the environment, detect
vulnerabilities and weaknesses, and respond to events and incidents. We operate a rigorous change
control process to provide integrity, stzbifily, and awareness in our environment. Qur software
gevelopment lifecycie rot orly includes strong controls around our development process, product
security reguirements and testing, but also a feedback loop from our operational groups and
environment. Throughout the lifecycle of our program we maintain 2 continuous feedback loop of data
that informs us of the status of our controls, our efforts and the results we see. This faedback loop
includes both internal and externai audits to ensure our program ziigns with our objectives.

Genesys will work with West Virginia’s security teams to confirm compliance with West Virginia's Cyber
Security & Privacy policies, procedures, and standards znd address any excentions.

42243 Must adhere to all applicable security and privacy standards and provide compliance
Jor components and network segments that are subject to the following:

Avtex has reviewed the requirements and has completed 2 Type 1: SOC 2 examinztion covering the
Security and Availability Trust Services Princinies relaied to Avtex’s hosting and mznaged services.
Linford & Co LLP CPA Firm: (See Attachmeni 4.2.2.4.3 - Avtex - State of West Virginia - SOC 2 Letter),
8310 Valley Hwy Ste 202 Englewood, CO 80112Health Insurance Portability and Accountability Act
(HIPAA) requirements as outiined in Attachment 4.2.2.4.3 - Business Associate Addendum (BAA).

The Genesys Cloud complies with this standard.

*  Federal Information Security Management Act (FISMA), National Institute of Standards
Technology's Special Publication (NIST SP) 800-53, NIST SP 800-17 which serve as the baseline;

Genesys does not support these standards. We may comply with certain portions of them, but as a
whole, we do not.

[ e Family Education Righis and Privacy Act (FERPA) requiremenis,

Genesys does not support these standards.

L . Criminal Justice Information System (CHS) requirements;

Genesys does not suppoit these standards.

. Payment Card Industry Data Security Standards (PCI-DSS) requirements;

The Genesys Cloud complies with this standard.
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. Federal tax Information (FTI) and Internal Revenue Service publication 1075 (IRS 1075)
requirements;

The Genesys Cloud partially complies with this standard.

. Centers for Medicare & Medicaid (CMS) Services Information Security Policy requirements. I

Genesys does not support these standards.

. Ensure network boundary and access control protection such as dual session boundary
controllers and firewalls.

The Genesys Cloud complies with this standard.

. Data-at-rest and data-in-transit encryption.

The Genesys Cloud complies with this standard.

. Role-based access control for all applications which process and/or store sensitive data, to
ensure need-to-know policies are enforceable.

The Genesys Cloud compiies with this standard.

42244 Vendor must draft a cyber risk management plan outlining the process, by which,
cyber risk management activities are conducted to identify, assess, communicate, and manage shared
cyber risk. The Vendor must provide this prior to the first implementation on the Vendor's hosted
solution.

Avtex and Genesys will work with West Virginia’s security teems to confirm compliance with West
Virginia 's Cyber Security & Privacy policies, procedures, and standards and address any exceptions.

42245 Vendor must draft an incident management plan aligned with NIST SP 800-61rev2,
whereas both the State and Vendor must mutually approve. The plan must include the outlined scope,
responsibility matrix, communications plan, procedures, and deliverables associated with cyber
security incident response. In addition, the plan must outline incident reporting requirements,
semiannual security reports, and cyber threat intelligence sharing. The Vendor must provide this
prior to the first implementation on the Vendor's hosted solution.

Avtex and Geresys will comply with this requirement.

42246 The Vendor must adhere o personnel security requirements for background checks in
accordance with state law. The vendor is liable for all costs associated with ensuring staff meets all
requirements.

Avtex and Genesys will comply with this reguirement.

42247 Vendor must agree to drafting an audit management plan designed to assist the state
with conducting internal and external compliance audits when the vendor-supplied solution is within
the audit scope. At minimum, the plan must include:

. How the vendor will provide a NIST 800-53 security controls report, outlining organizational
responsibilities (State, Vendor, or Shared), per each applicable control for each major
application/information system within the audit scope.

Avtex and Genesys will comply with this requirement.
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. Plan of Action & Milestone documentation for non-compliant security & privacy controls
when the vendor holds primary or shared control responsibility.

Avtex and Genesys will comply with this requirement but onily third-party audit reports will be shared
externally.

The Vendor must provide this prior to the first implementation on the Vendor's hosted solution.
Genesys will comply to this requirement and will provide a copy of 1S027001/50C2/PCI audit reports.
Avtex will comply and provide the SOC2 report.

4.2.2.5 Service and Support

42251 Vendor must provide a network operation support center(s) for all tiers of support,
including end-user support, that is available 24x7x365 and is accessible via a toll-free number.
Understood, Avtex has quoted Premier supnori and Managed Services to provide Tier 1 and MACD
support. Once incident is triaged by West Virginia Avtex will work directly with the end user to resolve
the issue. All tiers of support are available through a toll-free number, 1-800-323-3639.

Please see page 3 of the Avtex - State of West Virginia Support Handbook for details on contacting Avtex
support.

Support for your service can be accessed two ways, either by phone or via our online support portal. We
always prefer to hear from you via phone for the quickest resolution of vour support incidents. For your
convenience, we also offer the ability to report your issues via an oniine issue ticketing system. A skilled

engineer from our Support team will contact you by phone as a follow-up to any ticket opened using the
online ticketing system. This allows the engineer to obtain any additional information needed to resolve
the issue as quicily as possible.

Personnel designated by your management team are provided Support access credentials to our
support which includes an iVR pin code and a username/password for our online issue tracking system.
Typiczally, customers designate IT, telecom, contact center supervisors, and select business users as
resources to access support.

Please find the appropriate number in the table below to open a Support Incident via the phone. While
Standard Support is available only during regional business hours, Pricrity and Emergency Suppert are
always available.

Customer Support (Genesys 4 gqq 353 6402 M-F, 7am-9pm EST

North America Cloud, Managed Services, ;) 317 715-8600) *Holidays excluded
Premises)
. 1-866-396-2599 8am-7pm EST
Collector (Latitude) (1-904-680-7100) *Holidays excluded

M-F, 9am-5pm EST

Decisions 1-866-329-6962 *Holidays excluded
Latin America: M-F, 9am-6pm BRST
+
Portuguese Customer Support 5511 3882 0338 *Holidays excluded
Latin America: SRS
. Customer Support +57 (1) 744-7022 M-F, 7am-6pm COT/CST

Spanish

US: +1 317-957-1485
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. Genesys Cloud Support
i Custor:ger Support +49 6995 1066 112 M-F,.Bam-Spm GMT/WET
Germany . *Holidays excluded
Managed Services,
Netheriands +31 2065 00 001
Saudi Arabia +966 1125 029 98
South Africa +27 8774 009 11
United Kingdom +44 1276 457 222
M-F, 8:30am-5:30pm AEST

APAC: Customer Support *Holidays excluded
Australia 1800503 304

+61 2891 848 88
Japan Customer Support +813-5989-1302
Malasia Customer Support +60 3277 63 300
New Zealand Customer Support + 650 800 2520 20

Support during Non-Business Hours

Emergency suppoit calls may be answered by a Genesys Suppcit Engineer working in another part of
the worid. Every Support Engineer, regardiess of physical location, is fully prepared to handie your
request. We recommend Customers contact Support in their geographic area first.

Global Support provides coverage for emergency situations 24 hours a day, 7 days a week, including
holidays. Al! other issues during non-business hours shouid be submittecd online. A charge will be
incurred for non-emergency issues that are called in as emergencies during non-business hours.

Situations are only considered emergencies when they involve live applications running in a production
environment. Issues pertaining to non-production applications will not be considered emergencies and
support on the types of issues wil occur within normal business hours.

42252 The successful Vendor must assign an experienced and skilled Project Manager who
will provide a high-level project management plan including key components such as a project
charter, issue tracking, statements of work (SOW), work breakdown structures (WBS),
implementation schedules, etc. in accordance with the Project Management Body of Knowledge
(PMBOK) or other industry siandard project management methodology stated in West Virginia State
Code (§54-6-4b). The link can be found at: http://www.le gis.state.wv.us/WVCODE/Code.cfm?cha
p=05a&art=06#06. The project management plan must be submitted to and approved by the WVOT
Project Management Office (PMO) prior to engaging the first agency for VoIP services
implementation.

Avtex will deploy the proposed technology with its Standard Project implementation Methodology
which uses the Project Management Institutes standards. Avtex will provide all requested project
documentation prior to engaging the first agency.

In addition, Avtex has an Iterative Project Implementation and a Small Project Consulting Process. Each
of the methodologies are applied as reeded. Please see Attachment 4.2.2.5.2 - Avtex Proiect Process
Overview 2018 for furiner azatails.
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42253 The successful Vendor's Project Manager must track and report (via written status
reports) the following: schedule, scope, budget, issues, risks, specified performance indicators, and
other metrics determined appropriate throughout the project and each site implementation.

As a part of the standard documentation offering the fol'owing Assessment, Plans and Reports are
inciuded:

&  Business Assessment

2 Application Assessmeni

» Reporting Assessment

s Solutior Design Document and Project Plan
e roject timeline

¢ Change managernent plan

=  Communication plan:

= Project accentance criteria

= Risk Assessment

o Assist with Test Plan creation

@  Test with Cliert sponsors

+# Training pian

e Weekly status reports

s  Transition plan

» Quality Assessment Review

These documents are created and provided as deliverables during the foliowing types of meetings are

typical within the Genesys project implementation:

«  Frolect Kick-07 — this occurs at the siart of the project and includes the Project Team Members
froim: both Avtex and the Client.

» Design Meetings —these are scheduled shortly after the Project Kick-off. A typical project consists of
two —three design meetings over the space of one to two weeks. Those meetings are attended by
the Avtex Project Manager and appropriate Technica! Resource(s) and the client Project
Manager/Lezd, Contact Center Manager, and appropriate Technica! Resources.

@ Siztus Wreetings —these are scheduled weekly, generally once the design is completad. These would
include the Aviex Project Team and the key Client Project Team Miembers.

o Transition To Slpeort Meatlng — after the system is successfully in production the Avtex Project
Manager, Avtex Support Manager and the Telepnony and Contact Center Sysiem Adminisiraior
meet to transition support from the Project Team to the Avtex 24 x 7 Technical Assistance Center
team.

4.2.2.5.4 Vendor must work with the WVYOT using the established Telecommunications Change
Request (TCR) (Attachment _ C) procedures for ordering and implementing these
telecommunications services.

Avtex will use its standard Project Change Maragement Process as a framework to adhere to the
esteblished TCR.

Project Change Management Process

Changes to the project Statement of Work will be negotiated separately through a client approved
Project Change Manzagement process. In the event either party desires 1o change this project, the
following procedures snall apply:
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@

The narty requesting the change wili deliver 2 “Project Change Request,” verbally, via emai! or a formal

“Change Order” to the other party. The Project Change Request will describe the nature of the change,

the reason for the change, and the effect the change will have on the Statement of Work, which may

include changes to the Deliverabies, Project fees and charges, and/or the schedule.

* A Project Change Request may be initiated either by Aviex or by client for any changes to the
Statement of Work. The Project Manager of the requesting party will review the proposed change
with his / her counterpart. The parties will evaluate the Project Change Request and negotiate in good
faith the changes to the Services and the additicnal charges, if any, required to implement the Project
Change Request. if both caities agree to implement the Proiect Change Reques;, the aporoprizte
authorized representatives of the parties will sign a Project Change Order, indicating the acceptance
of the changes by the parties.

= Upon execution of the Project Change Order, seid Proiect Change Order will be incorporated into, and
made a part of, this Statament of Work.

a  No party is under any obligation to proceed with the Praject Change Order until such time as the
Project Change Order has been agreed upon by both parties

®  Whenever there is a conflict between the terms and conditions set forth in a fully executed Project

Change Order and those set forth in the origina! Siatement of Work, or previous fully executed Project

Change Order, the terms and conditions of the mos: recent fully executed Project Change Order shal!

prevail,

42255 Vendor billing errors must be credited back to the State from the effective date of the
error. The State reserves the right to withhold payment until credit is received,

Understood.

42256 For auditing, billing, and support purposes, the State requires any service with an
associated rate to be identified on its monthly bill. As such, the State must be provided, at a
minimum, the following:

° Billing Month

. Billed Entity Name

. Customer Name/Account (if different from billed entity)

b Service Location

. Service Period

i Ttemized Cost for Individual Billing Components

’ Itemized Call Detail

. Itemized Cost for Any One-Time or Non-Recurring Charges
. Itemized Cost for Any Surcharges and Total Cost

The cost identified in the bill must match the contract rates for the specified services. The Vendor
muist provide the State's monthly bill in an editable format such as Excel and/or csv.

Understood.

42257 The Vendor must invoice on a consistent monthly billing cycle across all services.
Services installed or disconnected for a partial month must be prorated based on the date the service
is activated/accepted or disconnected. The Vendor must not bill the State of services until the
services have been activated and accepted as functional. The Vendor shall not bill the State for
services after the disconnect due date listed on the submitted TCR.

Understood
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42258 The Vendor must provide and update a weekly status report and/or order log for
submitted TCRs,

Understooc.

42259 1f, as part of its proposal, the Vendor submits appendices or other supplemental

materials, the Vendor must denote specifically in those materials where the relevant information is
located.

Comply.

4.2.2.5.10 The State expects full, complete, and timely cooperation in disentangling the
relationship in the event that the Agreement expires or terminates for any reason. In the event of
expiration or termination, the State expects that the Vendor shall, among other things: return all
State data and documentation to the State, including but not limited to configuration information;
transfer ownership of all leased equipment at no cost to the State (other than the payments already
received by the Vendor under the Agreement); and, allow the State or the replacement provider(s)
continued access to all billing, ordering, and trouble ticketing systems, and processes that have been
employed in servicing the State, in accordance with methods and procedures 1o be agreed upon and
established in the Agreement. Please acknowledge your acceptance of this.

- Comply.

4.3.  Qualifications and Experience: Vendor should provide information and documentation
regarding its qualifications and experience in providing services or solving problems similar to those
requested in this RFP. Information and documentation should include, but is not limited to, copies of
any staff certifications or degrees applicable to this project, proposed staffing plans, descriptions of
past projects completed (descriptions should include the location of the project, project manager
name and contact information, type of project, and what the project goals and objectives where and
how they were metl.), references for prior projects, and any other information that vendor deems
relevant to the items identified as desirable or mandatory below.

4.3.1. Qualification and Experience Information: Vendor should describe in its proposal how
it meets the desirable qualification and experience requirements listed below.

4.3.1.1. Vendor should provide three (3) examples demonstrating at least three (3) years of experience in
providing a Hosted VoIP solution of a similar size and scope - 15,000 users across 200 sites with one
example being a public entity. Vendor - should provide a summarization of each project including goals
and objectives, total number of phones deployed per site, length of time deployment took, if still in
service, and reference for each example.

Cusiomer: The State of indlansg

A Genesys customer for nearly 10 Years. They started out with a single agency BMV follow by FSSA/DFR
and ali the remaining agencies have migrated onto the Genesys solution over the past several years. The
State of Indiara has standardized on Genesys as their Contact Center Piatform and currently support
over 6,000 agents across 20 pius agencies. These agencies include; BMV, FSSA/DFR, DWD, DCR, DCS —
Hotline, DCS - Kidsline, and 15 other smaller agencies. The State of Indiana utilizes the Genesys nlatform
for routing voice and other digital channels across the agencies. Prior to standardizing on the Genesys,
the state was challenged with:

» manage the various nlatforms

= keep a consistenrt suppoirt team in place.
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® Since standardizing, the State of Inciana Office of Technology Team has improved
@ Large reduction in the volume of trouble tickets while improving their SLA’s to their agencies
2 Increased Savings

Justin Davis from the State of Inciana recently spoke as a Subject Matter Expert on Modernizing the
Cortact Center for government agencies. He is an excellent reference for an agency or State that is
forward looking and trying to understand how to leverage technology to drive real benefits for the
Citizens of their State.

Customier: Microsoit
Microsoft has been a customer since 2014. Detait of customer experience below.

Chalianges

s Complex IVR Migration from a legacy IVR solution

o  Over 13 [VR applications / Over 800 Call Flow Blocks
e Over 14,000 Contact Center Agents

=  QOver 5,000 neak IVR ports

= Over 2.5 Miliion calls a month

o 141 Countries and 38 languages

= |ntegration to Legacy Cisco Call Center

Soluiion

* Migrated contact center agents from Cisco premise solution to Genesys BEC.

®  Unoncompletion, Genesys BEC served as a consolidated IVR and Contact Center solution for Microsoft
supnorting over 14,000 concurrent agent seats.

»  Designed the most complex !VR using speech natural language understanding.

* Detailed call records provide valuable IVR interaction details for troubleshooting, tuning, and business
reporting

® The backend technology, Eiastic Search, allows user io quickiy search through the records, and
provides build-in supvort of data aggregation to meet the needs for business reporting.

Customer: The Ohio State University
0OsU has been a customer for more than 5 years.

They have between 4,500-6,000 users that are also running Skype For Business. The plan in the next
year is to move toward the 10-12K lines on Skype for Business. They moved to Skype for Business and
Polycom for a nimble and scalable voice platform tc migrate users off POTS phone lines.

Cusiomer: West Yirginia, The Sacretary of State’s Office
Customer is live and running the entire Microsoft telephony stack. They are leveraging about 75 users
today.
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4.3.1.2. Vendor should provide at least one (1) example demonstrating at least three (3) years of
experience in providing single/multiple Hosted Call Center solutions of a similar size and scope -
500 users across 20 sites. Vendor should provide a summarization the project including goals and
objectives, total number of agents per site, length of time deployment took, if still in service, and
reference for the example.

Customer: Red Hat, Inc.

As a leading global provider of open source software solutions, Red Hat operates from 80 offices and 30
couniries and has more than 8,000 employees. Critical to the company’s success is world-class customer
service and IT support that is consisteni across the giobe. Red Hat has estabiished a truly global service
department of 500 contact center associates that’s built on the Genesys Customer Experience
Platform—a reliable, unified system deployed completely in the cloud. In partnership with Genesys, Red
Hat hes successfully laid the founcation for future phases, such as a universal queue of omnichannel
customer interactions, that will enhanrce operationai visibiiity and funciionality

Challenges:

= lack of true business continuity (BC} and HA
Siloed, disconnected regionz! contact centers
e Ursupported rapid growth

=

By working with Genesys as a trusted partrer, Red Hat has transformed their global CX, 'n the first three
months after the Salesforce integration, Red Hat routed 15% of all calls to the last-assigned engireer
and cut handling time by 10%. “By offering this solution in partnarship with Genesys, we’ve really
exceeded the goals and aspirations of our internal customers. Genesys makes us a better supplier to
them, but more importantly, it makes them better solution providers to our customers,” said Congdon
(Red Haz CI0).

Results:

* Unmatched redundancy ensures BC

=  Can take calls in minutes in case of an outage

¢ Improved workflow mznagement and customer experience
# 10% reduction in handling time

Genesys can provide full customer success story, if requested. Above are highlights from the customer
success story.

4.3.1.3 The State desires an Account Team (including Account Support Representative, Technical
Support Representative, Solution Implementation Support Representative, Contract Manager, Billing
Support Representative, Security/Compliance Specialist, and Project Manager) for the winning
solution and life of the contract. Vendor should describe in detail the responsibilities of key roles
and staff s experience in working in these roles.

Avtex has a long history with the Genesys solution. Avtex has been a Genesys partner for 21 years with
many awarcs and accolades. We currentiy support 60C Genesys impiementations. We have 63 Genesys
engineers with on average 7.6 years of experience with the platform. Avtex boasts 508 total years of
experience with the proposed platform.

The following are the common roles for a new contaci center implemenzation. Semetimes a single
person can play multiple roles depending on skill sets and experience. For additional work break down
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of the project team roles see “Project Implementation on page 19 of Attachment SO-1 - Avtex - SOWYV -
Managed and Hosted Voice Services - Base Configuration SOW. The client project team is also very
import. Those roles are also included below:

Ayiex Froject Team

@

Projeck Manager — this resource is the main point of contact for the client project team throughout
the project. The project manager is responsible for all standard project management tasks and
communications during the implementatior.

Lontact Canter Fiaid Enginaer — this resource is responsible for any software insta'lation that may be
required if local devices are included in the architected solution and the configuration of the
application based on the agreed upon design documentation that resuits from the design workshops.
Ceontact Center Developer - this resource is responsible for configuraiion of systems that require
specia! coding and any custom soiution development, reporting, etc. that was included in the solution
and agreed upon design.

Business Aralyst —this resource is responsible for meeting with your team to complete the design for
the soiution that you have purchased. This will include discussions around call flows, custom IVR
requirements, users, workgroups, eic. The business anaiyst will work with the client team to capture
ail necessary design decisions in configuration playbooks, call flows and other desigr documentation.
Training Consultant — this resource is responsible for work with the client on the training plan and
delivering the train-the-trainer courses included in the project. Often the training consultant aiso
leads the UAT Xick-off event.

QLA Analyst / Tester - this resource is responsible for conducting additional testing once the Engineers
and/or Developers are done with their configuration and development prior to handing the solution
off to the client for User Acceptance Testing.

WENI Consuliant — the WFM Consuitant will work with your Zeam to understand the client’s WFM
needs and appiy those needs to the best use of the WFM application.

Avtex Supnort Team

L

Ciian® Account Manzager - Your CAM is a valuable point of contact within Avtex. CAM's are assigned
to speciiic accounts, so they can become knowledgeak!le about your business and how our
technologies have been implemented within your company. Through gaining an understanding of
your systems configuration, including applications, your CAM will be able to discuss your business
needs and make recommendations that ensure you are maximizing your investment,

Escalalion Manager - The role of the Avtex Escalation Managers is 2o ensure support incicents are
brought to resolution in a timely manner and prioritize issues internally within Avtex as well as with
vendors should an escalation be warranted.

Technical Assistanca Center Support Team — the project team will officially transition the customer
over to the Avtex Technical Assistance Center Support Tezm at the end of the implementation. This
team will becore the main point of contact for the client once the implementation is completed.

Cilent Praject Team

123

Execltive Sgonser —this resource is generally an executive level resource not involved in the day to
day of the project but has a vested interested in the overall success of the project and often is the
person responsible for financially authorizing the project. This resource may be asked to participate
in an escalation if different business units within the project may not agree on the business goals or
other competing business priorities need to be evaluated against the project.

carahsoft
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)

Praject Spensor — this resource may not be involved in the day to day of the projeci but is
responsible successful outcome of the project. This person would be the escalation contact within
the client organization for issues or questions the client Project Manager/Lead cannot address or
may not have the authoritv 1o address for some rezason. The project sponsor is primarily responsible
for ensuring that the projeci delivers the agreed upon business berefits.

Project Manager/Lead — this resource is the single point of contact for the Avtex Project Manager
and is responsible for organizing and managing assigned tasks within the client team. The ciient
Project Mznager / Lead is resnonsible for ensuring that the client assigned project tasks are
compleied, clizri-side resouices needed are avzilable and ensuring any cliert-sice constrainis end
concerns are brought to the Avtex Project Mianzger in a timely manner.

IT Manager/Lead — this resource would be responsible for ensuring any client IT requirements are
met. They may cdelegzte those tasks to others on their team but are ultimately responsible for their
completion.

Telaphonry System Zdwinistraior — this is the resource that will be responsible for the day to day
managemeni and administration of the Genesys Cioud solution once implemented. They may or
may not be responsible for the current system. They are likely the person rasponsible for working
with the Carrier.

Contact Center Manager — this resource is responsible for the business. If the project includes
Contact Centers from various business units each should be represented. This resource would be
critical for design and testing. The project may include others from this person’s organization, i.e.
Supervisor, Agent, eic., but the ultimate responsibility ard decisions for the system functionality
falls on them.

Contact Center System Users — these resources are generally required during the customer User
Acceptance Testing period as testers to execute the required business test cases. The number of
testers will depend on the number of test cases and their compiexity.

Businass {Jser — this resource generally is involved in the customer User Acceptance Testing to
ensure the business only phone users have the ful! required functionality.

Trainer — this resource(s) will be responsible for building the client End User Training doccumentation
and training sessions and iraining your agenis anc supervisors prior to cutover. The trainer would
participate in the Train-the-Trainer sessions and can begin building training once that is compietec
and UAT has begun so they have access to the configured system.

4.3 1.4 Vendor should describe its experience and process in conducting cyber risk management
ensuring shared risk is identified, assessed, communicated, and managed.

The Genesys Cloud is deployed for rmuitiple secure custormers. These include customers that need
support for PCl, HIPPA, and other standards. The Genesys team works with customer’s security teams to
icientify and address security needs and concerns. See response to Question 4.3.2.3.

4.3.1.5 Vendor should describe its experience and process for conducting NIST SP 800- 33 security
assessment and authorization control families' activities, designed to ensure each vendor-provided
solution implementation adheres to security and privacy requirements before being placed into
production.

The Genesys Cloud product is certified for DoD deployments by the Joint Interoperability Testing
Command (ITC), which follows a rigorous testing process based on NIST 800-53 and may help customers
to achieve or maintain FISMA compliance.

carahsoft )

S GENESYS




EQLICITATION £ CRFP 0212 SWCI1S00000001

4.3.1.6 Vendor should list all government or standards organization security certifications it
currently holds that apply specifically to the vendor's proposal, as well as those in process at time of
response. Specifically include HIPAA, CMS, FERPA, CJIS Security Policy, PCI Data Security
Standards (DSS), IRS Publication 1075, FISMA, NIST 800-53, NIST SP 800-171, and FIPS 200 if

they apply.

Genesys Cloud is an SSAE 16 SOC2, Type It compliant cloud service. Genesys Cloud achieved SSAE16, SOC
2, Type Il certification in July 2013 and received current attestation in 2018. In addition, we have built
2rd assessed a dedicated cloud environmant, within our US data centers, that has been attested for PCI
DSS compliance by an independent Qualified Security Assessor (QSA).

Genesys Cloud has been independently audited in accordance with SSAE 16 standards. This audit and
report are designed to attest that design and operative effectiveness of securiiy controls that the
Genesys has implemented are in eccordance to the defined Trust Principies of Security, Availabiiity,
Processing Integrity, and Confidentiaiity.

The Genesys Cloud product is ceitified for DoD deployments by the JITC, which foliows a rigorous testing
process basec on NIST 8C0-53 and may help customers to acnieve or maintain FISMA compiiance.

4.3.1.7 Vendor should provide a detailed list of the third-party attestations, reports, security
credentials (e.g., FedRamp), and certifications relating to cybersecurity and privacy controls.

Ganesys Cloud is an SSAE 16 SOC2, Type !l compliant cloud service. Genesys Cloud ackieved SSA£16, SOC
2, Type |l certification ir July 2013 and received current attestation in 2018. In addition, we have Luilt
and assessed a dedicated cloud environment, within our US data centers, that has been attested for PCl
DSS compiiance by an independent Qualified Security Assessor {QSA).

Genesys Cloud has been independently audited in accorcance with SSAE 16 standards. This audit 2nd
report are designed to attest that design and operative effectiveness of security controis that the
Genesys has implemented are in accordance to the defined Trust Principles of Security, Availability,
Processing Integrity, and Contidentiality.

Genesys Cloud performs regular externai vulnerability scans on the environment. The scans are
reviewed on a hi-weekly basis by the security and operations teams. The Genesys Cloud annual SSAE 16
SOC2 attestation report was reviewed and any issues identified and have either been remediated or are
in the process of remediation.

The Federal Risk and Authorization Maragement Program {FedRAMP) is a government-wide program
that provides a standardized approach to security assessment, authorization, 2nd continuous monitoring
for cloud products and services.

Genesys Cloud environment is not FedRAMP compliant, hut Genesys Cloud Operations achieved SSAE-

16 SOC 2, Type |l certification. FedRAMP certification is being pursued, with the target of completion in
2019 Q3.
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4.3.1.8 Vendor should describe its experience and capabilities in supporting their customers
concerning compliance audits when the vendor-supplied solution is within the scope of audit.

The Genesys Cloud is deployed for multiple secure customers. These inciude customers that need
support for PCl, HIPPA, and other standards. The Genesys team works with customers security teams to
identify and address security needs and concerns.

4.3.1.9 Vendor should describe its experience and provide an overview of their incident management
process and cyber threat intelligence sharing process for incidents associated with the vendor
provided solution.

Genesys has implemented a Security Incident and Event Monitoring solution (SIEM) that collects
information from various sources and is monitored by the NOC and security engineering team.

The incident response prograr: is based on industry best practices. The goal of the incident
mznagement pregram is to minimize the adverse impact of incicents resuiting from issues within the
Genesys environment and to prevent the recurrence of incidents related io those issues. It is designed
to identify, contain, and eradicate the root cause of incidents through investigation and analysis. Upon
identification of the root cause, tha Security Incident Response Team (SIRT) works to eradicate the issue
and implemenis corrective and preventive actions with the appropriate team members to resolve ihe
underiying problem, thus reducing the iikelihood of recurrence. These might include changes to internai
processes, procedures, and/or infrastructure.

SIRT is a cross disciplinary t2am. The program is overseen by Information Security but involves subject
matter experts from across the organization, and supplemental experts are availzeble to assist where
necessary.

4.4.  Oral Presentations: The Agency will require oral presentations of all Vendors participating
in the RFP process. The date of the presentations will be determined at a later time and all vendors
will be notified in advance. During oral presentations, Vendors may not alter or add to their
submitted proposal, but only clarify information. A description of the materials and information to be
presented is provided below:

Materials and Information Requested at Oral Presentation:

4.4.1.  Summary of solution, including product and support offerings, ability to deliver the solution in
the specified timefrarnes, and experience in providing managed and hosted voice solutions.

4.4.2.  The State will ask clarifving questions regarding the Vendor's submitted technical response,
4.4.3. Contact Center Presentation to see a live demonstration of Vendor's offering.

Read and understood.
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SECTION 5: VENDOR PROPOSAL

5.1. Economy of Preparation: Proposals should be prepared simply and economically providing a
concise description of the items requested in Section 4. Emphasis should be placed on completeness and
clarity of the content.

5.2,  Incurring Cost: Neither the State nor any of its employees or officers shall be held liable for any
expenses incurred by any Vendor responding to this RFP, including but not limited to preparation,
delivery, or travel,

5.3.  Propasal Format: Vendors should provide responses in the format listed below:

5.3.1. Two-Pari Submission: Vendors must submit proposals in iwo received submitted in two distinct
parts: technical and cost. Technical proposals must not contain any cost information relating 1o the
project. Cost proposal must contain all cost information and must be sealed in a separate envelope from
the technical proposal to facilitate a secondary cost proposal opening.

5.3.2, Title Page: State the RFP subject, number, Vendor's name, business address, telephone number,
Jax number, name of contact person, e-mail address, and Vendor signature and date.

5.3.3. Table of Contents: Clearly identify the material by seciivn and page number.

5.3.4 Response Reference: Vendor's response should clearly reference how the information provided
applies to the RFP request. For example, listing the RFP number and restating the RFP request as a
header in the proposal would be considered a clear reference.

5.3.5. Proposal Submission: All proposals must be submitted to the Purchasing Division prior to the
date and time stipulated inthe RFP as the opening date. All submissions must be in accordance with the
provisions listed in Section 2. Instructions to Bidders Submitting Bids.

Read and understood.
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ATTACHMENTS

Signature Pages

Please find the attachments beginning or the following page.
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DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract A;mZistrator and the initial point of contact for matters relating to this Contract.

_Government Account Representative

ame, Title) ~
Zachary Kutyn, Government Account Representative =~
(Printed Name and Title)
_1860 Michael Faraday, Drie, Sufte. 100, Reston, YA20130
(Address)

et WO AR

{Phone Number) / (Fax Number)
_Zachary.Kutyn@carahsoft.com
(email address)

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, I certify that I have reviewed this Solicitation in its entirety; that ] understand
the requirements, terms and conditions, and other information contained herein; that this bid, offer
or proposal constitutes an ofifer to the State that cannot be unilaterally withdrawn; that the product
or service proposed meets the mandatory requirements contained in the Solicitation for that
product or service, unless otherwise stated herein; that the Vendor accepts the terms and
conditions contained in the Solicitation, unless otherwise stated herein; that I am submitting this
bid, offer or proposal for review and consideration; that I am authorized by the vendor to execute
and submit this bid, offer, or proposal, or any documents related thereto on vendor’s behalf; that

I am authorized to bind the vendor in a contractual relationship; and that to the best of my
knowledge, the vendor has properly registered with any State agency that may require
registration. ‘

_Carahsoft Technology Corporation

\6’7-{ M- Team Lead

(Aﬁili&ﬁieawsmimature) (Representative Name, Title) o

_Allison Mackin, Teamlead =~

(Printed Name and Title of Authorized Representative)
11/26/2018

{Date)

(703) 889-9819 / (703) 871-8505
(Phone Number) (Fax Number)

Revised 06/08/2018



Proposal 1:  Step 1—$1,000,000 / $1,000,000 = Cost Score Percentage of 1 (100%)
Step 2 — 1 X 30 = Total Cost Score of 30

Proposal 2:  Step 1-$1,000,000 / $1,100,000 = Cost Score Percentage of 0,.909091 (90.9091%)
Step 2 - 0.909091 X 30 = Total Cost Score of 27.27273

6.8. Availability of Information: Proposal submissions become public and are available for review
immediately after opening pursuant to West Virginia Code §5A-3-11(h). All other information
associated with the RFP, including but not limited to, technical scores and reasons for
disqualification, will not be available until after the contract has been awarded pursuant to West
Virginia Code of State Rules §148-1-6.3.d.

By signing below, I certify that I have reviewed this Request for Proposal in its entirety; understand the
requirements, terms and conditions, and other information contained herein; that I am submitting this
proposal for review and consideration; that I am authorized by the bidder to execute this bid or any
documents related thereto on bidder’s behalf: that I am authorized to bind the bidder in a contractual
relationship; and that, to the best of my knowledge, the bidder has properly registered with any State
agency that may require registration.

_ Carahsoft Technology Corporation o

(Co Vg/) |
__/% _Zachary Kutyn, Government Account Representative

epresentative Name, Title)

_(703) 9214059 / (703) 871-8505

(Contact Phone/Fax Number)

_11/26/2018
(Date)

Revised 6/8/2018
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Addendum Acknowledgement Form

Please find the attachment on the following page.
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ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CRFP 0212 SWC1900000001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
{Check the box next to each addendum received)

[X] Addendum No. 1 [ 1 Addendum No.é6
[X] Addendum No.2 [ 1 AddendumNo.7
[x] Addendum No.3 [ ] Addendum No.8
[X]1 Addendum No. 4 [ ] AddendumNo.9
[X] Addendum No. 5 [ ] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. 1
further understand that that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding,

. Carahsoft Technology Corporation

Authorized Signature

11/26/2018

Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
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Purchasing Affidavit

Please find the attachment on the foilowing page.
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STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

CONSTRUCTION CONTRACTS: Under W. Va. Code § 5-22-1(j), the contracting public entity shall not award a
construction contract to any bidder that is known to be in default on any monetary obligation owed to the state or a
political subdivision of the state, including, but not limited to, obligations related to payroll taxes, property taxes, sales and
use taxes, fire service fees, or other fines or fees.

ALL CONTRACTS: Under W. Va. Code §5A-3-10a, no contract or renewal of any contract may be awarded by the state
or any of its political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or a related
party to the vendor or prospective vendor is a debtor and: (1) the debt owed is an amount greater than one thousand
dollars in the aggregate; or (2) the debtor is in employer default.

EXCEPTION: The prohibition listed above does not apply where a vendor has contested any tax administerad pursuant to chapter
eleven of the W Va. Cade, workers’ compensation premium, pemmit fee or environmenta! fee or assessment and the matter has
not become final or where the vendor has entered into a payment ptan or agreement and the vendor is not in default of any of the
provisions of such plan or agreement.

DEFINITIONS:

“Debt” means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any of its political
subdivisions because of a judgment, fine, permit violation, license assessment, defaulted workers' compensation premium, penalty
or other assessment presently delinquent or due and required to be paid to the state or any of its political subdivisions, including
any interest or additional penalties ascrued thereon.

“Employer default” means having an outstanding balance or liability to the ald fund or to the uninsured employers' fund or being
in policy default, as defined in W. Va. Code § 23-2¢-2, failure to maintain mandatory workers' compensation coverage, or failure to
fully meet its obligations as a workers' compensation self-insured employer. An employer is not in employer default if it has entered
into a repayment agreement with the Insurance Commissioner and remains in compliance with the obligations under the
repayment agreement.

“Related party” means a party, whether an individual, corporation, partnership, association, limited liability company or any other
form or business association or other entity whatsoever, related to any vendor by biood, marriage, ownership or contract through
which the party has a relationship of ownership or other interest with the vendor so that the party will actually or by effect receive or
control a portion of the benefit, profit or other consideration from performance of a vendor contract with the party receiving an
amount that meeis or exceed five percent of the total contract amount.

AFFIRMATION: By signing this form, the vendor’s authorized signer affirms and acknowledges under penalty of
law for false swearing (W. Va. Code §61-5-3) that: (1) for construction contracts, the vendor is not in default on
any monetary obligation owed to the state or a poiiticai subdivision of the state, and (2) for aii other contracts,
that neither vendor nor any related party owe a debt as defined above and that neither vendor nor any related
party are in employer default as defined above, unless the debt or empioyer default is permitted under the
exception above.

WITNESS THE FOLLOWING SIGNATURE:
Vendor's Name: ‘Carahsoft Technology Corporation

Authorized Signature:% . M Date: 11/26/2018

State of Virginia

County of Fairfax , fo-wit:

Taken, subscribed, and sworn to before me this& L sday of Y\Qd J . 20_|_{_.
b . [CLLET Y]
My Comm|ssn:a‘13.eﬁfarﬁ§1i ;%1 ’!3 L || \C’{' 20

ST e, ,
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Purchasing Affidavit (Revised 01/19/2018)
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Attachment 4.2.1.1.1.1-7 - Avtex - State of West Virginia
Support Handbook

Plezsz find the atiachment beginning on the foilowing nage.
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avtex

. AV.TE.X: (noun) - The AdVantage that TEchnology has when applied to ¢X strategy
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Integrity Passion

We're honest with our clients We love our customess
znd provide the best service. and the work that we do!
We do whatever it takes to We take pride in the weork
male your project a success so we do and providing the
you can provide the ultimate best possible customer
experience for your CUSIOmens, experisnce.

PureConnect Cloud
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General Support

1.%1: Contacting Support

Avtex records all calls into our support center and logs all interactions in our client database and service
application. At your discretion, you may request a service summary of work performed on your system.
Requests for service on your system must come from a designated site contact. Information explaining how you
can review your service history onlire can be found in

Requests received by individuals from your company who are not listed as valid contacts in our database may be
delayed as we attempt to reach a preauthorized contact for permission to proceed. For these reasons, we ask
that you notify your Avtex CAM (Client Account Manager) of any changes to the list of employees within your
company who are authorized to call and request assistance.

Regular Business Hours:

The Support organization is staffed Monday - Friday from 7:00 a.m. to 7:00 p.m. Central (excluding holidays).
During the regular business day, there are several ways you can contact Avtex to obtain support. All requests
should be directed to support, rather than to a specific Avtex empioyee. You can reach support by dialing:

. 1-952-831-0888 or 1-800-323-2639

® Then speak “Support” or choose Option 1 for Support.

. You will be asked to speak or enter your Account or CTN number

. If you do not know your Account or CTN number, please speak “I do not know”

i you are calling due to a system Emergency or severe system-affecting problem, vou should say “Sunport” or
select Option 1. Additionally, you can say “Down” at any time at which time your cal! will receive priority
routing and will be transferred to live assistance.

If you are contacting Avtex to report a nroblem or open a service request that is not an emergency, you may
submit your request in one of the following ways:

1. If you would like to review and discuss your service request with a representative you may speak or
select Option 2, after your initial product selection and you will be routed to the next available
representative.

2. After your initial selection, speak or press 3 to leave a voice mail message. A client ticket number {CTN)
will be generated and the first available team member will be assigned to the ticket. You will then be
cortacted by a Support Representative and given the CTN number for your reference. (Ail voice mail
messages will be queued, along with email messages, and processed in the order in which they are
received.}

3. E-Mail requests for support should be sent to

All emails will be queued, along with voice mail messages and processed in the order they are received.
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Please do not sarid an emali to a specific emuloves’s emaii sddress. Sendinig a message to a specific
employee's emaii box does rot guarantee that it will be acknowledged or acted on ina timely manner.

4. You may open a request for assistance via the web at hitps:/ /o goint.avtex.com

When opening a new incident, you will be asked to categorize the severity.
* Emergency (Requires a live call into support)
@
° (Default if not specified)
* [ow

e MACD (Move, Add, Change or Delete)

If at any time you feel the priority of your issues needs to change, simply ask and we will respond accordingly.

Following these procedures will ensure that your service request is properly documented and addressed in a
timely manner.

Faor After Hours Emergancy
1-952-831-0888 or 1-800-323-3639

Press 1 for Emergency Support
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After Hours and Holidays

If your system is down, or you are experiencing other major problems that require immediate assistance, dial
952-831-0888 or 800-323-3639, follow the meru prompts and speak “Support” or select Option 1 for After
Hours Emergency Sunport.

Your call will be routed to the Avtex answering service. When your call is answered you wiil be asked for the
following information:

° Your name

o Your company name

® Your telephone number

e A brief description of the problem you are reporting
. Business impact

The representative will place you on hold while a designated Avtex resource is contacted; next you will be
placed in conference with the Avtex resource. If you choose not to hold, you may leave your contact
information with the answering service and an Avtex resource will call you back withir 30 minutes.

When you cal! Avtex for after-hours support and must ieave a number where you may be contacted live.

Avtex defines system emnergencies as major system hardware, software, or application outages that imoact your
company's ability to receive or make calls and perform other critical system or application functions.

Major Problems Defined

. Unscheduled total system outage and faiiure to reboot for any reason.
® inability to access the sysiem through 25% or more of ali ports.

o Loss of system integration.

s Continual system restarts or failovers.

® Loss of dial tone on more than 25% of system.

Avtex will ask our clients to categorize the severity of their issue and will respond accordingly. While our goal is
to provide the best client experience possible, we do ask our clients to use the severity cading appropriately.
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1.2: Opening & CTN - What to Expect

As stated earlier in , @ service request can be opened with Avtex via live call, email,
or online. Live queue interactions zre answered between_7:00 a.m. and 7:00 p.m. Central, Monday - Friday
{excluding holidays). However, you may leave a message, 24 hours a day.

If you are experiencing a system emergency or service-impacting issue during business hours, please call our
Support Organization. In addition to calling us, an email with pertinent information can be sent, however, please
do not use an email as the primary mode to report emergency situations. E-mail and voice mail queues are only
monitored during business hours. The only way to be guaranteed priority routing is by calling and selecting the
menu option for a system down emergency.

The following steps are taken for each service request the team receives:

. Team member opens a Client Ticket Number, {CTN}, entering the request and contact information.
» Team member provides CTN information to Responsible (client) Contact.
5 Team member performs system diagnostics and processes the request. Team member updates the

resolution portion of the CTN.

When opening a new incident, you will be asked to categorize the severity.

° Emergency (Requires a live call into support)
" High

© (Default if not specified}

. Low

° MACD (Move, Add, Change or Delete)

The priority level is based on the impact the reported problem has on the system. As stated earlier, system
down calls are given Emergency priority and will immediately be routed to a representative and a CTM will be
opened. If you are calling to report a “system down” or “system affecting problem”, as identified by the criteria
in
A team member will immediately attempt to connect to the system, and/or work with you until the problem has
been resolved. If the root cause of the problem has not been identified after conducting the required system
triage, or if a path has not been outlined to achieve problem resolution, the CTN will be escalated as outlined in
and

Note: A CTN that is opened and assigned ar Emergency or priority automatically triggers email notification
to Avtex Support Management, the Account Executive and the CAM on record for your company.

As a reminder, non-urgent interactions will be queued for the next available team member. Once your
interaction is answered, our team member will open a ticket and review the service request with vou. Calls that
are answered live during the business day that do not meet the system emergency criteria will be addressed in
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the order that they are received, along with email and online requests. Response times for non-emergency
service requests are outlined in of this handbook.

Information you will be requested to provide when opening a CTN

In general, the following pieces of information must be provided, or auestions must be answered as part of our
initial triage procedures. This information helps to facilitate the successful resolution of your request. Having as
much of this information as possible at the time you open your request will help eliminate potential delays in
troubleshooting and CTM resolution.

&

Date and time of occurrence.

Who is affected?

Users, Locations, etc...

Is mare than one user experiencing the same issue?

Can the problem be reproduced?

Have you verified that there are no network problems which could be contributing to the issue?
When was the first reported occurrence of the probiem?

Are screen shots available?

Are log files availabie?

Cail D if applicable.

Is there already and active Avtex CTN open for this issue?
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If at any time you feel the priority of your issues needs to change, simply ask and we will respond accordingly.

o Anytime a CTN is Opened, Updated or Resolved the assigned Responsible Contact will receive an
email notification (shown Beiow). Piease click on the CTN number hyperlink to be routed to the
Avtex OnPoint portal and provide your updates directly into the CTN notes

2 Sample email
Dear Customer Name,

Your service request is currently being worked on by the Avtex Support team. You can view the full
history of the ticket, check updates, or add an update by following this iink

6599303

Tidle: Title of Incident Here
CTN: 699303
Status: In Progress

2ricrity: Medium
Total Time: 15 minutes

Issue Description: Sample Incident.

Updates:

. Date: 7/24/2017 2:13PM
Tirme: 0.25
Cost Tategory: AVTE DESKTOP - SUPPORT-COVERED
Work Performed Gni: 7/24/2017
Werk done by: Test Engineer
Opened CTN and placed ir Queue
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L.3: Service Level Obiactives

-

Our goal to respond to all service requests within the timeframes outlined below.

Priority
Emergency
Reguires live call
into queue

Live call into queue

OnPoint or E-Muail

All interaction types

Low
All interaction types

Move, Add,
Change
All interaction types

CTN Updates

Business hours
Initial Contact: Immediate
Follow-up: Constant

Initial Contact: Immediate

Follow-up Service Level:
Daily
Initial Contact: 4 Hours

Follow-up Service Level:
Daily
Initial Contact: 4 Hours

Follow-up Service Level:
3 business Days

Initial Contact: 4 Hours

Foliow-up Service Level:
5 Business Days
Requests will be
completed within

2 business days after
receipt of the request

Non-Business hours and Holidays
Contact: 30 min

Follow-up: Hourly

Escalation: 4 Hours

Contact: 10:00 AM Central next
business day
Follow-up Service Level: Daily

Contact: 10:00 AM Central next
business day
Follow-up Service Level: Daily

Contact: 10:00 AM Central next
business day

Follow-up Service Level:

3 business Days

Contact: 10:00 AM Central next
business day

Follow-up Service Level:

5 Business Days

Changes will be scheduled during
Avtex business hours and will be
completed within 2 business days
after receipt of the request

Hours of Activity
24x7

7:00 AM-7:00 PM
(Central)

Monday thru Friday,
excluding holidays

7:00 AM-7:00 PM
{Central)

Monday thru Friday,
excluding holidays

7:00 AM-7:00 PM
{Central)

Monday thru Friday,
excluding holidays
7:00 AM-7:00 PM
(Central)

Meonday thru Friday,
excluding holidays
7:00 AM-7:00 PM
{Central)

Monday thru Friday,
excluding holidays

The below tabie defines the “Warning” and “Past Due” alerting in place to ensure CT\'s are being undated in a

timely manner.

Updates to engineer Time Tracking, the CTN “Notes” filed and or notes added via the OnPoint client porta! will
reset the timer on a CTN.
Warning and Past Due emails are sent to the CTN “Owrer” and Aviex Support Management

Lontact Center Support
Priarity Warning email | Past Due email
{Business Hours) | {Business Hours)
Emergency 2
High 8 L
Medium 24 36
Low 48 &0
MACD 12 24
Notes
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1.4: Esczlation

If you are not completely satisfied with the service you have received from Avtex on an open CTN, you may
escalate the CTN by contacting your Client Account Manager (CAM) or referring to the escalation flow charts
shown below and coniacting the appropriate resource.

Support Escalation Process Flow

Escalation requested/required
from Client or Tier )

== @wﬁ i e =

iject

800-323-263%
Hitps://OnPoint. Aviex.com

o By 37 Pl Ty -

Py

Al P——

- Dwgbp -
L]

Avtex Support Handbook
www.avtex.com

PureConnect Cloud
Page 10 of 37



1.5: Evaiuate the Suppoirt We Provide
The email sent to you confirming that a CTN has been closed will also include a survey.
Sampie of e-mzil you should receive when closing a CTN:

Dear Customer,

To help us better serve you, please click on the link below to take our brief survey. We value your
opinion about our service and how effectively we resolved your support issue.

Thank you!

Support Management

Relevant information/history:
CTN Number:
Issue Description:

Please call our support number with any questions at (952) 831-0888.
Thank you for choosing Avtex!

By clicking on the link in the email, you can complete a quick 6 question survey to evaluate our performance on
the service request.
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avtex Customer Satisfaction Survey - Support Services

¥ 3 you for your busness and sincerely want to improve our services n every aspect of our interachior with our customers.
a3 take a few mormerts 1o orov dz honest feedbacy regarding Our procasses anc people 5o that we may pravide you with aven
greaer levets of service in future orgjects.

MName: Jen Walker
Company: Avtex
Date: G3-ianuary, 753 PM
Case Number: £571870
1= Strongly disagree
5 = Strongly agree
" The Avtex engineer(s) that | worked with were knowlecgeabie. G D2 03 a5 nda :
2. The engineer(s) asked appropriate, precise quastions 1o Siagnase tha ssue. 1 2 013 4 C3 Tnda
3. Aviex made it easy for ve to hardle my ssue. ML 2 L3 e 5 thinda
4. | rece'ved timely status updatas on my service reguast 12 T3 g 05 g
.1 am satsfied with the ~escwtion of my issue™ S22 D3 g 08 Dnfa
€. | believe my issus was resoved in a time'y masrer* o2 23 45 in/a
icommen:s. oo
i
|
Thank yout

St st

i your issug is rit [uly resolved kecause it was passed w0 anotner ertity, please chack *n/a” for this questicn

Survey data is reviewed regularly and used to help us evaluate staffing, training, coaching needs, quality
assurance and more. We vaiue your feedback and encourage you to participate in the survey for each CTN. You
will alvvays have a chance to provide immediate feedback on how we are doing!

In addition to reviewing survey data, random recordings of all support interactions are reviewed monthly for
auality assurance and mentoring.
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£.€: Client OnPeint Poriai

It is the goal to provide regular and timely updates on all open cases. In addition to the updates Avtex provides,
Avtex provides clients with access to its Client Support Portal. The Avtex Client Support Portai is a convenient
way for clients to review and update their active cases and more.

The Avtex Client Support Portal is located at hitps://onpoint.aviex com. It can also be accessed from the main
Avtex website v auvics com by clicking Support

:

& T

o (800) 323-3639

Remember me Sign In
Lost your password?

@ [ACIaRe com

PiraCloudSupportGavtax.com

supporild aviax com

SUDDOMEREVIRK G

Poiex Feagioyss Login B Don't have an account? Contact Avtex Support 10 get set up.

The Avtex Client Support Portal provides clients with the following features:

Account
© Register for an Avtex Client Support Portal account.
Mote: First time users will need to register an account to access Avtex Client Support portal services
and resources.

Review CTN's
® Review active, resclved and/or cancelled CTN's
. Create new CTN’s
. Monitor CTN status and updates
@ Add updates or attachmenis to existing CTN’s
* Export CTN histories

Avtex Support Handbook PureConnect Cloud
wWww. aviex.com Page 13 of 37



Projects

» Review active projects

® Review documentation, status updates and other information on current projects
Avtex Team

s Contact information for your Avtex Team

Avtex
avtex®

rommenr anren 3000 AMerican Blvd W Bloomington, MN 55431 // P: {952) 8646-0800

Account Code: AVTEQD1
l:. .
Active Prolects
Project Dagcription Lasi Modified Date
Az ik i T2 AT 15 45 AN
b LT TN e i CE1 Lt g g 2T 23S AR 24 AN
Yy Supppt Regiead Prijaty St Toam
Cpen Support Tickets Expont
AChve v ~Any- v Last Lionth 4 m
CTN Title Ret# Location Opened By Priotity  Subject Status Created Uodated
1 Sk S LALTT Hss T PaNAGS
Brolakndion D HO AL
€A maay i Avter. - Lich Ledum  imeractwe  Active 120t
B zomnigig 1 nelgerke 8,22 A3
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1.7: The Role of the Client Account Manager {CAR)

Your Client Account Manager (CAM) is a valuable boint of contact within Avtex. CAM's are assigned to specific
accounts, so they can become knowledgeable about your business and how our technologies have been
implemented within your company. Through gaining an understanding of your systems configuration, including
applications, your CAM will be able to discuss your business needs and make recommendations that ensure you
are maximizing your investment,

CAMs are also responsible for conducting Business Review meetings with you. During this meeting, the CAM will
provide a summary of the service on your system, a status update on projects in flight, and allow you to discuss
any upcoming business initiatives that could affect your environment. Knowing about your company initiatives
allows Avtex to be proactive in coordinating enhancertents or changes to your environment. Qurgoalistobea
partner not just a vendor.

Your CAM can also act as an escalation point within Avtex. If you have any type of issue and vou are unsure of
whom to contact, your CAM wiil ensure that the correct parties are engaged.

Your CAM will also coordinate your annual Client Support Agreement (CSA}, which covers software and
hardware maintenance for your system(s). Prior to the expiration of the existing agreement (or warranty
period), a renewal notice will be sent to you. Your CAM will work with you to get the agreement signed and
avoid a disruption in service.

Overall the CAM is responsible for maintaining and enhancing the client relationship.

1.9: Change Order Process and Enhancement Reguests

The Change Order Process

The change order process is in plzce to provide a method for tracking system software, hardware and custom
application changes. We ask that you follow this procedure, so we can guarantee timely delivery of client
requests.

Your CAM shou!d be your first point of contact when requesting changes. CAM's are dedicated to specific
accounts, so they understand your configuration and existing applications. By following the change order
process, you can implement enhancements with ease.

Thee feliowing stepe ouiline the change order prossss:

1. Contact your CAM to discuss your proposed change. Depending on the magnitude of your request, a
meeting may be scheduled with key personnel. A timeframe for delivery will also be determined.

2. Your CAM will document.
3. Once the project has been defined, the CAM will submit it to a Project Engineer for pricing.

4. The CAM will then complete a Change Order or formal proposal for work when appropriate, including
pricing, and e-mail it to you for review and signature.

5. Once Avtex has received the signed change order, a project tearn will be assigned, and completion date
assigned.
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6. Upon completion, a final invoice wili be generated.

As a reminder, this process should be followed when you want to create a new application, modify an existing
application, or add hardware or licenses to your system. Payment terms wil! be defined in the Change Order or
Proposal for work.

1.10: Remote Access Requirements
Note: This section only applies to Premise based devices supporting a “Local Control” model

i.e. Edge Devises, Gateway's, SIP Proxy where apolicable

Avtex requires remote access for support on your system(s). If remote access is restricted, Avtex cannot
guarantee service response times.

Kaseya — Preferred Access Method
NOTE: Kaseya or client provided remote access will be used for Premised based servers and devices. Terminal
Services Remote Access — TSRA will be used for access to PureConnect Cloud based servers and devices

Kaseya is a self-hosted application that will allow Avtex to efficiently access your organization. Kaseya eauins our
staff with a comprehensive set of tools including: session recording and complete system control or client
collaboration. Remote control sessions speed up the process of diagnosing and fixing problems and allow Avtex
to remotely maintain attended or unattended computers and servers. Kaseya applies the highest levels of
security throughout the entire support orocess. Strong passwords along with SSL and 256-bit AES encryption
protect your systems from login to logout. All information is encrypted before it is transferred.

In addition to the ease and security of the product, Kaseya keeps detailed information about the who, what and
when of a session. An access-detailed, text-based account of every action that occurred during the remote-
control sessior is avaiiable to Avtex management.

Other Access options

. LogMeln
s Join.me
G NT Utilities

aviex
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1.1%: Training Ciferings

At Avtex, we believe that education is critical to the success of our clients. We understand that as time goes on,
your company may exnerience growth, turnover, or simply decide it's time to become more hands on. To help
keep or bring your staff up to speed, Avtex offers a comprehensive education curriculum. Details can be found
on the Avtex web site at [ BviE) ; ;

»  Private anc Public Training Options
©  Private Onsite or Online Instructure Led
*  Public Online Instructor Led

*  For registration and use of support covered training hours piease contact

* Training Courses on PureConnect and PureCloud Solutions

*  Private Train-the-Trainer or End User Audience Ontions

*  Private Custom Build Option

°> 30+ Private Training Courses and 25+ Public Training Courses Offered

° 8 Hours of Training included in PureConnect and PureCloud Premier and PureConnect Cloud Enhanced
Support Plans

For additional information and assistance please contact your CAM.

1.1iZ: Reporting

Many of our Managed Services Clients elect to receive monthly reporis to monitor the state of their
environment. These reports can nelp clients identify certain technologies in their environment that may need to
be improved or re-evaluated. These reports can also be used to help understand the volume of service requests
their company is making, time to resolution, etc. Areas that are typically monitored and reported {o clients
inclucie but are not limited to:

o Server uptime and disk health

® Number of service requests opened and ciosed

@ Average time for resolution

3 Types of service requests made {password resets, account unlocks, etc.)

Again, these are just a smali sample of the reporting Avtex can provide, if there are certain performance
indicators you wouid like to track and receive reports on, please contact your CAM to request your reports.
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1.13: UX Services

A User Experience (UX) Assessment is an cbjective analysis of a website, mobile application, business application
or intranet designed to provide aciionable feedback. It is an evaluation of current sizte with a report outlining
practical fiture siate solutions.

. Heuristic Evaluation — Score Card
® Detailed Findings Renort
° Presentation of Results

B A A

Gt 100 RO I il R i) A e e vk
Emcarsive nac of sTiple, aprplot, movies, andio files, graphicn sud images bt bivn avedda
W it sl " " A 2 . = ) o lalived tisdcs 1o
@aterawrite carsant as "Moslsuoy Oulv® wiioh rtties sl in it twcrised and dssuting s

The nrockss could be sirssmiined Geough ormnbent and explanstion of v membership types up
froet, Thix veoid alimineo 2 s100 in the srvacess.

“Tha aritical path (@4, putchuse, scbacription) la chsar, with no distrastions o route

Tl 5 i wriple, saerel swd el e

A o U o
e — - —

e et s i e e s e
e Rapid Turn Around
® Assessment of any site, application or mobile app
e Complete findings report with recommendations
© Six-month follow-up scoring to measure progress

Help, Feedback & Error
Tolerance :

aviex
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1.14: CX Services

CX Strategy Innovation

Avtex Customer Experience Offerings

Customer Experience Strategy

What is it? Customer experience (CX) is defined by interactions between a customer and an organization
throughout their business relationship. An interaction can include awareness, discovery, cuitivation, advocacy,
purchases and service. Customer experience is a primary driver behind overall customer management and the
reason why it’s important is because a customer who has a positive experience with a business is more likely to
become a repeat and loyal customer. True customer experience leaders treat every customer interaction as a
precious and finite resource. We help companies refine marketing, sales, channel management and service
approaches to better serve targeted customer segments, maximize sales, improve loyalty and minimize costs

Customer Experience Analysis

What s ie? Customer experience analysis is the work on understanding the current customer experience in
detail. Although this work will include journey mapping, it is much more than journey mapping. Customer and
staff interviews along with ethnographic observations are important to fuily document the customer experience.
Experiences are not only rational steps in a process, but the experience is also defined by the customer’s
emotions, goals, objectives and pain points. The analysis decomposes the customer experience into the various
individual interactions that make up the entirety of the experience. This is accomplished so the organization can
focus or: the interactions that need the most attention and re-imagining

Customer Experience Research

Wit is iF Customers are not only infiuenced by experiences that your competitors provide but also by
experiences that may have nothing to do with the specific industry you are in. Economic, competitive and
regulatory trends all may affect what customers expect for their experience with an organization. This service
area does primary and secondary research to uncover influences that should be taken into consideration when
developing the future state customer experience.,
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Customer Experience Innovation

What is it? Intentional customer experience innovation is one of the keys to successfully creating differentiation
in the market place through customer experience. However, innovation is harder to do than most people think.
Avtex provides 2 framework and tools set to heip our cusiomers appiy the best thinking and concepts to
defining and creating new experiences that can differentiate themselves in the market. Using tools from Design
Thinking methods to unique ideation techniques we can help our clients lead the way with customer
experiences that are truly delightful to the customer.

Customer Experience Design

What is it? Once an organization understands the kind of experiences their customers are seeking it is imnortant
to design the experiences into the various touch points and interactions. This design work includes the creation
of the fuiure state journey map as we!l as making organizational design cecisions to support the ongoing
execution of the new experiences. The design work begins to pivot towards an internal perspective and may
include typical process mapping to imbed the experiences into the organizations current processes. If the
experience includes a digital experience then user experience, (UX) and digital design are often needed.

Customer Experience Improvement

What i< it? Too many times organizations fail to prioritize and implement the capabilities to support the new
customer experience journey map. Lack of fundamental program and project management competencies,
competing priorities and the void of a project plan all contribute to the gap between design and execution.
Avtex comes along side our client to make sure that the approgriate level of planning is done to realize the
improverents in the customer experience.

If you are interested in a CX Consulting engagement, please contact your CAM

1.15: Business inteiligence
The Avtex Bl Team handles almost anything as it relates to turning data into information. The Bi Team handles;
- Data Migration/Integration between applications, servers and ather solutions
- Designs and Develops Data Warehouses built on Microsoft technologies
- Leverages Power Bl and SQL Reporting Services to create rich, interactive dashboards and content
- Develop rich machine learning models to kelp drive predictive analytics

- Offers strategic consulting around Bl to help clients create an analytics roadmap
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PureConnect Cloud Solutions

2.1: Services Provided with 2 Warranty or Support Agreement

Features

Access to Avtex Technical Service

Response Time for Critical Issues

Response Time for Non-critical issues submitted by
phone, email or OnPoint Portal

Access to Avtex OnPoint Portal

Aviex Labor to apply Genesys Base Software
Releases and Patches

Labor to design and implement new features and or
functionality

User Experience (UX)} Consuiting

Customer Experience (CX) Consulting

Avtex VRA (Voice Readiness Assessment)

Avtex AVPRO Proactive Voice Network Monitoring
Alerts to Avtex Support

Discounted PSO Rates

Solution Optimization Consuiting

Development support for Avtex applications

Remote training 8 hours per year

Remote Move, Add, Change, Delete (MACD)

Labor Rate Notes

Travel Expenses
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The following services are NOT included in an Aviex Warraniy or CSA:
€ Labor or material required to restore the system due to an act or event occurring external to the
equipment which causes, either directly or indirectly, a failure or malfunction in the equipment. This
includes without limitation: failures or malfunctions of Telco circuits, cabie, or other equipment
connecting the equipment to the telecommunications system; or abnormal power fluctuations
which adversely affect the equipment.

® Administration services over and above the 2 hours per month ircluded in the CSA
. Additions too, changes or relocation or system hardware.
. Neglect, misuse, tampering, accident or abuse, including use of the system for purposes other than

which designed.

@ Wiring, repair, aiteration, modifications or improper installation by anyone other than Avtes, its
subcontractors or affiliates without Avtex prior written consent.

. Accidents, disaster including water, wind, fire, lightning and earthquake unusual eiectrical shock;
transportation; acts of God or public enemy.

. Vandalism; burglary; theft; lost or stolen parts; and or equipment other than equipment under
warranty of Support Agreement from Avtex, including damages caused by equipment or lines of the
host telephone system, host computer or LAN.

L1

Opening service tickets or maintaining ownership of service reauest with third party vendors.

° Repiacing or troubleshooting network components.

® Forwarding or un-forwarding of telephone lines.

° Troubleshooting individual PC workstations.

o Running or moving hew/existing cabie.

. Applications created by parties other than Avtex. Time and materials, best effort basis.

Avtex Support Handbook PureConnect Cloud
www.aviex.com Page 22 of 37



“

£.2: Managed Services Offerings
Move, Add, Change, Delete (MACD)

NOTE: For services included in your selected support plan, please refer to the table in Sectio

Moves, Additions, Changes ar Deletes (MACD's) are classified as administrative moves, additions or changes.
MACD’s are billed at the Avtex current or client contracted labor rate.

Avtex will make administrative MACD’s as follows:

Changes will be scheduled during Avtex posted business hours and will be completed within 2 business days
after receipt of the request, provided client cooperation with Avtex as reasonably required to meet the response
time. All MACD requests should be made by calling into support at 800-323-3639 or via 11t ps:// int.aviex.

MACD'’s are classified as small administrative Moves, Adds, Changes and Deletes from the PureConnect /
Genesys solution, including but not limited to:

a  Jsers

* Stations / Managed Phones
= (lient Templates

e  Workgroups

% Roles
* Status Messages
¢ Dial Plan

@  Phone Numbers (DID Table)
= Password Policies
@ Schedules

#» Reports
¢ \Wrap-up codes
e  ACD Skills

¢ Interaction Recorder - Categories, rules, policies
e Interaction Dialer - Call lists, campaigr creation
@ Interaction Optimizer

Client requested changes beyond the scope of MACD requests above will require scoping by Avtex. These
requests will be treated as small projects, requiring either a change order or a scope of work, 2nd will be
invoiced at the Avtex current or client contracted lzbaor razes.
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Tier One Troubleshooting

This option provides relief for the client’s PureConnrect staff. ABC Company’s end users continue to process
requests and or issues through client’s internal processes. When the need arises to contact Avtex support for
assistance, the client’s designated contact({s} will open a CTN with Avtex. From this point forward Avtex will
work directly with the end user(s) to resolve the issua.

The Tier | specialist will gather the client’s information and determine the client’s issue(s) by analyzing the
symptoms and figuring out the underlying problem. This includes troubleshooting methods such as:

o Verifying physical layer issues

@ Resolving username and password problems

* Uninstalling/reinstalling basic software aoplications

* Verification of proper hardware, software and applications set up
*  Assistance with navigating around application menus

Personnel at this level have a basic to general understanding of all Avtex supported hardware and applications.

Support Database Integration

¢ Email or API

2 Benefits
o FEach organization working in knowr: environment
o Reporting & Statistics

* Synchronization
o Create, Undate end Resolution
o Status changes
o Priority
o  Owner(s)

Please contiact your Client Account Manager (CAM) 1o schedule a discussion

Proactive Monitoring and Alerting

= Performed and provided by Genesys as part of the PureConnect Cloud

Microsoft OS Patching

* Performed and provided by Genesys as part of the PureConnect Cloud
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Staffing options
This option provides relief for the client’s PureConnect staff. Avtex has solutions to provide

o Dedicated on-site

@ Dedicated Remote

o  Pooled Remote

e The Avtex support organization is staffed to assist with your needs - (All times are Central)
o 7:00 AM —7:00 PM Monday thiu Friday — Full Support, Maintenance & Managed Services
o 7:00PM - 12:00 AM Monday thru Friday — Emergency Support & Scheduled Events
o 12:00 AM —7:00 AM — Emergency Support

Avtex Voice Performance Readiness & Optimization (AVPRO)

With proactive monitoring from AVPRO, issues impeding network performance are identified quickly to ensure
troubleshooting efforts are focused on the right area. Key metrics associated to critical VoIP performance and
network health are closely monitored and alerted on when pre-determined threstolds are reached.

Monitoring Overview
The Avtex AVPRO sclution will give the crganization the foilowing:

* Customized network health reports will be automatically emailed on a weekly basis that outline status and
potential issues
* Quarterly report including observations and recommendations to remediate.
* Continuous unidirectional monitoring across entire network infrastructure; triggering alerts when
predefined metric thresholds are reached
o Bidirectional monitoring requires an appiiance at the remote site{s).
© A maximum of i5 Paths may be monitored with one appliance. Additional Paths will require a
second apnliance.

Monthly RTP voice assessments
e Voice assessments are performed, simuiating up to 99 concurrent unidirectional calls, leveraging
synthetic RTP traific, over each remoie path
o Bidirectional voice tests can be performed, simulating up to 100 concurrent calls, leveraging rezl
RTP traffic, to remote locations with that have an onsite appliance

End-to-end QoS safety checks
¢ Validate proper traffic is marked at layer 3 (DSCP)
»  Ensure marked traffic is honored across entire path

Traffic Analysis
¢ Application aware network analyzer
*  View top-talkers for specific data and voice categories
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®  Network performance auditing
* Identify bandwidth hogs prioritized; dropping any fair-queue data

Circuit/path monitoring:
With the appliance instailed, Avtex will be able to create unidirectional paths, which traverse local or WAN links.
This will help determine where congestion is occurring. Data is gathered to determine the following metrics:

= Total and utilized capacity
# Data ioss

e Voice loss

* latency

= Data Jitter

¢ Voice jitter

o ICMP response time

e MOCS

Continuous monitoring is performed for each path that is created using ICMP ard UDP packets whick can
simulate different types of traffic. if a threshold is reached for any of the metrics measured, diagnostics are
automatically run on the path to determine where the issue may be occurving.

Client will also be able to monitor the type of traffic traversing WAN circuits. With a pori mirror configured and
connected to the appliance, Aviex will be able to break down traffic on your network. The function works similar
to NetFiow, which can identify traffic at the application level. This data can be categorized into different groups
{i.e. “streaming media”, or “social networking”). The information is then graphed, which wili help identify and
visualize the amount of bandwidth that each class is using.

Deliverables

Avtex will supply ABC Company with reports and alerts periaining to circuit utilizetior, service quality, data
performance, voice performance, and voice testing results. Reports can be provided hourly, dzily, weekly and
monthly. Additionally, 4-6 hours per quarter wiil be devoted to reviewing diagnostics reports, voice
assessments, and network concerns, with an Avtex Network Engineer.

Appliances

After completion of the 12-month term, if the client has not renewed AVPRO service for an additional 12-month
term, the client will be required to return all Avtex provided hardware within 10 business days. If an extension is
needed, Avtex approval will be required. Violation of this agreement will result in 3 charge of $600/month per
appliance with no included services.

Out of Scope Items
= Redesign of the network - this can be provided under a separate agreement.
» Response to alerts generated by AVPRO
* Troubleshoot network related issues - this can be provided under a separate agreement
*  Network device configuration - this can be provided under a separate agreement
@ Network equipment, software, cabling, or services to upgrade the network
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Client Device Installation and Configuration Requirements
= Provide a resource that has appropriate access to the network equipment for review and
documentation. Outbound access on TCP 25, 443, 5721 and 80 are required. Please advise if a web
proxy is used and if static {P adcresses need to be assigned to the appliances.
@ Ensure the following ports and protocols are allowed along the entire network path which is to be
monitoied:.
ICMP echo
ICMP echo reply
ICMP TTE expired
ICMP destination unreachzble - port unreachable
ICMP destination urrreachable - fragmentation needed and DF set
UDP ports 45056 through 49151 - defaul: port range used by UDP traceroute and AppView Voice
Tests
© UDP port 3238 - default port opened at the target appiiance for testing on dual-ended paths
* ldentify switch port to be used for AVPRO appliance management interface
e Identify switch port to be used for FlowView (if requested)
o Configure SPAN port for monitor interface

o 0 0 0 0 0

@ Install AppNeta M35 at client location. Connect management and moritor port to interfaces nreviously
identified

o  Configure devices to be monitored in AVPRO

e Clear counters on all interfaces that are to be monitored

Avtex Quick Voice Assessment (QVA)

The purpose of the QVA is a light weight/quick evaluation to attempt to identify network issues that impede
voice performance and validate if issues are network related. The methodical process we follow ensures
valuable time and resources are not spent troubleshooiing areas where probiems o not exist, allowing us to
focus effort on the right area or technology. During the assessment, key metrics associated to critical VoIP
performance and network health are evaluated.

The Avtesx Voice Health process is as follows:

» Quick Voice Assessment [QVA) - Optional — This solution is used to isolate where VolP auality issue exist
in the network, or other parts of the infrastructure. This rapid assessment can be used to determine if a
full VRA is needed or if resources should be focused on other areas.

* Volce Readinass Assessment (VRA; — A methodical in-depth evaluation to determine the true root
cause of voice quality issues. This can be done with or without the QVA prior. The output of the VRA is
a detailed report that provides recommendations and remediation steps, including a quote from Avtex
to assist or perform the work. Avtex VRA can also be used to validate network performance and
capabilities prior to VolIP systems being placed into production. Any fees charged for the QVA will be
credited towards the VRA.

* Remediation Services — Avtex can provide a full range of remediation services, from basic assistance for
your networking team to a compiete remediation solution of aii issues identified in the VRA

® Avtex Voice Performance Readiness & Optimization {AVPRO} — An Avtex solution that provides you
access to the tools used in a VRA, along with Avtex Sr. Network resources, to be proactive in monitoring
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your company’s VoIP networks. AVPRO helps pinpoint where network performance issues are oceurring,
saving you countless hours of wasted time.

Monitoring overview
The Avtex QVA solution will give the organization the foilowing:

RTP voice tests

* Voice tests are performed, simulating up to 100 concurrent bi-directional calis, leveraging real RTP
traffic

> Ability to load up WAN circuit with benign TCP/UDP traffic during tests to validate proper traffic is
prioritized; dropping any fair-queue data

®  Analytics performed against completed voice tests

Circuit/path monitoring

With the appliance installed, Aviex will be able to create paths, which traverse lacal or WAN links. This will help
us aetermine where congestion is occurring, down to the device and interface. Daia is gathered to determine
the following metrics:

= Total and utilized capacity
a  Data loss

& Voice loss

e latency

e Data litter

@ Voice litter

o [CMP response time

¢  MOS

Avtex Professional Services

Senicr Netwerk Engineer

© Remote kick-off meeting:
o Discuss the required steps to depioy appliance used in the QVA

e Generai network review using the client provided diagrams
© Determine expected voice paths and the devices that will be involved in monitoring and testing.
© Review potential traffic congestion points

= WAN utilization review

¢ Voice LAN and WAN Path Validation

¢ Examine the path of VolIP traffic from end to end. The statistics are produced for Mean Qpinion Score,
litter, Latency, and packet loss

» Confirm QoS markings are honored end to erd 2nd all ports are set to full dupiex

¢ Review current and expected traffic patterns and the estimated load it will place on the network

Deliverables
At the end of the one-week engagement, Avtex will supply the client with basic reports pertaining 2o circuit
utilization, service quality, data performance, voice performance, and voice testing results and
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recommendations on next steps. No troubleshooting or in-depth analysis is provided as a part of this
engagement.

Out of Scope Items
¢ Troubleshooting or remediation of any network related issues - this can be provided under a separate
agreement
¢ Redesign of the network. This can be provided under a separate agreement.
© Network device corfiguration - this can be provided under a separate agreement
e Network equipment, software, cabling, or services to upgrade the retwork

Client Device Installation and Configuration Requirements
® Provide a resource that has aparopriate access to the network equipment for review and
documentation. Qutbound access on TCP 25, 443, 5721 and 80 are required. Please advise if a web
proxy is used and if static IP addresses need to be assigned to the appiiances.
e Ensure the following ports and protocols are allowed along the entire network path which is to be
monitored:
ICMP echo
ICMP echo reply
ICMP TTL expired
ICMP destination unreachable - port unreachabie
ICMP destination unreachable - fragmentation needed and DF set
UDP ports 45056 through 49151 - default port range used by UDP traceroute and AppView Voice
Tests
© UDP port 3239 - default port opened at the target appliance for testing on dual-ended paths
® Provide SNMP community string from client for all devices to be monitored
o ldentify switch port to be used for QVA appliance management interface
# Instaii AppNeta M30 at client location. Connect management and monitor port to interfaces previously
identified
@ Install and configure single QVA appliance

Q 0 0 0 0 ©

s Clear counters on all interfaces that are to be monitored
Voice Readiness Assessment (VRA)

Avtex will perform a remote Voice Readiness Assessment focusing on contact center readiness. The purpose of
the sssessment is to document the network and to determine if it is performing as required to support the
reeds of VolP technologies. A successful VRA wiil provide confidence that the voice network will su pport the
expected call volumes with high voice quality. This assessment is required for any part of ABC Company network
for which voice traffic (SIP/RTP) will flow over.

Assessment Process

Avtex will deploy 3rd party network monitoring appliances that will reside at the client’s location. The testing of
the network will be performed during peak and non-peak times between various VoiP end-points. The ABC
Company network team is responsible for ensuring the network is prepared for the assessment prior to the start
of the Voice Readiness Assessment.
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The voice assessments will determine i specific network paths wiil be able to handle a predetermined amount.
of VOIP traffic. Voice loss, MOS, latency, voice jitter, RTT and QoS markings will be measured at every hop
across the path. Up to 100 concurrent czlls can be generated for the assessment, which will then give a
readiness score. Along with the call generator, Aviex will also be zbie to generate standard data traffic on the
path to verify which traffic is being preferred and if QoS is being utilized. This will also help with tuning any QoS
policies.

The Voice Readliness 2ssassmzni will alse validate thai

Full Duplex is enabled on all voice network devices

® Latency in one direction is less than 150ms (for both SIP & RTP)

& Jitter is less than 30 milliseconds

*  Mean Opinion Score {MOS value) for the G.711 audio codec is 4.1 or greater and for the G.729 audio
codec is 3.9 or greater

*  RTP packets include the proper markings for service priority queuing following the DSCP model

= Network segments do not exceed a packet loss rate of one per cent (1%)

¢ Network bandwidth is sufficient to allow for approximately 84kb/s per cali using the G.711 audio codec
and 21kb/s per call using the G.729 audio codec

©  VLAN settings are set in accordance with the QoS for the PureConnect Platform and Microsoft

whitepapers

Monitoring overview
Circuit/path monitoring:

With the appliance installed, Aviex will be able to create paths, which traverse locai or WAN links. This will help
us determine where congestion is occurring, down to the device and interface. Data is gathered to determine
the following metrics:

» Tota! and utilized capacity
& Data loss

= Voice loss

@ latency

@ Data litter

*  Voice litter

* ICMP response time

s  MOS

Continuous monitoring is performed for each path that is created using ICMP and UDP packets which can
simulate different types of traffic. If a threshold is reached for any of the metrics measured, diagnostics are
automatically run on the pzih to determine where the issue may be occurring.

If necessary, Avtex may monitor the type of traffic traversing WAN circuits. With a port mirror configured and
connected to the appliarce, Avtex will be able to break down traffic on your network. The function works sirilar
to NetFlow, which can identify data down to which protocol is used. This data can be categorized into different
groups (i.e. “streaming media”, or “social networking”). The information is then graphed, which will help
identify and visualize the amount of bandwidth that each class is using.
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Avtex Professional Services

Senior Network Erigineer

%= Remote assessment kick-off meeting:
o Discuss the required steps of the assessment
o Discuss ABC Company requirements for the assessment
o Discuss ABC Company concerns regarding the network in detail

@ Review the current network design

* General network review using ABC Company provided diagrams
o Determine expected voice paths and the devices that will be involved in the assessment
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© Review potential traffic congestion noints

s QoS Configuration Deployment Review

e Configure paths in AppNeta

» Configure Voice Assessment in AppNeta

¢ Configure FlowView in AppNeta

¢ Configure devices to be monitored in PathSolutionsWAN utilization review

* Voice Device Inventory Discovery: This test will identify all devices on the network that are suitable for
voice testing.

¢ Voice LAN and WAN Path Validation

* Examine the path of VolIP traffic from end to end. The statistics are produced for Mean Opinion Score,
iitier, Latency, 2nd packet loss

e  Confirm QoS markings are honored end to end and all ports are set to full duplex

° Review current and expected traffic patterns and the estimated load it will place on the network

Preject Manager
e Schedule and host Internal kickoff cal!
» Schedule and host External kickoff call
¢  Provide documentation on VolP network requirements and assessment pre-requisites
= Schedule and host ongoing status meetings (minimum weekly is ivpical)
¢ Track project siatus and loop in current SMEs as appropriate
s Orchestrate shipping logistics of network devices
@ Create and work off project plan
o Manage change, risks, hours, commurications, and budget
» Drive and track any project escalations to resolution

Deliverables
Avtex will supply ABC Company with reports pertaining to circuit utilization, service quzlity, data performance,
voice performance, and voice testing results. Reports can be provided hourly, daily, weekly and monthly.

Appliances

This assessment inciuces a maximum time of two weeks per-site to perform from the date the appliances are
received by the client. After completion of the VRA, the client will be required to return all Avtex provided
hardware within 10 business days. If an extension is needed, Avtex approval wiil be required. Violation of this
agreement will result in a charge of 5600/month per device with no included services.

Out of Scope Items
¢ Redesign of the network - this can be provided under a separate agreement

¢ Troubleshoot network related issues - this can be provided under 2 separate agreement
* Network device configuration - this can be provided under a separate agreement

« Network equipment, software, cabling, or services to upgrade the network
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Client Device Installation and Configuration Requirements
® Provide a resource that has appropriate access to the network equipment for the purpose of review and
documentation. Outbound access on TCP 443, 5721 and 80 are required. Please advise if a web proxy is

usad.
* Ersure the following ports and protocols are aliowed along the entire network path which is to be
monitored:
o ICMP echo
o ICMP echoreply
© iCMP TTL expired
o ICMP destination unreachable - port unreachable
o ICMP destination unreachzble - fragmentation needed and DF set
© UDP ports 45056 through 49151 - defauli port range used by UDP traceroute and AppView Voice

Tests
© UDP port 3239 - default port opened at the target appliance for testing on dual-ended paths
¢  Provide SNMP community string from ciient for all devices to be monitored
e Identify switch port to be used for AppNeta and PathSolutions management interface
* Identify switch port to be used for FlowView (if requested)
o Configure SPAN port for monitor interface
o Alternatively, the AppiNeta device can site in-line
* Install AppNeta M30 at client location. Connect management and monitor port to interfaces previously
identified
o If static IP addresses are required, the client will reed to provide the IP address, subnet mask,
gateway, DNS servers, NTP server, and web proxy.
> install PathSolutions laptop at client location. Connect management port to interface previously
identified
o Optional: Client may provice a VM with Kaseya agent for Avtex to access and install/run polling
tools instead of using a laptop.
Minimum Requirements for VM are:
For networks with less than 5,090 total interfaces:
Pentium 800Mhz Processor or faster (Virtual server is fine)
1 GB of free disk space
1 GB of RAM for the service (2 GB RAM for the server)
100 MBPS Network Interface Card
o Windows 2008, Windows 2012 (32bit or 64bii)
* Clear counters on all interfaces that are to be monitored

o 0O 0 0 0 ¢

Network Consulting Services
Assist with both cliens projects and remediation waor

= Data Center re-ipcations
¢ Core network design and replacement
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WAN migration planning

Data and voice traffic engineering

QoS policy design and implementation
Network problem? We can help!

Please contact your Client Account Manager (CAM) to schedule a discussion

Disaster Recovery as a Service (DRaa$)

=]

@

Assessment

Migration

Constant Health monitoring and Frequent Failover testing
Low Cost / High Value Solution with MRR

Please contact your Client Account Manager (CAM) to schedule a discussion
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2.2: Enhancement Reqguests

An Enhancement Request is defined as any NEW feature or functionality of the Genesys Product that is not:
1. included in the procuct as starndard functionality.
2. Functionality or features which cannot be added via Avtex customization.
3. Functionality or a feature not availzble.

The Genesys products are very feature-rich products that offer many options and customization choices.
Occasionally, there may be features and functions that you may desire to meet your environment or needs.
Genesys encourages and offers the opportunity for clients and partners to submit Enhancement Requests for
such desired feztures and/or functions. Enhancement Requests biing user feedback and suggestions directly to
the manufacturer, which in turn result in better products presented to the industry.

The typica! Enhancement Request procedure works as follows:
1. Aclient defines the request they want to present and communicates the need to their Avtex CAM.
2. The request is forwarded internally at Avtex to a Project Engineer for evaluation.

3. The Avtex Project Engineer determines if the request can be fulfilled by either a standard function in the
sysiem, customization by an Avtex Developer or in a hotfix or Service Update (SU).

4. Ifitis determined that none of the above are possible, the Project Engineer returns the request to the
CAM,

5. The CAM will emaii the Enhancement Request to Genesys' Enhancement Request team.
6. The CAM will receive an email corfirmation that the Enhancement Request was received.

7. The Genesys Product Marketing and Development teams will review the request and keep your CAM
informed with respect to its disposition.

8. Once Genesys’ review has been completed, a status will be assigned to the Enhancement Request. The
statuses are as follows:

o Declined
o Proposed
o Approved

Your Avtex CAM will relay to you (the requesting client) the information decided upon, if the Enhancement
Request has been approved, an anticipated timeframe will be provided as soon as it is known.
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2.4; Security

Security should be the priority on any system within your organization. it is your rasponsibility to imnlement and
enforce your corporate security policy, which in turn will heip ensure and protect your system and investment.
The following are some guidelines we recommend:

User Passcode Security

The defauit passcode should be “secure” meaning it is shou'd not have sequential or repetitive digits. This is the
passcode used to access mailbosxes for the first time.

* Require all users to change security upon first time access.
# implement options for passcode aging ard complexity.
Setting Default Passcode Policy

{Your screens may icok different depending on product and or varsion)

fanagse Organization
" .
Minimun Lemgth 3 =
Miritrutn Latbers =
Missimunm Lowier Cags Lottars =]
Minimouin Upper Case Lettars b |
Firdive Musierals o |
Minimum Specisd Characters 1 -3
Fassword Explration . r
WlnimLEn Age -
Other Security Recommendations
@ User accounts that are no longer in use should be removed immediately
] Perform audits of user accounts to verify that only active users remain in the system

o Restrict dialing privileges to only those that are necessary
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2.5: Repair Process for Aviex Provided Telephones and Headsets
All device repair and or replacement will be referred to the manufacture of purchase

If Avtex assistance is requested all time will be invoiced at the current T&M iabor rate.

Conclusion

You have made a significant investment in your communication system and all of us at Avtex are committed o
its success. Throughout the solution implementation, and through our ongoing suppoit of your environment, we
tzke great pride in the work that we do. As with any partnership, we welcome your ideas and suggestions on
ways that we can continue to improve our service offerings.

Thank you for your busiress and your partnership with Avtex!
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Presidio Service Transition Management

Service Transition Management is a phased process in which Presidio implements Managed Services, It
includes uploading information into the Monitoring Framework, including the Service Management
System and configuration of the DCA. This consists of all steps required to activate and onboard
Managed Services.

Kickoff Meeting

Presidio assigns a Project Manager (PM) to act as a single point-of-contact during the Service Transition
Management phase. The external Kickoff Meeting indicates the initiation of the kickoff phase and is
typically conducted via web or voice conferencing. The Kickoff Phase, as well as all remaining phases
within Service Transition Managemeni, is fypicaily facilitated by the PM in collaboration with a Presidio
Engineer.

This Setvice Transition Management phase includes the following activities:
* Coordinating, scheduling, and executing the Kickoff Meeting.
* Reviewing deliverables included in this Managed Service Contract.
* Reviewing services purchased, as indicated on the Client Purchase Order (PO).

*  Aligning Presidio and Client on all major activities, risks, and milestones during Service
Transition Management phase.

* Reviewing and scheduling a timeline for completing the Runbook and covered equipment list
(CEL).
Runbook

Reviewing the Runbook components and key information is critical to success for Service Transition
Management. Contained in the Runbook is the CEL, which identifies Managed and Monitored CIs. The
PM develops a Project Plan for subsequent steps with distribution to project contacts. The required
information must be uploaded into the Monitoring Framework. The Client is responsible for providing the
information included in the Runbook, which is provided as part of Service Transition process.

Presidio Monitoring Framework

The DCA is configured to monitor Managed CIs per the CEL included in the contract. During the
network discovery process, the PM communicates any discrepancies between identified Cls and requested
Managed Cls in the CEL. Additional documentation specifying addressing, ports, and protocols is
provided and reviewed with Client during kickoff.

Requested additions beyond the Managed CIs defined in the PO are subject to incremental service fees
and additional Service Transition Management intervals. The PM communicates with sales personnel to
add any additional items via an Addendum.

Implementing the Monitoring Framework includes the following:
* Preparing, configuring, and testing DCA.
¢ Shipping DCA to the designated Client premise.

* Remotely assisting Client with DCA installation; on-site installation support is available at client
request.
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* Establishing SSL over HTTP connectivity between Presidio and the Client premises.
* Configuring Presidio internal systems in preparation for service delivery.

Presidio inputs managed and monitored-only CI information into Monitoring Framework and the Service
Management system. Service, support and escalation processes are also configured in the Service
Management system during the Transition phase with input and agreement from the Client. This
completes the implementation of the Monitoring Framework.

Managed Device Preparation

The Monitoring Service element is dependent upon:

Network connectivity to Managed Cls,

Configuration of SNMP.

Trap Receiver destination IP address.

a5

4. Provision of login and enable passwords.

A required device-specific configuration is supplied to Client, including community strings and host
destination addresses.

Setup and Modeling of the Application

Setup and modeling of the application is 100% Presidio’s responsibility and includes the installation
software components of the Monitoring Framework. Managed device information from the collection
stage is loaded, and each individual device is configured for required monitoring statistics/reporting.
Presidio and the Client resolve any network connectivity, firewall, or routing issues between CIs and
DCA.

Remote Training Session

The PM will schedule remote training sessions as necessary. These sessions are conducted via WebEx
provided by Presidio.

The objectives of the training session are reviews of:
*  Services to be delivered.
*  Service documentation.
¢ Presidio and Client responsibilities during the service delivery process.
¢ Processes for obtaining service.
= Service escalation process.

e (Client Portal overview.

Start of Service (SOS)

The SOS milestone begins the Service Term, and is contingent on the timely completion of all activities
as identified in the Runbook project schedule. Presidio works with the Client to meet the Start Date
milestone and validate that the Service Transition Management phase is complete before Managed
Services commences. Notification/Escalation and Event Management does not occur until a detailed
operations handover has been performed, all required documentation and procedures are put in place. At
the agreed-upon start date, the PM and the Client execute a Certificate of Acceptance, concluding the
Service Transition Management phase, and the Service Delivery phase commences.
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CLIENT RESPONSIBILITIES

Install Monitoring Framework
Client shall provide the following with respect to the installation of the DCA:

* Provide appropriate secure rack-mount location for the DCA with suitable environmental
conditions.

* Install the DCA and network connectivity per Presidio-supplied guidelines or allow Presidio to
access appropriate location to deploy the DCA.

* Provide communications facilities and services including internet and network configuration.
Communication facilities and services must be maintained for the duration of the service term.

* Provide a resource to support the installation of the DCA. These activities include:
* Installing the DCA in a suitabie equipment rack and connecting to network.

*  Power connection to Uninterruptible Power System (UPS) or other facility with continuous
uninterrupted power.

*  Power-up.
* Notification to Presidio that installation is complete.
* Provide suitable commercial power, and recommends UPS or other acceptable power back-up
facilities providing a minimum of 1kVA dedicated to each appliance.
Training

The Client shall provide training coordination support, including identifying trainees and trainee contact
information.

Transition Management
To ensure Presidio’s ability to provide services for Managed Cls, Presidio requires the Client to:
q

* Assign a Project Manager or equivalent to represent the Client during the Service Transition
Management phase.

¢ Assign a Technical Lead or equivalent to assist Presidio with establishing the network access
required for Managed Services.

* The Client Project Manager and Technical Lead must attend the Project Kickoff Meeting and
training sessions.
Runbook

Utilizing the required information provided by the client, Presidio will complete the Runbook, which
provides the key information critical to success for the Service Transition Management phase. The
Runbook provides information, such as:

e Detailed CI inventory information.
* Definition of Client-specific support policies including:
o Points of contact and profile data

o Change management procedures
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© Notification policy
© Escalation policy

* Manufacturer maintenance and support contract information and contract number (e.g., Cisco
SMARTnet).

* Provide as-built documentation including detailed design, network implementation plan(s), site
survey(s), and bill of materials (if available).
Service Connectivity and Network Access

The Client is required to provide Read and Write management access to Managed ClIs as defined by the
Runbook. Access must be implemented in a timely manner in accordance to the Runbook. This includes
SNMP, syslog, and other defined protocols as necessary to support services.

The Client will maintain manufacturer maintenance and support contracts covering hardware and/or
software as may be applicable on all Managed CIs for the duration of the Managed Services contract.
Client must provide support contract details, LOA and all other Client documentation and authorization
required to facilitate incident resolution.

If the Client elects not to maintain such coverage, Presidio provides reasonable business effort only and
may not have access to necessary manufacturer resources, such as support and software updates to
facilitate repair.

In cases of special support arrangements; ¢.g., Client stocking their own spares (self-insuring), Client
acquiring manufacturer support on a Time and Materials (T&M) basis, or instances of no manufacturer
maintenance and support, the Client must provide a sparing strategy for replacement of devices, and the
replacement and recovery of device functionality is the sole responsibility of the Client.

Communication and Change Management

Presidio has a co-management approach to Managed Services, allowing the Client and other Client-
approved vendors to retain access to Managed Cls. Because multiple parties can make changes to the
environment, Presidio requires anyone with access to the Client’s environment to follow a consistent and
documented Change Management process. This process is reviewed and agreed-upon prior to completion
of the Service Transition Management phase.

The Client will:

* Notify Presidio in advance if scheduled or unscheduled maintenance of Client’s Managed and
Monitored-Only CIs will impact the:

* DCA monitoring of Managed CIs.

*  Proper operation or network connectivity of Managed Cls.

* Maintain responsibility for informing Presidio of Client employee status changes.
* Provide and maintain a list of Client employees authorized to request changes.

* Provide and maintain an escalation path within the Client’s employee base.
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a V t e x PREMIER

CUSTOMER SUPPORT AGREEMENT
Including Custom Applications

This Customer Support Agreement (“Agreement”) is entered into as of January 1, 2018 (“Effective Date”) between Avtex
Solutions, LLC.("Avtex"} a corporation organized under the laws of Minnesota, with principal offices located at 3500 American
Blvd. West, Suite 300, Bloomington, Minnesota 55431 and State of West Virginia ("Customer") with principal offices located
at 2019 Washington Street East #50130, Charleston, West Virginia 25305-0130.

Avtex agrees to provide the services described in Section 2 of this Agreement, for the System that is incorporated herein by
reference {"System") for the term of this Agreement.

1. TERM AND AMQUNT:

The term of the Agreement will be one year from the Effective Date commencing on the day of ordering software licenses.
Term of Agreement will not commence until both parties have executed this Agreement and Customer will have paid Avtex
the amount plus tax annually. Termination by Customer will immediately require payment of the balance for the remaining
term. This Agreement will be renewed automatically for successive one-year term at the current Avtex rate unless either
party gives the other party written notice of termination, which termination will be effective only on the expiration of the
current Term. Annual adjustments for incremental purchases of product and services along with manufacturer price
adjustments will apply. Payment for successive one-year terms will be annually in advance. The Customer may give Avtex
written notice of termination of this Agreement sixty (60) days prior to the Effective Date of a renewal Term. Avtex will give
the Customer at least sixty {60) days’ notice if Avtex chooses not to offer a renewal Term.

@ Annual Costs {reoccurring):
0 Base Configuration Statement of Work: § 748,024

® Managed Services agreement uplifts to Tier 1 and MACD estimated 16 hours per month

2, CUSTOMER SUPPORT SERVICES:

a. Software Maintenance. This agreement entitles the Customer to all PureConnect patches for 4.0 and 201x when
they become generally available by Genesys. Avtex will provide 24 x 7 maintenance on the base PureConnect System
Software. Maintenance specifically refers to patches for 4.0 and 20ix. Customer is responsible for performing configuration
back-ups on the System. In the event that Avtex must restore the System and the backed-up configuration is not accurate,
Customer agrees to pay all labor required at then current Avtex labor rates. Reference Exhibit A for software covered.

b. Application Maintenance. Avtex will provide support for applications installed as part of the original installation
proposal or added through a request for application development and limited to applications developed by Avtex or its
subcontractors. Reference Exhibit A for application maintenance.

c. Software Upgrades. This agreement entitles the Customer to all the base PureConnect software upgrades, referred
to as “Release” or Rx, when they become generally available hy Genesys. Labor for installation of Release i.e. R1, R2 software
upgrade is included.

d.  Menitoring. Avtex will provide proactive monitoring and alerting via Kaseya. Alerts will be sent to a customer
designated e-mail address and Avtex Support for remediation.

e. Moves, Adds, Change, Delete {(MACD). Avtex will provide two (2} hours per month (plus 16 Managed Services
Agreement) remotely such services as are necessary and available with respect to the System to move, add, change, and
delete the System during business hours, as defined in Section 4.d.

f.  Training. Remote Avtex Training services of up to eight (8) hours per year are included.

3. EXCLUDED/ADDITIONAL SERVICES:

The following services are available at the Customer’s request but are expressly excluded from this Agreement. The Customer
agrees to pay additional charges for such services, along with services noted in Section 2 above, at then current Avtex rates.
Additional equipment or features, ordered by the Customer, is subject to the prices prevailing at the time orders are placed.

a.  Repair of damage, replacement of parts or increase in service time caused by:
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1) Failure by the Customer to continually provide a suitable environment for the System(s), including but not
limited to adequate space, electrical power, air conditioning, dust control, connectivity to telephone system, host computer
system and LAN;

2) Failure by the Customer to follow the installation, operation and maintenance instructions provided by Avtex;

3) Neglect; misuse, tampering, accident or abuse, including use of the System for purposes other than which
designed;

4) Wiring, repair, alteration, modifications or improper installation by anyone other than Avtex, its subcontractors
or affiliates without Avtex prior written approval or supervision;

5) A corrosive atmosphere harmful to electronic circuits;
6) Damages caused by pests or domestic animals;

7) Accidents, disaster induding water, wind, fire, lightning and earthquake; unusual electrical shock;
transportation; acts of God or public enemy;

8] Vandalism, burglary; theft, lost or stolen parts; and/or

9} Equipment other than equipment under Warranty or Support Agreement from Avtex including damages caused
by equipment or lines of the host teiephone system, host computer or LAN.

b. Hardware Maintenance. On a billable basis, Avtex will provide such service and repairs as may be reasonably
necessary to keep the System operating in good working order.

¢. Customer and/or Third-Party Software Application Maintenance. Requests for support on applications developed
and/or installed by the Customer or other 3™ party vendors is not included. Customer agrees to pay the labor required for
such support, invoiced at then current Avtex labor rates,

d. Custom Software Application Upgrades created to meet the customer’s specific needs, which exceed the publisher’s
usual and customary programming practices, may incur additional programming charges in the upgrade of the operating
system software. Avtex will notify Customer of such Applications that may result in additional upgrade charges prior to their
creation.

€. Any services required for reconfiguration of the PureConnect system as required to support the Customer’s changing
of their Central Office {CO). This includes, but not limited to, changes within the same CO, changing CO’s and/or adding
circuits.

f.  Phones. For phones purchased through Avtex, Avtex recommends the Customer purchase spares, as Avtex does not
provide break/fix support.

g Ancillary Servers & Non-Genesys Software. Support foi ancillary servers and software, exciuding the main
PureConnect server, are the responsibility of the Customer.

4. SUPPORT COVERAGE:

a. Response/Emergency. During business hours, as defined in Section 4.d., Avtex provides priority routing to live
assistance to respond to emergencies. During non-business hours, Avitex will respond to emergency calls (the inoperability
of the System) within 30 minutes via Answering service after receiving notice thereof.

Inoperability is defined as:

®  Unscheduied total system outage or failure to reboot

* Inability to access the system through 25% or more of all ports
¢  Loss of system integration

=  Continual system restarts or failovers

*  Loss of dial tone on more than 25% of system

* A custom software program developed by Avtex is not functioning.
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b. Response/Non-Emergency. Avtex will acknowledge non-critical issues by 10:00 a.m. Central the next business day
after notice thereof.

¢. Availabllity. Avtex will make service available to customer twenty-four (24) hours per day, seven {7) days per week,
except holidays observed by either Avtex or Customer. Note: Non-emergency service requested during non-business hours
will be invoiced at the non-business hour labor rate as defined in Section 5.

d. Business Hours. Support will be provided during business hours. Business hours will be understood to mean Monday
through Friday, 7:00 a.m. to 7:00 p.m. Central, except any holidays observed by either Avtex or Customer.

e. Non-Business Hours, Non-business hour support will be provided for break-fix related issues. Non-break-fix issues
will be addressed the following business day as outlined in Section 4.b., unless invoicing is approved by the customer.

f.  On-Site Support. Any on-site coverage will be invoiced at then current Avtex rates.
5. CURRENT BILLABLE SERVICE LABOR RATES:

Different types of services and their respective rates are available upon request. Support will be invoiced in 30-minute
increments after exceeding the minimum.

Services provided during business hours, as defined in Section 4.d., will be billed at then current Avtex labor rates.
Services provided during non-business hours requires 30-min minimum billing at the non-business hour rate of $185 per hour.

6. OBLIGATIONS OF CUSTOMER

a. Customer will pay to Avtex, afl charges, including applicable taxes set forth below:
1) For all services covered in Section 2, Customer will be obliged to pay the amount set forth in Section 1.
2} Charges for services provided as specified in Section 2.
3) The price for additional equipment and features ordered as specified in Section 3.

b. "Payment” - The amount set forth in Section 1 of this Agreement will be due and payable in advance of the
commencement date. All other charges will be due and payable upon receipt of invoice.

¢. To permit performance of services herein mentioned, Customer hereby grants Avtex access as necessary to the
business premises of Customer.

d. Customer agrees to allow Avtex to use Customer’s name for marketing purposes.
7. DEFAULT:

a.  If Customer is delinquent in payment of sums of money owing to Avtex, for equipment or services invoiced under
the provision of this, or any other Agreement between Aviex and Customer. Aviex will have the right, after written notice,
to cease performance of maintenance service hereunder until such time as such delinquencies are cured. Such suspension
in service wili not extend the term of this Agreement beyond the term herein provided.

b. In addition to ali remedies available to Avtex at law or in equity, in the event of a defauit by Customer hereunder or
under the terms of any other contract between Avtex and Customer. Avtex will be entitled to collect interest upon the sum
then due and owing at the maximum rate of 18% per annum from the due date of the last payment until such default by
Customer has been cured. It is expressly agreed and understood that in no event will the aggregate interest exceed the
maximum rate of interest that can be charged under the applicable state law.

c. Should either party be obliged to institute legal action to enforce its rights hereunder, the prevailing party in such
action will be entitied to recover reasonable attorneys' fees in the amount allowed by the court.

8. ASSIGNMENT:

Avtex will have the right to assign the maintenance of the System to a vendor approved in writing by Customer; approval will
not be unreasonably withheld.

9. CUSTOMER TO PROVIDE:

Customer will, as specified by Avtex in writing, provide appropriate environmental conditions, necessary commercial pawer
and facilities for the System, access to the premises, and if required by local law, conduit and or special fire-retardant cabling.
Customer will pay all charges including, but not limitad to charges for telephone trunk lines, PBX extensions and or PBX
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equipment, host computer ports and data connection(s), Local Area Network (LAN) connection(s) required for the
maintenance of the System.

10. REPRESENTATION:

Customer and Avtex each warrant and represent to the other that it has been duly authorized by all necessary corporate or
other action to execute this Agreement and will not violate any provision of law or its Articles of Incorporation or Bylaws, or
result in the breach of an Agreement to which it is a party.

11. NOTICES:

All notices required or permitted to be given under this Agreement may be given by either party to the other by depositing
same in the United States Mail with first class postage prepaid or by facsimile, Until changed by written notice, such notices
will be directed to Avtex at the address that appears at the beginning of the Agreement and to Customer at the Premises.

12. LIMITATION OF LIABILITY:

Notwithstanding same, should the Sysiem malfunction or cease to function for any reason, including telephone service
interruption, defective parts or workmanship, negligence of Avtex, or any breach or alleged breach of this Agreement, Avtex’s
liability hereunder will be limited to general money damages in an amount not to exceed three (3) months maintenance
service. Such limitation will be the full extent of Avtex’s liability regardless of the form in which any legal or equitable action
may be brought against Avtex, and the foregoing will constitute Customer's exclusive remedy.

UNDER NO CIRCUMSTANCES WILL AVTEX BE LIABLE FOR ANY LOST PROFITS OR FOR SPECIAL, CONSEQUENTIAL, OR
EXEMPLARY DAMAGES, OR COMMERCIAL LOSS, OR FOR INFRINGEMENT CLAIMS DUE TG USE OF SOFTWARE, EVEN IF AVTEX
HAS BEEN ADVISED

Furthermore, no action, regardless of form, arising out of or under this Agreement may be brought by either party more than
one (1} year after the first day that the cause of action has occurred, except for an action for nonpayment. Avtex hereby
assigns to and passes through to Customer any Warranty provided to it by its equipment supplier(s), and Avtex will not he
responsible for any defective parts or workmanship in new equipment provided hereunder. Rebuilt or reconditioned
equipment may be provided upon notice to Customer, and Avtex will be responsible therefore to the extent of the terms of
this Agreement, and same will not reduce to any extent the Warranty or the availability of maintenance provided hereunder.

13. ENTIRE AGREEMENT:

The provisions contained in the foregoing and attached System Iltemization constitute the entire Agreement between Avtex
and Customer and any alterations or modifications thereto must be in writing, reference this Agreement and be executed by
both parties. If any provision{s) of this Agreement are held to be illegal, invalid or unenforcea ble, then such provision{s) will
be deemed null and void, without invalidating the remaining provisions hereof.

14. THIS AGREEMENT WILL NOT COVER:

An act or event occurring external to the equipment, which causes, either directly or indirectly, a failure or malfunction in the
equipment including without limitation, faiiures or maifunctions of the trunk or toil lines, cable or other equipment
connecting the equipment to the telecommunications system, failure of the host telephone system or abnormal power
fluctuations, which adversely affect the equipment.

15. EMPLOYEES:

Customer agrees not to hire directly or indirectly any employee(s) of Avtex from the date of this Agreement and for one (1)
year thereafter without prior consent from the President of Avtex. Should Customer hire such an employee during this
period, the Customer will pay, as liquidated damages and not as a penalty, the sum of Seventy-Five Thousand Dollars
($75,000) for each employee hired.
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IN WITNESS WHEREOF, Avtex and Client cause this Agreement to be executed by their duly authorized representatives on the
dates specified below.

Avtex Solutions, LLC (“Avtex”) State of West Virginia (“Customer”)
By: By:
Name: Name:
Title: Title:
Date: Date:
Confidential and Proprietary Information of Avtex Page50f6 Rev. 9.05.2018
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Exhibit A:

We based our pricing on the configuration provided to us below. Any additions or reductions to software, hardware and
applications will affect the pricing, as well as, any manufacturer pricing adjustments.

Exhibit B: Premier Features

¢ Includes Customer Journey Mapping and Innovation Workshop
* Includes Three User Experience Assessments Including Score Card, Reporting, and 6-month follow-up

* Includes instaliation, one {1) hour remote Avtex training and application support for one of the following Avtex
products:

o RaboReports — Scheduled report delivery
O [Survey - Post call survey
o Avtex Clone — Server sync
e  10% Discount off List Rate for Avtex VRA (Voice Readiness Assessment)
¢  Special rate of $421/site/month for Avtex AVPRO Proactive Voice Network Menitoring
*  10% Discount off List Rate for Disaster Recovery as a Service (DRaa$)
* 10% Discount off List Rate for Professional Services

»  50% Discount off List Rate for Solution Optimization Consulting
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Executive Summary

State of West Virginia recognizes the need for a PureConnect Cloud Contact Center solution by Genesys. To
improve quality, reduce costs, strengthen controls, and remediate staffing issues, Avtex will provide the
following support and services.

With the combination of your Premier Support Agreement and this Managed Services Agreement, Avtex will be
delivering the fellowing services:

e Moves, Add, Change, Delete (MACD)

® Tier One Troubleshooting

@ Service Database Integration

@ Mon-Fri; 7 AM - 7 PM Central, Full Support
s 24 x 7 Emergency Support

= Support for all customizations and integrations

Avtex is proposing remote pooled support staff focusing on the services defined above. In addition to the
existing Premier support contract covering all levels of remote support, Avtex has a full team of individuals who
can provide support on the PureConnect Cloud platform.

Scope Overview

Avtex will provide support for State of West Virginia’s PureConnect Cloud solution from Genesys, in accordance
with Client’s established policies and procedures, including:

Support Services

Avtex will perform the following as part of Support Services:

e Follow Client standards and procedures for Security, Change Management, Stakeholder Communication,
and System Availability Protection {maintenance windows)

= Determine the type of probiem when assigned by the State of West Virginia Voice Services and own the
ticket through resolution

e Perform any necessary troubleshooting or discovery work and engage the appropriate party to resolve
the issue as needed

e  Work directly with end users as required to resolve the Issue

* Keep end users updated as needed

e Create Knowledgebase Documents {“KB’s”) for common, repeat issues reported by End Users and share
with State of West Virginia Help Desk

e Manage to State of West Virginia Incident Management Service Levels

» Gather all necessary logs for investigation of issues

® Engage third party vendors including Genesys as needed for follow through to resolution

= Keep vendors and partners updated as needed

= Perform post installation verification

Managed and Hosted Voice Services 11.09.18
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=

Telco support
¢ Troubleshooting and resolution of Tier One, End-user issues in coordination with client voice
services and or telecom team
o All changes will be reviewed and approved by State of West Virginia

Reports/Meetings

Avtex will provide State of West Virginia with at least monthly Support Statistics via your personalized
Power Bl view to review support statics ad-hoc
Avtex will meet onsite with State of West Virginia quarterly to review Support Statistics
Avtex and State of West Virginia will meet on a reoccurring scheduled cadence to review open incidents
Avtex and State of West Virginia will meet after 3 months, 6 months and @ months

o Evaluate hours consumed and determine if this agreement hours needs to be adjusted

o Should the guarterly Managed Services hours show a ten-percent (10%) increase or decrease

the parties agree to review and discuss an increase or decrease in the terms

Incident Transfer

State of West Virginia will submit issues ta Avtex as described below:

All requests for support and services will be submitted to the State of West Virginia Voice Services

State of West Virginia Voice Services will triage and troubleshoot

Upon determining the incident is related to the PureConnect Cloud solution the incident will be assigned
to Avtex for resolution

State of West Virginia will provide Avtex access to their Client ticketing system and collaborate with the
Avtex Application Development team to integrate between Avtex and State of West Virginia ticketing
systems

Both State of West Virginia and Avtex will need to participate in design, deployment, testing and
ongoing support of systems for integration.

Exclusions

Avtex is NOT required to provide support for:
o Server and Desktop hardware support
o Microsoft OS configuration that is NOT related to Avtex and Genesys software
o Telephones — Hardware Provisioning and Deployment

o Account relationship, Initial contact, case creation, and assistance with resolution of issues
o Coordination and resolution of new or change related issues. All changes will be coordinated
with Avtex
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Services Details

Move, Add, Change & Delete (MACD)

State of West Virginia will identify designated technical employees to contact and work with Avtex’s Technical
Assistance Center {TAC).

Avtex will perform the following as part of Move, Add, Change or Delete. MACDs are classified as small
administrative Moves, Adds, Changes and Deletes from the PureConnect Cloud / Genesys solution, including but
not limited to:

» Users

e Stations / Managed Phones
s Client Templates

¢ Workgroups

¢ Roles
@ Status Messages
o DialPlan

s  Phone Numbers (DID Table)
* Password Policies

e Schedules

@ Reports

=  Wrap-up codes
e ACD Skills

e Interaction Recorder - Categories, rules, policies
¢ Interaction Dialer - Call lists, campaign creation
e [Interaction Optimizer

Client requested changes beyond the scope of MACD.requests above would require scoping by Avtex. These
requests will be treated as small projects, requiring either a change order or = scope of work, and will be
invoiced at the Avtex current or client contracted labor rates.

Tier One Troubleshooting

State of West Virginia will identify designated technical employees to contact and work with Avtex’s Technical
Assistance Center (TAC} for troubleshooting.

This option provides relief for the client’s PureConnect staff. State of West Virginia’s end users continue to
process requests and or issues through client’s internal processes. When the need arises to contact Avtex
support for assistance, the client’s designated contact(s} will open a CTN with Avtex. From this point forward
Avtex will work directly with the end user(s) to resolve the issue.

The Tier | specialist will gather the client’s information and determine the client’s issue(s) by analyzing the
symptoms and figuring out the underlying problem. This includes troubleshooting methods such as:

¢ Verifying physical layer issues
® Resolving username and password problems

ivianaged and Hosted Voice Services 1i.09.18
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@ Uninstalling/reinstalling basic software applications
* Verification of proper hardware, software and applications set up
¢ Assistance with navigating around application menus

Personnel at this level have a basic to general understanding of all Avtex supported hardware and applications.

Transition to Support

When we engage a client for support of their environment we conduct a transition to su pport meeting to ensure
we are covering all aspects of the support process with our clients. This meeting includes personnel from the
Avtex team as well as the State of West Virginia team. As part of the meeting, we go over the support process
to include opening, updating, and resolving CTNs as well as defining contacts for each company, appropriate
monitoring sets, maintenance windows, remote access and other items.

This meeting allows both parties to “get on the same page” as well as ask questions and provide more details as
to how we will work together in our partnership.

Product and Services Quote

Included in Customer Service Agreement CSA cost illustrated in section 1 Term and Amount.

Additional Information

Effective Date: January 1, 2019
Agreement Length: 12 months
Support Services and Responsibilities

* English proficiency is required to contact Avtex TAC.

* Information Technology (IT) support services will be available Monday Through Friday {Avtex designated
holidays excepted) during normal business hours

¢ To provide the most efficient level of service, Avtex will not take calls directly from end users but rather
use the State of West Virginia service desk to funnel their support through to Avtex. The service desk
should be able to determine if it is a PureConnect issue, an issue on their network, etc. Routing would
be as follows:

o Non-critical during business hours — call, email, open ticket via OnPoint {Avtex client portal)

o Non-critical after business hours — call, email, open ticket via OnPoint (Avtex client portal). For
non-critical requests opened outside normal business hour, Avtex will respond the next business
day.

Business Critical issues regardless of time of day or location of end-user — call Avtex su pport
directly

O

©  During business hours will be answered by a live support technician
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@

= After-business hours will be handled by an answering service, who will contact Avtex on-
call personnel to work on the incident.

Support agreement incidents are prioritized by severity, and then by the order in which each incident is
received. Critical equipment outages are treated with the highest priority. Avtex will make a good faith
attempt to acknowledge every support Incident within two (2) hours from receipt of Service Request,
during normal business hours

Client Responsibilities

Train Avtex Resources on Client’s standards and procedures for Security, Change Management,
Stakeholder Communication, and System Availability Protection {(maintenance windows), and where
those standards and procedures are stored and maintained.

Provide Avtex Management the location of Client’s standards and procedures and a list of client tool
sets used to deliver Support and Managed Services.

State of West Virginia will assign a Client Project Manager and Release Coordinator to manage end-user
communications for Genesys software Release and Patch updates.

Assumptions, Constraints, and Identified Risks

Client will be responsible to have a suitable, serviceable broadband connection (defined as cable, DSL,
partial to fuli T-1, or greater bandwidth) and agrees to provide the necessary cooperation to allow an
engineer online via an acceptable and secure Internet connection to gain remote access to Client’s
system(s) or providing remote monitoring, support and troubleshooting

If it is determined by Avtex and the client that an issue needs to be escalated to the manufacturer of the
software or hardware being supported (e.g. Microsoft, Mediant, etc.) any fees associated with engaging
the manufacturer will be the responsibility of the client.

Client will provide Escalation lists and protocols, including contact names, contact methods, response
policies and procedures, and definitions of critical events.

Client agrees to provide necessary cooperation to assist Avtex in providing support via telephone or
remote support tools before on-site service is requested

Client will, to maintain security from threats via the Internet, have in place a hardware firewall
protection device acceptable to Avtex

No illegal, unlicensed or “bootlegged” software will be installed, supported or serviced by Avtex

Avtex will invoice an hourly fee of at our current Avtex labor or negotiated rates for engineering time
used to troubleshoot any non-PureConnect server, device or application. Additionally, Avtex will invoice
current Avtex labor or negotiated rates for any engineering time used to troubleshoot or reconfigure the
PureConnect instance and the infrastructure on which PureConnect resides. If State of West Virginia or
any 3rd party modifies the PureConnect instance or infrastructure.

All software installations, hardware replacements, upgrades or configuration changes must be
performed by Avtex unless otherwise agreed in writing. Avtex will invoice Avtex standard rates during

Managed and Hosted Voice Services 11.09.18
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normal business hours with 2 minimum of two hours for engineering time used to troubleshoot or
reconfigure servers, desktop computers, laptop computers, notebook computers, routers, firewalls,
managed switches, backup devices, network devices, or telephony systems that have been modified by
anyone other than Avtex. Client is responsible for the cost of all hardware components, software,
consumables and related costs for repair and/or replacement of equipment not covered under warranty

* Incidents that cannot be completed during normal business hours will be completed by Avtex during the
next available normal business day time slot. If Client requests Avtex to continue to work after normal
business hours, Client will pay for after-hour emergency services provided at the after-hours rate
outlined in the Customer Support Agreement (CSA) with a two-hour minimum unless included within
the Services listed above

= This support agreement includes support incidents but does not include enhancements on the various
platforms. Such requests must be made through your Account Executive or Client Account Manager.
These requests will require a separate statement of work.

Warranty

Nothing herein to the contrary notwithstanding and except as expressly stated in this agreement Avtex does not
make, and hereby disclaims all expressed or implied warranties, including, but not limited to, warranties of
merchantability, fitness for purpose, non-infringement and title and any warranties arising from a course of
dealing, usage or trade practices.

©  Product warranties, if any, are provided by the respective manufacturer{s) or publisher{s) of the
respective products and not by Avtex. Avtex’s sole obligation is to act on behalf of Client to assist in the
satisfaction of the manufacturer’s or publisher’s warranty;

®  Avtex hereby warrants that any products or materials to be installed by Avtex’s technicians will be
installed in a good and workmanlike manner, consistent with generally prevailing and accepted industry
standards for comparable services, and in compliance with the requirements of this agreement. Services
will be performed or provided in compliance with all statutes, acts, ordinances, laws, rules, regulations,
codes and standards.

Escalation

If the Client is dissatisfied with Avtex's service under this agreement, please contact your Avtex Account
Executive. An Avtex manager will review the concern, investigate, and reply within one business day. Some
issues may require detailed investigation and more than one day for resolution.

Fees and Payment Terms

This agreement is valid for 30 days. If Client has not accepted the agreement within a 30-day period, by virtue of
authorized signhature, then the agreement is no longer valid.

Note: Any travel and applicable taxes are not included in this summary.

WMianaged and Hosted Voice Servicas 11.09.18
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Fees
Annual Support Services Agreement
Fees will be invoiced on an annual basis and are due upon receipt.

Professional Services outlined in the agreement will be 100% due upon signature unless other payment terms
were agreed upon and written in this agreement.

This agreement will automatically be renewed unless written/email notice is provided by the Customer thirty
(30) days prior to the end of the term.

Payments

Client will be responsible to pay all applicable shipping and sales and use taxes; however designated, incurred as
a result of or otherwise in connection with this agreement or the Services. Any invoice not paid within 30 days
after it is sent to Client will accrue interest at 1.5% per month or, if lower, the highest rate allowed by law.

Billing Profile Information:

Billing Address:

Billing Contact Name:

Contact Phone:

Contact Email;

D No change to current billing information
Acceptance

This Agreement is made between Avtex Solutions, LLC {“Avtex”), and State of West Virginia, {“Client”) pursuant
to the terms of the Master Sales Agreement that Avtex and Client have executed.

In WITNESS WHEREOF, Avtex and Client cause this Agreement to be duly executed below.

Avtex Solutions, LLC State of West Virginia (“Client”)
Signature: Signature;

Name: Name:

Title: Title:

Date: Date:

Managed and Hosted Voice Services 11.09.18
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Appendix A - Priority Leveis

“Priority Levels” are the severity designation assigned to a Problem or Incident (i.e., Emergency, High Priority,
Medium Priority, or Low Priority). All Problems, incidents and/or contacts with the Service Desk will be logged
and assigned a level of priority considering these Severity Levels which are identified in the table as follows:

Severity Level Description Criteria for Severity Level [one or more may be present)

e Total loss of critical application / system
One primary or all Facilities are impacted, and users are unable to
perform their duties
: e Total loss of production service(s) to any part of Client’s business
jCritical and no workaround, bypass or alternative is immediately available

Emergency |
iBusiness Impact, ® Impacts one or more Service Levels, revenue streams or delivery
schedules

® Animminent outage that could turn into a total loss of production
i service(s) or could cause any of other Severity Level 1 criteria
i described above

A key enterprise component, application, critical system or network
is down, degraded or unusable
High & Major loss of production service(s) to any part of Client’s business
High Priority i — that does have a work around
e Processing is severely impacted or multiple Clients are impacted and
no acceptable workaround, bypass or alternative exists
e Potential critical impact on 2 Service gefivery condition exists

e An enterprise component or procedure is down, unusable or difficult
to use

* Minor loss of an application(s) or production service(s) is degrading

Medium service but does not prevent the delivery of service to the Client

Business Impact ¢ |mpaired ability to deliver service affecting scattered users

Problems that would be considered Severity Level 1 or 2 that have a

workaround, alternative or bypass

An acceptable workaround, alternative or bypass exists

Medium Priority

Component or procedure that is not critical to the Client
Alternative is available, deferred maintenance is acceptable

An acceptable workaround, alternative or bypass exists
Minimal impact to business

No production systems, applications or environment is affected
How to questions

Low
Low Priority Business Impact or
Question

@ @& ® ® * @
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Appendix B - Service Level Guidelines

Business hours

Non-Business hours and

Halidays

Hours:of Activity

Live call into queue

Foliow-up Service Level:
Daily

business day

Follow-up Service Level: Daily

Emergancy . : Contact: 30 min
Initial Contact: Immediate :
Requires live call Follow-up: Hourly 24x7
Follow-up: Constant
into queue Escalation: 4 Hours
7:00 AM-7:00 PM
. Initial Contact: Immediate Contact: 10:00 AM Central next
High {Central)

Monday thru Friday,
excluding holidays

Initial Contact: 4 Hours

Contact: 10:00 AM Central next

7:00 AM-7:00 PM

All interaction types

Follow-up Service Level:
3 business Days

Follow-up Service Level:
3 business Days

High ) (Central)
. ) Follow-up Service Level: business day .
OnPoint or E-Mail . ) ) Monday thru Friday,
Daily Follow-up Service Level: Daily ) .
excluding holidays
" Contact: 10:00 AM Central next 7:00 AM-7:00 PM
i Initial Contact: 4 Hours )
Medium business day s (Central)

Monday thru Friday,
excluding holidays

Initial Contact: 4 Hours

Contact: 10:00 PM Central next

7:00 AM-7:00 PM

after receipt of the request

Low business day (Central)
Follow-up Service Level;
All interaction types p Follow-up Service Level: Monday thru Friday,
5 Business Days . . .
5 Business Days excluding holidays
Changes will be scheduled durin 7:00 AM-7:00 PM
Move, Add, Change, | Requests will be completed ges ) u "
T ) Avtex business hours and will be (Central)
Delete within 2 business days after o .
. . completed within 2 business days | Monday thru Friday,
All interaction types receipt of the request

excluding holidays

avtiex
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Attachment 4.2.2.4.3 - Avtex - State of West Virginia - SOC 2
Letter

Please find the attachmeri onr the follcwing page.
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April 18,2018

Avtex Solutions, LLC

3500 American Boulevard West
Suite 300

Minneapolis, MN 55431

Type II SOC 2 Completed
April 1, 2017 - March 31, 2018

Avtex Solutions, LLC has completed a Type II SOC 2 examination covering the Security and
Availability Trust Services Criteria related to Avtex’s hosting and managed services. The
report was for the period April 1, 2017 through March 31, 2018. The examination resulted in
an unqualified opinion. The examination was performed by Linford & Company LLP, a

Certified Public Accounting firm,

linford&ceo llp
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Avtex Project Management Overview

The Avtex Project Management approach works hand in hand with the customer's project team.
The Avtex Project Manager is the main point of contact on the Avtex Project Team once the
project is initiated. Our project managers are trained in various industry standard project
management processes, including Waterfall and Agile Scrum, and most carry project
management credentials in those methodologies.

Our Project Manager will bring implementation knowledge and experience for deploying similar
projects and help your project team understand and plan for the tasks they will need to complete
to hit target timelines. A regular cadence of planning and status meetings will be scheduled with
the core project team, and regular additional project communication will be provided through
status and budget reporting and dedicated SharePoint project portals for collaboration.

When the customer Project Team includes a Project Manager or a Project Management Office,
our Project Manager will team up with the customer’s Project Manager to deliver the best
possible salution for the customer. If the customer does not have a Project Manager, the Avtex
Project manager will work closely with the customer’s designated project lead.

Avtex has three basic project implementation methodologies and processes depending on the
type of project:

* Avtex Standard Project Implementation Methodology
* Auvtex lterative Project Implementation Methodology
» Avtex Consulting Project Methodology for Small Projects

3500 American Blvd W. Suite 300, Bloomington, MN 55431
800-323-3639 | www.avtex.com
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Avtex Standard Project Implementation Methodology

The Avtex Standard Project Process methodology follows a five (5) Phase process, with Project
Management throughout the project.

This methodology is generally used for our implementation, upgrade and enhancement projects
in the Contact Center, Unified Communications, SharePoint, Office 365 spaces, as well as
smaller CRM Implementations and Enhancements and smaller Application Development
projects.

NG NENBMNE

INITIATE BUILD TEST DEPLOY TRANSITION
& DESIGN & TRAIN & ACCEPT
l‘ 3
PROJECT MANAGEMENT
& CONTROL

¥

Initiate & Design

Avtex will assign the project team upon signature and the project team will work with the sales
team to transition the project into delivery and kick-off the project with the client. Any design
workshops, final design documentation required and infrastructure readiness will occur during
this phase.

¢ Project initiation & Pianning Tasks
* Project Kick-off Meetings
» Software/Hardware Procurement
CX Assessment Engagement, if applicable
* Design Workshops / Meetings
» Design Documentation
» Preliminary Test Plan
e Preliminary Training Plan
= Customer Hardware & Network Readiness, Installation / Build
¢ Voice Reacdiness Assessmani (VRA), if apnlicakle
+ Milestone: Design Approval

3500 American Blvd W. Suite 300, Bloomington, MN 55431
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Avtex engineers, developers, and application consultants will complete installation, configuration
and custom development work included in the scope of the project. Base functionality and unit
testing is completed by resources as part of their efforts during the solution build out.

* Installation, Configuration, Development, Unit Testing

= Final Test Plan

¢ Final Training Plan

¢ Customer Starts User Acceptance Testing (UAT) Scripts & Case Development
* Milestone: Installation, Configuration and Development Completed

Test & Train

The test and train phase requires resources other than the original engineer, developer and or
consultant to test the solution to verify it meets agreed upon designs, and most importantly
requires the customer to test the solution and confirm the required functionality and business
cases are tested to ensure it meets designs and business needs. Adjustments will be made
based on test results if they did not meet the design requirements. Occasionally new
requirements result from business test cases that may require change requests, which will be
handled through the project change management process.

Avtex trainers will train your key resources, i.e. SMEs, Team Leads, Trainers, Administrators
during this phase, most often prior to UAT to ensure your UAT testers are able to effectively
complete test scripts. Customers’ trainers will take the training and complete preparations for
their end user training in the Deploy Phase.

* QA Testing

« Customer Completes UAT Test Script & Case Development
s Train the Trainer Sessions

= Customer Completes End User Training Plan
UAT Kick-off

Customer User Acceptance Testing (UAT)
UAT Support & Adjustments

Milestone: UAT Acceptance

Customer Training Development

Production Deployment/Cutover Plan

* Milestone; Production Go/No Go Decision

3500 American Blvd W. Suite 300, Bloomington, MN 55431
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Deploy
The Deploy Phase is putting the new solution into a production environment, or the final
environment included in the solution and scope.

Customer End User Training
Deployment / Cutover

Data and/or Configuration Migration
First Day of Service

Second Day of Service, if applicable
Milestone: Production Usage

Transition & Accept

The Transition & Acceptance phase handles transitioning the environment from the project team
to the appropriate support organization, be that an Avtex Support team or the customer's
support organization. Most projects include a short Post Implementation Support / Hyper Care
period of about two weeks, unless otherwise agreed to, to handle post production questions and
punch list items to ensure that smooth transition. This phase also includes any additional
environment refreshes, swiicihi-overs and any iraining that requires production daia to compiete.

Post Implementation Support / Hyper Care

Switch Over, if applicable

Hand-off to Support

Additional environment refresh, if applicable

Post Cutover Training Requiring Production Data, i.e. Analyzer, WFM/Optimizer, etc.
Project Closure Tasks

Milestone: Project Acceptance and Closure

Project Management and Control
Project Management encompasses the project and occurs from the beginning of the project untii
the project is accepted and closed.

Avtex Project Team Project Status and Planning Meetings
Full Project Team Project Status and Planning Meetings
Project Status Reporting & Communication

Project Budget Management and Reporting

Task Management and Reporting

Issues & Risk Management and Reporting

Resource Management and Reporting

Schedule Management and Reporting

Project Change Management

Training and Test Planning Management

3500 American Blvd W. Suite 300, Bloomington, MN 55431
800-323-3639 | www.avtex.com
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Avtex lterative Project Implementation Methodology

The Avtex Iterative Project Process methodology is time boxed, repetitive and collaborative
approach based on the Agile Scrum methodology. It provides the product owner the ability to
regularly assess and reassess the priority of the work that will get completed in a specified time
box called a Sprint. This methodology allows the team to focus on the highest priority items and
drive those to completion more rapidly.

This process is generally used at Avtex for larger Application Development projects, some large
CRM Implementations with custom development and on-going product/solution enhancements.

_’ Sprint Planning &
@ Estimate & - J|#- |0 sprint Backiog
SOW Al
| f
Prioritized = i
Sprint Review, Demo Design, Development, Testing
(D Erduct |% B Retrospective J 3 % [@ of Sprint Backiog ]

Lser Stories & Backlog Scrums &
Epics " Story Hours K~
T = Product Backl
—— Gmo':nmg = % sprint Deplayment
‘L A =
[ 2 - 4 Weeks 3

Our Iterative Project process uses most of the standard Agile Scrum terminologies, assets, and
meetings, with some adjustments to better adapt it to a consulting engagement.

¢ Sprints: A Sprint, the timebox for the current work, will generally be run two - four
weeks in duration. Sprints, or iterations, for a specific project will all be of the same
agreed upon duration.

* Product/Project Backlog: ordered list of desired features, outcomes, issues, etc.
owned by the Product Owner.

= Sprint Backlog: committed project backlog items broken down into tasks and owned by
the team.

» Scrum Meetings: a 15-minute daily time-boxed event for the Team to inspect, adapt
and transparently synchronize on the Sprint Goal. Team members answer the following
three questions:

o What did | accomplish yesterday?
o What will | accompiish today?
o Are there any roadblocks?

All members of the project team including the customer team are welcome to attend the
daily scrum meeting but any discussion beyond the three questions from the developers
will take place separately from the scrum meeting.

» Sprint Review/Demo: an inspect and adapt mechanism for the Product Owner to get
feedback on the working product increments from stakeholders. Sprint Review will be

3500 American Blvd W. Suite 300, Bloomington, MN 55431
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held at the end of each sprint prior to the next sprint planning activity. Any updates
requested as a result of the sprint review will be captured in the Product Backlog and
prioritized by the Product Owner.

» Backlog Grooming: Working session scheduled with product owner, key business
stakeholders, scrum master as well as technical resources as required. The objective of
this working session is to review the product backlog, adjust priority and identify user
stories to be included in the next sprint.

In addition to Agile Scrum focused methodology, there will be regularly scheduled Project
Sponsor status meetings to report progress, issues, opportunities and hours to the executive
leadership. These meetings will include sponsors, product owner, project manager, scrum
master but generally not the development team. Al status reports as well as an ongeing issues
list will be maintained on the project's Avtex OnPoint collaboration site.

For our Application Development projects in addition to the above standard scrum ceremonies
and processes, we recommend adding a weekly Story Hour.

» Story Hour: Given the distributed nature of the team, a designated “Story Hour” may be
scheduled once a week throughout the duration of the development effort. The purpose
of Story Hour is to give the team the opportunity to review User Stories under
development to clarify objectives and expected behavior of the system as a group. This
ensures common understanding across the team. The Product Owner, Scrum Master,
Team and invited SMEs are involved in the Story Hour.

Avtex Consulting Project Process for Small Projects

A project that does not require engineering, development and/or deployment of any kind will be
run as a single Consulting Phase. This type of engagement is used for Discovery,
Assessments, WFM Consulting, Training Engagements, etc. CX Consulting projects also follow
this process but have additional sub-phases to track specific scope milestones.

Some very small enhancement projects will be run using our Avtex Consulting Project Process
as well, with a single phase and basic tasks to build out, test and deliver the agreed upon
solution to the client in an as efficient manner as possible.

A Project Manager or Coordinator will be assigned to interface with the client and ensure proper
scheduling and coordination and hand-off between resources and the client.

3500 American Blvd W, Suite 300, Bioomington, MN 55431
800-323-3639 | www.avtex.com
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Executive Summary

West Virginia Office of Technology is seeking proposals from Vendors to establish an open-end, Statewide
Contract for Managed Voice Services and Hosted Voice over Internet Protocol ("VolP"} Services, encompassing
Unified Communications as a Service ("UCaaS"), and Hosted Contact Center Services.

It is the State's intent to establish a contract with a single Vendor to provide maintenance, management, and
support for the State's current IP Telephony platforms while working to migrate those telephony services to a
fully managed and hosted VolIP solution. Additionally, the Vendor will be expected to provide daily management
and operational support for multiple Contact Centers while working to migrate those Contact Centers to its
hosted solution.

Avtex is pleased to respond with a proposal for the PureConnect Cloud platform from Genesys to meet State of
West Virginia’s requirements for a contact center solution. This Statement of Work describes the solution
design, hardware and software requirements, scope of services provided by Avtex, and State of West Virginia
responsibilities. Once the project team is assigned, Avtex will work with State of West Virginia to create the
Solution Design Document, which serves as the project blueprint and captures the detailed, customer-specific
application requirements.

This Statement of Work includes pricing for Avtex Professional Services to design, build, and implement the
solution. Genesys will provide the cloud-based infrastructure and systems, and Avtex will manage the project
from kickoff through support-transition, working closely with the Genesys and State of West Virginia teams
throughout the process.

CX Experience Analysis

This project includes a CX Experience Analysis, intended to begin at the start of the project. During the
implementation, the Avtex team will review each customer contact center interaction and define the functional
and emotional needs of the interaction. This analysis will be used to help configure the PureConnect

platform. The analysis will include:

@ Definition of the various customer contact center interactions

&  Workshop to define the emotional and functional needs of the customer for each interaction
* Definition of leading practices for those interactions

¢ Capability analysis of the PureConnect platform

e Integration and Configuration recommendations

Note: The Project Change Order process will be used to document and approve any new applications or
integrations that may be identified in the CX Analysis, but not defined in this Statement of Work. This includes
any potential licensing changes. The teams will then determine the estimated impact to the project budget and
decide how and when to move forward with those enhancements.

Key differentiators of PureConnect Cloud include:

ivianaged and Hosted Voice Services - Base Configuration
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= Experienced and Proven: Genesys is an experienced and proven contact center and unified
communications solutions provider, offering the PureConnect Cloud solution based on a single, all-in-
one IP communications software suite with more than 6,000 customer deployments. PureConnect Cloud
offers data isolation through a single-customer, multi-instance environment, with industry-certified
security, giving customers an option to keep all voice traffic within the customer’s network.

* Breadth of Functionality: Giving customers a higher return on their investment, Genesys delivers a
cloud solution that provides the broadest inbound and outbound multichannel contact center and UC
functionality, developed and delivered by a single vendor. This functionality includes IVR, muitichannel
routing and recording, screen-pop, outbound/blended dialing, quality monitoring, workforce
management, desktop call contral, desktop faxing, unified messaging, and presence management.

* Flexibility: Enabling customers to better adapt to changing business needs, PureConnect Cloud offers
several deployment choices; the ability to migrate from the cloud to on-premises should business needs
change; and a simplified method for adding new applications.

* Reliability: PureConnect Cloud offers guaranteed service levels with 99.999% application uptime. This
includes geo-redundancy across Genesys global data centers and proactive monitoring as well as
outstanding support from a 24/7 world class Network Operating Center (NOC).

* Security: PureConnect Cloud is the solution of choice for large mission-critical operations that demand
ultimate security. Customers are isolated from one another via virtualization and segmented
infrastructure within a larger cloud network. For added level of security, Genesys uniquely offers
customers the option to keep all voice traffic and sensitive customer data within the customer’s
network.

® Integration: Many customers are highly invested in applications from 3rd parties like Oracle, Microsoft
and Salesforce.com to name a few. Genesys has a dedicated team focused on developing, enhancing
and maintaining a deep level of integration with these CRM and UC applications. This allows customers
to leverage their investment in these best of breed applications within their contact centers.

* Customization: No two contact centers are the same. Even within the same business verticals, contact
centers differentiate themselves and their services by customizing their contact center applications to
service the business needs and those of their customers. PureConnect Cloud offers the greatest level of
customization and integration in the cloud through comprehensive APIs and an experienced service
team.

» Deployments: PureConnect in the cloud is a global offering collocated at top-tier data centers in North
America, Canada, United Kingdom, Germany, Australia, Brazil and Japan. These data centers provide
state of the art physical and logical protection of all interactions, and the Operations Team manages all
components of the service located at these data centers.

About Avtex

Avtex is an end-to-end CX technology deployment partner that provides professional services and solutions. Qur
customers receive unigue CX technology deployment delivered with accuracy, consistency and vision specific to
their organization to ensure an integrated customer experience for every point of interaction. We provide

ivianaged and Hosted Voice Services - Base Configuration
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professional services and strategic consulting encompassing a full 360 suite of solutions ranging from unified
communications, contact centers, portals, custom applications, infrastructure and CRM.
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Innovation

Driven by technology know-how and passionate about customer experience, Avtex is uniquely qualified to help
clients deliver exceptional experiences to their customers using technology.

Solution Overview

Application Summary

The proposed PureConnect Cloud solution will provide State of West Virginia with the following capabilities. The
Project Scope section includes additional details.

* Resident/Citizen Experience Consulting — CX Engagement
* Business User Client Access

= Attendant/IVR less than 30 selections includes 6 queues under 3 routing criteria. Single data dip less
than 3 self-service entry read back only add-on.

» Dialer, 1 agent based basic scripting and 1 agentless campaign.

* Recording and Quality Management

&  Supervisor dashboard

®  Multi-channel ACD

* Skype server integration — Best effort based on PureConnect Cloud and Selected Skype Platform
® Voice Readiness Assessment for 2 locations plus the Data Center

e Development Environment

s Singla cutover project

Managed and Hosted Voice Services - Base Configuration
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Architecture Summary

= A geo-redundant design will be provided, leveraging Genesys data centers-in Carmel, Indiana; and
Denver, Colorado.

= Genesys will provision PureConnect Cloud systems in a PC| Zone to support State of West Virginia's
requirements for PCl compliance.

= A “Remote Control Media” design is proposed. This is a full-cloud architecture in which a hosted PSTN
connection is provided in the PureConnect Cloud data centers. The benefit to State of West Virginia is
the lack of premise-based hardware and telephony infrastructure to purchase and maintain. A network
connection and phone are all that an agent needs to begin using the platform.

» Genesys will provide SIP circuits in the PureConnect Cloud data centers for PSTN access.

= An MPLS connection is required between the State of West Virginia and Genesys networks. State of
Woest Virginia will maintain their existing MPLS-carrier relationship and have their carrier bring MPLS
circuits into the PureConnect Cloud data centers to connect the networks.

= Skype for Business
= End-User Voice Endpoints: AudioCodes, Polycom VVX and SIP Softphones

=  Uncompressed G.711 RTP codec will be used for all call paths. If there are bandwidth constraints,
licensing for G.729 compression may be added to the system.

= Telephony Port licenses are required for SIP circuits terminating in the Genesys data centers. A non-
blecking architecture is based on an agreed-upon need for (910) Telephony Ports to support the
required number of simultaneous contact center calls. State of West Virginia will commit to a minimum
number of ports in their service contract with Genesys, however the architecture will scale to support
periods of increased volume, with overage billed as applicable.

= Remote Content servers will be located in the Genesys data centers.

= The Interaction Dialer configuration will include two Central Campaign servers configured in a geo-
redundant failover configuration.

e 911 Calls

o Standard configuration is as follows: Each user/station location can be assigned an Outbound
ANI that is sent to the carrier when a user dials 911. As long as the carrier can accept a call
“from” the specified ANI, they will route the call to a Public Service Access Point (PSAP). The
PSAP must have the correct corporate address on file for the ANI received in order to determine
the general location of the caller. It is the customer’s responsibility to provide ANI to Location
mappings to the carrier.

Cloud Components

The following compenents are planned for location in the Genesys data centers. State of West Virginia's
PureConnect Cloud contract with Genesys must reflect this proposed design.

Managed and Hosted Voice Services - Base Configuration
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PureConnect Production switchover pair: Geo-redundancy between primary and secondary data centers
PSTN Connectivity — Circuits and SIP Gateways

Media Server resources

Dialer Campaign Server(s)

Remote Content Server(s)

Recording file storage

SQL Server Reporting Database

Premise-Based Components

Phones

Design Assumptions

avtex:

Final bandwidth estimates to be determined based on number of concurrent users/calls per location.
G.711 is the default codec for voice through the PureConnect system.
All voice devices or endpoints are SIP-compliant.

The PureConnect Solution will leverage State of West Virginia’s Active Directory Services for
authentication.

SIP carrier supports outbound Dialer applications and at least 10 call setups per second. The required
rate may be greater. Support and maximum CPS must be confirmed prior to using a SIP trunk with
interaction Dialer. While it is possible that Dialer requirements may be met with less than 10cps
depending on campaign types and objectives, it is critical to have full carrier support to avoid failed call
attempts or service interruptions.

Managed and Hosied Voice Services - Base Configuration
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Applications and Integrations

Interaction Attendant / Inbound Call Routing

Scope Summary

Call flow/script requirements have not been identified. Avtex will work with State of West Virginia to design and
document the configuration that will be created on the PureConnect system. Configuration will not begin until
State of West Virginia has signed off on the final call flows.

ACD Routing and Queue Management

" The PureConnect automatic call distributor {ACD) is an integrated component of the platform. During the Design
phase of the project, State of West Virginia’s queue details, routing and queue management requirements will
be determined.

Scope Summary
©  The following ACD media types are included:
o Call, Voice Callback, Email

=  Skills Based Routing if needed - One or more skill requirements will be specified before an interaction is
transferred to an ACD workgroup. Each agent will have an assigned Proficiency level for each applicable
skill in Interaction Administrator, and this will influence the agent-selection process.

=  Standard Voice Callback Requests

o Callers will be given the option of requesting a callback rather than wait in queue. This may
occur before entering a queue (based on look-ahead queue conditions) and/or after waiting in a
queue for a period of time. The system will use either the ANI or allow the caller to enter a
phone number.

o The original call is replaced by a callback object that retains the same position in queue,

o The callback is routed to the next available agent in a preview manner so that they can dlick to
initiate the call.

o Upon conclusion to the call attempt, the agent must disposition or close out the attempt as »
Success or Failure for reporting purposes.

o Standard callbacks do not support the concept of multiple attempts or retries other than the
Retry Later button:

= The Retry Later button appears only if your PureConnect administrator has enabled this
feature. Click this button to remove the callback request from your queue and place it
back on the workgroup queue in a "Snoozed" state. After an interval configured by your
PureConnect administrator, the callback request is processed as a new interaction on
the workgroup queue. The PureConnect administrator also configures the maximum
number of times agents can retry a callback request.

avtex -
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o Use of Interaction Attendant for in-queue audio sequence and options such as leaving a
voicemail or requesting a callback.

o Any callback requirements outside of the above functionality will require a Change Order.

Historical Reporting

PureConnect includes a package of reports as a standard offering available to licensed users. Standard reports
are provided for cal! information such as call detail and summary, trunk line information such as usage and call
detail, user information such as user call reports and user activity (status) reports, queue reports such as shift
activity, service level reporting, and queue analysis. Graphical reports, detail reports, and summary reports are
available as standard offerings.

A Reporting Assessment will be performed to discuss State of West Virginia’s requirements. Based on the
results of the reporting assessment, Avtex will determine if a Change Order is needed for any customizations.

Please refer to the following document for a sample of all reports included with PureConnect:
https://help.genesys.com/cic/mergedProjects/wh_tr/desktop/pdfs/sample reports for interaction reporter.
df

Scheduled Reports

Scheduled Reports allows PureConnect users to schedule IC Historical Reports to run on a daily, weekly, or
monthly, basis, and it can distribute those reports to multiple locations. The reports can be generated in
different formats, such as Adobe Acrobat® PDF and Excel 8.0. Reports can be automatically distributed through
e-mail messages, saved to a file, or printed.

Scope Summary

* The Scheduled Reports monitoring service requires a separate server for installation (i.e. not located on
the main PureConnect server). if applicable, it can also be co-located with Interaction Web Portal /
Marguee. Avtex will install {1} instance of the monitoring service.

* Asingle Scheduled Reports Monitoring Server can service multiple PureConnect “CIC” servers.
Customer Access to Reporting Data

®  Genesys will host the PureConnect SQL database in the PureConnect Cloud data center. The live
production database is only accessible via the standard built-in system reports.

o]

Upon request, Genesys can provide a free nightly export of the full production historical database.
Exports are provided in a standard SQL backup format only to a PureConnect Cloud-provided FTP server.
Each nightly export is only available for 24 hours. Customers are responsible for the retrieval, import
and management of this data once it is provided. Import of this SQL Server export requires that the
customers’ own SQL Server match or be newer than the PureConnect Cloud current production version.

Interaction Recorder with Quality Management

Interaction Recorder is a fully-integrated, feature rich, rules-based recording and Quality Management add-on to
the PureConnect platform.

Managed and Hosted Voice Services - Base Configuration
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Scope Summary

»  System will record calls and other applicable/licensed media types as per the number of Interaction
Recorder Add-on licenses.

& PureConnect Cloud includes access to screen recording for users that are licensed with the Interaction
Recorder Add-on.

= Supervisors licensed with the Quality Management Add-on will have access to the Quality Management
interface to create scorecards and document agent performance while reviewing recordings.

= Encryption of recordings is an optional selection to meet State of West Virginia’s security requirements,

®  PureConnect Cloud includes a standard amount of cloud-based storage for recording files, and
additional storage can be purchased if needed. State of West Virginia can optionally store files on local
infrastructure if preferred.

Interaction Dialer

Interaction Dialer is a pre-integrated, add-on application that resides on top of PureConnect. With the
capabilities provided in PureConnect, including ACD and muitimedia queuing, Interaction Dialer adds the ability
to blend inbound and outbound interactions. Interaction Dialer leverages PureConnect for outbound and
blended predictive dialing, and provides call scripting, multisite campaign management, intelligent campaign
staging, compliance options, and more.

Interaction Dialer has two server components. The Outbound Dialer Server component is installed on the
PureConnect “CIC" application servers. The Central Campaign Server {CCS) component is installed on a dedicated
server, and manages the database integration.

Scope Summary

=  The Design process will determine State of West Virginia's detailed campaign and list-management
requirements, outbound call flows, agent script configuration, and any integration requirements to be
included in the Interaction Dialer implementation. This information will be included in the Selution
Design Document and will serve as the blueprint for the configuration.

= The Professional Services estimate is based on configuration of up to {2) Outbound Campaigns.

= A standard template will be used for the agent interface, with buttons and Call List information added
according to specific requirements gathered during the Solution Design Document process.

=  Interaction Scripter is the standard Dialer client. Agents will log into Interaction Scripter to handle
campaign calls. The Professional Services estimate is based on standard script configuration performed
within the Interaction Administrator application. This standard interface provides configurable call
control buttons, call disposition choices, and customer information pulled from the Dialer database
(Contact List table). Any information located in the Dialer database can be displayed for the agent. An
important distinction with the standard scripting interface is that it is not able to directly pull in or
modify data from other sources. Doing so would require an alternative configuration.

Managed and Hosted Voice Services - Base Configuration
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= The proposed configuration does not include writing Dialer call disposition results back to the system of
record. Additional scoping would be necessary to determine the method of integration and specific data
requirements.

= Based on State of West Virginia requirements, the following campaigns will be configured:
o 1agent based campaign with Basic Scripter

¢ 1 agent-less campaign with read only information

Unified Messaging

Unified Messaging is available to licensed users. This allows voicemail and fax messages to be delivered to the
users’ email inbox (utilizing State of West Virginia’s mail server for storage), or optionally to a file server on the
network. Messages can be retrieved via email client, IC Client, or phone.

Desktop Faxing is available to licensed users to allow them to send faxes from their desktop by printing
documents to the interaction Fax virtual printer.

Microsoft Skype for Business Integration

Genesys has developed an integration between PureConnect and Microsoft Skype for Business that provides the
following standard features:

= Synchronized Presence — Configurable status mapping between systems
= Common Directory - Only available when using the Interaction Desktop user client

= Direct SIP connection — Alfows the use of a Skype for Business voice endpoint as the station device for
PureConnect calls, and allows direct calls between the platforms.

* Launch Microsoft Skype for Business Instant Message and Video via Interaction Desktop - Only
available when using the Interaction Desktop user client

= Interaction Desktop with Embedded Skype for Business Client - Only available when using the
Interaction Desktop user client

Important considerations for Presence Synchronization when using Skype for Business Enterprise Voice:

= There are some additional considerations in an environment that includes Enterprise Voice, as there will
now be two systems with PBX functionality.

= By default, the only presence state that is synchronized in both directions is “Do Not Disturb.” Other
status mappings are configured as one direction from PureConnect to Skype. Other two-way mappings
may be enabled, but this should be approached with caution for ACD users, just to ensure that events
outside of the contact center system do not unexpectedly affect an agent’s availability to receive ACD
interactions.

=  From an ACD standpoint, it is recommended that PureConnect be solely responsible for managing an
agent’s status. This is to avoid unintended or unexpected consequences that may occur in some
situations.

avtex:
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= if an ACD user makes or receives a call directly in Skype for Business, then PureConnect will not be
aware of the call and will still consider them to be available for an ACD call. This can be addressed in the
following ways:

© Outbound calls can be dialed via the PureConnect client so that PureConnect is aware of the call.
Since the agent may still dial calls via the Skype for Business client, the Skype for Business voice
routing can be configured to send outbound calls to PureConnect, which will already be
configured as a PSTN gateway in Skype for Business as part of the integration. This would not be
necessary for non-ACD users.

o Ifany agents are able to receive directed inbound calls, these should be routed to PureConnect,
not Skype for Business. The agent will still receive the call on their Skype for Business phone,
and if it rolls to voicemail, PureConnect will perform a SIP transfer to Exchange UM.

Scope Summary

* A Skype for Business Trusted Application Server must be added to the topology to support the
PureConnect status integration application.

* One application server will be configured for the PureConnect Production environment.
= Agents will use Skype for Business voice endpoints as their PureConnect station device.

® PureConnect will use a SIP trunk for communication with Skype for Business. This will be used for station
connections and calls that may be placed between users on each platform.

Voice Readiness Assessment Overview

Avtex will perform a remote Voice Readiness Assessment. The purpose of the assessment is to document the
network and to determine if it is performing as required to support the needs of VolP technologies. A successful
Voice Readiness Assessment will provide confidence that the voice network will support the expected call
volumes with high voice quality. This assessment is required for any part of State of West Virginia network for
which voice traffic {SIP/RTP) will flow over.

Assessment Process

Avtex will deploy 3rd party network monitoring appliances that will reside at the client’s location. The testing of
the network will be performed during peak and non-peak times between various VolP end-points. The State of
West Virginia network team is responsible for ensuring the network is prepared for the assessment prior to the
start of the Voice Readiness Assessment.

The voice assessments will determine if specific network paths will be able to handle a predetermined amount
of VOIP traffic. Voice loss, MOS, latency, voice jitter, RTT and QoS markings will be measured at every hop
across the path. Up to 100 concurrent calls can be generated for the assessment, which will then give a
readiness score. Along with the call generator, Avtex will also be able to generate standard data traffic on the
path to verify which traffic is being preferred and if QoS is being utilized. This will also help with tuning any QoS
policies,

The Voite Readiness Assessment will also validate that:

@ Full Duplex is enabled on all voice network devices

avtex =
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# Latency in one direction is less than 150ms (for both SIP & RTP)

]

Jitter is less than 30 milliseconds

® Mean Opinion Score {MOS value) for the G.711 audio codec is 4.1 or greater and for the G.729 audio
codec is 3.9 or greater

»  RTP packets include the proper markings for service priority queuing following the DSCP model
* Network segments do not exceed a packet loss rate of one per cent {1%)

*  Network bandwidth is sufficient to allow for approximately 84kb/s per call using the G.711 audio codec
and 21kh/s per call using the G.729 audio codec

* VLAN settings are set in accordance with the QoS for the xIC Platform and Microsoft whitepapers

Monitoring overview

Circuit/path monitoring:

With the appliance installed, Avtex will be able to create paths, which traverse local or WAN links. This will help
us determine where congestion Is occurring, down to the device and interface. Data is gathered to determine
the following metrics:

e Total and utilized capacity
e Dataloss

®  Voice loss

e Latency

& Data Jitter

e Voice litter

& ICMP response time

o MOS

Continuous monitoring is performed for each path that is created using ICMP and UDP packets which can
simulate different types of traffic. If a threshold is reached for any of the metrics measured, diagnostics are
automatically ran on the path to determine where the issue may be occurring,

If necessary, Avtex may monitor the type of traffic traversing WAN circuits. With a port mirror configured and
connected to the appliance, Avtex will be able to break down traffic on your network. The function works similar
to Netflow, which can identify data down to which protocol is used. This data can be categorized into different
groups (i.e. “streaming media”, or “social networking”). The information is then graphed, which will help
identify and visualize the amount of bandwidth that each class is using.

avtex -
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Appliance and Laptop Communication:

"---....----‘.-.‘

JData Center -
'
T .
P.ppllnnce [ ]
i E : Cloud service hosted 2t Amazon Web
R @ Services

%_--’Ju-n--..----“ {web U1, Anaiysis, Data Storage)

WAN o m
'5’—?#‘# v 3

-
ST e 5
3 i AL * -
'----nnnenamuucﬁq\ﬁw o &'ﬂ'?‘.‘"' £
v Office T O ik -
. m“ b o ',u--a-----.%
: Aophianca : Public lntemet : ’,& :
[} —ne- ) 1 w
N a | ]
e | o8
. et -l - L™
. *@ :
ﬁ&?&h!“gz‘fﬁi “---QQQ‘---‘
Web-based Ul
i_leinu_i_ws_Trajbc_ . ek Console Aczass

Kaseya remote access
Hosted at Avtex Data

Center
. 4
i3 -
e ARSI e

m""‘ﬁ""

[ I ™Y

ice i . g
: N (w. : Public Internet 3
| ¢TI TATS
# Path Selutions’ laprop Ili ! l 6 '
l v't‘.»:;’,ﬂ \“u—-——-ﬁl
M g o = = \Web-based Ul

Network Devices

| !
, :
e ==
)

\—m-——xm:x——-m-'

avtex

Managed and Hosted Voice Services - Base Configuration
Confidential and Proprietary Information of Avtex (v.18.1) Page 15 of 28




Client Device Installation and Configuration Requirements

Provide a resource that has appropriate access to the network equipment for the purpose of review and
documentation. Qutbound access on TCP 443, 5721 and 80 are required. Please advise if a web proxy is
used.

Ensure the following ports and protocols are allowed along the entire network path which is to be
monitored:

© ICMP echo

o ICMP echo reply

o ICMP TTL expired

o ICMP destination unreachable - port unreachable

o |CMP destination unreachable - fragmentation needed and DF set

o UDP ports 45056 through 49151 - default port range used by UDP traceroute and AppView Voice
Tests

© UDP port 3239 - default port opened at the target appliance for testing on dual-ended paths
Provide SNMP community string from client for all devices to be monitored

Identify switch port to be used for AppNeta and PathSolutions management interface

Identify switch port to be used for FlowView (if requested)

o Configure SPAN port for monitor interface

o Alternatively, the AppNeta device can site in-line

Install AppNeta M30 at client location. Connect management and monitor port to interfaces previously
identified

o If static IP addresses are required, the client will need to provide the IP address, subnet mask,
gateway, DNS servers, NTP server, and web proxy.

Install PathSolutions laptop at client location. Connect management port to interface previously
identified

o Optional: Customer may provide a VM with Kaseya agent for Avtex to access and install/run
polling tools instead of using a laptop.

o Minimum Requirements for VM are;

o For networks with less than 5,000 total interfaces:

o Pentium 800Mhz Processor or faster (Virtual server is fine)
o 1GB of free disk space

¢ 1GB of RAM for the service (2 GB RAM for the server)

o 100 MBPS Network Interface Card

avtex:
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o Windows 2008, Windows 2012 (32bit or 64bit)

Clear counters on all interfaces that are to be monitored

Voice Readiness Assessment Services Overview

The following sections outline our services and deliverables for State of West Virginia:

Avtex Professional Services

Senior Network Engineer

[

Remote assessment kick-off meeting:

o Discuss the required steps of the assessment

o Discuss State of West Virginia requirements for the assessment

o Discuss State of West Virginia concerns regarding the network in detail
Review the current network design

General network review using State of West Virginia provided diagrams

o Determine expected voice paths and the devices that will be involved in the assessment
o Review potential traffic congestion paints

QoS Configuration Deployment Review

Configure paths in AppNeta

Configure Voice Assessment in AppNeta

Configure FlowView in AppNeta

Configure devices to be monitored in PathSolutionsWAN utilization review

Voice Device Inventory Discovery: This test will identify all devices on the network that are suitable for
voice testing.

Voice LAN and WAN Path Validation

Examine the path of VolIP traffic from end to end. The statistics are produced for Mean Opinion Score,
Jitter, Latency, and packet loss

Confirm QoS markings are honored end to end and all ports are set to fuil duplex

Review current and expected traffic patterns and the estimated load it will place on the network

Project Manager

[

Schedule and host Internal kickoff call
Schedule and host External kickoff call
Provide documentation on VolP network requirements and assessment pre-requisites

Schedule and host ongoing status meetings {minimum weekly is typicai)

avtex -
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w

Track project status and loop in current SMEs as appropriate
Orchestrate shipping I_ogistics of network devices

Create and work off project plan

Manage change, risks, hours, communications, and budget

Drive and track any project escalations to resolution

Deliverables

Avtex will supply State of West Virginia with reports pertaining to circuit utilization, service quality, data
performance, voice performance, and voice testing resuits. Reports can be provided hourly, daily, weekly and
monthly.

Out of Scope Items

®

@

Redesign of the network. This can be provided under a separate agreement.
Troubleshoot network related issues. This can be provided under a separate agreement.
Network device configuration. This can be provided under a separate agreement.

Network equipment, software, cabling, or services to upgrade the network.

Appliances

This assessment includes a maximum time of 2 weeks per-site to perform from the date the appliances are
received by the customer. After completion of the VRA, the customer will be required to return all Avtex
provided hardware within 10 business days. If an extension is needed, Avtex approval will be required.
Violation of this agreement will result in a charg'e of $600/month per device with no included services.

Managed and Hosted Voice Services - Base Configuration
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Project Implementation

After receipt of a signed contract, Avtex will assign a Project Manager to State of West Virginia. The Project
Manager will be State of West Virginia’s single point of contact throughout the implementation process.

Avtex Project Process

The Avtex Project Process and Management approach works hand in hand with the customer’s project team.
The Avtex Project Manager is the main point of contact on the Avtex Project Team once the project is initiated.
Our project managers are trained in various industry standard project management processes, including
Waterfall and Agile Scrum, and most carry project management credentials in those methodologies.

Our Project Manager will bring implementation knowledge and experience for deploying similar projects and
help your project team understand and plan for the tasks they will need to complete to hit target timelines. A
regular cadence of planning and status meetings will be scheduled with the core project team, and regular
additional project communication will be provided through status and budget reporting and dedicated
SharePoint project portals for collaboration.

The Avtex Standard Project Process methodology follows a five (5) Phase process, with Project Management
throughout the project.

¥ ) (K] | = E2

INITIATE BUILD TEST DEPLOY TRANSITIOR
& DESIGN & TRAIN & ACCEPT

é PROJECT MANAGEMENT
& CONTROL

Initiate & Design

Avtex will assign the project team upon signature and the project team will work with the sales team to
transition the project into delivery and kick-off the project with the client. Any design workshops, final design
documentation required and infrastructure readiness will occur during this phase.

Build

Avtex engineers, developers, and application consultants will complete installation, configuration and custom
development work included in the scope of the project. Base functionality and unit testing is completed by
resources as part of their efforts during the solution build out.

avtex .
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Test & Train

The test and train phase requires resources other than the original engineer, developer and or consultant to test
the solution to verify it meets agreed upon designs, and most importantly requires the customer to test the
solution and confirm the required functionality and business cases are tested to ensure it meets designs and
business needs. Adjustments will be made based on test results if they did not meet the design requirements.
Occasionally new requirements result from business test cases that may require change requests, which will be
handled through the project change management process.

Avtex trainers will train your key resources, i.e. SMEs, Team Leads, Trainers, Administrators during this phase,
most often prior to UAT to ensure your UAT testers are able to effectively complete test scripts. Customers’
trainers then complete preparations for their end user training in the Deploy Phase.

Deploy

The Deploy Phase is putting the new solution into a production environment, or the final environment included
in the solution and scope.

Transition & Accept

The Transition & Accept phase handles transitioning the environment from the project team to the appropriate
support organization, be that an Avtex Support team or the customer’s support organization. Most projects
include a short Post Implementation Support / Hyper Care period of about two weeks, unless otherwise agreed
to, to handle post production questions and punch list items to ensure that smooth transition. This phase also
includes any additional environment refreshes, switch-overs and any training that requires production data to
complete.

Project Management and Control

Project Management encompasses the project and occurs from the beginning of the project until the project is
accepted and closed.

Avtex Professional Services

CX Assessment
As described in the Executive Summary
Business Analysis

The Business Analyst is responsible for working with the customer to review business goals, objectives, and
customer journey through the Contact Center and work with the Avtex project team to document and help in
the successful delivery of those goals and objectives. The Business Analyst role is occasionally shared in some
areas, and some technical design sessions may be led by a skilled developer working in concert with a Business
Analyst and Project Manager were appropriate. The Business Analyst will also be assigned to assist with kicking
off the User Acceptance Testing phase and support onsite project cutovers and first day of service and projects
require.

= Complete CIC Configuration Design {14 Playbook) Meetings and Documentation

o Roles, Workgroups, Users, Skills, Recordings

avtex >
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Complete IVR & Call Flow Design Meetings and Documentation
© Map out call routing in Visio
© Wincluded: Email, chat, callbacks, and utilization routing for media types
Compiete Review of Out of the Box Reports
Complete and Document Reporting Requirements
Additional Tasks as Assigned
© User Acceptance Testing (UAT) Kick-off & Guidance, if not provided by a Training Consultant
© Participate in UAT status and issue tracking cails

o Support for Go-live

Project Management

=

Managed and Hosted Voice Services - Base Configuration

Project kickoff and project planning session
Business Assessment

Application Assessment

Reporting Assessment

Solution Design Document and Project Plan
Project timeline

Change management plan

Communication plan

Project acceptance criteria

Risk Assessment

Assist with Test Plan creation

Test with Client sponsors

Training plan

Weekly status reports

Provide Cutover support

Provide First Day of Service support
Manage Post-Cutover issue resolution
Transition plan

Quality Assessment Review
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System Engineering

a

Configure applicable PureConnect server applications (Excludes “provisioning” tasks that will be
performed by Genesys)

Configure data and/or telephony integration to applicable State of West Virginia infrastructure or third-
party systems and devices.

Configure PureConnect Administrator items (e.g. Users, Roles, Permissions, Phone Management) based
on information that will be provided by State of West Virginia.

Skype for Business Integration
o Configure SIP connectivity to the Microsoft Lync Server or Skype for Business platform
o Configure PureConnect stations for connectivity to Skype for Business voice endpoints

© Install the PureConnect Presence Integration service on the Skype for Business Trusted
Application server(s)

o Configure status mapping as per the business requirements gathered during design meetings
interaction Recorder

o Configure Recording Initiation, Retention, and Security policies according to customer
requirements.

Perform base functionality testing

Provide instruction for installation of client applications — State of West Virginia is responsible for
installations and may optionally use a tool such as SCCM to automate the deployment of client
applications, If desired, subsequent updates can be managed automatically by PureConnect’s
Interaction Update service.

Provide support and configuration as needed during Quality Assurance and User Acceptance Testing
Provide Cutover Support
Provide First Day of Service and Second Day of Service Support

Provide additional post-cutover issue resolution

Application Development

&

Managed and Hosted Voice Services - Base Configuration

Design and configure ACD routing

Configure Interaction Attendant inbound call routing
Perform Application Development Unit Testing

Turn over system for QA and User Acceptance Testing
Provide Cutover Support

Provide First Day of Service and Second Day of Service Support
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=  Provide additional post-cutover issue resolution
Training
& Training will be provided onsite unless where otherwise mutually agreed.

®  Avtex Trainer will meet with State of West Virginia team to determine specific training requirements,
schedule, and agenda.

= Train the Trainer is proposed to prepare State of West Virginia to deliver remaining and ongoing end-
user training.

= The Scope of Work includes the following Training classes:
o Base Training Engagement Package (0000-00)

@ The Base Training Engagement Package is required for all Training engagements. Each
individual class is on top of the Base Training Engagement Package which includes the
following:

¢ Training Kick-off Meetings {Avtex Internal and Customer Facing)
® Design Review
e Build Training Plan
+ Scheduling
* Pertinent Status/Project Team/Review Meetings (Avtex Internal and Customer)
© One of the following depending on which agent client application is selected:
© Interaction Desktop: Contact Center Agent (1001-10)

® Learn the basics and advanced features of Interaction Desktop for managing
personal interactions, voicemail, faxing as well as multi-media ACD interactions

®* Interaction Connect: Contact Center Agents (1006-19)

® Learn the basics and advanced features of Interaction Connect {web client) for
managing personal interactions, voicemail, faxing as well as multi-media ACD
interactions

© |Interaction Desktop: Business User — TTT (1002-19)

¢ Learn the basics and advanced features of Interaction Desktop for managing
personal interactions, voicemail, faxing.

o ICBM Supervisor {(1020-19)

" Learn the basics and advanced features of ICBM for creating personal views of live
queue and user statistics, create alerts based on statistical data thresholds and live
monitor interactions.

© ICBM Reporter (1022-19)

Managed and Hosted Voice Services - Base Configuration
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*  Learn the features of ICBM Interaction Reporter Reports for creating reports based on
pre-defined parameter selections. Learn how to export and print reports and manage
report filters.

o ICBM Recorder (1024-19)

* Learn the features of ICBM for accessing, bookmarking, tagging, and exporting
recordings.

o ICBM Quality Manager (1026-19)

= Learn the features of ICBM Quality Manager and Recorder to create questionnaires and
score recordings.

o Scheduled Reports (1080-10)

“ Learn to use the Schedule Reports client to automate the delivery of ICBM Reporter and
Report Assistant reports via email, file location and/or printer.

o Interaction Administrator Standard (1040-20)
" Learn to make common adds/moves/changes under the People Container
o ICBM Dialer Views for Supervisor Monitoring (1032-20)
o ICBM Dialer Management for Administration {1033-20)
@ Systems go-live support
= Additional Information http://www.avtex.com/training/
Quality Assurance

Avtex assigns a second resource that did not complete the initial server configuration and development to
complete a secondary set of Avtex testing in key areas prior to turning the solution over to customers for User
Acceptance Testing. This role can be filled by a single resource or a limited set of multiple resources. The QA
resources are business analysts, training consultants, project managers or other engineers and developers as the
project scope and timeline demands.

= Complete assigned QA Base Functionality Tests for in scope server configuration.

* Complete assigned QA Tests on in scope call flows.

® Complete assigned QA Tests on in scope custom development.

* Report any issues found during assigned QA Tests for Support & Stabilization updates.
Documentation
Avtex will provide a set of standard documentation to State of West Virginia, including the following items:

s Architecture diagram that illustrates the final system configuration, including locations, connectivity,
devices, and quantities

& Auto-Attendant and/or IVR call flow diagrams based on the standard Avtex Visio design template

Description of other customizations where apnlicahla

Managed and Hosted Voice Services - Base Configuration
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The PureConnect product documentation library is available in electronic format and may be accessed via the

online Resource Center at https://help.genesys.com/cic/desktop/welcome page.html. The documentation

package may also be installed on a user’s desktop for reference when an internet connection is not available.

Implementiation Assumptions

Except where otherwise indicated in this Statement of Work, the Avtex Professional Services estimate for this
project is based on the following assumptions:

* Asingle cutover event, during which all relevant locations, departments, and groups will be prepared to
“go live” on the system. Each scheduled event requires additional cutover and post-cutover support.

= Onsite “go live” support for cutover and go live support is assumed to be for a single location with two
resources.

®  Onsite training is assumed to be for a single location.

= Asingle project phase, during which the entire proposed solution will be designed, developed, tested
and delivered. Multiple design, build, testing and deployment phases require re-engagement of
resources to repeat the applicable sequence of events in the Avtex Project Process and will require
evaluation of impact from a budget, resource and timeline perspective.

e Avtex support for up to three (3) weeks of Customer User Acceptance Testing (UAT).

© The majority of Avtex services will be performed remotely. Travel expenses are not included in the
project cost estimate.

* The change management process will be used to address any requests that were not explicitly included
in the Statement of Work.

State of West Virginia Responsibilities
o Network infrastructure
o Switching, routing, firewall devices and configuration
o Voice and data circuits
o Quality of Service Requirements

= An effective Quality of Service policy is based on the guidelines listed below. Please
consult the PureConnect Quality of Service Technical Reference document for additional
details: https://help.genesys.com/cic/mergedprojects/wh _tr/desktop/pdfs/qos tr.pdf.
Avtex can provide a Voice Readiness Assessment if State of West Virginia is uncertain of
network readiness or has performance concerns.

W

Summary:

o

Full Duplex is enabled on all voice network devices.

®

2 litter is less than 30 milliseconds.

Latency in one direction is less than 150ms (for both SIP & RTP)

avtiex s
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®

Mean Opinion Score (MOS value) for the G.711 audio codec is 4.1 or greater and
for the G.729 audio codec is 3.9 or greater.

]

RTP packets include the proper markings for service priority queuing following
the DSCP model

» Network segments do not exceed a packet loss rate of one per cent (1%).

*  Network bandwidth is sufficient to allow for approximately 84kb/s per call using
the G.711 audio codec and 21kb/s per call using the G.729 audio codec.

®  VLAN settings are set in accordance with the PureConnect Quality of Setvice
Technical Reference.

*  VolP compliant software and firmware for all VoIP network components, to
support standard techniques for delivering VoIP QoS. Techniques including but
not limited to the leveraging of 802.1p, 802.1q and packet queuing by
Differentiated Services tags at network congestion points.

o Other Requirements
=  DHCP services with Opt. 160 or other enabled for IP phone provisioning
©  DNS services — The Avtex Engineer will provide required parameters
o Static IP addresses for all PureConnect servers

= LAN switch hardware that provides |EEE 802.3af Power over Ethernet (PoE) for IP
desktop phones or provide power brick A/C adapters.

o Port Maps and Data Flow Diagrams

@ The port maps and data flow diagrams illustrate the default ports numbers and
protocols used for network connections between workstations, devices, and
PureConnect servers. Please consult the following document:

http://docs.avtex.com/pureconnect-pre-install/PureConnect Port Maps and Data Flow

Diagrams.pdf

" Data Infrastructure:
o Active Directory services and applicable accounts
© Supported mail platform

=  Please consult the following page for supported mail platforms and versions:
http://testlab.genesys.com/ProductsPage.aspx?ProductType=12

= Please refer to the following information on Microsoft Exchange Web Services
connectivity: http://docs.avtex.com/pureconnect-pre-install/PureConnect Exchange

‘Web Services Requirements. pdf

o Supported mail client: http://testlab.genesys.com/ProductsPage.aspx?ProductType=30

o Supported backup, anti-virus, and security procedures (for servers located on-premise)

avtex
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o Please also refer to the following document for compatibility information and best
practices guidelines: http://docs.avtex.com/pureconnect-pre-install/PureConnect Anti-
Virus Best Practices.pdf

o Client software licensing and operating systems

o Support web servers: http://testlab.genesys.com/ProductsPage.aspx?Product Type=14

¢ Support web browsers: http://testlab.genesys.com/ProductsPage.aspx?ProductType=36

o DHCP and DNS services on the network
= Auto Attendant / IVR

o Provides all prompt recordings {e.g. greetings, menus) in the required file format: CCITT u-law,
8kHz, 8 bit, Mono

o Provide any data and/or external system access to support data and/or customer-required
integration from the PureConnect system and its applications — may include ODBC drivers, web
service definitions and access.

2 |nteraction Dialer

= (Ongoing management of any Contact List management process and any applicable
automation or integration.

& Maintenance of the Contact List database(s) and tables
= Provide language expertise for IVR or speech applications utilizing languages other than English.
= Client Workstations {Agents, Supervisors, Administrators)

o Meet hardware and software requirements: http://docs.avtex.com/pureconnect-pre-
install/PureConnect Client Workstation Reguirements.pdf

o Install applicable PureConnect client applications on user workstations
= Phone placement and connectivity
= Provide SSL/TLS certificates for any external web communication that must be secured.

= Assist with any physical tasks (server install, etc.) due to some anticipated satellite work involved in the
project

O]

Participate in Test Plan creation
= Perform User Acceptance Testing

®  Remote Access — Avtex recommends the use of Kaseya, a self-hosted application that will allow Avtex to
efficiently access your organization during the implementation and for angoing support. A small agent
{Windows service) must be installed on each server. Kaseya equips our staff with a comprehensive set of
tools including: session recording and complete system control or customer collaboration, which you
choose. Remote control sessions speed up the process of diagnosing and fixing problems and allow
Avtex to remotely maintain attended or unattended computers and servers. Kaseya applies the highest
levels of security throughout the entire support process. Strong passwords along with S5Land 256-bit

avtitex_
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AES encryption protect your systems from login to logout. All information is encrypted before it is
transferred. In addition to the ease and security of the product, Kaseya keeps detailed information
about who, what and when of a session. An access-detailed, text-based account of every action that
occurred during the remote-control session is available to Avtex management.

Out of Scope

= Installation and configuration of user workstations

= Installation and configuration of database server software and hardware
= |nstallation and configuration of mail server software and hardware

= Network Infrastructure - hardware, wiring and cabling

Pricing
Quantity Component Unit Price Extended
Price
Aviex Professional Services: il
— 1 |PureConnect Implementation Services | $ —
Total Avtex Professional Services: 8 I |

Terms conditions of the selution support are found in the Customer Support Agreement CSA attachment “Avtex
- State of West Virginia — Basse Configuration Premier CSA(Final v1.2).pdf”. The costs are provided in section 1

Term and Amount.

*Please see pricing proposal for full cost breakdown

avtitex .

Managed and Hosted Voice Services - Base Configuration
Confidential and Proprietary Information of Avtex (v.18.1)

Page 28 of 28



SCLICITATION # CREFP 0212 SWCLS00000001
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Please find the attachment beginning on the following page.

carahsoft 2 GENESYS



PRESIDIO

Future. Built.

' CARAHSOFT SOW TO THE STATE OF
WEST VIRGINIA

MANAGED SERVICES CONTRACT
SELECT SERVICES

November 19, 2018



PRESIDIO

REVISION HISTORY

Revision Revision Date

1.0 11/19/2018

Andy Pagley Initial Draft

Motices:

© 2073 Presiaio. All Rights Reserved. This document and its contents are the confidential and
proprietary intellectual property of PRESIDIO and may not be duplicated, redistributed or
aisplayed to any third paity without the exprass wriften consent of PRESIDIO.

Other produci and compeny names mentioned hersin may bs the trademarks of their respective
OWNErs.



1. SERVICE SUMMARY ..ottt seeae et es s et evesess s ee e s s en e 4
2. SERVICE DELIVERY CENTER.....otoiiet ettt eteee e ee e ee e eees oo 4
3. MONITORING ...ttt ee e ee et eeeeeeen e ]
4, CLIENT PORTAL......c.cveern . e Rt e e e e e b e neeeree e ns 12
5. STANDARD REPORTS ..ottt ittt veeeen et et en et 12
6. CHANGE MANAGEMENT ...ttt ettt e en et 12
7. PROBLEM MANAGEMENT ..ottt ettt e et 15
8. PATCH MANAGEMENT ...ttt etee et eeen e s eaeeees s 15
9. CARRIER MANAGEMENT ..ottt ettt ee et a e ee et er e enae e 16
10. DISPATCH SERVICES . ...ttt ettt 16
11. VENDOR MANAGEMEMNT ...ttt st eeeeae et en e ee e es e 15
12. SERVICE DELIVERY MANAGEMENT ..ottt eeeeeeee et eeeees et 17
13. UNIFIED COMMUNICATION MANAGEMENT SERVICES......cco i ooeeeeeeeeeeeeeeeereee . 18
14. SERVICE TRANSITION MANAGEMENT ..........cooiiiiiieeieeeee et eveten s s e eeeneaen, 24
18, CLIENT RESPONSIBILITIES ..ot ettt ee e ee e ee s 25
MASTER MANAGED SERVICES AGREEMENT ..........oiiieiceeeiee et eee s 29
GENERAL DEFINITIONS ...ttt ettt ee et ettt e e s e 33



PRESIDIO.

1. SERVICE SUMMARY

This Managed Services Contract is designed to provide a thorough understanding of Managed
Services activities and deliverables. The main oocy of ihis proposai outlines the service
celiverables for Presicio Managed Seivices. The Service Appencices provide cietails on Client-
selected se:vices, including any cusiom offerings.

Select Seivice is built on the Presidio Managed Sevices Delivery Framework, which combines
industrv-leading techioiogies, proven processes and nighly ceitified parsonnei. The seivice
includes aii of the infegrated Service Elements, identified in Exhibit 1. Presidio also proviges the
option of adding Cusiom Elements to supnlement ihe Select offeiing. These elements are scoped
senarately.

Sepvice Zlements drive the leve! of service for each of the Presicic Managed Services cfferings
and aie cefined in the seciions that foiiow. Detaiis for the Legacy Cisco Unifieé Communrications
environment are included in Section 13 - Unified Communicstion Management Services. Your
Managed Services Support Soluticn wil! include the following:

Exhibit 1. Select Sarvice

= Service Delivery Center
24x7x365 Monitoring
Client Portal

Standard Reports

Change Management

o MACD (Move, Add, Change, Delete)
Problerm Management
Patch Management

» Dispatch Services

* Vendor Management

= Carrier Case Management

o

o

w

©

o

2. SERVICE DELIVERY CENTER

The Service Delivery Centei (SDC) is the central poini-of-contact to Presidio Managec Seivices
for ciaily support activity and is also generally referred to as the Network Operations Center (NOC).
it is the main point of contact for reporiing incidents (disruptions or noientia! cisruptions in seivice
avaiiabiiity anc/or guality) and for Clients making service requesis (routine reguests for services).
Presidio’s Service Delivery Center team is staffed 24 hours a cay, 385 days a year in three piimary
locations including Orlando, FL, Lewisville, TX and Hauppauge, NY.
The SDC wil! deliver Tier 1 through Tier 3 technical support using Presidio’s Information
Technology infrastiucture Lisiarv (T!L)-based processes. Presidio defines technical supDOr
leveis gs foliows:
Tier 1: Technician Support
The Service Delivery Technician (Tier 1) is responsible for effective Ciient service supaort
using workflow gnd incident management fools. Tier 1 techniciers folicw Fresidio’s standard
ITIL-based processes, as well as specific Client orocesses as defined by Service Delivery
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Management. Technicians viilize our incicant management system io manage the incident
queue for resolution or follow up, interface with Tier 2 engineering for advanced engineering
support as needed and mainizin Client communication during escalations. initial support for
nasic Client issues is supported at Tier 1.

Tier 2: Enginssring Support

The Service Deliveiy Engineer (Tier 2) is responsible for effective Client service using
advanced engineering skilis. Tier 2 engineers use defined ITIL-based processes for effective
Incident and Change Management. in acdition, the angineer interfaces with vendor supporit
engineering o Presidio Prcfassional Services io piovide timaly resolution.

Tier 3: Advanced Tachnical Support
s

Tier 3 is the highest level of supnort in 2 three-tiered technical support model responsibie for
nancling the most difficult cr advanced incidenis and ovarsesing problem maragement for
Clients.

Tne Client may comimunicate incicdents to the Service Delivery Center using the following methods
(in addition to auto-genarated incidents):

* Teiephone (P1 Incicenis must be opened viz z call into the SDC)
= Opening a ticket on the Client Portal (defaults to a Priority 4 incident)
® Emall (defaults to a Priority 4 incident)

Client personnel contaciing the Presidio SDC must be authorized to do so as defined in the Run
Book. The Run Book is a set of defined procedures developed during the Service Transition
Management process for maintaining the eveivday operation of the Client environment. The SDC
cannot respona to support requests from non-authorized personnel and wili not engage with the
Client through indirect methods for incident noiification. Client personinel authcrized o contact the
SDC must be qualified to interaci ¢n & technizal basis at & leval required to suppoit effoits by
Maiaged Services.

Once an incident has been opened, an email notification wil! be sent o he calier 2nd all contacts
subsciibed to receive noiifications that match the cenditions of the incident.
2.1. Incident Management
Presidio wili perform the foliowing during the management cof incidenis identified througn
monitoring of the environment cr by cirect Client notification:

» Event identification, logging and management

* Alert Review io assess if it is an actuai alert or system aromaly

= Ciear system anomaties and clcse the incident

e Group related relevant events into a single incident to reduce notifications (parent/child
incident correlation)

* Prioritize incidents based on impaci and urgency
= Notify Client of the incident within the notification service levei

& Restore Seivice
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o Take ccimpiete ownershin of service restoration or remotely assist onsiie personnel as
needed to facilitaie service restoration.

o Remotely facilitate hardware replacement ard software updztes determined to be
requirec by Presicio.

o Rerotely apply patches io remediate an incident or problem identified oy Presidio aind
kandled as a normal Change, if required.

o Interact with third-parly suppoit providers (e.g., Ciscc Technical Assistance Cenier
LTAC]). This requires a Ciient-signed Letier of Agency {LOA) processed during the
Service Transition Management phase. Cariiei Case Management is oniy included in
the Select tier of services.

2.1.1. Incident Prioritization Classification and Prioritization

incidents need proper classificaton ang orioritization. Ciassificaticn and prioritization are
described as follows:

« Ciassificetion - Determined by choosing the correct service offering, category and
subcategory as it cerlains o the incident.

= Prioritization - Assigning impact and urgency caiculates the appropyiiate priority.

2.1.2. Determining Classification and Prioritization

Basec on tiie informaticn piaced in the incident duiing its creation, the inciGeni is reviewed and
the correct classification, urgency and impact are selecied.

Priority is based on the combined impact and Urgency assignmenis, reflecting the ievel of adverse
impact to the Client systems.
2.1.3. Impact Definition

!mpact refers to the business impact of the system impacted. The initial impact is pre-defined from
the aleiting ool hased on the tvpe of alarm received cr Client request,
There are three categories of impact:

1. High: Incident affecting an entire site or multiple siies.

2. Hediur: incident affecting multipie users.

3. Low: incident affecting one oi few users.

2.1.4. Urgency Definition
Urgency is the extent to which the incident’s resoluiion can bear delay. The initial urgency is pre-
defined from the alerting tool based on the type of alarm received or Client reguest.
Presicio Incident and Problem urgency and corresponding priority levels are defined as follows:

1. High: Fuil service outage of a critical system or VIP s affected, requiras urgent
response.

2. Hedium: Clients ability to function is partially impacted, requires the SDC to
respond as soon as possivle.

3. Low No impact cn ihe Clien?’s ability to function; is more informaticnal in natura
and a response is not critical.
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Presidio retains ihe case oiioriiv even if there is 2 reduced severity of impact untii incident
resolution. The case may be left open for a prescribed period whiie operational stability is being
assessed.

The incident shali be closed by Presicio or Client upon validation of issue remadiation and the
Cl's reiumn to operationai stebility.

Compiete detail for open and closed ticke's resides on the Client Portal and is usec to support
incident manageiment anc problem management processes.

2.1.5. Priorities for Tools Generated Incidents

Presidio monitoring tools apply the following priorities for auto-generated incicents, gererally
indicating the condition shown (the actual condition is cetermined oy 2 number of faciors as
cefined in the thiesholds).

Exhibit 4. Incldent Priorities

IMPACT

Mecdium
g High Pi P2 P3
g Medium P2 P3 P4
W Low P3 P4 P4

2.1.6. Incident Escalation

incicents are escalated according tc a defined niocess. At anv point in the incident management
process, the Client may request escalation via ihe Presicdio SDC Supervisor ic addiess concerns
about the hancling of the incident. if service restoration reauires activities by & third-party provider,
Presidio initiates and manages the process.

For 2 High Severity (P1 or P2), Clients ave asked to call Presidic Vienaged Sarvices. The SDC
will initizte a live handof to an engineer. if furiner escalation of an existing ticket or afier business
nours escalation is required, the Client should request to sneak to the SDC Supervisor or
Manager. The Client is provided with a iist of five escalation ieveis in case needed, inciuding the
SDC Supervisor at Level 1.

Upon resoiution, the Client is rotified the incident is reseived and proviced with the opporiunity o
verify services have been restcred satisfacicrily. Foilowing incident resolution and Client
notification, the incident is closed by Presidio. Reports regarding incicent management are
available or. the Client Portal. '

2.2, Service Level Objectives

Service Levei Objectives (SLO) are specifically aligned to incident priorities and response iimes
for seivice requests. Presidio caiegorizes each issue by priority refieciing the level of acverse
impact to Client systems. Priority provides a reasonable and accurate refleciicn of the number
and compiexity and business impact of systems affected. Clients have the avility to set or change
the priority level of an incident at ary time, based on the impact to their specific business. Exhibit
5 describes the priority ievels assigned. Exhibit 6 describes the Seivice Level Parameters.



PRESIDIO.

Exhibii 5, Priority Levels

Level Description

| _
. mien vslems at i manv Client sites are compieiely unavailable. Affag
® P4/ Critical Syslems at one or many Clieni sites are compieiely unavailable. Afssied

systems cause significant business impact.

Systeims at one or many Ciient sites are partially unavailable. Affected

& P2 | High A ; )
d sysieins cause soime business impact.

Operational performance of Ciient sites is impaired while most business

>/ Mndhun operations remain functional.

Client is requesting infermation cr a icgical change that is covered under

@ P4/ Loy : : ;
R o their service agieement.

Exhibit §. Servics Levs] Objectives

Service Level Objective

Acknowiedgament Regponze Time{™ i5 3c 4 8
The amount of elapsed time between Client minutes minutes hours hours
initiation of an issue, or the time Presidio
Wanaged Services (ViS) deiects a fault, and .
the time Presidio MS creates an incident >95% >90% >80% NA
report and notifies Client via e-mail that an
incident has been created.

First Access Raaponsgs Time 30 1 8 3
The amount of elapsed time between Client minutes kour hours days
initiation of an issue, or the time Presidio MS
detects a fault, and the time an assigned
Presidio MS technician connects to the >95% >90% >80% NA
sysiem, or otherwise contacts Client, and
begins remocte diagnosis and
troubleshooting.

MACE Reguest Compleiion Time
The amount of elapsed time between Client 8 business hours
request of a User Change and the NA
completion of the change measured in US
business hours.

*Does not apply to ticket infegrated customers, nor contracts with no client contacts subscribed fo notifications.
Acknowisdgement Responae Tima achievement percentage is calculated as follows:

Totai incidenis acknowiedged within Service Level Target / Total incidents (fcr each oriority).
First Access Rezponse Timme achievement percentage is calculated as foliows:
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Tota! incidents within First Access Respoinse Time Seivice Leve] Target / Toia! Incidents (for
each priority).

MACD Reguset Completion Time is the amount of elapsed time between Client request of a
User Change and the completion of the ciiange measured in US bHusiness hours.

3. MONITORING

resicic’s monritoring is impiemented thiough an axtensive set of integrated tools that work in
unisen o manage a cusiomer's environment. Thase lools provide device hezakh moiioring ard
reporting, @nable event consolidation, provide an interface for remote diagnostics anc exchange
information with the IT Seivice Management (ITSM) piatform to sunport advanced capabilities
such gs autoimated incidenti creation.
The Presicio Data Collectior: Agent {DCA) comes pre-configured with all of the Presidio
monitoring ioois. Once instalied, Presidio’s expeiienced team cenfigures the customer DCA to
communicate back to Presidio’s primary collection point where all of the cusiomer dsta is
collectec and automaticaily analvzed.

Insice of Presidio’s ITIL coimpliant Service Desk system, evary comocneni manraged is defined
as a configuration itern in the Coniiguraiion Management Database (CMDB) and ail events and
data are tracked back to the individual Configuration items.

Presidio will meritor ihe health and performance via muitiole avenues including SNMP pciling a2
set intervals, SMMP traps for ciitical aleris, and when viable, other meihods as determined by
the technology being monitored.

Bervice Detalis
= Too! Setup anc Deployment

» Liser Orientation

™

24X7 Collection of Monitored Componant Data
= Technical Suppori on Tooi and Ccllection Process

* Real-time Threshold Monitoring and Exception Notification Event management

Presidic provides menitcring and instrumentation nroblem resolution seivices with hest-praciice
processes supported by a siate-oi-the-art tooiset. The service siarts with a component, and then
performs polling for events. Alarms are consolidated and efficiency is optimized root cause
analysis. Presidio provides fuli console seivices and incident workflow. The components of the
sernvice inciude:

= Surveillance
o The instrumentation mechanism is present and active for devices that are
monitored and filtering of concitions is established to provide preventive,
eary waming of oui-of-normal concitions.

s Detection
o Out-of-normal conditions are icentified by the surveillance mecharism and
concitions are Yorwarded to cotlection engines for auiomated analysis.
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» Consolidzaticn
o The condition is compaied tc other aciive condiiions o establish reiationships
and the condition is identified from many as actua!, or most probable,
commoir cause of all relate¢ conditions and an aiert is forwarded io the iITSM
sysiem.

* Isolation
o The opeiator validates the isoiated incident using automaied alert date,
available docuimentation, skili and judgment. The cperaior then ideniifies
the apnsence or prasence of a known eiror condition.

» Respond and Inform
o The ircident and resoiuiicn data are reviewed and the instrumantation
probiem management process begins. The problem management team
identifies appropriaie sysiemic action and advises surveillance if filtering
requires an aciusiment.

= Leamn
o The incideni and resoluiion information are reviewed ang the
instrumentation problem management process begins. The oroblem
management {eam iclentifies appropriate svstemic action and advises
surveiliance if the filiering requires adivstment.

Parformance Manasgameni

Performance planring includes information collection, forecasting, anealysis, decision-making,
and decisicin support. Perfcrmance planning is a sivaiegic part of capeaciiy management.
Through capacity planing, fuiure requirements are forecastad, and pians are prepared tc
ensure that resource capacity will be available when needed. Presidio’s Monitoring solutions will
detect condiiions as capacity approaches nredetermined {hresholds, zleri operations staff to
inese conditions via the operations console and initiate escalaiion and incicent investigaticn
auiomaticaliv,

Wonitering Framawork

This section describes the design of the monitcring solution including the various componenis of
the soiution and the infrastiuciuie (o suppor; those componenis.

Precidio Data Centars

Presicio’s Managed Services ¢ata center space includes two separate faciiities. Each facility
ieatures cual home connectivity to iwo network cariers and 2 daie cenrter infrasifucture
consisting of independent compuie, storage, security and neiwork infrastruciure. Each
infrastructure component nas multinle levels of redundancy to avoid a service outage with a
single failure of a component.

Presidio DCA

The monitoring framework requires instaliation of the Presidio Datza Collection Appliance (DCA)
on the Client network. Each DCA contains a complete copy of Presicio monitoring tools,
inclucing the core monitoring framework software and 2 'oca! colleciion database.
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The DCA is instalied on the Client premises on 2 singie subnet configured with Secure Socket
Layer (SSL) tunnel to the Presicio monitoring framework. It is recommended that the DCA be
installed within the Client data center at the network core. Additional Presidio appliances may be
required, depending on the senvices the Client purchased and the number, tyoe and locaiien of
moniiored devices and svsiems.

Precidic Menitering Solutionis)

The Presidio monitoring Soluiion provides continuous moniioring of the heaith and availability of
heterogeneous sysiems and neiworks. The seivice provides an axiensive range of servers, veice
applications, routeis and wireless sccess poinis for monitoring. Ceriain server and application
setiings can also be changed to provide as much information that is available from SNMP and
other native system or application utilities that can alert support teams when failures or events
occur. Powerful event management capabiliies correiate information and ninpoini the roct cause
of & prokiem. The service uses ihe fcllowing techniaues to find infrastructure oroblems:

fAapping — The Presidio monitoring solutions walk the devices mapping the topology
anc stores in a mocdel of ihe environmeni and all the devices

Polling - Actively reach out io every intelligent device avery 5 minutes and ask it abou?
its state of healih

Log reading - Scanring the logs of every device for symptoms (where avaiizble and by
request)

Trap listening - Filtering for inose which are warning alarms sent hy intelligent devices
or other element management systems when they detect a problem (where avaiiabie
ana by request)

Consolidation - Lise experi rules fo relaie sympioms to the known :onology, the davices
kinown to be there and other symptoms recenily obtained

Monitering Notlfication and Escalation

Incicent notification informs Presidio and the Ciient that an Incident has bean recorded.

Motificstion and Escalation

Automzated, nclicy-based actions usac to further cusicmize evan; notifications
Typiceily used io creaie unique notification timing based on business
operational requirements (i.e. suppress memory aiarms on certain servess if
they are less than 30 minutes in duration during app'ication peaks)

Grouping policies can be basad on cusiomer, cemponent type, description, eic.

Dynamic Modeling

Ability to give incividua! devices unigue attribuies which can be used for
workflow or business unit neads (thiough the ITSW Systam)

Identify critical devices which may need higher priority action or lower priority
action (i.e. only needs escalation during prime time)

Ability to set platiorm type used on operations, ticketing, workfiow,
trcuniesnooting
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Console Configurations

* Operations console configurations to aler views of accounts, cevices, classes of evanis,
events requiring aclion, etc.

4. CLIENT PORTAL

Presidic Managed Services includes 2 Web-based Management Portal. The Client Porial is
remotetly accessible by Ciienis and provides accass to iev information and services with respect
to their managed services. Capability includes:

» Facilitating communication with the Presidio Service Desk, including recuest
inanagement.

» Viewing progress of service activities and tha levei of service being delivered.

» Viewing, creating and updating incident ticiets and change requesis.

* Viewing the status of Cls under contract.

Instructions to access and navigate the portal are provided in the remote training session during
Service Transition.

6. STANDARD REPORTS

Presicio Managed Services come with a suite of standard reports. Presidio orovides reports for
managed Cls, inclucing performance, availability, and inventory reports. The Client renoris are
accessible via the Client Poria!. Report details are provided in the Service Appendiices and ara
specific to each service contracted with Presidio.

6. CHANGE MANAGEMENT

Change Managemeni ensures that changes io managed Cis are evaluated, coorcinated anc
communicated to all impacted parties io minimize adverse impact on ihe Client Procuction
gnvircninent.

Changes fzii inio three categories:
1. Stardard Changes
2. Noimai Changes
3. Emergenrcy Chainges

6.1. Standard Changes

A Stendard Change is a change to a service or infrasiructure for which the approach is ore-
authorized by Change Managemeni and that has an accented and estsblished prozecure to
provide a specilic change requirement. Standard Changes do not require authorization from
Technicai, Customer or Change Management Approvers prior 1o implementation. Standard
Charges have low {o no risk and have no impac: io the Production envirormeni when oerformed.
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Standard Changes should not have outages associated with them. There is o dasignaied Lead
Time for Standard Changes.

6.2. Normal Changes

A Normal Change is a change io a sefvice or infrastructure planned and implemenied within
aesigrated Lead Times. They follow the Normal Change process defined in the Change
Management Policy. Norma! Changes raquire authorization frem the Technicai Apbprover
(designaied by who is performing the implementation), Cusiomer Apprever end Change
Manager Apnrover. Normal Changes require fully detailed implemeniation nians, back out
plans, iest pians and justification for narforming the change.

The Lead Time for a Norma! Change is 2 days (48 hours) from the time the Change Reglest is
submittad unil the time it can be implemented. This allows time for the Change Recuest io be
reviewad and approved oy ali appropriate parties. 1t aiso ailows time for Presidio Managec
Services to properiy assign resources to the Change Request.

If a Normal Change is requirad to be processed sooner than the 2 day lead time, it is flaggad as
Expecited. All requests for Expedited Nermal Changes require a velic business re'ated
justificaticn,

6.3. Emergency Changes

An Emergency Change is a change {o a seivice or infrasiruciure that requires impiementation
as soon as possible due to a criiical issue or service or infrastructure outage. Emergency
Changes must be related to a Priority 1 (P1) or Priority 2 (P2) incicdent or request and may be
logged aiter the P1 or P2 is resolved.

If an Emergeicy Change is iogged after the resolution ¢f a P4 or P2, it must be logged within 24
hours of the incident, Request, or Problem Resolutior. Approval of an after the fact Emergency
Change is a vaiidation that the Emergency Change was reauired at the time it was performed.
Emergency Changes are approved by the Emergency Chanrge Advisory Board. There is no
designatad Lead Time jor =mergency Changes.

6.4. Customer Maintenance Changes

A Customer Maintenance Change is a change o & service or infrastructure being performed
cirectly by the customer and not Prasidio that has the potentia! for aler's o be creaied. This tvpe
of Change Reguest is submitied for the purpose of suporessing monitoring on ihe Cls listed in
the Change Request. These Change Requests are pre-approved and have no designhated Lead
Times. Customer Maintenarce Changes Recuests are submitied sither by the customer through
ihe Presigio Custoimer Portal or by a member of the Service Delivery team for the cusiomer.

6.5. Moves, Additions, Changes, Deletions (MACD)

Presidio offers Reguest Management for Managad Cls. The MACD process providas a imode!
for managing and executing moves, additions, changes and deletions of hardware and software
configuration items in ihe Cliert's environment. MACD service is defined within two categories:
1) Device-level changes anc 2) User changes per contracted UC/Collzboration services.
Detinitions for each categorv are provicded beiow with additional details for contracted services
withir the Service Appeidices (if anplicable).
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8.8.1. Davice Lavel Changss

Device-levei changes are defined as configuration requests that tynically impact muitiple users
based on the change, such as configuration. Presidio reviews the Contract for each cevice level
reques: ang determines if it falls outsides of the scope as defired below:

Takes less than 2 hours of éime to complete.

Does not require planning or design efforis.

Does not include ary aciivity with a material onerationa! impact. (i.2., the change cannot
affect the normal physical operation of the device).

Is nct an upgrede or feature addiion.

Is not a project or part of a project.

LN

o

For charges not coversd by this agreement, Presidio provides a sepearate Ceniract frem
Professional Services. Device-levei MACC support is only proviged io equipment specified in
the CEL,

A single device ievel change (MACD) is defined as one change per device; multiple changes io
a single device are considered muiiiale MACDs regardiass of whether it is made or the same
seivice racuest. Presicio reseives tha right to determine i ine activity quaiifies as a MACD
aciivity. Device level MACD wori does not apply to the Security !ncident aind Event
Management Service which is defined in the separate contract.

For gevice-leve! changes, ¢ to two changes per Ci psr month ara alowed. Changes gre
alloiteci monihly and must be used duiing the target month of service. Any change ailocztions
remaining at the end of a service menin are considered forfeited and do not roll ‘o subsequent
service imonihs.

8.8.2. Uzer Changes

A User Change is change for Collaboration services impacting any single user-based
coniiguration, including moves, additions, changes or deietions; e.g., a recuest to add/delete a
user profile. Details are provided in the MACD section of the Unified Communications Service
Appendix.

The MACD option for the Users must be included in the covered device iist for Presidio to
perform user changes. The month'y allotment of MACDSs is 5% of the manraged Users per
month and recuires 106% of managed Users to be covered in agreemant.

Presicio iracks the MACD tickais for the 3-menh period and notifies the Client of trends. ¥ ihe
average MACD counts are exceecing the targat limits, it may show evidence of an operationai
or training issue Presidio can acldress with the Client. if no operational issues exist and the
MACD requests from the Ciieni normally excaed the 5% iimit for Users by more than 10%,
Presidio wili work with the customer io adjust the billing for user changes.
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7. PROBLEM MANAGEMENT

Problem Management is a process that supports Incident Management. A problem is created for
tracking activities that lead to identifving z root cause and resolution ‘o the incidani's vinderlving
error.

Problem Maragement has two major categories:
1. Problem I¢entification
Z. Problem Diagnosis

7.1. Problem Identification

The process staris with analvzing availzble daia, igentifving and recording probiems, and
ciassiiying preblems accoiding fo impact, urgency, and staius.

7.2. Problem Diagnosis

The Probiem is assessed to determine noiential resolutions, which can include boih temporaiv
workarounds as well as permanent fixes. If a permanent fix is possible and cost-justifiable, a
recommencation is made to the Ciient *o correct the error by initiating a change via Change
Management.

8. PATCH MANAGEMENT

Presidio provices Paich iManagemeni to cusicmers who have contracted for Select Level
services. There are two areas where patch management is appiied: 1) Incident Remediation and
2) Vuinerability Management.

Patch management for incidenis is appiied when a vandor suppoit case direcis Presidio to anpiv
a veision censisient with a fix for a known error. Vulnerabiiities are defined as a defeci reported
by a manufacturer that has the potential to affect the overall security of a client device or
devices. These vuinerabiiiiies are typically resolved with a software workaround or 2 patch issued
oy the manufacturer. Vulnerability patches are applied when there is a CVSS score that is 2 9.6
or nhigher {Criticai as deiined Dby the CVSS soscificaiions fisied at
https://www.first.org/cvss/specification-document. Due io the unknown nature of the number of
releases during any given yezr, Presidio will provide up to two vulnerability patches per device
per year peginning on the Start of Service date of the contract. Additionai vulnerabiiity patches
are net censicered MACD aciivily and are dilied as a separaiely negotizied addendum to the
original SOW as applicable. Vuinerability patches are not proactiveiy applied as part of gnv other
service level.

Patch apolication to remediate incidents and miticate known security vulnerabiliies is 2
cooperaiive cecision between the customer and Presigio. Paiches are svaivated to ensure that
current environmental siability is maintained. Patches fo remediate ar incident, vulnerability or
problem icentified by Presidio are handled as a Change Request.

As part of the Pztch process, Presidio completes ine f ilowing:
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* Forincident remediation paiches, Presidio will review manufacturer field noticas ‘o
determine impact and urgency to the Client system and existing software levels.

e For vulnerabilities classified as Critical ver the Comimon Vulnerability Scoring System,
CV8Sv3, wiith a scors of 8.0 — 10.0, Prasidio will assess impacts {o the Clieni and
provice recomimendations for rernediation as applicabie.

¢ For critical security vulnerabilities and incident remediation as defined ebove, Presidio
remotely appiies updaies ‘o afiected Clis fol'owing the approved Change Management
preccess.

if the Paich application necessitaies a fuil upgrace in version level, requires a physica! change to
the existing hardware configuration or impacts dependent technologies, the effort is evaluated
anc may be subject to a separate oroiect agreementi. Covered equipment with software where
the software maintenanca has reached end of support or has lapsed, is net cevered by tha Petch
Vienagement element.

Client-requested patches for obizining acditional features or functions are out of scope of this
secion and must be handied as a separaie agreeiment as referenced n “Device Leve! Changes”
uinder the Change Managemenit seciicn of this document.

9. CARRIER MANAGEMENT

Presidio provides operational hendiing of caivier cases with third-sarty data and voice cairiers for
incident remediation. For mos: Clienis under management by Presidio, there is a strong
telecommunication vendor dependency. This service element enables Presidio to open tickets,
for Clienits who have provided a sigrec Letter of Agency (LOA) anc the recuisite circuit
informaiion, on behalf of the Client for anv circuits diractiv connacted to devices under Presidio
management. Presidio manzges the case throughout the incident resolution nDrocess.

10. DISPATCH SERVICES

Dispaich Services include scheduiing Gualified field tachnicians to replace fziled equipment
associaied with an RMA only. Prior (o the dispatch, Presidio coordinates with the Client to set
proper expectations for timing of the repiacement work. This service is either a 7:24x4 hour
response or an 8xbxNext Business Day (NBC) response depending on the associated vender
meintenance aitachad o ine failed componen:. The 4-hour respense is proviéad o lecations
within 50 miles of a major metronolitan area.

Inteinational locations recuire a sevarate customer agreement for coverage, due to additiona!
cost for coverage outsice the Uniied Sizies.

Dispaich senvices not associaied with an RIMA replacement, which zre cusicmer reguests, are
billable engagements ai a rate that is based upon the level of effort and location and wiil be
reviewed with the client prior to engagement.

11. VENDOR MANAGEMENT

Presidio provides operationzal coordination of incident resolution involving products supporied by
third-varty vendors as specifiec ir; the device list of this coniract. Presidio suppcrt requires the
Clien! to provice necessary acccunti, contract and suppori information at the time cf on-
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boarding. Support information includes, but is not iimited to, vendor suppoit hours of operation,
contact numbers, escalaiion coniacts and any applicable SLAs.

For incicents involving third-party vendors, Presidio can only commit to SLA attainment
consistent with ihe Client’s sevice level agieements with the vendor, and is dependeni on
vendcr resource availability. Fer incident management involving third-parly verdors, Presidio
will open tickets with the vendor and manage the case throughout the incident resolution
process.

Note that dispatches by Presidio for vencior managed crocucts/devices are not covered,
ncluding RMViAs.

12. SERVICE DELIVERY MANAGEMENT

The assigned Service Deiivery Manager {SDiV) imanages client satisfaciicn in the delivery of 7
seivices anc ensures program objeciives ave imet. This person provices the clien: a primary
point of contact within Presidio Managed Services, and provices operationa! leadership {o the
account ieam and client stakeholders. The SDM also ensures that the team understands the
various technology services that Presidic delivers to in2 client.

ne Seivice Delivery Maneger provides management to multiple service celivery projects within
the account and assumes responsibility for aii aspects of account performance {technical,
contraciual and administrative). The following zre standard SDM responsibilities:

*  Mairtain configuration management catabase, suppori documentstion and any agreed
upon special procedures

°  Work with other Managed Services departments to maintain and improve customer SLO
metrics

* Marage Cusiomer satisfaciion

= Meet agreed upon client deliverable schedules and manrage expectations

» Manage appropriaie internal and exterral resources to meet desdlines

¢ Facilitate cusiomer meetings and teleconferences

* Maintein active communication internally and externally

= Deliver Quarterly Business Review (QBR) io the ciient (can be remoie or on-site per
client discretion}
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13. UNIFIED COMMUNICATION MANAGEMENT SERVICES

The Presidio Unifed Communicaiions Management Service (UCMS) delivers support for a full
range of collaboration services for Cisco unified coliaboration, video, and third-party devices ana
applications. As a key offering within Prasidio’s Collabcration Seivices Pcrifolio, UCMS sngbles
organizetions to acceleraie the adopiion of advanced coliaboration technologies by providing
Managed Services through a team of highly certified engineers corbined with state-of-the-ari IT
Service Management faciliiies.

UCMS Monitoring

UCMS inciudes standard cevice-level monitoring s well as advanced coliaboration-specific
monitoring.

UCHS - Clece-Soecific Monitoring

UCMS provides advanced menitoring of the Cisco UC soiution. Exhibii 3-1 lists the elements in
our current toolsel that we moniior. if 2 configured ihieshold fcr & Cl is reached, the alert
generaies an incident for our SDC {0 iesolve. Piease note, as the Prasidio WMonitoring Framework
evolves, this list may change. ‘

Exhiblt B-1. Monkored Tociset BElement

Description
Gateways — Status, Reachability, Busy Call Attempts
Phones — registered phone discrepancy
Dial Plan — Route Group, Route List, Route Pattern, Trunk Status
Cisco Server Hardware Disk, Fan, Power Supply, Temperature, Voltage
Communications Manager Parameters
Location Statistics — Bandwidth Utilization :
Media Resources — Hardware conferences, Media Termination Point {MTP), Music
on Hold (MoH), Software Conferences, Transcoders, Video conferencing resources

‘Device Statistics

(/DSP based)
Communications Vianager | Cisco Unified Call Manager (CUCM) Service
Server Alerts Cisco Call Manager (CCM)Process

CCM Agent Process
Computer Teiephony integration (CTI) Manager
Database

SNMP

TFTP

Unity Alerts Critical Events

Failover Service Failure
Unity Port Max

Unity Ports Not Registered
Callivanager Alerts CallManager Down
Database Failure
Heartbeat Issues

CTI Manager Down
Backup Service Failure
SNMP Failure

Syslog Failure

CCM Cluster Alerts CDR/CMR Database Issues
Gateway registration issues
CCM Server Alerts Process issues

CPU Utilization

Disk Partition Utilization
SQL/Database Issues
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Title:
Cisco TelePresence Alerts

Description
Gatekeeper Rejected Video Calls
Video Bandwidth Exceeded
Call Jitter Exceeded
Call Packet Loss Exceeded
Ethemnet Down
HDMI Cable Down
HDMI Power Failure
Latency Exceeded
Packet Loss Exceeded
Jitter Exceeded
Peripheral Down
SNMP Status Down

TFTP Alerts

TFTP Port/Network issues
TFTP Service Failure

Standard Reports

Our UCMS Seivice inciudes a Gavice-'evel reporiing interface on our Presidic Client Poital that
allows Stancaid reporis i0 be viewed by the cilent. This is inciuded in beth the Esseniial anc
Seiect seivice levels. Standard Reporis include four pre-configured reports and daia are retained

for 6 months.

fn acdition to the Client Portal reports, the foliowing Coliaboration Renorts are picvided as shown

in Exnibit B-2.

Title
Trunk Availability

Exhibit §-2. Goliwboration Reports
Description
Avallability is based on conneactivity from the PBX, registration status within the PBX
and the member channel status. ot all factors are available for all trunks.

Trunk Utilization

Utilization is expressed in terms of the number of channels occupied. Itis calculated
by dividing the total duration of all processed calls across the IP or PSTN trunk(s) by
the sampling peried. For example: 12 x 5-minute calls (80 minutes) divide by 10-
minute sampling period = 6 channels occupied, or 12 x 5-minute calls (60 minutes),
divide by 1-hour sample period = 1 channel occupied. Calls originated outside the
sampling period are also counted, but only for part of the call, which falls within the
period.

Trunk Summary

Overail trunk availability

Trunk availability

Impacted trunks

Trunk down time

Trunk outages

Trunk degraded time

Trunk utilization

Trunk busy hour

Trunk busy hour by percentage
Trunk call types

Call Failure Report

Calls attempted - A call attempt is a request from a phone/device to a PBX to initiate
a call, whether that call is successful or not. Calls attempted = Calls completed +
Calls rejected + other failures.

Calls completed - A call completed is a call successfully processed by a PBX and
terminated with a disconnect cause code that indicates graceful termination.

Calls rejected - A rejected call is either a call attempt that is received but not
processed by a PBX due to throttling when the PBX is under high load, or a call that
failed due to resource limitations.

Call failures - A failed call is a call attempt that is processed by a PBX but the call
terminated abnormally with & disconnect cause code indicating that the call failed.
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Description
Call failure ratio - The call failure ratio is the percentage of processed calls that
failed.
Calls processed - A processed call is a call attempt that is processed by a PBX
regardless whether the call completed successfully or not.
Disconnect cause code - The disconnect cause code indicates why a call terminated
abnommally. It may be attributed to either the origination or destination device.
Report data - Calls with an origination time within the reporting period.
Long Duration Calls Report | Lists calls with duration exceeding the long duration threshold. This list of calls may
help to identify device malfunctions, configuration errors or abuses of the system,
Calls with a disconnection time within the reporting period are included in this report.
Disconnection time is chosen to ensure these long calls will be captured in the
report, as CDRs are only generated at the end of a call.
Node Utilization Report High CPU Utilization
Node CPU Utilization
Call Load Balance
Phone Load Balance
Call Load Report
Busy hour statistics
Busy hour cail attempts
Busy hour grade of service
Calls attempted
Calls rejected
Node call load
Phone Report
Phones configured and registered
Call types
Call statistics
Phene utilization
Phones inactive
Route Pattern Availability Availability is derived from availability of trunk members beionging to the route
pattern. Trunk availability is based on connectivity from the PBJ, registration status
within the PBX and the member channel status. iot all factors are available for all
route patterns.
Overall route pattern availability
Route pattern availability
impacted route patterns
Route pattern down time
Route pattern outages
Route pattern degraded time

UCMS Service Management

In addition to the detaiis in the main Coniract, the following information specificaliy anplies to the
uCMS.

Svstem Backups

Presidio performs back-Lp processes for Cisco ASR anc iSR-based voice gateways, VC-seiies
analog gateways, and other 10S-based voice Cls. This includes definiion and execution of
service restoration process for Managed C's. The configuration back-ups are siored on the
Monitoring Framework and available for use by Presidio in pringing current or replacement
Managed Cl's tc service. Device-based backups are not performed for Monitored-Cnly Cl's.

resicio provides best praciice recommendations to the Ciient in support of their Unified
Communications applications backups. The Ciient is responsibie for the configuration and storage
of ihe backup jobs. Presidio monitors the backup services utilizing Cisco RTMT and
aleri/iroubieshoot on service failures and related incidents.
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Standard Sgrvices
Exhibit B-3 lists examples of the typical operations performec oy our SDC for UCMS Clients.

Exhibii B-3. SDC Typical Operations

L& L
CER DB Replication
CER CER troubleshooting {phone tracking, ERL mapping)
CER Integration with CUCM troubleshooting
CME General Troubleshooting
CME Integration with CUCM troubleshooting
cuc Call handler troubleshooting
cucC Subscriber troubleshooting
cuc DB Replication
cuc Failover troubleshoaoting
cuc Integration with CUCM troubleshooting
CUCMm IP Phone troubleshooting
Cucw Jabber Client troubleshooting
Ccucm Dial plan troubleshooting
CUCM Resource troubleshooting (Xcode, MTP, Conf)
CuCi DB Replication
CUCM Backup and Disaster Recovery troubleshooting
CUCM - Debugging cails on gateway
CUCM Call failure troubleshooting
CUCM Troubleshooting Basic QoS (limited to managed components only)
CUE Hardware replacements
CUE Integration with CME troubleshooting
CUPS Subscriber troubleshooting
CUPS DB Replication
CUPS " | Configuration issues
cupPs Integration with CUCM troubleshooting
UCCX CAD\Supervisor client troubleshooting
uccx inbound calling troubleshooting
UCCX Qutbound campaign troubleshooting
Uccx Call Recording Troubleshooting for supported 3™ party vendors
UCCX DB Replication
ucs Upgrades - Firmware - In response to a bug or vulnerability
ucs Hardware replacemenits - Drives
Video Troubleshooting MSE8000 series including MCU\Telepresence server series blade
Video Troubleshooting integration VCS to Cucm
Video Troubleshooting Cisco media Experience MXE
Video Cisco Telepresence Exchange integration with TMS
Video Telepresence Healthpresence and Telepresence educator
Video Media Services- Cisco Content Server and streaming, troubleshooting and monitoring
streaming

2
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Device Task
Video Jabber video client and integration troubleshooting
Video B2B video troubleshaoting

fiftoves, Adds, GChanges and Deietions (MACDSs)

With the Select Service level, Presidio offeis totn user changes and cevice-ievel changes. The
MACD sectiion within this Statemeni of work defines the scope of beth change types, aiong with
any associated volume iimitations. In the foliowing tables, examples of both user and device-

ievel changes are previded.

Exhibit B4. Device-Levai Change Examplzs

CER CER Configuration (ELIN, ERL, alerts, etc.)

CME Configuration (dial-peers, hunt lists, other dial plan elements)
cuc Bulk changes to subscribers

cuc VM distribution lists L

Cug Auto attendant routing changes/menu structure changes

cuc Uploading licenses

cucC Auto attendant schedule changes

cuc Call Handler Configuration

cuc Scheduling, TOD routing

CUCM Translation pattern adds/changes/deletes

CUCM New DID assignments using number expansion

Cucm New call blocking configurations on H323/SIP gateways

CUCM Adding to or madifying existing call blocking configurations
cucMm Codec manipulations

CUCM Bulk changes to phones/users

CUCM Building new hunt groups

CUcM Music on Hold changes

Cucm Uploading licenses

CUCM Uploading new firmware

CUCM Changes to gateways

CUCM Generating simple CDR reports (few numbers, narrow date range)
CucmMm Creating/modifying Forced Authorization Codes/Client Matter Codes
CUCM Translation pattern adds/changes/deletes

CUCM Dial plan configuration

CcucmMm License Activation

CUCM Backup and Disaster Recovery Setun

CUCM Minor updates/patching (elective, on request - no new features)
CUE Configuration (auto attendant scripting, voicemail subscribers, etc.)
UCCX Skill group assignments

uccx Team assignments

UCCX Script modifications (holidays, hold music)
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UCCX Minor script changes (TOD Routing, trigger additions etc.)

Ucs Upgrades - Firmware - On request/coinciding with application patching

Voice GW Dial-peer configuration

Voice GW SIP Configuration changes (SIP Profiles, Translations, etc.)

Video Adding\removing search rules in VC§ — compared to route patterns in CUCM
Video Addingiremoving transformation rules, pipes, and bandwidth allocation/site in VCS
Video Issuing firmware licenses for all Telepresence products

Video Assist in firmware upgrades for Telepresence products, including infrastructure
Video Adding\removing endpoints on TMS

Video Managing and pushing global directory to video endpoints

Exhibii 8-5. User MACD Changes Examples

Devicle__ Task
CME Create user/ephone/DN

CME Add DN to existing hunt group

cuc Setup/decommission voice mail

cuc Change existing subscribers

CUCM Create usersidevices/profiles

CuUcmMm Assign directory numbers

CUCM Delete users/devices/profiles

CUCM Move users/devices/profiles to new phone number
CUCM Change existing users/devices/profiles

CUcMm Add users tofremove users from existing hunt groups
CUE Create/Modify/Delete CUE Subscribers

UCCX Assign skill to agent

UCCX Add agent to team

uccx Create/modify/delete agents
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14. SERVICE TRANSITION MANAGEMENT

Service Transition Management is a phased process in which Presidio impiements Manzged
Seivices. It incluces upioading information into tha Moniioring Framework, including ine Service
Management Sysiem and configuration of the DCA. This censisis of ail steps reguired to aciivaie
and onboard Managed Seivices.

14.1. Kickoff Meeting

Presicio assigns a Project Manager (PM) to act as a singie point-oi-contact during the Service
Transition Management phase. The exiernal Kickof ieeting indicates the initiztior of the kickoff
phase and is typically conducted via web or voice conferencing. The Kickoff Phase, as well as zll

remaining phases within Service Transition Management, is tvpically facilitated bv the PV in
collaboration with a Presidio Engineer.

This Service Transition Management nhase inciuces the following activities:
« Coordinating, scheduiing, and executing the Kicko'f Meeting.
* Reviewing deiiverables included in: this Managed Service Contract.
= Reviewing services purchased, as indicated on the Client Purchase Order {FO).

«  Aiigning Presidio and Client on &l major activities, risks, and milestones auring Service
Transition Management phase.

* Reviewing and scheduling a timeiine for completing the Runbook and covered
equioment list (CEL).

14.2. Runbook

Reviewing the Runbook components and key irformation is critical tc success for Service
Transition Management. Containad in the Runbook is the CEL, whick identifies Managed and
Monitcred Cls. The P develeps a Project Plan for subsecuent sieps wiih distribuiicn o piroject
contacts. The reguired information must be uploaded into the Monitoring Framework. The Cliant
Is responsible for providing the information included in the Runbook, which is provided as part of
Service Transiiion process.

14.3. Presidio Monitoring Framework

The DCA is configured to moniior Managed Cls per the CEL inciudad in the contract. During the
networic ciscovery piocess, the PM communicates any discrepancies beiweaen identified Cls and
requesied Managed Cis in the CEL. Additionai documantation speciiying addressing, poris, and
protocois is provided and reviewed with Client during kickoff.

Requesied additions beyonc the Managed Cls defined in the PO are subject to incrementai
service fees and acdiiional Service Transition Management intervals. The PiM comimunicates with
sales personne! {o add any additionai items via an Addendum.

Implementing the Monitoring Framework inciudes the following:

= Preparing, configuring, and {esting DCA.
= Shipping CCA o the designatec Client preinise.

5
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* Remotely assisting Clieni with DCA insizliation; on-site insiallation stpport is avaiiable at
client request.
» Establishing SSL over HTTP connectivity between Presidio and the Ciient nigmises.
¢ Corfiguring Presidio internzi svstems in preparation for seivice delivary.
Presidio inpuis managed and moxiiored-only Cl information inio Monitoring Framework and the
Service Management system, Service, support and escalation brocesses are also cenfigured in

the Service Management system during the Transition phase with input and agreement from the
Client. This completes the implementaticn of the Monitcring Framework.

14.4. Managed Device Preparation

The Monitoring Seivice element is dependent unon:

1. Nehwork connectivity t¢c Managed C's.

2. Configuration of SNMP.

3. Trap Raceiver destination IP address.

#. Provision of login and anable passwords.

A required device-specific configuration is supplied to Ciient, including communiiy sirings and
nost destination addresses.

14.5. Setup and Modeling of the Application

Setup and modeling of the apniication is 100% Presidio’s responsidility and includes the
instaliation software componenis of the Monitoring Framework. Managed device information from
the collection stage is loaded, and each individual device is configured foi required monitcring
siatistics/reporiing. Presidio and the Clignt resolve 2ny network connactivity, fireweil, or routing
issues between Cls and DCA.

14.6. Remote Training Session

The PN will schedule remote {raining sessions as necessary. These sessions are conducied via
WebiEx provided by Presidio.

The objectives of the training session are reviews of:

= Seivices to be delivered.
= Service cocumeniation.
« Presidio and Ciient responsibilities during the service deliverv process.
= Processes for obtairing seivice.
Service escalaiior process.
e Client Portal cverview.

14.7, Start of Service (SOS)

The SOS miiestone begins the Seivice Term, and is contingent on the timeiy completion of all
activities as identified in the Runbook project schedule. Presidio works with the Client to meet the
Start Date milestone and validate that the Seivice Transition Managemeni phase is compieie
efore Managed Services commences. Netification/Escalation and Svent Managemeni does not
occur until 2 detailed operations hancover has baen nerfermed, all recuired documentaiion and
procedures are put in place. At the agreed-upon siart date, the PM and the Client execute a

=
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Certificaie of Acceptance, concluding the Service Transition Management pnase, anc the Service
Deiiverv phase commences.

16. CLIENT RESPONSIBILITIES
15.1. Install Monitoring Framework
Client shall provicie the following with resoect to the insialiation of the DCA:
» Provide eppropriate secure rack-mount location for the DCA with suitable environimental

conditions.

* Instail the DCA and network conneciivily per Presidio-supplied guideiines or gliow Prasidio
o access appropriate location io deplov the DCA.

» Provide communications faciliies and services including internet and network
configuration. Communication facilities and services must be mainiained for the duraiion
cf ih2 service term.

= Provide a resource to suppoit the installztion of the DCA. These activities include:
o Insiziing the DCA in a suitable equipment rack and conhnecting io network.

o Power connection tc Uninterruptible Power Svsiem (UPS) or other facility with
continuous uninteriuoted power.

o Power-up.
o Notification to Presidio that installation is complete.
» Provide suiiabie commeicial power, and recommends UPS or oirer accepiabie power
back-up facilities providing a minimum of 1xVA dedicated tc each appliance.
15.2. Training

The Ciient shall provide training coordination support, including identifying trainees and trainee
contact information.

158.3. Transition Management

To ensuie Presidio’s ability to provide services for Maraged Cls, Presidio requires the Client to:

* Assign a Project Manager o equivalent to represeni the Client auring tnhe Servics
Trensition Managemeni phase.

» Assign & Technical Lead or equivalent to assist Presidio with esiablishing the network
access required for Managed Sarvices.

e The Client Project Manager anc Technical Lead must atiend the Projsct Kickol Mesting
and trairing sessicns.

%
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15.4. Runbook

Utiiizing the required information orovided by the client, Presidio will complete the Runbook, which
provides the ey information critical to success for the Service Transition Managementi phase,
Tha Runbook provides information, such as:

» Detailed C! invertory information.

» Definition of Client-specific support policies including:
o Points of ccntact and profiie datz
o Change management procedures
o Notification policy
o Escalation policy

* Manufacturer maintenance and suppoit contract informaticn and coniract number {e.g.,
Cisco SMARTnet).

» Provide as-buili documentation inciuding detailed design, network implementation
plan(s), site survew(s), and bili of materials (if availzble).

15.5. Service Connectivity and Network Access

The Client is required to provide Read and Write management access to Mar:aged Cls as defined
by e Runbook. Access musi be implementad in a timely manner in accordance to {ie Runbook.
This inciudes SNMP, sysiog, and other defined protocois as necessary to support services.

The Client will maintain manufacturer maintenance and support contracts covering harcéware
and/or software as may be applicakle on aii Managed Cls for the curation of ihe Managed
Services contract. Client must provide support coniract details, LOA and 2ii oiher Client
¢ocumertaiion and authorization reguired to facilitate incident resolution.

If the Ciient elects not to mainiain such coverage, Presidio provides reasonable business effort
only an¢ may not have access io necessary manufaciurer resources, such as suoport and
software updates to facilitaie repair.

in cases of special support arrangements; e.g., Clent sicciking their own spares (self-insuring),
Client acquiring manufacturer suoport on a Time and MVaterials (T&M) basis, or instances of no
manufacturer mainienance and suppoit, the Client must orovide a sparing sirategy for
replacement of devices, and the replacement anc recovery of device functionality is the sole
responsibilily of the Client.

15.6. Communication and Change Management

Presidio has a co-managernent approach o Mianaged Services, aliowing the Cliert ancd other
Clieni-approved vendors to retain access to Managed Cls. Because multiple parties can make
changes to the environment, Presidio requires anvone with access io the Client’s environment o
follow a consistent and documenied Change Management process. This process is reviawad and
agreec-upon erior to comoieticn of ihe Service Transiticn Management phase.

The Client will:

» Noiify Presidic in advance if scheduled or unscheduied mzintenance cf Client's
Managed and Moniicrad-Only Cls wiil imnact the:

-
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o DCA roniioring of Managed Cls.

o Proper operation or network connectivity of Managed Cls.

Maintain responsibiiity for informing Presidio of Ciient emplovee siatus changes.
Provide an¢ maintain a list of Client empiovees authorized to request changas.

Provide and maintain an escalation path within the Client's empioyee base.



&
I

i
=
P
int
i&
L ]
gy
o
f"?

(N

1

MASTER MANAGED SERVICES AGREEMENT

This Master Managed Services Agreement (“Agreement’) is effective as of the date last signed below, and is made by
and between Presidic Networked Solutions LLC, with principal offices at 8161 Maple Lawn Blvd. Suite 150, Fulton, MD
20758 ("Presidio”} and the client ramed below, on behalf of client and its affiliates (“Client™. in consideration of the
mutual covenants and conditions herein contained, and other good and valuable consideration, the receipt and
sufficiency of which is hereby mutually acknowledged, the parties agree as follows:

¢-

Clignt information

Cilznt/Sempany: pPCC:
2lillng Addiress: ?0C Prons #
POC E-msit:

Scope; Coverage Parlod and Fase

Presidio shall provide the services (“Services”) as defined in each attached Statement of Work {each, an “SOW")
and the associated Service Appendix, with respect to the software {"Software™) and/or related hardware
(*Hardware”) (collectively, the “Equipment”) referenced in the Covered Equipment List ("CEL"}, and subject to
Presidio’s acceptance of such Equipment as eligible for Services coverage pursuant to Section 5 below. The
Equipment covered by this Agreement includes only the items on the CEL. The Start of Service (“*SOS™) date will
be specified in the SOW, provided that for service management offerings, including Presidio Support Sarvices
{*PSS"} for Cisco and other vendors, the SOS begins on the date that Presidio submits a purchase order to its
vendor for the underlying support contract. A PSS agreement is independent from other Presidic Managed
Services, and does not necessarily co-terminate with other managed services agreements.

Biliing

Immediately upon (or prior to) execution of each SOW, Client shall issue a purchase order to Presidio for the
Services requested therein. Presidio will have the right to withhold performance of the Services until such time as
& purchase order, issued in conformance with this Agreement, is provided by Client. Presidio will reference the
purchase order number on all invoices submitted to Client. Any preprinted terms and conditions on Client's
purchase order (or other forms) which are in addition to or in conflict with this Agreement shall be nult and void,
even if purportedly acknowledged in writing by Presidio. Presidio will kill Client as specified in each SOW. Unless
otherwise specified in an SOW, recurring Services will begin billing on the earlier of: (a) forty-five {45) business
days from full execution of the SOW, or (b) the SOS, as determined by Presidio and communicated to Ciient.
Service transition management fees, as specified in the SOW, shall be billed upon full execution of this Agreement
and the applicable SOW. Client shall be invoiced thirty (30) days in advance of the current Service pericd. Cisco
Partner Shared Support(PSS) offerings will be billed in advance for the duration of that agreement, for all years of
the agreement. All invoices issued under this Agreement are due thirty (30) days from the date received by Client.
All past due amounts shall bear interest at the rate of one percent (1.0%) per month or, if less, the maximum
permissible rate under applicable law. In addition to the charges due for the Services or otherwise hereunder,
Client shall pay or reimburse Presidio for any taxes, duties, fees andfor charges resulting from Presidio’s
performance of this Agreement which are levied by any taxing or other governing authority, except for taxes based
upon Presidio’s net income. Quotes provided by Presidio are valid for 30 days from the date issued.

Addiiiconai 8arvices and Fass

The parties recognize that from time to time, Client may request maintenance and support or other Presidio
services that fall outside the scope of this Agreement. The parties will discuss any requested out-of-scope services
and negotiate the terms therefor in good faith. Services specifically considered outside the scope of this Agreement
include, without limitation, the following: (a) correction of errors not attributable to Presidio or the manufacturer; {b)
electrical work external to the Equipment; (¢} installation, de-instailation, reinstallation, or relocation; (d) supplies,
accessories, or attachments; (e) “no fault found” (problem with equipment not provided by Presidio and/or not
covered under this Agreement}: and (f) MACD volumes or other managed sarvices in excess of the terms per the
Statement of Work and associated appendices. Additionally, material services requiring more than 2 hours will be
treated as billable engagements. The threshold for services considered to be “material’ is based on the time
required for resolution. Client will be notified before billabie work is performed. and such work wili not begin until
authorized by Client.
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Equipment Configurailen

Prior to the SO8, the Equipment configuration will be verified by Presidio. if the configuration cannot be verified
via remote access, an on-site audit may be performed at Presidio’s discretion and as agreed by Client. Client shall
bear the reasonable expenses of the on-site audit, which shall be billable at Presidio’s standard rates. Should this
verification process indicate a change from the originai configuration identified by Client, the Services Fees will be
modified accordingly. Thereafter the Equipment will be reviewed ninety (20) days prior to the start of each coverage
year to verify its configuration. Should the review indicate a change from the original Agreement configuration, the
Services Fees will modified accordingly. Presidio will advise Client of any condition which would render the
Equipment ineligible for the Services hereunder. Client shall be responsible for correcting, at its expense, any
such condition prior to or during the termof Presidio Services being provided.

Term

The initial term of this Agreement (“Term”) shall be three (3) years from the effective date. The Term will
automatically renew for additional one (1) year periods unless Client terminates the Agreement by giving prior
written notice to Presidio (as specified in Section 8, below) at least sixtv (60) days before the then-current Tarm
expiration date. Motwithstanding anything to the contrary, any such notice of non-renewal shall not take effect, and
this Agreement shall remain in force, until the end of the term of any and all outstanding SOWs. The term of
Services under each SOW shall be as specified therein. Each SOW is strictly non-cancelable for any reason
whatsoever. The Client will not, under any circumstances, be entitited to receive any refund for any third-party
components of the Services.

Subject to reasonable confidentiality/security obligations as accepted by Presidio in writing, Client shall grant
Presidio fuii and free remote and/or physical access to the Equipment at all times during the Term of each SOW,
including all required access credentials (e.g. IP addresses, SNMP community strings, passwords, efc.). For
monitoring tiers of service, Client shall provide Presidio with at least one publicly-routable IP address for monitoring
VPN connectivity and one iP address for the Presidio maonitoring collection station. Client will provide all pertinent
network diagrams and documentation. Client shall provide and maintain an up-to-date list of authorized contacts
and escalation information, including third-party vendor contact information, letters of authority, maintenance
schedules and device configurations. Client shall ensure that the Equipment meets, at all times, the manufacturer-
approved configuration specifications and is covered by a then-current vendor maintenance and support program.
Cliant achnshwedgen und agress that ihs Toragsing faslors are orilisal for Braeltic i gerfesm ihe Servicas,
and Preaidio’s performance hereunger or under any SCW may ba delaves or suepanded if Cilent dose not
comply with ils ebligetione in this Section.

Notices

Day-to-day notices, authorizations and other official communications under this Agreement shall be transmitted in
writing by email to Presidic at and to Client at the POC address specified above, or as
otherwise specified in an SOW. Legal and termination notices shall be sent by nationally-recognized overnight
courier (sighature required), to Presidio Networked Soiutions LLC, Attn: General Counsel, One Penn Plaza, Suite
2832, New York, NY 10119, and to Client at the address and POC set forth in Section 1 above. Email notices are
effective upon actual receipt, overnight courier notices are deemed given upon delivery as determined by signature,
or refusal to accept delivery.

Assignment

Neither party may assign or transfer this Agreement or any rights or abligations hereunder without the written
consent of the other party. Any required consent shall not be unreasonably withheid, conditioned or delayed.
Notwithstanding the foregoing, Presidio may assign this Agreement without Clisnt's consent in connection with a
merger or other sale of Presidio’s business as a going concern.

. Warrandes, Ramadias and Limiiztions

Presidio warrants that the Services will be performed in a good and workmanfike manner, in accordance with all
applicable laws and regulations. In the event this warranty is breached, Presidio shall promptly render/re-perform
conforming Services. THE FOREGOING WARRANTY iS MADE IN LIEU OF ALL OTHER WARRARNTIES,
GUARANTEES OR CONDITIONS PERTAINING TO THE SERVICES, WHETHER WRITTEN OR ORAL,
STATUTORY, EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY WARRANTY AS TO
MERCHANTABILITY, NONINFRINGEMENT OR FITMESS FOR ANY PARTICULAR PURPOSE. ALL SUCH
OTHER WARRANTIES ARE HEREBY EXPRESSLY DISCLAIMED. PRESIDIO IS NOT RESPONSIBLE FOR
ANY WARRANTY OFFERED TO CLIENT BY ANY OTHER PARTY. THE FOREGOING WARRANTY AND
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12.

13.

REMEDY SHALL CONSTITUTE PRESIDIO’S SOLE AND EXCLUSIVE OBLIGATION, AND CLIENT'S SOLE AND
EXCLUSIVE REMEDY FOR BREACH OF WARRANTY HEREUNDER, NOTWITHSTANDING ANY FAILURE OF
THE FOREGOING REMEDY TO FULFILL ITS ESSENTIAL PURPOSE,

1. Momn-Soilciiation

During the term of this Agreement and for a period of twelve {12} months thereafter, Client will not, without the
prior written consent of Presidio, solicit for employment any Presidio employee who was directly involved in the
performance of this Agreement or any SOW. Notwithstanding the foregoing, Client shall be restricted from
engaging in normal recruiting and hiring practices, including the placement of ads directed toward the general
public and/or the use of recruiters, so long as such recruiting efforts are not specifically targeted at Presidio
employees with whom Client became acquainted through this Agreement.

Confidentiaiity

Both parties recognize that during the course of this Agreement, one party (*Receiving Party”) may acquire
knowledge, confidential or proprietary business information or trade secrets from the ather party (*Disclosing
Party”) which: (a) has been marked as confidential, {b) whose confidential nature has been made known to the
Receiving Party, or {c) that due to the nature of the information, should be reasonably understood to be confidential
(collectively, “Confidential Information”). Confidential Information, whether marked or not, shall specifically include,
but not be limited to: (1) technical information such as methods, processes, formulae, compositions, systems,
techniques, inventions, machines, computer programs and research projects; (2) business information such as
client lists, pricing data, supply sources, financial and marketing data, production, or merchandising systems or
plans, business policies or practices, and (3) any non-public personal information, including but not limited to
personally identifiable financial, credit card or medical information. The Receiving Party agrees to keep all
Confidential Information in a secure place and further agrees not to publish, communicate, divuige, use, or disclose,
directly or indirectly, for his, her or its own benefit or for the benefit of another, any Confidential Information except
as specifically required in accordance with performing its duties under this Agreement and as allowed by applicable
law. The obligations of confidentiality contained herein shaif apply during the Term of this Agreement and for a
period of three (3) years thereafter. As applicable, upon termination or expiration of this Agreement, the Receiving
Party shall deliver all confidential records, data, information, and other computer media or documents produced or
acquired during the performance of this Agreement and all copies thereof to the Disclosing Party, provided that
either party may, subject to the confidentiality provisions hereof, keep such copies as may be required of it by
applicable law. Confidential Information shall remain the property of its owner/original discloser and nothing herein
should be construed as granting a license, titie, or any other rights to that information. This obligation of
confidentiality shall not apply with respect to information that 1} was in the public domain prior to disclosure, 2) is
available to the Receiving Party from third parties having the legal right to dislose the same on an unrestricted
basis, 3) is disclosed by Disclosing Party to others on an unrestricted basis, or 4) is developed by Receiving Party
independently without reference to any Confidential Information of the Disclosing Party. Either party may disclose
Confidential Information to a court or government body having competent jurisdiction pursuant to an order
therefrom, provided that the Receiving Party provides any legally permissible prior written notice of disclosure to
the Disclosing Party and takes reasonable actions to avoid and/or minimize the extent of such disclosure.

Limitation of Ramagss

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW: (A) EACH PARTY'S ENTIRE LIABILITY
UNDER THIS AGREEMENT AND ALL SOWS, WHETHER ARISING OUT OF THE SERVICES OR FROM SUCH
PARTY'S NEGLIGENT OR OTHER ACTS OR OMISSIONS, SHALL BE LIMITED TO THE CHARGES AND FEES
ACTUALLY PAID FOR THE SERVICES GIVING RISE TO THE CLAIM, AND (B) REGARDLESS OF THE LEGAL
OR EQUITABLE BASIS OF ANY CLAIM OR OF ACTUAL NOT!CE, NEITHER PARTY SHALL BE LIABLE FOR
ANY INCIDENTAL, INDIRECT, SPECIAL, EXEMPLARY, PUNITIVE OR CONSEQUENTIAL LOSSES OR
DAMAGES, INCLUDING, WITHOUT LIMITATION, DATA LOSS, EVEN IF THE PARTY WAS ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

. Dafault

Except as otherwise provided herein, in the event of any material breach of this Agreement by either party which
continues for more than thirty (30} days after receipt of reasonable written notice of the breach, the aggrieved party
may at its option: (a) if Client, suspend payments for so long as the breach continues uncorrected; and/or (b) if
Presidio, suspend performance hereunder for so long as the breach continues uncorrected; and/or (c) to avail itself
of any and all remedies available to it at law or equity, whether or not it elects to suspend its performance as
permitted hereby.
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17.

18.

Subcentraciing

Presidio reserves the right to subcontract such portions of the Services to subcontractors of Presidio’s choosing
as it deems appropriate, provided that no such subcontract shall relieve Presidio of primary responsibility for
performance of such Services.

. mdamnification

Each party shall indemnify the other with respect to any third-party claim alleging: {a) bodily injury (including death)
or damage to tangible property, to the extent such injury or damage is caused by the negligence or wiilful
misconduct of the indemnifying party, (b) breach of any representations, warranties or obligations under this
Agreement; or (¢) violation of any applicable law or regulation. Each party will prompths advise the indemnifying
party of the claim and turn over its defense. The party being indemnified must cooperate in the defense or
settlement of the claim, but if properly and timely tendered to the indemnifying party, then the indemnifying party
must pay all litigation costs, reasonable attorney's fees, settlement payments and any damages awarded;
provided, however, the indemnifying party shall not be required to reimburse attorney's fees or related costs that
the indemnified party incurs either to fulfill its obligation to cooperate, or to monitor litigation being defended by the
indemnifying party.

Pubiicity

Unless required by law, neither party shall disclose the existence of, or any term or condition of, this Agreement to
any third party (other than its parent or an affiliate) without the prior written consent of the other party. Meither
party shall publish any advertising, sales promotion, press releases or publicity matters relating to this Agreement
without the prior written approval of the other party.

Miscsliansous

The failure by either party to enforce any provision of this Agreement will not constitute a present or future waiver
of such provision, nor limit such party’s right to enforce such provision at a later time. All waivers by a party must
be made in a written notice signed by the waiving party. If any provision of this Agreement is held by a court of
competent jurisdiction to be invalid, the remaining provisions shall continue in full force and effect and the parties
shall substitute for the invalid provision a valid provision which most closely approximates the economic effect and
intent of the invalid provision. This Agreement may be executed in two or more counterparts, each of which shall
be deemed an original, but all of which together shall constitute one and the same instrument. Execution of this
Agreement at different times and places by the parties hereto shall not affect the validity hereof. This Agreement
constitutes the entire Agreement between Presidio and Client with respect to the subject matter hereof and
supersedes all previous negotiations, proposals, commitments, writings, advertisements, publications and
understandings of any nature whatsoever and in any manner whatsoever relating thereto. No agent, employee or
representative of Presidio has any authority to bind Presidio to any affirmation, representation or warranty unless
specifically included within this Agreement. Nothing in this Agreement shall be interpreted or construed so as to
create any relationship between the parties other than that of independent contracting entities. Neither party shall
be authorized to obligate, bind or act in the name of the other party, except to the extent Presidio is expressly
authorized to do so by this Agreement. Neither party shall be responsible for delays o failures in performance
{other than an obligation to pay money) resuiting from fires, government requirements, acts of God or other causes
beyond the reasonable control of the party whose performance is affected, and upon giving prompt notice to the
other party such affected party's performance shall be suspended during the continuance of any such cause. The
rights and obligations of the parties hereunder, and all interpretations and performance of this Agreement shall be
governed in all respects by the laws of the State of New York, except for its rules with respect to the conflict of
laws. Venue for any action hereunder shall be exclusively in the state or federal courts having competent
jurisdiction and located in Mew York, New York. Each party hereby irrevocably waives its right to trial by jury.

IN WITNESS WHEREOQF, the parties hereto have caused this Agreement to be executed by their duly authorized
representatives.

CARAHSOFT West Virginia
BY: BY:

NAME: NAME:

TITLE: TITLE:

DATE: DATE:
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GENERAL DEFINITIONS

Acdvanced Logic Frofile: Set of patented elements peiforming orocessing on milions of
simultaneous, complesx systems and neiwork managsment flows tc determine the precise root
cause of an ingident.

Auvtc-Generalad: Ticket opened in the Incicent Management Svstem as a result ofthe monitoring
tcols. It differs from manuai cases, which are manually opened by a system user either through
tne Ciient Pertal or via phone.

Businese Hours: Normai business hours for a company operating in the Uniied Staies based
upon local office time; i.e., traditionally 8 a.m. to 5 p.m. Monrday through Friday.

Business Raviews: Regularly scheduled meeiing, including Presidio governanca and service
celivery team, io provide metiics on Client peiformance during previous period. The dat
presentec is also used lo provide Clients insight into areas of Service Delivery improvements.
Garriar: Provider of voice and data transport services.

Change Advizory Board (CAE). Group or comimitiee of siakehc!ders responsidle to anaivze
and review submiited change requests anc talke action to accepi or reiect the change.

Change Management: Presidio process to receive, authorize, executs, and commuricate
changes {0 maraged components.

Ghangs Reguest: Client request for service, as related to Agreemeni, made by electroric format.
Client Meiificaticr:: Commurication to inform the Client that an Incident has been recordec.

Chient Porial: Cnline Web user interface suppiied for Client i¢ receive and submit information to
and from the Presidio Service Dask.

Client Premiza{s): Physicai Client locaticn(s) where the DCA resides.

Govered Eguipment List {CEL): Document completed by the Client during the Service Transition
Management phase. Document contains inforimaticn abeut the managed equipment covered in
this agreement and includes but is not limited to make, model, serial number, access ciedentig's
and IP addresses.

BZ:A: Monitoring anc management solution used in the delivery of Managed Seivices. It consists
of one or mere appliances contzining svsiem and application software.

Elsmeniz: Basic network service when unbunrdled znd an enhanced service when bundled into
a service tier.

Incidsnt: Eveni not pail cf the standard operation of a service and causes or may cause an

interruption to, or reduction in, the guaiity of that service.

incidsrt Managameaent: Process to detect an incident, notify the Client about the incident, and
resoive the incident.

Incident Reselution: Process o restore services on managed components.
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Known Errer: Incident with 2 defined root cause and resoiulion.

Letler of Agenecy {LOA): Formal documeni that authorizes Presidio to act as the Client's agent
for purposes of facilitaiing, tracking anc/or providing senvices with carriers, maintenance contract
providers, anc other general-service providerss.

Marnagement Huk: Core of the Monitoring Framework system; provides an aggregation point for
data compiled from multiple probes and integrates with tools dats base and Client Portal.

Management Servicss: Service that provides Monitoring, Incideni Resolution, Reaciive Problem
Management, Seivice Level management and Standard Changes to resoive ail lncidents.

vianual Caeas: Cases thet a system user manuzlly opens on the Client Portal or via shone.

Manulacturer Fisld Notles: Electionic noiification from the manufaciurer akeut product-relatec
issues.

#Wanwizclurer KMaintenance and Supperi Contract: Contractual agreement between Client and
Manhaged Ccmponents manufaciurer that grants access to manufecturer-provided services, such
as Managed Element hardware repiacement, scfiware paiches, and technical sunpor, necessarv
tc maintain gocd werking order.

Message Bus: Connects data collected from Probes with the Maragement Hub.
Menitoring: Deleciing events on Managed Cls or Monitored-Only Cis.

#oniicring Framework: Presidio’s integraled technoiogy and tools required for delivering
monitoring and managed services.

Monitorsd-Only CIi Ci monitored by Monitoiing Framework but not fuily managed by Presidio
Managed Services.

match: Small fix to a problem using a piece of software code.

Froklgim: Underiving cause of one of more Incidents.

Prokiem Mansgemeni: Process to find and reso!ve the root cause of a Problem and orevention
of incidents.

Service Addendum: Bilaterally agreed io document modifying scope of agreement.

Service Deliver Center Bupervisor: Role within the Presidio Service Desk wiih management
responsibilities for Client issues, escalziions and staff.

Servics Delivery: Phase after Transition Management when Presidio begins to deliver Services.

Service Dsliver Center {30G): Network Operations Center (NOC) is the orimary facilities where
Presidio technicians and engineers remotely support Ciients.

Service Management Hysiern: Presidio Incident Wianagement Plaform where Client Cl
information and !ncident Management information is maintained.

SL0O: Seivice Leve! Objective.



PRESIDIO

Vendor Mansgsment: Presidio provides monitoring oniy {if monitoring framework is deploved),
first-ievel support (triage oniy), alert and notification of monitored faulis, and coordinzation of the
supporting vendor/support teams on the Client's kehaif throughout the troubleshooting
process. Presicio does rot previde second- and third-level troubleshooting and support for these
cevices. This suppoit can only be provided cn eguipment with an existing manuiaciurer's
warranty or current maintenance suppori coniact.
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