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Extended Description:
Change Order

Change Order No. 3 is issued to incorporate the terms of the Software-as-a-Service (SaaS) Addendum into the contract. Except as modified by this Change Order
and the SaaS Addendum, all other terms, conditions, prices, and specifications contained in the original contract shall remain unchanged and in full force and effect.

No other changes.

Line Commodity Code Manufacturer Model No Unit Unit Price
1 43233701 0.000000
Service From Service To Service Contract Amount
0.00

Commodity Line Description:  DEVELOPMENT IMPLEMENTATION SUPPORT FLEET MGT SYSTEM

Extended Description:
SOFTWARE DEVELOPMENT, INSTALLATION, SUPPORT AND TRAINING

See attached Pricing Pages

Date Printed: ~ Feb 13,2025 Order Number: CMA 0803 0803 DOT2300000005 4 Page: 2 FORM iD: WV-PRC-CMA-002 2020/01



WEST VIRGINIA DEPARTMENT OF TRANSPORTATION

~ Division of Highways
1900 Kanawha Boulevard East +» Building vae * Room 110

Alanna J. Keller, P.E. Cllarleston, 'West Virginia 25305-0430 + (304) 558-3505 Jimmy Wriston; P. E.
Deputy Secretary of Transportation . _ . . Secretary of Transportation
Deputy Commissioner of nghways ’ Commissioner of Highways

This amendment, effective December. l, 2024 is between the WV Department of Transportatmn,
Division of Highways ("DOH") and AssetWorks, Inc.. ("AssetWorks")(eolleetwely WVDOH and
AssetWorks are "the Parties"), amends the Fleet Management System — 7021EC12 Master Agreement
between the Parties having an order date of July 27, 2023 ("Master. Agreement"), and all extensions

thereto.

The Software as a Service ("'SaaS") Addendum and its Appendix A (both attached and initialed),
incorporate the full terms and conditions of the Master Agreement. 7, _

WVDOT . . AssetWorks '
Sigiature - x Signatnre B
Chief Technology Officer Director of Finance

Title ' Title

E.E.C/JAFFIRMATIVE ACTION EMPLOYER
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Software as a Service Addendum

1. Definitions:

Acceptable glte_m,agiy_e.tia;a_ge_n;_er_l_o_g'ag_qn means a country that is identified as providing
_equivalent or stronger data protection than the United States, in terms of both regutation
' and enforcement. DLA Piper’s Privacy Heatmap shall be utilized for this analysis-and may

" befound at htips:

Authorized Persons means the service provider’s employees, contractors, subcontractors
or other agents who have responsibility in protecting or have access to the public
jurisdiction’s personal data and non-public data to enable the service provider to perform

the services required.

Data Breach means the unauthorized access and acquisition of unencrypted and
unredacted personal data that compromises the security or confidentiality of a public
jurisdiction’s personal information and that causes the service provider or public
jurisdiction to reasonably believe that the data breach has caused or will cause identity

theft or other fraud.

vidually |dentifiable Healt means information that is a subset of health

Information, including demographic information collected from an individual, and (1) is
created or received by a health care provider, health plan, employer or health care
clearinghouse; and (2) relates to the past, present or future physical or mental health or
condition of an individual; the provision of health care to an individual; or the past, present
or future payment for the provision of health care to an individual; and (a) that identifies the
individual; or (b) with respect to which there is a reasonable basis to believe the
information can be used to identify the individua@.

Non-Public Data means data, other than personal data, that is not subject to distribution to
the public as public information. It is deemed to be sensitive and confidential by the public
jurisdiction because It contains information that is exempt by statute, ordinance or
administrative rule from access by the general public as public information.

Personal Data means data that includes information relating to a person that identifies the
person by first name or first initial, and last name, and has any of the following personally
identifiable information {Pll): government-issued identification numbers (e.g., Social
Security, driver’s license, state identification card); financlal account information, including
account number, credit or debit card numbers; or protected health information (PHI).

Protected Health Information (PHI) means individually identifiable health information
transmitted by electronic media, maintained in electronic media, or transmitted or

1




Version 11-13-24

maintained in any other form or medium. PH| excludes education records covered by the
Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.8.C. 1232g, records.
described at 20 U.S.C. 1232g(a)(4)(B)(iv).and‘ employment record_s:held by a covered entity
inits’ role as employer

mb_UQ_LJﬂ_s_djgtiQn means: any government oL govemment agency that uses these terms
and condltions The term isa placeholderfor the government or government agency
,Public Jurisdiction Data means all data created or in any way originating with the. public
junsdlctlon and all data that is the output of computer processing or-other electronic
manipulation of any data that was created by or in.any way eriginated with the public -.
jurisdiction, whether.such data -or-output is stored on the public jurisdiction’s hardware,
the service provider’s hardware or.exists in. any system, owned, maintained or otherwise
controlled by the public jurisdictlon orby the service provider, :

ic Jurisdiction Identi Conta means the person or persons desrgnated m wr|t|ng by
the public junsdiction to recéive security incldent or breach notification. ’

Besmme_d_da_ameans personal data and non-public data. Secunty Incldent means the i'_
actual unauthorized accéss to personal data or non-publlc data the service provider
believes coulid reasonably result in the use, dlsclosure or theft of a public jurisdlction s '
unencrypted personal data or non-public data within the possessmn or control of the
service provider. A security incident may or may not turn into a data breach. -

Service Provider means the contractor and its employees, subcontractors, agents and
affiliates who are provrdmg the services agreed to under the contract.

-&Mﬁm&:ﬂ&aﬁ& means the capabllity prowded to the consumer to usethe ~

provider’s appllcatlons running oni a cloud infrastructure: ‘The applications are accessrble
from various cliert devuces through a thm-cllent |nterface Such asa Web browser (e. g
Web-based email) or a program interface. The t consurner does not manage or control the
underlyr ng cloud infrastructure mcluding network servers, operatlng systems, storage or
aven mdivrdual appllcation capablllties, with the possible except:on of llmited user-specnﬂc
application conf:gu ration settmgs

2.Data Ownership' The publlc jurisdictlon wrll own all rlght title and interest inits data -
thatis related to the servnces provrded by this contract. The service provider shall not X
'access publlc ju rlsd lction user accounts or publlc jurlsdiction data, except (1) in the colirsé
of data center operatrons, (2)i in response to service or technical issues, (3) as. requrred by
the express terms of this contract or (4) at the public jurisdiction’s written request.

3. Data Protection and Privacy: Protection of personal privacy and data shall be an
integral part of the business activities of the service provider to ensure there is no
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inappropriate or unauthorized use of public jurisdiction information at any time. To this
end, the service provider shall safeguard the confidentiality, integrity and availability of
public jurisdiction information and comply with the following conditions:

a) The service provider shall implement and maintain appropriate administrative, technical
and physical security measures to safeguard against unauthorized access, disclosure or
theft of personal data and non-public data. In Appendix A, the public jurisdiction shall
indicate whether restricted information will be processed by the service providér. Such
security measures shall be in accordance with recognized industry practice and not less
stringent than the measures the service provider applies to its own personal data and non-
public data of similar kind. The service provider shall ensure that all such measures,’
including the manner in which personal data and non-public data are collected, accessed,
used, stored, processed, disposed of and disclosed, comply with applicable data
protection and privacy laws, as well .as the terms and conditions of this Addendum and
shall survive termination of the-underlying co ntijact.

b) The service provider represents and warrants that its collection, access, use, storage,
disposal and disclosure of personal data and non-public data do and will comply with all
applicable federal and state privacy.and data protection laws, as well as all other '
applicable regulations, policies,qnd directives. '

¢) The service provider shall support third-party multi-factor authentication intégration with
the public jurisdiction third-party identity provider to safeguard personal data and non-
public data.

d) lf, in the course of its engagement by the public jurisdiction, the service provider has
access to or will collect, access, use, store, process, dispose of or disclose credit, debit or
other payment cardholder information, the service provider shall at all times remain in
compliance with the Payment Card Industry Data Security Standard (“PCl DSS”)
requirements, including remaining aware at all times of changes to the PCI DSS and
promptly implementing all procedures and practices as may be necessary to remain in
compliance with the PCI DSS, in each case, at the service provider‘s sole cost and
expense. All data obtained by the service provider in the performance of this contract shall
become and remain the property of the public jurisdiction. e

e) Al personal data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the service provider is responsible for encryption of the personal
data.
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f) Unless otherwise stipulated, the service provider.shall.encrypt all non-public data at rest
and in transit, in accordance with recognized industry practice. The public jurisdlction shall
identify data it deems as non-public data to the service provider. ~

g) At no time shall any data or process -that either belong to or are intended forthe use of a
public jurisdiction or its officers; agents or employees —be copied, d isclosed or retained - :
by the service provider.or any party related to'the service provider for subsequentusein . -
any transaction that-does notinclude the public jurisdiction. ..

h) The servrce provrder shall notuse or disclose any mformation collected in connectron _
with the serwce issued from this proposal for any purpose other than fulfilling the serwce

i) Data Location. For non-public data and personal data, the sennce providershall provide -
its data center services to the public jurisdiction and its end users solely from data.centers
inthe U S. Storage of public jurisdiction data at rest shall be located solely in data centers
in the U.S. The service provider shall not allow its personnel or contractors to store public
jurisdiction data on portable. devrces, Including personal computers, except fordevices - -
that are used and kept only at its U.S. data centers. With_agreement from the public
jurisdiction, this term may be met by the servicepr.ovide'r pro'vi,ding its services from an .
acceptable _alternative data center location, which agree'rnent shall be stated in Appendix
A. The Service Provider may also request permission to,utilize an acceptable alternative -
. datacenter location during a procurement’s question and answer period by submitting a

- question to that effect. The service provider shall permit its- personnel and contractors to
access publrc ju rlsdlction data remotely only as requued to provrde technical support

4. Securlty Incident or-Data Breach Notifrcatron. The servrce provrder shallinform the .
public jurisdiction of any confirmed secu rrty incident or data breach

a) Incident Response The service provrder may need to communicate with outside parties
regarding a security incident, which may include contactlng law enforcement fielding
media.inquiries and seeking external expertise as defined by law or contained in.the..
contract. Discussing security incidents with the public jurisdiction shall be. handled onan .
urgent as-needed basis, as part of service provider communication and mitigation:
processes defined by law or contained in the contract; - :

b) Security incrdent Reportmg Requrrements The servrce provider shall report a conflrmed
Securlty Incident as soon as practicablée, but ho later than twenty-four (24) hours after the .
service provider becomes aware ofit, to: (1) the departm‘ent privacy officer, by email; with:a
read réceipt, identified in Appendix A; and, (2) unless otherwise directed by the public

. jurisdiction In the underlying contract, the WVOT Online Computer Security and Privacy
Incident Reporting System -at https://apps.wv.gov/ot/ir/Default.aspx, and (3} the public
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jurisdiction point of contact for general contract oversight/administration. The following
information shall be shared with the public jurisdiction: (1) incident phase (detection and
analysis; containment, eradication and recovery; or post-incident activity), (2) projected
business Impact, and, (3) attack source information.

c) Breach Reporting Requirements: Upon the discovery of a data breach orunauthorized
access to non-public data, the service provider shall immediately report to: (1) the
department privacy officer, by email, with a read receipt, identified in Appendix A; and, (2)
unless otherwise directed by the public jurisdiction in the underlying contract, the WVOT
Online Computer Security and Privacy Incident Reporting System at
https:llapps.wv.govlotlirIDefault.éspx, and the public jurisdiction point of contact for
general contract oversight/administration.

5. Breach Responsibilities: This section only applies when a data breach occurs with
respect to personal data within the possession or control of the service provider.

a) Immediately after being awarded a contract, the service provider shall provide the public
jurisdiction with the name and-contact information for an employee of service provider who
shall serve as the public jurisdiction’s primary security contact and shall be available to
assist the public jurisdiction twenty-four (24) hours per day, seven (7) days per week as a
contact in resolving obligations associated with a data breach. The service provider may
provide this information in Appendix A. - '

b) Immediately following the service provider’s notification to the public jurisdiction of a
data breach, the parties shall coordinate cooperate with each other to investigate the data
breach. The service provider agrees to fully cooperate with the public jurisdiction in the
public jurisdiction’s handling of the matter, including, without limitation, at the public
Jurisdiction’s request, making available all relevant records, logs, files, data reporting and
other materials requlreg to comply with applicable law and regulation.

¢) Within 72 hours of the discovery, the service provider shall notify the parties tisted in 4(c)
above, to the extent-known: (1) date of discovery; (2) list of data elements and the number
ofindividual records; (3) description of the unauthorized persons known or reasonably
believed to have improperly used or disclosed the personal data; (4) description of where
the personal data is believed to have been improperlytransmiiied,'sent, or utilized; and, (5)
description of the probable causes of the improper use or disclosure.

d) The service provider shall (1) cooperate with the public jurisdiction as reasonably
requested by the public jurisdiction to investigate and resolve the data breach, (2) promptly
implement necessary remedial measures, if necessary, and prevent any further data
breach at the service provider’s expense in accordance with applicable privacy rights, laws

5
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and regulations and (3) document responsive actions taken related to the data breach;
mcludmg any post-incident review of events and actions taken to make changes in .
busrness practices in providlngthe services, i necessary ‘

e)lfa data breach is a direct. result of the sérvice provrder S breach of its contract: obligatlon
to encrypt personal data or otherwise prevent.its release, the service providershall bear
the costs associated with (1) the investigation and resolution of the data breach;.(2) -
notifications to mdwrduals, regulators or others required by state or federal law; (3) a credlt
monitoring service (4) a website or a toll-free number and call center for affected
individuals required by state law — all not to exceed the average per record per person cost

_ calculated for data breac_hes in the United States in the ‘most-recent Cost of Data Breach

Study: Global Analysis pu blishe_d by the Ponemon Institute at the time of the data breach
(orothersimilar publication if the named publication has not issued-an updated average -
per record per cost in the last 5 years at the time'of the data breach); and (5) complete all
corrective actions as reasonably determined by service. prowder based on root cause. The
service provrder agrees that it shall not ‘inform any third party of any data breach without
first obtalnlng the public jurisdiction’s prior written consent, other than'to inform a

. complainant that the matter has been fonfvarded to the public jurisdiction’s legal counsel

and/or engage a third party with appropriate expertise and confidentiality protections for
any reason connected to the data breach. Except with respect to where the service
provider has an lndependent legal obllgation to report a data breach, the service provider
agrées thatthe public jurisdiction shall have the sole fight to determine: {1) whether notice
of the data breach'is to.be provided to any individuals; regulators law enforcement
agencles consumer-reporting agenoies or 6thers, as required by (aw or regulation, or
otherwrse inthe publicjurisdictlon 'S dlscretion, and (2) the contents of such notice,
whether any type of remediation may be offered 1o affected persons, and the nature and
extent of any such remedlatlon The service provrder retalns the right to report activity to.

law enforcement

6. Notification of Legal Requests The servrce provrder shall contact the public
jurisdlction upon recelpt ofany; electronrc discovery, litlgatlon holds, discovery searches
and expert testlmonies related to the public jurisdlction s data under this contract, or .
which in any way mlght reasonably require access to the data of the public jurisdiction. The
service provrder shall not respond té6 subpoenas, service of process and other legal
requests related to the public Junsdiction without first notrfymg the publlc Jurrsdlction,
unless prohlblted by law from prowdlng stich notlce T
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7. Termination and Suspension of Service:

a) In the event of a termination of the contract, the service provider shailimplement an
orderly return of public jurisdiction data within the time period and format specified in the
contract (or in the absence of a specified time and format, a mutually agreeable time and
format) and after the data has been successfully returned, securely and permanently
dispose of public jurisdiction data.

b) During any period of service suspensioﬁ, the service provider shall not take any actionto
intentionally erase any public jurisdiction data.

c) In the event the contract does not specify a time or format for return of the public
Jurisdiction’s data and an agreement has not been reached, in the event of termination of
any services or agreement in entirety, the service provider shall not take any action to
intentionally erase any public jurisdiction data for a period of:

¢ 30 days after the effective date of termination, if the termination is in accordance
with the contract period;

¢ 60 days afterthe effective date of termination, if the termination is for
convenience;

* 90 days after the effective date of termination, if the termination is for cause.

After such period, the service provider shall have no obligation to maintain or provide any
public jurisdiction data and shall thereafter, unless legally prohibited, delete all public
jurfsdiction data in its systems or otherwise in its possession or under its control.

d) The public jurisdiction shall be entitled to any post-termination assistance generally
made available with respect to the services, unless a unique data retrieval arrangement
has been established as part of the Contract.

e) The service provider shall securely dispose of all requested data in all of its forms, such
as disk, CD/ DVD, backup tape and paper, when requested by the public jurisdiction. Data
shall be permanently deleted and shall not be recoverable, according to National Institute
of Standards and Technology (NIST)-approved methods. Certificates of destruction shall be
provided to the public jurisdiction.

8. Background Checks: The service provider shall conduct criminal background checks in
compliance with WVa. Code §15-2D-3 and not utilize any staff to fulfill the obligations of
the contract, including subcontractors, who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony
or misdemeanor offense for which incarceration for up to 1 year is an authorized penalty.

7
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The service provider shall promote and maintain an awareness of the importance of .
secunng the public jurlsdlctlon S lnformatlon among the serwce prov:der S employees and

agents.

9. Oversight of Authorized Persons: During the term of each authorized person’s
employmerit or engagement by service-provider, service provider.shall at all times cause
such persons to abide strictly by service provider’s obligations under this Agreement and
service provider’s standard policies and procedures. The service provider further agrees
that it shall maintain a disciplinary process to address any unauthotized access, use or
disclosure of personal data by any of service provider’s officers, partners, principals,
employees, agents or contractors.

10. Access to Security Logs and Reports: The service provider shall provide reports to the
public jurisdictionin CSV format agreed to by both the service provider and the public
jurisdiction. Reports shall include user access (successful and failed attempts), user .
access IP address, user access history and security logs for all public jurisdiction files and
accounts related to this contract. :

11. Data Protection ‘Self-Assessment: The service provider shall perform a Cloud Secunty
Alllance STAR Self-Assessment by completing and submitting the “Consensus
Assessments Initiative Questionnaire” to the Public Jurisdiction identified Contact. The
service provider shall submit its self-assessment to the public jurisdiction priorto contract
award and, upon request, annually thereafter, on the anniversary of the date of contract
execution. Any deficlencies identified in the assessment will entitle the public jurisdiction
to disqualify the bid or terminate the contract for cause.

12. Data Center Audit: The service provider shall perform an audit of its data center(s) at
least annually at its expense and provide a redacted version of the audit report upon
request. The service provider may remove its proprietary information from the redacted
version. A Service Organization Control (SOC) 2 audit report or approved equivalent sets
the minimum level of a third-party audit. Any deficiencies identified in the report or
approved equivalent will entitle the public jurisdiction to disqualify the bid or terminate the

contract for cause.

13. Change Control and Advance Notice: The service provider shall give 30 days, advance
notice (to the public jurisdiction of any upgrades {e.g., major.upgrades, minor upgrades,
system changes) that may impact service availability and performance. A majorupgrade is
a replacement of hardware, software or firmware with a newer or better version in order to
bring the system up to date or to improve its characteristics.
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14. Security:

a) At a minimum, the service provider’s safeguards for the protection of data shall include:
(1) securing business facilities, data centers, paper files, servers, back-up systems and
computing equipment; including, but notlimited to, all mobile devices and other.
equipment with information storage capability;-(2) implementing network, device
application, database and platform security; 3) securing information transmission, storage
and disposal; {4) implementing authentication and access controls within media,
apblications, operating systems and equipment; (5) implementing appropriate personnel -
security and integrity procedures and practices, including, but not limited to, conducting
background checks consistent with applicable law; and (6) providing appropriate privacy
and information security fcra'ining to service provider’s employees.

b) The service provider shall execute well-defined recurring action steps that identify and
monitor vulnerabilities and provide remediation or corrective measures. Where the service
provider’s technology or the public jurisdiction’s required dependence on a third-party
application to interface with the technology creates a critical or high risk, the service
provider shall remediate the vulnerability as soon as possible. The service provider must
ensure that applications used to interface with the service provider’s iec_:hnplogy remain
operationally compatible with software updates.

c) Upon the public jurisdiction’s written request, the service provider shall provide a high-~
level network diagram with respect to connectivity to the public jurisdiction’s network that
ilustrates the service provider’s information technology network infrastructure. 15. Non-
disclosure and Separation of Duties: The service provider shall-enforce separation of job
duties, require commercially reasonable non-disclosure agreements, and limit staff
knowledge of public jurisdiction data to that which is absolutely necessary to perform job

duties.

16. Import and Export of Data: The public jurisdiction shall have the ability to securely
import, export or dispose of data in standard format in pilecemeal or in entirety at its
discretion without interference from the service provider. This includes the ability for the
public jurisdiction to import or export data to/from other service providers identified in the
contract (or in the absence of an identified format, a mutually agreeable format).

17. Responsibilities: The service provider shall be responsible for the acquisition and
operation of all hardware, software and network support related to the cloud services being
provided. The technical and professional activities required for establishing, managing and
maintaining the environments are the responsibilities of the service provider.
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~ 18. Subcontractor compliance. The servlce provrder shall ensure that any of its:
subcontractors to whom it provrdes any of the perspnal data or non-publnc data |t receives
hereunder, orto whom it provides any personal dataor non-publlc data which the servlce :
provider cteates Or réceives on behalf of the public Junsdrctlon agree to the réstrictions,
terms and conditions which-apply to the service provider hereunder.

19. Right to Remove Individuals: The public jurisdiction shall have the right at any timeto
tequire that the service provrder remove from interaction with public jurisdiction any , ‘
service provider representative who the public jurisdlctlon believes is detnmental toits
workingrelationship with the service provider. The public jurisdiction shall provrde the
service provider with notice of its determination, and the reasons it requests the removal. If
the public jurrsdlction signifies thata potentlal security violation exists with respect to the
request, the service provider shall immediately remove such individual. The service
provider shall not assign the person to any aspect of the contract without the public

jurisdiction’s consent.

20. Business Contihuity and Disaster Recovery: The sérvice provid'er shall provide a
business continuity and disaster recovery plan executive summary upon request. Lack ofa
plan will entitle the public jurisdiction to terminate this contract for cause.

21. Compliance with Accessibility Standards: The ser_vice provider shall comply with-and
adhere to Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of

1973.

. 22, Web Services: The service provider shall use web services exclusively to interface with
- the public jurisdiction’s data in near real time when possible.

23. Encryption of Data at Rest: The service provider shall ensure hard drive encryption
consistent with validated cryptography standards as referenced in FIPS 140-2, Security
Requirements for Cryptographic Modules for all personal data.

24. Subscription Terms: Service provider grants, during the term of the su bscription, to a
public jurisdiction a license to: a. Access and use the service for its business purposes; b.
For Saa$, use underlying software as embodied or used in the service; and c. View, copy,
upload, download (where applicable), and use service provider’s documentation.

25. Equitable Relief: Service provider acknoWledges that any breach of its covenants or
obl|gat|ons setforth in Addendum may cause the public jurisdiction irreparable harm for
* which monetary damages would not be adequate compensation and agrees that, in the
event of such breach or threatened breach, the public jurisdiction is entitled to seek
equitable relief, Including a restraining order, injunctive relief, specific performance and
any other relief that may be available from any court, in addition to any other remedyto
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which the public jurisdiction may be entitled at law or in equity. Such remedies shall not be
deemed to be exclusive but shall be in addition to all other remedies available at law or in
equity, subject to any express exclusions or limitations in this Addendum to the contrary.

AGREED:
Nameé of Agency:WV Dept. of Transportation  Name of Vendor:_AssetWorks Inc.

1 , ¥ ‘{’. ;?‘ 2 -
Slgnath&MLKXQMﬂ Signature:__z ; ittt

Title:___ Chief Technology Officer " Title: General Manager
Date: 12/13/2024

Date:

1
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Appendix A

(To be completed by the Agency's Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum. Required information not identified prior to execution
of the Addendum may only be added by amending Appendix A and the Addendum, via Change
Order.) . ‘

Name of Service Provider/Vendor: __AssetWorks LLC.

Name of Agency: West Vir_ginia Depariment of Transportation
' Aaency/public iurisdiction’s required information:

1. Will restricted information be processed by the service provider?
Yes )
No " L

2. Ifyesto#1, does the restricted information include personal data?

Yes [ ]
No (X

w

If yes to #1, does the restﬂctéd information include non-public data?

Yes [X]
No L]

if yes to #1, may the service provider store public jurisdiction data in a data center in an
acceptable aiternative data center location, which is a country that is not the U.S.?

Yes @
No

5. Provide name and email address for the Department privacy officer:

S

Name: __ Jonathan Schaffer
Email address: __jonathan.w.schaffer@wv.gov

Vendor/Service Provider’s required information:

6. Provide name and contact information for vendor's employee who shall serve as the public
jurisdiction’s primary security contact:

Name: Adam Valvano, IT Director
Email address: ___ Adam.Valvano@assetworks.com

Phone Number: 215-983-1554

12



ptonpob i |

e g mtias s At 40 rmen

CETTIIRR T SmsoTy e

Docusign Envelope ID: 906A9897-7DD8-48FA-8E34-357BF99C14D5

ERIC L. HOUSEHOLDER STATE OF WEST VIRGINIA
CABINET SECRETARY DEPARTMENT OF ADMINISTRATION
PURCHASING DIVISION

To: All State Agencies Under Purchasing Division
From: Samantha Willis, Director & General Counsel
WV Purchasing Q/ﬁ
Date: Janusry 23, 2025
Re: $100,000 Spending Requests
MEMORANDUM

SAMANTHA WILLIS
PURCHASING DIRECTOR

Pursuant to Executive Order 4-285, signed into effect by Governor Morrisey on January 14th, 2025, all
expenditures over $100,000 must be reviewed by the Governor’s Office in advance. Any solicitations,
purchase orders, or other contracts currently in the possession of the Purchasing Division, which are
estimated to cost over $100,000 are being placed on hold for review. Our Division is providing

documentation of those to the Governor’s Office for review.

Any new requisitions valued over $100,000 that are received by the Purchasing Division, must have a
copy of this memorandum and accompanying sipnatures to process as usual, If there is no evidence of
Govemor's Office review or approval, your requisition will be returaed to seek that approval.

Thank you all for your hard work, and please feel free to reach out with any questions on our end; if you
have questions about the procedure for seeking the necessary approvals intemally, I would recommend
réaching_ out to your Cabinet Secretaries and/or your Department’s Govemor's Office liaison.

The Accompanying Request has been reviewed and approved by the following:

Bran M. Dowey 2/6/2025
Agency Head : ' " Date
S 2/6/2025
Cabinet Secretary/Department Head ' Date

ﬂ 'DM jd{w\,ﬂ'aw 2/7/2025

Govemor’s Office Representative *  Date

2019 WASIUINGTONSTREET, EAST « BUILDING 15 s+ CHARLESTON, WEST VIRGINIA 15305-0130 » {304) $58-2306 o FAN: (304) 558-1970

WVPurchasing.gov




Docusign Envelope ID: 806A8897-7DD8-48FA-8E34-357BF98C14D5

WEST VIRGINIA DEPARTMENT OF TRANSPORTATION

Division of Highways
1900 Kanawha Boulevard East » Building Five * Room 110

Charleston, West Virginia 25305-0430 » (304) 558-3505 ' Steph-en T. Rumbaugh, P. E.
Secretary of Transportation
‘ Commissioner of Highways
February 6, 2025 :
TO: A. Todd Johnston, Deputy Chief of Staff

Governor’s Office

FROM: Stephen T. Rumbaugh
Secretary of Transportation/Commissioner of Highways FeHH

THRU:  Evan Dewey L .
. WV DOT Deputy Business Manager Bran M. D"W“'I -

TPRU: Krlsty James, Dlrector o
WV DOT Procurement Division &Jﬂif‘q €. James

SUBJECT: Change Order CMA DOT23*05 — PF887002

WVDOT is requesting permission to proceed with a change order against CMA DOT23*05 with
AssetWorks Inc., to add the fully executed SaaS Cloud Addendum. The CMA is for the purchase
of the software, licensing and services for the Fleet Management System utilized to manage and
collect costs associated with the repair of DOT Fleet vehicles. This is a mission critical system to
DOT Operations. The total anticipated expenditure under this entire open-ended agreement is
approximately $1.6 million in total

CMA DOT23*05 was awarded by the WV Purchasing Division on August 1, 2022, and has been
in effect for two years. This contract was originally bid out through OASIS as CRFP DOT22*01
which closed on September 23, 2021. There is currently one (1) renewal remaining in this
contract. WVDOT Procurement Division has confirmed the vendor is in full compllance and is
eligible to receive a contract award.

Attached you will find the Purchasing Division Memorandum which must be signed by the
Governor’s Office pursuant to Executive Order 4-25.

If you have questions, please contact Kristy James, Director of the WVDOT Procurement
Division. Ms. James can be reached at 304-414-7104 or via email at Kristy.E.James@wv.gov.

E.E.Q./AFFIRMATIVE ACTION EMPLOYER



